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NONITUKA OXOPOHU 300POB’A B YMOBAX PO3BUTKY
INDUSTRY 4.0

LocnigxytoTbCa OCHOBHI TeHAeHLUii LmdpoBoi TpaHcdopMmaL,ii OXOPOHU 340POB’S B yMOBax po3-
BUTKY Industry 4.0, BnnmB UM poBMXx TEXHOMOTIN (POBOTOTEXHIKA, LUTYYHUI IHTENEKT, iIHTEPHET Me-
ONYHUX peyelt, Benuki AaHi) Ha Pi3Hi CEKTOPM OXOPOHU 340POB’SA, MepeBaru i NOTEHUiHI 3arposu
BUKOPUCTaHHSI eMePIXEHTHUX TEXHOMOTIN.

3asHauyeHo, o, ynpoBamxKyoun undposi TEXHOMNOrT B OXOPOHi 300pOB’sl, HE0OXiAHO YAOCKOHaro-
BaTW MOMITUKY 3a HanpsiMamn peryntoBaHHSA cpepn 3aCTOCYBaHHSA HOBITHIX TEXHOMOTiN, 3aXUCTy
nepcoHanbHux gaHux. PyHKUiT perynoBaHHs i Aep)KaBHOro Harnsay HabyBatoTb HOBOMO 3MICTY.
KniouvoBi cnoBa: oxopoHa 340poB’, MOMiTUKa OXOPOHW 340POB’'s, LMdPOBI TpaHcdhopmallir,
Lumdposisauisi, undposi TexHonorii, Industry 4.0.

IlocTaHOBKa mpobaeMH. Y [aHUil yac po3ropraerbca YeTBepTa MPOMHUCAO-
Ba peBoatollia ([Hmycrpia 4.0), o ¢popMyeThbCI HaA OCHOBI Kibepi3UIHUX CHC-
TeM BUPOOHUIITBA, MOEAHAHHS PEAaAbHUX i BiPpTYyaABHHX CBIiTiB. 3acCTOCyBaHHS
Kibepi3uIHUX CHUCTEM BimOyBa€TbCSI AK y TaAy3dX MaTepiaabHOTO BHPOOHU-
nrBa (smart manufacturing), ciAbBCBKOMY T'OCIIOAAPCTBi, €A€KTPOEHEPTreTHUII
(smart grid), micToOymiBHHIITBI (Smart city), Tak i B colliaabHHX cpepax: OXOPOHi
3nopoB’a (smart healthcare), ocsiti (smart education), Typusmi Ta in. [22]. Cyc-
miAbHA JXKUTTEMIIABHICTE CTAE BCE OIABII 3aA€KHOIO Bi IIM(PPOBUX TEXHOAOTIH,
110 3yMOBAIOE HEOOXIiZHICTh BpaXOBYBaTH TeHAEHIIIi 1M poBoi TpaHchopmariii y
BigmoBimHMX cdepax, popMyrodn ixHi crpaTerii po3BUTKY i IIOAITHUKH.

AHaai3 ocTaHHix nocaimxkens i mybGaikanii. YIIpo10BX 0CTaHHIX POKIB ITPO-
6aemaTuka 11¢poBoi TpaHchopmallii Habysa aKTyaAbHOCTI 3aBOSKHU MOIIHPEHO-
My VIIPOBaIXKEHHIO Kibep(hi3HIHUX CUCTEM Y Pi3HUX TaAy3sX. K IpHUKAaIH Kibep-
(hi3MYHUX CHCTEM PO3TASAAIOTH BeAuKi maHi (Big Data), mrryunuii inTeaekr (Al),
pobororexHiky, 3D-npyK, iHTepHeT pedeii (IoT), BipTyasbHy i JOIOBHEHY peaAb-
HICTb, dKi (y BUIIQOKY iHTerpailii ix B equHe I1ire) MOXKYTh SKiCHO 3MiHIOBATH iC-
HyIO4Yi BiIHOCHUHH MiXK BHPOOHHKaMH, ITOCTAaYaALHUKaMHU Ta CIIoXKuBadamu [11].

daxiBui komrianii Gartner, BiqoMmoi rrporHozamu y cdepi iHpopMalitHUX Tex-
HOAOTIH, JOCAIIKYIOYH IIN(PPOBI3allilo Pi3HUX rasyseil, akIIeHT POOAITEH Ha TPAHC-
¢opmariii 6izHEC-MOmEAEH i3 METOI0 CTBOPEHHS MaKCHMAaABHO OPi€HTOBAHOTO Ha
CIIOXKHMBa4da HayKOEMHOTI'0 KiHIIEBOT'O IIPOAYKTY 3 BUCOKOIO J10/IaHOI0 BapTicTio [12],
iHIIT MOCAIAHUKH (POKYCYIOTH YBary Ha COILaAbHIN B3aeMOIil, pO3TAIAaI0YH [THQ-
poBizaliito gk crioci6 pecTpykTypHu3allii baratbox cdep CyCHiABHOTO KUTTS Ha-
BKOAO MU(PPOBUX KOMYHIKaIIMHUX Ta Menia-iHppacTpykTyp. [7].

Y momoBiai “T'nobaavHutt iHHOBallifiHuY iHgekc 2019” BHOKPEMAEHO ITATh iH-
HOBAIIi#, IKi CYTTEBO 3MiHIOIOTh OXOPOHY 3I0POB’d HA TAOOAaABHOMY PiBHIi: TpH 3
HUX TI0B’I3aHO 3 ITU(PPOBUMHU TEXHOAOTISIMU (IITYYHUH iHTEAEKT, aHaAi3 TEeHOMY i
GioMapKepHHUX HaHUX, MOOIABHI JOAATKH), ABi (KOHCIOMepH3allisd, CTBOPEHHS HO-
BUX Oi3Hec-Momeaeti) — 3 moBeAiHKO0 AtoquHH [23]. [ag MeaudHOI raaysi 1udpo-
By TpaHcdopMallil0o BU3HAYAIOTH SIK OAWH i3 IPiOPUTETIB NOPAOKY AeHHOro [14].
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OpHak Ha OPaKTUL TUTAHHA 00 I POBOi TpaHcpopMallii 0OXOpoHU 310POB’d
3aAUIIAIOTHCS HEIOCTATHBO OIIPAIlbOBAHHMHU.

MeTa mocAiazeHHS — JOCAIIUTH TE€HAEHITI TpaHcdopMallil OXOPOHH 3/I0POB’I
B yMoBax po3BUTKY Industry 4.0 Ta BUOKpPEMHUTH HaANPSIMU YAOCKOHAAEHHS IIO-
AITUKHM OXOPOHU 30POB’S.

BurAazn ocHOBHoOro MmaTtepiaay. OCHOBHe 3aBIAHHS JIAT THUX, XTO BUPOOAsE
YIIPaBAIHCBHKI PIllIeHHS B OXOPOHI 3[40pPOB’d Ha HAIliOHAABHOMY i rAoOaabHOMY
piBHAX, — 11e 3a0e3IeYeHHs CTIHKOCTI CHCTEMH 10 HU3KU BUKAUKIB, CEpe/l AKUX:
crapiHHg HaceaeHH4 (o 2050 p. 20 % HaceaeHHd CBiTYy — y Bili crapiui 60 po-
KiB), 3pOCTaHHS TATaps HEiH(QEKIIWHNX XPOHIYHUX 3aXBOPIOBaHb (75 % BuUTpar
Ha oxopoHy 3x0poB’d) [20]. Industry 4.0 piBHOIO MipOI0 CTBOPIOE IK KOAOCaABHI
mepeBaru, Tak i mpobaemu. [IpHUYMHHM, 3a SKUX HOBA TEXHOAOTIYHA PEBOAIOILS
MO3Ke CIIPOBOKYBAaTH OiABIIIE CYCITIABHUX TIOTPSACIHB, aHIXX MOTIEPEeaHI MIPOMUCAOBI
peBoarlollii, — 1Ie TeEMITH 3MiH (yce BiaOyBaeThCs 3HAYHO IIBU/IIE, HiXK OYIb-KOAHU
pawiiire), ixui ranbuHa # obcdar (BeAMKa KiABKICTh paIuKaAbHHX 3MiH BiOyBa€Th-
c4 OMHOYAaCHO) i TpaHcdopMallis BCiX CUCTEM, ¥ T. Y. OXOPOHHU 310poB’a [20].

YupoBakeHHS ITU(PPOBUX TEXHOAOTIM Ma€e BIAWB Ha Pi3HI CEKTOPHU OXOPOHU
3J0POB’d, 30KpeMa:

— MeIUYHAa pobOoTH3Allig 3yMOBAIOE KOPUTYBaHHS ITOTPeb y TPy A0oBUX pecypcax [19].
3a ouinkamu, yrrponoBx HacTynHUX 10-20 pokiB y kpainax OECP 14 % pobounx
MicIIb (v pi3HUX cpepax, BKAIOYHO 3 OXOPOHOIO 3/I0POB’s) OYAyTh MOBHICTIO aBTO-
MaTHu30BaHUMH, 32 % 3a3HaIOTh 3HAYHUX 3MiH [18];

— GioinpopMmarritinuii aHaai3 reHOMy i GioMapKepHUX MAHUX CTBOPIOE HOBI
MOZKAUBOCTI [AS OiarHOCTUYHOI MEIUITMHY i papMmarieBTU4IHOI iHaycTpii [6]. Ha-
OpUKAaL, 73 % KAIHIYHHUX JOCAIIKE€HB B OHKOAOTII TIOB’s13aHO 3 OioMapKepaMH i
CTBOPEHHAM BHCOKOE(EeKTHBHIX JOPOTHUX AIKapChHKHUX 3acobiB [23, c. 88];

— po3BUTOK 3D-ApyKy OpraHiB po3roprae HOBI IIEPCIIEKTHUBU AT TPAHCIIAAH-
Toaorii [10];

— inTepHeT MenuuHuX peded (IoMT) mo3Boasie 3a MOIIOMOTOI0 CEHCOPIB 3MiH-
CHIOBATH B PEAaABHOMY 4aci IOCTiMHUH MOHITOPUHT CTaHy 3I0POB’d AloquHU [4];
CHCTEMH MOHITOPHHIY € KOPHUCHUMH, HacaMIIepe, A IIOKpAalllaHHs sIKOCTi [10-
TASIZTy 3a AITHIMH AIOABMH Ta JOTASAY 332 AIOABMH 3 OOMEXKEHHMH MOXKAHBOCTSI-
MU, BUKOPHUCTAHHS MOOIABHHX AIaTHOCTUYHHUX IIPHUCTPOIB (AT CaMOIiarHOCTHKU
i HaApaHHBOI AIaTHOCTUKH 3aXBOPIOBAaHB) CIIPHUSE BUIBACHHIO MAIlIEHTIB 3 BH-
COKHM DPH3HKOM PO3BHUTKY KOHKPETHHX CTAHIB Ta 3aXBOPIOBAHB, SKHUM MOXKHA
3amobirTH 3a IOTIOMOTOI0 PAHHBOTO BUSIBAEHHS i 3MiHH CITOCOOY KUTTH. 3a po3-
paxyHramu, 1o 2022 p. o6car 3araabHOCBITOBOTO pHHKY ITpucTpoiB IoMT mocarue
$ 158 mapxm [22];

— PO3POOAEHHST IIEPCOHAABHUX IIPOTPAM CTPAXyBaHHS 3 ypaXyBaHHSM TIeHe-
TUYHOTO TIPOoiAlO TTalliEeHTa IOTpebye 3MiH y peryAloBaHHI cepu MeaUIHOTO
cTpaxyBaHHS [5];

— PO3BUBAIOTHCS HOBi 6i3HEC-MOIEAl B OXOPOHI 3J0POB’s, HATTPUKAAI MepeKeBa
6izHec-Momeab Ha 6a3i udpoBux maatTgopm. JAMHAMIYHO 3MIiHIOIOTBCSH TEXHOAOTIL
BUPOOHHUIITBA, IHTEPECH CIIOKHUBAYIB, PO3MOIiA PECYPCIB B OXOPOHI 310POB’d. [as
IPOBENEHHS MOCAIIZKEHbD i TECTYBAHHS HOBHUX Oi3HEC-CTpaTerifi BUKOPHUCTOBYIOTH
U POBI ABIHHUKY (BipTyasbHI MozeAl Pi3MYHOTO 00’€KTa YU CUCTEMH), sIKi 03HA-
YeHO cepe/ TPeHAIB po3BUTKY TexHoaorTi# [13]. LHudposi TexHOAOTII morTOMaraoTh
CHCTeMaM OXOPOHH 3J0POB’d IIEPEXOAUTH Ha HOBI NMAIliEHTOLEHTPUYHI MOaeAi 00-
CAYTOBYBAaHHSI, CIPUSIOYHN ITOKPAIIAHHIO JOCTYITHOCTI Ta SKOCTI IIOCAYT i 3HUKEH-
HIO BUTpaT [22];
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— iHTerparlig TeXHOAOTIH IIITyYHOTro iHTeAeKTY (Al) B cucTeMi OXOPOHHU 300pOB’d
YMOXKAWUBAIOE AQHAAI3 BEAUKHX OOCATIB HAHUX 1 IIBHUAKE MPUHHSATTS YIIPaBAiH-
CBKHX pillleHb MeHeIKMeHTOM. HacaigkoMm 11poro Oyme 3MeHIIIeHHs aaMiHicTpa-
THUBHHUX BUTpPAT, 9Ki 3apa3 craHoBAgTh 30 % BUTpaT Ha OXOPOHY 340pPoB’a [16].
ToK IPOTHO3YIOTH MIOPiYHE 3POCTAHHS BUTPAT Ha TEXHOAOTII IITYYHOTO iHTEAEKTY
B OXOPOHIi 3710poB’sa Ha 48 % [16];

— BUKOPHUCTAHHS TEXHOAOTIH BipryaarHOi (VR) i mortoBHEHOI peasbHOCT (AR) gk
HaBYaAABHHUX IHCTPYMEHTIB B MEIUYHIH OCBITI MJO3BOASIE 3MEHIITUTH TPHUBAAICTE 1
BapTiCTh MiATOTOBKU MeIUYHUX (PaxiBIliB. 3a JOITOMOIOIO IIUX iMEPCUBHUX TE€XHO-
AOTIY AlKap 3aHyPIOETHCH (aHTA. immersion — 3aHypeHHs) ¥ CTBOPEHUH TeXHITHHU-
MU 3acobaMHU CBIiT JOMIOBHEHOI pPeaAbHOCTI: IIUdpoBa iHpopMallis (300pazkeHHd,
Bimeo, TekcT, rpadikKy) MPOEKTYETHCA 11034 €KpaHaMU IPUCTPOIB, 00’€ IHYIOTHCS
BipTyaabHi 00’€KTH 3 peaabHUM cepenoBHIeM. Hammpukaam, 3a JOIIOMOT0I0 OKYAS-
piB AR HoloLens nHetipoxipypr orpumMmye 3D-KapTHHY TOAOBHOI'O MO3KY ITAlli€HTAa.
Y pe3yAbTaTi CKOPOUYETHCS HUac, SKUH MOTPIOEH AiKapio OAd OTPHUMAaHHS HEOO-
XiJHUX 3HaHb, BUPOOACHHS HABUYOK i MaMCTEPHOCTI IPOBEAEHHS XipypPTidHUX
BTpy4aHb [8]. [lepeBarn BHKOPHUCTAHHS iIMEPCHUBHHX TEXHOAOTIH HpodecifHOTO
HaBYaHHSA: HAOYHICTH (MOXKAHBICTH OETAABPHO PO3TAAHYTH OyHOBY Tiaa, aHaTO-
MIiYHY CTPYKTYPY); 30CepeIKeHiCTh (paxiBligd Ha MaTepiasi 6e3 BigBoAiKaHHA Ha
30BHIIITHI TTOAPAa3HUKH; PE3yABTATHUBHICTH (3aCBOIOBaHIiCTh iH(opMmamnii BuIIa);
MaKCHUMaAbBHE 3aAyY€HHS B HAaBYAABHUU IPoIleC (MOKAMBICTH IMOBHICTIO KOHTP-
OAIOBaTH Ta 3MiHIOBAaTH ClieHapi#i momiii); 6e3neka (oaa ¢paxiBiid i H0T0 OTOYEHHS).

TakuM yrHOM, U(POBi3allisd OXOPOHU 340POB’S 3MIHIOE IIPOIECH VIIPABAIHHA
cucTeMolo, (piHaHCYBaHHS, KaAPOBOTo 3abe3nedyeHHs, AiIKyBaHHd i JOTASIY 34 Ia-
LIIEHTAMH.

BzaemonpoHukHeHHS THQPPOBUX 1 GIOAOTIYHHX TEXHOAOTIH pyHHye 3BUYHY
CTPYKTYPY OXOPOHHU 3MOPOB’d Ta MiAHIMae Ha HOBUII HIabeAb BaXKAHBICTH iHTe-
rpauii [aHuX i yIIpaBAiHHA Ha BCiX piBHAX cucreMu. CroroaHi iHHoBawii y cdepi
OXOPOHH 300POB’ 3HAYHOIO MipOI0 PO3BUBAIOTHCH HABKOAO BEAMKHUX NAHUX, iH-
TEepPHETY pedel i IITYIHOro IHTEAEKTY, IO TSTHE 3a CO00I0 “IIeperpyIyBaHHsI CUA”
BCEpPENNHI OXOPOHU 3A0pOoB’d. [IpOrHO3yIOTH, 110 HAIPSIM MOAAABIITNX iIHHOBAILH
y cpepi OXOpPOHU 3M0POB’d OPIEHTYETHECH HE CTIABKH Ha CTBOPEHHSI HOBHX TEXHO-
AOTIM 9K TAKMX, CKIABKH Ha peopraHizailito 6idHec-mozeaeii [23]. I TyT BakAMBO,
1100 yIpoBamKEeHHST HOBUX TEXHOAOTIYHHUX PIIllIeHb TA IOB’s3aHi 3 HUMH BUTPaTH
He 30iABIIIHAN PO3PUB MiXK 6araTUMH i 6iTHUMHU 3 TOYKH 30PYy AOCTYILY A0 MEIHU-
HHUX IOCAYT. Be3 HaaeKHOro Aep>kaBHOTO PEryAIOBaHHS iHHOBAIll B cdepi oXopo-
HU 30POB’I MOXKYTB IIEPETBOPUTHUCS Ha 3HAUYITHUH YHMHHUK [TOCHACHHS HepPiBHO-
CTi B CyCHiABCTBI [23].

Binomo, 1110 HEy3TroAKeHICTh iHTepecCiB yCixX 3alliKaBACHUX CTOPIH € IPUYIHHOI0
HHU3BKOi €(DEKTUBHOCTI CUCTEMHU OXOPOHH 340POB’d [19]. [locarHeHHS KpaIux pe-
3YABTATIB TaAy3i He KOPEAIO€E i3 30iABIIIEHHAM BUTPAT, PO IO CBiAYUTH OOCBiO
CIIA, e piBeHb BUTPAT Ha OXOPOHY 3J0POB’d OZHI€l 0COOU y IT’ATh pa3iB BUIIMH,
Hix B Ecrosii (Bignosizuo $ 10586 1 $ 2231 y 2018 p.), a TOKa3HUKU OUiKyBaHOi
TPUBAAOCTi KUTTS Maiizke oqHakoBi (78,6 i 78,2 poky) [17]. ToMy, ynpoBamxKy-
oun 1M POBi TexHoAoTii, Tpeba 6paTu A0 yBaru iHTepecH pi3HUX rpymn. Tpamgu-
iffHO y cepi OXOPOHi 3IOPOB’S PO3PIZHAIOTH TAKUX CTEHKXOANEPIB: MAATHUKH,
CTpaxyBaAbHUKH, TTIOCTAYaABHUKH Ta BUPOOHUKH. CHOTOAHI MexXKi iXHIX iHTepeciB
IOYHMHAIOTh PO3MHUBATHCH (HAIIPHUKAAL, CTPaXyBaABHHUKH iHBECTYIOTH KOIITH B
HaIaHHS IIOCAYT, a IIOCTAYaAbHHUKH OOCAIIKYIOTH BUPOOHHYI MOXKAMBOCTI), 1 11e
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A€ HOBI IEPCIIEKTUBU PO3BUTKY MIyOAIYHO-TIPUBATHOTO IMapPTHEPCTBa y cdepi
OXOPOHH 310poB’d [19].

Cawme 3 1 poBizalii€ro raay3i moB’a3yroTh Taki 3MiHu [16]:

o-TIEPILIE, OXOPOHA 3[0POB’S PO3TASIIAETHLCH 9K Oe3mepepBHUM MpoIiec i3 Giab-
III0I0 YBaroio A0 ITPOogiAaKTHKU Ta PAHHBOTO BTPy4YaHHA. Aikapi MOXKyTh Ha paH-
HiX eTamnax (KOAH IIIe HE IIOCTA€E ITUTAHHA IIPO HEoOXigHE AIKyBaHHS) KOHCYABTY-
BaTH MAIE€HTIB IIPo 3MiHy criocoby KuTTs. CTAaHOBAEHHS ¥ PO3BUTOK “MeIUIIMHUA
P4” (amra. predictive, preventive, precise, participatory — mporao3oBaHicTb, Ipe-
BEHTUBHICTH, TOYHICTh Ta CHiBy4YacTh) BUMarae€ HOBUX CTAHAAPTIB Ta MOAITHKH
1040 06pobAeHHS # 3aXUCTy 0ioAOTIYHOI Ta Meau4HOl iHdopMallii maIlieHTiB;

o-Apyre, HaJaHHS MEIHNYHOI IOTIOMOTH 30CepPeKyEThCA Ha AIOAMHI B ii Baac-
Hill €eKOCHCTEMI, TOOTO PO3BUBAETHCS KOHCIOMEPHU3allid (AHTA. consumerization)
MeaudHoI qormoMoru — (yHAaMEHTaAbHI 3MiHH MMOBEAIHKH Ta OYiKyBaHb Malli€H-
TiB, 9Ki I€PETBOPIOIOTHCS 3 IACUBHUX OTPUMYBaYiB MEIUYHHUX ITIOCAYT Ha aKTHUB-
HHUX YYaCHHKIB AIKyBaABHOIO IPOLECY (HATIPUKAA, MAIliEHTH 3BEPTAIOTHCS 10
OHAAMH-TIAAT(OPM, 106 06paTH AlKapa UM 3aKAa[ OXOPOHH 3[40POB’d, A€ IPOIIo-
HyIOTH iM Hatikpaiii ymoBH). ToMy mocTadyaAbHUKAM MEIUYHUX IOCAYT ITOTPiIOHO
BpPaxoByBaTH KOHCIOMepHU3aliro y (POpMyBaHHI MapKETHHTOBOI IOAITHKY 3aKAa-
[iB OXOPOHU 3/I0POB’S.

udpoBi TexHoAOTIi, 3 0AHOTO OOKY, IPOIIOHYIOTH HOBI PO3B’I3aHHS MPOOAEM
OXOPOHH 3/I0POB’d, a 3 IHIIIOTO — POPMYIOTE HOBIi 3arpo3u. Y IIOAITHKIB BUKAUKAE
3aHENOKOEHHS CTPIMKE 3POCTaHHS KIiABKOCTI HOBOBBEZIEHL B OXOPOHI 3/10POB’d,
HacaMIlepes Iie peJaryBaHHs reHoMa i TpaHCTyMaHHe BIOCKOHAAEHHS, a TaKOXK
€TUYHi acCIleKTHU OOCAIIKEHb Ta po3pobok [15]. Y “3BiTi mpo raobasbHi pU3UKH”
(2019 p.) CBiToBOrO EKOHOMIYHOTO (QOPYMY HATOAOLIYETHCI HA He0oOXigHOCTI 3a-
mobiraT TIOTEHIIMHUM 3arpo3aM BHKOPHCTAHHS €MEPIKEHTHUX TEXHOAOTIH
LIIASIXOM: YIIOPSAKYBAHHS IIPOIIECIB, IO BiAOyBarOThCS HHUHI y cdepax 1udpo-
BUX i GiOAOTIYHHUX TEXHOAOTiH, a TAaKOXK IMOCHAEHHS 3aXHCTy ITEPCOHAABHUX [a-
HUX; HEIOIIYIIeHHs AUCKPUMIiHAIl Ta HEepiBHOCTI y BCiX mposiBax; (popMyBaH-
Hs BIAIIOBIZTHOTO 3aKOHOMABCTBA 1 IIOCHUAEHHSI AEP3KAaBHOTO PETYAIOBaHHS ITi€l
chepu [24]. SIKIIO yIIPOOOBIK MOIIEpPeAHbOI AeKaau OiAbIIicTb KoMIIaHil cdepu
OXOPOHH 3/I0POB’SI 3a3HadYaAH, III0 ITiAXia [0 peryAroBaHHS, 3aCHOBAaHUM Ha MiHi-
Mi3allii pU3uKiB, IEPEITKOIKAE YITPOBAIZKEHHIO iIHHOBAIIiH, TO IIPOTHO3HW Ha Ha-
Oamxye MafibyTHE CBimIaTh, 10 CUTYyAallisd 3MiHIOEThCS [15].

[Ile oAMH BUKAMK, SIKHH OTPIOHO BUPIIIyBaTH, — I1e 3abe3meueHHs KibepOe3neKu
Y 3aKAazIax 0XOpPoHHU 300poB’d [21]. [IpobaeMu BapiroIOTh Bifl 3A0BMHCHOTO IIPOrpaM-
HOTO 3abe3redyeHHs, 110 CTAaBUTh Iifl 3arpo3y IAICHICTb iH(pOpMAIiMHUX CHCTEM
Ta KOH(IAEHIINHICTh JaHUX ITAIliEHTIB, BiAMOBU y HamaHHi nocayr (DDoS-arak),
SKi HOPYUIVIOTH 3[4AaTHICTH 3aKA3[iB HAAaBaTH AOIIOMOrY IIAaIlliEHTaM, OO0 II0PY-
IIIEHBb B EACKTPHUYHHUX MEPeKaxX, YHACAILOK YOro 3 A3y BUXOAUTH OyAb-IKUH Me-
OUYHUHR IIPUCTPiH, miararodeHUE no Mepexi (Bigx MPT go moHiTOpPIB Haragay 3a
craHoM narienra). Hanpukaazn, y CIIIA 2016 p. oxopoHa 300poB’s Oyaa B IT'ATipIii
raayaeii, 110 HaMOIABIII TTOCTPaXKAAAN Bifl KibepaTak, YHACAIZOK YOTO B MEIUIHHUX
3akAaax 0yAO BHKpPAaJEHO ITOHA[ 16 MAH €AeKTPOHHHMX KapTOK IallieHTiB [21].
Y HalbAMXKYI POKH IId 3arpo3a 3pOCTATHME, OCKIABKH KibepaTakKu CTaBaTHUMYTh
Bce CKaamHimuMmu [21]. BpaxoByrouH, 1o “maHi IIpo 30poB’d HaceAe€HHS Ilepe-
TBOPIOIOTHECSH HA HOBY BAAIOTY TaAy3i OXOPOHH 3[40POB’A”, 3a0e3redeHHs 3aXUCTY
UX JAaHUX CTa€ IEPIIOYEeProBUM 3aBAaHHAM [14].
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Hudpora TpaHcdopmMallis OXOPOHH 3A0POB’d MOTpedye HOBUX YIPABAIHCHKHX
pillleHs 9K Ha MaKPOPIBHI (IIOAITHKA HiATPUMKH ITU(PPOBUX iHHOBAINHY B OXOPOHI
3/I0POB’d, y T. 4. BAUKOPHUCTAHHS MeXaHi3My peiMOypcallii; 3armpoBaaKeHHS MOe-
Al PO3TIOMIAY PHU3HKIB y MyOAIYHO-IIPUBATHOMY IIAPTHEPCTBI 1100 iHBECTYBaHHS
npoekTiB 1mgpoBoi TpaHcdopmallii), Tak i Ha MiKpopiBHI (piHaHCOBe 3abe3rie-
YeHHs IPOIIECIB YIIPaBAIHHA 3MiHaAMU, 3MiHH OopraHizaniiiHoi Kyabrypwu) [9]. IIpi-
OPUTETHUMH HaIpPAMaMU iHHOBAILIHHOI MOAITHKHY ¥ chepi OXOPOHH 3I0POB’SI BU-
3HA4YEHO: CTBOPEHHS (PYHKIIIOHAABHUX CHUCTEM MEOWYHUX iHHOBAllil; TiATpUMKAa
IHHOBAIIITHOTO MIPOLIECY BiZ cTamil AabOpaTOPHUX JOCAIMKEHE A0 CTalil KOHKPET-
HUX pillleHb, JOCTYIIHUX HAIli€HTOBI; IIePEXia Bi/l JOCAIHHUIIFKOI POOOTH CTOCOBHO
METOIB AIKyBaHHS [0 iHHOBAIMHHUX pillleHb MI0A0 NPOdiAaKTUKH; CTBOPEHHS
iHdopmMariiiHoi iHppacTPyKTypH i po3pobaeHHI MeTomiB epeKTUBHOTO i Ge3med-
HOTO 30MpaHHs AAaHUX i yIpaBAiHHSI Ta 00MiHYy HUMH [23].

BiTyn3HsHI HayKOBLI, AOCAIIZKYIOYHN IpoliecH U@ poBoi TpaHchopMmariii B cyc-
miABCTBI, 3a3HAYAIOTH, 110 B YKpAaiHi BiA0yBaeThCs MIPOIIEC CTAHOBACHHS iHCTUTY-
LiHOTO MeXaHi3My PO3BUTKY LIM(POBi3allii, 0OMHAK 3aKOHOAABYE BimOOpazKeHHs
OUTaHb, IKi MalOTh BiJHOIIIEHHS A0 U(POBOi TpaHcdopMaliii, BKpal IIoBepx-
HeBe [3]. Xoua ypsaoM cxBaseHa KoHIEIIlisg po3BUTKY LIHM(PPOBOi EKOHOMIKHM Ta
cycriabcTBa YKpainu Ha 2018-2020 pp., dKa Ma€ Ha MeTi peaaizallilo “IpHCKO-
peHoro” ClieHapilo IIU(PPOBOTO PO3BUTKY IK HAMOIABIII PEAEBAHTHOTO OAS YKpaiHu
3 TOYKH 30pYy BUKAHKIB, ITOTPed Ta MOKAUBOCTEH [2], ase He nepenbadeHo B II0-
[AABITIOMY OIOIKETYBaHHI BUTPAT AL IIPAKTUYHOTO YIIPOBAMKEHHS 3a3HAYEHUX
igimmiatTuB. [Jo TpobAeMHUX MMHUTAHBb, III0 BUMATAIOTh aKTyaailallil, BiIHOCSITHCH:
BioCyTHICTH KOHIEMILiH, IporpaM IIH(PPOBOTO PO3BUTKY rasy3el; BiZICyTHICTb Me-
XaHi3MiB yIpaBAiHHS iHTErpaliiHUMU IIPOIIECAMH B YMOBax LU poBizartii; Hu3b-
KUl piBEHb PO3BUTKY LIH(PPOBOI iIHPPACTPYKTYPH Ta 3a6e3MeUeHHs 3aXUIIEHOCT]
mudpoBUx mpoleciB [3, c. 6]. Takoxk y KpaiHi BiACyTHE 30iABIIEHHS iHBECTHILiH
B iHdopMaliiHo-upoBy cdepy, MAOCAIMKEHHS MOKAWBOCTEH Indposizartii
IPOBOOUTHCH B JOCHUTH OOMeKeHUX obcarax, depes L0 IIPUMHOXKYIOThCH PHU3HKH
rPOBOTO BiicCTaBaHHS BiJl EKOHOMIYHO PO3BHHEHHUX KpaiH [1, c. 116].

BHCHOBKH 3 IIbOTO HOCAiJKeHHA i NMepCIeKTHBH MOZAABLIHX PO3BiZOK
y mbomMy HampaMmi. 3aifiCHIOIOUN IIH(PPOBI3aIlil0 OXOPOHU 3A0POB’s, HEOOXIITHO
YIOCKOHAAIOBATH IIOAITHKY B TAKHUX HAIpsMaX, K PEryAloBaHHd cepH 3acTo-
CyBaHHS HOBITHIX TE€XHOAOTIH; 3aXHUCT I€PCOHAABPHUX MAaHUX IIPO CTAH 300POB’d;
iHBecTHUIIIHiHA TTOAITHKA.

YrupoBaaKyr04H HOBi TEXHOAOTII y chepi OXOpPOHU 3M0POB’d, BAKAUBO BPaxXo-
BYBaTH iHTEPECH BCiX 3alliKaBAEHUX CTOPIH Y CyCIIABCTBI 3 METOI0 HEIOIIYIIIEHHS
auckpuMiHamii ¥ HepiBHOCTI. PYHKIIIT PEryAIOBaHHSA i AePKaBHOTO HATASAY Ha-
OyBaroTh HOBOTO 3MIiCTY.

[TepcriekTBaMHU ITOMAABIIIHX JOCAIIZKEHE 11010 IIOPYIIIEHOI IIpo0AEMH € aHaAi3
BITYM3HSIHOI HOPMATHBHO-IIPABOBOI 0a3Hu B OKpecAeHitt cdepi.

Cnucok BUKOpPUCTaHUX Axepen
1. Jlawenko B. I., BuwHeBcbknit O. C. LncdpoBa mMogepHisauis €eKOHOMiKM YKpaiHum sk
MOXIMBICTb NPOPMBHOIO PO3BUTKY : MoHorpadis / HAH Ykpaiuu, IH-T ekoHOMikn npom-cTi. Kuis,
2018. 252 c.
2. Mpo cxBaneHHsa KoHuenuii po3BuTKY LUGPOBOI EKOHOMIKM Ta CycninbCTBa YKpaiHW Ha
2018-2020 poku Ta 3aTBepAXEHHS NnaHy 3axofiB wono ii peanisauii : posnopsagpxkeHHs KMY Big
17.01.2018 p. Ne 67-p. URL: https://zakon.rada.gov.ua/laws/main/67-2018-%D1%80.

Theory and Practice of Public Administration 4(67)/2019 127



LepxxagHe peaynogaHHs npoyecie EKOHOMIYHO20 i coyiasibHO20 PO38UMKY

3. Uundposa TpaHcdopmauis (umdposisauis) perioHiB YkpaiHnu : aHaniT. 3anucka. Kuis : HALY,
2019. URL: http://academy.gov.ua/pages/dop/198/files/4badc1b4-cefe-4f27-b58b-3aee7c8cf152.pdf.

4. Automation, 3D printed organs, immersive tech — the future of healthcare is tech-powered.
URL: https://thetrendsnext.com/automation-3d-printed-organs-immersive-tech-the-future-of-
healthcare-is-tech-powered/.

5. Bélisle-Pipon, J. et al. Genetic testing, insurance discrimination and medical research:
what the United States can learn from peer countries. Nature Medicine, 2019, 25, 1198-1204.
URL: https://www.genomes2people.org/wp-content/uploads/2019/04/20190807_NatureMedicine_
Belisle-Pipon_InsuranceDiscrimination.pdf .

6. Biosensors and Nanotechnology: Applications in Health Care Diagnostics / Edited by Z.
Altintas. Wiley, 2018. 402 p.

7. Bloomberg J. Digitization, digitalization, and digital transformation: confuse them at your
peril. URL: https://www.forbes.com/sites/jasonbloomberg/2018/04/29/digitization-digitalization-and-
digital-transformation-confuse-them-at-your-peril/#1e1fe3d02f2c.

8. Blumstein G. Research: How Virtual Reality Can Help Train Surgeons. Harvard Business
Review. 2019. URL: https://hbr.org/2019/10/research-how-virtual-reality-can-help-train-surgeons.

9. Chilukuri S., Kuiken S. Four keys to successful digital transformations in healthcare.
McKinsey & Company, April 2017. URL: https://www.mckinsey.com/business-functions/mckinsey-
digital/our-insights/four-keys-to-successful-digital-transformations-in-healthcare.

10. Hooijdonk R. Exciting New Advances in 3D Printing Could Help Solve Cut Organ Transplant
Waiting Lists. The journal of mHealth. 2019. URL: https://thejournalofmhealth.com/exciting-new-
advances-in-3d-printing-could-help-solve-cut-organ-transplant-waiting-lists/.

11. Framework for Cyber-Physical Systems. Release 1.0. Cyber Physical Systems Public
Working Group, 2016. URL: https://s3.amazonaws.com/nist-sgcps/cpspwg/files/pwgglobal/CPS_
PWG_Framework_for_Cyber_Physical_Systems_Release_1_0Final.pdf.

12. GARTNER Glossary. URL: https://www.gartner.com/en/information-technology/glossary/
digitalization.

13. Gartner Top 10. Strategic Technology Trends for 2020 . URL: https://www.gartner.com/
smarterwithgartner/gartner-top-10-strategic-technology-trends-for-2020/.

14. Global Health Care Outlook: Shaping the Future. Deloitte. 2019. URL: https://www2.
deloitte.com/global/en/pagesl/life-sciences-and-healthcare/articles/global-health-care-sector-
outlook.html.

15. Health Care Foresight: Identifying megatrends. Deloitte, 2016. URL: https://www2.deloitte.
com/content/dam/Deloitte/sg/Documents/life-sciences-health-care/sg-Ishc-healthcare-foresight-
megatrends.pdf.

16. Healthcare Consumerization Report 2018. Business Insider Intelligence. URL: https://
store.businessinsider.com/products/the-healthcare-consumerization-report.

17. OECD Health spending (indicator). 2019. URL: https://data.oecd.org/healthres/health-
spending.htm.

18. OECD Summit on Going Digital 2019. Issues note. URL: http://www.oecd.org/going-digital/
summit/summit-issues-note-session-9.pdf

19. Rice S., Milner M. Robotic health care is coming to a hospital near you World Economic
Forum. URL: https://www.weforum.org/agenda/2019/05/robotic-health-care-is-coming-to-a-hospital-near-
you/.

20. Shaping the Future of Construction: A Breakthrough in Mindset and Technology. World
Economic Forum, 2016. URL: http://www3.weforum.org/docs/WEF_Shaping_the_Future_of_
Construction_full_report__.pdf.

21. Snell E. Healthcare Cybersecurity Attacks Rise 320% from 2015 to 2016. Health IT
Security, 15 February 2017, https://healthitsecurity.com/news/healthcare-cybersecurity-attacks-
rise-320-from-2015-t0-2016.

22. The Fourth Industrial Revolution is here — are you ready? Deloitte Review 2018. URL:
https://www2.deloitte.com/insights/us/en/deloittereview/issue-22/industry-4-0-technology-
manufacturing.

23. The Global Innovation Index 2019: Creating Healthy Lives — The Future of Medical
Innovation. URL: https://www.globalinnovationindex.org.

24. The Global Risks Report 2019. World Economic Forum, 2019. URL.: http://www3.weforum.
org/docs/WEF_Global_Risks_Report_2019.pdf.

128 Teopisa Ta NnpakTvka Aep>xaBHoro ynpasrniHHsA 4(67)/2019



State Regulation of Economic and Social Development Processes

References

1. Liashenko, V.., Vyshnevskyi, O.S. (2018). Tsyfrova modernizatsiia ekonomiky Ukrayiny iak
mozhlyvist proryvnoho rozvytku. Kyiv: NANU, Instytut ekonomiky prom-ti [in Ukrainian].

2. Pro skhvalennia Kontseptsii rozvytku tsyfrovoi ekonomiky ta suspilstva Ukrayiny na 2018-
2020 roky ta zatverdzhennia planu zakhodiv shchodo ii realizatsii: rozporyadzhennya Kabinetu
Ministriv Ukrayiny vid 17.01.2018 r. Ne 67-r. URL: https://zakon.rada.gov.ua/laws/main/67-2018-
%D1%380 [in Ukrainian].

3. Tsyfrova transformatsiia (tsyfrovizatsiia) rehioniv Ukrayiny (2019). Kyiv: NAPA. URL: http://
academy.gov.ua/pages/dop/198/files/4badc1b4-cefe-4f27-b58b-3aee7c8cf152.pdf [in Ukrainian].

4. Automation, 3D printed organs, immersive tech — the future of healthcare is tech-powered.
URL: https://thetrendsnext.com/automation-3d-printed-organs-immersive-tech-the-future-of-
healthcare-is-tech-powered/

5. Bélisle-Pipon, J. et al. (2019). Genetic testing, insurance discrimination and medical
research: what the United States can learn from peer countries. Nature Medicine 25, 1198-1204.
URL: https://www.genomes2people.org/wp-content/uploads/2019/04/20190807_NatureMedicine_
Belisle-Pipon_InsuranceDiscrimination.pdf

6. Biosensors and Nanotechnology: Applications in Health Care Diagnostics / Z. Altintas (Ed.).
Wiley, 2018.

7. Bloomberg, J. (2018). Digitization, digitalization, and digital transformation:
confuse them at your peril URL: https://www.forbes.com/sites/jasonbloomberg/
2018/04/29/digitization-digitalization-and-digital-transformation-confuse-them-at-your-
peril/#1e1fe3d02f2c

8. Blumstein, G. (2019). Research: How Virtual Reality Can Help Train Surgeons. Harvard
Business  Review. URL: https://hbr.org/2019/10/research-how-virtual-reality-can-help-train-
surgeons

9. Chilukuri, S., Kuiken, S. (2017). Four keys to successful digital transformations in
healthcare. McKinsey & Company. URL.: https://www.mckinsey.com/business-functions/mckinsey-
digital/our-insights/four-keys-to-successful-digital-transformations-in-healthcare

10. Hooijdonk, R. (2019). Exciting New Advances in 3D Printing Could Help Solve Cut Organ
Transplant Waiting Lists. The journal of mHealth. URL: https://thejournalofmhealth.com/exciting-
new-advances-in-3d-printing-could-help-solve-cut-organ-transplant-waiting-lists/

11. Framework for Cyber-Physical Systems. Release 1.0. Cyber Physical Systems Public
Working Group, 2016. URL: https://s3.amazonaws.com/nist-sgcps/cpspwg/files/pwgglobal/CPS_
PWG_Framework_for_Cyber_Physical_Systems_Release_1_O0OFinal.pdf

12. GARTNER Glossary. URL: https://www.gartner.com/en/information-technology/glossary/
digitalization

13. Gartner Top 10. Strategic Technology Trends for 2020. URL: https://www.gartner.com/
smarterwithgartner/gartner-top-10-strategic-technology-trends-for-2020/

14. Global Health Care Outlook: Shaping the Future. Deloitte. 2019. URL: https://www2.
deloitte.com/global/en/pagesl/life-sciences-and-healthcare/articles/global-health-care-sector-
outlook.html

15. Health Care Foresight: Identifying megatrends. Deloitte, 2016. URL: https://www2.deloitte.
com/content/dam/Deloitte/sg/Documents/life-sciences-health-care/sg-Ishc-healthcare-foresight-
megatrends.pdf

16. Healthcare Consumerization Report 2018. Business Insider Intelligence. URL: https://
store.businessinsider.com/products/the-healthcare-consumerization-report

17. OECD. Health spending (indicator) 2019. URL: https://data.oecd.org/healthres/health-
spending.htm

18. OECD Summit on Going Digital 2019. Issues note. URL: http://www.oecd.org/going-
digital/summit/summit-issues-note-session-9.pdf

19. Rice, S., Milner, M. (2019). Robotic health care is coming to a hospital near you. World
Economic Forum. URL: https://www.weforum.org/agenda/2019/05/robotic-health-care-is-coming-
to-a-hospital-near-you/

20. Shaping the Future of Construction: A Breakthrough in Mindset and Technology. World
Economic Forum, 2016. URL: http://www3.weforum.org/docs/WEF_Shaping_the_Future_of
Construction_full_report__.pdf

Theory and Practice of Public Administration 4(67)/2019 129



LepxxagHe peaynogaHHs npoyecie EKOHOMIYHO20 i coyiasibHO20 PO38UMKY

21. Snell, E. Healthcare Cybersecurity Attacks Rise 320 % from 2015 to 2016. Health IT
Security, 15 February 2017, https://healthitsecurity.com/news/healthcare-cybersecurity-attacks-
rise-320-from-2015-t0-2016

22. The Fourth Industrial Revolution is here — are you ready? Deloitte Review 2018. URL.:
https://www2.deloitte.com/insights/us/en/deloittereview/issue-22/industry-4-0-technology-
manufacturing

23. The Global Innovation Index 2019: Creating Healthy Lives — The Future of Medical
Innovation. URL: https://www.globalinnovationindex.org

24. The Global Risks Report 2019. World Economic Forum, 2019. URL: http://www3.weforum.
org/docs/WEF_Global Risks Report 2019.pdf.

Firsova O. D., PhD in Public Administration, Doctoral Student Regional Government, Local
Government, and Urban Management Department, NAPA, Kyiv
ORCID 0000-0001-9695-0729

HEALTH POLICY IN THE CONTEXT OF INDUSTRY 4.0

The Fourth Industrial Revolution is currently unfolding. It is known as Industry 4.0 and is based
on cyber-physical systems of production, together with a combination of real and virtual worlds.
Human nature, management, and lifestyle, influenced by the use of digital technologies, they all
undergo changes. Digital transformations are taking place.

The purpose of the study is to examine prevailing tendencies in the digital transformation
of healthcare in the framework of Industry 4.0 development and identify areas for improvement in
health policy.

The interpenetration of digital and biological technologies is destroying the usual healthcare
structure and raising the importance of data integration and management at all levels of the
system. Nowadays, innovations in the healthcare are leading to a “realignment of forces” within
the healthcare sector; the boundaries between stakeholders’ interests begin to blur (insurers are
investing in services, suppliers are exploring production opportunities etc.). The direction of further
innovations in the healthcare domain is focused not so much on the creation of new technologies,
as on new business models. Patients are transformed from passive health care recipients to active
participants in the treatment process, their behavior and expectations changes, and thus, the
consumerization of healthcare develops.

Emergent technologies, on the one hand, offer new solutions to health problems and, on
the other, introduce new threats. Politicians are concerned, above all, with genome editing and
transhuman improvement, as well as the ethical aspects of R&D. Potential threats should be
prevented by streamlining the processes that are underway in the fields of digital and biological
technologies, by enhancing the protection of personal data, prohibiting discrimination and inequality
in all manifestations, by formulating relevant legislation and strengthening state regulation of that
sphere.

Digital transformation of healthcare needs changes at both macro-level (policies to support
digital innovation in healthcare; introduction of the risk-sharing model in public-private partnership in
digital transformation projects), and micro-level (financial support for change management; changes
in organizational culture).

In Ukraine, there is a formation process of an institutional mechanism for the digitalization
development. However, the legislative coverage of issues related to the digital transformation of
society is superficial. Problematic issues that have been addressed are lack of digital development
programs for industries; absence of mechanisms for managing integration processes in the context
of digitalization; low development of digital infrastructure.

When introducing new technologies in healthcare, it is necessary to consider the interests
of all stakeholders in society and refine policies to regulate the use of the digital technologies and
protect personal data.

Key words: health policy, healthcare, digital transformation, digitalization, Industry 4.0, digital
technologies.
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