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Theoretical and methodological bases of modern hybrid conflicts

Kyp6aH O.B. TeopeTuko-meToAonoriyHi OCHOBM cy4acHUX riGpuaHux koHdnikTiB. [peactaBneHe B cTaTTi
OOCNIMKEHHA PO3KpMBaE Npobnemartuky ribpuaHUX KOHMMIKTIB, i3 SKMMW MNOB’A3YIOTb HaWbINbLl BaXnuBi Cy4acHi
MiXAepXaBHi NMPOTUCTOAHHSA. [laeTbCA KOPOTKAN PETPOCMEKTUBHUIA OrnsAf NpobnemaTuky 3acTOCyBaHHS Ta BUBYEHHS
TEeXHOJOriN BeAeHHs riGpnaHMX KOHMMIKTIB, L0 B Pi3Hi Yacu 3Haxoauso BigobpaxeHHs B poboTax Takux TeopeTukis, siK
CyHb-Llaun, Mepopot, Mocun dnasii, MnyTtapx, Amiad Mapuenur, Tut Misiit, KopHeniit Tauut (dasniit Csit); Makiaseni
(enoxa BigopomxeHns); Kapn cdoH Knaysesiu (Hosui yac); B. Hemet, ®. Xoddman, [. Kinkannen, H. ®penep, A.
MakkyeH (Epona Ta CLUA, XX-XXI ct.); J.JleBawosa, A.fdyriHa, |.MNaHapuHa, A.MaHoino (P®, XX-XXI cT.).
BusHavaeTbC MOHATTA «ribpuaHMA KOHMMIKT» AK 3aranbHe, 6a3oBe MOHSATTS, WO B CBOK Yepry CEerMeHTyeTbCs Ha
MOHATTA «ribpuaHa arpecia» Ta «ribpugHa BitHa». 3a aBTOPCbKUM BU3HAYEHHAM, TOPUMOHUIA KOHMIMIKT € MOHATTAM
reononiTMYHoro piBHSA, B TOM Yac sk ribpuaHa BilMHa Ta ribpuaga arpecis BigHOCATbCS [0 KaTeropii rokanbHMX,
MiXKHApOOHWX Ta BHYTPILIHBOMOMITUMHUX KOHIIKTIB. TeopeTuKko-MeToAoNoriYHa CTPYKTypa MOpyLUEHOi TemMu
nepepbayae NpPoBeAeHHs AOCMIMKEHb y ABOX KOHTEKCTaxX — HanMpsiMKW PO3BUTKY CYCMiNnbCTBa (EKOHOMIYHE, MOMiTUYHE,
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In recent years, Ukraine has been in the open

BiliCbKOBe, iH(bopMaLliiHe, MiXXHapoAHe, KynbTypa, AepXXaBHe) Ta iIHCTPYMEHTU (OOKTPUHM, KOHLEeNL;ii, Teopii, cTparerii).
BuainaTbca Taki OCHOBHI iHCTPYMEHTM, SIK KOHLenuis acumeTpuyHoi BiHn (E. Mak), Teopis kepoBaHoro xaocy (C.
MaHH), ooktpuHa «m’sikoi cunuy (k. Hai), nokTpuHa «konbopoBux pesontouiny (Ox. Wapn), Teopis pednekcmBHoro
ynpaeniHHa (B. JledeBp), AokTprHa HeobmexeHoi BiiHM (Liso JlaH), gokTtpuHa matexesiiHn (€. MecHep), JOKTpUHa
MepeXeBO-LEHTPUYHOI BiliHW, Teopis iHdopMauiiHOT BiiHM B couianbHux oHnavH-mepexax (O. KypbaH). Takox,
BaXnvBa 4acTuMHa AOoCNiAKeHHs npobnemaTtuku npefctaBrnieHa y dopmati TpbOX KMHOYOBMX eTaniB — MpPUXOBaHOro
(naTeHTHOro), HaMiBBIAKPUTOrO Ta BiAKPUTOrO.

Knroyoei cnoea: 2i6pudHa eiliHa, 2i6pudHa azpecisi, 2i6pudHull KoHgNikm, iHgpbopmauiliHa eiliHa, KibepeiliHa,
acumMempu4Ha eiliHa, OKmpuHa «M’sIKOi cusu», cmpameeisi KepoeaHO20 Xaocy, OOKMPUHA «KOJIbOPO8UX
peeoJoyili», meopisi peghiekKmueHo20 ynpaeJsliHHs, GOKMpPUHa HeobMexeHoi 8iliHu, OOKMPUHa Mepexeeo-
UeHMpUYHOI 8iliIHU, meopisi iHghopmayiliHoOT 8iliHU y coyianbHUX OHNaliH Mepexax.

Kyp6aH A. B. TeopeTuko-meToaonormieckme 0oCHOBbl COBPeMeHHbIX rMOpuAHbIX KOH(NUKTOB. NMpeacraBneHHoe
B CTaTbe MCClefoBaHWe packpbiBaeT npobnemaTtuky rmbpuaHbIX KOHMMKTOB, C KOTOPbIMU CBSi3blBalOT Havbonee
BaXHble COBPEMEHHbIE MEXroCy4apCTBEHHbIE NPOTMBOCTOSIHUS. [aeTcs  KpaTkMd  peTpocneKTUBHbIA  0630p
npobnemMaTnkn UCMoNb30BaHUS U U3yHEeHUs] TEeXHOMOrn BedeHus rmbpuaHbiX KOHMNMKTOB. B pasHble BpemeHa aTa
npobrnemaTvka Haxoauna oTpaxeHue B paboTax Takux TeopeTukoB, kak CyHb-Li3bl, Mepopot, Wocud Pnasuin,
Mnytapx, AMuan Mapuenuna, Tut llueun, KopHenuin Tauut (OpeBHuii Mup); Makuaeennu (anoxa BospoxaeHus); Kapn
doH Knaysesuu (Hosoe Bpemsi); B. HemeT, ®. XodpdmaH, [. KunkanneH, H. ®peiiep, [. MakkyaH (EBpona n CLUA, XX-
XXI BB.); 1. NleBawosa, A. OyruHa, WN. MaHapuna, A. MaHoinno (PP, XX-XXI BB.). Mo aBTOpckoMy onpefeneHuio,
rMBPUAHBIA KOHMMUKT SBNSIETCA NMOHSATUEM rEeONONIUTUYECKOTO YPOBHSI, B TO BpeMs kak rmbpuaHas BoHa u rubpuaHas
arpeccusi OTHOCSTCS K KaTeropum fokanbHbIX, MEXAYHapPOAHbLIX U BHYTPUMONUTUYECKUX KOHNUKTOB. TeopeTuyeckas u
mMeTogonormyeckass CTpykTypa paccmaTpvBaeMol Tembl npedycMmaTpvBaeT MpOBEeAEHUEe UCCNefoBaHUA B ABYX
KOHTEKCTax — HanpaBreHusix pasBuUTUS obLuecTBa (SKOHOMUYECKOe, MONMUTUYEcKoe, BOEHHOE, WHOopMaLMOHHOe,
MeXayHapoaHoe, KynbTypa, rOoCy[apCTBEHHOE) W WHCTPYMEHTbl (OOKTPWHbI, KOHLUENUMW, Teopwuu, cTpaTterumu).
BblgensioTcs, Takme OCHOBHbIE MHCTPYMEHTBI KakK: KOHLeNUus acuMMeTpuYHoON BolHbl (3. Mak), Teopusi ynpaBnsemoro
xaoca (C. MaHH), OokTpuHa «Mmsirkoi cunbl» (Ox. Hai), goktpuHa «uBeTHbIX pesomoumnin» (Ox. LWapn), Teopus
pednekcuBHoro ynpasneHus (B. JledeBp), AOKTpUHa HeorpaHnyeHHoW BonHbI (Lisio J1sH), gokTpyvHa MaTexeBonHb! (E.
MeccHep), OOKTpUHa CeTeLeHTPUYHOW BOVHbI, TEOPUS WH(POPMAaLMOHHOW BOWHBI B COLManbHbIX OHManH-ceTax (A.
Kyp6aH). Takke BaxHa 4acTb uccriegoBaHus npobnem B popmate Tpex KI4YEeBbIX 3TanoB — CKPbITOro (NaTeHTHOro),
MONYOTKPLITOrO U OTKPLITOrO.

Knroyeenle crioga: 2ubpudHas eoliHa, 2ubpudHasi aepeccusi, 2ubpudHbIll KOHGAUKM, UHGhopMaUUOHHas 80UHa,
KubepeoliHa, accumempu4Hasi eoliHa, OOKmpuHa «Msi2KolU cunbl», cmpameausi ynpaesiieMo20 Xaoca,
JoKmpuHa «yeemHbIX peeosioyuliy, meopusi peghrieKCUBHO20 yrnpaesieHuUsl, GOKMpuUHa Heo2paHUYeHHOU
80liHbI, OOKMPUHa cemeyeHmMpuUYHoU eOolHbl, meopusi UHhOPMaUUOHHOU 6OUHbLI 8 coyuasibHbIX OHMalH-
cemsix

Kurban O. Theoretical and methodological bases of modern hybrid conflicts. The study presented in the paper
reveals the problems of hybrid conflicts with which the most important modern interstate confrontations are connected.
The concept of “hybrid conflict” is defined as a general, basic concept, which, in turn, is segmented into the concepts of
“hybrid aggression” and “hybrid war”. According to the author’s definition, a hybrid conflict is a concept of a geopolitical
level, while hybrid war and hybrid aggression belong to the category of local, international and domestic political
conflicts. The theoretical and methodological structure of the studied subject envisages conducting research in two
contexts — directions (economic, political, military, informational, international, cultural, state) and tools (doctrines,
concepts, theories). The basic tools are enclosed: the concept of asymmetric warfare (E. Mac), the theory of controlled
chaos (S. Mann), the doctrine of “soft power” (J. Ney), the doctrine of “colour revolutions” (G.Sharp), the theory of
reflexive control (V. A. Lefebvre), the doctrine of unrestricted war (Qiao Liang), the doctrine of rebellion war (Ye.
Messner), the doctrine of network-centric war, the theory of network information warfare (O. Kurban). Also, an important
part of the research focuses on problems in the format of three key stages — hidden (latent), half-open and open.
Keywords: hybrid war, hybrid aggression, hybrid conflict, information war, cyber war, asymmetric war, the
doctrine of “soft power”, the strategy of controlled chaos, the doctrine of “colour revolutions”, the theory of
reflexive control, the doctrine of unrestricted war, the doctrine of network-centric war, the theory of information
wars in social online networks

In various studies, synonyms or specific

state of a hybrid war, unleashed by the Russian
Federation, which has covered almost all aspects of
the life of Ukrainian society. This is an innovative
war that has not yet been studied scientifically and
has not been sufficiently studied in practical
aspects.

In specialized dictionaries a hybrid warfare, as
a rule, is defined as “a purposeful process of
establishing external control of an alpha subject
over a control object, establishing total control in
the field of public administration, in which
formation methods play a determining role” [5,
p. 69].
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aspects of a hybrid war stand out such concepts as:
information and psychological war, non-
conventional ~war, sixth generation war,
asymmetric, proxy war, non-linear, non-contact /
indirect, network, etc.

The practice of the beginning of the XXth
century introduced some changes in the principles
of the formation of the conceptual and
terminological apparatus of the studied problems.
Enough controversial terms and definitions began
to appear. Such as, for example, “hybrid peace”,
which is defined as “the continuation of a hybrid
war, the state of conditional rest and virtual
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harmony between the preparation of the next
stages of hybrid war” [5, p.70].

Unfortunately, the concepts presented above do
not fully reflect the whole picture and do not
provide an opportunity to analyze the situation
systematically.

This circumstance creates a lot of problems
that do not allow the relevant state structures and
Ukrainian society as a whole successfully repel
Russian attacks and respond to key challenges.

Based on the above relevance, the main
purpose of the paper is a theoretical and
methodological analysis of the main elements and
technologies of modern hybrid wars and the
clarification of key terms and concepts. To achieve
this goal, it is necessary to solve a number of key
tasks, in particular such:

* consider the main aspects of the history of the
birth and development of hybrid wars technology

» formulate basic theoretical concepts

* identify the main directions of development
of modern hybrid conflicts

* systematize the main theories, concepts and
doctrines used in the strategic and tactical planning
of hybrid conflicts

The history of the study of theoretical and
methodological foundations of hybrid conflicts has
rather deep roots. For the first time, as part of a
comprehensive study, individual tools of hybrid
conflicts were considered in the 5th B.C. by a
Chinese military and political strategist Sun Tzu in
his treatise «The Art of War» [12]. An Ancient
Greek explorer, Herodotus, in his book “The
Histories” described some hybrid methods of
warfare, using the example of Scythian and Persian
(6th B.C.) and the Greco-Persian wars
(499-449 B.C.) [1]. In the context of individual
events in the history of the Ancient World,
historians, Plutarch, Amian Marcellinus, Titus
Livius, Cornelius Tacitus, described military
techniques used by such generals as Alexander the
Great, Guy Julius Caesar, Hannibal, Pierre, Marcus
Aurelius, etc.

In the Middle Ages, the subject under study
was, in general, not seriously worked out, but the
work of Nicolo Machiavelli “The Sovereign”
should be noted, in which, among other things, by
systematizing previous experience, he proposed a
number of hybrid tools that the ruler can use to
achieve military and political goals [6].

Among the subsequent theoretical and
methodological developments there is the work of
Prussian general von Clausewitz, “On War”, in
which he outlined the basic principles of preparing
for a successful war, in particular mentioning the
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tools that are now defined as hybrid, should be
highlighted [2]. In particular, it should be noted
that the strategic and tactical plans of the General
Headquarters of the German Army, during the First
and Second World Wars, were based his designs.

The XX century has brought a lot of new ideas
to the theory and practice of hybrid wars. First of
all, it made it possible to systematize practical
tools and derive basic categorical concepts. For the
first time, the concept of «hybrid war», as an
officially recognized term, has been used since
2001.

Among Western experts, this topic was
considered in works by V. Nemeth, F. Hoffman,
D. Kilkallen, N. Freyer, D. McQueen. The experts
understand the hybrid war as an integrated
technology that combines economic, political and
military aspects.

A significant role in the development and study
of hybrid war technologies was made by Russian
practitioners and researchers. One of the key
developments was the so-called “Gerasimov
Doctrine”, in which the conceptual principles of
the conduct of the Russian Federation of modern
wars were outlined. Among the scientific
researches in this direction are L. Levashov,
A. Dugin, [. Panarin, A. Manoylo. In particular,
they systematized and analyzed the experience of
the participation of the USSR and post-Soviet
Russia in hybrid conflicts of the 20th — early 21th
centuries.

Analyzing the main points and events of the
hybrid confrontation of 2014-2018 between the
Russian Federation and its allies, on the one hand,
and Ukraine and its Western allies, on the other
hand, the author came to the conclusion that it is
necessary to clarify and expand the theoretical and
methodological basis of the subject matter.

In our opinion, the concept of a strategic level,
as a hybrid conflict is, should be highlighted. And
at the tactical (interstate or domestic political)
level, a hybrid conflict can be presented in two
versions — a hybrid aggression and a hybrid war.

As a hybrid conflict, we propose to consider
the confrontation of geopolitical subjects, which is
manifested in the confrontation of the parties,
alongside using integrated strategies and tactical
decisions of a political, economic, ideological,
cultural, military nature. This concept can be
attributed to the geopolitical sphere and is
determined by the vectorial nature of international
politics, in terms of confronting military-political
alliances, economic alliances of countries and
transnational corporations. For most of the XXth
century, such a hybrid conflict took place through
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the Warsaw Pact — NATO (military), the CMEA
(Countries of mutual economic assistance) — the
alliance of the United States and Western Europe.
The same kind of conflicts took place in other
historical epochs.

At the level of intrastate or regional interstate
confrontations, a hybrid conflict can be presented
in two forms — a hybrid aggression and a hybrid
war. In this case, we are talking about such
phenomena as civil conflicts within a single state,
which can be both centripetal (the war of 1965—
1975, in Vietnam) and centrifugal (the war of
19912008, in Yugoslavia). And also, we speak
about the confrontation of the two states, without
attracting a wide range of allies (Russian-Georgian
war of 2008).

In this case, we claim it is necessary to
consider a hybrid aggression as an integrated

Information

impact of a destructive nature, which the attacker
applies to his victim, without a different response.

In this case, a hybrid warfare is an open
confrontation between individual subjects,
alongside using integrated tools of direct and
indirect influence. At the same time, the parties to
the conflict, consciously and adequately, make
efforts to obtain a decisive advantage.

In most cases, within the framework of hybrid
conflicts, a hybrid aggression goes into a hybrid
war, which can go into a phase of an open military
confrontation through international institutions, or
can go into a frozen format.

Traditionally, the main areas, in which hybrid

conflicts are carried out, are highlighted:
economic, social and political, domestic,
international, informational, cultural, military
(pic. 1.).

Social and
political

MODERN

HYBRID
CONFLICT

International

Picture. 1. The main directions of hybrid conflicts

The Economic direction involves destructive
actions in relation to the financial system
(weakening the national monetary unit and
blocking financial flows, withdrawing capital),
economic sanctions (personal or sectoral),
restricting or blocking the supply of strategic raw
materials (hydrocarbons, agricultural products,
etc.), closing / removal of enterprises (belonging to
business representatives of the attacking side),
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blocking trade routes (hubs, sea, land, air routes).
The main goal of actions in this direction is the
weakening of the economic potential and the
transformation of the attacked country into a raw
materials appendage and the sales market of the
attacking side.

Social and political direction, it constitutes
actions aimed at the organization of inter-ethnic
and inter-religious conflicts of an open format,
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artificially created political conflicts, acts of civil
disobedience, as well as artificially stimulated
growth of criminal activity. The main goal of the
actions of the attacking side is the atomization of
society, the creation / strengthening of a social
split.

The State direction involves the destructive
actions of the attacking side on the state
institutions by blocking the activities of all levels
of government, undermining the authority of key
representatives of the state apparatus, encouraging
separatism and violent changes in the
constitutional order, as well as encouraging corrupt
actions by the officials. The main goal of the
enemy’s actions is to weaken, block or destroy the
state power system.

The Information direction, as a rule, is
represented by actions aimed at active promotion
of alien political ideas and moral and ethical
principles, capturing the national information field
(promoting foreign media, taking control of
national ones), saturating the national information
field with negative information (fakes). The
continuation of the information direction is a cyber
war, which involves the deployment of
confrontations on the Internet. Key elements
include dDos and Phishing Attacks, the use of
OSINT technologies (gathering information from
open sources) and HUMINT (forming insider
networks). The main task of actions in this
direction is to get an opportunity to control the
emotional state of key people (opinion leaders) or
of the society as a whole.

The Cultural direction 1is represented by
humanitarian aggression, which aims to destroy the
national heritage (architecture, artifacts), direct or
indirect actions aimed at restricting the language of
the titular nation, negativizing the national culture
and traditions, imposing foreign mass culture
(cinema, literature, theater, visual arts and etc.), as
well as the negativization of the moral authorities
of the nation (culture, art, science). The main goal
of the attacks is to show the failure of the nation,
the lack of historical past and prospects for the
future.

International direction implies destructive
actions detrimental to the international image of
the attacked side in the form of refusal from direct
interstate contacts, non-recognition of the official
leadership of the country and its representatives in
the negotiations, breaking or ignoring interstate
treaties and agreements, and also refusal to
recognize international conventions, pressure
through international organizations or mediation
structures, closing of diplomatic missions,
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recalling of ambassadors and consuls. The main
goal of such actions is to deprive the enemy of the
status of subjectness in international processes.

The Military direction is traditionally
represented by such actions as the involvement of
private military companies, terrorist acts, the
organization of guerrilla and insurgent movements,
supply of weapons, ammunition and the conduct of
such operations as peace enforcement or
peacekeeping. The main goal of actions in this
direction is weakening or elimination of the
national security system.

The typology and classification of the main
tools, used in the framework of hybrid conflicts,
are represented by a wide range of doctrines,
concepts and strategies, among which the most
popular are: the strategy of controlled chaos; the
doctrine of “soft power”, the doctrine of colour
revolutions, the theory of reflexive control, the
doctrine of unlimited war, the doctrine of network-
centric war, the concept of asymmetric war, the
rebel war doctrine.

The CONCEPT OF ASYMMETRIC WARFARE
(proposed by Andrew J. R. Mac in 1975) implies a
concentration of resources and the efforts of the
attacking side to attack the enemy in an unexpected
way and in an unexpected place [15].

One of the basic concepts here is the
“asymmetric threat”, which is defined as “a variety
of internal and external, objective and subjective
contradictions of social development in the
environment of the functioning of an object that is
not adequate to the level of the subject’s readiness
to manage threats” [5, p.34].

Typical signs of asymmetric confrontation are:
opposition of technological advantages to
quantitative, attacks on the infrastructure of the
enemy, strikes in poorly protected places, non-
standard tactics, unexpected decisions (going
against international conventions and humanitarian
principles). In hostilities, this concept involves the
use of mobile war tactics, the use of special
operations forces or private military companies.

The STRATEGY OF CONTROLLED CHAOS
(proposed by Stephen Mann in 1992) implies a set
of actions aimed at introducing the attacked party’s
society to a state of “political criticality” that
blocks or destroys its key institutions [16].

One of the conceptual provisions of the theory
of chaos, which is the basis of the strategy under
consideration, is the fact that «the theory of chaos
will determine that it is very difficult to make long-
range predictions» [16, p. 64].

Among the typical signs that are peculiar
markers of using this strategy are: attacks on
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national cultural identity, the formation of a state
of hopelessness in society, the creation of
totalitarian ideologies and cults, atomization of
society, concentration of public attention
exclusively on material problems, stimulation of
corruption, activation of ideological faults of
society, the negative authority of the government,
the formation of conditions for the emergence of
civil won or imposed public opinion, stimulating
economic problems.

The DOCTRINE OF “SOFT POWER”
(proposed by Joseph Nye in 1990), involves the
attacker to carry out a set of actions that
demonstrate their own advantages to the enemy
[9]. Such demonstration actions are intended to
affect the emotional state of the key personnel of
the opponent or his society as a whole. In this case,
the attacking side has an opportunity to control or
have a significant impact on public life, the
economy, foreign and domestic policies of the
attacked side.

According to some researchers, in the doctrine
of “soft power”, the actions of international
organizations, which “are a good platform for
realizing the “soft power” of the country, are
important. The state has the right to disseminate its
ideas, values and policies within the organization,
among other member states, and through this
organization to non-member states” [8, p. 38].

The DOCTRINE OF COLOUR
REVOLUTIONS (proposed by Gene Sharp in
1993) involves  the organization  and

implementation of mass social movements whose
goal is a non-violent change of the political system
or the management elite of a society [14].

According to G. Sharp, “Nonviolent struggle is
much more complicated and diverse than violence.
Both the people and public institutions use
psychological, social, economic and political
weapons, known as protests, strikes, boycotts,
refusal to cooperate, express discontent, and
people’s self-government. As mentioned above,
any government can rule insofar as the sources of
its strength are replenished by the cooperation,
subordination and obedience of individuals and
public institutions. Unlike violence, political
disobedience has a unique ability: it blocks such
sources of power” [14, p. 34].

As a rule, innovators become the initiators of
colour revolutions (10-15% of the total
population), and the middle class (50-60% of the
total population) becomes the driving force that
penetrates innovative ideas and brings about
changes in society. Typical examples of such
revolutions are:  “Velvet Revolution” in
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Czechoslovakia (1989), “Bulldozer Revolution” in
Yugoslavia (2000), “Rose Revolution” in Georgia
(2003), “Tulip Revolution” in Kyrgyzstan (2005),
“Brick Revolution” in Moldova (2009), “Jasmine
Revolution” in Tunisia (2011), etc.

The THEORY OF REFLEXIVE CONTROL
(proposed in the late 1960s, based on the
development of V. A. Lefebvre) involves the use
of integrated tools that allow influence the
decisions of the adversary, beneficial to the
attacking side, as a consequence of creating
certain situations or demonstrating potential
threats [10].

According to the profile researchers, “the
concept of “the reflexive control” reflects the
general approach to managing a person using
various methods of covert psychological coercion
and using reflection as the leading system-
forming psychological mechanism of this
management process [3].

The main methods of achieving the above
objectives are: distraction, the formation of a
dense information flow, the processing of which
requires significant resources, the introduction of
cognitive dissonance into the state of blocking the
decision-making function, the depletion of the
enemy’s resources to solve few significant
problems or fake threats, allies, putting vigilance
to sleep (reducing stress or transferring processes
to a hidden format), provoking rash decisions and
actions, psychological pressure and intimidation.

The DOCTRINE OF UNRESTRICTED WAR
(developed in the 1990s, by Qiao Liang, based on
the principles of unrestricted submarine war),
involves the implementation of aggressive actions
that are not governed by time frames (cyclical
processes) or constraining principles (moral and
ethical standards or international conventions)
[17].

The DOCTRINE OF REBEL WAR (proposed
by Yevgeny Messner in the 1960s) suggests the
formation and support of active legal protest
movements and underground groups that operate
through aggressive agitation and propaganda
campaigns and demonstrative terrorist acts [7].
The action of these subjects is aimed at the
elimination of moral values, moral (scandals,
slander, compromising evidence) and physical
(demonstrative attempts) destruction of opinion
leaders. In a more rigid form, terrorist acts can be
carried out aimed at seizing or destroying objects
of national historical heritage (historical and
natural reserves, architectural objects) and
symbolic objects (monuments to heroes, events,
objects of worship).
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The founder of the Doctrine of Rebellious Ye.
Messner, justifying this term, notes that “In two
world wars and many local wars, a world
revolution was born and developed, wars
intertwined with revolts, revolts with wars, a new
form of armed conflict was created, which we will
REBEL WAR” [7, p.15].

The DOCTRINE OF THE NETWORK-
CENTRIC WAR (presented in the American
military doctrines of “Join Vision 2010” and “Join
Vision 2010”) is a set of measures aimed at
concentrating the information resources of the
attacking side necessary to ensure the operational
and effective management of military operations
(automated control systems) [10 ]. Also, the key
task of the actions of the attacking side is blocking
and destruction of information potential.

The THEORY OF NETWORK INFORMATION
WARFARE (presented by the author of this paper
in 2016) involves the integrated use of digital,
humanitarian (managerial) and psy-technologies to
coordinate  information processes (creation,
distribution, search for content) in social online
networks [3].

Chronologically, hybrid conflict is traditionally
divided into three stages: preparatory, active, and
final [11]. Based on the characteristics and
specifics of the latest, most resonant hybrid
conflicts (Russian-Georgian, Russian-Ukrainian),
we offer some adjustments to the names of the
stages and their content. The most adequate will be
the segmentation into hidden (latent), half-open
and open stages.

The Hidden (latent) Stage, in its essence, more
closely matches the parameters of the concept of
hybrid aggression proposed by us. Within this
period, the attacking side exercises, in relation to
his victim, the impact of an economic, external and
domestic political nature, information pressure,
active pressure in the field of culture. The side of
the aggressor, through the tools of «soft power»,
imposes on the object of aggression, its vision of
its role and place in the geopolitical alignments,
forms profitable social settings, and carries out the
correction of the state strategy.

The Half-open Stage is a confrontation in the
format corresponding to the concept of hybrid war
as presented by us. At this stage, the attacking side
moves to demonstrative methods of pressure, using
the whole range of methods and directions of
destructive influence, excluding open armed
conflict. The attacked side answers to aggression,
because of its capabilities and in accordance with
the actions of the enemy. At this stage, first
attacking, and then the responding side, the tools of

111

such hybrid doctrines as colour revolutions, the
strategy of controlled chaos, reflexive control, and
rebellion war used.

The Open Stage of the hybrid conflict involves
the direct use of the armed forces. In the event that
the attacking side does not have an overwhelming
advantage, armed clashes are local in nature. They
are carried out, mainly, in the form of mobile
combat, using special operations forces (SOF) or
point military operations with limited use of
aircraft and artillery. Quite often, such forms of
armed confrontation take the form of peace
enforcement  operations or  peacekeeping
operations. At the same time, the most popular
form of tactical decisions is the concept of
network-centric warfare and asymmetric warfare.
In addition to purely military methods, the tools of
the doctrine of unrestricted war and the theory of
reflexive control are used. Also, they continue to
actively, but selectively (to save resources), use
hybrid technologies inherent in the latent stage —
controlled chaos, muddling, and reflexive control.

Summing up the research, presented in the
paper, we note rather deep historical roots of the
study of hybrid conflicts, which, in our opinion,
have sources in the works of researchers of the 1st
millennium  B.C. (Sun Tzu, Herodotus,
Thucydides, etc.). It should also be noted that to a
large extent the applied nature of such studies,
which were in great demand in all historical
epochs, despite the fact that the term itself, a
hybrid war appeared only in the beginning of the
21% century.

Considering the theoretical and
methodological aspects of the core topic, in our
opinion, a certain coordinate system should be set
to determine the nature and specificity of the
hybrid conflict in two planes — directions
(economic, military, cultural, international, social
and political, domestic, informational), as well as
tools ( strategy of controlled chaos, the doctrine
of “soft power”, the doctrine of colour
revolutions, the theory of reflexive control, the
doctrine of unrestricted war, the doctrine of rebel
war, the doctrine of net-centric war, the concept
of asymmetrical warfare). Also, referring to
applied research, one should take into account the
chronological features and specificity of hybrid
conflicts, which are segmented within the
framework of three stages — latent (latent), half-
open and open.

Summarizing, it should be noted the need for
further consideration and scientific discussion in
this direction with segmentation in individual areas
using application aspects.
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