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TOTALITARIAN THREATSOF DIGITAL AGE

The growing challenges of the emergence of totaditésm of a new format generated by the
information age are investigated. The featureshef hew totalitarianism are revealed. Classical
totalitarianism manifested itself in the form oft@talitarian state and used measures to ensure
control over people, including terror. Today, tatatianism is much more hidden in nature, because
it makes use of modern fashion for the «transparerat everything (the state, companies, personal
life) and the tools for obtaining information abqeéople and events. The trend of the state monopoly
leaving the sphere of control, storing personabiniation, and its manipulation, but it creates
conditions for private organizations to initiateeih own mechanisms with the same tasks is
analyzed. It is explained that these may be algor# that exploit human behavior for a commercial
or political purpose. It turns out that in the cemt of polarization and politicization, commercial
organizations have their own agenda, which allowsnt to demonstrate themselves as a more
significant political actor. As an example, thetféz given that the amount of information and its
accuracy that large Internet companies possess tabfweir users is likely to surpass in these
indicators the information that the most influehtiatelligence organizations in the past had.
Examples of countries in which mass surveillanadef own citizens on the Internet are openly and
implicitly gradually deploying digital totalitariaism are considered. The phenomenon of the global
outbreak of the COVID-19 pandemic is analyzed ascior of an attack on human rights for
privacy, including individual digital privacy. Weusly the trends of how, both democratic and
authoritarian states, use resonant events and tafalses as an opportunity to usurp power and
gain more control over their citizens. The assumpis made that the digital era implemented the
world of cyberpunk in life. It concludes that esedpom the situation of elusive privacy through
civic activism, pressure groups, and supranatiobaldies such as the European Union and
competition laws.

Keywords: totalitarianism, information age, mass surveiltan privacy, information harvesting,
Big Tech coronavirus, COVID-19, cyberpunk.
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TOTAJIITAPHI 3AT'PO3U B IH®OPMAIIAHY ENIOXY

Hocniosxcyromocs Hapocmaioui GUKIUKU BUHUKHEHHS MOMANimapusmy H08020 ¢opmamy, wo
nopoodcyemscs ingopmayiinoi enoxoro. Po3kpusaromsvcs 0cobau8ocmi HOB020 MOMANIMAPUIMY .
Knacuunuti - momanimapusm  manipecmysasé cebe 6 ¢opmi  momanimapuoi  Oeparcasi,
BUKOPUCMOBYBAB 3aX00U, WO 3a0e3neyy8anu KOHMPOIb HAO a00bMuU, eKkTiouaiouu mepop. CbocooHi
MOManimapusm Mae Kyou Oiibid NPUxo8aHull Xxapakmep, OCKLIbKU KOPUCYEMbCIL CYYACHOIO MOOOK)
Ha <«nposopicme» 6cbo2o (0epoicasu, nionpuemMcmes, 0CoOUCMO20 JHCummi) [ IHCmpyMenmamu
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ompumarHs ingopmayii npo noodei i nodii. AHANIZyEMbC MPEeHO BUXOOY 0EPHCABHOL MOHONOTIT 3i
chepu kommpomo, 30epicanis NePCcOHANbHOL IHpoOpMayii ma MAHINYIIOEAHHS Hel, HAMOMICMb
CMBOPIOIOMbCA YMOBU OJisl NPUBAMHUX OP2AHI3ayill [HIYIl8AMU GIACHI MeXaHiZMUu i3 MAaKumu
camumu 3ae0anHamu. llosacuioemvcs, wo ye Moxcymv Oymu aneopummu, 5Ki eKCniyamyoms
JI0OCbKY NOBEOIHKY 3 KOMEpYiliHOo abo NOMMuyHOl0 Memow. 3'1c08yemvbcs, Wo 68 YMOo8ax
noaspuzayii ma noaimuzayii, y KOMepyilHux Opeanizayisx GUHUKAE GIACHULU NOPAOOK OeHHUL, U0
00380/1€ iM Odemoncmpysamu cebe SAK OLbUL 3HAYYU020 NOATMUYHO2O axmopa. s npuxiady
Hasooumvcs akm moeo, wo obcse ingopmayii ma ii moyHicmov, AKUMU B0J00IHOMb GENUKI
iHmepHem-KOMNanii. npo COIX KOpUcmyeauig, IMOGIPHO, Hepesepuiye 3a Yumu HNOKAZHUKAMU
iHGhopmayiio, AKY Manu HaueNIuU8o8iui opeanizayii po3gioxu 6 munynomy. Pozensoaromvcs npukiaou
Kpain, 6 AKUX MACo8e CMENCeHHs 34 GIACHUMU 2PpOoMAaoaHamu 6 mepedci Inmepnem, 8iOKpumo i
IMAIYUMHO  NOCMYN0BO  po3eopmac  yugposuii.  momanimapusm. Ananizyemovcsi  heHomeH
enobanvroeo cnanaxy nawoemii COVID-19 sk gpakmop nacmyny na npaea noounu Ha npusamue
olcummsi, 8 MoMy YUCAI HA IHOUBIOYAIbHY yugposy npusamuicms. Bueuaiomvces menOeHyii K
0eMOKpamu4Hux, max i asmopumapHux 0ep:)fca6 WO KOPUCTYIOMbCS PE3OHAHCHUMU nooiamu i
Kamacmpogamu AK MoxicIusicmio y3ypnayii é1aou i ompuManis. OLNbUWI020 KOHMPONIO HAO C80IMU
epomaosanamu. Pobumvca npunywenns, wo, yugposa enoxa imnieMeHmy8anida 6 HCUMms C8im
Kibepnauky. Pobumbcsi 8UCHOBOK w000 6UX00y 3 cumyayii SUCIU3AIOYOI NPUBAMHOCMI Yepe3
YUBLILHULL aKINUBIZM, 2PYNU MUCKY | MaKi HaoOdepoicaghi opeanu, sik €aponeticoxkuti Coro3 i 3aKoHu
npo KOHKYPEHYIIo.
Knrouosi cnosa. momanimapusm, ingpopmayitina enoxa, Macose CMedlCenHst, NPUSAMHICMb, 30ip

inghopmayii, Big Techgoponasipyc, COVID-19 xibepnank.
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TOTAJIMTAPHBIE YI'PO3bl B UHOOPMAIIMOHHYIO 3I10XY

HUccreoyromes napacmaiowue 6b1306b1 603HUKHOBEHUS MOMAIUMAPUIMA HOB020 ¢hopmama,
nopoAIcOaemo2o UHpOpMayuoHHoU 3noxoil. Packpeisaromes ocobeHHocmu H08020 MOMAIUMAPUZMA.
Knaccuueckuii momanumapusm manugecmuposan cebs 6 gopme momanumapHo2o 20Cyoapcmed,
UCNONB308ANL  Mepbl, Obecneyugarowue KOHMPOIb HAO 100bMu, exaouas meppop. Ce2o0Hs
MOMAnUmMapusm umeem Kyoa 6oiee CKpblmblli Xapakmep, NOCKOJIbKY HONb3Yemcs CO8PEeMeHHOU
MOOOU HA «<Npo3payHocmuv» ece2o (cocydapcmed, KOMNAHUL, TUYHOU JCUSHU) U UHCIPYMEHmamu
noxyueHus uHgopmayuu o 100sax u coovimusax. Auanuzupyemcs mpeHo 8bixooa 20Cy0apCmeeHHOl
MOHONOIUY U3 Chepbl KOHMPONs, XPAHEHUs NEePCOHANbHOU UHDOPMAYUU U MAHUNYIUPOBAHUS €10,
3amo co30armcsi yCiosus Ol YACMHbIX OP2AHU3AYUL UHUYUUPOBAMb COOCMEEHHbIE MEeXAHUIMbL C
maxumu  oice  3adavamu. OOvsicHAemcs, uYmMoO 9mMo  Moz2ym Oblmb  AlOPUMMbL, KOMOpble
IKCRLYamupylom  denogedeckoe HnogeoeHue ¢ KOMMEPYeCKOU Ul  NOAUMUYECKOlU  Yeblo.
Buvisicnsemcs, umo 6 yciosusx noaspusayuu U NOIUMU3AUUU, 8 KOMMEPYECKUX OpPeAHU3AYUSIX
B03HUKAEM COOCMBEHHAsT NOBeCMKA OHsl, YMO NO38OJsem UM 0eMOHCMPUPOsams cebs Kax Oonee
3HAYUMO20 NOIUMUYECKO20 aKkmopa. s npumepa npugooumcsi ¢paxkm mozo, 4mo obvem
ungopmayuu u ee MOYHOCHb, KOMOPLIMU 001A0AIOM KPYNHble UHMEPHEeM-KOMNAHUU O CE0UX
NONb308AMEINSIX, 8EPOSMHO, NPEBOCXOOUM NO SMUM NOKA3AMENIM UHGOpMAYUIo, KOMOpylo umenu
camvle GnuUsMeENbHbIE OpeaHU3ayUU pasgedku 8 npoutiom. Paccmampusaiomes npumepst cmpan, 6
KOMOPbIX MACCcO80e HabI0OeHue 3a cOOCMBEHHLIMU epadicoanamu 6 cemu Mumepnem, Omxkpuimo u
UMPIUYUMHO NOCMENeHHO pazeopadueaem yugposou momanumapusm. Aunanuzupyemcs enomen
anobanvroeo ecnviuiku nanoemuu COVID-19 kax ¢axmop nacmynnenus na npasa uenoseka Ha
YACMHYIO JICU3Hb, 8 MOM YUCle HA UHOUBUOYAIbHYIO yugdposylo npusamuocms. Hzyuaromes
MeHOeHYuu Kax O0eMOKpAMU4ecKux, mak U agmopumapHvlx 20Cyo0apCcme, Hoab3YIOUWUXCsl
PE3OHAHCHBIMU  COOLIMUAMU U  KAMACMPOPDAMU KAK  BO3MONCHOCMbIO  V3VPRAYUU  G1ACMU U
nonyuenus 0onbULe20 KOHMPONsS HAO C8OUMU 2paxcOanamu. Jlenaemcsi npeononodcenue, umo,
yuPposast aoxa UMNIEMEHMUPOBALA 8 JHCUZHU MUp Kubepnauka. Jlenaemcs 6bl600 0 6biX00€ U3
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cumyayuu yckoIb3arowel NPUsAmHoCmu 4epe3 SparicOAnCKull akmususm, epynnsl 0AIeHUs. U maxKue
Haozocyoapcmeentvie opaamsl, kak Eeponetickuii Coro3 u 3akoHbl 0 KOHKYPEeHYUU.

Knwuesvie cnosa. momanumapuzm, UHPOPMAYUOHHASL INOXA, MACCOBASL  CAEIHCKA,
npusamuocms, coop unpopmayuu, Big Techxoponasupyc, COVID-19 xubepnanx.

For a long time, the legal systems of countriesintensification of conflicts on domestic policy

lagged behind the pace of development andNd €ver-increasing polarization of society.
spgrgad of the Ingernet, howevgr, many The ruling party of China, enriched by the

politcians  from  different countries are Profit from the country's production, is
beginning to realize the value that can beP€dinning to actively develop and implement

extracted from the digital space. Therefore,Nformation technologies as tools of total
every year we can observe how the state begiﬁ%ontrol over their citizens. China has already
to penetrate into the Internet, thereby making itt1€d With its project «Golden Shield» to isolate
more regulated and less free. its citizens from the «external network» and this
The tragedy of September 11, 2001, whichProjéct has some success, but the ongoing
happened in the USA, became a catalyst for th&€velopment of new information technologies is
American authorities to start taking measures toa:]rge?m?)}e(renhgnr:triﬁgn% |fh§aﬁgg§$gﬁc§/f gfrcl:\i/t?zcgr)l)
g;%vegﬁi\;[g(r:r;ng;n ’thee;/ ege?st;otr?gl Cfi)\?és()f;fre?hde?r data for the authorities. This is a centralized
citizens. These measures have been transformégP!l€ction of information about each person that

into the PATRIOT Act, the main framework for 90€S beyond the digital space, where each
the state's mass surveillance (Uniting and@ction is evaluated by computer systems in real-
Strengthening America 2001). time, which subsequently make adjustments to

The revelations of the American the «social rating», which sounds like another
whistleblower. Edward Snowden in 2013 horror story from dystopian novels, but this is

revealed the existence of a real program calledi.l,[r.eady ?/I reﬁlityzgig over a billion Chinese
«PRISM» aimed for mass surveillance of all ! lz'l?l’?S( osher )- f the Russi
Internet users utilizing the vast amount of e current government of the Russian

information sources, including the information F€deration is working on its own version of
streams of large computer and Internet'estricting digital freedom, more control over
corporations of the United States (Greenwald,thbe atcttrllons of dRUSIS'?n liﬁers' fcollc%[chtlng c:at?
MacAskill 2013). The information disclosed by @POUt th€m and Isolaling them from ine rest o
Snowden caused an unprecedented scale df€ Internet, calling it «sovereign Internet»,

attention in the media and led us to discusgnotivating | thalt fth'st. prciject will help in
mass surveillance in an entirely different way, INcreasing level of national securifiiderams

the consequences could include an increase iﬁmlg)' K q th RUSS
tension of relations between the countries of the _~0SKOmMnadzor, ~ theé = Russian = agency
world and the United States and the fact off€SPonsible for regulating information channels

knowledge of the existence of a real programthat block access to certain websites and
for global mass surveillance (Solms Heerdenn€twork services, has become notorious for its
| competence in the events of the Telegram

2015). No measures were taken to reduce th
an, a messenger created by Pavel Durov.

degree of surveillance by the American state. | ¢ h by blocking the 1P

The topic of external and internal terrorism 'NcOMpPetence was shown Dy biocking the
has long ceased to be the central narrative ofddresses belonging to the hosting provider
political discussion, which generated public mglzon V}/eb Serwctes, Wh'Chl creatleqtl thet
demand for collective security. However, thereP'Ob!€M 0 -access 1o many large Interne
resources that were not the target of blocking,

are no dynamics of weakening surveillance of . ;
Americans and we dare to suggest that thd® actions made towards desirable change and
elegram itself remained available.

means of providing mass surveillance are beinq?oskomnadzor had to roll back blockings to

improved from year to year. .
P y y restore access to resources blocked by mistake.

The country, whose name was recentlyI h 4 Tel i f v b d b
associated with the value of “«freedom», which N the end, Telegram Is formally banned, but
illions of Russian users continue to use it

gave technology that has connected the whol 5 2018
world, has been going through turbulent times alz/f\’/lmeBa )fh t the impl tati  th
over the past two decades, especially the last 5 Y/€ assume thal thé implementation of the

P «sovereign Internet» project will not bring the
years have been distinguished by thedesired results, that is, the isolation of the

Russian part of the Internet from the global
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network if the personnel policy of this agency in the fight against a pandemic and the
will not change. superiority of authoritarian methods of

It is worth mentioning that the prerequisites managing the state in a catastrophe and general
for the creation of the Telegram arose withinsurance of safety of its own citizens
Pavel, when in 2011 «special forces» began tqBarbaccia 2020). In such difficult times, people
make visits to him. A little after, in 2013, are inclined to meet their main need - security,
«Putin's people» forced Durov to sell themand it is likely for many citizens of the
VKontakte, making the social network democratic world that China will become an
informally state-owned, penetrated with variousexample to be followed, especially in the
monitoring and intelligence services (Hakim context of the failure of the United States, the

2014). longest-living and one of the largest
Citizens who are critical of the «sovereign democracies of the world, in providing an
Internet” concept often call it «<Cheburnet». adequate response to the outbreak of the

The government's application «Diia», pandemic.

implementing the concept of «a state in a  National authorities around the world have
smartphone», proposed in its program byset about developing their own mobile
President Vladimir Zelensky is a double-edgedapplication. This created a situation of
sword (IepensuOopua mporpama KaHaumaTa heterogeneity and wide diversity in the choice
2019). The transfer of public services online of approach.
allows acceleration and optimization of their Installing the application as an option raises
use, reduce the volume of red tape, and the riskdoubts about the effectiveness and general
of corruption. Digitization of documents and feasibility of this path, but there are still not
their legitimate power equal to the existing enough studies at the moment that confirm or
physical originals make Ukraine a real pioneerdisprove these doubts. So far, the only
in this direction of e-government. However, successful voluntary application is
despite the obvious advantages like ease of useTraceTogether», created by the Singaporean
the destruction of space for corruption andgovernment. The application has more than a
falsification of documents, there are significant million installations, collects information about
risks for Ukrainians in the form of direct state people with COVID-19 and their movement
surveillance of the app users, collection ofthrough the exchange of encrypted Bluetooth-
various data from the device. Also, externalhandshake, which is one of the best ways to
threats, which are rogue states, will do their bestransfer information in terms of security and
to crack the application's security system inprivacy. Singapore has a very low COVID-19
order to disrupt government processes and steahorbidity rate and has the lowest mortality rate
vital data about citizens. from this disease, which allows us to assume

This concept certainly deserves the rightthat the application allows Singaporeans to
for full implementation but requires a wide detect the presence of coronavirus infection in
public discussion about data privacy, thethe very early stages, receive treatment as early
involvement of experts in the field of digital as possible, greatly reducing damage to the
privacy and security. health (Coronavirus (COVID-19) death rate in

In the light of recent global events, the countries with confirmed deaths and over 1,000
outbreak of COVID-19 will force some states to reported cases as of June 5, 2020, by country).
take new measures to monitor and prevent However, a number of countries, in their
infectious diseases that will trample on suchstrategy for the contamination of coronavirus
terms as «confidentiality of personal data» andnfection, have taken measures mandatory
«privacy» as a price for public health. The installation of the application. A case in point is
argument for this trend will be - China. The India, where, depending on the region or city, a
leading party, the CCP, whose negligence angerson can get a fine or a ticket to jail for not
fear of losing a positive image among its having the «Aarogya Setu» app on their phone.
citizens, have just become a catalyst for a globalThe opacity of data streams and the lack of
pandemic, are now trying to capitalize on thelegislation regarding the protection of data and
current catastrophe. Manipulating the statisticsprivacy on the Internet, this tool to combat
of infection and recovery rates, (Wadhams,coronavirus poses a threat to the privacy of
Jacobs 2020) lying to the world community Indian citizens in both short and long term
through WHO (Weissmueller 2020) and (Howell O'Neill 2020).
organizing the delivery of humanitarian aid to The previously mentioned polarization of
the most affected countries, all these actions arsociety in the United States echoes far beyond
aimed at creating the image of China as a leadethe borders of this country. The unprecedented
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consequences for the Internet caused by th&ogan for scientific purposes. The application
split in American society quickly poured into got access to personal information of the users
the private enterprise. and the information of the *“friends” of the
For a long time, most of the public users, even those who did not install this
discussion went online because of theapplication. People's profiles were created from
convenience, the presence of a wide audiencéhe information collected and transferred to
and the speed of receiving feedback. Despite theCambridge Analytica», a UK-based private
benefits of discussing various political issues onpolitical consultancy organization (Wylie
the Internet, there is the problem of freedom 0f2018). Facebook has vulnerabilities for abuse of
speech. Although states can constitutionallypersonal information by third parties. The
guarantee the right of people to freedom ofconsequence was Facebook's ban on publishing
speech and public discussion, private companiepersonality quizzes, the company's loss in share
that own digital spaces for meetings andprices and public trust (Kastrenakes 2019). This
discussions are not required to comply with thescandal provoked an acute negative reaction
rights of clients to freedom of speech and havefrom users and the spontaneous campaign
their own policies regarding the rules for «#DeleteFacebook», which urged users to
publishing information and censorship (Keller delete their Facebook accounts because of the
2019). danger of various kinds of manipulation, but
Also, one of the indirect, nevertheless this initiative caused difficulties for some
unpleasant consequences is the arbitrarypeople, since erasing an individual digital
creation of  echo-chambers.  Attention footprint was a difficult task due to the
economies, which are social networks, largeentanglement of information in a broad scale
platforms for public discussion and media (Griffin 2018).
hosting have specific algorithms aimed at It is worth mentioning that, based on more
providing users content that matches theirthan 250 «likes», a social network can know
likings and preferences. Thus, many peoplemore about a person than a spouse (Youyou,
consuming political content fall into the trap of Kosinski, Stillwell 2015) and with a 90%
one-sided perception of information, becauseprobability to predict the gender and race of a
the algorithms take into account preferences angherson (Kosinski, Stillwell, Graepel 2013). The
try not to give any uninteresting information to early Facebook investor, Sean Parker in his
them but potentially could allow users to learninterview for Axios gave insight that the site is
about alternative or opposing points of view. designed exploiting «vulnerabilities» of human
Unfortunately, algorithms do not include psychology (Allen 2017).
diversification of suggested info and form a  We believe that cyberpunk has already
distorted idea of real political life. arrived, not as beautiful and attractive as many
Mark Zuckerberg's testimony before the writers and artists have imagined, but its
U.S. Congress in 2018 provided information manifestation in the real world is no less
that his website collects almost all data possiblehorrifying.
about their online activity from users' computers  All the worst cyberpunk tropes described in
without the consent of the users themselvesmany works of this genre begin to find a place
The data collected is not directly sold to third in our real daily life. If the pictures drawn by
parties, however, according to Zuckerbergcyberpunk look frightening, then the reality is
himself, this data is a source of company profitterrifying since these most terrible options of
(Anderson, Jesdanun 2018). our future do not just become reality, but
The amount of information that Facebook become reality at a pace that attention cannot be
has about its users is of interest not only topaid enough to it. Cyberpunk has already come,
parties who want to advertise products andwe just haven't noticed it.
services. Facebook's policy includes providing The poor visibility of the advent of the
access to the collection of data to various typesyberpunk era is due to the gradual introduction
of scientific organizations for conducting social of technology into our everyday lives, and we
research. In 2018, whistleblower and a formerget used to them without much deliberation.
Cambridge Analytica employee disclosed Fictional worlds 20-30 years ago, cyberpunk
information about the fact that information seemed to us very far from reality and it was
received from «Your Digital Life» was easy to distinguish the real world of that time
processed and then used its results in facilitatingrom the world of cyberpunk. Today, when
the election campaigns of Ted Cruz and Donaldechnological development is becoming close to
Trump. The application «Your Digital Life», cyberpunk levels and how these technologies
developed by the British researcher Aleksandrhave changed the socio-political structure of
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societies. The only thing that distinguishes therights of people online only proves the need for
current real world from the world of cyberpunk this entity and the need for its development.
is the attractive aesthetics of the latter, which Given the dependence on the Internet of the
our meatspace did not inherit. Cyberpunkeconomy and society, we, as citizens and users,
dystopia, in which we all ended up today, cameshould be civic in every way so that digital
out extremely dull (Cuck Philosophy 2019). space meets the interests of not only large
The optimism of various futurologists who corporations and intelligence services.
anticipated the development of the Internet and We believe that strengthening the human
means of mass communication as anrights movement for digital privacy could put
amplification of democracy and people's pressure on national authorities in countries
freedom turned out to be unjustified. We arewith large information sectors to make Internet
witnessing the exact opposite picture, peoplecorporations more  privacy-oriented and
have become victims of manipulations by largegovernment agencies more transparent digitally.
computer corporations and political forces that The topic of privacy in the digital space, the
study the Internet and weaponize the Internetollection of information for the purpose of
for their propaganda. implicit mass manipulation of people's opinions
We believe that privacy on- and off-line is and behavior, will acquire more and more
becoming an increasingly expensive luxury. Insignificance and not only deserves but requires
the case of using VPN services, this can besven more attention and research.
taken literally, but in this context, the time and
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