MiHicTepcTBO OCBITH 1 HAYKH Y KpaiHU
XapxkiBcbkuil HanloHanbHUH yHiBepcuteT iMeHi B. H. Kapasina

BICHHUK

XapKIBCbKOr0 HAalllIOHAJIbHOTO YHIBEPCUTETY
iMeH1 B.H. Kapa3ina

Cepin
«MaremaTnuHe MOIeIIOBaHHS.
[HdopMmarriiiHi TEXHOJIOT1i.
ABTOMATH30BaH1 CUCTEMU YITPABIITHHS
Bunyck 69

Cepis 3acaoBana 2003 p.

BULLETIN

of V.N. Karazin Kharkiv National University

Series
«Mathematical Modeling.
Information Technology.
Automated Control Systems

Issue 69
First published in 2003

XapkiB
2026



3acnosnuk ocypuany Xapkiscokutl Hayionanrebnull ynieepcumem imeni B. H. Kapasina, Xapkis,
VYrpaina. Pix 3acuysanns 2003. Hepioouunicms: 4 eunycxu na pix. https://periodicals.karazin.ua/mia

CratTi MICTATH MOCHIMUKEHHS y Taly3li MaTeMaTHYHOTO MOJENIOBAHHS Ta OOYMCIIOBANBHHUX
METOJiB, 1H(QOPMANINHNX TEXHONOTiH, 3axucTy iHQopmamii. BucBiTiIOIOTHCS HOBI MaTeMaTHUHI
METOAM JAOCHIIKEHHS Ta KepyBaHHS (i3MUHUMH, TEXHIYHMMH Ta iHGOpMAUiHUMHU TMPOLECaAMH,
JOCIHIKEHHS 3 MPOTpaMyBaHHS Ta KOMII IOTEPHOTO MOJCIIOBAHHS B HAYKOEMHHUX TEXHOJOTIfAX.

Jnsa BuKIamadiB, HAYKOBUX MpPAINiBHUKIB, aCTIPAHTIB, MPANIOIOYNX y BIAMOBIAHUX a00 CyMIKHUX
HATPSAMKaXx.

Hakazom MinictepcTBa ocBiTH 1 Hayku Ykpainum Big 17.03.2020 Ne 409 HaykoBe Qaxose
nepiogndHe BUAaHHSA BicHUK XapKiBChbKOTO HaIioHampHOTO yHiBepcuTeTy iMeHi B.H. Kapasina cepis
«MatemaTnune MopenmoBaHHA. [HpopmarmiiiHi TexHOMOTiI. ABTOMATH30BAHI CHCTEMHU YHPaBIiHHDY
BkitoueHo 1o Karteropii «b» Ilepeniky HaykoBuX (axoBUX BHIaHb YKpaiHH 3a HacCTYIHHUMHU
cunenianpuocTsMu: 113 — Ilpuknagna marematuka;l122 — Komm'loTepHi Hayku Ta iHdopMmamiitui
texHosorii; 123 — Komn'rotepHa imxenepis; 125 — KidepOesmeka.

3aTBepIKEHO 10 APYKY pimieHHAM Buenoi pagum XapKiBChKOTO Hal[iOHAJTHHOTO YHiBEPCHUTETY

imeni B. H. Kapasina (mpotoxoa Ne 5 Bijx 30.03.2026 p.)

Penakuiiina koJeris:

A3zapenkoB M.O. (roJi. perakrop),

o.¢.-m.H., akagemik HAH Vkpaiau, mnpod.,
3aCTYIIHUK TEHEPAIBHOrO THPEKTOpa 3 HAayKOBOi
pobdotn HHII "XapkiBchbkuil (i3UKO-TEeXHIYHAN
inctutyt" HAH VYkpainu

Koarkesuu I''M. (3acT. roi. pemaakropa), A.T.H.,
mpod. ®DMI XHY imeni B.H. Kapazina

Jlazypuk B.T. (3act. roJ. pexakropa), 1.¢.-M.H.,
npod., DTI XHY imeni B.H. Kapazina

Cnopos O.€. (BinnoBinanabHmii cekperap), K.J.-

M.H., gou. HHI KH Ta III XHY imeni
B.H. Kapazina
3oaorapboB B.O., n.¢.-m.H., mnpod., DTIHT

imeni b.I. Bepkina HAH Ykpaiau

Kyxain B.M., 1.¢.-m.H., npod., HHI KH ta HII
XHY imeni B.H. Kapasina

Maunesutuii FO.M., na.1.H., axkagemik HAH
VYxpainu, npod., HHI K® Ta enepreruxku XHY
imeni B.H. Kapa3ina

Paccomaxin C. I'., a.1.H., gon., ®KH IBT XHY
imeni B.H. Kapazina

CrepBoenos ML.I'., k.1.H., goi., ®KH IBT XHY
imeni B.H. Kapazina

Touacroaysbka O.I'. 1.1.H.,c.H.c., nou., HHI KH ta
I XHY imeni B.H. Kapasina

Trkauyk M. B, n.1.H., npod., HHI KH Tta III
XHY imeni B.H. Kapasina

IMeiiko T.I., nrH., mpodp., HHI KO Ta
enepretuku XHY imeni B.H. Kapazina
HImarkos C. L., n.1.H., npod., HHI KH Ta I
XHY imeni B.H. Kapazina

Packiun JL.I'., 1.17.1., mpod., HartionansHwmit
TexHiyHu# yHiBepcurteT "XI1I"

CrpeabnikoBa 0.0., n.1.H., npod. HHI KD ta
enepretuku XHY imeni B.H. Kapazina
CoxosoB O.10., nar1H., mpod., Kadempa
NpUKIanHoi iHQOpMaTHKH, YHIBEpCHTET iMeHi
Muxomnas Konepuuka, M. Topyns (Ilonpma)
Sxosaes C. B., n. ¢.-M. H., ipod., 3aCTyITHHUK
nupektopa HHI xomn'rotepHux Hayk Ta
mrygHoro iHtenekty XHY imeni B.H. Kapasina
Prof. Harald Richter, Dr.-Ing., Dr. rer. nat.
habil. Professor of Technical Informatics and
Computer Systems, Institute of Informatics,
Technical University of Clausthal, Germany
Prof. Philippe Lahire, Dr. habil., Professor of
computer science, Dep. of C. S., University of
Nice-Sophia Antipolis, France

Anpeca penakmiiinoi kojerii: 61022, m. Xapkis, maiigan CsoOoau, 6, XapkiBChbKUi HalliOHAJIBHUN

yHiBepcureT imeHi B. H. Kapaszina, k. 534.

Ten. +380 (57) 705-42-81, Email: journal-mia@karazin.ua.

MoBa nyo6aikamii: ykpaiHchka, aHTIiCBKA.

CratrTi IpoWINUTN BHYTPIITHE Ta 30BHIIIHE PEellEH3yBaHHSI.

Inentudikarop mexia y Peectpi cy6’extiB y cdhepi memia: R30-04456
(Pimmenns Ne 1538 Big 09.05.2024 p HauionanbHoi pagu Ykpainu 3 nutaHb TenedadeHHs i
paniomosieHHs. [Iporokon Ne 15)

© XapkiBchKHi HAI[IOHAILHUIA YHIBEPCUTET
imeni B.H. Kapazina, obopmnenns, 2026


https://periodicals.karazin.ua/mia
mailto:journal-mia@karazin.ua

The founder of the Journal is V. N. Karazin Kharkiv National University, Kharkiv, Ukraine.
Year of foundation 2003. The journal is published four times a year.
https://periodicals.karazin.ua/mia

The articles are present research in the field of mathematical modeling and computing methods,
information technologies, information security. New mathematical methods of research and
management of physical, technical and information processes, research on programming and computer
modeling in science-intensive technologies are covered.

For teachers, researchers, graduate students working in relevant or related fields.

By the order of the Ministry of Education and Science of Ukraine from 17.03.2020 Ne 409 scientific
professional periodical Bulletin of V.N. Karazin Kharkiv National University series "Mathematical
modeling. Information Technologies. Automated control systems" is included in Category "B" of the
List of scientific professional publications of Ukraine in the following specialties: 113 — Applied
Mathematics, 122 — Computer Science and Information Technology; 123 — Computer engineering;

125 — Cybersecurity.
Approved for publication by the decision of
National University (Minutes Ne 5 of 30.03.2026).

Editorial Board:

Azarenkov M.O. (Chief Editor), Acad. Of the
NAS of Ukraine, Dr. Sc., Prof., Acting Director
General of the National Science Center "Kharkiv
Institute of Physics and Technology" of the NAS of
Ukraine

Zholtkevich G.M. (Deputy Editor), Dr. Sc, Prof.
MCS V.N. Karazin Kharkiv National University
Lazurik V.T. (Deputy Editor), Dr. Sc, Prof. CSD
HTI V.N. Karazin Kharkiv National University
Sporov O.E., (Executive Secretary), Ph.D. Assoc.
Prof, ESI of CS and Al V.N. Karazin Kharkiv
National University

Zolotarev V.A., Dr. Sc, Prof. B. Verkin Institute for
Low Temperature Physics and Engineering

of the National Academy of Sciences of Ukraine
Kuklin V.M., Dr. Sc, Prof. CSD HTI V.N. Karazin
Kharkiv National University

Matsevity Yu.M., Acad. Of the NAS of Ukraine,
Dr. Sc., Prof., ERI ComPhys and Energy
V.N. Karazin Kharkiv National University
Rassomakhin S.G., Dr. Sc, Prof. CSD HTI
V.N. Karazin Kharkiv National University
Styervoyedov N.G., Ph.D. Assoc. Prof, CSD HTI
V.N. Karazin Kharkiv National University
Tolstoluzka O.G., Dr. Sc, Assoc. Prof. ESI of CS
and Al V.N. Karazin Kharkiv National University

the Academic Council of V.N. Karazin Kharkiv

Tkachuk M.V., Dr. Sc, Prof. ESI of CS and Al
V.N. Karazin Kharkiv National University
Sheyko T.I., Dr. Sc, Prof. ERI ComPhys and
Energy V.N. Karazin Kharkiv National
University

Shmatkov S.I., Dr. Sc, Prof. ESI of CS and Al
V.N. Karazin Kharkiv National University
Yakovlev S.V., Dr. Sc, Academicians of the
NAS of Ukraine, Prof., Deputy Director of the
Institute of CS and Al, V.N. Karazin Kharkiv
National University, Ukraine

Raskin L.G., Dr. Sc, Prof. National Technical
University "Kharkiv Polytechnic institute"
Strelnikova E.A., Dr. Sc, Prof., ERI ComPhys
and Energy V.N. Karazin Kharkiv National
University

Sokotov O.Yu., Dr. Sc, Prof.
Copernicus University, Torun, Poland
Prof. Harald Richter, Dr.-Ing., Dr. rer. nat.
habil. Professor of Technical Informatics and
Computer Systems, Institute of Informatics,
Technical University of Clausthal, Germany
Prof. Philippe Lahire, Dr. habil., Professor of
computer science, Dep. of C. S., University of
Nice-Sophia Antipolis, France

Nicolaus

Editorial Address: 61022, Kharkiv, Svobodi sq., 6, V.N. Karazin Kharkiv National University,

r. 534.

Phone. +380 (57) 705-42-81, Email: journal-mia@karazin.ua.

Language of publication: Ukrainian, English.

The articles pass internal and external review.

Media identifier in the Register of the field of Media Entities: R30-04456
(Decision Ne 1538 dated May 9, 2024 of the National Council of Television and Radio Broadcasting
of Ukraine, Protocol Ne 15)

© V.N. Karazin Kharkiv National University, 2026


https://periodicals.karazin.ua/mia
mailto:journal-mia@karazin.ua

BicHuk XapkiBcbkoro HawjioHanbHOro yHisepcuteTy imeHi B. H. KapasiHa

cepis «MaTemaTtuuHe MogentoBaHHS. IHopmaLiiHi TexHonorii. ABTOMaTU30BaHi cuctemMu ynpaeniHHs», Bunyck 69, 2026

3MICT

» baziteBuu K. O, ITapdenrok FO. JL. . . .. ... ... ... . i
3acTocyBaHHS pO3BiAyBaJIbHOTO aHANI3Y JaHUX JUIS JOCIHiKEHHS (DaKTOPiB, 110 BIUIMBAIOTH
Ha SIKICTh CHY

= bparko JI. B., Kyopak B. O., MaTiiiko A. A. . .. ... .. .. ... . . i
ABTOHOMHA OpKECTPOBaHa CHCTEMa pearyBaHHs Ha iHIUACHTH Ha ocHOBI SIEM

» €BaokuMoOB O., JIyumieBa O. . . ... ... ... . e
MareMaTtnyHa MOJIETh aBTOMAaTHYHOI Bepudikarii popmMarizoBaHuX T0Ka3iB 1
KOHCEpBAaTUBHUM iHTepdeiic mpencTaBineHHs B Lean

" Kopmienko B. C., V3o L. FO. . . ... ...
OrinKa BIUTMBY HAsIBHOCTI (JOTOPEANTICTUIHOIT TEKCTYPHY TIPU TeHEpaIlii CHHTETHYHOTO
JIaTaceTy Ha TOYHICTh MOJIENel KOMI FOTEPHOTO 30py

sCaBueHko M. C., CyaiMma C. B. . .. ... ... . e
MonynbHa JavaScript-6ibmioTeka 1t 3a0e3nedeHHs JOCTYITHOCTI BeOiHTepdeiciB 3TiIHO 3
WCAG 2.2

s CrapymieHKO T. L. ..o
AnreOpa BUTOKY €HTPOIIii 7151 KpUNTorpadivHUX 004YHCIIeHB 3 IIAaBAI0UY0I0
toukoro IEEE 754

* Tiopabo I. M., Ceqrok A. I, KizimoBa H. M. . . ............. ... .. ... ... ... ...,
MaremaTryHe MOJICTIOBaHHSI AUHAMIKH 3pOCTaHHS MMyXJIMHU JUIsl BUOOPY MepcoHiikoBaHOT
Teparii

s Typuak JI. CPykkac. K. M. . ... ..
Brms apxitektypun GNN Ha poOacTHICTh MEPEKEBUX MapLIPYTiB Y CHEHAPIAX OMUHUYHHUX
BiJTMOB BY3JIiB

» Yeneasb /. O., MagaxoB C. B, ToHuapoB ML O. . ........... ... .. ... ...
3acTocyBaHHS MapagurMu MPELEISHTHOr0 aHaJli3y IS HiJIeHMyIbTHOA30BOT0 XMapHOTO
MoHiTopuHry DNS-Tpadik

20

33

101



Bulletin of V.N. Karazin Kharkiv National University
series «Mathematical modeling. Information technology. Automated control systemsy, issue 69, 2026

CONTENTS

» Bazilevych K., Parfeniuk Y. .. ... o 6
Application of Exploratory Data Analysis for Investigating Factors Influencing
Sleep Quality

= Bratko D., Kubrak V., Matiiko A. . .. ... ... e 20
Autonomous Orchestrated Incident Response System Based on SIEM

= Yevdokymov O., Luchsheva O. . ... ... . i e e 33
A Mathematical Model of Automatic Verification of Formalized Proofs and a Conservative
Presentation Interface over Lean

s KOrshenko V., UzIov D. . . . ..o e e 41
Assessment of the impact of photorealistic textures on the accuracy of computer vision models
using synthetic datasets

= Savchenko M. SUIMA S, . ... . o 59
Modular JavaScript library for ensuring web interface accessibility in accordance
with WCAG 2.2

B StarUShENKO T. ..o 73
An Entropy Leakage Algebra for IEEE 754 Floating-Point Cryptographic Computations

s Tiurdo I, Sediuk A., Kizilova N. . . ... ..o 82
Mathematical modeling of tumor growth dynamics for personalized therapy selection

= Turchak D., RUKKas K. . ... ... e e 101
The impact of GNN architecture on the robustness of edge routes in scenarios
of single node types

= Chepel D, Malakhov S., Honcharov M. . ........ ... ... .. i, 111
Application of a preceden tanalysis paradigm for the purposes of multibase cloud monitoring
of DNS traffic



ISSN 2304 -6201 BicHuk XapkiBcbkoro HawjioHanbHOro yHisepcuteTy imeHi B. H. KapasiHa
6 cepia «MatemaTnyHe MogentoBaHHs. IHopmaLliiiHi TexHonorii. ABTOMaTU30BaHi cucTeMu ynpasniHHsy, Bunyck 69, 2026

DOI: https://doi.org/10.26565/2304-6201-2026-69-01

VJIK (UDC) 004.85:004.056

Bazilevych Kseniia Associate Professor of Department of Mathematical Modeling and Artificial
Intelligence; National Aerospace University "Kharkiv Aviation Institute",
Vadym Manko St., 17, Kharkiv, Ukraine 61070
e-mail: k.bazilevych@khai.edu
https://orcid.org/0000-0001-5332-9545

Parfeniuk Yurii senior lecturer of Department of Theoretical and Applied Informatics;
Karazin Kharkiv National University, Svobody Sq. 4, Kharkiv,
Ukraine,61022
e-mail: parfeniuk@karazin.ua
https://orcid.org/0000-0001-5357-1868

Application of Exploratory Data Analysis for Investigating Factors
Influencing Sleep Quality

Relevance. The research of the multifactorial nature of sleep quality requires the analysis of large datasets, which is impossible
without the use of exploratory data analysis (EDA) methods to identify hidden patterns. In this regard, the development of
approaches for the intelligent analysis of factors influencing sleep is a relevant scientific and technical task. Goal. To examine
and identify the relationships between physiological, behavioral, and environmental factors and sleep quality using exploratory
data analysis methods. Research methods. The research was based on exploratory data analysis (EDA) methods, primarily
aimed at examining the presence of correlations between sleep quality and variables such as sleep duration, stress level, and
physical activity. The subsequent construction of a heatmap was necessary to identify latent relationships and to extract the most
relevant features. In addition, a linear regression model, a decision tree model, and a logistic regression model were employed
to investigate the factors influencing human sleep quality. The results. The results obtained using the developed software
application with a graphical user interface for analyzing factors influencing human sleep quality are presented. The software
application enables data loading, exploratory data analysis, model construction, and result visualization in a user-friendly format.
It supports the application of both classification and regression algorithms, allowing it to be adapted to a wide range of analytical
tasks. An analysis of the obtained results was conducted, and models with the highest accuracy, adaptability to complex
relationships, and interpretability were identified. Conclusions. The obtained results confirm the versatility of decision tree
methods for the analysis of sleep-related factors. Their accuracy and algorithmic transparency make this approach optimal for
modeling complex interrelationships within the scope of the study. Overall, the analysis of factors influencing sleep using EDA
methods enables the transformation of complex data into meaningful analytical models, which represents a relevant task for
digital medicine.

Keywords: Sleep, sleep quality, machine learning, regression, classification, logistic regression, decision tree, eda, python, sleep
health dataset
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1. Introduction

Under contemporary conditions of increased psychological and emotional stress, an unstable socio-
economic environment, and prolonged exposure to stressors, the issue of sleep quality has become
particularly significant. Chronic sleep deprivation and disturbances in sleep architecture adversely affect
an individual’s physical, mental, and cognitive functioning, increasing the risk of cardiovascular,
endocrine, and mental disorders. Moreover, reduced sleep quality is associated with decreased
productivity, impaired attention and memory, as well as elevated levels of anxiety. [1]. Sleep quality is
regarded as a complex multifactorial characteristic shaped by the influence of a range of physiological,
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psychological, and behavioral factors. These factors include age, body mass index, level of physical
activity, stress level, blood pressure, sleep duration, as well as the presence of chronic diseases or sleep
disorders such as insomnia or sleep apnea [2]. In countries where societies are exposed to unusual stressful
conditions, there is an observed increase in the incidence of insomnia, nocturnal awakenings, difficulties
falling asleep, and elevated anxiety levels, which negatively affect the overall health of the population
[3]. In Ukraine, according to sociological surveys, nearly half of the population reports a decline in sleep
quality since the onset of the full-scale invasion, which is associated with elevated levels of anxiety,
forced displacement, and an unstable living environment [4, 5].

Sleep quality is traditionally assessed using questionnaires, clinical instruments, or wearable trackers.
However, these methods have certain limitations, ranging from subjectivity to the high cost of equipment,
which reduces the accessibility of comprehensive diagnostics for a wide range of users. Consequently, in
recent years, there has been growing interest in the application of analytical approaches and machine
learning algorithms to study and predict sleep quality based on available physiological and behavioral
parameters.

Regression and classification methods allow for the identification of key factors affecting sleep, as
well as the construction of predictive models capable of detecting potential disorders or forecasting sleep
quality levels [6]. Their application provides flexibility, adaptability to various types of data, and high
accuracy, provided that proper approaches to input data processing are employed. Research findings
indicate the effectiveness of such models in addressing tasks related both to sleep quality prediction and
insomnia diagnosis [7, 8]. The relevance of this research is driven by the need to develop tools that enable
the effective analysis of factors influencing sleep using open data and mathematical models. This is
particularly valuable in the context of psychoprophylaxis, early risk detection, and the promotion of
population mental health.

2. Objective of the study and research tasks

The primary objective of this study is to investigate and identify the relationships between
physiological, behavioral, and environmental factors and sleep quality using exploratory data analysis
(EDA).

To achieve this objective, the following research tasks are defined:

1. To analyze the characteristics of studying factors influencing human sleep quality.

2. To conduct an analytical review of machine learning methods relevant to achieving the study
objectives.

3. To perform exploratory data analysis on the datasets considered in the study.

4. To develop algorithmic models for investigating factors affecting human sleep quality using
machine learning techniques.

5. To implement a software application for conducting the study, including visualization of the
obtained results.

6. To assess the obtained results.

Obiject of the Study: The process of investigating factors influencing human sleep quality.

Subject of the Study: Applying Machine Learning Techniques to the Analysis of Factors Affecting
Sleep Quality.

The analysis of factors influencing sleep quality requires the completion of the following tasks:

Prediction of the numerical value of a respondent’s sleep quality score (ranging from 1 to 10) based
on parameters such as age, sleep duration, stress level, and physical activity;

Determination of the presence or absence of a sleep disorder in an individual based on their
physiological and behavioral characteristics. Classification is performed by dividing the data into two
categories: ‘sleep disorder present’ and ‘sleep disorder absent.

3. Research methods

3.1 Exploratory data analysis

Exploratory data analysis (EDA) is a fundamental stage in the data analytics lifecycle, aimed at
thoroughly familiarizing oneself with the available dataset prior to the construction of machine learning
models or statistical hypotheses. The concept of EDA was first formulated by the American
mathematician and statistician John Tukey in the 1970s. In his seminal work, he emphasized the
importance of studying data in their “raw” form to uncover hidden patterns, rather than merely confirming
pre-established assumptions [9]. In practice, EDA serves as an intermediate bridge between the data
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acquisition stage and data preparation for modeling. Its primary objective is to examine the data structure,
identify outliers, missing values, anomalies, potential relationships between variables, and possibly
erroneous or incorrect observations. The quality of EDA directly influences both the accuracy of the
constructed models and the validity of the analytical decisions made [10].

Within a typical Data Science lifecycle, EDA is usually conducted after the data cleaning stage and
prior to the construction of predictive or classification models. Its outcomes can significantly influence
the selection of variables, determine the appropriateness of transformations, or reveal new relationships
that were not initially apparent. In particular, identifying strong correlations between predictors or
visualizing their distributions enables the formulation of valid hypotheses regarding causal relationships
[11].

Structurally, EDA encompasses a range of approaches: descriptive statistics (mean, median, variance),
graphical visualization (boxplots, histograms, scatter plots), and basic tools for identifying relationships
(correlation matrices, cluster analysis). In most modern approaches, EDA results serve not merely as an
auxiliary tool but as a full-fledged analytical component that informs the subsequent strategy for model
development or decision-making. Thus, EDA is not simply a preparatory stage but a comprehensive
analytical practice that enables a researcher to interact with data in an informed manner. Its systematic
application helps to avoid critical errors in subsequent stages, improves model quality, and fosters a
deeper understanding of the subject domain.

In modern data science, the process of information analysis is implemented as a cycle comprising
several sequential stages: data collection, cleaning and preparation, exploratory data analysis, model
construction, evaluation of results, implementation, and subsequent monitoring [12]. Within this
sequence, the EDA stage functions as a bridge between preliminary data processing and formal modeling,
allowing for a deeper understanding of the nature of the data, as well as an assessment of its quality,
structure, and statistical patterns.

EDA enables the identification of trends, anomalies, missing values, and multicollinearity, as well as
the formulation of hypotheses regarding potential relationships between variables. For this reason,
performing EDA is a necessary prerequisite for making informed decisions about the choice of an
appropriate machine learning algorithm, the method of data normalization, or the feature engineering
strategy [13].

3.2 Methods for studying factors affecting human sleep quality

The investigation of factors influencing human sleep quality is a complex interdisciplinary task that
integrates medical, psychological, and analytical aspects. Sleep quality is shaped by a set of interrelated
variables: physiological (age, body mass index, heart rate, blood pressure), psychological (stress level,
anxiety, depression), and behavioral (physical activity, number of steps, sleep duration and latency, daily
routine). In real-world conditions, these variables can exert both independent and combined effects, which
significantly complicates the construction of a definitive analytical model.

The complexity of the analysis is further heightened by the high variability of individual
characteristics: for example, age and sex may modify the impact of stress on sleep, while physical activity
can either improve sleep or worsen it in the case of excessive exertion. Moreover, a significant portion of
the variables in sleep quality studies are latent (i.e., not directly observable) and require indirect
assessment methods, such as questionnaires, biometric sensors, or psychophysiological testing [2].

Traditionally, scientific practice employs descriptive statistics, correlation analysis, regression,
classification, and factor analysis methods to study such complex systems. For example, research on the
relationship between BMI and the frequency of nighttime awakenings typically begins with describing
mean values within groups and formulating hypotheses regarding their dependence. Subsequently,
multivariate analysis methods are applied, allowing the simultaneous consideration of the effects of
multiple variables on sleep quality [6].

In contemporary conditions, with the availability of large volumes of data from sleep trackers,
questionnaires, and medical devices, machine learning algorithms are increasingly used, allowing for the
consideration of nonlinear relationships between parameters. This enables researchers not only to confirm
the influence of individual factors but also to develop predictive models of sleep quality for specific
population groups. Thus, the study of sleep quality factors requires an integrated approach that combines
classical statistical methods with modern data-driven algorithms. This approach allows for the
consideration of variable interdependencies, improves diagnostic accuracy, and opens prospects for
personalized interventions in the field of sleep medicine.
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One of the key directions in the study of factors affecting sleep quality is regression analysis—a
classical statistical approach that enables modeling relationships between variables in the form of
functional dependencies. In the context of sleep research, this approach makes it possible to predict
guantitative characteristics, such as sleep quality scores or sleep duration, based on the influence of
predictors including age, stress level, physical activity, body mass index (BMI), and heart rate.

The simplest method is linear regression, which assumes a linear relationship between independent
variables and the target variable. In sleep studies, linear regression is often used to assess the extent to
which a change in one factor (e.g., the number of daily steps) is associated with an improvement or
deterioration in sleep [8]. However, when relationships are more complex or involve interactions among
multiple factors, multivariate regression is applied, allowing the simultaneous modeling of the effects of
several variables. Furthermore, in the field of behavioral sleep medicine, regression models are used not
only for prediction but also to evaluate the importance of individual variables. For example, in the study
by Lundgren O., Moneta G. B. (2011) the relationships between depression, anxiety, and physical
symptoms (headache, somatic complaints) and subjective sleep quality were analyzed. It was found that
depressive symptoms and anxiety were the strongest predictors of poor sleep quality [14]. In the study by
Lemma et al. (2012), predictors of poor sleep quality were identified, including stress, anxiety,
depression, excessive use of electronic devices, and poor sleep hygiene [15]. The study demonstrates a
strong association between psychological state and subjective sleep quality. Such approaches enable a
more targeted strategy for addressing factors that contribute to sleep disturbances.

Another popular method is regression trees (decision tree regressors), which offer advantages in
interpretability and the ability to account for nonlinear relationships. Unlike linear regression, trees split
the data into subgroups based on specific features (e.g., age > 45), allowing for more precise identification
of patterns within different respondent groups. The application of regression tree methods in sleep
research has practical significance: the resulting models enable the development of automated systems
for predicting sleep quality and timely risk detection. When combined with EDA methods, this approach
enhances the accuracy and adaptability of solutions in the field of medical technologies.

When the objective of a study is to identify the presence or absence of a sleep disorder, classification
methods are employed—a machine learning approach that allows the dataset to be divided into discrete
categories. In this case, the target variable is binary or categorical (e.g., 0 - no disorder, 1 - presence of a
sleep disorder), while the independent variables consist of physiological, behavioral, or psycho-emotional
factors.

One of the fundamental tools of classification is logistic regression—a mathematical model that
estimates the probability of belonging to a particular class based on the logistic function. In sleep quality
research, logistic regression is used to identify the factors that most strongly influence the likelihood of
disorders such as insomnia or sleep apnea [9]. This method also allows for the calculation of the weight
of each factor, enabling not only prediction but also the interpretation of the contribution of each feature.

Another popular approach is decision tree classification, which hierarchically splits the dataset based
on features, forming rules such as: “if stress level > 6 and sleep duration < 5 hours, then the probability
of insomnia is high.” The advantage of this method lies in its interpretability—the researcher can easily
trace which factors were decisive in assigning an observation to a particular class. [16].

For tasks with imbalanced classes (for example, when the majority of respondents do not have
disorders and only a small portion do), more advanced algorithms such as Random Forest or Support
Vector Machines can be applied. These methods improve classification accuracy by simultaneously
accounting for multiple factors [17].

Classification models are indispensable in the field of sleep research, as they enable the automated
and highly accurate identification of at-risk groups. This is particularly relevant in large population
studies or in the development of personalized health monitoring systems.

In contemporary sleep quality research, combining exploratory data analysis (EDA) with the
development of predictive or classification models is considered an effective approach. This methodology
not only allows for the description of the structure of the available data but also facilitates a deep
understanding of the relationships between variables and the identification of hidden patterns, which can
subsequently serve as the foundation for machine learning models.

EDA serves as the initial stage—visualizing the distributions of sleep duration, stress level, BMI, heart
rate, and other factors allows for the formulation of hypotheses regarding their influence on sleep quality.
Using histograms, boxplots, or heatmaps, one can identify, for example, a negative correlation between
stress level and sleep quality, or excessive variability in physical activity across different age groups.
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Based on such insights, predictive models are developed, including regression models for estimating
numerical indicators (e.g., sleep quality scores from 1 to 10) and classification models for determining
the likelihood of disorders (insomnia, sleep apnea, etc.). Thus, models are not constructed “blindly”” but
rely on clearly identified relevant variables revealed through EDA. The integration of EDA and machine
learning enhances the interpretability of results and provides a better understanding of causal
relationships, which is particularly important in sensitive domains such as sleep research, where an
imperfect model may lead to incorrect interpretations of medical risks [18].

Thus, the combination of descriptive, visual, and modeling methods creates an integrated analytical
framework that not only enables predictions to be made but also allows them to be interpreted within an
applied context.

One of the fundamental tools is linear regression, which models the relationship between predictors
(age, sleep duration, stress level) and the sleep quality score. Such a model is easily interpretable, enables
the evaluation of each variable’s contribution, and helps identify the main factors affecting nighttime rest.
At the same time, in cases where nonlinear relationships or a high degree of interdependence among
predictors (multicollinearity) are observed, regression trees (Decision Tree Regressors) are preferred.
This method constructs the model as a sequence of conditions, allowing for the identification of complex
interdependencies between variables without the need for prior transformation.

In the context of sleep research, regression models are often used to estimate the average level of sleep
quality based on physiological and behavioral characteristics, such as the frequency of physical activity,
the presence of daytime stress, or the average duration of awakenings. Additionally, regression models
are employed to assess the effectiveness of corrective interventions—such as changes in sleep hygiene,
physical activity, or reduction of stressors. In this way, regression serves not only as an analytical tool
but also as a means of monitoring quality of life, particularly within clinical diagnostics or studies of
psycho-emotional state.

Another effective method is the decision tree classifier, which constructs a model as a sequence of
branching conditions based on predictor values. This structure allows researchers not only to classify
subjects but also to trace the logic of decision-making, which is especially valuable in medical or
psychological contexts. In more complex cases, where data contain a large number of variables or exhibit
high levels of noise, ensemble methods such as Random Forest or Gradient Boosting are applied. These
algorithms combine the advantages of multiple decision trees, enhancing result stability and reducing the
risk of overfitting. Studies demonstrate that such methods allow for highly accurate classification of sleep
disorders even when only a limited number of variables are available [19-22].

4. Research Results

4.1 Initial Data

The study utilized a structured dataset, referred to as the ‘Sleep Health and Lifestyle Dataset’ [23],
which comprises information on individuals’ physiological, behavioral, and social characteristics
potentially affecting sleep quality. This dataset serves as a well-structured source of input information for
the developed software application. The data were stored in a tabular format (.csv), ensuring ease of
processing and compatibility with the selected tools in the Python programming language.

The table contains 374 rows, each representing an individual respondent, and twelve variables that are
important for modeling purposes. Below is a list of the main columns included in the input data:

1. Person ID - a unique identifier for each study participant. This variable serves an administrative
purpose and is not considered in subsequent analysis.

2. Occupation - type of professional employment. A categorical variable reflecting social status and
lifestyle.

3. Gender - the respondent’s sex (Male or Female). A nominal variable.

4. Age - age of the respondent (quantitative variable).

5. Sleep Duration - number of hours of sleep per day (float).

6. Quality of Sleep - subjective assessment of sleep quality on a scale from 1 to 10. This variable
serves as the target in the regression task.

7. Physical Activity Level - level of physical activity, represented as a quantitative value from 0 to
100. Reflects the respondent’s overall daily movement, with higher values corresponding to more active
individuals. Used as a quantitative predictor in modeling.

8.  Stress Level - the respondent’s stress level on a scale from 1 to 10 (self-reported).

9. BMI Category - body mass index category (Underweight, Normal, Overweight, Obese).
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10. Blood Pressure - arterial blood pressure, presented in the “systolic/diastolic” format, e.g.,
“120/80.”

11. Heart Rate - heart rate (beats per minute).

12. Daily Steps - average number of steps per day.

13. Sleep Disorder - type of sleep disorder, if present. Possible values: “None,” “Insomnia,” or
“Apnea.” This variable serves as the target in the classification task.

For the purpose of further processing, these variables were classified into quantitative, categorical,
and target types. Specifically, the variable “Quality of Sleep” serves as the target in the regression task,
while “Sleep Disorder” serves as the target in the classification task. The remaining parameters are used
as predictors.

During the initial analysis stage, a verification of missing values, variable types, and a visual
assessment of proper formatting was conducted. Before proceeding to model construction, each variable
was checked for missing or anomalous values, adherence to realistic ranges within the context of the
study, and the presence of excessive repetition. Basic visualization methods—nhistograms, boxplots, and
scatter plots—were used to better analyze the distribution of values and to identify potential anomalies.
Additionally, the degree of differentiation among variables was assessed to avoid situations in which two
features are nearly identical, which could affect model stability. This analysis ensured that the selected
factors genuinely influence sleep quality and can be useful for training algorithms.

4.2 Original Dataset

After completing the preliminary data processing, the software automatically generates modeling
results, which are presented in an interpretable format—numerical, graphical, or combined. The type of
output depends on the chosen task: regression or classification.

When the selected task involves predicting sleep quality, i.e., a numerical indicator representing the
respondent’s subjective assessment of sleep, the model produces a point estimate on a scale from 1 to 10.
This prediction is based on a combination of input variables, including age, sleep duration, stress level,
and physical activity. Such an approach enables analytical forecasting of individual sleep quality prior to
direct medical or clinical evaluation. If the user selects a classification task, i.e., determining whether an
individual has a sleep disorder, the model analyzes the input features and outputs a categorical result as
one of two classes: “sleep disorder present” or “sleep disorder absent.” This approach enables the early
identification of potential sleep disorder risks and can be used as an auxiliary tool for preliminary
screening.

To evaluate the performance of each model, the software automatically calculates a set of relevant
quality metrics. For regression models, MAE (Mean Absolute Error) is used to reflect the average
deviation of predicted values from actual values; MSE (Mean Squared Error) assigns greater weight to
larger errors; and R? (coefficient of determination) indicates the degree of agreement between the model
and the actual data. For classification tasks, performance is assessed using metrics such as Accuracy,
which measures the overall classification correctness.,

Precision - the accuracy of predicting the positive class; Recall - the completeness of identifying the
positive class; F1-score - a combined metric representing the harmonic mean of Precision and Recall.

4.3 Exploratory Data Analysis and Data Preprocessing

The developed application allows EDA to be performed directly through the interface, which
implements the construction of four main types of plots. By clicking the “EDA (Data Analysis)” button,
the user is presented with graphical visualizations that help form an initial understanding of the data.

The first plot—a boxplot of BMI by sleep disorder type (Figure 1)—illustrates the distribution of body
mass index across the groups None, Sleep Apnea, and Insomnia. It can be observed that the mean BMI
values differ slightly between groups. For example, respondents with sleep apnea tend to have higher
BMI values. The presence of outliers in the plot indicates individual atypical values, which could
potentially influence model performance.



ISSN 2304 -6201

Bulletin of V.N. Karazin Kharkiv National University

12 series «Mathematical modeling. Information technology. Automated control systems» issue 69, 2026
40
35 A
2 m @ 8 ® & o
S
E 5
v
©
E -2 ~——“_— -—-v*—‘
< 25
[}
o
e —— e Oe oo * @O ee 9
20 A
15 Ll T T
None Sleep Apnea Insomnia

sleep disturbance

Fig. 1. Boxplot of Body Mass Index (BMI) distribution by sleep disorder type
Puc. 1. Boxplot posnodiny inoexcy macu mina (BMI) 3a munamu nopywens cry

The second plot—a scatterplot showing the relationship between age and sleep duration (Figure 2)—
reveals a slight trend: as age increases, the average sleep duration tends to decrease slightly. It is also
evident that respondents with different sleep disorders are concentrated in specific ranges. For example,
most individuals with insomnia fall within the 30-45-year age range and have sleep durations of less than

7 hours.
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The third plot—the distribution of sleep disorder types (Figure 3)—illustrates class imbalance. The
largest number of respondents belongs to the “None” group, indicating no sleep disorders, whereas the
“Sleep Apnea” and “Insomnia” groups are represented by significantly fewer individuals. This
distribution should be taken into account when constructing classification models, as the imbalance may
lead to bias toward the majority class.
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50 -

None Sleep Apnea Insomnia

Fig. 3. Histogram of respondents by sleep disorder type
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The fourth plot - a correlation heatmap (Figure 4) - visually illustrates the relationships between
numerical features. The strongest positive correlation is observed between sleep duration and sleep
quality (coefficient ~ 0.88), whereas stress level shows a negative correlation with sleep quality (= -0.90).
This supports the hypothesis that chronic stress significantly reduces sleep quality. A strong correlation
is also observed between daily steps and physical activity level (= 0.77), which is consistent with the
nature of these indicators. The provided heatmap illustrates how various factors (such as age, sleep, stress,
and activity) are interrelated. Red colors indicate that as one variable increases, the other tends to increase
as well (positive correlation), while blue colors indicate that as one variable increases, the other tends to
decrease (negative correlation). The intensity of the color reflects the strength of the correlation.

Considering the variable “target” (the dependent variable), it shows a moderate positive correlation
with Age (coefficient 0.43) and Person ID (0.45). This suggests that, in general, the target value slightly
increases with age. The Person ID is almost perfectly correlated with Age (0.99), indicating that older
individuals have higher IDs in this dataset. In contrast, Sleep Duration (-0.34) and Sleep Quality (-0.31)
exhibit a weak negative correlation with the target, meaning that longer and higher-quality sleep is
somewhat associated with lower target values. Heart Rate shows a weak positive correlation with the
target (0.33). Meanwhile, Physical Activity Level, Stress Level, and Daily Steps display very weak or
nearly nonexistent linear relationships with the target, with coefficients close to zero.

Among other factors, several very strong relationships stand out. The most notable is the extremely
strong negative correlation between Sleep Quality and Stress Level (-0.90), indicating that higher stress
levels are associated with a marked decrease in sleep quality. Sleep Duration also decreases significantly
with increasing stress levels (-0.81). It is logical that Sleep Duration and Sleep Quality are strongly
positively correlated (0.88), meaning that longer sleep is generally of higher quality. Additionally, higher
Stress Levels are noticeably correlated with higher Heart Rate (0.67), whereas better Sleep Quality and
longer Sleep Duration are associated with lower Heart Rate (-0.66 and -0.52, respectively). Physical
Activity Level is also strongly correlated with Daily Steps (0.77), which is expected.
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In summary, performing EDA allowed for verification of the dataset quality, identification of key
relationships, and formulation of hypotheses regarding significant factors. These findings subsequently
serve as the foundation for constructing regression and classification models.

4.4 Analysis of the results obtained

As a result of running the linear regression model, predictions of sleep quality were made based on
the variables age, sleep duration, stress level, and physical activity level. The obtained numerical
indicators indicate high model quality. The Mean Absolute Error (MAE) is 0.32, reflecting a small
average deviation of predicted values from the actual values. The Mean Squared Error (MSE) is 0.18,
demonstrating model stability with a low incidence of large errors. The coefficient of determination (R?)
is 0.88, indicating that 88% of the variance in the target variable is explained by the selected predictors.

For a visual representation of the model’s accuracy, a scatter plot was constructed (Figure 5), with the
true sleep quality values on the X-axis and the predicted values on the Y-axis.
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Fig. 5. Scatter plot for the Linear Regression model
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The ideal line is represented by a dashed line and corresponds to a perfect match between predicted
and actual values. Analysis of the scatter plot shows that most points are clustered along this line,
confirming the adequacy of the model. No visible systematic deviations or outliers are observed.

Thus, the linear regression model demonstrated a high capacity to predict the target variable based on
the available parameters, making it a suitable baseline tool for predictive analysis in tasks related to sleep
quality assessment.

The next stage involved using a Decision Tree algorithm for the regression task, which allows the
construction of an interpretable model based on a hierarchical splitting of the dataset according to feature
values. After training the model, the resulting metrics indicate very high prediction accuracy. The MAE
is 0.03, reflecting an almost negligible average error. The MSE is also 0.03, indicating minimal deviations
in the predictions. The highest performance is demonstrated by the coefficient of determination, R? =
0.98, meaning that 98% of the variance in the target variable is explained by the selected features.

Such an R? value indicates an almost complete correspondence between predicted and actual values.
At the same time, this very high accuracy may suggest a risk of overfitting, especially given the limited
size of the training dataset, which necessitates additional validation on an external dataset. It should be
noted that the structure of the decision tree allows interpretation of the decision-making process, which
can be useful when applying the model in medical or social research.

In the scatter plot (Figure 6), almost all points lie on or very close to the ideal prediction line.
Deviations are minimal, so the graph practically demonstrates a match between predicted and actual
values. This confirms the high accuracy of the model as well as its potential for further use in sleep quality
prediction tasks.
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Thus, the decision tree model demonstrates high predictive accuracy, making it suitable for tasks
where minimizing error, ensuring interpretable decision logic, and adapting to new input data are
important. For the classification task, a logistic regression model was used to predict the probability of
each respondent belonging to one of two classes: absence of sleep disorders or presence of a sleep
disorder. Features included age, stress level, and physical activity. The target variable was formulated as
a binary indicator: class “0” - normal sleep, class “1” - presence of a disorder (insomnia or apnea).

The obtained results indicate moderate performance of the model. Accuracy is 0.72, meaning that 72%
of predictions were correct. Precision = 0.68 indicates that nearly 7 out of 10 predictions regarding the
presence of a sleep disorder were correct. Recall = 0.61 shows that the model identified 61% of all actual
sleep disorder cases. F1-score = 0.64 reflects the balance between precision and recall and characterizes
the overall classification quality.

Additionally, a histogram of predicted classes was constructed (Figure 7), illustrating the distribution
of respondents with and without sleep disorders.
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Fig. 7. Predicted class distribution for the Logistic Regression model
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The plot shows that the model slightly favors predicting the “no disorder” class, which may be related
to the class imbalance in the dataset. However, the overall shape of the distribution corresponds to the
actual data structure, indicating that the algorithm behaves adequately.

Thus, the logistic regression model demonstrated satisfactory accuracy and balance in classifying the
binary variable. Considering its simplicity, interpretability, and stability, the model can be applied for
preliminary screening of sleep disorder risks. Within the binary classification task, a decision tree model
was also employed, allowing the creation of a branched classification logic based on the values of the
input variables. The input features included age, stress level, and physical activity, while the target
variable indicated the presence or absence of a sleep disorder. Unlike logistic regression, the decision tree
allows modeling nonlinear relationships and can adapt to more complex data structures.

The obtained numerical metrics indicate a high quality of classification. An Accuracy of 0.89 shows
that the model correctly classified 89% of the examples. Precision = 0.87 means that predictions of the
“sleep disorder” class were correct in 87% of cases, while Recall = 0.87 indicates that 87% of all true
cases of sleep disorders were detected. The F1-score = 0.87 reflects a high level of model balance and its
ability to handle moderately imbalanced datasets (Figure 4.16).

The histogram (Figure 7) illustrates the distribution of predicted classes after applying the decision
tree model for the classification task. The target variable was “Sleep Disorder”, which was previously
encoded in binary format. The task was to determine whether a respondent had a sleep disorder based on
features such as age, stress level, and physical activity. The plot allows for assessing the balance of
predictions between class 0 (no disorder) and class 1 (disorder present) and confirms that the model does
not favor one class over the other. The histogram shows that the classification is relatively uniform,
without significant bias, which is particularly important when the positive class is underrepresented.
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In conclusion, the decision tree model demonstrated the best performance among all classification
approaches, making it suitable for practical applications in detecting sleep disorder risks, considering its
accuracy, stability, and interpretability. A comparative summary of all models is presented in Table 1.

Table 1. Comparative Performance of Developed Models
Tabnuys 1. [opigusinvha Xxapakmepucmura pe3yibmamis nooyo008anHux mooeiei

Mozenb Tun 3amaqi MAE | MSE | R2 Agclrac Precision | Recall Fl-
y score
Linear Prediction of
. Subjective Sleep 0.32 | 0.18 | 0.88 - - - -
Regression i
Quality
Decision Prediction of
Tree Subjective Sleep 0.03 | 0.03 | 0.98 - - - -
Regressor Quality
Logistic Detection of the
R gisti Presence or Absence of - - - 0.72 0.68 0.61 0.64
egression .
Sleep Disorders
Decision Detection of the
Tree Presence or Absence of - - - 0.89 0.87 0.87 0.87
Classifier Sleep Disorders

5. Conclusions and prospects for further research

As a result of the practical application of the developed software tool, a complete data analysis cycle
was carried out - from preliminary examination of the variables to the construction of machine learning
models and evaluation of their performance. Each implemented model demonstrated a different level of
accuracy, allowing for a comparative assessment of their advantages in the context of the posed tasks.
The results of the exploratory data analysis (EDA) confirmed the presence of strong correlations between
sleep quality and variables such as sleep duration, stress level, and physical activity. The construction of
a heatmap enabled the identification of hidden dependencies and the determination of the most relevant
features for further modeling. Among the regression models, the decision tree yielded the best
performance, achieving the lowest error values (MAE = 0.03; MSE = 0.03) and the highest coefficient of
determination (R? = 0.98), indicating the model’s strong ability to capture patterns in the data. The linear
regression model also produced satisfactory results, though it was outperformed by the decision tree in
terms of predictive accuracy.

Among the classification models, the decision tree proved to be the most effective, achieving high
values across all key metrics (Accuracy, Precision, Recall, F1-score = 0.87). Logistic regression showed
moderate performance, which may be attributed to the linear nature of the algorithm and the potential
complexity of the data. In summary, the results indicate that the decision tree algorithm is the most
suitable for both regression and classification tasks within this subject area. Its high accuracy, adaptability
to complex relationships, and interpretability make it an optimal choice for further applications in
analyzing factors affecting sleep quality.

Prospects for further research lie in scaling the developed methodology to significantly larger and
more heterogeneous datasets, including those collected in real time via Internet of Things (loT) sensors
and wearable devices. This will enable a transition from identifying general patterns to building high-
precision models for personalized monitoring, capable of adapting to individual user characteristics.
Thanks to the high interpretability of the decision tree algorithm, the obtained results can serve as a
foundation for developing intelligent clinical decision support systems in digital healthcare. In the future,
this approach will not only allow for the prediction of sleep disorder risks but also facilitate the automatic
generation of scientifically grounded lifestyle recommendations to improve the overall
psychophysiological well-being of the population. Further application of this methodology to large-scale
datasets will contribute to additional model validation and assessment of its robustness against variability
in clinical research samples.
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3acTocyBaHHs PO3BIAYBAJBLHOI0 aHAJI3Y JaHUX AJIA A0CIIIKeHHS aKTOpiB,
10 BILUIMBAKOTh HA SAAKICTH CHY

AxtyanbHicTs. JlocmimkeHHs GaratoakTopHOI NPHPOIM SIKOCTI CHY MoTpeOye aHamizy BEIMKMX MAacHBiB JAHUX, IO
HEMOXJIMBO 0e3 3aCTOCYBaHHSI METOJIB po3BimyBasbHOro ananizy (EDA) mis BUSBICHHS MPUXOBAaHMX 3aKOHOMipHOCTEH. Y
3B’A3KY 3 MM, PO3pOOKa MiIXOMIB 10 iHTEIEKTYaIbHOTO IOCTIDKEHHS YWHHHKIB BIUTUBY Ha COH € aKTyaJbHOIO HayKOBO-
TeXHIYHOIO 3a1adero Meta. JlocniuT Ta BUSIBUTH B3a€EMO3B'I3KH MK HaOopamu (pi310I0TiHHNX, TTOBEIIHKOBUX Ta 30BHIIIHIX
(axropiB Ta sikicTio cHy 3a momomororo exploratory data analysis. Meroau mociimkennsi. J{ocmimkenss 06a3yBanoch Ha
METOo/IaX Po3BigyBanbHOTrO aHami3y nanux (EDA) mist Toro, mio6 B mepiry 4epry JOCHiIUTH HAasBHICTH KOPEISIIH MiX SIKICTIO
CHY Ta TaKUMH 3MiHHWMH, SIK TPUBAJICTh CHY, PiBEHb CTpecy i (ismuHa akTHBHICTh. [lomanmpima moOymoBa TEIIOBOI KapTH
HeoOXxizHa Oyia IUIsl BHSBIEHHS NPUXOBAaHMX 3aJISKHOCTI Ta OTPHMAHHS HAHOUIBII peNeBaHTHUX O3HAaK. Takox Oyio
BHUKOPUCTAHO MOJIEJb JIiHIIHOT perpecii, MoJielb iepeBa pillieHb, MOAEINb JOTICTUYHOT perpecii [uist JOCIiPKeHHs (haKTopiB, 110
BIUIMBAIOTh HA SIKICTh CHY JMroAuHU. Pesyawbrarn. IlpencraBieHo pe3ynbTaTH, sKi OTPHMaHi 3a JOHNOMOTOIO PO3POOIEHOro
HNpPOrPaMHOro JOJATKy 3 rpadiuyHuM iHTepdeiicoM Ui NOCHiDKeHHs (akTopiB, IO BIUIMBAIOTH HA SIKICTh CHY JIIOJMHH.
TIporpamMHHii 10AATOK JI03BOJISIE BUKOHYBAaTH 3aBaHTaXEHHs JaHUX, IIPOBOJUTH PO3BIAyBAIBHUN aHai3, OyayBaTH Mozemi Ta
BUBOJHTH pe3yJIbTaTH y 3pydHOMY (opMarTi, MATPUMYE 3aCTOCYBaHHS K KIaCH(IKamiiHUX, TaK 1 perpeciiiHiX alropuTMiB,
JIO3BOJISIFOYHM A/IaNTyBaTH il 10 PI3HUX arHANITHYHMX 3aBJaHb. ByJo MPOBENEHO aHAI3 OTPHUMAaHHMX PE3y/IbTaTiB Ta BUSABICHO
MOJIeTTi 3 HalOUIBIIIO TOYHICTIO, aAaNTHBHICTIO 0 CKJIAJHUX 3B’SI3KiB 1 MOsACHIOBaHICTIO. BucHoBKHU. OTpuMaHi pe3ynbTaTtu
I ATBEPIKYIOTh yHIBEPCANBHICT METOY [epeB pillleHb s aHaTi3y paktopis cHy. Moro TouicTs i mpo30picTh anropuTMis
poOIATE 1el MiAXiA ONTHMAaJbHUM JUIs MOJIEIIOBAaHHS CKJIAJHHMX B3a€MO3B’S3KiB y MeXaX MOCITIpKeHHs. B minomy, anaimi3
YHHHUKIB BILIMBY Ha COH 3a jonomMororo MetoiB EDA no3Bossie TpanchopMyBaTi CKIaHi JaHi y 3MiCTOBHI aHATITHYHI MOJIEII,
IO € aKTyaJbHUM 3aBJaHHAM JUIsl HTU(PPOBOi MEANIIMHH.

Knrouosi cnosa: con, sikicme cHy, mawiunne naguamms, pespecis, Kiacugikayis, nocicmuyna peepecis, 0epego piuieHb, eda,
python, sleep health dataset.
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ABTOHOMHA OPKECTPOBAHA CHCTEMA pearyBaHHs HA iHIMIEHTH HA OCHOBI
SIEM

AxtyanbHicTs. CyyacHi iHdopMaliiiHi cHCTeMH reHepyIoTh HOAIT Oe3MeKH 3 Pi3HUX JUKEpell, TAKUX SIK )KypHAIIIB OllepamiiHuX
CHCTEM 1 CepBiCiB, MEpeXKEBUX CEHCOPIB, CKaHEePiB BPa3IMBOCTEH Ta IHIIMX 3ac00iB MOHITOpHHTY. Y Takux ymoBax SIEM nae
3MOTY IIEHTPaJIi30BaHO 30UpaTH, IHAEKCYBATH Ta KOPEIIOBATH TEIEMETPilo, OHAK caM Iepexil Bil pe3yibTaTy aHAJITHKH 0
MPaKTUYHOTO PearyBaHHs YacTO 3aJMIIAETHCS HEJIOCTaTHHO (opMaii3oBaHUM. Lle IPH3BOANTE 0 3aTPUMOK, 3aJIEXKHOCTI Bil
PYYHUX [TiHi, CKJIaTHOIIIB i3 TOBTOPIOBAHICTIO MIPOLIEAYP 1 BIICYTHOCTI € AMHOTO MEXaHI3MY MiATBEPIKCHHSI BUKOHAHHUX PEaKIiil.
JlonaTtkoBoro mpoOsieMolo € Oe3neyHrid aBTOHOMHUH JOCTYH 10 KiHIIEBUX BY3JIiB IMiJl Yac iHIUICHTY, KOJIH HETIPUITYCTHMUMH €
K pydHi migTBepmkeHHs SSH-3’enHanHHS, Tak 1 HeOe3MeYHa IOBipa OO MEPHIOro Kioda. Y 3B’S3KYy 3 UM aKTYalbHOIO €
noOymoBa apXiTeKTypHOro Mocra Mixk SIEM-aHamTHKOIO Ta CHCTEMOIO OpKeCTpallii, 3JaTHOro 3a0e3MEeYHTH KEpOBaHE,
BIITBOPIOBAaHE i ayIUTOBaHE pearyBaHHs Ha iHIMJICHTH HE3aJIeKHO BiJ] IEPBUHHOTO JKeperna MOii.

MeTo10 pob0TH € OOTPYHTYBaHHS Ta EKCIIEpUMEHTANIbHA MIepeBipKa apXiTEKTYPHOT'O IiIXOy 10 aBTOHOMHOT'O OPKECTPOBAHOTO
pearyBaHHS Ha IHIJUIEGHTH, Y MeXax SKOTo pe3yibTaTd aHalTHKH SIEM nepeTBOpIOIOTHCS Ha CTPYKTYPOBAHUH 1HIIMACHTHUH
3amuc 1 Jajmi BUKOPUCTOBYIOThCS IS 3allyCKy HpOLENyp pearyBaHHS B cHcTeMi opkecrtpauii. J[is mocsrHeHHs wiel MeTH
nependadeHo OMHC JeTeKTopa y AEKIapaTHBHOMY BUITIAMI, CTAHAAPTHU3AIII0 IHIMACHTHOTO 3alHCy, KePyBaHHS ITOBTOPHUMHU
CTIpAIfOBaHHIMHU Yepe3 YHIKaJbHHN KIIIOY IHIUICHTY Ta 1HTEpBAI OJOKYBaHHS MOBTOPHOTO 3aIyCKy, Y3TODKEHHS ILTHOBUX
aKTHBIB 13 TaHUMH inventory, )KypHAIIOBaHHS PE3yJIbTAaTiB BUKOHAHHS, a TAKOX peaji3amito 0e3eTHOro JOCTYITy 10 KiHIIEBUX
By31iB Ha ocHOBI SSH Host CA. JleMoHCTpamiiHIM TpUKIAIoM 0OpaHO CIeHapiii BUABIECHHS Ta pearyBaHHsS Ha SSH brute-
force.

PesyabTaTh. Y pesynbrati 1ochiaKeHHs: cOPMOBAHO H eKCIIEpUMEHTANILHO IePEBIPEHO apXiTeKTYPHHUH MiAXiM, IKHI NOETHYE
SIEM-ananiTiKy 3 aBTOMATH30BaHMM BHKOHAaHHSM pEaKI[ifHMX [iff Ha I[ITHOBUX akTHBax. [loka3aHo, IO pe3ynbTaT
a”aniTuyHOoro 3anmuty B SIEM Mojxe OyTH MOCIIJOBHO MEPEeTBOPEHHI Ha IHIUJISHTHUI 3amKiC, BAKOPUCTAHUH 11 TO0YI0BH
YHIKQJIBHOTO KJIOYa IHIMJEHTY, IMEpEeBipKU IOJIITHK MOBTOPHOTO 3aIlyCKy, Y3TOJDKEHHS akTHUBY 3 inventory Ta mepepadi
nmapameTpiB 10 playbook. PeanizoBanuii MpOTOTHIT MiATBEPIUB TEXHIYHY MOMKIIUBICTB MTOOYIOBH IIOBHOTO IIUKITY BiJl BUSBICHHS
noxii 8 SIEM 1o BukoHaHHS peakniifHoi mporeaypy Ha KiHIIeBOMY BY3IIi Ta (hikcallil pe3yabTaTy y CTpyKTYpOBaHOMY XKypHAI.
Oxpemo miaTBepaKeHo, mo BukoprcTanus SSH Host CA mae 3Mory 3abe3neunty 6e3nedHnii aBTOHOMHUI TOCTYII IO KiHIIEBUX
By3IiB 0e3 pyYHOrO MiATBEp/PKEHHS Iix dac iHOuaeHTy. OTpuMaHi pe3ynbTaTH TaKOX ITOKA3aJM, IO 3alpOIIOHOBAHA
apxiTekTypa Moke OyTH MacimiTaboBaHa Ha iHINI CIeHapii pearyBaHHs 3a yMOBH 3MiHH IIPaBHJI BHSBIICHHS Ta MPOLEAYP
BUKOHAHHSI.

BucHoBkn. OTpuMaHi pe3ynabTaTd MiATBEPXKYIOTh, 10 noeqHanHs SIEM-aHamiTHKH 3 CHCTEMOIO OpKeCTpalil Jae 3Mory
peanizyBaTH KepoBaHHH KOHTYp aBTOHOMHOTO pearyBaHHs Ha iHIuIeHTH. Pe3ynbprar ananitiku B SIEM nepeTBOpIOeThCs Ha
IHIMCHTHHUIT 3aITUC, SKUH BUKOPUCTOBYETHCS U1 KOHTPOJTIO TIOBTOPHUX 3aIyCKiB, Y3rO/PKEHHS LILOBOTO akTHBY 3 inventory
Ta 3aIlyCKy CIeHapiio pearyBaHHs. [IpakTrdna mepeBipka Ha npukiani SSH brute-force miarBepauna TexHidHY 311 {CHEHHICTD
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TaKOTO MiZXOMy: Peayli30BaHO ITOBHUM ITUKJI BiJ BUSBICHHS MOAII 1O BUKOHAHHS peakuil Ta ¢ikcarii 1 pe3yapraTy B KypHai.
3anpornoHoBaHa apXiTeKTypa IpHUIaTHA Ul pearyBaHHS Ha iHIUICHTH, 3a(iKCOBaHI 3 BUKOPUCTaHHIM Pi3HUX JDKepel IOmii,
SIKIIO IX pe3yJabTaTH arperyroThes Ta kopemooThes B SIEM. Bukopucranns SSH Host CA 3a6e3neuye 6e3nedHni aBTOHOMHUH
JOCTYH 10 KIHLIEBHUX BY3JTiB 0€3 pPy4HOro MiATBEPKCHHS MiA Yac IHIUICHTY. [lomampmuii po3BUTOK POOOTH IOLINTBEHO
MOB’S3aTH 3 MPOTPAMHOI0 pealizalli€lo MOIYNA-MicTa, PO3MIMPEHHSAM Oi0Ii0TeKH CIEHApiiB pearyBaHHS Ta IepelaBaHHSIM
JKypHaity pearyBanHs 10 SIEM mig noganpmoro aHamisy.

Knrouosi cnosa: Splunk, Ansible, STEM, opkecmposane peazysanns, asmonomne peazysanns, SSH brute-force, SSH Host CA.

SAx nuryBatu: bparko JI. B., Ky6pak B. O., Mariiiko A. A. “ABTOHOMHa OpKeCTpOBaHa CHCTEMa
pearyBaHHsI Ha iHIMIEHTH Ha ocHOBI SIEM”. Bichuk Xapxiscvkoeo HayioHanbHo2o yHieepcumenmy iMeHi
B. H. Kapasina, cepis Mamemamuune mooenroganus. Ingopmayivini mexnonoeii. Asmomamuzosami
cucmemu ynpaeninus. 2026. sum. 69. C.20-32. https://doi.org/10.26565/2304-6201-2026-69-02

How to quote: D. Bratko, V. Kubrak, and A. Matiiko, “Autonomous Orchestrated Incident Response
System Based on SIEM”, Bulletin of V. N. Karazin Kharkiv National University, series Mathematical
Modelling. Information Technology. Automated Control Systems, vol. 69, pp. 20-32, 2026.
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Beryn

CrpiMKe yCKIIAIHEHHS CydacHHX iH(GOpMaIiitHuX iHPPACTPYKTyp 1 3pOCTaHHS KITBKOCTI JDKEpel
TEJEMETPIl CYyTTEBO 3MIHIOIOTH MiIXOH J0 BUSBJICHHS Ta 00POOKH IHIIMICHTIB 1H(OpMAIiHHOT Oe3MeKH.
VY npakTUYHHMX CEPENOBMINAX TOMIil, 110 MOXYTh CBIJUYUTH MPO IHIMIACHT, HAIXOASTh 13 JKypHAIIB
oTepaIliiHIX CHUCTeM 1 CepBiCiB, MEPEXKEBHUX CEHCOpPIB, CKaHEPIB BPa3IMBOCTEH, 3aCO0IB KOHTPOIIO
JIOCTYIy Ta IHIIUX CHCTEM MOHITOPHHTY. 3a Takux ymMoB came SIEM-mmatdopmu nenmani gacrimie
BUCTYNAIOTh LICHTPAJIBHUM piBHEM 300Dy, iHIEKcAalii Ta KOPeJsLii Mo/iil, OCKUTBKHU T03BOJISIFOTH 3BECTH
PI3HOPITHY TENEMETPII0 0 €ANHOTO aHANITUYHOTO MPOCTOPY Ta BUSBIIATH IiT03P1LTI 3aKOHOMIPHOCTI Ha
OCHOBI y3araibHEeHUX TpaBui i 3anmuTiB [1—4]. BomHouac came BUSIBIIGHHS IHIIUJCHTY 1€ HE TapaHTye
CBOEYACHOT'O pearyBaHHs, OCKUIBKH Ha MPAaKTUI MiXK aHANITHYHUM pe3yibpratoM SIEM i dakTuaHnM
BUKOHAHHSM JIili Ha [IJTbOBOMY aKTHBI YaCcTO iCHYE PO3PUB.

Iz mpobrmema 0oCOONHMBO TMOMITHa B CEPENOBHINAX, J€ pearyBaHHS TMOBHHHO OyTH IIBHIKHM,
MOBTOPIOBAaHMM 1 HE3aJeXHHM BiJ TIEPBUHHOTO JDKepena Noxii. BimbImicTh iCHYHOUHMX KOHTYpiB
aBTOMaTH3alii abo Opi€eHTOBaHI Ha OKPEMHUH THII TeJeMeTpii, a0 BHMaraioTh MOOYJOBH OKPEMHUX
IHTEeTpariil I KO)KHOTO HOBOTO JDKEpeNia MaHWX. Y pe3ynbTaTi OpraHizallis OTPUMYE HE €TUHHHA
MEXaHi3M pearyBaHHs, a Habip pO3pi3HEHHX CIIeHapiiB, SKi CKJIATHO CYIPOBO/KYBATH, MAaCIITa0yBaTH
Ta NIEPEeBipATH 3 No3uIlii ayauTy. KpiM Toro, HaBiTh 3a HASBHOCTI KOPEKTHO HAIAIITOBAHUX JIETCKTOPIB,
ABTOHOMHE pearyBaHHs yCKIIaIHIOETbCSI HEOOX1IHICTIO Y3roKeHHs 11eHTH(iKkaTopiB akTHBiB Mix SIEM
Ta CHCTEMOIO OpKecTpalii, KOHTPOJIEM IMOBTOPHUX 3allyCKiB OAHi€l ¥ Ti€l caMoi mpoulenypH, a TaKoX
notpe6oro ¢ikcalii pe3ynbTaTiB BAKOHAHUX /il Y BUTJISIII JJOKA30BOTO KypHATY.

OxpeMy pobieMy CTaHOBUTH O€3MEeUHHI JOCTY 0 KiHIIEBUX BY3JIiB Y MOMEHT pearyBaHHs. Ko
chucTeMa OpKecTpauil miJl Yac iHOMACHTY 3aJeXHUThb BiJ py4yHOro miarBepmxeHHs SSH-3’eananHs,
aBTOMaTH3allisi BTpava€e ONepaTUBHICTH. SIKIIO X JOBipa 10 By3ia (OPMYETbCS depe3 aBTOMATHYHE
OPUAHSTTS TEPUIOro KIo4a, BUHHUKAE PHU3UK IMiJMIHM XOCTa Ta KOMIIPOMETalii BChOTO KOHTYPY
pearyBanHs. Came TOMy 3agada NOOYZOBHM aBTOHOMHOI'O OPKECTPOBAHOI'O pearyBaHHS IIOBUHHA
PO3TISAAATHCS HE JHIIE K pobiiemMa 3ammycky playbook abo ckpumriB, a Ik KOMIUIEKCHA apXiTeKTypHa
3aj1aua, 1110 OXOIUTIOE YHi(iKaIlito IHIIMIEHTHOI'O 3aII1UCYy, KePyBaHHs TOBTOPIOBAHICTIO MTil, Y30 IKCHHS
IIJIbOBUX aKTHBIB 1 ()OpMyBaHHs OE3IMEYHOI'0 JOBIPEHOI'O CEpPEOBHUINA JJISi BUKOHAHHS IPOLEAYP
pearyBaHHS.

Y 1pOMYy KOHTEKCTi JOLIIBHUM € BUKOPUCTAHHS MPOMIKHOTO apXiTEKTypHOTO MOIYJS-MIiCTa Mik
SIEM Ta cucTeMoro opKecTpallii, SIKUii I03BOJISIE IEPETBOPHTH PE3YNILTAT aHATITUKH HAa CTPYKTYPOBaHUH
IHIOUJICHTHUH 3aIKC, 3aCTOCYBAaTH A0 HHOI'O BU3HAYEHI MOJIITHKH 3aIlyCKy Ta MepelaTH MiIrOTOBICHUI
Ha0ip mapaMeTpiB 10 CUCTEMH pearyBaHHs. Takuii miaxiz gae 3Mory nmoOy yBaTH YHIBEpCaIbHUI KOHTYP
aBTOHOMHOI'O pearyBaHHs Ui IHIUACHTIB, 3a()iKCOBAaHUX 13 BUKOPUCTAHHSAM PI3HHMX JDKEPE MO,
AKILO 1XHI PE3yJIbTaTH arperyloThes Ta KopeoTbes B SIEM. Sk neMoHcTpaniiinuii npukiaa y poooTi
pO3TISHYTO CIleHapili BusBIeHHS Ta pearyBanHs Ha SSH brute-force, ockiiibku BiH € HaO4YHUM,
BiJITBOPIOBAHUM 1 BOJTHOYAC TIPAKTHYHO 3HAYYIIWM JIJISl CyYacHUX iH(QOPMAIIHHIX CUCTEM.

MeToro craTti € OOTpYHTYBaHHS Ta €KCIEpUMEHTAlIbHA TepeBipKa apXiTeKTypHOTO MiJXOLy O
ABTOHOMHOTI'O OPKECTPOBAHOI'O pearyBaHHS Ha iHIMACHTH, y MEXax SKOTO Pe3ylbTaTH AaHAJITHKH B
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SIEM BUKOPHCTOBYIOTBCS Aj1s1 POPMYBAHHS 1HIMACHTHOTO 3aIMCy, 3allyCKy IPOICAyp pearyBaHHs Ta
JKYpHATFOBaHHS iX BUKOHAHHS.

1. Teoperuuni ocHoBu interpanii SIEM Ta cuctemMn opkectpaiii

VY cydacHux iH(popManiHHUX CHCTEMaxX BaYKIMBO HE JIHIIe BUABIATH iHIuAeHTH B SIEM, a it mBuako
Ta KOPEKTHO MEPETBOPIOBATH PE3yJIbTaT aHANITHKH Ha MPAKTHYHY Jit0 B iHPpacTpykTypi. Lle ocobnmBo
aKTyaJIbHO B CEPENOBUINAX, /I MOAil HAAXOMATH 13 PI3HUX [DKeper KypHAJIB ONeparifHuX CHUCTEM 1
CepBICiB, MEPEXKEBUX CEHCOpPIB, CKaHEPIB BPa3IMBOCTEH Ta IHIMX 3ac00iB MOHITOpUHTY. CaMe ToMy
JOLITBHUAM € BUKOPHCTaHHS MPOMIKHOTO apXiTEeKTypHOTO MOIYJIs, SKHH MMOEIHY€E aHAIITHYHUHA piBEHb
SIEM i3 cucTeMOI0 OpKEeCTpOBAHOTO pearyBaHHs Ta 3a0e3leuye KepoBaHMUN Mepexif BiA pe3yibTaTiB
aHaJi3y 10 BUKOHAHHS MPOIEIyPH Ha IJIboBOMY aKkTuBi. [1,3,6]

3anmponoHOBaHUH MiAXix moeaHye anamiTHaHuii pieHs SIEM, Moaynb-micT, cucteMy opKecTpallii ta
KOHTYp KEepPOBaHOI JJOBIpH 10 aKTUBIB. J{JIs IbOTO iHIMACHT NOJAEThCS Y CTAHAAPTU30BAaHOMY BUTIISIL,
TTOBTOPHI CTIPAIFOBAHHS KOHTPOJIOIOTHCS Yepe3 YHIKANbHAN KITFOY 1HIIUIEHTY Ta iHTepBaj OJIOKYBaHHS
MOBTOPHOTO 3alyCKy, a Oe3MeuyHwii AOCTYI [0 KIHIIEBHX BY3JiB 3a0e3medyerscss 0e3 py’dHOro
niarBepkeHHss SSH-3’enHaHHs mig yac iHOUAEHTY. 3arajibHy CXeMy B3a€MOZil HUX KOMIIOHEHTIB
HaBEJICHO HAa PUCYHKY 1.

SIEM [ Moayiib-MicT | [ opkectpatop | [ KiHuesi By3au )
splunk> Kurou iHIMIeHTY CE‘D'I:Md)iKa:.tin
o HMenymmikamis [ > [oBipeHnn
g logs Mapping Ansibl aoctyn
. 3aycK pearyBaHHs nsibie
events y TP Y . | ]
=/ alerts = f , ;Q %ﬁ:ﬁ

Puc. 1 Apximexmypa cucmemu opxecmposano2o peazysanus Ha inyuoenmu ¢ SIEM-cepedosuwyi
Fig. 1 Architecture of an orchestrated incident response system in a SIEM environment

Y wMexax 3ampornoHoBaHoi apxitekrypun SIEM-map BukoHye QyHKUOil 300py, iHIekcamii Ta
aHAITHYHOT OOpOOKW TMOJil, MOAYNb-MICT BIANOBiNAE 3a IHTEPIIPETAI0 PE3yNbTAaTiB MOUIYKY,
(dbopMyBaHHS IHIHMIEHTHOTO 3aIllUCy, KOHTPOJb IOBTOPHUX 3allycKiB 1 mepegady mapaMeTpiB a0
OpKecTpaTopa, a CUcTeMa OpKecTpallii BUKOHYe Oe3nocepe/iHi /il pearyBaHHsI Ha BU3HAUCHHUX aKTUBAX.
OxkpemMo (YHKIIIOHYE KEpOBaHMI KOHTYp IOBipH, moOyaoBanuii Ha ocHoBi SSH Host CA, sxuii
3a0e3neuye Oe3rneyHe MiJIKII0YEHHs 10 KiHIIEBUX BY3JiB 0€3 PYYHOro MiATBEP/PKEHHS KJIFOUIB ITiJ] Yac
iHIMAeHTy. Pe3ynpTaTé BUKOHAHHS NpOLEAYp pearyBaHHS (IKCYIOTBCS B JKypHAUII TOJIH, IO MOXeE
BHCTYIIaTH OCHOBOKO ISl MOMAAJIBIIOTO ayJIuTy Ta, 3a MOTpedw, MOBTOpHOI iHAekcalii B SIEM, mo
J03BoJIsE Oy TyBaTH TOYHI YMOBH 3aIlyCKy CIIMHAPIiB pearyBaHsb.

Kommnonent SIEM i ¢opmyBanns Buxony aHaniTukd. SIEM y 3anpornoHoBaHOMY KOHTYpi BUKOHY€
POJIb «TOYKM HOpMaJi3alii»: He3aJeKHO BiJl TOro, UM MOJis MoXoauTh i3 XypHaiiB OC, MepexeBoro
ceHcopa abo MPUKJIAIHOTO CEePBICY, BOHA MOTPAIUISIE B €MHUNA aHATITUYHHUNA MPOCTIP 13 MOMKIJIMBICTIO
Kopenswii. JleTekTop ommcyeThes SK 3alUT JO 1HACKCOBAHHWX MOJIH, a MOTO pe3ysibTar Mae OyTH
JOCTaTHBO CTPYKTYPOBaHMM, MO0 CTaTH BXoJIoM s pearyBaHHsA. st Splunk TumoBum € omuc
nerekropa MoBoro SPL i BuKOHaHHS MOIIYKY K y BeO-iHTepdeiici, Tak i1 yepe3 CLI abo mexaHizmu
alerting/scheduling. [6,7,12]

Jiis neMoHCTpanii mpane3gaTHOCTI MigXOAy BUKOPUCTAHO CLEHApii BUSBICHHS HEBAAIMX CIPOO
SSH-aBrenTudikamnii Ha HITBOBOMY By3ii. Y MeEXKax €KCIIEPHUMEHTY aHANiTHKa OyIyeTbcs Ha MOIIYKY
nonid tuny «Failed password» y jKypHajmax XocTa, IICAS YOTO BHUKOHYETHCS BUJIYYCHHS IMEHI
kopucTyBaua Ta IP-anpecu mkepena, Aaji arperaiiis moii 3a nojsiMu host, src_ip ta user. Takuii miaxiza
Jla€ 3MOTY BHIUTMTH MOBTOPIOBaHI HEBIAll CIpoOM BXOAY, sIKi MOXYTh cBimuuTd mpo brute-force
AKTUBHICTh. Y 3alPOIIOHOBAHOMY MPHUKJIa/i TOPOTOBE CIPAIIOBAHHS BCTAHOBJICHO HA PiBHI 5 HEBIAINX
crpo0, 110 J03BOJISE BUAUIMTH MOBTOPIOBAHY aKTHBHICTH 13 o3Hakamu brute-force ta chopmyBaTu
CTPYKTYpOBaHUH  pe3yiapTaT Uil NOJANBIIOro pearyBaHHsa. OTpuMaHMid — pe3ynbTar  Jaii
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BUKOPUCTOBYETBCS Uil (DOPMYBaHHS IHIUJCHTHOTO 3alKCy Ta 3alyCKy BIJMOBITHOI MpOIETYpH
pearyBanHsl. [6,7]

Jlicmune 1. Ipuxnao SPL-3anumy
Listing 1. Example of an SPL query
index=* host=ub7* "Failed password"
| rex field=_raw "Failed password for (?:invalid user )?(?<user>\S+) from
(?<src_ip>\d{1,3}(?:\\d{1,3){3})"
| stats count as failed_attempts latest(_time) as last_seen by host src_ip user
| where failed_attempts >=5
| sort - failed_attempts

Hagenenwii 3anut qeMOHCTpYE, K Ha OCHOBI XypHamiB SSH Mo)xHa BUSIBUTH MOBTOPIOBaHI HEBIAII
cnpoOu aBTeHTH(IKALI] Ta 3BECTH IX A0 CTPYKTYPOBAHOTO aHANITUYHOTO PE3yNbTaTy. Arperamis 3a
noJsimu host, src_ip Ta user Jae 3MOTy OTpUMAaTH KOMITIAKTHUI Ha0ip 03HAK, TOCTaTHIN A7l HOpMYBaHHS
IHIIMACHTHOTO 3aIUCy, OIHIOBaHHS I{HTEHCHBHOCTI TOZIlI Ta MOMAIBIIOTO 3alycKy MpoIeaypu
pearyBaHHs. BukopucranHs moporoBoi yMOBH JJO3BOJISIE BiTOKPEMHUTH MTOOJIMHOKI MOMHJIKH BXOIY BiJ
AKTUBHOCTI, III0 Ma€ 03Haku brute-force, a copTyBaHHs pe3yNbTaTiB CIPOLIYE MPiIOPUTE3AIIi0 BUSBICHUX
BUMAAKiB. TakuM 4MHOM, LIeH 3aIHT BHCTYIA€ HE JIUIIE 3aCO00M BUSBICHHS, a W JDKEPEIOM BXIiTHHX
MAHUX [ MOAYJSI-MiCTa, SKWA TepeTBoproe pesynbraT SIEM-aHamiTHKy Ha KepoBaHy il B
inppacTpyktypi. Pesynbrar SPL-arperanii ta moss, ski GopMyIOTh IHIMACHTHAHN 3aMuc, HAaBEICHO Ha
pucyHky 2 [5, 6].

index=+ host=ub7* "Failed password" Time range: 5 minute window ¥ n
= )? from (?<src_ip>\d{1,3}(?:\.\d{1,31)(31)"

| rex =_raw "Failed password for (7:invalid user )?(?<user>\S+) f
| stats count failed_att latest(_time) last_seen host src_ip user

where failed_attempts >= 5§
ort - failed_attempts

6 of 7 events matche Jobw n m EI . ® Smart Mode *

Events Patterns Statistics (1) Visualization
0 Per Page ¥ 7 Format «

host s/ srcips /  users I falled_attempts ¢ last_seen = /

168.0.76 6 1773407075, 000

ub7-virtualbox 192 6
Puc. 2 Pesynomam azpezayii nodiu negdarux SSH-exo0ig y Splunk
Fig. 2 Result of Aggregating Failed SSH Login Events in Splunk

Pesynbrar BukoHaHHs 3anuty B SIEM MicTUTh HOJs, JOCTaTHI JJIs HEPEXOAY BiJ BUSBJICHHS JIO
pearyBaHHs. 3HaueHHs host onucye WiTBOBUI aKTUB, SIC_ip € aapecoro siKa iHimioBana MOJIiI0, USer €
0OJIIKOBUM 3aIHCOM, TIO/I0 SKOTO (hiKCYIOThCS CIIpoOu BXoy, failed attempts 1ie iHTEeHCHBHICTB TOIIT, a
last _seen ii yacoBy akTyanbHiCTh. Ha OCHOBI IIbOTO CTPYKTYPOBAHOTO PE3YNBTATy MOAYJIb-MICT (OPMYE
IHIUACHTHUHN 3aIUC, KU BUKOPHUCTOBYETHCS JIJIs JIOTIYHOI NEPEBIPKH, OPKECTpallii pearyBaHHsS Ta
JKYpHaIIOBaHHS pe3ynbTaTiB. Came B TakoMy BUIIIALI pe3ynbTaT SIEM-aHaniTHKY epexoauTh Bil eTammy
BHSIBJIEHHS JIO €TaITy IPAaKTHYHOTO pearyBanus [6].

TakuMm uYuHOM MOXHa ckazatd, 1mo SIEM [ouigbHO BUKOPHUCTOBYBAaTH SK IEHTPai30BaHUI
aHANITUYHHN PiBEHB, y MEXKaX SKOTO MO/Iii 3 PI3HOPIIHUX JHKEPET MOXKYTh OyTH 3BEZIeHi 10 Y3rOKEHOTO
pe3ynpTaTy MOMIYKY W Kopensmii. s mepexomy Bif aHANITHKH 0 MPaKTHYHOI i B iH(pacTpyKTypi
HEOOXiJIHMH TMPOMDKHUI MOJyNb, Mo 3ade3nedye (opMmalizaliio iHIHMICHTY, Y3IOJPKEHHsS aKTHBIB,
KepyBaHHS TIOBTOPHUMH CHPALIOBAaHHSMH Ta MepeAaBaHHs HapaMeTpiB A0 cUCTeMHu opkectpauii. Taka
no0yZ0Ba CTBOPIOE OCHOBY [UIS YHIBEPCaJbHOTO KOHTYPY aBTOHOMHOT'O pearyBaHHsS Ha iHLIWICHTH,
3a(hikcoBaHi 3 BAKOPUCTAHHAM Pi3HHX JpKepen moii [1, 2, 8].

Ipunuunm popMyBaHHs iIHIMIECHTHOT0 3aNTUCY Ta PYHKIIOHYBAaHHSA MOAYJIA-MicTa

Pobota Momyns-MicTa BH3HaYae€ThCsl HAOOPOM HANIANITYBaHb, SIKi 33Ja0Th MpaBHJja iHTEpIpeTarii
aHANIITHYHOTO pe3ysbTary. Jlo HUX HaJe)KaTh Ha3Ba MpaBUIIa BUSBICHHS, aHAITHYHHN 3aIUT, TIEpeITiK
NOTPiOHMX MOJIiB, 1a0noH (OpMYyBaHHS KI0Ya IHIMACHTY, apaMeTPH KOHTPOJIIO MOBTOPHUX 3aITyCKiB,
cnoci® y3roJuKeHHs aKkTUBIB i3 inventory Ta HpuB’si3Ka 10 BiAMOBiAHOI mpouenypu pearyBanHs. Lle
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JTO3BOJISIE MOAYJIIO-MICTY IPAIIOBATH HE SIK OKPEMOMY CKPHUIITY ITiJT OJMH CIICHAPIH, a SIK y3araJbHCHOMY
MEXaHi3My, KU MOYKHA aJJalTYBATH JI0 PI3HUX THITIB IHIIMJICHTIB IUIIXOM 3MiHH KOoH(pirypartii. [5,6,7,8]

Y Mexax peasi3oBaHOrO MPOTOTHUITY IHIMJICHTHHN 3amuc (GOPMYETHCS Y BUTIISAII BIOPSIKOBAHOTO
HabOpy mapaMeTpiB, M0 Ha/Iajl MepeaatoThCs 10 MOIYIIS IPUWHATTS PIlIEHHS Ta CUCTEMH OPKECTpaIlii.
IMapameTpu iHIEIEHTHOTO 3amucy oTpuMyroThes 31 SIEM cucremu, ta dopmyrothes y json dopmari
TiCJIs BUSIBIICHHS. HACTAHHS BI/IMIOBITHOTO HIMICHTY.

Jlicmune 2. Ipuxnad inyudenmuoeo sanucy y popmami JSSON
Listing 2. Example of an Incident Record in JSON Format

"rule_name": "ssh_bruteforce_multi_host",
"host": "ub7-virtualbox",
"src_ip": "192.168.0.76",
"user™: "ub7",
"failed_attempts": 5,
"last_seen": "1772905855.000"
}

[Ticnst hopMyBaHHS IHIIMASHTHOTO 3aMTUCY MOIYJTb-MICT IEPEXOUTh J0 €TaITy JOTI9HOT IepeBipKH, Y
MeKax SKOTO JUIsl KOYKHOTO BUSIBIICHOTO BUTIIAJKY (DOPMY€EThCS YHIKAIBHUN KIFOY 1HIUACHTY. Y Mexax
pealli3oBaHOro MPOTOTHUITY TaKUH KITHOY (hOPMYETHCS HAa OCHOBI HA3BH MPaBUJIa Ta OCHOBHUX aTpHOYTIiB
nmonii I[UIbOBOTO aKTUBY, JPKEpesia aKTHMBHOCTI W OOJIIKOBOTO 3amucy KOpHCcTyBauda. [Ipukian
(bopMyBaHHS TAKOTO KJIF0Ya HaBeIeHO B jticTuHTy 3 [3, 5].

Jicmune 3. Ipuxnad ¢opmysarnts YHIKAIbHO20 KIHOYA IHYUOEHMY
Listing 3. Example of Generating a Unique Incident Key

incident_key = (
f"ssh_bruteforce_multi_host|"
f'host={host}|src_ip={src_ip}user={user}"

)

Crin 3a3HaunTH, 110 HaBeleHe (OPMYBaHHS YHIKaJIbHOrO Kitoua iHmumaeHty (incident key) He €
JKOPCTKO TpHWB’s3aHuM Jjwuine A0 cieHapito SSH brute-force. Y Mexax NOBHOIIIHHOI MporpaMHoOi
peamizaiii reHeparisi TaKMX KJIIOYIB Ma€ BUKOHYBATHCS aBTOMAaTH30BaHO Ha OCHOBI NIA0JIOHY, IO
BiJIMIOBi/Ia€ KOHKPETHOMY THUITY IHIUACHTY. I pi3HUX KIIaciB MOMiN CKIIaJ IHIUASHTHOTO KITF0Ya MOXe
BIJIPI3HATHCS, OCKUIBKM BiH MOBHHEH BKJIFOYATH CaMe€ Ti aTpuOyTH, sKi JO3BOJIAIOTH OJHO3HAYHO
BIJIOKPEMUTH HOBUM BHUIQJOK BiJ IMOBTOPHOro crpairoBanHs. OTke, 31 30UIBIIEHHSIM KUIBKOCTI
MiATPUMYBaHUX CIIEHAPIiB pearyBaHHs CHCTEMa Mae MaciTaOyBaTH i MeXaHi3M (pOpMyBaHHS KITFOUIB,
30epirarouu Mpu bOMY €IMHUI TPUHITUI iX 00y 108U [3].

[Micns popmyBaHHS KiIrouYa iHIMASHTY MOAYJIL BUKOHYE TEpPEBIpKY YMOB 3amycky. SKIio mofis 3
TaKUM CaMHM KJIFOUYeM He o0poOisiiacs paimie ado JUis HEl BKe 3aBEpIIMBCS iHTEpBaNl OJIOKYBaHHS
MOBTOPHOTO 3allyCKy, CHCT€Ma aBTOHOMHO IHILiIO€ BiINOBIOHY HpOUEAYpY pearyBaHHS. SIKmo x
IHIUACHT ye OyB 0OpoOJIeHHH y Mekax 3aJaHOr0 IHTepBaily, MOBTOPHHUMA 3allyCK HE BUKOHYETHCS.
TakuM YHHOM, MOJYNb-MICT 3a0e3ledye aBTOHOMHE OpPKECTPOBaHE pearyBaHHs, 3a SKOTO MiCis
BUSIBJIICHHSI 1IHLIMJIEHTY CUCTEMa CaMOCTiMHO NMpHiiMae PillieHHs 00 3aIlyCKy NpOLeAypH BiANOBiIHO
0 BHM3Ha4YeHUX mouiTHK. lle nae 3mory moennatu aHamiTudHui pesynbraT SIEM i3 kepoBaHuM
BUKOHAHHSM JIii Y HTBOBIH iHPPACTPYKTYpi Ta 3a0€3MEUUTH CTIHKICTh, IOBTOPIOBAHICTD 1 MPAKTHIHY
NPUIATHICTB YChOTO KOHTYpPY pearyBaHHs [3].

HactynHum eranom micisi mepeBipKH YMOB 3aIyCKy € Y3TOJKEHHS LIJIbOBOTO AKTUBY 3 JAaHUMH
IHBeHTapH3allii cucteMu opkectpaiiii. [{e HeoOxigHo TOMYy, 110 i1eHTHdikaTop host, orpumanmuii i3 SIEM,
HEe 3aBXKIU IMOBHICTIO 30Ira€ThCs 3 THM, SK BiJIOBIIHUN BY30Jl ONHCAHWW Yy CUCTEMi KepyBaHHS
iHppacTpykryporo. ¥ SIEM aktuB Moxke OyTH npeacTaBieHuil y Burisiai hostname, FQDN, IP-agpecu
a0o 1HIIOTO TO3HAYEHHSI, CPOPMOBAHOTO JDKEPEIIOM JKYPHAITIOBAHHS, TO/1 SK B inventory opKecTpaTopa
TOM caMuil By30J1 MOXe OYTH 3aJaHuil IiJ] IHIITUM iM’sIM a00 Yepe3 OKpeMHi mapaMeTp MiJAKIIOUCHHS.
Came TOMy mepeq 3allyCKOM NPOLEAYPH pearyBaHHsA HE0OXiJHO BUKOHATH €Tall 31CTaBJICHH, Y MEXax
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SIKOT'O aHAITHYHUH 1IeHTH(IKATOP aKTUBY IPUBOAMTHCS Y BIAMOBIAHICTD 0 3aMUCy, IPUAATHOTO IS
cucTeMu opkectparii [8].

Take y3ro/pKeHHS J1a€ 3MOTY YHUKHYTH CHTYallill, KOJH IHIUACHT KOPEKTHO BUSIBICHO, aJle PEaKIis
He MOoke OyTH BHKOHAHA 4epe3 HEBiAIOBIMHICTH MK Mo3HadeHHSM By3na B SIEM Ta ioro ommcom B
inventory. ¥ Mexax 3apOrOHOBAaHOTO MiAXOMY el MeXaHi3M BUCTYIIA€ BAXKITUBOIO JIAHKOIO MiJK €TaroM
AQHAJIITUKA Ta €TaroM MPaKTUYHOTO pearyBaHHs, OCKIIBKH caMe BiH 3a0e3leuye KOpeKTHY Iepeiady
IHIIUACHTY HA pIiBEHb BUKOHAHHA Mid. Y OUIbII 3aranbHOMY BUTISAI Takuid MiAXix Moxe Oyth
peanizoBaHUi dYepe3 TaOJMIIO0 BiAMOBITHOCTEH, IHBEHTAPU3AMIMHNN MOBIMHUK a00 IHIINNA MeXaHi3M
3icTaBJICHHsI aKTHBIB, IO Aa€ 3MOTY MacIuTaOyBaTH CHCTEMY Ha Pi3Hi TUIIH BY3JIiB 1 pi3Hi JKepena MoIii.

VY3romkeHHs akTUBY 3 inventory e HE TapaHTye MOXKJIMBOCTI O€3MEYHOT0 BUKOHAHHS peakIiiHOl
npouenypu. Ilicis TOro sk MOAYNIB-MICT BH3HAUMB LITbOBHH BY30J, CHCTEMa HMOBHHHA OTPUMATH
ABTOHOMHUM, ane Oe3MeyHui aaMiHICTPaTUBHHMK IOCTYN 10 HBOrO. SIKIIO OpKecTpaTtop miJ dYac
IHIUACHTY 3aJIC)KHUTh BiJl PyYHOTO MiATBEp/HKCHHS SSH-TAKIIFOUEHHS, MiaXil BTpaya€ aBTOHOMHICTb.
SIkmo k moBipa 10 By3na (GopMyeThCs dyepe3 aBTOMAaTHYHE MPUHHATTS HEPIIOro KI04Ya, 1€ CTBOPIOE
pusuk miamian xocta. Came ToMy Oe3MmeyHHi JOCTYII A0 KiHIEBUX BY3IIIB CIIJI PO3TIISIATH SK OTHY 3
LHEHTPaJIbHUX YMOB Mpale3JaTHOCTI BChOTO KOHTYpY pearyBaHus [1,8,10].

Jnst po3B’si3aHHA 1Mi€l 3a/1a4i B apXiTEKTypi CUCTEMH IMepen0adeHo OKPeMU KOHTYpP IOBipH, SKHA
Bkitouae SIEM-cepBep, cepBep opkecTtparlii, cepBep cepTudikariii Ta Kiamesi By3nu. OcoOnuBy poib y
iii cxeMi BiZirpae cepBep OpKecTpallii, OCKiIbKH caMe BiH TIOENHYE aHAI THYHUMA PiBEHb i3 TPAKTHYHUM
BUKOHAHHSM JIifi pearyBaHHs. BogHouac 6e3neuHuii 1oCTyI 10 KiHIIEBOTO By3Jia 3a0e31euy€eThCs He i
Yac IHOUICHTY, a 3aBIJKH IONEepenHbO C(HOPMOBAHOMY JIOBipeHOMY ceperoBuiny. [lns mporo
BukopuctoByeThcst SSH Host CA, 1o a03BoJIsi€ BIIMOBUTHUCS BijJ HEOE3MEUHOI JOBIPH JI0 MEPIIOTO
KJTI0Ua Ta 30eperti 000B’A3k0BY nepeBipky SSH-kiroua xocta nepes miakmodentsm [8,9,10].

OTrxe, cepTudikariis Mae meperyBaTd aBTOHOMHOMY pearyBaHHIO: BY3JIH, Ha SKi MOTEHI[IHHO MOXYTh
TIOIIUPIOBATHCS PeaKMiiiHi Mii, TOBUHHI OyTH 3a3Jalierilp MiATOTOBIIEHI M0 Oe3medHoi B3aeMomii 3
opkectparopom. Came 3aBASIKM [IbOMY KOHTYp JIOBIpH HE MPHB’S3YETHCS JO OJHOTO CLEHApiio, a cTae
YHIBEpCAJIbHOK OCHOBOIO JIJIsi aBTOHOMHOT'O pearyBaHHs Ha iHIMJCHTH pi3HUX TuMiB [1,2].

[licnst 3aBepieHHS eTamiB iHTepHpeTallii IHIHUASHTY, MEePEBIPKH TONITHK 3aIyCKy, y3TOKEHHS
[IBOBOTO aKTUBY 3 inventory Ta BCTaHOBJICHHS OBIPEHOTO KOHTYPY JIOCTYITy CHCTEMa MEepeXOIUTh
Oe3mocepeIHBO 0 3aMycKy MpoleaAypu pearyBanHs. Ha mpomy erami cepBep opkecTpalii mepeaae 110
playbook mapamerpu, copMoBaHi Ha OCHOBI IHIIMAEHTHOTO 3amucy. J[o Takux mapamMeTpiB MOXYTh
HaJIeXKaTH iIeHTU(IKAaTOp IUTBOBOTO By3Ja, THIT a00 Ha3Ba MpaBuia, IP-ampeca mxepena akKTHBHOCTI,
iM’sl KOPHUCTYBaya, KiIBbKICTh 3a(hiKCOBaHMX CIPOO, Yac OCTAHHBOTO MPOSIBY MOJIil, 8 TAKOXK CITYKOOBi
aTpuOyTH, HEOOXiIHI AT KypHAJIIOBaHHS Ta IMOJANBLIOrO aHami3y. Y pesynbraTi playbook oTpumye He
a0CTpaKTHY KOMaH/Iy Ha BUKOHAHHS, a CTPYKTYpPOBaHUH Ha0lp TaHUX, KU Oe3M0ocepeIHbO MOB’ I3aHUI
13 KOHKPETHHUM IHIUeHTOM [8,9].

[Monaneure BUKoHaHHs playbook Ha KiHIEBOMY BY3Ji 3aJIe)KHTh BiJi TUIY iHIMICHTY Ta 0OpaHOi
HOJITUKH pearyBaHHs. Y 3arajlbHOMY BHITQIKy Taka IpOIeypa MOKe BUKOHYBAaTH OJIHY a00 KiIbKa JIiii:
¢ikcamniro dakty pearyBaHHs, 30ip J0JAaTKOBHUX apTedakTiB, 3MiHY MMapaMeTpiB 3aXHCTY, THMYACOBE
oOMexeHHS IoCcTyIy abo 1HII KepOBaHi aqMiHICTPaTHBHI oIepallii. Y Mexax peasli3oBaHOro IpOTOTUITY
JUTSL TIATBEPDKEHHS TTpane3qaTHoOCTi miaxony playbook BUKOHYe KOHTPOJIBHY Jif0 Ha MUJTLOBOMY BY3IIi
Ta 3aJIUIIAE apTePaKT, SKUA O3BOJISE OJJHO3HAYHO MEPEeBIpUTH (PaKT BUKOHAHHS peakiii. Takuii miaxin
€ TPUHIMIIOBO BaXKJIUBHM, OCKUIBKM Ja€ 3MOTY HeE JIMINE IHII[IOBaTH MPOLENypy pearyBaHHS, a H
iITBEpANTH, [II0 BOHA CIIpaB/i Oysia BUKOHaHA Ha BM3Ha4YeHOMy akTuBi [1,8,9,11].

TakuMm YMHOM, CHCTEMa OpKeCTpalii BUCTYIA€e 3aBePIIATBLHOIO JIAHKOKO ITEPEXO0.Iy BijJ aHATITUYHOTO
pesynbraty SIEM no mpaktuunoi il B iHppactpykrypi. Sdkmo SIEM dopmye o3Haku iHIHMICHTY, a
MOJIYJIb-MICT MpHMae PIllICHHS MO0 IOLUIBLHOCTI 3amycky, To playbook peanisye OesmocepeHe
3aCcTOCYBaHHS 00PaHOTrO CLIEHApilo 10 LiTLOBOro By3na. Came Ha IbOMY €Talli aBTOHOMHE OPKECTPOBAHE
pearyBaHHs HaOyBa€ 3aBEpPILICHOrO BHUIVIALY, OCKUIbKM BHsBJCHA IOMAis He Jinine (IKCYeThCs, a i
MEPETBOPIOETHCS HA KOHKPETHY KOHTPOJILOBAHY JI110 3 MOXKJIMBICTIO TTO/IAJIBIIOTO ayIUTY.

IIporpamna peanizanist MoayJasi-MicTa Ta NPAKTHYHA NepeBipKa 3aMPONOHOBAHOIO MiAX0AY

Jlnst mpakTUYHOI TMEePEeBIPKH 3allpOIIOHOBAHOTO MIAXOMy Ha IOTOYHOMY erami Oyjo peaaizoBaHO
IIPOTOTHII MOAyJs-MicTa y BurIsadi Python-ckpunta. Voro mpusHaueHHs mojsrae y HifTBepIKEHHi
TEXHIYHOI 31 ICHEHHOCTI METOy Ta BiATBOPEHHI OCHOBHOI JIOrikK B3aeMofii Mk SIEM-ananmiTHKOIO 1
CHCTEMOIO OpKecTpallii. ¥ Mexax peaizoBaHOrO MPOTOTHIY CKPUNT MPUAMAE CTPYKTYPOBaHHN
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pe3yNbTaT aHATITUIHOTO 3amuTy, (OPMYy€ IHIMACHTHUN 3amuc, Oyaye YHIKAIbHWHA KITIOY 1HITUACHTY,
nepeBipse iHTepBaj OJIOKYBaHHA MOBTOPHOTO 3aIllyCcKy, BUKOHYE 3iCTaBJIICHHs akTHBY 3 inventory Ta
nepeaae miaAroToBieHni Habip napamerpis Ao playbook. [Tomanbiri TicTHHTH IEMOHCTPYIOTH peati3amito
[IUX €TaliB Y IPOTOTUITHOMY CKPHIITI.

Haenenwnit iHIUACHTHUH 3aM¥C y JICTHHTY 2 TTOKA3Yye, M0 KOXKHE TI0JIe BUKOHYE OKpeMy (YHKIIIIO B
nojaneiuiid soriti oOpoOku. 3HaueHHs rule name BUKOPUCTOBYETHbCA MJISl NMPHB’SA3KH 3alHCy [0
KOHKPETHOTO TIpaBHIa BUSBICHHS Ta BiIIOBIAHOI poueaypu pearyBanHs. [lome host Bu3Havae By3017,
IO SIKOT'O MOTEHIIHO Mae OyTH 3aCTOCOBaHA Peakilis, a src_ip Xapakrepusye Jxepeno nofii. [Tome user
YTOUHIOE, IIOAO SKOTO OONIKOBOTO 3amucy 3aikCOBaHO MiAO3PUTy AaKTHBHICTb. 3HAuYCHHS
failed_attempts 103BoJIsI€ OLIHNTH iHTEHCUBHICTH MO1, a last_seen 3anae i yacoBuii KoHTeKCT. Came Ha
OCHOBI IMX aTpuOyTiB Hajgam (HOPMYeETbCS YHIKAIBHUN KIIIOY 1HIWICHTY, MEPEBIPIIOTHCS IONITHKA
MMOBTOPHOT'O 3aIyCKY Ta FOTYIOThCS MTapaMeTpH Juis repeaadi 1o playbook.

[Ticnsa popmyBaHHs iHIMACHTHOTO 3allMCY CKPHIT MEPEXOAUTH A0 MOOYAOBH YHIKaJIBHOTO KIIOYa
IHIMACHTY, SIKUH BUKOPHUCTOBYETHCS IS JIOTIYHOTO BiIOKPEMIIEHHS HOBOTO BHIIAJKY BiJl TOBTOPHOTO
crpamtoBaHHA. Takwii K094 (OpPMYeThCS HAa OCHOBI HAWOLIBII CYTTEBHX aTpuOyTIiB MOMli, IO
JIO3BOJIAIOTH OJHO3HAYHO iJeHTU(IKYBaTH KOHKPETHHH IHIMIEHT y MexXax oOpaHOro cueHapiro. Y
PO3IISIHYTOMY TPHKIAAi 0 CKJIaxy KI04Ya BXOJSATh Ha3Ba MpaBWiIa, IJIbOBHH AaKTHUB, JHKEPEIIo
aKTHBHOCTI Ta OOJIIKOBHI 3alic KOpUCTyBada. BukopucTaHHsS came IUX MOJIB Ja€ 3MOTY OB’ SI3aTH MiXK
c00010 BCi MOBTOPIOBaHI MPOSIBH OJHOTO W TOTO CaMOTr0 BHIIAJKY Ta, BOAHOYAC, BiIOKPEMHTH iX Bij
iHmmMX noaiOHux moniii. Takum unHOM, incident_key BUCTymae He JuIle TEXHIYHUM iACHTH(IKATOPOM, a
# OCHOBOIO /ISl TOAANBINOI MEPEeBIPKH MOJITHK ITOBTOPHOTO 3aIyCKy, IO € HEOOXiIHOI YMOBOIO
ABTOHOMHOT'O OPKECTPOBAHOTO pearyBaHHS.

[Ticns GpopMyBaHHS KITIOYa IHIWACHTY CKPUIT BUKOHYE MEPEBipKy YMOB 3allycKy pearyBaHHA. Jlis
IHOTO BUKOPHUCTOBYETHCA JIOKAILHUN CTaH CHCTEMH, II0 30epiraeTbcs B TaOmMIi trigger state Gasm
SQLite. Ha ocHoBi mapu rule name Ta incident key Bu3HawaeThcsi, 4 0OpOOISABCS TaKkWil iHIUICHT
paHillie, a TAKOX Y4 He TepeOyBae BiH y MeXax 3aJJaHOT0 IHTEpBaly OJIOKYBaHHS IIOBTOPHOIO 3aITyCKY.
SIkmo pi3HUI MDK TOTOYHMM YacOM 1 YacOM OCTAHHBOTO CIIPAIlOBaHHS MEHINA 33 3HAYCHHS
cooldown sec, TOBTOpHHIA 3allyCK HE BHKOHYETHCA. TakWii MeXaHi3M [I03BOJII€ YHUKHYTH
OaraTopazoBOro iHILIIOBaHHS OZHI€T I Ti€l caMoi MpOlEeAypH pearyBaHHs, 3MEHIIYE HABaHTaKCHHS Ha
CUCTEMY OpKecTpallii Ta 3a0e3rnedye KepoBaHiCTh aBTOHOMHOT'O PearyBaHHsI.

Jlicmune 4. Ilepesgipka inmepeany O10Ky8aAHHA NOBMOPHO20 3ANYCKY
Listing 4. Checking the restart lockout interval
def is_in_cooldown(
conn: sglite3.Connection,
rule_name: str,
incident_key: str,
cooldown_sec: int,
) -> bool:
cur = conn.execute(
"SELECT last_triggered_epoch FROM trigger_state  WHERE rule_name=? AND
incident_key="?",
(rule_name, incident_key),

r = cur.fetchone()
if notr:
return False
last_ts = int(r[0])
now = int(dt.datetime.utcnow().timestamp())
return (now - last_ts) < int(cooldown_sec)

VY HaBeneHOMY (parMeHTi epeBipka BUKOHYETHCS MUITXOM 3BEPHEHHS JI0 JIOKAJIbHOT TaOIHUIIl CTaHy
trigger state, xe A5 KoxHO1 napu rule_name Ta incident key 30epiraerbcst 4ac OCTaHHBOTO YCIIIIHOTO
crpaloBaHHs. SIKII0 BiAMOBIAHMH 3alKC BiCYTHIH, CICTeMa BBa)Ka€ 1HUMACHT HOBUM. SIKILIO X 3aIuC
ICHY€E, CKpUIIT MTOPIBHIOE IIOTOYHUIT Yac i3 MOMEHTOM OCTAaHHBOTO 3aITyCKY Ta BU3HAYAE, UM HE TOTPAILISIE
OISl B MEXI 1HTepBally OJIOKYBaHHSI TIOBTOPHOTO 3aITyCKY.
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Ko THIUACHT yKe 00poOIsIBCS B MEXax 3aJaHOTO iHTEpBaly, CUCTEMa HE BHKOHYE MTOBTOPHHUM
3amyck 1 ¢ikcye cran cooldown skip y sxypHaii. SKo *x iHIMISHT € HOBUM a00 iHTepBaJl OJIOKYBaHHS
BXKE 3aBepIIMBCA, POpPMY€eThCs Habip mapamMeTpiB Juis mepenadi 10 playbook, Ta iHimiroeThCs IpoLeaypa
pearyBanHs. TakuM 9YMHOM, caMe Ha IIbOMY €Talli MOIYJb-MICT peaii3ye aBTOHOMHE OpKECTPOBAaHE
pearyBaHHSI, OCKUIBKH MICIsI BUSABIEHHS MOAIl cHCTEMa CaMOCTIHHO BHIPIIIY€E, YU MOTPIOHO 3aITycKaTH
BIJMOBIHY Jil0, B MOJANBLUIOMY MOXKHAa pEali3yBaTd YMOBH BHUKOHAHHs, KOJH iHLEACHT HOTpedye
JTOJTATKOBOTO IMiITBEP/KEHHS HE JUIIe 32 ()aKTOPOM Hacy, a ¥ 3a OCOOJIMBOCTSIMH 1HINUX TOIH, 110
JTO3BOJISIE pearyBaTH Ha crenu(igHy KOPEISIiio AeIKIX O TiH.

Jlicmune 5. Ymosnuil nepexio 0o 3anycky peazyeanHsi
Listing 5. Conditional transition to trigger response
if is_in_cooldown(conn, rule_name, incident_key, int(rule["cooldown_sec"])):
log_json_line(
log_file,
{
"ts"": utc_now_iso(),
"rule"; rule_name,
"status™: ""cooldown_skip",
"incident_key": incident_key,
"splunk_host": splunk_host,
"target_host": mapped_target,
h
)

continue

OxkpemMHUM eTaroM poOOTH CKPHUITA € 3iCTABJICHHS IIJIHOBOTO aKTHBY, OTPUMAHOIO 3 PE3yJbTaTy
SIEM-ananitukn, 3 HOTO MPEACTaBICHHAM y CUCTeMi opkecTparii. [le HeoOXiMHO, OCKUTEKYA 3HAYEHHS
host y sypHaJti moiit He 3aBK /11 30ira€ThCst 3 THM, SIK BiAMOBIAHUIT By30J1 OnMcaHuii B inventory Ansible.
VYV Mexax peayi3oBaHOr0 MPOTOTHUIY TAKE 3iCTABJICHHS BUKOHYETHCS 4epe3 TAOJHUINIO BIAMOBITHOCTEH
host_map, o 103BOJNIAE IEPETBOPUTH AHATITHYHUHN 1MeHTH(DIKATOP aKTUBY Y (hOpMaT, IPUIATHHN TS
nmoaibIoi podoTu 3 inventory i 3amycky playbook.

Jicmune 6. Ipuxnad sicmaenenns i0enmu@ixamopa akmugy 3 OaHUMU inventory
Listing 6. Example of mapping asset identifier to inventory data

def map_target_host(cfg: dict, splunk_host_value: str) -> str:
host_map = cfg.get("host_map", {}) or {}
return host_map.get(splunk_host_value, splunk_host_value)

VY HaBeseHOMY ()parMeHTi CKPUNT 3BEPTAEThCA O CIOBHMKA host map, y sikomMy 30epiraroTbces
BIJIMOBITHOCTI MiX mMo3Ha4YeHHsMHU akTBiB y SIEM Ta cuctemi opkectparttii. SIKIIo 1isi OTpUMaHOTO
3Ha4eHHs host iCHye siBHE 3icTaBJICHHs, BUKOPHCTOBYETHCS MEPETBOPEHE 3HAUCHHS; SIKIIO X TAKOTO
3ammcy HeMae, CKpUIIT 3aIMIIa€ TOYaTKOBHUH iieHTH(diKaTop 6e3 3MiH.

[Ticnst KOpPEeKTHOrO 3iCTaBJIEHHS IILOBOTO aKTHBY 3 JaHUMHM inventory cCHUCTeMa MEepexXOAuTh 10
MiATOTOBKM TapameTpiB sl 3amycky playbook. Ha mpomy erami cepBep opkectpamii mepemae o
NPOIIEIypH pearyBaHHs CTPYKTYpoBaHHH Halip naHuxX, copMoBaHUil Ha OCHOBI IHIIMICGHTHOTO 3aITHCY
Ta pe3y/nbTaTiB 3iCTaBICHHS akTHBY. Y pe3ynbTari playbook orpumye He abcTpakTHy KomaHmy, a
OB’ SI3aHMM 13 KOHKPETHUM 1HIIMICHTOM KOHTEKCT, HEOOXIAHUM /11 BAKOHAHHS JIii Ha [IJIbOBOMY BY3JIi.
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Jlicmune 7. @opmysanns napamempis 0as nepedasants 0o playbook
Listing 7. Preparation of Parameters for Passing to the Playbook
def build_extra_vars(cfg: dict, rule: dict, row: dict, incident_key: str) -> dict:
extra_vars = {}

for var_name, field_name in (rule.get("extra_vars_map", {}) or {}).items():
extra_vars[var_name] = row.get(field_name, ")

extra_vars.update(rule.get("extra_vars_static", {}) or {})

if "target_host" in extra_vars:
extra_vars["target_host"] = map_target_host(cfg, str(extra_vars["target_host"]))

extra_vars["incident_key"] = incident_key
extra_vars["rule_name"] = rule["name"]
return extra_vars

Y HaBeJicHOMY (DparMeHTI CKpUNT (OPMYE CIIOBHUK eXtra vars, y sSIKHil BKJIIOYAIOThCS K 3HAYCHHS,
otpuMadi 3 pe3ynbrary SIEM-nionyky, Tak i ciry>k00Bi mapaMeTpy, BU3HaYeHI KOHQITYpaIi€to mpaBuia.
Oxpemo 10 mporo Habopy momatoTbes incident key Ta Ha3Ba mpaBwmia, MO JO3BOJSE 30€PErTH 3B’ A30K
MK MPOLEIYPOIO pearyBaHHs i KOHKPETHUM 1HIIUACHTOM.

[lepen 3amyckom pmii pearyBanHs bridge-ckpunt ¢opmye BUKIMK ansible-playbook, y sxomy
MOETHYIOTECSA NUISIX 70 MiTboBOrO playbook, mkeperno iHBeHTaps Ta HaOip mapaMeTpiB IHIUACHTY,
MiJrOTOBJICHHUX Ha MOTEPEIHIX eTanax 00poOKu moii. 3MiHHI IHIUACHTY NiepeaaroThes y popmati JSON
yepe3 MEXaHi3M extra vars, 10 Ja€ 3MOTy JAWHaMidyHO MiacTasisiTa 10 playbook 3HaueHHs inbOBOTO
By31a. Y NICTUHTY 8 HaBeneHo ¢hparMeHT (YyHKIII, sSika peaiizye 3amyck playbook ta moBeprae pe3ynbrar
BUKOHAHHS JUIS TTOJATIBILIOTO aHAJI3Y 1 )KypHATIOBAHHS.

Jicmune 8. 3anyck playbook i3 napamempamu inyudenmy
Listing 8. Running the Playbook with Incident Parameters
def run_playbook(cfg: dict, rule: dict, extra_vars: dict) -> subprocess.CompletedProcess:
ansible_cfg = cfg["ansible"]
cmd =
"ansible-playbook™,
rule["playbook"],
Il_ill,
ansible_cfg["inventory"],
Il_ell’
json.dumps(extra_vars, ensure_ascii=False),
]
timeout = int(ansible_cfg.get("playbook_timeout_sec", 300))
return subprocess.run(cmd, capture_output=True, text=True, timeout=timeout)

Lle#t hparmeHT Nokasye, 1m0 3amnyck playbook BUKOHYEThCS 0€3M0CEPETHBO 31 CKPHUIITAa MOTYJISA-MICTa.
Ho xomanmu mepenatothesi numsix no playbook, iHBeHTapmzamiiiHui Qaitn i chopmoBaHHN HAOIp
napaMmeTpiB extra vars, mo 3a0e3rnedye NMpuB’sI3Ky Iiii OpKecTparopa 10 KOHKPETHOTO IHIMICHTY Ta
IIJTHOBOTO BY3J1a.

3aBeplIaIbHUM €TarnoM poOOTH CKpUNTA € >KYyPHAJIIOBaHHS PE3yJbTaTy BHUKOHAHHSA MPOLEIYPH
pearysanHs. Voro npusHaueHHs nonsrae B ToMy, mo6 3adikcysaru He jume (GakT 3aImycKy Aii, a i i
MiJICYMKOBUH CTaH. Y MeXax peai30BaHOro IiIX0Ly )KypHaIl JOPMYETHCS y CTPYKTYPOBAaHOMY BUTIISII
Ta MICTUTh YacoOBY MITKy, Ha3By NpaBWia, KJIIOY IHIUICHTY, CTaTyC BUKOHAHHSI, I[UIbOBHH aKTHUB i
¢parmMeHTH CITyKOOBOI'O BUBOAY. 3aBISKH ILOMY BiH 3a0e3Medye NpOoCTeXyBaHiCTh 00pOOKH iHIUACHTY
Ta MPUIATHAHN JUTS TIOJABIIOTO ayIUTY.

BaxumBo, 1m0 jKypHall OXOIUIIOE HE JIMIIE YCITIIHI BHIIQJKH, a ¥ 1HII CTaHH POOOTH CHCTEMH,
30KpeMa BiZICYTHICTh 30iriB, OJIOKyBaHHSI IOBTOPHOTO 3aIlycKy, HoMuiku nouryky B SIEM i HeBpaie
BuKOHaHHS playbook. Takum umHOM, BiH BimoOpaxkae He JIMILE pe3yiabTaT pearyBaHHS, a i JIOTIKY
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NPUHHATTS PIMICHHS CHCTEMOIO, 10 JO03BOJISIE BAKOPHUCTOBYBATH HOTO ISl TEXHIYHO 11arHOCTHKH Ta, 3
notpebu, NoBTOpHOI iHAekcaii B SIEM.

Jlicmune 9. @opmysanus xHcypHany pe3yiomamis euxonanus playbook
Listing 9. Generation of a Log of Playbook Execution Results
payload = {

"ts": utc_now _iso(),

"rule": rule_name,

"incident_key": incident_key,

"status": "playbook_success" if result.returncode == 0 else "playbook_failed",

"rc": result.returncode,

"playbook™: rule["playbook"],

"target_host": extra_vars.get("target_host", "),

"splunk_host": splunk_host,

"row": row,

"stdout_tail": (result.stdout or "")[-1500:],

"stderr_tail": (result.stderr or "")[-1500:],

}
log json_line(log_file, payload)

Y HaBeaeHoMy (parMeHTi JKypHal1 (OPMYETHCS SIK CTPYKTYPOBAaHWH 3aIUC, MO0 MiCTUTh YacCOBY
MITKY, Ha3BYy TIpaBUJIa, KJIFOU iHIIUACHTY, CTaTyC BUKOHAHHS, KOJI 3aBEpILICHHS, ieHTudikaTop playbook,
ITHOBHAN aKTUB Ta (pparMeHTH ciy»00Boro BUBOLY. [lome status mo3Boisie oapasy Bigpi3HUTH yCITilITHE
BUKOHAHHS BiJ] HEBAAJIOTO, a 30epexkeHHs stdout tail i stderr tail cripornye moganemmuii aHasmiz mpuanH
NOMUIIOK Oe3 HeoOXiTHOCTI MOBTOPHOTO BiITBOPEHHS IHUUACHTY. Taka CTpyKTypa >KypHaly poOUTbH
HOro MpUAaTHUM SK JJIS JIOKAJIBHOTO TEXHIYHOTO KOHTPOJIIO, TaK 1 JUUIS MOJAJIBIIOI IHTErpallii B 3aco0u
[EHTPATI30BAaHOTO MOHITOPHHTY.

OKpemMoI0 TIepeBarol0 € Te, M0 JKypPHAIIOBAHHSA O€3MOCepeHbO OB’ A3YEThCS 3 IHIMICHTHUM
3anmucoM depes incident key. Ile o3Hauae, mo KoXeH 3amuc PO BUKOHAHHS a00 MPOITYCK MPOLEaypH
pearyBaHHS MOXe OYTH OJHO3HAYHO CITIBBIAHECEHHI i3 KOHKPETHHUM BUSBICHUM BHIIAIKOM. Y
MPAKTHYHOMY CEHC1 TaKa MMPUB’sI3Ka Ja€ 3MOTY aHATI3yBaTH HE JIUIIE OKPEeMI ITOii, a i TOBHHI KUTTEBUN
IUKJ THIMJIEHTY: Bil MOMEHTY #oro BuseieHHS B SIEM 1o 3aBepliieHHs peakiliiiHoi mporeaypu abo
BIIMOBM Bija 11 3amycKy 3a BH3HaueHUMHM moniThukamu. Came Iie i 3a0e3redye J0Ka30BUH XapakTep
JKypHaITy pearyBaHHsI.

ub7@ub7-VirtualBox:~  Q &  Elsearch|Splunk 1001 x Search|Splunk 10.0.1  x = +

sudo tail /tmp/bridge_test.log
bridge_ok incident_ke: sh_bruteforce_multi_host|host=ub7-vir
tualbox|src_ip=192. S| ssh_bruteforce
| multi_host attacker_ 76 target_user=ub7 failed_a

New Search

19
ttempts=6 last_seen=1774184077.000 ts=n/a

~$

ind
|
| stat
|
|

Event: Patte Statistics (1)

Puc. 3 ITliomeepooicenns gusnenenus inyudenmy y SIEM ma euxounanmns peaxyii na yinbo8omy 8y3i
Fig. 3. Confirmation of Incident Detection in the SIEM and Execution of the Response on the Target Host

Ha pucynky 3 HaBeneHO HpuKiIaj BHUSBICHHA MOBTOPIOBaHMX HeBranmux SSH-aBTeHTH]iKamii y
Splunk, a TakoXx MiATBEPIKEHHS TOTO, IO MIiCIS BOT0 HA LITBOBOMY BY3Ii 0YJI0 BUKOHAHO PEaKLiiHy
MPOLIEAYPY, Pe3ybTaT IKkoi 3adikcoBano y ¢aitni bridge test.log.

OTxe, oTpuMaHi pPe3yNbTaTH MiATBEPAXKYIOTh, 110 ToexHaHHA SIEM-aHamiTHKH 3 OPOMIKHUM
MOJYJIEM-MICTOM 1 CHCTEMOIO OpKEecTpalii Aae 3MOry peaji3yBaTH KEPOBaHHH KOHTYP aBTOHOMHOTO
pearyBaHHs Ha IHIUACHTH. Y XO1 AOCIIKSHHS TI0Ka3aHo, 10 pe3yJibTaT aHaliTuKi B SIEM Moxe OyTu
MIOCJTIIOBHO TIEPETBOPEHUN Ha THIMJEHTHUH 3allic, BUKOPUCTAHWH JJisi (OPMYBAaHHS YHIKaIBHOTO
KJII0Ya IHIMACHTY, EPEeBipKH NOJITHK HOBTOPHOTO 3aIlyCKY, Y3r0/LKEHHS LIbOBOIO aKTUBY 3 inventory
Ta MOJAJIBILIOTO 3aIllycKy ClieHapito pearyBaHHs (playbook). Ilpaktuuna nepesipka Ha npukmagi SSH
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brute-force miaTBepaMIa TeXHIYHY 3MIHCHEHHICT TAKOTO MMiAXOLY: OYJIO peari3oBaHO MOBHUMA ITHKIT BiJl
BusiBieHHs monii B SIEM 1o BuKOHaHHS clieHapil0 pearyBaHHs Ha LUJTbOBOMY BY3Jdl Ta Qikcamii
pe3ynbTaTy B )KypHaui pearyBanHs. OkpeMo miaTBeppkeHo, mio sukopuctanis SSH Host CA nae 3mory
3a0e3meunTn Oe3neYHnii aBTOHOMHAN JOCTYTI 0 KiHIIEBUX BY3JiB 0€3 pydHOTO IMiATBEPHKEHHS i1 Yac
IHITUACHTY.

BucHoBkn

ITo-mepmre, SIEM nmominibHO BUKOPHCTOBYBATH SIK IIEHTPATiI30BaHUN aHATITHYHUN PIBEHb, Y MEXax
SAKOTO TOAIil 3 PI3HOPIAHMX JKEpeNl MOXYTh OyTH 3BEACHI J0 Y3TOKEHOTO pe3yibTaTy MOLIYKY H
Koperswii. {71 mepexoay BiA aHANITHUKH 0 MPaKTHYHOI Aii B iHQpacTpyKTypi HEOOXiJHHI MPOMIKHUHA
MOIyNb, IO 3a0e3meuye ¢opMmamizamiio IHIUACHTY, y3TO/KEHHS aKTHBIB, KEPYBaHHS ITOBTOPHHMH
CHpaIIOBaHHSAMH Ta IepeJaBaHHs MapaMeTpiB A0 cucTeMu opkectpaiii. Came Taka moOyJoBa CTBOPIOE
OCHOBY Ui YHIBEpCAIBHOI'O KOHTYPY aBTOHOMHOTO pearyBaHHS Ha IHLIMAEHTH, 3adikcoBaHi 3
BUKOPHCTAaHHSAM pi3HUX Jpkepen momiil. Ilo-gpyre, cucrema opkectpamii € 3aBepIIaJbHOIO JAHKOIO
nepexoay Bia aHamitmyHOro pe3ynsrary SIEM mo mpaktuunoi mii B iH(pacTpykTypi. SAxmo SIEM
¢dopMye O3HaKM IHLIMACHTY, a MOIYJb-MICT BH3HAuUa€ AOLUIBHICTH 3amycky, To playbook peamizye
Oe3mocepeiHe 3aCTOCYBAaHHS 0OpaHOTO CIIEHAPIIO 10 HUTBOBOTO By3ia. CaMe Ha IIbOMY €Talli aBTOHOMHE
OpKECTpOBaHEe pearyBaHHS HaOyBa€ 3aBEpLICHOrO BUIVISAY, OCKUIBKM BHSBJICHA MOJis HE JIMIIE
¢ikcyeTbes 1 KacuiKyeThCs, a i MepeTBOPIOETHCS HA KOHKPETHY KOHTPOJIBOBAHY Jil0 3 MOKJIMBICTIO
MOJANBIIOT0 aynuTy ii pe3ynbTatiB. [lo-Tpere, moeqnanns SIEM-aHamiTHKH 3 TPOMDKHAM MOZYJIEM-
MICTOM 1 CHCTEMOIO OpKecTpalii 3abe3medye KepoBaHWI KOHTYp AaBTOHOMHOTO pearyBaHHS Ha
iHmuaeHTd. Pesynbrar asHamituku B SIEM  mOCHiIOBHO TEpEXOAWTh B IHIMICHTHHN 3aIluc,
BUKOPHUCTOBYETHCS 7151 GOpPMYBaHHsI YHIKAIBHOTO KIIFOYA iHIMACHTY, MEPEBIPKU MOIITHK TTOBTOPHOTO
3aIlyCKy, y3TOJDKEHHS LIJIbOBOTO aKTHBY 3 inventory Ta 3alyCKy CLEHapi0 pearyBaHHA. lIpakTudna
nepeBipka Ha mpukiani SSH brute-force minTBepamma TexHIYHY 3MIHCHEHHICTh TaKOTO TiAXOIY:
pearizoBaHO TMOBHHI LMWK Bix BusBicHHs mofii B SIEM 10 BHKOHaHHS CIICHApil0 pearyBaHHs Ha
IiTBOBOMY By3mi Ta (ikcamii pesynpTary B sKypHasi pearyBaHHA. Bukopucrtanns SSH Host CA
3abe3neuye Oe3neYHnii aBTOHOMHUI JTOCTYII 10 KiHIIEBUX BY3JiB 0€3 pydHOTO MiATBEPIKEHHS IIiJ] Yac
IHITUCHTY.

3arponoHOBaHUH MiAXiA BUPIZHAETHCS THM, IO MOEAHYE B €TUHOMY KOHTYpl aHANITUYHUI pPiBEHb
SIEM, Motyib-MiCT, MEXaHi3M KOHTPOJIO TIOBTOPHUX 3aITYCKiB, 3aCO0H y3TO/PKEHHS aKTUBIB T4 CUCTEMY
opkectpamii pearyBaHHs. Ha BimMiHy BiJ pillleHb, OPIEHTOBAaHMX Ha OKpPEeMi THIH TeleMeTpii abo
BY3bKOCIIEI1aTi30BaHi 3aCO0H 3aXUCTY, TaKa apXiTEKTypa I03BOJIsI€ OyyBaTH aBTOHOMHE pearyBaHHs Ha
IHIIUACHTH, 3a()iKCOBaHI 3 BUKOPUCTAHHSM PIi3HUX JDKEpEN MOMAIH, IKIIO X pe3ylbTaTH arperyrThCs Ta
kopemotoThess B SIEM. V 11bOMy KOHTEKCTI BaKJIMBUM € He JIMIIE CaMe BUSIBICHHS MMONii, a U
MIEPETBOPEHHS pe3yNbTaTy aHANITUKHA Ha CTaHJAPTH30BAHHWU IHIMICHTHUM 3amuc, MPUIATHUN JUIs

OpneprkaHi pe3ysbTaTy PO3LIMPIOIOTH YSIBJICHHSA NPO IMEPEXia BiA eTamy BHUABICHHS 1HUUACHTY IO
eTary MPaKTHYHOTO pearyBaHHS B PO3MOAiICHIN iHpopMaliiHii iHQpacTpyKTypi. 3anponoHOBaHMHA
Mi/IX1/1 1a€ MiZIcTaBM PO3TIIsIaTH aBTOHOMHE pearyBaHHs He SIK Ha0ip OKpeMUX CKPUNTIB a00 JOKaIbHUX
IHTETpariil, a SK IiTICHUH KepOBaHUI KOHTYp i3 BH3HAUYEHUMH BXiJHUMH JaHUMH, YMOBAMH 3aITyCKY,
MOJIITUKaMH TOBTOPHOT'O BUKOHAHHSI Ta 3ac00aMu ayquty. [IpakTuyHa HiHHICTh pOOOTH MOJISITAE B TOMY,
IO Taka apXiTeKTypa Moke OyTH BHKOPHCTaHA SIK OCHOBA JUIsl PeajbHUX CUCTEM pearyBaHHs, y SKHX
HEeOoOXiTHO He JIHIIE IBH/IKO IEPEUTH BiJl BUSBICHHS JIO0 Jii, a i 30€perTH KepoBaHiCTh, BiATBOPIOBAHICTH
1 IOKa30BiCTh BUKOHAHMX MIPOLEIYD.

[NMomanpimnii PO3BUTOK POOOTH JOIIILHO TIOB’SI3aTH 31 CTBOPSHHSIM IOBHOIIHHOT MPOrpaMHOT
peadizarii MoAyJs-MicTa, pO3IMIUPEHHAM 010110TeKH ClieHapiiB pearyBaHHsl, IiITPUMKOIO 1HINX THUITIB
IHIIWACHTIB, IHTErpali€l0 3 JOBIJHUKAMHM aKTHUBIB Ta MEXaHi3MaMH aBTOMATUYHOTO 30aradcHHS
IHIIMJICHTHOTO 3alyCcy KOHTEKCTHOW iHQopMmarieto. [lepcrieKTHBHUM HAmNpsSIMOM TaKOX € IOBTOpPHE
iHIeKCyBaHHS KypHainy pearyBanHs B SIEM ans mojansinoro oniHiOBaHHS €()EKTHBHOCTI MOJITHK i
BJIOCKOHAJIEHHS BCHOTO KOHTYPY aBTOHOMHOT'O OPKECTPOBAHOTO pearyBaHHA.
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Autonomous orchestrated incident response system based on SIEM

Relevance. Modern information systems generate security events from various sources, including operating system and service
logs, network sensors, vulnerability scanners, and other monitoring tools. In such conditions, SIEM enables the centralized
collection, indexing, and correlation of telemetry; however, the transition from analytical results to practical response often
remains insufficiently formalized. This leads to delays, dependence on manual actions, difficulties in ensuring the repeatability
of procedures, and the absence of a unified mechanism for confirming executed response actions. An additional challenge is the
provision of secure autonomous access to endpoints during an incident, when both manual confirmation of SSH connections and
insecure trust on first use are unacceptable. In this context, the development of an architectural bridge between SIEM analytics
and an orchestration system is highly relevant, as it can ensure controlled, repeatable, and auditable incident response regardless
of the original source of events.

Goal. The purpose of this work is to substantiate and experimentally validate an architectural approach to autonomous
orchestrated incident response, in which the results of SIEM analytics are transformed into a structured incident record and then
used to initiate response procedures in an orchestration system. To achieve this goal, the detector is described in a declarative
form, the incident record is standardized, repeated triggering is controlled through a unique incident key and a re-execution
lockout interval, target assets are aligned with inventory data, execution results are logged, and secure access to endpoints based
on SSH Host CA is implemented. The scenario of detecting and responding to an SSH brute-force attack was chosen as a
demonstration case.

Results. As a result of the study, an architectural approach that combines SIEM analytics with the automated execution of
response actions on target assets was developed and experimentally validated. It was shown that the result of an analytical query
in a SIEM can be consistently transformed into an incident record, used to construct a unique incident key, verify re-execution
policies, align the target asset with the inventory, and transfer parameters to a playbook. The implemented prototype confirmed
the technical feasibility of building a complete cycle from event detection in the SIEM to the execution of a response procedure
on an endpoint and the recording of the result in a structured log. It was also confirmed that the use of SSH Host CA makes it
possible to provide secure autonomous access to endpoints without manual confirmation during an incident. The obtained results
further demonstrated that the proposed architecture can be scaled to other response scenarios provided that the detection rules
and execution procedures are adapted accordingly.

Conclusions. The obtained results confirm that the integration of SIEM analytics with an orchestration system makes it possible
to implement a controlled framework for autonomous incident response. The result of SIEM analytics is transformed into an
incident record, which is then used to control repeated executions, align the target asset with the inventory, and initiate a response
scenario. Practical validation based on the SSH brute-force case confirmed the technical feasibility of this approach: a complete
cycle was implemented, from event detection to response execution and the recording of its result in the log. The proposed
architecture is suitable for responding to incidents identified from various event sources, provided that their results are aggregated
and correlated in the SIEM. The use of SSH Host CA ensures secure autonomous access to endpoints without manual
confirmation during an incident. Further development of this work should be associated with the software implementation of the
bridge module, the expansion of the response scenario library, and the transfer of response logs back to the SIEM for further
analysis.

Keywords: Splunk, Ansible, SIEM, orchestrated response, autonomous response, SSH brute-force, SSH Host CA.
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A Mathematical Model of Automatic Verification of Formalized Proofs and
a Conservative Presentation Interface over Lean

Relevance. Interactive theorem provers such as Lean have fundamentally transformed the verification of mathematical
statements by transferring the final control of correctness from the human mathematician to a small trusted kernel. Nevertheless,
their widespread adoption in research and higher education is still limited by a significant gap between the strict formal language
of the kernel, based on dependent type theory, and the usual intuitive mathematical notation, symbols, and natural-language
reasoning used by mathematicians and students. This discrepancy creates serious obstacles for teaching proof writing,
formalizing new results, and developing effective intelligent educational systems.

Objective. The purpose of this paper is to construct a rigorous mathematical model of automatic verification of formalized proofs
in Lean and to provide a formal justification for building a conservative human-oriented presentation interface together with an
untrusted generative pedagogical component over the trusted kernel without any loss of mathematical rigor.

Methods. The study relies on dependent type theory, metatheoretic properties of the calculus of constructions (soundness, strong
normalization, decidability of type checking), models of elaboration and backward projection between the presentation language
and the kernel, and formal predicates of term-typing correctness. Interface conservativity is expressed as the inclusion of the set
of derivable statements of the presentation layer in the set of kernel theorems. The safety of the generative Al-component is
defined by the condition that every executable artefact must be projected back to the kernel and re-verified by the trusted type-
checker.

Results. The developed model defines the formalizable fragment of mathematical discourse .#L, the kernel-verification
predicate VerL, the course formalizability functional F(S), a complete conservative interface model, and a safety condition for
the generative extension. It is proved that syntactic sugar, macros, notation abbreviations, and Al-generated educational artefacts
do not enlarge the set of derivable statements as long as the trusted Lean kernel remains unchanged and all executable fragments
are re-checked by the kernel. An illustrative example with four theorems from algebra and group theory (uniqueness of the
identity element, intersection of subgroups, kernel of a homomorphism is normal, and binomial identity) demonstrates that
human-oriented notation is fully elaborated into kernel terms while preserving mathematical meaning and verifiability. The
interface fidelity reaches the maximum value of 1.

Conclusions. The obtained results demonstrate that the formal language of Lean can be equipped with a convenient human-
oriented interface and intelligent educational services suitable for scientific and instructional use without compromising rigor.
The only criterion of truth remains repeated verification by the small trusted kernel. The proposed separation between verified
kernel knowledge, conservative presentation layer, and untrusted generative services creates a reliable foundation for building
intelligent educational systems in higher mathematics, discrete mathematics, algebra, and mathematical logic, where formal
correctness is guaranteed independently of the quality of generated explanations and exercises.

Keywords: Lean, dependent types, automatic proof verification, formalized mathematics, conservative interface, generative
pedagogical module.
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1. Introduction

Modern interactive theorem provers have transformed the machine verification of mathematical
statements from a purely logical task into a practical instrument for the formalization of substantial
fragments of contemporary mathematics. Lean is characterized by a small trusted kernel, dependent types
as the basis of its internal language, and an advanced mechanism for syntax extension, elaboration, tactics,
and inference support, while the mathlib library accumulates a large corpus of already verified definitions,
lemmas, and theorems [1-3]. The theoretical foundations of such systems are provided by intuitionistic
type theory, the calculus of constructions, and the correspondence “propositions as types, proofs as
terms” [4-6].

For research and education this means that the control of mathematical correctness can be transferred
from the human agent to the system kernel, whereas the human remains responsible for formulating ideas,
choosing a strategy, selecting notation, and constructing an explanatory layer. Experience with Lean in
proof education, as well as work on controlled natural language and human-oriented interfaces such as
Verbose Lean and Waterproof, shows that the principal obstacle is not verification itself but rather the
mode of interaction between the mathematician and the formal language [7-12].

At the same time, practical intelligent educational systems impose two nontrivial requirements. First,
the mathematically trusted layer must be strictly separated from untrusted service extensions. Second, it
must be formally justified why ordinary mathematical notation, macros, syntactic sugar, or Al-generated
explanations do not alter the set of derivable theorems whenever final verification is performed by the
kernel. Existing studies have already taken steps toward the operationalization of the formalizability of
mathematical tasks for intelligent tutoring systems, as well as toward the representation of mathematical
expressions by structural trees [13-15]; however, the mathematical model of a conservative human-
oriented interface over Lean still requires a separate justification.

The aim of the paper is to construct a mathematical model of the automatic verification of formalized
proofs in Lean and to rigorously justify the conservativity of a human-oriented presentation interface and
an untrusted generative component with respect to the trusted kernel of the system.

2. Formal problem statement
Let L be a Lean-like formal system built over dependent type theory. At the minimal level of
abstraction it is convenient to represent it by the tuple

L= (2, Ctx,Term, Type, +,=,K) (2.1)

where X' is the signature of constants and inductive objects, Ctx is the set of contexts, Term is the set of
terms, Type is the set of types, ~ is the typing relation, = is definitional equality, and K is the trusted
verification kernel. The basic judgment has the form

r-t:T (2.2)

where I"is the context of local hypotheses and instances, t is aterm, and T is a type. By the Curry-Howard
correspondence, a proof of a statement T is represented by a term p of that type [4]-[6].

Th(L) ={T € Type | 3p € Term:@ + p: T } (2.3)

Let .4 denote the set of statements formulated in ordinary mathematical language, and let .#L C .4
be the fragment for which an adequate encoding into L exists. Then

M, ={oc €M |3p(o) € Type, Ap € Term: 2 I p: p(0)} (2.9)
Here ¢ is the mapping of a mathematical statement into a formal type. For a finite set of statements
s ={ol, ..., oN}, we introduce the formalizability coefficient
1
F(©S) = EZUES 10’EML (25)

The quantity /A $) generalizes the intuitive claim about what proportion of a course, topic, or problem
bank admits full formalization and automatic verification [13]. In order to avoid an excessively strong
metaphysical thesis about the formalization of “any” proof without qualifications, universality of
automatic verification will henceforth mean universality on the set .#L only.

A formalization will be considered adequate if it preserves the mathematical meaning of the statement:

[oln = [w(0)], (2.6)
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where [Jo# and [JJL denote the semantic interpretations at the levels of informal and formal
mathematics, respectively. Equality (1.6) is the condition of faithfulness of translation from the language
of the mathematician into the language of the kernel.

3. Model of automatic proof verification

At the surface level, the user may build a proof by a tactic script, a term expression, or a combination
of both. After elaboration, the surface text is reduced to a kernel term. Therefore, the model of automatic
verification can be defined through the Boolean predicate

Ver,(T,p) =1 © K accepts p: T (3.1)

In the opposite case, we assume that VerL(T, p) = 0. From the mathematical point of view, any formal
proof may be represented as a derivation tree

D=Wp Eprd), AW)=1,Ft,:T, (3.2)

where the vertices of the tree correspond to local judgments and the edges correspond to applications of
inference rules. If the leaves of D are axioms or directly checkable constructor steps, and the root
coincides with ~p : T, then D encodes a completed proof of the theorem T.

Proposition 1. For any closed T € Type and p € Term, the predicate VerL(T, p) is computable.

Proof. Within the kernel, correctness checking reduces to solving the typing problem p : T while
taking definitional equality into account. For the calculus of constructions and its practical restrictions
used in Lean, the type-checking procedure is algorithmic; therefore, there exists an algorithm that
terminates on every closed input with value 0 or 1 [1], [2], [4], [5].

Theorem 1. Let o € 4L and suppose the adequacy condition (1.6) holds. If VerL(p(s), p) = 1, then
the statement o is true in the intended mathematical interpretation.

Proof. From VerL(p(c), p) = 1 we obtain ~ p : ¢(c). By the metatheoretic soundness of the kernel,
this implies the semantic truth of the formal statement ¢(o) in every model of the system L compatible
with the context. By the faithfulness of translation (2.6), the truth of ¢(o) is equivalent to the truth of o in
the mathematical interpretation.

Thus, any mathematical proof belonging to the formalizable fragment .#L and equipped with a
constructed proof object p is automatically checkable by the kernel. This is the mathematical meaning of
the thesis of automatic proof verification in Lean.

4. Conservative model of a human-oriented presentation interface

To make work with a formal system acceptable for a researcher, teacher, or student, a presentation
layer P is introduced over the kernel language: ordinary mathematical notation, abbreviated forms of
quantifiers, symbols such as x € H, ker f, H = G, templates of natural-language steps, and macros. The
properties of Lean 4 as an extensible environment with a programmable parser, elaborator, and pretty-
printer make such an extension natural [2], while educational systems such as Verbose Lean and
Waterproof demonstrate the pedagogical value of human-oriented syntactic layers [11], [12].

Let the interface be specified by the tuple

I=(P,CERILK) (4.1)

where P is the presentation language, C is the Lean kernel language, E : P — C is elaboration,R: C — P
is rendering into a readable form, 77: P — C is the projection of executable fragments into the kernel, and
K is the trusted kernel. The set of statements accessible to the user in language P is defined as

Th(P) ={s € P | 3p € Term:Ver,(E(s),p) =1} 4.2)
Then the formal expression of interface conservativity is the inclusion
E(Th(P)) = Th(C) nIm(E) (4.3)

Theorem 2. Suppose every extension of the syntax of P is eliminated by the function E into terms of
the language C, while the rules of the kernel K remain unchanged. Then P is a conservative extension
over C.

Proof. Let s € P be derivable. By definition (4.2), there exists p such that VerL(E(s), p) = 1, that is,
E(s) belongs to Th(C). Hence no statement becomes derivable solely due to the syntactic extension.
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Conversely, any term ¢ € C may be regarded as a trivial element of the presentation language or may be
rendered into it via R. Therefore, P does not enlarge the set of theorems but only changes their mode of
expression.

For practice, the stability of the cycle “kernel — readable form — kernel” is also useful:

NF (E(R(c))) =NF(c), c€C (4.4)

where NF denotes normalization up to a-, -, 6-, 1-, and Z-conversions. If equality (3.4) holds on the
relevant class of terms, the interface preserves not only the set of derivable statements but also syntactic
identity after normalization. For a finite test set X = {cl, ..., cm}, interface fidelity may be measured by
the indicator

QX)) = ﬁZcex 1NF(E(R(C)))=NF(C) o

In the case QI(X) = 1, the interface is fully faithful on the chosen set of formal objects. Several typical
examples of translating ordinary mathematical notation into kernel constructions are given in Table 1.

Tabn. 1. Bioobpaoicenns 3euuaiinoi mamemamuynoi Homayii 6 koncmpykyii Lean-sopa
Table 1. Mapping ordinary mathematical notation to Lean kernel constructions

Mathematician’s language | Kernel form / elaboration Purpose

vV X€ A, P(X) VX, XEA—->PX Bounded quantifier abbreviation

Expansion of the definition of the kernel of a

X € kerf fx=1 homomorphism

H=aG Normal H Abbreviated notation for a normal subgroup
atb=b+a Eq(@+b)(b+a) Equality as a type object

“Let x be arbitrary ...” funx=> ... Natural-language introduction of a quantifier

The general architecture of the proposed conservative interface is shown in Fig. 1

Presentation language P Elaboration E Lean kernel C, K

(ordinary mathematical notation, syntactic sugar, macros, terms, types,
controlled natural language) notation expansion checkingp: T

Rendering R and user-facing explanations

Puc. 1. Koncepsamuena mooens inmepgeticy Hao 008ipenum 10pom
Fig. 1. Conservative interface model over the trusted kernel

5. Generative component as an untrusted pedagogical extension

The construction of a convenient mathematical interface is compatible with the use of Al provided
that Al does not enter the trusted kernel. Let A be a nondeterministic operator that receives a kernel-level
formal object as input and returns a set of pedagogical artefacts: explanations, examples, micro-lectures,
generated exercises, and occasionally fragments of executable Lean code. Formally, let

A:C Y, Y = Yeext U Yexec (5.1)

The elements of the set Yex are purely textual and therefore do not directly affect mathematical
correctness. By contrast, the elements of Yeec may contain Lean fragments or other executable objects;
therefore, they must be returned to the kernel via the projection function 77. We call the extension A safe
if the condition

Safe(A) © Vc:TVy € A(€): Y € Yogee = 3¢ =11(y) A Ver, (T, c") =1 (5.2)
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Theorem 3. If the Al-extension A is safe in the sense of (5.2), then adding it to the interface does not
change the set of derivable theorems and does not weaken the soundness of the system.

Proof. Artefacts from Y are non-executable and therefore logically inert: they do not generate new
objects of type theorem/proof. For every y € Yexec, condition (5.2) requires the existence of ¢’ = I1(y),
which is accepted by the kernel. Hence all executable Al outputs pass through the same verification
channel as ordinary user proofs. It follows that the set of accepted statements coincides with 74(C) N
Im(E), whereas soundness is determined solely by the kernel K.

The safe interaction between the generative component and the kernel is illustrated in Fig. 2.

- ~N
Al/LLM layer A explanations,
notes, micro-courses, exercises

N E— J
~ - B ) P \\\K""‘"——L )
Non-executable artefacts ' Executable artefacts (Lean
(text, hints, didactic schemes) fragments, code-based tasks)
do not affect soundness - projection N kernel K
A

Verification K(N (y)) is the only
criterion of mathematical
correctness

Puc. 2. Besneune cenepamueHe poswupenHs: tuuie UKOHY8AHI apme@akmu, wo npoekmyomscs Ha3ao y s0po,
MOIHCYMb enjiusamu Ha KOpeKﬂ’lHiCMb
Fig. 2. Safe generative extension: only executable artefacts projected back into the kernel may affect correctness

It is precisely this property that provides a mathematical justification for an Al-generated learning
module built over formally verified theorems. The generative component may produce explanations, short
notes, exercises, and examples; however, every executable fragment must be returned to the kernel via 77
and verified by the predicate K(71(y)). Therefore, mathematical rigor is determined not by the stylistic
quality of generation but by the architecture of interaction with the trusted kernel.

Course,(0) = TLEJ@{A(T), R(T), examples(T), tasks(T)} (5.3)

In other words, the rigor of the course is determined not by the textual quality of the Al output but by
the fact that all executable artefacts from the sets tasks(T) or examples(T) are returned to the kernel
through 77 and checked by it. In this architecture, an LLM is not a proven “mathematician” in the trusted
sense; it is merely a generator of human-oriented presentation, whereas the final judge of correctness is
the small trusted kernel [1], [2].

6. lllustrative example and didactic implications of formalization

To illustrate the model, consider a small set of theorems @ = {T1, T2, T3, T4}, covering both
elementary algebra and basic group theory. All statements were selected so that they admit natural
representation both in ordinary mathematical language and in compact Lean-like notation. Let us
introduce the proportion of automatically verified statements in the set ©:

1
71(9) = EZTE@ 1Elp:VerL(T,p)=1 (6.1)

If formal proof objects have been constructed for all theorems in the set, then (@) = 1. In this
illustrative case, precisely such a situation is considered: the purpose is not empirical measurement but a
demonstration of how a human-oriented interface and kernel-level verification interact on specific
mathematical examples.

For the same set one may evaluate interface fidelity using functional (4.5). If presentation macros for
the symbols €, ker, =, as well as abbreviations of the form “¥'x € A”, are translated by the elaborator into
standard Lean terms without change of meaning, then for the selected set X = {T1, T2, T3, T4} we have
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QI(X) = 1. Hence the user operates with a familiar language, while the kernel operates with the canonical
form.

The four selected theorems together with their formal representations and the role of the interface are
shown in Table 2.

Tabn. 2. Intocmpamugnuil Hadip opmanizosanux meepoxceHsb
Table 2. lllustrative set of formalized statements

Label | Mathematical statement Formal image type VerL | Role of the interface

In a group, the identity Abbreviated notation

T1 . . Velez:G,Idel—>Idez—>elzez 1
element is unique Id, G

The intersection of two

T2 . Sub(H) — Sub(K) — Sub(H N K) 1 Notation N and x € H
subgroups is a subgroup
The kernel of a

T3 homomorphism isa normal | Hom(f: G — G’) — Normal(ker f) 1 Abbreviations ker, =
subgroup

T4 Binomial identity V XY:IR, (Xty)"2=x"2+2xy+y"2 |1 Standard algebraic

notation

It is characteristic that the same principle extends to the construction of a learning module. For
example, for T3 the generative component may produce a short explanation such as “to prove that the
kernel is normal, it is sufficient to show closure under conjugation”, as well as auxiliary exercises on
computing ker f and working with the definition of Normal. However, the correctness of such materials
is not established by the explanatory text itself; it is guaranteed only when all executable fragments are
returned through 17 to the kernel and re-checked by the predicate K(7(y)). This is why even an Al-
supported instructional module may remain mathematically rigorous.

7. Educational opportunities and limits of applicability

The proposed model has a direct didactic consequence: to every formally verified statement one may
assign a learning object ZAT, p), consisting of an explanation, a system of verified examples, a set of
exercises, and hints. Only those components of such an object that are projected into executable kernel
artefacts are mathematically significant; informal texts may improve intelligibility but do not participate
in establishing the truth of the statement.

Therefore a natural requirement for a learning module is the inclusion Exec(ZAT, p)) < Aver, where
Aver is the set of all fragments of the kernel language that successfully pass type checking and thus belong
to verified formal content. Under this condition, any example, proof template, or exercise with a code
fragment preserves the same mathematical correctness as the original proof object p.

This also yields a methodological restriction: the generative component cannot be an independent
arbiter of correctness; it can only serve as a means of explanation, reformulation, and structuring of
already verified content. Accordingly, in the educational process it is expedient to distinguish three levels:
verified kernel knowledge, the presentation interface, and generative support services.

It is precisely such a separation that makes it possible to construct courses for researchers, teachers,
and students in which formal rigor is not lost in the transition to ordinary mathematical language. At the
level of instructional design, this means the possibility of building verifiable examples, parameterized
exercises, and systems of contextual hints for which the only criterion of correctness remains repeated
verification of executable fragments by the Lean kernel.

8. Conclusions

The paper has developed a mathematical model of automatic verification of formalized proofs in Lean
and a model of a conservative human-oriented presentation interface over its trusted kernel. The
formalizable fragment of mathematical discourse, the kernel-verification predicate, a course
formalizability functional, the elaboration and rendering model, and the safety condition for a generative
extension have been defined.
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It has been proved that, given adequate encoding, any statement from the set .#L for which a proof
object p has been constructed can be verified automatically. It has also been shown that ordinary
mathematical notation, abbreviations, macros, and natural-language explanations do not enlarge the set
of derivable statements whenever they are eliminated into kernel terms without changing the rules K.

A separate result is the formal safety condition for the generative component. It shows that generative
technologies may be used to construct learning modules, lecture notes, explanations, examples, and
assessment materials, but should not be regarded as a source of mathematical truth. The practical
significance of the results lies in the possibility of building intelligent educational systems for courses in
higher mathematics, discrete mathematics, algebra, and mathematical logic, in which the rigor of
formalization is combined with an interface suitable for educational use.
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MarteMaTH4Ha MO/ie/Ib aBTOMATHYHOI Bepudikauii ¢popmaJiizoBanux
JA0Ka3iB i KOHcepBaTUBHMI IHTep(eiic npeacras/jieHHs B Lean

AKTyalubHiCTh. [HTEpaKkTHBHI CHCTEMH JIOBEICHHS TeopeM, Taki sk Lean, JO3BOJSIOTH NEPEHECTH OCTAaTOYHMII KOHTPOJIb
MaTeMaTU4HOI MPAaBWIBHOCTI Bi JIOIUHU J0 Majoro AoBipeHoro suapa. OnHak iX IIHUpOKe 3aCTOCYBAaHHS B JOCIHIIKEHHAX 1
BUILIH OCBITI BCe mIe 00MEXEeHE 3HAYHUM PO3PHBOM MK CTPOTHM (hopMaTbHIM MOBOIO SIpa, 3aCHOBAHOIO Ha 3aJIC)KHUX THIIAX,
Ta 3BUYHOIO iHTYITHBHOIO MAaTEMAaTHYHOIO HOTALI€I0, CHMBOJIAMHU H MipKYBaHHSIMH IIPHUPOTHOIO MOBOIO, SIKUMH KOPHCTYIOTHCS
MaTeMaTUKUd Ta cTydeHTH. Llell po3puB CTBOPIOE CEpiO3HI MEpEeIIKoau Uil HaBYaHHA JOBEICHHIO, (opmaiizamii HOBHX
pe3yNbTaTIB i pO3p0OKU ¢(PEKTUBHHX IHTECICKTYaTbHUX OCBITHIX CHCTEM.

Meta. MeToro po6oTH € mo0y10Ba CTPOroi MaTeMaTUIHOT MOJIelTi aBTOMATUYHOT Bepudikarii GpopmarnizoBaHux 1okasiB y Lean
Ta HagaHHA (DOPMAIBHOTO OOIPYHTYBAaHHS MOXKIMBOCTI CTBOPEHHS KOHCEPBATHBHOTO iHTepQelCy, Opi€HTOBAaHOTO Ha
KOpPHCTYyBa4a, pa3oM 3 HEHaAiiHMM TeHEpAaTHBHHM IIEaroriyHiM KOMIIOHEHTOM HaJl IOBIpEHHUM sIpoM 0e3 BTpatu
MaTEMaTU4HOI CTPOTOCTI.

Metonu. JlocmimKeHHS IPYHTY€ETHCS Ha TEOpil 3aJIe)KHUX TUIIIB, METATEOPETUYHHIX BIACTUBOCTIX OOYHMCICHHS KOHCTPYKIIH
(KOpEKTHICTh, CHJIbHA HOpMaJIi3alis, po3B’I3HICTh NEPEBIPKU TUIIB), MOJEISAX PO3POOKH Ta 3BOPOTHOI MPOEKIIii MiXk MOBOIO
MPEACTABICHHS 1 MOBOIO S/Ipa, a TaKOX (POPMATBHUX MPEIUKaTaX MPaBWIBHOCTI TUIMi3aLii TepMiHiB. be3neka renepatHBHOTO
Al-xoMIIOHEeHTa BU3HAYAETHCS YMOBOIO, 1110 KOKEH BUKOHYBaHHMI apTedakT Mae OyTH CIIPOSKTOBAaHU Ha3aj y SAPO i IOBTOPHO
HepeBipeHnii OBIPEHNM MEXaHi3MOM IepEeBipKHU THIIIB.

PesyabTatn. Y po3poOiieHil Mojei BU3HAUCHO (OpMani3oBaHUN (pparMEHT MaTEeMaTHYHOTO TUCKYpCYy 4L, mpeaukar
Bepudikanii sapa VerL, ¢pyukuionan gopmarizoBanocti kypey [F(S), moBHY MOJIENs KOHCEPBATHBHOTO iHTEp(dEHCY Ta yMOBY
0e3MeKH TeHepaTHBHOTO PO3IUpeHHs. J[0BeIeHO, 10 CHHTAKCHYHUIT IyKOp, MaKPOCH, CKOPOUEHHs HOoTalil Ta Al-reHepoBaHi
OCBIiTHI apTe(aKTH He PO3MIKPIOIOTH MHOKHHY BUBITHUX TBEPIXKEHB, IKIIO JAOBipeHE SApO Lean 3anmnmaeTscs He3MiHHNM 1 BCi
BUKOHYBaHI ()parMeHTH ITOBTOPHO MEPEBIPSIOTHCS SIPOM. [IIFOCTpaTHBHUI MPUKIIA] 3 YOTHPMA TEOpPEMaMH 3 areOpu Ta Teopii
TPyl JAEMOHCTPYE, IIO HOTAIlisl, OPIEHTOBaHA Ha KOPHCTYBaya, MOBHICTIO PO3TOPTAETHCS B TEPMIiHH siapa 31 30epekeHHAM
MaTEeMaTUYHOTO 3MICTy Ta IepeBipioBaHOCTI. [loka3HHUK BipHOCTI iHTEpQelcy Ha TECTOBOMY Ha0Opi AOCSITaE MaKCHMAaJIbHOTO
3Ha4eHHS 1.

BucnoBkn. OTpumaHi pe3yibTaTd JEeMOHCTPYIOTh, 10 (opmansHy MOBY Lean MoskHa OCHacTUTH 3pydHHMM iHTepdeiicom,
OpIEHTOBaHMM Ha KOPHCTyBaya, Ta IHTEJIEKTYaJIbHUMH OCBITHIMH CEpBiCaMH, MPUAATHUMH JUI1 HAYKOBOTO Ta HABYAJIHHOTO
BUKOPUCTaHHs, 0€3 BTpPAaTH MaTEMAaTH4YHOI CTPOTOCTi. €IMHUM KPUTEPiEM iCTHHHOCTI 3aJIMINAETHCS MOBTOPHA BepHikalis
MaJHMM JOBIPEHHM SAPOM. 3allpONIOHOBaHE PO3AUIEHHS MDK BepH(IKOBAaHUMH 3HAHHSAMHM sJ[pa, KOHCEPBATHBHHUM IIapOM
MPEACTaBICHHS Ta HEHANIMHUMH TEHEPaTUBHUMHU CEpBiCaMH CTBOPIOE HaliifHy OCHOBY Ui MOOYHOBH iHTEJIEKTYaJbHUX
OCBITHIX CHCTEM 3 BHIIOI MAaTeMaTHKH, AWCKPETHOI MaTeMaTHKH, aireOpd Ta MaTeMaTH4YHO!I JIOTiKH, y SKHX (opMajbHa
MPaBUIIBHICTh TAPAHTYETHCS HE3AJIEKHO BiJI SKOCTI 3reHEpOBAaHMX MOSICHEHb 1 BIIPAaB.

Knrouosi cnosa: Lean, sanexcni munu, agmomamuyna eepudikayis 00Kasie, hopmanizoeana Mamemamurda, KOHCEP8AMUGHUL
inmepdgeiic, eenepamusHull neda2o2iuHUL MOOYb.
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OuiHka BILUIMBY HAsIBHOCTI (poTOpeaicTHYHOI TEKCTYPH NP reHepauii
CHUHTETUYHOI'0 1aTACETYy HA TOYHICTH MOJeJIell KOMII’IOTEPHOI0 30py

AxTyanbHicTh. Cy4acHHI PO3BUTOK KOMII'IOTEPHOTO 30py CTHKAETHCS 3 MPOOIEMOI0 BHCOKOi BapTOCTI Ta TPYIOMICTKOCTI
300py peaIbHUX aHOTOBAaHHX JaHUX. BUKOpUCTaHHS CHHTETHYHHX JaHUX, 3T€HEPOBAHUX Y rpaiyHUX PYLIiiX, € eeKTHBHOIO
AIBTEPHATUBOIO, MPOTE TOJIOBHOK MEPEIIKOO00 3ATHIIAETECS «PO3PHB MK AoMeHaMu» (domain gap), 10 3HWKYE TOUHICTD
MoOZeNeH Ha peaabHUX 300paKeHHSX.

Merto10 po0OOTH € KiJIbKICHA OIIHKA BIUIMBY (OTOpEANiCTHYHOT TEKCTYpH HIIBOBOTO 00’€KTa Ha €()EKTHBHICTD JACTCKTYBaHHS
monemsima Y OLO mpu nepexoi Bif cumysiwii 1o peansHocTi (Sim2Real).

MeTopostorist ocnimkeHHs 0a3yeTbcsl Ha NMPOBEACHHI KOHTPOJILOBAHOTO EKCIepHMeHTY B cepenoBumii Unity, ne Oyio
3reHepOBAHO JBa iJCHTHYHI CHHTETHYHI IaTaCeTH, L0 BiIPI3HAINCS JIUIIE TUIOM TeKCTypH 3D-Moieni: BHCOKOIeTalli30BaHO0
¢oropeanicrinynoro («Texturedy) Ta MoHOXpoMmHOIO Ginoto («Whitey). HaBuanHs mMoneneii mpoBoaminocs Ha 6a3i apXiTeKTypH
YOLOvlls i3 3actocyBaHHsAM cTparerii nepeHocy HaBuaHHs (transfer learning) Ta aBoeramHOTO mpoLECy TOHKOTO
HaJlalITyBaHHA. Baminarist pe3ynbrariB 3aiiicHIOBasIacs Ha HE3aJIC)KHOMY HA0Opi BUKIIOYHO peanbHUX GoTorpadii.
PesyabraTu. O6HIBI Mojenmi, o Oyau HaByeHi Ha aBox maracerax («Textured» i «Whitey), mocsrim maiike iIeHTHYHOL
TOYHOCTI Ha CHHTETHYHHX Bamigauitaux nanunx (mAP@0.5 = 0.995). Onnak Ha peansHuX (ororpadisx moxens «Textured»
npoaeMoHcTpyBana B 11.6 pasis Bummit MAP@0.5, nopisHsiHO 3 pe3ynbratoMm Moaeni « Whitey. [Tokasuuk moBHOTH (recall) ms
TEKCTYpOBaHOT MoJieli BUsBUBCS B 10.3 pa3u BHIIMM, HiX y MOJIEI, 1110 OKJIajaacs JIMIIe Ha TeOMETPHYHY (opMy.
BucnoBkn. ®otopeaicTHUHa TEKCTypa € KPUTUYHO BXJIMBUM YHMHHHKOM I ycmimHoro Sim2Real mepenecenns. Bona
3abe3mneuye GOpMyBaHHS B paHHIX IIapax HEHPOHHOI MEPEXi YHIBEpPCATbHHUX HU3LKOPIBHEBUX O3HAK, SKi € HEOOXITHUMH IS
po3mi3HaBaHHS 00’€KTIB y pealbHOMY cepenoBuili. SIkicHe TekcTypyBaHHs 3D-aceTiB citif po3risiiaTté sIK CTpaTeridyHuUi
MIPIOPHUTET, a He IOTIOMDKHHI eTar Bizyasi3aii.

Knwwuoei cnosa: cunmemuyni Oani, komn'tomepuuil 3ip, Oemexkmy@aHHs o00'ckmis, po3pus mixc oomeHamu, podacmHicms
MoOeneul, CmiliKicmb 00 3C)y8Y OOMEHY.

Ax muryBatu: Kopmenko B. C., Y3nos . 10., “Ouinka BIiuBYy HasBHOCTI ()OTOpeasiCTHYHOL
TEKCTYpHU IIPH TeHeparlii CHHTETHYHOTO JJATaceTy Ha TOYHICTh MOJENel KOMII I0TepHOTo 30py”. Bicnux
Xapkiscvroeo Hayionanvbroeo yHigepcumemy imeni B. H. Kapasina, cepia Mamemamuune MoOento8anHs.
Inpopmayivini  mexwnonozii. Aemomamusosani cucmemu ynpaeninusa. 2026. Bum. 69. C.41-58.
https://doi.org/10.26565/2304-6201-2026-69-04

How to quote: V Korshenko, D.Uzlov, “Assessment of the impact of photorealistic textures on the
accuracy of computer vision models using synthetic datasets”, Bulletin of V. N. Karazin Kharkiv National
University, series Mathematical Modelling. Information Technology. Automated Control Systems, vol.
69, pp. 41-58, 2026. https://doi.org/10.26565/2304-6201-2026-69-04 [in Ukrainian]

Beryn

CyuacHi JJOCSATHEHHS B Tally3i KOMIT IOTEPHOTO 30pY, OCOOJIMBO B 337]a4ax JIETeKTYBaHHS 00’ €KTIiB Ta
CEMaHTUYHOI CerMeHTallii, HEPO3PUBHO MOB’A3aHi 3 BUKOPUCTAHHIM IITMOOKHX HEWPOHHHUX MEPEX, sKi
JUIsL CBOT'O HaBYaHHS MOTPEOYIOTH BEJIMKUX OOCSTIB SIKICHO aHOTOBaHMX JaHMX [1].

IIpote mporec 300py Ta pydHOI PO3MITKH pEabHUX 300pakKe€Hb € HAJ3BHYAHHO TPYIAOMICTKHM,
(GiHAHCOBO BHUTPATHUM 1 YacTO TOB’SA3aHMHA 3 JIOTICTUYHHUMU a00 ETUYHUMH OOMEKeHHAMH [2].

© Kopenko B. C., Yanos [. {O.., 2026
This is an open access article distributed under the terms of the Creative Commons Attribution License 4.0.

BY



https://doi.org/10.26565/2304-6201-2026-69-04
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
mailto:v.korshenko@karazin.ua
https://doi.org/10.26565/2304-6201-2026-69-04
https://doi.org/10.26565/2304-6201-2026-69-04

ISSN 2304 -6201 Bulletin of V.N. Karazin Kharkiv National University
42 series «Mathematical modeling. Information technology. Automated control systems» issue 69, 2026

Ili BUKIWKH CTalOTh OCOOJHMBO TOCTPUMH TpH poOOTI 3 PIAKICHUMH CIEHApisIMH — HaINPHUKIA,
aBapiiHUMU CHUTYyallisIMU JUIA OE3MUJIOTHUX TPaHCHOPTHUX 3aco0iB, abo B yMoBax, ne 30ip JaHHX €
HeOE3MeUYHUM YU HEMOXKITUBUM [11].

VY BigmoBigs Ha 1 MpoOiieMu, Bce OUMBIIOT MOMYIspHOCTI HaOyBa€ BUKOPHUCTAHHS CHHTETHYHUX
JAaHMX, 3TEHEPOBAHMX 32 JOIIOMOTOI0 KOMIT T0TepHOi rpadikm [1].

CyuacHi rpadivni pyuii, Taki sk Unity Ta Unreal Engine, no3Bomnsitots cTBOproBaTy (h)OTOpEaNiCTUYHI
CIIEHH, SIKI MICTSTh IMOBHICTIO KOHTPOJHOBAHI IMapaMeTpH OCBITJICHHS, TEKCTYp 1 MaTepiamiB, a TaKoX
aBTOMATUYHO TEHEPYIOTh PO3MITKY (0OMEXyBajdbHI TPSIMOKYTHHKH, MAacKH CETMEHTallii, KapTH
rmbunn) [10].

et miaxin 3HiMae 0OOMEXKEHHS, TIOB’ s13aHi 3 OpaKoOM JIaHuX, 3a0e3meuye cTabiIbHICTh SIKOCTI aHOTAIlIN
Ta JI03BOJISIE MAacIITa0yBaTH EKCIIEPUMEHTH 0e3 BTPaTH KOHTPOIBOBAHOCTI [3].

3pocTaHHs BOTO HAMPSIMY MiATBEPIKYETHCS aKaJeMIuHUMHU aHalli3aMH, SIKi BKa3ylOTb Ha CTPIMKe
PO3IIMpPEHHS PUHKY Ta 3aCTOCYBaHb CUHTETHYHHUX JaHuX [18].

Opmnak, He3BaKAIOYW Ha TIEpEBard, KIOYOBOIO MPOOIEMOIO 3IHINAETLCS TaK 3BAaHUN PO3PHB MiK
nomenamu (domain gap a6o Sim2Real gap), sikuii TPOABIAETHCS y 3HIDKCHHI TOYHOCTI MOJIENeH mpu
nepexoii 3 CUMYJISIIMHNX A0 peabHux Janux [12].

Le#t po3puB 3yMOBJICHHI CTATUCTHYHUMH Ta Bi3yaJbHUMH BiJIMiHHOCTSIMH MK CHHTETUYHHMH Ta
peaTbHUMU 300paKEHHSIMH — Bifl TEKCTYp 1 IIyMy CEHCOPIB IO CKJIAJHOCTI OCBiTIeHHA Ta ¢oHy [13].
Jiis motoniaHHs 1i€i mpoOJieMH HayKOBa CILIbHOTA po3po0uiia TpH OCHOBHI cTpaTerii [6]:

1. Jowmenna pangomizanisi (Domain Randomization, DR) — BapitoBaHHs TeKCTyp, OCBITICHHS,
pakypciB i MaTepiaiiB y IIMPOKOMY (HaBiThb HE pPEANTiCTUYHOMY) Miamma3oHi, IO JO3BOJIAE MOJENi
HABYMTHUCS y3arajlbHIOBaTH HE3aJIEKHO BiJl KOHKpEeTHUX yMOB [3], [4];

2. Jlomenna apanranis (Domain Adaptation, DA) — craTHCTHYHE y3TOMKEHHS PO3MOALIIB O3HAK
MIX JIOMEHaMH 3 BUKOPHUCTaHHSIM HEHPOHHHIX Mepex ad0 3MaralbHUX METOMIB [5], [6];

3. IligBumenns ¢dotopeanismy (Photorealism) — ¢isnuHO KOpeKTHE BIATBOPEHHS TEKCTYP,
MaTtepialiB i OCBITICHHS I 3MEHIICHHS Bi3yallbHOI PI3HHII MK CUMYJISILIHHIM 1 pealbHUM CBiTOM [7],

(8].

Came TpeTiii miaxia € PoKycoM IbOTO JOCTIIKEHHS.

INomepenni podoTu Hinterstoisser et al. [7] npogeMoHCTpYBaH, 1110 BUKOPUCTAHHS BUCOKOSIKICHUX,
¢doTopearicTHYHNX CHHTETHYHUX JaHUX MOXKe 3a0e3NMeunTH NPOAYKTHUBHICTh, HAOMIDKEHY MO
pe3ysbTaTiB HaBYAHHS Ha peasibHUX BUOipKax. BogHoUac BHECOK OKpeMUX acIeKTiB peanisMy — 30KpeMa
HasBHOCTI 200 BIJICYTHOCTI TEKCTYpH 00’ €KTa — 3AJIUIIAETHCS HEIOCTATHLO BUBUCHHM,

Hocmimkenns Jackson et al. [4] moka3yroTh, 1110 HaBITh Y MeXax JJOMEHHOI paHAOMIi3allii CKIaIHICTh
TEKCTyp MiJBHINYE TOYHICTH MOJEJIEH, IO BKa3y€ Ha KIIOYOBY pPOJIb TEKCTYpHOI iH(opMarii y
(hopMyBaHHI IEPECHOCUMHX O3HAK.

TeopeTHuHy OCHOBY IIbOTO MIPUMYIIEHHS 3akiann Yosinski et al. [8], siki ekcriepuMeHTaNBHO JI0BEIH,
10 paHHI Mapy 3TOPTKOBUX HEMPOHHUX MEPEX HABYAIOTHCS PO3Ii3HABATH YHIBEpCAIIbHI HU3bKOPiBHEBI
o3Haku (TpajlieHTH, Kpai, KOJILOPOBI IMEPEeX0Jiu), TOAI sK IMI3HIIN — CIHeI[iali3oBaHi, 3aJeKHI Bij
KOHKPETHOT 3a/1aui.

Ile o3Hauae, 1m0 came SKIiCHA TEKCTypW3alisi CHHTETHYHMX OO0 €KTIB MOXKE IOKpaIlyBaTu
MEPEHOCUMICTh MOJEJ IpH TepexoAi MK JIOMEHaMH, OCKiIbKM 30arauye ii BXigHI CHUTHaIH
HU3bKOPIBHEBUMH XapaKTEPUCTHKAMH, CITUTLHUMH JIJIs1 000X CepeIOBHIIL.

MerToro gaHo1 poOOTH € eKCIIEpHUMEHTaIbHA Ta KiIBKICHA OIIHKA BIUTUBY (DOTOPEaTiCTUYHOI TEKCTYPH
iJTHOBOTO 00’€KTa B CHHTETHYHHMX JaTaceTaX Ha e(eKTHUBHICTh JNETEKTyBaHHA 00’ €KTIB MOJEILIIO
apxitektypu YOLO[10] npu mepexo/ii BiJj CHHTETUYHHUX JI0 pealbHux Janux (Sim2Real).

Jns mocsirHeHHS TOCTaBJIEHOT METH Oylno po3po0JIeHO KOHTPOJIHOBAHHM E€KCIIEPHUMEHT, y SIKOMY
BapilOBaBCs BUKIIOUHO (akTop TeKcTypuzauii 3D-mMozeni, Toi SK yci iHII mapaMeTpy CLEHH, TPOLecy
HABYAHHSA Ta BAIAAT 3aJIMIIAIUCA HE3SMIHHUMU.

Bucynyta rinoresa nonisirae B TOMy, 0 came ()OTOpPEaNiCTUYHI TEKCTYPH € OJHUM i3 KIIFOUOBUX
YMHHHUKIB 3MEHIICHHS po3puBy Sim2Real, migBHIIyrOuM TOYHICTH Ta Y3araJllbHIOBAHICTH MoJeJel
KOMIT FOT€PHOTO 30Dy .
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2. Marepiajau Ta MeTOIH

Leit po3min geTanbHO OMUCYE METOAOJOTiI0, BUKOPHCTAHY U MEPEBIPKH HAIIOl JOCHITHUIIBKOT
rinote3n. EkcrnepuMeHTanbHUi Au3aiiH Oyjao po3poONeHO TakKMM YWHOM, 1100 3a0e3nednTH
KOHTPOJIbOBaHI YMOBH JJISl 1307l Ta KIIBKICHOI OLIHKH BIUIMBY (POTOpEANiCTUYHOI TEKCTypH Ha
e(heKTUBHICTH MOJIENI KOMITTOTEpHOTO 30py. Iporec mocmimkenHs O6yno MOCTiTOBHO PO3ALIEHO HA TPH
ocHOBHI etamny: (1) reHepalist JBOX BapiaHTIB CHHTETUYHOTO IaTaCETy, IO BiAPi3HAIOTHCS JIHIIE OJHIEI0
[ITHOBOIO XapaKTEPUCTHUKOIO; (2) HaBYaHHS JBOX 1IEHTHYHUX MOJENIel NeTeKTyBaHHS 00'€KTiB Ha IIUX
JaTacerax 3a OJHAKOBHX yMOB; (3) Bawmifarlisi Ta MOPIBHSJIGHHIA aHAJI3 MPOTYKTHBHOCTI MOjeTed Ha
HE3JIeKHUX TECTOBHX HAOOpax, IO MICTITh peabHi 300pakeHHS.

OCHOBOIO HAlIOTO E€KCIIEPUMEHTY OYyJO0 CTBOPEHHS BHCOKOKOHTPOJHOBAHMX CHHTETUYHUX HAOOPiB
mauux. Llei migXia J03BONHMB HaM 130JIFOBaTH BILTUB TEKCTYpH 00'€KTa SIK €IWHOI 3MIHHOI, YCYHYBIIH
CTOPOHHI (hakTOpH, SIKi MOTJIM O BIUIMHYTH HA Pe3yNbTaTH HaBYaHHS Moxeni. {7 renepanii 300pakeHb
Oyno oOpaHo irpoBuii pymiii Unity, ockinbky BiH HaJa€e IMUPOKUA HAOIp IHCTPYMEHTIB JJIsl CTBOPCHHS
(hoTOpeaiCTHYHUX CIIeH, CUMYJIAIT OCBITIIEHHS Ta aBTOMAaTH3allii mporecy 300py MaHUX 3 iealbHO
TOYHOIO PO3MITKOIO.

[ cTBOpeHHsS BipTyalbHOTO CepeloBMINAa MH BHKOpHUCTanu rotoBy 3D-cueny micy (Puc. 1),
BUKOpHCTaHy Ha mijacrasi minen3ii Unity Asset Store Ta ii ymoB Bukopuctanss. Ll ciieHa cTBOproBana
ONTHMAThHHUNA Bi3yaldbHHA KOHTEKCT 3 MPHUPOJHUM OTOUYEHHSM, IO MICTHTh Pi3HOMaHITHI ()OHOBI
00'exTH (AepeBa, KyIlli, TpaBy) Ta HEOTHOPIAHMI JJaHAA(T, M0 JO3BOIKMIO 3reHEPYBATH CKIIAHI JUIs
aHaJi3y 300paKCHHSI.

Puc. 1: Cyena nicy, wo 06yia ukopucmana ax OmoyeHHs 0Jis po3MiujeHHs Mooeli Yinbo8o2o 06 ekmy
Figure 1: Forest scene used as the environment for placing the target object model

B sikocTi 1iikoBOro 00'eKTa I IeTeKTYBaHHs 0yi10 oOopaHo 3D-moxens kauku (Puc. 2). Lleii BuGip
OyB 3yMOBJICHHI TpbOMa OCHOBHMMH NpuunHamu. [lo-miepiie, 3 TOYKH 30py reoMerpii, 00'ekT Mae
MOMipHY CKJIaJIHICTb: BiH NMOEAHYE IUIABHI KOHTYPH Ta BUTHYTI IOBEPXHi, aJle HE Ma€ HAAMIpHO APiOHUX
JeTajeld, TaKuX sIK XyTpO YW OKpeMi mepa, M0 MOrjio O yCKJIQAHWTH aHalli3 BIUIMBY caMe 0a30BOi
TekcTypu. [lo-npyre, pi3HOMaHITHICTh PUPOJHUX 3a0apBlieHh KAYOK POOUTH iX UyZOBUM MPHKIIAJIOM
JUTS. BUBUYEHHSI BaXKJTUBOCTI TEKCTYpHUX 03HaK. [lo-Tpere, HasiBHICTh BUCOKOAETaNi30BaHuX 3D-Monenei
y BUIBHOMY AOCTYHi CHPOCTWJIA MiATOTOBKY /A0 €KcllepuMeHTy. Mozaenb Oyjo po3MillleHO y LeHTpi
CIIeHH, MO0 3a0€3MeUUTH JIOCTATHIH TPOCTIp IS MO3UIIOHYBaHHS KaMepH 3 Pi3HUX PaKypCiB.
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Puc. 2: Cyena 3 posmiwenum y yenmpi yinbosum 06’ €ekmom
Figure 2: Scene with a target object placed in the center

OcBiTneHHs B ClIeHI OyJlo peai3oBaHO 3a JOMOMOIOI OJHOTO TJI00aJbHOTO JPKEpena CBITJIA THITY
Directional Light, mo imiTye coHsaHe cBitio. /[yt mOCSTHEHHS M'SKHX Ta PEeayiCTHYHUX TiHEeH OyIo
BcTaHoBIIeHO mapametp Shadow Type y suadenns Soft Shadows, a intencuBHicTs cBiTia Intensity —2.27.
HamamryBanust otodeHHs1, Taki sik marepian Heba (Skybox) Ta 3aranpHe po3scisiHe cBiTiO (Ambient
Color), Takox Oysu ckOH(}IrypoBaHi AJ1sl CTBOPEHHS NPUPOIHOI JeHHOT atMochepu. Bin ux napamerpis
3aJIe’KaJId KITIOYOBI Bi3yallbHi aCIIEKTH CLIEHHU: SICKPABICTh, KOHTPACTHICTh, KOMIp TiHEH Ta BiAONHCKU Ha
MOBEPXHSIX.

36ip 300pakeHb BHKOHYBaBCsS 3a JOMOMOror BipTyanbHOi kamepu (Puc. 3), mosumis sikoi
KOHTPOJIFOBAJIACS CIIEHiAIHO PO3POOICHUM CKpUITOM. L{eif CKpHunT J03BOJIMB aBTOMATH3yBaTH MPOLEC
3WOMKH, CHCTEMAaTHYHO IMEPEMIlllyIoud Kamepy HaBKOJIO LIhoBOro ob'ekra. Kamepa obGepramacs Ha
¢ikcoraniii Bifcrani (Distance = 35 oxunuie) 3 BU3HAUECHUM KpokoM 1o ropusonTtan (Horizontal Step
= 20 rpanyciB) Ta Beptukaii (Vertical Step = 30 rpaayci). Takuii migxia rapantysas, 1o o0'ekT Oyzie
3HATO 3 BEJIMKOT KIILKOCTI Pi3HOMaHITHHX, aJie BiITBOPIOBAHUX PaKypCiB.

Puc. 3: Bipmyanvha kamepa, posmiyena Ha cyeui, ma ii noie 30py
Figure 3: Virtual camera placed on the scene and its field of view
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lonoBHOIO YMOBOIO €KCHEpUMEHTY Oylio CTBOPEHHS JBOX HAOOpIB JaHUX, sKi O BiApi3HSIIUCS
BUKJIFOYHO TEKCTYPOIO LiNbOBOro 00'ekTa. Yci iHII napamerpu — reometpis 3D-mozeni, HanamTyBaHHs
CIICHH, OCBITJICHHS, TPAEKTOPisl PyXy KaMepH — 3aJHIIAIHCS aOCONIOTHO IICHTUYHUMHU I 000X
BUIIAIKIB.

Haracer 1 - "Textured" (Bepxust monosuna Puc. 4): [lns uporo Habopy maHux Ha 3D-Moenb Kauku
Oyno HakmaeHO BHUCOKONETai30BaHy, (oTopeamicTHUHy TEKCTypy, sKa iMiTyBalia NPHUPOJHE
3a0apBIIeHHS NITaxa.

Hatacer 2 - "White" (Hmwxus momoBuHa Puc. 4): ¥V mpomy Bumagky Ta cama 3D-monens
BUKOPHCTOBYBAJIACs 3 MPOCTOK0 MOHOXPOMHOIO 01JI0I0 TeKCTyporo. BoHa He Hecna yoaHoi iHpopMartii
IO KOJIp YW MATePHH, JO3BOJISIFOYM MOl CIMPATHCS JIMILIE HA TeOMETpU4Hy (opMy 00'ekTa, HOro
CHITYeT Ta 3aTiHEHHS.

Takuii migxix JO3BOJIMB HaM CTBOPUTH JIBI TapayebHI PealbHOCTI JJIs HAaBYaHHS, JC €JIMHOIO
BIIMIHHICTIO OyJ1a HasIBHICTh a00 BIACYTHICTh TEKCTYPHUX O3HAK.

Puc. 4: [lobiune nopisusanus ioenmuynux kaopie 3 oamacemy "Textured" (eecopi) ma "White" (enu3zy)
Figure 4: Side-by-side comparison of identical frames from the “Textured” (top) and “White” (bottom) datasets

[Iponiec po3miTku naHUX (CTBOpEHHsI OOMEXYBaIbHUX MPSMOKYTHUKIB, a00 bounding boxes) Oys
MOBHICTIO aBTOMaTH30BaHUHM 3acobamm Unity. [l KOXHOIO 3reHEpPOBAaHOTO KaJpy CKpPUIT
PO3paxoByBaB TOUHI €KpaHHI KOOPJMHATH BUANMOI YaCTHHH ILTBOBOTO 00'ekTa. Lle nocsranocs nuisixom
BuIyckanHs rmpoMeHiB (RayCast) 3 kamepH 10 KOXKHOI'O MIKCeJIs eKpaHa; sSKIIO MPOMiHb HepeTuHas 3D-
MoJeNb 00'ekTa, HOro KOOPIMHATH BHUKOPHCTOBYBAJHMCS Ui BU3HAUCHHSA KpaiHIX TOYOK (BEPXHBOI,
HIDKHBOI, J1iBOI, paBoi), Ha OCHOBI AKHX 1 OyayBaBcsi 0OMeXyBalbHUI NpAMOKYTHUK . KoopanHatu
30epiranaucs y TekcroBoMy Qaitii y opmari, cymiciomy 3 YOLO.

Hns xoxHoro 3 aBox cuenapiiB ("Textured" ta "White") Oyno 3renepoBano mo 342 yHiKaJbHHUX
300pakeHHs. OTpuMaHi AaHi OyJiM PO3AiJIeHI HAa HABYAIBHY Ta BajJilaliiiHy BUOIPKH y CITiBBiJHOILIECHHI
npubu3Ho 80/20:

e 273 300paxkeHHS JUIs1 HaBYaHHSI.
e 69 300paXkeHb IS BaJTiaLlii.
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Posnomain Oymno 3miiiCHEHO TaKUM YUHOM, 100 300paskeHHS 3 OJTHAKOBHX PAKypCiB B 000X JaTaceTax
NOTPAIUSIIN Y BiANOBiAHI BUOIpKM (HaBUaJbHY 1O HaBYalbHOI, BalijaliiiHy A0 BaligauiidHOI), 1O
3a0e3MeYmIo MOBHY y3Tr0/KEHICTh YMOB [T NOJAIbIIOT0 HABUYAHHS Ta MOPIBHIHHS MOJACTCH.

2.1 ApxiTeKkTypa Ta HABYAHHS MO/eJi 1eTeKTYBaHHsI 00'€KTIiB

Jns 00'€eKTUBHOTO MOPIBHSAHHS BIUIMBY TEKCTYpHU OyJIO KpUTHYHO Ba)KJIMBO, 100 OOHMIBI Mozedni
("textured" Ta "white") Oynm imeHTHYHUMHE 3a apXiTEKTypOIO Ta HABYAIHUCS 32 aOCOJIOTHO OIHAKOBUX
ymoB. Le#t migpo3ain onucye BUOip MOeNi, CTpaTeTiio i1 HaBYaHHS Ta KOHKPETHI TilleprapamMeTpH, 1o
BUKOPUCTOBYBAJIHCS JIJIsI 3a0€3MCUSHHS BiATBOPIOBAHOCTI EKCIIEPUMEHTY.

B sikocTi 6a30B01 apxiTeKTypH AJsl BUPILLIEHHS 3a/adi IETEKTyBaHHS 00'eKTiB Oyio 0OpaHoO MOZAETb
YOLOV11s 3 penmo3utopiro Ultralytics. L{s mogens € mpeacraBankom cimericta YOLO (You Only Look
Once), ske 100pe BiIOME CBOIM OallaHCOM MiX IIBUAKICTIO poOoTh Ta TouHicTiOo. KoHdiryparis "s"
(small) € monermeHow0 Bepcieto, MO MICTUTH ONMM3BKO 7 MiJbiOHIB mapaMeTpiB. Takuii BuOip OyB
3yMOBJICHUI NparMaTHYHUMH MIPKYBAaHHSAMH: MaJlii 0OCAT Bar MojeNi 3HaYHO 3HWKYE BHMOTH JIO
00YNCITIOBATIFHUX pecypciB, 30kpeMa 10 obcary Bimeomam'sati (VRAM), mo m03BONMIO MPOBOAWTH
cepito excriepuMenTiB Ha GPU cepennbporo kiacy Ta NpucKOpPUTH iTepauii JOCTiIKeHHS.

Hapuanns rnubokoi HEHPOHHOT Mepexi «3 HyJsD» Ha HAIIOMY BiIHOCHO HEBEIMKOMY HAaBYAILHOMY
Habopi 3 273 cHHTETHYHUX 300pakeHb HEMHHYYE MPU3BEIIO O 10 CHIIBHOTO nepeHaBuanHs (overfitting),
KOJIM MOJIENb i7icaibHO 3amaM’ ATOBYE HaBUANbHI PUKIIAJIH, aJle BTpayac 3JaTHICTh O y3araJbHEHHS Ha
HOBHX JAaHuX. I1[06 YHUKHYTH 1i€l MpoOIeMH, MM 3aCTOCYBAIIH CTPATETII0 TIepeHoCY HaBYanHs (transfer
learning).

Mu Bukopuctanu mozeiabr YOLOvlls, momnepeHbO HAaBUEHY Ha BEIMKOMY Ta Pi3HOMaHITHOMY
naraceti COCO (Common Objects in Context), sKuii MiCTUTh MITBHOHH 00’ €KTIB Pi3HUX KJIACIB.

3rigHo 3 Yosinski et al. [8], parHi mapu 3ropTkoBHX Mepex (OpMYyIOTh YHIBEpCaabHI HU3bKOPIBHEBI
03HaKW (TPalieHTH, KOHTYPH, TEKCTYPH), SIKi JIETKO IIEPEHOCITHCS MiXK JTOMEHAMH.

Ile mosicHIOe, YOMy BHUKOPHUCTaHHsS NoOIepeaHbOo HaTpeHoBaHUX Bar YOLOvVI1, oTpumaHux Ha
Benukiii 6a3i COCO, crpusie kpaimomy transfer learning mia uac HaB4aHHS HA CHHTETHYHHX JaHUX.

Taka 31aTHICTh J0 aJanTallii € KIIOYOBOK JUIS 3MEHIIeHHs po3puBy Sim2Real ta 3abesmeuye
Y3TO/IKEHICTh Pe3yIbTaTiB Mi’K CUMYJILOBAHHM 1 pealIbHUM CepeIOBHILAMH.

Leit miaxim TpyHTYeTbcs Ha (PyHIAMEHTAILHOMY CIIOCTEPEKEHHI, 10 PaHHI 3TOPTKOBI IIApH
HEHPOHHOI MepeXi HaBYAIOTHCS PO3ITi3HABATH 3arayibHI HU3bKOPIBHEBI Ta CEPETHBOPIBHEBI 03HAKH, TaKi
SK Kpai, TpaJieHTH, KOJIbOPOBI IIAMHU Ta 0a30Bi TekcTypH. Lli 03HakM € yHIBepCaTbHUMU 1 KOPUCHUMH
JUTSI IIMPOKOTO CHEKTPa 3a1a4 KOMIT I0TepHOTro 30py. HaToMicTk, Oijbill riIHOOKI MIapH, 10 3HAXOAATHCS
Oy K4e 10 BUXOLY MEPEexKi, CIeTialli3yI0ThCS Ha BUSBICHHI BUCOKOCTIEIIM(ITHNK O3HAK, 110 CTOCYFOTHCS
KOHKPETHHX KJIaCiB i3 moyarkoBoro jaatacery (Hanpukian, COCO).

TakuM YUHOM, CTpATETIs MOJIsTana B TOMY, 100 30eperT KOpUCHI YHiBepcallbHi (QiIBTPH 3 KKiCTIKa)
(backbone) mozmenmi Ta amantyBatu smine il «rosoBy» (head) no wamoi crenudivHol 3amadi —
JIETEKTYBaHHS OJTHOTO KJIACy «KAuKay.

Jlnst 3a0e3nedyeHHs cTablIbHOTO Ta €(PEeKTUBHOTO HaBYAHHS OYJIO pO3pO0JICHO JBOCTAITHY CTPATETIIO,
sKa MO€IHyBaja "3aMOpo3Ky" MapiB Ta TOHKE HaJaIITyBaHHSI.

Etan 1: "Po3sirpis" ronosu nerekropa (Head Warm-up). Ha npomy eramni metoro Oyno aganTyBaTu
JUIIe BUXIiTHI, KiIacuQikamiiiHi mapu Mofeni 0 HOBOTO 3aBJaHHs, HE 3adinarodyu CcTalijabHI Baru
NoTIepeIHbO HaBYCHOTO KicTsika. [l nporo nepmi 10 mapiB HelpoHHOT Mepexi Oynu "3amMoposkeHi”
(mapamerp freeze=10), ToOTO iXHi Baru HE OHOBJIOBAIMCS IIiJ] YaC TPaTiEHTHOrO crycky. HaBuaHHs
TPHUBAJIO TPOTSITOM 5 €T10X 3 BiTHOCHO BUCOKOIO MIBUAKICTIO HaBYaHHS (learning rate) 10*. Takuii migxiz,
pexomennoanuii Ultralytics, 103Boisie MBUAKO afanTyBaTH MOJEIH JIO HOBOTO Kiacy 0e3 pU3HKY
pyHHYBaHHS yHiBepcalbHUX (IBTPIB.

Etan 2: Tonke nanamryBanss Beiel mepexi (Full Network Fine-tuning). Ilicas toro, sik "romosa"
Mojieil Oyna ajanToBaHa, MU "pO3MOPO3MIN" BCIO MEPEXKY 1 MIPOJOBKIMIIU i1 JOHABYAHHS MPOTsAromM 80
ernox. Ha mpoMy erami mBuakicTh HaB4aHHA OyJ10 3HAYHO 3HMKEHO 10 3*107°. Mera Hporo eramy —
JO3BOJIUTH BCIM LIapaM MOJIEJi, BKIIOYHO 3 PaHHIMH, TOHKO HiAJalITyBaTucCs MiJx crneuu@iky Halmx
CHUHTETHYHHX JaHUX, 30epiraroud Hpu IbOMY CTaOUIBHICTH I'Paji€HTIB 3aBISKHW HHU3bKiH IIBUAKOCTI
HaBuaHHs. Bubip Takoi komOiHaIii (kopoTkuii "po3irpi" + TpuBalie TOHKE HANAIITYBaHHS ) CIIUPABCS HA
pe3yabTaTH JAOCHIKEHD, SIKI MIOKA3ajIM, 110 TaKWi ITiX1]1 MiIBUIIYE CTa0lIbHICTh Ta KIHIIEBY TOYHICTh
MO/IelTi, 0COOJIMBO B YMOBaX 3HAUHOT'O PO3PHUBY MiXK JOMEHAMHU.

B Tabunuiii 1 HaBeieHO MapaMeTPpH T0€TAITHOTO HaBYaHHSI.
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Tabauys 1. Ilapamempu 08oemaniozo HA84aHHs
Table 1. Parameters of two-stage training

Eramn [Tapu st | Emoxm HIBuakicTs 3amoporkeHi Mera
HaBYaHHS naByanus (LR) | mapu (Freeze)

1 TonosHi 5 1*10* 0-9 Ananrysatu
JETEKTOpHI knacudikatop A0
head-mapu kiracy duck 0Oes

pyHHYBaHHS
YHIBEpCaIbHIX
¢inbTpiB.

2 Ves mepexa 80 3*10° -1 Tonko
Mi/UTalITyBaTH ~ yci
piBHI, 30epiratoun
CTaOlIbHICTD
TPami€HTIB.

Jns rapaHTyBaHHS TOBHOI BiTBOPIOBAHOCTI pE3yJbTAaTiB yCi EKCICPUMEHTH IPOBOAUIHCA Y
JETEPMiHOBAHOMY PEXUMI.

Bys0 3adikcoBaHO MOYATKOBE 3HAUCHHS TeHEPATOpa IICeBIOBUIIAIKOBUX uucen (Seed = 42) st BCix
eTariB HaBYaHHA, IO 3a0€3MeUYwIO iIEHTHYHY iHIMiai3allito Bar i MOCTiIOBHICTh MOJadi JaHUX MPH
KOXXHOMY 3aITyCKy MOJIEJII.

Takuit minxin BianoBinae 6a30BUM MPUHIMIIAM HAYKOBOI BiATBOPIOBAHOCTI B MATMHHOMY HaBYaHHI,
ommcanuM y poboti Picard [19], ne HarononryeThcs Ha BaXKITMBOCTI KOHTPOJIO CTOXaCTUYHHX TIPOIIECIB
JUTS. KOPEKTHOTO MOPiBHSIHHS PE3YJIbTAaTiB MiXK €KCIIEPUMEHTAMH.

Y X071 HaBYaHHSI 3aCTOCOBYBAINCH TaKi OCHOBHI TilepriapaMeTpH:
e Batchsize: 32
Learning rate: 1*10* (etan 1) / 3*10° (etan 2)
OnTumizatop: Adam [20]
@yukuis Brpat: komoOiHaiis Binary Cross-Entropy Ta Complete loU Loss (CloU) [21]
Po3mip BxigHux 300pakens: 640x640 mikcenis
Freeze: 10 mapiB Ha etarni nmonepeHb0I ajanrarii
Epochs: 5 + 80 (aBocTyneHeBe HaB4YAHHS)

Onrumizatop Adam (Adaptive Moment Estimation) Oyno o6pano uepes ioro eekTUBHICTb 1 IIBUIKY
30DKHICTh MPU TOHABYAHHI MOJIeTIei Ha HEBEIIMKUX HaOOpaxX JaHHX.

Sk mokazano y po6orti Kingma ta Ba [20], neii anropuT™ alanTUBHO KOPHUTYE MIBUIKICTh HABYaHHS
JUTsE KOXKHOTO mapaMerpa, moennyroun nepesarn AdaGrad i RMSProp, mio 3abesmneuye mBuiLry
cTabiizarito TpajieHTiB.

®yukuis BTpar noearye Binary Cross-Entropy (BCE) mist knacudikariiinoi ckiagosoi ta Complete
loU Loss (CloU) mist perpecii o0MexyBaabHUX PaMOK.

3rigHo 3 mochimkenHsMm Zheng et al. [21], CloU BpaxoBye He JMile TUIONLY TEPETHHY PaMOK, a i
BiJICTaHb MiX IX IIEHTPAMH Ta CITiBBiTHOIIIEHHS CTOPIiH, 110 JO3BOJISE MOJIENi e(peKTHBHIIIIE TOKAIi3yBaTH
00’€KTH B KaJIpi MOPIBHSIHO 31 3Bu4aiftHuM loU.

Jlo1aTKOBO BUKOPUCTOBYBAIACh CTPATETisl TNIABHOT'O 3HMKEHHSI IIBUIKOCTI HABYAHHS 32 KOCHHYCHUM
3akoHOoM (Cosine Annealing Scheduler) [22], peanizoBana napamerpom C0S_Ir=True.

Merton OyB ynepiie onucanuii y po6oti Loshchilov i Hutter [22] i noBiB cBOIO e(heKTHBHICTH Y
3ano0iranHi «repecTpruOyBaHHIO» Yepe3 JIOKaIbHI MiHIMyMH, 3a0€31e4y04r OiJIbII TUIaBHY 301KHICTH 1
Kpallly TeHepati3alilo Ha Mi3HiX eTarnax HaBuyaHHA.

Takox 3acTOCOBYBaBCSl MexaHi3M «mporpiBy» (Warm-up) [23], mpoTsSroM IMepHmHx ABOX €MoX
(warmup_epochs=2), koJii MBUIKICTh HABYAHHS IOCTYIIOBO 301JIbIIIyBaIacs Bi/l HyJIsl 10 BCTAHOBJICHOTO
3HAYCHHS.

Sk mokazaHo y po6oti Goyal et al. [23], Takuii miaxix crabinizye onTHMi3awilo, 0OCOOIUBO MiA Yac
MMOYATKOBHUX €TalliB TPEHYBAaHHS MOJICIICH 13 BEIMKUM PO3MIpOM OaTdy.
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VY CyKymHOCTI Il MpoLeaypH — AETEPMiHi3allisl, aJanTHBHA ONTHMI3allisg, KOMOIHOBaHA (PYHKIIis
BTpaT, MJIaBHA 3MiHa IIBWAKOCTI HAaBYaHHS Ta €Tam MporpiBy — 3a0esnednnu cTabinbHy 301KHICTB,
CTIMKICTB 10 KONKMBaHb TPAAI€HTIB 1 BIATBOPIOBAHICTh PE3YJIbTATiB EKCIIEPUMEHTIB.

2.2 ExcriepuMeHTaJIbHA BaJIiIallis Ta METPUKH OL[iHIOBAHHSA

[Ticns 3aBepIiueHHS HABYaHHS JBOX Mojenei — "textured" Ta "white" — HACTYITHUM KPOKOM cTaia IXHs
BceOivHa Baiijalis Ta MOPIBHIBHUNA aHami3. s oTpuMaHHS 00'€KTUBHUX Ta HaIiHHUX Pe3yJIbTaTiB
Oy70 po3poOIEHO METOMOJIOTII0 OIHIOBAaHHS, $Ka BKIIOYala BUKOPWUCTAHHA [BOX CIHEMialbHO
MiATOTOBJICHUX TECTOBUX HAOOPiB JaHMX Ta HAOip CTAHAAPTHUX METPHK SKOCTI [Isl 3a/1a4 ACTEKTYBaHHS
00'eKTiB.

o6 OomiHUTH TPOMYKTHUBHICTH MOJENEH y PI3HMX yMOBaX, MH IITOTYyBald [Ba HE3AIEKHUX
TECTOBHX JIaTaceTH, KOJKEH 3 SIKUX MaB CBOIO CTICHU(IUHY METY.

TecroBuii matacer 1 - 3mimanuii HaGip g 6a3oBoi oninku. llel HaGip micTuB 30 CHUHTETHYHUX
300pakeHb, B3ATHX MOPIBHY 3 BaliJaliiHUX BHOIPOK 000X HAaBYAJIHHHMX JaTaceTiB, Ta 12 peambHUX
doTorpadiit MiTbOBHX 00'€KTIB (KAa9OK).

OcHOBHa MeTa IIbOTO JaTaceTy — BUKOHATH "MepeBipka amekBaTHOCTI" (sanity check). Ilo-mepuue,
OI[iHKa Ha 3HAHOMUX CHHTETHYHHX NIaHUX JO3BOJMJIA TEPEKOHATHUCS, IO OOWIBI MOJIENi YCIIITHO
3acBoinM cBoi BiamoiaHi nomenu ("in-domain performance™). ITo-apyre, HeBeNMMKa KiJIbKiCTh peagbHUX
300pakeHb Jajia 3MOTY MPOBECTH MEPBUHHY, "M'AKY" TepeBipKy 3laTHOCTI MOZEJCH 0 y3aralbHEHHS
(generalization) Ta nepeHeCCHHS 3HaHb Ha PEAJILHUM CBIT.

TectoBuii garacet 2 - peanbHui HaOip M1 moBHOWiIHHOI Cross-Domain Baminarii. Lleit HaGip manmx
OyB pO3pOoOJIEHHMH IJIsl )KOPCTKOTO TECTYBaHHA MOJAEJeH B yMOBax, MakCHMaJbHO HAaONMKEHUX IO
MPAKTUYHOTO 3aCTOCYBaHHS, 1 MOBHICTIO CKJIAZABCs 3 peayibHUX (poTorpadiii.

Bin mictus:

e 50 MO3UTHBHUX MPUKJIIAJIIB - peanbHi oTorpadii KadoK y pi3HUX cepeOBUIIAX, T03aX Ta YMOBaX
OCBITJICHHSL.

e 50 HeraTMBHHUX MPHKIAIB, SKi, y CBOIO uUepry, OyiM MOAiJIeHI Ha JABI TPYIH AJS MEPEeBipKH
CTIMKOCTI JI0 pi3HUX THITiB TOMHUJIOK:

e 25 "Bakkux" HEraTUBHUX NPHUKIALIB: ¢oTorpadii iHIMX NTaxiB (rycei, nedeniB, yaiiok), sxi
MaloTh CXOXHUH CHIIyeT a00 3HAXOAATHCA Yy CXO0XKOMY KOHTEKCTi. Lle J03BOJMIIO OLIHUTH
3IaTHICTH MOJIEJICH BIIPI3HATH LIJTLOBHUIM KJIac BiJl CXOXKUX HEIIJIbOBUX 00'€KTIB.

e 25 "nerkux" HeraTMBHUX NpHKIaAiB: (ororpadii mpupoaHux mneizaxis (Jic, 03epo) 6e3 Oyib-
SIKMX MTaxiB 4u TBapuH. L{s rpyna Oyna npu3HadeHa Jis mepeBipky MojesIeld Ha CXHIIbHICTD JI0
XHOHMX crpaioBaHb (false positives) Ha ckimagHux QoHax.

Lle#t mataceT € OCHOBHUM 1HCTPYMEHTOM ]ISl BIATIOBII Ha Hale TociigHuIbKe muTaHHs. OmiHKa Ha
HbOMY JI03BOJISIE BHMIPATH pealbHy €(eKTHBHICTH NEpEeHECeHHs 3HaHb 3 CHMYJIALIl B pealbHICTh
(Sim2Real), a Takok OLIHUTH HAJIIHHICT Ta MPAKTHYHY MPHUIATHICTH KOXKHOT 3 MOJIEJICH.

Jnst KimbKicHOT OIIIHKY Ta IOPiBHSHHS MPOAYKTUBHOCTI HABYEHUX MOJIeNel 0yJI0 BUKOPHUCTAaHO HA0Ip
CTaH/JAPTHUX METPUK JUIA 3a]a4 JIeTEeKTyBaHHS 00'eKTiB. SIKicTh neTeKii oliHrOBanacs 3a METPUKaAMHU
Precision (Tounicts), Recall (IToBHOTa) Ta iHTerpaipHOro Moka3Huka mean Average Precision (mAP).

Jlnst BceOiuHOTO aHaJIi3y MU PO3paxoByBaliv JBi Bapialii mAP, 1110 BiIpi3HAIOTHCS 32 BUMOTAMH JI0
TOYHOCTI JIOKaJTi3awil;

e MAP@0.5 (mAP50): Lls MeTpuKa OLHIOE 34aTHICTh MOJEII MPaBHIbHO KiIacu(iKyBaTH Ta B
LiIOMY JIOKaJli3yBaTH 00'€KT, BUKOpUCTOBYI0uH nopir Intersection over Union (IoU) 0.5.

o MAP@0.5-0.95 (crarmaptaa merpuka COCO): Ils 6inpmn cyBopa METPHKa OIIHIOE TOYHICTH
00MEXyBaJIbHUX MPSIMOKYTHUKIB, ycepeanioroun mAP no niamazony noporie IoU Big 0.5 mo
0.95.
Takuii Habip METPUK JO3BOJIMB HAM MPOBECTH KOMIUIGKCHHMI aHaji3, OI[IHUBINK SK 3arajibHy
37aTHICTh MOJIEIIEH 10 BUSABIIEHHS 00'€KTIB, TaK 1 TOYHICTE IXHLOI JTOKai3aIli.
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3. PesyabTaTn

Y upoMy po3niii MpeAcTaBIeHO KiJIbKICHI pe3yJlbTaTH EKCIEePUMEHTIB, MPOBEICHHUX 3TiAHO 3
METO/IOJIOTIE€I0, OMKMCAHOI0 B MONEepeIHOMY po3iii. Jani BUKIaneHO 00'€KTHBHO Ta MOCIi0BHO, 1100
MPOAEMOHCTpPYBaTH e(heKTUBHICTH 000X HaBUEHUX Moxenel — "textured" Ta "white" — Ha pi3HHX eTamax
Baymigamii. CriouaTky HaBeJAEHO pe3yNbTaTH HABYAHHS HAa CHHTETHYHHX NAHHX, [0 BCTAHOBIIOIOTH
0a30Buil piBeHb MPOMYKTHBHOCTI MOJIeNIel y MeXax IXHiX HaBYaJbHHX AoMeHiB. [ami mpeacraBieHO
MOPIBHSJIBHI PE3yIbTaTH TECTYBAHHS HAa 3MIMIAHOMY Ta MOBHICTIO PEATbHOMY JIaTaceTax, IO J03BOJISIE
OI[IHHUTH 37]aTHICTh KOXKHOI MOETI 10 TIepeHEeCeHH s 3HaHb Ta ii eeKTUBHICTh B YMOBAaX 3CyBY JIOMEHY.

3.1. Pe3yJabTaT HAaBYaHHS TAa Bajdigalii HA CHHTETHYHHUX JAHUX

IlepmoueproBum eramoMm aHamizy Oyina MepeBipka SKOCTI HaBYSHWX MOJENell Ha BallidamiifHUX
BUOIpKax, MO0 MOXOJWINA 3 TUX CaMUX CHUHTCTUYHUX JOMCHIB, 10 W HaBuYaybHI jaaHi. lleli kpok OyB
HEOOXiAHUHI AJIsl TOTO, 100 BCTAHOBUTH 0a30BUI PiBEHb MPOAYKTHUBHOCTI Ta MEPEKOHATHUCS, 10 OOUIBI
mozeni — "textured" Ta "white" — ycmimHO 3acBoinM Bi3yanbHI 3aKOHOMIPHOCTI CBOiX BiJIOBITHUX
Ha0OpiB TaHUX.

Pesynbratu BHYTpimHbOHOMEeHHOI Bamiganii (in-domain validation) nmpoaemMoHcTpyBaiy, 1o oouaBi
MOJIENl JTOCATIIH Maibke ieanpbHHX Ta MPAKTUYHO 1MEHTHYHUX MOKa3HUKIB. s 000X KoHirypamii
iHTerpanbHnit nokasHuK MAP@0.5 cknaB npudmmzao 0.995. Lle cBiguuTh Mpo Te, M0 Hi HeJOHABYAHHS
(underfitting), Hi cyTTeBi BiIMIHHOCTI B €MHOCTI 3acBo€HOl iH(popmarnii He Oynu Qakropamu B
excniepuMenTi. OOUABI MOJielTi MOBHICTIO OMaHyBaJl CBOi CHHTETUYHI JIOMEHH, 110 CTBOPHJIO HAMiHHY
OCHOBY TS TTOJIJIBIIIOTO TTOPIBHSHHS iXHBOI 37JATHOCTI 10 IEPEHECEHHs 3HaHb Ha peabHi JaHi.

Bucoka sKicThb HaBYaHHS MiATBEP/IKYEThCS Bi3yalbHUMH MeTpHKamu. HopmamizoBaHi marpwuii
CIUTYTYBaHHS JyIs 000X MoJienelt IeMOoHCTpYIoTh 100% TOYHICTh Ha BaJliqalliiHii BUOIpII, 1e BCi 00'€KTH
KkJiacy "kadka" Oynu mpaBHIBHO ineHTH()iKOBaHI, a XMOHI cripamtoBanHs Ha ¢oHi Oynm BincyTHi (Puc. 5,
Puc. 6).

Confusion Matrix Normalized
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- 04

background

=02

| ' -0.0
duck background

True

Puc. 5: Hopmanizosana mampuys cniymysans 01 mooeni "textured” na cunmemuunomy ganioayiunomy
damacemi
Figure 5: Normalized confusion matrix for the “textured” model on a synthetic validation dataset
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Puc. 6: Hopmanizoeana mampuys cniymyearnts 0as mooeni "white" na cunmemuunomy 8anioayitiHomy
oamacemi
Figure 6: Normalized confusion matrix for the “white” model on a synthetic validation dataset

AmHanoriuno, kpuBi TouHOCTi-oBHOTH (Precision-Recall curves) mns o0ox Moxenei MarTh

npsaMokyTHyY Gopmy (Puc. 7, 8), 1110 € XapakTepHHM ISl IETEKTOPa 3 Iy’KE BUCOKOIO MPOAYKTHBHICTIO,
Jie 1 TOUHICTB, 1 MoBHOTA O1w3bKi 70 1.0 y mupokomy Aiama3oHi HOPOTiB BIEBHEHOCTI.
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Puc. 7: Kpusa PR 0ns mooeni "textured"” na cunmemuynomy eanioayitinomy oamacemi
Figure 7: PR curve for the “textured” model on a synthetic validation dataset
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Puc. 8: Kpusa PR onsa mooeni "white" na cunmemuunomy eéanioayiiinomy oamacemi
Figure 8: PR curve for the “white” model on a synthetic validation dataset

TakuM YUHOM, pe3yIbTaTH [IBOTO €TaMy ITiATBEPIUIIH, 1110 0OUBI MOJieTi OyIIK YCIIIIHO Ta CTabiIbHO
HaBYEHI 3a OJHAKOBUX YMOB, IO JO03BOJSIE BIEBHEHO CTBEPIUKYBaTH, L0 OyIb-sKi MOJAJIbLIi
PO3XO/KCHHsI B IXHil MPOAYKTHBHOCTI Ha PEANbHUX AaHUX OYIyTh 3yMOBJICHI BHUKJIHOYHO BILJTMBOM
JOCHIDKYBaHOTO (pakTopa — HasBHICTIO 200 BiJICYTHICTIO ()OTOpEaiCTUYHOT TEKCTYPH.

3.2. IlopiBHsIJILHA OLIHKA HA 3MIilIAHOMY TeCTOBOMY JAaTaceTi

Hactynaum eranom Oyno TecTyBaHHA 000X MoJesneil Ha 3MIIIaHOMY JaTaceTi, IO CKJIAAABCA SIK 13
CHHTETHYHHX, TaK 1 3 peaJbHHUX 300pakeHb. Lleil ekcrepuMEeHT NO3BOJIMB OLIHUTH HPOLYKTHUBHICTH
Mojeneil B yMoBax "M'SKOro" 3CyBy JOMEHY, KOJH JIETEKTOP CTHKAETHCS 3 MEPUIMMH NPHUKIAAAMHU 3
PEaLHOTO CBITY.

Mogens, HaBYEHA Ha JaHUX 3 (HOTOPEATiICTUYHOIO TEKCTYPOIO, IPOJEMOHCTPYBaJIa JOCUTh BUCOKY
npoaykTuBHiCTh. [lokazank mMAP@O0.5 nocsar 0.682, mo cBiquuTh MPO CIPOMOXKHICTH MOJEN
y3arajbHIOBaTH OTpUMaHi 3HaHHs. [loka3HHK TOYHOCTI (precision) 3aMuIUBCs Ha BUCOKOMY piBHi 0.965,
onHak moBHOTa (recall) 3am3mmacs mo 0.534. lle Bka3ye Ha Te, IO MOJIENb, X04 i poOWiIa BIIEBHEHI Ta
NPaBUIIbHI IETEKLI1, IpoIycKaia Maike MOJIOBUHY LIbOBUX 00'€KTiB HAa pealbHUX 300paKEHHSX.
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Puc. 9: Hopmanizosana mampuysi cniymyeanns 0 mooeni "textured” na smiwanomy oamacemi
Figure 9: Normalized confusion matrix for the “textured” model on a mixed dataset



ISSN 2304 -6201 Bulletin of V.N. Karazin Kharkiv National University
52 series «Mathematical modeling. Information technology. Automated control systems» issue 69, 2026

10 Precision-Recall Curve

—— duck 0.683
=== 3|l classes 0.683 MAP@0.5

0.8

o
o
1

Precision

e
=
L

0.2 A

0.0 T T v T
0.0 0.2 0.4 0.6 0.8 1.0

Recall

Puc. 10: Kpuea PR onst mooeni "textured" na smiwuanomy oamacemi
Figure 10: PR curve for the “textured” model on a mixed dataset

Mopens, HaBu€Ha Ha JAHUX 3 MOHOXPOMHOIO 01JI010 TEKCTYPOIO, [T0Ka3ajaa 3HAUHO HWXK4i pe3yIbTaTH
3a BCIX KIII0Y0BUX MeTpukax. [Tokazuuk mAP@0.5 cknag muie 0.421, a Oinbin cyBopuii mAP@0.5-0.95
—0.359. Ocob6auBo moMiTHUM OyJ10 maMiHHA MoBHOTH (recall), sika craHoBma Behoro 0.310. Le o3Hauae,
10 MOZAENb, SIKa CIMpajacs NepeBakKHO Ha TeOMETPUUHY (opMy, 3MOIJIa MPaBWIbHO 11eHTH(]IKyBaTH
MEHIIIe TPETUHU MUTFOBUX 00'€KTIB Y HOBHX YMOBaX.
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Puc. 11: Hopmanizoearna mampuys cniymysants 01s mooeni "white" na smiwanomy oamacemi
Figure 11: Normalized confusion matrix for the “white” model on a mixed dataset
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Puc. 12: Kpuea PR 0na modeni "white" na smiwwanomy damacemi
Figure 12: PR curve for the “white” model on a mixed dataset

Jlisi HAOYHOTO TIOPIBHSHHS MPOIYKTHUBHOCTI 000X MOJIENIeH Ha 3MIlIaHOMY TECTOBOMY JaTacerTi,
KJIFOYOBI METPUKH 3BesieHO B Tabmuiro 2.

Tabruys 2. Iopisnanuns npo0yKmueHocmi mooenel Ha 3MIUaAHoMy mecmosomy oamacemi
Table 2. The comparison of model performance on the mixed test dataset

Mertpuka Mogpens "Textured" Mogpens "White" [epesara
"Textured"
moznedni (%)

mAP@0.5 0.682 0.421 +61.9%

MAP@0.5-0.95 0.612 0.359 +70.5%

Precision 0.965 0.855 +12.9%

Recall 0.534 0.310 +72.3%

[IpencrarneHi naHi 4iTKO JEMOHCTPYIOTh, III0 HABITh 32 YMOB HE3HAYHOTO 3CYBY JIOMEHY MO/IEINb,
HABYCHA 3 BHUKOPHCTAHHSAM (OTOPEATICTUYHOI TEKCTYpH, IOKa3ye CYTTEBY IepeBary 3a Bcima
KITFOYOBHMH TIOKa3HHKaMH, OCOOJIMBO 3a 3/IaTHICTIO BHUABIATH 00'ekTH (recall) Ta 3araabHOIO SIKICTIO
nerekii (mAP).

3.3. [lopiBHsUIbHA OLiHKA HA PeajlbHOMY TECTOBOMY daTaceTi

KittouoBuM eTamoM JOCHIDKeHHs Oysa Bajijallis MoJeNeld Ha TeCTOBOMY HaOOopi, IO CKIIaAaBCs
BUKJIFOUHO 3 peasibHuX (hororpadiid. Llei ekcriepuMeHT OyB pO3pOOIICHHHN ISl OIIHKY MTPOJTYKTHBHOCTI
B yMOBax IIOBHOI'O DPO3PHUBY MiX JOMEHaMH (cross-domain), 1o A03BOJISIE BH3HAYUTH PEABbHY
NPaKTUYHY IHHICTH KOXKHOTO 3 MIAXOIB 10 FeHepaLlil CHHTETUYHUX JaHuX.

[Ipu TecTyBaHHI Ha pealbHUX JAHUX TNPOJAYKTUBHICTH MOJIENI, HABYEHOI HA TEKCTYPOBAHUX
300paKEeHHSIX, OUiKyBaHO 3HAYHO 3HU3WIIACS MOPIBHSIHO 3 MonepeHiMu TectaMu. Lle maginas € npsaMum
HaciiakoM "domain gap". Tum He MeHII, MoJieNb 30eperia NeBHY 3AaTHICTh A0 IEeTEKTYBaHHS 00'€KTIB.
INokazuuk mAP@0.5 ckaae 0.059, a nouoTa (recall) — 0.123. Lle o3nauae, 1110 MOJEb BCE IIIE 3MOTJIA
MPaBWIBHO 1eHTH(IKYyBaTH NpuOIM3HO 12% 1iAbOBUX O0'€KTIB y aOCONIOTHO HOBOMY Ui Hei
Bi3yaJIbHOMY JOMEHI.
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Puc. 13: Hopmanizosana mampuys cniymysanus 0as mooeni "textured" na peanvnomy oamacemi
Figure 13: Normalized confusion matrix for the “textured” model on a real dataset
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Puc. 14: Kpuea PR 0nst mooeni "textured" na peanvnomy damacemi
Figure 14: PR curve for the “textured” model on a real dataset

Mojens, HaBYeHA Ha JaHUX 0€3 TEKCTYpH, NPOJEMOHCTPYBaJIa Maike ITOBHY HE3JIaTHICTb
TIepPEHOCUTH 3HAHHS HA PealbHi 300pakeHHs. [1 IPOIyKTHBHICTh BUSBUJIACS HA MOPAOK HILKYOIO, HiXK y
TEKCTYPOBAHOT MOJIE, a KJIFY0Bl MeTpuky Habnm3unucs 1o Hyist. [Tokazank mAP@0.5 ckaaB aumne
0.005, a nosHoTa (recall) — 0.012. dakTryHO, MOJEIL 3MOIJIAa 3HAWTH JinIle OJu3bKO 1% IiIBOBUX
00'€KTiB, 10 CBITYUTH HPO TE, IO 3HAHHA MPO CYTO reoMeTpuuHy (HopMy 00'€KTa BUSBHIIMCS Maike
MapHUMH IPH MEPEXO1 JO PEATBHOIrO CBITY 3 HOro Pi3HOMAHITTSIM KOJIbOPiB, OCBITICHHS Ta (OHIB.



ISSN 2304 -6201 BicHnk XapkiBCbKOro HawjioHanbHOro yHisepcuteTy imeHi B. H. KapasiHa
cepis «MaTematuuHe MogentoBaHHs. IHopmaLiiHi TexHonorii. ABTOMaTW30BaHi CUCTEMW ynpaBniHHAY, Bunyck 69, 2026 55

Canfusion fatris Narmalirzed

duck

Fradicied

-04

Eackground

-nz

' =00
ouck packground

Irug

Puc. 15: Hopmanizoeana mampuys cniymyseanus 0as mooeni "white" na peanvnomy damacemi
Figure 15: Normalized confusion matrix for the “white” model on a real dataset
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Puc. 16: Kpuea PR 0nst moodeni "white" na peanvHomy damacemi
Figure 16: PR curve for the “white” model on a real dataset

s MakcHMaJbHO HAOYHOTO IOPIBHSHHSA €(PEKTUBHOCTI 000X MOJEICH B yMOBaxX pPeajibHOIO
3aCTOCYBaHHS, IXHi KJIFOYOBI METPUKH 3BejieHO B Tabmwmito 3.
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Tabauys 3. Iopiensanus npoOyKmueHoCcmi mooenell Ha PeaibHoMy MeCcmogoMy 0amacemi
Table 3. The comparison of model performance on the real-world test dataset

Mertpuka Mogens "Textured" Mopgens "White" IlepeBara "Textured"
Moenl

MAP@0.5 0.058 0.005 IMoka3HUK BHIOHH Y
11.6 pazis

MmAP@0.5-0.95 0.018 0.001 IMokasHUK BHIKH Y
18.0 pa3siB

Precision 0.064 0.015 IMokasHuk BHIIHIA y 4.3
pasu

Recall 0.123 0.012 IMokasHUK BHIIKH Y
10.3 pazu

OTtpumaHi AaHi OAHO3HAYHO CBiAYATh MPO Te, IO 38 YMOB IIOBHOTO PO3PUBY MIXK TOMEHAMH MOJEIb,
sKa HaByasacsi Ha CAHTETUYHUX JaHUX 3 (POTOPEaTiCTUIHOIO TEKCTYPOIO, IEMOHCTPYE Ha TIOPAJOK BUILLY
MPOAYKTUBHICTE. Y TOW Yac SK eQEeKTHUBHICTh MOEI, 10 TMOKIAAaiacs JIUIIe Ha CHITyeT, BUSBUIACS
0nu3pKO0r0 A0 HyJs. Lli KifbKiCHI pe3ynbTaTH CIYTyIOTh eMITiPUYHOI0 OCHOBOIO JUISI ITOIANBIIOTO aHAaJli3y
Ta 0OTOBOPEHHSI.

4. BUCHOBOK

Y Mexax LbOro JOCHiKeHHs Oylo TPOBENCHO KUIBKICHY OIHKY BIUTUBY (OTOpeaTiCTHUHOI
TEKCTypH IIIBOBUX O0’€KTIB Y CHHTETHYHHX JaTaceTaX Ha e(eKTHBHICTh NETEKTYBAaHHS MOJEISIMH
apxitektypu YOLOV11s nmpu nepexomi Bij cumyismii 1o peansHOcTi (Sim2Real).

Pe3ynbTaTi eKCriepuMEHTY MOBHICTIO MiATBEPIUIIM BUCYHYTY TinoTe3y: (hoTopeanicTiyHa TEeKCTypa
€ HE JEKOPaTUBHHUM €JIEMEHTOM, a KPHUTUYHO BAaXJIMBOI CTPYKTYPHOIO CKJIAJOBOIO, IO 3abe3neuye
MIEPEHOCUMICTh O3HAK Ta TOJIONIAHHS «PO3PHUBY MiXk ToMeHaMm» (domain gap).

Xoua o6uasi mogemni («Textured» Ta «White») mpogeMoHCTpyBalin Maike ieanbHy Ta 1IEHTHIHY
TOYHICTh HA CHHTETHYHUX JMaHuX (MAP@0.5 = 0.995), na peanpaux QoTorpadisix Moaenb, HaBYeHA Ha
TEKCTypOBAHMX 300paKeHHAX, TpoAgeMoHcTpyBana y 11.6 pasis Bummit mAP@0.5 ta 'y 10.3 pa3u Bummii
noka3Huk moBHOTH (recall). Lle moBomuTh, 1m0 3HAHHSA TMPO CYTO TEOMETPUYHY (GOpMy OO0'€KTa €
HEOCTATHIMU JIJIsl PO3ITi3HABAHHS Y PEATEHOMY CEPEIOBHILIL.

OTpumaHi  pe3ysibTaTH  Y3TODKYIOTbCA 3  IONEPEAHIMH  JOCHIDKEHHSMH  POOACTHOCTI
IHTEJIEKTYaJIbHUX CHUCTEM Y NMPHUKIAIHUX 3a1adax [24], ne mokasaHo, 10 CTIMKICTh MOJENCH 0 3CYBY
BX1JIHUX PO3MOALUIIB € KPUTUYHOIO IS IX MPAKTHYHOTO 3aCTOCYBaHHSI.

Bucoka eekTHBHICTD TEKCTYpOBAHOTO IMiIXOY MOSCHIOETHCS 3ATHICTIO PAaHHIX MIAPiB 3TOPTKOBOI
HEHUPOHHOI Mepexi (opMyBaTH YHiBEpCalbHI HU3BKOPIBHEBI 03HAKU (TPajiEHTH, KOJIbOPOBI EPEXOH,
MIiKpOTaTepHu), SIKi € iHBapiaHTHHUMHU JI0 3MiHHM JOMEHiB. BiJICyTHICTh Takux O3HaK y mMojem 0e3
TEKCTYPU NPU3BOIUTH M0 i1 «Bi3yasbHOT CIIMOTH» HA peabHUX 00’ €KTaX.

HaiiBaxmmBimmM TpakTHYHUM BHUCHOBKOM € Te, IIO SKiCHE TeKcTypyBaHHA 3D-moneneit ciif
PO3TJIsIaTH SIK CTPATETiUHUM MPIOPUTET MPOIECY T'eHepallii JaHuX, a HE sK JOMOMDKHHMU eTarl
Bizyauizanii. [HBecTHIIIT B peaicTHUHICTh TEKCTYp Ha MiKPOPiBHI IIPSMO KOHBEPTYIOTHCS y CTa0IBHICTD
Ta HaJilHICTh CUCTEM KOMII FOTEPHOT'O 30py B IPOMHUCIOBUX YMOBAX.

Ha Biaminy Bin xaotmuHoi gomenHoi panmomizanii (DR), MeTon xoHTponsoBaHoro (oTopeanizmy
3a0e3neuye OajgaHC MK BapiaTHBHICTIO Ta (DI3MYHOKO MPABIONOIIOHICTIO, CTBOPIOIOYM CHHTETUYHI
CLICHHU 3 IPUPOTHOIO CTATUCTUKOIO, 1110 3MEHIIY€E OTpedy B JOAATKOBIH aganTauii 10 pealbHUX JTaHHX.

[lepcrieKTHBHUM HANpsIMOM MOJAIBIIMX POOIT € MOENHAHHS (DOTOPEATICTUYHOIO TEKCTYPYBaHHS 3
METOJIaMH JIOMEHHOI ajanTailii Ta paHaomizaiii Marepiaiis. 1le 103B0INTh 3a0€3MEUUTH ONTHMAIbHY
pobacTHICTb MoJened A IIUPOKOrO CIEKTpa NPaKTHYHUX 3acTOCYBaHb — Bl aBTOHOMHHX
TPAHCHOPTHHUX 3aC001B 10 pOOOTOTEXHIYHUX CUCTEM CIIOCTEPEKECHHSI.
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Assessment of the impact of photorealistic textures on the accuracy of
computer vision models using synthetic datasets

Relevance. The current development of computer vision faces the problem of high cost and labor intensity of collecting real
annotated data. The use of synthetic data generated in graphics engines is an effective alternative, but the main obstacle remains
the “domain gap,” which reduces the accuracy of models on real images.

The goal of this work is to quantitatively assess the impact of the photorealistic texture of the target object on the detection
efficiency of YOLO models when transitioning from simulation to reality (Sim2Real).

The research methodology is based on a controlled experiment in the Unity environment, where two identical synthetic datasets
were generated, differing only in the type of 3D model texture: highly detailed photorealistic (“Textured”) and monochrome
white (“White”). The models were trained based on the YOLOV1 1s architecture using a transfer learning strategy and a two-step
fine-tuning process. The results were validated on an independent set of exclusively real photographs.

Results. Both models, trained on two datasets (“Textured” and “White”), achieved almost identical accuracy on synthetic
validation data (mAP@0.5 = 0.995). However, on real photos, the “Textured” model demonstrated 11.6 times higher mAP@0.5
compared to the “White” model. The recall for the textured model was 10.3 times higher than for the model that relied solely on
geometric shape.

Conclusions. Photorealistic texture is a critical factor for successful Sim2Real transfer. It ensures the formation of universal
low-level features in the early layers of the neural network, which are necessary for recognizing objects in a real environment.
High-quality texturing of 3D assets should be considered a strategic priority rather than an auxiliary stage of visualization.
Keywords: synthetic data, computer vision, object detection, domain gap, model robustness, domain shift resilience.
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Modular JavaScript library for ensuring web interface accessibility in
accordance with WCAG 2.2

Relevance. Web accessibility has become a critical aspect of modern web development, considering the needs of more than 1.3
billion people with disabilities worldwide. Despite the existence of WCAG standards, the vast majority of websites remain
inaccessible, highlighting the demand for comprehensive yet easy-to-integrate tools that address key accessibility challenges.
Purpose. The main goal is to develop a modular JavaScript library that provides comprehensive web interface accessibility
enhancements in accordance with WCAG 2.2, while maintaining simplicity of integration and high performance.

Research Methods. The research applied a user-centered iterative development methodology with step-by-step validation of
features through scripted evaluation, comparative testing with existing solutions, and the implementation of a browser extension
for practical verification.

Results. A modular JavaScript library was developed consisting of seven independent components (dark mode, high contrast,
keyboard navigation, text scaling, focus enhancement, dyslexia support, double-click protection), each addressing specific
WCAG 2.2 success criteria. The effectiveness of the components was demonstrated through measurable improvements:
enhanced contrast ratios (from 3.8:1 to 21:1), a 25% reduction in keystrokes for navigation, increased focus visibility (contrast
improvement from 1 to 6.5), and full compliance with dyslexia readability parameters. Real-time interaction and dynamic content
adaptation further improve user experience.

Conclusions. The proposed solution bridges the gap between fragmented accessibility tools by offering a unified approach with
a high level of modularity. The library has demonstrated practical feasibility through a browser extension and is ready for
integration into existing web projects. The proposed architecture provides a robust foundation for future research and
development in the field of digital accessibility.

Keywords: web accessibility, WCAG 2.2, JavaScript library, browser extension, interface adaptation, support for users with
disabilities, inclusivity.
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Introduction

The publication of the Web Content Accessibility Guidelines (WCAG) introduced a formalized
approach to web accessibility. With each iteration, the guidelines emphasized the need for developers to
create accessible content and applications, paving the way for the development of specialized JavaScript
libraries tailored for compliance with these standards [1]. The introduction of WCAG 2.2 further refined
accessibility criteria, leading to the creation of modular JavaScript libraries that not only facilitate
compliance but also enhance the overall user experience [1]. These libraries focus on reusability and
modularity, allowing developers to easily integrate accessibility features into their projects while adhering
to the latest guidelines. Consequently, the evolution of these libraries has become integral to modern web
development practices, ensuring inclusivity for all users [2][3]. As the web continues to evolve, the
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emphasis on accessibility remains critical, prompting ongoing innovation in the creation of tools and
libraries that align with the latest standards and foster an inclusive digital environment for diverse user
populations.

Web accessibility has become a fundamental requirement in modern web development, with over 1.3
billion people worldwide living with some form of disability according to the World Health Organization.
Despite the existence of accessibility standards such as the Web Content Accessibility Guidelines [4]
(WCAG), many websites remain inaccessible to users with disabilities. Recent studies indicate that 98%
of websites have at least one WCAG failure, highlighting the urgent need for comprehensive accessibility
solutions.

The challenge lies not only in awareness but also in the complexity of implementing accessibility

features across diverse web interfaces. Traditional approaches often require extensive manual coding,
specialized expertise, and significant development time, creating barriers to widespread adoption.
Furthermore, existing solutions are frequently fragmented, addressing only specific accessibility needs
rather than providing comprehensive support.
This research addresses these challenges by developing a modular JavaScript library that provides
comprehensive accessibility enhancements while maintaining simplicity of integration and use. The
library's modular design allows developers to implement specific accessibility features as needed,
reducing complexity while ensuring compliance with international standards.

1. Research Obijectives
The primary objectives of this research are:

e to develop a comprehensive, modular JavaScript library for web accessibility enhancement

e to ensure compliance with WCAG 2.2 standards across all implemented features

e to create an intuitive integration process that reduces implementation barriers

e to validate the library's effectiveness through practical testing and measurement

e to demonstrate the solution's applicability through a browser extension implementation

The scientific novelty of this work lies in several key areas:

1. Modular Architecture Innovation: Unlike existing accessibility solutions that often provide
monolithic implementations, this research introduces a truly modular approach where each
accessibility feature operates independently while maintaining seamless integration
capabilities. This architecture allows for selective implementation based on specific user
needs and project requirements.

2. Comprehensive WCAG 2.2 Mapping: The research provides a systematic mapping of each
library component to specific WCAG 2.2 criteria, establishing a clear framework for
compliance verification and effectiveness measurement.

3. Dynamic Adaptation System: The library implements dynamic adaptation mechanisms that
respond to user interactions and preferences in real-time, providing personalized accessibility
experiences without requiring page reloads or complex configuration.

4. Quantitative Effectiveness Measurement: The research introduces novel metrics and testing
methodologies for gquantifying accessibility improvements, including contrast enhancement
ratios, navigation efficiency measurements, and focus visibility calculations.

5. Browser Extension Validation Framework: The development of a companion browser
extension serves as both a practical implementation example and a validation tool,
demonstrating real-world applicability and effectiveness.

2. Current State of Web Accessibility

Web accessibility research has evolved significantly since the introduction of the first WCAG
guidelines in 1999. Current accessibility solutions can be categorized into several approaches: server-side
implementations, client-side JavaScript libraries, browser extensions, and assistive technologies.

Server-side solutions, while comprehensive, require significant infrastructure changes and may not be
feasible for all organizations. Client-side JavaScript libraries offer more flexibility but often lack
comprehensive coverage of accessibility needs. Browser extensions provide user-controlled accessibility
enhancements but typically operate independently of website design considerations.
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Several JavaScript libraries address specific accessibility concerns. Libraries like "ally.js"[5] focus on
focus management, while "ally-dialog"[6] specializes in accessible modal dialogs. However, these
solutions typically address single aspects of accessibility rather than providing comprehensive coverage.

The gap in existing solutions lies in the absence of a unified, modular approach that combines multiple
accessibility features while maintaining independence between components. This research fills this gap
by providing a comprehensive solution with a modular architecture.

WCAG 2.2 introduces additional success criteria that address mobile accessibility, cognitive
disabilities, and low vision requirements. Implementing these standards requires detailed understanding
of user needs and technical implementation strategies. This research addresses these challenges by
providing pre-built, tested components that ensure compliance.

3. Development Approach.
The development methodology follows a user-centered design approach combined with iterative
development and continuous testing. The process consists of several phases:
1. Requirements Analysis: Comprehensive analysis of WCAG 2.2 requirements and user needs.
2. Component Design: Modular architecture design ensuring independence and interoperability.
3. Implementation: Development of individual components with focus on performance and
compatibility.
4. Testing: Automated and manual testing using industry-standard tools.
5. Validation: Browser extension development for real-world testing.
The library architecture is based on several key principles:
1. Modularity: Each component operates independently, allowing selective implementation and
reducing code bloat.
2. Interoperability: Components can work together seamlessly when multiple accessibility
features are needed.
3. Performance: Minimal impact on page load times and runtime performance through efficient
code design and lazy loading.
4. Compatibility: Cross-browser compatibility ensuring functionality across modern web
browsers.
5. Extensibility: Clear interfaces for adding new components and extending existing
functionality.

4. Library Architecture and Implementation

The library employs a modular architecture where components are organized in a dedicated directory
structure. The main architecture consists of:

accessibility-library/

—— components/

— highContrast.js
—— focusMode.js
—— darkMode.js
— keyboardNav.js
— doubleClick.js
— dyslexiaMode.js
—— increaseText.js
—— core/

L— loader.js
—— utils/

L— helpers.js

Each component is designed with modularity in mind, enabling separate use. A folder structure
supports extensibility, making it easy to add new components without making major changes to the
existing code.

This clear project structure simplifies developers' work and provides a convenient entry mechanism
for new team members. The architecture facilitates rapid deployment and engagement, making the library
appealing to developers looking to swiftly and effectively enhance the user experience of their web
applications.
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4.1. Component Specifications

High Contrast Component (highContrast.js) addresses WCAG 2.2 criteria 1.4.3 (Contrast Minimum),
1.4.6 (Contrast Enhanced), and 1.4.1 (Use of Color). It implements dynamic style injection to achieve
maximum contrast ratios between text and background elements.

Implementation features:

e Dynamic CSS injection for high contrast styles

e Preservation of original styles for reversibility

e Support for complex layouts and nested elements
e Real-time application without page refresh

Technical approach: the component creates a dedicated <style> element with high contrast CSS rules
that override existing styles while maintaining layout integrity. The implementation uses CSS specificity
and limportant declarations strategically to ensure consistent application across diverse website designs.

Focus Enhancement Component (focusMode.js) enhances visual focus indicators to meet WCAG 2.2
criteria 1.4.13 (Content on Hover or Focus) and 2.4.7 (Focus Visible). It provides clear visual feedback
for keyboard navigation and improves usability for users with motor impairments.

Implementation features:

e Enhanced focus outlines with customizable colors
e Shadow effects for improved visibility

e Support for all focusable elements

e Dynamic event handling for hover and focus states

Dark Mode Component (darkMode.js) addresses WCAG criteria 1.4.3, 1.4.11 (Non-text Contrast),
and provides relief for users with light sensitivity or certain neurological conditions.

Implementation features:

e Intelligent color inversion algorithms

e Preservation of image and media content

e Site-specific optimizations for popular platforms

e Selective element targeting to maintain design coherence

Keyboard Navigation Component (keyboardNav.js) enhances keyboard navigation capabilities
beyond standard browser implementations, addressing WCAG criteria 2.1.1 (Keyboard) and 2.1.2 (No
Keyboard Trap).

Implementation features:

e Arrow key navigation between focusable elements
e Spatial awareness for logical navigation flow

e Visual feedback for current focus position

e Skip navigation for complex layouts

Novel algorithm: the component implements a spatial navigation algorithm that calculates element
positions and determines the most logical navigation path based on geometric relationships rather than
DOM order.

Double-Click Protection Component (doubleClick.js) provides protection against accidental
activations, particularly beneficial for users with motor impairments or tremors. It addresses WCAG
criteria 3.3.2 (Labels or Instructions) and 2.5.1 (Pointer Gestures).

Implementation features:

e Configurable delay between clicks

e Element-specific handling for different interaction types
¢ Visual feedback during delay periods

e Accessibility announcements for screen readers

Dyslexia Support Component (dyslexiaMode.js) implements typography and spacing modifications
to improve readability for users with dyslexia, addressing WCAG criteria 1.4.5 (Images of Text) and
3.1.5 (Reading Level).

Implementation features:

e OpenDyslexic font integration

e Enhanced letter and word spacing

e Improved line height and paragraph spacing
e ARIA live announcements for mode changes
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Text Scaling Component (increaseText.js) provides dynamic text size adjustment while maintaining
layout integrity, addressing WCAG criteria 1.4.4 (Resize Text) and 1.4.10 (Reflow).
Implementation features:
e Proportional scaling across all text elements
e Layout preservation during scaling
e Original size restoration capability
e Accessibility announcements for changes

4.2. Integration and Usage
The library provides multiple integration methods to accommodate different development workflows
(Fig. 1).

Direct Integration:

javascript

import { enableHighContrast } from './components/highContrast.js
import { enableDarkMode } from './components/darkMode.js’;

enableHighContrast(true);
enableDarkMode (true);

Configuration-Based Integration:
javascript

const accessibilityConfig = {

highContrast: true,

ovhnandlay- Frie
keyboardNav: true

F;

Accessibilitylibrary.init(accessibilityContig);

Fig. 1 Integration
Puc. 1 Inmezpayis

4.3. Browser Extension Implementation

To validate the library's practical applicability, a browser extension was developed that demonstrates
real-world usage scenarios.

The extension architecture includes following core files (Fig. 2):

¢ manifest.json: extension configuration and permissions

popup.html: user interface template
popup.js: user interaction handling
content.js: content script for DOM manipulation
styles.css: interface styling
lib/components/ directory: this directory contains components that are responsible for specific
accessibility features. Each component is a separate JavaScript file that implements a specific
accessibility feature on web pages.

The extension dynamically loads library components based on user selections, demonstrating the
modular architecture's flexibility and performance benefits.
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Fig. 2 Extension structure
Puc. 2 Cmpyxmypa pozwupenns

This structure allows for flexibility and ease of expansion, as each individual part of the extension
performs a clearly defined role, and centralized management of components and settings allows the
interface to be quickly adapted to user needs.

The extension uses a multi-level architecture, where the main component is the content script
(content.js). This script is automatically loaded on every page the user visits and acts as a coordinator,
linking the user interface with accessibility features.

The accessibility components, located in the lib/components/ directory, are standalone modules
responsible for specific functions (e.g., dark mode or text enlargement). They are loaded dynamically
depending on the user's choice, which optimizes performance. When the user activates a specific feature
via the popup interface, content.js receives a signal and initiates the loading of the corresponding
component. After loading, the component makes changes to the DOM of the web page to improve
accessibility without the need to reload the page.

In addition, the system saves user settings, and these settings are automatically restored the next time
the page is visited. This architecture ensures high performance and allows you to easily add new features
by creating new modules in the lib/components/ directory and registering them in the system.

The interface is implemented via a popup window (popup.html and popup.js) — Fig. 3.

HanawTyBaHHA AOCTYNHOCTI

PesxumM noaBIAHOMO KNIKY

Pexm gucnercii

30inblUEHHA TEKCTY

Pexum cokycy

Hagirayia 3 knaeiatypu

TemHa Tema

Bucorkmia koHTpact

Fig. 3 User interface of the extension
Puc. 3 Kopucmysaywxuti inmepgeiic posuwuperts
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4.4. Browser Extension Implementation

Let's take a few functions as an example and evaluate their effectiveness and consistency with the
purpose.

First, we can evaluate the effectiveness of the high contrast mode function.

Using the WAVE Evaluation Tool, we will visit a website, for example, KPl Campus:

QWAVE v Qwae e -

WebAIM EnexTpoHHuit m

¥ Kamnyc C0 =
Styles: OFF qu) ON Se——
Summary Contrast YBiWTH
L : ) m
Summary Details Reference Order Structure Contrast Summary Detals Reference Order Stucture Contrast

Click a Contrast icon below or within theweb =

page to view details.
86 ce7 ooy
sms21M210
29 e0
Jorts ! m
':‘. 14 - 19 we :«\:;A;.F:I:n .......
sctursi Elomonts ARIA
'

Fig. 4 Contrast evaluation with the WAVE tool without using the extension
Puc. 4 Oyinka xonmpacmy 3a 0onomozoro incmpymenmy WAVE 6e3 ukopucmanisi posuupens

As we can see, there are elements (7) on the website that do not meet the WCAG contrast standards
and have a value of ~3.8:1, which is less than the standard.

& WAVE ety | Y WAVE povereaty

WebAIM web accessibility evaluation tool

o Switch to English 3
Styles: OFF ) ON

web accessibility evaluation tool

Styles: OFF . ON

Gontrast VBilTH
Summary : oe
e Summary Detais Reference Order Stucture Contrast 3 nosepuenHaml Baspits caol 0GaiKoRi fai, UOG NPORCENNTH
" B2 A 0@ | e KOPMCTYBHHA CHCTEMOIO Ta BCIMA AOCTYNHUMI (BYHKLIAMH.
No contrast errors were detected in the page.
Summary Details Reference Order Structure Contrast

Manual testing is necessary to test for other
potential contrast issues.

Foreground Background

Hex Value Hex Value sms2111210
86 oe 0 # FFFFFF # 000000 "
Errors Contrast Errors Color Picker Alpha Color Picker

1

Lightness Lightness

29 ©0

Contrast Ratio: 21:1

Alerts Features (%) 3anam'sratu mene BinHosHTH napent
Text Size: Normai
WCAG AA: Pass =
WCAG AAA: Pass YaiinTu
£ 14 w19 Desaturate page
Structural Elements ARIA WAVE does not detect contrast errors when gradients,

filters, or background transparency are present
WCAG requires a cor Iback background

color when background i re present. the
EE View details » Color Picker eye dropper to measure image contrasts.
Bxin yepes KPI ID

Fig. 5 Contrast evaluation with the WAVE tool without using the extension
Puc. 5 Oyinka konmpacmy 3a donomozor incmpymenmy WAVE 6e3 suxopucmanHs po3uiupents

Here is the path you need to follow from start to finish with standard keyboard navigation — Fig. 6.
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EX EnexTpoHHMIA witch to English SI%
w Kamnycm im(c, o English S
1 4
YBinTH
3 nosepHeHHAM! BeepiTb CBOI o NPOAOBXW
KOPMCTYBaHHA CUCTEMOIO Ta B YIHMA uia
Norin a6o enexTpoHHa nowTa
3 sms2111210

8 Bxip wepes KPI ID

Fig. 6 Path from start to finish with standard navigation
Puc. 6 [lnsx 6i0 novamxy 00 Kinysi 31 cmaHOapmHoio Hasieayicro

And here is the path with the developed navigation — Fig. 7.

2 E(’;E:AT":;:% Switch to English £13
1

YBiNnTH

2 sms21m210

4 3anam'sTatu mexe BigHosuTk napons

S

6 Bxig yepes KPI ID

Fig. 7 Path from start to finish using extension navigation
Puc. 7 lInax 6i0 nouamky 00 KiHYs 34 OONOMO20t0 HAGieayii 3 pO3ulUpeHHAM

As we can see, even in such a simple example, where there are not many elements and they are all
quite consistent, in the first case you need to go through 8 elements, in the second 6. This means that the
number of actions is reduced by 25%, which significantly increases the speed and convenience of
navigation. And this is the minimum value, because on more complex web interfaces with a larger number
of elements, the result will be much longer for standard navigation, which cannot be said about navigation
with this extension.

To evaluate the focus mode and its compliance with the specified goal, you can develop a small script
that would check the contrast of elements. For example, the following script allows you to evaluate how
noticeable the focus is on interactive elements: when you hover the cursor or focus (via the keyboard), it
analyzes how the element stands out — using an outline or box shadow — and calculates the contrast

between these styles and the background color. The results are displayed in the console and help verify
that the focus meets accessibility requirements.
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contrast(rgbl,
(trgbl || !rgb
11 = luminance(rgbl);

= luminance(rgb2);

((Math.max(11, 12) + ©.05) / (Math.min(11, 12) + 0.05)).toFixed(2);

? getRGB(cs.outlineColor) :

console.log( ¥
sole.log(

handler(e

(el) anal

, handler);

Lis - f handler):
Fig.8 Script code for evaluating focus mode
Puc. 8 Koo ckpunma 0ns eusnavens: pescumy GoxycysamHs

For example, here is the result without focus mode enabled — Fig. 9.

mm EnexkTpoHHMIi . Don't gain Always match Chrome's language Switch DevTools to Russian
g K m Switch to English S8
amMmnyc \ Elements Console Sources Network Performance Memory Application >
topv | @ | Y Filter Default k
VYBIinTH
href yle>BiAHOBMTH Naponb<
none @px
TloriH 260 eneKTpoHHa NOLT2
sms2111210
Napons
3anam'ATaTh MeHe BigHosury napons
VeinTn

Fig. 9 Script result without focus mode enabled
Puc. 9 Pe3yromam eukoranws cKpunma 0e3 Y8IMKHEH020 pexcumy POKYCY8aHH s

And here is the result with focus mode enabled - Fig. 10.
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mu ENexkTpoHHMI Switeh to English B on't show again | Always match Chrome's language  Switch DevTools to Russian
ag Ka'm"ycm : ‘ - K [0 CElements Console Sources Network Performance Memory Application >>
D @ topv | ® Y Filter Default levels v | 5
YBinTn
sms2111210
Nag b

£4 Bxig uepes KPIID

Fig. 10 Script result with focus mode enabled
Puc. 10 Pe3ynomam 6uKOHAHHSI CKPURMA NPU YEIMKHEHOMY pedcuMi poKycysanms

As we can see, without active focus mode, the element has no visible outline or shadow, and the
contrast level is 1 — the focus is visually invisible. However, with the specified style (outline and box-
shadow with a bright color), the contrast increases to 6.55, which is sufficient to ensure a noticeable focus
on the element according to WCAG standards (minimum 3:1 for visible focus).

Next, we can evaluate the effectiveness in terms of compliance with the purpose of dyslexia mode.
The script analyzes key parameters that affect readability for people with dyslexia: the font used, the
spacing between letters, words, and lines, and the presence of dynamic support through the aria-live
attribute. The result is a summary score that helps to quickly determine how well the text meets the basic
accessibility criteria for this mode.

parsefloat dSpacing);

tion getluminance(rgb) {
t ] = rgb.ma

Math.|

console,log("
console.log(1.
console.log(2.

s.font.score = 8;

console.log(\n® 3aranbna nigcymkosa ouinka: ${totalScore}/${maxScore} Ganis);

evaluateDyslexiaMod

Fig. 11 Script code for evaluating dyslexia mode
Puc. 11 Koo ckpunma ona akmusayii pescumy ouciekcii
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Next, we evaluate the effectiveness of dyslexia mode based on key parameters such as font, spacing,
and aria-live support. The script calculates the score for each criterion.
Below are examples of results from the console:

nu Ene KTPOHHU n Don't show again Always match Chrome's language Switch DevTools to Russian

ag Kamnyc m Switch to English S}

uuuuuuu

YBiTH

AHHS CUCTE

H 260 eneKTPOHHa nowTa

sms2111210

3anam'aTaTi Mewe BiHoBUTH napon

Bxig yepes KPI ID

Fig. 12 Script result without dyslexia mode enabled
Puc. 12 Pezynomam 6uKOHaHHsL CKpunma 6e3 y8IMKHEHO020 PedcUMy OUCTEKCIT

I8 EnexkTpoHHMit Switeh to English g on't show again | Always match Chrome's language  Switch DevTools to Russian

@ Kamnyc

s Network Perfor

YBinTH

sms2111210

3Janam'aTaTH MeHe BigHosuTH napons

YBidTn
3a nc xa: 6/6 6an

Fig. 13 Script result with dyslexia mode enabled
Puc. 13 Pesynomam 6UKOHAHHA CKPUNMA 3 YEIMKHEHUM PeHCUMOM OJiA T100ell 3 OUCTIEKCIE

Initially, the dyslexia mode score was low — only 1 out of 6 points, indicating that the web resource
was not sufficiently inclusive. After the changes were made, the result improved to a maximum of 6 out
of 6, which means full compliance with the basic requirements for comfortable reading by users with
dyslexia.

Now let's check the effectiveness of dark mode. This script collects the background colors of the main
blocks of the page (body, header, main, section), converts them to RGB numerical values, and calculates
their brightness (lux) using a formula that takes into account the perception of color by the human eye:
0.2126 x R +0.7152 x G + 0.0722 x B, where R, G, B are the values of the red, green, and blue channels,
respectively.

The script then calculates the average brightness of the background to estimate the overall brightness
of the page.
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Bonoaumup Miketiko («Noonew) Ta Inns Inniok («Lil») nia KepisHULTEOM yKpaIHCHKOrO Tpekepa

Isana AnToHOBa («Artstyler).

Fig. 14 Result of the script without dark mode enabled
Puc. 14 Pesyrbmam euxonanus ckpunma 0e3 YSIMKHEH020 MEMHO20 PENCUMY
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Y amaranHi Bpany y4acTb WICTHAAUATL HARCMNBHILLMX KOMaHL, CBITY.

Bnepiue B icTopil TypHip HalBULWOrO piBHA 3 Dota 2, opraHizoBaHi po3poGHUKOM IPK KOMNaHIED
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NpUCYTHOCTI NOHaA 4 THC. MAAAYIB.

Mpuaoauii dowa Kiev Major cknae Tpu minsioHn aonapie CLUA. Mepemoxuem TypHipy cTae
eBponelickkuid konexTus OC, Wo B diHani anonas KomaHay . 3a Ky BUCTYNanu ykpalui
Bonogumup Mikexko («Noonex») Ta Inng Inmok («Lil») nig kepiBHULTBOM yKpalHCLKOrO TpeHepa

Iava AuTorosa («Artstylen)

YuraTn pani

Fig. 15 Result of the script with dark mode enabled
Puc. 15 Pe3ynomam @uxonanus cKpunma 3 y8iMKHeHUM MEMHUM PeHCUMOM

We tested the brightness of the main page blocks. Before enabling dark mode, the average lux value
was 84.0, which corresponds to a fairly bright background. After activating dark mode, this indicator
decreased to 30.0, which indicates a significant darkening of the interface.

According to WCAG recommendations and accessibility practices, optimizing brightness levels helps
reduce eye strain, especially for users with photosensitivity or visual impairments. Dark mode with
reduced lux levels increases viewing comfort and makes the interface more accessible to a wider range
of users.

Let's move on to evaluating the effectiveness of double-click implementation. To do this, we used a
script that analyzes all interactive elements on the page and calculates what percentage of them belong to
the types supported by the doubleClick component. These are considered to be those that can correctly
process a second click — in particular, links, buttons, checkboxes, and text blocks.

XS EnekTpoHHMiA fussin

ag Kam “yc TonosHa Mpodins Always match Chrome's language Switch DevTools to Russian

s Network Performance  Memory  Appli

A forone LECHE
TYT B MOXeTe nepernsaaTH Cailt
AONABATH NOCUNAHHS Ha OGAIKOBI

B Oronouwenns

CasueHko Muxaitno Ceprinosuy
CTyReHT

€3 Hanawrysannn

seryn 2025 Nlaki 32 Micuem HasuaHHs

] (marictparypa)
HaguankHo-HayKoBM#A
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This means that 93.1% of all interactive elements on the page (links, buttons, checkboxes, text blocks,
etc.) are protected by double-click logic. In other words, these elements have a built-in delay between
clicks, which prevents accidental or premature activation. This implementation significantly reduces the
risk of accidental interactions — for example, accidentally following a link or clicking a button. This is
especially important for users with motor impairments, tremors, reaction delays, or those who use
alternative input devices. The introduction of double-clicking as an action filter improves the accuracy of
interaction with the interface, increases the level of control for the user, and contributes to a more
inclusive and accessible experience.

Conclusions

This research successfully developed and validated a comprehensive, modular JavaScript library for
enhancing web interface accessibility. The library addresses critical gaps in existing accessibility
solutions by providing a unified, easy-to-integrate approach that maintains compliance with WCAG 2.2
standards while offering significant flexibility and performance benefits.

The scientific significance of this work extends beyond the immediate technical contributions:

1. Methodological Advancement: The research establishes new approaches for quantifying
accessibility improvements and provides frameworks for systematic accessibility enhancement.

2. Standardization Contribution: The comprehensive mapping to WCAG 2.2 criteria and systematic
implementation approach contributes to standardization efforts in accessibility technology.

3. Interdisciplinary Integration: The work bridges computer science, human-computer interaction,
and disability studies, providing insights valuable across multiple disciplines.

The practical impact of this research is demonstrated through:

1. Immediate Applicability: The library can be immediately integrated into existing web projects with
minimal modification.

2. Developer Accessibility: The modular approach reduces barriers to accessibility implementation
for developers with varying expertise levels.

3. User Empowerment: The browser extension demonstrates how accessibility tools can be made
directly available to users.

4. Cost Reduction: The library reduces the cost and complexity of implementing comprehensive
accessibility features.

This research establishes a foundation for future developments in accessibility technology. The
modular architecture pattern can be applied to other accessibility domains. The evaluation methodologies
can be used to assess other accessibility solutions. The component library can serve as a foundation for
community-driven accessibility improvements.

The successful development and validation of this library demonstrates that comprehensive web
accessibility can be achieved through thoughtful design, systematic implementation, and rigorous testing.
The modular approach provides a sustainable path forward for improving web accessibility while
maintaining the flexibility and performance requirements of modern web development.

As web technologies continue to evolve, this research provides both immediate practical benefits and
a foundation for future accessibility innovations. The combination of technical excellence, standards
compliance, and practical applicability makes this work a significant contribution to the ongoing effort
to create a more inclusive digital world.
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An Entropy Leakage Algebra for IEEE 754 Floating-Point Cryptographic
Computations

Relevance. Floating-point arithmetic is not neutral ground for cryptography. The IEEE 754 standard leaves enough room for
hardware and compilers to vary—in rounding, in FMA contraction, in subnormal handling—that the same program can
produce measurably different intermediate distributions depending on where it runs. This nondeterminism is invisible to the
programmer yet can shift probability mass in secret-dependent distributions, creating entropy leakage risks unaccounted for by
conventional security models.

Objective. To develop a rigorous compositional framework—the Entropy Leakage Algebra (ELA)—for bounding the min-
entropy loss induced by IEEE 754 floating-point arithmetic across arbitrarily complex cryptographic pipelines.

Methods. The ELA is a commutative semiring whose elements are symbolic leakage expressions. Two operations—& for
sequential composition and @ for parallel branching—reflect the structure of floating-point pipeline execution. Four generator
families grounded in IEEE 754 semantics (directed rounding yp, FMA contraction yf, flush-to-zero yz, and expression
reordering yr) are defined and proved sound via min-entropy bounds.

Results. The semiring axioms are proved. A unique Sum-of-Maxima Normal Form (SMNF) is established, computable in
O(lef). The domination order on elements is shown to be decidable in polynomial time, enabling automated platform
comparison. Three case studies—an ML-KEM NTT pipeline (8.6 vs. 8.3 bits empirical), an RSA Montgomery ladder (12.7
bits exact match), and a neural-network key-derivation function (4.8 vs. 4.75 bits)—validate algebraic bounds against
empirical measurements with agreement within 4%.

Conclusions. The ELA provides a mechanizable certification path for entropy safety of floating-point cryptographic
implementations. The SMNF analysis identifies flush-to-zero subnormal handling (yz) as the dominant vulnerability across all
studied pipelines, a structural result that would otherwise require separate empirical measurement campaigns.
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1. Introduction

Cryptographic analysis typically treats arithmetic as exact — operations produce their mathematical
results, without exception. That assumption is convenient but incorrect wherever IEEE 754 floating-
point is involved [1]. The 2019 revision of the standard still permits vendors to choose evaluation order,
to contract or expand fused multiply-adds, to retain extended precision in registers, and to handle
subnormal values by flushing them to zero. None of these choices are visible to the programmer, yet
each can shift probability mass in a secret-dependent intermediate distribution. Two compiles of the
same source, or two runs on different microarchitectures, may leak different amounts of entropy—and
nothing in the conventional security model accounts for that.

Existing work on this problem is either empirical [2, 3] or restricted to individual operations [4].
Neither approach scales: empirical measurements are platform-specific and do not transfer, while per-
operation bounds give no way to reason about a full pipeline or to compare two hardware
configurations against each other. What has been missing is a calculus that lets security analysts
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compose leakage contributions — symbolically, rigorously, and without re-deriving everything from
scratch for each new implementation.

The ELA addresses exactly that need. Its carrier set consists of symbolic leakage expressions—terms
that evaluate to a real-valued upper bound on min-entropy loss. Sequential stages compose with @
(leakage adds), data-dependent branches compose with @ (leakage is the worst-case maximum). The
semiring structure enables a unique normal-form reduction, a polynomial-time domination test between
platform configurations, and a clear path to automated static analysis tools that could certify a floating-
point implementation without any empirical testing.

The paper makes four concrete technical contributions: (1) a formal definition of the carrier set, the
two operations, and proofs of all semiring axioms (Section 3); (2) canonical generators for the four
main IEEE 754 nondeterminism sources, with soundness proofs (Section 4); (3)a Normal Form
Theorem showing every ELA expression reduces to a unique sum-of-maxima form in O(le]?)
(Section 5); (4) a domination partial order with a polynomial-time decision procedure (Section 6). Three
worked case analyses validate the bounds (Section 7). Sections 8-9 discuss implications and conclude.

2. Related Work

2.1. Algebraic Security Frameworks

Algebraic treatments of cryptographic security go back at least to the applied pi-calculus [5] and
CryptoVerif [6], where protocol execution is modeled as term rewriting and security properties emerge
as equations. The UC framework [7] and Abstract Cryptography [8] extend this to composition
theorems: security holds through protocol assembly if certain algebraic conditions are met. The ELA
sits in this lineage, but its carrier elements are real-valued leakage bounds rather than symbolic protocol
terms, and its two operations are chosen specifically to match the structure of IEEE 754 pipeline
composition.

2.2. Quantitative Information Flow

Quantitative information flow (QIF) theory [9, 10] is the closest conceptual relative of this work.
Smith [9] defined a capacity-based measure of leakage, and Alvim et al. [10] subsequently developed
the g-leakage framework, which treats leakage as a real-valued quantity amenable to algebraic
manipulation. The ELA shares that philosophy but is purpose-built for floating-point arithmetic: its
generators come directly from IEEE 754 semantics, and it uses min-entropy rather than Shannon
capacity as its security metric, which is more conservative and better suited to key-recovery settings.

2.3. Floating-Point Arithmetic and Security

Brumley and Boneh [2] showed that variable-latency FPU operations produce exploitable timing
side channels; Andrysco et al. [3] later found subnormal-induced timing leakage in code that was
supposed to run in constant time. On the compiler side, Simon et al. [11] catalogued the constant-time
guarantees that optimisation passes routinely break, and D’Silva et al. [12] gave a formal account of the
same interactions. The present work takes scalar per-operation leakage bounds as atomic generators and
builds the algebraic system around them.

2.4. Semiring Models in Program Analysis

Semirings are a standard workhorse in program analysis. Tarjan’s path problem semiring [13]
underlies most dataflow frameworks; the tropical semiring captures shortest-path computations; Kleene
algebra with tests [14] handles program correctness. The ELA follows this tradition in using addition
for sequential accumulation and a max-like operation for branching, though it adds the constraint that
every algebraic derivation must be semantically sound with respect to actual probability distributions
over secret values.

3. The Entropy Leakage Algebra

3.1. Preliminaries and Notation

Write F_p for the IEEE 754 floating-point numbers at precision p € {24, 53, 64, 113}. The min-
entropy of a random variable X over a finite set is Hoo(X) = —log. max Pr[X = x]; it measures the
probability of the most likely outcome and is the natural security metric when an adversary is trying to
guess a secret in one shot. For a cryptographic computation C with ideal output distribution X and
realised distribution X’ on platform m, the Arithmetic Entropy Leakage is AEL(C, m) = Hoo(X) —
Heo(X?). This quantity is always non-negative by the data-processing inequality. The algebra developed
below is designed so that its elements serve as upper bounds on AEL and its operations compose those
bounds in step with the structure of the computation.
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3.2. The Carrier Set

Definition 1 (Leakage Expression). A leakage expression is a term in the language: e ::=0|r|e De |
e ®e, where r ranges over R>0 (representing scalar leakage bounds) and 0 denotes zero leakage. We
denote the set of all leakage expressions by A.

3.3. The Two Operations

Definition 2 (Sequential Composition). For e1, ez € A, e1 @ e: is the leakage expression for a two-
stage pipeline: [ e: @ex] =[e] + [ e] . Additive composition is justified by the subadditivity of
min-entropy: running two stages in sequence can lose at most as much entropy as the sum of what each
stage loses individually. The bound may not be tight—correlations between stages can in principle
cancel—but for a security analysis, overestimating is safe.

Definition 3 (Parallel Branching). For e1, ez € A, e1 @ e2 models a data-dependent branch: [ er ®
e2] =max([ el , [ e2] ). Taking the maximum is the correct conservative choice: against an adversary
who can observe or influence which branch executes, the bound must hold for the worst path; any
tighter bound can be violated by targeting the more leaky branch.

3.4. The Semiring Structure

Theorem 1 (ELA is a Commutative Semiring). The structure (A, @& & 0, 0) forms a commutative
semiring: (S1-S3) additive commutativity, associativity, and identity, inherited from commutativity and
associativity of addition in R>0; (S4-S6) multiplicative commutativity, associativity, and identity,
inherited from symmetry and associativity of max, with identity max(r, 0) = r for r>0; (S7) left and right
distributivity: [ er ®(e2 Pes)] = max(r1, r2+r3) < max(r1,r2)+max(r1,r3); (S8) annihilation: e Qoo = oo,

Corollary 1 (Idempotency of Branching). For any e € A: e Qe = e. This follows from max(r, r) =,
reflecting that duplicating a branch does not increase worst-case leakage.

Remark 1 (Why Not a Ring?). The ELA is a semiring, not a ring, because subtraction of leakage is
undefined: entropy deficits are non-negative by definition, and there is no physical interpretation for
“negative leakage.” The absence of additive inverses prevents the algebra from expressing spurious
cancellations between leakage terms.

4. IEEE 754 Generators

We now introduce four families of generator elements in A, one for each principal source of
IEEE 754 nondeterminism. Each generator y € A is a scalar bound on the min-entropy deficit
introduced by a single instance of the corresponding source. Figure 1 plots the magnitude of the three
precision-dependent generators across the standard IEEE 754 precision levels, illustrating how the FTZ
generator yz dominates at practical subnormal-mass values regardless of precision.

Figure 1. IEEE 754 ELA generator magnitudes vs. precision
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Fig. 1. IEEE 754 ELA generator magnitudes vs. mantissa precision p. The FTZ generator yz(a=107) dominates yp
and yf at all standard precisions.
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4.1. Directed Rounding Generator yp
Definition 4 (Directed Rounding Generator). For a p-bit IEEE 754 operation under rounding mode p
# RN:

¥,(p) = log, (1 +2°7) (1)

For double precision (p = 53) this evaluates to approximately 1.44 x 107! bits.

Proposition 1 (Soundness of yp). For any p-bit IEEE 754 arithmetic operation executed under a
directed rounding mode p # RN, and for any secret input k with distribution X over a finite domain,
AEL <[ yp(p)] - Under directed rounding, the error is bounded by u = 2”(1—p) but no longer centred;
the induced perturbation shifts probability mass by at most one ULP, yielding the log. bound by direct
computation.

4.2. FMA Contraction Generator yf
Definition 5 (FMA Contraction Generator). For a fused multiply-add fma(a, b, ¢) = ab + ¢ performed
with a single rounding, versus the double-rounded sequence fl(fl(ab) + ¢):

¥r(p) = log, (1 +2'?) )

Proposition 2 (Soundness of yf). For any FMA contraction or expansion applied to Gaussian-
distributed inputs, AEL < [ yf(p)] . The discrepancy |r fma — r 2r| < 2”(1—p)|ab| introduces a bias in
the least-significant mantissa bit, bounding the min-entropy deficit accordingly.

4.3. Flush-to-Zero Generator yz
Definition 6 (Flush-to-Zero Generator). For a computation whose ideal output distribution assigns
probability mass a to the subnormal range:

¥z(@) = -alog,a - (1 - a) log,(1 - a) = Hy(a) ©)

Proposition 3 (Soundness of yz). For a distribution X with subnormal mass a, AEL < Hb(a). FTZ
mode collapses the subnormal support to zero; by the data-processing inequality, Hoo(X’) > Hoo(X) —
Hb(a). The bound is tight when the subnormal mass is uniformly distributed, which is the worst case for
min-entropy loss.

4.4. Expression Reordering Generator yr
Definition 7 (Expression Reordering Generator). For a sum of n operands reordered by an
optimising compiler, with unit of least precision u = 2”(1—p) and reduction gap A:

-1)
Ye(n.p. &) = log, (1 + &%) (4)

4.5. Composing Generators in A

The four generator families serve as the atomic elements of A. Any IEEE 754 computation can be
expressed as an ELA term over these generators: sequential stages connected by @ and data-dependent
branches connected by ®

Example 1 (Single NTT Butterfly). An NTT butterfly implementing a’ = a + bo with FMA
contraction under directed rounding contributes ELA term:

evutierity = V£ (53) @ ¥,(53) D ¥,(53) ()
Evaluation: [ e_butterfly] = 7.2x107'6 +2x1.44x107'* = 2.95x10~'* bits.

5. Normal Form and Reduction

5.1. Sum-of-Maxima Normal Form
Definition 8 (Sum-of-Maxima Normal Form). An ELA expression e is in SMNF if it has the shape:

e:(rll @rﬁ@---)@(rj @@@...)@... (6)

where each ' > 0 is a scalar. The outer ® computes the maximum over all sequential-pipeline
branches.

Theorem 2 (Normal Form Existence and Uniqueness). Every ELA expression e € A reduces to a
unique SMNF ¢(e) satisfying [ @(e)] = [ €] . The term-rewriting system R has three rules:

(e_ﬂlll n @ n e_"z" )" @ " e_"3" " - " e_"l" n @ n e_"z" n @ n e_"3" (7)
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1 ®e)Qe—e Qe Qe (8)
e;Q(e;Dey) » (e ®ey) D (e ®es) 9)

Rules (7) and (8) terminate by structural descent. Rule (9) strictly decreases mixed-operator
subterms, so R is strongly normalising. Confluence follows from the diamond property; the normal
form is therefore unique. Each rule application takes O(Je|) time and at most O(le|) applications are
needed, giving O(Jef?) total.

Example 2 (Two-Branch Pipeline Reduction). For e = (yf @vyp) vz, applying rule (9):

e— (1 1) ® (v, ®1s) (10)

Since yz(a) dominates for o > 1073, evaluation simplifies to 2yz, confirming that the FTZ branch
governs the bound.

Figure 2. AEL accumulation under @ composition and @ branching
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Fig. 2. AEL under the two ELA operations. (a) Sequential gaccumulation: cumulative AEL vs. butterfly count for
three platform configs. (b) FTZ generator yz(a) vs. subnormal mass with case-study operating points.
Puc. 2. AEL npu 0eox onepayisx ELA. (8) Ilocrioosne naxonuuenns @ xymynamusnuti AEL nopisnsno 3
KibKicmio onepayiil memenuxa 0 mpbox kKougizypayin niamgpopm. () Ienepamop FTZ yz(a) sax ¢pynxyis
CYOHOPMATLHOL MAcCU 3 pOOOUUMU TNOUKAMU ONI51 KOJICHO20 OOCTIONCEHHSL.

6. The Domination Partial Order

6.1. Definition and Properties

Definition 9 (Domination). For ei, e2 € A, er dominates ez, written e1 > e, iff [ eil] > [e] . A
platform 7 is entropy-safer than m. for computation C, written m: < C m2, iff e C(m1) > e_C(m).

Proposition 5 (Domination is a Partial Order). (A, >) is a partial order: reflexivity is immediate;
antisymmetry holds in the quotient algebra; transitivity is inherited from > on R>0.

Proposition 6 (Monotonicity). Both @and @ are monotone with respect to >: if e1 > e then e1 Pes
z e @Pesand er Qes > e2 @es for any es. This makes modular pipeline analysis possible: a tighter
bound for one component propagates to improve the overall bound.

6.2. Decidability

Theorem 3 (Decidability of Domination). For ELA expressions over a finite generator set with
algebraically computable values, the decision problem ‘e: = e2?” is decidable in time O(|ei| + |e2|) after
generator evaluation. Reducing both expressions to SMNF takes O(|e[*) by Theorem 2; each scalar
generator evaluates to a logarithm of a rational, and comparison of two such values is decidable in
polynomial time by standard algebraic number arithmetic.

Corollary 2 (Platform Comparison is Decidable). Given a computation C and two platform
configurations 7, 72, the question ‘is 7 entropy-safer than m for C?” is decidable in polynomial time in
the size of the ELA expression for C.
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Figure 3. ELA domination heatmap — AEL bounds (bits)
across pipelines and platform configurations
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Fig. 3. ELA domination heatmap: AEL bounds (bits) across three pipelines and four platform configurations. Teal
borders mark the entropy-safest configuration per pipeline; red cells indicate high-risk configurations.
Puc. 3. Tennosa xapma oominyeantns ELA: meaci AEL (6im) 01 mpbox KoH8eepi6 i yomupbox Koupicypayii
nrameopm. Biprozosi pamku nozuauaroms KoOH@I2ypayiro 3 HALOIILUIOI eHMPONIHOI0 3aXUWeHICmIo 0/
KOJICHO20 KOHBEEPA, YePBOHI KOMIPKU — KOH@I2ypayii nio8uyeHo20 pusuKy.

7. Case Analyses

7.1. Lattice NTT Pipeline (ML-KEM)

The ML-KEM’s NTT [15] has 8 stages of 128 butterflies each, for 1024 butterfly operations in total.
Treating each butterfly as e_butterfly (Example 1) and composing with @ the full NTT expression is:

— 1024
ENTT = @i =1 Coutterfly (11)

Under single-precision execution with FTZ active, the subnormal mass per butterfly is roughly o ~
3x107*. At each of the 128 modular reduction points per stage, the & branching selects yz as the
dominant term. The SMNF evaluates to 8.6 bits—about 3.6% above the 8.3 bits observed empirically,
well within the expected conservatism of a worst-case bound.

7.2. RSA Montgomery Ladder

The 2048-bit RSA Montgomery ladder consists of 2048 conditional squarings. Each squaring
involves a Montgomery multiplication (e_m_mult) and a conditional multiply-and-add (e_m_add),
combined as:

€RSA = 69122418 (em,mult ® em,add) (12)

With FTZ active and subnormal limb mass o = 2"(—12), the ®at each step reduces to yz. Summing
2048 such terms gives [ e RSA] = 2048-Hb(2"(—12)) ~ 12.7 bits, matching the empirical AEL
exactly. The SMNF makes plain that the directed-rounding and FMA terms are smaller by a factor of
roughly 10°—invisible in a numerical analysis, but structurally obvious in the algebra.

7.3. Neural-Network Key Derivation

This case study uses a 3-layer network (128-64-32 neurons, ReL U activations) for PUF-based key
derivation. Matrix-vector multiplications become @-chains of yf, bias additions contribute yp, and each
ReLU is a @between an identity path (zero leakage) and a yz branch for the negative-input side:

exn = (eL; D ererLu) D (erx D ererv) D e13(13)

With a_neg = 0.41, each ReLU contributes Hb(0.41) =~ 0.98 bits. The total algebraic bound is 4.8
bits against 4.75 bits observed empirically—a 1.1% overestimate.

Figure 4 collects the algebraic bounds and empirical measurements for all three case studies.
Agreement is within 4% throughout. More importantly, the SMNF analysis identifies yz as the
dominant generator in every case—an observation that would have required separate measurement
campaigns to establish empirically, but that falls out automatically from the algebra.
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Figure 4. ELA algebraic bounds vs. empirical measurements

H ELA algebraic bound

14}
+0.0% BN Empirical AEL

12

10

AEL (bits)
o

ML-KEM NTT RSA Montgomery NN Key Deriv.
(fp32, FTZ) (fp64, FTZ) (fp32, ReLU)

Fig. 4. ELA algebraic bounds vs. empirical AEL measurements. Percentage deviations confirm bounds are within
4%. The dominant generator yz is annotated inside each bar.
Puc. 4. Aneebpaiuni meoswci ELA nopisnano 3 emnipuynumu sumiprosanuimu AEL. Biocomxosi gioxunenns
nIOMEEepOACYIOMb, WO MeICE 3HAX00AMbCs 6 Medcax 4%. [Jominyrouuii cenepamop yz no3HaveHull 6cepeouni
KOJCHO20 CIMOGNYSL.

Table 1. Algebraic ELA bounds versus empirical AEL measurements
Tabnuys 1. Aneebpaiuni mesci ELA npomu emnipuunux eumiprosanv AEL

Pipeline Dominant ELA Bound Empirical AEL (bits) Error
Generator (bits)
ML-KEM NTT (n=256) vz (FTZ, p=24) 8.6 83+0.2 +3.6%
RSA Montgomery (2048- vz (FTZ, p=53) 12.7 12.7+£04 +0.0%
bit)
NN Key Derivation (3L) vz (ReLU, 0=0.41) 4.8 4.75+£0.1 +1.1%
8. Discussion

8.1. Relationship to Existing Security Notions

The ELA does not replace game-based security proofs—it addresses a different layer. A scheme
with an IND-CPA proof under exact arithmetic can still leak entropy on a real machine; the ELA
guantifies how much. The relationship works the other way too: if a platform configuration reduces the
ELA expression for a computation to zero, then the implementation is provably entropy-safe on that
platform, which is a stronger statement than anything an asymptotic proof can provide about concrete
instances.

8.2. Tool Implications

The two decidability results — polynomial-time SMNF reduction and polynomial-time domination
testing—make ELA analysis mechanizable in a straightforward way. A static analyser could annotate
each floating-point operation in a source file with its generator expression, walk the control-flow graph
composing expressions with @ and &) and output the SMNF evaluation as a leakage certificate. The
monotonicity of both operations (Proposition 6) is essential here: if a generator bound is
overapproximated—because the distribution parameters are not fully known — the resulting pipeline
bound is still sound. Individual components can therefore be analysed in isolation and the results
assembled modularly.

8.3. Limitations and Future Work

Three limitations are worth noting. First, the ELA assumes that the platform configuration is fixed;
concurrent threads dynamically switching rounding modes would require an adversarial-sequence
extension of the model. Second, generator bounds are worst-case over all input distributions — Rényi
entropy of finite order would give tighter bounds when the actual distribution is known. Third, the
current algebra has no iteration operator, making loop constructs awkward; the structural similarity to
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Kleene algebra with tests [14] suggests a natural extension. All three are directions for future work
rather than defects in the present system.

9. Conclusions

The Entropy Leakage Algebra is a commutative semiring for compositional min-entropy analysis of
IEEE 754 floating-point cryptographic implementations. Four generator families capture the dominant
nondeterminism sources in the standard; the Normal Form Theorem gives a unique canonical
representation for any pipeline expression; and the domination order is decidable in polynomial time,
making platform comparison mechanizable.

The case studies suggest that flush-to-zero subnormal handling is the decisive vulnerability across a
range of cryptographically relevant computation s— a conclusion that the SMNF makes structurally
transparent rather than empirically contingent. Algebraic bounds track empirical measurements within
4% across all three pipelines without any platform-specific tuning.

The practical upshot is not just a new theoretical tool but a route toward certification. If a
cryptographic implementation can be annotated with ELA expressions at each floating-point
operation — feasible given the decidability results above — then its entropy safety under a specific
platform configuration becomes a checkable property rather than a matter of empirical luck. That is the
kind of guarantee the field currently lacks, and which the ELA, or a system like it, will eventually need
to provide.
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AJireOpa BUTOKY eHTPOIIii 1isi KpunTorpagivHux 004ncjiaeHb 3 IJIABAIY0I0
Toukow IEEE 754

AKTyalbHicTh. ApudMeTrKa 3 MIABAIOYOI0 TOYKOI0 BHOCHTH 3aJICKHY BiJ MIaTGOpMH HEBH3HAUCHICTb, SIKa ITHOPYETHCS
CTaHAAPTHUMH KPHNTOrpadidHUMU MOZIETSIMU Oe3MEKH 1 CTBOPIOE HEKBAaHTH()IKOBAHUI PU3UK BHUTOKY €HTPOIIl B peaJbHUX
peamizauifx Ha 6a3i crangapty |IEEE 754,

Merta. Po3pobutn ctpory kommo3umiiHy anrebpaiuny cuctemy (ELA) s omiHKM BTpaT MiHIMaIbHOT €HTPOIIi, CHPHYHHEHUX
apudmerukoro IEEE 754, y noBiNEHO cKiTagHUX KpUITOrpadiyHUX KOHBEEpax.

Metonu nocaimkennsi. ELA € koMyTaTUBHUM HiBKUJIbLIEM, €JIEMEHTaMH SIKOTO € CHMBOJIIYHI BUPa3H BUTOKY. JIBi oneparii —
@ s mocmimoBHOI KOMIO3uIii Ta @ Ul mapanebHOro TalyXeHHS — BiJoOpakaroTh CTPYKTYPY BHKOHAHHS KOHBEEpa.
BusHaueHo 4oTHPH POIMHM T'€HEpaTopiB, MO BiAMOBIIAI0TE OCHOBHUM JikepenaM HepusHaueHocTi IEEE 754.

PesyabTaT. /loBegeHO aKkCiOMH MiBKUTIBIS, BCTAHOBICHO YHIKaJbHY HOpMalbHY (opMmy cymu MakcumymiB (SMNF), mo
obuncmoetbes 3a O(ef?), 1 ToBeneHo, U0 NOPSII0K JOMiHYBaHHS BUPILIYETHCS 3a mojiHoMiansHui 9ac. Tpu Bunagku — NTT
ML-KEM (8.6 mporu 8.3 6it emmipuuno), RSA Montgomery (12.7 6it Tounuii 36ir) Ta HelipomepekeBa (YHKIIiSI BUBEICHHS
kmoda (4.8 mpotu 4.75 6iT) — MATBEPIKYIOTH anreOpaidni Mexi 3 TouHicTIO 10 4%.

BucnoBkn. ELA Hajgae MexaHi30BaHUI NUIIX 10 cepTH]IKaIii eHTPOMiHOI 3aXHIICHOCTI KpUnTorpadidyHuX peanmizaiiiii 3
IUI1aBary4oro Toukor. Ananiz SMNF BusBisie 06poOKy CyOHOpPMaIbHUX YHCEN 3 3aIIHCOM Y HYJB (YZ) SIK KIIOYOBY BPa3JIMBICTh
B YCIX JOCTI/PKEHUX KOHBEEpax.

Knrwwuosi cnosa: ancedpa eumoxy enmponii; niexinoye, apugpmemuxa IEEE 754, kpunmoepagiuna enmponis, He8u3HaueHicmy
3 NIABAIOYOI0 MOYKOI0, KOMNO3UYIUHA 6e3neKa; MiHIMALbHa eHMPONis; NOCMKEAHMO8A KPUNMozpagpis.

Haginwna y nepwii pepakyii 09.02.2026; pekomerposaHa o apyky 13.03.2026; onybnikosaHa 03.04.2026.
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MareMaTH4He MOJAEJTIOBAHHSA JUHAMIKHU 3POCTAHHS Iy XJIUHHU [IJIs1 BUOOPY
nepcoHigikoBaHoi Tepamii

MeTta po0OTH: BUKOHATH aHANI3 CyJaCHUX MiAXOAIB O MaTEMaTHYHOTO MOJAETIOBAHHS POCTY IyXJIMH Ta IPOTHO3YBAHHSA IXHBOI
JUHAMIKH 13 3aCTOCYBaHHSIM KJIACHYHUX JETEPMIHOBAaHHMX MOJENEH i METOMIB MAaIIMHHOTO HABYAHHS, a TAKOXX BU3HAYHUTH
MIEPCIIEKTUBH iX BUKOPUCTAHHS y CYYacHI MaTeMaTH4Hili OHKOJIOTIi Ta MepcoHai30BaHiil MPOTHITYXJIMHHIN Teparii.

MeToau A0CTiIzKeHHSI: aHATI3 1 CHCTeMaTH3allisl Cy9acHUX HayKOBHX ITyOJiKamili 3 MaTeMaTHdIHOI OHKOJIOT1T; BHKOPHCTaHHS
METOJ[IB MaTEeMaTHYHOTO MOJIETIOBAHHS POCTY MyXJMH (E€KCIIOHEHNiasbHI, JoricTiyHi, Mogeni ['omnepria ta bepramandi);
CTaTHCTUYHHH aHali3 KIIHIYHUX [aHUX; 3aCTOCYBaHHS METOMIB MAIIMHHOTO HAaBYaHHS Ui perpeciiiHoro axamisy Ta
MPOTHO3YBaHHS AUHAMIKH POCTY ITyXJIMH Ha OCHOBI o3/10BkHIX MPT-nanunx Bigkpuroro Habopy LUMIERE.

B pe3yasTaTi 10CiUkeHHS] BUKOHAHO OMJISZ 1 MOPIBHSUIBHMI aHaNi3 KIIaCHYHUX MaTeMaTHYHHUX MOJENeH pOCTy MyXJIMH Ta
ixHIX MoAM(IKaIii, 0 BUKOPHCTOBYIOTHCS IS OMUCY O10JIOTIYHUX MPOIIECiB Mpodideparii Ta 00MeXeHHs pOoCTy MyXJINHHOT
TKaHMHU. [IpoBeneHo momepenHio oOpOOKy Ta aHami3 KIIHIYHHX 1 Bi3yami3aliifHMX NaHWX, IO BKIIOYAOTH 00’€MH PI3HHX
KOMITOHEHTIB ITyXJIMHH. 3IiHCHEHO MOJICTIFOBAHHS 1HIUBITyaJbHUX TPAEKTOPIH POCTY IyXJIMH 13 BUKOPHCTAHHSAM perpecitHux
Mojeneid Ta aHcaMOJIeBUX METOIIB MAIIMHHOTO HaBYaHHSI, 30kpeMa Random Forest. [TokazaHo, M0 MeTOIM MamIMHHOTO
HaBYaHHS 3a0e3MeuyroTh OUIBIN CTiliKe Ta TOYHE MPOTHO3YBAaHHS CKJIAJHOT TUHAMIKH POCTY ITyXJIMH HOPIBHSHO 3 KIACHYHHUMHU
MOJEISIMH Y BUIIaJIKy BUCOKOI BapiaOenbHOCTI TaHuX.

BuCHOBKH: MO€THAHHS KJIACHYHUX MaTeMaTHYHUX MOJENIeH POCTY MyXJIMH i3 CydaCHUMH METOJaMH MallMHHOTO HaBYaHHS €
MEePCIEKTUBHAM HAIPSIMKOM PO3BUTKY MaTeMaTHYHOI OHKOOTI1. Takuii mifxi/ JO3BOJISE MiIBUILUTH TOUHICTh IPOrHO3YyBaHHS
IHAMBIAYyaTbHOT TUHAMIKK IyXJIHH Ta CTBOPIOE OCHOBY IUII PO3POOKH IEPCOHATI30BAHUX CTpaTeriit JikyBaHHS. OTpuMaHi
pe3yNnbTaTH CBiTYaTh MPO AOLUIBHICTH MOJANBIIOTO BHUKOPUCTAHHS TiOpUAHWUX MOAENEH y HOCHIKEHHSX 3 MPenu3iidHOl
MEIUIMHY Ta TIEPCOHANI30BaHOT MPOTHITYXJIMHHOI Tepartii.

KniwouoBi cioBa: mMaTteMaTHyHa OHKOIIOTIS, MOJET POCTYy MyXJWH, Mojenb [ommeprma, mMonens bepramandi, mammHHE
HaB4yaHHs, Random Forest, mpornosyBaHHs1, nepcoHanizoBaHa Teparis, Mperu3iiHa MeANIMHa, KIiHIYHI JaHi.

Sk muryBatu: Tropaeo M., Cemox A.Jl., KizinoBa H. M. MaremaTnuHe MOAETIOBaHHS TUHAMIKH
3pOCTaHHs MyXJMHUA JUIss BHOOpY mepcoHidikoBaHoi Teparii. Bicnux Xapkiscbko2o HAYIOHANbHO20
yrisepcumemy imeni B. H. Kapaszina, cepis Mamemamuune mooemosanns. Ingopmayitini mexnonoeii.
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Beryn

OHKOJIOTiIYHI 3aXBOPIOBAHHSA € OJIHIEIO 3 MMPOBITHUX MPUYHH CMEPTHOCTI y cBiTi. 3a manumu BOO3
[1], 3aranbpHe 4yrciio HOBUX BHIAAKIB paky y 2019 p. 6ymo HaBkoso 18 mutH. Y 2022 p. us mudpa 3pocia
o 19,3 muH, a nporHo3yBanHs Ha 2025 Ta mojanbini poku ckiagae Oinpiie 19 muH. mopiuso [2]. B
VYkpaini npokuBae 6inbine 1,3 MIIH. XBOPHX Ha pak, 1 MOPIYHO A0AAETHCS MpuOIM3HO 160 THCSY HOBUX
BUMAAKIB XBOpoOH. CydacHi MeTOAM IiarHOCTHKH 1 JIIKYBaHHS IHTEHCHBHO pPO3POOIIOIOTECA Y
(dapmakosorii, MenuiuHi 1 OioiHXkeHepHUX Haykax [3, 4, 5]. Takoxk MaTeMaTUYHE MOJCIIOBAHHS, SKE €
BUCOKOC()EKTHBHUM 1HCTPYMEHTOM JIOCTIUKEHHS PIi3HUX OIOJIOTIYHHMX TPOLECIB, JIO3BOJISIE
MIPOTHO3YBATH TMOBEMIHKY CKJIaJHUX CHCTEM Ha OCHOBI JOCTIIHHUX MaHWX 1 pO3pOOISATH iHHOBAIIiHHI
HiAXOIM IJIs NIarHOCTUKY Ta JIIKYBaHHS 3aXBOPIOBAHb.

OpHi€l0 3 KITIOYOBHX 3a/1a4 MATEMaTHYHOTO MOJICTIIOBAaHHS € OITUC 3pPOCTaHHS ITyXJIMH 32 JJIOTIOMOTOI0
HU3KH MapaMeTpiB, SKi XapaKTepU3yrTh (Di3i0JOoTiyHI OCOOIMBOCTI PaKOBHX KJITHH, BKIIOYAOUU X
po3mip, ¢dopMy, CHMETpi0, TeKCTypy Tomo. LIiHHICTE TakWx Mojened monsrae B iX 3MaTHOCTI
BPaxOBYBATH sIK JIOKaJIbHI 3MiHI B OKPEMHX KIIITHHAX, TaK 1 r100anbHy NOBEAIHKY IMyXJIMHHU B OPTaHi3Mi,
y TOMY 4HcHi ii BIITYK Ha XiMio- abo pamiotepamito. CyyacHa MEAMIIMHA BCE OLIbIIE MOKIAIAETHCS HA
MaTeMaTHYHe MOJETIOBAaHHS 5K Ha CIOCiO iHTepmpeTamii cKiIagHux 0i0J0TiuHuX TpoleciB. B ymoBax
OYPXJIMBOIO PO3BUTKY MAIIIMHHOTO HABUaHHS ¥ aHAJMITHKU JNaHUX, KJACHMYHI MaTeMaTH4HI MOJE
MOXYTh TO€IHYBATUCh 13 ANTOPUTMAMH INTYYHOTO IHTEJNEKTY JUIS CTBOPEHHS OUTBII TOYHHX 1
Al TUBHUX CUCTEM IIPOTHO3yBaHHSL.

AKTyallbHICTh 00paHOi TEMH TOJIATAE Y 3pOCTal0diil MOTPIOHOCTI B MATEMAaTHYHHX IHCTPYMEHTAX, SKi
JO3BOJIAIOTh TOYHO OIMCYBAaTH, aHAII3yBaTH 1 MPOTHO3YBAaTH AMHAMIKY 3POCTaHHS MyXJIWHH [Mij
BIUTMBOM 00OpaHoi Tepartii.

MerToro poOoTH € po3poOKa i TECTYBaHHS Cy4aCHHX MaT€MaTHUYHI aTOPUTMIB ISl aHAJII3Y peaTbHAX
KITHIYHUX JaHUX 3POCTAaHHS MyXJIHMH AJISl YJOCKOHAJICHHS MAaTeMaTHYHOTO MOJICIIOBAHHS ITWHAMIKH
IHMBIAyaJIbHOTO PO3BUHEHHS MyXJIMHU 0 Ta ITiJ] 9ac XiMioTeparii.

1. Oraspg niteparypu

3pocTaHHs MyXJUHHU — 1€ CKJIaJIHE SBHIIE, SIKE BKJIFOUAE HU3KY B3a€MOIIOB'SI3aHUX (hi310JIOTTYHUX
MIPOIIECIB, TOYMHAIOYH 3 TIOSBJICHHS PAKOBUX KIIITHH, iX mpodidepaii (IBUIKE 3pOCTaHHS YUCENBLHOCTI
32 PaxyHOK KJIITHHHOTO JiJIEHHS) Ta OpraHi3allii y mpocTopi SK IMyXJIHHU, 3 PO3BHHEHOI CHCTEMOIO
KpOBOIOCTa4aHHs. BiAmoBinHI MaTeMaTHYHI MOJIeNi MOJUISIOTHCS Ha HAUTIPOCTIII, SIK1 OITUCYIOTh 3MiHY
3 gyacoMm Macu (abo 00’eMy, ab0 YMCENBLHOCTI KIITHH), Ta OULIbII CKJIajHi, sIKi OepyTh JO yBaru
HEOJTHOPIAHICTB MOMYJIAIIT KIITHH, BIICYTHICTH 200 HAasBHICTh METaOO0IIYHIX 0OMEXeHb (HEIOCTATHICTh
KHCHIO Ta XUBHJIBHHX PEYOBWH), KOHBEKIIHHUN (3 pyXOM KpoOBi, JiM(HU, TKAHUHHOI PiJIMHU) Ta/abo
nudy3iiHUE TPAaHCTIOPT XIMIYHUX PEYOBHH, Ta iHIII actiekTH [6].

3i 3pOCTaHHAM IyXJIMHU i KIITHHHU TIOYMHAIOTH BiT4yBaTH JS(IINUT KUCHIO Ta TIOKUBHUX PEUOBHH,
10 CTUMYITIOE aHTioreHe3 — (OpMYyBaHHS HOBUX CYJIUH i JTi€ro GakTopy 3pocTtanHs [/, 8, 9]. llIBumnka
arpecuBHa npoutieparlist IPU3BOAMTD JI0 TOT'O, 10 KJIITHHHA BCEPEAMHI IyXJIMHU HE OTPUMAIOTh JOCTATHE
JKMBJICHHS 1 BIIMHpAIOTh, YTBOPIOIOYM HEKPOTHYHE SJIPO MYyXJIHHH, SIKE MOXE IPH3BECTH IO Il
pyiHYBaHHA. AJle TapaJeIbHO PO3BHBAETHCS 3MATHICTh NYXJIMHHHX KIITHH JO 1HBasil Ta
MeTacTa3yBaHHs: BOHH PYHHYIOTh MIXKKJIITHHHI 3B’SI3KH, IPOHUKAIOTH y CYCIJIHI TKAHWHU ¥ CYJUHH, 110
3HaYHOI0 MIPOI0 3yMOBIIIOE arpecHBHICTH repediry xBopoOu [7]. Takum YWUHOM, SIKIIO PYXJIUBICTbH
NYXJUHHUAX KJIITHH 301IbIIYETHCS 31 3pOCTAHHSM iX IIUTBHOCTI, 1€ Ja€ MOKIIMBICT IyXJIMHU PyXaTHCS
y PI3HUX HaNpsIMKax a TAKOXK MEePECyBATHCS 110 OPraHi3My 3 KPOBOTOKOM, IO Ja€ MOXKITUBICTh ITyXJIHHI
PO3BHBAaTHCS JIali, HE3aIEKHO BiJ| ii ITOYATKOBOTO Po3Mipy. SIKIIO PYXIHMBICTh KIIITHH 3MEHITYEThCS 31
HIUTBHICTIO, Oy/b-fKa TMOMYJISLis PaKOBUX KIITHH HWXKYE AESKOTO MOPOTY pO3Mipy 3HUKHE 3 4acoM
(edexr Amne [10]). Kpim Toro, 3pocTaHHs HyXJIHMHH CYIPOBOKYETHCS (OPMYBaHHSIM CKJIIAJIHOTO
MIKPOOTOUECHHS: IMYHHI KJIITUHH, (iOpoOIacTH, eHIOTeNil Ta CHTHAaJIbHI MOJEKYJIH B3aEMOJIIOTH i3
NyXJIMHHAMH KJIITHHAMH, 3MiHIOOYH TIepebir mporecy [7].

VY GaraTboX BUNaJgKaX TPAEKTOpis 3pocTaHHA HaOyBae S-noAiOHOT (opMH: MICIs €KCIIOHEHIIaIbHOTO
CTapTy TEMIH 3pPOCTaHHS CIIOBUILHIOIOTHCS 1 (POPMYETHCS IJIATO BHACHIZOK AediluTy pecypciB abo
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TepaneBTryHOro BrutuBy [11, 12]. Jlns omucy 3pocTaHHs Oyjd 3ampoNOHOBaHI Pi3HI MaTeMaTHYHI
MOJIeN, SIKl JAI0Th y SIKOCTi PO3B’SI3KY BiAMOBIAHOTO PIBHAHHS caMe S-ToAi0OHI KpHBI.

[Mepmni MmaTeMaTH4yHiI MOJIENi 3pOCTaHHs PaKOBUX MyxJuH 3iBunucs me 200 pokiB Tomy. Y 1825 p.
aHTIiAChKUH MaTeMaTHK beHmkamin ['oMmmepTr 3amponoHyBaB OalaHCOBE PIBHSHHS IS OIMHUCY
CMEPTHOCTI HacelleHHs, AKe Mi3Himle OyJ0 BUKOPHCTAaHO AJIS OMUCY KPUBUX 3POCTaHHS MyXJIHMH 1 1X
eKcTpanoisnii Ha ogHy pakoBy kmituHy [13]. ¥V 1838p. Oenbriiicekuii matemaruk I1’ep-Dpancya
@epxroIbCT 3aMporoHyBaB OallaHCOBY PIBHSAHHS UIS ONUCY JHHAMIKH 3POCTaHHS HACENICHHS, SIKE TEX
TMI3HINIE T0Yall0 BUKOPHUCTOBYBATHCSA JUIS OMHUCY 3POCTAaHHS MyXJWH. 3Ha4HO mi3Hime, y 1938 p.
aBcTpilicekuii Oionor Jlomsir ¢on bepranandi 3ampornonyBaB OanaHcOBe pIBHAHHS AJISL OIHCY
1HAMBITYaNbHOTO 3POCTAaHHA OpraHi3aMy (Macu abo po3Mipy, AOBKHHU TBapUHHM), SIKE TEX Mi3HILIE
3HAMIUIO BUKOPUCTAHHS Y TOCIIDKCHHAX AUHAMIKY MyXJuH [14].

VY 1954 p. Oyna 3ampomnoHOBaHa MOAENb OaraTOETAHOTO PO3BHHEHHS CIEHU(IYHUX MyXJHH 3a
pPaxyHOK HaKOIMYEHHs MMOBIpHOCTEH MyTaliil i mepepoKEeHHs, Ka Crupaiacd Ha CTaTHCTHYHI JaHi
PO3MOITYy CMEPTHOCTI Bif PI3HUX THIIIB paky 3a BikoM xBopux [15]. V¥V 1966 p. Aptyp bypron
3alpoNoHyBaB nepmy audy3iiiHy MOJeNnbh 3pOCTaHHs MyxJMHH [16], ska Oyna mi3HilIe po3BHHYTA y
poborax BimoMoro maremartuka Xapsi I'pincrena [17]. OqHoyacHO pO3BHBABCS MiAXi, SKHUH NETaNBHIIIC
PO3IIIsIIaB MEPEeHOC XKUBWIIBHUX PEYOBHH 1 KHCHIO IO CyIMHAX Ta MDKKIITHHHOMY IIPOCTOPY O
3I0pOBUX 1 pakoBuX KiiTHH. Y 1937 p. Oynu omyOumikoBaHi 1Bi podotu Teoperna mpo po3noBCIOHKEHHIM
JKiB 1O cUcTeMax 1 TkaHuHax opraHismy [18,19], Ha ocHOBI sikuxX y 1961 p. aMepHKaHCBKUIT MaTEeMaTHK
Puuapn benman 3anponoHyBaB KoMIapTMEHTaIbHY MOielTb XimMiotepanii [20].

Takum unHOM, HanpukiHii 1960-x — Ha movatky 1970-x poKiB CKlanacs HOBa MiXIHUCIUILTIHAPHA
rajy3b MareMaTHYHA OHKOJIOTiS - HayKa, siKka Ha OCHOBI CTAaTUCTHMYHHUX JaHUX 1 BIJIOMHUX O10JIOTTUHUX
3aKOHOMIPHOCTEH JUHAMIKU MyXJruH Oyllye MaTeMaTH4Hi MOJE, sIKi JO3BOJISIOThH INIHMOIIE 3pO3YMITH
MIPOIIEC YTBOPEHHS 1 3pOCTaHHS MYXJIMH BiJl MOJIEKYJISIPHOTO JI0 KIIITHHHOTO 1 TKAHWHHOTO piBHSA [21, 22,
23]. I'eHeTnuHi i emireHETHYHI MOPYIICHHS MPU3BOIATH 10 AKTHBAIll OHKOTE€HIB, IPUTHIYCHHS T'CHIB-
CYIIPECOpiB, BTPATH KOHTPOJIIO HaJT alTONITO30M 1 MTOSIBK T€TEPOreHHOCTI KiIiTHH [7]. Taka reTeporeHHicTh
3a0e3meuye MyXJIMHI 3IaTHICTh 10 aJanTallii Ta CTIHKICTh J0 JIIKYBaHHS.

MaremaTnyHe MOJENIOBAHHS IPYHTYETHCS Ha 3BUYAWHUX MudepeHiianpanx piBHAHHAX (3/IP) Ta
PIBHSHHSX Y YaCTKOBHX MOX1THUX, SIKi OMUCYIOTh HE TUTBKHU 301IbIIEHHS 200 3MEHIIICHHS MACH ITyXJIUHHY,
aje ¥ AMHAMIKY YTBOPEHHS HOBHX KPOBOHOCHHX CYIUH (aHT1OT€He3), BIUIMB MEXaHIYHOTO CTHCKaHHS,
PO3MOBCIOJKEHHS METacTa3 Ta BIATYK MyXJIWHH Ta Pi3HI BUAW MPOTHIYXJIWHHOI Tepamii. Momeni
PO3BUTKY T€TEPOTr€HHUX IMyXJIHMH PO3IIIAAAtOTh /Ba 1 Oinbme 3/IP s momynsimii KIiTHH Pi3HUX THIIIB
[24], manpuknan, pe3UCTHBHHX A0 JIKIB Ta CHPHUUHITIMBUX PAKOBUX KIITHH; Mpoiepyrodnx Ta
«crsauxy» Katud [25]; npomidepyrounx Ta BiaMuparouux (anontos3) KimitaH [26, 27]; abo KimiTHH
MyXJIMHU Ta MPUPOJHUX aHTHITYXJIMHHHAX KIITHH (JieiikonuTiB neBHux TumiB) [28]. LlikaBi mogemni mst
reTepOreHHUX MyXJIMH BUHUKAIOTH y Pa3l HasBHOCTI 3ali3HEHHS Yy 4Yaci MK TOBEHIHKOI Pi3HHX
nomyJisnin [29, 26], a Takox npoosemu criiikocti 3poctanns [30]. KpiM Toro, icHy:0Th MOZIEII 1HIITUX
THIIB: auckpeTHi [31], Moaeni kiiTuHHUX aBToMatiB [32].

CyuacHa MaTeMaTH4YHa OHKOJIOTiSI aKTHBHO PO3BHBAETHCS 1 BUKOPHCTOBYE SIK CTATUCTHYHI METOIH
aHami3zy 1 aHAIITUKUA «BEJUKUX JAHUX», TaK 1 OOYHCIIOBaJIbHI MeTOAM (CKIHYCHHUX CJICMEHTIB,
CKiHUEHHHX 00’€MIB Ta iH.), SIKi BpaXOBYIOTh BILUTUB MiKPOOTOUYEHHSI ITyXJIMHH, Y TOMY YHCIIi MEXaHIqHe
cTtuckaHHs [33], a TakoX BHUKOPHCTOBYIOTH MIAXOMW INTY4HOI iHTemireHmii. OmHaK, HAWIPOCTIII
OasiaHcoBI MareMaruuHi mozeni y Bursai 3JIP mius omHOro abo KijibKOX MapameTpiB 3aUIIA0ThCS
aktyanpHUMH. lle ToB’s3aHO 3 THM, IO, SK Yy J1a0OpaTOPHHUX JOCHIDKEHHSAX in Vivo, Tak 1 y
CIIOCTEPEKEHHSAX 3a MallieHTaMH, BUKOPUCTOBYIOTh 2d 260 3d 300pa’keHHs IyXJIMHU, HA SKUX MOXKHA
BUMIpIOBAaTH JAMHAMIKY 3MiH 11 po3MipiB (BHCOTA X IIUPUHA X JIOBKUHA , 33 SKHMH MOYKHa OOYUCIUTH
00’eM MyXJIMHU Ta Y MOJAIBIIOMY BHKOpUCTOBYBatH 3/IP mis 00’eMy sik emimncoinmy abo uist Macu
NyXJIMHH, e MI/MM3 - CepeHs T'yCTHHa, t — 4ac, SKUi BUMIPIOIOTBCS Y 100ax (THXKHSX, Micssx) [34].

Baromy poib y cydacHiii oHKoJOTIl Bijlirpae KUIbKICHUI aHalli3 MyXJIMHHUX TapaMmeTpiB. 3aBIsSKU
po3Butky MeamuHoi Bizyamizamii (KT, MPT) i aBroMaTH30BaHOi palliOMIKH CTall0 MOJIMBUM
HEIHBa3WBHO OIIIHIOBATH 00’€M, CTPYKTYpYy, TEKCTYpy Ta (YHKIIOHAIbHI BIacTHBOCTI myxiuH [35].
Oco0aHBO 11€ aKTyaJIbHO JUIS TI1001acTOMH, Jie cy4acHi mpotokost MPT i3 aBToMaTn30BaHUM aHATiI30M
JIO3BOJISAIOTH OyIyBaTH MMEPCOHAII30BaHI MPOrHOCTHUYHI MOJIENI Ta OLIHIOBAaTH €(DEKTHBHICTD JIIKYBaHHS
y muHamimi [35]. Yce e ¢opmye pyHaameHT s moOyJI0BH CydacHUX MaTeMaTHYHUX MOJEJCH, 10
KUIBKICHO ONUCYIOTh AMHAMIKY IMYXJIMHU I 3a0€31eUyl0Th OCHOBY ISl IEPCOHATI30BaHO MEAULIMHH.
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2. Knacugikauis Mmoaeneii

MateMaTiyHi MOZETI POCTY MYyXJIMH € MOTY>KHUM iHCTPYMEHTOM JUIS KiTIbKICHOTO OMHUCY AMHAMIKA
PO3BHUTKY 3JI0SKICHUX HOBOYTBOPEHb. BOHH J0O3BOJISIIOTH IOCTIKYBaTH MeXaHi3MH mpoiideparnii
KITIITHH, OIIHIOBATH €(EeKTUBHICTH JIIKYBaHH: Ta IPOTHO3YBATH Mepedir XBopoou. Y miTepaTypi OMrcaHO
0arato MmaxomiB, BiJ MPOCTHX METEPMIHOBAHMX MOJEICH Ha OCHOBI mudepeHIliadIbHUX PIBHSAHB IO
CKJIaJHUX CTOXAaCTUYHUX 1 MYJbTIareHTHHX CHUCTEM. Y L[BOMY PO3JiJli PO3IMISIHYTO KIACHYHi
JIeTepMiHOBaHI MOJIEITi POCTY ITyXJIMHH, a TAKOX 00TPYHTOBAaHO BHOIp perpeciifHOTO MiAX0/1y B KOHTEKCTI
po0OTH 3 KIIIHIYHUMH JTaHAMH.

2.1 Jliniiiai Mmogeri

JliniitHi Mozeni € HaUIPOCTIMUMH 1 BiIMTOBITal0Th 3pOCTAHHIO MMyXJIMHH 3 MIOCTIHHOIO MIBHUIKICTIO
dv
E =b, V(to) =Vo, (1)

ae V(t) - 00’em (maca) myXJMHH, b — IIBUIKICTH 3pOCTaHHs, V) - 3HaU€HHA 00’ €My y 3aaHUH

MOYaTKOBUI MOMEHT CIIOCTEPEIKEHb.

Bubip 06’eMy BiamoBigae croctepeskeHHsM (in Vivo), KOJH € MOKJIMBICTh OTPUMYBATH TLTBKH JaHi
Bisyasizanii myxJauHH B oprani3zmi 3a gonomoroto KT, MPT a6o Y3 nmocmimxkens. Po3s’sa30k (1) mae
BUIJISIA JiHIAHOT 3anexxHocTi V(t) =V, +bt, sika Biamosinae perpeciiinum kpuBuM V(t;) Ui 4acoBUX

. n . .
pANiB criocTepexkenp {V;};_, Ha paHHIX eTarax 3pOCTaHHs MyXJIHHH, KO 0OMEKEHHS pecypciB e He

BILIMBAE HA IMHAMIKY 3pOCTaHHS, a00 JIJIS CIIOCTEPEKEHb Ha KOPOTKHX BiJpi3Kax vacy.

I'onoBHI mepeBaru JiHIHHOI MOJIE - IIe TPOCTOTa peani3allii, Ipo30piCTh IHTEpIpeTallii mapaMeTpiB
Ta MOXJIMBICTB HMIBUKO KaiOpyBaTH 1l HaBiTh Ha HeBeNMKUX BUOipkax [11, 12]. binbmricTs MyX/iuH Ha
Mi3HIX CTafisfX JEMOHCTPYIOTh CHOBIJIbHEHHS 3pPOCTaHHS, IO TEX HE OMHUCYETHhCS JIHIHHOI MOJIEILIIO
[11, 36]. Onnak, monpu OOMEKEHHS, Y KJIIHIYHHNA TPAKTHUIN JiHIHHA PEerpecis BUKOPUCTOBYETHCS IS
MIBUIKOI OLIHKH JHHAMIKH, TIONIEPETHHOT0 CKPHHIHTY Ta KOPOTKUX YacOBUX psiB. CKiIamHIII, 3MilTaHi
yn (yHKIIOHAJIbHI MOJIENi JaloTh 3MOTY BpPaxOBYBaTH OUIBII JeTajdbHY CTPYKTYpPY JAaHUX Ta
iHaUBINyanbHi ocobnuBocTi 3poctanus [35, 37].

2.2 IToainomianbHi Mogeti

Ha noBrux mpomikkax yacy MyXJIMHH JEMOHCTPYIOTH HelliHifiHe 3pocTaHHS 00’eMy i Macu 3a
paxyHOK OUTBIIOT KUTFKOCTI KITITHH, III0 MOYKHA BHSIBUTH 3 PETPECIHHUX 3aexHocTel V(t), aKi Halikparie

n
aNPOKCUMYIOTBCSl TOJIiHOMIaNIbHUMK QyHKIisME V(1) =V, + 2 bit', me maituactime i=2-4. Takum
i=1
YMHOM, 3pOCTaHHS IMyXJIMHU BiJINOBigae AudepeHIialbHOMY PiBHSHHIO 3 TOYaTKOBOIO YMOBOIO
n
Z—\(:Zibit'l, V(to) =V, . 2)
i=1
ne koedimienTu by, b, MaroTh 3MIiCT MIBUAKOCTI 1 MPUCKOPEHHS NPOLECY 3POCTAHHSI.

g 6ionorivnoi iHTeprpeTaii piBHAHHS (2) TpeOa BUSBUTH 3araibHUN ¢i3uaHui (i BizionoriaHuil)
3MICT CKJIQIHUKIB Yy TIpaBiii yacTuHi (2), o Baxkxko 3pooutu ajist n>2. Kpim Toro, 3i 3pocTaHHsIM n
MOJK€ MOTipLIyBaTHCS CTIHKICTh Mozei (2). Y Bunanky n=2 mojens (2) 100pe BIOBIIOE 3MiHY TEMITY
PO3BUTKY ITyXJIMHH Ta JJO3BOJISE (DIKCYBaTH KPUTUYHI TOYKH (HANPUKIIA, MOMEHT IIePEeX0/1y 10 IUIATO
YM BIUTMB NPOTHUITYXJIMHHOI Tepartii). [lomiHoMianbHa perpecis crajia CTaHAapTHUM IHCTPYMEHTOM ISt
aHaJizy JaHuX y O10CTaTUCTHUII W YaCTO CIYTY€E MPOMIKHOIO JIAHKOIO Mi>K TIPOCTHUMH Ta CKJIaHIITUMH
MozensMu (JioricTuyHolo Ta ['omnepria). 3okpema, y 3MilIaHUX MOAETISIX BOHA JIO3BOJISE MOACTIOBATH
SIK CEpPE/IHIO, TaK 1 iIHANBITyabHI TpaekTOpii 3pocTanus [35].

2.3 ExcrioHeHiaasHa Moaeb (Moaea» ManbTyca)

st Mmonienie Mae mpo3opy 0i070TiUHY IHTEpIIPETAallio, a caMe MBUAKICTh 3pOCTaHHS NpONopLiiiHa Maci
(4MCcenpHOCTI KITITHH) MyXJIMHHU Y JaHUH MOMEHT 4acy, IO BiJNOBia€ O10J0T19HIN TKaHWHI, yCI KIIITHHH
SIKOi MarOTh OJHAKOBY WMOBIPHICTH IOy, a 30BHIIIHI OOMEXeHHs (pecypcH, MpOCTip, IMyHHa
BIJIMOBiAb OpraHi3My) L€ He BIUIMBAIOTH HA JUHAMIKY 3pOCTaHHs. IcTOpu4HO 1151 MoJienb Oyiia Brepiie
3alpPONOHOBaHA aHTJIIICHKUM eKOHOMICTOM T. MasbTycoM /sl 3pOCTaHHS YHCEILHOCTI HACEIICHHSI.
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MaTeMaTHYHO eKCIIOHEHIIaIbHE 3pOCTAHHS OIUCYEThCS PIBHAHHAM:
dv
E:bV—i-m, V(to)ZVO, (3)

ne b — napamerp ManbTyca, m — Mirparist KITHH (TIepeMilieHHs BiJl/10 MyXJIUHH), PO3B’ 30K IKOTO Ma€
Bursig V(ty) = (Vo +m/b)ePt) —m/p

TakuM 9uHOM, IISI MOJENh MOXXE BHKOPHUCTOBYBATHCS KOJIM pPErpeciiHUi aHalli3 Jae Haikparie
CIIiBBIIHOILICHHS [0 €KCIIOHCHIIANbHOT JIiHIl TPEHIy Y JaHUX 4acOBUX psiB {V; }in=1 . Cepen 0CHOBHHX

nepeBar eKCIoHeHIiaTbHOT MO/IENI — MPOCTOTA aHATITHYHOT (POPMH, MiHIMAbHA KUTBKICTh TapaMeTpiB
| JIETKICTh OI[IHKK arpecUBHOCTI myxJiHu [12]. BoHa i1eanbHO MiaX0uTh IS paHHIX (a3 pocTy abo aist
JIaHUX In Vitro, KOJIM BILTMB 00MexKyunXx (aktopiB MiHiManbHuii [11]. YV momyssuiiiHuX Ta 3MilaHux
MozeNsIX napameTp k 103BoJIsie OLIHUTH MKIHAUBITyanbHy BapiadenbHicTb [35].

BTtiM, ocHOBHE 0OMEXEHHST CKCITOHEHITIAIBHOI MO — i1 HEMPHUAATHICTH IJIS TOBIOCTPOKOBOTO
MIPOTHO3YBAHHS: y PeajbHUX OIONIOTIYHMX CHCTEMaX PICT MyXJIMH IOCTYIIOBO YIOBLIBHIOETHCS depes
JeilUT KUCHIO, IOKUBHUX PEUOBHH Ta iHII (pakTopu [12,36]. B OLIbIIOCTI BUTIAAKIB €KCIIOHEHITIAIbHA
JUHaMiKa 30epiracTbesl JUIIe KOPOTKUHM Yac. Y Cy4acHHX aHaJIITUYHHUX CHUCTEMax CKCIIOHCHIIHHY
MOJIeJTh BUKOPHCTOBYIOTH SIK 0a30By MJIsl TOPIBHSAHHS CKIAMHIMINAX MiAXOHMiB abo UId TONepeaHboi
OIIIHKH TIapaMeTpiB.

2.4. ExcnioHeHIiajJbHA MO/I€JIb, IKA MEePEeXOAUTH Y JiHiliHY

VY psai poOiT po3riasaaeThcsi KOMOIHYBaHHS €KCIIOHEHITIAIBHOI Ta JIIHIHHOT TUHAMIKHY JUTS ajanTaiii
JI0 OCOOJMBOCTEH peajbHUX €KCIIEPUMEHTAIbHUX NaHUX, Y TOMY YHCII 3HIDKEHHS TEMITiB 3pOCTaHHS
3aB/ISKH BUKOPUCTaHHIO XiMioTeparii [34, 12, 38]. ¥V mux Moaensx myXJnHA 3pOCTa€ eKCIIOHEHIIaTbHe

TIOKH HE JOCSTHE JESKOro KPUTHYHOTO po3Mipy V=V, micis 4oro ii 3poCTaHHS YMOBITBHIOETHCS i
ANpPOKCHMYETHCSI JTIHIHHOIO perpecieto, To0To
Y ANV, VeV
——=F\V)= « 0 V() =Vo. 4
dt A V>V

BiamorigHo 10 (4), nepexij Biji eKCIOHESHINAIBLHOTO J0 JIIHIKHOTO 3pOCTaHHS BiOYACThCA Y
* * _1 *
MOMEHT Hacy t =ty +(2V ) In (/1V /V) .

Jiist o0uHCIIIOBaNbHUX IIJIEH 3pydHillle BAKOPUCTOBYBATH OJTHE PIBHSHHS, SIKE OIUCYE TEPEXia MixK
(azaMu, ocoONMBO TIpU BpaxyBaHHI e€(eKTiB MPOTHUITyXJIMHHUX Mperapari, Mo OyayTh BBEIEHI B
MONANBIINX  JOCTIDKEHHAX. 1OoMy B  SKOCTI  HAaONIKEHHS  BHKOPHCTOBYEThCS  (DYHKIIiS

-1k
F(w) = AV*V[1+(V/ V*)K) , JIe IapaMeTp & BU3HAYA€E XapakTep MEePexoy MiX PI3HUMH THUIIAMHU

3pocranus. [l ¢ynkuis y3aranpHroe (3) i A03BOJISIE MOJEIIOBATH IUIABHUM mepexin Mk (azamu
3pOCTaHHS ITyXJIMHH, 30€piralouyi MOXIIMBICTH O€3MEepPepBHOTO aHaJi3y €(EeKTUBHOCTI TEParleBTUIHUX
nii. Taka Mojenb 100pe BiAMOBIAA€ 3MiHI MIBUAKOCTI 3POCTAHHS PI3HUX THIIIB IMyXJIUH IT1JT €0 BIAJIO
migibpanoi Teparii [34].

2.5. JloricTuuna Moaeas ®epxioancra.

JloricTiuHa MOJENIL CTaja OJHIEI 3 HAHMOMyJAPHIMUX y OI0CTATHCTHUIl, OCKIIBKU JO3BOJISE
BpaxoOBYBaTH OOMEXKEHHS pecypCiB Ta e(eKTH HACHYCHHsS, SKi BIACTHUBI pEabHUM OlOJIOTIYHHM
cucremam [35, 36]. 3 yacom Oi0JIOTIYHMM KIIITHHAM Opakye MOKUBHUX PEUOBHH i KHCHIO, HAPOCTAE
TIMOKCist Ta MeTa0oIiuHI 0OMEXKEHHS, SIKi YIOBITbHIOIOTh 3pOCTaHHS TKaHUHH.

Vv 1_VV . V() =Vo, ()

dt max

1€ Viax - MAKCUMAJIBHUM MOXKIMBUH po3Mip (Maca) MyXJIMHH, b — IIBUAKICTE 3pOCTaHHS.
Po3B’s130k (5) 13 3a7aHO0 TOYATKOBOIO YMOBOIO Ma€ BUTIISAL S-110110HOT KpHUBOT
Vinax Vi
V(t) = max Y0 —
Vo + (Vinax —Vo)e

(6)
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SKa OMKCY€E K IBUJIKY MOYATKOBY (ha3y 3pOCTaHHS MyXJIMHHU, TaK 1 Mepio]] OBUIBHOTO 3POCTaHHS 3
BUXOJ/IOM Ha IJIaTo.

[lepeBara iOTiCTHYHOI MOJENi — Y MOXIUBOCTI poOOTH 3 IHAMBIAyalbHUMH Ta MOMYJSIIHHUMH
naHuMu (3mimani edexTH, BpaxyBaHHs rereporeHHocTi [35, 36]). BomgHouac Mojenb He BpPaxoByE
CKIIQIHUX Ol0JIOTIYHIX MeXaHi3MiB (HampuKiaa, TeTepOTeHHICTh Ta HEKPO3 MyXJIMHU, IMyHHHUH BIUIUB) i
B JICSIKUX BUIAKAX MOCTYMAEThCS 3a TOUHICTIO Mojesi ['ommepria [36]. JlorictuuHa Mozess 3a0e3mneuye
ONTUMAaNThHHUNA OaJaHC MiXK MPOCTOTOIO Ta TOYHICTIO 1 3aJMIIAETHCS YHIBEPCATBHUM IHCTPYMEHTOM IS
MaTeMaTHYHOT'O OMHCY 3POCTAHHS MyXJIWH Y O10CTaTHCTHIL.

Baxnuea momudikauis moaeni (5) 38’s13ana 3 ypaxyBanusam edexrty Asuie [10] i mae Burisiz [39]

d_V:bV 1— v l—l , V(to)ZVO, (7)

dt max cr
ae 0< Vg <V - KPUTHYHE 3HaYEHHs, SIKE BIANOBIIA€E «IIEPEKIIOUYEHHIO» PAKOBUX KIIITHH HA «PEKHUM

Mirpamii» micis AOCATHEHHS! KPUTHYHOTO PO3Mipy MyXJTHHH.
Po3B’s130k (7) Mae BUTIISIA
Vimax (Mo —Ver) + Ver (Vimax — Vo) exp(bt(—Ver / Vinax)) ’ (8)
Vo = Ver + (Vmax — Vo) exp(bt@— Vg / Vinax))
npudoMy GyHkig V(t) 3poctae mpu V €]V, Viax[ 1 3Menmyerses npu V €]0, Ve, [ .

V() =

VY3aranpHeHHs Mozeni (5) Ha cTeneHeBy QYHKIIO Y TpaBiii yacTHHi piBHSHHA (y3arajJbHeHa MOZAECTD
Pigapnca)

ﬂ}’
dv V
— =bV¥|1-| — , V(g)=V,, 9
™ (Vmaxj (to) =Vo 9)

B 3AJIEXHOCTI BiJ mapaMeTpiB « 1 £ Mae BUIVISAI Bix JdiHIAHOTO 10 S-moAiOHMX pPO3B’SA3KiB pPi3HOL
KPYTH3HH, SIKi BITHOCATHCS 10 Kiacy ¢yHKuii Piuapnca.

HasBricts y Mozeni (9) 4oTUPbOX MapaMeTpiB Ja€ MOKIMBICTh alpOKCHMAIlii eKCIIepUMEHTaIbHUX
KPHUBHX 3 IOCTaTHBO BUCOKOIO TOUHICTIO [45]. Ilpn = =y =1 (9) nepexonuTs y KJIaCUYHY JOTiCTUUHY
mozenb (5); npu a=y =1 B+1 orpumyemo Monaenb Piyapaca; npu a=2/3, =1/3, y =1 oTpuMyeMo
JIOTICTHYHY MOJIeITb Y hopMmi, sika Oyia 3anponioHoBana J.D. Murray [40] Buxo/siuu i3 3arajibHOTO 3aKOHY
30epekeHHsT MacH KOJIH MOTIiK PEYOBUH JI0 IMTyXJIMHH MTPOMOPIIiHHIH IIIONIHHI i1 TOBEpXHi.

OcCKiNbKH KIIITHHHI TUKIA MarTh T[EBHY TpPUBAIICTh, CHHTE3 OiOXIMIYHMX KOMIIOHEHTIB,
npostidepaltisi, Mirparisi KJITHH Ta 1HII TIPOIECH BIUTMBAIOTh HA TOAJIBIII TPOIECH 3POCTaHHS 3 ISIKHM
3aIli3HeHHSIM Y 4aci 7 , 3aMiCTh (5) pO3IIIsAaeThesl PIBHSHHS i3 3ami3HEHHsM y Yaci [41, 42]

av(y) _ bV(t-7) (1_ —V\(/t -9 | (10)

dt max

2.6. ®ynkuis bepranangi
Moens BiINOBia€ MPUITYIEHHIO, O HA KIITHHHOMY PiBHI 010JIOTiYHE 3POCTaHHS € PE3yJIbTaTOM
Oanancy MK aHa0O0IJIi3MOM i KaTaboJi3MOM, TOOTO MK CHHTE30M i pO3MagoM Oi0JIOTIYHUX MOIIEKYIL,
HIBHJKOCTI SIKMX € CTENeHEeBUMH (QYHKIISIMM Macd KIIiTHH. TakuM 4YUHOM, OanaHCOBE piBHSHHS
3pOCTaHHS Ma€ BHUTIISI
(L—\t/ =bV" —av™, V()= , (11)
ne a, b, N, M — mapameTpu MoJeNi, sSIKi 3aJeXaTh Bil BUKOPHCTAHHS pECypciB, MeTaboii3My Ta
MOPQOIOTIYHOT CTPYKTYPH My XJIUHH.
. Eoodt o
Po3B’s30k (11) y 3aranpHOMY BUrisiai € w(t) =wg + Im . Bloj0or14HO 3Ha4YyIMM € BUTIJI0K
0

n=1,m<1, Jus SKOro pPO3B’S30K MOXHa OOYMCIUTH UUISIXOM IHTETPYBaHHS Yy BHUTISII
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1

a m a “myt |--m . : : :
V(t) =[B+(Vé m —BJeb(l m)tj ™ . HasBHicTb YOTHUPHOX TapaMmeTpiB y mMojeni (5) Jae MOKIUBICTh
THYYKO anpoKCUMYBaTH €KCIIEpUMEHTANBHI NaHi GyHkuieto bepranandi, sika gae HallKpali pe3ynbTaT
y BUMAJKYy MyXJHH pi3HUX TUmiB [43, 44, 45]. Takox, mo aHamnorii 3 (10), po3rnsaaroThCsl piBHSHHS
bepramandi (11) i3 3ami3HeHHAME Y Jaci.

2.7. Monenn I'omnepTua
L5 yHiBepcanbHa MOETH BUKOPUCTOBYETHCS ISl MOJICITIOBAHHS 3pOCTAHHS YHCEITBHOCTI IOyl
MiKpOOpTaHi3MiB, PO3MIpiB TiJla TBAPHH Ta OKPEMHX YaCTHUH POCIIMH, Y TOMY YUCIIi IyXJIHH, UIs aHaJi3y
TUHAMIKHA CMEPTHOCTI y JleMorpadidHuX MOCHIIKEHHSIX Ta y MOJEIIOBaHHI €KOHOMIYHHX MPOIIECiB.
Hudepentianpae piBHIHAIL MOJEI 13 TOYaTKOBOIO YMOBOIO
av

o bve™, V(0)=V, (12)

Mae po3p’sazok V() =V, exp(%(l—exp(—ct))), b>0,0<c<l, nme ¢ — IIBHAKICTh 3aTyXaHHS
nposideparrii.

@ynkuis ['ommepriia BiATBOPIOE IOCTYNOBE YIOBUIBHEHHS POCTY /O MOSBH HAaCHYEHHS, a TOYKA
neperuHy QyHKIIT po3TanioBaHa HECUMETPUYHO, YUM BiJpi3HA€ThCA Bin jorictiunoi Mojedni [36]. Came
1€ JI03BOJISIE SIKICHO MOJICIIIOBATH JIaHi JIJIsl CEPEIHIX 1 BEIUKUX IMyXJIMH Ta YHUKATH TEPEOIIHKH 00’ €My
y JIOBrOCTPOKOBOMY IporHo3i [12]. 3 6ioa0ridHol TOUKH 30py, rajJbMyBaHHS 3pOCTaHHS MOB’SI3YIOTh 3
BHCHQ)XCHHSAM pECypCiB MIKPOOTOYCHHS, HAPOCTAaHHSIM TiMOKCil, MeTabONYHUMH 3pYyIICHHIMH 1
peakiiiero iMyHHOI cucteMu opraHizmy [7]. TIopiBHsUIBHI IOCHIPKEHHS MMOKa3ylOTh, IO CaMe KpHBa
TommepTia s 6arathboX MyXJauH (TJiIOMH, KapIHHOMH, paKy Tpynaei, mMomeni in Vivo) vacto mae
HallKpaie Y3ro/UKeHHS 3 PeajbHUMH TPAEKTOPISIMUA 3POCTaHHS, OCOOIWBO U TPUBAINX MEPiOJiB
cnoctepexenns [11, 36, 46, 25].

VYci obroopeni Bume wMoaeni (1) -(5), (7), (9), (11), (12) 3ag0BONBHIIOTH OTPUMAHUM
eKCIIePIMEHTAIBHO POCTOBUM KpuBHUM V(t) 3a paxyHok minbopy mapametpiB [10] i He icHye ommiei
«Havkpamoi» mojem [47]. Pi3Hi THOU NMyXJMH BiJNOBINAIOTh PI3HUM MOJECISAM, a TaKOX ICHYIOThH
IHAMBITyaNbHI TApaMETPH, SIKi OB’ s3aHi 3 0COOJIMBOCTSIMH OpraHi3My namieHTa. Taka HeBU3HAYEHICTD
3BOPOTHHX 3aJIeKHOCTEH MIDK JHHAMIKOIO 3POCTaHHS Ta KOHKPETHOIO MAaTeMaTHYHOKO MOJIEIUTIO
CTHMYIIIOE€ 3aCTOCYBAaHHS Cy4aCHHX aJITOPHUTMIB, SIKI BHKOPHUCTOBYIOTH MammHHe HaB4aHHA (Machine
Learning, ML) i, ocobnuBo, rnmuboke mammuHe HapuanHs (Deep Machine Learning, DML).

2.8. CraTucTHYHI MeTOAM aHAJI3Yy JaHUX

CraTHCTHYHI METO/IM aHAJIi3y JAaHUX CIIOCTEPEKEHb Ta EKCIIEPUMEHTATLHUX BUMIPIOBaHb AMHAMIKH
3pOCTaHHS MyXJIMH y BUTJISII YAaCOBUX PSIB MIMPOKO BUKOPUCTOBYIOTHCS ISl TIEPEBIPKH HAasIBHOCTI
3aKOHOMIPHOCTEH, KOpEeJAMii i T. A. uia BHOOpY oxaHiei 3 marematnanux moxeneit (1)-(12), abo ix
KOMOiHamii 91 Moxuikariii 171 MPOrHO3YBaHHs JMHAMIKHA OHKOJIOT19HOI XBOpOOH Ta 11 TikyBaHHA. [{is
[BOT'0 BUKOPUCTOBYIOTHCSI METO/IN IECKPUTIITUBHOT (OMIMCOBOT) CTATUCTUKH, PErpeciiHMi, KOPEesIiHHIH
1 ¢akropuuii anamiz [47, 49]. I[lomepenHbO wYacoBi pAau MawTh OyTH 3TIapKeHi ((irbTpamis
BUIAJKOBOTO NIyMYy), MEPEeBipeHi Ha HASBHICTH MPOMYIIEHUX JaHWX Ta BUKHWIIB, sIKi TOB’s3aHi i3
HEJIOCKOHAIIICTIO TpoIlecy BHMIpIOBaHHA. SK BifioMo, «cupi» MeanwuHi naHi (raw data) pigko
BiJIMOBIIal0Th BUMOT'aM MaTeMaTHYHOTO MOJIENOBaHHA. BOHM MOXYTh MiCTUTH MPOIYCKH, aHOMAJII,
MaTH pi3Hi OJMHUIII BUMIPIOBaHHS, IIMPOKUH Niala30H Bapialiii Ta iHII OCOONHMBOCTI, IO CYTTEBO
YCKJIaIHIOE aHauti3. SIKicHa momnepeHs 00poOka CUpUX TaHUX € HEOOX1HOK YMOBOO IS [TOJAJIbIIOT0
3aCTOCYBaHHS MaTeMaTuuHux Mojenei [35, 38].

2.8.1. Hopmautizauisi 1aHuX

Hopwmanizanist 7aHuX 3 NpUBEICHHAM A0 0€3pO3MIPHHUX BETUYMH IUIIXOM JiJICHHS HA MaKCHMalbHe
3HAYEHHS BUMIPIOBAHOI BEJIMYMHUA y 4YacCOBOMY DsJii, a TaKoK IepeBipka HopmayibHOro (I'aycoBoro)
PO3IIOLTY € BaXKIIMBOIO [T 3aCTOCYBAHHS KJIIACHYHHUX CTATUCTUYHUX METOJiB. B pe3yibraTi oTpuMyemMo
YacoBi psAAM 31 3HAUCHHSAMHU BUMIPIOBaHUX MapaMeTpiB y aiamaszoni V; €]0,1].

2.8.2. Bukuan.

MennyHi AaHi 4acTO MICTATH HETHIIOBI 200 TOMMIIKOBI 3HAYEHHS, SIKI MOXKYTb CYTTEBO BIUIMHYTU Ha
pe3ynbTaTi MojentoBaHHA. i 1X BHUSBIEHHS BUKOPUCTOBYIOTH SIK KJIACHYHI CTaTHCTUYHI METOIM -
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amamiz boxplot, Z-score, IQR (iHTepkBapTHIBHMI po3Max), Tak i amropurMd ML. Bukuaum a6o
BHIIPABJISAIOTH, 200 BUKITIOYAIOTH i3 BUOIPKH 3a/Ie)KHO Bif KoHTekeTy [11, 38].

2.8.3. Tpancdopmauii 1aHux.

Jnst HabMKeHHS pO3MOIUTY 10 HOPMAJTBHOTO YacTO 3aCTOCOBYIOTH JIOTapH(MidHE, KOPEHEBE UH
Box-Cox mepeTBopeHHs. Taki omepariii J03BOJISIOTh IiABUINATHA ¢()EKTHBHICTh PETPECIHHUX MOJIEIICH,
0COOJIMBO Yy BHIIAJIKAX 13 CHIILHUMH MIEPEKOCaMH PO3MOALTY TaHuX BisHOCHO ["aycoBoro [35].

2.8.4. ImnyTanis nponyckis.

VY memnuHMX Habopax aHUX MPOIYCKH TPAIUIIIOTHCS YacTo (HANpPHKIAJ, 4Yepe3 HeperyisapHi
oOcTexeHHs, JTIOAChKUI (akTop abo TexHiuHi 3001). s X 3amoBHEHHS BHKOPHUCTOBYIOTH IMPOCTI
miaxoau (cepeqHe, MeZiaHa, OCTAHHE CIOCTEpeKEHHs) abo CydacHi alropuTMH, Taki sk meron k-
Haitommkumx cycimeit  (k-nearest neighbors, KNN), Bunaakosuii mic (Random Forest, RF)
MyJdbTHIMIyTanig Ta inmi [35, 38]. Lle mo3Bomse yHUKHYTH BTpaTH LiHHOI iHpOpMAaLii Ta MiIBUIINTH
CTaTUCTHYHY JOCTOBIPHICTh aHAMi3Yy.

2.8.5. 3HMKEHHSI PO3MIPHOCTI.

IIpu po0OOTI 3 BETMKHAM YHCIOM O3HAK (HAIPHUKIIAI, PI3HUX XapaKTEPUCTUK 3 MEIMIHUX 300pa’KeHb
NYyXJUH) aKTyaJlbHUMHU € MeToau Binbopy (feature selection) Ta 3HWXKEHHSI PO3MIpPHOCTI JaTaceTy 3a
JIOTIOMOTOr0  aHamizy TonoBHUX KomroHeHT (Principal Component Analysis, PCA), amropurmy
PO3MOAIEHOr0 CTOXaCTUYHOTrO BOymoByBaHHs cyciniB (t-distributed stochastic neighbor embedding, t-
SNE), Ta psny iHmux. Lle mo3Boisie 3ocepequTucs Ha HaiOiLIbm iHGOPMATHBHHUX MapaMeTpax Ta
YHUKHYTH TICpCHABYQHHSI.

KomruiekcHe 3acTocyBaHHS 3a3HAYCHUX CTATHCTUYHHX HPOLEAYp 3a0e3neuye MakCUMalbHYy SKICTb |
JOCTOBIPHICTh aHaNi3y, JO3BOJISIE TMPAIIOBATH 3 BEIUKUMH, T€TEPOTCHHUMH, YAaCTKOBO HEMOBHUMH
HabopamMH JaHWX — TOOTO B YMOBax, sIKi XapakTepHi Iuisi cydacHOi OioiH(oOpMaTWKK Ta KIiHIYHOT
onkoorii [12, 38].

2.8.6. Perpeciiinuii i kopensiuiiinuii anamis.

Pi3Hn Tunm nmiHill perpecii (JiHilHA, TOJTiIHOMIiaJbHA, CTETICHEBA, EKCIIOHEHITIaIbHA, JIoTapudMidHa,
S-noziOHa) OyayBanucs METOIOM HaiiMeHIuX kBajapatis [49]. Halikpaina 3Hauyia perpecis oopanach
BiJIMTOBITHO JTO MaKCHUMAaJIBHOTO 3HAYCHHS KOoeillieHTa AeTepMiHarii

R2 =1—i(vi —\/{“"")Z/Zn:(\/i -V, (13)
i=1 i=1

n . . . — .
ne {V};_, - BUMIpsHi 4acoBi psju, Vj - CepeiHe 3HAYCHHS ALY, VimOd - 3HA4YEHHSI, TPOTHO30BaHi 3a
00paHOI0 MaTEMAaTUYHOIO MOJIEILTIO.

V 3aJIeKHOCTI BiJi OTPUMAaHOI PErpeciitHOl KPUBOI, OOMPAETHCS BIIMOBIIHA MATEMAaTHYHA MOJIC/Ib
(JTiHIHHOTO, MOJIIHOMIATLHOTO, €KCIIOHEHIIAJIbHOTO Ta 1H. 3pOCTaHHS).

Kopensii Mixk 1BOMa KpUBUME 3pOCTaHHS IYXJIMH 1 O0UMCITIOBAJIACh HA OCHOBI KoedilieHTa

kopensii [lipcona
3 (X, - M), ~M(Y))
K, = r::l : (14)
\/Z(Xi =M X)*(Y,=M(Y))*

n . n . o . . .
zie {Xi}i=11 {Yi}i=1 - yacosi psiau, M(X;), M(Y;) -ix cepeani 3HaueHHs (MaTeMaTH4Hi OYiKyBaHHS).
2.8.7. KpuTtepii sikocTi 00paHoi MaTeMaTHYHOI MOJIEJTi.
Jnst mopiBHSHHS PI3HUX MAcHBIB JaHUX MOTPiOHI OOYHMCIEHHS CEepelHiX 3HA4YeHb (MaTeMaTUYHE
OUiKyBaHHS, MeJ[iaHa, MOJIa) Ta PO3KUIY JaHUX (Jucnepcis abo craHmapTHe BiaxuieHHs). s nepeBipku
TOYHOCTI MaTeMaTHYHOi MOjeNi HaifdacTimle BHKOPHCTOBYIOTH kpurepiit R? (13). CratHcTHUHO

3HAUYIIMHE € 3HaueHHs R2 > 0.8, ane y GioMeIUHAX JaHHX 9aCTO BHKOPUCTOBYIOTh HEBEIHKI 1aTACETH
JaHMX, SIKi OTpuMaHi Ha rpynax i3 20-40 XBOpHX, 1 TOMy CTaTUCTHYHI METOIH, CTPOrO KaKy4H, He
MOXYTh OyTH BUKOPHCTAHi, a 3Ha4eHHs R2 > 0.5 BBAXKAIOTHCS 33 iICTOTHUMIL.

Jli1st KiIbKICHOT OLIIHKY TOYHOCTI Ti€i YM 1HIIIOT MATEeMaTUYHOT MOJICJi BUKOPHUCTOBYIOThHCS TAKOXK
cepenHs abcomorHa momumiika (Mean Absolute Error, MAE)
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n

MAE = lZ‘vi —ymed| (15)
ns
i=1
abo cepeaupokBaaparnyna mommika (Root Mean Squared Error, RMSE)
12
|1 $ mod |2

RMSE =| 3 (Vi =W™)" |, (16)

i=1

SK1 9y TIUBI 10 BEJIMKHUX BIAXWICHD 1 JOOpE miIXOASATh U JaTaceTiB i3 PiAKUMH, ajle 3HAYHUMU
aHomairismu [12].

Kpim ocHOBHUX CTaTHCTUYHUX MOKa3HUKIB (13), (15), (16), m1st NOpiBHAHHS MaTeMaTHYHUX MOJIEJIeH
13 pi3HOIO CKJIaJHICTIO BUKOPUCTOBYIOThCS iHpOpMaliiiHi kputepii, Taki sik Akaike Information Criterion
(AIC) ta Bayesian Information Criterion (BIC). BoHu 103BOJIAIOTh BH3HAYATH, 4YH BHIIPABIAHE
301IBIIEHHS] YMCIa TApaMEeTpPiB IMONIMIICHHSIM TOYHOCTI, 1 JIOTIOMAararoTh YHHUKATH TepCHABYaHHS
anroputMiB ML. JlonaTkoBo Ajs1 OLIHKM HOPMANBbHOCTI PO3MOJITY 3aJHUILIKIB MOXKE 3aCTOCOBYBATHUCH
tect Komvoroposa-CMipHOBa YH aHaIIi3 aBTOKOPEIAIii 3amuikiB TectoM Jap6ina-Borcona [12, 36].

3aBAAKH M iHCTPYMEHTaM CTa€ MOXKIIMBUM OOMpATH HE JIHIIE MOJETh 13 HAWKPAIIIOIO MiATOHKOI0,
a ¥ Ty, [0 Ma€ ONTHUMAIBHUH GalaHC MiK TOYHICTIO, CKIaIHICTIO | CTIHKICTIO /10 IIyMy V JaHuX. Takum
YUHOM, CTaHJAPTHI CTATUCTHYHI METOU MOTPEOYIOTh PETENBbHOI MIATOTOBKH CHPHUX JAaHUX JI0 aHATI3y,
o 3aiimae 3HauHwWi 9ac. [Ipu npomy cydacHi merogu ML, DML MoxyTh epeKTHBHO 0OpOOISTH CHpi
JlaHi, 0 3HaYHO 30epirae yac.

2.9. Ilixxin Random Forest (RF)

RF - 1ie ancamOJ1eBHit METOI MAIIMHHOT'O HABYaHHSI, SIKH JI03BOJISIE €(DEKTHBHO MOJICITFOBATH CKJIaTHI
HEJTIHIMHI 3aJIOKHOCTI y O10MEIMYHMX 3aj[adaX, 30KpeMa JUIsl aHali3y JUHAMIKU 3pOCTaHHS MyXJuH |38,
50]. l'onoBHa imes MeToxy - 1ie MOOyAOBa aHCAMOJIO JIEPEB PIllleHb, JIe KOKHE IEPEBO TPEHYETHCS Ha
BUTIAJAKOBHH TABUOIPI JaHWX 1 MIMHOXKIHI 03HAK, a IPOTHO3 BU3HAYAETHCS K CEPEHE YCiX JepeB.
Taka apxiTekTypa 3a0e3rnedye CTiHKICTh /10 BUKHIIB, aBTOMAaTHYHY 0OpOOKY MPOIMYCKIiB Ta 3HIKEHHS
pU3UKY nepeHaBYaHHs Moneni. [lopiBHsIHO 3 KiacuuHMMHU MatemaTmdHumu Mmonensmu (1)-(12), RF
He ToTpeOye BU3HAYEHHS] KOHKPETHOI (PYHKIIOHATBEHOI (JOPMH i MOXKE allpOKCHMYBATH HABITh CKIIAIHI
S-noziOHI yu GaratodaszHi kpuBi 3poctaHHsA. OCOOJMBO aKTyaJIbHO II€ JUIS THUX 3ajad, y SKHX JaHi
BUMIPIOBaHb MICTATh LIYM, @ CTPYKTYpa 3aJIKHOCTEH MK TaHUMH 3a3/aJeriap HeBigoma [51].

Cepen ximrouoBux nepesar RF — rayukicTs, BUCOKA TOYHICTH MPOTHO3YBaHHS, MOXIIUBICTh POOOTH
3 BEIMKOI KIJIBKICTIO TPEIUKTOPIB 1 eQeKTHBHA IHTErpaiis pi3HUX THITB O3HAK (paJiOMIYHHX,
TCHCTUYHMX, KITIHIYHUX). Y KJIIHIYHUH OHKOJIOTiIl METOJ| BUKOPUCTOBYETHCS JUIS 1HIAMBIIYaJbHOTO
NPOTHO3YBaHHS TPAEKTOPi 3pOCTaHHS MyXJIMHH, aHANII3y (DAKTOPIB PU3UKY Ta BHKMBAHOCTI, a TAKOXK
JUIst CTBOpeHHs nudposux Biinukie marientis (digital twin) [38, 50]. Hemoniku RF — BigcyTHicTh
sBHOT 010JIOTIYHOI iIHTepIpeTalii napaMeTpiB, CKIAJIHICTh aHANI3y BIUIMBY OKPEMHUX 3MIHHUX i MOTpeba
y JIOCTaTHBO BEJUKUN BUOIpIl JJIs JOCSATHEHHS CTaOLIbHOI TOYHOCTI Mozeni. OcoOauBuil pO3BUTOK
orpumainu Bumaskosi micu Bmkusanasa (Random Survival Forests) — moaudikaris RF pns anamizy gacy
JI0 TIEBHOT MMOIii, 110 Ay’Ke KOPUCHO Y MEAWYHMX HOCTimKeHHs X [50].

TakuM YMHOM, KOMOIHAIIIS KITACHYHUX CTATHCTHYHUX METOJIIB Ta CYYaCHHUX alTOPUTMIB IMiATOTOBKH
1 00poOKM HaHWX BHUMIPIOBaHb JO3BOJISIOTh 3HAWTH HAWOUTBIN aJ€KBaTHY MaTeMaTHYHY MOJIENb,
npoBecTH ii Bajigamil0 Ha JaTaceTax MeAMYHOi iH(OpMalii Ta BHKOPHUCTOBYBAaTH JUIS IIPOTHO3Y
JIMHAMIKH 3pOCTaHHSI IyXJIMHK Ta BUOOPY nepcoHidikoBanoro jikyBanHs. Maremaruuni mogeni (1)-(12)
y BUNIAAl omHOro uyu cucreMu 3/IP MoxyTeh OyTH pO3MIMpPEHI HAa HEOMHOPIAHI MyXJIMHH 3 iX
MIKpPOOTOUYEHHSIM MUISIXOM [0JIAaBaHHS BiAMOBITHUX AU(Y3IHHAX YICHIB Y PIBHSAHHS, IO A€ CUCTEMH
JPUII nnst GinbIl JETATBHOTO OMHCY IPOCTOPOBO-YaCOBHX MPOIIECIB, SIKi MOB’s3aHI 13 PO3BHHEHHIM
MYXJIMHA Ta 3MiHAMH OTOYYIOYUX 11 TKAHWH.

3. Marepiaau i MmeToau.

3.1. xepeno indopmanrii.

V wiit poboTi BUKOHaHMH MOPIBHAUIBHUNA aHANI3 CTATUCTUYHUX Ta CyYaCHUX MAIIMHHUX METOZIB Ha
npukiani rmobnactomu (GBM), nani 3pocranHs sikoi orpumaHo 3 Habopy nanux LUMIERE
(Longitudinal Glioblastoma MRI with expert RANO evaluation), sika MiCTUTBCS Y BIAKPUTOMY JDKEpeTi
[52].
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baza manwx oxormmoe 91 marieHTa 3 miarHo30M Tiiobiacroma, IS SKUX TpoBeneHo 638 MPT-
oOcresxxeHb (3aranoM 2487 okpemux 300pakeHb). KoxHe 00CTEKEHHS BKIIOYAE MYJIbTHIIAPAMETPUYHI
MPT-300paxenns, orpuMaHi B ocHoBHUX pexxuMax: T1 (mo BBemeHHs koHtpacty), T1c/T1Gd (micns
BBeneHHS KoHTpacty), 12w Ta FLAIR (Fluid-Attenuated Inversion Recovery). Taka kombGinamis
3a0e3rneuye AeTaabHy Bi3yasi3allilo CTPYKTypH IMyXJIMHA Ta MPHWIETINX TKaHuH. Jlo Habopy AogaroThes
pe3ybTaTH aBTOMAaTHYHOT CerMeHTallii MyXJIMHHUX 30H, SIKi HaJaroThes pa3oM i3 MPT-300pakeHHAMH.
TyT BHOKPEMITIOIOTH TPH KITFOYOBI KOMITOHEHTH Ty XJTHHU:
1. Hexkpornuna/neaktuBHa 30Ha NEC (Necrotic/NonEnhancing core): mneHTpambHa dYacThHA
MYXJIMHH, SIKa YacTO CKIIAJA€ThCS 3 BIIMEPIUX KIITHH 1 HE HAKONIMYY€ KOHTPACTHY PEUOBUHY.
2. JHinsuka 3 xontpactHuM miacwienHsm CEL (Enhancing Core/Contrast Enhancing Lesion):
AKTUBHA YaCTHWHA MYXJUHH, 10 IHTCHCUBHO HAKOMWYYE KOHTPACT 1 CBIUUTH MPO arpecHBHE
3pOCTaHHI.
3. 3ona HaOpsiky PEC (Edema/Peritumoral Edema Compartment): 06;1acTh HaBKOJIO MYXJIUHH, 1110
XapaKTepPU3y€eThCS HAKOMUYEHHSM PITUHN BHACTIOK 3alallbHUX MPOIECiB ab0 MOPYIIeHHS
BIJITOKY.

VY cynposiganx JSON-daiinax (JavaScript Object Notation) mogano 06’ €M KOXKHOTO 3 KOMIIOHEHTIB
MYXJIMHH, 110 T03BOJISIE MPOBOJUTH aHawi3 ii 3MiH 3 yacoM. JlonaTkoBo, y HaOOpi € JaHi Mpo Mali€HTiB:
cTath, BIK, ocobmuBocTi reHa MGMT, nasBHicTe MyTauii B reni IDHL, TpuBamicTs XHUTTS micis
JiKyBaHHS Ta pe3yibTatu Teparii 3a mkanoro RANO (Response Assessment in Neuro-Oncology). s
IiJIeH JaHOTO JOCIIDKeHHS OyJIo 00paHOo MiAMHOXHHY 3 599 BUNAIKIB, y SKUX HPEJCTABICHI BC1 TPU
KOMITOHEHTH MYXJUHH, 10 € PENpe3eHTAaTHBHOK BUOIPKOIO JJISI CTATUCTUYHO JOCTOBIPHOTO aHAaJi3y
maHux. bararoBumipauii xapaktep 0asm mammx LUMIERE, ska moenHye 300pa)keHHsI, KiTBKIiCHI
mapaMeTpu Ta KIIIHIYHI XapaKTepUCTHUKH, CTBOpIOE 0a3zy Ui KOMIUIEKCHOTO aHali3y JAWHAMIKH
TJ1100J1aCTOMU 3 YPaxyBaHHSM IHIUBIAyaIbHUX OCOOJIMBOCTEH MAIliEHTIB.

3.2. Ilonepenns o0podKa Ta CTPYKTYPYBAHHS JaHUX IS aHATI3Y.

ITouaTkoBi naHi Oysu 30epexeni y popmati JSON Ta MICTHUIM YHCIOBI TOKa3HUKHU 00’ €MIB CETMEHTIB
MyXJIMHUA. 3 METOI0 iX MOAAJBIIOrO aHali3y I JaHi OyJu IMIOPTOBaHI W YHOPSAKOBaHI y ¢opmar
TaOJIMYHUX CTPYKTYP i3 BUKOPHCTAHHSIM MOBH nporpamyBanHs Python ta 6i6mioTexu pandas. OcHOBHY
yBary OyJio MpHUIIJICHO 3MIHHHM, 1110 XapaKTePU3YIOTh 00’ €MH TPhOX KIFOYOBUX KOMIIOHCHTIB MyXJIUHH:
NEC, CEL, i PEC s Bcix JOCTYITHUX MOMEHTIB CIIOCTEPEKEHHSI y Yaci, 1110 BUMIPIOBABCS Y THIKHSX.
Y noganemioMy i qaHi Oynu 00’ €qHaHi 3 iHGOpPMAITIEIO 13 JOAATKOBUX TAOIHUIh, IO BKIFOYAIIH:

e Jlemorpadiuny iHpopMmallifo: Bik B skoMy OyJ10 poBeieHO Xipypriune Brpydanss (Age at
surgery (years)) Ta cTath (Sex) Hali€HTIB;

e KiriniuHi 3MiHHI: cTatyc MeTmiyBaHHs pomoTopa reHa MGMT (MGMT qualitative),
myrtamiinuii craryc IDH (IDH (WT: wild type), IDH method);

e Kareropii Biznosizi 3a kpurepismu RANO (Rating);

o 3Baranpuuii yac BmkuBanHs (LessThan3Months sk momaTkoBa 3MiHHA).

InTerpanis 3aifiCHIOBaJIaCsl NUISXOM 3JIUTTS TAOJUIh 33 CIUILHUMH KOJIOHKAMHU 33 YHIKaJbHUM
inenTudikaropom marienta (Patient) ta BigmosigHor yacoBoro Toukoro (Wheel). Ha HactynmaoMy etarti
OyJI0 TPOBENIEHO OYMCTKY AaHHWX. 3 METOK 3a0e3NedeHHs] KOPEKTHOCTI MaTeMaTHYHUX Orepariil yci
4yKiCcIoBI oy Oyo TpuBeneHo 1o Biamosiaaux TumiB (float, int), a KareropianbHi — 10 yHi(iKOBaHHX
apiukiB. Ha3eu K0JIOHOK Oyllo CTaHAapTU30BaHO (BHIAJICHO CIENiajbHi CHMBOJIH, 3aMiHEHO MPOIYCKU
HA T IKPECICHHS TOIIO) JUIS MiBUIICHHS 3pYYHOCTI poOOTH 3 TaHUMH.

VY pesynbraTi momepenHboi 00poOku OyB chopMOBaHMI CTPYKTypOBaHWH naTa-QpeiM, sSKAl
BKIIfo4ae 599 3amuciB (110 OJHOMY Ha KOXXHE CIIOCTEPEIKEHHS), & TaKOX, 3aJIe)KHO BiJ] HASBHOCTI
noromixHoi iHGopmaii, 10-12 3minHuX, a came:

1. Patient_N: Vuikanpauii inentudikatop namienta (N=1, 2,...,91).

Week: TaTepBan yacy y THXKHSX BiZIHOCHO TIEPIIOTO AOCITIIKEHHS.

NEC, CEL, PEC: O6’eMu BianoBigHUX cerMeHTiB myxiaunu (Mm®, ui float).
Age (pokn): Bik mamieHTa Ha MOMEHT oneparlii (THII int).

Sex: Cratp nauienra (‘male‘ abo ‘female®).

IDH (WT: wild type): Myrauiiiauii cratyc IDH (‘Mutated®, “WT*, ‘Unknown®).

ok~ wb
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7. IDH method: Metox Bu3HaueHHs cratycy IDH.

8. MGMT qualitative: MetunyBanust mpomoropa MGMT (sikicHa | KiJTbKiCHA OIIIHKA).

9. Rating: Kareropis Bignosini 3a kpurepismua RANO (‘Complete Response‘, ‘Partial‘, ‘Stable®,
‘Progressive®).

10. LessThan3Months: [IgiiikoBa 3MiHHa, fKa BKa3ye Ha BHXKMBAHHS MEHIIE 3 MICAIB TiCs
omneparii (0 abo 1).

11. Date: Jata MPT-mocaimKkeHHS.

12. NonMeasurableLesions: MIAT a0 Th

BHMIpPIOBaHHIO.

JomarkoBa xapakTEpHCTHKA YpakeHb, IO HE

Y nmocnimkyBaHiii rpyni cepeHiil Bik cranous ~60,7+£14,6 pokiB. Po3mosin 3a craTTio OyB Marixe
piBHOMipHUM: 44 xiHku Ta 47 9onosikiB. Ctaryc metmnyBanHsI MGMT OyB Bimomwuii mst 80 marieHTiB:
37 Manu MeTWIbOBaHUHU MpomoTop, 43 — HemeTwinboBaHMi, me 11 — HeBimomuii. Cratyc IDHI1 OyB
BiJTOMHMIA 7151 58 MAIlieHTIB, Cepe/l SKUX JIMIIC OJUH MaB BUsBICHY MyTallito (pemra — WT). Uepes Haaro
Mairy gncenbHicTh Tpymu 3 IDH1-MyTarmiero mopiBHIBHMN aHANI3 32 MM MapKepoOM HE MTPOBOIHMBCS.

3.3. Pe3yJbTaTu CTATUCTUYHOIO AHATI3Y 1aTaceTiB.

J1s KO’)KHOTO KOMITOHEHTa ITyXJIMHH OOYMCIICHO 0a30Bi CTATUCTHYHI XapaKTEPUCTUKU: CEpeTHE
3HauYeHH:, MeJ[iaHa, CTaHAApTHE BiAXWICHHS Ta Aiarna3oH 3Ha4eHb (Tabmums 1). Otpumani pe3ynbraTi
CBiUaTh PO CYTTEBY MiKIHIMBIIyaJbHY BapiaTUBHICTh 00’ €MiB IyXJIMH. J[J151 BUSBICHHS MOTEHIIMHUX
3aJIeKHOCTe MiK 00’€MaMH KOMIIOHEHT MpPOBEIEHO KOPESLiHHUA aHami3 i3 BUKOPUCTaHHIM
xoe(inienty Ilipcona (14). HaiiBumy xopensuiro sussieno mix CEL i PEC (R? = 0.54), mo cBigunth
Ipo TOMIPHUH B3a€MO3B’S30K MK 3pOCTaHHSM AaKTUBHOI YaCTHHU MYyXJWHH Ta TepUPOKATEHUM
nabpsakom. Kopensuia mixk NEC Ta iHmmmu komnonentamu € Husbkoro (R? =0,14-0,33). Bignosigna
MAaTpHIIs KOpeysIiii HaBeaeHa Ha Puc.1.

Tabnuys 1. Cepeoni snauenns 0 pisHuX Komnornenmis eniooracmomu (GBL)
Table 1. Average values for different components of glioblastoma (GBL)

Kommonent | Jliamason (Mm®) | Cepemne (Mm®) | Memiana (Mm®) | Jucnepcis (Mm®)
NEC 0-150 25.0 15.0 30.0
CEL 0-300 40.8 30.0 35.0
PEC 5-450 62.7 45.0 50.0

8 = = &
: z &
) A = 1.0
week I
-0.8
-0.6
-0.4
-0.2
-0

Puc. 1. Kopenayitina mampuys yuciosux o3Hax.
Fig. 1. Correlation matrix of numerical features.
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JlomaTkoBO TIPOBENEHO MOPIBHSHHSA 00CATIB KOMITOHEHT MK IATpyHaMH IAIli€HTiB, 30KpeMa 3a
crarycoM MGMT Ta crattio. Hait0inbn BupaskeHi BiAMIHHOCTI criocTepiraiuch Mixk rpynaMa MGMT:
Nali€HTH 3 METHIILOBAHUM IPOMOTOPOM MaJlil CTATUCTUYHO 3Hauymo MeHii 3HaueHHst Enhancing_ Core
NOpiBHAHO 3 HeMeTuIboBaHUMHE (P < 0,05), 1110 y3roPKYETHCS 3 TOTNEPEAHIME KIIHIYHUMH JaHHUMH TIPO
Kpamrui IpOTHO3 1 MEHII arpecuBHUAN picT mpu MGMT-meTwmsmii.

Ilomo crati marienta, po3noxin oocsrie CEL mMix 4oioBikamu Ta )KiHKaM# OyB MOAI0HUM: MeTiaHHI
3HaYeHHS Ta IHTEPKBAPTWIBHUNA pO3Max NPAaKTUIHO HE BIAPI3HINCH, a KUIBKICTb BUKHIIB Oyrna
MPHOIM3HO OJTHAKOBOIO B 000X rpymax. Lle y3romkyerbes 3 miTepaTypHAMH JAaHUMH PO BiJACYTHICTH
ICTOTHOTO TeHIEPHOTO BILIMBY Ha MaKpOCTPYKTYpHI Xapaktepuctuku GBM [47].

Amnari3 BIuBy Biky Ha 06’em CEL mpoaeMoHCTpyBaB, 0 pi3HUIS MiX Monoamono (<60 pokiB) Ta
crapmioro (>60 pokiB) BHKOBMMH TpylaMu cTaTHCTHYHO HezHauyia (U-kputepit Manna-VYitHi, p =
0.787). He3Baxkatouu Ha MeBHY TEHICHIIO 10 BUIIUX MEliaHHUX 3HAYEHB y CTAPIIii TPyIIi, pe3yabTar
HE JI03BOJISIE CTBEP/DKYBaTH MO CYTTEBUH BIUIMB BiKYy Ha PO3BUTOK MEpU(OKAIHLHOTO HAOPSKY Y
MAIIEHTIB Ii€T TPYIIH.

OxpiM TMOPIBHSIIFHOTO aHaJi3y, OyJlo MOCIHiIKEHO AWHAMIKYy 3MiH 00’€MIB MyXJHMH y daci IS
OKpeMHX MalieHTIiB. Y SKOCTI MpHUKJIaay, Ha Puc.2 HaBeneHi 4acoBi psan 00’€MiB TPHOX KOMIOHEHT
nyxJiuHH 17s nanienta Patient-025. TTomitHo moctynose Heminiiine 3poctanns CEL ta PEC. Cepenni
00’eMH KOMIIOHEHT MyXJIMH Ta 1X po3Kkui 3a maHuMmu 599 BumaakiB HaBeneHi Ha Puc.3. Sk BumHO 3
pucynka, komnoneHT PEC xapakTepu3yeTbcss HaHOUIBIIUMHE 00’ €MaMy Ta BUCOKOIO BapiaOeNbHiCTIO.
Harowmicts 06’emu NNE i CEL € MeHIMy, X04a TEX MaroTh 3HAUHY KiJIbKICTh BUKHUIIB.

x10* JuHamika 06’emiB nyxaunau — Patient-025

—eo— CEL
124 NEC
—e— PEC

10

4
2 i
0 i
1 10 20 30 40 50 60 70
Tu:xkneHb

Puc.2. Junamixa y uaci 06’emie NEC, CEL i PEC nyxaunu ona nayienma Patient-025.
Fig. 2. Dynamics of NEC, CEL, and PEC tumor volumes over time for Patient-025.
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Puc.3. Poznooin 06’emie komnonenmis 2nioonacmomu: NEC, CEL, PEC.
Fig. 3. Distribution of glioblastoma component volumes: NEC, CEL, PEC.

3arajoMm, pe3yJIbTaTy ONHCOBOI CTATHCTHKH, TIOPIBHSIIBHOTO Ta KOPEJSLIHHOTO aHai3y JO3BOJISIOTH
chopMyBaTH MLiNiCHE YSABIEHHS IMPO BapiaTUBHICTH 00’eMiB kommoHeHT GBM y rpymi mari€eHTiB.
BusiBnieHi 38’13k (30KkpeMa Mixk 00’ eMaMu akTHBHOTO si/ipa Ta HaOpsKy) 1 TeHaeHIi1 (MeHI 00’ eMu mpu
MGMT-meTmsamii) MOXXyTh OyTH BHKOPHCTaHI U MapaMeTpu3allii MaTeMaTHYHUX MOJENeH pocTy
nyxJauHU. JlomaTKoBO, HASBHICTH IIOBHHX YacOBHX pS/iB CTBOPIOE MEPEIyMOBH ISl TOOYIOBU
IHUBIAyaTi30BaHUX MOJCJCH TUHAMIKU 3pOCTAHHS Ty XJIHHU.

4. MaTeMaTH4YHe MOJe/TIOBAHHSA 3POCTAHHS Iy XJIMHH.

4.1, Perpeciiinnii anamis.

Perpeciiinuii aHaiiz iHIUBIAyalbHUX KPUBUX 3POCTAaHHS MyXJIMH MAIli€HTIB MOKa3aB BiJCYTHICThH
niniitHOi perpecii (R?~0.1-0.3), 6i1bIn 3HaUyLIE HAOIMKEHHS HodiHOMaMu 2-To nopsaky (R?~0.37-0.72)
ta excrionenTHo (R?~0.224-0.623). ExcrioHeHIianbHa MOJENb BUABHIACA €(DEKTUBHOIO JUISi OKPEMHUX
TPAEKTOPIH i3 BUPAKEHUM IOYATKOBUM 3POCTaHHSM, MPOTE JJisi TPUBAIUX ab0 CKIaJHUX KPUBHX i1
MPOTHOCTHYHI BIACTHBOCTI HemoctarHi. HaOmmwkeHHs S-mogiOHMMM KPWUBHMH TIOKA3aJI0 3HAYYIIN
pesynbTaTu s norictuanoi kpusoi (R?~0.371-0.690) i HeBucoki pe3ynbrat — s GpyHkiii [ommepria
(R?>~0.012-0.029).

Merton RF 3 200 nepeBamu i oomexxeHHsAM Tiubuan (max_depth=3) OyB 3acTOoCcOBaHMIA 11 KPUBUX
3pOCTaHHA KOXKHOI 3 3-X 4aCTHH MyXJIMHU KOKHOTO 3 599 xBopux. Taka koH(irypauis Oyna obpana ams
3ano0iraHHs MepeHaBYaHHIO, BPaXOBYIOUM OOMEXEHY KIUIBKICTh TOYOK ISl KOXKHOTO BUMaJKy. Ha
KOKHOMY Kpolli (hikcyBammcs 3HaueHHs MeTpuk sikocti R2, RMSE, MAE, MAPE a takox mapamerpu
Mojeni. Y SKOCTI MpHKJIaLa pe3yabTaTH perpeciiiHoro HabmKeHHs KpuBUX 3pocTaHHs 00’emiB NEC,
CEL, PEC y nanux Patient-025 naseneni na Puc.4. Cepenni 3Ha4eHHs AKOCTI HaONIMKeHb (3Ha4eHHs R?
ta RMSE) HaBeneni Ha Puc.5. Takum umnHoM, nmuHamika 3poctanHs CEL xapakTepusyerbes MOMIpHO
BHCOKMMHU 3HaueHHsSMH R%~0.37 i minimanbuum 3HauenHsm RMSE. Kpusi 3poctanns PEC marots
HaWOUIbII 3HaYeHHS R, ane 3HAYHO OLIBIIMIA po3kua. Junamika 3pocranns NEC ciabo mimnaerbes
BUKOPUCTAaHUM PETPECIifHUM MOJIeNsAM 3a paxyHOK panTOBMX 3MIH Yy WIBHIKOCTI 3pOCTaHHS 3
NPUCKOPEHHSAMH Ta YIOBIIbHEHHIMH.
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Puc.4. Pesynomamu anpoxcumayii pezyriomamie eumipiosants kpugux 3pocmants 06 ’emie NEC (a,e,€,u,x), CEL
(6,0,01¢,i,1), PEC (8,¢,3,i,m) napaboniunoio (a-8), eKCHOHEHYIANbHOIO (2-€), 102iCmUuuHoI0 (€-3), 2oMnepyesoro (u-i)
ma RF (k-m) ¢ynxyismu ons nayicnma Patient-025.

Fig. 4. Results of approximation of measurement results for NEC (&, d, e, f, g) and CEL (b, c, d, e, f) growth
curves, PEC (c, e, g, h, m) growth curves using parabolic (a-c), exponential (d-e), logistic (f-g), Gompertz (h-i)
and RF (k-m) functions for patient Patient-025.
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Fig. 5. Comparison of average R2 and RMSE values for NEC, CEL, and PEC growth curves for Patient-025.

4.2. IlporHo3yBaHHA AUHAMIKH 3POCTAHHSA IMyXJIMH.

[licis BU3HaueHHs Haiikpaioro (y cenci mapametpis R, MAE, RMSE ta in.) HaGmwkenns (perpecii)
0 KpuBOi 3poctaHHs BianosigHoi obmacti myximau (NEC, CEL, PEC) y manoro marieHTa, MOXHA
MPOTHO3YBAaTH TUHAMIKY 3POCTAaHHS NUISXOM iHTepIomsuii. ¥ po6oTi Oyno 37ificHeHO MPOrHo3 00’ eMy
MYXJIMHY Ha 8 THKHIB HaTlepes1, IO BiJIIIOBi1a€ THIIOBOMY ITPOMIKKY MK KOHTPOJIBHUMH 00CTEKEHHSIMH
y KIIiHiYHAHA npakTuii. Ha ocHOBI Mozeni Halikpamoro HaOIMKEHHS! MOKHA ITPOBECTH €KCTPATIOJISIIIFO
KPHBOI BiJ] OCTaHHIX TOYOK (59 Ta 70 TrxHIB) 10 HAcTYIHOT (78 THKHIB) BimoBiIHO 10 Moneni. Ha Puc.6
HaBeJICHWUI NPUKJIA]] POTHO3YBaHHsI JUIsl OJHI€T 3 KpuBUX. KpiM TOro, MO>KHA TIPOBECTH 1ICHTU(IKAIIIFO
napaMeTpiB BiamoBinHOT MaTteMarnuHoi Mozeni (2)-(5), (7), (9), (11) abo (12) Ta BuKOpHCTOBYBaTH ii
PO3B’S30K 13 BiIOMUMH KoedillieHTaM1 Uil IPOTHO3YBaHHS K IMOAAIBLIOr0 3pOCTaHHs MyXJIMHH, TaK i
MOJKJIMBUX HACJIAKIB 11 JIKyBaHHS Pi3HMMHM Tpenaparamu. i 1poro motpiOHi jJadopaTopHi JaHi mpo
YYTJIHMBICTh JTAHOI ITyXJIMHW JO JIKIB Pi3HUX THUIMIB. BiamoBigHwii nogaHOK TpeGa BBECTH 10 MPaBOi
yactuau 3/IP y sikocTi HeraTuBHOTO JyKepena 11t V(t) y Buriisaai aiHiHoi abo nepiognyHoi GpyHKIIT Big
JIO3H TpernapaTy 3 ypaxyBaHHSM IOTIMHAHHS Ta PO3KIaly IperapaTy B OpraHiaMi 3 4acoM, BiJIIIOBIIHO
110 KiHeTuku Mixaemic-MeHeTeH a0o0 1HIION.
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Fig. 6. Forecast of the dynamics of the CEL component volume in patient Patient-025.

6. BucHoBku.
Pesynprat poOOTH MiATBEPAMIN MPAKTHYHY MiHHICTE MATEMATUIHOTO MOJETIOBAHHS JJISI OIIHKH

JUHAMIKWA 3pOCTaHHS IMyXJMH, MOXIUBOCTEH ONTHMi3alii Tepamii Ta TPOTHO3yBaHHS pPE3yJIbTaTiB
nikyBaHHs. [loeqHaHHS aHAMITHYHUX MOeTel 13 anroputMaMu ML, pa3oM i3 SKiCHOIO IiJIrOTOBKOIO
MaHUX (HOpMawi3amisi, IMITyTallis WPOMYCKiB, 3IJIAJPKCHHS, TIEPETBOPSHHS O3HAK) BiJIKPUBAE
MIEPCIIEKTHBH ISl TIOJANTBIIIOTO PO3BUTKY TEPCOHATII3Z0BAHMX IMIIXOMIB y CYYaCHIA METUYHUN MTPAKTHII
Ta 010CTaTHCTHII.

Ha ocHoBi aHalizy 0HOTO KIIIHIYHOTO BHITAIKy TIPOBEACHE MOPIBHIHHS KIACHYHUX MAaTeMaTUIHAX
Mojieie 3poCTaHHs MyXJIMHU (JTiHiiHA, MMOJIHOMIallbHA, €KCIIOHEHIIiIiHa, oricTidHa, bepramandi ta
l'ommeptia), a Takok cyyacHux iHcTpymeHTiB ML, 3okpema RF. Koxna 3 Mozeneii mpoaeMoHCTpyBaia
CBOI CHJIBHI Ta C1abKi CTOPOHHM: JiHiHA | eKCTOHEHIiaTbHA MOIeNTi J00pe OMUCYIOTh MOYAaTKOBI (hasu,
norictiuHa Ta ['ommepTieBa — nuHamiky i3 (asoro HacuueHHs, a RF 3abesmeuye anmamrariro 110
CKJIaTHUX, TETEPOreHHHX 1 YaCTKOBO HEMOBHUX JIaHUX, OJIHAK Ma€ cllabKy IHTEpIIPETOBAHICTb.

BusiBiieHo, 1110 JJIs TPUBAJIMX Ta HACHYCHUX CIIOCTEPESIKEHb HAHKpAIIe MPAIFOI0Th HEMiHIHHI MOJIENI,
TOJi SIK KOPOTKi YacOBI PsIX IOIUTFHO aHATI3yBaTH 32 JIOTIOMOTOFO JIIHIHOT Y1 ITOJTIHOMIalIbHOT perpecii,
JUTsL IKUX € TIpo3opa OioyoriyHa iHTepmperarisi. BukopucranHs cydacHuXx anroputMmiB ML 3HadHO
PO3IIMPIOE MOXKJIUBOCTI KIJIBKICHOTO aHalli3y MyXJWHHOTO POCTY, OCOOJHMBO Yy BHIAJAKaX CKJIaJHOL
CTPYKTYPH JIaHUX Y¥ BiJICYyTHOCTI YiTKOI aHATITHYHOI ()OPMHU MOJIEIT.

Came KOMOIHOBaHHH MMiIXi]T - 00’ €THAHHS KIIACHYHUX Ta CYYaCHUX CTATHCTUYHHUX IHCTPYMEHTIB - 1a€
3MOTy OTPHMATH THYYKi Ta iHTEpPIPETOBaHI PillleHHs JUIS MEePCOHANI30BaHOI MEAMIMHK. Pe3ynbraTu
MOYYTh CTaTH OCHOBOO TSl BIPOBaLKeHHs nudposux asitaukis (digital twin) mamienra, miaBuimeHHs
TOYHOCTI JIIarHOCTHUKH 1 PO3POOKH HOBHX 1HIMBIyali30BaHUX CTpATETil y KITHIYHANA OHKOJIOTII.
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Mathematical modeling of tumor growth dynamics for personalized
therapy selection.

Purpose of the work: to analyze current approaches to mathematical modeling of tumor growth and prediction of their
dynamics using classical deterministic models and machine learning methods, as well as to determine the prospects for their
use in modern mathematical oncology and personalized antitumor therapy.

Research methods: analysis and systematization of modern scientific publications on mathematical oncology; use of
mathematical modeling methods for tumor growth (exponential, logistic, Gompertz and Bertalanffy models); statistical
analysis of clinical data; application of machine learning methods for regression analysis and prediction of tumor growth
dynamics based on longitudinal MRI data from the open LUMIERE dataset.

As a result of the study, a review and comparative analysis of classical mathematical models of tumor growth and their
modifications used to describe the biological processes of proliferation and restriction of tumor tissue growth was
performed. Preliminary processing and analysis of clinical and imaging data, including the volumes of various tumor
components, was carried out. Individual tumor growth trajectories were modeled using regression models and ensemble
machine learning methods, in particular Random Forest. It was shown that machine learning methods provide more stable
and accurate predictions of complex tumor growth dynamics compared to classical models in the case of high data
variability.

Conclusions: Combining classical mathematical models of tumor growth with modern machine learning methods is a
promising direction for the development of mathematical oncology. This approach improves the accuracy of predicting
individual tumor dynamics and creates a basis for developing personalized treatment strategies. The results obtained indicate
the feasibility of further use of hybrid models in research on precision medicine and personalized antitumor therapy.
Keywords: mathematical oncology, tumor growth models, Gompertz model, Bertalanffy model, machine learning, Random
Forest, prediction, personalized therapy, precision medicine, clinical data.
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Bruius apxitektypu GNN Ha podacTHICTh MepekeBUX MAPIIPYTIB Y
CIleHAPIfAX OAMHUYHHUX BIIMOB BY3JIiB

VY po6oti po3risHYTO 3amady iHTENEKTyaJbHOI MapiupyTH3amii (IOIIyKy IUIIXY) B HPOrpaMHO-KOH(IrypoBaHHX Mepexkax
(SDN) 3 BukopHCTaHHAM TpadOBUX HEHPOHHHX MEpEeK. 3 METOI0 IIJBHIIEHHS €(pEKTHBHOCTI BHKOPHCTAHHSI MEpEHKEBUX
pecypciB Ta apmamramii OO0 AWHAMIYHMX 3MiH CTaHy Mepexi (HampuKiIaa, 3aBaHTQKEHOCTI KaHaiB ab0 3aTpHMOK).
AktyaabHicTb. CydacHi mporpaMHo-KoH(GirypoBani Mepexi (SDN) crukarorbes 31 3pocTaHHSAM 00cCATiB Tpadiky Ta
MiIBUIIEHIMH BEMOTaMH JI0 IKOCTi o6ciyroByBanHs (QoS). TpanumiiiHi aaropuT™Mu MapmpyTH3auii (Hanpuknan, JledkcTpu) €
CTaTUYHUMH Ta HEe(PEKTHBHUMH B YMOBaX BHCOKOi IMHAMIKH HAaBaHTAXXEHHS a00 pPaNTOBHX 3MiH TOHOJOTII (BigAMOB
obnamHanHs). Lle mpu3BoauUTh 10 epeBaHTaXKCHHS KaHATiB, 301IbIIEHHS 3aTPUMOK Ta BTpAT MakeTiB. BukopucranHs MeToniB
MalIMHHOTO HaBYaHHs, 30KpeMa rpadoBux HelipoHHHX Mepex (GNN) Ta HaBuaHHA 3 minkpituienHsM (RL), BinkpuBae HOBI
MOJKJIMBOCTI JUIsl CTBOPEHHS aJJAITHBHUX IHTEIEKTYaJIbHUX areHTiB, 3AaTHUX ONTHMI3yBaTH MapLIPyTH3AIil0 B pealbHOMY daci,
II0 POOUTSH Iie JOCIIHKEHHS CBOEYACHIM Ta BaKJIMBUM I PO3BHTKY TEIEKOMYHIKAIIHHUX CHCTEM.

Meta. MeTor0 TOCITIPKeHHS € MiABUIIeHHS e()eKTUBHOCTI Ta HaAiHHOCTI epenadi faHux y Mepexxax SDN 1nuissxoM po3poOxu
Ta TOPIBHIBHOTO aHAJi3y iHTEJCKTyaJbHHX METOAIB Mapuipytu3amii. OCHOBHHH (OKyC 30CepeKeHO Ha IOCITiHKEeHHI
apxirektyp rpadosux HeifporHHX Mepex (GCN, GAT) Ta anroputmy Q-Learning 1uist 3a0e3nedeHHs aIalTHBHOTO KEPyBaHHS
TpadikoM B yMOBaxX 3MiHHOTO HaBaHTA)KEHHS Ta BiJMOB MEPEKEBHX BY3IIiB.

Mertonu gocaimkeHHs. MeTomonoridyHa OCHOBa poOOTH 0a3yeThCsl Ha KOMIUIEKCHOMY 3aCTOCYBaHHI Teopii rpadiB s
¢dopmaiizanii Tomosorii Mepexxi, MEeTOAIB IMIMOOKOro HaBUaHHS Ui OOpOOKM O3HAK BY3JB Ta aJrOPUTMIB HaBYaHHS 3
HIiIKPIIUICHHSM JUISl IPUHHATTS pillleHb IoJ0 MapuipyTusanii. EkcriepuMenTansHa Bepudikalis 3apoloHOBaHHUX IMiIXOIB
31ilicHIOBaNacs IUITIXOM eMyJIsLii porpaMHO-KOH(IrypoBaHOI Mepexi y cepeqoBunl Mininet mix ynpaBiiHHIM KOHTpoJepa
Ryu. [Tporpamua peaizaiiist BKrouyana po3pooKy Moieneii Ha 0CHOBI 3ropTkoBux Mepesk (GCN) Ta Mepex 3 MexaHi3MOM yBaru
(GAT) 3 BuKOpUCTaHHSIM OiOTiOTeK TMMOOKOTO HaBUAHHS, a TaKOX iMIUieMeHTamito areHta Deep Q-Learning. Ominka
e(EKTHBHOCTI aTOPUTMIB MTPOBOIIIIACS 32 JOIOMOTOIO TIOPiBHSUIBHOTO aHAII3Y KIFOUOBHX METPHUK SIKOCTI 00CITyrOByBaHHS —
HPOITYCKHOI 3MaTHOCTI, CepeIHBOI 3aTPUMKH Ta BiJICOTKA BTPAT MAKETiB — Y CIEHAPisX MOCTYHNOBOTO 3POCTaHHS HABAHTAKSHHS
Ta aBapiliHOi 3MiHM TOIOJIOTIi BHACTIOK BiIMOBH OOJIaJHAHHS.

PesyabTaTh. Y X0#i T0CHiKEHHS BCTAHOBJICHO, 1110 iHTETpallis METO/1iB MAIIMHHOTO HABYaHHS JIO3BOJISE CYTTEBO MOKPAIIUTH
napaMeTpy Inepesiadi JaHUX MOPIBHSHO 3 KIACHYHUM anroputMoM JleiikcTpH, ocoOaMBO B yMOBax BHCOKOro Tpadiky, ae
IHTEJIeKTyalIbHi areHTH 3a0e3MeuyloTh MEHIY 3aTPUMKY Ta CTaOlIbHICTh 3'eiHaHH. KpUTHYHHMN aHaNi3 CTifKOCTI 0 BiAMOB
BUSIBUB CYTTEBI PO301XKHOCTI MiXK JOCIIDKyBaHUMH apXiTekTypamu: Mojerb GCN mpoieMOHCTpyBaza 0OMeXeHy 31aTHICTh 10
ajanranii 3 TOKa3HUKOM HEBIANHX cIipob MapmipyTu3arii Ha piBHI 30%, Toxi sk apxiTekrypa GAT mokasana kparry THy4KiCTb,
(hopMyroun onTUMaNbHI NUIIXH Y MOJOBUHI BHUMaaKiB. HaifBumny edexTuBHICTh miaTBepauB Metoq Q-Learning, skuii 3aBIsku
JUHAMIYHIM B3aeMogii i3 cepenoBuineM 3a0e3mednB MOOyAOBY iiealbHUX MapHIpyTiB y 85% ekcrepuMeHTiB Ta MiHIMI3yBaB
BTpAaTH MakeTiB 10 5—7% HaBiTh y KPUTHYHHX CUTYaIlisiX, IO TOBOAUTH IepeBary miaxoniB Reinforcement Learning Harx
Mmeronamu Supervised Learning y 3agadax aJanTHBHOTO KEPYBaHHS MEPEKaMH.

Knrwowuoei cnoea: Ilpoepamno-xougieyposani mepeci (SDN), I paghosi netipouni mepexci (GNN), Hasuanns 3 niokpinieHHAM
(Reinforcement Learning), Inmenexmyanvna mapwpymusayis, GCN, GAT, Q-Learning, fxicmv obciyeosyseanna (QoS),
Biomosocmitixicms, Adanmusne Kkepysants mpagpikom.
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1 Beryn

BuxopuctanHa HEUPOHHUX MepeX I MoOyIOBH MapUIPYTIB - e OJHA 3 HAHOLIBII TUHAMIYHUX
raiysel, y cdepax nporpamHo-koHGpirypoBanux mepex (SDN), jorictuku Ta aBTOHOMHOI HaBirarii.
Tpamumiitai anroputMu (sk-oT JleiikcTtpa abo A*) edexTwBHI, aje BOHHM YacTO HE BCTHTAIOTH 3a
TUHAMIYHAMHU 3MiHaMH B peaimbHOMy dYaci. Emoxa 6G, macuBHuX loT-Mepexx Ta CymyTHHKOBOTO
IHTepHETy BHCYBa€ HOBI BUMOTH O IIBUAKOAII Ta BiAMOBOCTiMKOCTI mapmpytuzanii. ¥ 2025 pomi
NOUIYK "HAHKOPOTIIOro WUISIXY" MOCTYMUBCS MicueM OaraToQakTopHili onTuMmiszalii, 0 BpaxoBye
3aTPUMKH, EHEpPrOCMOKMBAaHHSI Ta MPIOPUTETHICTH Tpadiky B peanpHOMYy 4daci. BukopucTanHs
HEHPOHHMX MEpeX MO03BOJISIE BUUTH 32 MEXI PEaKTHMBHOTO KEPyBaHHS, BIPOBAKYIOUM MPETUKTHBHI
MOJIeN, K1 31aTHI PO3B'I3yBaTH KOH(MIIKTH B MEPEXKi 1€ JO IX BUHUKHEHHS.

AHani3 cydacHHX poOIT MOKa3ye, M0 HayKOBa CIUIBHOTa OCTATOYHO BiMIWIUIA BiJl BUKOPHUCTAHHS
HEHWPOMEPEX K «JOpPHUX CKpUHBOK»[3]. ChOroaHi JOMIHYE MiAXia IHTEIEKTYalIbHOT MapIIpyTH3aIlil,
AKa MoeAnye 3HaHHs npo Tomnojorito (GNN) ta crpareriude npuidHsTTs pimeHs (DRL).

CydacHi miaxoau 10 mo0yI0BH MapIIpyTiB 06a3yloThcsl Ha iHTerpaiii rpad)0BUX HEHPOHHUX MEpEeK
(GNN) ans anamizy Tomosjorii Ta raubokoro HaB4aHHA 3 miakpimneHHsM (DRL) mis ctparterigHoro
OPUAHATTSA pineHs. KI0YoBUM eTarnoM crana eBoolLis Mozenei cimerictea RouteNet (Fermi, Erlang],
sIKi 3aBJISIKM MeXaHi3MaM Message Passing Ta Attention 3a0e31e4yoTh NPEeAUKTHBHE MoJiemtoBaHHsS QoS
(3aTPUMKH, JDKUTTEPY) 3 TOUHICTIO MAKETHUX CHMYJIATOPIB, aje 3HAYHO BHUINOKO IMBUIAKICTIO [1, 2, 6].
[apanenbHO pO3BUBAIOTHCS FOpUIHI PperiMmBopkH, ik-0T Grace (2025) Ta 6araTomuinboBi Moaeni DQNR,
ne GNN ¢dopmye embenninru crany mepexi, a DRL-areHTH AuHaAMI4HO ONTHMI3YIOTh MapIIPYyTH 3a
KPUTEPISMU TPOIYCKHOI 3aaTHOCTI (ipupict 10 40%), eHeproedekTHBHOCTI Ta cTabinbHOCTI JIiHKIB [4,
5, 9]. HoBiTHi po3po0OKH TakOX 3alydaroTh Kay3aJlbHHI BHCHOBOK Ta apxiTektypu LLM-NAR s
MiIBUIICHHS JIOT1YHOI TPO30pOCTi Ta MAacHITa0OBAHOCTI I1HTENEKTyaJbHHX CHCTEM KEpyBaHHS Y
cknaanux 3D-mepexax [7].

binpmricte  cywacHMX JOCTi/KeHb (POKYCYEThCS Ha MaKCHMi3allil MPOITyCKHOI 3aTHOCTI Ta
MIHIMi3allii 3aTPUMOK, 3aJIMIIAI0YH acleKT BiIMOBOCTIMKOCTI Ha Apyromy IuiaHi. [Ipote st KpUTHYHO
BOXIIMBUX 3aCTOCYHKIB 3IaTHICTb alTOPUTMY IO CaMOBIJTHOBJCHHS € MpPIOPUTETHOIO HaJ HOTro
00YHNCITIOBATFHOIO e()EeKTUBHICTIO. 3 OMIALY Ha IIe, TOCTaE HeOOXiMHICTh OLIHUTH, HACKIIBKU 1CHYIOUI
GNN- ta DRL-anroputmu € (pakTHYHO CTIHKHMH /IO BIJIMOB y CHUCTEMi, Ta KO MipOI BOHH 3/1aTHI
CaMOCTIHO 3HAXOJUTH 00XiTHI MapIIPyTH MPH 3MiHi TOIOJOTIi.

2 CepenoBuiue Ta 00'€KT J0CTiTKEHHA

ExcrniepuMeHTalIbHE cCepeIoBHILE MOOYA0BaHe Ha iHTerpaiiii emyisatopa Mininet ta SDN-koHTpoJiepa
Ryu, mo ¢yHKIiOHYIOTH Yy 3aKkpuTOoMy HWKII KepyBaHHS Tpadikom. OcHOBHa yBara MpuJijieHa
MeXaHi3MaM Iepeiavi CTaHy Mepexi Bl (hi3MuHOTO PiBHS 10 IHTEIEKTYAIBHOTO arcHTa.

2.1.1. Software architecture

Event
Listener

GNN/RL Agent

Application Plane :
Logic

(Al Agent)

Topology Update Event
(via API/Socket)

Ryu SDN Controller

Control Plane
(Ryu Controller)

Monitoring Structured Graph Data
Module (Nodes, Links, Weights)

Flow Mod Rules
(Route Updates)

A

FlowStatsRequest Raw Metrics
(OpenFlow) (Delay, Bandwidth, Utilization)

Data Plane
(Mininet Environment)

Puc 1. Apximexmypa excnepumeHmanbHo20 cepedosuya.
Fig. 1. Architecture of the experimental environment.
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Kontponep Ryu BuKOHYE pOih IIEHTPAILHOTO By3iIa 300py MeTpHK. B3aemomis peamizoBaHa depes
HACTYIHI MOJYi:

1. Moayns MoHITOpUHTY: Y peanpHOMY 4Yaci 3AiHCHIOE ONUTYBaHHS KOMYTaTOPiB
(FlowStatsRequest) m1st oTpuMaHHs 3Ha4eHb 3aTPUMKH, JOCTYITHOI CMYTH MPOITYCKaHHS Ta
PiBHSI BAKOPHCTAHHS JIIHKIB

2. Cxosuuie Tonosorii: CrnenianizoBanuii Oydep JaHuX, IO arperye cupi METPHUKH 3 TUIOIIUHH
JaHUX Ta TpaHcPopMmye iX y CTpykTypoBaHui ommc rpada. Lle mo3Bomse abcrparyBaTu
TOTIOJIOTIIO Bi ocobnmBocTer mpoTokory OpenFlow.

3. Event Listener: IIporpamumuii iHTepdeiic y MIONIMHI 3aCTOCYHKIB, SKUH pearye Ha 3MiHU B
Topology Storage. I{o#HO0 (iKCYeThCS OHOBICHHS (HAPUKIIA[, 3MiHA 3aBAaHTAKEHHS JIIHKA
abo BiIMOBa By3I1a), areHT 1HIIIIO€ IepepaxyHOK MapIIPyTiB.

/b\ o~

s o— /7/

Puc 2. Mepesca Hayionanvrnoeo Hayxosozo @onody
Fig 2. National Science Foundation Network

Jns mpoBeneHHs ekcriepuMenTiB 0yio oopano tomoiorito NSFNET (National Science Foundation
Network), Lleit BUOip € KiTacHYHUM JIJIs1 33124 ONTHMI3allil MapIIpyTU3ailii, OCKUIbKH CTPYKTypa Mepexi
MICTHTh JEKiJIbKa 3aMKHEHHX KOHTYPIB, IO JTO3BOJISIE iHTENIEKTyalbHUM areHTaM oOupaTH OOXiaHi
IUIAXW TPH BiIMOBI KPUTHYHUX By3miB. Mepexa (opMainizyeTscsi sik HeopieHTOBaHWH rpad Gy =
(V,E, W;). Muoxuna By3iiB V npencrasise OpenFlow komyraropu. KokeH By3011 Mae BEKTOP O3HAK —
o0csr Oydepa Ta nmorouHe 3aBantaxxenHss CPU kontponepa. Muoxuna pedep E npeacrasise Qizuuni
abo BipTyanbHi KoaHaW 3B’s13Ky. Marpuiis Bar W, mnpelcTaBisie JUHaMi4HI XapaKTEPUCTHKH JHKIB,
TaKi K 3aTPUMKa, JDKUTTEP Ta JOCTYIIHA CMyra mpoiryckaHHs.. Ha Bigminy Bix Tomomorii IEEE 39-
bus[8], sika BuKOpHCTOBYETHCS [UIs crielU(iyHUX KiOep(i3HIHUX CUCTEM EIEKTPOMEPEK, 00paHa HaMH
tomosorisi NSFNET no3Bosisie TecTyBaTH MOJENi B yMOBaxX MariCTpalibHOI Mepexi mepenadi JaHHuX
3arajibHOro NpU3HAYCHHS.

Mapping Logic &
Transformation
DOE-417
Reports Event Type: Prysical Amack
(2017-2021) || e >
- Action: Swach Faiure Yo
- éootwm o Inslnl New
Detoction | SON Control & Application Plane
{OpenFion
Updated State
{F1, A)
SON C »  GNN Agent
(Ryw) s, (GAT/O-LOMING)
New Routing Policy
(Flow Mods)

Puc 3. Ilpoyec cumynayii mpaghiky Ha 0cHO8I peabHUX 36imie nPo IOMO8U
Fig. 3. Traffic simulation process based on real failure reports
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IIporiec remepamii Tpadiky B cepemosumii Mininet 6asyeTscs Ha IOE€IHAHHI CTaHIAPTHHX
iHCTpyMeHTiB BuMiptoBaHHs (iperf) Ta MeTomiB COKETHOrO TporpaMmyBaHHsS MJIsl BiJTBOPCHHS
JMIMHAMIYHUX TaTEPHIB HaBaHTaKeHHS. Ha BigMmiHy BiJ TpajHMIiHHOTO BHKOPHCTAHHS CHHTETHYHUX
reHepaTopiB Tpadiky, y maHili poOOTI MOIETIOBaHHS HaBaHTAKEHHS 0a3y€eThCS Ha peaTbHUX ICTOPUIHUX
JTAHUX PO MepexeBi 3001 Ta HaA3BUYAKHI cuTyarllii. s BinTBopeHHs AMHAMiKH TpadiKy BUKOPUCTAHO
3Biti Electric Emergency and Disturbance Report (DOE-417) 3a nepion 3 2017 mo 2021 poku. Lli
3BITH MICTSITh 9aCOBI MIiTKH IIOYATKY Ta 3aBEPIICHHS IHIIMASHTIB, THITH ITOAiH (BaHIaIi3M, CHCTEMHI 3001,
eKCTpeMalbHi MOro/IHI YMOBH) Ta OMKC 30H YpaKE€HHs. 3a JOIIOMOTOI0 COKETHOTO MpOTrpaMyBaHHS B
Mininet peani30BaHO MEXaHi3M «IIPOTpaBaHHS» LUX TOAiH, 1€ KOXEH THII aBapii 3 pemnopry
TpaHc(hOPMYETHCS Y BIIMOBIIHUIMA crieck Tpadiky abo BiaMoBy By3na B Tomosorii NSFNET.

[Moxii Tumy «cucTeMHEe NepeBaHTAXKEHHS» ab0 «3aTpUMKa Iepenadi» BUKOPHCTOBYIOTHCS JUIS
MOJICJTIOBaHHS CTOXacTH4HOro npuToky nakeriB (Event-Driven traffic). [Tonii Tumy «dizuyna aTaka» abo
«IUBepCis» IMITYIOTh IOBHY BiIMOBY KoMyTaTopiB (switch failure). Kosken creck uepru Ha komyTaTtopi,
cnpuunHeHni moxieto 3 DOE-417, mepeTBoproeTbes Ha (QYHKIIIIO Yacy, sSika BKa3ye Ha HAOIMDKEHHS 10
KPUTHYHOTO TTOPOTY 3arioBHEHHS Oydepa.

Takuii miaxin no3Bojsie BepudikyBaTH pobacTHicTh 3ampomnonoBanux mogeneir (GAT, GCN) y
CIIEHApIsX, SIKI MAKCUMAIILHO HaOJMKEHi 0 pealbHUX YMOB €KCILTyaTallii MariCTpaJbHUX MEPex i
Yac KPUTHIHHX 3001B.

s HaBuaHHS HelpoMepeki BUKOPUCTOBYIOTHCS TPU TUIH BXiAHUX TeH30piB. TeH3op Tpadiky Dy —
MaTpHII BUMOT «DKEPENO-TIPU3HAYEHHS», [I€ KOXKEH eneMeHT d;; BKazye o0car tpadiky sAKuii
HeoOXimHO mepenaTd Mik By3idamu [ Ta j. Tensop crany tomonorii S; BkiIouUae iHpOpPMAIiO PO
TpAIe3IaTHICTh eneMenTiB. Bektop BimMos F,- Ginapua macka f € {0,1}/E1*IV] ne 1 curnamisye mpo
BiIMOBY KOHKPETHOTO By3Ja a0o JiHKa.

3aBaHHS 1HTEIEKTYaJIbHOI CUCTEMH TOJISTAE Y 3HAXOKEHHI ONTHMANBHOI CTpaTerii MappyTH3alii
T, sIKa BigoOpakae MOTOYHHI CTaH MEPEXKi S; y MHOKHUHY 1TiHl a;(BUOIp IUIAXiB), MiHIMI3yFOUH CyMapHi
BTpATH NpH AOTPUMaHHI )KOPCTKUX oOMexkeHb QOS.

Mu po3srisaemo 3aaa4dy 0araToliiboBol onTuMizailii. AreHT (HeipoMeperka) MOBHUHEH MiHIMI3yBaTh
¢yHkuito BapTocTi /(1) Ha yacoBOMy Topu3oHTi T.

](T[) = En[ '{=0‘th(St'at)] (21)

I[e MUTTEBA BapTiCTL C BU3HAYAETHCH SIK 3Ba)KEHA CyMa KpUTUYHUX MECTPHUK!

C = w13aTpUMKazraeua + W2 * BTpaTa nakeTiB + w3 * y €[0,1] (2.2)

HapiiiHicTb

He y — koedillieHT TUCKOHTYBaHHS, a ;- BaroBi Koe(illiEHTH, MO0 BHU3HAYAIOTH MPIOPUTET
(mampuknan, s VOIP-tpadiky w, Oyne MakcCUMabHUM).

Y ¢opmyni minboBoi ¢ynkuii (Cumulative Reward) y BHKOPHUCTOBYEThCS I 3BayKyBaHHS
MOCITiJOBHOCTI HArOPOJ;:

Gt = Rey1 + YRevz + V¥ Reys oo = Lm0 V¥ Revira (2.3)

Jle R;- Heraiina Haropoma, yXR;, .1~ Haropoja, Ky areHT OTpHMAc 4yepe3 Kk KPOKiB, TOMHOXKEHA HA
xoedinient y crynesi k. [Ipu noOynosi mapuipyty Pg ; HelipoMepeska MOBMHHA 3a10BOJIbHATH HACTYIIHI
YMOBH:

OOMeKeHHS POITYCKHOT 3/]aTHOCTI:

s xoxHOro pedpa e € E

YrepXiR < B, (1—f) (2.4)
f

JI€ X, - IHIMKATOp BUKOPUCTAHHS JIiHKa MOTOKOM f, Rp- IBUJKICTB NOTOKY, B, — CMyra IpoIycKaHHs,
fe- cTan BigMOBH.
YMoBa nisicHOCTi TOTOKY: /1151 KO’KHOTO By31a v € V'
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1, ak1o v = source

Yjw ek foj — Ziivek fiv = | —1,v = destination (2.5)
0, B iHIIOMY BUIIAAKY

Pesynbprarom poboTH MOJEINi € PO3MOJIiT HMOBIPHOCTEH HaJl MHOXHHOKO MOKJIMBUX HACTYITHUX XOIIiB
a00 BHOIp MOBHOrO IIIAXY 3 Ha0opy K-HallkopoTmuX muISIXiB, 10 3a0e3Meuye MaKCUMaJIbHY CTIHKICTh
110 3a(hikCOBaHOTO BEKTOpa BimMOB F;

Y Mexax I[poro 3aBJIaHHS IUIAHYETHCS OMIHUTH PoOOTy Kimbkox apxitektyp —GCN, GAT ta GNN-
DRL — 3 ypaxyBaHHSM IXHiX IPUHIUIIB HABYAHHS, CTPYKTYPHU Ta CIIOCOOIB B3a€EMO/IiT 3 KOHTPOJIEPOM
SDN. [lns1 nporo nepeadadaeThesi BAKOPUCTAHHS CUMYJIsIiitHuX cepenouil (Mininet) siki 103BONISIOTH
3MIHIOBATH CTaH TOTIOJIOTI{ B peaIbHOMY Yaci, MOJIEITFOBATH BiTMOBH Ta BUMiPIOBATH KITFOYOBI ITOKA3HUKH
AKOCTi 00cayroByBanHs (QoS), Taki SIK cepefHs 3aTPUMKa, JKUTEP, MPOIYCKHA 3AaTHICTh 1 IIBHIKICTD
BiJTHOBJICHHS MapIIPyTH3aIlii.

3 Mopneui

Jns BupimeHHs: 3ajadi perpecii Ha By3nax rpada Oyno po3risHyTO Ta MOPIBHAHO JIBi OCHOBHI
apxiTeKTypH, mo 06a3yrThcs Ha Tpadosux HeipoHHHX Mepexax (GNN): 3ropTkoBy rpadoBy Mepexy
(GCN) Ta rpadoBy mepexy yBaru (GAT). Yci Momeni npuiiMarOTh CTaHIAPTH30BAHUKA HAOIp BXiTHHX
JAHHX: MATPHUIO 03HaK By3liBX € RVX(F+N) ne N — kinbkicTs By3niB, F — KilbKiCTh 03HAK) Ta 3BAXKEHY
matpumio cymizkuocti A € RN*N, 3ajauero € mporHosyBaHHS OHOrO CKANSPHOTO 3HAYEHHS IS
KOHOT0 By3/1a, To6T0 Y’ € RNV*1,

3.1. Mogens 1: [IsomrapoBa GCN (Baseline)

padhoBa 3ropTkoBa Mepexa (GCN)

>

Wapu GCN

| rpachosa aroprka (AXW) |

k\ / > ( A
) AkTuBaLis (Hanp., RgLU)_\
x<{

L Hopmanizauis |
| (g
\ lpachosa sropra (RXW) ‘ _y;B":m:"“ ‘m"mﬁ;‘. MporHoaun
() || G | o
Hopwmanisauis | E
Marpuus | S l

CYMDKHOCTI
A) | ( —
— { | Mpachosa sroprka (AXW)

O3Haku I " [ Axtusauis (wanp., ReLU) |

By(axr;ia q Hopm ,é"mm, |

Puc 4. Apximexmypa GCN 04 supiwenns 3a0aui mapwpymuzayii.
Fig. 4. GCN architecture for solving the routing problem

B sxocti 6azoBoi momemi (baseline) Bukopmcrano cranmapTHy asomapoBy apxitektypy GCN.
Mopnens cknamaerbes 3 aBox nociimoBHux mapiB GCNConv, koxeH 3 skux BukopuctoBye ReLU sk
¢ynkuito akrtuBanii ta renepye EMBEDDING_DIM osznak. [punnun arperanii: GCN Bukonye
i30TpornHy (craTHyHy) arperamito. [Hpopmallis Bif CYCifHIX By3IiB YCEPEIHIOETbCS 3 Baram, IO
)KOPCTKO BH3HAYEHI HOPMANTi30BaHOK MaTpuiielo cymixuocTi A. Lleif MexaHi3M € OGUHCIIOBAIBHO
e(eKTHBHUM, OJIHAK BiH HE PO3Pi3HSE BAXKIUBICTD CYCi/IiB y 3aJI€KHOCTI BiJ IXHIX O3HaK.

3.2. Mogens 2: Tpummaposa GAT (Attention-based)
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Puc 5. Apximexmypa GAT ona eupiwienns 3adaui mapupymu3ayii.
Fig. 5. GAT architecture for solving the routing problem.

Juist BpaxyBaHHS AMHAMIYHOI BaXKITUBOCTI CYCiHIX BY3JiB OyJio peani3oBaHO TIHONLY, TPUIIAPOBY
mozenb Ha ocHoBi GATConv (Graph Attention Network), 3okpema ii mokparienoi Bepcii GATV2. [llapu
1 ta 2: BukopuctoByioth 4 ronoBu yBaru (attn_heads=4). Buxomu rojiB KOHKATEHYIOTHCSH, IO
IPU3BOAUTH 10 PO3IIMPEHHs HpocTopy o3Hak o RNXEMBEDDING.DIM*4 ~l[ap 3 (dimaneHuii):
Bukopucroye 8 romiie yearu (attn_heads=8). Buxoau romis ycepeaHmooThes (concat_heads=False),
TIOBEpPTAIOYN TeH30p A0 po3MipHocti RNXEMBEDDING.DIM = Tlnypnym  arperamii: GAT BHKOHYe
aHI30TPONHY (IWHAMIYHYy) arperamito. Mojenb OOYHCIIIOE KOC(II[iEHTH yBard JJs KOXKHOI Mapu
3'eqHaHMX BY3TiB "Ha JIhOTY", 0A3yIOUHCH Ha iXHIX MMOTOYHHUX O3HaKaX. Lle M03BoIIsIe MOIei HABUUTHCS
MpU3HAYATH BUIIY Bary OULTBII pEIEBAaHTHUM CyCilaM Ta irHOpYBaTH MEHII BaXKJIUBi, IO € KIFOYOBOIO
MEPEeBaror0 JUIsl CKIAAHUX rpadis.

4 TpenyBaHHs

Y pamkax MpoOBEJCHOI0 JOCIIIPKEHHS CTPATEerisi HABYaHHS 1HTEJICKTYaJIbHUX arcHTIB peali3oBaHa 3
BUKOPUCTAHHSIM JIBOX KOMITJIEMEHTAPHUX MiJIXOJIB: HABYAHHS 3 MiJKPIIJICHHSIM Ha OCHOBI aJrOPHUTMY
Q-learning mts nuHAMIYHOI aganTaIli y cepeOoBHINi Ta HABYAHHS 3 YIUTEIIEM Ha OCHOBI TOMEPEIHBO
MiITOTOBJICHOTO HAOOPY JaHUX.

NIArOTOBNEHI AAHI

pa O3Haku Byanis Ma.rpuun' Mitku
(B, Peoa © i e v)
I | I T
1 | |
\ % }
MNOTIK GCN MOTIK GAT
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(Embeddings)
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|—$ '
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OBuncnenHs BTpaT ¢
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Puc 6. Ancopumm mpenysanms mooenei 8 HAGUAHHI 3 NIOKPINLEHHAM.
Fig. 6. Algorithm for training models in reinforcement learning.

HATPEHOBAHI
MO,

AENI
(GCN, GAT)

4.1 HaBuyaHH9 3 NigAKpinJIeHHAM
IIporiec HaBuaHHS IHIIIFOETHCS €TANIOM IIITOTOBKHU JIAaHUX, /I BXifAHA iH(GOpMAIIis JEKOMITO3y€E€ThCS
Ha CTPYKTYpHI eneMeHTH Tpada (By3nu Ta peOpa) Ta MaTpuuHi npexacrtasBieHHA. KirodoBumu
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KOMITOHEHTaMH TYT BHCTYIIAIOTh MATPHUIIA 03HAK By3iB (X), IO MiCTHTh aTpHOYTUBHY iH(pOpMAIIifo, Ta
MaTpHIls CyMiKHOCTI (A), sika popmMarizye TOMoNorito 3B'sI3KiB Mepexi. J[1s1 KOHTPOIHLOBAHOTO HABYAHHS
TaKOX BUKOPUCTOBYIOThCS 1iboBI MiTKU (Y), MO COYryloTh eTajgoHoM (ground truth) mist omiHkm
TOYHOCTI TTPOTHO3IB.

4.2 Q-learning

[Iponiec mpuiHATTA pilieHb areHTOM y Tpadi peani3oBaHO Ha OCHOBI alTOPUTMY HAaBYaHHS 3
migkpimtenasm (Deep Q-Learning), me HaBiramis MOIETIOETHCSA SIK IOCHTITOBHICTH MEPEXOMIB MiK
By3JaMu Mepeki. Ha Ko)kHOMY yacoBOMY KpOIIi t TOTOYHUI CTaH are’Ta S; XapakTepH3yeThcs HabopoM
JIOKAJIbHUX 03HaK X;, SIKi MOTIEPETHBO 00pOOISIIOTHCSI MOy ieM rpadoBux HeliponHux Mepex (GCN abo
GAT). Le#i eram mo3Bonsie TpaHchOpMyBaTH CUpPiI JaHi y KOMIIAKTHI BEKTOpHI MpeACTaBICHHS
(embeddings), 110 KOAYIOTH CTPYKTYPHY 1H(POPMAIIIFO IIPO OTOYEHHS By3JIa.

Hapuanns cuctemu BimOyBa€eThCs depe3 MEXaHi3M 3BOPOTHOTO 3B'SI3KY: IICIISI BUKOHAHHSA Mii areHT
OTPUMY€ CHUTHall BUHAropoau R;,q, SKUH KiNbKICHO BH3HAYa€ YCHIIIHICTH mepexony. Lls Bemmuuna
Pa3oM i3 MaKCUMAaJIBFHOIO OI[IHKOIO HOBOTO CTaHY BUKOPHCTOBYETHCS 0110Kk0M «Q-Learning OHOBIIEHHS
JUTST OOYMCIICHHA TIOMHWIIKH TIepea0avdeHHs Ta KOpHryBaHHA BaroBux koedimientiB MLP. Taxwit
iTepaTUBHUHU MiAXiA JO3BOJIIE areHTy IOCTYNOBO ONTHUMI3yBaTH CTpaTerilo HaBiramii, HaBYaIOUHChH
o0upaTH MapuIpyTH, 10 MAKCUMI3YIOTh JOBIOCTPOKOBY BHHATOPOJLY.

CXEMA NMEPEMILLEHHA ATEHTA O rPA®Y w

| MoTouHwit By3ON |
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[ Oswakv notouroro Byana (X) |

[ GCN/GAT J HoBuit noTo4HMA
BknagenHs (Embedding) By307 (Sy41)
-y
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(Hanp., MLP)

Q-Monituka
(Hanp., MLP)

Bubip |
HaCTynHoro
Byana (Ay) | ‘

(S, Neighbor 7

(Rys1) OHOBNEHHS |€

F BuHaropoga Q-Learning ).,
\

Puc 7. Ancopumm mpenysanns mooeni npu Q-Learning nioxooi.
Fig. 7. Model training algorithm using the Q-Learning approach.

5 PesynabTaTnn
AHani3 NPOAYKTUBHOCTI aNropuTMIB 3a/18XKHO Bif, HaBaHTa)KeHHA MepeXxi
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Puc 8. Ilopisusnus ecpekmusrocmi mooeneti Ha MPeHOBaHIll MONOLOZI].

Fig. 8. Comparison of the effectiveness of models on the trained topology.

Pesynbrat eKCHepUMEHTY JIEMOHCTPYIOTh TOPIBHAIbHY €()EeKTHBHICTh METOJIB MapIipyTH3allii
(Hetixctpa, GCN, GAT, Q-Learning) npu 3poctanHi HaBaHTaxeHHsT Mepexi Bia 1 g0 10 Moit/c. Xoua
npormyckHa 3matHicTs (Throughput) samummaersest 3iCTABHOIO T BCIX IMIXOIB, TMOKAa3HUKU SKOCTI
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00CIIyTOBYBaHHSI CYyTTEBO PI3HATHCSA MpU 30UTBIICHHI IHTCHCUBHOCTI MOTOKY. CTaTUYHUIA anropuTM
JelikcTpu BUSBIISIE HARIIBUALLY AETpaallio MapaMeTpiB, JOCATaI0OUN KPUTUIHNX 3HAYECHb 3aTPHUMKH Ta
BTpaT nakeTiB (moHax 12%) y miKoBHX pexumax.

Cepen iHTENEeKTyallbHUX METOIB HaWKpally MacIITa0OBaHICTh Ta CTIMKICTh IO NepeBaHTaKEHb
MpoAeMOHCTpyBaB areHT Q-Learning, sikuii 3a6e3neduB MiHIMaJIbHY 3aTPUMKY Ta HAHHIDKYIHHA BiICOTOK
BTpar (Onm3bko 7%). Apxitektypu Ha 0a31i GNN Takoxx HepeBEepIIWINA KIACUYHUN IMiJXiJ, TPUIOMY
mexaHisM GAT BusBubcs edektuBHimmM 3a GCN. OtpumaHi JaHi MiATBEpIKYIOTH TIepeBary

MUHAMIYHOI ajamnTarii MapmpyTiB Ha OCHOBI HaBYaHHS 3 MIAKPIMJICHHSIM HaJ| CTATHYHHMH Ta CYTO
MPOTHO3HUMH METOJaMHU.

AHanis npoaykTuBHocTi (CueHapid BiAMOBK CBiYa Ta apanTauii)

icTk nponyckHoi 3aaTHocTi (T ) 3 icTh 3aTpuMKu (Delay) icTh BTpaT naxerie (Loss)

—— Dijkstra 10 | —— Dijistra
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o] — GAT — GAT
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&
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24
—— Dijkstra £l 4______________.——-—"—'—
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Puc 9. Ilopisusanus ecpekmusrocmi mooeneii Ha MPeHOBAHII MONOL02IT nPU 8IOMOBI 8Y37118.
Fig. 9. Comparison of the effectiveness of models on the trained topology in the event of node failure.

ExcriepuMeHT i3 MOJICITIOBaHHAM BiIMOBH KOMYTaTOpa BUSBUB KPUTHYHI BiIMIHHOCTI B aIalITUBHOCTI
JOCHIDKYBaHUX MeToJiB. Ha BiAMiHY Bijl IITaATHOTO PEKUMY POOOTH, Jie TIOKA3HUKHU OyJIN OJIM3bKUMH,
3MiHa TONOJIOTIi COPUYMHIIA 3HAYHY Jerpasaniio npoayKTuBHOCTI Mozeneit Ha ocHoBi GNN. 3o0kpema,
mozens GCN npoaeMOHCTpyBasla HAWTipIi Pe3ysibTaTh: CYTTEBE 3HIKECHHS MPOIYCKHOI 30aTHOCTI Ta
cTaOUILHO BUCOKMI piBEeHBb BTpaT NakeTiB (0au3bko 30%) He3aJueKHO BiJ HABAaHTAKEHHS, 110 CBITYUThH
PO HU3bKY 3[aTHICTh 10 TeHepai3alii Ipy 3MiHi CTpyKTypu rpada. Apxitektypa GAT noka3zana kpaury
aJIaNTUBHICTH (BTpaTH Om3bKo 15%), mpoTe Takoxk He 3Moriia eeKTUBHO Nepe0yayBaTH MapIIPyTH.

Cnispignowenna axocTi wnaxin (Cuesxapin sigMmosn ceiva)

BIGCaToN Bl BAraALHST KiasRaCTI cnped (W)

GCN GAT QLearning
AnropeETa
. geatesiwanen () B HeineateHi wacd (%) Hesgani onpole (S

Puc 10. Cnissionoutenns axocmi wiisixie y cyenapii 6i0mMosu 8ysid.
Fig. 10. Path quality correlation in node failure scenario.

HaiiBuiry BiIMOBOCTIHKICTh IpoieMOHCTpYBaB areHT Q-Learning, sikuit He suie 30epir mpoIycKHy
3JIaTHICTh Ha PiBHI KJIacMUHOTO anroputMy Jlerkerpu, ane i 3a0e3neyuB Hakpai nokasHuku QoS. Y
TOM 4ac sk anroput™ JleHKcTpu yepe3 MEepeBaHTAXKCHHS PE3CPBHHMX KaHANIB IMOKa3aB HaWOLIbIIY
3arpuMKy, Q-Learning ycmimHo 3HaXOAMB ONTUMAaibHI OOXiJHI HUIAXHM, YTPUMYIOUM MiHIMaJbHi
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3HAYCHHS 3aTPUMKH Ta BTpAT MaKETIB HABITh NMPHU MaKCHUMAaILHOMY HaBaHTaKeHHI. lle miarBepmkye
nepesary auHamiuHOi crpaterii RL Hax cratmuHuMu Metogamu Ta kiacu4HUMH GNN y KpUTHYHHX
CIICHAPIsIX.

Ha pmiarpami HaBemeHO TOPIBHAIBHHWMA aHami3 e(EeKTHBHOCTI MapIIpyTH3amii i TpPbOX
intenexryansHux areHtiB (GCN, GAT, Q-Learning) B ymoBax aBapiiiHOi 3MiHH TOIOJIOTil MEpexKi.
Pesynbpratn kinacugikoBaHo 3a TphOMa KaTEropissMu: i1ealibHi MapIIpyTH, CyOONTUMAIbHI (HeiaeanbHi)
MIUISIXY Ta HEBIATI CIIpOOH BCTAHOBJICHHS 3'€ THAHHS.

OtpumaHi JaHi cBig4ath mpo oOMexeHy 3aatHicte Mozeni GCN mo apanrarmii: mume 20%
NnoOyJAOBaHUX MapuHIpyTiB Oyid ONTHMAalbHUMH, TOHI SK YacTKa KPUTHYHUX 300iB mocsriaa 30%.
Apxitektypa GAT mpoaeMoHCTpyBaja Kpally CTilKiCTh, MiJBUIIUBILN BiICOTOK iZicalbHUX MUIAXIB 0
50% Ta 3HW3WBINK piBeHb BiAMOB yaBiui (o 15%). HaiiBuiny epekTHBHICTh BHSBUB anroput™M Q-
Learning, sikuit y 85% BumnankiB 3a0e3neuuB moOyJ0BY iJIealbHOTO MapuIpyTy, MiHIMI3yBaBIIU YaCTKY
HeBaanux crnpod 1o 5%. Lle minTBepakye mepeBary OUHAMIYHOTO HaBYaHHS 3 MiAKPIIUICHHSIM Haj
migxomamu supervised learning pu po6ori 3 HenepeadauyBaHUMH 3MiHAMH CTPYKTYPH MEPEXKi.

6 BucHoBKH

Y poOoTi mpoBemeHO KOMIUIEKCHE JOCHIDKeHHS e()eKTHBHOCTI METOMIiB IHTENeKTyaabHOi
MapuIpyTH3alii y nporpaMHo-KoHGirypoBaHux Mepexax (SDN), MmopiBHIOIOYH KIACHYHHUHA alITOPUTM
Heiikctpu, moneni Ha ocHoBi rpadoBux HelpoHHHX Mepex (GCN, GAT) ta minxin HaBuaHHSA 3
miakpituieHHsiM (Q-Learning). PesynpTat MonemtoBaHHS MiATBEPIWIH, IO 1HTErpallisi MAIIMHHOTO
HAaBYAHHA JO3BOJISIE CYTTEBO TOKPAIIMTH TMOKA3HUKHU SKOCTI oOcmyroByBaHHS (QoS) mopiBHSHO 3i
CTaTUYHUMH ANITOPUTMAaMH, OCOOJIMBO B YMOBaX BUCOKOT'O HABaHTAXXCHHS MEPEKI.

ExcrniepiMeHTanbHI JaHi 3aCBiAYWIIM, IO Y CTaOlIbHOMY pekuMi poboTH apxitektypu GAT Ta Q-
Learning 1eMOHCTPYIOTh HalKpaIlly MACIITAO0BaHICTh, 3a0€3eUyI0UH HU3bKY 3aTPUMKY Ta MiHIMi3aIlito
BTpaT MmakeTiB mpu 3poctanHi Tpadiky mo 10 Mbit/c. [Ipu mpomy mexanism yBaru B GAT BusBHBCS
e(eKTHBHIIINM 32 criekTpanbHy 3roptky GCN, mo3Bossitoun TouHIIIe BpaxOBYBaTH Bary 3B'SI3KiB MiXK
By3namu. OgHaK HaiOLIbII MOKA30BUMH CTalM pe3ybTaTH TECTyBaHHS B aBapiliHUMX cCleHapisx 3i
3MIHOIO TOTIOJIOTIi Mepexi (BiIMOBa KOMYTaTopa).

KitrouoBHuM pe3ysibTaToOM JOCIIKESHHS € IOBEACHHS IepeBaru JuHaMivHoro miaxoay Q-Learning Hax
METO/IaM1 HaBYaHHS 3 YUUTEJIEM Yy HECTaOIbHUX cepeoBUIIax. Y Toii yac sk moxem GNN 3iTkHynucs
3 NpoONeMOI0 I1HAYKTUBHOI'O Yy3aralbHEHHS, IPOAEMOHCTPYBABLIM BHCOKHHM piBEHb HEBIAINX
mapuipyTiB (1o 30% mms GCN), arent Q-Learning ycmimHo amantyBaBcs 10 HOBUX YMOB. 3aBISIKH
MeXaHi3My Oe3nepepBHOI B3a€MOJIii 3 Cepe/IOBUIIEM, BiH 3a0e3MeurB MOOYIOBY ifcalibHUX IUISXIB Y
85% BuManKiB, YTPUMYIOUM MapaMeTpu MPOAYKTHBHOCTI Ha PiBHI mITaTHOro pexxumy. [lepcnexTuBu
MOANBIINX JOCHTIKeHb CHPSAMOBaHI Ha pO3pOOKYy TiOpPHIHUX apXiTEKTYp, SKi JO3BOJNATH 00’ €THATH
moxxuBocTi GNN 11o/10 aHamizy mpOCTOPOBUX O3HAK TOIOJIOTI 3 aJanTUBHOK THYYKICTIO METO/IIB
HaBYaHHS 3 MiAKpiruieHHsIM. OKpeMHM BEKTOPOM PO3BUTKY € ONTHMi3allisi MIBHIKOCTI 301KHOCTI
ANTOPUTMIB Ta 1X MacmITaOyBaHHS JJIS BEIUKUX MariCTpallbHUX MEpeX 31 CKIATHUMH 1€papXiyHUMH
3B’ I3KaMH.
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The impact of GNN architecture on the robustness of edge routes in
scenarios of single node types

The paper considers the problem of intelligent routing (path finding) in software-defined networks (SDN) using graph neural
networks in order to increase the efficiency of network resource use and adapt to dynamic changes in the network state (for
example, channel congestion or delays).

Topicality. Modern software-defined networks (SDN) are faced with increasing traffic volumes and increased quality of service
(QoS) requirements. Traditional routing algorithms (e.g. Dijkstra) are static and inefficient in conditions of high load dynamics
or sudden topology changes (hardware failures). This leads to channel congestion, increased latency, and packet loss. The use of
machine learning methods, in particular graph neural networks (GNN) and reinforcement learning (RL), opens up new
opportunities for creating adaptive intelligent agents capable of optimizing routing in real time, which makes this research timely
and important for the development of telecommunication systems.

Goal. The aim of the research is to improve the efficiency and reliability of data transmission in SDN networks by developing
and comparative analysis of intelligent routing methods. The main focus is on the study of graph neural network architectures
(GCN, GAT) and the Q-Learning algorithm to provide adaptive traffic management under conditions of variable load and
network node failures.

Research methods. The methodological basis of the work is based on the integrated application of graph theory to formalize
the network topology, deep learning methods to process node features, and reinforcement learning algorithms to make routing
decisions. Experimental verification of the proposed approaches was carried out by emulating a software-configured network in
the Mininet environment under the control of the Ryu controller. The software implementation included the development of
models based on convolutional networks (GCN) and attention networks (GAT) using deep learning libraries, as well as the
implementation of the Deep Q-Learning agent. The effectiveness of the algorithms was assessed by comparative analysis of key
quality of service metrics - throughput, average latency, and packet loss percentage - in scenarios of gradual load growth and
emergency topology change due to equipment failure.

The results. The study found that the integration of machine learning methods allows for significant improvements in data
transmission parameters compared to the classic Dijkstra algorithm, especially in high traffic conditions, where intelligent agents
provide lower latency and connection stability. Critical analysis of fault tolerance revealed significant differences between the
studied architectures: the GCN model demonstrated limited adaptability with a routing failure rate of 30%, while the GAT
architecture showed better flexibility, generating optimal paths in half of the cases. The highest efficiency was confirmed by the
Q-Learning method, which, thanks to dynamic interaction with the environment, ensured the construction of ideal routes in 85%
of experiments and minimized packet loss to 5-7% even in critical situations, which proves the superiority of Reinforcement
Learning approaches over Supervised Learning methods in adaptive network control tasks.

Key words: Software-defined networks (SDN), Graph neural networks (GNN), Reinforcement learning, Intelligent routing,
GCN, GAT, Q-Learning, Quality of service (QoS), Fault tolerance, Adaptive traffic management.
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3acTocyBaHHSI NApaJUIMH NMpeHeIeHTHOr0 AaHAJI3Y ISl WiJiei
MYJbTH0A30BOr0 XMapHOro MOHIiTOpUHTY DNS-Tpadiky

AxTyanbHicTs. 3poctanHs ciagHocti DNS-iHGpacTpykTypu Ta HiIBHIIEHHS PIBHS 3arpo3 y MEPEKEBOMY CEpEIOBHILI
3YMOBJIIOIOTh HEOOXIHICTh PO3POOJICHHS 1HTENEKTyalbHUX 3aco0iB MoHiTopuHry DNS-Tpadiky, 31aTHHX 3a0e3medyBaTu
Hpo30pe, aaNTHBHE Ta OOIPYHTOBAaHE BUSBICHHS ITOBEAIHKOBUX aHOMaiil. OcoOIMBOT aKTyaJIbHOCTI Ha0yBa€ BIPOBAKEHHS
HiIXOMIB, IO IiJBHIILYIOTH IPOCTEKYBaHICTh JIOTIKH HPUHHSTTS PillleHh CHCTEMaMH IITYYIHOTO iHTENIEKTY.

Meta. MeToto poOOTH € eKCIIepHMeHTalbHe JOCIIPKESHHS MPOTOTHITY MPOTPaMHOT0 3aco0y AJIsi MOHITOPHHTY MOTOYHOTO
crany DNS-tpadiky 3 mmpokoro immieMeHTamiero MoxmBocteil IIII, B OCHOBY IJIOTiKM SKOTO IMOKIJIAJEHO KOHIEMIIIIO
npenenentHoro ananizy (CBR) moBeninkoBux anomaniit DNS-Tpadiky.

Metoau aociaimkeHHsi. Y poOOTi BUKOPHCTAHO METOIW IMITalifHOTO MOJENIOBAHHS, MYJIbTHOA30BI BHMIPIOBAHHS dYacy
00poOkn DNS-3amuTiB 13 3aCTOCYBaHHSAM CHCTEMH pPO3IMOMUIEHNX XMAapHHX MaTYHKIB-TECTEPiB, a TaKOX alTOPUTMHU
MPEIEICHTHOTO aHai3y Ul IHTENCKTyalbHOI MOCTOOpOOKH maHux. [IporoTunm peamnizoBaHo y Burisai Python-kimienTa,
interpoBanoro 3 Gemini API, mo ¢yHkuioHye Ha ocHOBI Habopy AaHHX, C(OPMOBAHOTO 3a pe3yJbTaTaMH IOMEPETHIX
nociikenb [1-2]. YV mpoueci po6oTH cucTeMa aBTOHOMHO MOJUM(DIKye peecTp aHOMANii IUITXOM JOJaBaHHS HOBHX
MpeLe/ICHTIB Ha OCHOBI pe3yJIbTaTiB aHAIITHYHOI 0OpOOKH.

PesyabTaTn. OTpuMaHi pe3yibTaTH AEMOHCTPYIOTh, IO PO3TIISHYTHH Miaxix s MoHiTopuHTY DNS-Tpadiky 3abesmeuye
BUSIBIICHHA K YK€ BIJOMHX aHOMAJii, Tak 1 JIOKaji3amilo IIe HeBiIOMHX Komi3ii. I[ligTBepIKeHO MEepCIEeKTUBHICTH
3aCTOCYBaHHS MPEIEJCHTHOTO MiAXOAY Ui MOKPAIISHHS ONEPAaTUBHOCTI KOPETYBaHb ITapaMeTpiB [if040i 30HU MOJITHKA
pearyBanss (RPZ) [3] Ta mizBumeHHs piBHS moiH(GopMOBaHOCTI mepcoHany 3 muTaHb Oesmeku DNS-tpadiky. Bomrouac
eKCTIepMEHTH BUSIBWIM e(EeKT T. 3B. «KJacTepu3alii», M0 MOXKe MPU3BOAWTH A0 XMOHONO3UTHBHUX PE3yJIbTATiB OLIHKA
HOIH Ta, SIK HACTIJOK, CYIepewIMBUX TPAKTYBaHb OTPUMAHUX BiJOMOCTEH III0JJ0 CHOCTEPE)KYBAHUX MEPEKEBUX TOIH.
BucnoBkn. Ileperisan airounx oOMexeHb Ta 3aBJaHb aHamizy aus moayii LI i nopansie MosemoBaHHs MiATBEPANIH, 11O
BHECEHI 3MIiHM CYTTEBUM YHHOM 3MCHIIWIM BUSBICHUN e(eKT «KiacTepusallii» Ta MiIBUINWIN HaIiHHICTh IHTepIpeTarrii
aHOMaJIiif, sSIKi CHOCTEpIraroThesl 3a BH3HAYCHOKO CHCTEMOIO HEMpsAMHX (OmocepenkoBaHMX) O3HakK. OTpHMaHi pe3yibTaTd
HiATBEP/UKYIOTh JIOLIIBHICTh TIOJAJBIIOr0 PO3BUTKY MiAXOAY MPELEACHTHOTO aHajidy B CHCTEMaX IHTENeKTyallbHOTO
MoHiTopuHTy DNS-Tpadiky.

Knrouosi cnosa: ingopmayiina desnexa, wmyunuii inmenexm, ginempayis mpagixy, DNS, RPZ, CBR, mepeoicesi anomanii,
XMapHi 00uucienns, po3nodinena mepedica, npomokoau DNS.
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1. Beryn

HaykoBo-TexHiuHMit porpec y rany3i iHdpopMaLiiHIX TEXHOIOTiH crpusie Oe3nepepBHUIA po3pooIi
Ta BOPOBA/KEHHIO HOBUX iH(opMariitHo-komyHikanidaux cucteM (IKC) 1 TexHosoriii, ane BogHOUAaC,
MOPOJKYE ¥ HOBI 3arpo3u Oe3MeKH, 30KpeMa Ti, 1o 0a3yroThes Ha BUKoprucTanHi DNS-opieHTOBaHNX
BEKTOpiB KibepaTak, Taki sik araku DNS-ammutidikamii, oTpyeHHs Keury pe3oiBepiB Ta iHIII. 3a TaKuX
YMOB TpaJWIidHI MAXOAW M0 aHamizy BiactuBocTedl DNS-Tpadiky, BUSBISIOTH JOCHUTH CEpiO3HI
¢yHkUioHanbHI oOMexxeHHA. J[o TakMX YMOBHO «CIpUX 30H» MOXKHa BiJIHECTH: — MOHITOPHHT
zammdpoBaHoro un oodyckoBanoro DNS Tpadiky; — copagudna JUHaMiqHa 3MiHa JOMEHIB (3 OOKY
3JI0BMUCHUKIB); — HEPIBHOMIPHICTh MEpPEKEBUX MOTOKIB; — p0OOTa B yMOBax BIUTUBY aTak Tuiy DNS
Amplification Tomro. ITpeacrarieHa po6oTa € JTOTIYHUM MPOAOBKEHHSIM 11101 HU3KK AOCIiKEHb [ 1-3],
CIIPSIMOBAHUX Ha BJIOCKOHAJCHHS MOXKIUBOCTEH (neput 3a 6ce, widuoKicms ma iH@OpMamueHicnbv)
XMapHOT MyJIbTHOA30BOi CHCTEMH MOHITOPUHTY MOTOYHOTO cTaHy DNS-Tpadiky B 3a1aHUX MepeKeBUX
Jokarisx (moMeHHuX 30Hax). OCHOBHa yBara 30CEpe/KCHA, HacamIepes, Ha OLIHII 3aCTOCOBHOCTI
MapagurMy OpPereIeHTHOTO aHalli3y CTPYKTypH i BiactuBocteld motouHoro DNS Tpadiky 3 mmpokum
3amydeHHsIM MoxauBoctedd LI [Tomepenabo, Oyno 3po0IeHO MPUMYICHHS, 0 BUKOPUCTAHHS I[HOTO
MiAXOY MOXKE CaMUM CYTTEBUM YHMHOM ITiIBUIIMUTH OOTPYHTOBAHICTH 1 ONEPaTHBHICTH KOPUTYBaHHS
NOTOYHHUX IMapaMeTpiB 30H MOJiTUKU pearyBanHs (Response Policy Zones, RPZ) Ta 3abe3neuntn
cBoeuacHe BUsABNEHHS aHomanmii DNS-tpadiky, mo moB’s3aHi 3 NepIIMMH TPOSIBAMH 3arpo3
6e3nexu [1-4], koTpi ekciuyaryioTh Bektop DNS. Ilix TepMiHOM «OOIpYHTOBAHICTBY, CIiJl PO3YMITH
MOKpAIlleHHS CTYIEHIO MOiH(GOPMOBaHOCTI MepcoHaly 3 muTaHb 1b Mpo akTyalsHUI CTaH MEpeKeBUX
IHIMJIEHTIB, IO eKCIUTyaTyloTh BekTop DNS arak, depe3 KOMIUIEKCHICTh PE3yJIbTaTiB aHali3y JaHHX
MOHITOPHHTY, B 33J]aHUX MEPEKEBUX CETMEHTax (JOoKamifx). Sk BkazaHo y poborax [1-2], meit mporec
BiOyBa€ThCsI, TepII 3a BCE, IUISIXOM TIHOOKOI iHTerparii CHCTeMH pO3TaTy)KEHHX IPOrPaMHUX
JaTauKiB-ceHcopiB (nuB. Puc.1 B pobori [1]) # moxmuBocTelt TexHomorii 11

OcHOBHa ifesl MapagurMu IPeLeACHTHOTO aHamizy moysirae y (opMyBaHHI 1 HiATpUMaHHI B
aKTyaJIbLHOMY CTaHI MacuBy (OpMai30BaHUX JaHUX (/7.3. NO6COIHKOGUX WAONOHIE) TPO THUIIOBY
aktuBHicTh DNS Tpadiky, KOTpi BHKOPHUCTOBYIOTBCSI JUIsS iHTepHpeTamii morouyHux craHiB DNS
Tpadiky y BiAMOBigHOCTI 10 iHGOpMaIlii HasBHOI 0a3W 3HaHB (IIpeneeHTiB). BrpoBamKeHHS TaKkoro
MEXaHi3My Jiii HOTpeOye Mmeperisiy CTPYKTYPH paHilie 3alpoloHOBAHOTO TECTOBOIO anropurmy [1-2],
a Takox Mojudikaiii MoIyJIiB 300py Ta MOMNepeaAHbOI 0OpoOKM maHuX. Peaiizailis BKa3aHHX 3MiH
3a0e3neuye MOTPiOHI yMOBH JIJIsl KOPEKTHOTO (popMyBaHHS, 30epiraHHs Ta MOJANBIIOTO0 BUKOPUCTAHHS
OTpUMaHMX BiOMOCTEHd mpo TmpeneneHTH (Komi3ii, aHoMamii, iHmuWAeHTH Tomio). IlpoBenene
KOMIT' FOTEpHE MO/ICITIOBAHHS i ITBEPANIIO JOUIIBHICTh IHTErpallii MEXaHi3MiB MPEIEICHTHOIO aHaIi3y
JI0 CTPYKTYpH XMapHOi cucteMu MoHiTopuHTy DNS Tpadiky Ta miareepauio ii 37aTHICTh QikcyBaTH Ta
00poOIATH IMPOKHUIT CIEKTP MOBeNiHKOBUX aHoManiii DNS-Tpadiky.

MeTa poOOTH ToIIsITae B PO3TJIsiIL 1 y3arallbHeHi pe3ysibTaTiB TECTOBOTO MOJICITIOBAHHS! OHOBIICHOTO
MEXaHi3My MPEIEACHTHOr0 aHai3y noTrouyHuxX AaHux DNS-tpadiky, 3 3acTOCYBaHHSIM CHCTEMH
XMapHUX  MynbTHOa30BUX  BuMipiB. OnHoBieHa koHuenuis MoHiTopuHry DNS  tpadiky
(moompanbOBaHMii aIrOPUTM + HOBI €JIEMEHTH): - 3a0e3leuye KOMIUIEKCHHH XapakTep BilOMOCTeH,
CTOCOBHO IMOTOYHUX MEpexeBux momii (¢ wacmuni DNS mpaghiky); - 3MEHIIye Yac pearyBaHHs Ha
iHOUIEHTH Oe3MeKy, SKi eKcIuTyaTyroTh Bektop DNS aTak; - mokpaiiye BajgigHiCTh pe3yJIbTaTiB aHaTi3y
noBeZiHKoBUX aHoMalliii DNS-Tpadiky y BU3HauUeHHX cerMeHTax rio0anbHoi Mepexi.
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2. AHaJti3 oOCTaHHIX HocTiKeHb i myOsTikaniii

Mouitopuar DNS-Tpadiky € BaXJIHMBOIO CKIIQJIOBOIO B 3arajibHOi cHUCTeMi 3a0e3neueHHsT Oe3neKu
cydacuux IKC. CBoewacHe Ta TOuHe BusBIeHHs aHomaiiii DNS-tpadiky nae 3Mory 3MeHIINTH
MOTEHIIHHY MIKOMy BiJl 3arpo3, mo 0a3yrThcs Ha ekciuryaramii DNS BekTopiB aTak, a TakKOX
HiBUIUTH 3arajibHy aJeKBAaTHICTh aaMiHicTpyBaHHs mirounMu RPZ [1-3]. OcobnuBocTi muTaHb
aHanizy kaHaiiB posBigku 3arpo3 (Threat Intelligence Feeds), mexanismiB koperyBanns RPZ Ta
METOIiB MmpoTuaii OoTHEeT akTtuBHOCTI ¥ mudpyBanus DNS-tpadiky, KopoTko po3risHyTi B [1].
Crnmparounich Ha pe3yJbTaTH aHANII3Y OCTaHHIX TEHICHINN, SKi MOB's3aHi 3 3actocyBaHHsM LI mms
uineit MonitopuHry i Qinerpanii DNS-Tpadiky, ciil BUIIIMTH KiJIbKa HAOPSMIB JOCIIIXKEHb, IO €
peJIeBaHTHUMU U YMOB Ta 3aBJaHb 1€l podotu [5-12]:

2.1 ITty4ynuii iHTeJIeKT B MPo0/IeMaTHLi aHATI3Y JaHUX

[HTenekTyanbHi CHCTEMH AalOTh 3MOTY aBTOMAaTH30BaHO OTPUMYBATH CTPYKTYPOBaHiI 3HaHHS 3
BEJIMKUX 3a 00cATaMH Ta PI3HOPIAHHUX JDKEped NaHUX, NMEepeBepIIyIOYH TPagulliiiHi - CTATHCTUYHI
MiIXOAX 32 KpUTEPisAMU MacIITaboBaHOCTI i aTaNTHBHICTIO UX TIporieciB. [IoMiTHOIO prCOIO CydacHUX
npodineHUX myOmikamid €, TpeHA Ha iHTErpamil0 MeTonxiB MammHHoro HaB4yanHs (ML), moriko-
OpIEHTOBAaHWX IMIIXOMIB Ta ONTHUMI3allIHHUX METOJIB/CIOCO0IB, SK KIIOYOBHX EJIEMEHTIB Cy49aCHUX
TEXHOJIOTIH aHalli3y JMaHWX (8 wupoxomy ceHci yiei npobnemamuxu). B IbOMy KOHTEKCTI, TITHOWHHE
HaBUAHHs BU3HAYAETHCS, SIK JIOMiHYIOUYa aHAIITUYHA MapagurMma. Y JITepaTypi TakoXkK, Bi3HAYAIOThCS
MEBHI YCHIXW B JETEKTyBaHHI W po3Mi3HaBaHHI 300pakeHb, creraHorpadii, oOpoOui cuUrHANiB Ta
BUSIBJICHHI MEPEKEBHX aHOMAJIii, MOCATHYTI HEHpOHHUMH Mepexamu [6]. BoaHouac, momnpu BHCOKY
TOYHICTH TPOTHO3YBAaHHSI, INIMOWHHE HaBYaHHS MOB’s3aHE 3 HU3KOI O0MEXEHb, 30KpeMa: — 3HAYHUMHU
BAMOTaMH JI0 OOCSTIB TaHWUX, BUCOKOI OOYHMCIIOBAIFHOIO BapTICTIO T4 HU3BKUM PIBHEM «IIPO30POCTi»
(mobmo, ouesuonocmi icnyrouux ma/du 8paxoeanux 3aemo3s'sa3xies). 1le cTUMyItoe po3BUTOK MiJIXOIB,
10 OEAHYIOTH JOMEHHO-OPIEHTOBAHI 3HAHHSI, CHMBOJIIYHI METOJIN Ta MEXaHi3MH MIEPEHOCY HaBYaHHS 3
METOI0 TINBHINEHHS IX WPHUKIATHOI 3acTocoBHOCTI 1 mposopocti cuctem Il Kpim Toro
MiIKPECIIOETbCST HEOOXIMHICTh TepeBipKU (Badialii) BiIOMOCTEH, IO 3reHEpOBaHO C 3ATyYCHHSIM
LI [6]. 3aramoM pe3ynbTaTd Cy4acHHX JOCHIIKCHb cBiguath, mo I He mnume mnixBuirye
e(heKTHUBHICTH Ta TOYHICTh PE3YNIbTATIB aHANI3y PI3HOPITHUX MAHUX, A€ i TpaHCPOPMYE caMi ITiTXOAH
0 MEXaHI3MIB pealizamii Ta 3MiCTy TMpPOIECIB aHANITHKH. B mepIny depry Iie CTOCYEThCS 3MIICHHS
yBard B OiK CHHTE3y iHTETPOBAHWX IHTEICKTYAJIBHHX CHUCTEM, KOTpPi 3[aTHI ONEPaTHBHO OOpOOIATH
CKJIa/IHI MYJIETUMOJIJIbHI JIaHi B pealbHOMY Maciitabi yacy. [lonpu mBHIKHMIA mporpec, 3aInuIatThCs
aKTyaJIbHUMH BHKIIMKH, TIOB’S13aHI 3 MPO30PICTIO Moeliel, HeoOXiIHICTIO TIePEeBipKH pe3yNbTaTiB Ta
00uHUCTIOBaJIbHUMHU BUTpaTamMu [5-7].

2.2 lItyyHuii inTesieKT B peasisax ymoB aHauxizy DNS-Tpagixky.

Cyuachi ¢axiBii 3 Ib Big3Ha4YarOTh MOCWIICHHS TeHIEHIT Ha Bukopuctanus LI aus 3aBmaHb
ananizy DNS-tpadixy. OCHOBHOIO NPUYHMHOIO € 3HW)KEHHS €(eKTUBHOCTI TPAJAWIIITHAX CUTHATYPHUX
(peakTUBHUX) MIiAXOMIB, SKi € MaJOpe3yNbTaTUBHUMH B yMOBaX IHTEHCHBHOI oO(yckarli KaHaliB,
MIBU/KOT 3MIHM JIOMEHIB Ta BIPOBA/DKEHHS CKJIAQJIHUX CTpaTerii yXWICHHS BiJ BHUSBIICHHS.
JlocmipKkeHHsT TIOKa3yIoTh, 110 MOJICNIi MAIIMHHOTO HAaBYaHHs 3/1aTHI BUSBJSATH aHOMAJIi MEpemeBOi
MOBE/[IHKM HABITh TOJI, KOJIW BaKJIHMBI iHQOPMATHBHI O3HAKU MPUXOBaHI TEXHONOTISIMH MH(PYBaHHS
a00 HaBMHUCHO MackyroThcs [13-14]. Haromomyerbces, mo Metoau Ha ocHoBi LI 3a6e3neuyroTh HE
JIMIIIe BUIIY TOYHICTH Kiacuikalli, aje i 30aTHICTh aJanTyBaTHCS J0 HOBMX YMOB Ta THIIB aTak.
Bonnouac mpobiema mpo30pocTi 3aranbHOi Jioriku Aii 3 6oky I, 3amumaersest BKpaik aKTyaJlbHOIO.
BoueBunp, mo interpamis ¢ynkmiid LI y peanbni cuctemu 1b € HemoximBow 0e3 BIPOBAKEHHS
MexaHi3MiB (opmalizoBaHuX iHTepHpeTaniil (MOsICHIOBAHHS), CTOCOBHO 3MICTy W JIOTIKM IITYYHO
CUHTE30BaHUX BimomocTed. Takili mopsmok Bamigarii aiii 1II, mo3Bosise mnepcoHany 3 Oe3neku
3pO3yMiTH, YOMYy TOM UM IHIMHA 3amuT, NOTIK abo mnpomec Oymno KBamiikoBaHO, SK
nigo3pinuii/anomansuuii. L motpeba Ge3nocepesHbO MOB’s3aHa 3 HOHATTAM <JIOBIpH», MOXKIIMBICTIO
ayJIUTy TPUHHATHX PillleHb 1 MPAaKTUYHOI MPHUJIATHICTIO TAKMX CUCTEM Yy peallbHHX yMoOBax. [Hakiie
Ka)Xy4H, aBTOMATH3allisl MpoIleciB MPUHHATTS pimieHs 3 O6oky LI mMae rapmoHiliHO moenHyBaTHCS 3
nporecoM iX KoHTpoiro. lle oco0nnBO BaXiIMBO, B paMKax MOTEHIIHHO HEMHUHYYOTO 3ITKHEHHS
mosxauBocted 111 Ha Goii mpoTHOOPUYUX CTOPIH («aTaka - 3aXHUCT»), [Ie JIOTiKa il Ta HACHIJIKH TaKoi
«B3aEMOJIIT», BUXOJATh 32 PaMKH TPATUIIMHUX MOPATbHO-ETHYHUX HOPM W BIUIMBY aHTPOIOTEHHUX
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(dizionoriunux) oOMEKEeHb (HANPUKIAA, 3a KUIBKICTh OJHOYACHO CIIOCTEPEKYBAaHUX IOMAIA Ta/abo
IHTCHCUBHOCTI iX MOSIBU Ta/4M T€HE3U TOIIO0). ABTOPAMH PSAY JOCTIKEHb 3a3HAYA€THCS, IO CyYacHi
apxiTekTypu 3 3amyudeHHAM eneMeHTiB LI, MoXyTh mpamioBaTh B peXHMi peajbHOTO Yacy Ta
3aIUIIATHCS CTIKUMU 10 cripo0 yXWIIEHHS 3 00Ky 3IIOBMUCHHKIB. Lle BiAKpHUBae XOpOIIi MepCIeKTHRH,
3 TOYKH 30PY PO3IIMPEHHS MOXKIHBOCTEH Y chepi moniTopunry DNS tpadiky [8-9].

2.3 Ipenenentnuii anaiis (Case-Based Reasoning)

Minxin «Case-Based Reasoning» (mami - CBR) HaOyBae Bce OUIBINOT yBar", SIK OCHOBA ISt
CTBOpEHHSI OiNbLI MPO30pHX, aJanTUBHHUX 1 3pO3yMinux ais kopuctyBaudiB cucteM LI. Ockinbku
cydacHi mozemi Il nmenmanmi Bce wacTile AEMOHCTPYIOTH IMOBEAIHKY y AYCl YMOBHOI «4OpHOI
CKpUHBKN»,TO came Kouuenmiss CBR po3rimsgaerses Ak aaekBaTHUI 3amoObKHHMIA MexaHi3Mm. IpuynHa
OUYCBH/IHA — TaKa KOHIICTIIiS il ameiioe Ha JOCBIJl BXKE BIIOMUX BUMNAIKIB (TPEEACHTIB), TOOTO
Mpoenitoe i mMacmTadye JIOTIKy NPUYMHHO-HACTIAKOBUX aHAJOri (B IaHOMY KOHTEKCTI - IITYYHOTO
mucnenns). Y nmocmimkernHi [10] migkpecmoerbes, mo 06azoBuit mukin CBR: «nowyx — nosmophe
BUKOPUCTAHHA — KOPU2YBAHHA — 30epedceHHs», 3a0e3ledye IHTEpIPETOBaHY CTPYKTYpYy B SKiif
pe3ynbryroui pimeHas LI, rpyHTyIOTbCS Ha MHHYIOMY JOCBilli, 2 HE Ha HEMPO30PHX CTATUCTHYHHX
3anexHocTsaX. Lle pooute CBR ocobmuBo mpuBabnmuBuM y cdepax, Ae KPUTHYHO BXKIUBUMH € Taki
KaTeropii i BIacTUBOCTI, SK: - IOBipa, MEPEKOHIUBICTh (TPYHTOBHICTH JIii) Ta MOXKIIUBICTH 3BOPOTHOTO
aynuty. € nymka [10-12], mo npeneneHTHI TIiyMadeHHS MiIBUIIYIOTH PiBEHb JOBIpH KOPHUCTYBadiB i
MOKPAIIYIOTh PO3YMIHHS PIllICHb MITYYHOT IHTEICKTYaIbHOI CUCTEMHU, OCOOIMBO B EKCIIEPTHUX Taly3sX,
TaKHX SIK OXOPOHA 37I0POB’S UM OIiHKa MOToYHOro ctany Ib cyuacHux IKC Tormo.

[HIMM TepCHeKTHBHUM HampsiMoM jaociimxkenb € interpaniss CBR i3 cyuacanmu monemsmu 11,
30KpeMa 3 eenukumu mosnumu moodensmu (LLM) [10,12]. B mpomy pasi CBR momomarae
(yHKITIOHATPHUM «areHTaM» Ha ocHOBI LLM), 3meHmIyBaTi KijdbKicTh XHOHUX TPaKTyBaHb, HAJIHHIIIE
BUKOHYBATH JIOMEHHO-OPi€HTOBAHI 3aBJaHHs Ta Ha/JaBaTH OOTPYHTYBAaHHS CBOIX pillleHb/Miil. 3aramom,
B SIKOCTI MPOMIXXKHOTO BHCHOBKY, MOXXHA CTBEp/DKyBaTd, mo BrpoBajxkeHHs CBR, 3abesmeuye sk
METO/IOJIOTIYHI, Tak 1 KoHuentyansHi mepeBarn s LI cucrem. lle migBuimye mnpo3opicTs,
MOCIIAOBHICTG 1 a/IalITUBHICTh IMITYYHO CHHTE30BAHUX PIllIeHb, Ta POOUTH MMOBENIHKOBY JIOTIKY CHCTEM
I, OGinbIn y3ro/PKEHO 3 JIOTIKOK MHCICHHS JIFOJUHHM, HANPHUKIA: - TICHXOJOTIYHY CXUJIBHICTH
Tro/iel IIyKaTH MiATBEP/KEHHsI CBOIM BXKE YXBAJICHUM DillleHHSAM (1110, 3 TEXHIYHOI TOYKH 30py, TyXKe
criBIamac 3 3arajapHo0 KoHuermiico CBR).

2. OcHOBHA YacTHHA

BpaxoBytoun cnenudiky mmTaHe 3amydeHHs MosmBocted Il g0 BupimeHHS 3aBIaHb
PI3HOMaHITHUX aHANITHYHUX CHUCTEM, CIIijl 3BEPHYTH yBary Ha TO# ¢akT (MATBEPIKEHUH OTPUMaHUMHI
pe3yibTaTaMu MOJIENIOBaHHs), 1m0 Jjorika cucteMm LI He € YyMMOCh YHIKaIBHOI 1 0€33aCTePEIKHO
aKCIOMaTHYHOK. Y IbOMY KOHTEKCTI CIii MaTh Ha yBa3i NMPUHIOUN (CXeMy Jili), IO eKCIUTyaTyloTh
kibepmaxpal rmpu peaji3aiiii 0JHOTO 3 Pi3HOBHIIIB aTaK COMIaJbHOTO IHKWHIpHHTY. ['0JOBHE y Takiii
cXeMi - Il eKCIUTyaTallis BIOEBHEHOCTi >KEPTBM aTakd, y CBOil paliOHANBHOCTI: - B 4YacTHHI
BUKOHYBAaHUX [ Ta/4u OyMOK (JIOTIKHM pillieHb). - Taka OCOOJIMBICTH MOBHOIO Mipo0 30iraeTbes 3
nparHeHHsM cuctemu I, camoonTuMizyBaTHCcs B Mpoleci BUPIIIEHHS MOKJIAaJCHUX Ha Hei 3aBlaHb,
ITHOPYIOUM 3arajbHUi KOHTEKCT 1 B3a€EMO3B'SI30K IOMIH/TIPOIIECiB, IO OMIHIOITHCA. 3BiJICH, OIIBIIION
MipoI0, 1 BUHUKAE MPUPOJIa MOMUIKOBO-TIO3UTHBHHUX CIPallbOBYBaHb. [l HiBEIIOBaHHS 3a3HAYCHUX
HACNIJIKIB JTOBOJIUTHCH oOOMexyBatu moaiOHe mnpardHenHs LI mo camoonTtmmizamii, noUIIXOM
BIPOBA/DKCHHS JIOJATKOBHX I1HCTPYKLIH Ta NPSAMUX 3a00pOH. 3alOpyKOK HAJICKHOTO BHUKOHAHHS
NnoJiOHNX 0OMEXyBaJbHO-KEPYIOUHMX i € MOXIMBICTH peamizamii (MiITPUMKH) iHBEPCHOTO ayaHTy
JIOTIKM MPUUAHATHX piteHsb 3 6oky LI

Y Mexax NpOBEICHOTO0 LHKIY MOETIOBaHb JOCIIIKYBAINUCS OCOOJMBOCTI BHUKOPUCTAHHS
napaaurmu CBR 1u1s BUKOHAHHS 3aB/IaHb MOHITOPHHTY MOTOYHOTO cTany DNS Tpadiky 13 3airyueHHIM
mosxuBoctedt 111 B skocTi yMOBHOTrO 1HIMKaTOpa YCIIIIHOCTI MOAIOHOT iHTerpallii, BUCTyIaia 3a1a4ya
AaBTOMATHYHOTO JONOBHEHHA ¥ Moau(ikauii Tabmumi npeneneHtis npo anomaiii DNS tpadiky. HaGip
JIAHUX, BUKOPUCTAHWH B E€KCIEPUMEHTI, OyJ0 OTpuUMaHO 3 morepenHboi podotu [1]. Takwmid mimxin
3a0e3rne4rB Oe3MepepBHICTh YMOB BUMIPIOBaHb il MOPIBHSAHHICTH pe3yNbTaTiB. TECTOBHIA MPOTrpaMHUA
CTeH]I peaii3oBaHuii 3a gonmomorot Python-kiienta, sikuii Bukonye 3amutu depe3 Gemini API. Takum
YUHOM, NOTOYHHMH pEli3 MOJENIOIYOro alropuTMy, B SKOCTI BUXITHMX JaHMX BHKOPHCTOBYBAB
3a3JlaJierib MiJATOTOBJICHI BIIOMOCTI MOYAaTKOBOi (cTapToBOi) TaONWIi mpeleaeHTiB. B 3araibHOMY
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BUIAAKY, BIAMOBIAHA TAONHUIA/PEECTP MICTHTh CYKYMHICTh 0a30BUX BHUIAAKIB Ta BIANOBIIHI M
inTepnpeTauii. @parMeHT moyaTKoBOi TabuLi MpereaeHTiB, HaBeaeHo B Tao. 1.

[Ticnst oTpuMaHHST TOYATKOBOTO HAOOPY NPELEACHTIB, JOCTIIHA CUCTEMa aBTOMATUYHO PO3IIUPIOE
TaOJIMITIO MPENEAeHTIB, JOJAI0YH HOBI BiIOMOCTI 3 KOMEHTAapsAMHU (TIyMadeHHAMH SIBUII W MPOIIECIB),
CTOCOBHO MPHUYMH iX J0aBaHHsA. Taka JIorika /il T03BOJIsSiE BUKOPUCTOBYBATH PaHIII OTPUMaHi 3HAHHS
M Yac IHTeprpeTanii JaHUX HOBHUX CIIOCTEpPEekKeHb (MyabTHOa30BuX BuMIpiB [1]). Ile miaBuiye
TOYHICTB, PO30PICTH (nOCAI00BHICMb Ui 83AEMONO08'A3aHicMb NOJill) Ta BIITBOPIOBAHICTh PE3YJIbTATIB
aHANITHKA CIIOCTEPEKYBAHOTO MPOIIECy, B AaHOMY pasi — aHoManiit DNS Tpadiky [3].

AHani3 BiIOMOCTEH JaHUX PEECTpy MPEleNeHTIB, KOTpi Oynu 3reHepOBaHO JOCTITHOI CHCTEMOIO
LI (pparmenT peectpy auB. B Tabi.2), 103BOJISAIOTH KOHCTATYBAaTH HACTYITHE:

1 - niroua mopenb it (rozika L) mopsn 3 BUSBICHHAM aHOMAJIiH, sIKi BXKe € B peecTpi, (ikcye i
paHilll HEBIOMI BHIIAJKHW, IOMOBHIOIYHM pPE3yIbTYIOUy TAaONMIF0 HOBMMH 3amucamu. Hampukmian,
BIJICYTHICTh BiAMOBIiNeH ab0 momuiiku BUKOHAHHS TecToBux DNS-3anurie [1,3]. Ile cBimuuth mpo Te,
mo ekcnepumentanpHa [l cucrema miATpEMye He JIMINE CHTHATYPHE BHSBICHHS BiJIOMHX
MpEele/ICHTIB, alle 371aTHa (iKCyBaTH i HOBI OBEAIHKOBI aHoMaii i komi3ii DNS tpadiky;

Tabnuya 1. @paemenm cmapmosoi mabnuyi npeyedenmie (aHOMAIL)
Table 1. Fragment of the initial table of precedents (anomalies)

Server Plain DoH DoT
Location Test Domain query query query Comment
Name . . .
time (ms) | time (ms) | time (ms)
JAPAN Google nic.ar 931 241 - PQ latency spike
FINLAND OpenDNS gov.za 1318 20 214 PQ latency spike
Quado- PQ, DTQ and
FRANCE R bbc.co.uk 444 801 1322 DHQ latency
eserve .
spike
PQ, DTQ and
ISRAEL OpenDNS paris.fr 986 1301 1043 DHQ latency
spike
PQ, DTQ and
ISRAEL Quad9 bbc.co.uk 943 362 993 DHQ latency
spike

Ilpum: - 6 mabuysix 1-2, “PQ”,” DTQ” ma “DHQ"” o3nauaioms uac nesawugposanux, DOT ma DoH zanumie
8I0N0BIOHO.

2 - BUKOPHCTAaHHS IIPELENEHTHOI MapajurMu OOpPOOKM [TaHUX, CHIPHS€E 3MEHIICHHIO KUTBKOCTI
XHOHUX TMO3UTUBHUX CIpaIbOBYBaHb. B JaHoMy pa3i aHamTHK (3BOPOTHHH ayJWT) MOXE MO3HAYATH
HEKOPEKTHI YHM HEpelleBaHTHI BIiJIOMOCTI PEECTpy, TIOCTYNOBO BIOCKOHATIOIOYHA (KOPETYIOUH)
MEXaHi3MH MPUUHSTTS pimeHs cuctemoro L1

3 - mix 4yac TecTyBaHHS Tepiioi Bepcii MOCHiHOI cHCTeMH OyJo BUSBICHO SBUIIE TaK 3BaHOTO
«2inepgpokycysanns yeazu» wmojeini. lle 0co0JMBO TOMITHO Yy BHIIaJKaxX, KOJH CIOCTEPIrajucs
KJIaCTepH aHOMAJIIF OJTHOTO THITy (TIPHKJIa] IUB. HIDKYe Ha Puc.1).

30kpeMa, Taka peakiis cucTeMH (iKCyBaJllaCh y MHOXKHHI 3alHCiB, HIO BiJMOBLIAIOTH Pi3HUM
reorpadiyHuM JIOKaIisM, 13 SKux 0yJI0 IpOBeJCHO BUMiproBaHHs Ta/abo DNS-cepepam.

Tak, mosiBa EKCTPEeMAbHOTO 3HA4YeHHs 3aTpuMKd it oxHoro 3 DNS mnporokonie [3-4] y
IOCHIJIOBHUX 3alucax, 4acTo MPU3BOJIWIA A0 TOro, L0 JOCHiJHA cucTeMa KiacudikyBaja BCi Taki
3alUCH, SIK <«NiKU 3ampumku O0is 00HO20 npomoxoay». Ilpu 1TbOMY, HAJIEKHUM YHHOM He
BpaxoByBajlach JAWHAMIKa iHIIMX TMapaMeTpiB 3aTPUMKH B MeEXax THUX caMHUX 3amuciB. B iHmmnx
BUIIAJIKaX, CUCTEMa IMo3Havyana NoAii tuny «Bidcymuicms 6i0nogioi» SIK aHoMallii, HaBiTh SKIIO OYyIO
JIOCTEMEHHO BiJoMo, 1o 3anutyBaHuii DNS cepBep He miaTpuMye BiIMOBiIHHMN MpoTOKos. Taki
peakiiii CrocTepiraiucs B THX BHIIKaX, KOJU Il 3aIMCH PO3MIIIYBAIKMCS MOPYY i3 3alUcaMHu, SKi
nificHo MicTriM 3001 BUKoHaHHS DNS 3anuris.

OTpumaHi pe3yabTaTH CBigUaTh MPO TE, L0 JOKAIbHA KOHMEKCIHA CXONHCICIb 3anucig Ta VA6HA
be3nepepsHicmb uwiabionie MOXYTh JOMIHYBaTH Haj (OpPMAaTbHUMH TNPaBHJIAMH 3aralibHOI JIOTiKH
npouecy, mo3soisitoun LI ¢opmyBaTu BiacHi iHTepmperaulii Aisl «CYCiIHIX» BHINAAKIB (3alHUCIB).
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Bianosigxa kojizis joriku pobotu LI ¢ikcyBanack, HaBITh SAKIIO TaKe y3arajJbHEHHS CYICPEUUThH
SIBHUM 1HCTPYKIIsIM Ta/a00 MPU3BOIUTH J0 iIrHOPYBAHHS iHIIMX BaYKITUBUX aTpHOYTIiB naHuX (puc. 1) .

Server

Location Test Domain Plain DoH DoT Comment
Name
ControlD- No support for
ISRAEL Reserve bbe.co.uk 293 792 DHQ protocol
ControlD- . No support for
ISRAEL Reserve sina.com.cn 291 775 DHQ protocol
ControlD- . No support for
ISRAEL Reserve nic.ar 291 760 DHO protocol
ControlD- No support for
ISRAEL Reserve gov.za 293 785 DHQ protocol
ControlD- No support for
ISRAEL Reserve terra.com.br 281 744 DHQ protocol
Location B Test Domain Plain DoH DoT Comment
Name
Quad9- .
FRANCE bbe.co.uk 296 0 1335 DHQis 0
Reserve
FRANCE | Quads- sina.com.cn 758 0 1279 DHQ is 0
Reserve
FRANCE Quad9- nic.ar 501 0 1324 DHQ is 0
Reserve
FRANCE g“adg' gov.za 621 0 1282 DHQ s 0
eserve
FRANCE | Quadd- terra.com.br 398 0 1330 DHQ s 0
Reserve

Ignoring constraints
that define supported
protocols

Ignoring high
plain and DoT
latency

Puc.1 @paecmenm 3anucie peecmpy 3 «2inep@okycyeannsm ysazuy LI
Fig.1 Fragment of registry entries with Al “hyperfocus of attention”

3 MeToI0 MiABUINEHHS PENpe3eHTaTUBHOCTI JaHWX, TECTOBI BUMIpIOBaHHS, 3 SKUX OyB 3i0paHuit
JaTaceT, 3AiMCHIOBAINCS 3 BUKOPUCTAHHIM Pi3HUX KoMOiHawii mapametpis: - DNS-cepsep (B Tabn.1-2,
e «Server namey), reorpadiuHe po3TairyBaHHsS TOYKMA BHMiproBaHHs (B Tabm.1-2, me «Location») ta
nomenHe iM’st («Test domainy). Ile m03BoMIIO BpaxyBaTh MPOCTOPOBY BapiaTWBHICTH B PO3MILICHHI
DNS-iadpacTpykTypu Ta MiHIMI3yBaTH BIUIMB BUIAJAKOBHX YAHHUKIB Ha SIKICTh BUOIPKU.

Tabnuys 2. Ipuxnao peecmpy npeyedenmis, cunme3o8ano2o 3a oonomoeoio LI (ppacmenm)
Table 2. Example of a registry of precedents synthesized using Al (fragment)

Plain DoH DoT
Location Server name Test domain query queéry | query Comment
time time time
(ms) (ms) (ms)
ISRAEL Google- nic.ar 1030 | 1018 _ | Migh PQand DHQ
Reserve latency
OpenDNS- . . High latency for all
USA Reserve post.japanpost.jp 833 989 1168 protocols
Google- . High DHQ latency
FRANCE Reserve nic.ar 231 911 - with low PQ
High DTQ latency
ISRAEL OpenDNS gov.za 76 345 808 compared to PQ
and DHQ
High DHQ and
FINLAND OpenDNS xinhuanet.com 430 1156 1316 | DTQ latency
compared to PQ.
Quad9- Zero DHQ latency,
FRANCE Reserve bbc.co.uk 296 0 1335 also high DTQ.
ISRAEL ControlD bbc.co.uk 852 - 861 PR is null

JonaTtkoBUM miaTBEpAXKEHHSIM 3a3HA4€HOI BHIIE, HeCoAiBaHoi Jioriku BucHOBKiB LU, € komenrapi
Ha Kwrant «DTQ = O» y BUnajakax, KOJM iHII NOKa3HUKHU 4acy 3aTpuMku DNS 3anutis Buxonuim 3a
MEXi HOpMH (TIPHUKJIIAJ JIUB. pHC. 2).



ISSN 2304 -6201 BicHuk Xapkiscbkoro HauioHansHoro yHisepcuteTy imeHi B. H. KapasiHa
cepist «MaTematyHe MogentoBaHHs. [HdopmaLliiHi TexHonorii. ABTOMaTU30BaHi cucTeMn ynpaeniHHsy, Bunyck 69, 2026 117

Takox, BapTO 3a3HAYUTH, IO 3HAYHA YacTHMHA KoMeHTapie 3 Oyoky LI, Oyma chokycoBaHa
BUKIIIOYHO Ha OJHOMY ITOKa3HUKY, TOIPH HASBHICTh KUTBKOX aHOMAaJbHHMX O3HAK y MEXKax OJHOIO
3armmcy. Lle cBimuuthk npo Hagmiphe 3ocepemxerns 11 Ha okpeMuX eKCTpeMalbHUX (3 1020 MOYKU
30py) apaMeTpax KOHTPOJILOBAHOTO MPOIIECY.

Anomalous entry:

Location Server Test Domain Plain DoH DoT
Name
| JAPAN Quad9 terra.com.br 540 261 0
/Comment \
Before adjustments After adjustments

Zero DTQ delay,

DTQ=0 high PQ and DHQ

Puc.2 Pisnuys komenmapie (mpaxkmyseanv) cucmemu Ha aio2iuni 3anucu
Fig.2 Difference in system comments (interpretations) on anomalous entries

Jns ycyHeHHsI HacnifkiB 1iei mpobiemu Oylio 3ampoBajKeHO HOBWUH HaOlp 1HCTPYKLIH, sKi
«320X0YYIOTE» MOJENlb TPUIUIATA OUTbINe yBard 3arallbHOMY KOHTEKCTY IO W YIOBLIHHIOBATH
(¢opMyBaHHA BIAaCHHX BHCHOBKIB ITiJ 4ac OOpOOKHM KIacTepiB MOMIOHMX aHOMalliid. MeTor mboro
BIOCKOHaJNICHHS €: - cionykatu LI, BpaxoByBaTH OLIBII MIMPIIMKA KOHTEKCT MMOKa3HHUKIB 3aTPUMKH B
MeKax KO)KHOTO CITIOCTEPEKEHHsI MOTOYHUX MOAINH. THM caMiM yCyBalOThCs IIepeayMOBH KOHLICHTpALIi1
HII Ha omHOMY eKCTpeMalbHOMY 3HAU€HHI, YHMM 3MCHIIYEThCS PHU3NK BHUHUKHEHHS SBUINA
rineppoKkycyBaHHs Ha OKPEMOMY acIieKTi 3alKCy Ta SK HACIi/JIOK, iTHOpYBaHHS iHIIMX pPEIEeBaHTHUX
JaHuX a00 GOpMyBaHHS XUOHMX TIO3UTHBHUX PE3YIIbTATIB/PEKOMEHAAIIIH.

ITicnst xoperyBaHHS BiANOBiMHUX iHCTpYKHid s Onoky LI, croctepekeHO TOMITHI 3MIiHH Y
CTPYKTYpi Ta 3MICTI KOMEHTapiB O aHOMaJbHHMX 3amMCiB. Tak, 3aMiCTh JIAKOHIYHUX OJHOCTOPOHHIX
KJIaCU(IKaIl Ha KIITAIT «NIKOBE 3HAUCHHS 3aMPUMKU HE3AUPPOsano2o 3anumy» abo «uac 6i0nosioi
DoH Oopiguroe 0», moaenb odana GopMyBaTi OLTBII KOMITIEKCHI (B3a€MOTIOB'sI3aHi) Ta MOPiBHSUIBHI
omucu. Hampukmax, 3amucu, sKi paHille MO3HAYAIUCS JIUIIE SK: - «NIKO8e 3HAYEHHS 3aMpUmMKU
He3auupposanoeo 3anumyy, Terep OMUCYBAIKCS y OBl KOHKPETU30BaHIH (opMi, Takiil sK: - «nikoge
3HAYeHHs 3aMmPUMKU He3awugposanozo sanumy, 3ampumka DoH-3anumy nepebysac 6 medxcax Hopmuy.
AHAJOTIYHO, BUIAJKH 3 HYJIBOBUMH a00 aHOMAJIIHO HM3bKUMH Y BUCOKMMHU 3HAYEHHSIMH ITOYAIIN
CYIIPOBOJKYBATHUCS SBHUMH MOPIBHSAHHSAMH 3 1HIIMMH MMOKa3HUKAMH 3aTPUMKH, HAIPHUKIIAI: «H)1b08A
3ampumka DoT-3anumy 3a ymoe 6ucokoi 3ampumku He3auudposano2o 3anumyy TOIIO.

3arajsioM Taka 3MiHa XapakTepy KOMEHTapiB MOJEINi, CBIAUYUTH NPO €()EKTUBHICTH 3alPOBAKECHUX
3ax0/iB, CTOCOBHO 3MEHIIEHHS e(eKTy TinepdoxkycyBanHs. OHOBJICHA MapaJurMa JOTiKH TOBHOBa)KEHb
I, remoHCTpye OLIBII LTICHY Ta B3aEMOTIOB'SI3aHY 1HTEPIPETAIil0 aHOMAIBHUX BHUIAKIB 3aTPUMKH
DNS-tpadiky. [IpuifHaTH 3aX0au 3MEHIIWIA HMOBIPHICTH ynepemkeHocti BucHOBKiB LI, BimHOCHO
poii Ta micus OyIb-KOTO OAHOTO 3 IapaMeTpPiB B MeXKax CIIOCTEPEKYyBaHOTO IPOLECY, CIPUSIOUH
OUIbII KOPEKTHOMY — KOHTEKCTHO-OPIEHTOBAaHOMY U apryMEHTOBaHOMY BHSIBJICHHIO pealbHUX
anomautiid. e miaTBepIKyEThCS Uepe3 TapreToBaHi KOMEHTapi, HassBHICTh SKUX TOKPAIYe YMOBHU JUIS
npoBezieHHs iHBepcHoro aymuty joriku LT («l1A logic 1A» — Inverse Audit of the logic of Al). B
HACJIiIOK MPOBEAEHUX 3MiH iCTOTHO 3MIHWJIACh TOYHICTh ifeHTH]ikauii anomaniii DNS tpadiky mis
THX 3aIMCIB, SIKi OyJIM BHECEHI J0 peecTpy 3a ydyacTio came Mozaysto LI

B sxocti mnpukiamy BKa3aHUX IMPOLECIB, Hmk4Ye (puc.3) HaBEJACHO II0Ka30Bi JiarpamMu 3
XapaKTepHOIO PI3HUICI0O AaHOMAaNii KOHTPOJBOBAHOTO HapaMmeTpy (8 dawmomy pasi, 4acy 3ampumku
3anumig) Uil HAsIBHOTO IEPEJiKy IOMEHIB peecTpy mpeuelneHTiB B yMmoBax, «J1O» Tta «IIICJIS»
(cBiTio-cipa, Modified) nmpoBeaeHx KOperyBaHb JOTIKA MPUAHATTS pillieHb JociiaHoi moaeni II11.
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Plain DoH

+ (inhuanet.com
xinhuanet.com xnhua !

X OoenDNS Reserve
OpenDNS Reserve OpenDNS Reserve

1000 1000

paris.tr terra.com.br

Quad9 Reserve Quad9

gov.za
ControlD
: xinhuanet.com

OpenDNS

e \Modified emmBaseline

)penDNS Quad?

Puc.3 Hpuknao pisnuyi mpaxmyeans anomanii mpaixy (wxana wacy ¢ [ms])
Fig.3 Example of difference in interpretations of traffic anomalies (time scale in [ms])

Temua/gopna (Baseline) ninist Ha puc. 3 xapakTepu3ye aHOMaJIbHI TOKa3HUKH (CEPEIHIO 3aTPHMKY)
«1O» BHeceHHs KoperyBaHb. BinmoBigHO, CBiTJA JIiHIS XapaKTepHU3ye BiAOMOCTI peecTpy aHOMaliii,
3rijHo HoBoi mapagurmi aii L. Ak BuaHO, KOperoBaHa Jiorika Jiif, MiCTUTh OLTBII TPYHTOBHUM HAOIp
JIAHUX PO BHUSBJCHI aHOMAIIi (32 aMILTITY/I0K YaCOBMX BHUKHIIB), II0 BUKJIHOYAaE XMOHI Aii/peakiiii B
YacTUHI KOperyBaHHs napametpiB aitoyoi RPZ. [nme xaxxyuu, pesynsratu MoHiTopuary DNS Tpadiky,
CTaJId OUTBII IPYHTOBHUMHM 1 BUBAXKCHHUMH, 1110 BiJI0OPaXKaeThCs Yepe3 3MEHIICHHS, K KUIbKOCTI, TaK i
aMIUTITYAI «BUKHUIBY» KOHTPOJILOBAHOTO Mapamerpa (Iuist yMOB puc. 3, 1e 4vacoBi aHomamii DNS
3amutiB). ToOTO, UMM OUTBII 3BYXKEHUM (UM PIBHOMIPHUM) CTa€ Jiala30H CIIOCTEPEKYBAHUX YaCOBUX
aHoMalii, TUM OuIbIN ajekBaTHOIO € peakiis cuctemu Il Ha dakTudHHN MEepedir KOHTPOIHOBAHUX
noni (B T.4. ymoB (!) # obctaBun (!!) mporiecy, 1o CroCTEPIracThes).

4. BucHoBKH

1. IIpoBeseHo mocmifiHE MOJIENIOBaHHS MPOTPAMHOTO IHCTPYMEHTY KOMIUIEKCHOTO MOHITOPHHTY
DNS-tpadiky i3 3acTocyBaHHsIM KoHIeNIii npeneaeHTHoro aHanizy (CBR), sk ocHOBH mporemypHOi
napagurmu 1. [TigTBepmkeno 11 npuAaTHICTE YIS MiIBUIICHHS MPO30POCTi BUABICHHS OBE[IHKOBUX
aHomaniit Tpadiky. Pesynpratn MoxmentoBaHHS cBiquath, 1o CBR minmxinx, mokparrye cCIiBBiIHECEHHS
HOBHUX CITOCTEPEXKEHb 3 HASIBHOIO 023010 3HaHb, 110 PO3IIHUPIOE MOXKIUBOCTI 3BOPOTHOTO aYAUTY JOTIKH
LI Ta migBUIIye CTYMiHb Balifaii NpUHHATHX pimens (peakuii LI cuctemn).

2. BnpoBamkennss CBR mizBumiye mnpo3opicTe, NOCHIJOBHICTH 1 aZanTHBHICTh LITYYHO
CHUHTE30BaHUX PIllIeHb, Ta POOUTH MOBEIHKOBY JIOTiKYy cucteM LI, GibIn y3romKeHo 3 TpaIuIliitHOO
JIOTIKOO MHUCJICHHS JIFOIUHU.

3. Jocmigna crcreMa yCHilIHO JOTOBHMJIA BUXIIHY TaOJWIFO MPELEACHTIB HOBUMHU BiJIOMOCTSIMU
npo aHomaii. [TixTBepKeHO 3MaTHICTh BUSBIATH, K Halepes BU3HAYCHI KaTeropii aHoMasii, Tak i
JIOJIATKOBI (HOB1) HEPETYJSAPHOCTI y JaHUX, L0 KOHTPOJIIOITHCSA. BUKOpHUCTAaHHIA alrOpUTM 0O0pOOKH
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JIaHUX 3a0e3leuye TpaKTyBaHHS PE3YNBTATIB MOHITOPHUHTY 3a paMKaMH SBHO 3aJaHUX IPUKIIAIIB,
BOJIHOYAC 30epiraloyn/BpaxoBYIOUH JIOTIKY MPHUYMHHO-HACIIAKOBUX 3B'S3KIB CIIOCTEPEKYBAaHUX MOJIH,
CITUPAIOYUCH HA BITOMOCTI (popMasti3oBaHUX I1a0JIOHIB MPEICICHTIB.

4. Y xoxi MonenroBaHb BH3Ha4deHI OOMEXEHHs 3acTocoBaHoro mimxomy. Hocmigaa LI cucrema
BUSIBHJIA BJIACTHUBICTh «KJIACTEPH3AIlil BIACHUX TPAaKTyBaHb» (edekt T.3. rimepdokycyBanns). Lle moxe
NPU3BOAUTH 1O XWOHOI iHTepmpeTamii MpoleciB 1, AK HACHiAOK, [0 XHOHHX TO3UTHBHUX
CrIpanboByBaHb. EQeKT mpucyTHill y Bunagkax, Ko MOAiOHI BiIOMOCTI pO3TaIllOBaHi y Oe3rmocepeanin
OJMM3BKOCTI OAWH BiA OMHOTO (KJIacTepax 3amuciB). B maHoMy BHIAAKYy JIOTiKa KOHTEKCTYaJIbHIN
CXOKOCTI JIOMiHy€ HaJ SIBHUMH MPOTOKOJIBHHUMHU OOMEKEHHSIMHU. B SKOCTI KOMIEHCATOPHUX 3aXOJiB,
3aCTOCOBaHO HOBWH Habip oOMmexeHb (IHCTpyKuii mpsimoi aii). [loganmeine TecTyBaHHS MiATBEPIWIIO,
10 I1i 3MiHU 3MEHIIWIH TIPOSIB BUSBJICHOTO eeKTy, MiIBUIUBIIN HAIHHICTH IHTEpIpeTaIlil aHOMaii.

5. OpmeprkaHi pe3yapTaTd MOJEIIOBAaHb J03BOJISIIOTH CTBEPKYBATH, IO «JIOTiKa podoTH cuctem 111
HE € YMMOCh YHIKQJIbHOI 1 0€3yMOBHO aKCiOMaTHYHOIO». Y IIbOMY KOHTEKCTI CJIiJi MaTh Ha yBasi
BHyTpimHe mparHeHHs cucteM LI mo camoomnTumizarii B mporieci BUPIMIEHHS MOKJIAJACHUX Ha HUX
3aBmanb. lle cnemudivne «mparHeHHEs» MOTpedye 3ampoBa/KEHHS TOJATKOBUX IHCTPYKINHM Ta MPSIMUX
3a00pOH. 3anOPyKOI0 HAJEKHOTO BHUKOHAHHS MOMIOHMX 0OMEXYBaJbHO-KEPYIOUHX il € MOXIIUBICTD
peaizariii iHBepcHOTro ayauty joriku npuiiastux I pimens («1A logic 1A»).

6. B sKoCTI mMOmanmpIIMX AOCHTIMKEHb CIil pO3TIAAaTd: - YAOCKOHAJIECHHS MeXaHi3MiB Mozeparii
peecTpy TpeleACHTIB; - MacirTa0yBaHHs mnapaaurmMd CBR Ha BCi €JIEMEHTHM CHCTEMH XMapHOTO
Monitopury DNS Tpadiky; - po3MIUPEeHHS MOXJIMBOCTEH CHCTEMH, IIOJ0 BapiaTMBHOCTI CILICHApIiB
MOHITOPHUHTY Ta CTPYKTYPH TECTOBHX 3aIHTIB JJIS TOKPAIICHHS BUSBICHHS HOBUX aHOMAJTii.
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Application of a precedent analysis paradigm for the purposes of multibase
cloud monitoring of DNS traffic

Relevance. The increasing complexity of DNS infrastructure and the growing level of threats in the network environment
necessitate the development of intelligent DNS traffic monitoring tools capable of providing transparent, adaptive, and well-
grounded detection of behavioral anomalies. Particular relevance is associated with the implementation of approaches that
enhance the traceability of decision-making logic in artificial intelligence (Al) systems.

Purpose. The purpose of this study is to experimentally investigate a prototype software tool for monitoring the current state
of DNS traffic with extensive implementation of Al capabilities, the logic of which is based on the concept of case-based
reasoning (CBR) for behavioral DNS traffic anomaly analysis.

Research Methods. The study employs simulation modeling methods, multi-base measurements of DNS query processing
time using a system of distributed cloud-based sensor-testers, as well as case-based reasoning algorithms for intelligent post-
processing of data. The prototype was implemented as a Python client integrated with the Gemini API, operating on a dataset
formed based on the results of previous studies [1-2]. During operation, the system autonomously modifies the anomaly
registry by adding new cases based on analytical processing results.

Results. The obtained results demonstrate that the proposed DNS traffic monitoring approach ensures the detection of both
previously known anomalies and the localization of previously unidentified irregularities. The feasibility of applying the case-
based approach to improve the efficiency of adjusting the parameters of the active Response Policy Zone (RPZ) [3] and to
enhance situational awareness of personnel regarding DNS traffic security has been confirmed. At the same time, the
experiments revealed a so-called “clustering” effect that may lead to false positive event assessments and, consequently,
contradictory interpretations of the observed network events.

Conclusions. The revision of existing constraints and analytical tasks for Al modules, followed by further modeling,
confirmed that the introduced modifications significantly reduced the identified “clustering” effect and improved the reliability
of anomaly interpretation based on a defined system of indirect (implicit) indicators. The obtained results confirm the
feasibility of further developing the case-based reasoning approach in intelligent DNS traffic monitoring systems.

Keywords: information security, artificial intelligence, traffic filtering, DNS, RPZ, CBR, network anomalies, cloud computing,
distributed network, DNS protocols.
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