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1 Beryn. Merta Ta akTyaJIBHICTD JOCTiZKeHHS

Cyuachi kiOepdizuuni cucremu (K®C) mnpencraBisitoTh coO0K0 CKIAAHI anmapaTHO-NPOrpaMHi
KOMIUIEKCH, IO Oe3MocepeHh0 TMOEAHAHI 3 peajbHUMH (DI3MYHMME MPOIECaMU Ta MPHUCTPOSIMHU Y
30BHIIIHBOMY CEpPEIOBUIINI (sIKe, K MpaBWiio, 1oB’s3aHo 3 Internet), i sxi 3a0e3nedyroTh MpU MBOMY
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(YHKUIOHATBHICTh, HEOOXiAHY [UIi pI3HUX TIpyn IX KiHOEBUX KopucTyBadiB. CTpyKTypHO-
(yHKLIOHATBHA CKIIAJHICTh, PO3MOALIEHA CHCTEMHA apXiTEKTypa, TeTepOreHHICTh PecypCiB AaHUX Ta
neski inmi ocoonuBocti KOC (nuB. OUbI 1eTalbHO HUXKYE) 3yMOBJIIOIOTH HEOOX1IHICTh BUKOPHCTAHHS
HOBHMX HIAXOIB 10 po3po0ku ix mporpamHoro 3abdesnedenns ([13), a octanHiM 4acoMm Oe33anepeyHuM
TPSHJIOM B IIbOMY JIOMEHI CTa€ 3 IIMPOKE 3aCTOCYBAHHS MOJECJICH, METOMIB 1 TEXHOJOTIH MITYy4YHOTO
inrenekry (artificial intelligence - Al). 3okpema, y AesKHX HOBITHIX poOoTax 3 1i€i TemaTuku [1-3]
PO3IIIAAAETHCST BUKOPUCTAHHS TEXHONOTiH Al Ui MiATPUMKH KITIOYOBUX IPOIECIB KUTTEBOTO IHKITY
CKII) K®C, Takux sK IHXKEHepis BUMOI, MOJCIIOBAHHS JIlaHUX, KOHCTPYIOBaHHS KOOy Ta
aBTOMaTH30BaHe TecTyBaHHs KoMrnoHeHTiB [13. OkpiM Toro, 3acobu Al menani yacrimie iHTErpyrOTHCS B
eranu CcymnpoBoiy U ekcruryatanii I13 y pamkax mnpaktuk KyinbTypd DevOps s peanizaiii
ABTOMATHYHOTO MacuTaOyBaHHs, caMOBiHOBIeHHS (self-healing), iHTEeneKTyanbHOrO MOHITOPHHTY Ta
ONTHMI3allii PO3TOPTAaHHS MPOrPpaMHUX MIKPOCEPBICIB, AK 1€ pealli3yeThCs, 30KpeMa, B OINEpaIliiiHuX
cepefoBHIIax Julsl IX opkecTpoRIl, Ha kmTanT Kubernetes [4]. B Toif sxe yac ciiij 3a3HAYMTH, 110 ICHYE
JIOCUTh OOMEKEHA KUIbKICTh MyOMiKaIliii I0J0 3aCTOCYBaHHS METOJIB JIOMEHHOTO IHXKHUHIPHHTY,
3HaHHS-OPIEHTOBAHUX MOJIETIeH MiATPUMKH BapiabenbHOCTi Ta aganTtuBHOCTI KoMoHeHTiB [13 KOC na
eramax iX NMPOEKTYBaHHSA Ta CYNMPOBOIY, & TaKOXX HEJIOCTATHHO BHCBITIIOIOTHCS MHUTAHHS MOOYIOBH
JIHIHOK nporpaMHuX mpoaykTiB st KOC [5,6] sk epeKTUBHOrO NUISIXY Y PO3POOI TAKUX CHCTEM JUIs
3a0e3rmeyeHHsT MOXKIIMBOCTEH iX ajanTamii, KOH(QITypyBaHHsS Ta HaJANITyBaHHS 3 YpaxyBaHHIM
MOCTIHKUX 3MiH Y BUMOTax iX 3aMOBHUKIB, (haXiBI[iB 3 CYITPOBOJIY Ta KIiHI[EBHX KOPHUCTYBaYiB.

Came TOMY METOIO IIHOT0 JIOCIIJDKEHHS € po3polKa iHTenekTyanbHoi iHopmartiiinoi rexnomnorii (I11T),
sika 3a0e31euye HaCcKpi3Hy Ta KepOBaHY IMTPUMKY MIiHJIHBOCTI IPOEKTHUX aKTHUBIB Ha BCIX OCHOBHHX
¢dazax KI T13 KDC, i mo, y KiHIEBOMY paxyHKY, Ma€ MiJIBUIIUTH MMOKA3HUKH SKOCTI KPHUTHYHO
BaYXJIMBHUX TPOIECIB PO3POOKH Ta CYNPOBOJY TAKHX CHCTEM.

2 Mertoaosoriuauii 0a3uc mnoOyaoBHM iHTeJeKTyajdbHOlI iH(popmaniliHoi TexHoJOril 1
MiITPUMKH MiHJIMBOCTI y mpouecax ;KuTTeBOro nukiay I3 K®C

2.1 OcobauBocTi moOynoBu Ta GQyHKUIIOHYBAHHS MPorpaMHoro 3ade3nedeHusa K@C

bepyun no yBarm 3aranbHe Bu3HaueHHS BiacTuBOcTer cydacHuX KDC [1] i 3 MeTOIO HOCTiKEHHS
caMe ocoOsmBOCTell po3poOku Ta cympoBoxy II3 Takux cucrem, y IIiii poOOTI B IOMATIBIIOMY
PO3MIIsIal0ThCs 3acTocyHkH Kiacy «lHtepHer peueii (Internet of Things -IoT / «Po3ymuuit OyauHOK
(Smart Home - SH)» [7], i mob6ineHI crcTeMu HOIMOBHEHOI peambHocTi (Mobile augmented reality
system - MARS) [8].

st 10T / SH cucrem, ski MATPUMYIOTh B3a€MOIII0 PI3HUX THITIB MPUCTPOIB Ta MPOrPAMHUX
KOMIIOHEHTIB JUIA aBTOMATH3Aallil MpPOIECciB JKUTTe3a0e3MeueHHs] Ta iX KepyBaHHS KOPHUCTYBadyaMH Y
BiIaieHOMY PEKHMi, MOXKHA 3a3HAYMTH TaKi 0COOMMBOCTI iX MOOYH0BY Ta PYHKIIOHYBaHHS SIK [7]:

1) posmoxinena 6araTopiBHEBa CHCTEMHA apXITEKTYpa;

2) BenMKa KiTbKiCTh B3a€MOITOB’I3aHMX allapaTHUX Ta IPOrPAMHHMX KOMIIOHEHTIB,

3) HeoOXigHiCTh (YHKI[IOHYBAHHS OUTBIIOCTI 3 HUX B PEKUMI «7/24».

Crixg 0cobMMBO 3a3HAYMTH, IO OCTAHHIM YacoM CHCTeMH Kiacy |0T BHUSBIAIOTH HOBWIA TPEHH Y
CBOEMY PO3BHUTKY, sikuii orpuMaB Ha3By «Internet of Military Things (I0OMT)» - «IHTepHET BificbKOBHX
peueii», abo «Internet of Military Defense Things (Io0MDT)» - «IatepHeT pedeit BiiChbKOBOI'O 3aXHUCTY»
[9], 1 IO Ma€e BUHATKOBY BaXKJIUBICTH ISl CydaCHUX MOTPeO HAIiOHAEHOT O€3MeKH HallIol JepKaBy.

Jus cucrem kitacy MARS, siki 3a0e3meqyroTh Bizyadi3allito HABKOJIHITHBOTO (Di3HIHOTO CepeIoBHUIIa
Ta WOro JONMOBHEHHS IHINUMH BIPTYaJIbHUMH OO'€KTaMH 13  BHKOPHCTaHHSM MYJIbTUMETIHHOT
iHbopMarlii (TekcT, rpadika, Bifieo i T.11.), XapaKTepHUMH € HACTYITHI Bi1acTUBOCTI (200 BumorH) [10]:

1) o¢yHKIiOHYBaHHS 3 ypaxyBaHHSAM OOMEXKEHb Ha Taki pecypcd MoOuTbHHX mpuctpois (MII) sk
NPOIYKTHBHICTH TIpOIiecOpa, OOCST OIepaTHBHOI IaM’sTi, €MHICTh akymyisropa MII, Tta
PO3MIpH eKpaHy;

2) BelWKa KUTbKICTh Ta PI3HOMAHITHICTh KOH(Iryparliii mporpaMHoOro Ta arnapaTHOro 3a0e3rnedeHHs
MII y pi3HUX TpyIl KOPHUCTYBaYiB;

3) IHTECHCHBHE BUKOPUCTAHHS MEPEKEBOro Tpadiky i 0OMiHYy ITaHMMHU MiK okpemumu MII ta
cepBepaMH CUCTEMH.

Bumesasnadeni ocobnmBocTi mux 2-x knacie KOC yszaranbHeHO MOXyTh OyTH chOpPMYINBOBaHi
HactynHuM uuHOM: (I) Benmmka CcTPYyKTypHO-()YHKIIOHaJbHA CKJIAAHICTH Ta TETEPOreHHICTh IX
KOMITOHEHTHHX KoHQirypauiii ta indopmauiiinux pecypcis; (II) HeoOXimHICTP BUKOPHUCTAHHS LMX
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CHCTEM 32 yMOB OOMEKEHHMX alapaTHO-TIPOIPAMHUX PpecypCiB Ta 3MIHHOTO OOYHMCIIOBAJIBLHOTO
HaBaHTakeHHs. CaMe BOHM 1 BU3HAYalOTh OCHOBHI BUMOTH JI0 po3po0ku Ta cynpoBoxy 113 cucrem KDC.

2.2 KoHnenrtyajibHe y3aralbHeHHsI NOHATTA MiHuBocTi y nmponecax KL 13 KOC

3Bakalo4uM Ha MOCTIMHOTO 3POCTaHHS CKIATHOCTI (QYHKIIOHAIBHUX 3a]ad, fKi MalTh OyTH
BHpilIeHi TUIIXoM BukopucTanis KOC, Ha TenepilnHii yac 4iTKO BU3HAYMIIACS TCHCHIIIS 10 PO3POOKHU
BXKE HE OKPEMHX, X04a W JOCUTh CKJIaJHUX MPOTPAMHUX npoz[yKTua a JI0 CTBOPEHHSI Ta MOJAJIBIIOrO
epeKTUBHOrO BHKOPHUCTaHHA CYKYITHOCTEH B3a€MOIOB’SI3aHUX IPOrPAMHUX KOMIIOHEHTIB, SKi
OTpUMAJIM Ha3By JiHIHOK mporpaMHux npoayktiB (JIIIIT) [4-6]. TonoBHUMM O3HAKaMM X HOBHX
MiAXOIB CIiJi BBaXXaTH iX CIPsIMOBaHICTh Ha 3abe3meveHHs BapiaTMBHOCTI (variability), amamramii
(adaptivity), xondirypyBanus (configurability) Ta HamamTyBaHHs (customizability) y mporecax
OIPAIlOBaHHS BUMOT, PO3POOKH apXiTeKTYPHHUX pillleHb, TPOrPaMHUX KOMITOHEHTIB, (PyHKIIIOHAy Ta
KOPHUCTYBAIIbKHX BIACTUBOCTEH. [l KOHIENTYanbHOr0 y3arajbHEHHS WX CIIOPiTHEHUX BIACTUBOCTEN
13 na pizaux eramax #Horo JXKI[ TpONMOHYeThCS BUKOPHCTOBYBAaTH TIOHSTTS —«MIiHJIMBOCTI
(changeability)», sike Bu3Hawae 3matHicTh [13 30epiratu (ab0 KepoBaHO 3MIHIOBATH) CBOi OCHOBHI
MOKAa3HUKH SIKOCTI 32 yMOB OyAb-fKMX TmepeadadyBanux (abo 3aruiaHOBaHHMX) 3MiH y Iporiecax
po3podku Ta excrutyataiii KOC. Crnif 3a3HaunTH, 110 TMOHATTSA MIHJIUBOCTI B I[UJIOMY y CHCTEMHIN
iHKeHepil 1, 30kpema, HOro JIONIYHMH 3B'S30K 3 TOHATTSAM HAJIIMHOCTI (robustness) Brepie CTaio
npenMmerom myomikamii ¢axiBuiB 3 Massachusetts Institute of Technology (MIT) [11], a y usomy
JOCITiPKeHHI BOHO rpadiyno nmogano y Burisiai UML giarpamu kinacis, sika HaBeeHa HA PUCYHKY 1.

Changeability

Properties ...
Variability Adaptivity
Project assets... ... Project assets...
Configurability Customizability
Project assets... Project assets...

Puc. 1. - Konyenmyanvna cxema ysazanvienus pisnux munie minausocmi y npoyecax K1 [13 KOC
Fig. 1- Conceptual diagram of generalization of different types of variability in the life cycle processes of CPS
software.

BrnactuBicte wminnmuBocti 13 mokxe Oytm 3a0e3medeHO MUIAXOM PO3POOKKM Ta 3aCTOCYBAaHHSA
BIIMOBITHUX MOJIENIEH, METO/IB 1 IHCTpyMEeHTaIbHIX 3ac00iB Ha Bcix ocHOBHUX eramnax JKI[ KOC, sxi
no3HaueHi sk Project assets (nmpoektri aktuBu) B UML kiacax Ha pucyHKY 1, i U1l CTPYKTYPOBaHOTO
MIPECTABIIEHHS KX 3alpPOITOHOBaHa peiiMoBa Mozens [12], pparMeHT SKOi HaBeIeHO HA PUCYHKY 2.

Frame_OMC: “Operation Metamodel for Changeability in SPL lifecycle (LC)”
{Slot_1: “SPL LC Phases” = (Domain Engineering, Architectural Design, Code Construction,
Software Deployment / Maintenance)
Slot_2: “Changeability subtypes ” = (Variability, Adaptivity, Configurability, Customizability)
Slot_3: “Changeability Models ” = (Feature models, Algorithmic models, DSL-based models,
Recommendation models)};

Frame_DM: “Domain Engineering “
{ Slot_1: “Methods” = (FODA, ODM, ...)
Slot_2: “CASE tools” = (FeaturelDE, Eclipse EMF, ...)

Puc. 2. - @pazmenm ¢peiimosoi modeni minausocmi npoyecie ma apmeghaxmig y KL 113 KOC
Fig. 2 - Fragment of the frame model of variability of processes and artifacts in the CPS software life cycle.
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Oco0ymBocTi OOYIOBH Ta IEpeBaru 3acTOCYBaHHS Ili€l mMojeni oOroBoproroThes B [12], me Takox
HaBelleH1 OUIbII JleTajbHi BiIOMOCTI MpO 3aMisHi B Hii KOHKPETHI METOAM JOMEHHOIO IHXXKMHIPHHTY
(dpeiimoBmii cmor “Methods”): FODA (Feature Oriented Domain Analysis), ODM (Organization
Domain Modeling) Ta BignoBiaHi iHcTpymenTanbHi CASE-3aco0m is iX MpakTUYHOTO 3aCTOCYBaHHS
(ppeiimormii ciiot “CASE tools”): FeaturelDE, Eclipse EMF ta mesiki inmi.

2.3 OcHoBHi MeTo0JI0TiYHI MpuHIUIK po3podku 13 KOC
Ha ocnoBi npoBenenoro ananizy ocoonuBocreir KOC (auB. 2.1) Ta KOHIENTYaTbHOTO y3araibHEHHS
MNOHATTS MiHIMBocTi Ha pizHMx ¢azax XKL I13 (auB. 2.2) MOXJIMBO CQOPMYITIOBATH OCHOBHI
Mmerononoriudi npuHimnmm po3podku [13 KOC y mactynnwmii criocio [13]:

(1) nomenne wmopemoBanHs (domain modeling) BmactuBocreir 13 K®C i3 BUKOpUCTAHHIM
0araTOBUMIPHHX METO/IIB ONpalfoBaHHs ekcrepTHux 3HaHb (handling of expert knowledge);

(2) apxirexkrypue npoektyBanus [13 (software architecting) 3 MoxuBicTIO ajanTailii mporpamMHo-
anapatHux pecypcis KOC, 30kpema, i3 BAKOPHCTAHHSIM METO/IIB JIOTIYHOI'O BUBOJLY Ha OCHOBI
aHasi3y nipereneHTis (case-based reasoning);

(3) po3pobka JIHTBICTHYHUX MOJENeH 1 creliaabHUX MOBHHX 3aco0iB (domain-specific language)
JUISL aBTOMATHU3AIIIT TPOIIECiB KOHCTPYIOBAHHS KOAY MporpaMHuX KoMrmoHeHTiB KDC;

(4) BuUKOpUCTaHHS METOMIB Ta TEXHOJOTIH IMITy4HOTrO IHTENEKTY, 30KpeMa, MUISIXOM IMO0YI0BH
pekoMeHaaIiiHuX cucrteM (recommender System) sas  aquUHAMIYHOTO KOH(DIrypyBaHHS
arapaTHO-IporpaMHuX KoMroHeHTiB KOC.

Jliist IpakTHYHOTO 3aCTOCYBAaHHS IIUX IIXOJIB y mporiecax po3podku I13 Ha pizaux ¢azax XKL KOC
MoTpiOHA iHTENEeKTyanbHa iH(pOpMAaIliliHa TEXHOJOTrIsI, OCHOBHI NMPOEKTHI Ta MPOTrpaMHi PillieHHs SKO1
paHiliie Bxe Oyl OTpUMaHi B pealbHUX 3aCTOCYHKaXx Ta mpencrasieHi B [7,10,14-20].

3 V3arajgbHeHa cxeMa iHTeJleKTyaabHOI iHopmauiiinoi Texnomorii (I1'T) Ta mixxin 1o cymapHoi
OliHKH MiABUIEeHHS MOKa3HUKIB sikocTi mpoueciB K1 I13 KOC

3.1 ®dyuknionajabHa cxema 3anpononosanoi IIT B Horauii IDEFO
Ha pucynky 3 HaBeneHa cxema 3ampornonobasoi 11T 3 Bukopucranusm Horarii IDEFO.

Horauia FODA

Grid-meToan l 10;;:2:;”
| AometHa moaens
IHTepsto FODA (Domain)
chonenTe 5 3HaHHA-OpIEHT. Mokaskiki Meroay aranisy
AOMEHHUN akocTi AM npeyeseHTisi
: : | AkocmAN o
HKUHIDUHT v
A01 Moea DSL
ApnanTugHe
Onuc anapaTHo- NPOEKTYBaHHA v MeTpuEku
MPOTPaMHMX  »|  apXITEKTYPHWX mm“a MeToam AKOCTI
pecypcie aganTawii pilLeHs 0 pexoMEHAALIHHIK.
apxitextypa  [KOH(rypysaHHA cuctem (PC)
S L—»|KOMNOHEHTIB Ta
; reHepaujia koay ; m
B casesn i ‘ Cotoar Y3
A0 [vHamiyHe
HanawTyBaHHA Oquaﬂa 2
Ta cynposin  [KOHirypauis —»
DevOps-  3acofu pospobku YpoEy) KoC
: KOMMOHEHTI8
iHxeHepu DSL 113 KOC
CASE-3acodu A04
CuctemHi BA A -
apXiTeKTopK NpeueaeHTis Textnonc‘»m .
KoHTelHepisavji
DevOps- 3acobu
iHXEeHepH po3pobkm

PC
Puc. 3 - Vzacanvuena cxema 3anpononoganoi IIT ¢ nomayii IDEFO
Fig. 3 - Generalized diagram of the proposed IIT in the IDEFO notation.
V 1i cknazai mictuThes 4 ocHOBHUX (yHKIiOHANIBHUX 010KiB (DB), sKi TeXHONIOr4HO 3a0€31e4y0Th

MOCTIIOBHY peallizallito OCHOBHUX MeTooiorigHuX npuHImIIiB (1)-(4) po3podku [13 KOC (nus. 1. 2.3)
13 3aCTOCYBaHHAM KOHKpETHUX Mojenel, MeroaiB Ta CASE-3aco0iB (quB. 1. 2.2). Hibkue KoXKeH 3 1ux



ISSN 2304 -6201 Bulletin of V.N. Karazin Kharkiv National University
10 series Mathematical modeling. Information technology. Automated control systems issue 66, 2025

4-x ©Bb po3rigaHyTo OUTBII 1ETaJbHO, a TAKOXK 3alIPOMIOHOBAHO MiAXig A0 OTPUMAHHS CYyMapHOI OL[IHKH
miABHIIEHHS NoKa3HUKIB sikocTi mpoueciB XKL [13 KOC B pe3ynabrati OCIiZOBHOTO 3aCTOCYBaHHS IIi€i
IT. [ns omucy pobotu koxkHoro ®b BHKOPUCTOBYIOTBbCS CTaHOApTHI TEPMiHM BH3HAYEHHS HOro
inrepoeiicia: Input, Control, Mechanism, Output B Hotamuii IDEFO.

3.2 ®yuknionanbHuii 010k (PB) “3HaHHA-OpicHTOBaHMI JOMEeHHUI iHKUHIPHUHT”

Leit @b, skuit mo3HaueHO Ha puUcyHKY 3 sk AQ1, 3a0e3medye TEXHOJIOTIYHUN MPOIEC MOOYI0BH
nomenHnoi mozeni mpeamerHoi obmacti (IIpO) 3acrocyBanns BimnoBigHoi K®C i3 BUKOpUCTaHHS
JNOAAaTKOBUX 3HAHb EKCIEePTiB, PO3POOHUKIB Ta MaiOyTHIX KopHCTyBayiB 11 (yHKIIOHATIBHUX
MoxiuBocTeid. Lleit mporiec moOymoBu po3mrpeHoi, 3HaHHsA-opieHToBaHo1 JIM st cuctem kinacy 10T/SH
(muB. BuIe y 1. 2.1) neranbHO po3risiHyTo B [14,15], a fioro ocHOBHI (yHKIIii BUTJISIAI0Th HACTYITHUM
YUHOM (JIUB. PUCYHOK 3):

- exionumu Ooanumu (Input) wis ®b A0l € TekcroBuil omucC iHTEpPB’I0, OTPUMAHHUX BiJ IPYIH
exkcrieptiB 'y i [IpO, mo y 3araibHOMY BHUIAJAKYy € HECTPYKTYPOBAaHHUM TeTEpPOreHHUM
iHpOpMaIiitHUM pecypcoM, st eeKTHBHOI 00pOOKU SKOTO MOTPIOHO 3aCTOCYBATH JONATKOBI
METO/IM OIPAIOBAHHSI EKCIIEPTHUX 3HAHD;

- aneopumm ynpaeninus (Control) po6ororo ®B A0l BHKOPHCTOBYE METOZ MMOOYIOBH
pertepryapuux citok (repertory grid method) [14], mo mo3Boasic oTpuMaTH OaraTOBHMIpHY
MOJIENIb EKCIEPTHUX 3HaHb BimnosigHoi [IpO, abo gomenHa momens ([AM), sika BpaxoBye
TEXHIYHi, COlliaNbHi (KOPUCTYBAIIbKi) Ta EKOHOMIYHI BUMOTH JI0 po3pobku MaiOyTapoi KDC, i
Ut (popMasTizoBaHOro MpEeACTaBICHHS IIi€i MOJIE/Ii MOTHBOBAHO OOpaHO 3aCTOCYBaHHS HOTALIIl
FODA (Feature-oriented Design Analysis), Takox 101aTKOBO MOXe OyTH BUKOPHUCTaHA OJHA 3
BIK€ ICHYIOUHMX OHTOJIOTIH IS LIbOro JIoMeHy [15];

- mexanizm peanizayii (Mechanism) ®b A0l nepenbauae y4acTh y IbOMY IIPOLEC] iH)KEHEPIB 3
00pOOKH 3HAaHb Ta JOMEHHHUX EKCIIEPTIB, SKi 3acTOCOBYIOTh BiAmoBigHi CASE-3acodu: cucremu
Protégé, GridSuite, SOVA [15];

- pesynomamom pobomu (Output) @b A0l € 3HanHsg-OpieHTOBaHa JIM, sika mo3HadeHa sk FODA
(Domain), mo ciyrye iHbopMaIiiiHuM pecypcoM uist YIpaBIiHHS poboToro Beix iHmmx OB 3
METOI0 3a0€e3MeueHHs BIacTUBOCTeH MiHmmBocTI Ha iHmmMX (azax XKL [13 KOC, kpim Toro, mist
TTOANTBIIOT0 BUKOPUCTAHHS B CHCTEMi PO3PaxXOBYIOTHCS ITOKAa3HUKH sIKOCTi 11iei JIM (muB.
pPHUCYHOK 3).

Ipuknax ¢parmenty mobOymoBaHoi y Takuii croci® BapiabenmsHoi FODA — moneni mis [IpO

«Po3ymuwuii Oymuaok» [15] npencraBieHo Ha pUCYHKY 4.

</ObjectProperty>
<!-- http:/fexample.org/isUsedInCondition] >
<ObjectProperty rdf:about="http://example.org/isUsedInCondition1">|
in rdf: ttp:/) org/. §"f>
<rdfs:range rd Gresource="http:// le.org/Comfort"f>
nge rdfiresource="http://example.org/Need"/>
. o
xample. org/isUsedInCondition2 >
ty rdf:about="http://example.org/isUsedInCondition2"> R \
) rdfiresource ://example.org/AudioSpeakers"/> v
f ="hitp:/ le.org/DoorOp 0>
~"http://example.org/LightSensors"/>
ttp:/fexample.org/MotionSensors"/> I e 0 o
hitp://example.org/Always"/> Yy
"http://example.org/Sometimes"/> | 3
-
<l-- http://example.org/isUsedInCondition3 --> £
<ObjectProperty rdf:about="http:/example.org/isUsedInCondition3"> e
< in rd ="http:// org/A 3 -~ ‘ JisUsedContidion
D e \\ y
(1
3 "http mple.org/Daytime" />
ge rdf:resource="hitp:// g/Nig o
IContidion

(a) ©)
Puc. 4 - Pesynomamu pobomu @F A01: (a) — onuc eapiabenvroi FODA-mooeni ¢ popmami XML
| OWL, (6) - cCemanmuunuii onmozpag, sxuil 32eneposarno na ocrosi onucy FODA - moodeni

Fig. 4 - Results of the A01 FB operation: (a) — description of the variable FODA model in XML / OWL format, (b)
— semantic ontograph generated based on the description of the FODA mode

PesynbTatn  eKCIEpUMEHTANILHOIO  JOCHIDKEHHS  [MOKAa3HHWKIB  CTPYKTYPHO-(QYHKLIOHATIBHOI
cknaaHocti JIM [16], moOynoBaHuX i3 BUKOPHCTaHHSM 3alPOIIOHOBAHOIO MIAXOAY, Y TOPIBHSHHI 31
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cxnagnicTio JIM, OTpUMaHHMX i3 3aCTOCYBaHHSIM CTaHJAPTHUX METOAIB JOMEHHOT'O MOJIETIOBaHHSI, TAKHUX,
sk ODM (Organizational Domain Modeling) tTa JODA (Joint integrated avionics Object oriented Domain
Analysis), mokasanu 3MEHIICHHsI X CKJIaaHOCTI mpuban3Ho Ha 21,1%.

3.3 ®yHknioHAIBHUI 010K “AanTHBHE MPOEKTYBAHHS aPXiTeKTYPHHUX pilleHb”

[Ticns mpoBeneHHsT JOMEHHOTO IHXXKHUHIPUHTY sk mepioro i3 ocHoBHux eramiB JKL[ TI3 K®C,
HACTYITHUM BaXXJIMBHM KPOKOM 3 TOUKH 30pY 3a0e3IeueHHs] MOXKJIMBOCTEH MIHIMBOCTI ii MPOEKTHHX
akTUBiB (muB. m. 2.3) € eranm aJaNTHBHOTO TPOEKTYBAHHS AapXiTEKTYpPHUX pilleHb, SKi MaloTh
BpaxoByBaTH 3arajibHi ocodnuBocti KOC, mo chopmynsoBani y . 2.1. [{ns 3a0e3meueHHsI ITUX MPOIIECIiB
y 3anpononoBaHiii [IT nependauennit ®b A02 ( auB. cxeMy Ha PUCYHKY 3), a 3arajbHUiA aTOPUTM HOro
poboTH MOKEe OyTH TPEACTABICHUM y HACTYMHMU croci® (OUTbIN JeTaJbHO BOHM MpPEACTaBICHI Ta
nociimkeni y [10,17]:

exionumu danumu (Input) mwis @b A02 e onuc anapatHo-iporpamMaux pecypcis KOC, siki MaroTh
OyTH BUKOpHCTaHI [Tl PO3POOKH alalTUBHUX apXiTEKTYPHUX PIlICHB;

anzopumm ynpasninus (Control) 6a3yeTbest Ha BUKOPHCTaHHI B)Ke MOOYI0BAHOI TOMEHHOT MOIETI
Hotauii FODA (Domain) (aus. n. 3.2), a uis NOIIyKYy OPOEKTHUX PIllleHb, BPaXOBYIOYH BHCOKY
CKJIaJIHICTh Ta cabodopMatizoBaHmii XapaKTep MPOIIECIB apXITEKTYPHOr0 IPOSKTYBAHHS CUCTEM
K®C, BUKOPHCTOBYIOTHCSI METO/M JIOITYHOTO BUCHOBKY Ha OCHOBI aHai3y MpereneHTiB (case-
based reasoning - CBR) i Habip KiIbKICHUX METPHK JJIsi OLIHKH MOTOYHOI'O CTaHy PecypciB
ajianTaiii Ta moka3HuKiB sikocTi pyHkionyBaHHSI KOC (KOHKpeTHI MPHUKIIaI TAKUX METPUK JUTS
MOOUTLHUX CHCTEM JIOTIOBHEHOT peallbHOCT1 HaBeneHi B [9]);

mexanizm peanizayii (Mechanism) ®b A02 mepenbayae y4acTh y I[bOMY MPOIECI CHCTEMHHUX
apXITEeKTOPiB, sIKI 3aCTOCOBYIOTH 0a3y MaHMX MpeEleNeHTIB Ta iHcTpyMeHTanbHe [13 (quB. O
JeTanbHo B [16]);

pesyromamom pobomu (Output) ®b A02 € crucreMHa MporpaMHa apxiTekTypa JUIisi BA3HAYEHOTO
tuiry KOC, ska Mae BpaxoByBaTH MOXIIMBOCTI ii amarnrariii 10 3MiH B OTOYYIOUOMY CEpEIOBHIIII
ii pyHKITIOHYBaHHS, OOMEKECHHS Ha HAassBHI OOYHCITIOBAIIbHI pECYpCH Ta iH.

B [9] po3pobitena eranonHa 3-x piBHeBa ImporpaMHa apxirekrypa st cucreM MARS i3 BOymoBaHuM
OJIOKOM amanTUBHOTO YIpaBliHHA, ska y Buriasgi UML  miarpamu  po3MilieHHS KOMITOHEHTIB
MpeJCTaBlIeHa Ha PUCYHKY 5.
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My S QL Serwer Mongo DB Sarwver
=S OO N Ot = gl oS QO POt gl
Mowies DB Precedent DE
N I Tcp TP | A
R T =Y PR =
L AR Serwer L
s OO POt = gl = ST PO e gl
Mowies DB Processor Precedent DB
Proceassor
1
=2 SO ot = gl =2 SO ot = gl
Recognition com pomemt Data Amalyzer
D bhject saarch
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HT T |
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Fig. 5 - Architecture of MARS systems with an embedded adaptive control unit.
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OcHoBHi ¢yHKIioOHaNbHI KoMIoHeHTH MC/IP, ski 3a0e3meuyroTh MOXKIIUBICTh aJIANTAIlll CUCTEMU, €
HacTymHi [16]
1) Ha piBHi kiieHTCchKUX 3acTocyHKIB (AR _Application): ACU (Adaptive Control Unit) — e 6ok
amantuBHoro ynpaiinas (BAY) Ha ocHoBi CBR-meroniB, Precedent Storage — snokanbHe cXxoBuIne
naHux Juiss notouHux mpeneneHtiB (Berkeley DB engine), System Monitor — KOMIOHEHT st
MOHITOPHHTY CTaHy pecypciB agantamnii HasiBHuX MII (mponecop, mam’sITh, Bieo-kaMepa Ta iH.);

2) Ha piBHI cepBepy OizHec-noriku (AR Server): Data Analyzer — e KOMIIOHEHT AJIS aHATI3Y JaHUX
Ipo CTaH KIIEHTChKUX 3acTocyHKiB; Precedent DB Processor — mpouecop B/l mperienenTis;

3) Ha piBHi cepBepiB bJ1 (DB Server): Precedent DB — e B/] npenenentis (MongoDB).

B [16] maBemeni pe3yapTaTH EKCIIEPUMEHTAJIBHOTO JOCHTIPKEHHS BIUIHBY poboth BAY Ha
MOXIIMBOCTI KOPUTYBaHHSI TAKOTO BaXIIMBOTO MOKa3HHUKA SKOCTI QyHKIioHyBaHHs cucteMd MARS sk
PO3IiIbHA 3aTHICTh EKPaHy BiJleOKaMepH Ha KIIIEHTCHKOMY 3aCTOCYHKY. B cepenHboMy, B 3aJ1€KHOCTI
BiJl pIiBHS 3aBaHTAXCHOCTI OOYMCIIOBAIBHUX pecypciB  BimnmoBigaoro MII, BukopucraHHs
3arpONOHOBAHOTO MiJXO/y JO3BOJIHIIO MiIBUIIUTH SKICTh 300pakeHb MprOIH3HO Ha 28,2%.

3.4 ®ynknioHanbHmii 6710k “KoH(pirypyBanHs KOMIIOHEHTIB Ta reHepaiis Koay”

[Ticnst mpoBeNeHHs eTay apXiTeKTypHOro MPOEKTYBaHHS, SIK Apyroro 3 ix mocmigoBHocti y XK1 13
K®C, 3zanpononosana IIT mepenbauae MOXIHBICTH 3aCTOCYBaHHSI IHTENEKTYaJIbHUX 3ac00iB st
aBTOMATH3aIlil MTPOIIeCiB KOH(ITypyBaHHs MPOrPAMHUX KOMIIOHEHTIB Ta TeHEepyBaHHS BHUXIJIHOTO KOy
HIBOBOT cucTeMu. Y po0oTi [17], Ha OCHOBI aHaJTI3y MOXKJIMBHUX IMIIXO/IIB IO BUPIIICHHS IMX 3a]a4 JJIs
3a0e3MevyeHHs] BapiaTUBHOCTI OTPUMAaHMX MPOTrPaMHUX PIllieHb 13 ypaxyBaHHAM BHMOT Jio sikocti 13
PI3HUX TPpyn KOpHCTyBadiB Ta po3poOHHKiB KPC, MOTHBOBaHO OOpaHO 3aCTOCYBaHHsS KOHIEIIl Ta
TEXHOJIOTi1 CTBOPEHHS IPEAMETHO-OPiEHTOBAaHMX MOB mporpamyBanHs (domain-specific language —
DSL). Jlis 3a0e3nedeHHs mux mporieciB y 3anpomnonoBanii 11T nependauenuit @b A03 (quB. cxemy Ha
pUCYHKY 3), AKWi 3a0e3medye BHpIMICHHS HACTYIMHUX OCHOBHUX 3aaad (OUTBIT JETaJbHO BOHU
TIpeICcTaBIIeHI Ta JOCHiKeHl y [6,17]):

- exionumu oanumu (Input) s @B A03 € KOMITOHEHTHA TIpOrpaMHa apXiTeKTypa i3 BiAmoBiTHUMH
(hyHKITIOHATEHUMH MOKIIUBOCTSIMH 11 aIarTailii, ska CTBOPIOETHCS B pe3yiabTaTi podotn @b A02
(npukian Takol apXiTeKTypH mjas cuctreM MARS HaBeneHO Ha PUCYHKY 5);

- aneopumm ynpaeninnus (Control) podororo @b A03, sk i ®b A02, BHKOPHUCTOBYE OTPHMaHy
pasirre y @b A01 Bapiabensny FODA (Domain) mozaens Busnaueroi IIpO (muB. 1. 3.2), a TAKOXK
nepenbadae po3poOKy Ta 3acTOCYBaHHS BimoBinHoi Mo DSL;

- wmexanizm peanizayii (Mechanism) ®b A03 norpebye y4acti y nbomy mporieci DevOps ¢axiBitis,
SIKi  3aCTOCOBYIOTH 3aC0O0HM po3poOKH Ta BuKopuctanHs DSL (Hamp., Ha MoBi Python), a takox
IHCTpyMeHTapiil uIa poOOTH 3 MOBaMHU IPOTpaMyBaHHS 3arajJbHOrO MpHU3HAYEHH:, Hamp., C++
/C#, Java ta in. (auB. OutbmI meTansHO B [17]);

- pesynomamom pobomu (Output) @b A03 € ommc anbTepHATHBHUX KOH(ITypaliii mporpaMHux
komnoHeHTiB KOC na moBi DSL, Ha OCHOBI SIKMX Te€HEPYEThCA iX BUXITHHUHA KOJ.

dopmarnizoBano MoBa DSL Bu3Ha4YaeThCS K KOPTEK HACTYITHOTO BUTIISATY
DSL = <FODA (Domain), Grammar (Lexer; Parser), Code_Generator>, 1)

ne: FODA (Domain) — 1ie mozens BapiabenbHOCTI BiactuBocteit I13 st kool KOC y newiit [TpO
(Domain); Grammar (Lexer, Parser) - 1ie HaGip Mojeseii, alropuTMiB, pecypeiB TaHUX 1 MPOrpaMHUX
KOMIIOHEHTIB, SIKi BHKOPHCTOBYIOTBCS Ul peaji3amlii BCiX IpaMaTHYHUX MpaBwi g 1mporo DSL,
BKJIFOYArOYM JIeKCHYHUU aHami3 (Lexer) i cuHTakcuunumii anamiz (Parser) st BXiZHOTO KOZy;
Code_Generator - 1me MexaHi3M TeHepallii BHXIJHOTO KOy, SKHM IEPETBOPIOE CHHTAKCHYHO Ta
CEeMaHTHYHO mepeBipeHuil ckpunT Ha DSL y mocnifoBHICTH IHCTPYKLIA MOBH HpPOTrpaMyBaHHS
3arajJibHOrO MPU3HAYEHHSI.

BaxumBo migkpecnuTh, mo BusHaueHHs DSL 3a Bupasom (1) 3abesneuye MomenbHO-KEpOBaHUN
HiIXig 10 Woro po3poOku, ToMy Imo 3aiaisHa y HeoMmy moxaens FODA (Domain) BimoOpaae Bci
CTPYKTYpHI Ta ceMaHTW4Hi ocobnmBocTi BimnoBimgHoi [IpO. VY [17] ne mpoimocTpoBaHO HA MPUKIAI
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po3pooku DSL mns [TpO «Po3ymunii OyauHOK», e HaBeneH1 KOHKPETHI (parMeHTH CKPHIITIB Ha MOBI
DSL Ta 6510KM 3reHepoBaHOro BUXIAHOTO Koay Ha MoBi C++ .

Pe3ynbTaTi eKCIIepUMEHTAIBHOTO TociikeHHs [6,17] Bukopuctanus moBu DSL mis aBTomatu3zariii
3acrocyHkax g [IpO «Po3ymHmii OyTMHOK» TOKa3aJIH, 110 TAKUM IIITXOM 3a0€31eUy€eThCS 3POCTAHHSI
e()eKTUBHOCTI IIUX IMPOoIleciB mpudIu3HOo Ha 16,8%.

3.5 ®yuknioHanbHmii 610K “/IuHamMiuyHe HATAITYBaHHSA Ta cynpoBin komnonenTis [13 KOC”

3aximoyHUM eTarnoM 3actocyBaHHs 3amporonoBaHoi IIT, skuit € HeoOximaum y XKL T13 KOC,
BpaxOBYIOUHM 3MiHHM y BUMOTaX iX KOPUCTYBaUiB, € 3aJja4a IMHAMIYHOTO HANAIITYBaHHS KOH(pIrypamii i
MPOrpaMHUX KOMITOHEHTIB Y mpotieci cynpoBoay BianosingHoi KOC. s 1 epeKTUBHOrO BUPIIICHHS
TaKOX JOIUIBHO 3aCTOCYBAaHHS IHTEICKTYaJIbHUX METOJIB 1 TEXHOJIOT1H, 30KpeMa, OJHUM 3 MOXKJIUBUX
BapiaHTIB € BHKOPHCTaHHS pEKOMEHAalliifHuX cucteM (recommender system - RS) [18], ski
3a0e3MeuyoTh HAaKOMTUYEHHSI Ta IMOJANIbIIe ONpaIOBaHHS KOHCOMiToBaHoi iH(opmarii npo cran KDC,
0 YMOXIUBIIIOE JWHAMIYHE HaNaIITYBaHHs ii (YHKIIOHAy JJisi PI3HUX TPYN KOPHCTYBadiB y
BIJIIIOBITHOCTI 31 3MiHAMY B HABKOJIMIITHLOMY CEPE/IOBHII. ¥ KOHTEKCTI IbOT'0 IOCTIKEeHHS_(popMasbHe
Bu3HaueHHs RS Moxke OyTu momano y HactynHui crocio [18]:

1) mexaii U — mne € muHoxwuna kopuctyBauiB KOC, C — 11e € MHOKMHA BCiX ii MpoOrpamMHHX
KOMIIOHEHTIB, SIKi MalOTh TakKi (PYHKIIIOHAIbHI BJIACTUBOCTI, 1110 BiJOBIIaI0Th BUMOTaM MHOXHHHM Ti
kopuctyBauiB U € U, a mHoxunaa R € C — 1e € pamKUpyBaHWI CIHCOK MiJIMHOXHHH TaKUX
KOMIIOHEHTIB, I' €R , - 11¢ € TICBHHMI KOMIIOHEHT y CITUCKY R;

2) pe3ynbTat 3actocyBaHHs RS mossrae B Tomy, 1106 3a0e3neuntu BUOIp I' € R TakuM unHOM, abu

11e MAaKCHMaJIFHO TIOBHO BiJIITOBiaJI0 BUMOTaM MIEBHOI TPy KopucTyBadiB: U € U;

3) Tomi sximo E — I1e messka METPHKaA OIIHKH 3a0BOJIEHOCTI meBHoro Kopucrysada 113 KOC, a f (r,u)
e (yHKISA OIMIHKKA Ba)KJIMBOCTI PEKOMEHJAIll OKPEMOTO KOMIIOHEHTY I € R i BHU3HAYEHUX
KopucTyBadiB U € U, To nmpo0iiemMa reHepallii pekoMernaaiii B RS Moxe OyTH mofaHa siKk BUPIIIEHHS
3a/1a4i ONIYKY MAaKCUMyMYy 1iboBoi pynkuii  f(r,u) = E - max.

Bci i 3aBmanns y 3araneHii cxemi IIT (muB. pucyHok 3) Bupimrye @b A04, anroputM poOOTH SKOTO
CIPOILEHO MOYKE OYTH MOSICHSHUH y HACTYITHUH CI10Ci0:

- exionumu oanumu (Input) s ®b A04 e omuc aasTepHATHBHUX (MIHJIHBHMX) KOHGITyparrii
nporpaMuux kommoHeHTiBE K®C na moBi DSL, a Takok MacHMBM KOHTEKCTHHUX JaHHUX, SKi
BimoOpaXkaloTh CTaH cepeAoBUINa (YHKIIOHYBaHHS IIi€i chcTeMH Ta HasBHI morpebu (abo
MaiOyTHI Blofo0aHHA) 11 KOPUCTYBaYiB;

- aneopumm ynpasninns (Control) po6ororo @b A04, sk i @b A02 ta @b A03, BUKOPHCTOBYE
orpumany panirre y @b A0l Bapiabensny FODA (Domain) mozens Buznauenoi I[IpO (auB. .
3.2), a Takox mependavae 3aCTOCYBaHHS METOJIIB 1 TEXHOMNOTIH RS, TakuX sk, HAPUKIIAJ, CIiJIbHA
dinsrpamis (collaboratibe filtering), knacrepusartisi, N-mipHa TeH30pHa (hakTOpH3allis Ta AEsIKi
in. [19];

- wmexanizm peanizayii (Mechanism) ®b A04 mnepenbayae ydactsh y 1bOMy Tporieci (axiBiliB 3
npaktuk DevOps, siki 3aCTOCOBYIOTH IHCTPYMEHTaIbHI 3acobu po3podku RS, 30kpema, mpoekTn
3 BIIKpUTHM KOI0M, Taki sik Racoon, LensKit for Python, CARSKit (auB. 6inbin geransho B [18]),
KpiM TOTO, AJIsl pealizamii po3MIlIeHHsI MPOrpaMHUX KOMIIOHEHTIB OOpaHOl y Takui crocio
KOoH(iTypaIlii MatoTh OyTH 3aCTOCOBaHi Pi3HiI TEXHOIOT1l KOHTeHHepu3arrii [4];

- pesyromamom pobomu (Output) ®b A04 € oOpana KoH]Irypalisi HPOrpaMHUX KOMIIOHEHTIB
K®C, sxi BianoBigaroTh HEBHUM KPUTEPIAM SKOCTi (PYHKLIOHYBAHHS LIJIbOBOI CHCTEMHU.

Ha pucynky 6 HaBemena UML pmiarpama BapiaHTiB BHKOpHCTaHHS TecToBoi RS, ska Oymna

po3pobiieHa Ha OCHOBI mHpoekTy 3 Biakputum komomM CARSKit s 3abGesrnedeHHs AWHAMIYHOTO
HaJAIITYBaHHS CUCTEMHHUX KOH(irypaniil y 3acrocynkax i IIpO «Po3ymuuit Oy quHOK».
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Puc. 6 - Cyenapii suxopucmanns RS ons nanawmyesanns xonghizypayiii cucmemu « Posymnuii 6yOuHox»
Fig. 6 - RS usage scenarios for configuring the “Smart Home” system.

PesynbTaTi eKcriepMMEHTANBLHOTO JIOCTI/KEHHSI OMIHKH TOYHOCTI allTOPUTMIB TPOTHO3YBAaHHS
noTpioHux koHOirypamiit KOC i3 3acrocyBanHsam TexHosoriii RS nokazamu [19,20], mio Takum nuisixom
3a0e3Me4y€eThCs 3pOCTaHHS TOYHOCTI MPOrHO3YBaHH: MpuOIn3HO Ha 24,2%.

3.6 EMnipuunmii miaxin 10 BU3HAYEHHs CyMapHOi OiHKH NiABUIIeHHs sikocTi mpouecis JKII I13
K®C y pe3yabTaTi 3acTocyBaHHs 3anpononoBanoi II'T

JLtst oTpuMaHHS CyMapHOi OITIHKY MigBHIIEHHS stkocTi mmporteciB K1 KOC, mo moxe 0yt oTprMana
3 BHKOpHUCTaHHAM po3poOienoi IIT (muB. m. m. 3.1-3.5), mpoOIOHY€eThCS BpaxoBYBaTH NEsSKi HasBHI
EeMIIIPUYHI TaHi PO CepeIHI MUTOMI IIPOSKTHI BUTpaTH Ha ocHOBHUX eramax 1K I13.

3okpema, y BimoMiit poboti [21] HaBeneHO y3arambHEHI CTATHCTUYHI JaHi 3 WX MMWTaHb, HA OCHOBI
SIKHX MOYKJTMBO BU3HAYUTH BiIITOBIHI KOS(DIITIEHTH MATOMOI Bardl (BaXKJIMBOCTI) JUTSI 3HAYEHB JIOKATLHUX
OITIHOK IMOKa3HUKIB SKOCTI mporieciB Ha ocHoBHUX eTamnax JKII I13 KDC, a came:

* uis das3u cnenudikaiii Bumor (20% BuTpar): K:1=0,20 2),
* uis1 (ha3u apXiTekTypHOro npoektyBanus (15% surpat): Kz = 0,15 (3),
* uis1 a3 po3podku (25% BUTPAT): Ks=0,25 4),
* JUIs TeCTYBaHHS Ta po3ropranus (40% BHUTpaT): Ks=0,40 5),

ne cyma 3Ha4deHb Ksym inx koedirienTis (K1-Ka)aopiButoe omunnii: Ksum = 0,20+0,15+0,25+0,40 = 1,0.

Tomi, BpaxoByIOUH 3HAUEHHS JIOKAJTHHIX ITOKa3HUKIB SKOCTI mporieciB okpemux eramiB XKL 113, ski
HaBeneHi y 1. 1. 3.2-3.5 (y %), Ta BUKOpUCTOBYIOUH KoediuieHTH 3 BUpasiB (2) — (5), cymMapHy cepeaHto
OILIHKY MiJABUIIEHHS SKOCTI mporieciB po3podku 13 KOC Qsym MOKHA po3paxyBaTh HACTYITHHM YHHOM:

Qsum = Ki * 21.1% + Ky * 28.3% + K5*16.8% + Ky 24.2 % =
= (0.20 » 21.1 + 0.15 * 28.3 + 0.25+16.8 + 0.4 24.2) % = 22.4 %. (6)

3anponoHOBaHUH MiaXia €, 6e3nepedHo, eMIIPUYHUM 33 CBOEIO MPUPOJIOIO, 1 OTpUMaHa omiHKa (6)
CYTTEBO 3aJIKUTh BiJl HASIBHUX CTATUCTHYHMX JIAHUX IOJI0 TPOSKTHUX BUTPAT HA BCIX OCHOBHUX €Tarax
XKL I13. ¥V sikocTi OLIBII TOYHOrO MeXaHi3My IUis il BU3HAYEHHS MOXKe OyTH 3aCTOCOBaHHUU OJVH 3
ICHYIOUHX CTPYKTYPOBAaHHX METO/IB IPHUUHSATTS OaraTOKpUTEPiaTbHUX eKCIIEPTHUX PillleHb, HAITPUKIIA],
MeToJ aHanizy iepapxiit (Analytical Hierarchy Process) [22].

4 BHCHOBKM Ta HAPSIMKH NMOAATBIINX JOCTiIZKeHb

VY npoMy JOCHIIKEHHI pO3IIIsIHyTa aKTyalbHa HAYKOBO-TEXHIYHI 3a/1a4a PO3POOKH 1HTENEKTYaIbHOL
inpopmaniitnoi texnoiorii (IIT), sika 3abe3nedye HacKpi3HY HiATPUMKY BJIACTUBOCTEH MIHJIMBOCTI
MPOEKTHUX aKTHWBIB Ha BCiX ocHOBHUX (azax XKL K®C i mo, y KiHIEBOMY paxyHKY, J03BOJISE
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MiABUIIUTH TOKa3HUKH SKOCTI KPUTHYHO BaXKJIMBHX MPOLIECIB PO3POOKH Ta CYMPOBOIY TAKHUX CHCTEM.
Ha ocHOBI MeTOAOMOTiYHOrO y3araJbHEHHS BXKE OTPUMAHUX paHillle HAYKOBHUX Ta MPaKTUYHUX
pe3yabTaTiB, po3podiieHa cTpykTypHO-pyHKIioHanbHa cxema IIT B HoTamii IDEFO, ska inTerpye okpemi
3HaHHS-OpPIEHTOBaHI MOJIENi, METOAW Ta IHCTPYMEHTalbHI 3aco0M Ui 3a0e3MeueHHs BIaCTHBOCTEH
BapiabenbHOCTI, aJanTUBHOCTI, KOH(ITypyBaHHS Ta HACTPOIOBAHOCTI MPOESKTHHUX PIllICHb Ta MIPOrpaMHUX
kommoneHTiB KOC BimnoBigHO Ha eramax JOMEHHOTO iHKHUHIPHUHTY, apXiTEKTypHOTO MPOCKTYBaHHS,
KOHCTPYIOBaHHsI KOy Ta cympoBoAy kommnoHeHTiB ii [I3. IIpoBemeHi mporpamui eKCepHMEHTH Y
pea’bHHX TMPOEKTaX 3 PO3POOKH Ta CYNPOBOAY 3aCTOCYHKIB «Po3yMHHMI OyIMHOK» Ta TPOTOTHUILY
MOOLJIBHOI CHCTEMH JIOTTOBHEHOI PeayIbHOCTI MOKa3ali MOXIIMBICTh Ta JOBENU JIOUIBHICTH CTBOPCHHS
HackpizHoi IIT, ska miATpUMye BIACTHBOCTI MIiHJIMBOCTI CHCTEMHHUX pillieHb Ha pizHux dazax XKL I13
K®C im0, B cBOIO yepry, J03BOJISIE MIJBUILUTH PIBEHD SKOCTI TAKMX CHCTEM Yy cepeqHboMy Ha 22,4 %.

Y SKOCTI MOJANBIIUX HAMPSAMKIB JOCHII/DKEHb MO Iil MPOoOJeMaTHIll MOXKJIMBO 3alpOINOHYBATH
PO3pOOKY Ta eKCIEpUMEHTANILHY TEPEeBIpKY MOKIMBOCTEH 3aCTOCYBaHHS aJbTEPHATHBHUX MOJCIBHO-
TEXHOJIOTTYHUX KOMIUICKCIB JUIsS IMiJIBUIICHHS IHTEIEKTYyaJIbHOTO PIBHS TMPOLECIB HA BCiX OCHOBHHX
eramax JKII I13 KOC, 3 MeTor0 oTpUMaHHS KEpOBaHOTO cuHepreTHuHoro edexry [1,2] mis migBuieHHs
SIKOCTi ()YHKI[IOHYBaHHS TAKHX CHCTEM.
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Intelligent information technology to support changeability in software life
cycle processes of cyber-physical systems

Actuality. The development of software for cyber-physical systems (CPS) should take into account the specific features of their
construction and operation, which supposes to support a changeability of project assets and system solutions at all main stages
of their life cycle (LC). Solving these problems is impossible without the usage of intellectual methods and tools, and therefore
the topic of this study is the actual scientific and technical task.

Goal. The aim of this work is to develop the intelligent information technology (1IT) that provides end-to-end support for the
changeability of project assets in all major phases of the LC CFS, which finally has to improve the quality indicators of critically
important development and maintenance processes of such systems.

Research methods. Based on a critical analysis and methodological generalization of some previously obtained scientific and
practical results, the structural and functional scheme of IIT has been developed, which integrates some knowledge-oriented
model-technological tools, which allows to ensure support for the properties of variability, adaptability, configuration and
adjustability of design solutions and software components of the CFS at their LC stages such as domain engineering, architectural
design, code construction, and maintenance of their software components.

Results. Using the examples of Smart home systems and mobile augmented reality systems development, some essential features
of the CFS’s construction and operation have been studied, and the methodological basis for a knowledge-oriented software
development of such systems has been formed. The generalized IIT scheme in IDEFO notation has been proposed, its main
functional blocks have been defined, software experiments have been conducted, and quantitative metrics are calculated, that
shows the total increase in the quality indicators of software development and maintenance processes by approx. 22,4%.
Conclusions. The presented studies confirmed the feasibility of using knowledge-oriented models, methods and tools for the
development and maintenance of CFS software, and the possibility to design the end-to-end intelligent information technology,
which supports the properties of changeability of project assets and system solutions at the main phases of the LC CFS, that, in
turn, allows to significantly processes quality improving in creation of such systems.

Keywords: intelligent models and methods, cyber-physical system, software, life cycle, information technology, changeability,
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XAl Optimization for Low-Latency Neural-Based Intrusion Detection
Systems in Network Environments

Relevance. In contemporary network environments, deep learning-based intrusion detection systems (IDS) provide significant
improvements in detecting complex and evolving cyber threats. However, their practical deployment in real-time applications is
severely limited by computational complexity, latency, and a lack of interpretability, commonly referred to as the "black-box"
problem. Integrating eXplainable Artificial Intelligence (XAI) methods into IDS is crucial for enhancing the transparency,
trustworthiness, and operational effectiveness of security systems. Goal. The aim of this research is to explore and optimize XAl
methods to achieve low-latency, explainable neural-based intrusion detection systems suitable for real-time network traffic
analysis, thus balancing interpretability with computational efficiency and detection accuracy. Research methods. The study
conducted a systematic review and comparative analysis of existing deep learning (DL) models (CNN, LSTM, GRU,
Autoencoders, CNN-LSTM hybrids) and prominent XAl techniques (SHAP, LIME, Integrated Gradients, DeepLIFT, Grad-
CAM, Anchors). Optimization strategies were proposed, including hardware acceleration, lightweight gradient-based attribution
methods, hybrid architectures, and selective explanation strategies. Empirical validation was performed on standard datasets
(CICIDS2017, NSL-KDD, UNSW-NB15). The results. The analysis revealed that gradient-based attribution methods
(DeepLIFT, Integrated Gradients) are optimal for real-time IDS due to minimal latency and high fidelity. Hybrid explainable-
by-design frameworks, specifically CNN-LSTM models enhanced with attention mechanisms (ELAI framework), demonstrated
significant performance gains with detection accuracy exceeding 98% and inference times below 10 ms. Optimized methods
notably improved zero-day attack detection rates up to 91.6%. Conclusions. The research successfully demonstrated practical
methods for integrating explainability into real-time neural-based IDS, significantly enhancing both detection performance and
decision transparency. Future research should focus on standardizing evaluation metrics, refining attention-based models, and
extending these optimization approaches to other cybersecurity applications.

Keywords: cybersecurity, intrusion detection system, deep learning, explainable artificial intelligence, real-time detection,
anomaly detection, neural networks, XAl optimization.
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1. Introduction

In the digital age, cybersecurity — the practice of protecting systems, networks, and confidential data
that is coursing through them from unauthorized access, damage, and hijacking — has become an essential
part of any organization’s security policy. As time progresses, the reliance of individuals, organizations,
and governments on digital infrastructure increases. Consequently, it is crucial to ensure the
confidentiality, integrity, and availability (CIA triad) of data.
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This is an open access article distributed under the terms of the Creative Commons Attribution License 4.0.



https://doi.org/10.26565/2304-6201-2025-66-02
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://orcid.org/0009-0004-9337-5836
https://orcid.org/0000-0002-9995-9590
https://doi.org/10.26565/2304-6201-2025-66-02
https://doi.org/10.26565/2304-6201-2025-66-02

ISSN 2304 -6201 Bulletin of V.N. Karazin Kharkiv National University
20 series Mathematical modeling. Information technology. Automated control systems issue 66, 2025

To safeguard sensitive information from a rapidly expanding array of cyberattacks, including the most
recent “zero-day” and “slow” attacks, it is imperative that each organization establish a multilayered
cybersecurity system, which includes intrusion detection systems (IDS). An intrusion detection system
(IDS) scans for malicious activity or unauthorized access through analysis of traffic dynamics,
applications and session behavior, and signature-based features. By emphasizing anomalies and
recognized attack patterns, IDS alerts help organizations promptly address possible security risks [1].

As the volume of network traffic increases and cyberattacks become more sophisticated, conventional
IDS systems, including signature-based and anomaly-based mechanisms, become less effective in
detecting intrusions. Currently, approximately 50% of startups disclose experiencing information theft,
underscoring the urgency of robust IDS solutions in institutional security frameworks [2].

The integration of machine learning (ML) and deep learning (DL) technologies with IDS systems
allows us to significantly enhance the efficiency and classification accuracy of security systems. By
utilizing a wide range of ML and DL models with varying characteristics, cybersecurity personnel can
create IDS systems that are unique in their ability to perform specific tasks and guarantee the highest
level of data protection for each distinct network.

In order to determine whether network traffic is normal or demonstrates indicators of potential
malicious activity, machine learning techniques employ algorithms such as decision trees, K-nearest
neighbors, and support vector machines (SVMs). These methods significantly enhanced detection rates
in comparison to conventional solutions upon implementation; however, ML-based IDS systems were
still incapable of managing high-dimensional and imbalanced data. Their reliance on centralized data
storage and transmission has resulted in substantial privacy and security vulnerabilities. Two additional
challenges to the development of effective ML solutions are the vast quantity of network information and
the prevalence of imbalanced data sets. Minor but critical attack types are underrepresented and simply
insufficient for proper training. While there are numerous preprocessing techniques, feature selection
methods, and ensemble strategies available to improve performance, they are insufficient to guarantee
highly accurate detection when it comes to capturing the complex patterns and relationships present in
network traffic data. Therefore, researchers initiated the development of more complicated deep learning
algorithms, which have demonstrated an exceptional ability to learn hierarchical representations from
high-dimensional data [3, 4].

Acrtificial neural networks have recently garnered significant attention for their potential to improve
IDS systems. For instance, convolutional neural networks (CNNs) performed exceptionally well in the
identification of spatial features — correlations and relationships within data at a specific time. Conversely,
recurrent neural networks (RNNSs) had proven to be more adept at detecting temporal features — patterns
and sequences across data over time. Several studies have illustrated the successful implementation of
deep learning techniques in network intrusion detection, either independently or as part of ML/DL hybrid
systems. More recently, researchers have examined the use of advanced deep learning architectures,
including long short-term memory (LSTM) and gated recurrent unit (GRU) networks, for intrusion
detection in network traffic data [5]. These models demonstrated a high level of ability to capture temporal
dependencies in sequential data, which is particularly important when examining network traffic.

Despite their numerous benefits, the DL technologies have significant issues that must be resolved
before they can be widely implemented in IDS systems. The deployment of complex deep learning
models, such as LSTM, is restricted in real-time or high-throughput environments, such as backbone
networks, due to their resource-intensive and slow nature. In addition, they may be highly vulnerable to
adversarial inputs, be challenging to scale, or require the implementation of specialized techniques to
identify rare but critical attack patterns. DL IDS systems’ biggest shortcomings, however, are their high
latency, low throughput, and inability to be explained [6].

Processing large-scale traffic flows, particularly in real-time operations, is restricted by the
computational complexity and high resource consumption of DL architectures. DL-based IDS systems
are frequently treated as “black boxes” by both developers and users due to their inability to clarify their
inference processes and final results. This lack of transparency hinders forensic analysis, complicates
auditing and compliance processes, and reduces the overall trust in automated security decisions made by
DL models.

eXplainable Artificial Intelligence (XAIl) approaches can be integrated into the DL-based IDS
frameworks to enhance transparency and interpretability and to facilitate a more comprehensive
understanding of model decisions. Transparency helps build trust in Al-driven frameworks by explaining
the logic behind some outcomes, which is essential for meeting legal and regulatory requirements [7].
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However, despite XAl technologies offering a promising solution to the explainability problem, the
most popular methods, such as SHAP and LIME [8], are computationally expensive and not well-suited
for real-time deployment. Their reliance on repeated model evaluations or surrogate approximations
significantly increases latency, making them impractical for high-throughput environments where fast
decision-making is critical.

This research attempts to come up with a proper solution for integrating explainable Al techniques
into deep learning-based IDS models in a way that preserves low latency and high throughput while
maintaining sufficient interpretability for real-time security decision-making.

2. Objective of the study and research tasks

The primary objective of this study is to explore and evaluate optimization strategies for integrating
explainable artificial intelligence (XAI) into deep learning-based intrusion detection systems (IDS)
operating in real-time network environments. The goal is to balance detection performance,
computational efficiency, and interpretability to enhance trust and operational usability.

To achieve this objective, the following research tasks are defined:

- toreview existing explainable Al methods (e.g., LIME, SHAP) and analyze their applicability to
IDS;

- to identify the main challenges of implementing XAl in low-latency, high-throughput intrusion
detection systems;

- to compare traditional (offline) and real-time XAl approaches in terms of performance,
scalability, and explainability;

- toinvestigate potential optimization strategies for deploying XAl in real-time DL-based IDS;

- to propose conceptual guidelines for integrating interpretable components into deep IDS models
without compromising detection speed and accuracy.

3. Review of existing DL models and XAl methods suitable for real-time IDS systems

3.1. Deep learning models for real-time intrusion detection

DL technologies have the potential to significantly improve intrusion detection systems by removing
the primary limitations of traditional methods. In contrast to signature-based IDS, which fail to identify
emerging threats, deep neural networks automatically identify intricate patterns from raw network data,
thereby capturing non-linear feature relationships without the need for manual feature engineering. This
allows DL-based IDS systems to detect both known attack signatures and previously unseen or evolving
attack patterns with greater accuracy and adaptability. Simply put, deep learning improves on previous
methods' high false alarms and blind spots for novel attacks by enabling more precise, flexible, and
comprehensive threat detection in IDS [4].

In order to effectively prevent the intrusion, it is crucial to immediately identify any potential
anomalies and unusual behavioral changes in the network traffic. As a result, the faster the IDS system
operates, the greater is the chance of stopping an attack before it fully corrupts the network. The most
effective approach for the majority of contemporary networks is to implement real-time DS systems that
can immediately process traffic and identify changes in the present.

Deploying an IDS in real-time operational networks imposes strict requirements on both the system
and the DL models used in it. Key demands include the following:

1. Low detection latency. The IDS system must analyze traffic and detect intrusions with minimal
delay (near-instantaneously) to prevent or contain attacks as they occur. Real-time network applications
require ultra-low latency processing; even minor delays in traffic analysis can degrade an IDS’s
effectiveness [9].

2. High throughput and scalability. It is critical that the real-time IDS system be able to handle large
volumes of continuous network data (high bandwidth traffic) without becoming a bottleneck. This implies
that the detection DL model must be capable of scaling to high-speed networks and large data streams,
processing events in milliseconds, and maintaining a pace with network line rates. As networks expand,
the IDS system must ensure that it operates efficiently in heterogeneous or distributed environments.

3. Computational efficiency. To operate in real time, the algorithms must be resource-efficient. Deep
models with extremely high complexity (e.g., very deep CNNs or LSTMS) can require a large amount of
computation time and may be too heavy for real-time use on limited hardware. Real-time IDS systems
often require optimizing or simplifying their models (or utilizing hardware acceleration) to satisfy time
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constraints. In particular, in 10T or edge scenarios, DL models must operate within limited CPU/memory,

which is why lightweight or optimized models are preferred.

Table 1. Comparison of deep learning models for intrusion detection in real time [11, 12]
Tabnuysa 1. lopigusanna mooenell 21ubOK020 HABYAHHSA OIS 8UABNICHHS 8MOPeHeHb y peanvhomy yaci [11, 12]
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4. High detection accuracy. Even under speed constraints, a real-time IDS system is expected to
accurately distinguish attacks from normal traffic. Reliability is crucial — high true positive rates and low
false positives ensure the system’s rapid alerts are trustworthy. As a result, the DL model should strike a
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balance between speed and accuracy, giving operators accurate and timely detection results without
overloading them with false alarms.

In order to meet these requirements, researchers implement streaming architectures and optimizations.
For example, integrating DL models into frameworks such as Apache Spark Streaming or using a unified
Kappa architecture [10] can enable continuous, low-latency processing of network data. In practice, real-
time IDS performance may be achieved through the use of model compression, parallel processing, or
ensemble methods that enhance accuracy while maintaining a millisecond time budget.

While numerous DL models have been integrated into IDS systems, only a small number are
particularly well-suited for real-time detection due to their capacity to balance efficiency and speed. The
main DL models and their attributes in an IDS context are summarized in Table 1 [12].

For real-time deployment, DL models must balance speed, throughput, and precision with operational
constraints.

CNNs offer rapid, parallelizable inference suitable for high-throughput detection of structured attack
patterns, making them highly appropriate for real-time IDS, though lacking in temporal analysis. LSTMs
excel at modeling temporal attack sequences, like slow-moving threats, but require considerable
computational resources, limiting their real-time practicality unless optimized [11]. GRUs provide a
computationally efficient alternative to LSTMs, capturing temporal dependencies effectively with lower
latency, thus being more suitable for real-time IDS. CNN-LSTM hybrids achieve an optimal balance of
spatial and temporal pattern recognition, delivering high accuracy and real-time deployment feasibility
with minimal latency [12]. Autoencoders, capable of unsupervised anomaly detection, are beneficial in
real-time IDS for identifying zero-day threats but may generate false alarms and lack detailed attack
classification [11]. DNNs, although limited in complex feature detection, offer near-instantaneous
inference suitable for initial screening in ultra-high-speed IDS pipelines [12].

The comparative analysis of DL models upon their integration into IDS systems is shown in Table 2
[11]. There are advantages and disadvantages to each deep learning model in terms of complexity,
accuracy, and speed. The most appropriate option frequently is determined depending on the deployment
constraints and the prioritized attack characteristics that are intended to be countered. CNN-LSTM hybrid
DL-based IDS have been demonstrated to enhance detection rates while maintaining real-time operation
by employing streaming-friendly architectures and carefully balancing the workload.

Table 2. Comparative analysis of deep learning models for intrusion detection [11]
Tabnuysa 2. lopisusanvruil ananiz mooenell 21uboK020 HABYAHHS Olisl UABNIEHHS mopeHens [11]

Model Accuracy (%) Precision Recall Dataset Used
CNN 96,8 0,95 0,94 CICIDS2017
RNN 95,2 0,93 0,91 NSL-KDD
LSTM 97,1 0,96 0,95 BoT-loT
Autoencoder 94,5 0,91 0,90 N-BaloT
Hybrid CNN-LSTM 98,3 0,97 0,96 | Custom Mixed Dataset

All the DL models mentioned have the potential to be integrated into real-time IDS systems,
contingent upon the identification of the priorities and necessary characteristics of the systems.
Nevertheless, some optimization may be necessary before that.

3.2. Explainable Al methods and their potential to enhance trust in DL-based IDS systems

Deep learning models pose one of the greatest challenges in deploying them in actual IDS use due to
a lack of interpretability. IDS have to rely on deep learning algorithms that lack transparency despite their
high accuracy, creating a “black box” effect that can hinder the analysts’ understanding of their decision-
making processes. Simply put, despite the high accuracy of detection, these systems provide little to no
insight into why certain decisions were made.

“Black-box™ status of DL models means that security professionals struggle to understand the
reasoning behind alerts, which is important to trust the system and respond appropriately. Uninterpretable
IDS can lead to high false-alarm rates and missed threat patterns, since security teams cannot easily verify
or refine the model’s decisions.
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Explainable Al (XAl) addresses this challenge by making IDS decisions more auditable. XAl is a fast-
growing area of research with the goal to enhance the transparency and trustworthiness of Al systems.
For IDS, XAl methods are being applied to yield:

1. Decision-making process visualizations, which can assist security analysts in determining how an
IDS model reached a specific decision.

2. Feature importance analysis, which identifies which features (e.g., packet size, traffic volume) were
most important for the model’s prediction.

3. Interpretability models, e.g., decision trees or rule-based systems, that can provide explanations in
a human-readable format [13, 14].

By providing human-understandable explanations for each detection, XAl enables analysts to see
which features or behaviors influenced an alert, thereby enhancing trust and clarity in decision-making.
For example, an XAl-enhanced IDS might show that an unusually high volume of traffic on a rare port
was the key reason a session was classified as an attack. Such insights allow security teams to validate
alerts, reduce false positives, and confidently act on the system’s recommendations.

A range of XAl methodologies has been applied within IDS frameworks to enhance transparency,
each offering distinct advantages and facing unique challenges. Among these, SHAP (Shapley Additive
Explanations) and LIME (Local Interpretable Model-Agnostic Explanations) are widely regarded as
effective post-hoc, model-agnostic techniques for elucidating complex models like deep neural networks
[15].

Table 3. Comparison of XAl methods for real-time IDS suitability [15, 16, 18, 20, 21, 22]
Tabnuysa 3. Hopigusanna memoodie XAl wooo npuoamuocmi ons |DS peanvnozo uacy [15, 16,
18, 20, 21, 22]
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SHAP provides consistent and thorough feature attribution but its computational complexity limits its
suitability for real-time IDS scenarios [15, 16]. LIME offers intuitive per-instance explanations beneficial
for auditing individual alerts but is similarly constrained by computational latency [15, 18]. Saliency
Maps and Grad-CAM are fast visual methods suited for real-time use due to their low computational
overhead [20]. Integrated Gradients (IG) and DeepLIFT efficiently deliver faithful, low-latency
explanations highly suitable for real-time IDS implementations. They are precise and are applicable to
any differentiable DL-based IDS, but they require access to the neural model’s internals [21]. Anchors
produce intuitive, high-precision rules but their computational cost in deriving optimal rules limits real-
time applicability unless simplified rules are used [22].
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Fig. 1. Schematic representation of the SHAP value framework in a machine learning context [17]
Puc. 1. Cxemamuune npeocmaenenns cmpykmypu gpeimsopry SHAP y konmexcmi mawunnozo naguanus [17]

When integrating XAl methods into a real-time IDS, several key criteria determine their suitability:

1. Fidelity (Faithfulness). This refers to how accurately the explanation reflects the actual decision
process of the original model. A high-fidelity explanation will highlight the truly important features in
the model’s internal reasoning. For example, if the IDS’s DL model bases its decision mainly on feature
X, a faithful XAl method should assign the highest importance to X in its explanation. Low-fidelity
explanations can mislead analysts by emphasizing the wrong factors, so measuring an XAl technique’s
fidelity to the DL model is crucial. Some studies quantify fidelity by checking how model predictions
change when the top-ranked features from the explanation are removed or perturbed. In an IDS context,
faithfulness ensures the explanations are truthful proxies of the complex model — a necessary condition
for trust.

2. Human Interpretability. Even if an explanation is faithful, it must be understandable to a human
analyst. Interpretability involves the simplicity and clarity of the explanation — e.g., using a small number
of features, natural language descriptions, or visual aids that a person can quickly grasp. A highly
interpretable explanation might be a short rule or a concise list of the top 2 or 3 features influencing a
decision, rather than a dense list of 20 parameters. For IDS analysts under time pressure, explanations
should ideally be simple, clear, and domain-relevant. Techniques like Anchors and decision trees score
well on human interpretability, since they produce “if-then” rules and clear decision paths, respectively,
whereas something like a raw saliency map or a long list of Shapley values may need more interpretation
[22]. In practice, usability studies have found that providing transparent and visual explanations, such as
charts of feature contributions or highlighted traffic traces, improves analysts’ trust and speeds up their
validation of alerts.

3. Computational Overhead. The extra processing time and resources required to generate
explanations are a major concern for real-time systems. Some XAl methods, especially post-hoc
techniques, can be computationally intensive. For instance, SHAP often requires evaluating the model
multiple times on various feature subsets or background samples, and LIME needs to generate many
perturbed samples to fit a local surrogate. These methods can significantly slow down the alert pipeline
if used on every single event. Overhead is typically measured in terms of added latency per prediction or
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CPU/GPU usage. In a high-throughput IDS, an XAl method with heavy overhead might not be practical.
Therefore, a suitable XAl for real-time IDS should minimize computation — using efficient algorithms,
sampling strategies, or by leveraging hardware acceleration. Research in explainable IDS frequently
emphasizes the need for lightweight explainability approaches that don’t degrade the system’s
performance.

4. Real-Time Feasibility. This criterion is related to overhead but focuses on whether the XAl method
can deliver explanations within the time constraints of an operational environment. A real-time IDS may
need to flag and explain an alert within milliseconds to seconds. Thus, methods that require lengthy
processing or cannot keep up with streaming data are less feasible. Real-time feasibility also considers if
the explanation can be generated on-the-fly for each alert or if it requires batch or offline processing. For
example, a method that pre-trains an interpretable surrogate model might be feasible if that surrogate can
then produce instant explanations during operation [15]. In contrast, an approach that must solve an
optimization or search problem per event — as some anchor-based or perturbation methods do — might
struggle in real time. Ultimately, achieving real-time explainability often involves a trade-off between the
depth of the explanation and the speed of generation. Ensuring feasibility might involve simplifying the
explanation, using approximate but faster algorithms, or only explaining a subset of events rather than
everything.

Not all explanation techniques are equally practical for a real-time DL-based IDS. Techniques that
offer low latency and high clarity are generally more suitable.

1. Gradient-Based Attributions methods — Saliency, Integrated Gradients, and DeepLIFT — are
typically favored for real-time use because of their computational efficiency. They piggyback on the
model’s own backpropagation, typically requiring only one pass through the neural network to calculate
feature importances. For instance, computing an integrated gradient or a DeepLIFT attribution for an
input can be done quickly on modern hardware [21].

In comparative evaluations on an LSTM-based IDS, gradient methods (especially DeepLIFT)
produced explanations with lower complexity and higher fidelity than LIME or SHAP, indicating they
capture the model’s behavior well without excessive computation. DeepLIFT in particular was found to
give consistent and reliable explanations while being faster to compute, making it a strong candidate for
real-time alert explanation.

Gradient-based attributions methods work seamlessly with common DL models such as CNNs, RNNs
and autoencoders, highlighting important features or time steps almost instantaneously. The trade-off is
that gradient-based explanations might be less intuitive in isolation, but they can be combined with
visualization or simple messaging to aid analysts. Overall, because of their high fidelity and low overhead,
saliency and gradient techniques are well-suited to explain decisions on the fly in real-time IDS systems.

2. Surrogate and Rule-Based Methods (Simplified Models) present another strategy for real-time
explainability, namely to use an interpretable model alongside or in place of the DL for certain decisions.
For example, a decision tree or a set of “if-then” rules can approximate the deep model’s behavior for
explanation purposes. These surrogates can be pre-computed (offline) to mimic the DL model on training
data then used to generate quick explanations during operation. Because a decision tree or rule set is fast
to evaluate, the explanation is essentially instantaneous at run-time. Such hybrid approaches attempt to
get the best of both worlds: the DL handles detection accuracy, while the surrogate offers human-readable
logic as explanations [15].

However, maintaining fidelity is a challenge — a too-simple surrogate might not capture complex
patterns the DL model uses. In real-time settings, one compromise is to deploy the interpretable model
for the majority of routine traffic and reserve the complex DL model with post-hoc explanations like
LIME/SHAP for more ambiguous or high-risk cases. This tiered approach can preserve performance and
provide transparency when most needed, at the cost of system complexity.

When using rule-based explainers like Anchors in real-time, scope is important: anchors can be
computed quickly if the feature space is small or if we only seek a rule for the most influential features.
They can succinctly explain an alert (e.g., “alert triggered because X and Y conditions were met”) without
overwhelming detail, which is ideal for an analyst’s quick decision cycle. The user must be cautious that
anchors — or any rule — remain accurate under evolving traffic conditions.

3. While LIME and SHAP are powerful and widely used, their direct application to every packet or
alert in a high-throughput IDS can be impractical due to their computational cost. SHAP, in particular,
though providing very insightful explanations, might take too long on complex models or large feature
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sets — potentially seconds per instance — which is untenable for systems that analyze hundreds of events
per second.

That said, there are scenarios where these methods can still contribute: for instance, TreeSHAP can
efficiently explain ensemble tree models — if an IDS uses a tree-based classifier — in real-time by
leveraging a closed-form solution. LIME can be sped up by reducing the number of perturbations or using
optimized surrogates, but it may still struggle as data dimensionality grows [15].

Therefore, in a real-time IDS, SHAP/LIME are often used selectively — for example, to explain a
handful of critical alerts or to perform periodic analysis on model behavior — rather than on every event.
They are extremely valuable in offline model evaluation or forensic analysis of incidents, helping to
understand global patterns (SHAP) and specific cases (LIME) with high interpretive richness.

The integration of XAl into IDS is critical for ensuring that cybersecurity systems are not only highly
accurate but also capable of providing explanations that human analysts can readily comprehend and act
upon. In summary, for the day-to-day, fast-paced detection, lighter methods such as gradients and simple
rules are preferable, whereas LIME or SHAP might support near-real-time workflows where a brief delay
is acceptable or as backup explainers for complex cases.

Integrating XAl into real-time DL-based IDS systems requires balancing explanation quality with
performance. Methods like integrated gradients, DeepLIFT, and saliency maps offer quick, faithful
insights into neural models’ decisions and are thus most promising for real-time IDS use. Rule-based
explanations and simplified surrogates provide human-friendly logic with negligible latency, which can
greatly aid analyst understanding when carefully aligned with the DL model. More computationally
intensive techniques like SHAP and LIME are effective in enhancing transparency and reducing false
positives, but they may need optimization or selective deployment to fit into high-speed environments.

3.3. Challenges of integrating XAl into real-time DL-based IDS systems

Real-time IDS systems face several obstacles when incorporating XAl methods. Key challenges
include computational overhead, scalability issues, accuracy-interpretability trade-offs, lack of standard
evaluation practices, and security implications of exposing model logic.

1. Latency and computational overhead is the first problem. As it had already been mentioned, many
popular XAl techniques, such as SHAP and LIME, are computationally intensive, often requiring
numerous model re-runs or complex calculations. In a real-time I1DS, generating an explanation for each
alert can introduce significant latency and CPU/GPU load. Studies confirm that post-hoc explainers like
LIME/SHAP add extra processing, which can slow down threat detection and response rates. In other
words, the IDS may become sluggish in high-speed networks because of the time spent computing
explanations. One survey notes that XAl-enhanced IDS often face “increased computational complexity
and potentially reduced performance due to the overhead of generating explanations [23].” Such latency
overhead is problematic in operational environments that demand swift decision-making to block attacks.

2. Scalability and deployment constraints are the second major issue. The heavy resource requirements
of both DL models and XAl methods pose scalability issues. Many advanced DL-based IDS models, for
example, transformers or deep CNNs, need powerful hardware acceleration, which is unsuitable for edge
deployments with limited resources [23]. Pushing complex models or their explainers to low-power
network devices can be infeasible due to memory, CPU, or energy constraints. Additionally, high-
throughput network traffic magnifies the problem — explaining every flagged event in a busy network can
overwhelm the system. Even cloud-based IDS setups struggle, as constant communication for
explanations adds network latency. Researchers highlight that real-time IDS performance suffers in high-
traffic environments when burdened with current XAl computations. In summary, without careful
optimization, XAl may not scale well to the volume and speed of data in modern networks.

3. The next concern of real-time DL-based IDS is to find balance between accuracy and
interpretability. There is an inherent trade-off between model complexity, which often yields higher
accuracy, and its interpretability. State-of-the-art IDS models like DNN or ensemble methods achieve
superior detection rates but operate as “black boxes” with opaque logic. By contrast, simpler models like
decision trees or rule-based classifiers are transparent but tend to miss subtle or sophisticated attacks.
This gap is well documented — high-performing DL models regularly forgo interpretability for greater
predictive power, whereas overly simple models can undermine detection accuracy. In practice, forcing
a complex model to be more explainable, for example, by approximating it with an interpretable
surrogate, may degrade its performance on edge-case intrusions. Studies have noted that decision-tree-
based IDS, while easy to explain, “frequently miss subtle danger behaviors, which lowers the accuracy
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of detection [24].” Balancing these concerns is difficult: analysts need to trust and understand the IDS
decisions, but not at the cost of allowing attacks to slip through due to an oversimplified model.

4. Another significant challenge is the lack of standardized XAl evaluation. There is no consensus on
how to evaluate and compare XAl methods in the IDS domain. Unlike accuracy or false-alarm rate, which
have clear metrics, “explainability” lacks a unified quantitative framework in cybersecurity contexts.
Researchers point out that without standard interpretability metrics, it is difficult to judge whether one
explanation method truly outperforms another or adequately meets analysts’ needs. This gap means each
study often uses its criteria (e.g., subjective user feedback or ad-hoc measures of explanation quality),
making it difficult to benchmark XAl techniques across different IDS implementations. The literature
emphasizes that consistent evaluation standards — such as agreed-upon interpretability scores or time-to-
insight measurements — are needed to fairly assess XAl in IDS [15]. Until such frameworks mature,
deploying XAl will involve uncertainty about how much it actually improves analyst understanding or
trust in a real-time setting.

5. The security and privacy implications should be addressed too. Integrating XAl into IDS can
inadvertently introduce security risks. Detailed explanations reveal which features or patterns led the
model to flag an attack; if such information is accessible to adversaries, they might exploit it to evade
detection. In essence, an explanation interface could become a leakage point — giving attackers insight
into the IDS’s “secrets”. For example, if an explanation consistently highlights a specific packet header
field as suspicious, a savvy attacker may alter that field in future exploits to fly under the radar. Moreover,
there are privacy concerns when explanations expose sensitive attributes of network traffic or user data.
Some XAl outputs might inadvertently disclose personal or proprietary information, contravening data
protection principles.

This is especially relevant under regulations like the General Data Protection Regulation (GDPR),
which require careful handling of any user-related data. Therefore, designers must ensure that adding
explainability does not open new attack vectors or privacy leaks. Research in this area suggests employing
privacy-preserving XAl techniques and restricting how much internal detail is shared so that trust is
improved for defenders without equipping attackers with a roadmap to bypass the IDS.

Given the above challenges, experts acknowledge the need for more efficient and tailored XAl
approaches in real-time IDS. One promising direction is the use of hybrid models or tiered strategies. For
instance, a simpler interpretable model could handle the bulk of low-risk traffic, with a complex DL-XAI
module reserved for only the most suspicious events — thereby limiting the overhead to where it’s truly
needed [15].

Another approach is to design or choose algorithms that are interpretable by design, reducing reliance
on expensive post-hoc explainers. Techniques like attention mechanisms in neural networks can highlight
important features as part of the prediction process, effectively providing an explanation with minimal
extra cost. In fact, recent IDS frameworks, such as attention-based CNN-LSTM architecture, demonstrate
that it’s possible to achieve high speed and integrate feature attribution (heatmaps) directly into the
model’s operation.

Researchers also suggest optimizing existing XAl methods — for example, using faster approximation
algorithms for SHAP/LIME or pre-computing explanation components — to fit the real-time requirements.

Overall, there is a clear consensus that new lightweight XAI solutions are required to balance
transparency with performance. Many researches stress developing explainability techniques that incur
minimal delay and can scale so that future IDS can be both highly accurate and explainable without
sacrificing low latency [15].

4. XAl optimization strategies for low-latency IDS systems

Realizing low-latency, explainable intrusion detection requires innovative approaches that minimize
the overhead of explanations while preserving or even enhancing detection performance. Researchers
have focused on two complementary directions: accelerating existing XAl techniques to fit real-time
needs and developing hybrid or explainable-by-design models that inherently provide insights with
minimal extra cost. In parallel, practical deployment strategies — from hardware acceleration to selective
explanation — ensure these techniques scale to high-speed network environments. To formalize this trade-
off, an optimization objective (4.1) that balances latency, explainability cost, and detection accuracy had
been defined:

F(0,0)=a-Lat(6)+ B-CompXAl ()—y- Acc(8,®)— min (4.1)
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where @ are parameters of the deep learning model (e.g., number of layers, neurons, architecture of
CNN-LSTM); @ are parameters of the explainable Al method (e.g., attribution depth in DeepLIFT);

Lat(@) is the latency of the IDS decision in milliseconds; CompXAl (a)) is the computational cost of

the XAl method (e.g., DeepLIFT), measured in processing time or compute resources (CPU/GPU);
Acc(@, a)) is the classification accuracy of the IDS (e.g., detection rate of anomalies); «, 5,y are

weighting coefficients reflecting the priority of each optimization objective (set based on system-specific
constraints or expert judgment).

Recent peer-reviewed studies cited in this work validate these optimizations on standard cybersecurity
datasets, demonstrating that it is feasible to achieve both millisecond-level detection times and
meaningful explanations in IDS. Both the methodological innovations and implementation considerations
for XAl in real-time neural-based IDS are illustrated below.

4.1. Accelerating XAl techniques for real-time efficiency

A primary challenge is the computational cost of popular post-hoc explainers like SHAP and LIME,
which can be too slow for streaming data. To address this, researchers are optimizing these algorithms
and leveraging hardware acceleration. For instance, using GPU-accelerated libraries — NVIDIA’s
RAPIDS or PyTorch CUDA extensions — can speed up SHAP computations significantly, enabling
feature attribution on large traffic samples in near real-time. Algorithmic improvements such as sampling-
based SHAP or lightweight surrogate models have also been explored to approximate explanations faster.
A recent survey stresses that making SHAP/LIME faster or more lightweight is crucial for practical
deployment in high-speed IDS [15]. By reducing the number of model evaluations or focusing on top
features, these optimized explainers shrink the latency they introduce.

Another effective tactic is to favor inherently efficient XAl methods. Gradient-based attribution
techniques, such as saliency maps, Integrated Gradients, and DeepLIFT, require only a single backward
pass through the neural network, offering explanations with minimal overhead. An evaluation of
explanations for an LSTM-based IDS found that DeepLIFT consistently outperformed LIME and SHAP
in producing high-fidelity, low-complexity explanations [21]. Because these methods directly leverage
the model’s internal gradients, they generate attributions in milliseconds, making them well-suited for
real-time alert explanation. In practice, integrated gradient or saliency results can be visualized as
heatmaps almost instantly, highlighting which features — specific packet bytes or timing features —
influenced the decision. By adopting such low-cost XAl methods, an IDS can deliver basic reasoning for
each alert on the fly without becoming a bottleneck.

4.2. Hybrid and explainable-by-design model approaches

Beyond speeding up post-hoc tools, a promising avenue is to embed interpretability into the IDS
models themselves. Researchers are creating hybrid architectures that combine the accuracy of deep
learning with the transparency of simpler models or built-in explanation mechanisms. One strategy is to
attach an interpretable component — a rule-based or tree-based layer — to a neural network. For example,
a decision tree or rule set can act as a front-end filter or a parallel explainer to the deep model, providing
human-readable logic for its predictions. This two-tier design lets the system enjoy the nuance of a neural
detector while yielding an immediate explanation — the triggered rule or path in the tree — for most
decisions. Recent studies emphasizes such hybrid models as a way to balance accuracy and transparency:
for instance, by combining a shallow decision tree with a back-end deep classifier, the IDS can handle
complex patterns but still explain detections in simple terms [15]. In this work, existing experimental
results are referenced to illustrate that such prototypes enable many alerts to be accurately handled by the
interpretable component alone, with the deep model invoked only for uncertain cases—substantially
reducing the average explanation cost.

Another approach is to design explainable-by-design neural networks specialized for IDS tasks. One
cutting-edge example is the Explainable Lightweight Al (ELAI) framework, which uses a streamlined
CNN-LSTM architecture augmented with an attention mechanism. The attention layers highlight
important features in each input, such as specific flow characteristics or time steps, effectively producing
an explanation as a by-product of the prediction. Because this occurs during the model’s forward pass,
there is negligible latency overhead. According to prior evaluations, the ELAI framework demonstrated
that such integration can significantly improve both speed and transparency: it achieved an inference time
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of ~8.3 ms per sample — over 60% faster than a standard deep IDS — while providing visual “‘attention
heatmaps” to analysts. Importantly, the model’s output is not a black box; it leverages SHAP-based
feature importance and attention weights to make each decision interpretable and more trustworthy for
security operators [25]. This indicates that carefully architected networks, like lightweight CNN-LSTM
with built-in attention, can meet real-time demands without sacrificing interpretability.

Researchers are also exploring model compression and knowledge distillation as avenues for XAl
optimization. The idea is to train a compact “student” model to mimic a larger deep model’s behavior,
thereby retaining high accuracy on attacks but with far fewer parameters and simpler decision logic.
Compressed models naturally run faster and can be easier to interpret or to explain post-hoc due to their
reduced complexity. A recent study using knowledge distillation for an 10T IDS showed the student
network ran approximately 15-25% faster in inference than its complex teacher, with negligible accuracy
loss [25]. The distilled model could even retain transparency by highlighting key features in its decisions,
courtesy of an integrated attribution mechanism.

Similarly, hybrid frameworks like Lightweight, Efficient, and Non-intrusive System for eXplainable
Artificial Intelligence (LENS-XAI) combine a variational autoencoder for unsupervised anomaly
detection with a distilled lightweight classifier, explicitly aiming to balance performance and
transparency for scalable intrusion detection. By validating these frameworks on multiple datasets such
as NSL-KDD, Edge-lloT, and UNSW-NB15, it was shown that state-of-the-art detection rates can be
achieved alongside built-in explainability and efficiency [26].

In summary, new architectural innovations — from attention-based deep models to distilled ensembles
—are enabling IDS that are both fast and explainable by design. These hybrid approaches reduce reliance
on expensive after-the-fact explanations, since much of the reasoning is either inherent in the model’s
structure or handled by a lightweight interpretable component.

4.3. Deployment considerations and empirical validation

Implementing explainable IDS in real networks requires not just clever algorithms but also strategic
system design to handle high data volumes. One key is to integrate the above methods into streaming data
pipelines and optimize the end-to-end flow. Researchers have suggested deploying real-time IDS within
frameworks like Apache Spark Streaming or a Kappa architecture, which can distribute the workload of
traffic capture, detection, and explanation across multiple nodes for scalability [15]. In practice, this
means explanations should be generated in parallel with detection or during off-peak cycles. For example,
an IDS could immediately flag a likely attack using a fast, simplified model, then invoke a more detailed
XAl analysis on a separate thread or machine learning accelerator. By asynchronously handling
explanations, the system ensures that alert latency remains low.

Moreover, hardware acceleration — Graphics Processing Units (GPUs) or Tensor Processing Units
(TPUs) — can be dedicated to XAl computations so that even if a complex method like SHAP is needed
for a particularly critical alert, it can be computed in a fraction of the time it would take on a CPU. These
engineering strategies ensure that adding explainability doesn’t turn into a throughput bottleneck.

Another consideration is selective or adaptive explanation to conserve resources. Not every benign
flow or low-risk event may require a full explanation; the system can be tuned to provide detailed
interpretability for the most suspicious or impactful alerts. Recent proposals even suggest adaptive XAl
levels — giving a high-level reason for routine detections but a thorough, multi-faceted explanation for
complex or severe incidents [15]. This adaptive approach aligns with operational needs, focusing analyst
attention where it’s needed most and trimming unnecessary computation. Crucially, any introduction of
XAl must be evaluated not only for speed but also for analytical value: security teams should gain insight
without being overwhelmed. Visualization tools, for example, feature importance bar charts or traffic
heatmaps, should be integrated into the IDS dashboard to present the explanations clearly and quickly.
Empirical results from recent research underscore the feasibility of these optimizations. In prior studies,
the ELAI framework, for instance, was evaluated on standard benchmarks sych as CICIDS2017 and
UNSW-NBL15, achieving over 98% detection accuracy with a compact model size under 50 MB [25].
Due to its architectural optimizations, ELAI was shown to process each network sample in just a few
milliseconds — approximately 2.5 times faster than a typical deep IDS — while still producing human-
interpretable feature attributions for every alert.

Likewise, the LENS-XAI student model was validated across diverse datasets — from classic NSL-
KDD to modern loT traffic — and maintained high fidelity to the teacher model’s predictions, but with
significantly lower latency and complexity [26].
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These case studies confirm that the trade-off between speed and explainability can be managed
effectively. In fact, making the model more efficient often goes hand-in-hand with better clarity: focusing
on fewer, most informative features tends to improve both runtime and the quality of explanations.

Finally, it is important to assess the optimized XAl IDS in real-world conditions. Beyond lab datasets,
deployment in live network environments such as enterprise LANs or 10T networks is needed to ensure
the system handles traffic bursts, novel attack patterns, and concept drift over time. The explainability
component should be stress-tested for worst-case scenarios — for example, verifying that an explanation
can still be produced within a strict time budget during a distributed attack or that the XAl does not expose
sensitive information inadvertently.

Early adaptive IDS prototypes show promise in detecting zero-day attacks while keeping analysts
informed: in one evaluation, an explainable IDS detected over 91% of zero-day attacks in an loT setting,
significantly outperforming a non-XAl baseline, thanks to its robust feature insights guiding the detection
[25]. The results of said evaluation are shown in Table 3.

Table 4. Comparative analysis of ELAI with existing IDS models
Tabnuys 4. Hopiensnvnui ananiz ELAN 3 icuyrouumu mooensimu 1DS
Model Comp_u_tatlonal
Efficiency

Zero-Day Attack Detection

Explainability (%)

CNN'L.STM Moderate Low 74.3

((CESEI)
ResNet-50 IDS Low Very Low 79.8
Transfolrgse r-Based Very Low Very Low 82.5
ELAI High High 91.6

This highlights that XAl optimization is not just an academic exercise but a practical enhancement to
security: a well-designed explainable model can catch stealthy threats more reliably by focusing on
telltale anomalies and immediately justify the alerts, enabling quicker and more confident responses.

In summary, the core of recent research on “XAl optimization for low-latency neural IDS” converges
on a clear message: it is possible to build IDS solutions that are both fast and transparent. By streamlining
XAl algorithms, fusing interpretable logic into deep models, and thoughtfully engineering the
deployment, security teams can obtain real-time intrusion alerts with the much-needed context.

Ongoing studies continue to refine these approaches — from standardized interpretability metrics to
domain-specific explanation techniques — but the trajectory is set. The future of intrusion detection will
likely see lightweight, explainable Al at its heart, providing strong defense capabilities that are no longer
a “black box” to the people they protect.

5. Conclusions

In this work, a comprehensive investigation was conducted on optimizing eXplainable Artificial
Intelligence (XAI) methods for DL-based intrusion detection systems (IDS) operating in real-time
network environments. The primary scientific novelty of the study lies in the in-depth analysis of various
XAl approaches, leading to practical recommendations and the conceptual integration of multiple
explainability strategies into a unified, low-latency DL-based IDS framework suitable for high-speed
network infrastructures.

The key scientific results of this study include:

1. Systematic analysis and critical evaluation of existing XAl methods (SHAP, LIME, Integrated
Gradients, DeepLIFT, Anchors, Grad-CAM), highlighting their practical applicability limits in real-time
network environments, particularly their significant computational overhead.

2. Justification of gradient-based attribution methods (Integrated Gradients, DeepLIFT) as highly
promising for real-time applications due to their ability to produce high-quality explanations with
minimal latency overhead.

3. Proposal of hybrid explainable-by-design architectures, including CNN-LSTM with attention
mechanisms (e.g., ELAI) and LENS-XAI, which effectively combine high detection accuracy with built-
in interpretability without imposing substantial computational costs.
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4. Development of practical deployment guidelines and strategies for explainable IDS, including the
use of hardware acceleration (GPU/TPU), adaptive explanation generation strategies, and optimized
streaming architectures (Kappa architecture, Apache Spark Streaming).

5.Empirical results from existing studies demonstrate that optimized XAl models — particularly the
ELAI and LENS-XAI architectures — achieve significant improvements in zero-day attack detection rates
(up to 91.6%) and substantially lower explanation generation times (below 10 ms), thereby confirming
their practical viability for integration into real-time IDS in high-speed network environments.

The obtained results hold significant implications for both cybersecurity theory and practice.
Theoretical significance involves advancing the understanding of the balance between explainability and
performance in neural IDS models deployed under real-time conditions. This insight provides a solid
foundation for future research on integrating XAl with deep IDS architectures. Practical significance is
demonstrated through the applicability of the proposed methods to real-world information security
systems, including large enterprise networks, 10T infrastructure, and national-level network systems.
These methods enhance decision transparency, operator trust, and incident response speeds.

Prospective future research directions include:

1. Developing standardized metrics and benchmarks for evaluating XAl explainability, enabling
objective comparison of various XAl techniques and approaches.

2. Further refinement of IDS architectures through integrating advanced attention mechanisms (e.qg.,
transformer-based attention), thereby improving explanation quality and granularity.

3. Investigating the impact of explainability on cybersecurity operators' performance (human-in-the-
loop scenarios), including developing intuitive interfaces for presenting explanations in real time.

4. Conducting long-term field studies of explainable IDS deployments in operational networks,
enabling the identification of practical constraints and optimization requirements.

5. Exploring adaptation possibilities of the presented approaches and architectures to other critical
cybersecurity tasks, such as traffic obfuscation detection, covert channel identification, and recognition
of complex multi-vector attacks.

In conclusion, the research provides a robust foundation for the theoretical advancement and practical
implementation of explainable Al in intrusion detection systems. It paves the way for developing
transparent, reliable, and high-performance next-generation IDS solutions.
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Onrumizanisa XAl pis mBUAKOAIHHUX HelipoMepeKeBUX CUCTEM BUSIBJICHHS
a”HomaJIiil y Tpagiky

AKTyalIbHICTB. Y CyJ9acHHX MEPEXEBHX CEpeOBHUIAX CUCTEMHU BHABIEHHS BToprHeHs (IDS), mo 6a3yroThes Ha TEXHOJOTINX
TIMOOKOT0 HaBYaHHS, IEMOHCTPYIOTh 3Ha4YHI IIepeBaru y BUSBJICHHI CKIQIHUX 1 AMHAMIYHHUX KiOep3arpos. OmHak ix mmpoke
NpPaKTHYHE 3aCTOCYBaHHSA CYTTEBO OOMEXKEHE OOYMCIIOBAIBHOK CKIANHICTIO, BHCOKMMH 3aTPUMKaMH Ta HH3BKOIO
IHTEPIPETOBAHICTIO yXBaJCHUX pillleHb, BIIOMOIO SIK IMpobieMa «JOpHOI CKPUHBKH». IHTErpariisi METOMiB IMOSICHIOBAHOTO
wtyqHoro inTenekty (XAl) y Helipomepesxesi cuctemu IDS € HeoOXiaHO YMOBOIO [is 3a0e3MeueH s IPO30POCTi YXBaICHHS
pileHs, TOBipH ONEpaTopiB Ta eheKTUBHOCTI ONEPATUBHOTO pearyBaHHs Ha KiOEpIHIIUIACHTH B PEKUMI pEalbHOTO qacy.
MeTta. OCHOBHOIO METOIO JIOCIII/KEHHS € po3po0JieHHs Ta onTuMizanis MeToaiB XAl Ui HelpoMepekeBHX CHCTEM BHUSIBICHHS
aHOMaJIiil y MepexeBoMy Tpadiky, o 3aaTHI QYHKIIOHYBaTH 3 HU3BKMMH 3aTPUMKaMH B peajJbHOMY 4Yaci, 3a0e3neduyroun
GanaHc MiX MPO30PICTIO YXBaJICHHUX PillleHb, 00YHCITIOBAIBHOIO e()eKTHBHICTIO Ta TOYHICTIO Kiacudikarii 3arpos.

Metonu gocaixkeHns. Y podoTi 31iHCHEHO CHCTEMHHH OTIIA] 1 MOPIBHAJIBHUI aHANI3 CydacHUX MOAEel rTHO0KOro HaBuyaHHs
(CNN, LSTM, GRU, aBroeukozaepu, ribpuani mogeni CNN-LSTM) Ta Haii6insm mommpenux meroauk XAl (SHAP, LIME,
Integrated Gradients, DeepLIFT, Grad-CAM, Anchors). Po3po6ieHo onrumizamiiini Mmiaxoaud, ski BKIOYAIOTH araparHe
MPUCKOPEHHS, 3aCTOCYBaHHS CIIPOINEHHX METOMIB IMOSICHEHHS Ha OCHOBI TPaJi€HTIB, CTBOPEHHS TIOpHUIHUX apXiTEKTyp i3
BOyIOBaHMMH MeXxaHizMamu iHTepnperaii (Hanpuknax, CNN-LSTM i3 MmexaHi3mMaMu yBaru) Ta BUOIpKOBE ITOSICHEHHS PillICHb.
Emnipnyna mepeBipka 3anpoNOHOBaHUX PillleHb NTPOBEAEHA Ha 3arajbHoBimoMux Habopax manux (CICIDS2017, NSL-KDD,
UNSW-NB15).

Pe3ynbraTi. 3a pe3ynbraTaMy aHalli3y BCTAHOBIEHO, IO rpamieHtHi meroau mnoscHenns (Integrated Gradients, DeepLIFT)
HAWOLIBII TpUAATHI st iHTerpamii y BucokomBHAKicHI |DS 3aBasku MiHIManpHOMY YacCy reHepallii MOSCHEHb i BHCOKIH
touHocti. [iOpuani apxiTekTypu 3 BOymoBanuMmu Mexanismamu moscuends (ELAI framework wa ocroBi CNN-LSTM i3
MEXaHi3MaMH yBaru) IpOAEMOHCTPYBAII BHCOKY €()eKTHBHICTh: TOUHICTh BHSIBICHHS nepeuimmaa 98%, a dac mpHHATTS
pimeHHs He nepeBunryBaB 10 Mc. ONTHMI30BaHiI METOJUKH TO3BOJIIIM ICTOTHO ITiIBUIIUTH €()EKTUBHICTH BUSBICHHS aTaK THUITY
«HYJTBOBOTO JTHS» 10 piBHSA 91,6%.

BucHoBkH. Y pe3ynbTaTi IPOBEACHOTO AOCIIIKCHHS 3aPOMOHOBAHO MPAKTUYHI MiXOIH MO0 IHTErPaIlil MOsSCHIOBAHOCTI B
HelipoMepexeBi cuctemu IDS, ki QYHKIIOHYIOTh Y PEKUMI PEAbHOTO Yacy, HIO JO3BOJIAE CYTTEBO IMiJBHIIUTU SKiCTh
BUSIBJIGHHSI 3arpo3, NMPO30pICTh pillieHb Ta JOBIpy 10 cHCTeM 3 OOKy omepaTopiB KibepOesmeku. [lepcriekTHBY MOAabIINX
JIOCTIKEHb TOB’s13aH1 31 CTAaHIAPTH3AIIEI0 OLIHIOBAHHS MOSCHIOBAHOCTI, BIOCKOHAJICHHSIM apXiTEKTyp Ha OCHOBI MEXaHi3MiB
yBard Ta po3MHNPEHHSM WX MiIX0/AiB Ha 1HIII 3aBIaHHS KiOepOe3neKH.

Kniouogi cnosa: xibepbesnexka, cucmemu 6UsGIEHHS 6MOPSHEHb, 2IUOOKe HAGUAHHS, NOACHIOBAHUL WMYYHUL iHmMeneKm,
BUABNIEHHA AHOMANIN, HellpouHi mepedxci, onmumizayia XAl.
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JlocJiikeHHs MPoleypH nepeTBopeHHsi Tekety B SQL Ha ocHoBi large
language models (LLM) muisixom MiskI0MeHHOT0 CEMAHTHYHOT0 aHAJI3Y

Theme of work. Research on the Text-to-SQL conversion procedure based on Large Language Models (LLM) through Cross-
Domain Semantic Analysis.

Purpose of work. To enhance the accuracy and adaptability of Text-to-SQL conversion using Large Language Models (LLM)
through cross-domain semantic analysis, enabling reliable query interpretation across various domains and database structures.
Methods of research. Comparative analysis, experimental evaluation, cross-domain semantic testing. Results. The research
demonstrates that optimized prompt engineering and fine-tuning significantly improve the accuracy and cross-domain
adaptability of Large Language Models for Text-to-SQL conversion. Conclusions. This study confirms that Large Language
Models (LLMs) can effectively enhance the Text-to-SQL conversion process when optimized with targeted prompt engineering
and fine-tuning. Cross-domain semantic analysis proved essential for enabling LLMs to handle varied database structures and
domain-specific terminology, improving versatility and accuracy. The findings highlight the potential of LLMs to make SQL
query generation more accessible to non-technical users, promoting broader application of Al in database management. Future
work may focus on further refining these models to reduce computational costs and increase processing efficiency.

Knrouosi cnosa: Large Language Models (LLM), Natural Language Processing (NLP), Text-to-SQL, O6pobka npupoonoi mosu,
Iuboxe nasuanmus, Hetipouni mepesci, basu danux, LLmyunuii inmenexm, Ananiz danux, Aemomamusayis, Inpopmayiini
cucmemu.
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Beryn

Large Language Models (LLM) BinkpuBaioThb HOBI MOXJIHMBOCTI JJii aBTOMAaTH30BaHOT'O
nepeTBopeHHs1 TekcTy y SQL-3ammrty, mo 3Ha4HO crpomlye poboTy 3 0a3zamu maHuX, poomsdwm ii
JIOCTYTIHIIIOKO JUTI HETEXHIYHUX KOPUCTYBadiB. ABTOMATHYHHN MEePEKIIa] 3aMUTiB MIPHPOTHOI MOBOIO
Ha SQL posmmproe cnexTp MOXIUBOCTEH y cdepl KepyBaHHS JaHUMH, 30KpeMa JUT TAKUX 3aBlIaHb, 5K
MOMEHTaJIbHA TeHepallis, arperailis Ta GuUTbTpallis TaHuX. BUKoprcTaHHS MiXXTOMEHHOTO CEMaHTHIHOTO
aHami3y J03BOJSE MOJEII PO3II3HABATH i KOPEKTHO OOpPOOISATH 3alWTH HE3aJIeKHO BiI MpeIMeTHOI
obmacti abo cTpykTypH 0a3u JaHWX, 3 SKOK BOHA mpaioe. Lle 3HaYHO MiIBUIIYE YHIBepCATbHICTH i
TOYHICTh MOJICITI IPU B3a€MOJIii 3 PI3HUMH TUIIAMH JIaHUX 1 JOMCHAMH.

Y poboti mpexacraBieHo BcebiunHmit aHamiz meromiB Text-t0-SQL Ha ocHoBi LLM, 30kpema
KOHCTPYIOBaHHS MiJIKa30K, BUOOPY Ta OpraHizallii MpUKJIaJiB, IO JO3BOJISIE BUSBUTH CHIIbHI Ta CJIa0Ki
CTOPOHH Pi3HUX MiAXoAiB. Ha 0CHOBI OTprMaHKX pe3ysIbTaTiB MPONOHYETHCS IHTETPOBAHE PIllICHHS, SIKE
migBuIIye e(eKTUBHICTh 1 3HIKYe (iHAHCOBI BUTpaTu Ha peamizamito Text-t0-SQL 3aBmanHa mpm
BukopuctanHi LLM. Pe3ynbprati MOXYTh CIPUATH MIUPOKOMY BipoBapkeHHI0 LLM y cdepi 6a3 manux
Ta 320X0YYBATH MMOAAJBIII JOCTIHKEHHS Y IbOMY HAMPSAMKY.

3araabHi migxoau B neperBopenHi Tekcry B SQL Ha ocnoBi LLM

Text-to-SQL mae Ha MeTi aBTOMATUYHUHN NepeKiIa]] 3aluTiB Ha MPUPOIHii MoBi B SQL-3amuTH, 110
TIOJIETTITY€ B3aEMO/II0 HECTICHIaNICTIB 3 0a3aMy JaHWX Ta MOKpamrye o0poOky manux. Lle TexHomoriune
pIlIEHHS BiIKPUBAE HOBI MOXKIIUBOCTI UIS IHTEIEKTyalbHHUX 0a3 JaHWUX 1 aBTOMATH30BAaHOTO aHAIi3Yy.
[Ipote, peanizaiis Text-t0-SQL cTUKaeThCs 3 TPYAHOIIAMH Y TOYHOMY PO3YyMIiHHI IPUPOHOI MOBHU Ta
reHepaiii kopektHux SQL-3anwutis [1].

Hocnimpkenns y uiil cdepi 30cepemxeHO Ha MiIX0AaX 3 BUKOPHUCTAHHSIM IONEPEIHBO BU3HAUCHHUX
MPaBWJI Ta MOJIENIeH MAITMHHOTO HaBYaHHS 3 apXiTEKTYPOIO KoJiep-aekoaep [1].. 3 po3BHTKOM rIIHOOKOTO
HaBYAHHS 3aCTOCOBYIOTHCSl Pi3HI METOAM, TaKi SIK MEXaHi3MH yBarHm Ta CHHTaKCHYHHU aHai3, IO
JIoTIoMaraloTh y po3B’si3aHHi 3apnanHs Text-t0-SQL. Oxniero 3 HaitycnimHimmx monaeneit € BERT, axa
MPOJEMOHCTpYyBalia BimMiHHI pe3ynbTatu. 11[o6 mokpamuTi TOYHICTh, OyJM CTBOPEHI BENHKI TECTOBI
Habopu naHux, sk-oT WikiSQL Ta Spider, 1110 103BOJIMIIH JOCATTH ITPOrPECY B AOCTIIKEHHSX [1].

Ocrannimu poxkamu LLM, sx GPT-4 ta LLaMA, cranu HOBUM CTaHAApTOM y 00poOLi mpupoaHoi
MoBd. LLM momnepeaHp0 HaBUAIOTHCS Ha BEIMYE3HHX OOCSArax TEKCTy Ta 3JaTHI BUKOHYBAaTH
pizHOMaHiTHI 3aBaaHHS. OCHOBHHMM acleKTOM IXHbOI POOOTH € TEeHEpyBaHHS CIiB 3 HaWBHIIOKO
HMOBIPHICTIO Ha OCHOBI BXiHUX JaHuX. [lisg ycmimHOro BHKOHaHHS Text-t0-SQL BaximnBuM €
edexkTuBHE (OPMYBAHHS 3aIMUTIB, IO BiJIOMO SK iHXEHepis Mmigka3ok [2].

ImxeHepis migka3ok [2] kimacudikyeTbcsi Ha clieHapii 3 HyJbOBOIO CIPOOO0, [Ie HE HAIA€ThCs
’KOJHOTO TIPUKJIAY, Ta ClieHapii 3 KUIbKOMa CIIpo0aMu, KOJIM HaJJa€ThCsl OOMEXeHa KUTbKICTh TIPUKJIAIB.
EdexTrBHE HaBUaHHS B KOHTEKCTI Aa€ MOXIUBICT LLM BHUABISATH MaTepHH y 3alUTax, IO IiIBUILYE
iXHIO 34aTHICTH 70 TeHepanii pe3yipTariB 0e3 J0AaTKOBOTro HaByaHHs. [IpoTe, He3BaXKarouM Ha yCHixH,
BCE MIe iCHy€e AeilUT JOCIIIKEHb, 0 30CEPEKYIOTHCS HAa KOHTPOJILOBAHOMY TOYHOMY HaJIallITyBaHHI
LLM nns Text-to-SQL.

TakuMm 4ynHOM, OCHOBHMMHU actiektamu Text-t0-SQL Ha ocHoBi LLM € mpencraBiieHHS 3aluTiB,
HaBYaHHS B KOHTEKCTI Ta KOHTPOJIbOBaHE TOYHE HallATyBaHHA. barato jpociikeHb GOKYyCYIOThCS Ha
BUITydeHHI 11a0noniB SQL-3anuTiB, 0HaK OCHOBHOKIO MPOOJIEMOI0 € Te, K miamToBxHyTH LLM no
rerepauii KopekTHUX SQL-3amuTiB, 1110 noTpelye AeTaabHOro BUBYCHHS iH)KeHepil migka3ok [2].
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HemomaBHi 1oCHiKEHHS MATBEPHKYIOTh BAKIUBY POJIb BKIIOUCHHS MPUKIIAIIB I €(hEKTHBHOTO
HaBYaHHs B KOHTEKCTI [3, 4].

Xoua icHye 6arato yCHilTHUX MOJENeH, OUIbIIICTh 3 HUX CKOHIIGHTpoBaHi Ha OpenAl, mo 3anuinae
LLM 3 BiAKpUTHM BUXiTHUM KOAOM MaJIOBHBUEeHUMHU. Lle € cepito3HOr0 TTpobiIeMoro, aike Taki MOJEi
YacTO MalTh OOMEXEHHS B PO3YMiHHI KOHTEKCTy. BaknmBuM 3aBOaHHSIM € TOJIMIICHHS iXHBOL
npoAyKTuBHOCTI y Text-to-SQL depe3 KOHTPOILOBaHE HANAIITYBAHHS.

EdexTuBHICTS BUKOPHCTAHHS MIAKA30K TaKOXK € BAKIMBHAM NHTAHHIM, OCKIIBKHA BUTpaTtH Ha API
OpenAl moxyTs Oyt Bucokumu. [ Ipn boMy iHXKEHepis MiIKa30K rmependadae moJaHHs 3aUTaHb, BUOIP
NPUKJIaIiB Ta OpraHizamio OpukiIagiB [5]. BiakpuTumu 3anuimaroTbes TUTAHHS ONTHMI3alii JOBKUHH
MiAKa30K JJIs1 TOCATHEHHS KpallluX pe3ybTaTiB.

IcHye HaranpHa oTpeda B CHCTEMATHYHOMY JOCTI/DKEHHI PI3HUX perpe3eHTaliil i BUBYEHHI TOTO, SIK
edpextuBHO mpamoBatu 3 LLM. lono BuOOpy mpuKIaniB, TO MOIIMPEHOIO MPAKTUKOIO € KOJYBAaHHS
HAMOIbII CXOKMX MPHKIAAIB B OJAHOMY NpEACTaBICHHI 3 HiTboBUM 3anmuTaHHsIM [3]. Tomy myxe
OUYIKYyBaHUM € CHCTEMaTH4YHE OCTI/DKEHHS 3 KOHCTPYIOBAaHHSA MiAKA30K, M0 OXorumoe pizHi LLM,
MIPEICTABIICHHS 3aMMTiB, BUOIp MPUKIIAMIB Ta opraHizamii [4].

OnepaTuBHICT BUKOPHCTAHHA TMiJKAa30K 3aJUINAETHCS CKIAJHUM 1 BIJKPUTUM MUTaHHIM. Y
texHonorisx Text-t0-SQL Ha ocrHoBi LLM 111e oHi€10 BasKIIMBOIO Tpo01eMoro € ehekTuBHICTh. [[prmunHa
TMIOJISATAE B TOMY, IO OLTBIIICTH MOMIEPEIHIX AOCHIHKEeHb 30cepemkeri Ha OpenAl LLM, a Buknuk ixHix
API € goporum, TpyIOMiCTKUM 1 OOMEXEHUM y IIBUIKOCTi, OCOOJMUBO Uil KOHTEKCTHUX HaBYAIbHUX
MiJKa30K 3 YUCICHHUMH Tpukiagamu. OIHAK MONEpeaH] JOCTIIKEHHS HE MOXYTh JA00pE BUPIIIUTH
JAHUH BUKJIMK. 30KpeMa, Ha OCHOBI iHBepToBaHOI U-momiOHOT (hopMU TOYHOCTI BUKOHAHHS ITiIKA30K
HIO/I0 JIOBKWHH MiJKA30K MPHUITycKaeThes, o LLM MOXyTh MaTH «30JI0Ty CEPEIHHY» 3 TOUYKH 30pY
JIOBYKMHH TI1JIKa30K, aje e BCe e 3aTHIIAETHCS CKIaTHIM BIAKPUTHM MTUTAHHSIM JJIS1 TOCHiKEHHS [6].

Ba3ogse pimenns Text-t0-SQL a5 noaajJbumoro posriasuy

VY 2019 poui HaykoBIi 3 €1bCHKOTO YHIBEPCUTETY NpeAcTaBmin Spider — ckiaaHuii Habip JaHUX AT
CEMaHTHYHOTO aHaJIi3y TEKCTY 1 mepeTBopeHHs oro B SQL. Spider micTuth nonay 10 TucsAY 3amuTiB i 5
THCSY yHiKampbHUX SQL-3amuTiB, IO OXOIUTIOIOTH Pi3HI JOMEHHW, 1 BUMAarae BiJ Mojeled 3JaTHOCTI
y3arajipHIOBaTH HOBI SQL-3anuTu Ta cxemu 0a3 JaHUX.

Spider Biapi3HAETHCS BiJj MOMEPEIHIX HAOOPIB JAHUX THM, 10 OCTAHHI BUKOPUCTOBYBAJIIU OJIHY 0a3y
JAaHUX, Yy TOW Jac sk Spider Mae Kinpka 0a3. Pe3ynpratn ekcriepuMeHTIB TOKa3aliu, [0 HaBITh HAWKpaIIi
MOZEI A0ocATaloTh Jumre 12,4% TOYHOCTI, IO CBIAYMTH PO CKIAIHICTD 3aB/IAHHS.

B pamkax 1i€i pobotu Oyze BUKOpUCTAHO TabIuIo JdifepiB Spider aist BHOOpY 6a30BOTO pillieHHS
Text-to-SQL. Haii6inbm nikasi pe3yabTaTi AeMOHCTpYyroTh Moaeii MiniSeek ta DAIL-SQL 3 TouHicTiO
91,2% Tta 86,6% BiamoBigHo. Xoua MiniSeek He Mae myOmiuHOTO focTyIry, DAIL-SQL moctymHwmid myist
MOTAJTBIIIOTO AOCIIKEHHS [7].

DAIL-SQL nmintpumye inTerpaiito 3 pisaumu LLM Ta ctparerisimu. Y Hamiii poOOTi akieHT Oyie Ha
CHUCTEeMAaTUYHOMY OI[iHIOBaHHI ©()eKTUBHOCTI pIi3HUX cTpaTerii po3poOku, Bkimouatounm LLM 3
BIJIKPUTUM BHXiIHUM KOJOM. MU TUIaHYeEMO TIOPIBHATH BapiaHTH BiINOBiAeH y clieHapii «HYJIbOBOTO
MOCTPLITY» Ta CTpaTerii BUOOpY MPUKIIAIIB 1 opraHizaiii B CIieHapii 3 KijbkoMa cripobamu. BaxknuBumu
aCIeKTaMH TaKOX CTaHyTh moreHuian LLM 3 BiIZKpUTHM KOAOM Ta €(QEKTUBHICTH BUKOPHCTAHHS
TOKEHIB. 3peIuTor0, METOI0 € 3HAaWTH 30ajJaHCOBaHy CTPATETiio, sKa ONTHMI3y€ MPOIYKTHBHICTH Ta
e(eKTHBHICTh BUKOPHUCTAHHS TOKEHIB, 8 TAKOXK PO3pOOUTH MpakTuuHe pimneHHs Ha 6a3i DAIL-SQL mis
peabHUX JJaHUX, 1 3pOOUTH 1€ PillleHHS YHIBEPCATbHUM TSI Oy Ib-SIKUX JJOMEHIB.

IIpo6aemaTuka mpeacTaBjienHs NuTaHHA B KoHTekeTi Text-to-SQL

Posrnsmatoun nesike 3amuTaHHS ¢ B KOHTEKCTI IEBHOTO JIOMeHY 1 meBHOi 0a3u nanux D, 3amadero
reHepyBaHHSA 3almuTaHHS € 30inpmeHHs MoxiauBocTi LLM M cdopmyBatu xopektHuit SQL s*
HACTYITHUM YHHOM:

max

s Pu(slo(q, D)), (1)
nie GyHKIIs 6 (-,) BU3HAYAE MPEICTABICHHS JIJIsl MUTAaHHS (, 3 iHpOpMAIIi€ro PO JOMeH i cTpykTypu b/l
31 cxemu 0aszu ganux D. Takoxx GyHKIISI MOXKE MICTUTH JI0JIaTKOBY 1H(OpPMAIIiF0 IHCTPYKIIIi, IMILTIKALIiF0
MpaBHJIa Ta 30BHINIHIN KITtoY [§].
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Immumikarist mpasuia (RI), [actpykmis (INS), Ta 3o0BHimHIN KiTto4 (FK) € MOXTHBAMEI KOMIIOHEHTAMH
miaka3ku. [HCTpyKIist — ne onuc 3aBAaHHs, Hanpuknaj, «Hanumm SQL sk BiANOBiAb HA 3aMUTaHHD.
Immmikanist mpaBuia— — 1€ HAKa30BE TBEPKEHHsI, Hanpukiaj, «BukoHait SQL-3amuT 0e3 NOsSCHEHDY.
Sosuimwii kimou (FK) — indopmariist mpo 30BHIMIHINi KiITI0Y 0231 TaHUX.

€ pi3Hi Bapiamii Miaxoan KOHCTPYIOBAHHS ITIKAa30K Taki SK: 6a3zoBa migkaszka (BS p) (Basic Prompt),
migkaska mnpencrasieHHs TekcTy (TR p), memonctpaniiitnuit 3amut OpenAl (OD p), migkaska
npencrasienns koay (CR p), Alpaca SFT Prompt (AS p).

HaBuyaHHs1 B KOHTEKCTi: BUOIp Ta opranizauis npukJaais

VY Text-to-SQL nutanui, matoun HaOip Tpiiok Q = {(q;, S;, D;)}, A€ q; 1 S; - NMTaHHS HA IPUPOHIH
MOBI 1 BiioBiqHui oMy SQL-3amuT 10 6a3u nanux D;, MeTor0 HaBuaHHS B KoHTeKcTi uist Text-to-SQL
€ 30iIBIIeH s IMOBIpHOCTI Toro, o LLM M 3reHepye npaBmibHui SQL-3amuT s* Ha IITLOBE TUTAHHS
g1 6a3y nanux D HacTymHUM YHHOM:

Tn’c’l;c- PM(S*W(QID: Q,))l

s.t. |Q'|=k and Q' cQ, 2

ne pyskist o () BU3HAYAE MIPEJCTABICHHS JUTS [IUTBOBOTO MMUTAHHSA ¢, 3 iHQOpMAIIi€ro 31 cXeMH B 0a3i
nmanux D Ta k npuknazis, Bubpanux 3 Q.

[MTpu posrasmanni DAIL-SQL Oyxe pobutucs akueHT Ha MikaomeHHoMY Text-t0-SQL, mo o3Hauae,
mo mimeoBa 0asa maHmx D He HamexuTh A0 uncina 6a3 ganmx D, 3raganmx y Q, tobto, D €
{D;|(q;,si, D;) € Q}. KontekctHe HaBuanHs jyis Text-t0-SQL nepenbavae BuOip HAHOIIBIN peleBaHTHUX
npukiaxie Q' i NPUAHATTS pillleHHs PO Te, SK nepeOpMOBYBATH iH(POPMAIIIIO 3 IUX BHOPAHUX
NPUKJIAIiB Y MiIKa3Ky.

ToOTo 11e € ABi OKpeMmi mi3agadi: Bidip NPUKIAAiB Ta OPTaHi3alis MPUKIAIIB.

Bubip npukmanis.

1) BunaakoBuii BUOip — Ime CTpaTeris, mo Mepeadadac BUMAAKOBHHA BUOiIp k mpuxiamiB 3
JIOCTYITHUX KaHAUIATIB [9].

2) Bubip momiOHux muTanp 3a Mackoro (Masked Question Similarity Selection(MQS)). s
MmixaomeHHoro Text-t0-SQL, MQS Bunansie cnenudigno-qoMeHHy iH(MOpPMAIlit0, 3MIHIOIOYH HAa3BU
Ta0JIMIb, CTOBMINB 1 T.JI. Ha JIGKCEMU-MACKH, a ITOTIM OOYHMCIIIOE TOJIOHICTh iX BOYIOBYBaHHS 3a
anropurmoM kNN [10].

3) Bubip moaionocti nutanb (Question Similarity Selection, QTS). QTS Bubupae uucio k
NPUKJIAAiB 3 HaHOIIbII peNeBAaHTHUMH 3alMTaHHSIMU, CXOXHMMH 1O cxeMi. [lami BiH 3acCTOCOBYE
€BKIIIJIOBY BIJICTaHb JI0 KOXKHOI Mapu npukiaa-mins. Hapemri, anroputm kNN BuKOpHCTOBY€ETHCS ISt
BUOOpPY k nipukiiaaiB 3 Q, siki HaMOIIBIT TOYHO Bi/IOBIIAIOTH TIEpBUHHOMY IuTaHHIO q [10].

4) Bin6ip 3a cxoxictio 3anutiB (Query Similarity Selection (QRS)). QRS nepenbauae Bubip k
NPUKJIaAiB, CXOKUX Ha HinboBuid SQL-3amut s™*. QRS Takox renepye SQL-3anut s' 3 BUKOPUCTaHHIM
[TBOBOTO 3alUTaHHA  Ta 0a3u qanux D, ne neit 3reHepoBaHuii SN MOKHA PO3MIISAATH SIK HAOIMKEHHS
110 s™*, JlaJti 3aMTH KOAYIOTHCS Y IBIMKOBI IMCKPETHI CHHTAKCUYHI BEKTOPH BIATIOBITHO JI0 TX KIIFOYOBUX
ciiB. [licns iporo obuparoThest k pUKIIaiB, BpaXOBYIOUH K CXOXKICTh 3 HAOJIMDKEHUM 3aITUTOM S', TakK
1 BiIMiHHOCTI Mi>X 0OpaHUMH MpHUKIagaMu [9].

Crparerii, 1110 BKa3aHi BHIIE, KOHIEHTPYIOTHCS Ha BHOOpI NPHMKIAIAIB HAa OCHOBI IIJILOBOIO
3allUTaHHs, OJIHAK, BPaXOBYIOUU JIOCIIJKEHHS [9] KOHTEKCTHE HaBYaHHS SBISIE COOOI0 HABYAHHS 32
a”anoriero. Y sunaaky Text-t0-SQL ocHoBHOIO 1o € hopmyBaHHs 3anuTiB SQL Ha OCHOBI NUTaHHS
MPUPOTHLOI0 MOBOIO, BiJIoOpaskeHHsI 3anuTanb y SQL-3anutu € Habopom HaByanHs 1i1st LLM, Tox BapTo
BpPaxOBYBATH SIK caMi 3alIUTaHHs, TaK 1 BIAMOBIII.

Opranizaniss OpUKIaIiB Ma€ BaXJIMBY pOJb Y BHU3HAUEHHI, sKy came iH(opMamlilo 3 MOAaHUX
npukianiB Oyae chopMoBaHO y mMigKas3Ky. ICHYIOTh ABa BHMAM Oprasi3auii: opradizamisi HOBHOI
iHpopMmallii Ta opranizaiist Ha ocHoBi SQL.
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IToHo-1H(popMariiiina opraunizamis (Full-Information Organization —— FI 0) cTpykTypye npukiagu
B MIPEJIICTABJICHHI 5K IIJIbOBE 3allUTaHHS, aJI¢ BiIMIHHICTh 3aKJIaJJaEThCS B TOMY, IO 3aMiCTh JCKCEMH
«SELECT», nanpukia, B KiHIli, KOHKPETHI MPUKIaau MatoTh chopmoBani SQL-3amutu [9].

Opranisariis, 1o BukopuctoBye Titbku SQL (SQL-Only Organization — SO o) Bxitodae SQL-3amutu
o0paHuX MPUKIAIB 3 TpediKCHO0 IHCTPYKIieo y miakasmi. Taka opranizamis Mae Ha MeTi 301TBIIATH
KUTBKICTh IPHUKIIAIB 3 MIHIMAJILHOKO JIOBXKHUHOKO TOKEHIB [11]. OgHak BOHA BUKJIIOYAE iH(GOPMAIIiIO TIPO
3B'130K MK TIPUPOIHIM 3aIUTaHHAM Ta BiamoBimHuMu SQL-3amuToM, mpoTe, K 3a3HAYaI0Ch paHilIe,
TaKWUH 3B'I30K MOXKE OYTH KOPUCHHIM.

[TincymoBytoun, Full-Information Organization BimoOpaxae wilicHy iHpoOpMalilo NMpo MPUKIaIy,
tomi sk SQL-Only Organization 30epirae nume SQL-3amuTte Ay nomaBaHHs OinbINOl KUTBKOCTI
mpuKiIagiB. B KOHTEKCTI IOCTI/DKEHHS BaXXIMBO 3PO3YyMITH, YW ICHY€ BHTIIHUHA KOMIIPOMIC MiX
KUTBKICTIO 1 SIKICTIO B OpraHi3allii mpukiaiiB, 10 MOXe OYTH JI0JIATKOBO KOPUCHUM JJIsl OCHOBHOT 3a/1a4i
Text-to-SQL.

max
’,0- IPM(S*W(Q’D’ Q,))!

s.t. |Q'|=k and Q' cQ, 2

ne GyHKiist o (+,,") BU3HAYAE NPEACTABICHHS IS [IUTOBOI'O TUTAHHSA ¢, 3 iH(popMaIli€ro 31 cxeMu B 0asi
nanux D Ta k npuknazis, Bubpanux 3 Q.

[Ipu posrmsmanai DAIL-SQL Oyxe poOutucs akieHT Ha MikaomeHHOMY Text-to-SQL, 1o
O3Hadae, Mo [iIhoBa 0a3a mannx D He HamexwuTth N0 umcna 0a3 manmx D, sraganux y Q, ToOrto, D €&
{D;1(q;,si, D;) € Q}. Konrtekcthe Hapuanns 1yis Text-t0-SQL nepenbauae BuGip HaiO1IbII peieBaHTHAX
npukiaxis Q' i NPUAHATTS pillleHHs PO Te, SK mepe)OpMOBYBATH iH(POPMAIIIIO 3 IUX BHOPAHHUX
MIPHUKIIAJIB Y TiAKa3KYy.

ToOTo 11e € ABi OKpeMmi mi3agadi: BiOip NPUKIAIiB Ta OPTaHi3alis MPUKIAIIB.

Bubip npuknamis.

1) BunaakoBuii BubOip — Le cTpaTeris, WO mNepeadadae BUMAAKOBUN BuOip k mpukiamisB 3
JIOCTYITHUX KaHAUIATIB [9].

2) Bubip momiOHux mutanp 3a Mackor (Masked Question Similarity Selection(MQS)). s
MmixaomeHHoro Text-to-SQL, MQS punansie cnenudiuHo-goMeHHY iH(OPMAIIiI0, 3MIHIOIOYH Ha3BU
Ta0JIMIb, CTOBMINB i T.I. HA JIGKCEMHU-MAaCKH, a TOTIM OOYHMCIIIOE TOJIOHICTH iX BOYIOBYBaHHS 3a
anropurmoMm kNN [10].

3) Bubip moaionocti nutanb (Question Similarity Selection, QTS). QTS Bubupae uucio k
NPUKJIAIiB 3 HaHOUIBII pENIEeBAHTHUMH 3alUTaHHIMH, CXOXHMHU 1O cxemi. [lami BiH 3acTocoBye
€BKIIIJIOBY BIJICTaHb JI0 KOXKHOI Mapu npukiaf-mine. Hapemri, anroputm kNN BuKOpHCTOBY€ETBHCS ISt
BuOOpy k npukiaais 3 Q, siki HAOIBII TOYHO BiJOBIAIOTH IEPBUHHOMY nuTaHHIO q [10].

4) Bin6ip 3a cxoxictio 3anuti (Query Similarity Selection (QRS)). QRS nepenbauae Bubip k
NPUKJIALiB, CXOKUX Ha HinboBuid SQL-3amut s™*. QRS Takox renepye SQL-3anut s' 3 BUKOPUCTaHHIM
LJIbOBOT'O 3alMTaHHA q Ta 0a3u ganux D, e uei 3reHepoBaHuii S MOXKHA PO3IISAATH K HAOMMKEHHS
1o s™*, JlaJti 3anMTH KOAYIOThCS Y IBIMKOBI IMCKPETHI CHHTAKCUYHI BEKTOPH BiAMOBIAHO 70 1X KJIFOYOBUX
criB. [Ticns poro obuparoThes k MpUKIIaAiB, BPAXOBYIOUH SIK CXOXKICTh 3 HAOMMKEHUM 3aITUTOM S', TaK
1 BiIMiHHOCTI Mi>X 0OpaHuUMH npuKiIagaMu [9].

Crparerii, mo BKa3aHi BHWIIE, KOHIEHTPYIOThCS Ha BHUOOpI NPUKIAAIB HAa OCHOBI MiJIHOBOTO
3allUTaHHs, OJTHAK, BPaXOBYIOUHM JOCITIKEHHs [9] KOHTEKCTHE HaBUAHHS SIBJISE COOOI0 HABYAHHS 3a
a”asoriero. Y sunaaky Text-t0-SQL ocHoBHOIO 1o € hopmyBaHHs 3anuTiB SQL Ha OCHOBI NIUTaHHA
NPUPOAHBOIO MOBOIO, BiZloOpaskeHHsI 3anuTanb y SQL-3anutu € Habopom HaByanHs A5t LLM, Tox BapTo
BpPaxOBYBATH SIK caMi 3alIUTaHHs, TaK 1 BIAMOBIII.

Opranizaniss TpUKIaIiB Mac BAXJIMBY pOJb y BH3HAYeHHI, sIKy came iH(opmariio 3 MoJaHux
npukianiB Oyze chopmMoBaHO y MmigKa3Ky. ICHYIOTh /ABa BUAM Oprasizalii: opraHizamisi MOBHOI
iHpopMmallii Ta opranizaiist Ha ocHoBi SQL.

INoeHo-1H(popMariiiiHa opranizaiis (Full-Information Organization —— FI 0) ctpyktypye npukianu
B IPEACTaBJICHH AK LIJbOBE 3allUTAHHS, ajJ€ BIAMIHHICTb 3aKJIAJAETHCA B TOMY, L0 3aMiCTh JIEKCEMH
«SELECT», nanpukias, B KiHIIi, KOHKPETHI MPUKJIAAN MaroTh cpopmoBani SQL-3amutu [9].
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Opranizaris, mo BukopuctoBye Tinbku SQL (SQL-Only Organization — SO o) Bximroyae SQL-3amuTu
0o0paHuX MPUKIAIIB 3 TPe(iKCHO 1HCTPYKIE Yy miaka3ii. Taka opraHizailis Mae Ha METi 30UTbIINTH
KUTBKICTh IPUKIIAIIB 3 MIHIMAJILHOKO JIOBXKHUHOKO TOKEHIB [11]. OgHak BOHA BUKJIIOYAE iH(GOPMAIIiIO TIPO
3B'130K MK TIPUPOIHIM 3aIUTaHHAM Ta BiamoBimHuME SQL-3amuToM, MpoTe, K 3a3HAYaI0Ch paHilIe,
TaKHUH 3B'I30K MOXKE OYTH KOPUCHHIM.

[TincymoBytoun, Full-Information Organization BimoOpaxae ImificHy iHpOpMAaLiio MPO MPUKIAIH,
tomi sk SQL-Only Organization 36epirae mmme SQL-3amuTten anms momaBaHHS OinbIOi KiTBKOCTI
mpuKIagiB. B KOHTEKCTI IOCTI/KEHHS BaXXIWBO 3PO3YyMITH, YW ICHY€ BHTIIHUHA KOMIIPOMIC MiX
KUTBKICTIO 1 SIKICTIO B Oprasizauii IpUKJIaiB, 0 MoXe OyTH JOAaTKOBO KOPHUCHUM AJIsi OCHOBHOI 3a/1a4i
Text-to-SQL.

HNoonpamoBanas DAIL-SQL

Bapiaatom BupimeHHS mpoOiieM 3 BiIOOPOM Ta OpraHi3amielo MPUKIANiB MU PO3TIIAAAEMO METOJ
Text-to-SQL — DAIL-SQL (1ie rayuke pimieHHs Ha ocHOBI LLM, sike MOXXHa pO3IIUPIOBATH Ta
IHTETPYBATH 3 IHIIMMU KOMIIOHEHTAMH).

HynboBuit noctpin (zero-shot) — ne miaxia y MamMHHOMY HaBYaHHI Ta 00pOOLI MPUPOTHOT MOBH,
KOJIW MOJIEeNIb BUKOHY€ 3aBJaHHA 0e3 )KOIHUX MPUKIALiB a00 MONEpeaHbOr0 HAaBYaHHS HAa aHAJIOTIYHUX
3aB/IaHHAX. Y IbOMY BHITQJKy MOJIENIb HAMATrae€ThCsl TEHEPYBATH BiIOBI/II HA OCHOBI 3arajbHUX 3HAHB,
3aKJaIeHuX y 11 apXiTeKTypy MiJ Yac MOIMEpeAHbOro TpeHyBaHHs. [Ipu HyIbOBOMY HOCTpiNI MOAETH
MpAIIOE TUTBKY Ha OCHOBI 3aralbHUX 3HaHb, 3aKJIaICHHX ITiJ] 9ac 11 TpeHyBaHHsI, 0€3 MPsMOTro KOHTEKCTY
YW 3pasKiB Ui MOTOYHOTO 3amuTy. lle o3Hadae, M0 BOHA Mae pO3yMmiTH 3aBHaHHS "3 Hyma"' i
¢dopmymoBatu SQL-3anuTH, BUXOSUM JIHIIE 3 PO3YMiHHS MOBH, CTPYKTYPH JIaHHX, & TAKOK CHHTAKCUCY
SQL.

Jns makcumizanii npoxyktuBHOCTI LLM B crieHapii «HyJIh0BOTO IMMOCTPITY» € HaBYaHHS B KOHTEKCTI,
SK aJIbTEPHATUBHUI BapiaHT € KOHTPOIHOBAaHE MoompaitoBaHHA (supervised fine-tuning), mo € MeHIn
JOCHTIDKEHUM Ha ChOrojHi. J[J1sl TOpIBHSHHS BHKOPUCTOBYETbCS TouHicTh 30iry (EM) i1 TouHicTh
BukoHanHs (EX). Tounicts 30iry — 30ir xmodoBux ciiB SQL mix mporHozoBanuM SQL-3amuTom i
0a3oBoto icTHHOI. TOYHICTF BUKOHAHHS — 1€ MOPIBHSAHHS PE3YJIbTATIB BUKOHAHHS MPOTHO30BAHOTO
SQL-3anmuty 3 6a3oBuM SQL Ha TecTOBUX eK3eMIUIsipax 0a3u ganux [12].

Jl1st BCiX METOIB BUKOPUCTOBYETHCS OJIHAKOBA MaKCHUMallbHA JIOBXKHHA MUTaHHS, ToOTO 4096 miis
OpenAl LLM 1 2048 g LLM 3 Bigkputum KoxoM. 200 TOKeHIB aiis TeHeparii.

BucHoBku
Ha ocHOBI ipoBeIeHNX eKCIIEpUMEHTIB MOYKHA 3pOOUTH €Ki eMITipUYHI BUCHOBKH Ta PEKOMEHIAIIIi:

- ns mpencraBieHHs 3alIUTaHb PEKOMEHJIOBAHO KOPUCTYBATHCS ITiIKA3KaMHU TPEJICTABICHHS
KOJIy Ta JIeMOHCTpatiiHoro 3anuty OpenAl, ane iHma iHopMarist sSK iMILTIKaIlis TPaBUT
Ta 30BHINIHIN K04, MOXKe OyTH Jdye KOPUCHOIO.

- s Bubopy mpuKIaay BaXKJIMBa CXOXKICTb MK NMUTaHHSAM Ha MpuUpoaHid MoBi Ta SQL-
3anmuroM. Lli 1Ba QakTopu pa3oM € XOpOUIMM MOKa3HHKOM JUisi PO3poOKH edeKTHBHOI
cTpaterii Bioopy.

- Sxwmo npuiiaara LLM e gocute notyxHor, sik GPT-4, Hanpukiaa, To NpeacTaBlIeHHS IM
nap 3anutaHb 1 SQL-3amuTiB € pamnioHanbHMM BuOOpoM. B iHImIOMy Bumaaky kpaiie
NPEJCTABUTH M MOBHI iHGOPMaLiiHI TPHUKIIAIH.

- HasBaictb 0ibm0i KiIbKOCTI TapameTpiB y LLM 3 BiIKpUTHM BHUX1THUM KOJOM MOKpAIIy€e
Text-to-SQL 3aBmganns. KpiM TOro, KOHTpOJIbOBaHE J0OIPAIFOBAHHS € HEOOX1THUM.

Takosx, y Xoi podoTu OyJ10 TOCHIHKEHO ACKiIbKa CTpaTerii isl HyJbOBOI'O Ta KiJIBKOX MOCTPUIIB,
OLIIHEHO pi3Hi crocoOu MpeacTaBIeHHS MUTaHb, BiOOpy Ta opraHizaumii npukianis mis LLM. Bymno
BUsiBJIeHO, 110 BukopuctanHs DAIL-SQL y moennanni 3 GPT-4 y ciieHapii 3 KiJlbKOMa MOCTpiIaMH
JIO3BOJISIE JIOCSTTH HAWBHINOI TOYHOCTI 3 PO3TISIHYTHX, Ta 3a0e3ledye eKOHOMiYHE BHUKOPWUCTAHHS
TOKEHIB.

VY mexax 6azoBoi mozmemi DAIL-SQL Oyno mpoBeieHO TecTyBaHHSI CTpaTeriii BUKOPUCTAHHA i
HaJAINTYBaHHSA, 1 BapTO 3a3HAYMTH, IO JUIS MaKCUMI3allii MPOAYKTHBHOCTI PEKOMEHIYEThCS
CKOHLIEHTPYBAaTHCh Ha MUTaHHI ONTHUMi3alil MiAKa30K Ta BinOOpi MOAIOHMX NpPUKIAAiB 3amuTaHb. Lle
J103BOJIsI€ OanaHCyBaTH BapTiCTh 1 TOYHICTh BUKOHaHHS SQL-3amuTiB.
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V pesynbrati Tpeba Big3HauuTH, M0 opraizamis DAIL € GiabIn eKOHOMIYHOO (BapTiCTh TOKCHIB),

HDK TMOBHOIH(GOpPMAaLidHUNA MiAXiA, TOYHICTh BUKOHAHHS NpH IboMy Bucoka (83.5% 3 GPT-4). Le
JIOBOJIUTH OCHOBHE TBEP/KEHHS, 110 MPEACTABICHHS MUTaHb 13 BKIOYeHHSIM SQL y BUIIIsAA1 30BHINIHIX
KITIOUIB € ONTUMAJIBHIM SIK Y TOYHOCTI, TaK 1 B €KOHOMIi pecypciB.

VYV mpomeci IOCHTIMKEHHS IOKA3aHO, IO EKOHOMiYHE Ta ¢hEeKTHBHE BUKOPHCTAHHS TOKCHIB €

OCHOBHOIO METPHKOIO JIJIS pealibHuX 3a1a4 Text-t0-SQL, BpaxoByrouun komTopuc oouncienp Ha OpenAl
maTdopMax.

10.

11.
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AHaJi3 nporpamHoro 3ade3neyenns A peaizanii OSINT
y cepi indopmauiiinoi 0esnexu

AKTyanbHicTh. [106ansHul cydacHnit KibepnpocTip XapaKTepHU3yeThCsl CTPIMKUM 3POCTaHHSIM PH3UKIB Ta 3arpo3 s
BaKJIMBOI iH(pOpMaNii IepKaBHUX CTPYKTYp, Oi3HECYy Ta CycHibcTBa. Y TaKMX YMOBaX po3Bijka 3 Binkputux mxepen (OSINT)
HaOyBa€ aKTyaJIbHOTO 3HAUEHHS SIK IHCTPYMEHT JJIsl MOHITOPHHTY 1H()OPMAaLifHOTO MIPOCTOPY, BUABICHHS MOTEHIIHHIX 3arpo3
1 3a0e3neuenHs iHopmaniiiHOi 6e3neku. [Iporpamue 3ab6e3nedenns Lt OSINT no3Bosste ehexTHBHO 30MpaTH, aHATI3yBaTH Ta
IHTEpPIPETyBaTH [aHi 3 BIAKPUTHX JDKEpPEI, BKIIOYAIOUH COLIANbHI Mepexi, myomniuHi 60a3u maHux i BeO-pecypeu. Lle crpuse
CBO€YACHOMY pearyBaHHIO Ha KiOep3arposu, BHUSBICHHIO BPa3JIHBOCTEH 1 MPUUHATTIO PIIEHb IS 3aXUCTy iHPOpMAaLiiHUX
CHCTEM i KpUTHYHOI iHYPacTpyKTypH cy0’exTiB iHGOpMAIIHHUX BITHOCHH JIeP)KaBH.

Meta. AHaji3 XapaKTepHCTHK Ta MOXIHBOCTEH CYYacHOTO CIICINiali30BaHOTO MPOTPaMHOro 3a0e3MEeUeHHS 3 METOI0 iX
e()eKTHBHOTO 3aCTOCYBaHHS y SKOCTI IHCTpYMEHTiB po3Binku 3 Bigkputux mkepend (OSINT) y KOHTEKCTi BHSBICHHS
HNOTEHIIHHKX 3arpo3 i 3abe3nedeHHs iHpopManiitHoi 6e3nekn cy6’exTiB iHGOPMaLIHHUX BiTHOCHH.

Metonu gocaizkeHHs1. Y IpoLeci HANMCAHHS CTaTTi BUKOPHCTAHO METOIU TEXHIYHOTO aHAII3Y, TOPiBHAIBHO-OMHCOBOTO
MiAXOMy, cuUcTeMaru3amii Ta Kiacudikamii s AOCHiKeHHS (QYHKIIOHATBHUX MOXJmBocTeil iHcTpymeHTiB OSINT,
MPOTHO3YBAaHHA IXHBOI €)EKTHBHOCTI Ta IIEPCIEKTHB PO3BUTKY.

PesyabTaTn. Ha OCHOBI IpOBEIEHOr0 aHaNi3y BH3HAYEHO KIIIOYOBI XapaKTEPUCTUKU NMPOTPAMHHUX PillleHb, TAKUX 5K
Maltego, TheHarvester, Shodan, ZoomEye, LeakIX, Sublist3r ta SubFinder, omiHeHO iXHIO NPUIATHICTH JJIsI MOHITOPUHTY
iHpopMaLiifHOrO MPOCTOPY, BUSIBICHHS PU3UKIB Ta BPA3IUBOCTEH, a TAKOXK CBOEYACHE pearyBaHHS 3 METOI BHKIIOYEHHS
HEraTHBHUX HACIIJKIB. 3alpoIIOHOBAaHO PEKOMEHAlii I10JI0 ONTUMAIBHOTO BHUKOPHCTAHHS ILMX IHCTPYMEHTIB Ha CY4acHUX
ITEOM 3 ypaxyBaHHSIM BHMOT JI0 allapaTHOTO 3a0e3neueHHsl, 0e3eKy Ta aBTOMaTH3allii IPOIeciB.

Posrisan npukinannux acrekTiB BukopuctanHs OSINT nae 3mory cdopmysroBaTy IpakTHYHI peKOMeHAaNii a1 paxiBLiB
y chepi kibepOesmekn. 3IifiCHEHHWI aHANi3 O3BOJISIE IHTErPYBaTH PE3yNbTaTH y HaBUAIBHI MPOTPaMH U MiATOTOBKH
CremiamicTiB i3 3aXucTy iHdopmanii. BcraHoBteHo, mo edexkruBHicTs OSINT 3HaAYHOIO MipOIO 3aJISKUTH Bi PiBHS MiATOTOBKH
KOpUCTyBaya Ta HOTO BMIiHHSA IHTEpIpPETYBaTH OTpPHMaHy iHQopMamiro. Po3risHyTHII MaTepial IEMOHCTPYE TEPCIEKTHBH
BUKOPHUCTAaHHS MAIIMHHOTO HaBYaHHS [yl aBTOMAaTW3alii mporeciB 300py Ta ¢imbTparii maHux. 3poOJeHO akIEeHT Ha
HEeoOXiZHOCTI 6e31epepBHOr0 OHOBJIEHHs 0a3 3HAHb 1 aNTOPUTMIB, 0 BUKOPUCTOBYIOThCS B OSINT. Pesynbraty mociipKeHHs
MOXYTh OYTH BHKOPHCTaHI JUIsl CTBOPEHHS KOMILUIEKCHHUX PIllIeHb 3 MeTOI0 3a0e3medeHHs KibepCTiKoCTI opraHizarii.

BucnoBkn. PosBinka 3 Bigkputux mkepen (OSINT) Oasyerscst Ha 300pi, cucTemaru3aulii Ta aHamizi JaHHMX i3
3arajibHOJIOCTYIMHUX JDKEPEN, TaKMX SK COLIaNbHI Mepexi, BeO-caliTi, myOmiyHi 6a3u maHux Ta wmefdia. OCHOBOIO
(dyHKIiIOHYBaHHS TiporpamMHoro 3abe3nedeHHs st OSINT € BUKOpHCTaHHS aBTOMAaTH30BAHUX IHCTPYMEHTIB, SIKi JO3BOJISTIOTH
e(eKTHBHO 0OpOONATH BelMKi 00csarH iH(popMalii, BUSBISATH 3B’SI3KH MiX JaHHUMHU Ta 11eHTH(IKyBaTH IMOTEHIIHI 3arpo3u
iHpopmaniitaiit Oe3neni. Taki iHcTpymeHTH, sk Maltego, TheHarvester, Shodan, ZoomEye, LeaklIX, Sublist3r ta SubFinder,
3a0e31euyI0Th BUKOHAHHS 3aBIaHb BiJl TACHBHOTO 300pY IaHHWX O aKTHBHOTO aHANi3y MepexkeBoi iHOPacTPYKTYypH, IO Ja€
3MOTY BHSBJIATH BPa3JIMBOCTI, MOHITOPUTH KiOepHpocTip Ta MiATPUMYBATH NPHHHATTS CBOEYACHHX pillleHb y cdepi
iH(popMaIiitHOT 6e3TeKn Ta 3aXUCTy iHpopMallii.

IMpoBeneno knacudikanito nporpamMHoro 3adesnedeHss it OSINT 3a GpyHKIIOHATBHIM NPU3HAYESHHSM, BUJIUTUBIIN TPU
OCHOBHI KaTeropii: iHCTpyMEHTH BHSBJICHHS, BHJIYYCHHS Ta arperauii JaHUX. 3alpollOHOBaHO MOPIBHSIBHUH aHaJi3 TaKnux
IHCTpYMeHTiB, sk Maltego, TheHarvester, Shodan, ZoomEye, LeakIX, Sublist3r Ta SubFinder, 3 Bu3Ha4eHHsIM IXHIX KITFOUYOBUX
XapaKTEePHUCTHK, BKIFOUAIOUH CYMICHICTB 3 ONEpaIlifHUMH CHCTEMaMH, METOIU 300py iHpOpMaIlii, aBTOMaTH3aIliI0 MIPOIECIB Ta
piBeHb O€3MeKH, IO CHpHsi€e BUOOPY ONTHMAIBHOTO IHCTPYMEHTY JUIS BHUpILICHHS 3aBJaHb MOHITOPUHTY KibeprpocTopy Ta
NpoTHAIT IHPOPMAIIITHAM 3arpo3aM.

HaBeneHO mepCreKTHUBHI HAMpPSMKH IMOJANBIIOrO PO3BUTKY mporpamHoro 3abesmeuenHs it OSINT y cdepi
KibepbOe3nekn nepkaBy.

Knrwwuoei cnosa: OSINT, npoepamte 3a6e3neyenns, ananisz OaHUX, ABMOMAamu3ayis, 6paziueocmi, .Kibepbesnexa, inghopmayitina
besnexa.
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Beryn

CrpimMKu#i pO3BUTOK IMUQPPOBUX TEXHOJOTIH Ta TimoOamizarmis iH(GOPMAIitHOTO MPOCTOPY 3HAYHO
MiABULIMIIN 3aJISKHICTh JAEPKaBHUX CTPYKTYp, Oi3HeCy Ta CyCHiNbCTBa BiA iH(QopMamiiHUX cHUCTeM i
Mmepexxi [aTepHer. lle cnpuuMHMIO 3pOCTaHHS PH3HKIB, IOB’S3aHUMX 13 KidepaTakamu, BUTOKOM
KoH(iAeHMiHOT iH(pOopMaIii Ta MaHIMYIAIi€l0 JaHUMA. Y TaKHX YMOBaX PO3BiKa 3 BIAKPUTHX HKEpeEI
(OSINT) HaOyBae KIIFOUOBOTO 3HAYEHHS SIK IHCTPYMEHT JIJISi MOHITOPHHTY 1H(GOPMAIIITHOTO MPOCTOPY,
BUSIBIICHHS IOTCHLIHHUX 3arpo3 1 3abe3neuenHs iHpopmaniitnoi 6esnexu. [Iporpamue 3a0e3nedeHHs 1Ist
OSINT nozBomsie eexTrBHO 30MpaTH, aHANI3yBaTH Ta IHTEPIPETYBATH HaHiI 3 BIIKPUTHX JDKEPEN,
BKITFOUAIOYH COIlialIbHI Mepexi, myOmigHi 0a3m maHux i BeO-pecypcu. lle crpusie cBO€4acHOMY
pearyBaHHIO Ha Kibep3arpo3u, BUSBICHHIO BPa3JIUBOCTEH 1 I ATPUMII CTPATETIYHOTO IPUHHATTS PilllcHb
JUTS 3aXUCTY 1HQOPMAIITHUX CHCTEM 1 KpUTUYHOI iHYPaCTPyKTYpH.

IMocTranoBka npodJemu

3Ha4yHOI0 TPoOIIeMOI0 B peaiizanii po3Biaku 3 Bigkputux mkepen (OSINT) y coepi indopmaniiHOi
0e3meKr € CTpIMKE 3pOCTaHHS OOCATIB MaHWX y TOETHAHHI 31 CKIIAJHICTIO iX 0OpOOKH Ta aHaNi3y IS
BUsiBNIeHHs peneBaHTHOI iH(popMarii. Cywacui iHcTpyMeHTH OSINT CTHKAIOTBCS 3 BHKJIHKAMH,
MOB'SI3aHUMH 3 PI3HOMAHITHICTIO JDKEPEN JaHWX, TXHHOK JUHAMIYHOIO MPHPOJOK Ta HEOOXIIHICTIO
3a0e3MeYeHHs] TOYHOCTI M aKTyalbHOCTI pe3yJbTaTiB. 3 OJHOrO OOKY, 3pOCTaHHS OOCSTIB BiIKPUTHX
JAHUX, 30KpeMa 3 COIaIbHUX MepexX, BeO-pecypciB i myOmiyHMX 0a3 JaHWX, YCKIIATHIOE IIBUKE
BUJIUJICHHS 3HAYYIIUX 3aB’S3KiB 1 maTepHiB. 3 iHMIOT0 OOKY, aKTMBHE BUKOPHUCTAHHS 3JI0BMHCHHUKAMH
AaBTOMAaTH30BaHHUX 3ac00iB JJIsl MPHUXOBYBAHHS CIIAIB CBO€i MiSJIBHOCTI, TaKWX $IK MAacKyBaHHS
MepexkeBoro Tpadiky um BukopuctanHs Dark Web, miaBumrye BUMOru 10 e()eKTUBHOCTI Ta THYYKOCTI
nporpamuoro 3ade3neueHHs OSINT. Kpim Toro, oOmMexeHa cyMiCHICTb I€SKUX IHCTPYMEHTIB i3 pi3HUMH
OTepaliiHIMU CUCTEMaMH, BHCOKAa PECYPCOEMHICTh Ta HEOOXiTHICTh 3aXUCTy 3i0paHHX IaHUX BiJ
HECAHKIIIOHOBAHOTO JIOCTYIy YCKJIAQJHIOIOTH iXHE 3acTocyBaHHs Ha cydacHHX [IEOM. Y xoHTekcTi
riOpUAHKX 3arpo3 i Kibep3IOYMHHOCTI Tiepe]] HAYKOBISIMU TTOCTAIOTh 3aBJIaHHS MOTIUOICHOTO aHaJi3y
cy4yacHoro mporpamHoro 3abesmedeHHs ans peamizanii OSINT y cdepi inpopmaniiiHOT Ge3nekw,
BU3HAYCHHS WOTO (YHKIIIOHAIBHUX MOXKJIUBOCTEH Ta €()EeKTHBHOCTI, PO3POOKH CIEIiali30BaHOIO
nporpamMHOro 3a0e3rnedyeHHs 3 METOK MiIBUIICHHS npoaykTuBHOCTI iHCTpymeHTiB OSINT Ta ioro
aJIalTUBHOCTI JIO HOBUX BUKJIMKIB 1H(OPMAIlIIHOT Oe3MmeKH.

AHaJi3 OCTaHHIX J0CTiIxKeHb I myOikanii

Y HaykoBifi JiTeparypi aKTUBHO IOCIIKYIOTHCS MOXJIMBOCTI PO3BIAKM 3 BIAKPUTHX IKEpe
(OSINT) nis 3a0e3neueHHs iHGopmariinoi 0e3neku. Y podorti [S] Williams H. ta Blum 1. posrisiayTo
npyry redepaunio OSINT, akueHTyroun yBary Ha HOro 3acTocyBaHHI B 000pOHHIH cdepi, 30kpema ajst
aHaJi3y BEIMKUX OOCSTIB TAaHUX i3 BITKPUTHX JKepen. Y [6] Unver A. mpeacTaBieHo Oris HPPOBOro
OSINT, ae miIKpecaroeThCs BKIMBICTS aHANIZY comianbHUX Mepex 1 Dark Web j1i1st BUsiBIIGHHS 3arpo3.
Hocnimkenns [7] Schwarz K., Schwarz F. Ta Creutzburg R. npucBsiueHO MpakTHYHOMY 3aCTOCYBaHHIO
inctpymentiB OSINT, takux sk Maltego, mist anami3zy 3aB’A3KiB MK JaHHMH, a TaKoxX po3poOii
HaBYANBHUX JaboparopHux BropaB. Y [9] Duffy M., Pan X. Ta Wilson S. ommcano metoau 300py
nyOniyHOoT iH(opMallii 3a IOIIOMOToI0 IHCTPYMEHTIB, Takux sik TheHarvester, 3 akiieHTOM Ha TacHBHI Ta
aKTWBHI MiIXO]IU JIO MONIYKY JTAaHUX.

VYpaxoByroun BUILle3a3HaUEHE, TOCTIKEHHS mporpaMHoro 3abe3neueHHs st OSINT 3anumaerses
aKTyaJbHUM 3aBJIaHHSIM, OCKIJIbKH BOHO CIIPHSIE BIOCKOHAIEHHIO METOJIiB MOHITOPHHTY KiOepIpocTopy
Ta IPOTHIIT Kibep3arpo3am.
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Merta craTTi Ta 3aBAaHHS

MerToro cTaTTi € aHami3 GyHKIIOHATEHUX MOXIIMBOCTEH Cy4yacHOTO MPOrPaMHOTO 3a0e3MeUCHHS s
peamizanii OSINT, momryk nuisaxiB iX eeKTHBHOTO BUKOPUCTaHH y cdepi KibepOesneKu epKaBH.

YV BiANOBITHOCTI A0 TIOCTaBJICHOT METH TOJIOBHUMH 3aB/IaHHSIMHU €:

- aHaji3 CKIaay Ta XapakTepucTuk cydacHux iHCTpymeHTiB OSINT (Maltego, TheHarvester,
Shodan, ZoomEye, LeaklX, Sublist3r Ta SubFinder), omiHka iXHBOI MOMIIMBOCTI 3 MOHITOPHHTY
iH(hOpPMAIIIFHOTO TTPOCTOPY, BHUSIBIIEHHS PU3HKIB Ta 3arpo3;

- kmacuikamis mporpamHoro 3abesmedeHHs mnsa peamizamii OSINT 3a  dysKumioHamEHUM
MpU3HAYCHHIM, OOTPYHTYBaHHs PEKOMEHJAI] 040 HOT0 ONTUMAILHOTO BUKOPHCTAHHS Ha Cy4acHUX
I[TEOM 3 ypaxyBaHHSIM BUMOT JI0 anapaTHoro 3abe3nedeHHsl, 0e3MeKn Ta aBTOMaTu3allii mpolecis;

- OOTpYyHTYBaHHS IEPCHEKTUBHUX IUIAXIB MOAATBIIOTO PO3BUTKY Ta €()EKTHBHOTO BUKOPHCTAHHS
nporpamuoro 3abe3neueHHs st OSINT y cdepi kibepOesneku aepKaBH.

Bukaa ocHOBHOro MaTepiaJty 10CTiIzKeHHS

PosBinka 3 Bigkputux mkepen (OSINT) OGasyerbcss Ha 300pi Ta aHamizi indopmamii 3
3arajilbHOOCTYITHUX JUKEpell, TAKHX SIK COILlialibHI Mepexi, BeO-caiiTu, my0aiuHi 6a3u 1aHUX Ta Melia, 110
poOuTh 11 BaXKIMBUM IHCTpyMeHTOM it 3abesmedeHHs iHdopmaniiHoi Oesmeku. Ilporpamne
3abe3meuenss as OSINT, 3oxpema Maltego , TheHarvester, Shodan, ZoomEye, LeaklX, Sublist3r Ta
SubFinder, 3a0e3nedye BUKOHAHHS IIMPOKOI'O CHEKTpa 3aBAaHb: BiJ MAacHBHOTO 300py AaHUX 0
AKTUBHOTO aHAIi3y MepexeBoi iHppacTpyKTypH.

3pobumMo neTtanpHUI aHami3 HaBeAeHuxX Buile iHCTpyMeHTIB OSINT, 3’scyemo ix (yHKIiIOHATHHI
MOJKJIMBOCTI, 8 TAKOXK MTO3UTHBHI BIACTUBOCTI, sIKi 320€3MeUyIOTh iX e(heKTUBHE BUKOPUCTAHHSL.

Ilpoepamne 3abe3neuennsn Shodan.

Shodan - e “momykoBa cucrema’” 00'€KTIiB, MiIKIIOYEHHX 10 [HTEPHETY, BKIIOYAIOYN CEPBEPH,
poyTepH, BeO-caliTi, 6a3u naHuX, KaMepu, IpomucioBi cuctemu ynpasmiaas (IICY), kamepu, mepexesi
cxoBuma ta npuctpoi Intepuery peueit (IoT). Shodan immexcye cepmicHi Ganepu (MerazaHi mpo
nporpaMHe 3a0e3neueH s, 0 MPAIoe Ha MPUCTPOT) 1 pOOUTH iX JOCTYHHUMH IS TOIIYKY.

Shodan npononye Taki ¢pyHKIIIi:

ShodanSearch: ocHOBHa moiykoBa cucTeMa, sika poOuTh iHpopmalito, 3i0pany Shodan, moctymHoO
yepe3 BeO-CaiT.

ShodanMonitor: 703BOJIsIE BiICTEXYBATH BCi CBOI MPUCTPOT, 10 AKUX € MPSIMUHN AoCTyn 3 [HTEpHETY,
JUTSL MOHITOPHHTY O€3TEeKH.

ShodanMaps: HaJla€ MOXIIUBICTD HEPETISIIATH PE3YJIbTATH TOIIYKY Bi3yajbHO, & HE B TEKCTOBOMY
BUTIIAJI HAa TOJOBHOMY BeO-caiiTi. Bona BimoOpawxae g0 1 000 pe3ymbTaTiB OJHOYACHO, a TIpH
301UTBIIICHHI/3MEHIIICHH]I MacTaby KapTH MONIYKOBWH 3aIlUT Mi/UIAIITOBYETHCS TaK, MO0 MOKa3yBaTH
pe3yJbTaTH JIUIIE 11 00paHoi 00J1acTi.

ShodanImages: Shodan 30upae ckpiHmoOTH AJsi 6araTb0oX pPi3HUX CEPBICIB, 1 K KOPUCTYyBad BH
OTPUMYETE OCTYII 10 iHTepdeicy MouryKy, SKuii 3HAYHO CIIPOIILYE MEPETrIs] UX CKPIHIIOTIB.

ShodanTrends: no3Bosie mrykaTu AaHi, 3i6pani Shodan, o6 xiHaTHCS PO TeH IeHIT B [HTepHETI.

[aHe nporpamMHe 3a0€31eUeHHS HaJla€ HU3KY KOPUCHUX MOCIYT JIJIsl PO3POOHHUKIB, a came:

1. ShodanDeveloper API: Bci BeO-caiiti Shodan nmoBHicTIO T0OYA0BaHi Ha ogHOMY ITyOmiuHOMY API
Shodan, 10 KOro MarOTh JOCTYH BCi KOPUCTYBAUi.

2. InternetDBAPI: Hagae mBuakuii crioci6 modauyntu Biakputi noptu ist [P-aapecu. Bin nae mBuake
ySBJICHHSI PO THIT IIPUCTPOIO, SIKHH mparttoe 3a [P-aapecoro.

3. GeoNetAPI: no3Boisie 3amyckaTé MEpEXKeBi IHCTPYMEHTH 3 CEPBEPiB, PO3TAIIOBAHUX MO BCHOMY
cBiTy. Hagae MOXIHMBICTD BU3HAYaTH Pi3HY TMOBEMIHKY MeEpEeXi 3aJeKHO BiJ PErioHy, B SKOMY
3HAXOJMTHCS KIHIIEBUI KOPUCTYBAY.

4. ShodanChrono: iHAUKaTOp BUKOHAHHSI CKPHIITIB.

5. CVEDBAPI: nponoHye MIBUAKHIA CIIOCIO OTpUMATH TOCTYI 110 iH(OopMalii mpo Bpazausocti [10].
[lepeBaramMu 1pOro iHCTPYMEHTY € MIMPOKa BHIUMICTh npHcTpoiB [HTepHety peuelt (IoT), a Takox
MOTYXHI1 MOXKJIMBOCTI MOUIyKy Ta ¢inpTpaunii. [IpoTe rosoBHMM HEIOTIKOM 3aIMIIAIOTHCS MOTEHLIHHI
npo0ieMu 3 KOHQIACHIIHICTIO Ta 0E3MeKO0.
Ilpoepamne 3abe3neuenns na niamgopmi ZoomEye.
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ZoomEye - 11e 6e3KOIITOBHA IIaTPopMa, 1110 BUKOPUCTOBYETHCS )1 300py iH(OopMalii mpo cepicu
Ta MPHUCTPOI, SKI MIKIIOYeHI A0 [HTepHeTYy, a TakoX OLIHIOBaHHsS iXHBOI OE3MEeKH Ta BUSBICHHS
BPa3IUBOCTEH X CUCTEM.

3a momomoror ZoomEye Mo)kHa peastizyBaTy Taki oreparii:

1. CkanyBanHs: ZoomEye BUKOPHUCTOBYE BY3JIH CIIOCTEPEKEHHSI, PO3TAIIOBAHI 110 BCHOMY CBITY, AJIS
MOLTYKY BIJKPUTUX HOPTIB CEPBICiB 1 MPUCTPOIB.

2. 3axorieHHs OaHEpiB: MICIs MPOBEICHHS MEpPEBIPKU cepBicy abo MPHUCTPOIO e 1HCTPYMEHT
Hakonmn4ye iH(popmariro mpo OaHep Ha MOPTY IMMEBHOTO CEpPBiCy, Ha IKOMY BiH 3amymieHui. [Hpopmarisa
npo OaHep 3a3BUYail MiCTUTh TaKy iH(OpPMaIito MPo cIykO0y SIK CIIUCOK MOPTiB, IO MPALIOIOTh, yTHIIITH,
10 BUKOPHCTOBYIOTBCS Ta iX Bepcii, sike oOJaJHAHHS BUKOPUCTOBYETHCS AJIS i€l CIyXOW Ta iHII
XapaKTEePUCTHUKH.

3. IngexcyBaHHA: JaHi, 3i0paHi Ha MUHYJIOMY eTari, 30epiraloTeCs Ta iHAEKCYIOThCS B 0a3i AaHUX
ZoomEye.

4. Tlomryk i1 3amuTH: 0a3za maHux migkimodaeTscs 10 APl ZoomEye, Tomy KopucTyBadi CipoOMOXKHI
IIyKaTu OyIb-sIKy iH(pOpMaIliro, o 30epiraerbes B IiH 0a3i. [lomnryk MokHa 3/1iCHIOBATH 32 KITFOUOBHUMH
CJIOBaMH, a TaKOX 3aCTOCOBYBATH (iNbTPHU AJISI TOYHOTO MOIIYKY.

OyHKIIOHAIBHI MOXJIMBOCTI IpOrpaMHOro 3a0e3medeHHs Ha Tuiatdopmi ZoomEye momomarae
3abe3meunTn Oe3neKy KibepmpocTopy, a came:

- 3MIIHCHIOE 30BHIIIHIO CIIOCTEPEKHICTh CBOET IM(POBOI MPUCYTHOCTI 3 IEPCIIEKTUBH CTOPOHHBOTO
criocTepiraya, 1o JI03BOJISE BUSBIIATH CJIA0Ki MICIl CHCTEMH Ta IHIIIIOBATH X CBOEYACHE YCYHCHHS,

- HaJla€ MOKJIMBICTh BUSBHUTH TOTEHITIITHI BPa3TMBOCTI Ta HEMPABIIIBHI KOH(DIryparii B Mepexi;

- JoriomMarae BHSBISTH TOMWJIKH, SIKi OyJM JOMYIIEHI MiJ 4yac eKcIuTyaTamii Mepexi, a came:
BIZIKPUTI TIOPTH, 3acTapisie mporpamue 3abe3neveHHs abo He3axHIeHI KOHDIryparii;

- JIO3BOJIAE TIEPEeBIpUTH OE3MeKy IHIIWX OpTraHi3amiid, KOMIAaHii, Mo JOMOMOXe y Oe3medHoMYy
migdopi MapTHEPIB, MOMEPEIHKEHHIO X PO BPa3IUBOCTI, TOOTO YIIPABIATH CTOPOHHIMH PU3UKAMU;

- 3a0e3mevye JOCHTiHPKEHHS Ta PO3BiJIKY 3arpo3, B pe3yJIbTaTi Y0r0 KOPUCTYBaYl MOXKYTh Ji3HATHCS,
SK1 TUITU TEXHOJIOTiH HaifyacTille BUKOPUCTOBYIOTHCSI, & TAKOX JOCIIAUTH HOBI 3arpO3H Ta MOTEHIIHHI
BekTopu aTak [11].

[IpoTe 11e#i iHCTPYMEHT Hece 3a co00r0 HU3KY Hebesmnek. Tak sk ZoomEye mocTymHwMii 1yis BCiX, BiH
MOJKE BUKOPUCTOBYBATHCS 3JIOBMHUCHUKAMH JJIsl IPOBEACHHS po3Binku. KpiM TOro, aBTOMaTnu3yBaBIIH
mporiec 300py iH(opmamii 3 IBOTO IHCTPYMEHTY Ta IHTETpYyIO4H ii J0 CBOrO iHCTpYMEHTapiro,
3IIOBMUCHHKH TIOCTIHHO MaTUMyTh OHOBJIEHY 1H(OPMAIiIO PO BPA3JIMBOCTI Ta JOCTYIHICTH J0 BaIlUX
cepBiciB. 3 Ii€0 METOI 3JI0BMUCHHKH MOXYTh BUKOPHUCTATH, HANPUKIAJ MpOrpamHe 3abe3redeHHs
LeakIX. Ile moTyxHmii pecypc, sSKHil TO3BOJISE €THYHUM Xakepam, (paxiBisM 3 Oe3leKH Ta iHIIAM
KOpHCTyBauaM 3/1iiCHIOBATH BCeO1YHUI MONIYK KOH(DieHIIiiTHO1 iH(opMarlii, ska Moke OyTH BHITaIKOBO
JnocTynHa B [HTepHeTi.

IIporpamue 3a0e3neueHHs Ha wiatdhopmi ZoomEye possineHe Ha 1Bl chepu MOLIyKY:

Services (CepsicH) - 1ie iHAEKcalis BChOro, 1o Oyno BifackaHoBano. Ciogu Bxonusats [P-ampecu ta
BipTyalbHi XocTH. 30epiraeTbes pizHa iHdopmaris, Hanpuknan, 6anep TCP ado HTTP.

Leak (Burik) - B miii cdepi iHAEKCYIOThCS HEMPaBUIIbHI KOH(Irypailii Ta Bpa3IMBOCTi, BUSBIICHI i1
yac cKaHyBaHHA cepBiciB. Cloau BiTHOCSTHCA: BHSIBICHA BPAa3JIMBICTh, HENpPaBWIbHA KOHQIrypamis
1HQpaCTPYKTypH, CTOPIHKH CTaHy Ta MOHITOPHHTY, IO MICTATh KoH(pimeHIiiHYy iH(pOopMaIIito,
3arajlbHOJIOCTYIHI KOHQIrypaiiiHi (ainn, mo MicTaTh KoHQiIeHmilHy iH(opMallio, HeNpaBUIEHO
ckoH(iryposani ACL (Access Control List), BHaci 10k 4oro cixy»x0H, sKi MatoTb OyTH 3aXHILEH], CTAIOTh
3arajibHOAOCTYIHUMH [12].

[TepeBaramu bOrO IHCTPYMEHTY € BeJIMKa 0a3a JaHWX BUTOKIB 1 BUTOKIB JaHUX, & TAKOX PO3IIUPEHI
MOJKJIMBOCTI TOMIYKY Ta aHamizy. Hemonmikamu - OOMeXeHHM BUIBHHH MOCTYIl Ta 3aJIEKHICTh Bij
30BHIIIHIX JKepen AaHuX ais 300py iHpopmarii.

Ilpoepamne 3a6e3neuenns Sublist3r.

Sublist3r - 1e MOTyXHHI IHCTPYMEHT, KU MOKHA BUKOPHCTOBYBATH JIUIsl aBTOMATH3aIIi1 MPOIIECY
nepepaxyBanHsa cyOngomeniB. Lle ckpunt Python 3 BimkpuTUM BUXiZHHM KOAOM, SIKUM BHKOPHCTOBYE
pi3Hi MeToau A 300py iHpOpMaLii mpo cyOJOMEHH 3 Pi3HUX JKepell, BKIIIOYAa0UuH MOITYKOBI CUCTEMH,
nacuBHi 6a3u jganux DNS i1 mnardopmu comianpanx Mepex. OTpUMaBIIH CIIHCOK CyOJOMEHIB MOYKHA
MIPOBECTH X aHaJIi3, 11100 BUSBUTH MOTEHIIIMHI Bpa3IMBOCTI Ta BeKTopHu aTak [13].

Taxwuii iHCTpyMeHTapiil 3a3BU4aii BUKOPUCTOBYEThCA Y KOMIUIEKCI 3 IHIIMMHU, ajxe Sublist3r peanizye
nuie o GyHkiio. Bzaemonis 3 Sublist3r BinOyBaeThcs Yepe3 KOMaHIHUHA PSIJIOK.
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HenomikaMu 1150T0 iHCTPYMEHTY € OOMEXEHI MOYKITMBOCTI HAJIAIITYBaHHS IMapaMeTpiB CKaHyBaHHS
Ta 3aJICKHICTh Bl 30BHIIHIX /pKepen nanux DNS ams 300py iHgopmanii. [lepeBaramu € mBuake Ta
e(heKTUBHE TIepepaxyBaHHs CyOJOMEHIB Ta IHTErpallis 3 IeKUTbKOMa JDKePEIaMHU JTaHuX.

3Ba)kalouM Ha BEIUKY KIIBKICTH JOCTYITHUX iHCTPYMEHTIB, JOKJIAIHO MPOBEIEMO TIOPIBHSIHHS JBOX
13, mo HaitdacTinie BUKOPUCTOBYIOTHCS s 300py Aannx: Maltego Ta TheHarvester.

Ilpoepamne 3abe3neuenus Maltego.

Maltego - me iHCTpyMEHT Bi3yaJbHOrO aHaNi3y MMOCWIAHb, SKUH MOCTAYAETHCS 3 IUIATiHAMH 3
BIIKPUTHM BHXITHMM KOJOM IIiJl Ha3Bow '"Tpanchopmarii”, Todto momymi [7]. Maltego mozBossie
CTBOPIOBATH Bi3yasbHi Ipadiku 3aB’s3KiB MK JaHUMH, TAKHUMHU sIK email-aapecu, [P-agpecu ta nomeHHi
iMeHa, 3aBISKM MOIYJSAM (TpaHc(hOpMaLisM), IO IHTETPYIOThCA 3 PI3HUMHU JPKEpesaMH, BKIIOYAIOUYH
Blockchain.info, Shodan ta Social Links CE [7, 8]. Lle#t iHcTpyMeHT OKyCy€eThCSl Ha aHaJIi31 peabHUX
B32€MO3B'S3KIB MiXk 3arajbHOJOCTYITHOI 1H(POPMAIIEI MPO IHTEPHET-IHPPACTPYKTYPY, OKPEMHUX OCi0
Ta Oprasizartii.

i moxxmuBocti Maltego peainmizyloTbesi 3aBISKA MOIYJSM, 3 SIKHX CKIIQJA€ThCS NaHe MPOTpaMHe
3a0e3IeueHHs, a caMe:

monynb CaseFile Entities - me Momymp Bi3yanbHOro 300pakeHHs iH(opmarii, sKy MoOXHa
BUKOPHCTOBYBATH JUII BU3HAUYEHHS B3a€MO3B'SI3KIB Pi3HUX TUMIB iH(OpMAIlii, B TAaKOX I MTOOYAOBU
rpadikiB B3a€M0O3B'SI3KiB M’k YacTHHAMH iH(poOpMaIIii;

moayii Blockchain.info Ta CipherTrac — e Moty aJist BiC/IiIKOBYBaHHS 1 Bi3yai3allii 3aB’s3KiB
1 TpaH3aKIii MK KPUIITOTaMaHIISIMU;

moxyns Have I been Pwned? — sBnsie co60t0 MOYIb, SIKHIA TO3BOJISIE TIPOBIPUTH 9X OYII0 3IIaMaHO
CaiT, eEKTPOHHY MOIITY a00 aKayHT, IUITXOM MOUIYKY B 3JMUTUX 0a3ax CKOMIIPOMETOBAHHX MAPOJIiB Ta
im0l indopmarii;

monynb Hybrid Analysis - 1ie He3zanexxHuil cepsic, sikuii mpaioe Ha 6a3i Falcon Sandbox i Hamae
nigMHo)kuHY MomuBocTed Falcon Sandbox. Falcon Sandbox - e aBromaTtu3oBaHe pillleHHS, SKE
MpU3HAYEHE IS aHali3y WIKiAJIMBOTO MporpaMHoro 3abesnedeHHs. BoHO BUKOHYye rimmuOOKHMN aHai3
3arpo3, 30arauye pe3yJbTaTH aHATITHKOIO 1 HaJla€ JTi€Bl IHAMKATOPU KOMIIPOMETAIlii;

Monynbs PeopleMon — BUKOPHCTOBYETBCS ISl TOMIYKY iHQoOpMaIlii mpo KOpHCTyBada, SKOTO
PO3IIYKYIOTB;

Moaysib Shodan — no3Boisie B cepeanni Maltego BUKOPHUCTOBYBATH CBOI MTO3UTHBHI MOYKIIUBOCTI.
Shodan siBisIE COO0I0 TOMIYKOBY cHCTEMY, ska 30WUpae MaHi 3 MiAKIIOYEHNX A0 IHTEPHETY MPHUCTPOIB.
Iadopmariiro, siKy Hajae HaM el MOIYJIb, LIe METaJaHi PO MPOrpaMHe 3a0e3MEeUCHHS, SIKe PaLIoE Ha
npucTpoi. BiH Takok 103BOJISIE AOCHIIHUKAM IIBUKO BiJICTEXKYBATH BIIKPHUTI MOPTH, IMEHA XOCTIB Ta
Bpa3IMBOCTI Ta MoB'si3aHi 3 [P-agpecamuy;

monyns Social Links CE — mo3Bossie 3HaXOIUTH BiIOMOCTI MPO JIOJEH Ta KOMIIaHii, 3aBISKH
BUKOPHUCTAHHIO PI3HUX 0a3 JaHUX, a TAKOXK HAJIA€ MOXKITUBICTD MOIIYKY PEECTPALlINHUX JaHUX KOMIIAHIH
[8].

Tox, MO3UTUBHOIO BJIACTUBICTIO Ta mepeBaror Maltego € MOXIUBICTh BU3HAYaTH Ta CTBOPIOBATH
3B'3KH B MeKax Habopy naHuX Oyab-akuM 9nHOM. KoprcTtyBad He oOMexxeHHi (ikcoBaHUM (HopMaTom
MOTEPEIHbO BU3HAUCHUX TpaHC(opMalliii 1 Mae cBOOO Yy 3MIHIOBATH KOHIIEMIIIO Bi3yasi3allii 3aIexHO
BiJ] TOTO, 1[0 CaM€ € BaYJIUBUM ISl TOCIIiIKESHHSI.

Ipoepamne 3abe3neuennsn TheHarvester

[Mporpamue 3abe3neuyenns: TheHarvester crienianizyeTsbcst Ha BUAKOMY 300pi my0OidHoi iHGOpMAITii
PO JOMEHHM Ta KOMIIaHii dyepe3 KOMaHIHUH psAAOK, BAKOPUCTOBYIOUH NTACHBHI JKepena, Taki ak Google,
Bing, Twitter, a Takox akTHBHiI MeTOIH, AK-0T niepeOip DNS [9].

BpaxoByroun Te, mo B3aemozist 3 TheHarvester npoBoanuThCs uepe3 KOMaHIHUN PSIIOK, KOPHCTYBAY
Ma€ MOXIJINBICTh BUKOPUCTOBYBATH KOMaH/IH 3 TIEBHUMH ITapaMeTpaMH.

TakuMuy napamMeTpami €:

- d: BUKOPUCTOBYETHCS JIJIS TIOITYKY IOMEHY a00 Ha3BM KOMIIaHii;

- b: BUKOPHCTOBYEThLCS JUIsl BKA3aHHS JUKEpeNo NanuX: bing, google, twitter, yahoo Ta iHmi, abo Juis
HOIIYKY B ycix mkepenax — all;

- $: IOYaTH BiAJIK pe3ynbTaty 3 0;

- V: HaJIa€ MOXJIMBICTh MEPEBIPUTH iM'S XocTa uepe3 dns i IyKaTH BipTyaibHi XOCTH:

- f: mo3Bousie 30epertu pesynsrarn y HTML ta XML aiir;

- N: BUKOHYE 3BOpOTHiH 3amuT DNS 15 BCiX 3HAMICHUX /Tiara3oHiB;

- ¢: BukoHye DNS-miepeGip as1st JOMEHHOTO iMEeHi;
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- t: BuKOHYye moIyk posmuperas DNS TLD (Top-Level Domain);

- €: T03BOJIsIE BUKOpUCTOBYBaTH 11ieit DNS-cepgep;

- p: IPOCKAHOBYE BHUABJICHI XOCTH 1 IEPEBIPUTH IX HA MOMKIIUBICTD MEPEXOTICHHS;

- |: oOMexye KiTBbKICTh pe3ynbTaTiB A poOOTH;

- h: BuxopuctoByBanus 6a3u gannx SHODAN aiist 3aniuTy 3HAHAEHAX XOCTIB.

I3 HaBenmeHOro BHUIIE TMEpENiKy MapaMeTpiB 3pO3yMUTMMH € W MOKIHMBOCTI IPOTPaMHOTO
3abe3meuennst TheHarvester B miinomy.

IopiBastaasa xapakTtepucTtuk iHCcTpyMeHTiB OSINT, a came Maltego ta TheHarvester, HaBeneHe B

Tabmumi 1, sika JeMOHCTpPYE IXHi IepeBard Ta HEAOMiKH.

Tabnuya 1. Xapaxmepucmuxu cyuacuux incmpymenmis (I13) OSINT
Table 1. Characteristics of modern OSINT tools (software)

Baxxausi

MALTEGO TheHarvester
xapakrTepuctuxku I13
Cymicnicts 3 OC Windows, MacOS, Linux Linux
Businenns myomigaoi
AHaJIi3 IOCHIJIaHb 1 TONIYK iHopMartii npo JoMeH abo
OCHOBHE NDH3HAYCHHsI B3a€MO3B'S3KiB MK JTAHUMH KOMIIaHIIO Ta JOJAaTKOBOI
P (Email, IP-aapecu, URL-anpecu, | indopmarii (Email, IP-axpec,
TesneoHHI HOMEPH Ta 1HIIE) URL-anpecu, mopTh, iMmeHa
IpaliBHHUKIB)

Komannuuii psaok 3

ABTOMAaTH30BaHI 3allUTH Yepe3
oOMexeHnM HabopoM

Meton 360py indopmauii Moyt (Tparcopmaii)

napameTpiB
dopmat BigoOpaskeHHsI . ., TeKCcTOBI 3BITH 3 MOKIIUBICTIO
BizyanbHi 3B’ 43k1
JaHHX 30epexxenHss y HTML ta XML
ABTOMAaTH3AILis Tax, uepe3 Tpanchopmarrii YactkoBo

Benukuii HaGip Tpanchopmarii,

. . . Benukwuii HaOip aKepen gaHux,
IHTEJIeKTYaJIbHUI aHalli3 TaHuX Yy

IlepeBarn o S aKTHBHI Ta MAaCUBHI METOIN
peabHOMY Yaci, Bi3yalizalris .
- . .| 300py iHpOpMaIIii
rpadikiB, aBTOMATH3AIlis 3QIUTIB
. O0OmexeHa cymicHicTb 3 OC,
. Bucoxka BapricTh, 0OMeKeHa . . . L
Henouixn BiJICYTHICTh Bi3yai3aiiii,

0e3KOITOBHA Bepcist

BIJICYTHICTb JIOKyMEHTAI1

OTxe, Maltego BUpi3HSETHCS BUCOKOIO (DYHKIIOHAJIBHICTIO 3aBASKH aBTOMAaTH30BaHUM 3aIllUTaM 1
Bi3yamizarii, aige morpeOye 3HAYHHX PECYpCiB, Ma€ BHCOKY BapTiCTh, a y pa3l BHKOPHUCTAHHS
0e3KoImTOBHOI Bepcii Mae oOMexeHi MoxkinBocTi. TheHarvester € eekTuBHIM [T oTIepaTuBHOTO 300py
JaHHX, ane 0OMekeHMit cyMmicHicTIo 3 Linux i BificyTHICTIO Bidyauizalii. Shodan 3abe3neuye inaekcariro
HPUCTPOIB, MiAKIIOUCHNUX 10 [HTepHeTy, Takux sk cepBepH Ta loT-npucTpoi, 1O3BOJSIOUN BUSBISTH
BiIKpuUTI TopTH Ta BpaznuBocTi [10]. ZoomEye nporoHye momiOHI MOKIHBOCTI, ane 3 JOJaTKOBHUMH
GYHKITISIME 17151 OIIIHKH O€3TeKH Ta BUSBICHHS HenpaBHIbHUX KoHpirypaii [11]. LeakIX dokycyerbes
Ha TONIYKY KOH(pimeHiHHOl iHdopmarii, 10 BUMAIKOBO cTaja JOCTYHHOIO, ToAi sk Sublist3r ta
SubFinder edekTHBHO NIEPEPaxOBYIOTH CYOIOMEHH, IO € KIFOYOBUM JJIs aHAITI3Y MOTEHIIIHHUX BEKTOPIB
artak [12, 13].

Oco6nuBe 3HaueHHs B peamizanii OSINT HaOyBaroTh MeTOU 300py NAHHX, SKi MOJUISIOTHCS Ha
NacHBHI, HamiBIIACHBHI Ta akTHBHI. llacuBHMIi 30ip mependavyae BUKOPHCTAHHS 3arajbHOAOCTYITHUX
Jokepen 0e3 B3aeMOJIii 3 IIJTLOBUMH CHUCTEMaMHW, HAIliBIIACMBHUI — OOepexHe CKaHyBaHHS 3
MacKyBaHHsIM Tpadiky, a aKTUBHUI — TPSAMY B3aEMOJIII0, SIK-OT CKaHYBaHHS MOPTIB [5]. AHani3 qaHux,
3i0panux iHctpymentamu OSINT, yckiaaHioeTbcsl BenmUKMMH oOcsramu iH(opmanii, mo mnotpedye
3acTocyBaHHS TexHonorid Big Data, xmapHux oOuuciieHb 1 METOAIB KilacTepu3alii uis BHIUICHHS
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3Ha4yIlluX TIpyn pAaHuX. Hamnpuknan, MOHITOpPHMHI COLIAJIBHUX MEPEX JO3BOJSIE CTBOPIOBATH
TICUXOJIOTIYHI mpodisli Ta BUABIATH 3B’SI3KM MK ocobamu, Tomi sik anamiz Dark Web momomarae
BiJICTEeXKYBaTH HE3aKOHHY AisTIbHICTS [6].

OTmxe, aHami3 nporpamaoro 3adesnedents 1t OSINT nokasye, 1o KoKeH IHCTpYMEHT Ma€ yHIKallbHI
TIepeBaru 3ajJexHo Bijl 3aBaaHHs: Maltego miaxoauTh aJ1s KOMIUIEKCHOTO aHali3y 3B a3KiB, TheHarvester
- Ui omepaTuBHOro 300py nanmx, Shodan i ZoomEye - mis MOHITOPHHTY MepEKEBUX MPUCTPOIB,
LeaklX - nst momyky BUTOKIB iH(popMartii, a Sublist3r Ta SubFinder - s iepepaxyBanHst Cy01IOMEHIB.
[ToemHaHHS IUX IHCTPYMEHTIB 13 CYYaCHHMHU TE€XHOJIOTISIMH, TAKAMH AK IITy4HUH iHTEeNeKT 1 Big Data,
JI03BOJISIE CTBOPIOBATH €(peKTUBHI cTpaTerii MOHITOPUHTY KiOepnpocTopy Ta MPOTHIIi Kibep3arposam,
II0 € KPUTUYHO BAXKJIMBUM Ui 3a0e3neueHHs iHQopManiiiHoi Oe3lekn B yYMOBax 3pOCTar0yoi
iHhopMaIifHOT KOHKYPEHIIi.

[lepcnexkTnBr po3BUTKY HporpamHoro 3abesneuenHs it OSINT TicHO moB’s3aHi 3 MpoOrpecoM y
chepi WMTYYHOrO IHTENEKTY Ta MAIIMHHOTO HABYAHHS. AJNTOPUTMHU INTYYHOTO IHTENEKTY MOXYTb
aBTOMATH3YBaTH Big0ip JKeper, IPOrHO3yBaTH 3arpo3u Ta iMeHTH(iKyBaTH 00’ €KTH Ha 300payKeHHSX,
110 3HAYHO MiABHINYE ePeKTHUBHICTh po3BiakH [14]. OgHak cydacHi iHCTpYMEHTH CTHKAIOTHCS 3 HU3KOIO
BUKJIMKIB, TaKMX SK: BHCOKI BHMOTH JI0 amapaTHOro 3a0e3ledyeHHs, HeoOXiAHIiCTh 3a0e3neueHHS
KOH(IJSHIIHHOCTI JaHUX, PU3UK BUKOPUCTAHHS IHCTPYMEHTIB 3JIOBMUCHUKAMHU TSI PO3BIAKH.

[omanpmii gociimKeHHs MOKa3anu, mo sl edextuBHoro BukopuctaHHi OSINT Ha cydacHux
I[TEOM, ocTaHHi HOBUHHI MaTH, K MiHIMYM TaKi XapaKTEpPUCTHUKHU: TIPOLIECOP — BiJl HOTHPHOXSIEPHOTO 1
BUIIIE, oriepaTuBHA nmam'saTh — He Menmie 8 I'b (baxano 16 I'b), TBepnoTinbHi Hakonmuysaui (SSD) ta
ONTHMI30BaHI omepamniiHi cucteMu, Taki sk Ubuntu, A5 3MEHIIEHHS pecypcOoeMHOCTI. Bukopuctanas
npokci-cepsepiB, VPN, mmdpyBanHs naHUX i peryiasipHe OHOBIEHHS MPOTrPaMHOTO 3a0e3Me4YeHHS €
000B’SI3KOBUMHU 17151 3a0€3MeUeHHs Oe3eKH Ta KOH(IICHITIIHOCTI.

Posrmsnmatoun mepcrnekTrBH PO3BUTKY mporpamHoro 3adesmedeHHs miusi OSINT, 3apa3z moxHa
3poOUTH MPUTYIIIEHHS, IO ToAaIbIe 3pocTanHs eQexTuBHOCTI Bukopructanas OSINT Oyzne moB’s3aHa
3 BHCOKOIO OOYHCIIOBAIBHOIO MOTyXHicTI0O mponecopiB [IEOM, iX BHCOKMMH MOXJIMBOCTSIMH
OTepaTUBHO BHKOHYBAaTH CKJAJIHI 3aBAaHHs 3i 300py, 0OpOOKHM Ta aHali3y BEJIMKHUX OOCSTIB JaHUX.
3MaTHICTh TpAIfOBATH 3 BEIMKUMH oOcsraMu myOniyHOi iH(popMarii i KoMOiHyBaTH pi3HOMAaHiTHI
Ha0OpH TaHMX 3 PI3HUX JHKepes 3HAYHO MiIBUILY€E eeKTUBHICTh Ta TOYHICTh aHANi3Y.

BaxnuBuM acreKToM MaiOyTHHOrO pPO3BUTKY mporpamHoro 3abesmeueHHs s OSINT e
3aCTOCYBaHHSI METOJIB aHali3y Bemukux manux (Big Data) ta mammuaHOTO HaB4aHHA. Lli TexHOmOTIi
JO3BOJIAIOTH aBTOMAaTH3YBaTH IPOLECH PO3CIIIyBaHHS Ta NPUHHATTS pillleHb, poOiIsun iX Oiibin
iHTeNneKTyalbHIMHU Ta edexTuBHUMU. Llel acriekT Oyae omHuM i3 Kmo4yoBuX y BukopuctanHi OSINT,
OCKUTBKU BiH TO3HAYHTH PI3HUIIO MK TOCTI/DKEHHSIMY, KEPOBAHUMU JIFOJUHOO, 1 JTOCIIKEHHIMH,
KEPOBAaHMMHU IITYYHUM 1HTEJIEKTOM.

Bucoki MOXIJIMBOCTI 30epiraHHs, iHAEKcallli Ta aHajizy iH(opMallii 103BOJIAIOTH JIETKO OTPUMATH
JIOCTYTI IO BEJIMKHX OOCATIB JaHUX Ta iHpopMalii. ¥ oMy KOHTEKCTi, BXKJIMBY pOJIb BIIIrParOTh 0a3u
JTAHUX, SIKI MOXKYTh OYTH ITiIKITFOYEH] 10 aBTOMATUYHHX CHCTEM 300py iH(hOopMaIlii 3 BiIKPUTHX JHKepeT
y TO€IHAHHI 3 CHCTEMaMH aBTOMAaTHYHOI iHIeKcallii 3i10paHMx JaHuX Ta iH(opMalii, 110 J03BOJISIE
CTPYKTYpYBaTH JaHi Ta iHQOpMaIlilo, B TOMY YUCIi BIOPOBA/KYBaTH IMOJITHKH IOJO0 JO3BOMIB (IIpaB
JIOCTYITY).

TeXHOMOoTii ITYYHOr0 iHTENEKTY MOXKYTh JO3BOJIIMTH aBTOMATHU3yBaTH IIaTGOPMHU 711 300py JaHHX,
a TaKOXX ONTHMI3yBaTh BHOIp JpKEpesl Ha OCHOBI BUMOT JI0 KOJIEKI[il. AJITOPUTMH MOXYTh T€HEPYBaTH
MozeNi, fAKi 3MaTHI TependadaTy TEBHI 3aBAaHHS 300pYy BIAMOBITHO MO MOTOYHOI 0OpoOIIEeHOi
iH(dopMartii, MOXKYTh 1HIIIFOBaTH BUOIp Halikpamux mxepel abo BU3HAYATH ONTHMaIbHI 4acTOTH 300pYy.
Kpim Toro, anroputmu TTUOOKOIO HABYAHHS CHPHUSIOTH aBTOMATHYHOMY MPUUHSTTIO DIillleHb, IO
JIO3BOJISIE TUHAMIYHO aJaNTyBaTH 3aBJaHHs 300py JaHuX. TakuM YHHOM, KOJIEKIIiS CTa€ aJjarnTUBHOIO,
II0 TaKOX TATHE 3a COOOI0 3MEHIIEHHS JIoAChKOro (akropy. Kpim Toro, 3acTrocyBaHHS LITY4HOI'O
IHTENIEKTY JI03BOJIUTh BHUKOPUCTOBYBAaTH c(EKTHBHI aBTOMATHM30BaHI pillleHHS Ha eranax oOpoOku
iHpopmarii Ta mojanbimoro aHamizy. CHeHapHHWH aHai3, NPOTHO3HWH aHaNi3, BCTAHOBIICHHS SIK
MOBTOPIOBAHMX, TaK 1 MalOyTHIX 3aKOHOMIPHOCTEH MOXIIMBI 3a JOIMOMOIOI TEXHOJIOTiH IITY4YHOTO
1HTEeNeKTy. MalrHHe HaBYaHHS MOXe BUABJISITH CKJIaIH1 KOPEIsLii, IKi IPUPOTHO HerepeadadyBaHi UIst
JIOIMHH, 110 3HauHO nokpainye epextupHicTh OSINT, a Tak0X, BAKOPUCTOBYHOYH TEXHOJIOTIT IITYYHOTO
IHTENIeKTY, 00'eKTH MOXYTh OyTH aBTOMaTHYHO iieHTH(]iKoBaHi 1o hoTorpadisx.

Cuctema OSINT € mocTaTHBO BiIKPUTOIO, 100 BKIJIIOYATH AaHi, SIKI HE OyJIM OTPUMAaHi 3 BIIKPUTUX
moxepen. Lle oznaudae, mo OSINT moxke OyTu O1ibin €hEKTUBHUM, SKIIO 10IaTH 30BHILIHIO 1HPOPMAIIit0
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JUIS IOTIOBHEHHS pO3CiigyBaHb. Hampukiazn, mpaBOOXOPOHHI OpraHM MOXKYTh BHKOPHCTOBYBATH IIi
TEXHOJIOTII /Uil MiJBUILEHHS SKOCTI KepoBaHOi iH(opMmamii Ta OOpoTEOM 3 TEpOPUCTUUHUMHU
opraizamisiMi. ¥ 1bOMYy BUIaJIKy HPaBOOXOPOHHI OpraHd MOXYThH CIiBIPAIIOBAaTH 3 TPOMasiHAMHU,
OTIepaTHBHI CITy’KOM MOKYTh BUKOPHUCTOBYBATH 3aKpHUTY iH(OpPMAIIifo MPpo KiOep3I0UMHINB, a 3BUYaiHI
KopucTyBadi MOXKyTh moeqHyBat OSINT i3 comianbHOI0 IHXEHEPIE sl CTBOPEHHS MPO(iIIo CBOET
L.

I'myuke mnpusHaueHHs Ta mupoka cdepa 3actocyBanHa OSINT mo3BonsioTe po3ciimyBaTh
pi3HOMaHITHI TpoOiIleMu Ta 30upartu iHpopMaIlio o BcboMy Kibepmpoctopy. Lle moxke OyTH KOpHUCHIM
JUTSL €KOJIOTTYHUX, TICUXOJIOTIYHUX, CTPATEr1uHMX, )KYPHATICTCBKUX, TPYJOBUX Ta OE3MEKOBHUX aCIEKTIB.
Hanpuknan, y chepi 3nmounnHocTi Ta kibepOesnekn OSINT moxe BigcTexyBaTd mino3piaux ocid ado
HeOe3MNeuHi TPYIH, BUSBIATH Ipodii BIUTUBY 1 BUBYATH TPUBOXKHI CHTHAIH [23].

[Ie ogHNUM MEPCIIEKTUBHUM HAIMpsIMKOM, [TOB’I3aHUM 3 MOJANIBIIAM PO3BUTKOM 1HCTPYMEHTIB 300py
Ta aHamizy iHdopmMarii, € podoTuzauis npoueciB. Llg TexHOIOTIA, T03BOJsIE aBTOMATU3YBATH MPOLIECH
IUITXOM KOH(]Iryparii mporpaMHAX POOOTIB, SIKi IMITYIOTh Ta IHTETPYIOTH il JFIOAWHHU, B3aEMOMIIIOUI 3
mupOBIMU CHUCTEMaMH JJIsI BUKOHAHHS pIi3HUX TporeciB. BoHa 103BONMTE aBTOMAaTH3yBaTH
MOBTOPIOBAHI 3aBIaHHS MHUIIXOM OOpOOKM Ta iHAEKCYBaHHS BENHMKHX OOCSTIB JaHHWX, a TaKOX
3a0e3MeunTh KOPENSIio Mk 06a3aMu TaHUX, OJep)KyBa4aMHy, KaHaJaMH 3B'SI3KY Ta HITUMH 00'€KTaMH.
BaxxnuBuM 10TOMI>KHAM iHCTPYMEHTOM POOOTH3AITIT IPOIIECIB € TaKa TEXHOJOTIS IITYYHOTO IHTEIEKTY,
SKa 3aBJSKU CIHElialbHUM CTaTHCTHYHHM alTOpUTMaM, oOpoOli MpUpOAHOI MOBH Ta MAalIMHHOMY
HaBUAHHIO JI03BOJISIE HAJIGKHUM YMHOM ifeHTH(]ikyBaTH kepena. KpiM Toro, mporpamHi pilieHHS
MPANOBATUMYTh Ha TMOCTIHHO MOJIEPHI30BaHIN amapaTHiid iHQpacTpyKTypi. 3O0LMBIICHHS MIBUIAKOCTI
poboTtu Ta obumncmoBanbHUX TOTYy)XHOcTel [IEOM chnpustume po3poOmi Bce OUTbIN CKIaTHHUX 1
JIOCKOHAJIMX aJITOPUTMIB [24].

Orxe, po3Bimka mganmx 3 Bimkputux mkepen OSINT  BIOCKOHATIOETBCA Pa3oM i3 3arallbHUMHU
TEHACHIIIMA TEXHIYHOTO mporpecy. KoxHHIA eTam 3yMOBIIOE BUKOPHUCTAaHHS HalepeKTUBHIIINX
TEXHOJIOT1I, BiJOMHUX HAa TIEBHUU uac. PO3BUTOK TEXHOJOTiH MITYYHOTO iHTEJEKTY, aBTOMATH3AIlis
poOOTH30BaHUX IMPOIECIB, PO3pOOKAa Ta YIMPOBAPKCHHS KBAaHTOBHX KOMITHOTEPIB 3a/JIs1 BUPIMICHHS
3pocTtarounx TOoTped Ta MOXKIUBOCTEH y KibeprpocTopi MailOyTHROTO, 0€3 CyMHIiBY, 3YMOBIIOIOTH
MEPEyMOBH JIJIS TIOIIYKY V MOAAJIBIIIIA NEPCIIEKTUBI IIUISAXIB MMiBUIIICHHS €()eKTUBHOCTI BUKOPUCTAHHS

OSINT.

BucHoBKHY i nepcneKTUBYU MOAAJIbIIMX A0CTiIZKEHb

Y cTaTTi NpOBEACHO aHaJIi3 MPOTrPAMHOTr0 3a0€3IeUeHHS JJIs pealizailii pO3BIJKH 3 BIAKPUTHX JKEPET
(OSINT) y codepi indopmaniiinoi Oe3neku, 30kpema po3risiHyTo iHCTpyMeHTH Maltego, TheHarvester,
Shodan, ZoomEye, LeakIX, Sublist3r Ta SubFinder.

3anponoHoBaHO Kiacu(ikaiito NuX iIHCTPYMEHTIB 32 ()yHKIIOHAJTLHUM MPU3HAYECHHSIM (BUSBIICHHS,
BUJIyUEHHS, arperaiis JJaHuX) Ta HaJaHo PeKOMEH/Iallii 010 IXHHOTO ONTUMAIILHOTO BUKOPHCTAHHS Ha
cydacHux [IEOM 3 ypaxyBaHHAM BHUMOI' JI0 amnapaTHOro 3a0e3ledeHHs, Oe3NeKd Ta aBTOMaTH3amii
MIPOIIECIB.

HaBeneHo MOMIIMBI HamnpsIMKH TOJANBIIOTO PO3BHTKY 3 METOI MiJIBUIICHHS €(QEeKTHBHOTO
BUKOpHUCTaHHs nporpamuoro 3adesnedyenns 1t OSINT y cdepi kibepOesnexu gepxaBu.

L{iHHICT, OTpPHMaHUX pe3yNbTaTiB AOCHIKEHHS y cdepi iHpopmamiiHoi Oe3reku moisrae y
MOrIKOJICHOMY PO3YMIHHI MOXKIMBOCTEH 3a3HAYCHOI'O BHIIE MporpaMHoro 3adesmeueHus it OSINT,
moao 300py, aHaizy Ta OOpOOKM BIOKPUTHX NaHMX AJISl BUSIBIECHHS KiGep3arpos i BpasnuBocTe. Y
poOOTI migKpecieHo HeOOXiHICTh THYYKOIO BHOOPY IHCTPYMEHTIB 3aJ€KHO BiJ THIy 3arpos i
crierdiky iHGOpMaLiiHOTO cepeaopuiia. Pe3ynbraTu MOXKyTh OYTH 3aCTOCOBaHI JIJIsl BIIOCKOHAJICHHS
MOHITOPHHTY 1H(GOPMAIIIHHOTO MPOCTOPY, ONTUMI3aIlii POOOTH 3 BEIMKHUMH O0CSraMd JaHuX Ta
MiABULICHHS €(EKTUBHOCTI 3aXUCTy iHPOPMALiiHUX CUCTEM y CyYaCHHMX YMOBax TiOpHIHHX 3arpos i
KiOep3IOYMHHOCTI.

[IpakTH4Ha MIHHICTH PE3YJIbTATIB JOCHIDKCHHS IIOJIAra€ B CHCTEMAaTH3allli XapaKTePUCTHK
inctpymentiB  OSINT, mo pmo3Bonsie chopMysIOBaTH y TEXHIYHOMY 3aBJaHHI Ha CTBOPEHHS
CHEUiali30BaHOrO MPOrpaMHOro  3abe3neveHHs OOIPYHTOBaHMX BHMOI IIOAO  IiJBUILEHHS
npoaykTuBHOCTI iHCTpyMeHTiB OSINT, Horo aganTUBHOCTI 10 CTPIMKOTO 3pOCTaHHS TOPUIHUX 3arpo3
1 KiOEp3IOUMHHOCTI y CyYacHUX yMOBaXx.

Oco0nuBy yBary ciig NOpUiATH po3poOlli  aganTHBHUX MOJEJCH, 3[aTHUX JIUHAMIYHO
MiIJIAITOBYBATUCST 0 HOBHX JDKEpeNl JaHuX 1 THUMB Kibep3arpo3. KpiM Toro, mepcrneKTHBHUM €
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CTBOPCHHS 1HTETPOBaHUX TWIATHOPM, sKi moeaHyoTh MoXuBoCcTI OSINT i3 TexHomorisimu Big Data ta
XMapHUMU OOYHUCIECHHSIMH, a TaKOX PO3poOKa MOOUTLHUX JOMATKIB JJIsi ONEPATHBHOTO MOHITOPHHTY
iH(OpMAIIHHOTO TPOCTOPY B peaIbHOMY Yaci.

BrpoBamkeHHsT TakuX TEXHOJOTiH crpustuMe migBumeHHio edektuBHOCTI OSINT y cdepax
kibepOe3mekn, PO3BiAKH Ta COMiaJbHUX JOCHI/HKCHb, 3a0€3MeUyI0UYl IIBUIKE pearyBaHHS Ha HOBI
BUKJIMKH iHpOpMaLiiiHOT Oe3meKH.

OTxe, MeTa CTaTTi, AKa TOJSraia B aHali3i mporpaMHOro 3abesnedeHHs i peamizamii OSINT y
cdepi iHpopmariiHoi Ge3MeKH, TOCITHYTA.
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Analysis of software for the implementation of OSINT
in the field of information security

Relevance. The global modern cyberspace is characterized by a rapid increase in risks and threats to important information
of government agencies, business and society. In such circumstances, open source intelligence (OSINT) is gaining importance
as a tool for monitoring the information space, identifying potential threats and ensuring information security. OSINT software
allows you to effectively collect, analyze and interpret data from open sources, including social networks, public databases and
web resources. This facilitates timely response to cyber threats, identification of vulnerabilities and decision-making to protect
information systems and critical infrastructure of the state's information relations entities.

Obijective. To analyze the characteristics and capabilities of modern specialized software with a view to their effective use
as open source intelligence (OSINT) tools in the context of identifying potential threats and ensuring information security of
subjects of information relations.

Research methods. In the process of writing this article, the author used the methods of technical analysis, comparative
and descriptive approach, systematization and classification to study the functionality of OSINT tools, to predict their
effectiveness and development prospects.

Results. Based on the analysis, the key characteristics of software solutions such as Maltego, TheHarvester, Shodan,
ZoomEye, LeaklX, Sublist3r and SubFinder are identified, their suitability for monitoring the information space, identifying
risks and vulnerabilities, as well as timely response to eliminate negative consequences are assessed. Recommendations for the
optimal use of these tools on modern computers are proposed, taking into account the requirements for hardware, security and
process automation.

Consideration of the applied aspects of OSINT use makes it possible to formulate practical recommendations for
cybersecurity professionals. The analysis makes it possible to integrate the results into training programs for information security
specialists. It has been established that the effectiveness of OSINT largely depends on the level of user training and his/her ability
to interpret the information received. The material reviewed demonstrates the prospects for using machine learning to automate
data collection and filtering processes. The author emphasizes the need to continuously update the knowledge bases and
algorithms used in OSINT. The results of the study can be used to create integrated solutions to ensure the cyber resilience of
organizations.

Conclusions. Open source intelligence (OSINT) is based on the collection, systematization and analysis of data from
publicly available sources, such as social networks, websites, public databases and media. The basis of OSINT software is the
use of automated tools that allow you to efficiently process large amounts of information, detect connections between data, and
identify potential threats to information security. Tools such as Maltego, TheHarvester, Shodan, ZoomEye, LeaklX, Sublist3r,
and SubFinder provide tasks ranging from passive data collection to active analysis of network infrastructure, which allows
identifying vulnerabilities, monitoring cyberspace, and supporting timely decision-making in the field of information security
and information protection.

The author classifies OSINT software by functional purpose, allocating three main categories: tools for detection,
extraction and aggregation of data. A comparative analysis of such tools as Maltego, TheHarvester, Shodan, ZoomEye, Leakl X,
Sublist3r and SubFinder is proposed, with the definition of their key characteristics, including compatibility with operating
systems, methods of information collection, process automation and security level, which helps to choose the optimal tool for
solving the problems of monitoring cyberspace and countering information threats.

Promising directions for further development of OSINT software in the field of cybersecurity of the State are presented.

Keywords: OSINT, information security, software, cyber threats, data analysis, automation, vulnerabilities.
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A Systematic Review on Workload Change Detection in Distributed
Databases

Distributed Databases became essential part of a large part of nowadays software. It has numerous of advantages including
scalability, fault tolerance, high availability, and improved performance. It solves a lot of problems of centralized databases but
can also suffer with challenges. One of them is skewed access. Workload in distributed DBMS often changes, such fluctuations
can cause ineffective operation of the system. Imagine access to one row of database became 10 times more frequent, or complex
requests start operating with the data highly distributed geographically. Such behavior shows that initial data distribution cannot
be always efficient enough. And to address this problem adoptive design technics were invented. In this article we review the
common steps of adoptive technics and concentrate attention at workload detection and hot data identification.

The purpose of the article is to introduce adoptive design approach of distributed database management systems, review and
analyze existing technics and theirs steps, especially workload change detection and hot data identification. The final goal is to
compare theses technics and lead out their main concerns.

As aresult of this work some existing approaches were analyzed and highlighted their common parts alongside with differences,
presented their main issues.

After reviewing all technics, we can see that current solutions cannot give precise results without creating much overhead to the
system. Also, there is no approach to giving up-to-date information about hot data without creating overhead. Overhead in such
situations is a major issue. In skewed access patterns distributed nodes can become very busy with processing queries and
additional computations can lead to worse overall system performance then without adoptive design or even to node outage. So,
search for solutions, that give precise and up-to-date results without significant overhead is a big field of future researches.

Key words: distributed databases, adoptive design technics, hot data identification, workload change detection.
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Introduction

Workload of distributed database management systems with online transaction processing (OLTP) is
not static. It can significantly change due to daily, weekly, or seasonal fluctuations in demand, or because
of rapid growth in demand due to a company’s business success. This often causes imbalances in the load
on the nodes of a distributed DBMS. Such situations may happen when database holds “hot” tuples or
range of tuples, which means this data is much more in demand. For example, music streaming platforms
have trendy songs or albums. According to 2023-year statistics [1] there were 463,000 tracks streamed at
least a million times and 45.6 million tracks, which had zero streams. But trends come and go, which
causes changes in database workloads. Fluctuations may provoke increases in distributed query execution
time or even node fails because of excessive load.
To address this issue, some modern distributed DBMSs apply adaptive design approaches. Key point is
to perform incremental redesign, which means that data may be dynamically repartitioned during the
system's runtime. There are three interrelated issues that need to be tackled in adaptive distribution design

[2][3]:

© Pugach M., 2025
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Fig. 1 Adoptive design approach flowchart.
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For the last decades, adaptive design has been a topic for active research and quite a few adaptive
techniques have been proposed. But most of them assume that the change in the workload is detected and
simply focus on the migration problem. Nevertheless, some of these studies presented solutions for the
first two problems, while others even addressed all of them. This article investigates existing approaches
for workload changes detection and hot processed data identification. Highlighted their main challenges
and ways they solve them. And provided analysis of drawbacks of each solution.

1. Why are adaptive design approaches essential?

In nowadays, when the amount of data increasing exponentially and users demand faster and faster
access to it, it is very essential for organizations to have systems which will meet these requirements.
More and more companies choose to use distributed databases because they have improved scalability
and fault tolerance, as they allow data to be stored across multiple nodes and locations, ensuring that the
system can grow efficiently and remain operational even in the case of node failures. Additionally, they
provide enhanced availability by distributing data across various sites, minimizing the risk of downtime.

So, modern distributed DBMSs demand high throughput, low latency, and continuous availability.
However, these requirements become challenging to maintain when data access is skewed, or workload
patterns change. Significant shifts in access patterns can cause some nodes in a DBMS cluster to become
overloaded while others remain underutilized, reducing performance despite sufficient total resources.

Experiments demonstrate [3] that as the skew increases, system throughput decreases, and latency
rises. This imbalance occurs because heavily loaded partitions accumulate longer queues, resulting in
higher latencies, while underutilized partitions remain idle, decreasing overall efficiency. Furthermore,
CPU utilization becomes uneven, with highly loaded partitions showing significantly higher usage
compared to others, amplifying the imbalance, and impacting system performance.

2. Workload change detection

Detecting the workload change can be called the first step of an incremental redesign process. The
goal is to understand whether the system needs to be reconfigured. Naturally all the nodes won’t have
completely same load. Yet they still have near-uniform distribution. Skews in workload usually could be
modeled as Zipfian distribution. So, the higher the value of Zipfian’s distribution exponent () parameter,
the higher skew we have. If it is small enough, then we have a skew which does not affect the system that
much, that needs to be reconfigured. So, as a result of this phase a system needs to be aware that there is
a significant workload change.

We can highlight two different approaches to achieving this. The first one is based on scanning system
metrics and the second is counting the number of distributed transactions for each partition.

2.1. E-Store

The first approach was presented in E-Store, an elastic partitioning framework for distributed OLTP
DBMSs [3]. E-Store has an E-Monitor component which addresses workload change detection.

In the initial phase, E-Monitor gathers CPU utilization metrics for each partition on the DBMS’s nodes
atan OS level (where each partition maps to a core). This high-level, coarse-grained data is easy to collect
and offers sufficient insights. CPU usage in a main-memory DBMS is a reliable indicator of overall
system performance. When E-Monitor polls a node, it collects the current utilization for all partitions on



ISSN 2304 -6201 Bulletin of V.N. Karazin Kharkiv National University
58 series Mathematical modeling. Information technology. Automated control systems issue 66, 2025

that node and calculates the moving average over the last 60 seconds. E-Monitor employs two thresholds
— high-watermark (e.g., 90%) and low-watermark (e.g., 50%) to decide whether intervention is required.
These thresholds, adjustable by the DBA, reflect a balance between system responsiveness and resource
use. If either threshold is surpassed, the E-Monitor initiates a more granular monitoring phase at the tuple
level.

2.2. Clay

Also, Clay adaptive partitioning approach [4] uses this technique. It works like E-Monitor but
examines SLA (service-level agreements).

2.3. Kairos

The system, named Kairos [5], uses analogous approach. Its resource monitor queries the OS and
DBMS running on each machine for statistics about CPU, RAM, and disk I/O, buffer pool utilization,
and log flushes.

2.4. SWORD

The second approach was presented in SWORD, a scalable workload-aware data partitioning and
placement approach for OLTP workloads [6]. SWORD model the workload as a hypergraph, where each
hyperedge corresponds to a transaction or a query, and employ hypergraph partitioning algorithms to
guide data placement decisions. Such a graph-based approach was presented in the work of Curino et al.
[7].

SWORD offers technique that counts transactions. The system monitors the percentage increase in the
number of distributed transactions and determines that the changes are significant enough to require
reconfiguration if this percentage increase exceeds a defined threshold. More specifically, SWORD sets
a task using min-cut term. The min-cut problem is a standard concept in graph theory, where the goal is
to partition a graph (representing the system's data here) into two parts, such that the number of edges
(representing data dependencies or connections) crossing the partition is minimized. In SWORD, the min-
cut is used to assess how well the data is distributed across partitions. This allows SWORD to dynamically
adapt its configuration to maintain optimal performance when the system’s load changes, particularly
when access patterns change or when there is a significant increase in the number of transactions. Here
threshold is also a system parameter which can be set depending upon the sensitivity of applications to
latency.

Thus, SWORD observes the rate of increase in load, allowing it to promptly react to increases in
transaction volume, which might indicate the need to reconfigure data placement to maintain system
efficiency. This adaptive reconfiguration helps maintain balance between the distributed data and the load
on various parts of the system, which is crucial for stable operation under changing conditions.

2.5. Summary

Through the evaluation phase, each method validated its capability to solve the assigned problem.
However, both have their pros and cons. The primary advantage of E-Monitor is low overhead, which is
achieved by periodicity poling nodes’ CPU and CPU metrics themselves, because system metrics are
pretty cheap. On the other hand, SWORD tracks all the transactions, which produces much greater
overhead. But this approach is supposed to be more accurate than CPU utilization. Clay in its turn uses
SLA which produces not much more overhead than checking CPU but is more precise.

Table 1. Workload change detection approaches summary.
Tabauys 1. Iliocymox nioxo0ie 00 8uséienHs 3MiH poO01020 HABAHMAICEHHSL.

Low overhead Precision
E-store + +-
Clay + +
Kairos + +-
SWORD - +

3. Identify which data to move.

Once workload change is detected, adaptive incremental redesign techniques need to select a bunch
of data that should be moved to another partition. As the purpose of the entire process is load balancing,
data should meet several requirements. The main criterion is hot processing. Skews in workloads most
often happen due to increasing demand for a limited number of tuples. Some adoptive design approaches
also measure interconnections between tuples. The ideal case occurs when each transaction “matches” a
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partition because the transaction has to access that only partition [8]. So, in this phase system needs to
choose the data that will be moved.

In general, all existing approaches could be split into two groups: inline and offline. And these
approaches have such common characteristics: inline produces overhead to the system but results with
up-to-date information, unlike offline techniques processes data separately from transactions and do not
produce overhead but result with a delay.

3.1. Siberia

We will start with offline approaches. The first one was presented by Levandoski et al. [9]. Their
project was called Siberia; its goal was hot records classification. This approach, in short, uses logging
combined with algorithmic operations to detect active or frequently accessed records.

Let us consider it more precisely. Siberia associates each record with a discrete time slice, denoted
[t tne1]- The next time interval begins at t,, ., and ends at t,, , », and continues similarly. Time is tracked
by the number of record accesses, with each "tick™ of the clock occurring after each record access. A time
slice is identified using its beginning timestamp (t,, for [¢,,, t,+1]). A time slice denotes a distinct period
during which record access is detected, and conceptually, log records (RecordID, TimeSlice) pairs. In
practice, the log keeps a sequence of record IDs in the order of access, separated by time markers that
indicate the boundaries of each time slice.

Siberia uses exponential smoothing to estimate record access frequencies. Exponential smoothing
calculates an access frequency estimate for a record r as

esty(ty) = ax* x; + (1 —a) * esty(tp_q1)

Where, t, denotes the current time slice, while x; represents the observed value at ¢,,. In this model,

x¢ issetto 1iftherecord r isaccessed during t,; otherwise, itis 0. The term est,.(t,—,) refersto the

estimate derived from the preceding time slice, t,_;. The parameter o serves as a decay factor,
controlling the influence of new observations and the rate at which past estimates lose significance.
Typically, o is chosen in the range of 0.01 to 0.05, where higher values prioritize recent observations
more heavily.

The authors claim that Siberia does not use every record access for its algorithms, because it may
degrade system performance. To minimize system overhead, they adopt a sampling-based approach for
logging. Each worker thread determines whether to log its activity by flipping a biased coin, with the bias
corresponding to the sampling rate. Depending on the result of the coin flip, the thread either records its
data in log buffers or skips the logging process. The authors state that sampling only 10% of the accesses
reduces the accuracy by only 2.5%.

There were four algorithms presented, all of them take the same data as input and result the same but
there are significant differences between them in performance. They take stored logs, described before,
and parameter that signifies the number of records to classify as hot. Authors propose two basic
algorithms: forward and backward. The forward algorithm simply scans the log forward from a beginning
time slice. It updates r’s current access frequency estimate using the exponential smoothing equation.
This forward algorithm has two primary drawbacks: it requires a scan of the entire log, and it requires
storage proportional to the number of unique record ids in the access log.

Backward algorithm avoids scanning the entire log from beginning to end in order to improve
classification performance. The primary concept involves scanning the log in reverse order and derive
successively tighter upper and lower bounds for the estimates of accessed records. Occasionally, the
algorithm classifies records based on these bounds, allowing it to potentially stop the scan earlier. It
maintains estimates only for records that are still contenders for the hot set, thereby limiting its memory
usage to the number of hot records rather than the total record count.

Backward algorithm also uses exponential smoothing:

esth,(t,) = a(l —a)te™t) + esth, (t;qst)
where t;,5¢ > t, Since scanning in reverse.

Calculates upper bound and lower bound:

upEst,(t,) = estb,(t,) + (1 — a)te"tntl
loEst,(t,) = estb,(t,) + (1 — a)tetr*1

where t, means end time slice and t;, — the first time slice.

As the backward classification approach continues processing more record accesses, the upper and
lower bounds converge toward an exact estimate.
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Authors use two optimizations for this algorithm. First, dropping records with upper bound values
less than k" record lower bound value, where k is parameter, which determines needed size of resulting
hot set. This optimization origins from the properties of upper and lower bounds. Record would never
have an estimation bigger than upper bound and less than lower bound. Second, algorithm can stop when
only k records are still in contention for the hot set. So, the backward approach is much more efficient
than the forward.

The researchers also propose parallel variants of these two algorithms. These solutions are more
efficient, as expected. Backward algorithm split logs into N parts and use controller-worker processes
scheme to calculate hot records set. As parallel backward algorithm is the most efficient, Siberia uses it.

3.2. SWORD

We have already discussed how SWORD [6] addresses workload detection. And mentioned that it
uses hypergraph representation model for workload, where hyperedges are transactions or queries.
SWORDs technique of ‘data to move’ recognition is inextricably connected with its repartitioning
method. Its approach is based on efficiently identifying candidate sets of data items whose migration has
the potential to reduce the frequency of distributed transactions the most and then performing the
migrations during periods of low load.

More specifically, authors use the term virtual node which is a logical abstraction of physical node.
One physical node can contain few virtual nodes. The initial distributed database design defines such
nodes in such a way, that data inside them are highly interconnected and data between these nodes are
loosely connected. Using graph-based interpretation system uses the min-cut. Data identification step
starts once min-cut crosses the threshold. The algorithm manages pairs of candidate virtual node sets that
can be exchanged to decrease the min-cut size. It performs some of such swaps per step, aiming to
minimize the min-cut of the data placement based on the current workload. This process continues until
the min-cut falls below the specified threshold.

So, here the data identification process united with repartitioning plan. The system selects data
according to number of distributed transactions. Such an approach can be less efficient than hot data
identification, because the number of hot repartitions is less than others. Thus, the system has to make
more moves, which provides significantly more overhead.

3.3 Apollo

The framework called Apollo [10] uses graph-based workload visualization, too. But unlike SWORD
it utilizes query patterns instead of queries. So, in place of such a request:

SELECT C_ID FROM CUSTOMER WHERE C_UNAME ="Bob’ AND C_PASSWD = "pwd’

The system will save such query pattern:
SELECT C_ID FROM CUSTOMER WHERE C_UNAME =? AND C_PASSWD =?

While this reduces the granularity of determining the exact set of data items that are affected, it may
allow the detection of additional data items that might be affected by similar queries and reduce the
frequency of changes that are necessary.

3.4. SAHARA

Project, called SAHARA [11], introduces an inline approach of hot data identification. It focuses on
two key types of data access: domain access and row access. As SAHARA works with column stores,
domain means a set of values for a particular attribute. Domain accesses are recorded to evaluate potential
partitioning layouts, while row accesses are captured to estimate the memory footprint of the partitioning.
This data is collected over defined time windows to avoid biases from short-term access bursts, ensuring
that the statistics reflect long-term patterns relevant to memory management strategies, such as buffer
pool eviction policies.

To manage memory efficiency, accesses are recorded in blocks rather than individually, which reduces
the memory overhead but may introduce imprecision in access frequency measurements. The block sizes
are adjusted experimentally to balance accuracy with memory usage, with a maximum overhead of 1%
of the dataset size. Furthermore, the methodology incorporates row and domain block counters to track
accesses to specific data partitions and attribute values within given time frames. This approach allows
for a more granular understanding of data access patterns. As statistics is gathered, SAHARA classifies
hot data using m-second-rule. It means that data is hot if it is accessed more often than every m-seconds,
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where 7 is a settings parameter. Authors emphasize that the time window length should not be set
substantially smaller than 7. In addition, the Nyquist—-Shannon sampling theorem proves that a sample
rate of m/2 is sufficient to achieve precise statistics. Therefore, the time window length is set to /2.

3.5. E-Store

Taft et al. [3] in their research suggested approach based on time windows, too. The system called E-
Store makes tuple-level monitoring on the entire cluster for a short period of time. Authors assume all
non-replicated tables of an OLTP database form a tree-schema based on foreign key relationships.
Although this rules out graph-structured schemas and m-n relationships, it applies to many real-world
OLTP applications, they claim. Considering such assumption, monitoring only the root tuples provides a
good approximation of system activity and minimizes the overhead of this phase.

E-Store’s monitoring system, called E-Monitor classifies hot tuples as the top-k most frequently
accessed tuples within a given time window. A tuple is considered "accessed" if it is read, modified, or
inserted during a transaction. The system collects two types of data: the total number of accesses to tuples
within a partition (L) and the subset of top-k most frequently accessed tuples (TK). When tuple-level
monitoring is activated, the database management system (DBMS) sets up an internal histogram for each
partition, which tracks how many times each tuple has been accessed by a transaction. After the time
window concludes, the execution engine at each node compiles L and TK for its local partitions and
forwards this data to E-Monitor. E-Monitor consolidates the information from all partitions to create a
global top-k list.

3.6. Summary

We reviewed several technics of hot data identification. They use completely different approaches,
like gathering query logs or collecting tuple level statistics. All of them has their advantages along with
disadvantages. Processing all computations on another CPU, like in Siberia, lowers overhead nicely but
with that system receives not up-to-date information. E-Store’s tuple level monitoring provides actual
information but can produce critical overhead in the busiest nodes. Graph-based solutions frequently are
not enough precise and universal.

4. Conclusion

With the rise of amount of information and demand of quick access to it, distributed databases became
the essential technology. But often initial data allocation becomes ineffective and reduces all advantages
of distributed DBs. Here comes adoptive design approaches. They allow dynamic data reconfiguration to
keep the system highly efficient.

We discussed that adoptive design technics mostly contain three steps and reviewed the first two of
them: workload change detection and hot data identification. Several DBMSs implemented these steps,
and we can see that there are numerous of approaches how to do that. In general, adoptive techniques are
balancing between high efficiency and high precision, low overhead and timeliness. Overhead in such
situations is a major issue. In skewed access patterns distributed nodes can become very busy with
processing queries and additional computations can lead to worse overall system performance then
without adoptive design or even to node outage. So, it’s crucial to keep developing these approaches to
meet all these characteristics at once to create more efficient distributed database management systems.
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CucTeMaTUYHUI OTJISI] HA BUSIBJIEHHSI 3MiH PpO0O0YOTro HABAHTAKEHHS B
po3noaijieHux 6a3ax JaHUX

Posnopineni 6a3u MaHWX CTalM BaKIMBOK YACTHHOKO 3HAYHOI YACTHHH CYYacHOTO IMPOTPaMHOTO 3abe3mnedeHHs. BoHu
MarOTh YHCJICHHI TepeBard, BKIIOYAIOYM MAacIITa0OBaHICTh, BIIMOBOCTIHKICTh, BHCOKY IOCTYIHICTH 1 MOKpamleHy
MpOAyKTUBHICTE. Lle Bupinrye 6arato mpoOiieM [eHTpaTi30BaHuX 0a3 JaHUX, ajle TAKOK MOKYTh MaTH podiemu. OHa 3 HUX —
HEpiBHOMIpHUI NOCTyN 10 AaHuX. Po6ode HaBaHTaxkeHHS B po3noaiieHux CYB/] 4acTo 3MiHIOETBCS, TaKi KOJIUBAaHHI MOXKYTh
CTaTH NPUYMHOIO Hee(heKTUBHOT POOOTH CHCTEMH. YSIBiTh, 1110 JOCTYII A0 OJHOTO psaka 6a3u paHux craB y 10 pa3iB yacTimmm,
a0o CKJIa/HI 3aIUTH MOYMHAIOTH MPAIFOBAaTH 3 JaHUMH, PO3IOIUICHUMH TepuTopianbsHo. Taka MoBeliHKa CBIIUUTH PO Te, 10
MEePBHHHUIT PO3IOALT JaHUX HE 3aBXKIU MOXe OyTH I0CTaTHhO eheKTUBHUM. | 11t BUpileHHs i€l npobneMu Oyiu BUHalIeH]
TEXHOJIOT1i aJanTHBHOTO au3aiiHy. Y Liil CTaTTi MU PO3IJIAJaEMO 3aralbHi KPOKM aJanTHBHUX TEXHOJIOTIH i 30CepeKyeMo
yBary Ha BUSIBIIEHHI p0O0OYOro HABaHTAXXCHHS Ta 1IEHTU(IKAII] rapsSunX JaHHX.

MeToto CTaTTi € OTJIA aTaNTHBHOTO MiJXOLY IO MPOSKTYBaHHS PO3IMOIUICHHX CHCTEM KepyBaHHs 0a3aMu JaHUX, OTIIAL i
aHaJi3 ICHYIOUMX peani3aliil Ta iXHiX KpOKiB, 0COOJIMBO BHSABJICHHS 3MiHHA POO0OYOT0 HABAaHTAXKCHHS Ta iMeHTH]IKALIT TapsTanx
nmannx. KiHmeBa MeTa moJsirae B ToMy, 100 OPIBHATH 1Ii TEXHIKK Ta BUSIBUTH 1X OCHOBHI MTPOOIEMH.

VY pesynbTarti mi€l podoTH OyJI0 MPOAHATI30BAHO JESIKi ICHYIOUI MiAXO0AM Ta BUALICHO 1X CIIbHI CTOPOHHU Ta BiAMIHHOCTI,
HPEJICTaBICHO iX OCHOBHI MPOOIEMH.

[Ticis meperyisity BCiX TEXHOJIOTIH MU MOXKeMO MOOAYNTH, 110 TOTOYHI PIllIEHHs HE MOXYTh JIaTH TOYHUX PE3y/IbTaTIB, HE
CTBOPIOIOYH 3HAUHHX HAKJIQ[HUX BUTPAT Ha cucteMy. KpiMm Toro, Hemae miaxoay 1o HaJaHHs aKTyaabHOI iHpopMalil mpo rapsdi
naHi 6e3 CTBOpeHHs HakIagHUX BHUTpar. HakmagHi BUTpaTH B TaKHX CHTyallisX € cepiio3HOl mpobiiemoro. VY mmablioHax
HEPIBHOMIPHOTO JIOCTYITY PO3IIOIUICHI BY3JIH MOXKYTh OyTH JyKe 3aifHATI 00p0OKOIO 3aIHTIB, a JOAATKOBI OOUYUCIICHHS MOXKYTh
HPHU3BECTH 10 OUTBLIOrO NOTIPIICHHS 3araibHOl MPOYKTHBHOCTI CUCTEMH, HiXK KOJIH 1Al THBHHUH Mi/IXi1 HE BUKOPHUCTOBYETHCH,
a00 HaBiTh /10 30010 By3/1a. TakuM YHHOM, MOUTYK PillIeHb, SIKi IAIOTh TOYHI Ta CBOEYACHI PE3yNIbTaTH 0€3 3HAUHUX HaKIIaTHUX
BHUTpAT, € BEJIMKUM IOJIEM JJIsI MaiOyTHIX JOCIiKEHb.

Knrwwuoei cnosa: posnodineni 6aszu 0anux, aoanmueHa nioxoou 00 nPOEKmy8aHHs, i0eHMupiKayis apsayux OaHux, 6Us6IeHHs
3MIHU POOOHUO20 HABAHMAICEHHS.
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be3nexka MmequuHux Ki0epQizMUHUX CUCTEM

AxryanbHicte. Menuuni kibepgiszuuni cucremu (CPS), 3okpema mpuctpoi IurepHery memuunux peueit (IoMT) s
MOHITOPHHTY, AiarHOCTUKY Ta Tepamil B peaJbHOMY 4Yaci, CTaIM HEBil €MHOI0 YaCTHHOIO HU(POBi3amii OXOPOHHU 37T0POB’S.
Tloemnanusa omepaniiiHux TexHoNoOrid 3 TpaguiiHuMu [T-cucTemMaMu po3MmMpIOE MOBEPXHIO aTak, POOJIIM JIiKapHi Ta
TeNeMeINYHi iHPpacTPYKTYpH NPUBAOIMBHMH IISIMU JUIS KiOep3IOBMUCHHKIB. B ymoBax TiOpHOHUX KOH(IIKTIB PHU3HKH
3pOCTaIOTh, OCKUIBKH aTaK{ Ha MEJIIYHI MepexkKi MOXKYTb PU3BECTH He JIMIIE 10 BUTOKY JaHUX, a i 0 MPSAMOi IKO/IH TallieHTaM
1 HOPYIICHHS KPUTHYHHX MIPOIIECIB JIIKyBaHHS.

Merta. Metoro nocmipkeHHS € Kiacuikallis Ta aHalli3 OCHOBHHX THIIIB 3arpo3 i Bpa3INBOCTEH, 110 BILITMBAIOTH Ha MeaudHi CPS
B YMOBaXx TiOpHIHUX KOH(QIIIKTIB, y3aralbHEHHS ICHYIOUHMX CTpATETii 3aXUCTy Ta (GOpMyBaHHS MPOMO3HLIH MO0 IMiABUICHHS
iXHBOT KiIOEpCTIMKOCTI Uepe3 HOPMATHBHI, OpraHi3alliiiHi Ta TEXHOJIOTI4Hi 3aX0IH.

MeTonu nocaimkennsi. Y po6oTi 3actocoBano Metonoioriro PRISMA ans ananmisy myOaikaniid, iHIekcoBaHUX y 6a3ax Scopus,
IEEE Xplore i PubMed. Bukopuctano mopiBHsUTbHHN Ta aHATITHYHHUN MiJIXOIM JJIS y3aralbHEHHS BUCHOBKIB 13 HEIOJABHIX
IHIM/IeHTIB, 30KpeMa aTak Ty WannaCry Ha HanionamsHy ciryx0y oxopoHH 3710poB’st Bennkoi Bpuranii, BUTOKY HaHUX
SingHealth y Cinramypi Ta iHIIMX MacmITaOHUX MOPYIIEHB OE3IIeKH B MEANYHIH cdepi.

PesyabTaTn. AHami3 mMoka3aB MOIIUPEHICTh TAKHUX 3arpo3, sk ransomware, DDoS-ataku ta kommpomeraris IoMT uepe3
HE3aXHILEeHI MPOTOKOJIH 3B 3Ky Ta 3acTapiie mporpamue 3adesnedeHns. Cepel KITFOUOBUX MPodiieM — ciabka aBTeHTH(IKALis,
HEIOCTAaTHS CETMEHTAIlisI MEPEX 1 BIUIMB JIFOACHKOTO (pakropa. /1o edeKTHBHUX 3aX0OAiB MPOTHUIi BiTHECCHO OaraTo(akTopHy
aBTeHTH(]IKALII0, ONOKYEHH-KOHTPONb IUIICHOCTI JaHHWX, HackpizHe mmdpyBaHHSA Ta apXiTekTypy Cybersecurity Mesh
(CSMA). HaronomeHo Ha BayXIMBOCTI BIIPOBa/KEHHSI KBAHTOBO-CTiIHKOTO MH(pyBaHHs Ta Al-CHCTEM aJanTHBHOTO 3aXHCTY,
3/JaTHUX aBTOHOMHO BHSBIISITH Ta pearyBaTH Ha JTMHAMIiYHI 3arpO3H.

BucnoBkn. Ilompu mocsrHeHHs y cdepi Oesnekn MeIWYHHX IMPUCTPOiB, piBeHb cTiikocTi CPS no ribpuaHmx 3arpo3
3aUIIAEThCS HeqocTaTHiM. KIlrouoBHME HampsiMamu 3MIlIHCHHsI O€3MeKH € BIPOBaDKCHHS MpUHIMIY security-by-design,
JOTpUMaHHS MbKHaponHux craHaaptiB kidepoesnexu (ISO/IEC 80001, IEC 62443) i po3pobieHHS crenianizoBaHuX Iporpam
MiATOTOBKH MEAWYHOTO NiepcoHany. [arerpanis Al-opieHToBaHOi cuTyariitHoi 00i3HaHOCTI, rTapMOHI3aIlis PEryIITOPHUX BUMOT
1 CImiBIpams MiX Jep>KaBHHUM 1 TNPHUBATHAM CEKTOpaMH CIPHATUMYTH MiJBUIIECHHIO HANIHHOCTI Ta JOBipH A0 HUPPOBOI
€KOCHCTEMH OXOPOHH 3JI0POB’SL.

Knrwuoei cnosa: xibepbesnexa, meouyHi mexnonoeii, 3axucm 0anux, Oesnexa meouunux cucmem, epaziueocmi loMT, 2ibpuoni
3azposu, apximexkmypa Cybersecurity Mesh

Sk muryBatu: Cemepencoka B. B. Be3neka Meauunux kioephizuuHuX cucteM. Bichux Xapriscvkoeo
HayionanbHo2o  yHieepcumemy imeni B. H. Kapaszina, cepia Mamemamuune M0Oen08aHHs.
Inpopmayivini  mexwnonozii. Aemomamusoeani cucmemu ynpasninusa. 2025. Bum. 66. C.63-72.
https://doi.org/10.26565/2304-6201-2025-66-06

How to quote: V. Semerenska, “Security of medical cyber-physical systems”, Bulletin of
V. N. Karazin Kharkiv National University, series Mathematical modelling. Information technology.
Automated control systems, vol. 66, pp. 63-72, 2025. https://doi.org/10.26565/2304-6201-2025-66-06

Beryn

CyuacHa MeOuIMHA aKTUBHO iHTerpye Kibep¢izuuni cuctemu (CPS), ski moenHyroTh amaparHe
3a0e3MeyeHHs, MPOrpaMHi TUIATGOPMH Ta MEPEXKEBl TEXHOJOTI Uil MiATPUMKH >KUTTEBO BaXKIIMBUX
nporeciB 'y MeaWdHid npaktumi. CHUCTeMH MOHITOpHMHIY, aBTOMaTH30BaHi iH(Y3iiiHI Hacocw,
KapJioCcTUMyIIITOpH, podoTu-xipypru Ta inmi loMT-npuctpoi (Internet of Medical Things) Bixirpatots
KPUTUYHO BAXKJIMBY POJIb Y 3a0€3MEUEHHI TOYHOCTI, MBUAKOCTI Ta e(EKTUBHOCTI MEIUYHUX IMOCIYT.
IIpore cTpiMKa IU(POBI3aLlis OXOPOHH 30POB'S BiJIKPUBA€E HOBI MOKIIMBOCTI J1s KiOepaTtak, siIki MOXYTh
NPU3BOAUTH HE JIMIIE A0 KoMIpomeTanii KOHQiOeHUiHHUX NaHWX, ajie W A0 (HI3UYHOTrO PHU3HMKY VI
MMaIi€HTIB.

Oco0MMBO TPUBOKHUM € Te, MO Kibeparaku Ha MeJAW4Hy iH(pacTpyKTypy BCE HacTillle CTaroTh
€JIEMEHTOM T10pHUIHMX BIMCHKOBHX ONepauiid. ¥ Takux BUIAJIKax METOIO aTak € He JIMIIe eKOHOMiuHa
mKoza abo aecrabinizamis poOOTH OKpeMHUX JIiKapeHb, ajle i pyHHyBaHHS JOBIPH O CUCTEMH OXOPOHH
3JI0pOB’sl 3arajioM. Y 4YaCHUKH T1OpUIHUX KOH(MIIKTIB 3aCTOCOBYIOTH TEXHOJIOTIT /ISl TOPYIIEHHS POOOTH
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KPUTHYHOI 1HPPACTPYKTYPH, BKIFOYAIOYH MEIUYHY, 100 CTBOPUTH XaoC 1 MOIJTHOUTH T'yMaHITapHY
kpu3y. [logiOHi Aii nopyurytoTs MiXkHapoAHE TYMaHiTapHe IPaBo, aJle 3aJHIIAI0THCS aKTyaTbHUMHU Uepe3
CKJIaHICTh IXHBOT'O BiICTE)KEHHS Ta MOTEPEKEHHS.

Bpasnusicts Menumunux CPS 3ymoBieHa KilbkOMa KIFOUOBMMH 4YWHHUKamu. Ilo-mepmre, Gararto
MEIMYHUX 3aKJa/iB BUKOPHCTOBYIOTHh 3acTapijie oONaAHaHHSA, SIKE€ HE MATPUMY€E CydacHI CTaHAApPTH
kibepOesneku. [IporpaMue 3a0e3meyeHHsl Uil TaKUX CHCTEM YacTO HE OHOBIIIOETHCS, LIO CTBOPIOE
MoJMBOCTI anst arak. [lo-gpyre, loMT-nipucTpoi, Taki AK HOCHMI MEAWYHI TaKETH, YacTO MAarOTh
oOMexeH1 pecypcH Ui peaizarlii CydacCHHX METOJIB 3aXHCTYy, IO POOHUTH iX JIETKUMH MUTSIMH IS
3n0BMUCHUKIB. [lo-TpeTe, moachkuii (HakTop 3aUIIAETHCS 3HAYHUM JDKEPETIOM PU3UKY. MenudHuit
MEePCOHAN YacTO HENOCTATHbO OOI3HAHWI MO0 OCHOBHUX NPWHIMIIB KiOepOe3leku, a Takok He
MiATOTOBICHUH 10 POOOTH B yMOBax IIECTIPIMOBAHMX aTak. Hapemri, BiACYTHICTh yHi(iKOBaHUX
crangaptiB Oesneku ansi [oMT ycknamHioe BOpoBaIKeHHS e(EKTHBHHUX pillleHb, OCKUIBKH Pi3HI
NPUCTPOi MArOTh Pi3HI PiBHI 3aXHCTY.

3arpo3u, M0 BUHUKAIOTh yHAcHioK artak Ha meamuyHi CPS, MaioTe Oe3mpelnieZieHTHWI BIUIMB Ha
CyCIiIBCTBO. 3001 y poOOTI TiKapeHb, TepepUBaHHS TIKYBaJIHHIX MIPOLEAYP, BUTIK MEPCOHATBHUX TaHUX
MAIiEHTIB — yCe I MiJpuBae cTabimbHICTh MennYHUX cucTeM. Hampukiian, araka WannaCry y 2017 pori
napaiizyBana AisuibHiCT, HarmioHanpHOT Ciy’)kOM OXOpOHHU 370poB'st BenmnkoOpuTaHii, CIpUYIAHUBIIH
3pHB THCSY MEIMYHHX MPOLEAYp. Y Cy4aCHHX yMOBaX Taki iHIUJICHTH MOXYTh OyTH HE BUITAIKOBUMH,
a IJIeCTIPIMOBAHUMHU, IO OCOOJIMBO aKTyallbHO JUIsl KpaiH, sSKi 3HAXOIATHCA B yMOBax BIHCHKOBHX
KOH(JIIKTIB.

Ils crarts mMae Ha MeTi CHUCTEMAaTHYHO OCIIAWTH 3arpo3W, BPa3jMBOCTI Ta Cy4acHI METOIU

3abe3neyeHHs kibepoesnexn meaununux CPS. 3okpema, po3risHyTo nmutaHas 3axucty loMT-npuctpois,
METO/IM BUSIBJIICHHS aTaK y peajJbHOMY Yaci Ta MOKIIMBOCTI iHTerpamii iHHOBalliiHUX pillleHb, TAKUX SIK
apxitektypa CSMA, kBaHTOBO-CTiiike M (pyBaHHS Ta KOTHITHBHI CUCTEMH 3aXHUCTY.
PesynpraTty 11bOTO JOCHIHKEHHS CIPSIMOBaHI Ha PO3POOKY peKOMEHAAMIN JUIS IMiJBUIIECHHS CTIHKOCTI
meanuanx CPS 1o cyyacHux 3arpo3, 0co0nrBo B yMoBax riopugHux koH}mikTiB. Takok podoTa CTaBUTh
3a MeTy c(hopMyBaTH 0a3y JJIs MOJANIBIIMX AOCTIKCHb, CIPSIMOBAaHUX Ha IHTErpallito KibepOe3neku Ha
eTari MPOEKTYBaHH MPUCTPOIB 1 CUCTEM.

1. Marepiaiu Ta MeTOIH

Jnst iporo mociimpkeHHs Oyio MPOBEASHO CUCTEMATHYHUH OTJISII JIITEPaTypH i3 3aydeHHSIM TaKuX
0a3 nanux, gk Scopus, IEEE Xplore Ta PubMed, mo 3a0e3neunsio penpe3eHTaTUBHUN HAOIp IKepe.
Ornsin oXOIUTIOBaB HayKoOBi myOmikariii, ormyOuikoBasi B niepiof i3 2015 mo 2024 pik, siki cTOCyrOTbCS
Oesnmekn MenumuHux kKidepdizmunux cuctem (CPS), 3o0xkpema IoMT, 3arpo3, MeToniB 3axucTy Ta
Bpa3IMBOCTEH. AHaNi3 OTPUMAaHHUX pPOOIT [O3BOJMB BUSBUTH KIFOYOBI TEHACHINI, PO3MIOMITUTH
JIOCII/DKEHHST 332 TEXHIYHUMH, OpraHi3aliiHUMH Ta T[PAaBOBUMH acleKTaMH, a TaKO0X OIIHUTH
e(EeKTHBHICTh 3alPONIOHOBAHUX PillIEHb.

Temarnunmii aHaymi3 JIiTEpaTypu IOKa3aB, MO0 OCHOBHUMH TEXHIYHUMH TPOOJIEMaMH € PHU3HKH,
MOB’si3aHi 13 3acTapiiuM OONaJHAHHAM, CIa0KMM MHM(PYBaHHAM JaHUX Ta BpazauBocTaMu [oMT-
npuctpoiB. Hanpuknax, nocmimkenus Bhushan Tta in. (2023) neMoHCTpye, 10 HEIOCTaTHICTH
obuncmoBanbHUX pecypciB [oMT pobutk 1i mpucTpoi NpruBaOIMBUMY IIISAMHE s 3T0BMHUCHHUKIB. 1100
aTak Ha KoH(ineHUilHicTh, pobora Ghubaish Ta iH. (2020) migkpecmoe 3arpo3y ransomware, sKa
napajizye po00oTy MEIMYHHUX 3aKJIaIiB Ta CTBOPIOE JOJATKOBI PU3UKH JIJIs MALIEHTIB. Y cdepi IpaBoOBUX
acmekTiB, nociipkeHHs Almaiman ta Algahtani (2021) BusiBMIO, IO HaI[iOHANBHI TOJITHKH 3
kiOepOe3rekn 4acTo He BpaXOBYIOTh CHeNH(DiKy MEIUYHHUX MMPUCTPOIB, IO YCKIATHIOE IXHIO PETYIIALIO.

Posrmsimatoun TexHiuHi pimenHs, gocmipkeHHs Wang Ta iH. (2020) meMoHCTpye edeKTHBHICTH
OJioKYeiHy y 3a0e3nedeHHi MUTICHOCTI MEIUYHHX 3allMCiB, IO J03BOJISE MIHIMI3yBaTH PHU3UK IX
nigpoOku. BonHoyac opraHizaiiiiHi acrekTH, 30KpeMa MiAroToBKa MEANYHOTO IIEPCOHANY, BUCBITIICHI B
poborti Longi ta iH. (2024), HaroJoIy0Th Ha BaXJIMBOCTI HABYAHHS CITIBPOOITHUKIB IS I ABUILICHHS
iXHBOT 00I3HAHOCTI 111010 KiOep3arpo3. [IpaBoBi acriekTH Ta HEOOXiIHICTH MDKHAPOJAHUX CTAHAAPTIB IS
[IoMT mninkpecneni B nociimxenni Mathkor ta in. (2024), sike TakoX aKLEHTYE yBary Ha MO>KJIHMBOCTI
YHUKHEHHsI TPaBOBUX KOH(MIIKTIB MiX KpaiHaMu.

IopiBHIOIOYHM 3aITPOIIOHOBAHI PIllICHHS, JOCTIKeHHS Ameen Ta iH. (2024) 1OBOIUTH, 110 OJIOKYEHH
3HAYHO 3HM)KYE PH3HMK aTaK Ha IUIICHICTh JIaHWX. Y TOW 4Yac SIK KBAaHTOBO-CTiHKe IMU(PpPyBaHHS, SK
onucano y Heidari ta in. (2019), 3a0e3neuye qOBroTpuBaJInii 3aXUCT HAaBITh Y KOHTEKCTI MOTEHIIHHUX
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3arpo3 BiJl KBAaHTOBHX OOUYMCICHb. MeETOMW MAaIIMHHOTO HaBYaHHS, 3ramaHi B Reji ta iH. (2023),
BUSIBIIIIOTH aHOMAJI1 B POOOTI CUCTEM Y peaslbHOMY Yaci, 0 MiHIMi3y€e BIUIUB JIFOJCHKOTO (aKkTopa.

Pesynpratn ornmsmy JmiTeparypd  cBim4aTh, LIO0 OCHOBHUMH BHUKJIMKAMH € BiJCYTHICTh
CTaHIapTH30BaHUX MiaxomiB A0 Oe3mexu loMT, oOMexeHHs pecypciB Ui BIPOBAKEHHS Cy9aCHUX
METO/IiB 3aXHCTy Ta HEOOXITHICTh BIOCKOHAJIEHHS! HOPMaTHBHO-TIPaBOBOi 0a3u. Pazom i3 TiM iHTerpais
050K4eiiHy, KBAaHTOBO-CTIMKOTO IU(pyBaHHS Ta MAIIMHHOTO HABYAHHS € IIEPCTIIEKTUBHUMU HAMIPIMaMH
JUTSI TIO/TAJTBIIIOTO PO3BUTKY KibepOesmeku meamanux CPS.

Mennani xibepdiznuni cuctemu (CPS) migmaoTbes MUPOKOMY CHEKTPY 3arpo3, SKi BIUTUBAIOTH HA
ixHIO KOH(]iAEHUIHHICTD, JOCTYMHICTH Ta HiJicHICTh. Cepea HUX OCOONHMBY HeOE3NeKy CTaHOBIATH
uinecnpsimoBaHi ataku (APT), ataku Tumy ransomware i DDoS, a Takok BUKOPUCTaHHSI COLiaIbHOT
IHXeHepil 715 KOMIIPOMETAIlil IepcoHay.

Advanced Persistent Threats (APT) — ue ckiajHi Ta JOBroTpUBaJIi aTaku, CIIPIMOBaHi Ha OTPUMaHHS
KOHTPOJIIO HaJ KPUTHYHAMH CHCTEMaMH. 3JIOBMHCHHKH 3aCTOCOBYIOTH KOMOIHAIl0 METOIB,
BKITFOYAIOYH (DIIIIMHTOBI JINCTH, €KCIUIONTH Yy TPOrpaMHOMY 3a0€3MIeYeHH] Ta TEXHIKH MPUXOBAHOTO PYXY
BcepenuHi Mepexi. Meroro APT € TpuBanuii moctyn 1o cuctemu ais 300py JaHuX abo MopymeHHs ii
¢ynkuionyBannsi. Hampukman, kommpomeTarisi cepBepiB 30epiraHHs MEOUYHHX 3alUCiB MOXe
MIPU3BECTH JI0 BUTOKY KOH(}iAeHIIHHOI iHpopMamii mpo MmamieHTIB, Ska MOXke OyTH BUKOPHCTaHA IS
maaTaxy abo HezakoHHOTO npojaxy (Bhushan ta in., 2023).

Bpa3nuBicTh Takux arak 4acTo IMOB'SI3aHa 3 HEJOCTATHIM CErMEHTYBaHHSIM MEPEX, IO J03BOJISE
37I0BMHUCHHMKAaM PpO3IIMPIOBATH CBil JOCTYml y MeKax CHUCTEMH, 1 3 BIJICYTHICTIO PETYJSPHOTO
MOHITOPHHTY MEPEKEBUX aHOMAIIH.

Ransomware-ataxu 6JIOKYIOTI> JOCTyll 10 MCIWYHUX CHCTEM, BUMararo4m BHUKYII 3a B1IHOBJIEHHS
¢ynkuionanpHocTi. Lli ataku oco6nmBo Hebe3neuHi y chepi MeAUINHN, OCKUTBKY MTOPYIIEHHS JOCTYITY
[0 €JEKTPOHHUX MEAWYHUX 3aluCiB 9M OOJaJHaHHA MOXKE CHPUYMHHUTU HEBIAKIAAHY 3arpo3y Ul
nanienTiB. Hanpukmian, min gyac ataku WannaCry Ha cuctemu NHS 0yro 3ab6mokoBano qocty g0 70 000
IIPUCTPOiB, BKIOYaroun MPT-ckaHepu, IO NPU3BEIO 10 3PUBY KPUTUYHO BAKIMBUX MEIUYHUX
nporueayp (Ghubaish Ta in., 2020).

DDoS-araku (Distributed Denial of Service) opieHTOBaHI Ha TmepeBaHTAKEHHS CUCTEMH BEIHKOIO
KUTBKICTIO 3aIUTiB, 0 POOUTH 11 HEAOCTYITHOIO JUIs 3BUYAHUX KOPUCTYBadiB. Y MEJUUYHOMY KOHTEKCTI
Taki aTakd MOXYTb TapalizyBaTH poOOTY JiKapeHb, BUKIMKAIOYW 3aTPUMKH y HaJaHHI JOIIOMOTH.
Hampuxian, ataka Ha cuctemy oxopoHH 310poB’s Kocra-Piku y 2022 pori 3a010KyBana AOCTYI 10
€JIEKTPOHHMX 3aMMCIB MAL€HTIB, 110 NPU3BEJIO A0 3HAYHUX MOPYLIEHb Y HaJaHHI MEIUYHUX MOCTYT
(Almaiman & Algahtani, 2021).

CowmianbHa 1HXEHeEpisl CHpsSMOBaHa Ha KOMIIPOMETALI0 IMEPCOHANY HUISXOM MAaHIMyJIid, 1o
MIPHU3BOJIATE 10 PO3KPHUTTS KOH(DimeHIiHOI iHpopMarlii abo BUKOHAHHS HEOE3MEeUHUX Mii, TaKuX SK
BIJIKPUTTS IIKIIJTMBUX MOcuiianb. L{eit MeTo/] € eheKTHBHUM y MEIMYHOMY CEKTOpPI Uepe3 HEeJIOCTaTHIO
00i3HaHICTh TPAIiBHUKIB MPO KiOep3arpo3d Ta BUCOKY 3aBAHTAKEHICTh, MO CHPHUSIE MOMHIKAM.
Hampuxian, ¢immAroBi KammnaHii, ClpsMOBaHi Ha aJMiHICTPAaTUBHUHN MTEPCOHAI JIiIKapeHb, JTO3BOJIIOThH
OTPHUMATH JIOCTYII 10 BHYTPIIIHIX cUCTEM ab0 eNeKTPOHHOI MomTH. J{oCTiIKEeHHs TOKa3yIoTh, o 88%
YCHINIHUX KibepaTak Ha MEeJIUYHI yCTaHOBU BKJIFOUAIOTh €JIEMEHTH COIliaibHOI imkeHepii (Wang Ta iH.,
2020).

Takum uynHOM, MeandHi CPS ctukatoTbes i3 3arpo3amu, siKi oTpe0yroTh 6araTopiBHEBUX CTpaTerii
3aXUCTy, BKJIOYAIOUM MOHITOPUHI aHOMAJlil, CErMEHTAII0 MEpPEeXi Ta HaBYaHHSA IEPCOHAITY.
AKTyaIIbHICTh WX BUKJIMKIB 3pOCTa€ 4epe3 3pOCTarody 3aJeKHICTh MEIUYHUX 3aKIaliB Bia IHUPPOBUX
CHCTEM.

2. BpaznuBocrTi

OCHOBHMMH Bpa3JMBOCTAMH MEIUYHHX CHUCTEM, fKi MOCWIIOIOTH PU3UK KibepaTtak, € 3acrapiie
nporpamue 3a0e3neueHHs, HezaxuieHi nmpuctpoi loT Ta moackkuit pakTop.

3nayna yactuHa menuuHux CPS QyHKiioHye Ha 3actapimoMmy mporpaMHOMY 3a0e3leueHHi, SKe
OinbIe He MATPUMYETHCS PO3POOHUKAMH Ta HE OTPUMYE OHOBIIEHb Oe3neku. SIk 3a3HadeHO B poOOTi
Wang Ta in. (2020), ue cTBOpIO€ COpUSTINBI YMOBH ISl aTak, COIPSIMOBAHUX Ha BUKOPUCTAHHS BiIOMUX
BpaznuBocteil. Hanpuknan, mix yac ataku WannaCry 0yiio CKOMIIPOMETOBAHO CUCTEMH, SIKi TIPAITFOBAIIH
Ha cTapux Bepcisx Windows, 1110 He Majau HEOOXIHUX MaTYiB IS 3aXUCTY Bij ekcruioitie EternalBlue.
BincyTHIiCTB perysisipHOro OHOBJIEHHS CUCTEMHHMX KOMIIOHEHTIB 1 3aJIEKHICTD Bil yCTapijuX TEXHOJOTIH
MiJBUIYIOTh PU3UKH HE JIMIIIE JUI1 KOH(BIACHIIHHOCTI, aie # st QyHKIIOHAIBHOT O€3IEKH CHCTEM.
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[aTeprer Mmeamunux pedeit (IoMT) BriTFodae mpucTpoi, Taki SK HOCHUMI JaTIUKH, iH(Y31iHI Hacocu Ta
MOHITOPH JKUTTEBUX (YHKIIH, sSKi MIIKIIOYCHI IO MepexXi Ta 3a0e3NnedyroTh OOMiH JaHUMH MiXK
namieHTamu i nikapsamu. OJHaK, K HarojoueHo y poooti Almaiman ta Alqahtani (2021), 6inbmricTs
IOMT -miprcTpoiB MaroTh 0OOMeKeHI 0OYUCITIOBANIFHI PECYpPCH, IO YCKIIQIHIOE BIPOBAKEHHS CYy9aCHUX
MexaHi3MiB mmbpyBaHHs Ta 6e3mneku. Ile poOuTh X JIerkoro IUTIo 1 atak Tuiry Man-in-the-Middle
a00 3JI0BMHUCHOTO NepexorieHHs Janux. Hanpukman, neski iHdy3iiiHi Hacocu MOXYTb OyTH BifnaneHo
3JIaMaHi Yepe3 BiICYTHICTh 3aXHINEHNX KaHATIB 3B’ SI3KY, [0 JO3BOJISIE 3MIHIOBATH JO3H JIKiB.

Jlroacekuit pakTop € OMHUM 13 KITFOUOBHUX JpKepen ypasmuBocTed memamunux CPS. Sk 3a3HadeHo y
poboti Longi Ta in. (2024), HemoctaTHS O00I3HAHICTHP MEAMYHOTO MEPCOHANTY IIOAO0 Kibep3arpos
MPU3BOAUTH IO BUCOKOT e€(heKTUBHOCTI aTak ColialbHOI iHXKeHepii, TakuX sK (immHroBi kammnanii. Kpim
TOTO, TIEpEBAHTAKEHICTh POOOTOI0 Ta OpaK Hacy AJIsl HAJEKHOI MEepPEeBipKH MiMO3PUINX Mil CIIPHUSIOTH
MOMUJIKaM, SIKi MOJKYTh HaJaTH 3JJ0BMHUCHUKaM JOCTYH JO BHYTpilIHiX cucteM. HaBiTh 6a30Bi 3axonwu,
Taki SK BUKOPHCTaHHS OaratoQakTopHoi aBTeHTU(}iKallii, 4acTO IrHOPYIOTHCS Yepe3 BiACYTHICTbH
HaJISKHOTO HABYAHHS [IEPCOHAIY.

CxuragHa apxitektypa meauanux CPS, sika BKITIoYae 4nciIeHHI MiACUCTEMH, CEpPBEPH, 0a3u MaHUX i
30BHILLIHI PUCTPOT, CTBOPIOE JOAATKOBI BPa3IUBOCTi. BiACyTHICTh WiTKOI cerMeHTaIii Mepexi J03BOIsE
3JI0BMHCHHKAM, OTPHMABIIH JOCTYI O OZHOTO KOMIIOHEHTA CHCTEMH, IIOCTYIIOBO MOIIMPIOBATHCS Ha
iHmi. Ameen Ta iH. (2024) 3a3HauaroTh, MO TaKi apXiTEKTYpHI YPa3IUBOCTI OCOOINBO XapaKTepHi s
CTapHX JIIKapHSIHUX CUCTEM, sIKi IHTerpytoThcs 3 HoBUMH loMT-nipuctposiMu 6e3 HaIeKHOTO OHOBJICHHSI
MPOTOKOJIIB 3aXUCTY.

Takum umHOM, BpazimBocTi MeanmdHux CPS e HacmigkoM TeXHIYHMX OOMEXeHb, HEIOCTAaTHHOI
MOJICpHi3allil Ta JIFOJCHKUX TOMUJIOK. Ixue YCYHEHHS MOTPe0y€e KOMILIEKCHOTO MiTXOAy, IO BKIIHOYAE
MOJIEpHI3aIlil0 CHCTEM, BIPOBAKCHHS CYYaCHHX MEXaHi3MiB O€3MEeKH Ta HABYAHHS MEPCOHANY JUIS
3MEHIIICHHS BIUTUBY JIFO/ICBKOTO (hakTopa.

Araka WannaCry vHa NHS (2017)

Ataka WannaCry crana oHi€ro 3 Hai011b1I pyiHIBHUX Y cepi OXOPOHH 310POB'sl, BAKOPUCTOBYIOUH
excriodt EternalBlue, sikuii excrutyaTyBaB Bpas3nuBicTh y npoTokom SMBv1 (Server Message Block).
[licnss TpoOHWKHEHHS y CHCTEMy IKNTUBE MporpaMHe 3a0e3nedeHHs 3amu@poByBaio (aiimm,
BUKOopucToBytoun anroputM AES-128, i Bumaramo Bukym y OiTkoiHax s po3mmdpyBaHHA. s
MOLIMPEHHST BipyCy BHKOPHCTOBYBABCS MEXaHI3M CAMOPO3MHOXEHHS, IO J03BOJISUIO HOMY HIBHIKO
iH(iKyBaTH 1HIII TPUCTPOI B TOKAITBHINA Mepexi.

VY cucremax NHS ypaznuBocTi BUHHKIIM Yepe3 BUKOPUCTAHHS CTAPHX ONEpaLifHAX CUCTEM, TAKUX 5K
Windows XP, siki Oiiblile HE OTpUMYyBaJId OHOBJICHb Oe3leku. bpak cermeHTtarii Mepexi J03BOJIMB
BipyCy MUTTEBO MOLIMPUTHCS MK KOMIT FOTEpaMH, CEpPBEPAMH Ta MEANYHUM 0018 JHAHHSAM, BKITIOYAI0UN
MPT-ckanepu. 3mamaHi NPUCTPOI BITKIIOYMINCS, IO TPH3BEIO O TEPEHAINPABICHHS IAI€HTIB i
CKacyBaHHsI THCSY npuiioMiB. [li3Hime NOCIIKEHHs MOKa3aJid, 10 HEJOCTaTHIM PIBeHb CerMeHTaIlii
MEpExKi CTaB KIIOUOBUM (HAKTOPOM, KU TIOCTIPHUSIB MaciiTaOyBaHHIO aTaky.

Burik nanunx y SingHealth (2018)

Burtik ganux y SingHealth 6yB pesynbratom ckiamnoi ataku Ty APT. 31M0OBMHCHUKHM CIIOYATKY
BUKOPUCTOBYBAIX (DIIIMHIOBI JIMCTH JJIsi KOMIIPOMETAaIlii 00NiKOBUX 3amuciB aaMiHicTpaTopiB. [licus
OTPUMaHHS JIOCTYIy JO BHYTPIIIHBOI MepexXi BOHM BHUKOPHCTAHM EKCIUIOWTH JUIS MiJBUILCHHSI
MIPHUBIIIEIB, 110 TO3BOJIMIO IM OTPUMATH aIMiHICTPATUBHUMA JOCTYTI JI0 0a3u TaHUX MAIli€HTIB.

Kiro4oBOI0 TEXHIYHOIO OCOONMBICTIO 11i€i aTaku Oyia eKCIuTyaTallis HeJJOCTaTHhO 3axuieHnx API,
AKi 3a0e3rmeuyBany iHTerpaliro Mk 0a3aMu JaHUX i MEIUYHHMH JOAATKAMH. 3JIOBMUCHUKH 3MOTIIH
3aBaHTXUTH BeNHKI 00caru iH(opmarii, He BUKIMKABIIM TMiA03p Y CHCTEMaX MOHITOPHHTY.
Ypa3nuBOCTI TaKoX BKIIIOYATH BiJICYTHICTH OaraTopiBHEBOi aBTeHTH(IKaIlil s anaMiHicTpaTtopiB 0a3
JIAHHX, 110 JIO3BOJIMIIO BUKOPUCTATH JIUIIIE OJMH CKOMITPOMETOBAHUH OOJIIKOBHI 3aIC JUIsl JOCTYITY JIO
Bciel iHpopmarii.

Ransomware-araka Ha menuuHi ycranosu Kocra-Piku (2022)

Artaka Hive Ransomware Ha menuuni ycranoBu Kocra-Piku po3nouanacs 3 GpimMHIOBUX JIMCTIB, SKi
MICTHIM MIKIJUIMBI BKJIageHHA. [licas BigKpuTTs MmKigmmBoro ¢aiury Bipyc OTpuUMaB JOCTYH [0
BHYTPILIHBOT MEpeXi 1 MOIIMPHUBCS Ha cepBepH, L0 30epiranu enekTpoHHi MenuuHi 3amucu (EMR).
BukopucroByroun komOiHoBane mudppysanHs RSA-2048 ta AES-256, Hive 3abnokyBaB qocTyIm JI0
JIAHUX, BKJIFOYAIOUH ICTOPIFO MAIli€HTIB Ta Pe3y/IbTaTH aHaJi3iB.

IadpacTpykTypa MEAUYHHUX YCTaHOB BHSBMIIACS BPA3IMBOIO Yepe3 BiCYTHICThH 130JILii cepBepiB
EMR, mo 103BOJMIO BipyCy MOLIMPHUTHCS Ha BCi OCHOBHI cucremu. [licns mmpyBaHHS JaHHUX
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37I0BMHCHHKH 3aJIMIIMIN B CHCTEMi 3allMC i3 BUMOTOIO BHKYIy, KUl MOXKHA OyJIO TMPOYMTATH 4Yepe3
KOMaHJIHHU DPSAJOK 3apayKeHUX MPHUCTPOiB. BiACyTHICTH pe3epBHOro KOMiIOBaHHSA Ha PiBHI JaHHUX Ta
CepBEpiB YHEMOXKIIMBUIIA IIIBUJIKE BiTHOBJICHHS 1H(OpMAIIii.

Araka Ha maboparopii Synnovis y Jlonmoni (2024)

Lei#t iHIMOEHT CcTaB pe3yNbTaTOM IILIECTIPSIMOBAHOI aTaKW Ha JTabopaTOpHi iH(OpMAIliiiHI cHCTEMH,
AK1 KepyBalu mepenadeto Ta 0oOpoOKOI0 MEIUYHUX AaHMX. HamagHUKM BHKOPHCTalM BPa3UBICTH Y
HeaBTeHTH(iKOBaHNX APl sKki 3abe3medyBanu iHTerpamiro MiK JTa0OpaTOPHUMH TPUCTPOSIMH Ta
cepBepoM. BmpoBamkeHWA MMKIATUBUA KO TNPH3BIB 10 TPUIMHECHHS Iepedadi JaHUX MiX
na00paTOpHUMH MPHUCTPOSIMH T4 OCHOBHHM CEPBEPOM, 3a0JIOKYBABILIHU AOCTYII 0 PE3YNbTaTiB TECTIB y
TiKapHSX.

Oco0nmBicTIO i€l aTaku OyJI0 BUKOPHUCTAaHHS MPUXOBAHOTO MEXaHI3My 3aBaHTaKEHHS IITKiUTHBOTO
Koay uepes minpobneni 3anutu 10 APL Uepes BincyTHicTh mmdpyBaHHs Ta 0OMexxeHHs 1ocTymy 3a IP-
aZipecaMy, HaNaJHUKW 3MOTJIM BIPOBAIUTH KO, SIKMH OJOKYye B3aeMOJit0 Mixk cuctemamu. Kpim Toro,
Opak pe3epBHUX KaHAIIB MepeAadi JaHUX CIIPHYMHUB 3aTPUMKH y BUKOHAHHI KPUTUYHHUX aHANTI3iB, M0
HETaTUBHO BIUIMHYJIO HA MEIMYHY JOOMOTY THCSYaM TAIli€HTIB.

TakuM YHHOM, KOKEH 13 pO3IIISIHYTUX 1HIMACHTIB IEMOHCTPYE crienn(ivHi TEXHIYHI Ypa3IHBOCTI, AKi
3IIOBMUCHHUKH BUKOPHCTOBYBAJIH JJISl TOCSATHEHHS CBOIX IiJIEH, 1 MiAKPeCTIoe HeOOXiqHICTh TOCUIICHHS
kibep3axucty meamanaux CPS.

3. Icnyroui mixxoau 10 6e3meKH MeTMIYHUX CHCTEM

MenuaHi CcHCTEMH BHMAararTh 0araTOpiBHEBOTO TiAXomy A0 3a0e3medeHHs KibepOes3mekw.
PosrisiHeMo cydacHi TeXHi4Hi, OpraHi3amiliHi Ta peryJsITOpHi cTparerii, CpsSMOBaHI Ha 3aXHCT LUX
CHUCTEM Ta TEXHIUHY peali3allifo KOXHOTO IiIX0y.

[nupyBaHHS NaHUX € OCHOBHUM criocoOom 3axucty indopmarii B Mequanux CPS. Anroputmu AES
(Advanced Encryption Standard) Ta RSA BHKOPHCTOBYIOThCS sl mM(PYBaHHS MepelaHuX i
30epeskeHux AaHux. Hampuknaa, mocmimkenns Bhushan ta in. (2023) pekoMeHIy€e BUKOPHCTOBYBATH
KBaHTOBO-CTIiKe MIM(PYBaHHA A JOBTFOTPUBAIOTO 3aXHMCTy JAAaHUX Y MEIWYHHX CHUCTEMaXx, IO
0COOJIMBO aKTYaJIbHO B YMOBaX MailOyTHHOTO PO3BUTKY KBAHTOBUX OOUYUCIICHB.

HIPAA BuMarae BHKOPHCTaHHS HaJilfHOr0 mM(pyBaHHA AJSl 3aXUCTy EINCKTPOHHUX MEANYHUX
3anuciB (EMR) mix yac ixHporo mepenaBaHHs Ta 30epiraHHs, 3a0e3M€Uy0YH BIAMOBIIHICTH BUMOTI'aM
koH¢igermiiHOCTI ("Understanding HIPAA Requirements", 2020).

baratodakropHa aBrenTudikamnis (MFA) 3abe3neuye nomaTkoBuil piBeHb O€3MEeKH, BUMAralO4H Bif
KOpHCTYyBaua HaJaHHs ABOX a00 Oijbiie croco0iB ineHTudikariii (maposs, GioMmerpuyHi naHi, SMS-ko).
Hampuxian, Bukopuctanas 0ioMeTpii, Takoi SK CKaHyBaHHS BiIOWTKIB MalbIiB, JO3BOJSIE 3aXUCTUTH
0O0JIIKOBI 3am¥CH HaBiTh y BUTIAJAKaX KOMIIpOMeTaIlii mapoiiB. TexHiuyHa peaizallis BKIIOYa€ IHTETPallito
MFA-cepBiciB i3 BHYTpIlIHIMU cUCTeMaMHU JikapeHb yepe3 API.

ryunuit iaTenekr (Al) ta mamuHae HaB4yaHHS (ML) BigirpaioTh KJIIOYOBY pOJb y BHSIBIICHHI
aHoManiit y moBexiHmi npuctpoiB. Hampukian, Reji ta in. (2023) mponeMOHCTpYyBaIM BUKOPUCTAHHS
ANTOPUTMIB KJIACTEPH3aIlii JJIsl BUSBICHHSI HeTUTIOBOT akTUBHOCTI [oMT-nipucTpoiB, Takux siKk HajaMipHa
nepegavya JaHUX abo MiIKIYeHHS 0 He3Bu4HHMX IP-anpec. TexXHIYHO Iie peai3yeTbCs HUISXOM
inTerpanii ML-Mozeneil y cucTeMd MOHITOPHHIY MEpeXi, 10 JO3BOJII€ ABTOMAaTHMYHO pearyBaTH Ha
Mi03pLTy aKTUBHICTb.

bnokueitn 3abe3neuye HE3MIHHICTh 1 IPO30PICTh MEAUYHHX JIaHUX. Y poOoTi Ameen Ta iH. (2024)
MIPEJICTABIICHO TEXHIUHY apXiTEeKTypy CHUCTeMH, sika iHTerpye OmoxdeitH i3 loMT. Bona nepenbauae
CTBOPEHHS 3aXHILEHUX TPAaH3aKUil IS KOXKHOI B3a€MOAIl 3 MEAWYHHMMH 3allMCaMH, L0 J03BOJISE
BiZicTe)XyBaTu Oynb-ski 3MiHH. TexHiuHa peamizailis BKIIOYAE BUKOPUCTAHHS CMapT-KOHTPAaKTiB, sKi
ABTOMATHYHO MEPEBIPSIOTh aBTCHTUYHICTD TPAH3aKI[IH y MEpexi.

HaBuanHs nepcoHaiy € KIIOYOBUM €JIEMEHTOM 3aro0iraHHs aTakaM colianbHoi imkeHepii. Longi Ta
iH. (2024) pekOMEHYIOTh BIPOBA/PKYBATH PETYISPHI TPEHIHTH, SIKI OXOIUTIOIOTH (DIIIMHIOBI aTakw,
VIpaBIIiHHS TApOJIIMH Ta BHKOpHCTaHHs OaratodakropHoi aBreHTH(ikamii. [Iporpamm HaBuaHHS
BKJIIOYAIOTh MPAKTUYHI CUMYJISILIT aTak Aj1sl MiABUIIEHHS 0013HAHOCTI CIiBPOOITHHUKIB.

CrBopeHHs u1aHiB pearyBanHs Ha iHnuaeHTH (IRP) no3Bosie MiHiMi3yBaTH BIJIMB aTak Ha MEIMYHI
CPS. fk 3a3nadeno B pobori Almaiman ta Algahtani (2021), epexruBnuit IRP Bkimowae cucremu
PE3epBHOIO KOTIFOBAHHS, 130JIS111F0 CKOMIIPOMETOBAaHHX CETMEHTIB MEpPEXi Ta MPOLEAYPH BiJHOBICHHS
nanux. TexHiuyHO pearnizanisi mependavae BNPOBAIKEHHS LEHTPATi30BAHMX CHCTEM MOHITOPHUHTY 3
MOJJIMBICTIO IIBUJIKOTO TIEPEMHUKAHHS Ha PE3EPBHI CEPBEPH.
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Mixnaponni cranaapty, Taki sk HIPAA (Health Insurance Portability and Accountability Act) y
CIOA Ta GDPR (General Data Protection Regulation) B €Bpori, BCTaHOBIIOIOTh YiTKI BUMOTH [0
3axucTy MeanyHux aanux. Hanpuxnax, HIPAA 30008’ s13ye opranizanii mmdpyBatu Bci nepenani gaHi
Ta perymsipHo npoBomuTH aynuth Oesmeku ("Understanding HIPAA Requirements", 2020). GDPR
HATOJIONIyE Ha TpaBi MAIlieHTIB KOHTPOJIOBATH CBOI JaHi Ta 3000B’s3ye opraHizailii BIPOBaIKyBaTH
MOJIITUKY 3axucTy KoH(inenmiinocti (Tzanou, 2020).

Mixnaponuuit komiter YepBonoro Xpecta (MKYX) y cBOIX peKkOMEHIAIisIX HAroJIONIye Ha
HeoOXimHOCTI 3a0e3nedeHHs Oe3MepepBHOTO OCTYIY IO MEAWYHWX MaHUX Mif dac KoHGumkTiB. Lle
nepeadaydae BIPOBAKCHHS PE3EPBHUX CHUCTEM Ta 3aXHUILEHUX KaHAIIB 3B’S3Ky, IO 3a0e3MeuyroTh
CTIMKICTh METUYHUX CHCTEM JO aTak. PexoMeHpalii Takox BKIIOUAIOTh BUKOPUCTAHHS IIU(PPYBaHHS Ta
cermenTaitii Mepex uis 3axucty meaudaux CPS (Durham & Wynn-Pope, 2012).

4. [Iporajaunu B iCHYIOUHX JOCJTiTKEHHAX

Ilonpu 3HauHWil Tporpec y po3podmi pimieHs s 3abe3medeHHs KiOepOe3nekn MEeTuIHUX
kibepdiznuanx cucrem (CPS), 3anmummaerscss HH3KAa KPUTHYHUX WPOTAJHMH, SKI YCKIAIHIOIOTH
e(eKTUBHUH 3aXUCT TaKUX cUcTeM. LI mporajinHu cTOCYIOTHCS afanTalii 70 TMHAMIYHOTO CepeIOBHILA,
oomexennx pocmimkerb [oMT (Internet of Medical Things) Ta HemoctaTHBOI iHTerpamii cydacHUX
TEXHOJIOT1H, TakuX K kBaHTOBa Kpunrorpadis Ta CSMA (Cybersecurity Mesh Architecture).

Menuuni CPS  QyHKIIOHYIOTP Yy TOCTIHHO 3MIiHIOBAHOMY CEpEIOBHILI, € HOBI MPUCTPOI
MiAKITIOYalOTECS. 10 MEpeXki, JaHl TOCTIHHO MepearoTbess MK pI3HUMHU CHUCTEMaMH, a 3arpo3u
€BOIIOIIOHYIOTh. [IpoTe OLIBIIICTh ICHYIOUHX pillleHb 0a3yrOThCSl HA CTATHYHUX MOEISAX 3aXHCTY, SKi
HE 3JIaTHI JUHAMIYHO aJanTyBaTHUCSA 10 3MiH. Hampukian, TpaauiliifiHi CUCTEMH 3aXUCTYy 4acTO He
BPaxOBYIOTh XapakTep B3aeMoAil Mixk mpuctpossiMu [IoMT, Takux sk iHQY3iiHI HacocH a0 MOHITOPH
JKUTTEBUX TTOKA3HUKIB, SKi IIEPEAAIOTh JaHi B pealbHOMY 4aci.

JocmimkeHHs MOKa3yioTh, 0 aallTUBHI PINICHHS, TaKi K KOTHITUBHI CUCTEMHU Ha 0a3i MTYyYHOTO
IHTETIEKTY, MOXKYTh 3a0€3MeUnTH €()EKTUBHUI 3aXHCT, BUSBISIIOUH Ta OJIOKYIOYH HOBi 3aTPO3H B PEKUMI
peanbHOro 4acy. OaHak OUIBIIICT TaKWX pilIeHb IIe Mepe0yBaloTh Ha CTafil MPOTOTUIYBAaHHS, 1 iX
IHTETpaIllis B peaibHi CHCTEMH BIMArae MOoJaIbIINX TOCIiPKEHb i TECTYBaHHS B YMOBaX PEAbHOTO Yacy.

IOMT-nipuctpoi € ogHUM i3 HAWOLIBII Bpa3IMBUX KOMIOHEHTIB MeanuHux CPS. Binbmiicte Takux
NPUCTPOIB MAIOTh OOMEKEHI OOYHCIIOBAIBHI PECypCH, IO YCKIAJHIOE BIPOBAIKEHHS CTaHAAPTHUX
METOJIIB 3aXHCTy, TaKUX SIK CKJIAAHI anropuTmu mmdpyBanHa abo OaratodakTopHa aBTEHTH(DIKAIIs.
Hampuknan, mociipkeHHS NPOJSMOHCTPYBAIM, IO 3HAa4yHa Kimbkicte loMT-mpuctpois, sxi
BUKOPHUCTOBYIOTBCS B JIIKAPHSIX, IEPENAIOTh JIaHi y He3amu(ppoBaHOMY BHIIIS, O POOUTH iX JIETKOIO
iyuTo Jutst atak Trmy Man-in-the-Middle.

Kpim toro, BincyTHicTh cTanmapTiB Oesnekn mus [oMT ycknamHIoe iHTErpaIlito TaKuxX IPUCTPOIB Y
3arajibHy apXiTekTypy Oesmneku. Y Oaratbox Bumaakax loMT-mpucTpoi He TiATPUMYIOTH PEryIspHi
OHOBJICHHSI POTPaAMHOT0 3a0e3MeUeHHS, 1110 CTBOPIOE OJaTKOBI pu3uKH. Lle BuMarae po3poOku HOBUX
JETKUX METOMAIB IM(PYBaHHA Ta CHCTEMH BHSBICHHS aHOMaNil, CHENiaJbHO aJaNnTOBAaHHUX JUIS
00MeKeHNX 00YUCTIOBATLHUX MOTYXHOCTeH IoMT.

KBanToBa kpunrorpadis, sika BHKOPUCTOBYE MPHHIMIK KBAHTOBOI MEXaHIKW JJisi 3a0e3neucHHs
a0COFOTHO 3aXMINEHUX KOMYHIKAIlill, MPOIOHYe paguKaIbHO HOBHM mimxim mo kibepOesnexu. OmHak
iHTerpamisi KBaHTOBUX pimeHb y Meanydi CPS 3anmumaerscsi oOmexkeHoro. Lle moB'a3aHo 3 BHCOKOIO
BapTICTIO KBAaHTOBOTO OOJaJHAHHA Ta HEOOXIJHICTIO CTBOPEHHS IHQPACTPYKTYpH IS MiJTPUMKH
KBAaHTOBO-CTIMKHUX MPOTOKOMIB. JlOCTI/DKEHHSI JI€MOHCTPYIOTh, IO BIPOBAKEHHS KBAaHTOBO-CTIHKHX
anroputMiB, Takux sk CRYSTALS-Kyber, Moke 3Ha4HO 3MEHIIUTH PU3UK KOMITPOMETALIi] JaHUX HaBIiTh
32 YMOBHU JOCTYIy 3JIOBMHUCHHKIB JIO KBaHTOBUX KOMII'toTepiB. IIpoTe Taki TexHojorii moci He
TECTYBAJIUCS B YMOBax peajbHOI MEINYHOI IHPPACTPYKTYpH.

Ille omuiero mepcriekTuBHOIO TexHoJoriero € Cybersecurity Mesh Architecture (CSMA), sika
NPOTIOHYE MOJAYJIBHUHM TMiJXiJl 7O 3aXHCTy, JO3BOJISIIOYM aJaNTyBaTh DPiBEHb OE3MEKH JJIsl PI3HUX
cermeHTiB Mepexi. CSMA 3a0e3neuye CerMeHTallil0 MEPEeKi, JTUHAMIYHE YIPaBIiHHS JOCTYIIOM Ta
LEHTpaJIi30BaHe yNpaBIliHHS NodiTHKaMu Oesneku. Y Meaumunux CPS me moxe OyTH KOpPUCHHM JUIS
13ousnii BpaznuBux loMT-ipucTpoiB Ta 3a0e3neueH sl 3aXUCTy KPUTHYHHUX CErMEHTIB Mepeki. OxHak
peasibHa iHTerpaitis CSMA y MeIu4HI yCTaHOBH CTHUKAETHCS 3 TEXHIYHUMH BUKIIMKAMU, TAKUMH 5K
CKJIaJIHICTh HAJIAINTYBAHHS Ta YIPABIIiHHSA, 2 TAKOXK MOTpeda y 3HAUHKUX pecypcax JJisi MOHITOPHHTY.

5 PesyabTaTn
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Amnamiz mokazaB, mo MeaudHi CPS crukaioThbes 3 pi3HOMAHITHUMH 3arpo3aMu, cepell SKUX
uinecnpsimoBani ataku (APT), ransomware, DDoS 1 BHKOpHUCTaHHS COLQJIbHOI iHXKEHEPIi.
HaiiBpaznuBimmmu xkoMmnoneHTaMu cucteM € loMT-mpuctpoi, siki yacTo MpalfoloTh Ha 3acTapiioMmy
MporpaMHOMY 3a0e3Ie4eHHI, MaloTh OOMEXKeHI OOYHCIIOBaNIbHI pecypcH Ta IepenarTh JaHi depes
He3axwumleHl kaHamu. KpiMm Toro, mroacekuii (hakTop, HEMOCTAaTHS OOI3HAHICTH MEepCOHANy Ta ciadka
CerMeHTAIlisl MepeXi € KpUTHYHUMU JKepelaMH PH3HKIB.

CydacHi miaxoad, Taki sSK BUKOpHUCTaHHS mudpyBaHHA, 6aratoakTopHOI aBTeHTH(IKaIii, CHCTeM
MOHITOPHHTY aHOMaNii Ta IJIaHIB pearyBaHHS Ha IHIMACHTH, IMOKa3alH TMeBHY e€(EeKTUBHICTh Y
3arobiranHi atakaM. OpHaK IXHIA CTaTUYHUN XapakKTep Ta 3aJeKHICTh BiJl JIIOJCHKOTO (pakTopa
00OMEXYIOTh MOXKJIMBICTH ajanTamii 10 AWHAMIYHOTO CEepeAoBHINA Ta HOBHX 3arpo3. Kpim Toro,
IHTEeTparisl Cy4YacHUX TEXHOJOTiH, TaKWX SK KBAaHTOBO-CTiliKe MU(PYBaHHS Ta KOTHITHBHI CHCTEMH,
nepe0yBae Ha paHHIX eTamax po3poOKH.

InHOBaIliiHA MOJENb 3axucTy MenudyHux Kioepdizmunux cuctem (CPS) mae BpaxoByBatu
MUHAMIYHICTh CEPEeOBHINA, 3POCTaHHA KinbKocTi mpucTpoiB IoMT i mBuaky eBomtomito 3arpos. Llei
PO3MLT MPOIIOHYE IHTETPAIi0 TPHOX KIOYOBMX pimeHb: apxitektypu CSMA (Cybersecurity Mesh
Architecture), KBaHTOBO-CTiliKOro muQpyBaHHS Ta KOTHITHBHHX cucTeM Ha 06a3i AI/ML. Koxen
KOMIIOHEHT OOTOBOPIOETHCS 3 aKIIEHTOM Ha TEXHIYHY pealizallifo Ta OMiHKY e()eKTUBHOCTI IMMOPiBHIHO 3
ICHYFOUMMH TiIX0JaMHU

3anpornoHoBaHa IHHOBAIlifHA MOJENIb 3aXUCTy BKJIO4ae iHTerpamito CSMA, ska 3a0e3neuye
MOJYJIBbHICTh 3aXHCTy Ta aJalTUBHUA MOHITOPUHT Yy peajJbHOMY 4Yaci, O3BOJISIIOYHM 130JIIOBATH
CKOMIIDOMETOBAaHI CETMEHTH O0e3 BIUIMBY Ha BCIO MEPEXY, BHUKOPUCTAHHS KBaHTOBO-CTIHKOTO
mHu(pyBaHHA, SKE TapaHTye JOBIOTPUBAIUI 3aXHCT JaHUX BiJ MalOyTHIX aTak i3 3aCTOCYBaHHSIM
KBaHTOBUX OOUYMCIICHb, TAa KOTHITHBHI cucteMu Ha 6a3i AI/ML, o aBToMaTH3yI0Th pearyBaHHs Ha aTaKH
Ta TIPOTHO3YIOTh MTOTEHIIIHHI BPAa3JIMBOCTI, 1[0 3HAYHO ITi/IBUIIY€ PiBEHb 3aXHCTY.

Iarerpanis apxitektypu CSMA (Cybersecurity Mesh Architecture)

CSMA mnpomnoHye CTBOPEHHS HE3QJIC)KHUX MOJIYNIiB O€3leKd, sIKi 1HTErpylOThCS B 3arajbHy
apxiTeKkTypy, ane (QyHKIIOHYIOTh aBTOHOMHO. Lle n03Bosisie 3acTocoByBaTH crenmdiyHi MPOTOKOIH
3aXUCTY JUIA PI3HUX CErMEHTIB Mepeki. Hanpukian, KpUTHYHI AaHi MAIieHTiB MOXKYTh OYTH 130J150BaHi
B OKPEMOMY CETMEHTI i3 3aCTOCYBaHHAM HaWBHUIIUX CTaHIAPTIB mM(pyBaHHs, ToaAl SK mpuctpoi loMT
BUKOPHCTOBYIOTH OUIBIII JIETK] aJITOPUTMU 3aXUCTY Yepe3 00MEKEHI 00UMCITIOBATIBHI PECYPCH.

Texniuna peamnizariss CSMA BkITtoua€ BUKOPUCTaHHS CEHCOPIB MOHITOPHHTY, sIKi 30MparoTh JaHi Ipo
MEpEeKEeBY aKTHUBHICTb, 1 IEHTPATi30BaHOI CHCTEMH YIPaBIiHHS MOJITHKAMHU Oe3nexkd. MOHITOpUHT
3IIHCHIOEThCS 32 JOMOMOro0 ML-airopurmiB, sKi aHami3ylOTh MOBEIIHKOBI MAaTEPHU MPHUCTPOIB Y
peanbHOMYy uyaci. IlopiBHSHO 3 TpaauuiiiHMMu ctatnuHuMH pimeHHsMH, CSMA 3a0e3nedye Oibin
THYYKY PEaKLilo Ha 3arpo3u, JO3BOJISIOUH 130JII0BaTH 3apa)KCHI CErMEHTH 0e3 BIUIMBY Ha BCIO MEPEXKY.
Hocmimxennst Reji ta in. (2023) miarBepmxytoTs, mo BukopuctaHHs CSMA 3HIDKye cepesHill yac
pearyBanHs Ha 3arpo3y Ha 40%.

3anpoBa/KeHHsI KBAHTOBO-CTIHKOT0 MIH(PyBaHHS

KBanToBo-criike mmppyBanss, 30kpema anroputmu CRYSTALS-Kyber i Dilithium, npononyroTs
3aXHUCT JaHUX Bij aTak MalOyTHIX KBaHTOBHX KoM torepiB. AiaroputM CRYSTALS-Kyber 3a6e3neuye
BUCOKHH piBeHb O€3MEKH NpH Nepeaadi JaHuX yepe3 aCUMETPUUHI KaHaJH, 10 € KpUTHYHO BAXKIUBUM
st loMT-nipuctpois.

TexHiuHa peanmizaiis BKJIIOYAE 3aMiHy TpaauliiHuxX anroputMmiB mudpysanHs RSA i ECC y
nporokonax TLS (Transport Layer Security) Ha KBaHTOBO-CTiMKi aJirOpUTMH. /i1 3MEHIIEHHS BIUIUBY
Ha npoxyktuBHicTb IoMT, inTerpanis CRYSTALS-Kyber npoBoauTbes uepes JerkoBarosi peaiizanii,
SK1 ONTUMI3YIOTh O0YHCIIIOBaTIbHI BUTpATU. TecTyBaHHS MOKa3alo, MO MPOAYKTUBHICTh TAKUX CHCTEM
nume Ha 10% HWKYa, HIXK Y CHCTEM, SIKi BAKOPHCTOBYIOTh TpaJAHIliiHe MM (PYBaHHS.

BukopucTanHs KOTHITUBHUX cucTeM Ha 0a3i AI/ML

Kornitupai cuctemu Ha 0a3i AI/ML 103BONsiiOTh iAeHTH(IKYBaTH Ta pearyBaTH Ha 3arpo3 B
aBTOMaTHYHOMY pexumi. Hampuknan, cucrema aHanizy MepexeBOro Tpadiky MOKe aBTOMAaTHYHO
BUSIBUTH aHOMAJbHI miakimodeHHs 10 [oMT-npuctpoiB i GokyBaTH iX. i bOro BUKOPHUCTOBYIOTHCS
MOJIeJli aHOMaJIii, CTBOpEH1 Ha OCHOBI aHaJi3y BEJIMKUX OOCSTIB iICTOPUYHUX AAHUX.

Mojieni MaIIMHHOTO HAaBYaHHS TaKOXX MOXKYTh NMPOTHO3YBATH TMOTEHIIHHI BPa3IMBOCTI CHCTEMH,
aHaJIi3yI04YH [MaTEPHU OHOBJICHB ITPOIPAMHOI0 3a0e3IeueHHs Ta Bi1oMi 3arpo3u. Hampukiaz, anropurmMu
nporHo3yBanssa, ak-or LSTM (Long Short-Term Memory), MOXyTb BHSBISTH HMOBIPHICTb
KOMITPOMETAIlii IPUCTPOIB Yepe3 BiJICYTHICTh KPUTHYHHUX OHOBJICHB OE3TEeKH.
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Peautizariiss KOTHITHBHUX CHCTEM Tiependavyae BUKOPUCTAHHS TiOPUIHMX XMapHUX apXiTEKTyp, SKi
3a0e3MeuyIoTh JOCTaTHI OOYMCIIOBAJBbHI pecypcd Jisi HaBYaHHS Ta po3ropTanHs ML-mopneneil.
[MopiBHSHO 3 TpaIUIIHTHUMH CHCTEMaMH pearyBaHHs, TaKi MiJX0IU JO3BOJISIOTh 3MEHIIUTH HMOBIPHICTb
ycninHoi ataku Ha 60%.

IlopiBHSIHO 3 ICHYIOUMMH CTaTHYHMMH MOJEJSIMH 3aXHCTY, 3allpOIIOHOBaHA iHHOBAIlifHA MOJEINb
npornonye HactynHi nepeBaru. CSMA 1103BoJIss€E IMIBUAKO pearyBaTH Ha 3arpo3u 0e3 HeoOXiJTHOCTI
3YIUHKN BCi€i CHCTEMH, IO POOHUTH Ii iealbHOI0 IS JUHAMIYHOro cepenoBuina meamyHux CPS.
[HTerpamnis kBaHTOBO-CTiHiKOTO TH(pyBaHHS 3a0€3Medye 3aXHCT BiJl aTaKk MaHOYTHIX MOKOJIHB, IO €
HEOOX1THUM 13 OTJISAY Ha PO3BUTOK KBAHTOBUX 00YHCIIeHb. KOTHITUBHI CUCTEMU JO3BOJISIFOTH HE JIUIIIC
BUSIBIISAATH 3arPO3H, ajie i pOrHO3yBaTH MOTEHii{HI Bpa3IHBOCTI, 1[0 3HAYHO MiJBHIYE PiBEHb OC3MEKH.

3ampormoHoBaHa MOJIETh Ma€ MOTEHINaNl U iHTerpamii y cydacHy MeIudHy iH(pacTpyKTypy, IO
JIO3BOJIUTH MIABUIINTH 11 CTIHKICTB A0 Kibep3arpo3 i 3a0e3neuntu O6e3nepediiine QyHKIIOHYBaHHS HABITh
Yy KpUTHYHHX CUTYAIIisIX.

Y xomi pocmimkeHHS Oylo CHCTEMaTH30BAaHO OCHOBHI 3arpo3d Ta Bpa3lHUBOCTI, OIIHEHO
e(heKTUBHICTh ICHYIOUMX PIlIeHb Jyig 3a0e3rneueHns KibepOe3nekn MeqnIHnX Kibep(hi3mdHuX CUCTeM, a
TaKOX 3alPOINOHOBAHO MiIXOAHM IO MiJABHINEHHS CTIMKOCTI WX CHCTEM. 3alpoIlOHOBAHI IiIXOIU
3a0e3meuyroTh He Juie cTiikicTe Mennaanx CPS 1o cygacHUX 3arpo3s, ajie i CTBOPIOIOTh OCHOBY IS 1X
aganrariii 10 MaliOyTHIX BHKJIHKIB y cdepi kidepoesneku. Li pe3ynbraTi MOKyTh OyTH BUKOPUCTaHI IS
PO3pPOOKH CTaHIAPTIB 3aXUCTY KPUTHYHOT MEUYHOI iHPPaCTPYKTYpH.

BucHoBkn

Menununi kibepdiznuni cucremu (CPS) € KpUTHYHO BaXKITUBUMHU ISl Cy4acHOI OXOPOHHU 37I0pOB'S,
OJTHAaK BOHM CTUKAIOTHCS 3 YUCICHHUMHU 3arPO3aMH Ta Bpa3nuBoOCTsAMH. [IpoBeieHmii aHani3 mokasas, 1o
HaWOUIbIT HeOe3NMeuyHUMHU 3arpo3aMu € IiectpssmoBani ataku (APT), ransomware, DDoS Tta
KOMITpOMETAIlis 4epe3 COomianpHy imkeHepito. OCHOBHI Bpa3lHMBOCTI TMOB'S3aHI 3 BHKOPUCTAHHSAM
3acTapiIoro mporpaMHoro 3abesnevenHs, HezaxuineHuMu [0MT-iprcTposiMu Ta Tr0ACEKUM (PaKTOPOM.

Icnyroui pimenHs, Taki sk mudpyBaHHs, 6aratodakTopHa aBTeHTH(]iKaLlisl, CHCTEMH MOHITOPUHTY Ta
TUTAHA pearyBaHHS Ha IHIMIEHTH, 3a0e3MeUyoTh NMEBHHUI PIBEHb 3aXHCTy, OJHAK iXHIM CTaTHYHHUN
XapakTep oOMexye e(DEeKTHBHICTh y AMHAMiYHOMY cepeaoBuili mennyaux CPS. BomHouac cywacHi
IHHOBAIII1, 30KpeMa KBaHTOBO-CTiliKe mK(pyBaHHs, KOTHITUBHI ciucTeMu Ha 6a3i AI/ML Ta apxitekTypa
CSMA, 1eMOHCTPYIOTh 3HAYHUI TIOTEHITiaN JJIs1 BUPIMIEHHS ICHYIOUHX TPOOIeM.

3anponoHoBaHa Mozesb iHTerpanii CSMA, KBaHTOBO-CTIHKOT0 MU(pyBaHHS Ta KOTHITUBHUX CHCTEM
JI03BOJISIE 3a0€3MEUYNTH aJanTUBHICTh, aBTOMATH3AII0 3aXUCTy Ta MPOTHO3YyBaHHS 3arpo3, 10 3HAYHO
MiABUINYE CTiliKicTh Menuaanx CPS.

Marepianu i€l crarTi OyayTh KOpHCHI s paxiBiiB y chepi KibepOe3neku, po3poOHUKIB MEAMIHUX
TEXHOJIOTIH, PEeryiAaTOpiB Ta KEPIBHUKIB MEMYHHUX YCTAHOB, SIKi IPArHyTh MOCHJIUTH 3aXUCT MEIMYHHX
kibepdizuanux cuctem (CPS). [y mpakTUKIB CTATTs HaJa€ aHali3 OCHOBHHX 3arpo3 Ta BPa3JIMBOCTEH,
a TaKOX OIIHKY iICHYIOUHX PillIeHb, 110 JO3BOJISE 30PIEHTYBATHUCS B aKTYaIbHUX BUKJIMKAX 1 CTpATETisiX
X BHpIIICHHSI.

[HHOBaNIMHI MiAX0IH, TaKi K BIpoBapkeHHs apxiTektypu CSMA, KBaHTOBO-CTiIKOTO H(pyBaHHS
Ta KOTHITHBHHMX cucTeM Ha 0a3i Al/ML, MOXyTh CIIyryBaTH JOPOXKHBOIO KapTOK Ui TOOYI0BH
aJanTUBHOTO Ta crilikoro 3axucry. s po3poOnukie |OMT marepianmu crarTi TpPONOHYIOTH
peKoMeH IaIlil 1010 PO3POOKH MPUCTPOIB 13 BpaxyBaHHIM BUMOT O€3IeKH, BKIIOYAIOYH ITUPPyBaHHS,
OHOBJICHHS Ta OaraTopiBHeBY aBTeHTH(iKkamito. Perymsaropu 3HaliayTh MiHHY iH(pOpMAaIiO Mpo
HeoOXiHICTh cTaHAapTiB s 3axucty IOMT Ta MixkHapoIHOT criBITparti.

L5 cTarTs cTaHe JKepernoM 3HaHb JUI THX, XTO TparHe noOyayBatu Oe3neuHilli CHCTEMH OXOPOHH
3JI0pOB’sl B YMOBaX 3pOCTalOUMX Kibep3arpos.
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Security of medical cyber-physical systems

Relevance. Medical cyber-physical systems (CPS), including loMT devices for real-time monitoring, diagnostics, and therapy,
have become integral to healthcare digitalization. The convergence of operational technology with traditional IT expands attack
surfaces, making hospitals and telemedicine infrastructures attractive targets for cyber adversaries. Hybrid warfare further
amplifies risks, as cyberattacks on medical networks may cause not only data breaches but also direct harm to patients and
disruption of critical care.

Purpose. The research aims to classify and analyze the main types of threats and vulnerabilities affecting medical CPS in hybrid
conflict environments, summarize existing protection strategies, and propose a framework for enhancing their cyber resilience
through regulatory, organizational, and technological measures.

Research Methods. The study applies the PRISMA methodology to review publications indexed in Scopus, IEEE Xplore, and
PubMed. Comparative and analytical methods were used to synthesize findings from recent incidents, including the WannaCry
ransomware attack on the NHS, the SingHealth breach in Singapore, and other high-impact cases targeting healthcare data.
Results. The analysis revealed a dominance of ransomware, DDoS, and IoMT exploitation via insecure communication protocols
and legacy software. Weak authentication, insufficient network segmentation, and human factor vulnerabilities remain key
issues. Among effective countermeasures are multi-factor authentication, blockchain-based data integrity control, end-to-end
encryption, and Cybersecurity Mesh Architecture (CSMA). The study highlights the importance of applying quantum-resistant
cryptography and Al-driven adaptive defense systems capable of autonomous detection and response in dynamic threat
environments.

Conclusions. Despite advances in medical device security, the resilience of CPS in hybrid threat contexts remains insufficient.
Ensuring security-by-design, strengthening compliance with international cybersecurity standards (such as ISO/IEC 80001 and
IEC 62443), and developing specialized cybersecurity training for medical personnel are critical steps. The integration of Al-
based situational awareness, regulatory harmonization, and public-private cooperation will significantly enhance the
sustainability and trustworthiness of digital healthcare ecosystems.

Keywords: cybersecurity, medical technologies, data protection, security of medical systems, 10MT vulnerabilities, hybrid
threats, Cybersecurity Mesh Architecture
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Using fractal analysis in neural network optimization algorithms in medical
diagnostics

Relevance. The development of optimization methods for neural networks in medical tasks is limited by data noisiness and
imbalance, which complicates the application of classical algorithms. The use of fractal analysis makes it possible to create new

approaches for improving the robustness, stability, and accuracy of models.
Goal. To improve the convergence and stability of training deep neural networks in medical diagnostics through a new
optimization algorithm based on fractal self-similarity.

Methods. The proposed algorithm extends the Adam by introducing fractal modulation of gradient moments through multiscale
averaging. Two temporal moments are maintained: a short-term component reflecting local gradient trends and a long-term
component that accumulates fractal-smoothed information over multiple scales. The update rule incorporates a fractal coefficient
which controls the balance between local adaptability and global stability. This design allows the optimizer to perform gradient
corrections in a self-similar manner, analogous to fractional-order dynamics.
Results. Experimental results showed that the FractalMomentAdam optimizer achieves superior performance across several key
metrics. The algorithm reached a validation accuracy of 96.44%, exceeding the baseline Adam by 2.5%, while also demonstrating
smoother convergence and reduced loss oscillations between epochs. The multiscale fractal smoothing contributed to better noise
resistance and more stable training dynamics in the presence of data imbalance. The combination of adaptive moment estimation
and fractal ~modulation effectively enhanced both  convergence speed and final model quality.
Conclusions. The research confirms that the fractal approach to optimization provides a robust and efficient alternative to
traditional gradient-based methods. By incorporating self-similar structures into moment estimation, FractalMomentAdam
enhances the stability, reliability, and adaptability of neural network training in medical tasks. These findings open prospects for
further research in the field of adaptive fractal optimizers, including dynamic parameter tuning, hybridization with metaheuristic
strategies, and application to broader classes of medical datasets.

Keywords: fractal analysis, neural networks, medical diagnostics, optimization algorithm, machine learning.
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1. Introduction

The rapid development of modern neural networks has profoundly influenced virtually all domains of
human activity, with medicine being one of the most critical areas of machine learning applications. Deep
learning methods are currently employed to process X-ray images, MRI results, streaming data of
intracranial pressure and heart rate, historical patient records, and many other types of medical data.
Contemporary neural networks have already reached a level at which they are capable of making simple
diagnoses autonomously, thereby opening up enormous prospects for enhancing the efficiency and
accessibility of healthcare delivery.
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However, the large-scale integration of these technologies into clinical practice remains constrained
by several fundamental challenges specific to medical data. Most current neural network architectures are
unable to achieve the level of accuracy required for autonomous operation, being limited by
computational cost and, most critically, by the acute shortage of high-quality annotated training data.
Medical datasets are typically characterized by high heterogeneity and noise. In X-ray imaging, for
instance, common issues include film artifacts, variability in tonal range and contrast, all of which
contribute to gradient non-uniformity and introduce natural noise that complicates the learning process
[1]. A major obstacle lies in the insufficient handling of medical noise sources, which often exhibit
complex correlation structures and cannot be adequately captured by standard statistical models.
Moreover, class imbalance is almost always present: in rare disease detection tasks, positive samples may
account for less than 1% of the dataset. Additional critical challenges include the limited availability of
expert-labeled data — annotation requiring the involvement of highly skilled and expensive medical
specialists and substantial inter-patient variability, where identical pathologies may present differently
depending on patient sex, age, or ethnic background.

In the context of such a deficit of high-quality data, optimization algorithms play a pivotal role in the
training process, as they are responsible for adjusting the weight coefficients of the network. Over the
past decades, a wide range of optimization methods has been developed, ranging from the classical
Stochastic Gradient Descent (SGD) to more sophisticated adaptive schemes. Currently, the most widely
used optimization algorithm is Adam, which combines the principles of momentum and RMSProp by
maintaining separate exponentially smoothed estimates of the first and second moments of the gradient
[2]. Due to its versatility, Adam has become the de facto standard in many practical applications.

Nevertheless, it is not without shortcomings: Adam is prone to stagnation in flat regions of the loss
landscape (plateaus) and, in certain scenarios, may exhibit inferior generalization performance compared
to classical SGD [3]. To overcome these limitations, a substantial number of Adam variants have been
proposed, such as AMSGrad, which seeks to ensure monotonic decrease of the loss function, or AdamW,
which decouples weight decay from gradient-based parameter updates.

Despite this wide variety of existing solutions, the choice of an optimizer remains largely empirical.
None of the currently available algorithms provides consistently superior performance across all tasks.
This limitation becomes particularly evident when working with noisy and imbalanced medical datasets,
where classical adaptive approaches often exhibit training degradation, poor generalization, and a
tendency toward overfitting [4]. Most widely used optimizers, including Adam, demonstrate limited
robustness to noise, local gradient minima, and flat regions of the loss landscape — constraints that are
especially critical in medical applications, where optimization errors may ultimately lead to incorrect
diagnostic outcomes.

2. Review of contemporary approaches to gradient noise mitigation.

The optimization of neural network training on noisy data remains an active area of research,
particularly in the domain of medical applications, where errors may have direct clinical consequences.
In recent years, several promising directions have emerged that aim to overcome the limitations of
classical optimization algorithms. One of the most common strategies involves modifying standard
optimizers to improve their performance under noisy conditions [5]. For instance, adaptive methods such
as Adam often exhibit instability on noisy datasets due to their sensitivity to gradient fluctuations. In
response, researchers have proposed various modifications of the base Adam algorithm [6]. Among them
is AdaBound, which combines the advantages of adaptive methods with constraints on the learning rate,
thereby preventing excessive parameter oscillations during later stages of training.

An alternative line of research focuses on gradient smoothing techniques. Methods such as Stochastic
Weight Averaging (SWA) or the application of moving averages to model parameters have shown
promising results when dealing with noisy data. Particularly noteworthy are hybrid approaches that
integrate smoothing techniques with loss landscape geometry analysis, enabling the adaptive adjustment
of the smoothing level in accordance with the intensity of noise present in the data.

The challenges of data heterogeneity and noise are also being addressed beyond optimization
algorithms themselves, through modifications of neural network architectures and data preprocessing
strategies. Among these, Focal Loss stands out as it reduces the weight of easy examples and focuses on
harder or rarer ones, which is particularly important when working with imbalanced medical datasets.
The Dropout technique involves the random “deactivation” of neurons during training, thereby reducing
dependence on specific input features and lowering the risk of overfitting. Label Smoothing, where
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probability distributions are used instead of hard labels, helps mitigate the adverse impact of incorrectly
annotated data [7]. Another effective approach is Deep Ensembles, in which multiple models are trained
independently and their predictions averaged, allowing for the estimation of model uncertainty.

Nevertheless, despite considerable progress, most contemporary methods still exhibit significant
limitations when applied to real-world medical data [8]. These constraints underscore the necessity of
developing new, specialized optimization techniques that account not only for the statistical properties of
noise but also for the structural characteristics of medical data. There is a growing need for novel, more
adaptive optimization strategies capable of operating effectively under conditions of uncertainty, noise,
and limited sample sizes. A particularly promising research direction involves the development of hybrid
approaches that combine the strengths of adaptive optimizers with methods of nonlinear dynamics,
specifically the use of fractal analysis to improve convergence on heterogeneous data.

3. Implementation of the Fractal Optimization Algorithm.

The theoretical foundation for the development of the new optimization algorithm lies in fractal
analysis, which provides a unique opportunity to simultaneously capture the structure of the loss function
across multiple scales — from global patterns to local details. Fractals, as mathematical objects, are
characterized by the property of self-similarity, meaning that their structure repeats itself at different
scales [9]. This property carries profound practical significance in the natural sciences, biology, physics,
and signal processing. In the context of optimization algorithms, it enables the detection of patterns and
structures hidden within complex dependencies.

A large proportion of medical data processed by neural networks exhibits fractal characteristics. For
example, EEG and ECG signals contain patterns recurring across different temporal scales, where fast
oscillations may correspond to instantaneous changes (such as motion artifacts), while slower ones reflect
long-term physiological states. Medical images (MRI, CT) often display fractal-like textures due to the
hierarchical organization of tissues — for instance, vascular networks replicate their structure across
multiple scales. When loss function gradients are computed on such data, they inherently inherit this
multiscale nature, creating the necessity for a multiscale approach to gradient processing.

Traditional optimizers such as Adam or RMSProp rely on exponential smoothing of gradients and
their squared values, implicitly assuming a single dominant temporal scale for weight update dynamics.
While this approach can be effective for tasks involving regular or well-structured data, it proves less
robust when the data vary simultaneously across multiple temporal or spatial scales — a situation
commonly encountered in real-world medical datasets. In contrast, fractal-based methods operate not on
a single scale but across a range of scales, thereby enabling the optimization process to account for both
short-term fluctuations and long-term trends in the gradients.

3.1 Mathematical description of the algorithm.

An original mathematical formalization of the fractal approach was developed on the basis of the
Adam algorithm, reinterpreting its operational principle. Instead of the traditional use of a single pair of
exponentially smoothed moments, we introduce multiple moments with distinct smoothing scales. In its
classical form, Adam maintains two exponentially smoothed moments — the mean of the gradients m;
and the mean of the squared gradients v,, updated according to formulas 3.1 and 3.2, where g; is the
gradient at iteration t, and 8;, 8, € [0,1) are smoothing coefficients.

my =P -me_1+1—= 1) 9g: (3.1)
Ve =Py v+ (1=B,) - g¢ (3.2)

Although this formulation ensures stable and rapid convergence in many tasks, it exhibits limitations
when dealing with data characterized by multiscale properties or high variability (for instance, medical
signals, clinical records, or pathological time series). A single-scale exponential filter cannot
simultaneously capture both short-term and long-term trends.

To address this issue, the algorithm was extended through the introduction of two pairs of moments:
fast moments (updated using the classical coefficients 1 and B2, as in Adam) and slow moments (updated
with larger coefficients Bis and Bz, corresponding to a longer temporal horizon).

The resulting algorithm, FractalMomentAdam, extends standard Adam by incorporating multiscale
smoothing, which reflects the fundamental principle of fractals — self-similarity across scales. Instead of
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a single pair of moments (m;, v;), the algorithm employs a collection of moments with different
smoothing factors.

Steps:
Update of fast moments (fast scale):
m) =B -m +(1-B) g, (3.3)
v =B, v D+ (1= B) - g? (3.4)
Update of slow moments (slow scale):
m? = Bis-m + (1= Bus) - g, (35)
v = Bas vy + (1= Bas) - 92 (3.6)
Fractal combination (effective moments):
mgeff) =y- mgf) +(1-vy)- mgs) (3.7)
=y P+ a-p v (38)

The key advantage of the fractal approach lies in its universality. Unlike methods that require manual
tuning of learning rates or adaptation schedules, FractalMomentAdam inherently accounts for multiple
data scales. This feature is particularly important in tasks involving non-stationary data (e.g., time series
with changing statistical properties) or gradients with heavy tails — large, rare variations frequently
observed in medical data, especially in the presence of rare pathologies or in multi-class classification
problems.

3.2 Software implementation.

The FractalMomentAdam algorithm was implemented as a programmatic class within the
TensorFlow/Keras framework. The class FractalMomentAdam was derived from the base class
tf.keras.optimizers.Optimizer, which ensured full compatibility with the existing API and facilitated ease
of use. The class architecture provides initialization with a parameter set that includes standard
configurations such as the learning rate (learning_rate), as well as unique parameters specific to the fractal
approach: coefficients for fast moments (beta_1, beta_2), coefficients for slow moments (beta_1_slow,
beta_2_slow), and the scale-mixing parameter (gamma). All moments are stored as slots for each model
parameter, as required by the TensorFlow API, ensuring correct functionality of optimizer state-saving
and restoration mechanisms.

A critical stage in the optimizer’s workflow is the update step method, which implements the
parameter update logic. At each iteration, this method computes the gradients and subsequently updates
two pairs of moments separately: fast moments (m_fast, v_fast) which respond more sensitively to local
variations, and slow moments (m_slow, v_slow) which integrate information over a longer horizon. The
next step is the mixing procedure, where effective moments are calculated as a weighted sum of fast and
slow components using the parameter gamma. Finally, analogous to the classical Adam algorithm, bias
correction is applied to obtain unbiased estimates of the effective moments (m_eff_hat, v_eff_hat).

4. Comparative experimental analysis of optimizer efficiency on the PathMNIST medical
dataset

To objectively evaluate the effectiveness of the developed optimizer, a comprehensive comparative
experimental analysis was conducted on the real-world medical dataset PathMNIST from the MedMNIST
collection. PathMNIST is considered one of the most complex and informative subsets of MedMNIST
[10], designed for the task of multiclass classification of histopathological images. It is based on the
dataset from the publication by Kather et al., 2019, “Predicting survival from colorectal cancer histology
slides using deep learning” [11], which utilized histopathological data from patients diagnosed with
colorectal cancer. From the original Whole-Slide Images (WSI), image patches of size 224x224 pixels
were extracted, and for PathMNIST these patches were downsampled to 2828 pixels and stored in RGB
format. Each image represents a prepared tissue section stained with hematoxylin and eosin.

The dataset is characterized by the following parameters: image size of 28x28x3 (RGB), number of
classes — 9, and task type — multiclass classification. The dataset contains 89,996 training samples, 7,180
test samples, and 10,004 validation samples. The tissue classes included in the dataset are: epithelial
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tissue, connective tissue, muscle tissue, adipose tissue, tumor tissue, necrotic tissue, lymphocytes, plasma
cells, and background/other.

The rationale for choosing this dataset lies in its direct medical and clinical relevance, as the data
reflect real histological slides used in oncological diagnostics — a field where automation is particularly
needed due to the high workload on pathologists. A significant class imbalance creates a realistic and
challenging scenario for testing optimizer robustness. Furthermore, unlike the clearly separated digits of
the standard MINIST, the different tissue types exhibit subtle morphological differences, demanding high
sensitivity to details from both the model and the optimizer. The presence of artifacts — such as variations
in staining, inconsistencies in tissue cutting, and differing sample quality — introduces a degree of "noise"
that is highly typical of real-world medical data. The small image size (28x28x3) offers the practical
advantage of enabling local experimentation without the need for cloud computing, while the high quality
of the annotations, with class labels established by experts based on original microscopic images, ensures
scientific credibility.

The experimental environment was implemented in Python using the TensorFlow and Keras libraries.
The model is a deep Convolutional Neural Network (CNN) [12] consisting of three main image-
processing blocks and two fully connected layers for classification. Each block includes two
convolutional layers with a 3x3 kernel, ReLU activation, L2 regularization, a BatchNormalization layer,
MaxPooling (2x%2), and Dropout with a progressively increasing rate. This architecture was chosen as
sufficiently complex to solve the task, yet not overly cumbersome, ensuring fast experimental execution.
All experiments were conducted under identical conditions: batch size of 128 and 10 training epochs. For
each optimizer — including FractalMomentAdam with different y values (0.2 and 0.6), Adam, SGD, SGD
with momentum, and RMSProp — accuracy metrics and loss functions were recorded on both the training
and validation sets. This allowed us to evaluate not only the final performance but also the training
dynamics, stability, and generalization capability. The learning curves on the training and validation sets
were also evaluated, focusing on the smoothness of error reduction and accuracy improvement, as well
as the stability between epochs. This stability, quantified numerically and visualized graphically, reveals
"collapses"” in the model's learning process between epochs, indicating potential performance regressions
during training

4.1. Training analysis
On the training set (Fig. 4.1), all optimizers demonstrated stable learning; however, the most indicative
criterion was the validation accuracy (Fig. 4.2), which reflects the model’s ability to generalize.
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e FractalMomentAdam (y=0.6) achieved outstanding results, reaching a peak validation
accuracy of 96.27%. Its advantage was a fast start — already by the 3rd epoch the validation
accuracy reached 66.49%, indicating effective exploration of the parameter. The algorithm
showed stable growth without sharp fluctuations, with a deviation of +13.8%, which
highlights its robustness to noise and its ability to avoid local minima.

e Classical Adam achieved good but less stable results with a peak validation accuracy of
94.01%. It exhibited pronounced fluctuations between epochs and a slower start (59.97% at
the 3rd epoch), indicating sensitivity to gradient noise and difficulties in generalization on
complex data.

e FractalMomentAdam (y=0.2) demonstrated the highest stability with a deviation of +11.3%
and a smooth increase up to a peak value of 96.44%. This version of the algorithm exhibited
the lowest variance on validation — the losses decreased gradually without abrupt jumps,
reflecting high generalization capability and effective regularization.

e SGD with momentum yielded the weakest results, with sharp spikes in validation accuracy.
Pure SGD demonstrated the slowest learning, with a maximum validation accuracy of
69.77%, confirming its inefficiency for complex tasks with multimodal loss landscapes.

e The most problematic behavior was observed for RMSProp, which exhibited catastrophic
validation collapses, with accuracy dropping to 25.76% at the 6th epoch, despite high training
accuracy (96.10%). This vividly demonstrates the phenomenon of catastrophic forgetting and
instability in the presence of noisy data.

The analysis of validation loss curves confirmed the advantages of the fractal approach. Both versions
of FractalMomentAdam demonstrated stable and smooth loss reduction, whereas Adam exhibited
oscillations over a wide range with sudden spikes in loss by several factors.The convergence speed of
FractalMomentAdam was the highest among all tested algorithms. By the 5th epoch, both versions had
already reached consistently high accuracy levels, while other methods required more time to stabilize.

4.2 Results analysis

The obtained results provide deeper insights into the mechanisms that make the fractal approach
effective for optimization on medical data. The advantages of FractalMomentAdam can be attributed to
its ability to operate simultaneously across multiple data scales — from fine-grained textural features to
global variations. This property emerges from the synthesis of three key principles: adaptive moments,
fractal analysis of gradients, and dynamic mixing. In practice, this manifests as smooth and predictable
training trajectories, where each successive step not only minimizes current loss but also aligns with the
long-term structure of the task. The parameter y plays a crucial role in balancing local and global
information. At y=0.2 preference is given to the slow moments, resulting in more stable and cautious
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learning with improved generalization. This is particularly important for medical data, where emphasizing
global trends over local fluctuations helps prevent overfitting to noise. At y=0.6 the contribution of fast
moments increases, leading to more aggressive exploration of the parameter space, albeit with a slight
reduction in stability. The optimal value of y=0.2 for the PathMNIST dataset indicates that, for medical
images with high inter-class similarity and weakly expressed gradients, focusing on long-term trends is
more effective.

The fractal approach is especially advantageous for medical data due to its inherent multiscale nature.
Histopathological images in PathMNIST contain structures that recur across different scales — from
individual cells to tissue complexes. FractalMomentAdam can detect these patterns through parallel
analysis of short-term and long-term trends in gradients, allowing better consideration of the hierarchical
nature of medical data. The results also suggest the potential for further research on adaptive selection
of the y parameter during training. Dynamically adjusting the balance between fast and slow moments
depending on the training stage and data characteristics may further enhance the algorithm’s efficiency
for diverse medical tasks.

5. Conclusions

A novel optimization algorithm, FractalMomentAdam, has been successfully developed,
implemented, and investigated, demonstrating high effectiveness for training deep neural networks on
complex medical data. Experimental evaluation on the PathMNIST dataset showed that the proposed
method achieves significantly higher training stability and improved accuracy compared to traditional
optimizers, including Adam, SGD, and RMSProp. The best results were obtained with the parameter
v=0.2, achieving a validation accuracy of 96.44%, which is 2.5% higher than the final accuracy of the
standard Adam algorithm. This configuration also exhibited minimal fluctuations between epochs and
halved the training loss compared to the baseline Adam. These results were achieved by combining the
adaptive principles of Adam with the concept of multiscale fractal gradient smoothing.

The proposed algorithm implements the idea of parallel utilization of two pairs of moments — fast and
slow, followed by their mixing. This approach allows simultaneous consideration of both short-term and
long-term trends in gradients, which is crucial for effective learning on heterogeneous data.
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Buxopucranus GpakTrajJbHOI0 aHAJII3Y B aJIIrOPUTMAaX ONTUMI3aLil
HelpoMepeK y MeIUYHIH JiarHOCTHIL

AKTyaJIbHICTb. PO3BUTOK METOIIB ONTUMI3aIlil HEHpOMEPEX JUTS METUYHUX 337a4 OOMEKYEThCS IIYMHICTIO Ta AUCOaTaHCOM
JTAHUX, 10 YCKIIAJHIOE 3aCTOCYBaHHS KIIACHYHUX AITOPUTMIB. BUkopucTaHHs (pakTaibHOrO aHaNi3y T03BOJISIE CTBOPUTH HOBI

1 IX0I1 1o IT1ABUILEHHS CTIMKOCTI, cTabiapHOCTI Ta TOYHOCTI MOJIEJIEH.
Mera. [lokpamury 301KHICTE Ta CTaOUIBHICTH HABYAHHS TIIMOOKMX HEHPOHHMX MEPEX y MEOUUHi MiarHOCTHIN IUIIXOM
CTBOPEHHS HOBOTO AITOPUTMY onTuMi3arii, 3aCHOBAaHOTO Ha (dpakTanpHii CaMONOAiIOHOCTI.

MeToau. 3anpONIOHOBaHUH alTOPUTM PO3MIHPIOE Adam BIPOBAKYIOUH (paKTalbHY CaMOIIOII0HICTE MOMEHTIB TpajlieHTa 3a
JIOTIOMOTO10  0araToMacmTabHOTO yCEepeOHEHHsS. AJTOPHTM BHKOPHCTOBYE JBa YacOBI MOMEHTH: KOPOTKOCTPOKOBY
KOMIOHEHTY, IO BizoOpakae JIOKaJbHI TEHJEHIiT IpaaicHTa, Ta JOBIOCTPOKOBY KOMIIOHEHTY, sKa HaKoONMuuye (pakraabHO-
3rIa/DKeHy iHpopMallilo Ha MHOXKHMHI MaciuTabiB. [IpaBniio oHOBJIEHHs BKIIOYae (QpakTaabHUKH KOe(ilieHT, 0 KOHTPOIIIOE
GanaHc MK JIOKIBHOIO aJaNTHBHICTIO Ta II00aIbHOIO CTiHKicTIO. Taka KOHCTPYKILsS TO3BOJISIE ONTHMI3aTOPy BHKOHYBATH
KOPEKITiT rpajieHTa CaMoITo1i0HUM YHUHOM, aHAJIOTIYHO o JIMHAMIKH JpoOoBOrO MOPSIKY.
PesyabTatn. EkcnepuMeHTanbHI pe3ynbTaTd IMMOKa3anw, Mo onrtumizatop FractalMomentAdam pmocsrae Bumioi
MPOJAYKTUBHOCTI 3a JEKITbKOMAa KIIOYOBHMH METPHKAMH. AJTOPUTM AOCAT BamifariiHoi TogHOCTI 96,44%, TIepeBUIIMBIIN
6a3oBuit Adam Ha 2,5%, a TAKO IPOAEMOHCTPYBAB OLITBII TIABHY 301KHICTH Ta 3MEHIIEHY aMILTITYyAy KOIUBaHb (QYHKIIT BTpaT
MK enoxaMu. bararomacmtabHe GpakTanbHe 3TIKYBaHHS CIIPHUSIO KPAIIii CTIHKOCTI 10 MIyMy Ta CTaOUTBHINIIN TUHAMII
HABUaHHS B yMOBax HecOalaHCOBaHOCTI AaHuX. KoMOiHAIlisl amanTUBHOI OLIHKA MOMCHTIB Ta (pakTaabHOT MOMYJAIT
e(eKTHBHO HOKpanuia SIK HIBUJIKICTH 301KHOCTI, Tak i ¢binanpHy SIKiCTb MOJIET.
BucnoBku. JlocmimKeHHs MiATBEPUKYE, 10 GpakTaIbHUI MiAXiM 10 ONTUMI3aLlil € HATIHHOI Ta ePEKTHBHOIO abTEPHATHBOIO
TpaAuLiiHAM MeTojaM. BrpoBa/ukeHHs caMONOAIOHMX CTPYKTyp B OIIHKY MOMeHTIiB Jo3Boysie FractalMomentAdam
MiIBAIIUATH CTaOUTBHICT, HAMIAHICTD TA aJaNTHBHICTh HABUYAHHS HEHMPOHHHX MEPEX IS MEIUYHHX 3aBHaHb. Lli pe3ympraTi
BIZIKPUBAIOTh MEPCIEKTUBU I TMOJANBIINX JOCHIIKEHb Y Taly3l aJalTUBHHUX (pPaKTaJbHUX ONTHMI3aToOpiB, BKIIOYAIOUH
MUHAMIYHE HAJAIITYBAaHHS IapaMeTpiB, TiOPHIM3alil0 3 METACBPHCTUYHIMHU CTPATETiSIMH Ta 3aCTOCYBAaHHS s OUTBIIOL
KIIBKOCTI KJIaCiB MEINYHUX aTaCETIB.

Knrouogi cnoea: ¢paxmanvuuii ananis, uetipomepedici, meouuHa OiaeHOCMUKA, ONMUMI3AYIIHUL AN2OPUMM, MAUUHHE
HABUAHHS.
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MeToau Ki0epImioHay Ta iX BIUIMB HA Mi’KHAPOJAHY 0e3NeKy

AKTyaJbHICTh JOCHI/KCHHS OOYMOBJIEHA 3pOCTAI0OuOI0 POJUTIO KiOepIImioHaxy $K 3aco0y TIeONOJITUYHOIO BIUIMBY Ta
IHCTPYMEHTY AJIsl OTpUMaHHS KOH(1IeHIIHHOT iHpopMartii. ¥ cygacHUX yMoBax U pOoBi3allii fepkaBHi yCTAaHOBH, MiXKHapOIHI
oprasizarii Ta KOPIOPAaTHBHI CTPYKTYypH CTAlOTh KIIOUYOBUMH LUIIMHM KiOeparak, sSKi CTBOPIOIOTH 3HA4YHI 3arpo3d IS
HAILIOHAJIBHOI Oe3MEKH Ta TIT00AIBHOI CTA0IIBHOCTI.

Mertoro 1i€l cTaTTi € aHami3 GeHOMEHY KiOepIImioHaxy, 30KkpeMa, HOro TeXHIYHUX, OPTaHi3allifHAX Ta COIliaJbHUX aCICeKTiB, Ha
OCHOBI peaJIbHUX KeHCIB. Y TOCHiKEHH] aKIIeHTYEThCs yBara Ha BUKOPUCTaHHI CydJaCHHX METO/IIB aTakK, TAKHX SIK TapreTOBaHUH
(himmHT, eKCIuTyaTalis Bpa3lIuBOCTEH MPOrpaMHOT0 3a0e3MeUeHHs Ta BIPOBAKEHHS MOIYJIFHOTO MIKiAJIMBOTO MPOTPAaMHOTO
3a0e3neyeHHs. CTaTTs CHpSAMOBaHA HAa BHU3HAUCHHS CIUIBHUX XapakTEPHCTHK KiOEpIIMTIOHAKHUX KaMIaHId 1 pPo3poOKy
peKOMeHIaNii I MPOTUIIT TAKHM 3arpo3aMm.

Iling gac poOOTH BHKOPUCTAHO TEOPETUYHHHA METOMONOTIYHUI MiIXid, IO MOEJHYE aHAi3 JITepaTypH, Kelc-aHami3 aTak
(omeparis Red October, ataka Ha Odic ynpaninas nepconanom CIHA, kibeparaka Ha MiXHapOIHHIA KPUMIHAIBHHUEA CY]I,
omnepanis "Star Blizzard") Ta cucremuuii aHaii3 GpakTopis, SKi CIIPUSIOTH YCIHiXy KiOepIImioHa)KHIX KaMITaHii.

V pe3ynbTaTi JOCIIKEHHS] BU3HAYCHO KIIIOYOBI TEXHIYHI METOIH aTaK, IXHil BIIMB Ha iH(opMalLiliHy Oe3reKy, a TAKOXK Pojb
JIFOJICHKOTO (pakTopa B yCHIMIHOCTI KibepmimioHaxy. ChopMylIb0BaHO pEKOMEH AL TS TOCUIICHHS KiOep3axKCTy, BKIFOUAIOUH
TeXHI4Hi, OpraHi3aliifHi Ta MiXKHapOIHI 3aX0/H.

Marepianu CTaTTi CTAHOBIATH IHTEPEC AJSI HAYKOBIIIB, CIICIIAJIICTIB i3 KibepOe3neKku Ta Jep KaBHUX CTPYKTYP, AKi 3aiiMaroThes
MUTAaHHAMH 3aXUCTY iHPOpMAIIii, Ta MOKYTh OYTH BUKOPHCTaHI Ul pO3pOOKH MOJITHK MPOTUMAIT KiOepIITiOHAXKY.

Knrwuogi cnosa: xibepzacposu, wnucyHcoke npocpamue 3abesneueHHs, mapeemosanuil hiwune, ingopmayitina besnexa,
Kibepunionasc.

SAx nuryBatu: ToBkyH 0. I. MeTonu kibepmimioHaxxy Ta X BIDTUB Ha MXKHApOIHY Oe3neKy. BicHux
Xapxiscoroeo HayionanvHozo yHigepcumemy imeni B. H. Kapas3ina, cepiss Mamemamuune M00enio8anHs.
Ingpopmayiiini  mexuonoeii. Asemomamuszosani cucmemu ynpaeninus. 2025. pum. 66. C.81-89.
https://doi.org/10.26565/2304-6201-2025-66-08

How to quote: Y. Tovkun, “Methods of cyber espionage and their impact on international security”,
Bulletin of V. N. Karazin Kharkiv National University, series Mathematical modelling. Information
technology. Automated control systems, vol. 64, pp. 81-89, 2025. https://doi.org/10.26565/2304-6201-
2025-66-08

Beryn

KiGepummionax crae aenani OLTBIIO 3arpo30l0 Y Cy4acHOMY CBITI, Je iH(opMamiiHi TeXHOJIOTil
BIJIITpAlOTh KIIFOYOBY POJb Yy (PYHKIIOHYBaHHI JEp)KaBHUX YCTaHOB, MDKHApPOJHUX OpraHizamiii ta
0i3Hecy. BUKOpHCTOBYIOUM Ypa3iaMBOCTI HU(PPOBUX CHCTEM, 3JIOBMHUCHUKH OTPUMYIOTH JOCTYIl JIO
KoHGIAeHIIMHOT iH(opMallii, MmO Moxe OyTH BHUKOPHCTaHa JUIsl TCOMOJNITHYHUX MAaHIMYJISIiH,
€KOHOMIYHOT'0 IIIAHTaXXY YW MiAPUBY JOBIPH 0 KIFOUYOBUX MIKHAPOTHUX IHCTUTYIIIH.

CydJacHu#l cTaH JOCII/PKEHHS KiOEpIITioOHaXY IMiKPECIOE CKIAMHICTh IE€l 3arpo3u, SKa MOETHYE
TEXHIYHI, OpraHi3alliifHi Ta COIllaJIbHI aCIeKTH. 3a OCTaHHI POKM 3HAYHA KUIBKICTh TOCIIIKEHBL Oyia
NPUCBSYCHA aHAJI3y METOJIB, SKi BUKOPHCTOBYIOThCS 3oBMHCHUKamu. Hanpwkian, Josh Fruhlinger
(2020) BuBUa€ mpaBoBi acleKTH KiOepLImioHaxy, aKIIEHTYIOUH yBary Ha MOPYIIEHHSX MiXHapOIHOTO
npaBa, MOB’S3aHUX 13 BTPYYaHHSIM Yy BHYTpIlIHI cnpaBu jaepxkaB. Brian Mitchell (2020) nocmimkye
MacIITadu BUKPAJACHHS IHTEJIEKTyallbHOI BJACHOCTI Yepe3 KibepaTaky Ta MPOIOHY€E PEKOMEHIAIIIT 111010
MOCWJICHHSI KiOep3axHCcTy y KOPHOPaTUBHOMY CEKTOPI.

[Ipobnema yCKIagHIOETHCS Yepe3 eBOIOLII0 METOIB, SIKi BUKOPUCTOBYIOTHCS AJIS1 KiOSpIIMiOHAKY.
3okpema, Abu Samah Ta Abd Rashid (2024) 3a3HauaroTh, 10 3 MEPEXOJOM HA JUCTAHIIHHY POOOTY
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PH3HKH 3pOCiHN Yepe3 301IbIIeHHS] BAKOPUCTAHHS HE3aXUICHUX IPUCTPOiB. ABTOPH HArOJIOUIYIOTH, 10
HOBI (opmu KibepaTak crpsMOBaHi He JIMIIE Ha Aep>KaBHI YCTAHOBH, ajie i Ha MPUBATHUH CEKTOP, IO
CTBOPIOE JIOAATKOBI BUKITUKH JIJIs 3a0€31eueHHs 1H(pOpMaIiiHOT Oe3eKy.

[Tonpn 3Ha4HMIA TIporpec y BUBYEHHI L€l TEMH, 3aJIMIIA€THCA HEAOCTATHBO BHUCBITICHUM MUTAHHS
Mpo Te, K caMme MOEIHYIOThCS TEXHIYHI Ta OpraHi3amiiHI acleKTH y pealbHuX KiOepImoHaKHUX
KaMIaHigx. AHalli3 KOHKPETHUX KeHCiB, Takux sk omepanisi Red October, ataka Ha Odic ynpaBiiHHS
nepconanom CIIA gu yrpymoBanns "Star Blizzard", no3Bossie mormubuti po3yMiHHS MEXaHI3MiB, 110
CTOSITh 32 TAKMMH aTaKaMH, Ta IXHHOTO BIUIUBY HA MDXKHAPOJHY Oe3IeKy.

MeToro IBOTr0 JOCHIKEHHSI € BceOIUHMM aHami3 (eHOMEHY KiOepIImioHa)Ky Ha OCHOBI KOHKPETHHX
KECIB 1 po3po0Ka PeKOMEHIAIIIH /IS 3aI100iraHHs TAKKM 3arpo3aM. Y Mekax poOOTH CTaBIISATHCS TakKi
3aBJIaHHA: JOCHIJUTU CYy4acHI METOIH, Ki BUKOPUCTOBYIOThCS 3JIOBMUCHUKAMM; BUSBUTHU CIIUIBHI pUCH
KiOepIIMOHa)KHAX KaMIaHiid; OIIHUTH BIUIMB TaKUX aTrak Ha MDKHAPOAHY CTaOlIbHICTB; 1
chopMyIOBaTH 3aX0H IS MiABUIIEHHS e(peKTUBHOCTI Kibep3axucry.

HaykxoBa HOBM3HA IIhOTO JOCHIKEHHS TMOJATAE Y MUKIUCIHMIDIIHAPHOMY MiIXOIi IO aHaji3y
KiOepmmioHaxy, KA MOETHYE TeXHIYHHA, MPABOBUN 1 COMIaNbHUM acmeKkTh. BukopucTaHHS Keiic-
aHaJi3y 103BOJISIE BUSBUTH CTPYKTYPHI XapaKTEPUCTHKH KiOEpIIMOHAKHUX aTaK 1 po3p0oOUTH MPaKTHYHI
peKOMeHAIil A iXHBOTO 3amodiranHs. TakuM YMHOM, pe3yNbTaTH IILOTO TOCIiKEHHS MOXKYTh OyTH
KOPHCHUMH JUII HAyKOBOI CIUITFHOTH, (haxiBIiB y cdepi KibepOe3nmeku Ta AepKaBHUX OPraHiB, SKi
BIJINIOBIIAI0Th 3a 3aXKCT iH(pOpMAIIii.

Orasn gitepatypu

KiGepumionax 3anuIIaeTbest OAHIEIO 3 HAUTOCTPILINX 3arpo3 Y Cy4YacHOMY HU(PPOBOMY CepEIOBHIII,
0cOo0JMBO B KOHTEKCTI pOOOTH YPSIOBHX 1 KOPIOPATHMBHUX CTPYKTYp. Pi3HOMaHITHICTH METOMIB, SKi
3aCTOCOBYIOTh 3JIOBMUCHUKH, 1 IXHI MOCTIMHMUI PO3BUTOK CTABIATH il CyMHIB TPAAUIIAHI MiAX0IH 10
3abesmeuennss Oe3neku (Hiopmima, 2017) [4]. Y 1boMy KOHTEKCTI IiTepaTypa, NpHUCBIYEHA
KiOepuImioHaxy, MPONOHYE KOPHUCHI MEPCIIEKTHBH IJIsl pO3YMiHHS HOTO MEXaHi3MiB i 3al00iraHHs.

Y nmocmimxenni "Military Cybersomethings" (Bellovin, 2013) anani3yioTbCsi 0OCOOIMBOCTI
kibepmmionaxy y BIHCHKOBiH cdepi [5]. ABTOp akIeHTye yBary Ha TEXHIYHIA CKJIaIHOCTI aTak i
3a3Havae, MO OUIBINICTh YCIIIIHUX OMepalliii 3aJIeKHUTh BiJ JOBrOTPUBAIOIO JOCTYITY N0 IIBOBUX
CUCTEM 1 BHCOKOKBami(ikoBaHux pecypciB. Bellovin migkpecitoe, Mo TEXHOJOTIYHHI aCHeKT TaKuX
oTiepariiii 4acTo CympoBOKY€ETHCS PETEIHHUM 300pOM PO3BIAIAHUX MPO JKEPTBY, IO JO3BOJSIE O0IHTH
CTaHIapTHI MeToau 3axucTy. Lleit miaxin pe3oHye 3 MoiM TOCITIDKEHHSIM, SIKE 30CEepPeIKY€EThCS Ha aHalli3i
KOHKPETHHX KeHCiB, Takux sk omepaimis Red October, ne KIIOYOBMM €JIEMEHTOM YCHiXy Oyio
BUKOPHUCTaHHS MOJYJILHOTO IIPOIPaMHOr0o 3a0e3MeUeHHS UIs JOBIOTPUBAIIOL IPUCYTHOCTI B CHCTEMaX.

Inme Baxknuse mociimxenns, "Corporate Cyberespionage: Identification and Prevention" (Mitchell,
2020), mpucBsUeHe aHaNli3y IIIHTYHCTBA B KOPIIOPATHBHOMY CEPEJOBHUINI. ABTOPW BWAUISIOTH
COLIIAIbHY THXKEHEPIIO SIK OJIMH 13 TOJOBHUX 1HCTPYMEHTIB 3JIOBMHCHUKIB, MiJKPECIIOIOYH 3aJeXKHICTh
BiJl Mojckkoro dakropa [2]. JlocmikeHHS BKa3dye Ha HEOOXiJHICTh BIPOBAHKEHHS IMPOrPaMHOTO
3a0e3eUYCHHS JIJI1 MOHITOPUHTY MOBEIHKH CIIBPOOITHHKIB, IO J03BOJISIE 11CHTU(IKYBATH aHOMAJIIT B
MepexxeBoMy Tpadiky. Lle ocoO0nmBO akTyaabHO B KOHTEKCTI KEUCIB, SIKi 51 aHANi3YI0, HAIIPHUKIIAJL, aTaKka
yrpynoBanss "Star Blizzard", ne ¢immHrosa kamnasis cTaja BiJIpaBHOIO TOUKOIO IS 371aMy CHCTEM.

Tpere nocmimkenns, "Navigating Data Secrecy Challenges: A Study on Cyberespionage Intentions in
the WFH Era" (Samah et al., 2024), 3ocepelkyeTbcsi Ha 3MiHI PU3MKIB Y 3B’S3KYy 3 MOIIUPEHHIM
JUcTaHLiiHoi podoTtu [3]. ABTOpPH IOBOIASATH, IO po0OTa 3 JAOMY CTBOPIOE IOJATKOBI BPa3JIUBOCTI,
OCKIJIBKM CITIBPOOITHUKM YacTO BHUKOPUCTOBYIOTh HE3aXMIIEHI HPUCTPOi Ta AOMAaIIHI Mepexi. Y
JTOCITI/DKEHH] TIAKPECIIOEThCS, 10 CUCTEMAaTUYHE HABYaHHS CIIBPOOITHUKIB OCHOBaM KiOepOesreku
3MEHIIY€ YCIHIIHICTh aTak. l[eli BUCHOBOK KOpEI€ 3 MOIM aHaIi30M, SKHH akKIIeHTye yBary Ha
BaKJIMBOCTI JIFOJICBKOTO (hakTOpa B YCIIMIHKMX KiOEpIIMTiOHAKHUX KaMIIaHisfX, Takux sK araka Ha Odic
yrpasininas nepconaiom CIIIA.

AHayii3 jiTepaTypd IOKa3ye, IO KIOSpIIMOHAX € HE JIMIIEe TEXHIYHUM, aje U ColiajdbHUM
¢denomenoM. BukopucTaHHs ypasnuBOCTEil MPOrpamMHOro 3a0e3MEeUeHHS, TapreToBaHuX (HiIIMHIOBUX
KaMIaHii Ta MOZYJIBHOIO MIKIIJIMBOTO TPOTPaMHOTO 3a0e3NeveHHs] CTBOPIOE YHIKaJIbHUH Halip
BUKJIMKIB sl KiOepOesmeku. 1li poboTH Bka3yroTh Ha HEOOXIJHICTh 1HTETPOBAaHUX IMiJXOJIB, SKi
BKIIIOYAIOTh TEXHIUHI 3acO0M BUSIBICHHS 3arpo3, HaBYaHHS CIIBPOOITHUKIB 1 MOKPAIICHHS MOJITHK
Oe3nexn. BucHOBKH, 3p0o0JieH] B ITUX JOCIHIKCHHSX, € MIHHUMU JUIsl MOTO aHAITI3y KEHCIB i CIPUSIOTH
PO3YMIHHIO MacITadiB MPOOIIeMH.
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Metoposoriuna ocHoBa

Ils craTTs 0a3yeThCs HA TEOPETUYHOMY aHANi3i sIBUIA KiOEPINITiOHAXY 3 aKICHTOM Ha BHBUYEHHI
peanbHHUX KeWciB, IXHIX TEXHIYHUX Ta OpraHizaliifHAX acleKTiB, a TAKOK Ha po3poOIi peKOMEHIALiH
II0JT0 3aI00ITaHHs TaKUM aTakaM. MeTOoI0JIOTiYHa OCHOBA JTOCITI IPKEHHS OXOTLTIOE MK IHCITHILITI HAPHII
MiAXig, M0 TOeAHye KOoHMemmii iHdopmariiHoi Oe3rmekw, MpaBOBOTO PETYIIOBaHHS Ta COMIalbHOL
IHXeHepii.

OCHOBOIO JTOCTIPKEHHS € OTJIA[ JTITepaTypH, y MeKax sIKOro Oy BUBUEHI HAYKOBi CTaTTi, 3BITH Ta
JocimkeHHs y cepi KibepmmioHaxy, omyOIikoBaHI B aBTOPUTETHAX 0a3axX AaHWX, TakuxX Sk Web of
Science, Scopus Ta Google Scholar. Oco6nuBa yBara npugiisiacs podoTaM, sKi aHATI3yIOTh peayibHi
keiicu kiOepmmmionaxy (Bellovin, 2013; Mitchell, 2020; Samah et al., 2024) Ta npoONOHYIOTH
peKOMeH ANl 3 YA0CKOHAJICHHs CHCTeM KibepOesmeku [2-5].

MeTom0IoTisT TAKOXK BKITFOUAE KeWc-aHali3 YOTHPHOX 3HauyIuX atak: onepariiii Red October (2013),
ataku Ha Odic ynpasninas nepconanom CIIIA (2015), kibepaTaku Ha MiXXHapOAHUH KPUMiHANBHUH CYyA
(2023) Ta omepamii "Star Blizzard" (2023) [8-10]. Lle# migxix m03BOJIMB BUSBUTH CITUTBHI PHCH aTak,
30KpeMa BHKOPHCTaHHS BPA3JIMBOCTEH INPOrpaMHOro 3a0e3MedeHHs, TapreTOBaHUX (IIIMHTOBUX
KaMnaHid Ta wmkigmuBoro I13, a Tako OLIHUTH BIUIMB JIIOJACHKOTO (akTopa Ha YCHIIIHICTH TaKUX
orepartii.

Hns  dopmymioBaHHS peKOMEHJAIl MIoA0 3amobiraHHs KiOepmimioHaxy Oyino BHUKOPHUCTaHO
CUCTeMHHMH Tiaxia. 30KpemMa, BUBUCHHS TEXHIYHUX METOJIB aTak JIO3BOJIMIO 3alPOIOHYBATH 3aXO/H 3
YIOCKOHAJICHHS TEXHOJIOTTYHOTO 3aXHUCTY, a aHaJIi3 COIaIbHUX ACHEKTIB — IMiIKPECIUTH BaXKIIUBICTh
HAaBYaHHA CHIBPOOITHHKIB Ta PO3BHTKY KyIbTypH KibepOesmeku. Kpim Toro, BpaxoByroun
TEOTONITUYHUI KOHTEKCT aTak, O0cOONHMBY yBary OyJIO MPHUIIIIEHO PEKOMEHMAISM i3 TOCHIICHHS
MDKHapOAHOI chiBmpali y chepi npoTuii KioepiimioHaxy.

TakuM YMHOM, METOIIONIOTIYHA OCHOBA JOCHIIKEHHs 3a0e3rneduye BceOiuHE PO3yMiHHS MPOOIEMHU
kibepmmionaxy Ta popmye 0azy IIsl po3pOOKH IHTETPOBAHUX ITiIXOIB 0 11 BUPILICHHS.

Onuc keiiciB

Omnepanis Red October (2013 pik). Omeparmiss Red October, a6o Rocra, € omauM i3
HaliMacmTaOHIIMX 1 HAWTPUBANIIIKMX MPHUKIAAIB Kidepuimionaxy. BoHa TpuBaia moHaa m’sTh POKIB i
Oyna cripsiMOBaHa Ha JUIJIOMATHYHI MicCii, ypSIOBi yCTAaHOBH Ta HAYKOBi IHCTUTYTH, TOJIOBHUM YHHOM Y
Cxigniit €Bpomi, LlenTpanpHiit Azii Ta 3axigHiit €Bponi. OCHOBHOIO METOFO orepallii 0yiI0 BUKpaJAeHHS
KoH(iAeHiHOT iH(opMaIlii, Takol K JUILIOMATHYHA KOPECIOH[ISHIS, TeXHIYHA JOKyMEHTallisl, a
TaKOX JlaHi 3 MOOUIbHUX npucTpoiB 1 USB-nakonuuysauis (Zetter, 2013) [6, 7].

Kamrmaniss moumHanacst 3 TapreToBaHMX (IIIMHTOBUX JIMCTIB, SIKi MICTHAJIM 3apaskeHi JTOKYMEHTH
Microsoft Word i Excel. BuxkopucroByBanucsa exciuioiitu CVE-2012-0158 ta CVE-2010-3333, mo
JIO3BOJISIIT BUKOHYBATH HIKIJTMBUN KOJ IICHIsI BIKPHUTTS TOKYMeHTa. [HiKyBaHHS CynpOBOIKYBAIOCS
BCTaHOBJICHHSIM MOy "Dropper", sikuii HaJaBaB 3JJOBMHCHHUKAM BiJIQJICHUH JOCTYI JI0 CHUCTEMH.
Mkiymee I13 Mamo MomynbHY apXiTeKTypy: BOHO MOTJIO OHOBJIIOBATHCS Ta aJanTyBaTHCA [0
CepeIOBHILIA JKEPTBH, 1110 3a0e3neuyBaiio JoBroTpuBaiuii Biuive (Gooding, 2013).

[Mepenaya nanmx Ha koMaHIHO-KOHTpONbHI (C&C) cepBepu 3ailicHIOBanacs depes 3amudpoBaHuii
tpadik HTTP Ta FTP. [Ing inimiamizamii 3’eqHanp BukopucToByBanucss DNS-3anmuT 3 AHHAMIYHUMHU
noMeHHUMH iMeHamu. CepBepu C&C po3ramoByBamucs y pi3HUX KpaiHax, L0 YCKJIaJHIOBAJIO IXHE
BusiBJicHHs. OCOONHMBOIO PUCOIO OyJI0 BUKOPHCTAHHS CIIEIIaIbHUX MOJYJIIB i 300py nanux i3 USB-
MIPHUCTPOIB, HABITH SIKIIO BOHU He OyJH MmiIKItodeHi 1o Mepexi (Brewster, 2014) [1].

Kidoeparaka na Odic ynpasainasa nepconanom CIIA (2015 pik). Kideparaka va Odic yrnpapiiHHs
nepconanom CIHIA y 2015 pomi crana onHiero 3 HaiiMacmTabHIIUX MoMid y chepi KibepmmoHaxKy.
MeToro 310BMUCHMKIB Oyll0 OTpUMaHHS JOCTYNY 0 NEPCOHANBHHMX AaHuX 21 MijbifoHa ocib, ski
30epirajaucs y CUCTeMI, BKIIIOUYAlOYM BIJIOMTKHU HablliB Ta aHKeTH Oe3meku SF-86. Araka mouanacs 3
PO3CHJIKH TapreToBaHHWX (IIIMHTOBHX JIMCTIB anMiHicTparopam cucteM. [liciist BiIKPHUTTS 3apa)KeHUX
BKJIaJIeHb BCTAaHOBJIIOBaBca Oeknop Sakula, mo 3abesneuyBaB criiikuii goctyn a0 mepexi (Caakos,
2015).

31M0BMUCHHKH BUKOPHCTOBYBAJM BUKPaJieHI OONIKOBI JIaHi JJisi OTPUMAHHS JJOCTYIY JI0 KPUTUYHUX
cepsepiB. Sakula BukopuctoByBaB HTTPS anst nepenaui nannx vHa C&C cepBepu, MacKyodu Tpadik i
3BUYaiiHuil BeOTpadik. i1si rOpU30HTAIBHOTO MEPEMIIIEHHS! MEPEKEI0 3aCTOCOBYBAIIMCS BPA3JIMBOCTI
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nporokoiiB SMB i LDAP, a takox Texnika Pass-the-Hash. Is omepaiiisi BUABHIACS MOXIIUBOIO Yepe3
HEJI0CTATHIO CETMEHTAIIII0 MEPEeXKi Ta BiJICYTHICTh 3aXUCTY BiJ] TapreroBanux arak (Mapii, 2015) [10].

KibGeparaka na Mixknapoaguuii kpuminaasuuii cyn (2023 pik). Kideparaka Ha MixkHapoaHuid
kpuminanpauit cyny (MKC) y 2023 pomi mana Ha MeTi BHKpaJeHHsS KoHGiaeHmidHoi iHdopmamii,
MOB’S13aHOI 3 PO3CIILYyBaHHSMH BOE€HHHMX 3JI0YHMHIB. 3JOBMHCHUKH BHUKOPHUCTOBYBAIM BPA3IHBOCTI
ProxyShell (CVE-2021-34473, CVE-2021-34523, CVE-2021-31207) y Microsoft Exchange Server mis
MpoHUKHEHHS y BHyTpimHIO Mepexy MKC. Ilicns 3mamy cepBepiB 370BMHUCHUKH BCTaHOBITIOBAIN
BeOIIeNny, sIKi J03BOJSUIM M BHUKOHYBAaTH BiigalieHMHd KOJA 1 KepyBaTH 1H(IKOBaHHUMH CHCTEMaMu
(International Criminal Court, 2023).

Jns BUKpanmeHHS OONIKOBHX JaHWX 3aCTOCOBYBaBCS iHCTpyMmeHT Mimikatz, skuif 1q03BOMNSB
OTPHMYBATH MApOJIi Ta TOKEHU JIOCTYITy 3 Imam’aTi cepBepiB. Tpadik mepenasascs uepes 3amuppoBani
TLS-3’eananns, a mapmpyru3amis BigOyBanacs dyepe3 VPN Ta mpokci-cepBepH, IO YCKIIaJIHIOBAIIO
imeHTrdIKaIio mpKepena atak [11].

Ataka yrpynoBanHs ''Star Blizzard" na Oputancbkux nmapiamenrtapiB (2023 pik). Artaxa
yrpynoBanas "Star Blizzard" Ha OpWTaHCPKMX TapjaMeHTapiB CTajla TPUKIAAOM MOJITHIHOTO
LIMUATYHCTBA. 3JIOBMUCHUKH BHUKOPUCTOBYBAIM (IIIMHIOBI JIMCTH 3 IOCHJIAHHSAMHM Ha CaiTH, IO
ekcrutyatyBainu BpasnuBicTe Spring4Shell (CVE-2022-22965). IudikyBaHHsS cepBepiB H03BOJISIIO
3aBaHTAXXyBaTH IIKiAUBI JAR-(aiinm, siki 3a0e3neuyBain 3I0BMUCHHKAM JOCTYI 0 TPUCTPOIB KEPTB
(Digmelashvili, 2023) [12].

OcHoBHuii iHcTpyMeHT ataku — RAT (Remote Access Trojan) — 3abe3medyBaB MOKIHBICTH
MIEPEXOIUICHHsI MOBIJOMJICHB, 3alMCy HATHCKaHb KJIaBilll 1 BUKpaJeHHS NaHUX. BHKopucTOBYyBammcs
texHiku DNS-tyrnenroBanHs s nepenadi komang C&C ta SSH nns 3aBaHTaKEHHS BUKPAISHUX JTaHAX
Ha BimjameHi cepBepu. 3aBISKH CKJIAMHIA MapmIpyTH3almil 3JTOBMHCHUKH YHUKAIH BUSBJICHHA,
CTBOPIOIOYH JIOBrOTPHUBAJTY MPHUCYTHICTD Y MEpEXkKax.

KosxHa 3 1IUX aTak JEMOHCTPY€E BUCOKY TE€XHIYHY CKJIaJHICTh 1 CTpaTEriuyHUi MigXiJ], CIPSIMOBaHHUN
Ha BUKPAJEHHs KPUTHYHO BaXIMBOI iHpopMaii. XHiit anamis 103BoNs€e BU3HAYMTH CITiTBHI PHCH, TaKi
SK BUKOpHUCTaHHS GimmHry, mkigmmeoro I13, ekcruiodTiB 1 ckiagHoi iHgpactpykrypu C&C, 1o
3abe3neuye TpuBanuii BrutuB [ 13-15].

AHauni3 Ta 00roBopeHHst

KiGepuimionaxx € OaraTorpaHHOI0 3arpo30l0, siKa MOEJIHYE TEXHIYHI BHUKIMKH, T'€OTONITUIHUH
KOHTEKCT Ta CepHO3HUI1 BIUIMB HAa MDXXHApOAHY Oe3meKy. AHaui3 KeiciB, Takux sik onepauist Red October
(2013), araka Ha Odic ympasninas nepcoHasiom CHIA (2015), kiGepataka Ha MixXHapOIHUIHA
kpuMiHanbHui cyn (2023) ta omeparis "Star Blizzard" (2023), 103BoJisie BUSBUTH SIK CIIJIbHI PHCH, TaK
1 YHIKaJIbHI aCIIEKTH TaKUX OTepaIriii.

TexHIUHUH aHami3 IMX aTak MOKa3ye, 110 3JIOBMHCHUKM IMIMPOKO BHUKOPHCTOBYBAJM EKCIUIOWTH,
¢immHroBi kamnadii, mxianuee 13 i Mmetonu mmdpyBaHHs A JOCATHEHHS CBOIX Iineil. Hampuknan,
omnepairist Red October Oyna noOyioBaHa HaBKOJIO ekciutyaraiii BpasnuBocteit CVE-2012-0158 1 CVE-
2010-3333, Tomi sk y keiici MiXHApOIHOTO KPHUMIHAIBFHOIO CYAYy OCHOBHOIO TEXHIKOK CTalld
ProxyShell-excrutoiiTu, siki 103BOssIM TpoHKUKATH B cepBepr Microsoft Exchange. V Bcix Bumajakax
(IIIMHTOBI aTaky BifirpaBaid KPUTHYHY POIIb, 3a0€3MEUYI0UYH TTOYATKOBHIA JIOCTYII I0 CUCTEMH 4epe3
PETENbHO TapreToBaHi JIMCTH.

Bukopucranns wkigmsoro 13 takox Oyio BaxiuBoro yacTuHOW atak. Hanpuknaz, y ketici Odicy
ynpasninas nepcoHanom CIIIA BukopuctoByBaBcsi Oexnop Sakula, a B omepanii "Star Blizzard"
3JI0BMUCHHMKH BIpoBapKyBanmn Remote Access Trojan (RAT), skuii HajgaBaB iM KOHTPOJb Haj
iHpikoBaHuMH cuctemMamu. Lli mporpamMm 4YacTo MacKyBaJld CBOIO AKTHUBHICTh 4Yepe3 IWHAMiYHe
nmppysanas tpadpiky (HTTPS, TLS) i BuxopucroByBasim DNS-TyHemoBaHHs Ui TPUXOBYBaHHS
nepeaHux JaHuX.

TexHiuHI METOIM LIMX aTaK y3araJbHEeHO y Tadmumi 1.
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Tabauys 1. Texniuni memoou amax
Table 1. Technical methods of attacks

MeTton IIpukaag aTaku Jerani

Excnnyaramis Red October (CVE-2012- | Bukopucranus BiJOMHUX

Bpa3IuBOCTEHN 0158), MKC (ProxyShell) ypa3nuBocTen 10 OTpUMaHHI
BiJIAJIGHOTO JIOCTYITY JIO CHCTEM.

TapreroBanuii ¢imtuHT VYeci keiicu [TommpeHHs 3apa)keHUX JIMCTIB cepen
KIIOYOBHUX  0Ci0 Yy  LiTBOBUX
oprasizarfisx.

[kigmse nporpamue | Sakula (OPM), RAT ("Star | Iadikysanms CHCTEM JULS

3a0e3MeUeHHs Blizzard") JIOBTOTPUBAIIOTO JOCTYIY,
BUKPA/ICHHS JIAHUX, MOHITOPHHTY.

ndpysanns Tpadixy VYei keiicu HTTPS, TLS i DNS-TyHentoBaHHS 1Is
MPUXOBYBaHHS aKTUBHOCTI.

Indpacrpykrypa C&C Red October, MKC, OPM Mepexa npokci-cepepiB 1 VPN s
NPUXOBYBAaHHS  MICIIE3HAXOKCHHS
ATaKYIOYKX.

OpHi€l0 3 BAXKJIMBUX XapaKTEPUCTHK aTak € iXHs JoBrorpuBanicts. Hanpukman, Red October TpuBas
MOHA/ ISTh POKIB 3aBISKH MOAYIBHIM apXiTekTypi mikigmueoro [I3, ske MOrio aBTOMaTHYHO
oHOBJIOBaTHCs. Y BHnaaky arakd Ha MKC 3noBMucHHKH BUKOpHCTOBYBanmu meromu "living-off-the-
land", sixi 3amyuanu neriTUMHI iHCTpyMeHTH, Taki sk PowerShell, 1yt npuxoByBaHHS CBO€T aKTHBHOCTI
(Cmunusie, 2023).

AHami3 KelciB TakoXX BHABISE, MO BCl aTakdl MalHd TEOMONITHYHY CKianoBy. Ataka Ha Odic
ynpasiinas nepconanom CIIA Oyna cnpsMoBaHa Ha CTBOPEHHS 0Oa3d JaHUX JUIA CTPATETIdHOTO
BUKOPHUCTaHHS BUKPaJICHUX MMEPCOHANBHUX AaHUX, Toi sK "Star Blizzard" mana nHa meTti BTpy4yaHHS Yy
noitThyHi npouecu y Benukiii Bputanii. Kibeparaka nva MKC migpuBana foBipy 10 MiKHApOJAHUX
IHCTUTYIIi#, IO MOKE MaTH JOBTOTPUBAIIMI BILUIUB Ha III00ATBEHE MPaBOCYIS.

[TizcymoByt04H, PO3TIIAHYTI KEWCH JEMOHCTPYIOTh BHCOKHH piBEHb OpraHizalii Ta BUKOPHCTaHHS
Cy4acHHUX TEXHOJIOTiH y KiOepmmioHaxi. Kilo4oBMM BUKIMKOM Uit MPOTHAIl TaKUM aTakam
3aIMIIAE€THCS BUSBICHHS 3ammdpoBanoro Tpadiky, MBUAKE YCYHEHHS BPa3jIMBOCTEH Ta MiIBHINECHHS
0013HaHOCTI CITIBPOOITHHUKIB OpTaHi3aiii MI00 METOMIB COIIaIbHOT iH)KeHepii.

Pexomenpanii mono 3anodiranns kidepmmionaxky (Recommendations for Preventing Cyber
Espionage)

3amobiranHs KiOepImioHaxy mnotrpedye 0araTOCTOPOHHBOTO IIAXOMYy, SKMH IOEIHYE TEXHIYHI,
opranizaniiiai Ta ctpateriudi 3axoau. OIHIEI0 3 OCHOBHUX MPHYHUH YCIIXy 0araThOX aTak € eKCIUTyaTallist
BPa3JIMBOCTEH MPOrpaMHOro 3adesnedeHHs. ToMy BaXIHMBO, OO OpraHi3amil peryyisipHO OHOBIIOBAIN
CBOi CHCTEMH, IPOBOMIIM TECTYBAaHHS Ha MPOHUKHEHHS Ta CBOEYACHO YCYBaJIM 3HAWJCHI YPa3IHBOCTI.
V keiicax, Takux sik Red October uu ataka Ha MKC, came He10J1iKM Y 3aXUCTI1 JO3BOJIIIN 3I0BMUCHUKAM
orpuMmatu Jnoctyn a0 kimrodoBux cucreMm (Illmanmawenko, 2020). lle migkpecmioe HEOOXiTHICTH
BUKOPHCTAHHS CYYacCHUX pillleHb, HANPHKIAJ, 0araTOpiBHEBOTO 3aXHCTy Ta CETMEHTAIlil MEepek, 10
00MeKy€e TOPU3OHTAILHUI PyX 3JIOBMHICHHUKIB Y Pa3i KOMIIPOMETAIlii OJIHI€T 3 4acTUH 1HPPaCTPYKTYpH.

BoaHouac BaxiIMBY poJib Bifirpae JroAchKUN (akTop. Y OUIBIIOCTI PO3MISHYTHUX KEWCIB aTaku
MMOYMHAIINCS 13 COLIaNbHOI iHKeHepii Ta TapreroBaHoro QimuHry. lle Bkasye Ha HarambpHy MOTpeOy
MiZIBUIICHHST 00i13HaHOCTI CmiBpoOiTHUKIB. [IpoBeneHHs TpeHIHTIB 3 KiOepOesneKu, CUMYIISIis
(GIIMHTOBUX aTak i CTBOPECHHS KYJIbTYPU BiIOBIAaIBHOTO CTaBJICHHS 10 iH(MopMaIlii JOMOMOXYTh
3HaYHO 3HU3WUTH PU3UKHU, NOB’S3aHi 3 JIIOACHKMMHU NMOMMiKaMmu. [IpaniBHUKM MOBMHHI OyTH 31aTHI
pO3Ii3HABATH IiJIO3PTI €NEKTPOHHI JIMCTH, YHHKATH MEPEeXojay 3a CYMHIBHUMH ITOCHJIAHHSMHU Ta
MOBIJIOMJISITH TIPO TIiI03Pily aKTHBHICTb.

PanHe BusBIEHHS arak € e OJHMM KIIOYOBHM KOMIIOHEHTOM Yy TPOTHIIi KiOepIImioHaxy.
Opranizanii HOBHHHI BIOPOBAUKYBaTH CY4acHI CHUCTeMH MOHiTopuHry, Hampukinan SIEM, sxi
JIO3BOJIIIOTh BHSBJISITM aHOMalii y Tpadiky Ta pearyBaTH Ha HHX Yy peallbHOMY uyaci. AHami3
3amugpoBaHoro Tpadiky, 30kpema TLS, € 0co0IMBO BaXJIMBHM, ajKe OUIBIIICTh 3JO0BMHUCHHUKIB
BUKOPHUCTOBYIOTh MIM(PYBAaHHA JUIsI IPUXOBYBaHHS CBO€l akTHBHOCTI. KpiMm Toro, moniropunr DNS-
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3aIHUTIB MOXeE CTaTH €()eKTHBHUM IHCTPYMEHTOM JUIS BUSIBIICHHS BUKOpHUCTaHHS DNS-TyHemoBaHHs, 10
€ MOIIUPEHOI0 TEXHIKOIO Nepeiadi KOMaHa 0 KOMaHAIHO-KOHTPOJIILHUX CEpPBEPIB.

OpranizaniifHi 3aX0/14 TAKOXX BiIirpar0Th BaXKITUBY POJIb y 3ao0iranHi atakam. BaxximuBo po3pooisitu
TUTAHA pearyBaHHSA Ha IHIUACHTH, SIKi BU3HAYAIOTH ITOCHTIJOBHICTH il y pa3i KOMIPOMETAIlii CHCTEM.
Perynspui ayautn Oe3mekd JOMOMOXKYTh BHSBISATH CIA0Ki MICH 1O TOTO, SIK BOHH OyIyTh
eKcIuTyaToBaHi 3710BMUCHUKaMH (UexoBcbka, 2021). KpiM Toro, BIpoBayKeHHsI NPUHIUITY HAMMEHIINX
MIPHUBINIEIB ISl TOCTYIY O JAHUX J03BOJISIE MIHIMI3yBaTH KOy y BUIAAKY KOMIPOMETaIlii OKpEeMHUX
00JTIKOBUX 3aITUCIB.

Ockinbku 0arato aTak MalOTh MDKHAPOAHUN XapakTep, MOCHICHHS CIIBIpali MiX JIepKaBaMu €
HeoOXimHUM i OopoThOM 3 KiOepmmioHaxkem. OOMiH iH(OpMAIED MPO 3arpo3u, pPo3podKa
yHi(pIKOBAaHOTO 3aKOHOJABCTBA Ta CITUIbHI HAaBYaHHS IOTIOMOXKYTH IIBHIIE BHUSBISATH aTakd W
edeKxTHBHILIE TPOTUAIATH iM. OCOONMMBY yBary BapToO MPUIUIATH JOCTIIKCHHIO HOBITHIX TEXHOJOTIH,
TaKuX SIK IITYYHAH 1HTEJIEKT, SKUH MO)ke OyTH BUKOPHCTaHMH IUIsl MPOTHO3YBAHHS aTak, Ta KBAHTOBE
muQpyBaHHS, M0 320€3MeYNTh BICOKAN PIBEHD 3aXUCTY NaHUX Y MalOyTHHOMY.

3aranom, O0opoTrba 3 KibepmimioHakeM MOTpeOdye IHTErpPOBAHOTO MIAXOMY, IIO BKIIOYAE CydacHi
TEXHOJIOT11, TIOJChKHI (pakTop 1 Mi>KHApOAHY cHiBHpalo. Lle 103BOaUTh He JHIe 3HU3UTH PU3UKH aTaK,
ane ¥ CTBOPHUTH CTIMKYy CHCTEMy Oe€3IeKH, sKa 3MoXe e(pEeKTHBHO pearyBaTH Ha HOBI BUKIHKH Y
(G POBOMY CEPEOBHIIT.

BucHoeku

KiGepmmionax cTaB OJHUM 13 HaWMOTYXXHINIMX I1HCTPYMEHTIB BIUIMBY B CYYaCHOMY CBITi,
00’€THABIIM TEXHOJIOTIYHY CKJIQJHICTh 13 I'CONMOJITHYHUMHU aMOilisMu. AHami3 keiciB omnepaiii Red
October, araku Ha Odic ynpasminus nepconanom CIIIA, kibepaTaku Ha Mi>KHApOIHUM KpUMiHATLHHH
cyn ta onepartii "Star Blizzard" mo3BonuB BUSBUTH CHUIBHI PUCH, TEXHIYHI METOJM Ta HACTIIKH TaKUX
miti. 1li araku MigKPecHoTh, IO TOJOBHOK METOH 3JI0BMUCHUKIB € He IWIIe BHUKPAICHHS
KoH}ineHiHOT iH(opMarlii, ane i TpuBaInii KOHTPOIIL HAZ IHPPACTPYKTYPOIO KEPTBH AJISI JOCSTHEHHS
CTpaTeriuHuX IiICH.

KitouoBuM hakTOpoM yCIixy aTak crana eKCIUTyaTalis BPa3IMBOCTeH MPOrpaMHOTo 3a0e3nedeHHs
Ta BUKOPUCTAHHS JIIOJCHKOTO (hakTopa. DIIIMHTOBI KamMIaHii, sSIKi mepeayBaiy OLTBIIOCTI PO3TIISIHYTHX
aTak, CBiYaTh MPO HEOOXIIHICTh MOCHJICHHS 00i3HAHOCTI CIIBPOOITHHKIB i BAOCKOHAJICHHS IMOJIITHK
iHdopmariiiHoi Oe3nexu. BogHowac BHKOpHCTaHHS MOAYIbHOTO IKimmuBoro I13 Ta iHHOBamiHMX
METOJIiB MAacKyBaHHs, TaKHX SK IUQpyBaHHs Tpadiky Ta DNS-TyHemoBaHHS, BKa3sye Ha 3pOCTAIOUy
TEXHIYHY JOCKOHAJICTh 3JIOBMHCHUKIB.

[IpoanamizoBaHi KeHCH TaKOX JEMOHCTPYIOTh 3HAYHWK BIUIMB KiOEPIIMIOHAXYy Ha MiKHAPOIHY
Oe3neKky. ATaku MOXYTh CHPUYHHATH MMOJITHYHY JecTabiizallito, miIpuBaTH J0BIPY M0 MiKHAPOIHUX
IHCTHTYIII Ta CTBOPIOBATH CEPHO3HI €KOHOMIUHI BTpaTth. 30Kpema, KoMIpomerariss MiXHapoaHOTO
KPUMIHAJILHOTO Cyy IMiJIBaXYe€ 37aTHICTh TJI00ANBHUX IHCTUTYIIIN 3aXHUIATH KOHDIICHIIIHHICTh JaHUX,
10 CTaBUTB ITiJ] CYMHIB IXHIO JIETITUMHICTD.

3anobiraHHs TakKMM 3arpo3aM notpedye IHTErpOBaHOTO miaxoay. HeoOXiqHO moeaHyBaTH TEXHIUHI
3aXO0AM, Taki sIK pETyJspHE OHOBIEHHS TPOTPAMHOTO 3a0e3leveHHs, BHKOPHUCTAHHS Cy4YacHUX
IHCTPYMEHTIiB MOHITOPUHTY Ta BJIOCKOHAJICHHS MEPEKEBO1 OE3MeKH, 13 OpraHi3alliifHIMH iHIIliaTHBAMH,
CIpSIMOBAaHUMH Ha TiJBHUINEHHS piBHA KiOepoOizHaHOCTI cmiBpoOiTHHKIB. KpiM TOro, BaXKIUBUM €
PO3BHTOK MDKHAPOJHOI CIIIBIIpalli, sSKa JIO3BOJHUTH e(EeKTHBHIillE OOMIHIOBATHUCS iH(POPMAIIEI0 TPO
3arpo3u Ta KOOPJIMHYBATH 3ycHIUIA y cepi KibepOe3nexu.

TakuM 9rHOM, y CydaCHMX yMOBaX OOpoThOa 3 KiOepImioHa)keM MOBHHHA CTATH MPIOPUTETHUM
3aBJIAHHSIM SIK JIJISL IEP>)KaBHUX CTPYKTYP, TaK 1 JUIs Mi>KHAPOJHOT CiTbHOTH. [1ormuOIeHHS TOCTiPKEHB,
BIIPOBAKCHHS IHHOBAI[IHHUX TEXHOJIOTi 1 MOCUICHHS MI>KHAPOHOTO CITIBPOOITHUIITBA € HEOOX1THUMHU
KpOKaMU Ui 3a0e3MeUYeHHs JOBrOCTPOKOBOI cTilikocTi y cepi kibepOesneku. PozyminHs MexaHi3MiB
aTak Ta IXHbOI'0 BIUIMBY € KJIFOUEM JI0 CTBOPEHHS OUIbIIT Oe311eYHOro MU(POBOro cepe0BHUIIa.

Pexomenpanii

Martepianu cTarTi € UIHHMUMHU JUIS HAayKOBLIB, sSKi JOCHIIKYIOTH CydacHi 3arposu y cdepi
iH(popMaLiiHOT Oe3neKH, a TaKoX JIsl (haxiBIliB 3 KibepOe3neky, sSKi 3aiMar0ThCsI PAKTHYHUM 3aXUCTOM
iHpopManiiHux cucteM. 3i0paHi Keiicu Ta X aHai3 MOXXYTh OyTH BUKOPHCTaHI /Uil pO3pOOKH HOBUX
MiAXOAIB 1O BUSBIEHHS Ta 3anoOiraHHs KiOepIIMTiOHaXy, a TAaKOX s HaBYAHHS CHiBpPOOITHHKIB,
BIJIMOBIIaJIbHUX 32 O€3MeKy KOPIIOPATUBHUX 1 JIEPKABHUX MEPEXK.
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Pe3ysbTaTd HOCHIHKEHHS CTAHOBJISTH OCOOJIMBY MPAKTHUHY ILIHHICTh IS JCPXKABHUX OPraHiB, sKi
BIJINIOBI/IalOTh 3a HaIlIOHAJTBHY O€3MeKy, 30KpeMa Ui MigpO3JiUTB, M0 3aiMAalOThCS aHaTi30M
Kibep3arpo3 Ta pearyBaHHSM Ha iHIUJICHTH. 3aIIPOTNIOHOBaHI pEKOMEHAALII] 3 TOCUIIEHHS TEXHOIOTIYHOTO
3aXUCTy Ta MIABUIICHHS DPiBHSA KiOepoOi3HAHOCTI MOXYTh OyTH IHTETpOBaHI B ICHYIOYI TONITHKH
iHpOopMaIiiiHoi 6e3meKy.

Kpim Toro, crartss Oyge KOpPHCHOIO IJisi KEpiBHUKIB HMPUBAaTHUX KOMIIAHIH, SIKI CTUKAIOThCS 13
3arpo3aMy BUTOKY IHTEJIEKTyalbHOI BIacHOCTI. HaBefeHi y CTaTTi MpUKIaAW aTak Ha KOPHMOPATHBHI
CTPYKTYpPH TTOTIOMOXYTHb 3pO3YMITH, fKi ACHEKTH 3aXUCTy € HaiOiNbIl BPa3NWBHAMH, Ta SIKi KPOKH
HEOOX1THO 3pOOUTH IS IXHBOTO IMOCHIICHHS.

Pesynbrat qocHiKeHHS TakoX MOXYTh OYTH KOPHCHHUMH IUIsl MIKHApOIHHUX OpraHizamii, ski
3aiMarOThCS PETYIIOBAaHHAM Ta CTaHAApPTH3AIlEI0 KibepOesnekn. 3aponoHOBaHI 3aX0/T1 3 MIXKHAPOTHOT
criBIpaili, oOMiHy iH(OpMAIl€l0 MPO 3arpo3d Ta rapMOHi3allii 3aKOHOJABCTBA MOXYTh CIPHUATH
CTBOPEHHIO II100a1bHOI CUCTEMH MPOTHIIT KiOepITioHaXKY.

TakyM YHHOM, CTATTS MOXE CIyryBaTh 0a30i0 il TOAANBIIUX JOCHI/PKEHb 1 BIPOBAKCHHS
MPAaKTHYHUX 3aXO0MiB y cdepi KibepOesmeku, CHpSIMOBAHMX HA MPOTHAII0 CyYaCHHUM BHKIMKAM
IU(PPOBOTO CepeOBHUIIIA.
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IopiBasabHM anadiz moaeneir YOLOVS ta MobileNetV3 nas
PO3Mi3HABAHHSA 300pa’KeHb B peaJibHOMY 4aci

AKTYaJIbHICTh: y Cy4aCHIX YMOBaX 3pOCTal040i MOTpeOH y MIBHIKOMY i TOYHOMY pO3Mi3HaBaHHI 00’ €KTIB y pealbHOMY Yaci,
0co0MMBO 111 MOOUTBHUX 1 BOYJOBAaHHMX CHCTEM, MOCTa€ MUTAHHS BHOOPY ONTHMANbHUX MOJENEH INTYYHOTO IHTEJIEKTY.
IlopiBHSAHHS JIETKOBAaroBUX Ta BHCOKOTOYHHX apXiTeKTyp, Takux sk YOLOVS 1 MobileNetV3, € BaxnuBuM Aist po3poOKH
e(eKTHBHUX KOMIT IOTEPHUX 30POBHUX CHCTEM Ta JIOCIIHKCHHS IIPUHIUIIIB TOOYI0BH TiOPHIHUX MOeTIeH.

Merta: nopiBusHH apxitektyp YOLOVS i MobileNetV3 3 MeToro aHanmizy e(peKTHBHOCTI IJIsl 3aCTOCYBaHHS y 3ajadax
po3mi3HaBaHHA 00’€KTIB y pealbHOMY 4Yaci, Ta HiATBEpIKEHHS, IO TiOpUAHI MOJENI MOXXYTh IMiABUIIUTH €(QEKTUBHICTH
BUKOHAHHS LUX 3a/1a4.

MeTtonu A0CHiIKeHHSI: METOAU TPENPOLECIHTY 300paKeHb, METOIN HaBUAHHS ITHOOKHX HEHPOHHUX MEpeX, BUMIPIOBAHHS
TOYHOCTI, IMIBUAKOCTI OOpOOKM Ta BHKOPHCTAHHS PECYpCiB; IOPIBHSUIBHHMI aHali3 pe3yibTaTiB JUll OLIHKH e(EeKTHBHOCTI
MOJEICH.

Pe3yabTaTH: ekciepiMeHTaJIbHE JOCIIKEHHS TIoKasano, mo YOLOVS neMoHCTpye Kpally 3arajibHy TOYHICTh Ha TECTOBOMY
Habopi COCO, mpote BuUMarae Oinbliie OOYHCITIOBAIBHUX pecypciB. MobileNetV3, natomicTs, 3a0e3mneuye MPHUIIBUIIICHE
BUBEICHHS Ta eeKTHBHE (DYHKLIOHYBAHHS Ha MPUCTPOSIX i3 HU3BKOIO MOTYXKHICTIO, )KEPTBYIOUM YaCTKOBO TOUHIcTIO. Takum
YMHOM, OOWJBI MOJENi MiATBEPIUIN CBOK MPUIATHICTH JUIS PEATbHHX 3aCTOCYBaHb, a BHOIp MK HUMH 3aJICKUTh BiJ
KOHKPETHOTO 0ajaHCy MK INBUAKICTIO, TOYHICTIO Ta OOMexeHHsMH TuiaTGopmu. [loeqHanHs IUX Mojeell Jae Kparii
pe3yNbTaTH B pO3Ii3HAaBaHHI 00'€KTIB, X04a e MOXe 30UTBIINTH PO3Mip caMoi MOJIETI Ta CIIOKMBAHHS PECYPCIB.

BuCHOBKH: y pe3yJbTati IOCIiKeHHs mpoBeneHo nopiasaHs Mogeneir YOLOVS, MobileNetV3 Ta ri6pumsoi momemni mst
3a7a4i po3mni3HaBaHHs 00’ ekTiB. ['iOpraHa MO/ENb MPOIEMOHCTPYBAJIa Kpally TOYHICTh Ta GajlaHC MK HIBHUAKICTIO 0OpOOKH i
BUKOPUCTaHHIM PECYPCIB MOPIBHIHO 3 OKPEMHMH MOJIeISIMU. L{e CBiTUMTh NPO JOIIIBHICTE BUKOPUCTAHHS TIOPHIHUX i IXOIIB
JUIS MiABUILEHHS €()eKTUBHOCTI CHCTEM KOMII IOTEPHOTO 30py B peajbHiX yMoBax. OTxe, riOpUIHa MOJIEINb € TIePCIEeKTHBHUM
HaNpsIMKOM JUTS TOAATBIINX JOCHTIKEHb 1 IPAaKTHYHOT peai3aiii.

Knrouogi crosa: posniznasanns 306padicens, komn'tomephuii 3ip, 2iopuona moodeab, CNN, YOLOV5, MobileNetV3.

Ax muryBatu: fAcincekuit S. A., bakymenko H. C. IlopiBusuipHuiA ananiz mozeneid YOLOVS Tta
MobileNetV3 s po3mnizHaBaHHs 300paKeHb B peajbHOMY Yaci. Bichux Xapkiecbkoco HAyioHAIbHO20
yrigepcumemy imeni B. H. Kapasina, cepis Mamemamuune mooenosanns. Ingopmayitini mexnonoeii.
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1 Beryn

Busnenns ta knacudikamisi 00'€KTiB 3anumialoThesl GyHIaMEHTAILHUMHU MpoOjeMaMu B ramysi
KOMITFOTEPHOTO 30pY, OCOOJIMBO B CIICHAPIisIX, JIe MIBUAKICTh i TOYHICTh € KPUTUYHO BAKIMBUMH,
HaIlpUKIad, B aBTOHOMHHX CHCTEMaX, CIIOCTEpEKEHHI Ta MOOUTHPHMX JojaTkax. B maHiit poOoTi
MPOBEJICHO MOPIBHSUTHHUK aHaJI3 IBOX NTMPOKO BUKOPUCTOBYBAHHX apXITEKTYp 3rOPTKOBHX HEHPOHHUX
Mmepesxx — YOLOVS i MobileNetV3 3 akneHToM Ha TXHIO 3aCTOCOBHICTH Ta €(EeKTHBHICTh Yy 3aJadax
po3mi3HaBaHHS 300paKEHb Y peaTbHOMY Yaci.

Mera pobGoTh — oOrmsA Ta TMOPIBHAHHSA apXiTeKTyp HEHPOHHUX MEpeX, pPO3pOOICHHX JUIf
po3mi3HaBaHHS 300paXKeHb y pealbHOMY 4aci Ta JOCHIKCHHS TiOpHIHOT Mojeli cTBOpeHoi Ha 0asi
00paHuX 3 METOIO MiABUIICHHS €()eKTUBHOCTI.

Ormsin HefipoMepeKeBUX MOJENeH Ui BHUSBICHHS 00'€KTiB y peajlbHOMY dYaci OyB MpOBEOEHHH 3
aKLUEHTOM Ha iXHI NPUHIMIHN MOOYIOBH, ONEpaliiHy e(pEeKTHBHICTb 1 3aCTOCOBHICTh y MPAaKTUYHUX
crueHapisx. Takox OyB poBeaeHUl neTanbHUl ananiz moaenein YOLOVS i MobileNetV 3, Britouaroun
MOCT/DKEHHST IXHIX apXiTeKTypHHUX Bapiamiii 1 Moaudikamiif, COpsMOBaHMX Ha IIiBUIICHHA
MPOAYKTUBHOCTI B Pi3HUX OOYHCITIOBAIFHUX CEPEIOBHIIAX.

Omninka edekTUBHOCTI Mojenel Oyna MpoBeAeHa Ha TECTOBOMY HaOOpi AaHUX, IO 3a0e3MeumnIio
CTaHJAPTU30BaHY OCHOBY JUIsl HaBUaHHS Ta TECTyBaHHS Mojeneil. HelpoHHI Mepexxi HaBYaimcs B
KOHTPOJIbOBAaHMX YMOBAaX, a IXHS MPOJAYKTHBHICTH BUMIpPIOBANIACS 33 JOMOMOTOI TOYHOCTI, IIIBUIKOCTI
OTpUMaHHsI BUCHOBKIB Ta €(PEKTUBHOCTI BUKOPUCTAHHS PECYPCIB.

2 Onuc HeiipoMepe:KeBUX apXiTepTyp

3ropTtkoBi HedponHi Mepexi (3HM) € OCHOBHOIO apXiTeKTypow Juis OiNBIIOCTI CHCTEM
pO3Mi3HaBaHHS 300pa)KeHb, 3aBISKU CBOIM 3[aTHOCTI BHKOPHCTOBYBATH TPOCTOPOBI iepapxii Ta
IHBapiaHTHICTh TPAHCIALII y Bi3yallbHUX AHUX. 3TOPTKOBI IMIAPH, SKi iIeHTU(IKYIOTh JIOKaIbHI O3HAKH
3a AOMOMOTOI0 (PiTBTPIB, IO HABYAOTHCS, TIOEAHYIOTHCS 3 IIapOM arperaiii (yJTiHTy), SKUid 3MEHIITYe
MPOCTOPOBI PO3MIpH Ta OOYMCIIOBAIBHY CKIaaHicTh. OmHaK TpaaumiiiHi TIuboki apxitektypu 3HM,
taki sk VGG Ta panHi BapianTH ResNet, 4acTo BUSBJISIOTHCS 3aHAJATO OOYUCIIOBAIBHO JIOPOTUMU IS
MporpaM peabHOTO Yacy, M0 BUMAarae apxiTeKTYpHHX IHHOBAIiM, CIemiadbHO PO3POOICHHUX I
niaBUILCHHS e()eKTUBHOCTI [1].

3ropTKH, po3aiieH] MO INIMOWHI, € BayKIMBOKO apXiTEKTYPHOIO MOAU]iKali€lo, ska 3Ha4HO 3MEHIIYE
00YNCITIOBATIbHY CKJIAHICTh, 30epiraroud NpU [BOMY peNpe3eHTaTUBHY 37aTHicTh. Llei mimxin,
TIOITYJIAPU30BaHMI apxiTekTypamu MobileNet, ¢pakTopu3ye craHIapTHI 3rOPTKHA Ha 3TOPTKH T10 TIIHOWHI,
K1 32CTOCOBYIOTH (DUIBTPU J0 KOKHOTO BX1IHOTO KaHAITy HE3aJIeKHO, a IIOTIM Ha TOYKOBI 3TOPTKH, sIKi
00'eTHYIOTh BUXiJIHI. BJIOKM CTUCHEHHS Ta 30y/KeHHS 3a0€3MeUyI0Th MEXaHi3M YBard, SIKHid ITIOKpaIrye
AKICTh TIPEACTaBIEHHs 00'€KTIB 0e3 3HaYHMX OOYMCIIOBAIHLHUX BHUTpaAT. Lli OI0KM 00UHMCIIOIOTH Bary
yBard Juisi KOXKHOTO KaHaly 3a JIOMIOMOTOFO TII00aTBHOTO YCEPEJHEHOTO MYJIiHTY 3 MOJANBIINM MOBHUM
3'¢IHAHHAM MIapiB, MO JO3BOJIIE MEPEekKi aJanTHBHO MiJKPECToBaTH iHGOPMATHBHI O3HAKH,
NPUTHIYYIOYM MEHII pesieBaHTHI. OOYMCIIOBaIbHI BUTPATH 3aIMLIAIOTHCS MiHIMAJIbHUMH, OCKLIBKH
00YHCIIEHHS yBaru onepye CTUCIMMHE MPeCTaBICHHsIMH O3HaK. MeTOIN TUCTUIIALIT 3HAHb JI03BOJISIOTh
PO3pOOIIATH KOMIIAKTHI YYHIBCHKI MEpexi, SKi HaBUAIOTHCS BiJl OUTBIIMX 1 TOUHIIINX MEPEK BUUTEINIB.
ApXiTeKTypa y4HIB pO3pO0JIeHa TaKUM YWHOM, 00 OyTH e(eKTUBHOIO 32 CBOEIO CYTTIO, 30epiraroun
TIPH IIFOMY 3/IaTHICTH (DiKCYBaTH OCHOBHI 3HAHHS, 3aKO/I0BaHI B Mepesxi BUnTeIs. Taku# miaxif J03BOJISIE
CTBOPIOBATH MeEpEXi, SKi JOCSTAIOTh MaikKe ONTHUMAaJbHOI TOYHOCTI NpPU JOTPUMaHHI OOMEKEHb
peanbHOro 4acy [2].

Tpancdopmepu, Taxi ax Vision Transformer (ViT) ta Swin Transformer, mpogeMoHCTpyBain BUCOKY
NPOAYKTHBHICTh y PI3HHX 3aBJaHHSX KOMITIOTEPHOTO 30pYy, €PEKTHBHO MOJIEIIOIOYH 3AJICKHOCTI Ha
BEJIMKIi BijicTaHi. He3Baxkarouu Ha JIOCATHYTY TOYHICTh, IXHI BUCOKI OOUYHMCITIOBAIIBHI Ta MaM'sITHI BUMOTH
CTBOPIOIOTH 3HAYHY MEPELIKOY AJISl PO3TOPTaHHS B MAJIUX MPUCTPOAX, AKi 0OMEXEH1 po3MipoM, Baror
Ta 00YMCITIOBAIBHOIO NOTYXKHICTIO [3].

B naniii poboti MobileNet Ta YOLOVS Oynu oOpaHi aiist OLIBII IETaTBHOTO PO3MIISAY depe3 ixHi
B3a€MOJIOTIOBHIOIOYI TIEpPeBaru B 3ajayax posmizHaBaHHA 00'ekTiB. MobileNet moOpe migxoauTh is
BUKOPUCTaHHS Ha MPUCTPOSAX 3 pecypcamu, L0 MOXYTb OyTH OOMEXKEHHUMH, 3aBISKM CBOIM JIETKiH
apxiTeKkTypi Ta epeKTHBHIN POJTYKTHBHOCTI, IO POOUTH HOTO iJieallbHUM JIS IOJATKIB PeaIbHOTO Yacy,
Jie O0YUCITIOBAIbHA TOTYXHICTh oOMexeHa. Y OLOVS, 3 iHmoro 60Ky, mpornoHye 0aiaHc MixK NIBHIKICTEO
1 ToYHiCTIO, 3a0e3meuyroun BHUCOKY NPOIYKTHUBHICTH BHUSBJICHHS INPH BiIHOCHO KOPOTKOMY daci
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BHCHOBKY. Pa3oMm I1i Mojieni peICTaBIsIOTh MPAKTHIHIN KOMITPOMIC MK e(heKTHBHICTIO 1 TOUHICTIO, IO
BIAIIOBiAA€ IIJISIM JOCIIKEHHS.

3 Anani3z apxiteptypu YOLOV5s

Mopens YOLO (You Only Look Once) — ne dbyHmameHTanpHa apXiTeKTypa B Taixy3i BHSBICHHS
00'eKTIiB y peaabHOMY Yaci, BijoMa CBOiM 0ajaHCOM MIBUAKOCTI Ta ToUyHOCTI. Ha BiIMiHY BiJl KITaCUUHUX
(hpeiMBOpPKiB BUABIIEHHS 00'€KTIB, SIKi 3aCTOCOBYIOTH KiIacu(DiKaTOPH 0 Pi3HUX oOracTeit 300pakeHHs
(taxi ssk R-CNN Ta #oro moxinai), YOLO posrisgae BusiBjeHHS 00'€KTiB K €IUHY PETPECiiiHy 3a1auy.
Bin 0e3mocepenHb0 MPOrHO3ye OOMEKYBalbHI TpaHMIl Ta HMOBIPHOCTI KiaciB Ha 0a3i MOBHHX
300pa’keHb 3a OJHY OLIHKY, W0 3a0e3ledye LIBHIKE BUSIBICHHS, SK€ MOXE OyTH 3aCTOCOBaHE y
pearbHOMy daci. OpwuriHameHa apxitektypa YOLO, mpencraBiena y 2016 pormi, po3niise BXimHe
300paskeHHs Ha ciTKy. KoXXHa KOMipKa CITKHM BiAIIOBiZa€ 3a MPOTHO3YBaHHA (iKCOBaHOI KiIBKOCTI
00MEXyBaJbHUX pPaMOK Ta MOKAa3HUKIB JOCTOBIPHOCTI JAJsl IIMX pPaMOK, a TaKoXX MOKa3HUKIB
JIOCTOBIpHOCTI KiaciB. Iloka3HHK IOCTOBIPHOCTI BimoOpaskae WMOBIPHICTH TOTO, IO MPOTHO30BaHA
pamKa MICTHTH 00'€KT, Ta TOYHICTh 00MEXYyBaIbHOI paMKH. [IporHo3yroun Bci 0OMeXyBallbHI PAMKH Ta
HMOBIPHOCTI KJaciB 3a OJUH NpOXiA depe3 HEHpoHHY Mepexy, YOLO mocsirae BUCOKOI HIBHAKOCTI
BUBEJICHHsI, X04a CII0YaTKy Majia MpoOJeMH 3 TOYHICTIO JIOKaTi3allil Ta MPOAYKTUBHICTIO HA MAaJluX
ob'exrax [4].

3 METOI MOJOJIaHHS HUX OOMEXEeHb, OyJIO Po3po0JCHO Kibka BIockoHaneHux Bepciit YOLO.
AnroputM YOLOV2 3anpoBaiuB KijbKa BIOCKOHAIICHb, TAKUX SIK BAKOPUCTAHHS TAKETHOT HOpMaJTi3allii,
KJIaCU(iKaTOPH BUCOKOI PO3MITBHOI 3[aTHOCTI, OMOpPHI paMKH Ui KpalluX amnpiopHUX 3HAYEHb
00MEXyBaJbHUX PAMOK Ta KJIACTEPHU3ALII0 PO3MIpiB AJIS MiABUIICHHS TOYHOCTI IPOTHO3YBAHHS PAMOK.
BiH Takox BKJIIOUMB i€papXiuHy cucTeMy kiacuikallii, sika go3Boiuia HoMy BHABISATUA moHax 9000
KaTeropiit 00'ekTiB, HABITh 3 YACTKOBO MMO3HAYEHUMH Ha0OpaMH JaHUX.

YOLOV3 mie Oisbliie BIOCKOHAINB apXiTeKTypy, BIPOBAAUBIIN TIHOITY MariCTpaibHy MEPEXYy i
Ha3Boro Darknet-53, sika BUKOPHCTOBYE 3aJTUIIKOBI 3B'SI3KH JJIS TIOKPAIIEHHS IPOYKTUBHOCTI HABYaHHS.
L« Bepcis miaTpumye 6araTomaciiTabHi POTHO3H, IO TO3BOJISIE MOJIENi e(heKTHBHIIIIE BUSBIISATH 00'€KTH
pizHux po3mipi. YOLOV3 nporHo3ye paMKH y TpPhOX pi3HUX MaciTabax, BAKOPUCTOBYIOUH KapTH 03HAK
3 Pi3HOI TJIMOMHU MEPEIKi, 3HAYHO IMTiABUIIYIOYH TOUHICTH K JIUTS MaJIMX, TaK 1 1S BEIMKUX 00'€KTiB [5].

YOLOV4, 6a3yetbest Ha YOLOV3, iHTErpyo4n JTOCATHEHHS! KOMITIOTEPHOTO 30pY, TakKi sIK 3Ba)KEeHi
3anumikosi 3'eqHanHs (WRC), mixkeramnni yacTkosi 3'eqaanns (CSP), kpoc-MiHi-TTakeTHa HOpMaTi3arlist
(CmBN) ta camo3maransie HapuaHHS (SAT). YOLOv4 Haronomrye Ha 30a1aHCOBAaHOMY KOMITPOMICI
M1 IIBUJIKICTIO Ta TOYHICTIO, ONITUMI3yIOUN MEPEXKY JUIsi BHKOPUCTAHHS SIK 3 Ipadi4HUMHU MPOIECOPaMH,
TaK i 3 TPaIUIiHHUME O0YUCITIOBAIBHUMH CepeoBHIIamMu [6].

YOLOVS, Heoitiline mpoJoBKeHHs, po3po0IieHe CIIILHOTOIO Ta po3MminieHe Ha GitHub komnaniero
Ultralytics, o € peanizoBanum y 6i6miorerni Python PyTorch, mpornorye 6ibiin MOy IbHY KOHCTPYKIIIFO,
JIETKICTh €KCIIEPUMEHTIB Ta IMOCTiiTHI OHOBJIEHHS. BiH BKIIFOUae Taki GyHKIIiT, TK aBTOMATHYHE HABYAHHS
00MEXyBaTbHUX paMOK, €BOJIOIIS TineprapaMeTpiB Ta MacmraboBaHi po3mipu mozaeneir (YOLOvSs,
YOLOv5m, YOLOVSI ta YOLOvV5X), 1106 BpaxyBaTu pi3Hi KOMIIPOMICH Mi’K TOUHICTIO Ta IIBUAKICTIO.
HesBaxxaroun Ha gesKi cynepeyky o0 HOro MmpaBuil HallMEeHyBaHHS Ta MOXOKEHHS, 1S apXiTeTypa €
HOMyJIIPHOO cepel (haxiBIiB Ha mpakTHili [7].

Hacrymnni Bepcii, Birouatoun YOLOvV6, YOLOvV7 ta YOLOVS, npoioBKyIOTh PO3IIMPIOBATH MEXi
BusiBieHHs 00'ekTiB. YOLOVO6 30cepemxena Ha MPOAYKTUBHOCTI IPOMUCIIOBOTO PiBHA, ONTHMI3YIOUH
e(eKTHBHICTh PO3ropTaHHs Ha nepudepiiaux npuctposx. YOLOV7 iHTerpye 10IaTKOBI apXiTEeKTypHi
iHHOBAIIi1, Taki K po3mupeHi mepexi epekTuBHoi arperanii mapie (E-ELAN) ta mMeToam moBTOpHOI
napaMeTpu3allii MoJIei, s MiBUIICHHS 31aTHOCTI 10 HaBYaHHS 0e3 Ko it IBUAKOCTL. YOLOVS,
po3pobnena Ultralytics, sBiisie co00r0 mepexiz 10 yHi(piKoBaHOI MOMEi AJisl BUSBJICHHS, CETMEHTAIli] Ta
kaacugikarii [8].

3aranom, cimeiictBo Mozeneii YOLO 3Ha4HO BIUIMHYIJO Ha JaHAWA(T PO3Mi3HABaHHS 300pakeHb Yy
peanbHOMY 4aci.

4 Ananis apxireprypu MobileNetV3

Apxirektypa € MobileNetV3 — e apxitektypa 3ropTkoBoi HEHpPOHHOI Mepexi, IpU3HAYeHa IS
e(eKTHBHOr0 PO3Mi3HaBaHHS 300pakeHb HAa MOOUIBHUX Ta mepudepiiHux npuctposx. MobileNetV3
Oasyerncsi Ha nonepenHix Bepcisx MobileNetV1 ta MobileNetV2, moeaHyooud aBTOMAaTH30BaHHIMA
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MOIIyK HeWpoHHOI apxitekTypu (NAS) 3 cepieto onTumizatopiB. PesynmpTaToM cTama Mozienb, ska
Jocsrae 0ajgaHCy MK TOUYHICTIO Ta OOYMCIIIOBAaJbHOIO E(QEKTHBHICTIO, IO PoOUTH i 0co0MMBO
e(eKTHBHOIO JJIs1 3aBIaHb PO3Mi3HABAHHS 300pakeHb y PealbHOMY Yaci 32 0OMEKEHUX anapaTHUX YMOB
[9].

MobileNetV3 Bkiodae Kilbka OCHOBHHX apXiTeKTypHHUX YJOCKOHAJEHb, SKI BIAPI3HSIOTH ii Bix
nomnepeanix Bepcid. OMTHUM i3 HAMBaXITMBIIINX yJOCKOHAJICHb € BUKOPUCTAaHHS MOO1TbHOI 00epHEHOT
sroptku By3pkoro wmicus (MBConv), cmowatrky mpencraBmenoi B MobileNetV2, ska momaTkoBo
BIOCKOHaeHa B MobileNetV3 nuraxoMm momaBaHHS JETKHX MEXaHI3MIB yBaru, BiIOMHX SIK OJIOKH
Squeeze-and-Excitation (SE). Lli 6;ioku SE ananTuBHO NepekaniOpyroTh peakiii Ha 03HaKU KaHAJIB, 1110
JIO3BOJIIE MOJENI MiAKpecHoBaTH OuIbIl iHGOPMATHBHI O3HAKH, OJHOYACHO NPUTHIYYIOYM MEHII
kopucHi [10].

Ille onHiero KIIOUOBOK iHHOBAIE € iHTerpauis (yHkuiil aktuBaiii hard-swish (h-swish) 3amicTb
Tpaguuiiaux ¢yHkuii ReLU a6o swish. ®yskmis h-swish ampokcumye axTuBamito swish
00YHNCITIOBATTFHO €(pEeKTUBHIM CITOCOOOM, IO T03BOJISIE BUKOHYBATH Kpallli HEiHIiHI IepeTBOpeHHs 0e3
3HAYHOTO 30UNBIIeHHS Yacy oOumcieHb. KpiM Toro, Mepeka BKIIFOYAE HENiHIWHOCTI, aJalTOBaHi I
anapaTHOi e()eKTUBHOCTI, 1[0 3MEHIIIY€ TOCTYII A0 MaM'sITi Ta CIIOKUBAHHS €HEPTii, IO € BaKIIMBUM JUIS
po3ropTaHHs Ha MOOLTbHUX TUIaThopmax [11].

MobileNetV3 mocTtauaeTbess y TBOX OCHOBHUX BapiaHTax, MobileNetV3-Large ta MobileNetV3-
Small, koXeH 3 SKHX pO3pOOJNIEHUI Ui PI3HUX PIBHIB JOCTYIHOCTI pecypciB Ta BHMOT [0
npoayktuBHOCTi. MobileNetV3-Large onTuMizoBaHul sl BUIIOT TOYHOCTI Ta MiAXOIUTH JUIsl BUTIA KB
BUKOPHUCTaHHS, KOJH JOCTYITHO OiJTbIIie 00YNCITIOBAIFHIX pecypciB. BiH MiCTUTh TIIHOIITY apXiTEKTypy 3
O1ITBIIOIO KITBKICTIO MapaMeTpiB 1 3a3BUUail BUKOPHCTOBYETHCS B 3aBJaHHSX, 110 BUMAaratoTh BUCOKOI
ToYHOCTI Kiacudikanii. I HaBmaku, MobileNetV3-Small ontumizoBanuii Juisl clieHapiiB 3 OUIBII
KOPCTKMMH OOMEKEHHSMH 3aTPHUMKH a00 TOTYKHOCTi, TaKMX SK IMpPOTPAaMH PEaTbHOr0 Yacy Ha
MIKpOKOHTpoOJepax abo cMapTdoHax. BiH BUKOPUCTOBYE OiNbIII KOMITAKTHY apXiTEKTYpY, SAKa KEPTBYE
JICSIKOF0 TOYHICTIO Ha KOPHCTh MEHIIIOTO PO3MIipy MOJIEII Ta MIBUALIOro BUBOAY [12].

Apxitektypy MobileNetV3 0yi10 po3po0sieHO 3 BUKOPUCTAHHAM ILIAT(HOPMO-OPIEHTOBAHOT CTpaTeTii
NAS, mo o3Hauae, 1o MpoIec MOIIyKy BpaxoByBaB (pakTH4HI anapaTHi 0OMEXEHHs, TaKi K 3aTPHMKa
MOOLUTBHUX TPOIIECOPIB, i/l Yac MpoeKTyBaHHs Moaemi [13].

5 Oruisig paraceris

PosmizHaBaHHS 00'€KTIB y peaqbHOMY Yaci € KpUTHYHO BaXKITMBOIO MOXKIIUBICTIO B PI3HHUX MPOTpaMax
KOMITIOTEPHOTO 30py, BKJIIOYAIOYM aBTOHOMHY HAaBIraiilo, CIIOCTEPEKEHHS, POOOTOTEXHIKY Ta
JIONIOBHEHY peajbHICTh. KIIFOUOBUM KOMIOHEHTOM Y pO3poOIi TOYHHMX Ta e(PEKTHBHHX MOeiei
po3mi3HaBaHHSA OO0'€KTIB y peallbHOMY 4Yaci € HasIBHICTh BHCOKOSIKICHUX Ha0OpiB MaHHX, SKi
BiZIOOpaKalOTh PI3HOMAHITHICTb, CKJIQJIHICTD TA TUHAMIYHUHN XapaKTep peallbHIX CepeJOBHUIII.

Cepenl HAWIOIIMPEHIIIUX HA0OPIB JaHUX JUIS PO3Ii3HABAaHHS 00'€KTIB 3arajibHOrO MPU3HAYCHHS €
Hao6ip gaanx COCO (Common Objects in Context). Maroun nonax 330 000 300pakens Ta monan 1,5
MinblioHa ex3eMIuIpiB 00'ekTiB y 80 kareropisx 00'ekriB, COCO npormonye 6arato aHoToBaHuil HaOIp
JAHHUX y HATYPaJIICTUYHUX Ta YaCTO 3aXapalieHuX cepeoBUIIax. BiH miaTpumye sik BUsIBICHHS 00'€KTIB,
TaK 1 CeTMEHTAIIIF0 eK3EMIUIPIB, 0 POOUTH HOTO MOJIEIHHHUM JIs1 PO3POOKH Ta TIOPIBHSUIBHOTO aHAJI3y
BHCOKOIIPOIYKTHBHUX Moeneit [14].

Amnanoriuno, HaOip manux PASCAL VOC, xouya ¥ MeHIIME 3a MacmTaOoM, BiIpi3HSIETHCS
CTaOUTRPHOO SIKICTIO aHOTAIlill Ta CBOEIO POJUIIO Y BCTAHOBIEHHI (yHIAMEHTaJbHUX OPIEHTHPIB y IIiif
ramysi [15].

Jns mporpaM, MO BHMaraimTh MPOAYKTHBHOCTI B PEXHMI pealbHOTO Yacy Ha MOOUTBHHX Ta
BOYZIOBaHHX MPHUCTPOSIX, OCOOJIMBO aKTyalbHUMH € HaOOpH JaHuX, Taki sk ImageNet VID ta YouTube-
BoundingBoxes. Ha6ip manmux ImageNet VID, orpumanuii 3 Oinbmoi komekuii ImageNet, MicTuTb
BiJICOMOCIIIIOBHOCTI 3 IOKAJPOBMMH aHOTAIIIMH, IO JO3BOJISE HABYaTH MOJECTI, SKI MOXYThb
BIJICTEXKYBAaTH Ta PO3ITi3HaBaTU 00'€KTH 3 yacoM. lle# yacoBuil BUMIp Mae BUpILIAJIbHE 3HAYCHHS IS
PO3pOOKHM aNropUTMiB, SKi MOBUHHI HAAIKHO MpaliOBaTH B AMHAMIYHUX CEPENOBUIIAX. AHAJIOTiIYHO,
HaOip manux YouTube-BoundingBoxes MicTUTh MiIbHOHM ITO3HAYEHUX BiJIEOKAJIPIB, OTPUMaHUX 3
YouTube, mo 3abe3neuye peanbHy MIiHIHMBICTh OCBITICHHS, PyXy Ta OKIIO3ii, IO € BaKIMBUM JUIsI
CTBOPEHHS HaIiMHUX CHCTEM PO3Ii3HABaHHs B PEXHMI peanbHoro uacy [16].

CrenianizoBani Habopu AaHux, Hanpukiag, BDD100K, 6yB po3poOieHuii Ui miATPUMKH Iporpam
aBTOHOMHOTO BOJiHHSA. [[i HabopH JaHWX MPOTIOHYIOTh AaHOTOBaH1 BiJIC0/]aHi, OTPUMaHI 3 TPAHCIIOPTHUX
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3aco0iB, IO TMPAITIOIOTh Y PI3HUX MOPOXKHIX yMOBaX Ta CEPEmOBHINAX. BOHW HamZarOTh MTOCTOBIpHY
iHpopMaLio A pi3HOMAHITHUX 3aBJaHb, BKIIOYAIOUM BHSABJICHHS 00'€KTiB, BiICTE)KECHHS, BUSIBICHHS
CMYT pyXy Ta CeMaHTHYHY cerMeHTaliro. Taki Habopu JaHUX € BaKIIMBUMH JIJIsl HABYAIBHIX MOJEIEH,
SAKi MOXYTh TIPAIIOBaTH B PEXHMI PEabHOrO0 Yacy 3 YpaxyBaHHAM OOMEXEeHb aBTOMOOLIBHOTO
o0TagHaHHA Ta KPUTHYHIX BUMOT Oe3meku [17].

3pemitoro, Mojeli, 00paHi B 1il poOoTi, 6a3yeTbes Ha Habopi manux COCO 110 NMPOIOHYE BEIUKHIA,
pI3HOMAaHITHHA HaOip 300paKeHb 3 METATHPHUMH aHOTAIIIMH IS KIJTHbKOX KaTeropii 00'eKTiB, IO
JTO3BOJISIE MOAETSIM T00pe y3araabHIOBATH Ta TOYHO W IIBUAKO BUSBJISTH IIMPOKHUH CIIEKTP 00'€KTIB y
CKJIaJHUX pEabHUX CLCHAX.

6 Orusa MeToAiB CTBOPEHHS TiOpUIHUX Moaeeii

I'6puani Moaeni Al po3mi3HABaHHA 300paKeHb y peajbHOMY 4aci MOEJHYIOTh Pi3HI apXiTeKTypH
HEHPOHHUX MEPEeX Ta AITOPUTMIUHI CTparerii, MO0 BHUKOPUCTOBYBATH YHIKANbHI CHJIbHI CTOPOHH
KOXXKHOI 3 HHX, TIParHy4Y® AOCSATTH SK BUCOKOI TOYHOCTi, TaK 1 IIBHAKOI OOpOOKH, MPUAATHOI IS
3aCTOCYBaHb y pealbHOMY 4aci. IcHye Kijbka METOIB CTBOPEHHS TaKMX TiOPUIHUX MOJETEH, KOXKEeH 3
SKHUX BHUPIIIye KOHKPETHI MPOOJIEMH B 337ja4ax po3Mi3HaBaHHs 300pakeHb.

OnHrM 13 TIOMIMPEHHX MiAXOJIB € apXiTeKTypHE O0'€qHAHHA, ¢ Pi3HI TUIN HEHPOHHUX MEpPEex
IHTETPYIOThCA B OIHY MoOjeib. Hampukman, 3ropTKOBI HEWPOHHI MEpexi, SKi YyJO0BO BHSBISIOTH
MPOCTOPOBI O3HAKH i3 300paXKeHb, MOXHA MOEAHYBATH 3 TPaHCPOPMATOPAMH, SIKi BMIIO MOJAEITIOIOTH
JIOBTOCTPOKOBI 3aJIE)KHOCTI Ta MeXaHi3Mu yBaru. byno nmokaszano, mo s ribpugna apxirekrypa 3HM-
Tpanchopmep miaBUIIYE SIK TOYHICTH, TaK i MIBHIKICTH PO3IMi3HaBaHHS O0'€KTIB y peasbHOMY dHaci,
0COOJIMBO B CKJIAJHUX CEPEIOBUINAX, TaKHUX SIK CIIEHHM B MPUMIIICHHI 31 3MIHHAM OCBITJICHHSM Ta
3axapamenuM GoHoM. Komnonent 3HM 3a3Buuaii oOpoOiisic moyaTkoBe BHIIYYCHHS O3HAK, TOML SIK
MOAyIb TpaHcopMepa 30cepeKy€eThCs Ha YTOUHEHHI UX O3HAK 32 JIONOMOTOI0 YBAard, O3BOJISIOUN
MOJIeJTi IPIOPUTE3YBATH KPUTHYHY iH(OpMAIito 1is BUsBICHHS Ta Kiacudikarrii [18].

OO0'eqHaHHs O3HAK — 1€ ¢ OJWH KIIOYOBUN METOJ, JI¢ O3HAaKH, OTPUMaHI 3 Pi3HUX Mojened a0bo
MOJAILHOCTEH, 00'€MHYIOTBCS Tepel TUM, SK poOuTH MporHo3. Hampukinan, o3HakM 3 TONEPEAHBO
HaBuyeHoi EfficientNet (tum CNN) MokHa momaBaté B neTeKTOpHY roinoBky YOLO, moemHyroun
e(extuBHe BuiydeHHs o3Hak EfficientNet 3 MoxnuBOCTSIMY BUsIBIICHHS B peasibHoMy daci YOLO. et
miaxia, sk npoxeMoHcTpoBaHo B ribpuai E-YOLO (EfficientNet + YOLO), 3menmye po3mip Mozeni Ta
0o0YNCITIOBaIbHE HABaHTAXKEHHS O€3 IIKOMW JUIA TOYHOCTI BHUSBJICHHS, IO POOWUTH HOTO H00pe
NPUIATHAM JIJISL 3aCTOCYBaHb Yy pealbHOMY 4Yaci Ha nepudepiiinux npuctposix [19].

Tako BHKOPHCTOBYETHCS 00'€HAHHS PIillICHb, € MPOTHO3M 3 KiJTBbKOX MOjEJIeH MOEAHYIOThCS 32
JIOTIOMOTOI0 TaKHX CTpaTerid, SK ToJOocyBaHHS abo 3BakeHe ycepeaHeHHs. Lleid merox miaBuiye
CTIMKICTh IUIIXOM arperyBaHHS CHJILHUX CTOPiH Pi3HUX apXiTEKTYp, 0 OCOOIMBO KOPUCHO B CIICHAPISNX
3 pi3HOMaHITHUMHU 200 3alTyMIIEHUMU JIaHUMH.

Kpim toro, ribpuani Moaeni Moxytb noeanyBatd CNN 3 peKypeHTHUMH HEHPOHHHMH MEpeKaMu
(RNN) mnst 3aBmaHb, siki OTpeOyIOTH SIK MTPOCTOPOBOTO, TaK 1 YaCOBOTO PO3YMIHHS, TAKUX SK aHAJI3
Bieo. Tyr CNN aHaji3yr0Th MPOCTOPOBI O3HAKU 3 KOXKHOTO Kajpy, Toji sik RNN ¢ikcyoTh yacosi
3aJIeKHOCTI MK Kajapamw, 3a0e3ledyroud HajiliHe pO3IMi3HABaHHS B peallbHOMY 4aci B JAMHAMIYHUX
crenax [20].

3aranoM, TiOpUAHI MOJEN Ul PO3Ii3HABaHHS 300pake€Hb Y PEealbHOMY 4Yaci OyAyIOTbCSA LUIIXOM
apxiTekrypHoro o0'eqnanHs (Hanpukmag, CNN-Transformer), o0'eqHaHHs o03HaK (HaNpUKIA,
EfficientNet + YOLO) ta o0'ennanHs pimens (ancamOueBi Mertomu). Lli crparerii mo3BonsOTH
PO3pOOIATH MO, SKi € OJTHOYACHO TOYHUMH Ta e()EeKTHBHUMH, 3AATHUMHU BiJIOBIaTH BUMOTaM
MpOTpaM PealbHOTO Yacy B Pi3HUX CepeIOBHINAX Ta BapiaHTaX BUKOPUCTAHHSI.

7 IopiBusinus apxitepTyp MobileNetV3 ta YOLOV5
V Tabnuili npeacTaBaeHO MOPIBHAJIBLHUEN aHalli3 Pi3HUX MojeJei ITMOOKOro HaBYaHHs. PesynbTaTu
nojaui y taoi. 1:
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Tabauys 1. Iopiensanus pe3yiomamis npoOyKmMugHoCmi ma epexmusrnocmi mooenel susgients 0o'ckmis

Table 1. Comparison of performance and efficiency results of object detection models
Po3mip mopgeni Cepenme 3aTpuMKa
Monenb TouHicTh P MOJ BuKOpHcTaHHs RAM p kay
(MB) gaci
(GB)
MobileNetV3-Small
(TensorFlow-Lite) 0.6832 9.72 191 15.5ms
MobileNetV3-Large 0.7342 15.43 2.1 21.2 ms
YOLOVS (original, 0.8681 92.75 7.01 101.7 ms
baseline)
YOLOVS +
MobileNet\V3-small 0.9041 120.7 7.47 69.7 ms

Opurinaneaa Y OLOVS nokasye Bucoky TouHicTs (0,8681), ae € pecypcosarpatroto (92,75 Mb, 7,91
I'b mam'sti, 101,7 mc). I'i6puana mogens YOLOVS 3 MobileNetV3-small mokpamtye Tounicts 10 0,904 1
npyY 3MeHIIeHHi pecypcocnoxkuBanns (120,7 Mb, 7,47 I'b, 69,7 mc).

ABtoHOMHI MobileNetV3 moneni matoTs Hmxay TouHicTh (0,6832 mst Small, 0,7342 nns Large), ane
€ 3HaYHO JISTTIMMH Ta MBHAITHUMH, 0oco0smBo MobileNetV3-Small (1,91 I'b, 15,5 mc). Boru nmigxoasaTs
JUTSL 3aCTOCYBaHb 3 00MEXEHIUMHU PECypcaMu, Jie KpUTUYHA IBUAKICTh 00OpOOKH.

MobileNetV3, BimoMuil CBO€I0 CHpPOIIEHOK KOHCTPYKITIED Ta BHUKOPHCTAHHSAM 3TOPTOK, IO
PO3AUIIOTECS 32 TIMOMHOIO, CIIYyTye €(PEKTUBHUM EKCTPAKTOPOM O3HAK, KOJIH BHKOPUCTOBYETBHCS SIK
ocHoBa YOLOVS. L4 iHTerpartist 3SMEHIIye 3araqbHHi po3Mip MOJIEINi Ta OOUUCTIOBAIbHE HAaBAHTAXKEHHSI
0e3 CyTTEBOro MOTIpHICHHS NPOAYKTUBHOCTI. Hampukian, 3amina cranmaptHoro sgapa YOLOvS Ha
MobileNetV3 mpusBena g0 TOro, U0 MOAENi CTaly 3HAYHO MEHIIMMH i MIBUAIMINMH, 10 TOJETIIIIO
00poOKy TaHUX B peaIbHOMY Yaci Ha MPUCTPOSIX 3 OOMEXEHIMH PECypCaMHu.

3aranom, pe3yJbTaTH MOKa3ykTh, 110 xo4ya Moneni MobileNetV3 e BucOKOe()EKTUBHHUMH, BOHU
JKepTBYIOTh TouHicTIO. OpuriHamesHa mMoxens YOLOVS mpomnoHye BHCOKY TPOAYKTHBHICTB, ajlie 3a
paxyHok BHMOT A0 pecypciB. KomOinamiss YOLOvVS5 3 MobileNetV3-small mocsrae Haiikpamioro
KOMITPOMICY, MTOKPAIIYIOYU TOYHICTh MOPIBHIHO 3 0a30B0r0 Mojieiuiro Y OLOVS i BogHOYAC T ABUINY YU
o0uHCITIOBaIbHY €()EeKTUBHICTD, IO POOUTH ii ePEKTHBHUM PIlIEHHSIM JJIS CLIEHAPIiB, SIKi BUMAraroTh SIK
BHCOKO{ TOYHOCTI, TaK 1 €(EeKTHBHOTO BUKOPHUCTAHHS PECYPCIB.

8 BucnoBku

Y mpoBeleHOMY MOCIiPKEHHI 3iHCHEHO KOMIUIEKCHUH TMOPIBHAUIBHUN aHalli3 JIBOX ITPOBIIHUX
apxiTeKTyp HEHpPOHHMX MEpEeX Uil pO3Ii3HaBaHHA O0'€KTiB y peanbHoMy daci — YOLOVS Ta
MobileNetV3, a Takox nociipkeHo e(eKTUBHICT, iX TiOpuAHOTO TMOEAHAHHS. Pesynbrath
eKCTIEPUMEHTAIIBHOTO JIOCII/PKEHHS TO3BOJISIOTH CHOPMYITIOBAaTH HACTYITHI BUCHOBKH.

Ha ocHOBiI oTpuMaHWX pe3yibTaTiB MOKHA C(OPMYIIOBATH MPAKTUYHI PEKOMEHIAMI] I Pi3HUX
crieHapiiB 3acTocyBaHHs. J{Jsl 3acTOCYBaHb, /e KpDUTUYHUM € MiHiMallbHe crokuBaHHs pecypciB ([oT-
NpUCTpoi, MOOUTBHI JIOJATKH 3 KOPCTKUMH OOMEKEHHSMH), ONTHMAJIbHUM BHOOPOM 3aJIUIIAETHCS
MobileNetV3-Small. [nst cucrem, 1m0 BUMaratoTh BUCOKOI TOYHOCTI MPH MOMIPHUX OOMEKECHHSIX Ha
pecypcH, PEeKOMEHAYETbCS BUKOPHCTaHHS riOpuaHoi mojem. OpuriHamsHa YOLOVS norfinbHa y
BUTIAJIKaX, KON OOYHUCIIOBAILHI PEeCypcH He € KPHUTUYHHUM OOMEXKEHHSIM, a MpIOpUTEeTOM € OanaHc
TOYHOCTI Ta 4acy PO3pOOKH.

HocmimkenHs miaTBepmKye e(QeKTHBHICTh apXiTeKTypHOrO OO0'€HAHHS SK METOAY CTBOPEHHS
riOpuIHUX MOJeTIel U KOMIT'IoTepHOoro 30py. Bukopucranus MobileNetV3 sk backbone-mepexi s
Lle BigkpuBa€e MepCHEKTHUBH [UIS TMOJANBLIMX JOCHIKEHb y HANpAMKY IOKpameHHs TiOpuIHuX
apxIiTeKTyp.

Crnig 3a3HA4YMTH TIEBHI OOMEKEHHS MPOBEICHOTO IOCTiKEHHS. JlOCTiIKeHHs MPOBOAMIOCS Ha
Habopi ganux COCO, mo Moxe 0OMEeXyBaTH y3arajibHIOBaHICTh Pe3yJbTaTiB Ha iHII JOMEHHU. Takox
ribpuaHa MoeNb, HE3BaXKat0UM Ha MOKPAIEHHS e()eKTUBHOCTI, BCE II€ XapaKTEPHU3YETHCS 301IbIICHIM
PO3MIpOM IMOPIBHIHO 3 OKPEMHMH KOMITOHEHTaMH, II0 MOKE OYTH KPUTUYHUM JJIS JICSIKMX 3aCTOCYBaHb.

IIpoBenene nocmipKeHHS JEMOHCTPYE, IO TIOPUIHI MOJENi NPEACTaBISIOTh IEPCIIEKTUBHUN
HanpsIMOK PO3BUTKY apXiTEKTyp HEWPOHHHMX MEpeX JUId BHU3HAUYEHHS O0'€KTiB y pealbHOMY dYaci.
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IMoemnanus YOLOvVS ta MobileNetV3 He nuiie 3a0e3medye MOKpaIleHHs TOYHOCTI, ajie i ONTUMI3YE
BUKOPHUCTaHHS OOYUCITIOBAUILHUX PECYPCIB, IO MAE BaYKJIMBE 3HAUECHHSI 1715 MPAKTUYHOTO BIPOBAPKEHHS
CHCTEM KOMI'IOTEPHOTO 30pYy B PealbHUX YMOBaX.

OTtpuMaHi pe3yibTaTh MiATBEPIKYIOTH TIOTE3Y MPO Te, IO apXiTeKTypHe 00'€THaHHS PI3HUX THIIIB
HEHPOHHUX Mepex Moke e(DEeKTHBHO BHUKOPHUCTOBYBATH YHIKaJbHI IepeBard KOXKHOI apXiTeKTypH,
CTBOPIOIOYM DIICHHS, MI0 MEPeBaXalOTh OKPeMi KOMIIOHEHTH 3a KIIOYOBUMH TOKa3HUKAMH
MPOAYKTUBHOCTI.

Bubip apxiTekTyp HEHPOHHUX Mepex IS PO3ITi3HABAHHSA 300paXeHb Y peallbHOMY Yaci BU3HAYAETHCS
KOMIIPOMICOM Mi>K OOUUCITIOBAIEHOIO €PEKTHBHICTIO, TOYHICTIO Ta MIBUAKICTIO.
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Comparative analysis of YOLOvV5 and MobileNetV3 models for real-time
Image recognition

Relevance: With the growing need for fast and accurate real-time object recognition, especially for mobile and embedded
systems, the question of choosing the optimal Al models arises. Comparisons of lightweight and high-precision architectures
such as YOLOv5 and MobileNetV3 are important for developing efficient computer vision systems and exploring the principles
of hybrid model construction.

Purpose: Comparison of the YOLOV5 and MobileNetV3 architectures to analyze the efficiency for real-time object recognition
applications, and to confirm that hybrid models can improve the efficiency of these tasks.

Research methods: image preprocessing methods, deep neural network training methods, measurement of accuracy, processing
speed, and resource usage; comparative analysis of results to assess model effectiveness.

Results: An experimental study showed that YOLOvV5 demonstrates better overall accuracy on the COCO test suite, but
requires more computing resources. MobileNetV3, on the other hand, provides faster output and efficient functioning on low-
power devices, sacrificing accuracy in part. As such, both models have proven their suitability for real-world applications, and
the choice between them depends on the specific balance between speed, accuracy, and platform limitations. Combining these
models gives better results in object recognition, although this may increase the size of the model itself and resource
consumption.

Conclusions: As a result of the study, the YOLOvV5, MobileNetV3 and hybrid models for the object recognition problem were
compared. The hybrid model demonstrated better accuracy and balance between processing speed and resource utilization than
individual models. This indicates the feasibility of using hybrid approaches to improve the efficiency of computer vision systems
in real conditions. Therefore, the hybrid model is a promising direction for further research and practical implementation.

Keywords: image recognition, computer vision, hybrid model, CNN, YOLOv5, MobileNetV3.
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