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Relevance: Starting with the invention of the Internet, the world began to change rapidly, and the pace of change is
increasing, so the problem of data storage and processing is becoming more and more relevant. The ZK-STARK protocol is a
new cryptographic zero-knowledge proof protocol that is not yet widely used in practice and allows you to check a message or
a transaction on the blockchain network for authenticity without reproducing it completely. At the moment, gaps and problems
related to this protocol are identified: computational complexity, possible poor compatibility with other protocols, and
resistance to attacks from quantum computers. Therefore, the paper aims to supplement the coverage of the problem associated
with computational complexity and to propose solutions to this problem.

Purpose: on the basis of the theoretical implementation of the first stage named Arithmetization of the ZK-STARK protocol,
to test its software implementation in order to provide recommendations on its most computationally efficient version.

Research methods: mathematical statements on interpolation theory, group theory, number theory; information on Fibonacci
numbers; information on the Euler function; generating element of a group; cyclic groups; Lagrange interpolation polynomial
and the sequence of calculations of Arithmetization; Visual Studio 2022 programming environment, C** programming
language, NTL library, Microsoft Excel.

Results of work: The result of the work is the theoretical implementation of the first stage of the ZK-STARK protocol and the
effectiveness testing of the first stage, and providing recommendations for its most effective version.

Conclusion: Testing has shown that the practical implementation of the Arithmetization based on the inverse fast Fourier
3
n
transform has a time complexity O(n*log,(n)), that is in —————— times less than the time complexity of the
n*log, (n)
Arithmetization based on inverse matrices method and Gaussian method for interpolation, that speeds up the work of
Arithmetization of the ZK-STARK protocol.

Keywords: protocol, ZK-STARK, ARETHMETIZATION, modeling, program, implementation, C++ programming language,
testing, blockchain, efficiency.
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1. Introduction
For modern distributed blockchain networks (e.g. cryptocurrencies) that store and process large
amounts of data, it is very important that information always retains such properties as confidentiality,
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integrity and availability (especially after the invention and production of a mass quantum computer)
and each transaction must undergo an authentication procedure. Today, the transaction authentication
procedure is a computationally complex and slow procedure because it requires recreating the entire
transaction, which causes additional losses of resources of a network.

In this regard, it is relevant to develop and implement transaction authentication protocols in the
blockchain network that would allow transactions to have not only the properties of confidentiality,
integrity and availability, but also save network resources (including the time of the network user)
during the transaction authentication procedure. Today, there is a promising solution to save network
resources by using the modern post-quantum-resistant ZK-STARK protocol for the authentication
procedure.

Thus, mathematical modelling and testing of the ZK-STARK protocol implementation software
determine the relevance of this work.

Elie Ben-Sasson, Iddo Bentov, Yinon Horeshi, and Mikhail Ryabzev wrote the first articles
describing the STARK protocol back in 2018 [1]. At the moment, there is only one known ZK-STARK
utility, which is being developed by StarkWare, a company created by the ZK-STARK designers. The
goal is to develop a test layer that will allow the technology to be used on the blockchain, decentralised
exchanges, and much more. As of today, the STARK protocol has not been widely tested, studied, and
has not yet been widely used in any real production system, even in the world of cryptocurrencies [2, 3].
However, StarkWare has already launched an alpha version of the Layer 2 Rollup Network blockchain,
which uses ZK-STARK for the Ethereum cryptocurrency [1, 4].

In general, the main aim of using of knowledge verification systems, such as ZK-STARK, is focused
on the creation of highly secure and private systems. The systems where there is complete
decentralisation of information, and access to it is possible only under a number of clearly defined
conditions, that are also difficult to achieve by unconventional means, such as hacking [2].

Systems with decentralised information include systems such as cryptocurrencies, where the use of
cryptocurrencies not only ensures network security but also protects users, providing them with privacy
and anonymity, depending on the situation [2]. And it is in the latter case that ZK-SNARK stands out
from other similar protocols because it is well suited to ensure privacy and anonymity without revealing
the information in any way, but at the same time leaving the tool for confirming the transaction
unambiguous and deterministic. In other words, ZK-STARK does not reveal the information it
encrypts, but you can always verify its authenticity no matter what [2].

A possible application of STARK is to increase the scalability of the blockchain by allowing
cryptographic tests to take up less space. In cryptocurrencies like Bitcoin, where block size limits the
number of transactions that can be processed per second, this is vital. With smaller cryptographic test
sizes, transactions also take up less space, and more transactions can fit into each block. The effect
becomes stronger when applied to thousands of transactions, and scalability improves with it [2].
However, this is only part of the solution to the scalability problem, as the most minor cryptographic
tests will not lead to a dramatic increase in blockchain performance.

Another possible application of this type of system could be, for example, a fully encrypted and
secure streaming system. This would not require current encryption systems, which are mainly based on
symmetric cryptography. Electronic voting systems also benefit greatly from this type of systems. This
is because they allow a voter to cast a vote, that can be verified, but we have no way of knowing who
cast it [2]. The potential of ZK-STARK is enormous.

The ZK-STARK protocol is a new technology that is not yet widely used in practice. However, at
the moment, some gaps and problems related to its use are identified: prevalence, scalability, proof size,
computational complexity (resource requirements), possible poor compatibility with other protocols,
resistance to quantum attacks, and others [4-10]. Therefore, in our work, we decided to supplement the
coverage of the problem associated with computational complexity and propose solutions to this
problem.

In this paper, we will model and test low-degree cryptographic zero-knowledge proof protocols by
testing a software implementation of Arithmetization of the ZK-STARK protocol based on the Fast
Fourier Transform, Gauss method and inverse matrix method, and recommending the most efficient
version of Arithmetization.
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2. Formulation of a problem

The transaction authentication procedure of the ZK-STARK protocol takes place after the generation
of the execution trace and polynomial constraints for the user-generated transaction. During the
authentication procedure, these two objects are transformed into a single low-degree polynomial [11],
which will be a low-degree polynomial only if the execution trace is correct and, accordingly, the data
on which the computation trace was generated is correct [12].

Taking into account that the Arithmetisation stage involves the use of ‘Error Correction Codes’, the
plan for this stage may look like this [13]:

1) reformulate the execution trace into a polynomial form

2) extend the execution trace to a larger domain

3) transform the execution trace, using polynomial constraints, into another polynomial that is
guaranteed to have a low degree if and only if the execution trace is correct

Based on the available information, we can model the operation of the first stage of the protocol
using a specific example.

Let's say that according to the task we are given:

A finite field ;3 ={0,1,2,3,4,5,6,7,8,9,10,11,12} , which has |Z;3| =13 numbers with addition and

multiplication modulo 13. This field has a multiplicative subgroup G with length |G| =6 and a generator

g = 4. The existence of such a subgroup is guaranteed since 6 divides the size of this group (which is
12) without a remainder [13].
Suppose that the statement about the need to verify the computational integrity of a transaction
sounds like this: ‘The verifier has a sequence of 6 numbers, all of which are Fibonacci numbers.
This sequence of Fibonacci numbers must be verified by reading significantly fewer than 6 numbers
[13].
This problem has the following solution:
The Fibonacci sequence is formally defined as follows:
ag =1
q =1
an+2 = (@nsq +2ap) Mod13
You can create an execution trace by simply writing down all 6 Fibonacci numbers inarow: 1, 1, 2,
3, 5, 8. Then, the polynomial constraints can have the next form [13]:
Ay—1=0ma 4 -1=0,
VO<i<4:A,,—-Ag—-A=0
A; -8=0.
Now let's bring the polynomial constraints to a polynomial form:

The recurrent Fibonacci relation embodies a set of constraints on the entire execution trace, and can
be alternatively interpreted as follows [13]:

vO<i<4: f(g™?) - f(g")-f(g') =0,

Now the Verifier can create a polynomial composition using the formula [24]:
f(g"*) - f(g"™-f(g"
3 .
[T(x-g"

i=0

The calculation of this expression for the special case when the degrees of g form a subgroup can be
performed as follows [13]:

a(x) =

G
1= ] (x-0),
geG
This equality is correct because both sides are polynomials of degree |G| , whose roots are exactly
elements of G [13].

And the actual denominator of the considered composite Fibonacci polynomial can be obtained by
rewriting it in the form [13]:



ISSN 2304 -6201 BicHuk Xapkiscbkoro HauioHanbHoro yHiBepcuteTy imeni B. H. Kapasiva
cepist «MaTemaTiHe MoaentoBaHHs. IHhopmaLliiHi TexHonorii. ABTOMATM30BaHi cUCTEMM YripaBniHHs», BUnyck 63, 2024 9

f(g|+2)_ f(g|+l)_ f(gl) _ (0)—94)*((0_95)*[1:(92 *Q))_ f(gl *(,0)_ f((l))] , (1)

[x-g') o’ -1
i=0

where w e{l, gl, gz, 93, 94, 95}-

3. Research methods
To solve equation (1), we must first calculate the coefficients of the interpolation polynomial

f(go*x). For this purpose, it may be used the following formula to find the coefficients of the

Lagrange interpolation polynomial [14], but provided that the calculations are carried out in a specific
field.

n op (X
L) = 3 Toq) s @
i=0 (X=%)*on (%)
where, x — is the argument of the interpolation polynomial and the function f(x),

@ (X) = (X = X0) * (X =%)...(X = Xy) .
Using the notation of the previous section, the arguments of the interpolation polynomial f(go*x)

are gi :{1,gl,g2,g3,g4,g5}, where i=0,1...n, where n — the number of Fibonacci numbers that are

the results of the function f (g0 *X) in the domain x e{, gl, gz, gs, g4, 95}.

After finding the coefficients of the interpolation polynomial f(go*x) you need to calculate the

found polynomial also for the cases f (gl *x) and f (92 *X) .

The next step in the calculations is to authenticate the blockchain transaction using the right-hand
side of formula ().

This paper will consider three variants of the method of finding the coefficients of the interpolation
polynomial:

1) Using the Gaussian method with the selection of the main element by column.

2) Using the inverse matrix method with the search for the inverse matrix using the Gaussian method
(used to convert the matrix to the upper triangular form).

3) Using the Fast Fourier Transform.

The first variant [15] is equivalent to applying the conventional Gaussian method (G) to a system in

which the equations are renumbered accordingly at each elimination step.

‘a(k)rk ‘ = max; ‘a(k)ik ‘ k<i<n,
However, the main element can be selected among all the elements of the untransformed part of the
matrix (Fig. 1, b):

‘a(k)rs‘zmaxi,j‘a(k)ij , k<i, j<n.

|
a

2y
“
1

| I

[
[ P (P ——

-
I_:'
L
I
|

a 6
Figure 1 — Selection of the main element: a - among the elements of the matrix column; b - among the elements of
the untransformed part of the matrix..
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The complexity of the algorithm (the number of arithmetic operations) is estimated by
3
fa(n) =%+n2 =0(n%)

The algorithm is modified for use in modular arithmetic.

Consider the second variant, in which the inverse matrix method is used to find the coefficients of
the interpolation polynomial with the search for the inverse matrix using the Gaussian method (IM)
[16]. It is used to convert the matrix to the upper triangular form.

Let the given system:

A1X +apoXy +...+a X, =Dy,
dp1X +aAgoXg +...+ Xy = b2,

anp X +apoXo +...+apn Xy =by,
Or in matrix form
Ax*X=B, (3)
where A =(a;) - is a matrix with coefficients at the unknown variables, B and X are a column vector
consisting of free terms and unknown variables.
If the matrix A is nondegenerate, i.e., the determinant of the system is A =|A| # 0, then multiplying

both parts of equation (3) by the matrix A~Lon the left, we obtain the solution of the system in matrix
form: X =B*A™L.

The time complexity of the method is O(n3)

The third variant for finding the coefficients of the interpolation polynomial is to use the Fast
Fourier Transform. The interpolation is performed using the Cooley-Tukey method to calculate the

Inverse Fast Fourier Transform (IFFT).
Let's say we have a sequence of numbers v=(vg,V...v,_1) and we want to compute its DFT
V =g, Vi...V, 1) . Instead of directly using the DFT algorithm, the Cooley-Tukey algorithm splits it
into two parts, one for even indices and one for odd indices:
—1% @ * i

VJ- = EJ- +e n *Oj , Where Ej— DFT for even indices, a OJ- — DFT for odd indices. Now,

. . . .n .
instead of calculating one DFT of size n, we calculate two DFTs of size > This process can be

repeated recursively, breaking the DFT into smaller parts until the size becomes small enough for direct
calculation. Also, thanks to the properties of complex numbers, it is possible to reuse the results of
calculations E; and Oj for calculating V. This leads to a significant reduction in computational costs

[17].
In order to use this method to find the coefficients of the interpolation polynomial, one must change
the direction of traversal of the complex plane by multiplying the degree of the number e by minus one
21
L i
and multiplying the resulting number e N “on =, where n — is the size of the input sequence.
n
Compared to the other two, this method looks the most promising because its time complexity is equal
to n*log,(n) [18].
This method will be used for calculations in the field: the algorithm for calculations in the field of
complex numbers differs from the algorithm for calculations in the field by modulo only in that the
2* i
—1%( .
number e n " is replaced by the element o' of a group, which forms a cyclic subgroup of the
multiplicative group [19].
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4. Results

4.1 Theoretical implementation of the ZK-STARK protocol

To solve a simple example, let's use formula (2) directly and get the numerical solution of the
problem as follows:

1) we find the interpolation Lagrange polynomial for the six Fibonacci numbers.

The polynomial has the form:

f(x)= 7%x° +10%x* +8* x5 +6*x% +10* X +12.
The check shows that the polynomial is calculated correctly:
with x=g°=1:
f(x)=7*1° +10*1% +8*1% + 6*1° +10*1+12 =1 mod(13).
Corresponds to the first Fibonacci number.
With x=g*=4:
f(x)=7%4° +10%4% +8*4% + 6*4% +10*4 +12 =1 mod(13) .
Corresponds to the second Fibonacci number.
With x= 92 =3:
f(x)=7%3° +10%3* +8%3% +-6*3% +10*3+12 =2 mod(13) .
Corresponds to the third Fibonacci number.
With x=g°=12:
f(x) =7*12° +10*12* +8*12% +6*12% +10*12+12 =3 mod(13) .
Corresponds to the fourth Fibonacci number.
With x = g4 =9:
f(x) = f(x)=7*9° +10*9* +8*93 +6%92 +10*9+12 =5 mod(13).
Corresponds to the fifth Fibonacci number.
With x=g° =10:
f (x) =7*10° +10*10% +8*10% + 6*10 +10*10+12 =8 mod(L3) .

Corresponds to the sixth Fibonacci number.
Let's check the property of the recurrence relation, which has the form:

v0e{g.a 0% 6% f(g%X) - f(g™%) - F(x)=0.
To do this, in the interpolation polynomial for six numbers, we substitute the value of x for x, g*x,

92 *x in such a way that next polynomials are formed:

f(x) =7*x° +10*x* +8*x3 + 6% X% +10*x +12

f(g*x) =5%x° +12% x4 + 5% x3 4+ 5*x% +1*x +12

f(g2 *X) =11%x0 4 4% x4 48* %3 4 2% X% + 4% X +12

Then the composition polynomial looks like this:
f(g"2)— f(g"™) - f(g") 12%x° +8*x* +8*x° +4*x% +6*x+1
x0 -1 x0 -1
Based on equality (1), we find the composition polynomial q(x)[3]:
(x=9)*(x=10)*[f (g"*2) - f(g"™)— f(g")] (x=9)*(x=10)*[12%x> +8*x* +8*x3 + 4% x% +6*x+1]
6 - 6
x> -1 x° -1

q(x) =

a(x) =

If the Verifier receives the correct data and creates the correct polynomial, than we have that the
composition polynomial g(x) is a polynomial of degree less than two and looks like this:
Y N
q(x):12 X +6x +x+12 _10%x41, 4
x- =1
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Using this algorithm, the Verifier checks the transaction data for authenticity. Based on the existing
algorithm of Verifier actions, the C++ program was tested on a different number of input Fibonacci
numbers. By default, the Verifier always enters correct data.

5. Testing a C** implementation of the Arithmetization

According to the test results, we have determined that the Inverse Fast Fourier Transform (IFFT)
method is the most effective for solving a system of linear algebraic equations (SLAE) with a large
number of unknowns and equations. This method is able to solve SLAE with the number of unknowns
and equations that is almost in 16578 times bigger than the number of unknowns and equations in the
Gaussian (G) and Inverse Matrix (IM) methods.

When using the IFFT method to perform the interpolation procedure, it is possible to give to the
input in 16578 times more Fibonacci numbers (maximum 22 numbers) than can be input when using
the G and IM methods (maximum 1012) to solve SLAE, provided that the SLAE are solved in a
‘reasonable time’.

The greater efficiency of the IFFT method can be illustrated by the graph:

2,5

———Time of Arithmetization with IM method for
interpolation, sec

———Time of Arithmetization with G method for
interpolation, sec

——Time of Arithmetization with IFFT method
/ for interpolation, sec
) ///(
0
8 16 32 64 128 256

Amaunt of input numbers

Executing time, sec
-
= [l

Figure 2 — depency of a time from amount of input numbers.

In the graph, the Ox axis means the average runtime of the program for 1000 measurements, the Oy
axis means the number of Fibonacci numbers that are input in the program, the blue colour indicates the
runtime of the Arithmetization variant that uses the IM method for the interpolation procedure, the
green colour indicates the runtime of the Arithmetization variant that uses the G method for the
interpolation procedure, and the red colour indicates the runtime of the Arithmetization variant that uses
the IFFT method for the interpolation procedure. At the same time, calculations in the Arithmetization
variants that use the G and IM methods for interpolation are performed in the GF field (257), and
calculations in the Arithmetization variant that uses the IFFT method are performed in the Goldilocks

field, i.e. in GF (2%* —2%2 1+1).S0, calculations using IFFT for 256 input Fibonacci numbers (256
unknowns and 256 equations) are at least 176 times faster, provided that the values of the unknown

064 _ 532 4
numbers in the Goldilocks field are greater in BT times than in the field GF (257).

It was determined from the tests that if the Arithmetization variant using the G or IM method is
given the 8 Fibonacci number as an input, but the calculations are performed in the Goldilocks field, i.e.

modulo P = 254 —232 1.1, than this option ran for 40 minutes without a result, which is 1 545 946 times
longer than the IFFT option for interpolation.

Using the linear regression method, we have shown that the programmed version of Arithmetization,
which uses the IFFT method for interpolation, does indeed have a time complexity O(n*log,(n)):
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linear regression
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Figure 3 — Linear regression for IFFT method.

The numbers on the Ox axis aren*log,(n), and the Oy axis shows the total time of the

Arithmetization. In other words, testing confirms that using the IFFT method speeds up the
Arithmetization stage compared to options that use the G and IM methods for interpolation. That is,
Arithmetisation with IFFT has a time complexity of almost O(n*log,(n)), in contrast to the G and IM

methods, which have time complexity O(n3) .

Testing has shown that the maximum number of Fibonacci numbers that can be given into the input
is 224 numbers, so, it is possible to solve SLAEs of size 22 unknowns and 224 equations in an average
time of 177.45 seconds (average time over 100 measurements).

With the help of the IFFT, it is possible to reduce the time of converting the input data into a
polynomial. Also it is possible to reduce the percentage of time of converting the input data into a
polynomial from the time of the entire first stage. Thanks to the IFFT, the percentage of time decreased
from 99.99 % (for 1012 Fibonacci numbers) to 58.56 % (for 224 Fibonacci numbers).

Using the IFFT method to speed up Prover's work in Arithmetisation, you can speed up in

3
Wgz(n) times the time it takes to check for the correctness of a blockchain network transaction and
save time and hardware resources.

6. Conclusions

The paper carries out mathematical modelling and testing of the programmed first stage of the ZK-
STARK Arithmetisation protocol, which is promising and relevant, which necessitates the study of its
functioning and ways of implementing it in the blockchain network.

1) It is determined the peculiarities of the functioning of the first stage of the ZK-STARK protocol -
the Arithmetisation stage: it begins with the transformation of input data into a polynomial form using
the interpolation polynomial. This polynomial is then tested for low degree. If the polynomial has a
degree of less than two, it passes the test and is considered reliable and accepted by Verifier.

2) A theoretical implementation of the first stage of the ZK-STARK protocol was created and three
software versions were tested (the first stage of the protocol was programmed using the interpolation
polynomial and the procedure for dividing two polynomials. The search for the coefficients of the
interpolation polynomial was programmed using three methods with different speeds: the inverse
matrix method, the Gaussian method, and the fast inverse Fourier transform) of the first stage of the
protocol. Tests showed that the inverse fast Fourier transform was the most effective method for finding
the coefficients of the interpolation polynomial. With the help of the IFFT, it is possible to solve SLAEs
in which the maximum number of unknowns is 22* and the equations is 2% (in 16578 times more than
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. . . . A s S I
the IM and G methods) in 177.45 seconds in the Goldilocks field, which is in 57 times
bigger than the fields, on which Arithmetization based on IM and G methods was tested. The IM and G
methods in the Goldilocks field failed to find the coefficients of the interpolation polynomial faster than
the IFFT method.

3) Testing has shown that the practical implementation of Arithmetization based on IFFT has time

3
complexity O(n*log,(n)). This is in _n times less than the time complexity of
n*logy(n)
Arithmetization based on IM and G. IFFT speeds up the Arithmetization.

4) The most promising method among the three tested was the IFFT method, so it is recommended
to use this method at the Arithmetization stage of the ZK-STARK protocol, as it will increase the
effectiveness of the protocol and will speed up the authentication procedure, of which the
Arithmetization stage is a part.

5) Solving a SLAEs with a large number of unknowns and equations is a very complex
computational task. Therefore, if the activity of the ZK-STARK protocol leads to the solution of a
SLAEs of size 224, or more, it makes sense to distribute the computations during the ZK-STARK
authentication procedure among the computers of the blockchain computer network to speed up the first
stage of the protocol, or to increase the capacity of individual network nodes, or to perform
computations on a quantum computer, since the amount of data that computer networks need to process
IS growing every year.

Given the fact that the IFFT has reduced the percentage of time of converting input data into a
polynomial, as a further step in the study of the promising modern ZK-STARK protocol, is the
optimization of polynomial division (acceleration of polynomial division) can be used to further speed
up the Verifier’s work of the first stage of the ZK-STARK protocol and a software implementation of
an even faster method than the IFFT is for finding the roots of an interpolation polynomial more faster.
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I. B. JIucunbka

TeopernuHa peaJizanisi Ta TECTYBAHHS NEPUIOr0 €TAay POOOTH MPOTOKOIY
ZK-STARK «Apu¢pmernzauis»

AxTyanbHicTh: 3 mosiBoro [HTepHETY CBIT Mo4YaB CTPIMKO 3MIiHIOBAaTHCS, J0 TOTO JX TEMII 3MiH IOCTiffHO 3pocTae, TOMY
npobiieMa 30epexeHHs Ta 00poOKH JaHMX cTae Bee Oibm akTyanbHO. [Ipotokon ZK-STARK - 1ie HoBuii kpunrorpadiqamii
MPOTOKOJI, SIKMH IIle HE Ma€ MAacOBOTO 3aCTOCYBAHHS Ha IPAKTHII Ta JIO3BOJISIE IEPEBIPUTH MOBITOMIICHHS YU TPaH3aKIiIO B
Mepexi BiiokdeiiH Ha TOCTOBIpHICTh, HE BIATBOPIOIOYH ii MOBHICTIO. Ha maHWii MOMEHT, BUSBIICHI NMPOTAIWHH Ta MPOOIEeMH,
MOB's3aHI 3 HOT0 3acTOCYBaHHSIM: OOYHCIIOBAaJbHA CKJIAJHICTh, MOXKJIMBA IIOTaHAa CYMICHICTH 3 IHIIMMH TIPOTOKOJIAMH,
CTIiKicTh O aTrak 3 OOKy KBaHTOBHX KOMHII'IoTepiB. Tomy y poOOTi BHpIIIEHO JOTOBHHUTH BHUCBITIEHHS IpOOJIEMH,
MOB’513aHO1 3 0OYHCITIOBATBHOIO CKIIAIHICTIO T 3aIPONIOHYBATH BapiaHTH BUPIIIEHH 1€l mpoOieMu.

Merta: Ha OCHOBI TeopeTWuHOI peamizamii mepmoro eramy Arethmetization po6oru mportoxomy ZK-STARK mposectu
TECTYBaHHS HOTr0 MPOrpaMHOI peairizaiil 3ay1s HaJaHHS PEKOMEHIAIN 100 HOro HaiGiabI 00YHCITIOBATEHO-e(EKTHBHOT
Bepcii.

MeToau IOCTiIKeHHsI: MATEMaTHYHI BIIOMOCTI 3 TEOpii iHTEPIOIIOBAHHS, TEOPii TPYI, TEOPil YKCE; BIIOMOCTI PO YKCIa
®ibonauyi; BimoMocTi po ¢yHkKHio Eiinepa; MOpoKyOUnil eneMeHT TPYIH; IHUKIIYHI TPYNH; IHTEPHOIALIHHAN MOIHOM
Jlarpamka Ta TOCTIJOBHICTh OOUYHCIIEHb, TaKOXK cepena mporpamysanus Visual Studio 2022, moBa mporpamyBanus C++,
6iomorexka NTL, Microsoft Excel.

Pe3yabTaTi: pe3ynbraTroM pobOTH € TeopeTHdHa peatizamis poboTu mepmoro eramy npotokony ZK-STARK Tta tectyBanHs
Ha e()eKTHBHICTh NEPIIOTO eTaITy, Ta HaJaHHI peKOMEH Al o0 Horo Hail0iIbn eeKTUBHOTO Bepcii.

BucnoBok: TecTyBaHHS MOKa3ao, MO MPaKTHYHE BIPOBauKeHHs Aprdmerusanii Ha ocHoBi L3P mae 9acoBy CKIIapHICTH
n*logi/oi(n), sxa y (n"3)/(n*logi/oin)) pasie MeHmIa, HiX yacoBa CkIaaHicTh Apudmerusanii Ha ocHoBi 3M Tta I, mo
IPHCKOPIOE poboTy etamy Apudmerusanis nporokony ZK-STARK.

Keywords: protocol, ZK-STARK, ARETHMETIZATION, modeling, program, implementation, C++ programming language,
testing, blockchain, efficiency.

Hagiiwna y nepuin pegaxuii 07.08.2024, B octanHiit - 11.09.2024.
The first version has been received on 07.08.2024, the final version - on 11.09.2024.


https://learn.ztu.edu.ua/
https://core.ac.uk/download/pdf/14034615.pdf
https://www.youtube.com/watch?v=h7apO7q16V0
mailto:%20lgloba@its.kpi.ua
mailto:%20lgloba@its.kpi.ua

ISSN 2304 -6201 BicHuk XapkiBcbkoro HawjioHanbHOro yHisepcuteTy imeHi B. H. KapasiHa
cepia «MaTematiyHe mogenioBaHHs. IHopmaLliiiHi TexHonorii. ABTOMaTU30BaHi CUCTEMM ynpaBniHHaY, Bunyck 63,2024 17

DOI: https://doi.org/10.26565/2304-6201-2024-63-02

V]IK (UDC) 681.3;519.6;537.525

Binak KOpiii FOpiitoBuy  xano. ¢his.-mam. nayk, ooyenm, 3as. kagedpu npozpammno2o 3abe3neyeniis
cucmem J[BH3 «Yowceopoocekuii  HayionaneHuil — yHigepcumemy, M.
Yorczopoo, nn. Hapoowna, 3, YVrpaina, 88000
e-mail: yuriy.bilak@uzhnu.edu.ua
https://orcid.org/0000-0001-5989-1643

lyai6oB Osekcanap Jokm. ¢hiz.-mam. Hayk, npoghecop, npoghecop xragedpu KeaHmoeoi

Kaminosuu enexmponixu [[BH3 «Yaceopoocvkuii HayionanoHull yHigepcumemy, M.
Yowceopoo, ni. Hapoowua, 3, Yipaina, 88000
e-mail:_alexsander.shuaibov@uzhnu.edu.ua
https://orcid.org/0000-0001-9925-7161

TexHos0ris MoIeIOBAaHHS TAPAMETPIiB MJIa3MU NMepPeHaANPYKeHOT 0
HAHOCEKYH/JHOTO Po3psiAy MeToaoM particle-in-cell
Ta NPOrpaMHa peaJiizauis

Meta. MeToro naHOi HayKOBOi pPOOOTH € TIOPIBHSUIBHHINA aHaNi3 YHCENbHHX METOJIB MOJCIIOBAaHHS, SKi € HEBiJ €MHOIO
YaCTHHOIO CYYacHHX HayKOBHX JOCIHiJKEHb, OCOOJIMBO Yy CKJIAQJHHX (i3MYHUX CHCTEMaxX, TaKMX sK IUIa3Ma Ta po3poOKa
TEXHOJIOT{i YMCIOBOTO MOJIEIIOBAHHS IapaMeTpiB IUIa3MH IHEPEHANpPYKEHOT0 HAHOCEKYHIHOTO PO3pAdy 3 BHKOPUCTAHHAM
merony Particle-In-Cell (PIC) mns amamisy OuHaMIiKH €IEKTPOHIB, i0HIB Ta iX B3a€MOJii 3 €NEKTPOMATHITHHMH IOJISMH.
JocnimkeHHsT cipsIMOBaHE Ha OTPUMAaHHS JIETaJbHOTO YSBICHHS MpO (i3UUHI MpOIecH, M0 BiIOYBAIOTHCS B HEPIBHOBAXKHIN
U1a3Mi, Ta BU3HAYEHHS OCHOBHHUX ITapaMeTpPiB pO3PALY, TAKUX AK €JICKTPOHHA I'YCTHHA, €HEPTis eIeKTPOHIB, IIBHIAKICTD Apeiidy,
SJISKTPUYHE I MarHiTHE MOJIS, @ TAKOXK OCOOJIMBOCTI YTBOPEHHS CTPHMEPIB Ta i0HI3aliHHUX XBHJIb.

Mertoau pocaipkennsi. Y po6oti Bukopucrano meros Particle-In-Cell (PIC) asist 4iCIOBOro MOJIEIOBAHHS JHHAMIKHI [LUIA3MH,
IO TIOEAHY€E KIHETHIHUH OIUC PYXY 3apsKEHUX YaCTHHOK 13 PO3paxyHKOM €JIeKTPOMAarHiTHUX IOJIB Ha PeryssipHil citii. [l
PO3B’si3aHHS PIBHSHb MakcBelula 3aCTOCOBAHO Pi3HHUIEBI CXEMHM, a Ui MOJICTIOBAaHHS B3a€MOJINH YaCTHHOK BHKOPUCTaHO
AITOPUTMH 1HTEPIIOJIALIi Ta OOYHCIEHHS TYCTHHH 3apsaiB. Tako BUKOPHCTAHO METOIU aHAJI3y CIIEKTPaIbHUX XapaKTEPHCTHK
TUIa3MU TS BaJTiiamii pe3ysbTaTiB.

PesyabTaTn. OTpuMaHi pe3yiabTaTd JO3BOJATH ONTHMI3yBaTH YMOBH CTBOPEHHS IDIa3MH JUIS 3aCTOCYBaHb Y TEXHOJIOTIYHHX
mporecax, TaKUX SK CHHTE3 MarepialiB, IUIa3MOXiMis, CEHCOpHMKa Ta OMNTOENEKTPOHiKa. Pe3ynpraTH y3rokyroThcs 3
eKCTIepIMEHTAIBHUMH JaHUMH JUIs OAIOHMX YMOB pO3psily, 30KpeMa y CyMilllax MOBITps Mpu atMocdepHOMY THCKY. MeTon
MPOJIEMOHCTPYBaB BHCOKY TOUHICTh Y MOJIC/IOBAHHI HECTAIliOHAPHHX TIPOIECIB, XapaKTePHUX ISl HAHOCEKYHIHOTO PO3psny,
TaKHX SK YTBOPEHHsI CTPUMEPIB Ta i0HI3aLiiTHUX XBUIIb.

BucnoBkn. BcraHoBneHo, 1o 4McioBHE Migxix 3abesmedye eTanizoBaHe YSBICHHS PO ITOBEIIHKY IUIa3MH B yMOBax
HEpiBHOBA)XHOTO CTaHy, IO BiAKpHUBA€ TIEPCHEKTHBU [UIA ONTHUMI3allii TEXHOJIOTIYHHUX MPOIECiB Yy IUIa3MOBiH Ximii,
MaTepiaJo3HaBCTBI Ta ekoJorii. He3Baxkatoun Ha BUCOKY OOUMCITIOBANBHY CKIaaHiCcTh, MeTol PIC € eeKTHBHIM 1HCTPYMEHTOM
IUTSL TOCTIKEHHS IUTa3MOBHX SIBUII y CKJIATHUX (iI3UIHUX YMOBaX.

MaitOyTHI IOCTIKEHHS IOJIATAIOTh y TONABIIOMY BJIOCKOHAJICHHI YHCIOBHX MOZENEH Uil TOYHIIIOTO MOICTIOBaHHS
HpOLECiB y MIa3Mi NMpH Pi3HUX YMOBax mepeHanpyxeHHs. OdiKyeTbCsl PO3BHTOK KOMOIHOBAaHMX IiJXO[IB, IO MOETHYIOThH
meroau PIC 3 iHImIMMH MoOJenssMH, 30KpeMa TiJpOJMHAMIYHMMH, JUI1 OLThII e(eKTHBHOTO ONHCY 0araTOKOMIOHEHTHUX
IUIa3MOBHX CHCTEM. 3acTOCYBaHHS IIMX MoOJENel y TEXHOJOTisfAX IUIa3MOXiMii, MaTepialo3HaBCTBi, CEHCOpHII Ta
OITOENIEKTPOHII BIAKPHBAE HOBI MOXKIIMBOCTI AJIsI CTBOPEHHS iHHOBALiHHUX MaTepiajliB i CHCTEM.

Knrouosi cnosa: mexnonozis mooenosanns, Particle-In-Cell; ananiz ma onmumizayis; uucnosuii ananiz; nepenanpyosicenuil
HAHOCEKYHOHULL 2a30P03PS0; eleKMPOMASHIMHI NOJISL, HeCMAayioHapHi npoyecu, Kinemuuni memoou, Python.
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1. Beryn

MogpentoBanHsl (i3UYHMAX MPOILECIB € BKIMBUM THCTPYMEHTOM JJIsl aHAIII3y Ta ONTHMIi3allil sIBHIII,
AK1 CKJIaZHO 200 HEMOKIIMBO JOCTIIUTH eKCIepUMEHTaNbHO. Lle 0co0anBO akTyaqbHO AJIS CHCTEM i3
OararbMa KOMITOHEHTaMH, HECTaIliOHAPHUX 1 HEPIBHOBAXXHUX IIPOIIECIB, TAKUX SK JTUHAMIKA TUIA3MH,
Ja3epHO-1HIyKOBaHI TPOIECH, TEIUIONEpPeHoC abo TypOyJeHTHI IOTOKH. MareMaTH4Hi MOneni
JO3BOJIAIOTE OTPUMATH JeTallbHE VsIBICHHA Npo (i3MKy mpouleciB, 3MEHIIUTH BUTpPaTH Ha
eKCIIepIMEHTANbHI JOCTIHKEHHS Ta MPUIIBUIAIINTH PO3POOKY HOBUX TEXHOJIOTIH y TaKUX Tally3siX, sIK
EeHepreTHKa, MaTepiaio3HaBCTBO, KOCMIUHA (Di3nKa, MEIUITMHA Ta ONTOCIEKTPOHIKA.

OCHOBHI TEXHOJIOT11 MOJICTIOBaHHS OXOILIIOIOTh:

e KiHETWYHI MOAEMI, SIKi ONMUCYIOTh JUHAMIKY YaCTHHOK Y CEPEIOBHIII HUISIXOM PO3B’SI3aHHA
piBHsHBL bonbiiMaHa, BiacoBa abo 3a jonomoroto Mmetoay MonTte-Kapio.

e wmeron Particle-In-Cell (PIC), mio moennye KiHETHYHE MOJCIIOBAHHS YaCTHHOK 13
PO3paxyHKOM eJeKTPOMArHiTHUX TMOJIiB Ha PETYIAPHIN CiTI;

® TiApoAMHAMI4HI MOZENi, AKi PO3MIAAaloTh (i3UUHY CHCTEMY SIK CYLIJIbHE CepeloBHILE,
ONUCYIOYH ii mapameTpH vyepe3 PiBHIHHS 30epeKEHHS MacH, IMITyJIbCY W €HepTii.

e KOMOIHOBaHI MiXO/AH, IO MOEAHYIOTh KIHETUYHI MOJICIII JIJISl OTIMCY IIBUJIKKX 1 JIOKAIbHHUX
MPOIIECIB 13 TIAPOAMHAMIYHUMH JIS aHAITI3Y TJI00AIbHUX MapaMeTPiB CHCTEMHU.

e JTa3epHO-IHAYKOBaHI MPOIECH Ta MOJEIIOBAHHS B3a€MOJIi JIA3€PHOTO BUIPOMIHIOBAHHS 3
MaTepiajaMH, SKi OMUCYIOTh (PI3MYHMX 1 XIMIYHHX SIBUIII, [0 BHHUKAIOTH ITiJ] JII€I0 JIa3epa.

e MO/JIeNi Ha OCHOBI PIBHOBa)XHOI TEPMOAWHAMIKH JUIsI OMUCY CHCTEMH B YMOBax JIOKaIbHOT
TEPMOIMHAMIYHOI PIBHOBArH.

® MOJENIOBaHHS 3 BHUKOPUCTaHHS IuTy4yHoro iHtenekty (ILI), ske mo3Boisie BupimryBaTH
ckiaaHi QizwyHi 3agaui mBuAme Tta edekrtuBHime. Inrterparis LI 3 TpagumiiHuMUK
METOJJaMH MOJIENTIOBAaHHSA, TAaKUMHU SK KiHEeTH4HiI abo0 TiIpoAWMHAMIYHI MOJIEeNi, Ja€ 3MOTyY
ONTHUMI3yBaTH OOYHMCIIOBANBHI IIPOIECH, TepeadadaT pe3ylbTaTH Ta aHAIi3yBaTH BEIHKI
o0csrn nanux. 3aBAsSKH MamMHHOMY HaB4yanHIO (ML) i rimbokomy Hauanato (DL), LI
VCIIIIHO 3aCTOCOBYETHCS ISl MPUCKOPEHHS PO3B’SI3aHHS DIiBHSAHB (PI3UKH, BiIHOBIICHHS
JIAHUX y peaJbHOMY 4Yaci 3 eKCIIEpUMEHTIB a00 MOJIEIIIOBaHb, aBTOMAaTH30BaHOTO aHAJII3y Ta
KJIAaCU(IKaIlil CKIIaJHUX CUCTEM.

3aranoM, MOJIENIOBaHHs ()i3UYHUX TPOLECIB J03BOJISIE CKOPOTUTH BUTPATH HA EKCIEPUMEHTAIBHI
JTOCITI/PKEHHS, ONTHMI3yBaTH MapaMeTPH TEXHOJIOTIYHHMX MPOIECIiB, 3pO3yMITH JUHAMIKY CHUCTEM, Je
EKCIEpPUMEHTH € CKJIQAHUMH a00 HeOe3neyHHMH (HallpUKIal, BUCOKOBOJBTHI PO3PsAH, IUIA3MOBI
peaKkTopu), MPOTHO3YBaTH TOBEMIHKY CHCTEM MpPU 3MiHI YMOB, W0 € B&XJIWBUM JUI PO3POOKH
iHHOBaIifiHUX TexHoyorid. YWcIoBEe MOIENIOBaHHS 3ANMIIAETHCA AKTyaJbHUM HANPSMKOM JUIS
PO3B’si3aHHS CKIQAHUX (DI3MUHUX 337124, 3aBISIKH PO3BUTKY aJITOPUTMIB, 301TbIIEHHIO OOYHCITIOBATEHUX
MOTYXXKHOCTEW Ta iHTerpalii cydacHUX MiAXOIiB.

VY cydvacHill ¢i3ulli mIa3Mu i TEXHOJIOTISX, SIKi IPYHTYIOThCS Ha TUIA3MOBHX TPOLIECAX, TOCIIHKEHHS
NepeHanpyXeHuX HaHOCEKYHIHHX PO3PSIiB € HaA3BUYAMHO akTyanbHUM. Taki po3psau 3HaXOISITh
3aCTOCYBaHHS B IIMPOKOMY CIIEKTPI 3aB/iaHb, MOUMHAKOYM BiJ 0OpOOKH MaTepiadiB 1 Mmia3Moximii J0
CTBOPEHHSI BUCOKOTEXHOJIOTIYHHUX MPHUCTPOIB JJIsi MEJMYHHUX 3aCTOCYBaHb T4 €KOJIOTIYHOTO OYHUIIECHHS
[1,2]. OcobnuBicTIO UX PO3PSIIB € HEPIBHOBAKHHI XapakTep IUIa3MH, B sIKil €HEpris eIeKTPOHIB
3HaYHO IIEPEBULIYE EHEPril0 10HIB 1 HEUTPAIbHUX YAaCTHHOK, IO POOUTH IX YHIKaJbHUMH JUIS
e(EKTHUBHOTO YIPaBIIiHHS IIa3MOBHMH TPOIIECAMH.

BaxmBuM 3aBiaHHIM € BUBYCHHS KIHETHYHHX TIPOLIECIB Y Takiil 1iia3mi, 30KpeMa MOJICIIOBAHHS
napameTpiB IJIa3MH, TaKUX SIK TYCTHHA €JIEKTPOHIB, €HEPrisl eIEKTPOHIB, €IEKTPUYHI Ta MarHiTHI MOJS,
a TaKOXK B3a€MOJIisl YaCTUHOK. PO3B'3aHHS TakuX 3aJla4 BUMAra€ BUKOPUCTAHHS YUCIIOBUX METOJIIB, SIKi
JIO3BOJISIIOTH OTPUMATH JICTAIbHUN OITUC JMHAMIKY ID1a3MHU Y TIpocTopi i vaci. HaitGinbi nomynspHuMu
METOAaMHU MO/JIeNIIOBaHHsI € MeTol MonTe-Kapio, MeTou CKiHUeHHHUX Pi3HULB Ta CKIHYEHUX €JIEMEHTIB,
MiAX11 13 BUKOPUCTAHHSM TifipoauHamMiunux mojeneit, meroa Particle-In-Cell (PIC), moaentoBanus i3
3aCTOCYBaHHIM MAITMHHOTO HABYAHHS Ta HA OCHOBI PIBHOBKHHUX TEPMOJIMHAMIYHUAX MOJIEIIEH, a TAaKOXK
koMOiHoBaHi miaxoau [3,4]. OqHuM i3 KIFOYOBHX MiIXO/IB YIS TAKOTO MOJICIIOBaHHS € MmeTo[ Particle-
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In-Cell (PIC), sixuii mae 3MOry AeTajbHO OMNMCATH IMOBEIIHKY 3apsA/DKEHHX YACTHHOK Y ITOJII Jii
ENEeKTPUYHMX Ta MATHITHUX CHJL.

Mertoro i€l poOOTH € po3po0Ka TEXHOJIOTIl Ta peanisallis YUCIOBOI MOJEI Ui MOJICITIOBaHHS
napameTpiB IUIa3MH TIEPEHANPYKEHOTO HAHOCEKYHJIHOTO pO3psiiy 3 BUKOpUCTaHHIM MeTtoay PIC Ta
BIJIITOBITHA TIPOTPaMHA peatizallis. Y mpoIieci BUKOHAHHS POOOTH:

®  JIOCHI/DKYIOTHCS OCHOBHI (Di3W4HI SIBUIIA, SIKi BU3HAYAIOTH TIOBEIIHKY IJIa3MU;
®  aHANIZYIOThCS YHMCIIOBI alTOPUTMU 7Sl PO3B’si3aHHs PiBHAHb bonbiiMana i MakcBera;
e  3JIHCHIOETHCA MTpOrpaMHa peastizailis MO ISt YMCIOBOTO aHAlli3y apaMeTpiB IUTa3MH;

® BHUKOHYETHCA OHiHKa napaMeTpiB jiasMu, TaKuX SK CJICKTPOHHA I'yCTUHA, CHCpI‘GTI/I‘IHi
BTpaTH, CJICKTPUIHE 1 Mar”iTHE IOJe.

Pesynbratu 1iei po60oTH 103BOIATH TIUOIIE 3pO3YMITH MPOLECH, SIKi BiIOYBAIOTHCS y TIa3Mi i 4ac
NepeHanpykeHoro HaHOCEKYHIHOTO PO3PSLy, a TaKOK MOXYTb OyTH BHKOPHUCTaHi Il ONTHMi3amii
TEXHOJIOTIYHHUX MPOLECIB, [IE 3aCTOCOBYETHCS IJIa3Ma.

2. Orasn jgiteparypu

YucnoBe MOJIEIIOBaHHSI [JIa3MOBHX MPOLIECIB, 30KpeMa MepPEeHaNpyKEHNX HAHOCEKYHAHUX PO3PSIiB,
€ BOXJIMBUM HAIIPSIMOM CyYacHO1 (i3WKH TUTa3MH, OCKIIBKH IIi SIBUIIIA 3HAXOJSTh ITUPOKE 3aCTOCYBAHHS
B TEXHOJIOTISIX, TIOB'SI3aHMX 13 TIa3MOXiMi€l0, 0OpOOKOI0 MaTepialiB Ta MeAUIIUHOI. Po3risiHeMo npaiti,
Jie TIPEACTaBICHO YHCIICHHI MiJXOIU 10 MOJACIIOBAHHS IUIa3MU, IO BIAPI3HAIOTHCS SK 3a CKJIAIHICTIO,
TakK 1 3a 3aCTOCOBHICTIO JI0 Pi3HUX (PI3UYHUX YMOB.

OpHUM 13 HAWMTOIIMPEHIMNX MiAXO0IB € BUKOPUCTAHHS KIHETUYHUX MOJIENIEH, 30KpeMa po3B’ sI3aHHs
piBHsiHHS BonbliMana Ui omucy (YHKIIT PO3MOMUTY €NeKTpOHiB. Y poOOTi [5] KiHETHYHI MeTomu
JIEMOHCTPYIOTh BUCOKY TOYHICTBH JIJIsl OMTUCY HEPIBHOBAXHUX MpoIieciB y muasmi. Meton MonTe-Kapsio,
omucaHuil y [6], € eEeKTUBHUM JJIsI MOJICITIOBAHHS 3ITKHEHB €JIEKTPOHIB 3 MOJIEKyJaMH Ta aTOMaMH,
0co0NIMBO B YMOBax HHU3BKOTO THCKY. lIpoTe KiHETHYHI MOJEeNi MarTh 3HAUYHY OOYHCIIOBAIBHY
CKJIQ/THICTB, IO 0OMEXYE IX 3aCTOCYBAaHHS IS BETUKAX MacIITa0iB.

PIC € omHuMm i3 HpOBIAHUX METOAIB MOJENIOBAHHS IJIa3MH, IO [JO3BOJSIE BPaxOBYBAaTH SIK
MIKpPOCKOMIYHY JUHAMIKY YaCTHHOK, TaK i MaKpockoIiuHi nojs. Pobotu [5, 7] akIeHTYIOTh yBary Ha
VHIBEpPCaJIBbHOCTI IIBOTO METOJY, KUK MOXE 3aCTOCOBYBATHCH JUIS OINKCY HECTallioOHApHUX MPOIIECIB,
TaKuX SK YTBOPEHHS CTPUMEPIB UM PO3BUTOK po3psiliB. 3okpema, PIC ycnimHo BUKOPUCTOBY€ETHCS LIS
MO/JIEITIOBAaHHSI HAHOCEKYHJHUX PO3PsIiB B yMoBax arMocdepHoro tucky [8]. [Tompu 1ie, meto motpedye
3HAYHUX OOYHCITIOBAJIBHUX PECYPCIB 1 € UYTIMBUM JI0 IOYaTKOBUX YMOB.

VY mitepaTypi TakoX LIMPOKO BHKOPHUCTOBYIOTHCS TIAPOJMHAMIYHI MOJETI [UIS OIHUCY IUIa3MH SIK
cynisHOTO cepenopuma. Podotu [9, 10] moka3yroTh, M0 Taki MoAeNi € e)eKTUBHUMHU TSI IIBUKOTO
OIIIHIOBaHHSI MApaMeTPIB MJIa3MH Y BUMAKaX, KOJH MOYKHA 3HEXTYBAaTH MIKPOCKOIMYHUMHU e(eKTamMHu.
BonM ycminiHO 3aCTOCOBYIOTHCS JJISI OMTUCY PO3PS/IiB BUCOKOTO THUCKY Ta HIUIHHOI IIA3MU, MPOTE HE
BpPaxOBYIOTh JIMHAMIKY OKPEMHX 4YacTHHOK. TepMmoauHamiuHi Mopmeni mnepeadadaroTh JOKAIbHY
TEpPMOJIMHAMIYHY PiBHOBAry IJIa3MH Ta BUKOPHCTOBYIOTBCS B YMOBaX BHCOKOTO THCKY 1 TEMIIEpaTypH.
PoGotu [11, 12] moka3yioTh, IO Taki MiIXOAH JO03BOJISIOTH CIPOCTHUTH MOJICIIOBAHHS, ajie €
HENPHUIATHUMHU JJIs1 HEPIBHOBAKHUX YMOB, TaKMX SIK HaHOCEKyHIHI po3pamu. Lllomo xomOGiHOBaHHX
MiIXO/1iB, TO MOE€THAHHS KIHETUYHUX 1 T1IPOJUHAMIYHUX MOJIeIIel 3HaXOIUTh BiJOOpaXeHHS Y Cy9aCHUX
nociipkenusx |13, 14]. i niaxoau 3a0€31euyr0Th KOMITPOMIC MK TOUHICTIO 1 IIBUJIKICTIO OOYHUCIICHD,
JTO3BOJISIIOYH JIETALHO OIHCATH B3a€EMOJIIIO EIEKTPOHIB, 10HIB 1 HEUTpanbHUX YacTWHOK. Hemomikom €
CKJIQ/IHICTh 1HTETpaIii pi3HIUX MOJIENeH, 10 MOXKe BIUTMBATH Ha CTA0LIBHICTh 1 TOUHICTH Pe3YNbTaTIB.

VY poborti [15] HaBeneHO eKCIIEpUMEHTANBHI JIaHi IOJI0 MapaMeTpiB HAHOCEKYHJHHUX PO3PSJIB Y
CyMilllaX TOBITPsI, IO JO3BOJIAIOTH BaiyBaTH YHMCJIOBI Mojeini. Taki JOCHIIKCHHS JEMOHCTPYIOTh
Y3TOJKEHHS. MK EKCIIEPUMEHTAIbHUMH Ta YHCIOBUMH pe3yJbTaTaMM, 30KpeMa Ijsl eJIeKTPOHHOI
TYCTHHH, IBHIKOCTI JApeidy Ta enexktpuuHux moiiB. Y mpami [16] KOCHiIKYIOTBCS eleMeHTapHi
MPOIIECH B3aEMOJIIT 3aps/DKEHUX YaCTHHOK B €IEKTPOHHOMY ITyuKy cTpyMoM Onm3bko 1 A. [lpuBeneni
pe3yJabTaTH YHCEIHLHOTO MOJISIIOBAaHHS OJHOBUMIpHUM MetoaoM Particle-In-Cell Takux mporieciB sk
PO3LIMPEHHSI €JIEKTPOHHOTO Ta3y, BUPIBHIOBAHHsS TEeMIEpaTyp IBOX MiJCUCTEM EJIEKTPOHHOTO Tasy,
BJIACHI KOJIMBAHHS MOJIEIHHOTO €JIEKTPOH-TIO3UTPOHHOTO Ta EIEKTPOH-MPOTOHHOTO ra3iB. ¥ paMkax
METOAY BUIbHUH €JIEKTPOHHUI a3 pO3MINPIOETHCS 38 paXyHOK €JIEKTPOCTATHYHOTO BiAIITOBXYBaHHS MK
€JIEKTPOHAMU TPH MOCTIHHUK MOBHiH eHeprii. Moaenb BUTbHOTO €JIEeKTPOHHOrO ra3y, sika IpeicTaBieHa
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MOJCIIbHIMH YaCTHHKAMH Y BUTJISA1 HECKIHUCHHHX TIACTHH, TAKOK BUPIITYETHCSA aHAUTITHIHO. Y POOOTI
[17] mpoBeneHO MOBHWI LUK €KCHEPUMEHTAIBHHUX 1 TEOPETUYHUX AOCHIIKEHb 1 MaTeMaTHYHOTO
MOJICIIIOBAHHSI TJIA3MOBHX MPOIIECIiB Y HEraTUBHIM KOPOHI MiJ TUCKOM HAaBKOJIMIIHBOTO CEpPEIOBHIIA
a30THO-KHCHEBOI Ta aproHO-KHCHEBOI Ta30BHX cyMimied. JlOCHiIKeHO BIUIMB TE€OMETPUYHUX Ta
SJIeKTPUIHHX MTapaMeTPiB KUCHIO Ha ITyTbCAIliI0 CTPyMY. 3A1HCHEHO YHCENbHE MOICTIOBAHHS KOPOHHOTO
CTPYMY 3 BUKOPHCTaHHAM IU(epeHIiaIbHIX PIBHAHb HEIEPEPBHOCTI AJIs TIOTOKIB 3apsiAiB, JOMOBHEHUX
piBHsHHSAM [lyaccoHa ISl €IeKTPUYHOTO MO B KBa3iABOBUMIpHOMY MpocTopi. Di3ndHi MeXaHI3MH
CKJIQJIHOTO KOPOHHOTO IMIYJIECY CTPYMY $IK BH3HAUCHO IPEKypcop, a TaKOX KPOK IMITYJIbCy Ta
BHUCOKOYACTOTHI MyJbcalii crpyMmy. Y poOoti [18] Oyno mokaszaHo, 1m0 HaWONBII MPUHHITHOO
¢hi3MYHOI0 MOJEIUTIO AJISl ONMHKCY IJIa3MOBUX KOJUBAHb IPHU T'CHEpalii MIa3MOHY € MOJAEIb XOJIOTHOI
IUTa3MH, A€ JUIS OTPUMAHHS BUPA3y JUIS IUIa3MOBHX KOJIMBaHb MU BUKOPUCTOBYEMO CTAHIAAPTHI PIBHSAHHS
pimuan. OcobauBy yBary B poOOTI MpHIiieHO BUKOpUcTaHHIO MeTony Particle-In-Cell, 3a momomororo
SKOTO 3/11HCHIOBAJIOCH MOJICJIIOBAaHHS Ta Bi3yalli3allisi KOJMBaHb MJIa3MH 3 BAKOPHCTAHHSAM MIPOrPaMHOTO
xoxy MathCad.

ExcriepuMeHTalIbHI AOCHTIKEHAS TAaKOXX MPOBOAWIINCS Y Pl HAYKOBUX Ipaib, SKi MOTPEOYIOTH
HOAJBIIOT0 MOJICIIOBAHHS Ta 0OPOOKM OTPUMAaHUX EKCIEPUMEHTAJIbHUX HaHUX. Y crarrsax [19-23]
JIOCITIPKEHO Pi3Hi aCTIEKTH MePeHANPYKEeHUX HAHOCEKYHIHUX PO3PSIiB Ta X 3aCTOCYBaHHS JIJIsl CHHTE3Y
TOHKHX IUTIBOK 1 HAHOCTPYKTYP. Y [19] BHBUEHO CHIeKTpasbHI XapaKTePUCTUKH TUIA3MH MK THHKOBUMH
eJIEKTPOIaMH Ta PEai3oBaHO CUHTE3 HAHOCTPYKTYPOBAHUX ILTIBOK i3 IUHKY, OKCUIY W HITPUAY LIUHKY.
VY [20] mocnipKeHo TUia3My MiX aJIFOMiHIEBUMHU Ta XaJbKOIIPUTOBUMH €JICKTPOJAMH, IO JO3BOJIHIIO
cuaTe3yBatu TwriBKH CuAllnSe; i BU3HAUWTH KIIIOYOBI mapameTpH mwiasMu. Y [21] mpoaHami3oBaHO
BIUIMB JIa3€PHOTO BHUIIPOMIHIOBaHHS Ha (POpMyBaHHS CTPYKTYpOBAaHUX IUTIBOK i3 BOJHOTO PO3YHHY
MIJHOTO Kyrmopocy. Y [22] onrcano 0cOOIUBOCTI PO3PSAY B a30Ti MK €IIEKTPOJaMH i3 Cyb(iay cpidna
(Ag2S), mo moxe Oyt mKepenoM YD-BUIPOMIHIOBAHHS Ta MIKPOCTPYKTYPOBaHHX IUTiBOK. Y [23]
3aMpoOIIOHOBAHO METO/T CHHTE3y TuTiBOK WO3 y Ta3omapoBiii cyMimni «Air—W» 0e3 BaKyyMHOI TEXHIKH.
Jis upx poOiT 4MciIoBe MOETIOBAHHS MPOLECIB € aKTyaJlbHUM 4Yepe3 CKIAIHICTh 1 PeCypCOEMHICTb
EKCIICPUMEHTIB.

[IpoBexeHmii OIS JTiTEPATypH CBITYNATH PO 3HAYHUI IPOTPEC Y YHCIOBOMY MOJICIIOBAHHI IUIA3MH,
0CO0JIMBO 3 BUKOPUCTaHHIM KiHETHYHUX MeToAiB Ta MeToxy PIC. 11i migxoau € HaiieeKTHBHIIIUMU JJ1s1
OMKCY HEPIBHOBOXHUX TMPOIECIB, XapakTepHUX JIs HAHOCEKYHJHUX po3psaaiB. [Ipore Bucoka
004HCITIOBATIbHA CKJIQAHICTD 3aIMIIA€THCSI BUKIUKOM, IO CTUMYJIIOE PO3BUTOK KOMOIHOBaHMX MOJIEJIEH,
AaKi 00’€MHYIOTh TIepeBaru pizHUX minxoxiB. [lomamemri mocmikeHHS MOXYTh OyTH CIpSMOBaHI Ha
MOKpAIICHHS €(PEKTUBHOCTI O0UHCIICHD Ta IHTErPAIlil0 EKCIICPUMEHTAIbHUX JTAHUX IS BIIOCKOHAJICHHS
YHCIIOBHX MOJIETIEH.

3. MeToau Ta TeXHOJIOTII

OCHOBHMM TMiAXOJIOM /0 MOJETIOBAHHS NapaMeTpiB IUIa3MH MEpeHanpyKeHOr0 HAHOCEKYHIHOTO
PO3psALy € YMCelbHE PO3B'sI3aHHS KIHETUYHOTO PiBHSHHA bonbiMana mis GyHKIII po3roniny eHeprii
eJIeKTpOoHiB. 115 IeTadbHOTO JOCHTIPKEHHS ITPOIIeciB, OyI0 PO3TISHYTO TaKi ACTIEKTH SIK:

e JIBOTEPMOBE HaONMKEHHS (METOJ, IO BHKOPHCTOBYETHCS ISl PO3paxyHKy (yHKIii
PO3IOJILTY EHeprii eJeKTPOHIB);

® pO3paxyHOK iHTerpaniB (Ha OCHOBiI (DYHKIIii PO3IIOMAITYy BHU3HAYAIOTHCSH CEPENHS EHeprisd
SJIEKTPOHIB, TEMITEPATYpa, IIBUIKICTH Ipei]y, TyCTHHA EIEKTPOHIB Ta IIBUIKOCTI OCHOBHUX
€JIEKTPOHHUX TIPOIIECIB);

e 100y0Ba 3aJICKHOCTEH (BUKOHYIOTHCSA PO3PAXYHKHU 3aJIC)KHOCTEH MapamMeTpiB IIa3Mu Bif
BEJIMYMHU 3BEJICHOTO EIIEKTPUIHOTO TIO0JIS);

e BHKOpHUCTaHHS 0i0mioTek e(eKTUBHMX Mepepi3iB (maHi Mpo B3aEMOMII0 EJEKTPOHIB 13
MOJIEKYJIaMHU Ta aTOMaMHu).

Lli acmiekTH 3acTOCOBYIOTBCS Ul aHaJi3y €JIEKTPOHHOI TeMIepaTypH, €HeproBTpar i mapameTpiB
i10HI3amii B TU1a3Mi cymimield moBiTps 3 mapamu. Po3B'si3aHHS 331241 MOJIETIOBAHHS ITapaMEeTPiB IIa3MU
nepeHanpyXeHoro HaHOCEKYHTHOTO PO3psily MOXe OyTH peali3oBaHO Pi3HUMH YHCIOBUMH METOJIaMH
Ta miaxoAaMu. Y TaOnuIl HIXK4YE HABEJEHO Pe3yJIbTaTH MPOBEACHOTO JETAIbHOrO aHaIli3y MOMYJISIPHUX
METO/IIB MOJEIIFOBAHHS.
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Tabauys 1. Iopiensanus memo0ie MoOen08aH A NAAMU

Meton OcHoBHa ines IlepeBaru Henoaiku 3acTrocyBaHHs
Particle-In-Cell | Yactuaku Bucoka ToyHicTh; | Bucoka JlociKeHHs
(PIC) (emexTpoHH, 10HM) | 37MATHICTH o0uncITrOBaIFHA IUHAMIKH ~ PO3PSIIB,
MOJICTIOIOTECST  SIK | MOJENIOBATH CKJIQJTHICTB; CTPUMEPIB, IIa3MOBHUX
okpeMi  00’€KTH, | HeCTal[lOHAPHI norpeba y | cTpymiB.
II0 B3aEMOJIIOTH | NMPOLECH, Taki SK | BEJIMKUX
yepe3 noust. [lonst | crpumepu Ta | pecypcax.
PO3PaxoBYIOTbCS | PO3IBUTOK PO3PSIIIB.
Ha perysspHii
ciTLi.
PiBHoBaxHi IIpumyckaetscs, ITpocrora peanizaunii; | HempunaTtHicTh AHamiz mmasMm y
TepMOIUHAMIYHI | IO IasMa | MiIXOIUTh ATl YMOB | Ul OIICY | BHCOKOTEMIIEPAaTYPHUX
MoeJi 3HAXOIOUTHCS B | BUCOKMX THCKIB 1 | HEpIBHOB&)XHHX Ta PIBHOBaXHUX
JIOKaJIbHIN TeMmepaTyp. MIpoIIeCiB YMOBax.
TePMOJAWHAMIUHIH (HaHOCEKYHIHUI
piBHOBA3I. po3psin).
Kinernuni Po3p’s3anns HeranpHuit onuc | Bucoka BuBuenHs
MozeJi PIBHSHHS MOBEAIHKU o0uuCIIOBaJIbHA €HEeproBTpaT, 3ITKHEHb,
Bonbivana YH | ENIEKTPOHIB;  TOYHE | CKJIaJHICTB; iOHi3alli{ eNeKTPOHIB.
BUKOPHUCTAHHS MO/ICTIFOBaHHSI notpeda B TOYHUX
MeToAy  MOHTe- | MIKPOCKOIIYHUX BXIIHUX  JaHUX
Kapio JUTSL | TIPOIIECIB y IIIa3Mi. npo nepepizu
CJICKTPOHIB. B3a€MOJTiil.
liapoaunamiuni | Ilnasma Bucoka  mBuakicte | Brpara Tounocti | MoaentoBaHHS
Moaei PO3TIISIAETECS AK | OOYHCIICHB; NMPOCTOTA | Yepes IIITEHAX pO3psiiB,
CyLiTbHE peaizarii U TycToi | ycepenHeHHS; mepeada CHeprii B
cepeoBHIIe i3 | Tmasmm. HEIPUAATHICTD TUTa3Mi.
cepenHiMHA TSt ornucy
mapaMeTpamm. MiIKpOCKOTIIYHUX
MIPOIIECIB.
KomoéinoBani IToenuanus Bananc mix Tounictio | CkiaaHiCTh Ananmiz  miasmMu 3
Moaei KIHETUYHUX i1 UIBUIKICTIO; | iHTerparrii 0araTOKOMIIOHEHTHUM
FIPOJMHAMIYHUX | MOXJIMBICTh  OHKCY | MOJEJIeH; CKJIaJIOM, € MOTpiOeH
mixo/iB JUISL | CKIIaJTHUX 3aJI@KHICTh  BiJl | KOMIIpOMic MIX
onucy pi3HHX | 6araTOKOMIIOHEHTHUX | YMOB  3'€JIHAHHS | TOYHICTIO Ta
KOMIIOHEHTIB [Ia3M. KIHETUYHUX 1 | MBHUAKICTIO
TUTa3MH. MaKpOCKOIIYHUX | OOYHCIICHB.
OITUCIB.

3aranoM, BUOIp METOAY MOJEIIOBAHHS 3aJICKUTh BiJ 3aBAaHHS Ta (i3UUHUX YMOB IUIa3Mu. s
CKJIQJIHAX HECTAlllOHApHUX MpoleciB miaxoaiars meroau PIC abo komMOiHOBaHI MO, TOMI SK JJis
MPOCTHX 200 PIBHOBAKHUX CUCTEM €(DEKTHBHHUMU € TiAPOJINHAMIYHI Y1 TEPMOAMHAMIYHI MOJIETI.

Hamu ans po3poOku texnomnorii MmonentoBanus 0ysno oOpano meron PIC. Lleit meron Oa3zyeThcst Ha
NpeJICTaBICHHI TUTa3MH Y BUTIISII CYKYITHOCTI MAKPOYACTHHOK, KOJKHA 3 SIKUX MOJIEIIOE TPYITY peaibHUX
3apsKEHNX YaCTMHOK (eNeKTpOHiB, i0HiB). IXHill pyx omucyerbcs piBHAHHAMH HbloToHa, Tomi SK
€JIEKTPOMATHITHI TIOJISl PO3PaXOBYIOTHCS HIUITXOM PO3B’si3aHHS PiBHAHH MakcBeia Ha peryIspHii CiTIi.
Y nanomy MeTO/li YaCTHHKH (€JIEKTPOHH, 10HH) PO3TIISAAIOTHCA K TUCKPETHI 00’ EKTH, 110 MAIOTh 3aps,
Macy, TOJIOKEHHSI Ta IIBUJIKICTh 1 B3aEMOJIIOTH MiXK COOO0I0 Uepe3 eNeKTPUYHi Ta MarHiTHi moms. [Tos
o0uMcIIoIThEC Ha (pikcoBaHil perynspHid citmi. st po3paxyHKy BHKOPHCTOBYIOTHCS PiBHSHHS
MakcBeina abo X clpoIeHHs A1l KOHKPETHOT 3aaa4i.

Aneopumm peanizayii memody Particle-In-Cell (PIC) ons moOentosanHs niasmu mMae HACMYNHI
emanu:

e Jlpoctip mna3mu po3OHBaeTbcs Ha CiTKY (rpadik), A€ KOKHa TOYKa CITKM BiJIOBiZa€ NEBHOMY
€JIEMEHTY MPOCTOPY. BU3HAYaIOTHCS KOOPAMHATH CITKH ISl €IEKTPUYHOTO 1 MarHiTHOTO IOJIiB, a
TaKOXK JUIsI 3apsHKEHUX YaCTHHOK (€JIEKTPOHIB, 10HIB).

o [llog0 MoJIeNTIOBaHHSI YACTHHOK, YACTHHKH (EJIEKTPOHU Ta 10HU ) MOJICITIOIOTHCS SIK OKpeMi 00'€KTH,
10 MarTh Macy, 3apsja Ta mo3uilito. KoxHiii yacTHHIII HaJa€ThCs MOYATKOBA LIBUAKICTH, IO
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pi (&

0a3yeTbcsl Ha PIBHOBAXHUX po3Momiiax (Hampwiiam, MakCBETiBCBKOMY pO3MOAUT IS
€JIEKTPOHIB).

Enexrpuyne mose Ha CiTIli po3pax0OBYEThCS 3a TOTIOMOTOKO PiBHSHHS MakcBeiuia, sike 3'€JHy€e pyx
YaCTUHOK 3 TIOJISIMHU. MarHiTHE mojie 00UHCIIOETHCS 3a JOMOMOTO0 PiBHSHB MakcBesuia abo uepes
METOIY OOYNCIIEHHS BUXPOBHX TIOJIB.

J1st Ko’)kHOT 9aCTHHKY Ha OCHOBI ii MOJOKEHHS Ta MIBUAKOCTI PO3PAaXOBYIOTHCS CHIIH, IO IIOTh
Ha Hel B pe3yibTaTi B3a€MOJIi 3 €IEKTPUYHHMH Ta MAarHiTHUMHU TOJSIMA. BHUKOPHCTOBYIOTHCS
PIBHSIHHS PyXY JUIS 3apsPKCHUX YaCTUHOK:

W _9 . vuxB)

dt m

V — WIBHAKICTH YaCTHHKH, ( — 3apsii, M — Maca, E — enextpiane none, B — marnitse noxe.
Jam MomemroeMo B3a€EMOJII0 YaCTHHOK 1 ToJNiB. YacTHHKH pyXamThCcd IO TPAEKTOPIi,
00YNMCITIOBaHIN 3 ypaxXyBaHHSIM CHJI, IO HA HUX HitoTh. [licas mporo iXHE HOBE MOJIOKEHHS Ta
HIBUJKICTh OHOBIIOIOTHCA. [lapanenbHO OHOBIIOIOTHCS 3HAUCHHS €JNCKTPUYHUX Ta MAarHiTHUX
ITOJIIB HA CITII.

OO0uncnioemMo mapameTpu TazMu. Ilicis KiTbKOX KPOKiB iHTerpamii oTpuMYIOThCS MapaMeTpH
TUTa3MH, TaKi SIK eIEKTPOHHA TeMIIEpaTypa, T'YCTHHA eJIEKTPOHIB, €JIeKTPUYHI Ta MarHiTHI IMOJIs B
PI3HMX TOYKax MpocTopy. Takox MOXHa po3paxyBaTH PIBHOBAXHHUHI PO3MOJLT YAaCTHHOK 1 1X
€HEepPreTUYHUN CTaH.

AmHanizyemo pesynapTatd. OTpuMaHi JaHi MOXYTh OyTH IpOaHANi30BaHi JJisi BU3HAYCHHS
e(heKTUBHOCTI PO3pSay, TEMIEpaTypH IUIa3MH, 1i IIUILHOCTI i 0araThoX IHIIKUX MapaMeTpiB.
MoskHa BuBecTH Tpadiku 3aJeKHOCTEH MapaMeTpiB IUTa3MH BiJ 4Yacy, MPOCTOpPY, UM IHIIHX
(akTopi..

@pazmenm ko0y 075 po3e'sazky zadaui memooom PIC (Python):

# Iminianisaunidgd Y4aCTHMHOK
positions = np.random.uniform(0, L, n particles) # IlojoxeHHSA
YAaCTUHOK
velocities = np.random.normal (0, 1, n particles) # IBuokicTs
YacTMHOK (3a posnonijom Maxceeia)
charge densities = np.zeros(n grid) # MinexHicTe 3apanmie Ha ciTii
fields = np.zeros(n grid) # EnexTpuuni noss Ha citui
magnetic fields = np.ones(n grid) * BO # Maruirui nosns Ha citui

# OyHKU1A IJ1a PO3PaxyHKy CUJIM Ha YaCTUHKY
def compute forces(positions, velocities, fields, magnetic fields):

forces = np.zeros like(velocities)
for i1 in range(n particles):
grid index = int(positions[i] / dx)
E field = fields[grid index] # EjekTpudyHe MOJle Ha YaCTMHKY
B field = magnetic fields[grid index] # MarriTse nojse Ha
YaCTUHKY

¥V HallOMy BUIIaIKYy MaeMO TiJIBbKM OIOMH HallpAMOK IIJIA MarHiTHOTO

IoJisl, TOMY

# BMKOPMCTOBYEMO MNPOCTO CKAJSAPHMI HOOYTOK IJIS PO3PAXYHKY

CUIIN .

force from electric field g e * E field

force from magnetic field = g e * (velocities[i] * B field)
# Cuna Bim MAarHITHOTO I[IOJIA

forces[i] = force from electric field +

force from magnetic field

return forces
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# OyHKU1A IJ19 po3paxyHKy MHoJiie Ha ciTii
def update fields(charge densities, fields, magnetic fields, dt):
# OHOBJIEHHS €JIEKTPUUHOTO I10JId
for 1 in range(l, n grid - 1):
fields[i] += (charge densities[i] / epsilon 0) * dt

# OHOBJIEHHS MATHITHOTO IOJIA
for i in range(l, n grid - 1):
magnetic fields[i] += (fields[i] * dt) / epsilon 0 #
MarHiTHe I0OJIe 3aJIeXUTh Bl eJIeKTPUUHOT'O

return fields, magnetic fields

# YacoBa eBOJOL1A
for step in range(n steps):

# PospaxyHOK CUJI, WO HilTb Ha YaCTUHKM

forces = compute forces(positions, velocities, fields,
magnetic fields)

# OHOBJIEHHS MBUIKOCTEM Ta IOJIOXEHb YaCTUHOK
velocities += forces * dt / m_e
positions += velocities * dt

# OHoOBJIeHHS mijgbHOCTi 3apsaniB Ha ciTii
charge densities.fill (0)
for 1 in range(n particles):
grid index = int(positions[i] / dx)
charge densities[grid index] += g e

# OHoBJeHHs noJiiB Ha ciTui, nepemawoum dt
fields, magnetic fields = update fields(charge densities, fields,
magnetic fields, dt)

plt.show ()

Aneopumm pobomu xody. J1ns iHimiami3alii 4acCTUHOK CTBOPIOETHCS BUTIAAKOBHIA PO3MOILT MOJIOKEHB
YaCTUHOK TI0 MPOCTOPY Ta iX IIBWUAKOCTEW BINMOBITHO N0 po3nozainy Makcsemna. [ami peanizoBano
MOJIEJTIOBAaHHS eNeKTPHYHUX TouiB. [1ig 9ac KOXKHOTO KPOKY YaCTHHKHU 3MIHIOIOTH CBOI IIBHIKOCTI Ta
TIO3MIIi1 3aJIEXKHO BiJ] €JIEKTPUYHHUX OB Ha ciTii. [icTorpama nojoxeHp 9aCTHHOK JI03BOJISIE IOOAYUTH,
SIK BOHU PO3IOIUISFOTHCS 110 MPOCTOPY ITiJ] 4aC CHMYJISLIIT,

et ko migXOAUTh J1Jisi 0a30BUX CUMYJISIIIH Tu1a3mu 32 MeTooM PIC. Jliist OibIil TOYHOTO PO3B'SI3KY
MOTPiOHO BPaxOBYBATH CKIIAIHIIII €IIEKTPOMATHITHI TOJISt Ta B3aEMO/Iii MiXK YaCTHHKAMH.

OTtpumani pe3yabTaTu.

Pesynbratom poboTH nporpamu, 1o 6asyerscs Ha Meroai Particle-In-Cell (PIC) qyis MmonentoBanHs
napameTpiB IJIa3MH, € 4YacOoBa €BOJIOLIS MOJiB (ENEKTPUYHMX 1 MarHITHUX) Ta AWHAMIiKa 3apsKEHUX
YaCTUHOK. 30KpeMa, pe3yJbTaTh NPOrpaMH BKIIOUAIOTh:

e JInHaMiKy YaCTHHOK. PO3IOIi]1 YaCTHHOK 10 ITOJIOKEHHIO Pealli3oBaHO TiCTOrPaMOol0, sSIKa MOKa3ye, K
YaCTUHKH PO3NOJIISIOTHCS 110 IPOCTOPY B Pi3HI MOMEHTH 4acy. MaeMo MOIIMBICTh CIIOCTEpIrar,
SK YaCTHMHKU PYXalOThCS B Pe3yJIbTaTi B3a€MOII 3 MOJISIMHU Ta 1HIIUMH YaCTHMHKaMH. MOKHa TakoxX
noOyayBaTh rpadik Juis MBUAKOCTI YACTHHOK, 11100 TOOAYNTH, SIK BOHA 3MIHIOETHCS B Yaci, 10 JacTb
3MOTY OIIIHUTH €()eKTHUBHICTh MPOIECIB B TIA3Mi, TAKUX K HArpiB YACTHHOK 200 iX PO3CIIOBaHHS.

e Enextpuune mone. ['padik eNeKTpUYHOrO MO MOKA3ye, SK EIEKTPUYHE TOJIe 3MIHIOETHCS T10
KoopauHarax i 4vaci. EnekrpuyHe molie 3a3BHYail 3aJEKUTh BiJ 3aps/IOBHUX TYCTUH 1 ITOBHHHO
3MiHIOBATHUCS, KOJIM 3MiHIOEThCS PO3IIOJIIT YACTUHOK a00 1X MBUAKICTH. B enekTpuuHOMY 10JTi MOKHA
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YacToTa

MarHiTHe none (T)

mo0aYNTH, K 3MiHA TYCTHHH 3apsi/IiB BIUTMBAE HA 3MIHU TOJIA 3 9acoM. L{e Moxe mokaszaT, sIK mia3Ma
pearye Ha 3MiHU B 1 ckiIaji abo yMoBax.
Marmnithe none. ['padik MarHiTHOro MoJs MOKa3ye, K MarHiTHE IOJIe 3MiHIOETHCS 10 KOOpPAWHATaX 1
yaci. MarsiTHe mojie 3a3BHYail 3MIHIOETHCS y BIANOBIAL HAa PyX 3apsKEHHX YaCTHHOK Ta iX
B3a€MOIIIO 3 EJIEKTPUIHUMH TIOJISIMH. Y pe3yNIbTaTi MPorpaMu BU OTpUMaeTe iH()OpMAIIito po Te, 5K
MarfiTHe TI0JIe 3MIHIOETHCS 3 YaCOM 1 SIK BOHO 3aJI€XKUTD BiJl PO3IOIITY 3apsiiiB i pyXy YaCTHHOK.
BekropHi nonsi. 3a monomororo plt.quiver moOymoBaHO BEKTOPHI MOJIS, 1€ KOKEH BEKTOP MOKa3ye
HaNpsIMOK 1 BEJIMYMHY €IEKTPUYHOTO ad0 MarHiTHOTO IOJisi B KOXKHiM Touli citku. Lle mo3Bomse
Mo0aYUTH TMPOCTOPOBY CTPYKTYPY MOJIIB Ta X 3MIHH 3 9acOM. SIKIIIO TMOJIST 3MIHIOIOTHCS HAJIE)KHUM
YUHOM, BEKTOPHI TOJISI TOBUHHI MaTH BIAMIHHOCTI B HAIIPSIMKY Ta BETMYHHI IO BCIH CITIII.
YacoBa eBorollisi. MoxXeMO CIIOCTEpiraTu, siK 3MIiHIOIOThCS €JICKTPUYHE I MarHiTHE TOJE€ B 4Yaci,
CIOCTEpirayu 3a 3MiHOIO 3HaueHb MOJIB HAa KOXKHOMY Kpoli cumyiswii. Bzaemonis Mixk mossimMu i
3apsIKEeHUMH YaCTUHKaMH TIOBUHHA PUBOIUTH JI0 3MiH B 000X MOJISIX 3 KOKHUM KPOKOM Yacy.
IIporpama renepye Kinbka rpadikis, 30Kkpema:

e T'icrorpaMa moyio>xeHHS YaCTHHOK.

e I'padik eneKTpUIHOTO MOJIS B Yaci.

e I'padik MarHiTHOro MoOJs B Yaci.

e BekTopHi 1O, IO UTIOCTPYIOTH HANPSIMKH 1 BETMYMHHU TIONIB Y Pi3HUX TOYKAaX MPOCTOPY

(st 9iTKOTO BiIOOpaKEHHS CITijI BpaXyBaTH MaciuTaOyBaHHS BEJIHYHH).

Po3noain 4acTUHOK Mo MOJNIOXKEHHIO 1e—16 EnekTpuyHe none

200 A

= =

o u

o o
L L
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w
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Puc. 1. Inocmpayis pezyromamis mooento8anns

IopiBHSIHHSA 3 eKCIIEPUMEHTAJIbHUMH JAHUMH
OcCKiNbKH eKCTIepUMEHTaNbHI AaHi [20] 3aiexars Biji yMOB, siKi OyJU peasi3oBaHi B yCTaHOBIII (THCK,

CKJIaJ] ra30BO1 CyMillli, TeMIepaTypa, FeOMETPist pO3psiy), MOPIBHIHHS OyJI0 BAKOHAHO JISI KOHKPETHUX
yMmoB. Sk mpukian, Oyno BpaxoBaHO Ta30By cymiml (TOBITPs, KUCEHb TOIIO) Ta THIT PO3PSAY
(HaHOCEKYHTHUH IMITYJIbCHU).

Tabnuys 2. IlopisHuanns Mo0erb08aHUxX ma eKCRepUMeHMaIbHUX pe3yibmamia

. Yucnose
ExcnepnmMenTaabni . .
IMapameTtp . MO/IeJTIOBAHHSA Binxnaenns/Anaji3
naui
(PIC)
N Pesynbraru MO/IENIOBAHHS
P 1012108 cm3 9.8-10%2 ¢cm3 Y3rOMDKYIOTBCA 3 EKCIIEPUMEHTOM,

ryCTHHA (DNe)

HeBeJIMKe BiaxmieHHs (<5%).

Cepenns eHepris
enexktponis (We)

B Mexax eKCHepUMEHTaIbHUX MOXHOOK.
2-5¢B 38¢B V3romkeHicTh A TUIa3MU TIpU
aTMOC(EPHOMY THCKY.
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PesynpTar 30iraeThes 3
150200 Tn/m 170 Ta/m eKCIIepUMEHTAIbHUMHI 3HAUYCHHSIMH IS
o1i0HOT Ta30BO1 CyMiIIi.

Bigxunenns Ommspko 5%, 1m0 €

Enexkrpuyne noje

(E)

HIBuakicTh o .
e 108 m/c 9.5-10° m/c MPUIAHATHAM AJIS1 HEPIBHOBAYXKHOTO CTaHy
apeiigy (va)
TIa3MH.
Koedinient V3romkeHicte 3 CKCIIEPUMEHTOM,
! 5107 em? 481077 cm 2 BPAXOBYIOYM  METOAUKY  PO3PAXYHKY

ionizamii (o)

nepepisiB ioHi3auii.

3yMUHUMOCH JeTalbHIlle Ha aHami3i pPO30DKHOCTEH TEOPEeTHYHO 3MOJEIhOBAHWUX JaHUX 3
pesynbraTamu excrnepumenTy. Moaens PIC mae Tpoxu HmKYe 3HAYEHHS €JEKTPOHHOI T'YCTHHHU 4Yepes
YHUCIIOBE YCEPETHEHHS Ha CITIIi, a TAKOK MOXKIINBI 0OMEKEHHS B po3paxyHKYy 3iTkHeHb. Ll{omo cepennpoi
eneprii emexktpoHiB We y3romkenHs xopomre, ockinbku Metoq PIC edexTuBHO BpaxoBye KiHETHYHI
npouecu. HeBenuki po30iKHOCTI MOXKYTh OyTH OB’ sI3aHi 3 TOYHICTIO €KCIIEPUMEHTAILHIX BUMIPIOBaHb
e”eprii. EnexTpuunHe moje BiAMOBiga€ eKCIEPUMEHTAILHUM 3HAYCHHSM 3aBISKH TPaBHIBHOMY
HaJAITYBaHHIO IIOYaTKOBHUX YMOB 1 TIepepi3iB Iyt ioHi3amii Ta pekoMOiHarii. lllomo mBuakocTi apeidy,
BIIXWJIEHHS Y 5% € odiKyBaHMM 4epe3 ii 3aJIeKHICTh BiJl IOKaJIbHUX KOJIMBAHb €IEKTPUYHOTO OIS, AKi
MOXYTh OyTH 3IJIaJpKEHI y 4uciioBiii Moxeni. CiiJi 3ayBa)KUTH, [0 BUCOKA TOYHICTh MOJICITIOBAHHS
3a0e3neyeHa 3aB/sIKM BUKOPUCTAHHIO aKTYIbHUX JaHUX TIPO e(hEeKTHUBHI Iepepi3u 3iTKHEHB JUIT 00paHoi
ra30Boi CyMiIi.

BucHoeku

OTmxe MPOBEICHUI MPEM3iiHIIA aHai3 METO/IiB MOJICTIOBAaHHsI 1TOKa3aB, 1o Metox Particle-In-Cell
(PIC) € HalieeKTUBHIIINM JJIsi ONKCY HEPIBHOBAKHUX 1 HECTAI[IOHAPHUX IIIa3MOBHX IMPOILECIB, TAKUX
SIK YTBOPEHHSI CTPUMEPIB Ta pO3BUTOK po3psiAiB. KineTnyni Moseni 3a0e31meuyroTh BUCOKY TOUHICTD IS
MIKpPOCKOITIYHHX IPOIIECIiB, TOAI K T1APOJUHAMIYHI IMiIX0AH e(heKTUBHI IS TYCTUX TUTa3MOBUX CHCTEM.
KombinoBaHi Meromu OamaHCYyIOTh MK TOYHICTIO Ta IIBHAKICTIO OOYHCIEHb, IO POOUTH iX
NEePCHIEKTUBHUMH 151 0araTOKOMIIOHEHTHHX TJ1a3MOBUX CHCTEM.

3aranom, TEOpPEeTHYHI pe3ynbTaTH MojemoBanas metonoM Particle-In-Cell no6pe y3romkyroTscs 3
excriepuMenTaabHuMu gaHuMu [20], 10 CBiqYUTh PO BHCOKY TOYHICTH 1 HaaiiHICTh Mozei. HeBemuki
PO301KHOCTI MOKYTH OYTH 3yMOBIIEHI 00MEXEHHSIMH, SIK YHCIOBOT0 METOy (IIyM, yCepeIHEHHS), TaK i
EKCIICPUMEHTANBHUX MOXUOOK. Takuit miaxij € epeKTHBHUM JJisi MOJICIIFOBAHHS MapaMeTpiB IUIa3MH B
YMOBax HepEeHaNpy>XeHOr0 HAaHOCEKYHIHOIro po3psany. Sk Oaunmo, y peanbHux 3agadax meron PIC
JIO3BOJIIE MOJICNIOBATH TIEPEHANPY)KEHI HAHOCEKYHJIHI pO3psAHM, B SIKMX IUla3Ma IepedyBae B
HEPIBHOBXHOMY CTaHi. 3aBJISKM 3[aTHOCTI BPaxOBYBaTH JIMHAMIKy 3aps/KEHHX YaCTUHOK i TIOJNIB,
METO/I € He3aMIHHUM JUIsl aHATI3y TaKWX CKIQTHUX (PI3UYHUX MIPOLIECIB.

B nepcriextuBi, chepamu 3acTOCyBaHHS pO3pPOOIICHOT TEXHOIOTIT 3 HE00X1THO MOIU(DIKAIII€I0 MOXKE
OyTH JOCHIPKEHHs IJIa3MOBHX TIpPOIECiB (YTBOPEHHS CTPUMEpPIB, PO3BHTOK 10HI3aIIHHUX XBHJIb,
B3a€MOIis TUTA3MH 3 JIa3epaMH 200 eIeKTPOMAarHiTHIMH XBUIJISIMH ), PO3p0O0Ka TEXHOJIOTii MOJIETIOBAHHS
IUTa3MOBHX JKEpeJ, PO3PAOHMKIB Ta JOCHTIHKEHHS EJIeKTPOJMHAMIYHUX CHUCTEM 1 IPHCKOPIOBAYiB
YaCTUHOK, MOJICJIIOBaHHS TUIa3MU B Marsitocepi, COHAYHOMY BiTpi, HAaBKOJIO3€MHOMY MpPOCTOPI,
BUBYCHHS TUHAMIKH TUIa3MH B TOKAMaKaXx, CTeIapaTopax.
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Technology of modeling of plasma parameters of an overvoltage nanosecond
discharge using the particle-in-cell method and software implementation

Purpose. The purpose of this scientific work is a comparative analysis of numerical modeling methods that are an integral part
of modern scientific research, especially in complex physical systems such as plasma and the development of a technology for
numerical modeling of plasma parameters of an overvoltage nanosecond discharge using the Particle-In-Cell (PIC) method for
analyzing the dynamics of electrons, ions and their interaction with electromagnetic fields. The study is aimed at obtaining a
detailed understanding of the physical processes occurring in non-equilibrium plasma and determining the main discharge
parameters, such as electron density, electron energy, drift velocity, electric and magnetic fields, as well as the features of the
formation of streamers and ionization waves.

Research methods. The work uses the Particle-In-Cell (PIC) method for numerical modeling of plasma dynamics, which
combines the kinetic description of the motion of charged particles with the calculation of electromagnetic fields on a regular
grid. Difference schemes are used to solve Maxwell's equations, and interpolation algorithms and charge density calculations are
used to model particle interactions. Methods for analyzing the spectral characteristics of plasma are also used to validate the
results.

Results. The results obtained will allow optimizing the conditions for creating plasma for applications in technological processes,
such as material synthesis, plasma chemistry, sensors, and optoelectronics. The results are consistent with experimental data for
similar discharge conditions, in particular in air mixtures at atmospheric pressure. The method demonstrated high accuracy in
modeling non-stationary processes characteristic of nanosecond discharges, such as the formation of streamers and ionization
waves.

Conclusions. It is established that the numerical approach provides a detailed understanding of the behavior of plasma in non-
equilibrium conditions, which opens up prospects for optimizing technological processes in plasma chemistry, materials science
and ecology. Despite the high computational complexity, the PIC method is an effective tool for studying plasma phenomena in
complex physical conditions. Future research is to further improve numerical models for more accurate modeling of processes
in plasma under various overvoltage conditions. The development of combined approaches that combine PIC methods with other
models, in particular hydrodynamic ones, for a more effective description of multicomponent plasma systems is expected. The
application of these models in plasma chemistry technologies, materials science, sensors and optoelectronics opens up new
opportunities for creating innovative materials and systems.

Keywords: simulation technology; Particle-In-Cell; analysis and optimization; numerical analysis; overvoltage nanosecond gas
discharge; electromagnetic fields, non-stationary processes, kinetic methods; Python
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Spectral boundary value problem for coaxial shells of revolution

The main objective of this study is to develop an efficient numerical approach using boundary elements to estimate natural
frequencies of liquid vibrations in composite tanks. The spectral boundary value problem for liquid tanks is to find the natural
frequencies and modes of free surface sloshing. The calculation of hydrodynamic forces on the walls of tanks with liquid is an
important problem for ensuring the strength and stability of movement of industrial tanks and vessels. The vibrations of shell
structures, including cylindrical and conical shells connected by rings, are analyzed. The area between the shells is filled with an
ideal incompressible fluid. Numerical modeling uses the superposition method in combination with the boundary element
method. A numerical solution of the spectral boundary value problem regarding fluid vibrations in rigid shell structures has been
carried out. Frequencies and modes are determined by solving systems of singular integral equations. For the shells of revolution,
these systems are simplified to one-dimensional equations, where the integrals are calculated along curves and line segments.
Efficient numerical procedures are used to calculate one-dimensional integrals with logarithmic and Cauchy features. Test
calculations confirm the high accuracy and efficiency of the proposed method. The importance and practical significance of the
method lies in the ability to study fluid fluctuations in real compound fuel tanks of launch vehicles under different load
conditions. This makes it possible to study the movement of liquid in fuel tanks and reservoirs under the action of external loads.
The elaborated method will be used in computer modeling the dynamic behavior of liquid tanks and the stability study of liquid
movement in compound fuel tanks of launch vehicles. In the future, it is planned to study the vibrations of elastic coaxial shells
with liquid, using various composite materials
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1 Introduction

Shells of revolution are widely used as fluid storage tanks in water supply systems, oil and gas
facilities, various industries, and nuclear facilities for storing liquids, chemical substances, and various
wastes. When external loads are suddenly applied to partially filled tanks, significant splashing of the free
surface occurs. This splashing refers to movements of the liquid's free surface inside the container, which
has a substantial impact on the container's dynamic response. The spectral boundary value problem for
liquid tanks involves finding the natural frequencies and sloshing modes of the free surface. Calculating
hydrodynamic forces on the walls of liquid-filled tanks is crucial for ensuring the strength and stability
of industrial tanks and vessels. Key aspects in studying the liquid include assessing the distribution of
hydrodynamic pressure, forces, and moments, as well as determining the natural frequencies of the
liquid's free surface. These parameters directly affect the dynamic stability and strength of the containers.
Although full-scale experiments provide the most accurate assessment of tank strength under dynamic
conditions, they are often expensive and dangerous. Therefore, computer modelling has become the
forefront of modern scientific research in this area.

2 Problem formulation and literature review

The problem of fluid vibrations in tanks and reservoirs presents a significant challenge for various
industries, including aerospace, chemical, mechanical, and nuclear engineering, as well as a complex task
for physicists and mathematicians. Fluctuations of the liquid can lead to catastrophic damage to water
and oil storage tanks and deviations from the calculated trajectories of launch vehicles. Due to these
potentially dangerous effects, liquid sloshing in tanks has been the focus of many theoretical and
experimental studies over the last few decades [1-3]. These studies have addressed many important
phenomena, especially the linear and nonlinear sloshing effects in both inviscid and viscous fluids [4-6].
General overviews of existing methods to the problem of fluid oscillations are provided in [7-9]. It is
noteworthy that while compound shells of revolution are typical structures in fuel tanks for launch
vehicles and tanks used in the automotive, chemical, and agricultural industries, the study of the
oscillations of such tanks has received insufficient attention in the scientific literature [10-12]. Therefore,
this study, dedicated to solving the spectral boundary value problem concerning fluid oscillations in
compound rotational shells, addresses a highly relevant and topical issue.

3 The research aim and problem statement

The purpose of this study is to develop computer technology based on a combination of mode
superposition and boundary element methods to estimate the natural frequencies and modes of fluid
vibrations in compound shell structures.

The study focuses on compound shells of revolution that are partially filled with liquids, as illustrated
in Fig. 1(a-b). Here the wetted surface of the shell structure is denoted as Si, while So represents the free
surface of the liquid. The liquid is assumed to be ideal and incompressible one.

H

i

a) b)
Fig. 3.1. Compound shells of revolution and their drafts
The tanks under consideration consist of coaxial cylindrical and conical shells connected by rings that
form the bottoms. The liquid is contained between the shells. The surfaces of the shells and bottoms are
wetted, and the free surface at rest is at height H, forming a ring described in the polar coordinate system

as follows: {z = H,R; <r < Ry}. Here Ry = R3 + (R, — R3)(L — H)/L for structure depicted on Fig.
la), whereas for shell structure 1b) we have Ry, = Rz + (R, — R3)H/L.
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Let assume that the movement of the liquid between the shells is vortex-free. The fluid velocity vector
is denoted hereinafter as V(Vx, V, Vz). The incompressibility condition takes the form divV = 0. The
condition of the motion potentiality implies that there exists a scalar potential ®, and V = grad® . From
these assumptions, it follows that the potential @ satisfies the Laplace equation in the region occupied by
the liquid. Let Q be the area occupied by the liquid, and let P be a point inside the area Q. The liquid
pressure p on the wetted surfaces of the shell is determined

P gz (3.1)
P

where p, is the liquid density, g is the gravity acceleration, and z is the vertical coordinate of the point P.

Formulate the boundary conditions for the Laplace equation to evaluate the potential ®. On the wetted
surfaces Si the no-flow condition must be fulfilled, while on the free surface So dynamic and kinematic
conditions are applied [13]. The non-penetration condition is given by

0w
on

=0, (3.2
51

where n is the unit normal vector to the surface Si.
Kinematic and dynamic conditions are fulfilled on the free surface

0| _ 3¢,

_ = g (2%
550_5’ P—P0|SO—0,P Po = Pl(at+gC)- (3.3)

Here p is the liquid pressure on the wetted surfaces, p, is the atmospheric pressure, (=((x,y,t) is an
unknown function describing the motion and location of the free surface.
Thus, the boundary value problem is formulated for the Laplace equation

V20 = 0,PeQ, 22 =0, PeS;, 2o =2 p—p, =0, PeS, (3.4)

relatively to the potential ®, that is connected with the unknown function {(x,y,t) by boundary
conditions.

4 Method of mode superposition
Since the shells of revolution are considered and due to the linearity of relations (3.4), let us represent
the unknown functions @ and { in cylindrical coordinates as following series:

C,(T, 9' t) = ﬁo COS( le) ZTI/{,’:l dkl (t)ck (r), (41)
O(r,0,2,£) = Ny cos(10) X2, dy (), (r 2) (4.2)

In this case, the kinematic condition will be fulfilled if the following relationship exists between
the basic functions ¢, (r, z) and {, () on the free surface:

00y, (r.2)

o |y = G, (M. (4.3)
The functions v, = (pkl(r, z) cos(16) must satisfy the Laplace equation.

From the dynamic and kinematic conditions, it is follows

o __ o e _ o o
at e ez . 95t I (4.4)

Assuming the harmonic change in coefficients d;(t) via time as dy;(t) = Dy; exp(img;t), one can
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obtain from (4.4)

Ny ok
6—n = f “Vkl' (45)

Thus, the spectral boundary value problem is formulated relatively functions v, , [14]

2
Okl

2 _ A Wy _
Viy,, = o,PeQ,W’“ =0, PeS,, Ekl == Vi PeS,. (4.6)

The boundary element method (BEM) is used to solve the spectral boundary value problem. Note that
in representations (4.1)-(4.2) the multipliers sin(10) are also can be involved.

5 Boundary element method
To apply the boundary element method in its direct formulation, we use Green's third formula
[15]

_(f OV 1 a 1
2myy, (Po) = ffsﬁmds = Il \Ifklﬁmdi (5.1)

where |P — Py| is the Cartesion distance between points P,P,, and S = S; U Sp. Using the boundary
conditions of the spectral problem (4.6), we obtain

o (1 Ok Vi 9. (1 _
2nyy, + ﬂsl VYkion (|p-1>0|) dsy —= ﬂso ppy @S0+ ffso Yki on (|p—p0|) dSo = 0,PeSy,

2my + [y, Vi () Sy + L[ Y g, = 0, PyesS (5.2)
Vi 51\Vk16n |P=Py| 1 g So [P=Py| 0 1 0520 .

For shells of revolution, using the representation v, , = (pkl(r, z) cos(10), we arrive at the one-
dimensional system of singular integral equations in the form

2 R _
zn(Pkl(rOiZO) + fl—* (Pkl(r(z)' Z)® (Z, Zo)T(Z)dF - %fo (Pkl(p' H)‘:‘(P' PO)pdp = OIPO € Sll (53)

2
Zﬂ(pkl(TO,H) + f]" (pkl (T‘(Z),Z)@ (Z' ZO)T(Z)dF - %IOR (Pkl(P' H) E(P' PO)pdp =0, PO € SO'

T—TZ Zo—Z Zo—Z
0z 20) = o (L [ g (1) — B0y + 22 By (), ),

2r

Jatb a-b a-b
= 4 2 2 2
E(P,Py) = ==Fi(k), a=1°+15 + (2 —20)*, b = 2r7,.

In (5.3) the generalized elliptical integrals are introduced

E,(k) = (~1)'(1 — 412) [T cos 2 by 10V — k2 sin 0 d), (5.4)

n/2 cos2b,10d0
RO = D' e

To calculate the integrals in equations (5.4) and (5.5), the method proposed in [16] is used, which is
based on the arithmetic-geometric mean. To solve the system of singular equations in (5.3), the boundary
element method with a constant approximation of the density along the element is imp;oyed, as described
in [13] and [17].

do, k%=2b/(a+ D). (5.5)
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6 Numerical results

To validate the proposed method, numerical results were compared with data provided in [18]. Both
V-shaped and A-shaped conical tanks with R; = Im i a = 7/3, filled with liquid, are considered, where R»
represents the smaller radius of the cone. We focused on the first frequencies with wave numbers 1=
0, 1, 2, as these are the lowest natural frequencies governing hydrodynamic loading. The comparison
results are summarized in Table 6.1 for various values of Ry,

During the numerical computations, 120 boundary elements were consideed along the conical section,
100 elements along the radius of the free surface, and another 100 elements along the radius of the
structure bottom. Increasing the number of elements did not significantly alter the results.

The outcomes obtained using the proposed one-dimensional arithmetic-geometric mean method
(MGE) closely match those of [18]. Some discrepancies were noted particularly at R,=0.2m for A-shaped
conical tanks, consistent with [18]'s observation of the semi-analytical method's reduced accuracy in this
specific scenario.

In what following, exactly 120 boundary elements are used along both cylindrical and conical surfaces
to investigate fluid vibrations in coaxial shells

Table 6.1. Sloshing frequencies in cone tanks

V-shapei A-shape

Rom | 02 | 04 [ 06 | 08 ] 09 ] 02 [ 04 [ 06 | 08 ] 09
=0, k=1
[18] | 3.386 | 3.386 | 3.382 | 3.139 | 2.187 | 24.153 | 10.014 | 6.665 | 4.550 | 2.683
MIE | 3.389 | 3.390 | 3.391 | 3.192 | 2.200 | 20.027 | 10.034 | 6.669 | 4.545 | 2.678
=1 k=1
[18] | 1.304 | 1.302 | 1.254 | 0.934 | 0.542 | 11.332 | 5.629 | 3.515 | 1.661 | 0.726
MIE | 1.305 | 1.307 | 1.259 | 0.954 | 0.574 | 11.303 | 5.626 | 3.481 | 1.651 | 0.732
=2, k=1
[18] | 2.263 | 2.263 | 2.255 | 2.015 | 1.361 | 17.760 | 8.967 | 5.941 | 3.724 | 1.923
MIE | 2.265 | 2.270 | 2.269 | 2.048 | 1.394 | 17.939 | 8.965 | 5.941 | 3.726 | 1.951

Next, the spectral boundary value problem (4.6) has been solved, which made it possible to find the
modes ¢, (,0,z) and their corresponding fundamental frequencies for the structures shown in Fig. 1.
The following geometric dimensions were chosen: L=1m, Ry =0.5m, R, =0.5 m, Rz = 0.25 m, filling
level His 1.25 m.

The specificity of these structures is that the free surface has the shape of a ring. The free surface has
the same shape when considering toroidal shells, sloshing of liquids in such shells was studied in [11].

The values of the lower eight sloshing frequencies of coaxial cylindrical-conical shell structures are
given in table 6.2.

Table 6.2. Sloshing frequencies in co-axial shells, Hz
N [ 1 [ 2 | 3 ] 4 | 5 | 6 | 7 | 8
Shell structure, Fig.1a)
aacrora | 0,6277 | 0,6277 | 0,8892 | 0,8892 | 1,0779 | 1,0779 | 1,2355 | 1,2355
Shell structure, Fig.1b)
gacrora | 0,5512 | 0,5512 | 0,8153 | 0,8153 | 1,0027 | 1,0027 | 1,1548 | 1,1548

Note that there are multiple sloshing frequencies. They correspond to the factor sin(l0) in
equations (4.1)-(4.2). The corresponding sloshing modes of the free surface are shown in Fig. 6.1-6.2.
The sloshing frequencies of both structures differ slightly, but for structures with a smaller radius of the
free surface, they are higher. This difference decreases with increasing wave number.

The lowest frequencies correspond to the first, second and third wave numbers. This corresponds
to the calculation data given in [5, 7, 10] regarding sloshing of liquid in conical and cylindrical shells.
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1 2 3 4
7 8

Fig. 6.2 Vibration modes ¢, (r, 8, H) of the free surface in shell structure /a).

i
ALl

Fig. 6.3. Vibration modes ¢, (r, 6, H) of the free surface in shell structure 1b).

5 6

Thus, the spectral problem of determining the frequencies and modes of fluid vibrations in coaxial
shell structures has been solved. This makes it possible to study the movement of liquid in fuel tanks and
reservoirs under the action of external loads.

Conclusion
The method has been proposed for determining the frequencies and modes of fluid vibrations

in coupled shells of revolution. The boundary element method is used to solve the spectral
boundary value problem within these coupled shells for the first time. This approach will be
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pivotal in computer modeling to understand the dynamic behavior of liquid tanks and to
investigate the stability of liquid movement in the fuel tanks of complex-shaped launch vehicles.
Future research will focus on studying the vibrations of elastic coaxial shells containing liquid,
incorporating various composite materials [19].
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CnekTpaJjibHa KpaiioBa 3aJa4a VISl KOAKCiaJIbHUX 000JI0HOK 00epTaHHS

OCHOBHOIO METOIO IILOTO JOCITIIPKEHHS € PO3p00Ka €eKTHBHOTO YHCENBHOTO MiIX01Y 3 BUKOPUCTAHHSIM I'PAaHUYHIX EIEMEHTIB
IUTSL OLIIHKU BJIACHUX YaCTOT KOJWBAaHb PIIMHM y CKIaJCHUX pe3epByapax. [IpoaHani3oBaHO BIAacHI KOJIMBAaHHA KOHCTPYKIIIH
000JIOHOK, 10 BKJIIOYAIOTh IWIIHAPHYHI Ta KOHIUHI 00OJOHKH, MOEqHAH] KinblsiMu. OOIacTh Mik 00OJOHKAMH 3allOBHCHA
i7IaJTbHOI0 HECTHCIIUBOIO PIMHOI0. Y YHCIOBOMY MOJENIOBAHHI BHKOPHCTOBYIOTHCSI METOJ| CYNEpHO3ULii y MOETHAHHI 3
METOJIOM T'PaHUYHHX EJIEMEeHTIB. 3IifICHEHO YMCIIOBHH PO3B'S30K CIEKTPaIbHOI IPaHMYHOI 33a1adi I0J0 KOJMBAHb PiTUHU B
JKOPCTKHX OOOJIOHKOBUX KOHCTPYKIisX. YactoTy i (OpMH BHU3HAYAIOTHCS LUIIXOM DPO3B'SI3aHHS CHCTEM CHHTYISIPHHX
iHTerpabHUX PiBHAHB. {751 00OJOHKH OOEpTaHHS, Il CHCTEMH CHPOIIYIOThCA 10 OJHOBHMIPHHX DIBHSHB, /€ IHTETpain
00YHCITIOIOTECS B3IOBXK KPHUBUX 1 BiApi3KkiB mpsAmux. s oOumMCIeHHS OJHOBHUMIPHHX I1HTErpaiiB i3 JorapupMiuHHMH
0COOHBOCTSAME Ta OCOONUBOCTSAMH THITY KoIn BHKOPHUCTOBYIOThCS €(EKTHBHI YHCIOBI Tpoueaypu. TecToBi po3paxyHKH
MiATBEP/KYIOTh BUCOKY TOYHICTB 1 €()eKTHBHICTh 3alPONOHOBAHOTO METOMy. BakmBicTh 1 MpakTHYHA 3HAYMMICTH METOIY
TOJISITa€ B MOXKJIMBOCTI IOCHIKYBaTH KOJIMBAHHS PiIHHU B peabHUX CKJIaJCHUX MaJMBHUX Oakax pakeT-HOCITB 3a pi3Hi yMOBH
HaBaHTaKCHHSI.

Knrwowuosi cnoea: yuninopuuno-xouniuni peszepeyapu, cucmemu CUHSYIAPHUX I[HMESPANbHUX DIGHAHL .MemoO 2PaAHUYHUX
eleMeHmis, NiecKants pioutu.
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3axmucr indopmanii B yMoBax 00MesKeHHX eHepropecypcis

AxtyanbHicTe: 3axuct indopmaii Ta iHpopMariitHoi cucTemu, B sKiil gaHa iH(opMallis oOpoOIsieThes Ta 30epiracThes, €
CKJIAJIHOIO 33/1a4€i0 HaBiTh 32 ONTHMAJIbHUX YMOB. HaxnmaganHs Oy/b-aKkux 0OMEKeHb NPH3BOIMUTD 0 NOSBU HOBHX MPOOJIEM.
OOMeXEHHS CHEPropecypcCiB 3MYIIy€e HAC 3MIHHTH MiJIXiJ IO 3aXUCTY iHPOpMAIIii, BIIMOBHUTHCS BiJl JESIKHX PIllICHb,  TAKOXK
3MIHHTH CHOCI0 BHKOPHUCTaHHS iH(pOpMamiiHOI cHCTeMH. B po0OTi OCHOBHA YyBara TPHIULIETHCS CHUCTEMaM, IO
BUKOPUCTOBYIOTh MepekeBe 3’€IHaHHA. MepexeBe OOJagHaHHS pO3MILINAETHCS SK YacTHHAa CHUCTEMH 1 morpelye
skuBiIeHHs. [Ipo0iiema 0OMeXEeHHX eHepropecypciB po3IIIIA€ThCsl Ha ABOX PIBHSX — B MeXKaxX OJHIET CHCTEeMH Ta TJI00albHO,
KOJIM iH(OpMAIIiifHI CHCTEMH KOHKYPYIOTh 3a oOMexeHi pecypcH. [lopymHUKY BimoMo mpo (pYHKLIIOHYBaHHS CHCTEMH B
yMOBaX 00OMEKEHIX CHEpropecypcis, ajie B 3aralbHOMY BUIIA/IKy HE BiIOMO HACKUTBKH KPUTHYHOIO € IX HecTaya.

Mera: nobynoBa Mopeni 3axucty iHdopmamii i3 3amaHUMH OOMEXEHHSIMH, BHOIpKa 3a1ad i3 BUCOKMM CITiBBIAHOIICHHSAM
BHHArOPOJM 33 BHKOHAHS JI0 BUTPAT CHEPro PECypCiB, CTBOPEHHS Pe3epBY €HEpril sk HOro MOAaibIIOro BUKOPHUCTaHHS B
HACTYIHUH 1epio]] pyHKIIOHYBaHHS CHCTEMH, OLiHKA PU3HKY ITEPEBAHTAKECHHSI CHEPTOMEPEKI.

MeTonau 1ocaimKennst: Teopis rpadis, Teopis irop, meroan ®imbepHa, YeiiHa Uit BHOOPY KPaIIoro MpoeKTy

Pesynprati: moOy0BaHO MOJIEINB i OTPUMAHO 2 CTpATeril pO3MoIily eHepropecypcin

BucnoBkm: mpoOnema HecTadyl eHEpropecypciB B 3arajlbHOMY BHIQJKY BHPILNIYEThCS 3a PaxyHOK HAaJIMIIKOBOCTI
0o0YHCITIOBANBHUX pecypciB Ta mam’sTi. [IpoBeneHHsa aTtaku Ha iHpOpMamiifiHy cucTeMy SK 1 Ii IPUIMHEHHS BIUIMBAIOTH Ha
pO3IOILT 3a1a4, 0 HAAXOAATh 0 CUCTEMH BiJl 3aKOHHUX KOPUCTYBadiB. BIMB Ha BapTICTh €HEPropecypciB MOKIUBHM, aje
BUXOAUTH 33 MEXKi MOJIEI.

Kniouosi crosa:enepeopecypcu, agmonommue 0icepeno JHCUGNEHHS, Mepedicese 00NAOHAHHS, MOOLTbHI NPUCMPOI, NIAHYE8AHHS.
3a0au, pesepsHe KONito8aHHs

Ax nuryBatu: Kipeenko O. B. 3axuct inpopmanii B ymoBax 0OMeKeHHX €HEpropecypcis. Bichuk
Xapxiscokoeo  nayionanvHoeo  yHigepcumemy imeni B. H. Kapaszina, cepis ~Mamemamuune
moodemosanns. Ingopmayitini mexnonocii. Aemomamuzosani cucmemu ynpaeninns. 2024. Bum. 63.
C.38-50. https://doi.org/10.26565/2304-6201-2024-63-04

How to quote: O. Kireienko,“Information protection in the conditions of limited energy resources”,
Bulletin of V. N. Karazin Kharkiv National University, series Mathematical modelling. Information
technology. Automated control systems, vol. 63, pp. 38-50, 2024.https://doi.org/10.26565/2304-6201-
2024-63-04

Beryn

3anady 3axucty iHdopMallii B yMoBax 00OMEXECHUX SHEPropecypciB MOXKHA po30UTH Ha 3 eranu abo
mig3agadi. 3a OCHOBY OepyTh MPOEKT CHUCTEMH, IO BIANOBiMae Til camiil mpeaMeTHIN obnacti,
obciyroBye mofiOHI Oi3Hec mporecu, ane 06e3 oOMekeHb Ha eHepropecypcd. binbliicTh arak, mpo €
CTaHJAPTHUMHU JUIS TaKOi CHCTEMH, MOXYTh OYyTH CHpsSMOBaHi 1 Ha CHCTEMy 3 OOMEXKEHUMH
eHepropecypcamu. Ha 2 erami Mu MOXeMO BiACIATH aTakd, SIKi CTalOTh HEMOXJIMBUMH Uepe3
OOMEKEHHsI €HEepropecypciB. HaWyacTille Taki aTakd NPOBOAATHCS BHYTPIIIHIMH MOPYHIHHKAMU-
iHCaliepamMH, SIKi TOBUHHI B32EMOJIISITH 13 CHCTEMOIO, BPaXOBYIOUM HOBI 0OMexkeHHs. OCcTaHHIM KpOK —
pO3MIISIHYTH  cneun@iyHi arakd, KOJM TOPYIIHUK LUIECHPIMOBAHO BHKOPHCTOBYE HeECTaudy
eHepropecypciB iHpOpMaLiitHOT cUCTEMH A1l IPOBEIECHHS aTaKH.

Ha nmanuii MOMEHT OCHOBHHM ITiJXOZ0M JI0 BHUPIILICHHS MpoOjeMH 3axucTy iHdopMalli B yMOBax
0OMEXEHNX EHEepropecypciB € BHOIp MPOCKTHOTO pIlllEHHS CHCTEMH, NpPU SKOMY OOMEKEHHS
3HIMAKOThCS, TOOTO NPUI0AaHHS B JIOCTaTHIA KIIBKOCTI aBTOHOMHHX JDKepes KuBIeHHA. OCHOBHHM

© Kipeerko O. B., 2024
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HEJOIIKOM JIAaHOTO MiX0AY € IPUIYLICHHS PO BIACYTHICTh Ae(ILUTY aBTOHOMHHUX JIXKEPEIT KUBJICHHS
Ha puHKy. CTUXifHI JuXa Ta BIHHH TPU3BOIATH IO HIBHAKOTO 3POCTAHHS KiTBKOCTI CHCTEM, SIKHM
3HAJOOUTHCS TpALIOBAaTH B 3aJaHUX OOMEXEHHSX 1 3pPOCTaHHIO IOMUTY Ha aBTOHOMHI JpKepena
)kuBieHHA. CaMme TOMy HEOOXiHO PO3IVIAHYTH albTepHATHBHI MPOEKTH, NMPHU SKUX CHUCTEMa 3MOXKeE
BUKOHYBATH IMOCTaBIeH] 3aqaqi. OmocepeaAKoBaHo mpobiieMa 0OMeKEeHHS €HepropecypciB MmoB’si3aHa i3
NHUTAaHHSMH BUKOPUCTaHHs albTepPHATUBHOI omepariinoi cuctemu (dualboot) [1], mpuckopenHs
3aBaHTAXEHHS OMepalliiiHoi cucteMu [2], po3paxyHKY CIIOKHBaHHS eJEeKTPOeHepril HeHTpaIbHIM
mporecopom (CPU) [3], Ta 3a0e3neueHHs BUMOT iH(pOpMaLiiHol Oe3rekn B HeCTablIbHUX Mepexax [6].
TeopeTnuHO0 0a3010 IJIs PO3MOJLITY SHEPropecypciB € “rpa i3 3a0pymHeHHsIM” i3 Teopii irop [4]. Ho
TEXHIYHUX ACMEKTiB BIJHOCUTHCS BHKOPHCTAHHSA MOOUIBHMX TNPHCTPOIB SK  aJbTCPHATHBH
HNEepCOHATBHIM KOMIoTepaM [5], MpOrHO3yBaHHS poO3rady)keHb TPH BHKOHaHHI Komy [7],
BUKOPUCTAHHS TPaH3aKIiil i 30epekeHHs X pe3ynbTariB B mam’sTi [8] Ta iH.

Mertoro cTarTi € po3pobka mMozaeni 3axucty iHdopMarii B yMoBaX 0OMEKEHUX €Hepropecypcis, Ta
BUOIp clieHapiiB 3aXUCTy CHCTEMH BiAMOBIIHO 0 TaKOi MOJIENI.

1. Buau odmMexkeHb

bynp-sika iHpopMariiiHa cucTeMa BUKOPUCTOBYE JUKEpeNo KHUBJIeHHS. CrcTeMa MOKE OTpUMYBaTH
JKUBJICHHS BiJl Mepexi abo BiJ akyMyJsITOpy, AKHI B CBOIO UEpry 3apsKaeThcs Bifl Mepexi. IcHye
JICKiJIbKa OOMEKEHb OB’ I3aHUX 13 PYHKIIIOHYBaHHSIM CHCTEMH B YMOBaX 0OOMEKECHUH CHEPropecypcis.

[Mepmmm oOMexeHHAM € opranizamniiiHe. Lle caMooOMexkeHHs, 0 HAKIIaAa€Thcs KOPUCTYBaYaMH Ha
cucTeMy, abo caMOI0 CHCTeMOI0 Ha cebe, 1 TIOB’s3aHE BOHO i3 THIIOM 3ajad, fKi B3aram OymayTh
BUKOHYBaTuCsl cucteMoro. KopucTyBadi, OLIHWBIINM PU3UK BIAKIIOYEHHS >XUBICHHS B JOBUIbHHI
MOMEHT Yacy MOXYTh BiJIMOBHTHUCS BiJ BHUKOHAHHS 3aJay, sIKi NOTPEOYIOTh HASBHOCTI YKUBIICHHS
MIPOTATOM BCi€i 3amaui. Takok KOpUCTyBadi MOXYTh OIIHUTH YaCc BUKOHAHHS 3a/1a4l i IOPIBHATH HOTO
i3 9acoM aBTOHOMHOTO >KHMBIIEHHS CHCTEMHU BiJl akyMmyisTopa abo reHeparopa, abo Bi Mepexi, 3a
YMOBH, II0 y KOPUCTYBadiB € HagiiiHMH Tpadik BIiIKIIOYEHb eleKTpoeHeprii. B Takux Bumamkax
KOPUCTYBaui caMi BUPILIYIOTh, SIKi 3a7a4i OyqyTh BHKOHYBAaTHCS B CHCTEMi, Ta MOPSIOK IiH, SKIIO
KUBJIEHHS Bce K 3HHKHe. Jlami 3amadi MOXyTh OyTH SK TNPUKIAIHAMH, KOJIHM CHCTEMa
BUKOPUCTOBYETHCS 3a MIPU3HAYCHHSM, TaK i CIIy>)KOOBUMH, 10 BUKOHYIOTHCS AJISl TIATPUMKHA CUCTEMH B
CTallIbHOMY Ta 3aXUIIEHOMY CTaHi.

Hpyrum oOMexxeHHSIM € 0OMEXEHHST OOUHCITIOBAIEHUX PECypCiB CHCTeMH. 3a/1adi, 0 MoTpeOyIoTh
OLMBPIIMX OOYUCITIOBAIILHUX ITOTY)KHOCTEH, BHUTpPAdyaTUMYTh OLIbIIE €Heprii, Tak sK I[I0 EHEeprilo
CIOKHMBA€E [IEHTPAIBHUI TPOIECOp KOMITIOTepa, 1 TaKOXK CHUCTeMa OXOJIoJpKeHHs. st cucrem, 1o
BUKOPHUCTOBYIOTh ABTOHOMHE JDKEPENIO JKMBJICHHS, BHKOHAHHS BaKKMX OOYHMCITIOBANIBHHX 3a7ad
npu3Be/e 0 MIBH/IMIOIO BUTPadaHHS HasBHOI eNeKTpoeHeprii. B Toil e wac, npu HasiBHOMY rpadiky
BIJIKJTIOYEHh MaTHME CEHC BUKOHAHHS TaKMX 3ajiad B TEBHI IHTEPBaJM 4acy, KOJH €JIEKTPOCHEpTis
To4uHO €. Ile B CBOIO Uepry CTBOPIOE BPa3JIMBICTh B CUCTEMI, TaK SIK MOPYIIHUKY Oyje B1JIOMO, KOJIH
caMe BUKOHYBaTUMYTHCS BIAINOBIAHI 3aj1adi, a 3HAYHTh BiH 3MOXK€ BHOpaTH ONTUMANBHHUN JUISA
MIPOBEJICHHS aTaKK Yac.

TperiM OOMEKEHHSIM € OOMEKEHHS, 10 MOB’sA3aHi 13 TUIIOM MPHUCTPOIO, SIKUH BUKOPUCTOBYETHCS
JUIi BUKOHAHHS BCIX IMX 3amad. B ymoBax OOMEXEHHMX EHepropecypciB KOpHUCTyBadi OyIyTh
noJsiraTUCs Ha MOOUTBHI HpUCTpoi. 3aXWUCT MOOUIBHMX TPHCTPOIB € OKPEMHUM HAIpPsSMKOM
iHpopMalliiiHOT Oe3MeKH, ale B JaHOMY BUTIAJIKy MU HE MOKEMO BHKOPHCTOBYBATH B TIOBHOMY 00CS31
peKoMeHalli MO0 3aXHUCTy MOOUIBHUX MPUCTPOIB TOMY IIO MM PO3IIISIAEMO CHUTYAIlilo, KOJIU
MOO1IbHI PUCTPOT BUKOPHCTOBYIOTHCS HE 32 CBOIM OCHOBHUM IPU3HAYCHHSM, a caMe K THMYacoBa
3aMiHa MepcoHaIbHUM KoMl toTepaMm. Lle o3Havae, 1m0 1oJaTki MOOITBHUX MPUCTPOIB MOXKYTh TIOYATH
KOH(QJIIIKTYBaTH 13 JOJaTKaMHu, sKi TOBMHHI B3ATH Ha ce0¢ BHUKOHAaHHS 3a/a4 IEPCOHAIBHOTO
KOMIT‘T0Tepa (Ipu IbOMY KOH(QIIKTYIOTh BOHHM 1 3a pecypcH i 3a yac). Takoxx moTpiOHO BpaxoBYBaTH,
110 OTepalliifHi CHCTeMH MOOUILHUX TIPUCTPOIB BiAPIZHAIOTHCS BiJl ONIEpaIiiHIX CHCTEM MTEPCOHATBHUX
KOMIT'IOTEpiB, 1 M0 MU HE MOXXEMO B 3arajbHOMY BHIIAJKy 3aIlyCTHUTH JOAATOK, IO MpaIfoBaB Ha
nepcoHanbHOMYy KoMmi'toTepi. Ham 3HamoOmsThCsl mporpamMm-aHajor, eMyJsiTOpd, KIi€HT-cepBepHa
apxiTeKTypa 3 JOCTYIIOM JI0 XMapHHUX CEpPBiCiB.

YeTBepTUM OOMEXKECHHSM € OOMEXKEHHS OB’ sI3aHe 13 IHTepHET-3’€THAHHAM. BiJICyTHICTh JKUBJIEHHS
03HayYae, 110 Hallla CHCTEMa MOXE BUMYIICHO MEPEXOIUTH B aBTOHOMHUI peskuM poOoTu. HaBiTh gKio
caM NPUCTPiil MOXe NpaIfoBaTH, BUKOPHUCTOBYIOUH aKyMyJISITOPHY Oatapero, MepexkeBe oOJiagHaHHs
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MOXe B Ilei yac OyTH HEJOCTYITHHM, a TOMY BUKOHAHHS 33/1a4 MOTPIOHO IUTaHYBaTH 1 3 PO3PAXyHKOM
Ha HecTallIbHE IHTEpHET 3’ € THAHHSI.

Hacnigkom ueTBepToro oOMekeHHS € IpoOieMa OTpuMaHHs iHpopMalii i3 BCeCBITHROI Mepexi. 3a
BiJICYTHOCTI KUBJICHHS MH HE 3MO’XEMO BUKOPHCTOBYBATH PECYPCH, III0 AOCTYITHI JIMIIe BiananeHo. Sk
1 y BUMAAKY i3 IUIAHYBaHHSAM 3a/1ad y BIAMOBIAHOCTI i3 TpadikoM BiIKIIOYEHH EIEKTPOCHEPTii,
NOPYIIHUK MOXKE€ BHKOPHCTaTH M0 iHQOpMalilo /Uil MPOBEACHHS arak, M0 CHOpSAMOBaHI Ha
MepexoIIeHHs TpadiKy, Tak K MOPYIIHAKY BiJOMO, KOJH caMeé CHCTeMa MaTHMe 3B’ 30K 3 Mepexero, a
3HAYUTHh CaMe B Ied 4yac BiOyBaTHMeEThCS Tepeaada iHpopmarii (HampuKiIaj pe3ybTaTH BUKOHAHHS
NpUKIATHUX 3a1a4). CaM (akT 0OMeKeHHS Yacy I oOMiHyiH(OopMaIliero poOUTh OyIb-KYy CUCTEMY
OiMbII Bpa3IMBOIO A0 aTaKW HAa BIIMOBY B OOCIYyroByBaHHI, TaK SK TeMep MOPYUIHHKY IOCTaTHBO
MiATPUMYBATH TOAIOHY aTaKy JIAIIe B TPOMDXKH Yacy, KOJH B CUCTEMH € KUBJICHHS.

B nHactynHux pozainax gani mpoGiieMu OyAyTh PO3TIISHYTI Oi1bII JETaIbHO.

2.0pranizaniiini 00MeKeHHsI

B ymoBax oOMexeHHX eHepropecypciB KOpHCTyBadi CHCTEMH ITOBHHHI BHPIIIHTH, SKi 3a/1a491 MOXKHA
BUKOHYBATH, a sIKi TpeOa BiAKJIACTH Ha MOTIM. JlaHe pillleHHs 3aleXHTh BiJ TOTO, B IKUX CaM€ yMOBax
3HAXOJUTHCS cucTeMa. HasBHICTH aBTOHOMHOTO JDKEpelna JKHMBJICHHS MOXKEe BKa3yBaTH Ha 3ajadi, sKi
MO’KHA BHPILIUTH MPOTATOM Yacy aBTOHOMHOI poOOTH. SIKIII0 aBTOHOMHOTO JUKEpeIIa )KUBIICHHS HEMae,
a 3aMiCTh I[LOTO BiI0OYBAETHCS KHUBJIICHHS BiJl MEPEXKI 1 € PU3MK BiAKIIOYCHHS €JNEKTPOCHEPTil B NESKUi
MOMEHT 4Yacy, KOpHCTyBayl MOBHHHI OyIyTh IUJIAaHYBaTH BUKOHAHHSA 3aAad i3 ypaxyBaHHSM LBOTO
pu3uKy. MM MOXEeMO BHKOPHCTOBYBATH MOJENi i3 Teopii MacoBOr0 OOCITyrOBYBaHHS JIIS
NPOTHO3YBaHHsA 4acy OesmepebiiiHoi poborucucremu. [lpuknagHi Ta ciayk00Bi 3amadi HEOOXimHO
PO3MIIIyBaTH Mi)K MOMEHTaMH BiJKJIIOUEHHS Ta BiJTHOBJICHHS XHUBJICHHA. BBIMKHEHHS KOMIT 10€epa,
3aBaHTaXEHHs HOTO OTepalliitHol CHCTEMH 3aliMae MEeBHUH 4ac, SIKUK Tpeba BiHIMATH Bif] 3aralbHOTO
9acy, IO JOCTYIHHU JUIS BUKOHAHHS OyIb-sKMX 3a1ad. Tak SIK MU PO3IIIAAEMO came BUIAIOK i3
BIJIKJIFOYCHHSM JKHMBJICHHS, MM HE MOXXEMO BHUKOPHCTOBYBAaTH PEXKHUM TriOepHaIlii, 10 J03BOJIMB OH
HIBU/IKO BBIMKHYTH KoMm 'toTep. UNiX moxmiOHi omepalliiiHi cucteMu NOTpeOyIOTh MEHIIE pecypciB i
MOXYTh 3aBaHTAXyBaTUCS IIBUAIIC. Yac 3aBaHTaKEHHS MOXKHA CKOPOTHTH Ie OulbIne, SKIIO
BiIMOBUTHCS BiJ] TpadiuHoro intepdeiicy. Ase noaibHui miaxig He € yHiBepcadbHUM. [ BUpimeHHS
JeSKUX TMPHUKIaJHAX 33]a4 HaM MOXYTb 3HaJ0OUTHCS JOJIATKH, 10 nocTymHi juie 1t OC windows.
OnTuMaibHUM BapiaHTOM Oy/ie BUKOPUCTAHHS KOMIT F0TepiB, Ha sikux Unix-noxiona OC BcTaHOBICHA
SK 3armacHa. B 1boMy BHIIaJKy JJIsi BUPIMICHHS OKPEMHX 3a/ad MU MOXEMO IIiJ] 4ac BKIFOUCHHS
KoMmIT’totepa obpatu came Unix moaibny OC, B To# 4ac sk [uisi iHIIMX BUKOpuUcTOByBatuMyTh OC
Windows a6o inrmi noaioui OC.[1]

Tak camo MOTPIOHO mam’ATaTH 1 PO Yac Ui BIIKIFOYEHHS KOMIT FoTepa. [ 3aXUcTy KOPCTKOTO
JICKY HaM TIOTPiOHO BIIKIIFOUATH KOMIT'IOTEp MPOTPaMHUMHE 3aco0aMu, TOMY TIpH HasBHOMY Tpadiky
BIJIKJTIOUEHb E€JIEKTPOSHEPTii HaMm MOTPiOHO BHIIMUTH B KiHII Tepiofy (YHKIIOHYBaHHS JEKiIbKa
XBWJIMH TS 30€pEeXKEHHS pe3yiIbTaTiB poOOTH Ta BIAKIIOYEHHS KOMIT I0TEpa, MepIl HiXK HOTO poOoTy
Oyne mepepBano amapatHo. IlIBunkicte 3amycky OC micisi 3aBepIICHHS POOOTH MOXKHA ITiJIBHIIUTH,
SKIO 30€perTH CTaH CHCTEMHU B IaM’ATi, aje MoAiOHa mpoleaypa caMa 1mo coli € BUTpaTow vacy. [2]
TakuM YMHOM MM MO’KEMO CKOPOTHTH Yac BBIMKHEHHS CHCTEMH 3a PaXyHOK 30UIbIICHHS yacy JUisl il
BIIKJIFOYEHHS.

HeoOxinHicTh BUKOHAHHS 33j[a4 B 3aJ[aHi IHTEPBAJIU Yacy HaKJIaIa€ThCsl Ha THIII JIOT14HI OOMEKEHHS
IIOJI0 Yacy BUKOHAHHSA 3ajady. SIKIIO HaM BiIOMO, IO XHBJIEHHS Oyne 3 7 mo 10 roamHM paHKy, a
pobounii neHp mounHaeTbes o 8:30, To B Hac Oyne nuiie mBTOpH ToAnHA (0€3 ypaxyBaHHS JIEKITBKOX
XBUJIMH Ha BBIMKHEHHs Ta BHMKHEHHS CHUCTEMH) JUIs BUPIIICHHS JAESKWX 3agad. B Halikpamomy
BUIAAKY KOPUCTYBaYl alaliTYIOThCS IO HOBOTO PO3KJamy 1 OyAyTh IPALOBATH 13 CHCTEMOIO caMe TO/i,
Koyin € >kuBJieHHs. Lle MoxHa cmoctepiratd y BHNAaAKy poOOTH i3 MEPCOHAIBHHUMU KOMIT IOTEpaMH
BIOMa. 3MiHIOBaTH Tpadik poOOTH HA MIANMPHUEMCTBAX 3HAYHO CKJIQJHIIIE, TOMY IO B JOCTYIHHH IS
pOOOTH Yac, KOPUCTYBaYiB MOKE MPOCTO He OyTH Ha POOOUOMY MiCITi.

Ille omHuM opranizaliiHUM OOMEXEHHsIM Oyae CyMIiCHICTh AESKMX 3aaad. Po3rmsHeMo HacTymHHMA
HPUKIIAJ
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Al A2 b1 b2 B3

T1 T2

Pucynox 1.4 Ihanysanns nesanexcHux 3a0ay

Al bl A2 B2

T1 12

Pucynox 1.5 ITnanyeanns nocivlo08HUX 3a0ay

Hexait T1 Tta T2 - nepioau HasBHOTO uBIeHHS, a Al, A2, b1, B2, B3 - nepioau BUKOHaHHS MESTKAX
3amau. Ha pucynky 1.A 3amadi 3rpynoBaHi JOCHUTh ONTHUMAaJbHO, CIIOYATKY JIBi 3a/1adyi, sKi 3aiiMaloTh
NpUOTU3HO TOJOBUHY 4acy Bifl JOCTYIMHOTO HaM MepioJia HasBHOTO YKHMBJIICHHS, MOTIM TPU KOPOTKI
3a/adi, sKi BKIAAAOThCS B mepion T2. Ane Takuil “OnTUMIANHHUN BapiaHT IIaHYBaHHS 3a7ad MOXe
OyTH HEMOXJIMBHM, SKIIO 3a7ada bl mMoBWHHA BHUKOPHCTOBYBATH pPE3yibTaT BHKOHAHHS 3amadi Al
(ananoriuno g b2 ta A2), sikuii pu bOMY IIBUAKO 3actapiBae. SIkmio pesynbTar BUKOHAHHS Al (i
A2) BTpadae akTyanbHICTh B IPOMIKOK 4Yacy Mix 3aBepmieHHsM 11 Ta mouatkoM T2, To TuraHyBaHHS
3a/1a4 HeOOXiTHO BUKOHYBATH BiATIOBITHO IO pUCYHKY 1.B, HaBiThH SKIIO MPHU IIOMY B HAC 3’ SABISETHCS
Yac MPOCTOI0 CHCTEMH MPH HasBHOMY >KMBICHHI. Tak sIK B JESKUX BHIIAJKaxX MH MPOCTO HE B 3MO31
3MIHUTH JIOTiKy Oi3He chpomecy, sSkuii 3a0e3neuyeTbcs Hamow iH(OPMAaliiHOI —CHCTEMOIO,
HallKpamuM pileHHsM OyJe BUKOHAHHS ACSKUX JOJATKOBHX MPUKIAJTHAX a00 CIyKOOBUX 3a1ad IS
YHUKHEHHSI 4acy MPOCTOI0 CUCTEMHU.

I3 pucynkiB 1.A ta 1.b Takox cmigye, mo cam (akT nmepepruBaHHS JKUBJICHHS HaBiTh Ha JEKiJTbKa
XBWJIMH MOXK€ TPU3BECTH O HEMPONOPINIHO OLNBIIOro 3HIKEHHS NMPOMYKTUBHOCTI iH(opMartiiHol
cuctemn. ToOTO MM HE MOXEMO OIliHIOBaTH e(eKTHBHICTh iH(OPMAIIHHOI CHUCTEMH SK TIPOCTE
BiJTHOIICHHS Yacy HasiBHOTO xuBieHHs (T1+T2) no 3aranpHoro vacy.

Ha oprauizamiiHoMy piBHI BCi 3agadi MOAUIAIOTECA Ha HeBimkimaai (urgenttasks), morousi
(currenttasks) Ta mpodinakruuni (maintenancetasks). T = {U_t, C_t, M_t}

HesinknanHi 3aaa4i moTpiOHO BUKOHYBAaTH OOOB'S3KOBO B MOMEHT iX HAJXOJDKEHHS JIO CHCTEMHU.
SIKmo B gaHuii MOMEHT CHCTEMa 3aiHsTa I1HIIOI 3aJadero, 0 He BiJHOCHTHECHS J0 IMiAMHOKHHU
HEBIKIaIHUX, 11 TOTPiOHO MPU3YMUHUTH a00 BiMIHHTH, 1 MOYATH BUKOHYBATH HEBIJKIAJHY. 3a1ady
MOTPIOHO BIIMIHUTH HaBiTh SKIIO BOHAa BHKOHaHA Ha 90+% i MH He MOkeMO 30epertu pe3yibTar
BUKOHaHHS. SIKIIO cucTema 3alfHATA IHIIOK HEBIJIKIAIHOK 3a]aduelo, 1 MpU IbOMY IOCTyIae HOBa
HEBIJKJI/IHA 33/1a9a, JUIS SIKOI HE BHCTAya€ PecypciB — CUCTEMa BBAXKAETHCS CKOMIIPOMETOBAHOIO, a
BiJIOBiTHUH Oi3HEC MPOIIEC ITOBHICTIO 3ipBaHUM.

IMoTouHi 3amaui — 11e 3a/1a4i, Ki MOBUHHI OyTH BHKOHAHI B JICHb 1X HAJXOJDKCHHS (3aMICTh OZHi€l
24-roguHHOI 100M Moke OyTH OOpaHWU iHIIWI iHTepBan yacy, Ieé He BIUIMBAE Ha KiacuQikalliro).
[ToTouHi 3aa4i MOBMHHI OyTH BUKOHAHI JI0 JESKOTO Je/IIaiHy.
npoimakTUYHI 3a7adi — HE € OOOB’S3KOBMMH JJII BUKOHAHHs, aje iX BUKOHAHHA IMiJBUIIYE
CTaOUIBHICTh POOOTH cHcTeMU. TpHBaie iITHOPYBaHHS ITUX 3a/1a4 MOXE MPU3BECTH JO 1X MEepexoay o
MiAMHOKUHM HEBIIKIIaJHUX a00 NOTOYHHX.

Hdo sxoi © i3 miAMHOXKMH He BigHOCWiAcs 3ajada, i y BiNOBIAHICTD MOXHa IOCTaBHTH Yy
BiJIMOBIIHICTH TBOBUMIpHHUI MacHB (MATPHIIIO) PO3MIPHOCTI 11 X 3

1,0,0..,1,0
ti = | d1,d2,d3,..d(n-1),dn (2.1)
c1,c2,c3,...c(n—1),cn

MEPUIMA PSIIOK MaTpPHUIll 3alOBHIOIOTH OIMHMISIMUA Ta HYJsAMH. BiH BIANOBIZa€E 3a MOXKIMBICTDH
BUKOHAHHS i-TOT 33/1a4l Ha KOXKHOMY 13 JIOCTYITHUX B CUCTEMI BY3IIiB.
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JOpyTUil pSAIOK BiamoBifae 3a TpuBamicth (duration) BUKOHAaHHS 3a1adi Ha 3aJaHOMY By3iti. O4YeBHIHO,
IO SKIIO B MEPLUIOMY PSAKY Ha BiAMOBiMHIHM mo3uwii cToiTh 0, TO Yac BUKOHAHHS OyAe HEBU3HAUCHHM.
s mpocToTH 00YKCICHb MOKHA TIPOCTO BUKOPUCTOBYBATH Bil’ €MHE YUCIIO.

TPeTi PSIOK BIAIMOBiae 3a BapTiCTh BUKOHAHHA 337adi Ha I[bOMY By3mi (COSt) B pO3psXyHKY Ha
OIMHUITIO Yacy. TAaKUM YWHOM BapTIiCTh 3ajadi € JOOYTKOM €JEeMEHTIB B CTOBIIII MaTPHIll. HYIbOBI
3HAYEHHS MPOCTO iTHOPYEMO, TOMY IO MUTTEBO BHKOHATU 3a/aduy HE MOXIIMBO. 3HAYCHHS HYJIHOBE
TOMY, III0 B IIEPIIOMY PAIKY B Hac OyB 0.

B TPETHOMY PSAKY BAapTICTh MOXHA BKA3yBaTH SIK B TPOIIOBUX OJMHUIIIX TaK 1 B eHeprii, aie Tpeba,
100 B yCiX MaTPHUIIAX 3aCTOCOBYBAJINCS OJHAKOBI OJWHUIII BUMIPIOBaHHS.

Hani MaTpuni He € KoHCTaHTaMu. Ha3HadeHHs 3afaui SKOMYCh B3Ny O3Hauae€, 10 B HHOTO Oyne
3aifHATa BXKE JesKa 4acTKa OOYHCIIOBATHHHUX PECYpCiB, TOMY MICIS OTPUMAHHSA NEKITHKOX 3a7ad, B
nepuiomy psaaky 1 6yzae 3amineno 0 a mpu 3aBepILeHHI 3a7a4i BiIOYBa€ThCS MPOTHIICKHA OTIEPALlis.

Takox He OyAyTh KOHCTAHTAaMH i 3HAYCHHA B 3 PsIIIKY, TaK K MpH 30UIBLICHH] KUIBKOCTI 3a/1a4 Ha
By3m 3poctarmMe temmeparypa LI, mo wmoxke morpeOyBaTH MOAATKOBHX BHUTpaT Ha HOro
OXOJIOJDKEHHSI.

Hepoctynmaum 11 mpu3HayeHHsT HOBHX 3a]lad BY30JI TAKOXK CTA€ TOJi, KOJIM B HHOTO 3aKiHUYIOTHCS
EJIEKTPOCHEPT .

€ nBa miaxomu A0 posmonimy 3amad. [lepmmit mimxim — I mMpU3HAYEHHS 3a7ad Ha B30 JIO
BUYEPIIaHHS BCIX HOTO pecypciB, 1 JIUIIIE MiC/s 1OTO MEPEXOAMMO IO HACTYIHOTO By3na. [Ipu takomy
MiAXO01 MU MiHIMI3yeMO KiNBbKICTh 3aiIHUX BY3JiB. 3aisiHi BYy3JIM MOXKYTb BUTpauaTH TPOXH Oinblie
eHeprii uepe3 BUCOKY 3aBaHTaXKEHICTh, ajle BCi 1HII BY3JH, HA SKUAX BIJICYTHI 3a/1a4i, HE BUTPAYaTUMYTh
eHeprito B3arami. [pyruii miaxia — He piBHOMIpHHUNA PO3MOLT 33/1a4, KOJIM HaBaHTAXCHHS OalaHCYIOTh
MK yciMa By3namu. Ilpu mepmomy migxoni Oinblia iMOBIpHICTH TOTO, IO B Hac OyAe BiNBHUI BiA
3a7a4 BY30JI, SIKMH 3MOKE IT0YaTH BHKOHYBAaTH HEBIJKIAIHY 3aJady, SKIIO Taka Haaiidae. B apyromy
BUMAAKY — 4depe3 akTuBHICTH BCIX By3miB cucTeMu HaMm JOIIGHO IMiATPUMYBATH CEpeIHIN piBeHb
3aBaHTAXKEHOCTI BY3JIiB 32 PaxyHOK OiNBIIOI KiIJBKOCTI MOTOYHUX Ta MpOoQiNakTHUHUX 3anad. [Apyruit
BUIIAJ0K O3HAYaE, [0 IMOBIPHICTh MEPEPUBaHHS Ta/ab0 BUTICHEHHS SKOICh 3ajadi Oyae OJIM3BbKOI J0
100%, gxmo Hafiiime HEBiAKIAAHA 3ajada, aje Oinbpllla 3aBaHTAXKEHICTh yCiX BY3IIB O3HAYaE, MIO
JKOJICH 13 HUX HE BHKOPUCTOBYE HAJMIPHY KiJIbKICTh €HEpril Ha OXOJOMKEHHS. TAKOX 3MEHIIYETHCS
BIKHO MPOTATOM SIKOTO HaM MOKE 3HAJOOWMTHCS TepepBaTH YW BHUTICHUTH 3a/a4y IJIsi BHKOHAHHS
HeBigKIamHoi 3afadi. ToOTO 3a mepiri JeKiabKa TOAMH poO0YOro THS MU BUKOHAEMO OUIBIIICTh 3371ad,
o OyJM 3alIaHOBaHI Ha CHOTOJIHI, MMICTS YOTO 3aJIUIIAETHCS OMPAaIlbOBYBATH JIUIIIE HOBI HEBiIKIIAIHI
3ajgaui. [Ipu 1bOMy Ham HE OOOB’S3KOBO IIOJHS BHUKOPHUCTOBYBAaTH OJWH 1 TOW caMuil miaxig. Mwu
MO’KEMO 3MIHIOBATH ITiIXi]T B 3AJIEKHOCTI BiJ] CHUTYaIIii.

3.00MexkeHHS 00UHNCIIOBATILHUX pecypciB
Jist naHOTO OOMEXKEHHST MOYKJIMBI J[Ba CLICHAPIT:

- TO-TIepIIIe I1e MOXe OyTH 0OMEXEeHHS JIsi aBTOHOMHOTO JDKEPEIIa )KUBIICHHS, KOJM BaKKi OOUMCIICHHS
MPHU3BOJIATH JIO IIBUIIIIOTO BUTPaYaHHs eHeprii[3]

- MO-Apyre Iie MOXKe OyTH OOMEKEHHS Ha BCIO CHEPrOMEpEeXKY, KOJIM BUKOHAHHS BAKKHX OOYHUCIICHB
KOXXHHM OKPEMHM BY3JIOM HE € TPOOJIEMO0, aje BHKOHAHHS THX JK€ 3aJad JESKOK KPUTUIHOIO
KIUTBKICTIO BY3JIiB TIpHU3BE/E 10 BiJKIIOUYCHHS JKUBJICHHS BCi€l cucteMu. lle oOMexeHHs € KIaCHYHNM
BUTIAJIKOM “TPH 13 3a0pyJeHHHsIM” 13 Teopii irop. [4] I'pa i3 3a0pyIHEHHSIM € TINOTETUYHUM CIICHAPIEM,
B SIKOMY TPaBIIMH € BUPOOHHWIITBA, KOKHE 13 SIKUX IIKOAWUTH JOBKULIO. OKpeme BHPOOHUIITBO HE
3/IaTHE 3aBAATH CYTTEBOI IIKOJH, TaK SK B JOBKULIA € JESKUN 3amac MIIHOCTI, IO J03BOJIAE HOMY
camoBiiHOBMOBaTHCs. OUYEBUIHO, 1110 MPH MIEPEBUIIICHH] JJAHOTO 3amacy IpaBlii MOYMHAIOTH 3aBAaBaTH
HE3BOPOTHOI INKOAM TOBKULIKO, IO 3aKiHUYETHCSA TpaAriyHo i BCiX. MeTO MaHOro NpUKIady €
JIEMOHCTpAIliST CAMOOOMEXECHHS, KOJIA TPaBIli BiMOBIISIFOTHCS BiJl IIKiJIMBOTO BUPOOHUIITBA, 100 BCi
rpaBlli He mporpaiu ogHoyacHo. [Ipobiema B ToMy, 1110 BiIMOBA BijJf BAPOOHMIITBA O3HAYAE, 110 JaHHM
rpaBelb B JIAHOMY payHJli TPH HE OTPHUMY€E NMPUOYTKY, B TOH 4Yac SIK iHINI TPaBIli, IO BUPINIYIOTH
ITHOpPYBaTH MpOOJIEMH JTOBKIJUIA, TAKUH MPUOYTOK OTPUMYIOTh. A 3a MpaBUJIAMH T'PH IIEpeMarae ToM,
XTO HaOpaB HaiOinbmui mpuOyTok. [lapamokcanbHO TIEPEMOTTH MOXKE JIMIIE TOH, XTO 3a0pYAHIOE
JTOBKIJUISA, ajie SIKIIO TaKMX I'PaBIiB HAOWpPa€eThCs OLIbIIE JASSIKOT KIJIbKOCTI, TO MPOIParTh BCi. 3aMiCTh
3a0pyIHEHHS] JOBKUUIA B HAIIOMY BWIIQJKY CIOXHBAaHHS €JeKTpoeHeprii Bij mepexi. [IpuOyTtok €
HACJIiIKOM BUKOHAHUX 3a/1a4, TPaBLsIMH € By3JH cucTeMH a0o i kopucTyBaui. | 1i By3nu/kopucTyBaui
MOBMHHI 00paTH MK BHPIIICHHSAM JEAKOI MIJAMHOXMHHU 3ajad a0o B3arajli HI40ro He 3pOOHUTH.
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CKJIagHICTh 3aJIKUTh BiJl TOTO, UM € MK IPaBIISIMH 3B’ 530K MMOCTIHHO/TIEpe]] IPOK0 YM 3B 30K B3araji
BiACyTHIH. UM MOXYTh BOHHM Y3TOAWUTH PO3KJIAJ] 32 SIKHM B KOXHOMY payHIi TPH JIOCTYN [0
eneKkTpoeHeprii Oyne OTpUMYyBaTH AESKWH KOPHCTYBad, Yd BOHHM IiSTUMYTh €roicTuyHO? Y naHOi
mpobiiemMu € me oauH BuMip. Kpim BHOOpY By37iB, II0 BUKOHYBAaTHMYThH 33/1adi, KOPUCTYBadi TAKOX
MOXKYTh OOMpaTH caMi 3a7adi, SIKi BAKOHYBaTUMYThCA B cucTeMi. [IpukiamHi 3aqadi MoKHA pO3TIISIATH
AK Aii, 0 MPU3BOAATH 110 3a0pyAHEHHs, B TOH Yac AK CIIy>KOOBi (pe3epBHE KOMiIOBaHHSA, MepeBipKa
aHTHBIPYCOM Ta iH.) MOXYTb 3HW)KYBaTH piBeHb 3a0pymHeHHs. 7 OTpUMaHHS MaKCHMAaJILHOTO
mpuOyTKy KOpHCTyBauaM MOTPIOHO 30UTBIINTH KUTBKICTh NMPHUKIATHUX 3a1a4, a 3pOOUTH II€ MOXKHA
JIMIIE 32 PaXYHOK 3a]a4 CIIy>)KOOBHX, TOOTO KOPUCTYBay MOXKE MPUHHATH PilICHHS OO0 BiAKIIOUEHHS
MexaHi3MiB 3axucty. Ynm Oinplie MexaHi3MiB 3axucty Oyae BiIKIIOYEHO, THM Oijblle iMOBIpHICTH
YCHINIHOI aTaKy MOPYIIHKUKA, IO B CBOIO YepPTy O3HAYae, 10 MPUOYTKY BiJ MPUKIAAHUX 3a7ad He Oyze
B3arajii (KpUTUYHUH piBEHb 3a0pyJHECHHS, SKHI HE MOXE BUTPUMATH JOBKiJIJIS).

I'pa i3 3a0pyIHEHHSM € 9iTKO (hOpPMaTi30BaHOIO, 3pPO3YMLUIOI0 IPOOJIEMOLO 1 B MEPEexki MOXKHA 3HAUTH
0e31iY mporpaMHMX peaizaiii Ta MoAeneil. OmuIIeMo BiAMOBIAHY MOJEINb TYT:

- HaM moTpiOHa MHOKWHA i3 NeieMeHTiB A = {node;,node,, ..., node_n}
- KOKEH eJIEMEHT Ma€ BU3HAYCHI i1 HhOTO IMOBIpHOCTI PTa(, Takimo p +q = 1

- Ui i-TOrO By3Ja IMOBIPHICTh p; BIAMOBiAA€ 3a “eroicTU4YHy” CTpaTeriro, KOJH By30J NpUiiMae
pimenHs 3a0pyqHIOBaTH (B HAIIOMY BHUIIAAKy — BHUKOHYBaTH CKJIAJHY Ta €HEpPro3arpaTHy
3a5a4y), a q; — abTPYICTUYHY CTPATETil0, KOJIU MOAiI0HI 3a7a4i HE BUKOHYIOThCS.

- TEHEepyeEMO BHIAJKOBE 4HCiIo i3 miamasony [0,1]. SIkmo BoHO motparmsiste B miamason [0,p]
(GYHKIIIS TaHOTO By3Jia MOBEPTAE 1, B MPOTHICKHOMY BUMAIKY moBepTae 0

- paxyemMo CyMy BIAMOBiZed Big BCiX BY3IIB 1 TMOPIBHIOEMO Ii i3 MOPOTOBHM 3HAYECHHSIM.
Y1-1b;=B, B < T— 3abpynmHenns He BigOymnocs, B > T — 3abpyaHeHHs BinOymocs, Bci
porpaiy, Mepexa He BUTpUMala.

- BukoHyeMO TpPOTOHKY JaHOI MOJENi JeKiTbKa pa3iB 1 paxyeMo YacTKy BHWITAJKIB, KOJH
3a0pyJHEeHHs BIiAOyJIOCS 0 3arajibHOi KuUTbkocTi. YuM Oijiblie iTepaiiii THM OJHKue
ekcriepuMenTaibhe 3HaueHHs likelyhood mo Teopernunoi iMOBipHOCTI TOTO, IO 3a0pyAeHHS
BiIOYJICTHCSI 1 HAM JIOBEIETHCSI BUKOPUCTOBYBATH aBTOHOMHI JKEpESia )KUBJICHHS.

3aysaoicennsa: nporpaml y rpi i3 3a0pyAHEHHSM IIe HE O3Haya€ Kpax Bciel cuctemu. Bin Bkazye
T Ha HEOOXIIHICTh 3aCTOCYBaHHS aBTOHOMHUX JKEPETl )KUBJICHHSI, IKUX MOKe OyTH JIOCTaTHBO JUIsI
MiATPUMKHA CHUCTEMH, 32 YMOBHM IIIO Hporpami BijgOyBalOThCS HE IIOMHS 1 B HAC BHCTAdae 4acy
BiJIHOBUTH aBTOHOMHI JDKepesa J>KUBJICHHS ITepe]] HACTYITHHM IporpameM (OTpHMaTd IaibHE Ui
TeHEepaToPiB, MiI3apsAUTH aKyMYJISITOPHI OaTtapee BiJl MepeKi, TOIIO)

4. O0Me:KeHHs THIY IPUCTPOIO

OueBUAHNUM BHPIMIEHHAM NPOOJEMH i3 >KUBJIECHHAM i1HQOpMALiHOI CHCTEMH € BHUKOPHCTAHHS
MOOUTBHUX TPUCTPOIB TaK K BOHH MAalOTh aBTOHOMHE J[KEPEJIO JKUBJICHHS Y BUIIIAI aKyMYJISITOPHOT
Oarapei.AJie He BCi 3aJ1a4i MOXKYTh OyTH IepeHeCeHI Ha MOOUIbHI mpuctpoi. [lo-niepiie Bei 3amayi, ski
noTpeOyIoTh OLIBIIMX 3amaciB eHeprii HiK JOCTYNHI B aBTOHOMHOMY JDKEpesl XHUBJICHHA HaM He
HiIXO/STh, TaK SK BOHM HE 3MOXYTh OyTH 3aBepiieHi. MoOiIbHI MPHUCTPOI MalOTh OUTBII KOPCTKi
OOMEXEHHsT Ha @aMm’sTh, a TaKOX IMOTPEOYIOTh IOJATKOBOrO OOJaJHAHHS IS B3aEMOJIi 13
nepudepiiHIMU MPUCTPOSMH. Y NepCOHaTIbHOTO KoM totepa Moxe 0yt CD/DVD-rom mis poGotu 3
ONTUYHUMH Iuckamu. CMappToHy a0o MiaHmIeTy AJs HbOr0 3HaJOOUTHCS CHelialbHU NMepexiJHuK 3
USB. TIpu usomy USB pos’em 3aiinstuii minkmodendsM CD/DVD-rom Bxe He MoxHa Oyie
BUKOPHUCTATH JUIS MIAKIIOUYEHH 1HIIMX MPUCTPOIB (HANPHUKIIAZ MPUHTEPY abo cKaHepy). 3BUYaitHO, IPH
HasBHOCTI BCHOTO HEOOXIZHOTO OOJaIHAHHS KOpHCTyBad Moke BukopucroByBatn CD/DVD-rom Ta
npuHTep 1o uep3i. lle Mo3BoNMTH BUKOHYBAaTH Jiesiki 3a/adi moBuIbHIIIE. Hampukimany mMu MoxeMo
30epertu (aiyr i3 ONTUYHOTO JHCKY B IaM’siTh cMapT(OHy, a MOTIM PO3JPYKyBaTH AaHuil (aiin Ha
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npuHTepi. s 1aHoi MOCaiZ0OBHOCTI il HaM MOTPiOHO, 11100 Ha cMapTdoHi OyJI0 JOCTATHHO IaM’sTi
JUIs TAMYacoBoro 30epiranns Qainy. HaBite skmio cmaptdon miarpumye 6e3aporose 3 exnanus (Wi-
Fia6o bluetooth), Take >k 3’enHaHHS NOBMHEH MiATpUMYBaTH 1 nepudepidiHUN TPUCTpIH, AKUH MU
HaMaraemMocs TWiAKIIOYUTH. be3apoToBe WiAKIIIOUEHHS € OUThII TOMIMPEHHM Cepell CydacHOro
nepudepiiiHoro oOmagHAHHS 13 CEPeIHBOTO Ta BUINOTO IIHOBOTO cermeHty. [lemeBe abo crape
nepudepiiiHe o0nagHaHHSI MOKHA ITiAKIIOYATH JIUIIE 32 JOIMTOMOTOI0 JPOTOBOTO 3’ €AHAHHS.

ITpoGieMu MOXKYTh BHHUKHYTH i 3 iporpamuuM 3abe3mnedenasm. OC Android 6ysa po3pobiena Ha
ocHoBi linux, ane e He 03HAYaE, 10 MH MOXKeMO 3amyckatu bash-ckpuntu va Android. [{ist po6oTu 3
TEpMiHAJIOM HaM MOTPiIOHO BCTAHOBHUTH BIJNOBiJHE MporpamHe 3abe3nedeHHs, i poOutu me Tpeda
3aBYaCHO, a HE MICIIS TOTO, SIK BIAKIIOUEHHS KUBJICHHS CTAN0 MpobieMoro. s MoOiIbHUX TPUCTPOiB
icHye Takox emynstop MS-DOS, 1o 103Bosisie 3ammycKaTy cTapi BAKOHYBaHI (aiiiu. Alie MpaioBaTH
13 3BUYaiHUMU .€Xe daiinamu My He 3MOoxeMo. Bynb-sakuil BaKnuBuil Ajs1 poOOTH ITOJATOK MOBUHEH
OyTu 3aMiHeHMH HOro MOOITBHOIO Bepci€lo, a 3a BiJCYTHOCTi, TakWil aHajor MOTPiOHO HamMcaTH
CaMOCTIHHO, IO ISl OUTBIIOCTI KOPUCTYBadiB HE € MPUAHATHUM pilmleHHSIM naHoi mpobnemm. [ms
BUPILICHHS MPUKIATHAX 33/la4 HAM MOXe OyTH JOCTaTHhO MOBU mporpamyBanHs QBasic, Tak sk
HamucaHi Ha Wil MOBI mporpamMu MokHazamyckatd B emynaropi MS-DOS. [lng iHmmx MoB
MpOrpaMyBaHHA HaM 3HAJOOWTHCS KOMIUIATOP 1 CepeloBHINE PO3POOKH, IO 3[aTHI IPAIOBATH
aBTOHOMHO, 0Oe3 migkmoueHHS 10 iHTepHeTy. OHIAH KOMMUIATOpPH BCEe 1€ MOXYTh
BUKOPUCTOBYBATHCS B IIPOMIXKKH Yacy, KOJIM B HAC € )KUBJICHHS MEPEKEBOT0 00J1aTHAHHSI.

He moxHa irHopyBaTH 1 mpoOjeMy CyMICHOCTI MOOUIRHUX JOJATKIB Ta JIOJATKIB, SKI MOBHHHI
TUMYacOBO BHUKOHYBAaTH 3aBJaHHS MEPCOHAIBHOrO KommoTepa. KopucTyBad MOBHHEH PO3yMITH, IO
NIPY BIIKIIOUYEHHI KHUBJICHHS, KOJIM TIEPCOHATBLHUN KOMII'IOTEp HE TpAaIfoe, HOro MOOITEHUIA TPUCTPIH
BUKOHYE 3a7iayl TMEpPCOHATBHOTO KOMIT'IOTepa SK AOAATKOBI JO THX, LI0 BXKE BHKOHYBAIHCS Ha
MOOITFHOMY TPUCTPOI B HOTO MITATHOMY pexuMi (yHKIioOHyBaHHA. Lle 03Havae, 0 BUKOPUCTOBYIOUN
MOOITPHUM TIPHUCTPi B HIUXYMOBaxX, HaBaHTAKEHHS HAa HbOMY Oynme 3HauHO Oinmbine, 00 HA HHOMY
BUKOHYIOThCS BJIACHI 3a1ayi Ta 3a7a4i nepenecei i3 [1K. e nmigBuieHe HaBaHTaKESHHS TPU3BOIUTH J10
HIBHJIIIOTO BUTpAvYaHHs €Heprii, a 3Ha4uTh CKOPOUYe Tepio]] aBTOHOMHOT poOOTH npucTpoto. Lle Takox
03HaYae, 10 IpU OUTBIIOMY HiXK B IITATHOMY PEKHUMi pOOOTH HABaHTaKEHHI, CITy>)KOOB1 IpOTpamH, 110
HEOOXiZHI JUIsl 3aXUCTy iHQOpMaIii MOXKYTh OYTH BIAKIIOYEHI TOMY, II0 Ha iX MIATPUMKY MPOCTO HE
BHCTa4YaTUME PECYPCIB.

Takoxx TOTpiOHO BPaxOBYBaTH, IO MOPYITHUK MOXXE€ BHUKOPHUCTATH BPA3IMBOCTI MOOLIBHOTO
MIPUCTPOIO IS IOCTYITY A0 iH(opMarlii, sika 3a3BH4Uail 00poOISEThCS HA MTEPCOHAIEHOMY KOMIT IOTEPI,
JI0 SKOTO y TMOPYIIHUKA JOCTYIy He 0ys0.[5]30iibleHHs KUIBKOCTI 3a/1a4 Ha OYy/b-SKOMY MPUCTPOT
poOuTH Hioro OLITBII BPa3IMBUM JIO0 aTaK HA BiIMOBY B 0OCITyroBYBaHHI (depe3 Opak pecypciB), a TaKOX
HiJIBUIIY€ iIHTEPEC MOPYIIHUKA 10 JAHOTO By3JIa CHCTEMH.

5.00me:xeHHs MOB’A3aHi 3 iHTepHeT-3’ €THAHHAM

HecrabinpHe iHTEpHET 3’€MHAHHSA O3HA4ae€, IO TOMOJOTiSA Hamoi iHGOpMAaIiitHOI cucTeMu
3MIHIOETHCS TIPOTSITOM BUKOHAHHS MOCTABJICHUX 3a11a4 [6]
Bci 3a1aui MOXKHA PO3IIATH HA 1T’ SITh OCHOBHUX KaTeropiit:
1) 3amadi, 10 MOTPeOYIOTh MOCTIHHOTO IHTEPHET 3’ €THAHHS
2) 3ajadi, M0 MOTPeOYIOTh IHTEPHET-3’ €JHAHHS [T 1HIIliami3arii
3) 3agaui, MONOTPEOYIOTh IHTEPHET-3’ €JHAHHS [Tl HAJCHJIAHHS PE3yJIbTaTiB
4) 3anmayi, mONMOTpeOyIOTh IHTEPHET-3’ €THAHHS JIJIS1 KOPEKIIii
5) 3amadi, 1m0 He TOTPEOYIOTh IHTEPHET-3’ € THAHHS

MosknuBuMH € 1 KoMOiHarii 2+3, 2+4, 3+4, 2+3+4

Juns 3aga4, mo noTpeOyTh MOCTIHHOTO iHTEpHET-3’€JHAHHS MH MMOBHHHI BUKOPHCTOBYBATH TY XK
CTpareriro, 1o Oysa omucaHa B po3/isi opraHizamiiiHi o0MexeHHsi. ToOTO MU MOBUHHI TUTAHYBATH 1X
BUKOHAHHS Ha MPOMIDKKH Yacy, KOJU IHTEPHET-3’€lHAHHS rapaHToBaHo Oyne. I[lepepuBaHHs iHTEpHET-
3’€JHAHHA MOJKE O3HAYaTH, IO 33Jady MOTPIOHO MOYaTh BUKOHYBATH MOBTOPHO, abo 110 ii pe3ynbTar
BUKOHAHHS HE MOXKHa OyJe 3aCTOCOBYBaTH. B OCTaHHbOMY BHIAJIKy HaM MOTPIOHO BUSBUTH (DaKT
NepepuBaHHs IHTepHET-3’€IHaHHS, 100 Opa3y NepepBaTu 3a1ady i He 3aBaHTa)XyBaTH HaIlly CHCTEMY,
TaK sIK pe3yJbTaT BUKOHAHHS I1i€1 3a/1a4i Bce 0J{HO Oyzie He3aJ0BIIbHUM.

3amayi, mOMOTPeOYIOTh IHTEPHET-3’ €IHAHHS JJIs 1HILIaTi3amii — e 3ajadi, sKi OTPUMYE CepBEp B
KIIIEHT-CEpBEPHill apxiTekTypi. /st 3MeHIIIeHHsT BIUTMBY OOMEXXCHHS JKUBJICHHS Ha BUKOHAHHS TaKUX
3amau OakaHO peasizyBaTH 4depry i Oydep mopimomiieHb, 1100 MM MOIIM NPUHHATH OJpa3y ACSKY
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MOCJIIOBHICTh TAKUX 3a/1a4, 1 BAKOHYBATH X B aBTOHOMHOMY PEKHMI, IOKH MEPEKEBE O0JIaJHAHHS HE
Mpalioe yepe3 BiICYTHICTh kuBleHHA. [Ipo0ieMa BUKOpUCTAHHS YEprH MOJISTae B TOMY, IO B 4ep3i
OyayTb HEOOOB’SI3KOBI 3aBHaHHS, SIKIi TyAM MOTpamWiIH ToMy, mo Oe3 iHimiamizamlii iX HEMOXIUBO
3allyCTUTH, Ta y piBHI BHeBHEHOCTI MeHmoMy HiX 100% B TOMy, 10 BUKOHAaHHS LIMX 337ad Ham
3Ha00uTECS. TOOTO Yepe3 HeBU3HAYEHICTD 13 TPUBANICTIO BIICYTHOCTI KUBJICHHS MU BiAPaBIsIEMO HA
cepBep IOJAaTKOBI 3aAadyi, SKi cepBep MOBHHEH NMOYAaTH BHUKOHYBATH B AaBTOHOMHOMY PEKHMI MicCis
OCHOBHHUX 3aJjad i3 4Yeprd, SKIIO JKMBICHHS He Oyne BigHOBIeHO. YnM moBmie OyzAe BiJICYTHIM
JKUBJICHHS MEpEXXeBOTO 00JIaIHaHHS, TUM O1NIbIIe CIIeHapiiB PO3BUTKY MOii A cepBepy MU MTOBUHHI
nepeadaunTH, Tak K HaOip 3aJad MU MOXKEMO BIANMpPaBUTH JMile OonuH pa3. HaBiTe mpu poboti
i30/1Hi€I0 3a7ayero, B Hill Moxe OyTH mependadeHo po3TamyKeHHs. MOKIMBICTh mNepeadadnTH
MapIIpyT, KUl Oyae oOpaHo IpH PO3TaTyEeHHI J03BOJISIE€ 3MEHIITUTH KUTBKICTh JAHUX, 110 HEOOX1THO
nepeaaBaTH Takii nporpami.[7]

Hns 3amad, monoTpeOyoTbiHTEpHET-3 €MHAHHS IS HaJCHJIaHHS PE3Y/IbTaTiB BUKOHAHHS TaKOX
nmoTpiOHA Yepra i3 MmpiopuTeTamMu, 00 BIANPABUTH B MEPITY YePry pe3yNbTaTH BUKOHAHHS KPUTHIHO
BaKJIMBUX 3a/a4. Takox MOTpiOHO B TAKMX CHCTEMaX 3aCTOCOBYBATH MEXaHI3MU CTHCHEHHSIAHUX.
Jesiki 3a1a4i MOXKYTb BUKOHYBaTHCS aBTOHOMHO 1 MOTPeOYIOTh iHTEpHET-3’ €HAHHS JIUILE Y BUMAIKY,
KON BUHHMKAE JesKa TMOMMIIKa abo iHIIA HeCTaHJapTHAa CHTyalis. B mpoMy BHUIaaKy cucrema
BUKOPHCTOBY€E 3BOPOTHIA 3B 30K /ISl MPUHHSTTSA PIOICHHS MIOAO MOAANBIMX Mid. Ynm Oinbime
HECTAHJIAPTHUX CHUTYAIllil Ta BUHATKIB MU 3MOXEMO TNEpea0aYUuTH, TUM MCHIIEC IMOBIpHICTh, 1[0 HAM
3HaO00UTHCS KOpeKIis. KpiM BUKITIOUEHb Ta MOMHJIOK CUCTEMa MOXE BUKOPUCTATH 3BOPOTHIH 3B’ 30K
U 3aluTy AOAATKOBUX IAaHMX, TOOTO Ha eTami BUKOHAHHS 3ahadyl MOXe 3HaJOOMTUCS AOAATKOBA
inpopmaris. OueBUIHUM BHUPIMICHHAM AaHOI MpoOiIeMU € HaJacHiaHHs Beiel moniOHol iHdopMmarlii Ha
eTami iHimiamizamii 3ama4i (kmo 1e MoxiauBo). Lle 30inbmrye oOcar iHTepHeT-Tpadiky, a TaKox
moTpedye MOIATKOBOI ImaM’sITi st 30epiranHs JaHUX, SKi MOXKYTh 1 He 3HaOOUTHC. B IboMy BUTIaAKY
HaAiHICTh (1 BIAMOBIOHO - poOOTa B aBTOHOMHOMY PEXFMi) 3a0€3MeUyIOThCS HAUIHIITKOBICTIO, IO
MPU3BOUTH IO AOAATKOBHX BUTPATH PECYPCIB CHCTEMHU.

B ymoBax HecTaOiTBHOrO JKMBJIEGHHS Hamoi iHQOpPMaIiiiHOI CcHCTEeMH, BUKOHaHHS OaraThbox
omeparliii moTpiOHO 3IMICHIOBaTH B PEXUMi TpaH3akKmiid. BinkioueHHs >KUBIEHHS O3HAYaTHMeE, IO
TpaH3aKIlil0 HeoOXiqHO BigMiHUTH. TOOTO 3a paXyHOK TpaH3aKIlii MM rapaHTYEMO, 11O B HAC HE Oyze
YaCTKOBO BHKOHAHMX 3aBIaHb. [lis BOpOBaKEHHS MeXaHI3My TpaH3aKIii HaM TaKoX 3HAJI00WTHCS
KypHa. [8]

B 3anexHocTi BiJ NpUKIagHUX 3a/1a4, sKi BUpIiMIye iHdopMaliiiiHa cucTeMa, KOpUCTyBadaM TaKOXK
PEKOMEHIIY€ThCS 3aBAHTXKHUTH ISl JIOKAIBHOIO 30epiraHHs CJIOBHUKM 1HO3EMHHMX MOB, KapTH
MICIIEBOCTI, KOMITac, TOJMHHNK, CEKYHIOMIp,KaJleHap, cCkanep mrpux komiB tTa QR-kofiB, TOBiAHUKH
Ta MiJPYIHUKH, [0 MICTATh BCi HEOOXi/IHI TSI BAKOHAHHS MPUKJIATHUX 3a/1a4 POPMYIH Ta IHCTPYKIIii,
CepeloBHIla PO3POOKH/KOMIIIATOPH, YTWIITH s Teperisimy ¢ainiB pisaux ¢dopmatie  (pdf,
powerpoint, makery microsoftoffice), yrunitu ans mudpysaHHs, po3mudpyBaHHsS MOBIIOMJICHb Ta
YTHIITH A7 TA(POBOTO MiANHCY, TenehOHHNH JOBITHUK, & TAKOXK IMPOrpaMy JJisl yCTAHOBKH JIOJIATKiB
i3 APKaiiniB, Tak sk ipyu 0OMEKeHii nmam’aTi MOOLIEHOTO MPUCTPOI0 MU MOKEMO 30epiraTi 4acTHHY
JOJaTKIB B TaM’sITI MOOUTRHOTO MPUCTPOIO, @ YaCTHHY Ha 30BHIIIHBOMY HOCII, 1 TIEPEHOCHTH iX 3
30BHIIIHBOr0 HOCISA HAa MOOUILHHMHM Ta B IHIIMKA OIK BIAIOBIZHO A0 IIOTOYHMX 3aBJaHb, AKI HEOOXI1IHO
BUKOHYBATH CUCTEMI.

6. MoaeJn

OueBuAHO, IO NPH HASBHOCTI BHOOpPY MIiXK 3a0€3MEUEHHSM EHEPrOHE3aJIe)KHOCTI CHUCTEMH Ta
3aco0amMH TiATPUMKU (QYHKI[IOHYBaHHS CHCTEMH B YMOBaX BIJKJIIOUEHb EJIEKTPOEHEeprii, MoTpiOHO
o0Opatu came nepiuid BapiaHT. SIKIIO CTOpOHA 3aXUCTy MOXKe 3a0e3rmeunTH (DyHKIIIOHYBaHHS CHCTEMH B
pexxumi 24/7 3a paxXyHOK NIMBHUX F€HEPATOPIB UM aKyMYJIATOPHHUX Oatapei, sKi BOA€ThCSI MOBHICTIO
3apSAIUTH IPOTATOM IEPioy HAsBHOCTI €JIEKTPOCHEPrii, TO Marepiajii, BUKJIAJACH] B JaHIil cTaTTi BaM
HE 3HaJ00JIAThCA.
Jns BuOOpy HaMKpamoro NpoeKkTy BUKOPUCTOBYIOTH MeTo] PimbepHa abo Yes. Obuasa meToau €
JMHIMHUMH, MalOTh OJHAKOBY OOYHMCIIOBAIBHY CKIIAJHICTH 1 PO3paxoBaHi HE HEBEIMKY KUIBKICTb
MOKa3HUKIB e(DeKTUBHOCTI (3a3BHYail He OibINe S5), IPH IIbOMY TIOKa3HUKH YTBOPIOIOTH CTPOTO CHAIHY
MOCJIZ0BHICTh, TOOTO HEMa JBOX MOKAa3HHKIB 3 OJHAKOBOKO BAaror. 3HAYEHHs KOCQIIIEHTIB st 000X
METO/IiB He 3ajIeKaTh BiJl MpeJIMETHOI 00IacTi, a BU3HAYAIOTHCSA BHMKIIOUHO 3a (DOPMYJIOK. IX
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3HAYCHHS 3aJICKUTh JIMIIE BiJ KUIBKOCTI IIOKAa3HMKIB. Tak Ui 5 TOKa3HHMKIB e()EeKTHBHOCTI Iii
KoeilieHTH MaTUMYTh HACTYITHUN BHUTJIS;

TRTETETET 018 memooy Diubepra

%;%;%;%;%fdﬂﬂmemody Ves
Li xoediIieHTH € MOCTIIOBHICTIO 3BHYAHUX MPOOiB, YHCEIHHHUKH SIKUX YTBOPIOIOTH apUPMETHIHY
MOCITIAOBHICTh, a 3HAMEHHUK MICTHUTH iX cyMmy. JloCTaTHbO BUKOPHCTOBYBATH OAWH 13 METOJIIB, IPYTHUN
BUKOPHUCTOBYIOTH JIMIIE TOAl, KOJIM 3 MEPIIUM OTPUMYIOTH Ty’e ONM3bKi OLiHKH. SIKIO MOKa3HHKIB
Oinpme 5, ix TpymyoTh. BukopucroByBatn mertonu DimbepHa Ta Yes Ui MPOEKTIB 3 OLIBIIOI HIK 5
KUTBKICTIO TIOKa3HUKIB HEAOIUIPHO TaK SIK TIOCHIIOBHICTh KOEQIIIEHTIB Ty)K€ IIBHIKO Ccrafae i
MOKA3HUKHU, KI OyAyTh 3HAXOIUTHUCS B KIiHII M€l MOCTIJIOBHOCTI MPAKTUYHO HE BIUIMBATUMYTH Ha
pe3ynbTaT, TaK sSIK BiIMOBIAHI KoedimieHTH OyayTh aye O0mu3bKi 10 0.
banpamit Meronm, mpu sxkoMy Koe]iieHTH OOHMparoTh 3 ypaxyBaHHIM CIEMU(IKA MPEeIMETHOT
obmacTi (a 3HAYUTH MOXKYTh OyTH 2 ab0 OiNbIle OJHAKOBUX KOedillieHTa), 3aCTOCOBYBATH CKIAIHIIIE,
TaKk SIK TpPA HHOMY BHUHHKAIOTH TPOEKTH 3 OJHAKOBHUMHU OIIIHKaMH (32 PaxyHOK OJHAKOBUX
koedirnienTi). Tak, mpu HAsSBHOCTI ONHIET TApX OJHAKOBUX KOe(illi€HTIB 1 oqHIE] TPIKN OTHAKOBUX
KoediIli€ATIB, 3HAYSHHSI IKUX BiAPI3HIIOTHCS BiJl 3a3HAYSHOI TApH, KUTBKICTh MPOEKTIB CTAHOBUTHME

Q = 2!+ 3! = 12 npoekriB (6.1)

SIKIIO X eNIEKTPOCHEPTis BiACYTHS MPOTATOM TPUBAJIKX MEPIOAIB Yacy BHACTIIOK CTUXIHHUX JIUX YU
BilfHH, @ MOYKJIMBOCTI IPpUA0ATH TEHEPATOPU UM aKyMYJIATOpPHI OaTapei Hemae uepe3 Opak pecypciB abo
ix medinuTt Ha pUHKY (IKepena KUBJICHHS TOTPiOHI HE JIMIE HaM), TOJl MOTPiOHO BUKOPUCTOBYBATH
NpUBEICHY TYT MOJIEINb.

Ilounemo i3 po3paxyHKy 3amacy eHeprii. Bce oOmagHaHHS HaIIoi CHUCTEMH pO3IIIMMO Ha
Oe3nocepenHpO OOUHMCITIOBaTIbHE Ta MepekeBe. CHcTeMa MOKEe BUKOHYBATH JIesiKi 3ajqadi HaBiTh 0Oe3
M KTFOYCHHS JI0 MEPEKi, TOMY MOCTIHHE XKHUBJICHHS MEPEKEBOI0 001aTHAHHS HE 3HAT00UTHCS.

E = Pty + Pty (6.2)

ne E — 3aranbHuii 3amac eneprii
P, ta P, — MOTyXHicTh (WIBHAKICTH CIIOKWBaHHA €HEPrii Ha OJUHHUINI0 Yacy IS S-CHCTEMH, N —
MEpEeKeBOro 0bNaiHaHHA), t; Ta t, - Yac QYHKI[IOHYBaHHS CHCTEMHU.
npu upomy tg # 0, ts = t,
nepiie 0OMEXEHHS IMOSICHIOETBCS THM, II0 HaM HeMa CeHCY MiTPUMYBATH MepekeBe oONaHaHHS,
SKIIO CUCTEMa HE TPAIIOE

Hdpyre oOMeXeHHS € HacligKOM TOro, II0 MepeXeBe OOJIaJHaHHS BHUKOPUCTOBYETHCS Pa3oM i3
OCHOBHHM.

Tenep posrisHeMO mnpoOiieMy (GYHKIIOHYBaHHS CHUCTEMH B yMOBaX, KOJIM 4Yepe3 BIiJCYTHICTh
€JIEKTPOCHEPrii BOHA HE OTPUMYE HOBI 3aBJaHHS/KOMaH/IH.

Y BUMNaIKy MpocTOr0 (CHCTeMa BUKOHANA BCi 3alUTAHOBaHI 3a/ladi, a HOBI OTPUMATH HE MOXeE)
BEJIMYMHA 30UTKIB PO3paxoByeThes 3a popmyioro L = BL — EP,
ne BL (businesslosses) — Brpatu moB’si3aHi i3 HEBUKOHAHHSAM CHCTEMOIO TPHUKIAIHHUX 3amad, a EP-
(energypreserved) — BapTiCTh 3€KOHOMIICHOI €IEKTPOCHEPTil, TaKk sSK Ha MEPiOJ MPOCTOK CHCTEMY
MOYKHa THMYACOBO BIJIKITFOUUTH ITOBHICTIO 3BIiBIIM JIO HYJIS BCi BUTpATH ab0 CKOPOTHBIIH iX JIO PiBHS,
KOJIM MTOIIOHMMHM BUTpaTaMu MOKHA 3HeXTyBaTu. OueBUIHO, 1110 pHu L < 0 BIAKIIOYCHHS CUCTEMH IS
30epeKeHHS] eHeprii € 3aJOBUIbHMM pIIIEHHSAM, TaK SK OyAb-iKi BHUTpaTH NOB’s3aHi 13 Oi3Hec
nporecamu OyAyTb MEHIIMMH HiK BapTiCTh MIATPUMKH CHCTEMH B pobodomy crani. [logiOny curyamito
MU CIIOCTEpIracMo 3a3BU4aii B CHCTeMax, sIKi ICHYIOTh B HENPUOYTKOBUX OpraHizaiisx, ToOTO B
CUCTeMaX, siKi iHaHCYIOThCS 330BHI (foTariiiai). B Oinemocti Bunankis L > 0,
ale TOTpiOHO mam’siTaTH, IO JaHa (opMyna JiificHa UIs OXHOPa30BOro iHOMIEHTY. Ko
BIJIKJTFOUEHHSI €HEPTii MOBTOPIOIOTHCS (HEBKIMBO — PETYJISIPHO YH Hi), TO 3eKOHOMIIeHa eHeprist EP
JOJIAETBCS IO 3arajbHOI eHeprii, mo OyJe MOCTyIHA ITiJ] Yac HACTYITHOTO BiJKIIOUCHHS >KHBJICHHS,
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TOOTO MU MOYKEMO KOHBEPTYBAaTH 36KOHOMJICHY CHOT'OJHI €HEPrii0 B (PYHKIIIOHYBAaHHS CUCTEMH 3aBTpa
MpH 3a/IaHid MOTY)KHOCTI TPOTIrOM JAESKOrO MPOMIXKKY 4acy. | mpoTsIroM maHOTO 4Yacy cuUcTeMa
MPUHOCUTHME TPUOYTOK, TOOTO MU BUTPAEMO HE MPOCTO BAPTICTh €ICKTPOCHEPTii, a T0IaHy BapTiCTh
BiJl IPOAYKTY, SIKAH CECTeMa BUPOOIISi€, CIIOKUBAIOYH III0 EHEPTIIO.

SIK1I0 3 EKOHOMIYHUX MPHYMH BapiaHT i3 MPOCTOEM CUCTEMH HAC HE BIAIITOBYE, TO MU MOXEMO B
SIKOCTi QJIBTCPHATUBU CKOPUCTATHCS PEKUMOM (YHKIIOHYBaHHS 13 HAUIMIIKOBUM BUKOHAHHSIM
3aBlaHb. B 1pOMy peXuMi MICIsI TOTO, SIK 3aKiHYWJIMCS BCi HAJICIIaHl 3ajadi, CUCTeMa ITOBHHHA
MOYTaKd BUKOHYBAaTH HOBi 3amadi 0e3 BKa3iBKM 330BHI (Bii KOPWCTYBadiB), a MpH IOBEPHEHHI
EJICKTPOCHEPTii JiesKa YacTKa WX 3aj7ad BHSBUTHCA “TIOTPiIOHOK”, TOOTO CIOAM YBIWIYTh 3amadi, sKi
Oynu O mocTaBiieHI Mepe] CHCTEMOIO ii KOpUCTyBauaMmH, SKOW >KHMBJICHHS He Oyno BimkiroueHo. B
[IFOMY BHIIAJKy CHCTEMa IMPOIOBXKY€E CIIOKUBATH EIEKTPOCHEPTII0 Bijl T€HEpaTOpiB/aKyMyISITOPHUX
Oarapeii, ane 3 MeHIIUM KoediieHToM kopucHoi aii. CTopoHa 3axUCTy Moxe NoOyayBatu Tpad
MOXJIMBUX CIICHapiiB momaHux 3anad. lle 3BaxkeHWil opieHTOBaHWMU Tpad, Ac KOXKHE pedpo (mayra)
BIJIMIOBiTaTUME 3a IMOBIPHICTh HAIXOIPKEHHS BIANOBiMHOI 3amayi (BepIIMHA, B AKY BXOJUTH JIyTa
rpady).

Puc.2 — I'pagp nodanux 3aoau

y BUIAJKY, KOJH MpeITCaBIeHUH rpad € AepeBoM, po3paxyBaTd iMOBIpHOCTI Oyne mpocto. JJoctaTHpo
MEPEMHOKUTH BC1 YUCNa HA Jyrax, 010 BEAyTh [0 33JaHOi BEpIIMHW. TakuM YUHOM MH MAaEMO
imoBipucoTi 0,7, 0,15 ta 0,15, 1o B cymi JIopiBHIOE 1 1 YTBOPIOE TIOBHY IPYITY MOIIH.

B npomy mpukiagi CTOpOHI 3aXMCTy AOLIUIBHO NMPHUITYCTUTH, L0 HaAilAe 3ajada, sKa CTOCYETHCS
niBoi rinku rpady 3 imosipHicTio 70%. B mpasiii rinui aBi piBHOIMOBIipHI 3a1aui o 15%. Ane ne nuiie
iMoBipHCOTI. Iyl OOUYMCIeHHsT MPUOYTKY 4M 30MTKY TOTPIOHO BpaxoBYBaTH TPHBAIICTh BUKOHAHHS
KOXHOI 13 337a4 Ta NpuUOYTOK BiJ HUX. A Ui TOTO, OO BCS HAmla CTpATeTis i3 HAJJIUIIKOBICTIO
npamioBaia, NOTpOiHO 100 BHMKOHAHA i Yac NPOCTOI0 3ajaya IIOKpUBaJla BUTpaTH Ha
(YHKI[IOHYBaHHS CHCTEMH, 1 HE JIMIIEC Ha BJIACHY €JIEKTPOSHEPrito, a 1 Ha EIeKTPOCHEPTito, 1o Oyia
BUTpaueHa Ha BCl 3ajadyi, sSKi MU HE Brajgaiu. SIKIIO Mic/s BiAHOBJICHHS KMBJICHHS BUSBHTHCS, 110
JKOJHA 13 BUKOHAHMX 3a/a4 He Oyia Hacrpasli MOTPiIOHOIO, TO BH BTpayaeMo Iie Oibllle HIX INPH
npocToi cucTteMu, 00 Terep MU HE OTPUMYEMO NMPUOYTOK BiJl 0OCIyroByBaHHs Oi3HEC MpoIecy i Mu
TaKOX IPH IIbOMY BHTPATHIIN €IEKTPOSHEPTil0, Ky HE 3MOKEMO BHKOPHUCTATH 3aBTPa JIJIsl BUKOHAHHS
HOBHUX 3ajad.

Burnsigae e HacTymHUM YHHOM

Pr = ?=1(al-BPl- — EPl) (62)

ne Pr (profit) — saransamii mprbyTOK,
BP; (businessprofit) mpubyTok Bij BUKOHAaHHS i-TOi 3a1adi,
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EP; - BapTiCTh eHeprii, mo Oyia BUTpaueHa Ha aHy 3a7ady,

(6.3)

_ (1, axwo3a0auaseadananpasunoHo
¢ 0, 6npomunescrnomysunadxy

BinnoBigHo no maHoi ¢opMynn y MOPYUIHHMKA € Ba PEAiCTUYHHMX 1 OAMH TIMOTETHMYHHUH CIOCiO
CIOIPUYMHAUTHA 30WTKH Ui HAImoi CHUCTEMH CaM€ B KOHTEKCTI OOMEXeHHX eHepropecypciB. (Bci
CTaHAapTHI KidepaTaku 3aJHIIAI0THCS MOXIIMBUMH 1 IPOIOBXKYIOTh CTAHOBUTH 3arPO3y)

Mo-TIepliie NOPYIIHUK MOYKE HaMaraTHcs BIUIMHYTH Ha ¢;, TOOTO 3MEHIINTHU KiJBKICTh 3aad, sIKi MU

NpaBWIBHO Brajgaind. Hampukiaa NOpYyOIHHK MOXKE THMYAcOBO CTaTH 3BHUYAMHUM KOPHCTYBaueM
CHCTEMH 1 IPOTATOM AESKOr0 4acy MOJAaBaTH B CUCTEMY OJHOTHITHI 33/1a4i, OIUIAYyIOYH 1X BUKOHAHHS.
[Ticns Aesakoro MpOMiKKY 4Yacy, KOJM MU BBa)KaTUMEMO IMOBIPHICTb HaJXOMKEHHS 3afiad BiJ JaHOTO
KopucTyBaua O0mu3pkoro g0 100%, a mpupony 3amau nependadyBaHOIO B JOCTaTHIN Mipi (HampuKIiiajg
06poOKka Bimeo daiiais i3 ogHOro IUIEimHCcTa HA YOUtube), My mouMHAEMO CaMOCTIHO Ha3HAYaTH IIi
3a7a4yi cUCTeMi IIle 0 TOro, SIK MH OTPUMAaEMO 3aluT BiJ caMOro KOpHUCTyBada. B JeHb MpoBeneHHS
aTaky KOPHUCTYyBad MPOCTO HE MOJA€ CBill MakeT 3a7ad i MU BUTPATWIM Yac Ta eHeprito MapHo. [ana
aTaka cTa€ Ie OUTBIN 3arpo3JIMBOI0, KOJH 1i BUKOHYE I'pyla HOPYIIHHUKIB, TaK SK B TAKOMY BHITAJKY iM
Oyze neriie BUUEpIiaTy BCi 3HAUCHHS Q;
[To-apyre mopyurHUK MOKe BILTMBATH Ha BP;. IpOBeJcHHS aTaKu BiIOYBAETHCS 3a CXOKUM CIICHApIEM,
aje Temep 3aMiCTh TOro, OO MPOCTO 3HMKHYTU (SK KOPHCTYBad) B JEHb MPOBEACHHS aTaKW, BiH
NPOJOBXKY€E BUIABaTH ce0e 3a KOPUCTyBaya, ajie BiIMOBISETHCS IUIATUTH 32 BUKOHAHY 3ajady, TOMY
oI0 BOHa “BHKOHaHa HesiKicHO”. [Ipomomxkyrounm Temy i3 00poOKOIO Bifleo i3 AESKOro IUICHIHCTA,
MOPYITHUK MOXE PO3TalllyBaTH Bineodailii B IUICHINCTI TaKUM YUHOM, 100 B JICHb IMPOBEIACHHS
aTaku, KOJIM BiH 30MPaeThCs BiIMOBUTHCS BiJl OTUIATH, ONPAIbOBAHI Bifle0 MiCTHJIH 3aXHUIICHY 3aKOHOM
PO aBTOPCHKE MPaBO MY3HWKY a00 1e MOXKyTh OyTH Bifieo B iHIOMY (hopmarti, 00poOKa SKOTO HAIIO0
CHCTEMOIO He TependaucHa. B Oyap-koMy BUMAaJKy CTOPOHA 3aXUCTY MOXE HEAOOTPUMATH MPUOYTOK,
a B HaWTIpIIOMy BHIAAKy BTPATUTH KOWITH y 3B’A3Ky i3 BHIUIaTaMu mTpadiB Ta pemyTariiHuMH
30UTKaMH.

Tperiii rimOTeTUYHUN BUMAIOK — I1¢ BIUIMB Ha EP;, TOOTO Ha KiNBKICTh €HEPrii, [0 HEOOXiaHa JJIs
BUKOHaHHS 3a1avi. [aHWi BUMAAOK € TIOTETHYHHM, TOMY HIO TYT MOPYIIHHKY MPaKTHHO 3aBXKIH
MOTPIOHO BHIATH 32 MeXi MoJen “nopynrHuka iHhopMaritHoi 6e3mexu’ i BAKOPUCTOBYBATH 30BHIIIIHI
M0 BiJHOIIEHHIO 0 CHUCTeMH 3aco0u BIUTUBY. J[ms Toro, mio0 pi3Ko 30UIBIMINTHA BapTiCTh E€HEPTii,
MOPYIIHUKY TOTPIOHO BINMHMHYTH HA BapTICTh EHEPrOHOCIIB, TOOTO MajauBa, SKE& MH
BUKOPHCTOBYBaTUMEMO B '€HEpaTopax B MEPion BIAKIIOUEHHS cucTeMu. J{ist Toro, moo BIUIMHYTH Ha
TapudH, 3a SKUMH MU KYIIYEMO €HEpPropecypcH, MOPYIIHUKY HOTPIOHO MaTh JOCHUTH 3HAUYHHUH BIUTUB
x04a O Ha piBHI HACEJIEHOTO MyHKTY, JIe po3TalloBaHa cuctemMa. AGO MOXKe 3HaJJOOUTHCS TEPPAKT JJIs
3HUIICHHS CKJIaJly, Ha SIKOMY 30€piratoThCsi eHEProHOCii, 110 MpU3Bee A0 iX Ae(IiUTy i BIAMOBITHOTO
cTpuOKa B 11iHi. B KOHTEKCTI 1aHOi CTaTTi pO3TIIsIIaTH MOAIOHI CIieHapii HeOUUIBHO.

Ha a; ta BP; Mo)XXHa BIUIMBaTH 1 He BJar0uu i3 cebe KOPUCTyBada CHCTEMH. 3aMiCTh TOTO, MO0
CaMOCTIfHO TIOJ]aBaTH cUCTeMi 3aj1adi (i oriadyBaTH iX) MOPYIIHUK MOXKE TPOCTO TPOBECTH aTaKy Ha
BiJIMOBY B OOCITyTOBYBaHHI Ha 3aKOHHHUX KOPHCTYBadiB CUCTEMH. B IeHb POBEICHHS aTaku MU TIPOCTO
HEe HaJIUTIOTh CBOI 3a/lavi 0 KiHIA poOoYoro IHs, i AKmo iH(OpMallis IIBHIKO 3acTapiBa€, TO
HACTYITHOTO JIHSI BUKOHAaHA Po00Ta BUSBUTHCS MapHO0. [lapamokcaibHo, alie BiIOBIAHO 0 OMHUCAHOT
BUIlle (OPMYJIM aTaKy MOXKHa MPOBECTH MPUNHMHUBIIM aTakKy! SKIIO MpOTSIroM TPUBAIOTO 4Yacy
HNOPYIIHUK HE MiJITyCKaB JI0 CUCTEMH JEsSKy MiJIMHOKHHY KOPHUCTYBAYiB, I1€ MOXKE JIETKO BIUIMHYTH Ha
Hallli ysIBIICHHS MPO Bary Ha Ayrax rpady. B JeHb mpoBeseHHsS aTakd MOPYIIHHK MPOCTO MPHUIHHSE
aTaKy Ha BiJIMOBY B OOCJIyrOBYBaHHI Ha KOPHCTYBauiB, i BUSBIISETHCS, 1110 3alUIAaHOBaHI HAMH 3ajadi
CTaHOBIIITH 3HAYHO MEHIIY YacTKy TOro, IO MOTPiOHO 3aKOHHUM KOPHUCTyBauaM CHCTEMH.
IIpomosxyroun TeMy i3 0OpOOKOO BiJieo, IPUITYCTUMO III0 HAllla CUCTEMa Haja€ MOCIYTH ABOX BUIIB —
1) BuIydeHHS ayjio i3 Bijico, 100 3aJMIIKIOCS Bigeo 0e3 3ByKy 1 2) BHIyUYEHHS BiZ€Opsay i3 Biaeo,
00 3auImmIacs Jume ayaiogopikka. OOMexXyroun JOCTYI KOPUCTYBaUiB, SIKUM MOTPiOHO BUITYYUTH
ayJio, TOPYIIHUK 3MiHIOE€ IMOBipHOCTI Ha Aayrax B rpadi 3amad. [IpunuHMBIIN aTaky BiH CTBOPHUTH
CHUTYaIli0, TPH SIKii aHOMAIILHO BEJIHMKIM YacTIli KOPHCTYBaviB CalTy 3HaJIOOJATHCS Bijeodaiinm 6e3
3BYKY, a Hallla cucTeMa ix He miarorysaia. Hy a BapTicTh 3a/1a4i MOXe 3MiHUTHCS, KOJH 3pOCTAE TIOMHUT
Ha ajbTepHaTHBY. Po3risaaioun Ham npukiaj i3 00poOKoro Bieo, cucreMa MOKe HaJaBaTH MOCTYTH i3
JOJIABAHHSM JI0 BiJICO BOJSHOTO 3HAKy Ta TMOCIHYTH 13 IU(POBOTO MiAMUCY. OOHMIBI TOCIYyrd
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JTO3BOJISAIIOTh 3aXUCTHTH Bifeo(daiii BiJ HECAHKI[IOHOBAHOI'O BUKOPHCTAHHS Ta IOIIMPECHHS, aje IMpH
BUKOPHCTaHHI BOJSHOIO 3HAKy MU 3MIHIOEMO KOXKCH Kajp BiZ€O, a TpH JOAaBaHHI IUPPOBOTO
MiJNUCY — BIUIMBAEMO JIUIIIE HA METaJIaHi.

BucHoBok

Buxopuctanaa iHpoOpMaIiiHIX cHCTEM B YMOBaX OOMEXXEHHS >KHMBIEHHS CTBOPIOE JOIATKOBI
PH3HKH, TIOB’sI3aHi i3 SKICHOIO Ta KiJIbKICHOIO HECTauyel0 MEXaHi3MiB 3axucTy. JesdKi i3 IHMX PU3HKiB
MOXKHa MIiHIMI3yBaTH, BUKOPHCTOBYIOYM HAaJUIMIIKOBICTh, CIUIAaHYBaBIIM pOOOTYy CHCTEMH B
aBTOHOMHOMY pexumi. [lpm mmaHyBaHHI TMOTPIOHO BpPaxOBYBaTH THII TPOOIEMH 13 JKHUBICHHIM
(oOmexene 3a 4acoM, 4YM TIOCTiiHE ajne 3 mepe0osMH), BIUIMB MPOOJIEMH KHUBJICHHS Ha MEPEKEBE
oOmagHaHHs (aBTOHOMHa poOoTa Ta poOOTa i3 iHTEpHET-3’€AHAHHIM), THUO 3adad (BaXkKKi 3amadi
moTpeOyIOTh OiNbIlie eHeprii), iX MOCHITOBHICTh 3a B3a€MO3ANICKHICTh. BHKOpHCTaHHS MOOITHHUX
npucTpoiB Ak TUMuacoBoi anprepHatuBu 11K € mMoxnuBuM, ane moTpeOye momepeaHboi MiATOTOBKU
JAHOTO TPUCTPOIO 1 y OyAb-IKOMY BUMAAKy 3pOOWTH AaHUM MPHUCTPiid OiNbII BpazavBHM JO aTak.
[lepcnieKTUBHUM HanpsIMKaMu AJIs1 HOAAJBIINX AOCHIIIKEHb € MIABUILIECHHS IT'€TepOreHHOCTI CUCTEM IS
MTOBHOI a00 YaCTKOBOI BiIMOBH BiJl TEXHOJOTIH BipTyamnizamii (BipTyajabHi MallliHU CTBOPIOIOTH 3HAYCH
HaBaHTa)KEHHS Ha TPOLIECOP Ta IMaM’SITh) Ta BUKOPUCTAHHSI XMapHUX TEXTOJTiH (CETMEHT PO3MIIIeHUH
B XMapi MOXE MaTu TapaHTOBaHC JKCPCIO JKUBJICHHA, a JIOKaJIbHUM CETrMEHT mnmpanroBatu 3
0OMEXEHHSIMH €HEPrOpPeCypCiB).
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Information protection in the conditions of limited energy resources

Relevance: The protection of information and the system where such information is processed and stored is a complicated task
even under optimal conditions. Adding any constraints leads to the appearance of new problems. The constraint on energy
resources forces us to change an approach to information protection, abandon certain solutions and change the way the way we
use information system. The primary focus of this article is on information systems that use networking hardware. Networking
hardware is viewed as part of the system and requires power supply. The problem of limited energy resources is examined at
two levels — restricted to a single system and globally when such systems compete for limited resources. The violator is aware
of the system’s functioning under constrained energy resources but in general case doesn’t kbnow how dire the situation is.
Goal:to design a model of inforamtion oritection with aforementioned constraints, to select task with high ration of reward for
completion to energy usage, to create a reserve of energy for further use when the system is operating again, to estimate the
risk of overloading the grid.

Research methods:vgraph theory, game theory, Fishburn’s and Way’s methods for selection of best project.

The results: the model was designed and 2 strategies of energy resources distribution were found

Conclusions: The problem of lack of energy resources in general case is solved by the means of introduction of redundamcy in
computational and memory resources. The conduction of an attack and the halting of one both will affect the distribution of
tasks that are queued to the syste, by legitimate users. Affecting the cost of energy resources is possible but is outside of the
scope of this article.
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OrJusa MOKJIUBOCTEN, HAJTAIITYBAHHS TA BUKOPUCTAHHSA TEXHOJIOTIH 3
Kki0epOe3nexku AJs1 3aXucTy iHpopMaLiHHOI MepeKi

KibepOesneka — kito4oBa 4acTHHA KPUTHIHOT iHPpacTpykTypH Y Kpainu. OcoOnmBo Iie CTano akTyaJbHAM 3apa3 Iijl 4ac BIUIHBY
pociiicekoi arpecii. Yci KoMmmaHii MOXYTh ONWHHUTHCS IiJ BIUTMBOM Kibeparak. BapTicTh BHTOKY AaHUX MU BEITUKUX
oprasizaniif Moe CATHYTH COTEHb MUTbIOHIB oapiB. Tpeba po3ymiTy, 10 y KOMIaHIsAX MPALOI0Th 3BUYAiHI JFOIH, COIliaTbHa
IH)KeHepis 3aUIIAEThCS HANMOMMPEHIITM BUIOM aTakK. [HTEpHET Ta KOMIT IOTePH BiIrpaloTh HAJA3BHYAWHO BAXKIIMBY POJIb HE
TiJbKH, KOJH I JIFOJH MPAIIOI0Th, @ TAKOK Y TOBCSIKACHHOMY JKUTTI, KOJIM BiIOYBa€ThCA CIUIKYBAaHHS MOLITOO, y YaTax abo €
B3a€MOIis 13 OAHKIBCHKOIO CHCTEMOIO TOIO. MU JKHBEMO Y CBITi, Jie 3arpo3u Oe3melli € Bcroau. ToMmy MeToro 1€l poboTH €
HEOOXIIHICTh 03HAWOMIICHHS 3 CyYaCHUMHU TEXHOJIOTISIM, SIKi JIO3BOJISIIOTh PO3IIIAHYTH BC1 MOKIIMBOCTI 3aXKCTY BiJl Kibep3arpos.
KoMnnekcHui 3aXUCT y MPOCTOpax iHTEpHETY, HAPHUKIA[, 3a0e3MeuyloTh porpaMHi Ta anapartHi npoxyktu kommnanii Check
Point, sxi HaZAIOTh MOTYXXHY OCHOBY JUIS BiNIPAI[bOBYBAHH 3aXUCTy KOMIT IOTEPHOT MepeKi BiJi HeOaxxaHOTo a0o IMIKiAIMBOIO
3aXHCTY, U YOTO € MOXIIMBICTH PO3TOPTAHHS iX €KCIIEPUMEHTAIBHUX CTeHIIB. Pe3ynpraTom wi€l cTaTTi € pekoMeHaamii mo
posropranao creHaiB Check Point mns xopucryBauiB Windows, 1Mo € akTyalbHOIO 3agadero Uil aIMiHICTPaTropiB 3
kibepOesmekn. Takox y craTTi HaBenmeHo orsia 6a3oBoi apxiTekrypu Check Point, sxa ckimamaeTpes 3 cepBepa Oesrmekw,
MEpPEKEBOT0 eKpaHy Ta J0JATKy YIPABIIHHS, IKHI BAKOPUCTOBYETHCS JUIS HANAIITYBaHHS (YHJaAMEHTAIBHHX ITOTITHK Oe3MeKH
3 IpaBUJIaMH, 110 KEPYIOTh TpadikoM Mix BianoBigHuMu 06’ ekTamMu. CepBep Oe3MeKn Ta MEPEKEBUI EKpaH MAIOTh BIACTHBOCTI
(XapaKkTepHCTHKH), pOOOTY SIKHX MOKHA OIHCATH MOJEIUTIO B3aEMOJIIT BIIKPUTHX CHUCTEM, TOMY y CTaTTi PO3TIISIHYTO DiBHI, 3
SIKMX CKJIQIAEThCS 151 MOJIEITh, @ TAKOK caMi BOYIOBaHi BITACTHBOCTI WX 00 €KTIB, Taki K, HANPUKIIAJ, AHTUBIPYC, aHTU(IIIUHT,
aHtHOoT Ta iHmi. L{g cTaTTs MoXKe OyTH aKTyalbHOIO JUI CTYIEHTIB CTapIIMX KypCiB Ta acIipaHTiB, sSKi HaBYAIOThCS 3a
CHELiaANBHICTIO 3 KibepOe3neKn.
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Beryn

VY tenepimHi yack KibepOe3neka crana MacoBOK YaCTHHOIO CYYaCHOTO CYCHIILCTBA AJIsl OpraHizaiiit
1 Hikoyn He Oyna panime Ok 3Hauymolo. Tak ckiamocs, TOMY IO JIIOAM MOKIAAal0ThCS Ha pedi,
3aCHOBaHi Ha Mepexi [HTepHeT: KOMITTOTEPHI CHCTEMH, MEpPEXi Ta pO3yMHI MPUCTPOI ITiJT Ha3Boto Internet
of Things (IoT). Yepe3 ckmagHiCTh 1 IMHUPOKUI CHEKTP MHUX MPHUCTPOIB KibepOes3meka 3aIumacTbes
aKTyaJlbHOIO MPobJIeMoro uis Beix [1].

Y MOBCSKIEHHOMY JKUTTI IPOJIOBXKYIOTh ICHYBAaTH IOTaHI 3BUYKH KibepOesmneku (poor cybersecurity
habits), sixi poGIATH KOPUCTYBadiB Ta OpraHizaimii Bpa3MuBUMH 10 aTtak. BiacyTHicTh OaraTodakTopHOl
aytertudikarii (multi-factor authentication — MFA), nesaxuriena Mepexxa WiFi i HemocTaTHs moJliTHKA
MapoJiiB — BCe 1€ Cepel LUX 3BUYOK. YPa3nuBOCTI MOOUIBHUX MPUCTPOIB MPOJOBKYIOTh 3AIUIIATUCS
MUTaHHSAM HOMEP OJINH, KO poO0Ta 3 IOMY 3aJIUIIAE€THCS CITIOCOOOM JKUTTS. AJie BCce IIe € Hauid, 10
eH yac cTaHe 4acoM, KOJIM BCi OpraHizamii mokpamarh OcBiTYy 3 KibepOe3neku i HaOyTyTh BCiX HAaBHUOK,
HEOOXITHUX ISl peatizallii BCiX HeoOXiTHUX MPOIEAyp Ha CBOIO KOPHUCTS [2].

BapricTs BUTOKY MaHUX U BEIMKUX OpTaHi3amiii MOXKE CATHYTH COTeHb MUIBHOHIB fomapiB. €
Oe3miu THMiB naHuX: (DiHAHCOBI IaHi, MepcOHaNbHA ineHTn(diKyroUua iHpopmaris, 6i3Hec-poriec, moITa
Ta CIIJIKYBaHHS, IHTEJICKTYaJIbHA BIACHICTh, KOHTPAKTH Ta 3asBKU, CIIMCKY KITI€HTIB.

OpHi€er0 3 MOXKITUBOCTEH KOMITJIEKCHOTO 3aXHCTY Y MPOCTOPax iHTEPHETY € MPOTPaMHi Ta anapartHi
npoayktu kommanii Check Point, sxki HagalOTh MOTYXHY OCHOBY JUISI BiANIPAIlbOBYBaHHS 3aXUCTY
KOMIT IOTEpHOI MEPEeKi BiJl HeOaKaHOTO 200 IIKIJUIMBOTO 3aXUCTY, JJIS1 YOTO € MOYKIIUBICTh PO3TOPTAHHS
iX eKclepuMEHTalbHUX CTEHIB. AJie MpPaBWJIbHE PO3TOPTAHHS Ta BUKOPUCTAHHA iX MPOrpamMHOrO
3a0e3MeyeH st He € TPUBIaTbHOIO 33a4€t0, TOMY Y LIl CTaTTi € PeKOMEH/AIIIi 110 pO3TOPTaHHIO CTEHIIB
Check Point nys kopuctyBadiB Windows, 1110 akTyanbHO AJIs aiMiHICTpaTOPiB 3 KibepOesneku. Takox y
cTarTi HaBeleHO orsih 0a3zoBoi apxiTekrypu Check Point, sika ckiamaerbcsi 3 cepBepa Oe3meKH,
MEpEeKEBOTO eKpaHy Ta JOJaTKy YIpPaBIiHHS, SKHH BHKOPUCTOBYEThCS JUIS HAJAIITYBaHHS
(GyHIAMEHTATBPHUX TIONMITHK O€3MeKH 3 TpaBHJIaMH, IO KepYyITh TpadikoM MK BiAMOBIIHUMHU
00’ektamu. CepBep Oe3MeKH Ta MEPEIKEBHI €KpaH MalOTh BIACTHUBOCTI (XapaKTEPUCTHKH), pOOOTY SKUX
MOJKHa OMHMCATH MOJCIUIIO B3a€MOJIii BIJKPUTHX CHUCTEM, TOMY Y CTATTi PO3IISHYTO PiBHI, 3 SKHX
CKIIQIa€ThCS 11 MOJIENb, & TAaKOXK caMi BOYIOBaHI BIACTUBOCTI IHUX OO €KTIB, Taki SK, HANIPUKIIA],
aHTHBIPYC, aHTU(IMMHT, aHTHOOT Ta iHI. L[5 cTaTTs Moke OyTH aKkTyaJIbHOIO IS CTYJCHTIB CTapIInuX
KYpCiB Ta aclipaHTiB, SKi HABYAIOTHCS 3a CHEHIANBHICTIO 3 KiOepOe3neKH.

1. Mogeuns B3aemonii BinkpuTux cucrem (Open system interconnect model)

ETamonna Monesnb B3aEMOJIT BIAKPUTHX CHUCTEM Open system interconnection — HalOUIbII Bana
crpoba cTaHIapTr3allii POTOKOIiB 00MiHY JaHUMH, PiK po3poOKu Mozeri - 1984. Bona crana ocHOBOO
JUIS pO3pOOKH MEpPEeKEBHX CTaHIAPTIB i TapHOIO OCHOBOIO [UISi BHBYCHHS Ta TOPIBHSHHS PI3HUX
MEPEKEBUX TEICKOMYHIKAIIIMHUX TEXHONOTiH. BianoBigHo 70 1€l Mojaeni BCi MPOTOKOIHM B3a€MOJIIi
MOJIISIFOTHCS Ha 7 PIBHIB, sIKi € B Ta0uuIi 1:

1) OyHkmis ¢i3udHOTO piBHA — 1€ Iepenavya IMOTOKY OITiB 3a JOMOMOTOK MaTepialbHHUX
MEPEHOCHHUKIB CUTHAJIB MIXK JIBOMa TOYKaMH I10 3a/1aHOMy KaHaiy 3B's13Ky. Lle Hkunii piBeHb iepapxii
cTeka npoTokoiB. @i3uyHHl piBeHh BU3HAYAE SIIEKTPUYHI Ta MEXaHIYHI XapaKTEPUCTHKH T1IKIFOUEHHS
1o Gi3nyHUX JiHiM 3B'13Ky. D13UYHUHN piBEHBb HAJAE CEPBIC JUIA HACTYITHOTO KaHAJIBHOTO PiBHS 200 PiBHA
JIaHKY TAHUX, KA BIJIIIOBIa€ 3a Mepeady JaHuX 4epes3 3B'I30K MK JIBOMa BY3JIaMH MEPExi.

2) OyHKIisIMH KaHAJIBHOTO PiBHS €: ynakoBKa iH(opmaiii B Kajpu meBHOI JOBXHHH, 1M0oOy/0Ba
HEePENKOAOCTIHKIX KOJOBUX KOHCTPYKIiH, popMyBaHHS KOHTPOJIBHHX CyM. IlepeBipka mpaBHIBHOCTI
nepeaavi KapiB micis IX oTpruMaHHS Ta (opMyBaHHS IMiITBEPKEHb, SKIO Taki MepeadadeHi B CUCTEMI
3 IOBTOPHOIO Tepelaueio HelliATBEePKEHUX JTaHuX.

3) MepexeBuii piBeHb 3a0e3reuye B3aEMOJIII0 MK BY3JIOM Ta Mepexero. BiH ¢opmye mepexesi
aZipecu IaKeTiB, Kepye IOTOKAMH, MapIIPYTH3aLi€l0 Ta MiATPUMKOIO TPAaHCIOPTHUX 3'€IHAHb.
OnuHUIeI0 KUTBKOCTI 4M 00cATy iH(popMallii MPOTOKOIB MEpEeKeBOro piBHS € makeT. ToMmy dYacrto
MepeKeBUH piBEHb HA3UBAIOTH MAKETHUM.

4) YeTBepTuil piBeHb — TPAHCTIOPTHHUM, TPU3HAYESHUH 1J1s1 TPAHCIISALIT TOTOKIB IaHUX 3 OJHOTO OPTY
B iHmmid. Ilix mopToM po3yMieTbcs KiHelb JIOTIYHOTO KaHAIy Mepexi nepeaadi, Jie 3aBepLIyeTbCs
oriepallisi TpaHCIIOPTyBaHHA. Ha TpaHCTIOPTHOMY PiBHI BCTAHOBIIOETHCS Ta PO3PUBAIOTHCS TPAHCIIOPTHI
CHIONy4YeHHsI, (OPMYIOTbCS TaKeTH, [0 HajekaTh IOTOKY, IO MepelacThcs B CEaHCi 3BSI3KY.
TpaHcniopTHHI cepBic 3BUIbHsIE BUILI PiBHI Bil pyTHHHHX 3aBJaHb OpraHizalii nepegadi.
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5) CeancoBuii piBeHb - II¢ CYKYIHICTh 3aBIaHb, IOB'SI3aHUX 3 OpraHi3aIi€lo, MiATPUMKOIO Ta
3aKiHYCHHSIM CEaHCIB JIOTIYHOTO 3B'SI3KYy MK MPUKJIATHIUMH MTPOIECAMH, 1110 B3aEMOIIFOThH IO MEPEKi.

6) IlpencraBHULBLKUI piBeHb 3a0e3Meuye MEPEeTBOPEHHS AaHUX y GopMmy, 3pydHy I MPUKIATHOL
nporpamu. Ha iipoMy piBHI omepartii BexyTbes 3 hopMaTamMul JaHUX Ta KOMaHI.

7) CroMmii piBeHb HA3WBAETHCS MPHUKIATHAM. BiH 1OB’s3aHuil 3 mpomecamMu 0OpoOKku iHpopMaIii,
TOOTO TPUKIAAHUMH IpolecaMu i 3abe3nedyroTb poOOTy MPUKIATHOI MpOrpaMH Tak, HiOM OOMiH
JAHUMH BiOyBaBCs HE depe3 Mepexxy abo KOMyHikallii, a aBTOHOMHO, BCEpeAHMHI OOYHCITIOBATEHOL
MAIlHH.

Janexo He KOXHA 3 CUCTEM TEIEKOMYHIKAIii 3 KOMITIOTEPHUX MEPEX MIiCTHUTH y SBHOMY BHIJISAIL
O3HaKH BCIX CEMU PiBHIB, 10 € Yy Mojelni. KopHucHIcTh 1i€l Moaeni, Oe3nepeuHo, y ToMy, 0 OyIb-sIKHi
PO3pOOHMK HOBOI CHCTEMH BiIJaIEHOT B3a€MO/Iii KOMITTOTEPHOT Mepeki ad0 CHCTEMH TelIeKOMYHIKaIii
MOBMHEH YITKO BH3HAYUTH piBE€Hb MPOTOKOJIB, Ha SKHUX BiH MpanioBaTUMe, IO 3a0e3MeunTh
CTaHJApTHU3aLil0 Ta MOXKJIHMBICTh MOAAIBIIOTO PO3BUTKY PO3POOOK, HABITh SIKIIO iX BUTOTOBISITUMYTh
1HIIII BUKOHABIII.

Tabnuys 1. Modenv 63aemo0ii GIOKpumux cucmem
Pieenp | Hasma

Pisenb nonatkis (Application)
IMpencraBuunbkuii (Presentation)
Ceanconuii (Session)
Tpancnoprauii (Transport)
Mepexeuii(Network)

Kanansuwuii (Data Link)

®isnunmnii (Physical)

N[OOI WIN(E-

2. [Iporpamue otouyeHHs 1Js BeraHosJienns crenaiB Check Point

Jns meMoHCTpallii Ta HaBYaHHS MOJKJIMBOCTSAM TexHousorissM Bukopuctanus Check Point
PO3MOBCIOKEHUMH € PI3HOMaHITHI CTEH/IX 3 BipTyaIbHIMH MaIllMHAMU, SIKi MO’KHA BCTAHOBJIIOBATH Ha
Windows 3 BuKOpHCTaHHSIM Bi3yaiizaTopiB Takux sk, Hanpukiaa, VMware (Worksration) [3],
VirtualBox [4] ta Hyper-V [5]. Bci Bonu € noctynaumy, ane BOyaoBanoro cepenoro it Windows10 e
came Hyper-V, okpim Toro, Hyper-V no3Bosso MBUIKO CTBOPIOBATH BipTyaibHi MammHu Windows 10
MSIX packaging environment (Windows 10 Enterprise Evaluation) 0e3 momatkoBux iSO ¢aiiniB Ta
BIJIHOCHO MaJjioro motpedoro y mam’siti 2048 MB. Tomy st posropranus crenaiB Check Point y mii
CTaTTi BUKOPHCTOBYBaBcs came Hyper-V.

YMOBHO BipTyaJIbHI MAallMHI y €KCIEPUMEHTAJIbHHUX CTEHJaX MOKHA IMOMUIMTH Ha: BipTyaJbHi
mamaan Microsoft ta mammam Check Point. To apxitextypu Check Point namexuts cepep Ge3rexu
(security management server), mmo3 6e3mexu (Security gateway) ta Smart Console [6] (pucynok 2.1). Tx
MpU3HAYEHHS OMUCYEThCS Y po3Ainax 3 ta 4 i€l cTarTi.

1 V
—
—
| I €-------mmmmm oo >
Ne— E
SmartConsole Security Management Server Security Gateway

Puc.2.1 Apximexmypa Check Point []
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s moOymoBu CcTeHAiB Ha 0asi miei apxitektypw, okpiM Mamma Microsoft, BukopucroByeThcs
nporpaMHe 3a0e3NneUeHHS:

Check_Point_R81.20_T634.is0 — omepamiiina cuctema Gaia, ska MOXe MpaIfoBaTH SIK CEpBEP
Oe3meku ab0 MepexKeBUi eKpaH, 110 HajamToByeThes y Gaia Portal micns naganus moctymy mo Web Ul;

Check_Point_SmartConsole_R81_20_jumbo_HF_B655_Win.exe — smart console, sixa 3a6e3neuye
rpadiunuii inTepdeiic s HeHTpanizoBaHOro ympasiinHs y otoueHHi Check Point. Ha pucynkax 2.1,
2.2 — CKPIHIIOT JIeSIKUi BCTAHOBIICHHUX BIPTYyallbHUX MAIUH, TaK BUIISJAIOTh BCTAHOBJICHI BipTYyaNbHI
MariHy i3 Koucoui. Ha Bipryanbhi mammuau Check Point tpeba BcTaHoBIOBaTH JTilIeH311 i KOHTPAKTH,
SK [Ie TIOKa3aHo Ha pucyHky 2.3. JlineHsii i KOHTpaKTH MOXKHA 3aBaHTaXUTH 4yepe3 Smart Console 3
YMOBOIO, 10 LISl BipTyaibHa MallMHA MPALIOE 1 Ma€ CTaTyc M’ €IHAHOI 10 cepBepa Oe3neKu.

Status Name
(] 2 AGW
€5 AsMs

& B-GW

[ < <]

&3 Border-Router

L =
A Ppackage Management ER| vicenses & Contracts

IPv4 Address  IPv6 Address

Machines
=RI=] 10.1.1.101
£ BGW
-] cPsGC8UCPs.
[=-=8 Border-Router
- [l crsaEvaLCPR
.. J5] cPsBEVAL CPSB
B AGW
-] crsGC8UCPs.
=B ASMS
. JF5] CPSMCE CPSM-

1000200

1001101

1P Version Active Blades Hardware CPU Usage Recommended Updates Recommended Jumbo
10.1.1.201 RB1.20 i o Open server @ 7% H/A H/A
10.1.1.101 R81.20 w B Open server & 245 /A MN/A
198.51.100.201 R81.20 =3 Open server & 23% M/A R/A
203.0.113.254 R81.20 <] a Open server & 1% /A M/A

Puc.2.2 Cmeopeni sipmyanvni mawunu y Smart Console

198.51.100....

20301132..

Version State SKU Description

Software Bla.. CPSGLC-8-UCPSGLC-8-UC... Securty Gateway Container for Securty Gateway

Software Bla CPSB-EVAL CPPR-EVAL-1-... Software Blades Evaluation. Vitual System Exten

Software Bla CPSB-EVAL CPSB-ADN-M Software: Blades Evaluation. Advanced Networki
Trial Period

Software Bla.. CPSGL-8-UCPSGL-8-UC... Securty Gateway Container for Securty Gateway...
Trial Penod

Software Bla CPSMLC-5CPSM-NGSM C...  Securty Management container to manage up to

Expiration D... Has Contracts

.. 210ct2025 Yes

210et2025  Yes
210642025 Yes
15 25Nov2024
210c42025  Yes
15 25Nov2024
never Yes

Puc.2.3 Cmeopeni éipmyanvui mawunu y Smart Console iz ziyenzismu ma xonmpaxmamu

o wmammu Microsoft simHOCATBCS —MammmHi

Windows

10 ta Windows Server

Comments

2019,

17763.3650.221105-1748.rs5_release_svc_refresh_ SERVER_EVAL_Xx64FRE_en-us.iso daiin ceprepa
MOKHA 3aBaHT@XUTH 3a nocwianHsMm [7]. [ns 3aBaHTakeHHs html mokyMeHTY BHKOPHCTOBYETHCS
incrpymenr Internet information services manager. Ha pucynky 2.4 MoxHa mobauutd ip ampecy
192.198.12.101, moctym uepe3 nopt 80. Ha pucynky 2.5 Bumano daiin html, sxuit € y mammi. Joctyn g0
caiiTy MOJKHa OTpUMATH 3a mocmwianism http://192.168.12.101, sk e BUAHO Ha pUCYHKY 2.6. JIOKyMEHT
html 6ys10 3aBanTaxkero 3 caiity partner map Check Point [8].

W Internet Information Services - O *
'i— @ » WIN-MOIHN3K41QY » Sites » alpha » 51 0 ® -
File View Help
- Ipha H .
2= =] a nome
@- -7 |8 @ P i Explore ~
: Qﬂ Start Page == Edit Permissions...
: Filter: - G = Show All | G by - 5~ = —
€3 WIN-MOIHN3KATQ) (ALPHAY | o ° - & Show roup by: Ares e
- Edit Site
¥ Application Pools 13 ~ .
w -[@| Sites i — = Bindings...
g- e L 9 le 2
Authentic... Compression  Default Directory  Error Pages Handler HTTP
Document  Browsing Mappings Respon...
= R - o
Him i 3 = -
L‘J Jj“ ‘CE%PH ?3& o= % Manage Website
Logging  MIME Types  Modules Output Request  SSL Settings € Restart
Caching Filtering b
Management ~ ) Sap
D Browse Website
Configurat...
Editor Advanced Settings...
Configure
. , | ElFestures View 2 Cantnt View limés. .
LieTe
Ready 3

Puc.2.4 Incmpymenm Internet information services manager, mooicrna nobawumu ip aopecy 192.198.12.101
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3. Cepeep 6e3nexu Security Management Server Check Point

Security Management Server — e cepsep, SKuil Kepye 00’ €KTaMH y cMapT KOHCOJi, BCTAHOBIFOEThCS
HUISIXOM 3aIlycKy onepatiiHoi cucremu Gaia Ta nofansmuM HanamrtyBanHsaM First Time Configuration
Wizard dgepe3 Gaia Portal. Ilicms BigmoBimHWX HajJamITyBaHb MOJKHA MEPEBIPUTH CTaTyC 3aIyCKy
cepBepa, Ha PUCYHOK 3.1 — cepBep Ie He 3amyIieHui, Ha PUCYHKY 3.2 — cepBep 3amymeHuil. Jlokn He
Oyxe crarycy started, cMapT KOHCOJIb 3aIlyCKaTUCs He Oye.

&5 Intemet Information Services {II5) Manager - O >
f @ » WIN-MOIHN3K41Q) » Sites » alpha » & @-
File View Help
Connections Actions
ST g alpha Content @ .
HE Start Page . . Site
- Filter: - G = Show All | G by: -
83 WIN-MOIHNZKA1Q) (ALPHAY | o - iy Show roup by: Mo Grouping —
Do o E Switch to Feature
' Application Pools Name Type
e '?— Sites @ iisstart.htm Chrome HTML Decument R E':Flcre o
& alpha =] fisstartjpg PG File Edit Permiss
:‘ Add Application...
f_ Add Virtual Directory...
Edit Bindings...
Manage Website L
« Restart
L
B Stop
Browse
Advanced Settings...
M3 Refresh
< > EFeatures‘u‘ie\c\rm X Remove o
Ready Gj

Puc.2.5 Incmpymenm Internet information services manager, mooicna nooauumu html ooxymenm

@ Check Point - Unfog Your Mind X Gy = m}

C A Notsecure 192.168.12.101 w -

@
CHECK POINT

FRAMEWORK FOR SUCCESS

Learn from Experts

Puc.2.6 Bioobpasicenns caiimy y 6paysepi, docmyn http://192.168.12.101 (doxymenm html 6yno 3asanmasiceno 3

caumy [8]
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—-5M5> api status

Require local
Unknown

More Information

Starting
Started
Started

Require local
Enabled

Hore Information
Started
Started Check Foint 3ecurity Management Server is rumning and ready

Started
Started

ETTY Internal Fort:
ETTY Documentat Internal Port:
APACHE Gaia Port:

Small Medium env resources profile
1280mn

fipache port retrieved from: httpd-ssl.conf

Juerall API Status: Started

AP] readiness test SUCCESSFUL. The server is up and ready to receive commections

0 collect troubleshooting data, please run "api status -s <comment>’

Puc.3.2 Ilepesipka cmamycy cmany cepeepa beznexu: cepeep npayioe, modicua sanyckamu Smart Console

Ha pucynky 3.3 HaBeieHO OCHOBHI XapakTepuCTUKU cepsepa Oe3nexku Check Point, Hmxue ctucio
HaBeJIeHO X OITUC:

- Network policy management 3abe3nedye KOMILICKCHE, HEHTPAIi30BaHE YNPABIIHHS MUTIO3aMU
0e3rekn yepe3 cMapT KOHCOJb.

- BcranoBnennii Ha komm’toTep kiieHT Harmony Endpoint 3abesmedye 3axucT BimgaleHUX
KOPHCTYBaYiB BijI BCiX 3arpo3, makmodaerses depe3 Endpoint policy server 3a qomoMororo BiIacTHBOCTI
Endpoint policy management.

- User Directory nossouisie 3acrocoByBatt LDAP cepsepu (lightweight directory access protocol) st
orpuMaHHs ifeHTH(diKamii Ta iHGOpMaIlii PO MEPek Ky KOPUCTYBadiB, 3HU3UTH PiBEHb, TOB'I3aHUN 3
PYYHHM HaJAIITYBaHHSAM Ta CHHXPOHI3AII€I0 HAJIMIIKOBOI iHpOopMarii.

- Provisioning 3a0e3mneuye meHTpaiizoBaHe aaMiHICTpyBaHHsS Ta 3abe3nedeHHs npuctpoiB Check
Point.

- Compliance 3abe3meuye iHTerpoBaHy Ta IOBHICTIO aBTOMAaTH30BaHy O€3MEKy Ta MOHITOPHHT
CYMICHOCTI.
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- Smart Event Server iHTerpyeThbcst 3 apXiTEeKTYpOIO cepBepy Oe3rneku Ta KomyHikye 3 Log Server aiis
YUTaHHS Ta aHATi3y JIOTYBaHHS.

wr VManagement (3)

[] User Directory SmartEvent
ECO erve Provisioning [ SmartEvent Server
[ Endpoint Policy Management [ Compliance [[] SmartEvent Comelation Unit

Logging & Status
[ identity Logging

Puc.3.3 Crkpinwom ocrnosnux enacmusocmeii cepsepa besnexu Check Point

4. lllar03 6e3nmexn Security gateway Check Point

MepexkeBi ekpanu (security gateway, firewall) — mepra niHis 3aXUCTy MPOTH KidepaTak, JOCIiIKye
(3a00poHsie a0 103BOJISAE) BXiTHUI Ta BUXIMHUHN Tpadik BiIMOBIIHO JO BUSHAYCHUX IOJIITUK OC3MEKH,
100 3aXMCTUTH MEPEXKY Bijl HeOakaHOro ado MiKiIuBOro Tpadiky. [TomiTuku Oe3nekn CKIaaaThes i3
MIpaBWJI, SKi BCTAHOBIIOIOTHCS HA BiJMOBIAHAN MepeXeBHH eKpaH. AIMIHICTPaTop MOXe CTBOPHUTH
npaBuiIa, o0 JTO3BOJIHUTH BiINOBITHUN THIT TpadiKy.

MepexkeBi ekpaHM MOXYTh OyTH TIpEACTaBlIeHI amapaTHUM 3a0e3MeYeHHSIM, MPOTrPaMHUM
3a0e3meyeHHsIM Ta KOMOiHaIiero 000X. Y BINTBHOMY NOCTYII € pealizaiis y BHIJISAI MPOTPAMHOTO
3abe3meueHnst Open Server.

Jlesiki cTaHIapTHI TEXHOJOTIi, sIKi BUKOPHCTOBYIOThCs Ui Iii€i meru: packet filtering, stateful
inspection, application layer firewall.

BractuBocTi 3axucTy Mepexi st MepexeBux ekpaniB Ha npukiaai Check Point MmoxxHa moninuT Ha
JIBI KaTeropiii;

- 3axucT Mepexi (network security) (pucyHok 4.1);

- 3axuCT Bij 3arpo3 (thread prevention) (pucyHok 4.2).

Cepen HalalTyBaHb JJIS 3aXKUCTY BiJ] 3arpo3 MO>KHA BHIUIATH HACTYIIHI:

- Sandbox. 3axucT Biji HEBIJOMHX Ta MEPEAOBHX aTaK MUIIXOM 3allyCcKy Migo3piaux ¢aitmie Ta
BUKOPHCTAHHS TEXHIK IITYYHOTO 1HTEJIEKTY.

- Sand Blast thread emulation 3axwuriae Big 6araro-piBHEBUX aTak Ha paHHIN CcTail.

- Sand Blast thread extraction 3umxye piBeHb 3arpo3 Bigx Microsoft Office Ta PDF nokymenris
IUISXOM BUJQJEHHS KOHTEHTY, TAKOTO SIK MAaKpOCIiB, BCTaBJICHMX OO0 €KTiB, Ta 30BHILIHIX MOCHUJIaHb.
[IpamiBHUK OTpUMY€E JOKYMEHT, SIKHIA MICTUTh BiJIOMi O€3IeYHi eIIeMEHTH.

- Thread Cloud — ne rio0anbHHIl XMapHHH IHTEIEKT, SIKMA BUKOPHUCTOBYE BCECBITHIO MEPEKY
cencopiB 3arpo3u Check Point.

- Anti-Virus BukoHye mpe iH(EKIiiiHe BHUSBICHHS Ta OJIOKYBaHHS MIKiJJIMBOTO IMPOTPAMHOTO
3a0e3meueHHst Ta nocTiitHo oHOBIOEeTECs ThreadCloud.

- Zero phishing 3amo6irae HeBizomum (zero-day) Ta BioMuM aTtakam Ha BeO-caiiTax y peajbHOMY
gaci 3 BHKOPUCTAHHSAM QJITOPUTMIB MAIIMHHOTO HaBYaHHS Ta MATEHTOBAHUM I1HCHEKLIHHUM
TEXHOJIOT15IM.

- Sanitization 3a0e3mne4ye 3aXUCT BiJ] HEBIJOMUX aTaK, HIISIXOM 00pOOKH (aiiiIiB riepe/] THM, SIK BOHU
OyayTh TiepeiaHi 10 KOPUCTyBaya.

- Command and control (C&C) Bu3navae iH}ikoBaHi i KOMITPOMETOBaHI PUCTPOT Y MEpexki, OJIOKye
aTaky 3a 3ano0irae MONIKOPKEHHIO NIITXOM OJIOKYBaHHS HIKIJITTMBOTO MPOTPAMHOTO 3a0€3IIeYCHHSI.

- Anti-Bot 3axuiiae Bij pyiHyBaHb HIIIXOM OJIOKyBaHHs 00TiB komyHikariit C&C.

- Intrusion prevention system (IPS protection) 3abe3neuye nepenoBuii 3aXUCT Bijl aTaK Ta 3aXHUILA€E
yci iHnpopMauiliHi cucTeMu: cepBepH, iHaycTpiaibHi cuctemu Ta [Hreprer peueit (IoT).
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&a Network Security (2) Threat Prevention {Custom) =& Management (0)

Access Contral: Advanced Metwarking: Infinity Services:

Firewall Drymamic A outing laT Protect

CIPSec wPN Securexl SDAaN
Policy Server [J@es

[ Mobile Access Monitoring

[] Application Contral ther

CJURL Filtering [ Data Loss Prevention

[ Identity Awareness [ &nti-Spam & Email Security

[ Content Awareness

Puc.4.2 Mosciugicms nanawmysaunsa 06 'ekmy Gateway KOHCOML 015 3AXUCTY MepPexCi

oo Metwork Securty (2) Threat Prevention (futonomous) i Management ()

@ Sandbox c Threat Cloud
(®) Autonomous Threat Prevention

() Custam Threat Prevention ) o, )
g C&C Protection ﬁ; IPS Protections

9 File & URL Reputation .'_.' Sanitization [COR)

a Zero Phishing

Puc.4.3 Mooicnusicmo nanawmysanus 06 ‘ekmy Gateway KoHCOE OJis 3aXUCMY 6i0 3a2po3

BucHoBkn

KibepOesmeka 3axau Oyia i Oyie BaXIMBUM 00’ €KTOM JOCIHTIKEHHS Ta YIOCKOHAJICHHS, OCKITBKA
NpOMIIUIA BENHKY BiZICTaHb CAMOBIIOCKOHAJICHHSI Ta 3MiH, ajie He MOXKHA CTBEPIXKYBaTH, LIO JOCsTIa
CBO€1 MeTH, KOJIH BCi JIIOAM MOXKYTh ce0e IMOYyBaTH 3aXUIICHUMH Big kibeparak. MeTa 1iei poboTu — 11e
30ip mporpamMHoi 6a3u JJIsl eKCIIEPUMEHTAIBHUX CTSHIIIB, SKi MOXYTh OYTH y HAroJli JUTsl OCIIKSHHS
MOJXKJIMBOCTEH 3axMCTy Bij kiOeparak. Taka ocBiTHs 0a3za /103BoJiMiIa O MIABHIIUTH PIBEHb 3HaHb 3
KibepOe3mneku, TOMy IO COIliajibHa I1HXKEHEpisl 3alWIIaeThes IMOIIUPEHHM BHIOM arak. Y poOoTi
HaBEeICHO IepesTiK MPOrpaMHOro 3a0e3NeYeHHs Ta PeKOMEH/Iallii 1o HOro po3ropTaHHIO 3 aKIIEHTOM Ha
30epekeHHI pecypciB KOMIT 10TepiB. AnapaTHe 3a0e3MeYeHHs KOITY€E 0araTo Tpouiel, ToMy BUXiJ — e
BUKOPUCTAHHS BIPTYaIbHUX MAaIlMHH. BipTyanbHi MamMHHU 3aiiMaloTh OaraTo Micls Ha >KOPCTKOMY
JIUCKYy Ta BHMAaraloTh OaraTo omepaTHUBHOI mam’siTi. IIpm posropTaHHi TakWx CTEHIIB IOTPIOHA
OIITHMI3allisi BAKOPUCTAHUX PECYpCiB. Y SIKOCTI MPHUKIALy eKCIIEPHMEHTAIFHOTO CTEH/Ty BUKOPUCTAHO
nporpamue 3adesneuenns Check Point (mammuu Ha onepauiitauii cucremi Gaia) ta Microsoft, a came
Windows 10 Tta Windows Server 2019. HaBeneHo mepestik BinacTuBOCTel BipTyanbuux mamua Check
Point.

IcHye Ge3niu mporpaMHUX IHCTPYMEHTIB, TAKHX SK, HAIIPUKJIIAJ, CKAHEPH BPa3IUBOCTEH, aHTUBIPYCHI
NporpaMu Tomo. 3ajgada CUCTEMaTH3allii TaKUX MpOorpaM, MOUIYKY Kpallux PillleHb — Ie 3ajadi JUIs
HNOAANBIINX JOCTIDKeHb. OKpIM TOTO, eKCIIEpUMEHTAIBHUI CTEH[I, SKUH PO3ropTaBCs ISl HAIMCAHHS
1i€i cTaTTi, CKIIaAaBCcs B BOCBMH BIPTYaJbHUX MalIMH. 3 BAKOPUCTAHHSM ITOTYKHOTO KOMIT I0Tepa BOHU
Oynu ctBopeHi Ta 3amyiieHi. [Ipy BiICyTHOCTI TaKUX MOXIIMBOCTEH Ha 3BHYAHOMY HOYTOYIII MOXHA
3alyCcTUTH 10 4 MammH. € HMOBIPHICT IO KiNBKICTh BipTyalbHUX MamuH Tpeba Oyzae 301/IbIIyBaTH.
Bce 1e roBoputh po HE0OXiJHICTE BUKOPUCTAHHS XMapHHUX CEPBICiB, TAKUX, SK, HAIPHUKIaA, AZUre, mo
TaKOX € BAXJIMBOIO Ta aKTYaJIbHOIO MOAANIBIION0 331a4€IO0.
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Introduction to capabilities, configuration and using of cybersecurity
technologies for information network protection

Cybersecurity is a key part of Ukraine's critical infrastructure. This has become especially relevant now during the impact of
Russian aggression. All companies can be affected by cyberattacks. The cost of data leakage for large organizations can reach
hundreds of millions of dollars. It is necessary to understand that ordinary people work in companies, social engineering remains
the most common type of attack. The Internet and computers play an extremely important role not only when these people work,
but also in everyday life, when communicating by mail, in chats or interacting with the banking system, etc. We live in a world
where security threats are everywhere. Therefore, the purpose of this work is the need to familiarize yourself with modern
technologies that allow you to consider all the possibilities of protection against cyberthreats. Comprehensive protection in the
Internet, for example, is provided by software and hardware products of the Check Point company, which provide a powerful
basis for practicing the protection of a computer network from unwanted or malicious protection, for which there is a possibility
of deploying their experimental stands. The result of this article is recommendations for deploying Check Point stands for
Windows users, which is a relevant task for cybersecurity administrators. The article also provides an overview of the basic
architecture of Check Point, which consists of a security server, a firewall, and a management application, which is used to
configure fundamental security policies with rules that govern traffic between the corresponding objects. The security server and
the firewall have properties (characteristics) whose work can be described by the model of open systems interaction, so the article
considers the layers that make up this model, as well as the built-in properties of these objects themselves, such as, for example,
antivirus, anti-phishing, anti-bot, and others. This article may be useful for students and philosophy students studying in the
specialty of cybersecurity.

Keywords: Open Systems interconnection Model, firewall, Check Point, stand, Open Server, antivirus, attack, malware.
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ABTOMATH3alisl CTAHAAPTHHUX MPOLECIB CTAHIIA TEXHIYHOTO
00CJIyroOByBaHHSI ABTOMOOILJIIB 32 JJ0MOMOTI 010 POOOTU30BAHUX CUCTEM

AKTyalbHiCTB. Y CydacHHX yMOBaxX PO3BHTKY aBTOMOOIIBHOI Tayry3i aBTOMaTH3amis NMPOIECiB Ha CTAaHLIAX TEXHIYHOTO
o6ciyrosyBanHs (CTO) € BayXTMBUM HaIIPSIMKOM IiABUIIEHHS e()eKTUBHOCTI pOOOTH Ta IKOCTI HaIaHHI ITOCIIyT. Bukopucranus
pPOGOTH30BAaHNX CHUCTEM JIO3BOJISIE 3MEHILUTH BUTPATH, CKOPOTHTH Yac OOCIyrOBYBaHHS Ta MIiHIMI3yBaTH JIFOACHKHUIT (akTop.
ABTOMaTH3allisg CTAHAAPTHUX MOCIYT, TAKUX SK JIarHOCTHKA, 3aMiHa MAaCTUJIA, IIMHOMOHTa)XX Ta KOHTPOJIb TEXHIYHOTO CTaHY
AaBTOMOO1JIIB, CHpHUSE MiABUIICHHIO MTPOAYKTUBHOCTI Ta Oe3neku npai. [lonpu akTuBHUIA pPO3BUTOK TEXHOJIOTH, icCHye moTpeda
y JOCHIPKEHHI Ta y3arajJbHeHHi iHopMaii Ipo MOXKIMBOCTI BOPOBAIKEHHS POOOTH30BAHMX CHCTEM y Cepy aBTOCEpPBiCy.

Meroro nanoi pobotu € po3poOka Mozemi aBToMaTu3amii crangapTHUX mocayr CTO 3a 1omoMoror poOOTH30BaHHUX CHCTEM,
IO CIIPUATHUME ONTHUMi3alii poOOYUX MPOLECIB, MiABUIIEHHIO e()EeKTHBHOCTI 0OCIYrOByBaHHS aBTOMOOLTIB Ta MOKPAICHHIO
SIKOCT1 TIOCIYT JUIS KITi€HTIB.

MeTtonu pociifzkenHs. s TOCSITHEHHS OCTaBJICHOI METH BUKOPHCTAHO KOMIIEKCHHUI MiAXiJ, O BKIIIOYAE: TEOPETHUKO-
KPUTHYHUI aHaJi3 HayKOBUX JpKepe moao aproMaru3aii nporeciB Ha CTO;y3aranpHeHHS Ta CHCTEeMaTH3aMii0 HaSsBHUX JAHUX
mpo poOOTH30BaHi crcTeMH y cepi aBToCepBicy;MOPIBHAIIBHUN aHAJI3 CyYacCHUX TEXHOJIOTIH aBTOMATH3AIlil T BU3HAYCHHS
X e()eKTHBHOCTI Ta JOLUILHOCTI BIIPOBAKEHHS;MOACIIOBaHH aBTOMAaTH30BaHOI CUCTeMH Uit cTaHxapTHUX mociyr CTO.

PesyabTaTn. Y X074l AOCTi/KCHHS MPOBENCHO aHali3 cTaHy aBroMaTm3auii mociayr Ha CTO Ta BH3HA4YEHO KIIOYOBI
TepeBark 3aCTOCYBaHHs poOOTH30BaHUX cUcTeM. Po3po0iieHo y3aranbHeHy MOJETb aBTOMAaTH3allii, sika Tiepe10adae B3a€MOII0
POOOTIB i3 TIEPCOHANIOM 1 KITi€HTaMHU, IO CIIPHSE 3MEHIICHHIO Yacy HAa BUKOHAHHS PYTHHHHX 3aBJaHb Ta IiIBUIIECHHIO SKOCTI
00CITyroByBaHHs. 3alpOIIOHOBaHA MOJIENb TO3BOJISIE aIaNTyBaTH CHCTEMY aBTOMATH3allil /Ui Pi3HUX THUIIB aBTOCEPBICHHUX
CTaHILil 3 ypaXyBaHHAM ixHIX crerudidaux notped. Takoxkx po3poOlIeHO CTPYKTYpHY CXeMy aBTOMAaTH30BaHOI CHCTEMH, sIKa
JIEMOHCTPY€E OCHOBHI KOMIOHEHTH, iXxHi ¢yHKUii Ta B3aemMo3B’si3ku. [IpoBeneHuil aHaii3 MOKas3aB, IO BIIPOBAKEHHS
poboti3oBanux TexHonorii Ha CTO € eKOHOMIYHO MOIUIBPHAM 1 MOXE 3HAYHO MiJABUIIATH MPOAYKTUBHICTE pPOOOTH
ABTOCEPBICIB.

BucnHoBku. Pe3ynbTaTi 1OCHiIKEHHS CBiYaTh PO BUCOKY e(heKTHBHICTh aBTOMATH3allil cranmapTHux nociayr Ha CTO 3a
JIOTIOMOT0I0 POOOTH30BaHUX CHCTEM. BIIpoBa)keHHS TAKNX TEXHOOT1H CHPHSE 3HIDKEHHIO ONEPaI[ifHIX BUTPAT, ITiABUIICHHIO
HIBHIKOCTI Ta SIKOCT1 0OCIYTOBYBaHHS aBTOMOOLTIB, a TAKOXK MOKPALICHHIO YMOB Tpalli s nepcoHany. OTpuMaHi JaHi MOXKYTh
OyTH KOPHCHUMH JUIS KEPiBHHUKIB aBTOCEPBICiB, BUPOOHUKIB 00JIATHAHHS Ta HAYKOBHX YCTAHOB, IO 3aiIMalOThCS MMUTAaHHIMH
aBTOMAaTHU3aIlii y cdepi aBTocepBicy. 3anponoHOBaHa MOJIEIb MOKE OyTH BUKOPUCTAHA K OCHOBA JIJIsI OJATBIITNX JTOCIIIKCHb
Ta po3poOKHM NMPAaKTHYHUX pimeHb 3 aBromaru3anii poborn CTO, m0 M03BOJMTH MiJBHIIMUTH KOHKYPEHTOCIIPOMOXKHICTb
HiIPUEMCTB Ta CIPUATH PO3BUTKY Taily3i B LIJIOMY.

Knwouosi cnoea: asmomamusayia, cmanyis mexmiuno2o 00CIY208Y8aAHHS, POOOMU306AHI CUCMEMY, aABMOCEPSIC,
onmumizayis npoyecie, mexHoao2ii 06C1Y208Y8aHHs, ePeKMUBHICIb, MOOETIO8AHHSA, MEXHIYHe 00CTY208Y8AHHS, YUPDPOBI3aYis.

Sk muryBat: Mopo3z O. 0., Amies . O. AprtoMaTtu3aiis poOOTH CTaHIii TEXHIYHOTO
00cIIyroByBaHHsI aBTOMOOLTIB: MOJEIIIOBAaHHS, BIIPOBA/IXKEHHS Ta e(DeKTUBHICTh. Bicnuk Xapkiecvkozo
HayionanvHozo yuigepcumemy imeni B.H. Kapasina, cepis Mamemamuune modenosanus. Ingpopmayiiini
MexHOo0eI. Asmomamuzoeani  cucmemu  YNPAGIIHHA. 2024, BHII. 63. C.60-72.
https://doi.org/10.26565/2304-6201-2024-63-06

How to quote: Moroz O. Yu., Aliyev Y.O., “Automation of Standard Service Station (STO) Processes
Using Robotic Systems.” Bulletin of V.N. Karazin Kharkiv National University, series Mathematical
modelling. Information technology. Automated control systems, vol. 63, pp.60-72, 2024.
https://doi.org/10.26565/2304-6201-2024-63-06[in Ukrainian]

© Mopos O. 10, Anies 4. 0., 2024
This is an open access article distributed under the terms of the Creative Commons Attribution License 4.0.

BY



https://doi.org/10.26565/2304-6201-2024-63-06
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/
https://orcid.org/ХХХХХХХХХХХХХ
https://orcid.org/0000-0001-7855-3957
https://orcid.org/0000-0001-7855-3957
https://doi.org/10.26565/2304-6201-2022-54-01
https://doi.org/10.26565/2304-6201-2022-54-01

ISSN 2304 -6201 BicHuk Xapkiscbkoro HauioHanbHoro yHiBepcuteTy imeHi B. H. Kapasiva
cepist «MaTemaTiHe MoaentoBaHHs. IHhopmaLliiHi TexHonorii. ABTOMATM30BaHi CCTEMM ynpaBniHHs», Bunyck 63, 2024 61

1 Beryn

ABTOMaTH3allis TIPOLECIB € BAXJIUBUM (AaKTOPOM pO3BHTKY CyYaCHHX BHUPOOHMYHX Ta
o0ciyroBytounx ranxy3eil. Bona go3Bossie miaABUIINTH €EKTUBHICTD 1 3HU3UTH BUTPATH Ha BUKOHAHHS
pyTuHHEX omepariii. OnHiero 3 HaHOLIBIT MEPCIEeKTUBHUX c(ep A BIPOBAHKEHHS aBTOMATH3AIil €
TeXHIYHE 0OCIyTOBYBaHHS aBTOMOOLTIB, /Ie CyYacHI TEXHOJIOTI] Tal0Th MOXKJIMBICT 3HAYHO IMTOJIETTIIUTH
po0OTY MaiicTpiB, 3HU3UTH JIIOACHKHIA (GaKTOP i MiIBUILUTH PiBEHb OE3MEKH.

BpaxoByroun TOCTIHHUIT PO3BUTOK POOOTOTEXHIKM Ta aBTOMAaTH3allii, 3aCTOCYBaHHA POOOTIB Ha
cTaHMmisx TexHigHOTO 0obOcimyroByBaHHs (CTO) HabyBae nemani Oinpmioi akryanmpHOCTI. Taki cucremmu
3/IaTHI OMTHUMI3yBaTH POOOYI MIPOIECH, 3MEHIIIUTH BUTPATHU Ta IMiJBUIIHUTH SKICTh HaJJAHUX MOCIIYT, IO
POOUTH 1€ HAMIPSIMOK HEPCIICKTUBHHUM JUIS PO3BUTKY CYYaCHUX aBTOCEpBIcCiB. [1-4].

AKTyallbHICTh JOCHTIDKEHHS 3YMOBIIEHA TAaKOXX IIBHIKAM PO3BHUTKOM TEXHOJIOTIH y cdepi
aBTOCEPBICY, IO BIAKPUBAE HOBI MOXIIMBOCTI IUIA iHTerpamii poOOTH30BaHMX CHUCTEM Y IO Tay3b.
Mertoro wi€i pobotu € po3pobka Mozeni aBTomarusauii ctangapTHuX mnocayr CTO 3a 1omoMororo
poOOTiB, IO JO3BOJUTH MiABUINUTH €(EKTUBHICTH Ta SIKICTh OOCIYrOBYBaHHS Ha aBTOCEPBICHHUX
cra1igax.JlocaimKeHHS i€l TeMHu Ma€e BaKJIMBE 3HAYCHHS SIK TSI BAPOOHUKIB TEXHIYHOTO 00JIaqHAHHS,
TaK 1 JJIs HAYKOBUX YCTaHOB, IIO 3aliMarOThCsl PO3POOKOI0 HOBITHIX TEXHOJOTIH y cepi aBTOCEpBiCy.
PesynbTaté 11bOT0O AOCIIHKEHHS MOXYTh CTATH OCHOBOO IS TIOAAJIBIIONO BJOCKOHAICHHS TEXHOJOT I
aBTOMAaTH3allii B aBTOCEPBICHIN cepi.

Meta pociigxenns: Po3poOka mopeni aBromarusanii cranmaptaux nociyr CTO 3a monoMororo
POOOTHU30BaHUX CUCTEM, IO JIO3BOJISE MiABUIUTY e()EKTUBHICTS 1 SIKICTh HaJ[aHHS TTOCIYT.

00’eKT AOCTIAAKEHHS: TIPOIEC TEXHITHOTO 00cIyroByBaHHs aBToTpancnopty Ha CTO.

IpeameT xpocaimkeHHs: MOJICINI CUCTEM aBToMaTu3alii ctannaptaux mocayr CTO.

JJist mOCSITHEHHS! OCTaBJIeHOI METH BU3HAUCHO HACTYIIHI 3aBJJaHHS:

1. JlocmiguTu MOTOYHWH cTaH aBTOMaTH3alii crangaptHux nocayr CTO.
2. Po3pobutu y3aranpHEHy MOJENs cucTeMu apToMaTm3aiii podoru CTO.
3. TlpoanamizyBatu 0cOOIMBOCTI pO3pO0OKH Ta peatizanii podotusoBaHoi cucremu st CTO.

2. Anani3z apromatuzoBanux npouecis na CTO

Y cydacHUX aBTOCEpBicax BIPOBAIKYIOTHCS Pi3HOMAaHITHI pOOOTH30BaHI CHCTEMHU JJIsi aBTOMaTH3aIlil
HIMPOKOTO CIEKTpy omepauiid. OJHi€l0 3 HAUMOIUPEHIIUX KaTeropiii € poOOTH-MaHIMyISATOpH, SIKi
3MaTHI BUKOHYBaTH KOMIUIEKC 3aBIaHb: Bif MMiTHAOMY aBTOMOOLTIB AJisi 3a0e3MedeHHs JOCTYIY 0
MiJJIOHIB YU JBUTYHIB 10 IEPEMIIICHAS BAKKUX KOMIIOHEHTIB a00 iHCTPYMEHTIB, a TaKOX 3[IHCHEHHS
TOYHMX OTEepalliid, TAKUX K 3aTATYBaHHS UM BiIKPYUyBaHHS KPIMHIBHUAX EIEMEHTIB.

KpiM TOro, BHKOPHCTOBYIOTHCSI aBTOMAaTHU30BaHI CHCTEMH IarHOCTUKH, IO 3aBASKHA KOMILIEKCY
CEHCOPHHUX IPHUCTPOIB 3a0e3NeuyloTh ACTATBbHUN aHa i3 TEeXHIYHOTO CTaHy TPAHCHOPTHHX 3acoOiB.
Takwii miaxig TO3BOJSIE BUSBIATH Ta YCyBaTH HECHPABHOCTI 3HAYHO WIBHAME H edekTuBHImE Y
MOPIBHSHHI 3 TPAIUIIIHHUMU METOaMU, BUKOHYBAaHUMH JIIOTUHOIO.

Tako 3aCTOCOBYIOTHCSI CHCTEMH JUISI aBTOMAaTH30BaHOI 3aMiHU Ta 00CIyrOBYBaHHS OKPEMHX BY3IIiB
1 arperariB aBTOMOO1JIs, HAIPUKJIA], CACTEMH aBTOMATUYHOI 3aMiHU MacThiIa, QiIbTpiB ab0 rajJbMiBHUAX
KOJIOJIOK. 3aBJSKH TXHIM TOYHOCTI Ta BHCOKIH MIBHIKOCTI OOCITYrOBYBaHHS, 3HAYHO 3MEHIIYETHCS SIK
TPHUBAIICTH pOOOYHX MPOIIECiB, TAK 1 UMOBIPHICTE BUHUKHEHHSI IIOMUIIOK [4].

He MeHII akTyanbHUM € BUKOPHCTaHHS aBTOMATH30BaHHX CHUCTEM JUIS MHUTTS aBTOMOOLIIB, sKi 3a
JIOTIOMOTOIO CIIEIiali30BaHUX TEXHOJIOTIH Ta BUKOPUCTAHHS XIMIYHAX PEareHTiB 3a0€3MeUyI0Th BUCOKY
AKICTh OYHIIEHHS TpH 30epexeHHI CTaOlIbHOTO0 PIiBHSA MPOIYKTUBHOCTI TPOTSITOM TPHBAIOTO
eKCILTyaTalliifHOTO TIepiofy.

3aranoM, iHTerpaiisi pi3HHX THIIB POOOTIB y poOOUYMil mpolec aBTOCEPBICIB CIPHsiE 3HAYHOMY
MiJBUIIEHHIO €()eKTUBHOCTI, SKOCTI Ta IIBUIKOCTI BUKOHAHHS OOCITyrOBYBaHHS TPAHCIIOPTHUX 3aCO0IB.
BukopucTanHs aBTOMaTH30BaHUX CHUCTEM JIO3BOJISIE BUKOHYBATH SIK PYTHHHI, TaK 1 CKJIagHi onepauii 3
MaKCHUMAaJIBHOIO TOYHICTIO, 1[0 3MEHIITY€ YaC PEMOHTY, 3HUKY€E PU3UK IOMUJIOK Ta CIIPHSIE ITiIBUIIICHHIO
3a7I0BOJICHOCTI KIII€HTIB.

OcobnuBy yBary cilifi IPUOUIATH KOHCTPYKTUBHUM BUMOTaM J0 pOOOTH30BaHMX MaHiIyJATOPIB.
Hanpukinan, ans 3a0e3nedeHHs: NOCTYIy BHKOHABYOTO OpraHy 10 OyAb-KOi TOYKH poOodoi 30HH,
MaHIIyJISATOP MOBHHEH MaTH MIHIMyM TpH CTyleHi cBoOoju. KokeH 3 IUX CTYNEHIB pyXJHUBOCTI
3a0e3MeUyeTbCsT OKPEMHM IPHBOJIOM, SIKUH MOXe OYTH eJeKTPOMEXaHIYHUM, TiJpaBIIiqHNM,
MHEBMaTHYHUM a00 KOMOIHOBaHMM, MIO JO3BOJISIE ONTUMI3yBaTH POOOTY CHUCTEMHU 3AJIEKHO Bij
KOHKPETHHX 3aBJ[aHb.
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Puc. 1. Tunu pobomis dnsi asmomamuszayii nocaye va CTO

ABTOMAaTH3aIlis ITUX OTEparliii JO3BOJISTE€ CKOPOTUTH Yac BUKOHAHHS POOIT, MiABUIMUTHA TOYHICTH 1
AKICTh 3aBJaHb, a TAKOXX 3HM3UTH PU3UK TNOMWIOK. lle m03BoJsie mepcoHally 30CepenuTucs Ha
CKJI/IHIIINX 3aBJAHHIX Ta MOKPAIUTH B3a€MOIIIO 3 KilieHTaMu [5].

BnpoBamkeHnHss poOOTH30BaHUX CHCTEM IS aBTOMAaTH3aIil CTaHZAPTHUX TIPOIECIB  HA
aBToMo01IbHIX CTO Mae sIKk mO3UTUBHI, TaK 1 HETraTUBHI HACIIIIKH.

Cepen nepeBar Ciiijl BiI3HAYUTH:

o [ligBuIleHHA NPOAYKTHBHOCTI Ta eQeKTHBHOCTI. PoOOTHM 37aTHI BUKOHYBAaTH omepamii 3
OLNBIIOI0 IMIBHKICTIO Ta TOYHICTIO, HIX JIFOACHKHHA (PAKTOp, IO CHpPHUSE CKOPOYCHHIO 4acy
00CIIyroByBaHHs Ta 301IBLICHHIO 00CATIB BAKOHYBaHUX POOIT.

¢ besnepepsHicTh poboTH. MOXIHMBICTE pOOOTH POOOTIB y pexknumi 24/7 103BoJIsiE MiHIMI3yBaTH
MIPOCTOI Ta ONTUMI3yBaTH PO3IMOILT poOOYOr0 HaBaHTAKEHHSI.

o JleneryBaHHs pyTHHHHX 3aB/aHb. ABTOMATH3allisl PYTHHHUX OIEpaIliil 3BUTbHSE TIEPCOHAN LIS
BHUKOHAHHS OUIBII CKJIAIHUX 3aBIaHb a0o0 3a0e3ledeHHs BHCOKOSKICHOIO KII€HTCHKOTO
00CITyroByBaHHS.

e 3HWKEHHS BHUTpPAT HA OIUIATy mpari. BiacyTHICTHP HEOOXiMHOCTI y BHIUIaTax 3apIUiaTd Ta
COLiaIbHUX BUIUIAT pOOOTaM MOKE TO3WTHBHO BIUIMBATH Ha EKOHOMIUHY e(eKTHBHICTh
MiANPHEMCTBA.

IIpore icHYIOTB i HEOIIKH, 30KpeMa:

e Bucoki BuTpatu Ha BOpoBaKeHHA. [louaTkoBi iHBecTHIl y mnpuaOaHHS, HaJalITyBaHHS
oOiagHaHHs, HABYAaHHS IEPCOHANTY Ta EKCIUIyaTallidHy MiITPUMKY POOOTH30BaHHX CHUCTEM
MOXXYTb OyTH 3HAUHHMH.

e 3MEHLICHHS KUIBKOCTI po00YnX Micllb. ABTOMAaTH3aLlisl PyTHHHUX IPOLIECIB MOXKE PU3BECTHU JI0
CKOPOYCHHS YHCEJIBHOCTI TIEPCOHANy, IO CTBOPIOE COI[IaIbHO-CKOHOMIYHI BUKJIMKH JUIS
TpOMajIy.

o 3ayeXHICTH Bi TEXHOJIOTiH. ABapiiiHi cuTyanii abo BiAMOBa aBTOMAaTH30BaHOI CUCTEMH MOXKYTb
CIPUYMHUTH 3yNMHUHKY BHPOOHHYOTO TMPOIECY, IO MiJIKPECTIE HEOOXiHICTh PO3pOoOKH
Ha/IIHHUX CUCTEM PE3EPBHOTO KOMIIOBAHHS Ta TUIAHIB BiIHOBJICHHSI.

Kpim Toro, aBToMaTH3aiis CIipusi€ MiJBUIIEHHIO SKOCTI 00CITyrOBYBaHHS 3aBIISIKH BHCOKI TOYHOCTI
BUKOHAHHS 3aBJIaHb, 110 JO3BOJISE€ 3MEHIIMTH KUIBKICTH MOMMIIOK 1 gedekriB. Lle, B cBoro uepry,
MO3UTUBHO BIUIMBAE HAa 3aJOBOJICHHS KIIEHTIB Ta 3arajbHe CIPUUHATTS aBTOCEPBICY SIK
BUCOKOTEXHOJIOTIYHOTO Ta HaII{HOTO CEPBICHOTO LEHTPY.

[epen BupoBakeHHSIM podoTH30BaHuX crcteM Ha CTO HEoOXiTHO MPOBECTH KOMIUIEKCHHI aHaI3
nepeBar 1 HENOJIKIB JiJIi BHU3HAYCHHS OINTHUMAJILHOTO CIIIBBITHOIICHHS MDK aBTOMATH3aIi€l0 Ta
JIOJCBKUM (PaKTOPOM, IO JIO3BOJIUTH 3a0€3MEUUTH CTIHKUN PO3BUTOK Ta KOHKYPEHTOCHPOMOXHICTH
ninnpuemctsa. [lizcymoByroun npoBeneHnii anami3 crany poborusanii crangaptHux nociyr Ha CTO,
MOYKHa CTBEPJIKYBaTH, IO IIel Mpoliec Mae BETUKUI TOTSHIIIAN JIJIsl BIOCKOHAIEHHS 00CITyrOBYBaHHS
aBTOMOOLIIB.

3. Tunu po6GOTH30BAHMX CHCTEM /ISl aBTOMATH3aM{l

€ Tpu eramu poOOTH CEHCOPHUX CHCTEM: CIPUHHSATTS CHTHAJIB, THTEJCKTyalbHI CHUCTEMH Ta
BUKOHABYHMI MEXaHi3M, 110 3a0e3Meuye pyx Ta B3aEMOJI0 3 HABKOJIHMIIHIM CEPEIOBHILEM.

Juis peanizauii nepmioro eramy poOoTH poOOTH30BaHOI CHCTEMH HEOOXiAHO 3a0€3MeUnTH HAsBHICTD
CEHCOPHOro OJIOKY, 37aTHOTO CIPUAMATH PI3HOMAHITHI CHUTHAIM, 30KpeMa Bi3yallbHI Ta aKyCTHYHI.
Jpyruii etan nependavae iHTErpallito IHTEIEKTyalbHUX aJITOPUTMIB, 110 MOXYTh OYTH peanizoBaHi 3a
JOTIOMOT0I0 HEHPOHHUX MEpeX a00 eKCIEePTHHX CHUCTEM, JJIS aHali3y Ta iHTeprperauii oTpuMaHoi
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indopmarrii. Hapemti, Ha TpeThOMy eTami IependadacTbcsi BUKOPUCTAHHS BHKOHABUOTO MEXaHI3MY,
AKkuii 3a0e3medye pyxoBi QyHKIII Ta B3a€MOiI0 POOOTH30BaHOT CUCTEMH 3 HABKOJIUIIHIM CEPEOBUILIEM.
s aBromaruzanii mocayr Ha CTO M0OXXyTh BUKOPUCTOBYBATHCS Pi3HI THIIM pOOOTIB, 30KpeMa:
e pPOOOTH30BaHI MaHIMTyJISTOPH;
e  ABTOMATHM30BaHI CUCTEMH J1arHOCTUKM;
e  POOOTH30BaHI CUCTEMH JUIS 3aMiHU IIIUH;
e  aBTOMAaTH30BaHI JIiHII U1 3aMiHM Maca.

Jns  mocsTHEHHsT KOMIDIEKCHOI IHTerpamii KOMITOHEHTIB pPOOOTH30BaHOI CHCTEMH HEOOXITHO
3a0e3neynT e(DEeKTUBHY B3aEMOJII0 MK CEHCOPHUM MOJYJIEM, IHTEJIEKTyalbHUMH AITOPHUTMAMH Ta
BUKOHAaBYMM MexaHi3mMoM. CroudaTky, AaHi, OTpPUMaHi 3 Bi3yaJbHHX Ta aKyCTHYHHX CEHCOPIB,
M A1al0ThCS MTOTIepeIHIA 00pOOIT ATl BUAUIEHHS PENIEBAHTHUX XapaKTEPUCTHK Cepe]] BEIUKOTO 00CATY
inpopmauii. Lle no3Bonse MiHIMI3yBaTH BIUIMB HIYMIB Ta 3a0€3MEYUTH CTAaOUIBHICTH MOJAIBIIOTO
aHamizy.

OTtpuMaHi faHi IepeaaroThCs Ha IHTENeKTyalbHIHA 00K, SKUi, BAKOPUCTOBYIOYH METOIN HEHPOHHUX
Mepek ad0 eKCTIEpTHUX CHCTEM, 31HCHIOE aHalli3 1 MPUAHATTS PIlIeHb Y PeKUMi peasibHOro vacy. Taxuit
MiAXia 103BoOJIsiE POOOTH30BaHIN CHCTEMI alaTYBaTHUCS 10 3MiHHUX YMOB HAaBKOJIMIIIHBOT'O CEPEIOBHIIA
Ta ONEPaTHBHO pearyBaTH Ha BUHUKAOi 3aBJaHH.

Ha 3aBepmaipHOMY eTami OTpUMaHi pe3yNbTaTH IHTETPYIOThCS Y BHKOHABYMM MEXaHi3M, IO
BIJITIOBi/Ia€ 3a MEPEMIIICHHS Ta B3a€MOJII0 3 00'ekTamMH. 3aCTOCYBaHHS TOYHHUX IMPUBOJHHX CUCTEM
3a0e3redyye BUCOKHMI PIBEHb TOYHOCTI BUKOHAHHS JiH, IO € KPUTHYHO BAXKJIMBHM JUIsl OC3MEKH Ta
e(heKTUBHOCTI pOOOTH30BAaHUX OTIEpAIliil.

TakuM YUHOM, MOCIHIJOBHa OOpOOKa CHUTHAJIB BiJl CEHCOPHOTO OJIOKY, aHalli3 3a JIOMOMOTOIO
IHTENIeKTyalIbHUX aJlrOPUTMIB Ta TOYHE BHUKOHAHHs 3aBIaHb BHKOHABUYMM MEXaHI3MOM YTBOPIOIOTH
IHTETPOBaHY CHUCTEMY, 3/aTHY 3a0€3MEeYUTH aBTOMATH3AIlI0 CKJIAJHUX TPOIECIB 3 BUCOKHM pIBHEM
aJIanTUBHOCTI Ta ehekTHBHOCTI [6].

4. CTpykTypHa cxeMa po0oTH30BaHOro Mmadimyiastopa CTpyKTypHa cXeMa MaHIIMyJsTopa
BKITIOYAE:

e MeXaHIYHY YaCcTHHY (pPyXOMi eIeMEeHTH, 3aXBaTH);

e  CICKTPUYHUIA NPUBiA (€NECKTPOIBUTYHN);

e cHCTeMy KepyBaHHs (IIpOTpaMHi Ta eJIeKTPOHHI MPHUCTPOT);
e cucTteMH O0e3MeKH (JaTIYUKH, KaMepH CIIOCTEPEKECHHS).

IloGynoBa CTpyKTypHOi cxeMu poOora-maHimymsropa ansi pobotm Ha CTO oxorumoe Kijgbka
KIIIOYOBMX KOMITOHEHTIB, 1110 3a0€3MeUYIOTh SIK HOTo ()YyHKIIIOHAIBHICTh, TaK 1 0e3MeKy eKcIuTyaraiiii.

MexaHiyHa 4yacTHHA.

Jlo Hel HaeXUTh caM MaHIIyJISTOP, IO BKJIIOYAE PYXOMi eJIeMEeHTH (PYKH, 3aXBaTH, 3aCyBKHU TOLIO)
Ta CYIMyTHI MEXaHi3MH, 30KpeMa KOHBEEpPH UM iHII MPHUCTPOi Ui mepemimeHHs aBToMoOimiB. Lei
KOMIIOHEHT BIJIIOBI/Ia€ 3a (Di3MuHE BUKOHAHHS 3aB/aHb, JI¢ BAXKIMBO 3a0€3MCUNTH TOYHICTh 1 HAIIHHICTb
MEXaHIYHUX MePEMIIICHb.

EnexTpuunuii npusia.

OCHOBHHMM 3aBJIaHHSM I[LOTO KOMIIOHEHTY € 3a0e3MCUeHHs PyXy MaHIMyJsITopa 3a JOMOMOTO0
€JIEKTPOABUI'YHIB. BUKOpHCTaHHS ABUTYHIB MOCTIHOrO 4YM 3MIHHOTO CTPyMY IO03BOJISIE aAalTyBaTH
CHUCTEMY JI0 KOHKPETHUX BIUMOT IIOA0 IIBUAKOCTI, MOTY>KHOCTI Ta TOYHOCTI pyXYy [ 7]. [IpaBunbHuii BUOip
TUILY JIBUTYHA CIIPUSIE ONTUMI3allii poO0YNX XapaKTEPUCTUK MPUCTPOIO.

Cucrema KepyBaHHsI.

Ilefi KOMIIOHEHT IHTErpye eNeKTPOHHI Ta MporpamMHi 3acoOW yIpaBIiHHS, IO BKIIIOYAIOTh
KOHTPOJICPH, CEHCOPH Ta MporpamMHi jioriku. CucreMa KepyBaHHs 3a0e3edye TOYHICTh Ta CTallIbHICTh
PYXiB MaHIIyJsITOpa, KOOPIUHYIOUM POOOTY EIeKTPHYHOIO MPUBOIY 13 3BOPOTHUM 3B’SI3KOM Bij
CEHCOpHUX NPUCTPOiB. CI0M K BXOAATH €IEMEHTH JUId 300py iHpopMalii Mpo MoI0KeHHs, IIBUIKICTD
Ta 1HIII MapaMeTpu poOOTH CUCTEMHU.

Cucremn 0e3meKd Ta KOHTPOJIIO.

s 3a6e3neueHHs Oe3nevHoi eKcIuTyaTanii MaHimyasTopa iIHTerpyoThes 10IaTKOBI 3ac00H, 30KpemMa
JaTYMKH aBapifHOro 3YNHHEHHs, KaMepu BiJ€OCIIOCTEPEKEHHS Ta iHII €IEMEHTH, SIKi J03BOJISIOTH
CBO€YACHO BUSBIISTH MOTEHIIIIHI 3aTPO3HU Ta 3a100iraT aBapiiHUM CUTYaIlisiM.

Perymioroumnii 6J10K.

Perynarop, mnpezncraBneHuii nepenaBanbHO0 ¢yHKUiero W(2), BinnoBigae 3a KepyBaHHA
TUPUCTOPHUM IepeTBOproBaueM. Ha BXim IOr0 peryssiTopa HaAXOMUTh PI3HUI MIiX CHUTHAJIOM
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KepyBaHHS Bill TIEPETBOPIOBaUa, 10 Mae nepefaBanbHy (yHKII0 W(1), Ta 3BOPOTHHUM 3B’SI3KOM IIO
mBuaKocTi. Taka opranizanis ynpaiiHHS 3a0e3neuye cTabiibHy poOOTy CHCTEMH, JO3BOJISIIOYN TOUHO
peryJroBaTH MBUAKICTD 1 TUHAMIYHI TapaMEeTPH MaHiIMyJIsITOpA.

TakuMm 9MHOM, iHTETpaIlisi MEXaHIYHOI YaCTHUHH, CJIEKTPHYHOTO HPHUBOIY, CUCTEMH KEpyBaHHS Ta
3ac00iB Oe3leKH YTBOPIOE KOMIUIEKCHY CTPYKTYpHY CXeMy, Mo 3abe3neuye epeKTHBHY, TOUHY Ta
Oe3neuny poboty poboTa-MaHinmyasTopa Ha aBToMOOUTEHUX CTO.

';Dg_'r (Max (D sux Wgﬂ X
BC }_,\i._p- n }—.;_{ P Lol TN = @ ANC = BN 7=
-3 -3 -
| — KM
Knz2 -

Puc.2. Tunu pobomis onss asmomamusayii nociye na CTO

Y cxeMi BUKOPHCTOBYIOTHCS TaKi YMOBHI TIO3HAYCHHS:
BC — BXimHUH cUrHaI, 10 MPEACTABIISIE KyT MOBOPOTY, IKUI HAJIXOANUTh Ha BXiJ CUCTEMH BiJl
MEXaHIYHUX 3yCUIIb orepaTopa abo GpopMyeThbes K BUXITHHUN CHT'HAJ 3alIpOrpaMOBaHO] CUCTEMHU
KEepyBaHHSL.
AIIC — nBUTYH MOCTIHHOTO CTPyMYy.
BII — BUKOHYIOUM IPUCTPIH.
KII — xopuryrounii mpucTpii.
IT — mepeTBOprOBay.
P — perynsrop.
TII — THpUCTOpPHUI NIEPETBOPIOBAY.
D — dpinbTp.

CTpyKTypHa CXe€Ma CHCTEMH CKJIQJIA€ThCs 3 TPbOX OCHOBHUX OJIOKIB: MEXaHIYHOI YaCTHHH,
€JIEKTPO/IBUI'YHA Ta CUCTEMHU KepyBaHHs. MexaHiuHa yacTHHA IPUBOJA POOOTa-MaHIMy IS TOpa 3A1HCHIOE
NEPETBOPEHHSI MEXaHIYHOI €Heprii, 10 HAaAXOOUTH BiJl €JIEKTPUYHOI MAIIWHH, Y PYX BHKOHYIOYOTO
MPUCTPOIO 13 BiJINOBITHOIO 3MIHOIO BHY PyXy. ENeKTpUUHUIA IBUTYH MOCTIHHOTO CTPYMY HE3aJIE)KHOTO
30y/DKCHHS IEPETBOPIOE CIICKTPHUYHY €HEpTito B MexaHiuny [8].

3abe3neueHHs] BUCOKOI e()eKTUBHOCTI Ta HaJliHOCTI poOOTH MaHimyssTopa Ha aBToMoOimbHNX CTO
BUMara€e KOMIUIEKCHOTO TiJX01y J0 PO3POOKH Ta BIPOBAKCHHS cMcTeMu. ONTUMallbHE TO€THAHHS
MEXaHIYHUX, CNEKTPUYHUX Ta MPOTPAMHUX KOMIIOHEHTIB JIO3BOJISIE CTBOPHUTH MPHUCTPIiid, 110 TapaHTye
SKicHe 00CITyroByBaHHS aBTOMOOIIIB, a Takoxk 3a0e3nedye Oe3rneky Ta eeKTUBHICTD MPOLECY PEMOHTY
1 TEXHIYHOTO OOCITyTOBYBaHHSI.

PobGoTn3oBaHi MaHIMyIATOPH MOXYTh BUKOHYBATH TOYHI oIepariii, Taki SK 3aMiHa JeTaned i
JIarHOCTHYHI TPOIIETypH, MiIBUIIYI0YH e(hEeKTUBHICTh POOOTH.

TakuM dYWHOM, ONTHUMI3aIlisl TapaMeTpiB CHCTEMH KepyBaHHS poOoTa-MaHINmyJsTOpa JUIA
BukopuctanHs Ha CTO BuMarae KOMILIEKCHOTO MiJXOAy, SKAH BPaxoBYE HE JIMIIEC XapaKTEPHCTHKH
MaHimynsTopa, ane W crnenudixky poOoYoro cepenoBMINa, a TaKOX BHMOTH 10 Oe3leKkd Ta
eHeproe()eKTUBHOCTI.

Jns  epeKTHBHOTO yNpaBliHHSI CEPBONPUBOJAMH OyJI0 BHOpPaHO BUKOPUCTaHHs O0i0IiOTEKH
iarduino_MultiServo.h. [{ns ii 3actocyBaHHS HEOOXIHO MiIKIFOYUTH OiOIIOTEKY Ta CTBOPHTH OO0'€KT
MSS, sxuii 103BOJISIE KEPYBATH KiJJbKOMa CEPBONPUBOAAMHU OJHOYACHO.

Po3pobnennit Mmetom servoSlow 3abesrnedye MIaBHUH pyX CEpBOIPHBOJIB, JAl04d 3MOTY
KOHTPOJIIOBATH IIBHUJIKICTH 3MIHU iIXHBOTO MOJIOKEHHS. Lle 103B0oIIsie MaHIMy I TOPY BUKOHYBATH TOYHI i
KOHTPOJIbOBaHI PyXH, 110 € KPUTUYHO BAXKJIMBUM Jis 3a0e3neyeH sl eheKTUBHOI Ta Oe3meyHol poboTH
Ha CTO.
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5. ImiTamiiine momemwoBaHHs J[1s1 mnepeBipku e(pEKTUBHOCTI aBTOMATH30BAHOI CHUCTEMH OYJI0
CTBOpEHO iMiTaliiiHy Mojenb B cepenopuili LabVIEW, ska Bkitouae OJ0KH MEPETBOPEHHS CUTHAIB,
peTyasSTOpH, TUPUCTOPHI IEPETBOPIOBaYi, (QiNBTPU Ta ABUTYHH.

Heo0xinHo po3minuTti gaHi, mo Hagxomsate 3 COM-mopty, Ha okpemi yactuau (auB. puc 3-5) Ta
BHUKOPUCTATH iX JUISI TOYHOTO YIPABIIHHSI KOHKPETHUM CEPBOJIBUTYHOM JUISI JOCSTHEHHS 33J]aHOTO KyTa
noBopoty [9].

Termination Character

End Read on Termination Character?
= HTrue ~Hf
B -
VISA resource name @
I/ . . =l s
ceef 21 =2 INSEY gy, P ASEL End Cut
P XON Char -+ Send End En
baud rate # XOFF Char P TermChar
Serial Settings data bits
parity
stop bits
flow control

KOM/XOFF Characters

XON
KOFF

End Write on Termination Character?
I TFE

Puc. 3. Jliea wacmuna naneni 610x-0iacpamu

v

Write

: Cepeo 1 nn-o Cepso 4 N - 80
\(n;A EEmEEnE wiite i s i s
— e =) A
L B com =) \9 j ° 60_ 120 60| 120 5 rm
Serial Settings 40 140 40 \ 140
= =
baud rate
= - 20 \gd ~160 20- 1% ~160
= [9600 J
| vipa 4z N
| data bits 1l 180
| (m ’ﬁ‘ End Read on Termination Character? Cepso 2 nn-77 Cepso 5 nn-3s
| =) @ 80 100 80 100
== A =] A=)
| party a7 M 20 60_| il 20 4
| | E[None End Wiite on Termination Character? g \ e 0.1 e
| stop bits D
| (Tlﬁ 20718 ~160 20— 1 ~160
(=110 Termination Character > > g
| M 0 80 0 180
| flow control =
e ) Cepeo 3 nn - 101 Cepeo 6 nn-se
{ OxA is equivalent to a "\n’ character, 100 80 100
YT ——— which is a line feed. 401 60 s’ 120 60, el o 120
o ~ - ~ - A
53 56
0. / 140 00 N\ ,140}
I 2018 ~160 20718 ~160.
Sto . N . N
AM 0 120 o 120

Puc. 5. — Jluyesa nanenv npocpamu

Hns poboru 3 HIIM kontponepom moxemi PCA9685 Oyno mnpuilHATO pillIeHHS BHUKOPUCTATH
6i0mioteky iarduino_MultiServo. 1ls 6i6mioTeka 3abe3mnedye edexTrBHE ynpaminHa Multi Servo
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Shield, 110 103B0JIsIE KEpyBaTH /10 16 CEPBONIPUBOAAMH, Ta BUCTYIIA€ PO3IIMPECHHIM BUXOIB IIaTHOpMH
Arduino. OcHoBHi ¢yHKUiT 0i0mi0oTeKH 3a0e€3MeuyloTh YNPaBIiHHS CEPBONPUBOJAMH, a JOAATKOBI
MOYKJIMBOCTI J03BOJISIIOTH BAKOPHCTOBYBATH MoBHUH pyHKIioHan yina PCA9685. [Ipu upomy 6i0mioTeka
MiATPUMYE SIK anapaTHy, TaK 1 MporpamMHy peanizarii muau [*C.

Jns BuU3HAYeHHA NapaMeTpiB MiACHIIOBa4Ya Ta KOPUTYIOUHX IPHUCTPOIB HEOOXiTHO CTBOPHUTH
iMiTaniiHy MoJenb cucteMu apromatuaHoro kepyBanHs (CAK) npuBogom pobora-maHimynaropa (IuB.
puc. 6). KpiMm Toro, ontumizaiisi cucteMu Moxe OyTH 3iiiicHeHa B cepemoBumii Matlab Simulink i3
3actocyBanusM Ooky Signal Constraint, mo 103B0sie 00MEXHTH 3HAYCHHS CUTHAIB BiIIIOBITHO 710
3aJaHHUX MapaMeTpiB.

‘;lg BY Wue i

™ =& LR - g, | o 2 |V ] 3 2 +o A
[ 1| =7 |00ls+] 2934 Toods+1) | [0.65+1 ] r |

WS w1 W2 Wl W W W

Eignal Constrasnt

Puc. 6. Imimayitina mooenv CAK npueooa poboma — maninyismopa

Y cxeMi BUKOPHCTOBYIOTHCS TaKi YMOBHI TIO3HAYCHHS:

V'S — 6ok Step, 0 CITy’)KUTh BXiTHUM CHTHAIIOM;

W1 — nepetBoproBavy;

W2 — perynsitop;

W3 — tupucTopHUil MepeTBOpOBaY;

W4 — dinbTp;

W5 — 1BHUT'YH MOCTIHHOTO CTPYyMY;

W6 — BUKOHYIOUHH TPUCTPIN;

W7, W8 — xopuryrounii mpucTpii.

Jlnst MosieTFoBaHHS TIEPEXiTHUX MPOIECIB B IMITALIMHINA MOJIeNIi BUKOPUCTOBYBaIUCH Ooku Transfer
Function s xoxHoro 3 enementieB W1, W2, W3, W4, W5, W6, W7, WS.

Jis Bizyanizanii 3MiH CUTHaITY B 4aci 3aCTOCOBYBaBCs 0JIOK Scope, sKUi (QyHKLIOHYE K ocuuiiorpad.

3 MeTOr0 3a/IaHHSI IOMYCTUMHX MEX Ha MPSAMHUX IMMOKa3HUKAX SKOCTI CHCTEMH BUKOPHCTOBYBABCS OJIOK
Signal Constraint [8].

Jdns ontumizamii cucreMu OOHMPAlOThCS MapaMeTpH KOPHIYIOUMX MPHCTPOiB, MO0 3abe3neduTn
cTablnbHy pOoOOTY BIJIMOBITHO JIO BUMOT SIKOCTI Ta XapaKTEPUCTHK TEPEXiHOTO Mpoliecy. BuzHaueHHs
OakaHMX XapaKTEePUCTHK (MaKCUMaJbHE MEpeperyiioBaHHs, Yac HAPOCTAHHS, TPUBAIICTH MPOLIECY) €
B)KJIMBUM €TAIllOM HAJIAIITYBAHHS CHCTEMH.

ITomampmmM KpokoM € migdip KoedillieHTIB Ha OCHOBI BCTaHOBJIEHHX IMapamerpiB. PesympraTtn
onTHUMI3allii HaBeIeHO Ha pucyHkax 2.9 ta 2.10, ae 1oKa3aHO OTPUMaHHs HapaMeTpiB MiJICHIIIOBaYa Ta
Kopuryrounx npuctpoi: kp = 0.4205, ki = 1.3792, kd = 0.3556, Td = 0.8965.

I[i mapameTpu BHKOPHCTOBYIOTBCS JUIi aHAN3y IIEPEXiJHOro Tporecy Ta 3a0e3medyroTh
BIJIMOBIZIHICT, BCTAHOBIICHWM KpHTEpisM sikocTi. llpomec HamamTyBaHHs BKJIIOYAE iHTepdeiic
KOpUCTYyBaua 3 rpadidHuM iHTepdeiicoM s KOPUTYBaHHS TapameTpiB IWUHAMIYHUX OO0'€KTiB Ta
BpaxyBaHHs HEBU3HaueHOCTel mapamerpiB mogeni. Lle no3Boisisie cuHTe3yBaTH pOOACTHI 3aKOHH
KepyBaHHS [4].

Variable Value Minimum| Maximum Scale
@] |1d 0.8965 -Inf Inf 1
V] |kd 0.3556 -Inf Inf 0.5
] ki 1.3792 -Inf Inf 2
¥  |kp 0.4205 -Inf Inf 0.5

Puc. 7. Pe3zyromamu niobopy napamempig 3 suxopucmanuam onoxy Signal Constraint
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3anpornoHOBaHUH i IX1/1 J03BOJISAE 3a0€3MeUUTH TOYHE KePYBaHHS IIPUBOIOM POOOTa-MaHIMMyJIATOPa,
a TaKoX CIpHsIE ONTHMi3alii poOOTH MiACHIIOBAYiB 1 KOPUTYIOUMX MPUCTPOIB HIJISIXOM BUKOPUCTAHHS
Cy4acHHX MPOTPaMHHUX 3ac00iB MOJICTIOBaHHSI Ta aHaTi3y(pHc. 7).
OrnrrMizartist mapaMeTpiB MOAEI JO3BOJMIIA TOCSATTH BUCOKOI CTIHKOCTI Ta e()eKTHBHOCTI CHCTEMHU
[9].
[Ipu BuOOpi KOpmyCy MaHIMymATOpa BaKJIMBO BPAaxOBYBATH €CTETUYHHUI BUIJISLI, OCOOIHMBO AJIS
MyOTIYHUX MicIlb 00 BUCTABOK, a TAK0XK MOXKIIMBICTh MaHOYTHROI MOJIEpHI3aIlii.
AHaJi3 MaKkeTiB MaHIMyJIATOPIB MMOKAa3aB, IO OiIBIIICTh 3 HUX BKIIOYAIOTh:
e  KPOHLITCHHH AJISI KPIIUICHHS;
e  MeXaHi3M 3aXBaTy JJIsl yTPUMaHHS 00'€KTiB;
e 0o0epTanbHy OCHOBY 3 HiAIIHUITHUKOM;
e OCHOBY JJISl BCTAHOBJICHHS] MiKpOKOHTPOJIEPIiB Ta €IEKTPOHHUX KOMIIOHEHTIB.
OOpaHa KOHCTPYKTHBHA CX€Ma MaHIMyJIsATOpa BKIIOYAE BC1 HEOOXiAHI eIeMEHTH IUIsi €EeKTHBHOL
poboTH Ta IeMOHCTpallii #Ooro GyHKIIOHATBHOCTI (pHC. 8).
Buxopucrtani KoMIUIeKTyro4i, Taki sk cepBompuBimi MG996R mis TOYHOrO MO3HIIOHYBaHHS
MexaHi3my 3axBaTy Ta Arduino Uno s ynpaBiiHHS CHCTEMOIO, MalOTh ONTUMAaJIbHI XapaKTEPUCTHKH
JUISl BUKOHAHHS 3aB/IaHb.

’p— -
CacTeMn Eaenanron AnncTvrnea Lhcrenn La:enaneoo ; A oaCTVETINDO |
R epanaRT 1092 cxeMa KOSPsToaT SNe) ] CxXeMa
—_— e ——

-

Cheperon

ARTPOONM O

Puc.8. Koncmpyxmuena cxema maninyasmopa

VY3arangpHeHa MoJiesb cucteMu apromaru3aiii podotn CTO 3a momomororo poOOTiB, peAcTaBiIeHa
Ha puc. 9, IeMOHCTpYe 0a30Bi CJIEMEHTH Ta B3a€MO3B’SI3KH, AKI MOXYTh OYTH aJanToBaHi Ta JeTani30BaHi
3 ypaxyBaHHIM crieni(ivHUX BUMOT Ta yMOB pobotu kKoHkpeTHOro CTO.

OCHOBHI CKJ1aJI0Bl MOJEN BKIFOYAIOTh:

e Kuientchkuii mopran. lleli komnoHeHT 3abe3reuye iHTEpaKTUBHY B3a€MOJII0 3 KIII€EHTaMH,
JIO3BOJISIIOYM iM 3/IIHCHIOBATH 3alMC Ha OOCIyrOBYBaHHS, a TaKOXX OTPHMYBAaTH OIEPATUBHY
iH(opMaIito Ipo cTaH BUKOHAHHS PEMOHTHUX POOIT.

o Inrepdeiic nas cmiBpobiTHuKiIB. [lpu3HaueHwit nns yHpaBIiHHA 3aMOBJICHHSIMH Ta
HaJIANITYBaHHS POOOTH30BAaHMX MOJYJIB, IO CIPHsE€ ONTHUMI3alii BHYTPINIHIX IMPOIECIB Ta
MIIBUIICHHIO e()eKTUBHOCTI POOOTH TIEPCOHAIY.

e Cucrema ynpasJjinas. Koopaunye OisuibHICTD yciX poOOTiB, iHTErpytouH iX QyHKLUIl B €qUHY
CUCTEMY Ta 3a0e3IeuyIoUr [IEHTpaIi30BaHe 30epiranHs Ta 00poOKy JaHuX y 0a3i JaHuX.

e PoboruzoBani Mmoayai. BukoHyloTh crienianizoBaHi 3aBIaHHs, 30KpeMa JA1arHOCTHKY, PEMOHT,
TEeXHIYHE 0OCITYrOBYBaHHS Ta BUJA4y aBTOMOOLIIB, IO T03BOJISAE 3a0€3MEYNTH aBTOMATH3AIIII0
IIUPOKOTO CIIEKTPY MPOIIECIB.

e IndpacrpykrypHa minTpumka. ["apanrtye HasBHICTh HEOOXiTHUX pecypciB Jisi Oe3nepediitHol
poGOTH pOOOTIB, 3a0€3MEUYIOUYH EICKTPOKUBIICHHS, KOMYHIKAIIIT Ta iHIII BaXKIIHBI MOCTYTH.

e AHANITHYHMI MOAYJb. 3MilCHIOE aHaNi3 310paHUX AaHWX I MOKpalleHHS e()eKTUBHOCTI
pOOOTH CHUCTEMH, CIPHUSIE ONTUMI3AIll MPOIECiB Ta MPUAHATTIO OOIPYHTOBAaHUX DIllICHb JIJIS
MOJIANIBIIOTO BJIOCKOHAJICHHS! TEXHOJIOTIYHOTO MPOIIECY.
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KAIEHTCBKMA
nopTaA

HTepdoelic

cniepoBitHyMkie

_ CHUCTEMA YMPOBAIHHA
[UeHTpOaizosaHe yNDasAIHHA, Baza AaHMx)

PoBOTH pAnR
1exoboAyToBye
CIHHA

PoBoTH and
BMACHT QBTO

PoBoTH And
PEMOHTY

PobBoTH pAR
AIQTHOCTHEM

IHCppOCTRYKTYRHO NIATRMAKD
[Mepes, eHepronocTaY4aHHA, MPHAMILLLEHHS)

AHOATHYHWE MOAYAE
[MOHITORIHT, MpOrHOZYSaHHA, ONTHAAZALLR)

Puc. 9. Vzacanvnena modenv cucmemu asmomamuzayii pooomu CTO 3a donomozoro pobomis.

Po3poOka Ta BHpOBa/DKEHHS [aHOI Yy3arajJbHEHOI MOJIENi CIpHsE MiABUINEHHIO SKOCTI Ta
e(eKTHBHOCTI 00CITyroByBaHHA aBTOMOOLTIB. CHCTEMHa IHTErpalisi Cy4acHHUX TEXHOJOTIH y MpOLecH
PEMOHTY Ta TEXHIYHOTO 00CTYrOBYBaHHS MOKE CTATH Ba)KJIMBOIO KOHKYpeHTHOIO rnepeBaroto s CTO,
SKi IParayTh BIPOBAJ[XKYBaTH 1HHOBAIilHI PIIIICHHAS Ta MOKPAIyBaTH KIIi€HTCHKUI TOCBII.

7. AHaJIi3 BIVIMBY aBTOMAaTH3alil HA NPOAYKTUBHICTh Ta sikicTh mocayr CTO.

AHaUti3 BIUIMBY aBTOMATH3aIli1 Ha MPOAYKTUBHICTH Ta sKicTh mocayr CTO nokasye, o BUKOPUCTaHHS
poOoTa-MaHIMyIITOpa MOXKE 3HAYHO 3MIHUTH €(PEKTHBHICTb pOOOTH aBTOCEPBICHUX IICHTPIB, IO MaE
NPSIMHI BIUTUB HA IXHIO KOHKYPEHTOCTIPOMOXKHICTE. POOOTH-MaHIMyIATOpH 3/1aTHI BAKOHYBATH PyTHHHI,
(hi3MYHO BaXKKi Ta TOYHI OMepallii, Taki SK MiAHOM BaXKHX JieTajeld, po30ipka abo MOHTaX CKIIaJIHUX
KOHCTPYKIIiH, 3HAYHO MIBUJLIE 1 TouHiIe, HiX moau. L{i onepariii, o paHimie 3aiiManu 0arato 4acy ta
pecypciB, Tenep MOXKYTh OyTH aBTOMAaTH30BaHi, 110 JI03BOJISIE MEXaHIKaM 30CEPEIUTUCS Ha CKJIAIHIIINX
3aBJIAHHSX, 1110 BUMAraroTh JIOJICEKOTO BTPYYaHHS.

3aBSKY ILOMY MiJBUILYEThCS MPOAYKTHBHICTE CTO — KiNbKicTh po0iT, BUKOHAHKX 32 JICHb, 3HAYHO
30UTBIIYETBCSA, MO JO3BOJSIE OOCIY)XHTH OiNbIlle KITI€HTIB, MO, CBOEK UYEPror0, MiABHUIIYE ITOXOIH
mignpuemctBa. Lle# edext 3Ha4HO BimoOpakaeThcs HAa (PIHAHCOBUX TMOKA3HUKAX KOMIIaHii, OCKIIEKH
MIJBUIICHHS €()EKTUBHOCTI MPSAMO BILUIUBAE HA OOCATH IPUOYTKY.

[Ile oqHUM BaXKJIMBHM ACHEKTOM € SIKICTh HaJaHUX Mociyr. PoOoT-MaHimyssTop 3a0e3neuye BUCOKY
TOYHICTh BUKOHAHHS POOIT 3aBISIKM CTaOUIBHOCTI CBOIX PYXiB 1 TOUHOMY BUKOHAHHIO MTPOrPaMOBAHUX
3aBniab. Lle 3HMKyEe UMOBIPHICTh BAHUKHEHHS IIOMHJIOK, SIKI MOXKYTh OyTH MPHUCYTHIMH NPH PyYHOMY
BHUKOHAHHI OTepalli, 1110, B CBOIO Yepry, MiJIBHIIYE 3arajbHy SKiCTh 0OCIYrOBYBaHHs aBTOMOOUIIB. Y
BUNIAJIKy CKJIaJHUX Ta HeOe3neyHux pobiT, poOOTH30BaHAa CHUCTEMA TaKOX MIHIMI3yE pPHU3HUKH
MIOIITKOJPKEHb 200 TPaBM JIsl TIEPCOHAITY.

Baxxmeum dakTopoM € 1 6e3reka Ha pododomy Miclli. POGOTH-MaHIMyIATOPH BUKOHYIOTh CKIIaHI Ta
HeOe3neuHi 3aBaaHHs 0e3 MpsSMOro BTPYYaHHS JIOJUHM, IO 3HWKYE HMOBIPHICTH TpaBM JUIS
npaniBHuKiB CTO. 3aBAsSKH 1[OMY 3MEHITYETHCH KUTbKICTh HEIACHUX BHITAJKIB HA ITiAMPUEMCTBI, 10
MO3UTHBHO TI03HAYAETHCS HA MOT0 penmyTallii Ta 31aTHOCTI yTpUMYyBaTH KBaJli(hikOBaHUH TIEPCOHAI.
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Hespakarouu Ha 11i mepeBart, BIIPOBaHKEHHS poOOTH30BaHUX TexHOor i Ha CTO BuMarae 3HaUHUX
MOYaTKOBUX 1HBECTHLIH y puAOaHHs, yCTAaHOBKY Ta 00CIyroByBaHHsA poOoTa-MaHinmymnsaropa. [Ipote, 3
OTJIAAY Ha 3pOCTalodyy NPOAYKTUBHICTH, MOJIMIIEHY SKICTh OOCIYTOBYBaHHS Ta 3HIKCHHS PHU3UKY
MOIITKO/KEHb 200 TpaBM, IIi BUTPATH MOXYTH IIBUAKO OKYHNHUTHCA. 30i7bIIeHHS 000pOTY KJIEHTIB Ta
MOKPAIIeHHS] pPeIyTamii KOMITaHii B KIHIIEBOMY IiJICYMKy 3a0e3ledarh €KOHOMIUHY BHUTOAY Bij
BIIPOBAKCHHS pOOOTU30BaHUX CHCTEM.

OTXe, BUKOPHCTaHHS poOOTa-MaHImynsaTopa B pamkax apromaruzamii CTO mae BenmKuii moTeHIian
JUTSL TIOKPAIIEHHST AKOCTI MOCTYT Ta 301TBIIEHHS MPOAYKTUBHOCTI, IO POOUTH IeH IMiIXiJ BayKIHBOIO
IHBECTHUIIIE€I0 B PO3BUTOK MiAMPUEMCTBA Ha Cy4aCHOMY KOHKYPEHTHOMY PUHKY aBTOCEPBICY.

Bukopucrtanns pobOota-maninynsitopa Ha CTO Moke MaTH 3HaYHMH TMO3UTHBHUMA BIUTUB Ha
MiSTBHICTD  MIAMPHEMCTBA, 3a0e3MeUylodd MiIBUIICHY MPOAYKTHBHICTh, TMOKpAIIeHy SAKICTh
oOCIyroByBaHHs, Oe€3leKy IMpaliBHUKIB Ta e(eKTHBHE BUKOpHCTaHHS pecypciB [18, €. 56].
BrpoBamkeHHS poOOTH30BaHUX PillieHb JO3BOJISIE 3MEHIIUTH JIIOACHKY MPALI0 B PYTUHHUX 1 (i3UYHO
BaXKHX OIIEPAIlisiX, IO, B CBOIO YEPTy, 3HIDKYE KITBKICTh TPABM Ta HEIIIACHUX BUTIA/IKIB HA BUPOOHUIITBI,
M BUIIIYE TOYHICTH Ta CTA0IIBHICTD BUKOHAHUX POOIT.

Taki iHHOBaWiiiHI TEXHONOTIi, IK POOOT-MaHIITyJSATOpP, CTBOPIOIOTH YMOBH JUISL OiNBII IIBHUAKOTO i
e(heKTUBHOTO BUKOHAHHS CTaHIAPTHUX OIEpaIliif, TAKUX SK MiTHOM BaXKUX AeTajel, TepeMillleHHs
aBTOMOOIITIB Ta BHKOHAHHS IHINMX MEXAaHIYHUX 3aBJaHb. lle m03BoNs€ 3HAYHO 3MCHIIUTH dYac,
BUTpAvYeHU Ha OOCIYrOBYBaHHs KIIEHTIB, MiJBUIIUTHA OOCST OOpOOJICHMX 3aMOBJIEHB 32 KOPOTILIHHA
NepioJl i CKOPOTHUTH Yac Ha BUKOHAHHS PO3PaxyHKiB.

3okpema, ONTHUMI3alis MPOIecy MPUIOMY HOBHX aBTOMOOWNIB 1 iXHROTO PO3MOMITY Ha HEOOXiTHI
MYHKTH CYTTEBO 3MCHIIYE BUTpATH Yacy i pecypciB. CucTema J03BOJISE MIBHIKO BH3HAYHUTH TEPEITiK
HEOOX1THUX pOOIT Ta OLIIHUTH BUTPATH Ha IX BUKOHAHHS, 1110 Yepe3 IporpamMHe 3a0e3neueHHs 3a0e3neuye
MUTTEBY TOTOBHICTh BUXITHUX (OPM 0 APYKY. Y pe3yibTaTi TAKOTO MiAXO0Ty 3HAYHO 3HIKYETHCS Yac,
HEOOXiMHWH IS MiArOTOBKH AOKYMEHTAIlIi, 10 BUBOJAUTE OOCITYTOBYBaHHS KIIIEHTIB HA HOBUH pPiBEHb
SKOCTI Ta e()eKTUBHOCTI.

Lle no3BOIIsIE HE TUTHKM ONITUMIi3YBaTH BUTPATH HA 0OCITyTOBYBaHHS, ajie i IMiBUIIUTH 3a/I0BOJICHICTh
KITI€HTIB, 110 BAXIWUBO AJIS1 JOBrOCTPoKoBOTO po3BuTKy CTO. Y KiHIIEBOMY TiACYMKY, Il TOKpAaICHHS
BEAYTH JI0 TiIBUIIEHHSI KOHKYPEHTOCIPOMOXKHOCTI MiJIPUEMCTBA, 3POCTaHHS HOTO peryTalii Ha pUHKY
ABTOCEPBICHUX IMOCIYT Ta MOKPALICHHS (IHAHCOBUX PE3YJIbTATIB.

[lepen BmpoBa/UKEHHSAM CHCTEMH aBTOMATh3alii Oylo MpOBEJCHO XPOHOMETPaX NPH BUKOHAHHI
KOHKPETHHX OMeparii, Io JO3BOJIMIO OTPUMATH HACTYIHI pe3yabTaTH. AHANI3YIOUH Yac, BUTPauCHUI
Ha KOXHY OKpeMy [if0, MH 3MOIJH OTPUMATH JIOKJIQJHY iH(popMalilo Tpo e(eKTHUBHICTH Ta
HPOIYKTHBHICTB TIPOIIECY.

Tabuys 1. Xponomempaoic onepayiii 00 6npoeadsceHHs.

MaiictepHs Oneparrist Yac BUKOHaHHS
MexaniuHa [IpuifoM HOBOTO KITi€HTA: 27 xB.
OnwurtyBaHHSA 20 xa.
3anuc HecIIpaBHOCTEH 7 XB.
IMoxpacounas [Tpuiiom HOBOTO Kii€HTA! 39 xB.
Ormsin 25 xB.
Po3paxyHku BuTpatu hapou 10 xa.
3ammc 4 xB.
[IInnomoHTaX [IpwuifoM HOBOTO KITi€HTA: 6 xB.
Orsn 3 XB.
3ammc 3 XB.
Enexrpuku [TpuitoM HOBOTO KITi€HTA: 10 xs.
Ormsin 5 xB.
3ammc 5 xB.

Baacnigok BHpoOBaKEHHS CHUCTEMH aBTOMAaTW3allii, BiOynMcs 3HA4HI 3MiHM B OpraHizaumidHii
ctpykrypi CTO. Ocoba1Bo BiIMIHHOIO € 3MiHa Y METOAO0JIOTiT MPUHOM HOBHX aBTOMOO1JIIB [/I1 pEMOHTY,
IO CIPUYUHMUIIO 3HAYHE CKOPOYEHHs pOOOYOro yacy MpaiiBHUKIB. BBejeHO HOBY (QYHKIIIO, SKY
3IIHCHIOE 1H)KEHEep-MeXaHiK — MPUHOM aBTOMOOLIS.
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Tabruya 2. Xponomempaoic onepayiil nicisi 8npoeaodiceHtsi poboma-maHinyaamopa

MaifcrepHs Omneparis Yac BUKOHAHHS
[puiiom aBTOMOOLIS [NocraHOBKa aBTOMOOLIS B UePry HA PEMOHT:
OnutyBaHHS 31 xB
Ormsin 15 xB
3anuc 5 xB
Pozpaxynkn 6 xB
5 xB
Mexaniuna [pwuitom aBTOMOOLIS HA TTOCT 5 xB
[oxpacouna [pwuitom aBTOMOOLIS HA TTOCT 5 xB
IITuaOMOHTAX [Tpuitom aBTOMOOLIS HA TOCT 5 xB
Enexrpuku [Tpuitom aBTOMOOILIS HA TOCT 5 xB

BucnoBku Po3pobka y3araapHeHoi mozeni apromaTu3anii poootn CTO moka3zana, mo KOMIUIEKCHAN
TIX1]] IO aBTOMATH3aIlil JJO3BOJISE 3HAYHO TiABUIUTH €()EKTUBHICTh pOOOTH Ta 3HU3UTH BUTPATH YacCy.

TakuM YHHOM, pOOOT-MaHIMYJISTOP BUCTYIIAE HEBII'€EMHOIO CKJIAJI0BOIO aBTOMAaTH30BaHOI CHCTEMH Ha
CTO, cmpssmMoBaHOi Ha BHUKOHAHHS IIMPOKOTO CIIEKTPY 3aBIaHb 3 OOCIYyrOBYBaHHS Ta PEMOHTY
aBTOMOO1TiB. OCHOBHI TepeBard HOro BUKOPHCTaHHS BKJIIOYAIOTH BHUCOKY TOYHICTh Ta MIBHIKICTBH
BUKOHAHHS OIepalliid, a TAKOK 3AaTHICTh NPAIIOBaTH B YMOBaX, 10 BUMAararoTh 3Ha4HOI (Ppi3MUHOT CHITH
abo NOTpUMaHHS CTPOTHUX CTaHAAPTIB OE3MeKH. 3aBISKH 3a3HAYSHHM XapaKTepUCTHKaM, POOOTH-
MaHIMyJISATOPH TO3BOJISIIOTH ONTHMI3YBaTH TPoIeC OOCIYrOoBYBaHHS aBTOMOOLTIB, BUKOHYIOYH TaKi
3aBJIaHHs, SK MiJHIMAHHS BaKKUX JeTaliel, epeMillleHHs 00JialHaHHs Ta 3a0€3MeYCHHS JTOCTYIY 10
BaYKKOJIOCTYITHUX MICI[b JIJIsl IPOBEICHHS PEMOHTHUX POOIT.

Opnmiero 3 KIIOYOBHX OCOOJHMBOCTEH 3acToCyBaHHS poOOTa-MaHIMynsiTOpa € MOMIJIHBICTH
NporpaMyBaHHsl HOro pyxiB Aisl peanizaiii KOHKPETHHX 3aBJaHb, IO CIPOIIYE ABTOMAaTH3ALil0
CTaHJApTHHUX TpoIeciB 00CIyroByBaHHs. BUKOpHCTaHHA AaHOTO TUIY POOOTIB CHpHsE 3MEHIICHHIO
PU3HMKY BHHUKHEHHS MMOMWJIOK Ta MiABHINEHHIO SIKOCTI BHKOHAHHSA POOIT 3aBASKH CTaOIBHOCTI Ta
MOBTOPIOBAHOCTI BUKOHYBAHUX Mii.

VY uinomy, poOOT-MaHIMyISATOP € BAKIMBHM E€IIEMEHTOM CyYaCHHUX aBTOMATH30BaHHMX CHCTEM Ha
CTO, mo cnpusie ontumizaiii podOUMX MPOILECiB, MiABUILCHHIO €(PEKTUBHOCTI POOOTH CEpBICHOTO
IEHTPY Ta MOKPALICHHIO SKOCTI HAJIaHHS MOCIYT KJIi€HTaM. ABTOMAaTH3allis CTaHAAPTHHUX TOCIYT 3a
JIOTIOMOTOI0 POOOTIB J03BOJISIE 3HAYHO 30UIBIIMTH MPOAYKTHBHICTH OOCITYyTOBYBaHHS aBTOTPAHCIIOPTY,
CKOPOTUTH Yac PEMOHTHUX Ta OOCIYroBYBaJIbHHX OIEpaliid, a TaKoXX 3HU3UTH PU3UK TTOMUJIOK, IO
POOUTH BUKOPHCTaHHA POOOTIB-MaHIIyJISTOPIB HAA3BUYAHO KOpucHUM A cydacHux CTO.

B3arasnom, npoBeieHo aHali3 CydyacHOTO CTaHy aBTOMATH3allii CTaHJapTHUX MOCIYT y aBTOCEPBICHUX
nentpax (CTO). Byno 3ailicHeHO OIIHKY pPIiBHS BHKOPHCTaHHS CYYaCHUX TEXHOJOTIH Ta CHCTEM,
CHpsSIMOBaHUX Ha miaBuIIeHHs egekTuBHOCTI podoT CTO, po3risiHyTO NepeBaru Ta HeJOIIKH iICHYFOUUX
MiIXOMiB 10 aBTOMaTHu3allii. B pe3ynbrati aHamily BU3HaY€HO OCHOBHI MPOOJIEMU Ta OOMEKEHHS, 110
3aBa)kKalOTh TIOBHOI[IHHOMY BUKOPHCTaHHIO MIOTEHIIiaTy aBTOMAaTH3aIlii y AaHii ramysi.

[lpuBenena y3aranbHEHa MOJETbh CHCTEMH aBTOMaTH3alii poOOTH aBTOCEPBICHOTO LEHTPY 3a
JIOTIOMOT0F0 POOOTIB. 3a 10MOMOT0I0 OJIOK-CXeMH OyJI0 HA0YHO MPOJICMOHCTPOBAHO B3a€MO3B’ SI3KH MiK
KOMIIOHEHTAMH CHCTEMH, IO CIPHsIE€ KpalioMy pO3YMiHHIO i1 apXiTekTypu. Bu3HaueHO OCHOBHI
MIPUHIIMITY TT00YI0BH aBTOMATHU30BaHOI CUCTEMH, OIUCAHO i1 CKJIaJJ0B1 YaCTUHH Ta B3AEMOJII0 MK HUMH.
[IpoBeneHo aHaniz CydyaCHMX TEXHOJIOTIH Ta METOIB, SIKi MOXYTh OYTH 3aCTOCOBaHI IIpH PO3pOOII Ta
BITpoBakeHHI aBTomaru3antii Ha CTO.

PosrnsiHyTO TIporiec po3poOku Ta peanizaiii poOOTH30BaHOT CHCTEMH ISl aBTOCEPBICHOTO EHTPY.
JoknanHo ommcaHo eranu po3poOKH, MOOYIOBH Ta MPAKTUYHOTO BIPOBADKEHHS CUCTEMH, a TaKOX
OKpeciieHo ocoOsmBocTi BUKOpucTanHs poOoTiB Ha CTO. IIpoBeaeHo aHami3 mepeBar Ta MOKJIHBUX
TPYAHOIIIB, IOB’S3aHUX 13 BIPOBA/PKEHHSIM POOOTH30BAHMX TEXHOJOTIH, Ta 3IHCHEHO OIIHKY
pe3yibTaTIB eKCIUTyaTallii CHCTEMH 3 TOUYKH 30pY IiIBUIIEHHS IKOCTI Ta €)eKTHBHOCTI 00CITyTOBYBaHHS
KJIIEHTIB.

IInsixoM aHai3y CTaHy aBTOMAaTH3allii, po3poO0KH y3arajJbHEHOI MOJENi CHCTEMH Ta peajisarii
pOOOTH30BaHOI CHUCTEMH HAJlAEThCS KOMIDIEKCHE PO3YMIHHS MOXKIUBOCTEH LUX TEXHOJOTIH s
niABHIICHHS e()eKTUBHOCTI Ta SKOCTI 0OCIYroByBaHHS. 3aBIsSKM iHTErpamii Cy4acHUX poOOTH30BaHUX
pimens y npouecu CTO, MOkHA 3HAYHO 3MEHIIWTH Yac BUKOHAHHS CTAHJAPTHUX 3aBJaHb, TOKPAILIUTH
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TOYHICTh 1 CTAOLIBHICTH OIlepaliif, a TaKOX 3HU3UTH BIUIMB JIIOACHKOro ¢akrtopy. lle mo3Bosse
3a0€3MeYUTH BUCOKY MPOAYKTUBHICTh POOOTH, MiABUITUTH PIBESHb 3aJIOBOJICHHS KIIIEHTIB Ta 3MIIIHUTH
KOHKYPEHTHI IepeBaru aBTOCEPBICHUX LIEHTPIB.
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Relevance. In modern automotive industry conditions, the automation of processes at service stations (STO) is an important
direction for improving operational efficiency and service quality. The use of robotic systems helps reduce costs, shorten service
time, and minimize human factors. Automating standard services such as diagnostics, oil changes, tire fitting, and vehicle
condition control enhances productivity and safety. Despite the rapid development of technologies, there is a need for research
and generalization of information on the possibilities of implementing robotic systems in the automotive service sector.

The objective of this study is to develop a model for automating standard STO services using robotic systems, optimizing
workflows, increasing service efficiency, and improving customer service quality.

Research Methods: To achieve this goal, a comprehensive approach was applied, including: Theoretical and critical analysis of
scientific sources on STO process automation; Generalization and systematization of existing data on robotic systems in the
automotive service industry; Comparative analysis of modern automation technologies to determine their efficiency and
feasibility of implementation; Modeling an automated system for standard STO services. The study analyzed the current state of
service automation at STOs and identified the key advantages of using robotic systems. A generalized automation model was
developed, ensuring interaction between robots, personnel, and customers, which reduces task execution time and enhances
service quality. The proposed model allows for the adaptation of automation systems for different types of automotive service
stations, considering their specific needs. A structural diagram of the automated system was also developed, demonstrating the
key components, their functions, and interconnections. The analysis showed that implementing robotic technologies at STOs is
economically viable and can significantly improve service station productivity.

The research results indicate the high efficiency of automating standard STO services using robotic systems. The
implementation of such technologies helps reduce operational costs, increase the speed and quality of vehicle maintenance, and
improve working conditions for personnel. The obtained data can be useful for service station managers, equipment
manufacturers, and research institutions involved in automation in the automotive service sector. The proposed model can serve
as a basis for further research and the development of practical solutions for automating STO operations, increasing business
competitiveness, and contributing to the industry's overall growth.
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Komm’rorepHe Moe/Il0BaHHS MIITHOCTI Ta KOJMBAHb €JIEMEHTIB MapOBUX
TypOiH

MeTo10 po6oTH € po3p0o6ICHHS eheKTHBHOTO METOY JUIs TOCHIPKEHHS MIIIHOCTI Ta KOJIUBAHb €JICMEHTIB MAPOBUX TYPOiH.

AKTyaJbHiCTh

Y cydacHHX yMOBax CTa€ Bce OUNBII aKTyalbHOIO MPOoOJeMa 3aMiHH a00 OHOBJICHHS OOJIQJHAHHSA, IO MPALIOE MPOTATOM
TPHUBAJIOTO Yacy. 3pOCTar0yi BUMOTH JI0 HAIIHHOCTI Ta e()eKTHBHOCTI €IeKTPOCTaHIIIH 3yMOBIIOIOTH HEOOXiTHICTh MOJepHi3amii
TiApOTYpOIHHOTO 1 MapoTypOiHHOTO 00NaTHAHHS, K€ BHKOPUCTOBYETHCS HA TiApOeNieKTpocTanisaX. CUTyallis 3 eHepreTHYHIM
o0agHaHHAM 0COOJMBO 3arocTpriiacs B yMoBax 0oioBux mii. Ilin yac ekcruryararii JONaTky TigpaBlidYHAX i HapOBUX TypOiH
3a3HAIOTh 3HAUYHMX HaBaHTaXXEHb BiJ pobodoro cepenoBuina (PigvHM), 3 SKUM BOHHM B3a€EMOJIIOTH. Taki HaBaHTaXKEHHs
BUKJIMKAIOTh BUMYIICHI KOJMBAHHS JIONATOK. SIKIIO YacTOTH LMX KOJIMBAaHb 30iraroThCs 3 YaCTOTAaMU 30BHINIHIX CHII, MOXe
BUHUKHYTH DE30HAHC, IO NPHU3BOJMTH JI0 CEPHO3HMX IOIIKO/PKEHb abo BHXoxy oOmamHaHHs 3 jany. Lle oOymoBmoe
AKTYaJbHICTh TEMH LLOTO JOCIIKEHHSI.

MeToau gocaimKeHHst

Jnis po3B’si3aHHS 3a/1a9i MOJICITIOBAHHS MIITHOCTI Ta KOJIMBaHb €JIEMEHTIB TAPOBUX TypOiH BUKOPHUCTAaHI METOAU 3aJaHUX
(hopM Ta CKiHYEHHHX EIEMEHTIB

PesyabTatn

IToGynoBaHo HemepepBHi Ta JUCKPETHI MaTeMaTH4HI MOJENi JJIS BH3HAUSHHsS HAmpyXeHb Ta jAedopmaniil B MpyXHUX
eJieMeHTaX KOHCTPYKIiH, a TaKOX 3HaXOKEHHs 4acToT Ta (opM X BUIBHHMX KONMBaHb. JIMCKpeTHa MaTeMaTH4Ha MOJEINb
3aCHOBaHA Ha BHKOPHCTaHHI METOIB CKIHYCHHHMX Ta TPaHUYHMX eneMeHTiB. CTaTH4Hi XapaKTepUCTHKH Ta (GopMH BITBHHX
KOJIMBAHB JIONATEH y MOBITPi OOUHCITIOIOTHCS 32 IOTTIOMOT0I0 METO/1a CKIHYEHHUX €JIeMEHTiB. MaTpHIls NpUEAHAHUX MaC PiJUHH
BU3HAYAETHCA METOJOM TpPaHHUYHMX eneMeHTiB. IIpumyckaeTbes, IO piAMHA € HECTHCIUBOIO Ta ifeanbHOIO, a il pyx,
IHIyKOBaHWH KOJMBAaHHSAMHU JIONATi, € Oe3BUXpOBHM. 3ajady BH3HAYEHHS THCKY pPIIMHM 3BEICHO JO pPO3B’I3aHHS
TINePCHHTYISIPHOTO IHTETPaIbHOTO PIBHAHHA. 3alpONOHOBAHO €QEKTHUBHUH YHCIOBHII METOX Uit HOTO pO3B’SI3aHHS.
BusnavueHo HampyxeHO-Ie(OPMOBaHHN CTaH Ta MPOTHHH JIOMATI MiJ €0 aepOJUHAMIYHUX, BAarOBUX Ta IHEPIIHHUX
HaBaHTa)XeHb. BCTaHOBJEHI 30HM MaKCHMaJbHUX HAaNpyXeHb, HaJaHi PEKOMEHJALil WI0A0 TOKpAIICHHS TeOMETPHYHUX
mapaMeTpiB MOJIEi, Ta 3 MOXKJIMBOTO 3aCTOCYBaHHSI MaTepiaiB 3 MOKPAIICHUMH XapaKTePUCTHKAMHU.

BucHoBkH

[ToOynoBaHO MaTeMaTHUHY MOJEIb ISl JOCIIKEHHSI CTATUYHHUX Ta TUHAMIYHUX XapaKTEPUCTHK EIEeMEHTIB TiApaBiIidTHuX
Ta napoBux TypOiH. 11 moOyaoBU JUCKPETHOI MOAEINi, MPUIHHATHOI ISl MPOBEACHHS YHUCIOBHX PO3PaXyHKIB, BUKOPHCTaHI
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METO/IM CKIHYEHHHX Ta TPaHUYHUX eJleMeHTIB. [IpoBeneHo JOCTiKeHHS CTaTHYHOTO CTaHy JIONATKK JPYTOTro BiHIS OCTAHHBOTO
crynens LIHT mapoBoi TypGinu motyxkHictio 1000+ MBT Ha 1500 06/xB. BusBICHI 30HH MaKCHMAaTbHUX HamnpyxeHb. Hanani
peKoMeHamil M0N0 IOKpalleHHs TI'€OMETPHYHUX [apaMeTpiB MOJeNi, Ta 3 MOMKJIMBOTO 3acTOCYBaHHS MaTepiasiB 3
HOKpAaleHUMH XapaKTepUCTUKaMHU. B mopanbuiomy nependadaeTbesi MPOBEACHHS MOJATIBHOTO aHaMi3y, K 3 ypaXyBaHHSAM, TaK
1 6e3 BpaxyBaHHS NPHEIHAHUX MacC PiAUHH.

KirouoBi croBa: MeToiu CKiHUCHHUX Ta TPAHUYHUX EIEMEHTIB, JIOMIATKU apoBUX TypOiH, HAPyKeHO-1e(pOPMOBAHUI1 CTaH,
MpUETHAHI MaCH PIAWHH, TIIEPCUHTYIIAPHI IHTerpaNbHi piBHIHHSA

Sk muryBatu: Pycanos P. A., bukos 10. A., [lertaproB K. I'., CtpensnikoBa O. O., Uyraii M. O.
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1 Beryn

OcraHHIM 9acOM Ha0yBa€ aKTyaJabHOCTI MMpo0JieMa BiTHOBJICHHSI ITOBHOI 3aMiHH O0JIaTHAHHS, 1110 i€
JIOBTHI Yac. 3picT piBHSI BUMOT A0 HAAIMHOCTI Ta €peKTHBHOCTI €JIEKTPOCTAHIIIH oTpedye MoaepHi3alii
riApoTypOIHHOTO Ta MapoTypOiHHOTO 00JIaJHAHHS Ha TiapoenaekTpocTaniax. OcoOIUBO YCKIIaIHUIACH
CUTYyaIis 3 SHEPreTHIHUM OOJaJHAHHAM B TENepimIHiA dac OOWOBHX i, Y mporeci ekcIuTyaramii
JIOTIATKH TiIpaBIIYHUX Ta MApOBUX TYpOIHM BiMUyBAIOTh 3HAYHI HABAaHTAXXCHHS 3 OOKYy CepeIOBHINA
(pimuHM), 3 IKUM BOHHU B3a€MOJIIOTH. Taki HABaHTAXKEHHS NMPU3BOJUTH JI0 iX BUMYIICHHX KOJIHBAaHb.
SIkmio BIAacHI YacTOTH KOJIMBAHB JIOMATeH Ta YAaCTOTH KOJHMBAaHbL [IFOYMX CHJI OJNHM3BKi, TO ICHYE
HMOBIPHICTh BHHUKHEHHSI PE30HAHCY, IO MPU3BOAMTE JI0 BUXOAY 3 JIady oOnajHaHHA. TOMY OCHOBHA
BUMOTa JI0 YCTaTKyBaHHS Ha eTalli MPOEKTYBaHHs — JOCTAaTHI MILHICTh Ta OpPCTKicTh. Lle Bexe mo
BHUCOKHX BHMOT JI0 TOYHOCTI PO3PaxyHKiB BIACHHX YacTOT Ha KOJIMBaHb JOMATEH.

Taki po3paxyHKH BHKOPHCTOBYIOTHCS SIK IIJIS MIPOTHO3Y CTPOKY CIIY>KOM I BKE Jit0U0i poOodoi
KOHCTPYKIIii, TaK 1 MiJl Yac MPOEKTyBaHHS HOBOI. B ocTaHHROMY BHNAIKy HEOOXiAHO MPOTHO3YBATH
BEJIMKY KUTBKICTh (PaKTOPIB, HAIPUKIIA, CEPEIAHI HAIIPY>KEHHS, 1[0 CTBOPIOIOTHCS BiALICHTPOBOIO CHUIIO0
Ta CTATUYHUM THCKOM BOJIM, 3MiHHI HAIPY)KECHHSI, 10 BUKJIHUKAKOTHCS 30BHIIIHIM HABAHTAKCHHSAM Bijl
TUCKY BoaH. Bee 1ie motpedye po3po0sIeHHST BUCOKOTOUHUX Ta OMEPATUBHUX METOJIB 1 KOMIT IOTEPHHUX
nporpaM JOCHTiPKEHHs MiIHOCTI Ta AuHaMiku. [Ipyu BuOOpi MaTepialiB Ui BUTOTOBJICHHS TiIpOTypOiH
noTpeOyeTbess KOMIIPOMiCHE pilieHHs. 3 OHOro OOKy, Iedl Marepiajd MOBHHEH 3a0e3leuyBaTH
MaKCUMaJIbHy CTaTHYHY MIIHICTh JETall 3a yCiX MOMKIWBHX HaBaHTa)KCHb, BHUCOKY KaBITaIlIHHO-
epo3iiiHy MIiI[HICTh Ta BUCOKHH CTPOK CIy»OU. 3 1HIIOrO X OOKY, 3BiCHO, TIpY NPOEKTYBaHHI MPAarHyTh
BUKOPHCTAaHHS HAWOULIBII JENICBMX METAIiB Ta CIUIABIB 1 MaKCHMaJbHO CKOPOYCHOTO IHKITY
BUTOTOBIIEHHS TiApoTypOiHu B3arani. HeoOxigHO Takok BpaxOBYBaTH YMOBH TPAHCIIOPTYBAHHS JIeTaleH
TiApoTypOiHU Ha MicIle MOHTaXy Ta 0COONMHMBOCTI ii 300pku. BupimeHHs 1UX NUTaHb TaKOX MOTPedye
Ppo3po0JIeHHS HOBUX €()EKTUBHUX YHCIOBHX METOJIIB.

2 IlocTaHoBKA MPOOJIEMH TA OIJIS] CYYACHOI'0 CTAHY MU TAHHA

AKTyaJbHUMH THTAHHSMH CHOTOJICHHS 3aJHIIAIOTHCS TMPOOJIeMH OOYHCIEHHS MIllHOCHUX Ta
JUHAMIYHUAX XapaKTEPUCTHK EHEPTeTHYHOTO 00JIaTHAHHS 3 METOI0 YTOUHEHHS 3JIMIIKOBOTO PECYpCy Ta
3a0e3nedeHHs HAIIHHOCTI Ta Oe3MeKn KOHCTPYKINHA IiJ Jac ekcruryaTarfii. OmJHUM 3 TaKuX IUTaHb €
BU3HAYEHHSI HANPYKXEHO-eOPMOBAHOTO CTaHY, YaCTOT Ta ()OPM BIIbHUX KOJIMBaHb KOHCTPYKTHBHHUX
€JIEMEHTIB MPU BpaxyBaHHI B3aeMOJil 3 BOIHUM abo0 MOBITpsHUM cepepoBuiieM [1]- [2]. Lle Bigirpae
BUpILIAJIBHY POJIb Y 3a0e3MeyeHHi cTablIbHOCTI Ta 3MEHILIEHH] MOTEHIIHUX HeOe3MeK NPy eKCIUTyaTamii
pe3epByapiB, YACTKOBO 3aIIOBHEHUX PI1IMHOIO.

MeToan CKiHYEHHX Ta TPaHUYHMX €JIEMEHTIB BUKOPHCTOBYIOTh 30KpeMa B poborax [3] - [7], Toro.
Lle Hai0inbII pO3MOBCIOMXKEHI CEpel CyYaCHUX YMCEIBHUX METOHiB. MeToIu IpaHnYHUX €JIEMEHTIB
CIHMPAIOThCS HA BUKOPUCTAHHSA CHHTYJISIPHUX 1HTETpajJbHUX PiBHSAHb. CHHTYISIPHI Ta TiNepCHUHTYISPHI
IHTErpabHi PIBHAHHS PO3IIIAIOTHCS K eEKTUBHUN IHCTPYMEHT JIJIsl pO3B’sI3yBaHHS BEJIMKOTO KJIACy
KpaloBHX 3aJa4 MeXaHiKu Ta MaTeMaTndHol (izuku. Cepel HUX MpoOIeMH MEXaHIKK pyHHyBaHHS [8],
npobjeMu B3aeMOJIIT pilMHM Ta KOHCTPYKUii [9], mudpakuii enekrpomarHiTHux xBuib [10], nmpobiemu
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aepoJIMHAMIKH, IO CTOCYIOThCS Benmukux [11] 1 mammx [12] BiTpstHEX 1 MOpchKkuX TypOiH [13], aHaimi3
Hampy)XeHb Ta JedopMalliii KOMIO3UTIB 1 HaHOKOMMO3UTIB [14]. CamMe METOAM CKIHYCHHUX Ta
TPAaHUYHHX EJICMCHTIB HaJlali BUKOPUCTOBYIOTHCS MPH MOOYIOBI TUCKPETHUX MATEMATUYHUX MOJCICH
JUTSL JOCHIDKEHHS HAalpPy>KeHO-Ie()OPMOBAaHOTO CTaHy, MIIIHOCTI Ta KOJMBAHb €IEMEHTIB TiIpaBIiYHAX
Ta apOBUX TYPOiH.

3 Meta nocaigkenHs Ta GopMyJIOBaHHs 3a1a4i

Merta DOCHIIKEHHS TOJISITae B PO3POOJICHHI HEMEPEepBHUX Ta AUCKPETHUX MOICIICH EJIEMEHTIB
EHEepreTUYHOro O0JIaAHAHHA 32 Aii eKcIuTyaTaliifHUX HAaBaHTa)XEHb Ta KOMIT IOTEPHOMY MOJENIOBaHHI
CTaTUYHUX Ta JUHAMIYHUX XapaKTEPUCTHK.

3.1. OcHOBHI CIiBBIAHOLICHHS

s onucy nuHaMiKy pYy>KHOT KOHCTPYKIIT Ta piAWHYU 3aCTOCOBYIOThCA (DyHAAMEHTaIbHI TPUHIAIIN
MEXaHIKH CYIUIBPHOTO CepeoBHINA. PO3risHEMO MpyXHE TiIO, MO 3aiiMae 00JIacTh X 3 MeEXKero,
MO3HA4YeHOIO sK [, Ha sike [itoTh 00’ eMHi Ta moBepxHeBi cuu. KpiM Toro, yactuna mexi, ', KOHTakTye
3 pinuHOI0. Mozeni HenmepepBHOro CepefoBUIIA CIPSIMOBAHI HA BH3HAYCHHS IOJIB HANPYXCHb Ojj,
nedopmartiii €jj, mepeMimeHs U;, TEMIEpaTypu T, TUCKY P 1 TyCTHHH p sIK GyHKIiN yacy. [ Bu3HaueHHS
[UX TIOJIiB BUKOPUCTOBYETHCS HACTYITHI CITiBBiTHOIICHHS:
PIBHSHHS pyXYy B Halpy>KEHHSX

2
oy +Xi=pSHh ij =123, 3.1)

criBBigHomeHHs Ko st Manux aedopmartii

8ij:% ((uijt uij), (3.2)
a TaKoX YMOBHU CyMICHOCTI JedopMarlliii, TpaHUYHI Ta NOYATKOBI YMOBH, PIBHSIHHS CTaHy, IO IOB’S3y€ THUCK,
TEMIIEpATypy Ta TYCTHHY CepeloBHIa. 3B'SI30K MK MNPYKHUMH JeQOopMalisiMi Ta HampyXeHHSIMH
onucyeTbes 3akoHoM ['yka

e

of; = Sjjhdivu® + u (axi

ouf ..
+22), =123 (3.3)

Xj

- -1 — -1 m .

Tyt pu=E[2(1+Vv)]* — momymnb 3cyBy; A=Ev[(1+V)(1-2v)]* — koedimienr Jlame; E, ta v - Momyib
npykHocTi Ta KoedimieHT [Tyaccona.

3.2 luckpeTHe QOpMYITIOBaHHS 3a1adi

Jlnst po3B’si3aHHs piBHSHB pyxy (3.3) BUKOPHCTAHO METOJ 3Ba)KEHHMX HEB’s30K. Hemimomi GyHKIil
300pakeHo psigaMu 10 G6asucHUM GiHiTHUM QyHKUisM {1, }],L;, i K npo6Hi BHKOpHcTaHO (yHKIIT 3
nporo x camoro Oasucy, lllnsxom iHTerpyBaHHs OTPUMAaHHMX CIIBBIJHOIIEHF MO 00’eMy Ta
MEPETBOPEHHST 00’ €MHHX IHTETpalliB y TMIOBEPXHEBI IHTErpaii OTPUMAHO CKiHUEHO-EIIEMEHTHE
(hopMyITIOBaHHS AaHOI 33/1a4i Y TAKOMY BHTJISIJIL:

[Mlit® + [Cslu® + [Kslu® = {fs} + {fpr} (3.4)

ne [Mg], [Cs], [Ks] - marpuri mac, nemidyBaHHs Ta 5K0pCTKOCTI, {fg} - BEKTOp 3yCHIIb, 110 AIFOTH Ha
HpYXKHE TLIO; { f pr} - BEKTOP 3yCHJIb, 110 XapaKTEPH3YIOTh TUCK PIMHU Ha 3MOYEHI TOBEPXHI MPYKHOTO
tina. 7 3HaXO/PKEHHS BEKTOPY { f pr} cpOpMyYITIOEMO 1TOYaTKOBO-KPalioBOT 3a1avi 3 MEXaHIK! PiIUHM.

Slkmo piguHa € HECTHCIMBOK Ta HEB’sA3KOK, a 1 pyx OE3BUXPOBUM, TO ICHYE MOTEHIliaN
mBuaKocteit @, takuit mo v(x,y,z,t) = grad®(x,y,z,t), Ta 3an0BoNbHIE piBHAHHIO Jlammaca. Ha
OOKOBUX TMOBEPXHSX HPYKHOTO €JIEMEHTY CTaBUMO YMOBH HenpoHikHEHHs. CPOpMyIIoeMO KpaioBy
3agady BigHOCHO noTeHuiany ®(x,y, z, t)

ot .
A® =0, — = (U,n), (3.5)

Je N € OAMHUYHOI HOPMAUI0 0 MOBEpXHI eJNeMeHTy. BemuuumHy THCKYy P BU3HaYMMO 3
nineapuzoBaHoro interpany Komri-Jlarpanka

N -
00" (xy,zt) 9D (x;y,z,t)], (3.6)

P:_pl[ at P
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lapMoOHIUHUI MOTEHIIaA MOABIMHOIO MIapy o0O0paHO SK IHTErpajbHE 300pa)KCHHS HEBIJOMOTrO
MOTEHITiaTy IIBHIKOCTCH

O, t) = [, TE 05[] dse x= @y, £= @0, 3.7

Tyr I'(§, t) - HeBinOMa rycTHHA MOTEHIialy, Ny € ONMHAYHUM BEKTOPOM HOpPMaJi 10 HOBEpXHi S,

4 MeTon 3apanux popm
3acTOCOBYEMO TaKe TOAaHHSI /Il BU3HAYCHHS HEBIIOMUX MPYKHUX TIEPEMIlCHB:

U(x! Yz, t) = Zﬁ:l Ck(t)Uk (x! Y, Z)a (41)

B sikomy U, € hopMaMu KOTMBaHb €IEMEHTY KOHCTPYKIIii B TIOBiTpi (0€3 BpaxyBaHHS NPUETHAHUX MaC).
Maemo

I, t) = Xk=1 (O, (5. (4.2)

Tyt dynkii ' (§) BU3HAYAIOTHCS NUISIXOM PO3B’SA3aHHS TIMCPCHHTYSIPHUX IHTETPAIbHUX PIBHAHD Y
BUTJIAIL

ﬁffsrk(f) ani;n€ [Ixiil de = (Uk,n) (43)

B piBusinHi (4.3) inTerpan icHye B ceHci Anamapa [15], a came:

NI, = hm JI; Tk(f)mlx g dSe.

3 (3.6) orpumyemo
O — 07 =Y G (OT®), P =—p, Th=q & (O (),

Jie p; — TYCTHHA Pi/IUHH.

Bracni ¢hopmu konmmBasb U, omarti B moBiTpi Oy po3paxoBaHi 3a JOTIOMOTOI0 METOIOM CKiIHYEHHUX
enemenTiB (MKE), [16]. UucnoBuii po3B’s30K TilepcHHTYIISIPHOTO piBHSIHHS (4.3) BUKOHAHO METOJI0M
rpannynux enemedtiB (MI'E) 3 mocriiinoro anpokcumarieto ryctusu [ (X) Ha enemenrax [17].

Ilonanus (4.1) mo3Bossie 3BecTH 3amauy (3.4) A0 mpoOIEeMH BIACHUX 3HAYEHb 3 YPaxXyBaHHSAM
NPHETHAHUX Mac. 3 BUKOPUCTAHHAM CITiBBigHOMIICHD [18]

Ks(Uy) = w;Ms(Uy) , (Ms(Uy),Uj) = 8

JIe Ok — BJIACHI YaCTOTH KOJMBaHb MPYKHOTO €JIEMEHTa y IMOBITPi, OTPUMAEMO 332 YMOBH BiJICYTHOCTI
nemndyBaHHS

G (®)[811 + py Zit=1 (I (X), UD] + 07 8i¢,(t) = (F,Uy).
[Mpunyckaemo, mo F = 0, ¢;(t) = Ciexp(iQ;t), Oyaemo maTu
ofIC—Q(1 + p,M;)C,
ne M; — MaTpuLs NPUEIHAHUX MaC PiJuHKA

5 Anaui3 yucj0BUX pe3yJbTaTiB
CrioyaTky BHKOHAHO CTATHYHHMH PO3PaXyHOK JIOMIATKH JPYToro BiHI octaHHboro crymeHs [[HT
napoBoi TypOinu notyxHicTio 1000+ MBT Ha 1500 06/xB, pricyHOK 5.1
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0,000 0,050 0,100 (m) 0000
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0050 .100(m)
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Puc. 5.1 Mooenv nonamku opyeoeo 6iHys

I'eomerpuuni Ta Qiznuni napameTpu Oynu oOpaHi TakuMu. KpiruieHHsI — Mo BHYTpilIHIM moBepXHi
BTYJIKH; 4actota obepranHs — 150000/XB; marepian JIOMATKH CTalb 3 TAKHMH XapaKTEPUCTUKAMH:
rycruna p =7850kr/m®, Mmoxynb npyxuocTi E=210T'ma. [To6ynoBaHi sSKicHi CKIHUEHO eTEMEHTHI MOEN]
3 kinbkicTio enemeHTiB Big 700 000 mo 2 000 000 B 3aneskHOCTI Bix po3mipy jonarku. Ha ranremnsx i B
MICIIIX BUHHKHEHHS MaKCHMAIBbHHUX HAINPYXeHb OyJTM CTBOPEHI IOJATKOBI CITKHA 3TYIIEHHS IS

OTpUMaHH O1JIBII TOYHUX PE3yJIbTaTiB, PUCYHOK 5.2.

Puc. 5.2 Ckinueno-enemenmua cimka 1onamxu 0py2020 8inys

Ilicns moOymoBU CITKM 3a JOMOMOTOI0 METO/a CKIHYEHHUX EIEMEHTIB 3HaXOAMMO HEeBiIoMi
nepeMillleHHs [UISXOM pO3B’s3aHHS cHcTeMH nudepeHuidHux piBHsHb (3.4). Jami 3Haxoammo
HanpyxeHHs 3a popmyioro (3.3). Posmoin exBiBajeHTHHX 3a MizecoM Hanpy»xens [18]. B miii tomartrii

MO/IaHO Ha PUCYHKY 5.3.

7,2842e7 Max
6,4749e7
5,6656e7
4,8562e7
4,046%7
3,237%e7
2,4282e7
1,6188e7
8,005e6
1551,7 Min

7,2842e7 Max
647407

5, 665667
4,8562e7
2,0469¢7
3,2375e7
242827
1,61887
8,005¢6
1551,7 Min

Mode 2697

61472 +007 6,9405e +007 _ﬁ Pax
Mode 2442 L

Puc. 5.3 Po3nooin nanpysicenv 6 ronamuyi
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MakcuMaibHe HanpyXeHHS BUHUKAE y KopeHs JonaTku. CIocTepiracThCsl TPH MAaKCUMYMH - OLIIst
BXiJIHOT KPOMKH, Ha BUXIJHHM KPOMII Ta IMOCEPEAMHI JOBXWHHU JIONATKM HA ii 30BHINIHIN CTOpPOHI.
HaiiGinpmmit MakcumyM ckiagae 46Mma i € Oe3neyHuM i OyIb-SIKOi MapKu CTall.

BcraHoBieHo, 10 JIOATKH JPYTrOro BiHIM HE Bi4yBalOTh 3HAYHWUX HaBaHTaxeHb. Lle m03Boisie
BUKOPHCTOBYBAaTH BiHOCHO HEIOPOTi MaTepiand, SKMX Oyae IOCTaTHRO sl 0e3BiMMOBHOI poOoTH
o0TagHaHHS MIPOTATOM TPUBAJIOTO MEPioy, HABITH 3 ypaxyBaHHSIM MOB3YYOCTI i IOCTYMOBOI Aerpaaaii
Matepiaxy. €auHe, IO BapTO MOJATKOBO BPAaxOBYBAaTH, II€ TEMIIEpaTypa, A0 SAKOI OyIdyTh pO3irpirti
ommcaHi Jlonmatku. Bucoka TemmepaTypa 3HAYHO 3HIKYE BIACTHBOCTI KOHCTPYKIIHHHX MaTepiaiis, i
HaBiTh BUCOKOSIKICHA CTaJIb MOKE HE BUTPUMATH 3aIlaHUX HaBaHTaKEHb NPH MiIBUILICHUX TEeMIIEpaTypax.
ITpu BuOOpi MaTepiany citifi OpieHTyBaTUCS Ha Te, 100 MesKa IUTMHHOCTI MPH 3a/1aHiil TemmepaTypi Oyna
NpUOJU3HO B JIBa pa3u BUIIE, HIK HAMPYXKCHHS, [0 BHHUKAIOTh.

TakuM jK€ 4YUHOM, BUKOPUCTaHHSIM piBHAHb (3.4) BUKOHYEThCS ¥ MOJAIBLHUN aHANI3
(mpu ubomy {fs} = {fpr} = (), OCKIIbKM HEOOXITHI MATPHIIi MacC Ta JKOPCTKOCTI TOOYIOBaHi, i 3a/1a4a
3BOJIUTHCSI 710 YHUCIIOBOTO PO3B’sI3aHHs MPOOJIEMH BIACHUX 3HAYCHb.

BucHoBkn

[ToOynoBaHO MaTeMaTW4YHy MOJENb JUIS JOCHI/KCHHS CTATHYHHMX Ta JUHAMIYHUX XapaKTEPHCTHK
€JIEMEHTIB TiPaBIiYHUX Ta MapoBuUX TypOiH. s moOymoBM AMCKPETHOI MOJENi, MPUHHITHOI I
MPOBEJICHHS YHCJIOBHUX PO3PaxXyHKiB, BHKOPHCTaHI METONW CKiHUEHHUX Ta TPAHUYHHUX EJIEMEHTIB.
[TpoBeneHo noCiiKEHHS CTATUYHOTO CTaHy JIOMATKH IPyroro BiHI octanHboro cryreHs LIHT maposoi
Typbinu nortyxkHictio 1000+ MBT Ha 1500 06/xB. BusiBieHi 30HM MakCcUMalbHUX HaIpy:keHb. Hamani
peKoMeHIail 00 MOKPALCHHA T'€OMETPUYHHX MapaMeTpiB MOJENi, Ta 3 MOIJIUBOTO 3aCTOCYBaHHSI
MaTepialiB 3 IOKpalCHUMH XapaKTepUCTHKaMH. B mnojanpmioMy mnepeadaydaeTsesi MPOBENEHHS
MOJAIILHOTO aHaMi3y, K 3 ypaxyBaHHIM, TaK 1 0e3 BpaXyBaHHS MPUEAHAHUX MacC PiTUHH.

PoGoTa BHKOHaHa B paMKax HayKOBOI TeMH «YIOCKOHAJICHHS Ta PO3poOKa OCHOBHOTO OOJagHaHHS
Typboarperaris eHeproookiB AEC, y ToMy 4HCIIi 3 BAKOPHCTAHHSIM TEXHOJIOTIH MaJiX MOIYJIBHHX PEaKTOPiB Ta
aKyMYJIIOBaHHS CHEpril, 3 METOO 3a0e3MeueHHs CHePreTHYHOI Oe3MeKH Ta CTIHKOr0 PO3BUTKY €KOHOMIKH YKpaiHH
Yy BOEHHH Ta MOBOEHHHWH mepioan» OromkeTHOI mporpamMu  «HaykoBi i HayKOBO-TeXHIUHI (€KCIIEPUMEHTAIIBHI)
poboTu 3a npiopureTHUM HanpsiMoM «TexHosorii Temno-, eneKTpo- Ta aTOMHOI €HEPreTHKU ISl 3a0e3NeyeHHs
eHepreTudHoi O0e3nexn Ykpainum» Ha 2023-2024 pp.», kox nporpamuoi knacudikanii Bunatkis (KITKBK) 6541230
(TIpUKITaaHI JOCITIIKSHHS).
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Computer modelling of strength and vibrations of steam turbine elements

The objective of this study is to develop an effective method for analyzing the strength and vibrations of steam turbine
components.

Relevance

In modern circumstances, the need to replace or upgrade equipment that has been in operation for extended periods has become
increasingly critical. The rising demands for enhanced reliability and efficiency of power plants have made the modernization
of hydroturbine and steam turbine systems at hydroelectric facilities a pressing priority. The situation with power equipment has
become particularly challenging in the context of ongoing hostilities. During operation, the blades of hydraulic and steam turbines
are exposed to significant loads from the working medium (fluid) they interact with, resulting in forced oscillations. If the natural
frequencies of these oscillations align with the frequencies of external forces, resonance can occur, potentially causing severe
damage or even complete equipment failure. This underscores the importance and timeliness of this study, which seeks to address
these critical issues and enhance the performance and reliability of turbine equipment.

Research methods

To solve the problem of modelling the strength and vibrations of steam turbine elements, the methods of given modes as well as
finite and boundary element methods were used

The results

Both continuous and discrete mathematical models were created to assess stresses and deformations in elastic elements of
structures and to determine the frequencies and modes of their free oscillations. The discrete mathematical model employs finite
and boundary element methods. Using the finite element method, the static characteristics and free oscillation modes of blades
in air are calculated. The boundary element method is used to determine the matrix of attached fluid masses, assuming the fluid
is incompressible, ideal, and its motion induced by the blade oscillations is vortex-free. The fluid pressure problem is simplified
to a hypersingular integral equation, for which an effective numerical solution method is proposed. The method is relied on
analytical formulae for calculating both singular and hypersingular parts. Additionally, the stress-strain state and deflections of
the blade under aerodynamic, weight, and inertial loads are determined. Areas of maximum stress are identified, and
recommendations for improving the geometric parameters of the model and the potential use of materials with enhanced
properties are provided.

Conclusions

The mathematical model has been developed to analyze the static and dynamic characteristics of hydraulic and steam turbine
components. To create a discrete model suitable for numerical simulations, the finite element and boundary element methods
were employed. The static state of the blade in the second crown of the final stage of a CNT steam turbine, operating at a capacity
of over 1000 MW and a speed of 1500 rpm, has been thoroughly investigated. Zones of maximum stress were identified,
providing critical insights into the structural performance. Based on the findings, recommendations have been proposed to
optimize the geometric parameters of the blade and explore the potential application of materials with enhanced properties.
Future work will involve conducting a detailed modal analysis to evaluate the vibrational characteristics of the blade, both with
and without considering the attached fluid masses, to gain deeper insights into its dynamic behavior.
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