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CnexkTpajibHa KpaoBa 3aa4a Il KOaKCiaJbHUX 000JI0HOK 00epTaHHSA

OCHOBHOIO METOIO IIOT'O JIOCIIIKEHHS € PO3p00Ka e()eKTUBHOTO YHCEIHHOTO MIX0/Ty 3 BAKOPHCTAHHSAM I'DaHUYHHX €IEMEHTIB
JUISL OLIHKY BJIACHUX YacTOT KOJIMBaHb PIMHH y CKJIAJICHUX pe3epByapax. IIpoaHanizoBaHO BIACHI KOJMBAHHS KOHCTPYKILIH
000JIOHOK, II0 BKJIIOYAIOTh LWIIHAPUYHI Ta KOHIYHI 00OJOHKH, MOeqHaHI KinbIsaMHU. OOmacTe Mik OOOJOHKaMH 3allOBHEHA
17IcaTbHOI0 HECTUCIIMBOIO PIIMHOI0. Y YHCIOBOMY MOJECIIOBAHHI BHKOPUCTOBYIOTHCS METOJ CYIEPIO3HUIIi y MOE€JHAHHI 3
METO/IOM TPAaHWYHHX €JIEMEHTIB. 3I1MCHEHO YHCIOBUH PO3B'SI30K CIIEKTPANbHOI MPpaHUYHOI 3a/adi 00 KOJWBaHb PiIUHU B
JKOPCTKAX OOOJIOHKOBHX KOHCTPYKIisAX. YacToTH 1 (QOpMH BH3HAYAIOTHCS LUIIXOM PO3B'A3aHHS CHCTEM CHHTYISIPHHUX
IHTerpalnbHUX piBHAHB. JIjIs1 0OOJIOHKM OOEpTaHHs, LI CHCTEMH CHPOLIYIOTHCS 1O OJHOBHMIPHHMX PIBHSHB, Jie¢ iHTErpau
OOYHCITIOIOTECSL B3JIOBK KPHUBUX 1 Bifpi3KiB NpsMux. st oOUYMCIEHHS OJHOBMMIPHHMX IHTErpajiB i3 sorapudMiuHHMH
0COOJIMBOCTSIMU Ta OCOOJIMBOCTAMM THIy Kommli BHKOPHUCTOBYIOTBCS €(EKTHUBHI YMCIIOBI NMpOLeAypH. TecToBi po3paxyHKH
HiATBEPDKYIOTh BUCOKY TOUHICTb 1 €()EKTHUBHICTH 3allPONOHOBAHOTO METONYy. BaXJIMBICTh i MpakTHYHA 3HAYUMICTH METOJY
MOJISITa€ B MO>KJIMBOCTI TOCHIKyBaTH KOJIMBAHHS PIIMHU B PEAIbHUX CKIIAJICHUX ITATUBHUX OaKkaX pakeT-HOCIIB 3a pi3Hi yMOBU
HaBaHTaKCHHS.

Kniouogi cnosa: yunindpuuno-koniuni pesepeyapu, CUCMeMU CUHSYTIAPHUX [HMEZPANbHUX DI6HAHL .MEemoO 2PaAHUYHUX
e/leMeHmi8, NIeCKaHHs PIOUHU.

Ax muryBaTu: [HiTeko B. 1., Hertapsos K.I'., lopomenko B.O., Kpiotuenko J.B. Cnekrtpanbha
KpalioBa 3ajaya JjIsi KOAaKCiaJIbHUX OO0OJOHOK oOepraHHs. Bicnux Xapkiecvkoeo HAYIOHANLHO20
yuigepcumemy imeni B.H.Kapaszina, cepis Mamemamuune mooenroganus. Ingpopmayitini mexnonogii.
Aemomamuszoeani cucmemu ynpasuinus. 2023. sun. 60. C.6-14. https://doi.org/10.26565/2304-6201-
2023-60-01

How to quote: V.I. Gnitko, K.G. Degtyarev, V.O. Doroshenko and D.V. Kriutchenko, “Spectral
boundary value problem for coaxial shells of revolution”, Bulletin of V.N. Karazin Kharkiv National
University, series Mathematical modelling. Information technology. Automated control systems, vol. 60,
pp.6-14, 2023. https://doi.org/10.26565/2304-6201-2023-60-01 [In Ukrainian].

1 Beryn
O6onoHKM 00epTaHHS SIK pe3epByapH IJis 30epiraHHs piAMHU. MUPOKO BUKOPHCTOBYIOTHCS Ha
00'ekTax BoJIONIOCTAYaHHS, HAQTH 1 Ta3y, B PI3HUX Taly3sX MPOMHUCIOBOCTI, B SIEPHUX YCTAHOBOK JUIS
30epiraHHsi pi3HOMAaHITHUX PiAKUX ab0 TMOJIOHMX JO HUX MarepianiB, XIMIiYHOI PIIMHU Ta PI3HUX
BigxoniB. [Ipu nie panToBo npuKIIaAeHNX 30BHIIIHIX HABAHTAXXEHb B YaCTKOBO 3alIOBHEHUX pe3epByapax
BiZIOYyBalOTHCSl IHTEHCHBHI TUICCKaHHS BUIbHOI moBepxi. [IneckanHs o3Hauae Oyab-sKWH pyX BUIBLHOI
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MOBEPXHI PIOUHU BCEpEeIMHI KOHTeWHepa. lle sBuine mMae 3HAYHWIA BIUIMB HA NWHAMIYHUNA BiITYK
KoHTelHepa. CnekTpaibHa KpaiioBa mpobieMa Ui pe3epByapiB 3 PiAMHOIO TMONATaE€ B 3HAXOMKEHHI
BJIACHHMX YacTOT Ta ()OPM IUIECKaHb BUILHOI MOBEpXHi. PO3paxyHOK TigpoJAMHAMIYHMX CWJI HA CTIHKH
pe3epByapiB 3 PIAMHOIO € BaKJIMBOIO IMPOOJIEMOIO I 3a0e3MEUYEeHHs] MIITHOCTI Ta CTIHKOCTI pyXxy
MIPOMHMCIIOBUX pe3epByapiB 1 mocyanH. OCHOBHI MpoOJIeMH TIPH BUBUCHHI PITWHU TOJSITAIOTh B OIIHIII
PO3MOAITY TiAPOIMHAMIYHOTO THUCKY, CHJ, MOMEHTIB 1 BU3HAUYCHHI BJIACHHX YaCTOT BIJIBHOI MOBEPXHi
pimuau. Li mapamerpu 6e3mocepeHbO BIIMBAIOTh HA AMHAMIYHY CTIMKICTBH 1 MIITHICTH KOHTEHHEPIB.
Xoya JTMIIIe HATYPHUH eKCTICPUMEHT MOXKE HalaTH afeKBaTHY OIIHKY MIITHOCTI Pe3epByapiB 3 pyXOMOIO
PIAMHOIO0, aJie MPOBEJCHHS TaKMX MOBHOMACIITA0OHHX SKCIIEPUMEHTIB € KOIITOBHOK Ta HEOE3NCUHOO
MIPOILEAYPOIO, TOMY Ha MEPE/IHiN (JIaHT B Cy4aCHUX HAYKOBHUX JIOCIHIJDKCHHSX BUXOJUTHh KOMII FOTCPHE
MO/ICITFOBAHHSI.

2 [locTaHoBKAa MPOOJIEMH Ta OTJIS Cy4ACHOTO CTAHY MUTAHHS

IIpoGnema KONMMBaHb PIAUHN € BUKIMKOM IJIsl PI3HUX Taly3edl MPOMHUCIOBOCTI, TaKWX SK
aBiaKOCMi4Ha, XIMiYHa, MAITUHOOY/IiBHA, AEPHA 1H)KEHEPid, a TAKOXK CKIIaTHUM 3aBJaHHIM U (Di3UKiB
Ta MaTeMaTHKiB. KOJMMBaHHS PiIUHU MOXE TIPU3BOJUTH JI0 KaTacTPO(iuHUX MOIIKOIKESHb Pe3epByapiB
U1 30epiraHHs BoAM Ta HA(TH, CXOKCHHIO 3 PO3PaXyHKOBOI TPAEKTOpii paKeT-HOCIiB. 3aBISKH
MOTCHITIHHO HeOe3IMeYHOMY BIUIMBY, IUICCKAHHS pIOWHH B pe3epByapax € 00'eKToM 0aratbox
TEOPETUYHUX Ta EKCIIEPUMEHTAITbHHUX JOCIIPKEHb MPOTATOM OCTaHHIX KUTBKOX AecsaTHIiTh [ 1-3]. Bararo
BOKJIUBUX SBUI OyJIO PO3IJISHYTO B IMX JOCHIIKCHHSIX, OCOOIMBO JIHIMHI Ta HETIHINAHI eheKTH
IJICCKAHHA K JJI HeB'SI3KO1, Tak 1 A B’ sI3K01 piawHM [4-6]. 3aranbHUE OTJIA iCHYIOUHX IIIXOIIB 10
PO0JIEMH TUIECKaHb 3p00JIeHO B [ 7-9]. 3ayBaxKuMo, 1110 X04a CKJIaJIcHI 000JIOHKH 00epTaHHS € THITOBUMHU
KOHCTPYKI[ISIMU TTAJTMBHUX OaKiB PaKeT-HOCIIB, pe3epByapiB, 110 BUKOPUCTOBYIOTHCS B aBTOMOOIIBHIM,
XIMIYHIH Ta CUTBCHKOTOCTIONAPCHKINA Taly3sX, B HAYKOBIM JIiTepaTypi BUBYEHHIO KOJHBAHb TAKUX
pesepByapiB mpuiIieHo HeaocTaTHRO yBaru [10-12].

ToMmy maHe AOCHIKCHHS, TIPUCBSIYCHE PO3B’I3aHHIO CICKTPaIbHOI KpaioBol 3a1a4i 111010 KOJIUBaHb
piavHY B cKiIageHnX 000JI0HKaX 00epTaHHsI, BAKOHAHO HA aKTyalbHY TEMY.

3 Meta gocaigkenns Ta GpopMyJI0BaHHs 3a1a4i

MeTta IOCIiPKEHHS TIOJIsITae B PO3pOoO0Ili KOMII' FOTEPHOI TEXHOJIOTIi Ha OCHOBI MOEIHAHHS METOIIB
CYTIEPIO3HIIA MO Ta TPAHIUYHUX €JIEMEHTIB JUTSI OI[IHKM BIIACHHUX YacTOT Ta (hOpM KOJIHMBAHb PiAVHU B
CKJI/ICHUX 000JIOHKOBHX KOHCTPYKIIiSIX.

PosrisiHyTO CKIlaieHi 000JI0HKH 00epTaHHS, YaCTKOBO 3aIIOBHEHI piuHO0, puc.1(a-0). Sk S; 0ynemo
MOo3HauEHa 3MOUYEHY ITOBEPXHIO 00OJIOHKOBOI KOHCTPYKIIii, TOMI K So € BUTFHOIO ITOBEPXHEIO PiIUHU.
BBakaeTncs, 0 piiMHA i1€anbHa 1 HECTHUCIIHBA.

i I:

H

a) 0)

Puc. 3.1. Cxradeni 060101K08i KOHCmMPYKYIT ma ix cxemu

PesepByapu, 1110 pO3TIISIAIOTHCS, CKIIAJAI0THCS 3 KOAKCIAbHUX IAIIHIPUYHOT Ta KOHIYHOT 000JIOHOK,
3'¢AHaHUX KUIBISIMH, IO YTBOPIOIOTH AHWIIA.. PimmHa 3Haxomutbesi MK obOosoHkamu. lloBepxHi
00OJIOHOK 1 THHII] 3MOYYIOTbCA, a BiJIbHA MOBEPXHS B CIIOKOI 3HAXOAMTHCS Ha BUCOTI H, yTBOpioroun
KiJIbIIE, SIKE OTIUCYETHCS B TOJISIPHIN CHCTEMI KOOPAWHAT TakuM 9rHOM: {z = H,R; <1 < Ry}. Tyt Ry =
R3 + (Ry — R3)(L — H)/L nnst 060710HKOBOT KOHCTPYKIIIT, 1110 300paxkeHa Ha puc. 1a), a Juist KOHCTPYKIIiT
10) maemo Ry = R3 + (R, — R3)H/L.

[Ipumyctumo, o pyX piAMHH, SKA 3HAXOAUTHCS MK 000JIOHKaMH, € 0e3BUXpOBUM. [lo3HaUUMO SK
V(Vx, |4 Vz) BEKTOp IIBUAKOCTI PiMHU, TO/I yMOBa HECTUCIMBOCTI npuiiMae Burisag divV = 0. YmoBa

NOTEHUIHHOCTI PyXy O3HAYae, IO iCHye CKaJsipHUI noTeHuian meuakocteid @, takuil mo V = grad®.
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X WX MPHUITYIICHb BUILTABAE, M0 moTeHItian @ 3amoBoipHs€e piBHAHHIO Jlamuraca B 001acTi, 1o 3aifHATa
pinuHoto. Hexaii 2 — oOnacTb, mo 3aiiHsTa pinuHoto, P — Touka Bcepeauni obnacti (2 . Tuck piaunu p Ha
3MOYEHI MOBEPXHi 000JIOHKH BU3HAYAETHCS 3 iHTErpaity bepHyti 3a popmyoro
p __ 00
P

Po
E — 9z + p—l, (31)

Zie p, — TYCTHHA PiIMHH, g — NPUCKOPEHHS BUTLHOTO MA/IiHHSA, Z — BEPTUKATIbHA KOOp/MHATA TOUKH P.

Chopmynroemo rpaHuyHi yMOBH s piBHsHHsA Jlamnmaca Juis 3HaxoJpkeHHs mnoteHiiany ®. Ha
3MOYCHHUX MOBEPXHAX Si1 Ma€ BUKOHYBATUCh YMOBA HEMPOTIKAHHS, B TOW Yac SK Ha BUIbHIA MOBEpXi
CTaBUMO JMHAMIi4Hi i KiHeMatiuHi ymoBH [13]. YM0OBa HENMpOTiKaHHS Ma€ BUIIIS

0D
a s = 0 (32)

Ha BinpHIN MOBepXHI BUKOHYIOTHCS KIHEMAaTUYHA Ta THHAMIYHA YMOBHU

oD 7] L]
55026—?5: P—P0|50:0,P_P0:_P(§+QC)- (3.3)

TyT p — THCK piIMHHM Ha 3MOYCHI MOBEPXHi, Py — aTMOC(EpHHUH TUCK, p - TYCTHHA PIAWHH, g —
MPUCKOPEHHS BiIbHOTO madinHs, (={(x, y,t) — 3a3aaneriap HeBizoMa QYHKIIis, KA OMUCYE TOTOKESHHS
Ta pyX BUTBHOI MoBepxHi. O0IacTh, Ky 3aiiMace pianHa, TO3HAYNMO K €, a 9K P — Toukn Bcepenuni 2.

Takum anHOM, 1115 piBHsHHA Jlamnaca chopMynboBaHa KpalioBa 3a1ada

V20 = 0,PeQ, 22 = 0, PeS;, 2o =%, p —py = 0, PeS, (3.4)

BITHOCHO HEBIZIOMOr0 MoTeHIiany O, 1o moB’si3aHuil KIHEMAaTHYHOI T'PAHUYHOIO0 YMOBOIO 3 (DYHKIIIEIO
Cx, ¥, t).

4 Meton 3axanux ¢gopm
OCKUIBKH PO3MIISIAIOTECS OOOJIOHKM OOEpTaHHsS Ta BHACHIJIOK JIHIMHOCTI CHiBBiIHOIIEHD (3.4)
300pazumo HeBimomi yHkii @ Ta { B MIITIHAPHYHUX KOOPAWHATAX Y BUTIIA/I HACTYITHUX PAIIB:

C(r,6,t) = XiZo cos(10) Xie=q dia ()G, (1), (4.1)
®(r,0,z,t) = 2, cos(l0) 222:1 iy D)o, (1,2) (4.2)
[pu bomy Oy/ie BUKOHAaHA KiHEMATHYHA YMOBA, KO Mixk GasucHumu dyHnkuismu @, (1,z) ta {, (r) na

BiJIbHIN TIOBEPXHI iCHYE TaKUil 3B’ I30K:

Bcpk(r.Z)]
on  lz=gy

= (1. (4.3)
OymKLil Y, = ?,, (r,z) cos(l 6) maroTh 3310BOIBHATH piBHAHHIO Jlamuiaca.

3 IMHAMIYHOI Ta KiIHEMaTHYHOI YMOB MaeMO

o0 _ e oL _ 0P
5= 9% SE=95;="95 (4.4)

Ipumyckaroun rapMOHIUHAN XapakTep 3MiHM KoedittieHTiB dy;(t) 3a yacom dy;(t) = Dy exp(img;t),

oTpuMaemo 3 (4.4)

N _ Of
E = 7 Wkl' (45)

Taxum 4rHOM, c(HOPMYIILOBAHO CIIEKTPAIbHY KPaOBy 3aj1auy BiqHOCHO , , [14]
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Vo, = 0,PeQ, 2t = 0, Pes,, W=k, pes, (4.6)

Jl1s1 po3B’si3aHHS CIIEKTPATBHOI KpaloBOT 3a7a4i 3aCTOCOBAHO METO TpaHUYHHX eneMeHTiB (MI'E).
3ayBaxumo, 10 B mogaHHsx (4.1)-(4.2) MoXHa TaK0 BUKOPUCTOBYBATH MHOXHHUKH Sin(10).

5 MeTox rpaHHYHHX €J1€eMEeHTIB
JIi1st 3aCTOCYBaHHSI METO/ly TPaHHYHHX EIEMEHTIB B IPSIMOMY (pOpMYITFOBaHHI BHKOPHCTOBYEMO
TpeTio popmyay ['pina [15]

oy 1 o 1
znwkl(PO) = ffsa_:l |P—P,| as — ffs \Vkl % |P—P,| dS: (51)

ne |P — Py| — nexaprosa Bigcrans mix Toukamu P, Py, S = S1 U Sp. 3 BUKOPHUCTAHHSIM KpPallOBHX YMOB
CIEKTPaNbHOI 3a1adi (4.6) OTpUMyEMO

_ o v 2 ( 1 B
2Ty ffsl Vi on (IP P, |) v ﬂS |P—klio| dSo + ffSo Vit on (m) dSo = 0,Py &Sy,
a 1 w2 I _
2my,, + I, sza(m) dS; + 28 [f S dSy = 0, PyeSo. (5.2)

Y pasi 0000HOK 0OEPTaHHs Ta 3 BUKOPUCTAHHAM TIOJAHHSA ), = (pkl(r, z) cos(l 0) mpuxoaumo 10

OTHOBUMIPHOI CHCTEMH CUHTYJISIPHUX IHTETPAbHUX PIBHSIHD Y BUTIISII
2ng,,, (1o, 20) + J1. 0, (r(2),2)0 (2, 2p)r(2)dl’ — m’“f ¢ (0, H)E(P,Po)pdp = 0Py €53, (5.3)
Zﬂ(pkl(TO,H) +f (pkl(T(Z) Z)G) (Z' ZO)r(Z)dF - U’klf (Pkl(P' H) (P PO)pdp =0, PO € SO

1 2_ 2_+_( _ )2
0(z,20) = \/—b{ZT [r roa—ZO - E(l) - Fy (k)] nr + }’

E(P,Py) = —%Fl(k), a=r2+1¢+ (z—20)% b =2rr,.

B (5.3) BBeneHi y3aranbHeHi eNiNTUYHI IHTeTpaiu 3a GopMyIaMu

E (k) = (-D'A -4 [,

/2 cos 2b,10d9
Rk = (D' {7 =

Inst obuncnenns interpaiiB (5.4)-(5.5) BHKOPHCTOBYETHCS METOJ, 3amporioHoBaHui B [16],
3aCHOBaHMI Ha BUKOPHCTaHHI CEPEIHBOTO apr(PMETUKO-TEeOMETPUUHOTO 3HA4YCHHS. J[s po3B’sI3aHHS
CUCTEMM CHHIYJIAPHUX PiBHSIHB (5.3) 3aCTOCOBYETHCSA METOJ TI'PAHUYHHMX €JIEMEHTIB 31 CTajloko
ampOKCUMAIII€I0 TYCTHHH B3I0BXK enementy [13], [17].

™2 05 2 by 10VT — k2 sin2 6 db, (5.4)

do, k% =2b/(a+b). (5.5)

6 AHaJii3 YHCJI0BUX pe3yJbTATIB

s TecTyBaHHA 3alpONOHOBAHOIO METOAY 3AIHCHEHO NOPIBHSAHHS OTPUMAHUX UHCIIOBHX
pe3ynbTaTiB 3 JaHuMH, HaBeneHumu B [18]. Sk i B [18], posrnspatorees sk V-moniOHi, Tak i A-1moaioHi
KOHIYHI pe3epByapu 3 R1 = 1M 1 o = /3 3 pigunOoI0. BBaxkaemo, mo R, MeHIH pajgiyc KoHyca.

PosrisHyTi Teprmi 9acToTH 3 XBHIBOBUMH umciaaMu 1= 0, 1,2, OCKiNbKM BOHH € HAWHIKIMMH
BJIACHUMHM YaCTOTaMH, 110 BU3HAYAIOTH MAPOJUHAMIYHE HaBaHTAXKEeHHS. Pe3ynbpTaTy opiBHAHHS HaJaHi
B Tabsuili 6.1. 1y1s pisHUX 3HaYeHb R

[Ipu yucnoBux po3paxyHkax ooupanock 120 rpaHUYHUX €JIEeMEHTIB B3JJOBXK KOHIYHOI yactuTH, 100
€JIEMEHTIB B3JIOBXK paiiycy BUIbHOI moBepxHi, Ta 100 enemeHTiB B31OBXK paniycy auuuia. [lonaneiie
301IBLIEHHS KIIBKOCTI €JIEMEHTIB He MIPHUBEJIO 10 CYTTEBOT 3MiHM PE3YJIBTATIB.
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Pe3yneTaTd, OTpHUMaHi 3apOIToOHOBaHNM oaHOBUMIpHEM MI'E, rapHO y3romKyroThes 3 qanumu [18].
JHesika po30ikHICTh JaHUX criocTepiraetTbest npu Rp=0.2m 1t A-moaiOHUX KOHIYHUX pe3epByapis. Ilpu
poMy, B [18] 3pobiieHo 3ayBakeHHS BiIHOCHO HEBUCOKOI TOYHOCTI MOJTy-aHAJTITHYHOTO METO/IY came B
[IbOMY BHIAJIKY.

Hanaini came 120 rpaHUYHNX €I€MEHTIB BUKOPHUCTOBYETHCS B3IOBXK SIK IIMITIHAPUYHOI, TaK 1 KOHITHOL
MOBEPXOHB JJIs JOCHIPKEHHSI KOJIMBAaHb PIIMHH B KOAKCIaTbHUX 00OJOHKAX.

Tabnuya 6.1. Yacmomu nieckaus 8 KOHIYHUX pe3epsyapax

V-monioH1 A-t1o10H1

Rom | 02 | 04 [ 06 | 08 ] 09 [ 02 [ 04 [ 06 | 08 ] 09
=0, k=1
[18] | 3.386 | 3.386 | 3.382 | 3.139 | 2.187 | 24.153 | 10.014 | 6.665 | 4.550 | 2.683
MI'E | 3.389 | 3.390 | 3.391 | 3.192 | 2.200 | 20.027 | 10.034 | 6.669 | 4.545 | 2.678
1=1,k=1
[18] | 1.304 | 1.302 | 1.254 | 0.934 | 0.542 | 11.332 | 5.629 | 3.515 | 1.661 | 0.726
MIE | 1.305 | 1.307 | 1.259 | 0.954 | 0.574 | 11.303 | 5.626 | 3.481 | 1.651 | 0.732
=2, k=1
[18] | 2.263 | 2.263 | 2.255 | 2.015 | 1.361 | 17.760 | 8.967 | 5.941 | 3.724 | 1.923
MIE | 2.265 | 2.270 | 2.269 | 2.048 | 1.394 | 17.939 | 8.965 | 5.941 | 3.726 | 1.951

Jlani po3s’s3ana crieKTpaibHa rpaHidHa 3aj1a4a (4.6), mo go3somuio 3uaitu Gopmu ¢, (7,6, z) Ta
BIJIMIOBi/THI iM ()yHIaMEHTAIbHI YaCTOTH JUIsl KOHCTPYKIIiH, 300pakeHrX Ha puc. 1.

Crenugika 1uX KOHCTPYKIIiH TOJISATa€E B TOMY, 1110 BiJIbHA MOBEpXHS Mae Gpopmy Kbl Taky x came
(hopMy Mae BiNIbHA TIOBEPXHS B MPU PO3TIISAaHHI TOPOIAATBFHUX 0O0OJOHOK, TUIECKAHHS PIAMHA B TAKUX
0000HKaxX JAociimkeHo B [11].

3HaueHHS HUXKYUX BOCHMI YacTOT IUICCKaHb KOAKCIAJIBHUX LMTIHIAPUYHO-KOHIYHUX OOOJIOHKOBUX
KOHCTPYKIIiil HaBeqeHi B TadbmuIi 6.2.

Tabnuys 6.2. Yacmomu naeckans piouHu 6 KoakciaibHux 06oroukax, 1y
N | 12 [ 2 | 3 ] 4 | 5 | 6 | 7 | 8
O060510HKOBa KOHCTPYKIIisl, puc.la)
uacrora | 0,6277 | 0,6277 | 0,8892 | 0,8892 | 1,0779 | 1,0779 | 1,2355 | 1,2355
0060J10HKOBa KOHCTPYKIis, puc.16)
yacrora | 0,5512 | 0,5512 | 0,8153 | 0,8153 | 1,0027 | 1,0027 | 1,1548 | 1,1548

3ayBakuMO, 110 HasiBHI KpaTHI 4acTOTH IUIeCKaHb. BOHM BinnoBigaroTb MHOXHHKY sin(l0) B
piBHsHHSAX (4.1)-(4.2). BignoBimHi gopMmu TUlecKaHb BiNBHOI MOBEpXHI 300paxkeHi Ha puc. 6.1-6.2.
YacroTu 1UIeCKaHb 000X KOHCTPYKIIIH BIAPI3HSIOTBCS HE3HAYHO, ajie i KOHCTPYKIIHA 3 MEHIIUM
pajilycoM BUIBHOI MMOBEPXHI BOHU € OLIbINUMU. L[ pi3HHUIA 3MEHIIYETHCS 13 3POCTAHHSIM XBUJIBOBOTO
qHcIa.

HaitHmk4i 49acToTH BIiANOBINAIOTH MEpIIOMY, APYrOMY Ta TPETbOMY XBWIBOBHM uuciam. Lle
BIJINOBI/Ja€ TAHUM PO3paxyHKiB, HaBeJAeHUM a poboTax [5,7,10], cTOCOBHO IIeCKaHb PiJMHU B KOHIYHHX
Ta T HAPUIHAX 000JOHKAX.

1 2 3 4
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5 6 7 8

Puc. 6.2 @opmu nrecxano ¢, (1,0, H) sinvroi nosepxui xoncmpyryii 1a).

2 - - 3 - 4

Puc. 6.3 @opmu naecxanv ¢, (r,0, H) eironoi nosepxni xoncmpyryii 16).

TakuM YUHOM, pO3B’SI3aHO CIIEKTPaJIbHY 337auy 010 BU3HAYEHHS YacTOT Ta ()OPM KOJIMBAHb PiIUHH
B KOAKCiallbkHUX OOOJIOHKOBUX KOHCTPYKIisiX. Lle mae 3mMory mocnmiguTu pyx piiHA B TAJIMBHUX OaKax
Ta pe3epByapax IpH [ii 30BHIIIHIX HABaHTAXKEHb.

BucHoBkn

3amponoHOBaHO METOJ BHU3HAUEHHSA YacTOT TU (OPM KOJIMBaHb PiAWHHU B CKJIAJEHHUX OOOJOHKAaX
obeprannas. MeTol TpaHMYHHX €JIEMEHTIB BIIEpIIEe 3aCTOCOBAHO JJISi PO3B’SI3aHHS CIEKTPaIbHOL
KpaiioBoi 3ajaui B CkiIajeHuX oOonoHkax oOepraHHs. Lleit miaxixm Oyne BHKOPHCTOBYBATHUCH MPH
KOMIT'IOTEpHOMY MOJICJIIOBaHHI AMHAMIYHOI IOBEOIHKM pe3epByapiB 3 PIAMHOIO Ta IOCHIHKEHHI
CTIMKOCTI pyXy pIIMHM B TMalMBHUX 0akax pakeT-HOCiiB ckmajgHoi QopMu. Y TOJanbIIoMy
nepen0dadacTbesi JOCTIPKEHHS KOJIMBaHb NPYKHUX KOAKCIaIbHUX OOOJIOHOK 3  DiJUHOI0, 3
BUKOPHUCTAHHSM Pi3HHX KOMITIO3UTHHX Matepiaiis [19].
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Spectral boundary value problem for coaxial shells of revolution

The main objective of this study is to develop an efficient numerical approach using boundary elements to estimate natural
frequencies of liquid vibrations in composite tanks. The spectral boundary value problem for liquid tanks is to find the natural
frequencies and modes of free surface sloshing. The calculation of hydrodynamic forces on the walls of tanks with liquid is an
important problem for ensuring the strength and stability of movement of industrial tanks and vessels. The vibrations of shell
structures, including cylindrical and conical shells connected by rings, are analyzed. The area between the shells is filled with an
ideal incompressible fluid. Numerical modeling uses the superposition method in combination with the boundary element
method. A numerical solution of the spectral boundary value problem regarding fluid vibrations in rigid shell structures has been
carried out. Frequencies and modes are determined by solving systems of singular integral equations. For the shells of revolution,
these systems are simplified to one-dimensional equations, where the integrals are calculated along curves and line segments.
Efficient numerical procedures are used to calculate one-dimensional integrals with logarithmic and Cauchy features. Test
calculations confirm the high accuracy and efficiency of the proposed method. The importance and practical significance of the
method lies in the ability to study fluid fluctuations in real compound fuel tanks of launch vehicles under different load
conditions. This makes it possible to study the movement of liquid in fuel tanks and reservoirs under the action of external loads.
The elaborated method will be used in computer modeling the dynamic behavior of liquid tanks and the stability study of liquid
movement in compound fuel tanks of launch vehicles. In the future, it is planned to study the vibrations of elastic coaxial shells
with liquid, using various composite materials.

Keywords: cylindrical-conical tanks, systems of singular integral equations, boundary element method, liquid sloshing.
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Bukopucranus MeTo/1a MOUIYKY AHOMAJIiH /Il BUSIBJIEHHS Mepe:KeBUX aTaK

CratTs NpHUCBSTYEHA ONKCY MOJIENI BHSBICHHS MEPEKEBUX BTOPTHEHb y TpadiKy Mepexk, MoOyI0oBaHHUX 3 ypaxyBaHHIM CTEKa
nporokoniB TCP/IP. AHami3yloTbcsi OCHOBHI 0O0'€KTH JIOKQIBHOT OOYHMCITIOBAJIBbHOI Mepeki. ONHCYIOTBCS OCHOBHI
KOHTPOJIbOBaHI TapaMeTpy KOXKHOTO THITYy 00'eKTiB. Y poOOTi po3poOIIsIOTECS METOAN MOUIYKY aHOMAiH, IO IPYHTYIOTCS SIK
Ha aHaJIi3i 32 IpaBUJIaMH, TaK i Ha aHaji31 3 BAKOPUCTaHHIM IMOBIpHICHUX MOJEJIeH.

AKTyanbHicTh. Y 3BI3KY 3 IHTEHCHBHHM 3pOCTaHHSAM iH(QOPMAIIHHIX TEXHOJOTiH Ta 1X BIPOBA/DKEHHSAM y pPi3HI ramysi
ISUTBHOCTI MICBKOTO TOCTIOIAPCTBA MUTaHHS 1H(OpManiitHOT Oe3MeKr BUXOANUTH Ha IEpIIIe MICIIE 1 CTa€ TyKe aKTyalbHUM.
Metoau nociaigxkenns. I1in gac BUpIMIEHHS ITOCTABICHUX 3aBJaHb BUKOPHCTOBYBAJIICS METOIU TEOPii YIPaBIiHHSA; METOIH
MOOYZOBH CHCTEM 3aXHCTY; TeOpis rpadis; Teopis KMOBIPHOCTI Ta MaTeMaTHYHA CTATUCTHKA; METOAN aHAJ3y YacOBHUX PAIIB;
METOJM TIPOTHO3HOI aHAIITUKH Ta OOPOOKH BEIHMKMX JaHUX; METOAU MOOYIOBM BHCOKOHABAHTAXKEHHUX 3aXHINEHHUX IPOTPaM.
OCHOBHMMH METOJIAMH JIOCTI/PKEHHS € IMOBIpHICHE i BepH(ikamiiiHe MOJeTIOBaHHS.

PesyabTaTh. IMOBipHiCcCHE i BepudikaliliHe MOJETIOBaHHS MEPEKEBUX aTak MiITBEPWIO MPAle3AaTHICTb 3apPOIIOHOBAHOTO
miaxoay. PesymeTatu cuntesy 3a momomororo CAIIP mokasanu, 1o M0JaTKOBI amapaTHi BUTpaTH He mepeBUInyroTh 20%
MOPIBHIHO 3 KAHOHIYHOIO MOJICIITIO OITHCY.

BucnoBku. Po3poGiieHa Moienb CHCTEMH TO3BOJISIE BUSBILITH aTaKH Ha KIIFOYOBI 00’ €KTH, IO MOJETIOIOThCA. OTpUMaHi Mg
gac BHIIPOOYBaHb PE3YNbTATH IMOKA3adH BHCOKY ©(EKTHBHICTh BHSBICHHS aHOMAaJiii YMCIOBHX mHapaMmeTpiB monemi. s
30UTBIICHHS] TOYHOCTI HaJaNi TUIAHYETHCS TIEPEUTH JO MOJEIIOBAHHS TTOHATTS «CEpBiC» Ta MoJemtoBanHs nmpoTokonis HTTP,
SMTP, POP3. Monens cecii Takoxk JJ03BOJIsiE BUSBISITH iCHYIOUi Ta HOBI atakul Ha piBHi cecii TCP, a Takox Jeski BUAM aTak Ha
BiZIMOBY B 00CITyroByBaHHi. MoJieJIb IOTOKIB MepexeBoro Tpadiky J03BOJISIE HaM BUSBILSITH TaKi BUAW aTak, sK: Pi3HI BUAN
CKaHyBaHHS CHCTEMH, YCTAaHOBKY TPOSHCHKHX Iporpam (60 3pocTe KiJbKicTh 0alT y BUXigHOMY moToli), ycraHoBKy ICMP
nresuia (60 3pocte Kinbkicth ICMP makeTiB). Moienb 4acOBHUX iHTEPBATIB T03BOJISIE BUABIATH JACSAKI BUIH CKAHYBaHHS CHCTEMH,
aTaky Ha BiZIMOBY B 0OCIIyrOByBaHHI Ta BCTAaHOBJIEHHs web-miemty. CTaTTs NpHCBsiUCHA OMHUCY MOJIENi BUSIBICHHS MEPEXKEBUX
BTOPTHEHb y Tpadiky Mepex, NoOyJOoBaHMX 3 ypaxyBaHHSAM cTeka mpoTokoniB TCP/IP. AHamizyroTeCsi OCHOBHI 00'€KTH
JOKaNbHOI 00YHCIIOBaNbHOI Mepeki. ONHCYIOTBCS OCHOBHI KOHTPOJIbOBAaHI TapaMeTpd KOXKHOTO THUMY OO'€KTiB.
Po3pobmsiroThest METOIN MOIIYKY aHOMAJii, IO TPYHTYIOTBCS SIK HA aHaNi31 3a MpaBIJIaMH, TaK 1 HAa aHaTi31 3 BUKOPUCTAHHSIM
IMOBIpHICHIX MOJIeIEH.

Knwwuoei cnoea: nowyx amomaniii, mepedcedi amaxu, CKiHYeHI agmomamu, epupixayis, MOOeN08aHHs, PONOOLIEHUX
iHGhopmayitinux mepesicax, IMOBIPHICHe MOOeT08aNHs, 6epuikayiiiHe MOOen08aAHHs
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1 Betyn

CydJacHi METOJUKM 3HaXOJPKECHHS Ta 3HEIIKO/KEHHs KiOepaTak y KOMITHOTEPHHX CHUCTEMax Ta
MepeX, a TaKOXK BHSBIICHHS Kibeparak € HeOpMaTbHUMH IIOAO MOJETI Takoi aTaku, TOMY IJIsl HUX
CKJIQJTHO OIIIHUTH OOYHCITIOBATILHY CKJIAHICTh, KOPEKTHICTh, 3aBEPILCHICTH TOIIO. 3a3BUYall pO3JAI0Th
METOJIU BUSIBJICHHS aTak, Ta 3J0BKWBaHb. BiJBIIICTh KOMEPIIHHIUX KOMIT FOTEPHUX CUCTEM Ta MEPEK
BUKOPHCTOBYIOTh CHTHATYpHI (EKCIIEPTHI) METOAM BUSBICHHA. B TPOMHCIOBHX CHCTeMax piaka
BUKOPHCTOBYIOTHCS CHCTEMH aKaJeMIdHHUX PO3pOOOK B 00JIACTI BUSBICHHS aHOMATiH, TOMY, IO BOHH
MOPOJIKYIOTh IyKE€ BEJIUKY KiJbKICTh TIOMHIKOBHX CITPAIlbOBYBaHb [1].

2 IlocTaHoBKa 3a1a4i

[ToGynoBa po3noainenux iHpopmaniitaux mepex (PIM), cTilikux 10 KOMIT IOTEpHHX aTak, OB’ s3aHa
31 3HAUHUMHU BUTpaTaMH 4acy Ta pecypciB. 3abesmedenHs mnpare3naatHocti PIM 3anexuts Big iX
3IaTHOCTI TMPOTHCTOSTH IUIECIIPSIMOBAHUM BILTHBAM, IO MOPYIIYIOTh iX poboty. s PIM ocHOBHOIO
npoOJeMor0 € HU3bKa €(EeKTUBHICTH BUSIBICHHA HEBIJOMHUX aTak Ta 3aXWCTy BiJl BHYTPIIIHBOTO
MOPYIIHUKA.

VY 3B’3Ky 3 IHTEHCHBHHM 3pPOCTAaHHSAM iH()OPMAIiHHUX TEXHOJOTIH Ta iX BIPOBAKEHHSIM Yy Pi3HI
ramy3i JiSUTBHOCTI MICBKOTO TOCIIONApCTBa MUTaHHS iHQoOpMariiiHOi Oe3mekn crae aenanmi
aktyanapHimmM. CporofiHi OUTBIIICTH MPOMHUCIOBUX BUPOOHUITB JUIS 3aXHUCTY CBOiX KOPIIOPATHBHUX
Mepek BUKOPUCTOBYE SIKICh Pi3HI METOJMKH 3aXHCTy BiJ] BTOPIHEHb, a CaMe MIKMEpPEXKEBI EKpaHH,
AHTHUBIPYCHI CHCTEMH Ta CHCTEMH BHSBICHHS BTOprHeHb. CucreMu BusBlieHHS BTopraeHb (CBB) — me
mporpamMHi abo amapaTHO-NPOrpaMHi 3aCO0M, sIKi aBTOMATH3YIOTh IMOJIl Ta MPOIEC iX KOHTPOJIIO, sKi
NPOXOJIATH Y KOMITIOTEPHIHM crcTeMi ab0 Mepexi, i TAaKOXK caMi aHAI3yIOTh MOJIl Ta 3HAXOISTh 03HAKH
MOpYIIEHHS TOMITHKH Oe3neku. CHcTeMy BUSBJICHHS BTOPTHEHb HA CHOTONHINIHIA JACHb € OXHHUM i3
HEOOXiTHUX KOMIOHEHTIB iH(QPaCTPyKTypH O€3MEKH KOPIIOPATUBHOI MEPEXi [T OUTBIIOCTI OpraHi3allii
MICBKOT'O TOCTIOZapCTRA.

Cyuacui PIM xapakTepu3ylOThCsl HaJBUCOKMMH OOCSTaMH iHTEHCHBHA HaIXOIUTh Pi3HOPIAHOTO
MepekeBoro Tpadiky, y 3B’53Ky 3 UMM aKTyaJbLHHM € PO3IJIsi/l CUCTEeM BUsBIeHHS BTopraeHs (CBB),
CIPSIMOBaHUX Ha 0OPOOKY BETMKUX JaHKX. MareMarndHi actiekT Hooynosu CBB Ta moniTopunry PIM
JUIE BU3HAYCHHST BHYTPINIHBOTO TIOPYIIHMKA HAa CHOTOJHIIIHIA JE€Hb PO3pPOOJeHI HEOCTaTHhO, a
MEXaHi3MH MIPUXOBAHOTO MOHITOPUHTY Ta aHalizy Benmmkux naHux icHyroTh okpemo. Tomy moOymoBa
posnoniieHux cucteMm BUsiBIeHHS BTOprHeHb (PCBB) 3 BHKOpHCTaHHSM METOAIB HPUXOBAHOTO
MOHITOPHHTY Ta aHaJIi3y BEJIMKUX JaHUX € AKTYaJbHUM.

CucTteMu BUSIBICHHS aTak, 3aJ€KHO BiJl BUKOPUCTOBYBAHOT TEXHOJIOTi BUABJICHHS aTak, MOAUISIOTH
Ha JIBI OCHOBHI TPYIIN: CHCTEMH, SIKi BUSBIISIFOTH 3I0BMHUCHY TIOBEJIIHKY Ta aHOMAJIIbHY TIOBeiHKY. [leprmi
MOKJIaIAal0THCS Ha MOJIEN b 3JIOBMHUCHOT TIOBEIHKHU (HAIIPHUKJIA], 1a0JI0H aTaKH) i HOPIBHIOIOTH MOJIEIb 3
MOTOKOM TOfi#. JIpyri moKIagaroThest Ha MOJIENTh HOPMATBHOT MTOBENIHKH (HATIPUKIIA] TIPOQiITb CHCTEMH )
1 IIyKal0Th aHOMaJIbH1 BXO/PKEHHS B MOTIiK noAiid. Hezaxxaroun Ha mupoke nomupenHs CBB Ta akTuBHi
JOCITI/DKCHHSI B JaHiil raiys3i, iCHyI04i CHCTEeMH MarTh psij HenomikiB [1]. Hampuknan, He3matHicTh
BUSIBJIICHHS HOBHX BHJIIB aTaK.

Y po6oTi po3risizaThCHd CUCTEMHU BHSBICHHS aHOMAIBHOI MOBENIHKH, OCKUTBKU ISl TEXHOJOTIS
JIO3BOJISIE BUSIBIATH HOBI BHIM aTak. MeTor0 po0doTH € po3poOieHHS MoJeNeil BHUSBICHHS aTak y
MepexeBoMy Tpadiky Ha OCHOBI BUSBJICHHS aHOMAJIiT 3ar0JIOBKIB MEPEKEBHX ITAKETIB.

3 Orusig jitepaTypu

B [1] HaBeneHi Taku miIX01H, SKi KIACH(]iKyIOTh METO/IH, SIKi BUSBIIAIOTH aHOMAJI1 y crcTeMax, sKi
BUSBJISIIOTh aTakd. TakoX MPOBEICHO aHaji3 Ta PO3IJIAi MOMYJAPHUX TPYNH METOIIB BUSABICHHS
aHOMaJill Ta 3a3HAa4YeHO, [0 METOJIU BHSBIICHHS aHOMANlii B CHUCTEMaxX BHSBIEHHS aTak HE JyXKe
¢dbopMaiizoBaHi jajis MOOYJAOBH MOJEIl aTakd, Ta B HUX JOCUTh CKJIaJHO OLIHUTH OOYHMCIIOBAIbHY
CKJIQJIHICTh, KOPEKTHICTh Ta 3aBEPIICHICTb.
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VYV [2] posrasmaeTbess MOKIWBICTH aBTOMAaTH3aIlii IpoIecy MoOyIOBH MepekeBuX TpadikiB 3a
JOMOMOTOI0 TIAXOAY MyJbTHIAPAJIeTbHOI OOpOOKH, SKHH JO3BOJISIE TEPETBOPIOBATH AITOPUTMH
JHIAHOI Ai1 B MapaJieibHi alropuTMu. MeTor JaHOTO JOCHTIHKCHHS € CKOPOUEHHS 4acy MEpEKEBOro
IUTaHYBaHHs Ui BUKOHAHHA IT-TIpOeKTiB 3a paxyHOK BHUKOPHCTaHHS METOXIB MYJbTUIApalesbHOI
00poOKwH.

VY [3] HaBeneHi MeTonu MOOYAOBH T€TEPOreHHUX KOMITIOTEPHHUX CHUCTEM 1 MEpeX KPUTHYHOTO
3aCTOCYBaHHSI TaKo)XK OyJiM IpOaHaNi30BaHI BUMOTH [0 IIUX CHCTEM, HABEIEHO IEpENiK Ta 3MICT
KOMIT'FOTEPHUX TEXHOJIOT1H, pO3p00IeHO HOBUI METO/ aBTOMaTH30BaHOI'O IPOCKTYBaHHS I'€TEPOTCHHUX
KOMITIOTEPHUX CHCTEM Ta MEPEX KPUTHYHOTO 3aCTOCYBaHHS.

V [4] npoBeeHO aHai3 METO/IIB TECTOBOT'O IIarHOCTYBAaHHSI IBOBUMIPHHX OHOPiTHUX Mepex (OM),
3aIpOIIOHOBAHO METOX MOTU(iKallii aBTOMaTHOI MOJIeNTi Mepexi, 1o 3ade3nedye C - TeCTyBaHHS PAIKIB
Ta L - TecTyBaHHS CTOBILIIB MEPEXi

V [5] 3anponoHOBaHO BUKOPUCTOBYBATH CUCTEMH 3arOOIraHHs Ta BUSBICHHS BTOPTHEHB ISl TOTO,
mo0 3axucT Mepexku OyB xomruiekcHUi. Lnsxom mopiBHSAHHSA cUCTeM OyJIO HaBeIEHO BHSBIEHO iX
HEZOJIIKM Ta BUMOTH AJISl HAOJMMKEHHs O TaK 3BaHOI CyNep CUCTEMH I10 3aroOiraHHIO Ta BUSIBICHHIO
KibepaTak Ta BTOPTHEHb.

V [6] mpoBeneHOo aHai3 XapaKTEPUCTUK BUSABICHHS MEPEKEBHX BTOPIHEHD B iH(OpMaIliiiHy cucremy
1 BUSBJICHHA O3HAK KOMITIOTEPHHMX arTak Ha MiJNPUEMCTBI; aHali3 MOXIIMBUX il 31 CTOpOHH
3JI0BMUCHHUKIB, JOCIIPKEHO METOJIM Ta MPUHIMIIA BCTAHOBJICHHS ONTHMAJIBbHOI CHCTEMH BHSIBICHHS
MEpeKEeBUX BTOPTHEHb; PO3TIIIHYTO MOMIIMBOCTI PO3POOKH Ta BUKOPUCTAHHS KOMIT IOTEPU30BAHUX
CHCTEM JJsl BHSBJICHHS BTOPTHEHb [O MEpPEeXi 1 BIACTUBOCTEH KOMII'IOTEPU30BAHUX aTaKk Ha
MiANPUEMCTBI B Cy4acHUX YMOBAaX; JOCHIIPKEHO 1 pO3p00JIEHO PEKOMEHIAIIT 111010 BIIPOBAXKEHHS TAKHUX
CHCTEM BUSIBIICHHS aTaK, BTOPTHEHb Ta O3HaK Kideparak AJisi MOKIIMBOTO TIOAAIBIION0 BCTAHOBIICHHS 1X
B CHUCTEMY 3aXHCTy iH(opMallii Oyap-1Koi opranizarii.

VY 3B’sM3Ky 3 TiM, TI0 30UIBIIYETHCS KUTBKICTh PI3HUX KOMITIOTEPHHX MEPEKEBUX 3arpo3, fKi
NpU3BOAATH 10 (iHAHCOBHX BTpaT Oprasisamiif, To B [7] moka3aHo, M0 IyXe BaKHUH HAmpsB y
iHpopMaLiitHOT Oe3mekn — 1ie po3poOKa CHCTEM MONUIYKY aTak B KOMI IOTEPU30BaHUX Mepexkax. Takoxk
MOKa3aHi OCHOBHI iCHYIOYHM METOIW BUPIIICHHS 3a/7a4 10 BUSBJICHHIO aTak B Mepexi. Po3rmsagaroThes
po0OTH, SIKi IPUCBSYEHI METOIY BEHBIET-aHATI3y 110 BUSBICHHIO aHOMAIili B MepexeBoMy Tpadiky Ta
MOKa3aHi OTPUMaHi TECTOBI JaHi MepexeBoro Tpadiky 3 aHOMAIisIMHU IJisi MPAKTUYHOTO BUKOHAHHS,
TaKOXK INOKa3aHO NMPAKTUYHE BUKOHAHHS LIYMOYCYHEHHS CUTHAILY U KOHKPETH3alil Ta 3MEHIICHHS
pO3MIpy IaHWX, BUKOPHCTAHO Pi3HOMAHITTS METOJIB BEWBIIET-aHANI3y IJIs BUSBJICHHS MOMIIHBOCTI
MOSIBU aHOMAJTii.

VY [8] mokazaHo, IO HisIKi METOAM 3aXUCTy BiJ KidepaTak B Mepei He NaloTh TapaHTII Bif
NPOHUKHEHHS 3JI0BMHUCHUKA B KOMIT IOTEPHY MEPEXY CUCTEMY Ta Y BHUIAJKY 3JI0MYy HOTPiOHO LIBHIIKO
BUSIBUTU Ta TEpPEepBaTH JOCTYI, MPOBECTH PO3CIiyBaHHs Ta BUNPABUTH Jipku B Oe3memi. s mporo
Tpeba BHKOPHUCTOBYBATH METOJM, SIKi BHSBJSIFOTH 3JIOBXHBAHHS Ta aHoMalii. Bymu mocmipkeHu
MOJJIMBOCTI BUKOPUCTAHHS YaCTOTHOTO METONY, SKHH BHSBJIsIE aHOMAamii B poOOTiI CHCTEMHU HUISIXOM
aHaJizy eHTpOINil JKypHally TIOMAid Ta BHUKOPUCTOBYETHCS JJIsl BUSBICHHS aHOMamid y Tpadiky
KOMIT'IOTEpHOI MepeXi, MpH IbOMY aHOMAallii B >KypHali MOJii Ha XOCTax MOXYTh BKa3yBaTH LIS
MEepeBipKH Ha HAsSBHICTh HECAHKIIOHOBAaHWX il Takoxk. JlocmikeHHS OynHm TPOBEIEHI HAa OCHOBI
xyprany noxiii B8 OC Windows Ta mokazaiii, o MOKHa BUSBHTH TIEPEBHIICHHS MOPOTiB OE3MEKH 1010
KUTBKOCTI PI3HUX MOBIIOMJICHb B JKypHaJli MOJIN IUISIXOM aHamizy eHTpormii. [le Bkazye Ha aHomarii B
poboTi Komm'toTepHOi Mepexi. MeToa, skuii OyB 3amporOHOBaHY MOXHA 1HTErpyBaTH y CHCTEMH
BUSIBIICHHSI BTOPTHEHb, IKi OyTyTh CIIOBIIATH aMiHICTpaTOopa Oe3IeKH PO 3TOBKUBAHHS Ta aTaKH.

VY [9] noka3zaHo, 110 BCi KOMIT FOTEPHI CHCTEMH Ta MEPEXH BHKOPHUCTOBYIOTh CUCTEMH BHUSBICHHS
KibepaTak Ta BTOPTHEHH JI0O KOMIT IOTEPHUX MEpeX Ta iHPOpMaIiiHUX cucTeM. 3a3BUYail 1le MOXYTb
OyTu abo mporpamMHi, abo anapaTHO-IPOrpaMHi 3acO0H, SIKi aBTOMATH3YIOTh MPOLIEC KOHTPOIIIO MOAIH B
KOMIT FOTEPHOI CUCTEMI a00 Mepexi, 1 aHaTI3YIOTh MOIT 1JIs TOIIYKY MPpo0sieM Oe3IeKu.

VY 3B’s3Ky 3i 30UIBIICHHSIM HECAHKI[IOHOBAHHMX aTaK y KOMII'FOTEPHI MEpexi, CHCTEeMH BHUSBICHHS
kibepatak (CBA) € BaXIMBOIO YacTHHOIO cUcTeMH Oesleku opraizauii. IcHytoTe OaraTto MeToxis
BUSIBIICHH:I KiOepaTak Ta aHoMalliii, aje ix cTidkicTh cnabka, BiAcyTHs Bepudikaris, ayxe 6arato XuOHUX
CIIpaIlbOByBaHb, XapaKTep HE JIOMOMArarmTh iX HIMPOKOMY BHUKOPHUCTAHHIO. 3alpOIOHOBAHO aHali3,
MOJJIMBOCTI HalinmommpeHoro tumy arak — DDOS, To0To aTak THily, a came - BiZIMOBIISIE 0OCITyTOBYBaTH,
HIXSIXOM MepepUBaHHs a00 NMpU3yNHUHEHHs poOOTH, XOCT-cepBepa poOUTh OHJIAHH-CEPBIC HEOCTYITHIM
JUTS. KOPUCTYBAYiB.
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B [10] 6ys0 3ampomoHOBaHO iHTENEKTyadbHYy CHUCTEMY, SKa BHSBISE aHOMAIi Ta iZeHTH]IKye
OpUCTpOi PO3yMHUX OYAWHKIB, SKi 3aCTOCOBYIOTh KOJEKTHBHY KOMyHikamiro. CeHC poOoTH
3allPOMIOHOBAHOI CHUCTEMH Yy OTpPHMAaHHI pe3yjibTaTy BiJ 00’€AHaHHS pPO3YMHHX OyIWHKIB B OIHY
KOMTII' FOTEpHY MEpEXKY JUIS ITi IBUIIEHHS O€3TEKH I OKPeMO pO3yMHOT0 OYAMHKY 1 Bciel Mepexi. ['apHa
BJIACTHBICTH CHCTEMH — II€ 3B'SI30K KJIACTEPIB POZYMHHUX OyTUHKIB OJIMH 3 OJTHUM I OOMiHY iH(pOpMaIii
npo npodiii po3yMHUX NPUCTPOIB B OIIMX CIIUCKaX KOXKHOTO KJIACTEPY.

B [11] Oynu cuctemaTrn3oBaHi, y3arajabHEHI Ta PO3BHHEHI HMOHATTS MPO METOIUKH 1 CHCTEMH, SIKi
aHaMI3YI0Th KOMI'IOTEpHI Mepexki, fKi BHMararoTh 3axucTy. HaBemeHwil MaTeMaTHWYHUI amapar
noOyJ0BU MOJIENi CIIPaBHOTO (PYHKIIOHYBaHHs KOMIT FOTEPHHUX CHCTEM, BU3HAYCHHS 3arajibHOI OL[IHKH
CTaHy CUCTEMH, K01 MOTpiOeH 3axucT. HamaHo 3aranbHi HEMOJIKY Ta HAMPSIMKH MOJATBIIOTO PO3BUTKY
KOMII’ FOTEpHUX CHCTEM I10 BUSBJIICHHIO KibepaTak Ta BTOPrHEeHb. [HTeNeKTyanbHa KOMIT FOTepHa CUCTEMa
BUSIBIICHHS KiOepaTak, aHOMaliid Ta igeHTudikamii TpucTpoiB po3yMHUX OYIWHKIB i3 3aCTOCYBaHHAM
KOJIEKTUBHOT KOMYHIKallii.

VY [12] noka3zaHo, 110 MPHU PO3BUTKY KOMII'IOTEPHHX CHUCTEM 0 BIOCKOHAJICHHS IECTPYKTHBHOTO
MporpaMHOro 3a0e3MmedeH s, CIIPSMOBAHOTO HA PI3HOMAaHITHI PecypcH KOMIT IOTEpHUX cucTteM. Jlyxe
HEeOE3MEUYHUMH € Ti 3aC00H, SIKi IMiTAITOBYIOThCS ITiJ] pealibHE MPOorpaMHe 3a0e3eUeHHS YU Web-cepBic
Ta 3HAXOAATH IUIAX JI0 TMIEPCOHATBHUX JaHUX KOPUCTyBada, a00 MOKYTh BUKOPHUCTOBHBATH Ili PECypcH
YU TporpamHe 3a0e3nedueHHs y cBOiX Iimax. Ilpu akTuBizarii Takux arak, aKTHBI3yeThCs 1 3aco0m
noOyZ0BH CIielliani3oBaHuX 3aco0iB BHSBJICHHS Ta MPOTHIi KibepaTak, siki OyIyTh €(EeKTHBHI MPOTH
HAsSBHUX Ta HACTYIHHUX KiOep3arpo3 3 HEBCTAHOBJICHUMHU a00 HEYITKO BU3HAYCHUMH BJIACTHBOCTIMH,
TOOTO (YHKIIOHYIOTH Y HEUITKOMY, ciabogopMmali3oBaHOMY CepeloBHINi. METOAWKH, MOJENi Ta
KOMIT'FOTEpHI CHCTEMH, OCHOBaHI Ha HEUYITKUX MHOXMHAaX BHKOPUCTOBYIOTHCS JJISI PO3POOKH Ta
nepepoOKku iCHyroUHMX 3aco0iB BUSBIICHHS BTOPTHEHb Ta aHOMANIH y KOMIT'IOTEPHHX CHCTEMax Ta
MepeKax, sIKi BIHHKAIOTh TP peatizaiii Kidbep3arpo3. Merosn popMyBaHHS JTiHIBICTUYHUX E€TAIOHIB JUIS
KOMIT FOTepHHX CHCTEM 10 BUSBICHHIO BTOPIHEHb BUKOPUCTOBY€ETHCS TIPH BUSIBIICHH] OJTHIEIO 3 O3HAK.

4 3aranbHa MojesIb MepexKeBOro Tpadiky

MeTtou BUSIBIICHHS aHOMAITii MOKHA KJIacH(iKyBaTH 32 PI3HUMHU KPUTEPISIMH, a caMe: TI0 JDKepeam
nanux (Network-based IDS, Host-based IDS, Application-based IDS, Hybrid), mo anamizy nanux
(excmiepTHa OIliHKA Ta MallMHHE HABYAaHHs), M0 CIIOCO0Y OTPUMAaHHS NaHUX (CEHCOPH, KYPHANT MO,
KOMOIHOBaHUil ), IO XapakTepy OTpUMaHUX JaHUX (CTPYKTYPHHUH aHaTi3, TOBEAIHKOBHN aHAI3).

B mpoueci nopiBHSAHHS KOHKPETHHMX TPYI METOMIB BHSBJICHHS aHOMANi: CTAaTUCTUYHUHA METOJ,
KJIACTEPHUI aHaji3, HEMPOHHI Mepexi, IMyHHI MEpexi, eKCIIePTHI CUCTEMH, METOJT OTIOPHUX BEKTOPIB,
CUTHATypHiI MeTo/H, OyJI0 BUSBICHO, 1110 METOH, IKi BUKOPUCTOBYIOTh MiAXOAW BU3HAYEHHS aHOMAJiH
BUKOPHUCTOBYIOTh aJalTUBHICTD, sIKa 3aJICKUTh Bifl TOro, KM MeTon OyB peanizoBaHo. Tomy BOHH
BUSIBIISIIOTH TiIBKH aHOMAaJbHY TIOBEIIHKY CHUCTEMH, aje BOHU He KIacHU(iKyloTh IO aHoMamito. B
MEPCIEKTHBI IPH HEOOX1THOCTI PO3pOOKH HOBUX METO/IiB BUSIBICHHS aHOMAaJIi, TpeOa sIK MOYKHA paHille
BUSIBIIATH HOBI ILl€ HEBIIOMi aTakH, KOJU CHCTEMa 3HaXOIUTHCA B POOOUOMY CTaHi Ta B CTaTHYHOMY,
SIKWH BIIMIHHHI BiJl HOPMH, SIKa 3aJIA€ThCS PO3POOJICHOI0 MOICILIFO HOPMaJIbHOT moBemiHKU [1].

Posrisinemo Tpadik y 3BHUaiiHii Mepexi Ha ocHOBI creka mpoTokoniB TCP/IP, komm mporpama
Bigmpasiisie makeT 3a nporokoioM TCP. TumoBumii nuisix nmakeTa Mo JIOKANbHIA MepexXi BUITILIAE
HACTYNHUM YMHOM: akeT npoTtokosry TCP 3 mepexi Internet motpamnsisie y 3axuieHy J0KaabHY MEPEXY,
MOTIM TIEPECUIIAETLCS /0 KOHKPETHOTO KOMITIOTEpa y Mepexki (xocTy). Jlani maker BiANpaBisieThCsl HA
KOHKPETHHH TOPT, MOB'A3aHuH 13 KOHKpeTHOo cecieto TCP.

[Io6 TO4YHO 3MOAETIOBATH «HOPMAJbHHMN» Tpadik Mepexi, BBEAEMO MOJEIb KOXXHOIO 3 M'SITH
KITIIOYOBHX 3HaueHb (00'ekTiB): maket (D), mepexa (A), xoct (H), mopt (P), cecist (S). Koxxne kmtodose
3HaueHH Ki, K, Kz, Ki, Ks mMoxnHa oxapakreprszyBaTH 3a JIOMOMOTo0 Habopy mapaMeTpiB

K ; (K{ ) Klz ey K :, ), i € (1,5). Maker, mo MOTPAIUIAE B MEPEXKY, IEPENAETHCS ATl aHANTI3Y B KOXKHY 3
mopeneil. CroyaTky y MOAENb MaKeTa, A€ MepeBipsAeThCsl KOPEKTHICTh MOJIiB 3arojioBKa naketa. IloTim
MaKeT MePeIacThCs y MOJIEIb MEPEXKi, JIe BiH MepPeBipsETHLCS Ha BIAMOBINHICTE Mpodinro Mepeski. Mozens
Mepeki BUOMpae BiAMOBIAHY MOJENb HMKHBOTO PiBHS — MOJENb XOCTY TOHIO. TakuM YMHOM HaKeT
nepeaaeTbes Bi MOAENel BEpXHBOIO PiBHS MOJENSIM HIDKHBOrO piBHA. Ilicns aHamizy, KoKHa MOAETb
BUJIA€ 3HAYCHHS aHOMAJILHOCTI makeTa (pucyHok 4.1).

Kosxna 3 Mojiesielt Mae J1Ba THITA TapaMEeTPIiB: MPOCTI apaMeTPH; CKIIaI0B1 MapaMeTpH.
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IIpocTi mapamMeTpy OMUCYIOTHh OJTHY 3 XapaKTEPUCTHK MOJICT, HAPHUKIIa I, o0csr Tpadiky 3a TOAUHY
abo HOpMaJbHY AOBXKHMHY Makera. IIpocTi HACTpOHWKM HE MOXYTh BKa3yBaTW Ha KIIIOYOBI 00'€KTH.
Ck1naioBi mapaMeTpH — BKa3iBHUKH Ha JIOTiYHa CTPYKTYpOBaHi MHOKWHH KIIFOUOBHX 00'€KTiB HIKHBOTO
PpiBHsI, HAIPUKJIa, CITUCOK MOPTiB 200 IepEeBO XOCTIB.

J10 KOXHOTO KITIOUOBOTO 3HAYEHHS CKIIAMAeThCs Mpodinb. IIpodins sBisie coboro Habip mapaMeTpiB

P,(pl', piz,..., p'J ) qli, q;,..., q:() , i€(L5). Iapamerpu p} BIJIMIOBIZAIOTh MapamMeTpaM KIIOUYOBHX

I . .
snaverns K j »n <L a (i — e n0maTKOBi NapamMeTPH, IO XaPAKTEPU3YIOTh MPODib.

‘I‘Ipocmﬁ napameTp al ‘ ‘ CocTaBHUI napameTp 6_

!

‘ MpocTtuin napameTp a2 ‘

‘ MpocTuii napameTp an1 ‘

Xoct
‘ MpocTtun napameTp h1 ‘ ‘ CocTaBHU napameTp 6__>
‘ MpocTtuin napameTp h2 ‘
‘ MpocTtuin napameTp hnz ‘
Mopt
‘ MpocTtuin napameTp p1 ‘ ‘ CocTaBHui napameTp 1 6__>

| Mpoctuii napamerp p2 | | CocrasHuit napametp 2 |

‘ MpocTtuin napameTp pn3 ‘ MNakeTt
| Mpoctuit napametpdl |
|

Cecisq
MpocTtuin napameTp d2 ‘

| Mpoctuit napametp s1 |

‘ MpocTtuin napameTp s2 ‘ ‘ MpocTtun napameTp dns ‘

‘ MpocTun napameTp sn4 ‘

Puc.4.1 Bzaemoss'a30k napamempis Kiiouo8ux 3HaueHb.

Sk mpaBuIIO, 1ie 3arajibHi MapaMeTpH JUIsl BCiX mpodiiB: i - TAMYacOBa MiTKa CTBOPEHHS POdiIIo;
02 — KUTBKICTh MTAKETIB Y HaBYAJbHil BUOipIli TPo(diiro; (3 — THMYACOBA MiTKa OCTaHHBOI 3MiHU PO LITIO;
(4 — THMYACOBA MiTKa OCTAHHBOT'O aHOMAJILHOI'O 3HAYCHHS y TPOdiIi.

5 3arajbHa XapakTepuCTHKa apaMeTpiB

3a croco0OM BHSIBIIEHHS aHOMAJIbHUX 3Ha4Y€Hb BCI MapaMeTpu BCix 00 ekTiB Ki moaiisoThes Ha 1Ba
OCHOBHI KJIaCH: YMCEITbHI; KaTeropiaibHi.

Jlo 4ucrmoBMX TapaMeTpiB HalleXaTh IapaMeTpH, I TEPEBIPKU SIKUX BUKOPHCTOBYIOTHCS
CTaTHCTUYHI Ta iMOBipHicHI Moneni. Hanpuknan, moBxuHa rakera, 00csT nepeaHnx JaHUX 32 OJMHHIIIO
yacy, KUJIbKICTh THakeTiB y cecii Tomo. BoHHM OO0YMCIIOIOTHCSA 3a OMMCAHWUM HIDKYE IMOBIPHICHHM
ANTOPUTMOM.

Jo kareropianbHUX MapaMeTpiB HaJleXaThb Taki MapaMeTpH, L0 MOXYTh OyTH Bepu(ikoBaHi 3a
npaBwiamu. L{i mapaMeTpu He MOKHA OIIHUTH Y 4nciioBii ¢popmi. Hanpukiaz, npamopu TCP cecii.

PosrnsiHeMo noknanHilIe YUCIOBI MapaMeTpH Ta METO/M 1X aHami3y. [lonyk aHOManbHUX 3HA4YEHb
YHUCIIOBUX MApaMEeTPiB BUKOHYETHCS 3 BUKOPUCTAHHIM IMOBIPHICHHX METO/IB. [ KO)KHOTO YMCIIOBOTO
napaMeTpa BpaxOBYIOThCS TaKi XapaKTEPUCTHKH: MiHiMaibHE 3HaueHHS (V); MakCHUMallbHE 3HAYCHHS
(W); matemaTruHe ouikyBanHs (M); aucniepcis (D); noporose 3HaueHHs (Q).
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Hexaii € nBa xiacu makeTiB: (21 — KJlJac HOpMAaJbHUX IMAKETIB Ta {)p — KJIac MaKeTiB, IO HaJIeKaTh
MEpEIKEBUM aTakaM. Y MOBHI IIUTBHOCTI po3noiny iimoBipHocTeit f1(X) Ta f2(X). AnpiopHa HMOBIpHICTH
nosieu 00'extiB P(Q1) Ta P(Q2). YMoBHI iiMoBipHOCTI moMUIOK 1-ro Ta 2-ro poxy Qi Ta Q2 MOXxHa
BHU3HAYUTH 32 (HOpMyIIaMu:

Q= [ fi(xdx q, = j £,()dx
% ‘o (5.1)

BBakatumMemo, 0 OIUTBHOCTI MMOBipHOCTEH HAmMX (YHKIIA MiIMOPAIKOBYIOTECS HOPMAaIbHOMY
3aKOHY PO3MOJiTY, TOOTO:

f,(X) = (U o7 27)e * ™ @D f (%) = (1 o, 27 ) * ™) 2%, (5.2)

PimmenHs nipo BUSBICHHS aHOMAILHOTO 3HAYEHHS MPUAMAETHCS 3 BUKOPHUCTAaHHAM KpuTepito baiieca
Ta IHTEpBaJiB JOBIPH:

09 (-m)*/(207)
6o 0 omyesr Y °

ne Q mpuiiMaeThCsl eKCTIEPTHO Ha eTarli BUSBICHHS.
Ockinpku KpuTepiit balieca 3rinamKye rpaHUYHI 3HAYEHHS, TO IOJaTKOBO JI0 KPUTEPil0 BUKOHYETHCS

TepeBipKa Ha HAJISKHICTh 3HAYEHHS X, IO CIIOCTEPITaEThCs, A0 iHTepBaTy MOMIIMBHUX 3HAYEHB!
V<x<W (5.4)

LIst Mozenb mapaMeTpa BUKOPUCTOBYETHCS [UIS OIIIHKY TaKUX MAapaMeTpiB, SIK «HOpPMaJIbHa) TOBKHHA
makera Juis TIOTOYHOI MojeNi Ta iHmuX. [ OIIHKM I1HIIWX YKCIOBUX MapaMeTpiB I€l Momeni
HEJOCTaTHBO, TOMY OyIH pO3poOIIeH] TOAaTKOBO JBI OiNBII CKIAMHIII MOJAE YHCIOBUX MapaMeTpiB:
MOJIeJh MTapaMeTpa MOTOKIB MepekeBoro Tpadiky i MOJENb NapaMeTpa YaCOBHX IHTEPBAIIIB MEPEIKEBOTO
tpadiky. PosrinsiHemo ix noknanHire.

6 Moaeas mapamMeTpa NOTOKIB MepexeBoro Tpagiky

Maiike y BCix 00'€KTIB, 1[0 MOJICIIOIOTHCS, MOXXHA BUAUIUTH IapaMeTp, 0 XapaKTepu3ye o0csr
BXiJIHOTO 1 BUXigHOTO Tpadiky B ogunHmI0 Yacy. [1oOymyeMo 11t OTO MapaMeTpa OKpeMy MOJENb i
HA3BEMO 11 «MOJIEIIITIO aKTUBHOCTI Tpadiky».

Tpadix crocoBHO MOzemi Moxke OyTH ABOX THUIIIB: BXijgHUH NOTIK (in flow) Ta Buximgauii (out flow).

3 oxHOTO 0OKY, caM COOOI0 MMiIPaxyHOK KUIBKOCTI NiepeaHux OaiT HaM HIYOro He JacTh. 3 IHIIOTO
0OKYy, PV BUKOPHUCTaHHI 1HTEJIEKTyaIbHUX YA CTATHCTUYHUX MEXaHi3MiB aHaNi3y KUIBKICTh MepelaHux
OaiiT 3a oOMHMIIO Yacy Habararo iHGopmaruBHia. Hampuknaz, sSKIIO panToM IOPT, SIKUH 3a3BHYail
AaKTUBHHU TUTBKK B poOoOdYi JIHI, panToM MOYHMHAE TepeiaBaTH JaHi y BUXiAHI BBeuepi. Buxomsum 3
BUKJIaJICHUX BHIIE MipKyBaHb y IpoQiJib MO/IeN aKTUBHOCTI Tpadiky BKIIFOUYCHI HACTYITHI MapaMeTpu:

—TapaMeTpH BXiTHOTO TIOTOKY: - KIIbKICTh IepelaHuX OalT Ha TOIMHY, KUTBKICTh IepeaHnx 0ailT Ha
JIEHb TXHS, KUTBKICTh TIEpeAaHnX OalT 3a JIeHb, KITbKICTh IMepelaHnX 0aiT 3a BECh THK/ICHB, KUTBKICTh
nepeaaHux OalT Ha MiCSIIb;

- IapaMeTPH BUXITHOTO MOTOKY: - KUIBKICTh MEpeJaHnX 0aiT Ha TOJUHY, KUTBKICTh MEepeAaHux OauT
Ha JICHb, KUIBKICTD Mepenanux OalT Ha JIeHb THWXKHS, KUIBKICT MepeiaHnux OalT Ha THKICHb, KiIbKICTh
nepeaaHux OalT Ha MiCSIIb.

KoxkeH i3 mux mapameTpiB MOXKHA pPO3TJISIATH SK YUCIOBHU NapameTp Ta OILIHIOBATH OJHUM 13
CTaTUCTUYHHUX METOIB, SIKi ONTMCaHi BHUILE.

3a jmomoMoror moOyJoBaHOI MOJETl MOXHA OI[IHIOBATH aKTHUBHICTH SIK 0OCSATIB Tpadiky, Tak i
AKTUBHICTh KIJIBKOCTI MAKEeTIB 13 3aJ]aHUM 3HAueHHAM Napamerpa. Hampukian, 30UIbIIEHHS KUTBKOCTI
nakeTiB ICMP y Mepexi, B 3aJIe)KHOCTI BiJl yacy 10OH, MOXKe BKa3yBaTH Ha BctaHoBieHHsI ICMP-menna.
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Tomy 3a ITOMOMOTOIO ITi€i MOJIEIl YUCIIOBOTO TapaMeTpa OIIHIOITHCS TaKi MapaMeTpH KIFOYOBHX
MOHATH: 00csT Tpadiky B 0aiitax; KulbKicTh maketiB TCP; kinbkicTh makeriB ICMP; KiTbKiCTh MaKeTiB
UDP; 3araibHa KiJIbKICTh ITAKETIB 32 BCIMa MPOTOKOJIAMHU.

7 Moaeab mapamMeTpa 4acoBUX iHTepBaJiB MepexeBoro Tpagixky

€ psan mapamerTpiB, sKi MOXKHA BHJUIMTH Y BCiX 00'€KTiB, 110 MOJCTIOIOTHCSA. OJIHUM i3 TakuX
napameTpiB € mapamerp, [0 XapaKTepu3ye 4ac MPUOYTTS OCTAHHLOTO MakeTa. BUKOPUCTOBYIOUH IS
nmapaMeTp, MOXHA 3HAWTH JedKi BUAM CKaHyBaHHA MOpPTiB. llpy iX BHKOpPHCTaHHI BiIMPaBIISIOTHCS
MaKeTH Ha Pi3HI MOPTU XOCTYy, LIO aTaKyIOThCs yepe3 IEBHI iHTEpBalIM 4acy. ATaka Ha BiJMOBY B
o0ciyroByBaHHi Ha WeD-cepBepi BiIKpPHBa€ OJHOYACHO BEJHKY KiJIBbKICTh 3'€HAHb, THM CaMHM
MEPENIOBHIOIOYH YEpry CEpRBICY, IO JO3BOJISIE BUSBIATH TaKi aTakd, 3 BUKOPUCTAHHIM Yacy MpUOYTTS
OCTaHHBOTO makera. [lin 4ac BCTaHOBIIEHHsI BeO-IIeJUIa IHTEPBANM MiXK IMaKeTaMH TaKOX OyAyTbh
3MIHFOBATHCS.

Jns BUSBNIEHHS aTak, sSKi OMFCaHi BHIIE, OyJI0 3alpOBaKEHO MOJETb, [0 OMHCY€E IHTEPBAIU MiX
MMaKeTaMH: — MOJICIh YaCOBUX IHTepBaliB makeTiB. KoxkeH i3 makeTiB, IO HAAXOAWTH IO MEPEXi,
3a0e3MneyeHnii TUMYacoBol0 MiTkoro. [l mporo B mpodinsix o6’extiB «Xoct», «I[lopt» Ta «Cecis»
BBCJICHO J[Ba JIOJJATKOBI TOJIS:

— "Yac TorepenHporo makera (t n) — me mone 30epirae yac mpUOYTTS OCTaHHBOTO IaKeTa i
BUKOPHUCTOBYETHCS /IJIsl BUSIBJICHHST aHOMAJIIiA;

— iHTepBaiN A0 momnepenHroro nakera (I n) — ne momne 30epirae MojeNb PO3MOALTY iHTEpPBAJIiB Yacy
MIX ITaKeTaMHu.

Jlst MakCHMaJIbHOT TOYHOCTI BUSIBJICHHS aHOMaJIbHHMX 3Hau€Hb KOXKHE IOJICe 30epirae BiIyIiK 4acy 3
TOYHICTIO JI0 MiJIICEKYH]I.

BaxxnBOrO 9acTHHOIO MOJET € iHTepBajH Yacy J0 MOMepeIHbOro nakeTa. TuMyacoBuil iHTEpBAN y
CBOIO YEPror0 MOXKHA PO3TIISIATH K YUCIIOBHI MapaMeTp i aHAII3yBATH 32 AlITOPUTMOM, SIKUI OMTUCAHU
BUIlIE, TOOTO, 3 ypaxyBaHHSM MaTeMaTHYHOTO OYIKYBaHHsI, IUCHepcii Ta iHTepBaly AOMYCTHMHX
3HAYCHB.

8 KareropiaabHi napamerpu
KareropianeHi mapamerpu He MOXXKHA MEPEBIPUTH CTATHCTUYHUMH YU WMOBIpHICHUMH METOAAMH,
TOMY JJISI HUX 3aCTOCOBYEThCS BepHuQiKallisg 3a mpaBuiIaMu: — Bepu(ikaiiifHe po3i3HaBaHHS aHOMAIiH.

Bepudikauiline posmizHaBaHHS KOXHOMY Iapamerpy kij CTaBUTHh Y BIATIOBIAHICTH TPaBUIIO RiJ , Iie
BEpXHiii iHAeKc — iHgeKkc Moneni (1 — Mepexa, 2 — xocT, 3 — mopT, 4 — cecist, 5 — MakeT), HIKHIN 1HJeKC
— iHnmekc mapaMetpa. [IpaBuio mepeBipsie HANEKHICTh MapaMeTpa Jliana3oHy JONYCTUMHUX 3HaueHb. Y
KOXHIH KITFOYOBIii MOJIEINI, KpiM MOJIeIi cecii, € Xo4ya O 0JIMH KaTeropiajabHU mapaMeTp — [1e CKIaI0BHMA
napameTp, 3 ypaxyBaHHIM IPaBHIIa SIKOTO BUOMPAETHCS BiJIIOBIIHA MOJENIb HHKHBOTO PIBHSL.

Y mopeni Mepexi € ABa KareropianbHi napamerpu. [lepmivii KareropialbHUI MapaMeTp OIMHUCYE

. 1 . .
JiamasoH azapec, o 3axuianTees. [Ipasuno Rl nepeBipse, IKOMY HOTOKY HAJIC)KUTh TAKET: BXiTHOMY,
BUXITHOMY, UM L€ TPaH3UTHHUM nakeT. Jpyruil mapamerp XapakTepH3ye OEPEeBO XOCTIB MEpEexi, IO

1 . . o . . o .
3aXHIIAETHCA. HpaBI/IHO R2 IIyKa€ BIANOBIIHUN HpO(i)lJIB X0CTa, 1 AKIII0 HE 3HaXOAUTh UOI'0, ITOB1JIOMIJISE

PO aHOMATIFO.

Mopnens xocTa Mae JiBa KareropiaibHi mapamerpu. Binnosinao no crienudikamii npotokomy TCP y
OJTHOMY XOCTi iCHY€ BEJIHMKa KiJIbKICTh Pi3HUX MOPTIB.

OueBuaHO, 10 HEAOUIBHO 30epiraTu npodini Bcix moptiB. ToMy Mozens moaiise mMOpTH Ha ABi
MHOXHHU:

- cepBepHi mopTH (TIOPTH, SIKi MOCTIHHO BIIKPUTI B CUCTEMI Ta BIIMOBIIAI0TH IPUKIIAJIHUM CEpBicam);

— KJIIEHTCHKI IOPTH (TTOPTH, IO AHHAMIYHO T€HEPYIOTHCS CUCTEMOIO).

Ha xoxHH# cepBepHUH MOPT y CHCTEMi 3aBOJUTHCS OKpeMuil mpodinb. st KIEHTCHKUX TOPTIB
MoJieli xocta (OPMYEThCsl 3aralibHU Tpodinb, 10 XapaKTepu3ye 3arajibHy MOBEIIHKY KIIIEHTCHKUX
noptie. [lepmmii mapamerp xapakTepu3ye Tepellik CepBepHUX MOPTIB. TakuM YWHOM, MpH oOpoOI

2 . L . .
CEPBEPHOrO 3’€HAHHA MPaBUJIO Rl LIyKa€ BiANOBIAHUN Npodisb MOpTy A CEpBEpHUX 3’ €IHAHB, 1
SKIIO HE 3HAXO/IUTh, TeHEPYE TOBIIOMIICHHSI PO aHOMaJTit0. JIpyruii mapaMeTp XapakTepu3ye 3araibHui
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podiTb TTOBEMIHKU TOPTiB Kii€HTIB. IIpaBmino R22 CTaBUThH Y BIAIOBIIHICTh KIIEHTCHKUM 3’ € THAHHIM
3arajbHUN TPOdiib KIIEHTCHKOTO MOPTY.

Mopuenb cecii, Ha BiIMiHY BiJl MOJIETICH MEPEXKi 1 X0CTa, € IMHAMIYHOIO, TOOTO, CECisl HE TPUCYTHS B
Mepexi mocriitHo. Tomy B Momeni mopty He 30epiraerbcs mpodiiab KOXHOI cecii, a 30epiraerbes
3arayibHUM Tpodisk cecii. Moerns mopTy BKIIOYAE JIBa KaTeropiaibHi mapameTpu. [lepimii napameTp —

U . o 3 .
1Ie CITUCOK CEeCili, BIAKPUTUX HA JAHOMY TOPTi HA JaHWii MOMeEHT 4acy. [IpaBuio Rl aHaJTI30BaHOTO
MaKeTy CTaBUTh Y BINOBIMHICTE podisb cecii. Jpyruii mapamerp — 1ie 3aradbHui mpodiiak cecii mboro

nopty. [IpaBuio R2 MEPETBOPIOE 3aBEPIIICHI cecii y 3araapHoMy mpodisi cecii.
Y Momensx cecii Ta MakeTy € KidbKa KaTeropiaJbHUX MapaMeTpiB, TOMY PO3TIITHEMO IIi MOJENi
JTOKJTa THIIIIE.

9 Mogneui cecii, makera

binpmricTe cyyacHHX MPOTOKOJIB MPHUKIATHOTO PiBHS MPAIIOIOTh 3 ypaxyBaHHIM mpoTokony TCP.
Tomy Touna mozenb TCP cecii oaHa i3 KIIOYOBHX KOMIIOHEHTIB Y OIUCI «HOPMAaJbHOTO MOBEIIHKH
Mepexi. Sk BiZJoMO, cecisi 0HO3HAYHO iAeHTU(IKYEThCS HACTYmHUM Habopom mapametpiB [3]: — IP
anpeca BifnpaBHuKa; — [P anpeca ogepkyBaya; — IOpT BiANIPaBHHUKA; — IIOPT OTpUMYyBaya.

Lleit HaOip mapameTpiB HaJlaMi i BAKOPUCTOBYETHCS SIK ieHTH]iKaTOp ceciit. s o0miky Mmozeni cecii
y CHCTEMI 10 MOJIeIi MopTy OYJI0 J0JaHO JIBa CKJIaI0BHX HapameTpu : criucok TCP cecii, aHanizoBaHUX
3 TIePIIOro MakeTa (TaKUM YHHOM, € MOXKITUBICTh aHAITi3y TIOCIIJOBHOCTI IMPANOPIB); CIIHCOK iHIIIX CECiH.

[Tpu moOynoBi Mojeni cecii BpaxoBYIOTBCS Taki mapameTpH: S1 — MOCHiIOBHICTh MPAnopiB; Sp — BIKHO
TCP cecii; S3 — HasgBHICTH OIIIiH; S4 — KITIEHT Y cepBep; S5 — KUIBKICTh MAKETIB Yy cecii; Se — JOBKUHA
MaKeTiB; S7— KUIBKICTh MepelaHuX JaHuX y 0iTax 3a cecito; Sg— CIBBIIHOIICHHS KUTBKOCTI MepelaHuX
0IT MK KJIIEHTOM Ta CepBepOM; Sg — IHTEpBAIM MiX aKETaMH.

[TapameTpu cecii Takox po30WTI Ha JBI Tpymu: KareropiaabHi Ta umciosi. p align="justify">
Kareropianeni nmapamerpu (S1, Sp, S3, S4) aHami3yloThcs 3a JONMOMOTrol0 HaOOpy BepUdiKaliifHUX
TIPaBHII, OTPUMAHMX EKCIIEPHUMEHTAIBHO JUIs KOXKHOTO napamerpa: R; (Si), i = 1...4. Yucnosi mapamerpu
(Ss, Se, S7, S8, Sg) aHAMI3yIOTHCS CTATUCTUYHUMH METOIAMH 3 BUKOPHUCTAHHAM MOJIelieH, chopMOBaHUX
i1 yac HaB4YaHHs Ta 30epexenux y npodimsax Py, i =5...9.

CTaTUCTUYHI METOJM aHANli3y YWCIOBUX IapamMeTpiB OyJIO OIMCAaHO BHINE, TOMY DPO3TISTHEMO
JOKJIa/IHIIIIE aHai3 KaTeropialbHUX MapameTpiB.

Bepudikauiiini npaBuia copMoBaHi €KCIIEPTHO BUXOIMUHM 3 aHAI3Y cnenudikauii mporoxory TCP.
PosrmsiHemo ix goxnagHie.

[IpaBuiio [ist aHamizy TOCIIZOBHOCTI Tpamnopis R, rpyHTyeThest Ha ToMy ¢akti, mo cecis TCP
3a3BHYail Ma€ 4iTKO BU3HAYCHY MOCIIIOBHICTh MPAIOpiB.

iz gac Bcranosienus cecii e SYN — SYN/ACK — ACK. Hancunanusa nanux ACK —-ACK/PUSH
— ...— ACK. 3aepmenns cecii FIN>ACK—FIN—-ACK. € i iHmi, ZomycTuMi CTaHAapTOM
MOCITIIOBHOCTI TParopis, ajine BOHU y HOPMaJbHIH pOOOTI Mepexi 3ycTpivaroThes yxe pinko. Tomy B
noOyoBaHiil Mozem i aHaii3y HapameTpa IparopiB cecii S; OyB peai3oBaHHI aBTOMAT, SKHi
nepeBipsie BiAMOBITHICTH PANOPiB MOTOYHOT'O MAaKeTa CTaHy MPAIopiB MOTOYHOT cecii.

4 -1 o j-2 ik
R'(S, 1S/ ,S' ..., (5.5)
ne, S1 — TOTOYHE 3HAYEHHS Mepuioro mapaMerpa cecii aius j-ro makera y I cecil, a
R4 S |S i1 S j-2 S j-k . . .
1 ( 1 | 1 191 =3O , — 3HAUEHHS IEPLIOrO NapaMeTpa Cecli A MONEPEIHIX MAaKEeTIB L€l

cecii.
R4 .. . . .y . .
IIpaBuwiio N, 3miiicHioe anani3 mapamerpa BikHa TCP-cecii. [Ipu HeBmamiit arari, cpsaMoBaHOi Ha

nepexorienHs: ay:xoi TCP-cecii, a Takoxx 3a AeSKHX IHIIMX BHUJIB aTak 3JOBMHUCHUKY HE BAAETHCA
NoTpanuTH y BikHO wi€l cecii. [Ipu HOpMmanbHi poOOTI OUIBIIOCTI MpOrpaM Lie 3yCTpivaeThesl BKpa
pinko. ToMy nakeTH, sIKi He IOTPAIUISIOTH ¥ BIKHO cecii, MU BBRKAEMO aHOMAJTbHUMH.
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R;(S,|S) ™", S)7%,..., S), (5.6)

ne, k€ (3...5).

[lpaBuno mpusHayene ajsl aHamizy mapamerpiB omnmiii TCP-cecii. Lle mpaBuno IpyHTyeTbcs Ha
3HaHHSX TPO Te, IO ONMii 3a3BUYall MpUCYTHI juiIe B 1-My abo 3-My makeri cecii.

ITapamerp — KimieHTChKa Iie cecisi abo cepBepHa — caM Mo co0i HE aHaJi3yeThCs, alle BiH
BUKOPHUCTOBYETHCS NpU Bepu(ikalifHOMY aHami3i iHIMX mapameTpiB Mozeni. Ko y momens mopty
notparuise naket 3 mpamnopoM SYN i igeHTudikaTop wiei cecii BiacyTHi y 000X CKIIaIOBUX MapameTrpa
MOPTY, TO TOA1 BOHA JOJAETHCA Y BIIOBIIHUH CIIICOK 1 CECis BBRXKAETHCS KIIEHTCHKOI0. 30KpeMa, Ie
mapaMeTp BHKOPHCTOBYETHCS IJISl aHAJI3y MapaMmerpa Si MOCIiAOBHOCTI MPAaropiB (A€ BPaXOBYETHCS Y
SKHI CTaH MOJKE MEPEUTH cepBep 1 B sIKe — JIMIIIE KITI€HT), 8 TAKOXK, P aHaJIi31 YUCIIOBOTO MapaMeTpa Sg
(cmiBBITHOIIECHHS KITBKOCTI TIEpPEIaHnX OIT MIXK KITIEHTOM 1 CEPBEPOM).

Bepudikamiifai mpaBuia MOJETI MMaKeTa MepEBIpIOTh KOPEKTHICTH OB 3arojIOBKiB IMakeTiB IP Ta
TCP. IlpaBuna GhopMyrOThCSI €KCIIEPTHO 3 YpaxyBaHHsM crenudikariiit. 30kpema, mepeBipsIOThCS Taki
napamMeTpH: TpaBuiIo R’ mepeBipse, mob IP anpeca mkepena He popiHIoBana IP anpeci oxepxyBaua;

npasuwio R; mepesipse, 106 MOPTH IKepena Ta ONepKyBada HE JOPIBHIOBATH HyIIO; MPABHIO R
npusHaueHe s BusBneHHs TCP MakeTiB 3 HENMPUIyCTHMUMH 3HAYECHHSMM TPAropiB; MpaBuio R;

nepeBipsie, o0 3ape3epBoBaHi Mosst OyJi 3all0BHEH1 HYJIbOBUMHU 3HAYEHHSMU; TIPABILIIO Rj mepeBipsie,

o0 ToBXHWHA TakeTa Oyma OinbiIoro abo qopiBHIoBana 40 Gaiitam.

10. BucHOBKH

Po3pobnena Mozenb CHCTEMH TO3BOJISIE BUSIBIISITH aTaKH Ha KIFOUOBI 00’€KTH, IIO MOJEIIOIOTHCS.
OtpumaHi mig yac BHIPOOYBaHb Pe3yJIbTATH MOKAa3aJId BUCOKY €(DEKTUBHICTH BUSBICHHS aHOMAJIiH
YHCJIOBUX MMapaMeTpiB Mojaedi. J1iist 301bIIeHHS] TOYHOCTI Ha laJli TUIAHY€EThCS TIEPESUTHU IO MOJICITIOBaHHS
MOHATTS «cepBicy» Ta MoxaemtoBanHs npotokoniB HTTP, SMTP, POP3. Monens cecii Takox T03BOJISIE
BUSIBIIATH ICHYIOUi Ta HOBiI araku Ha piBHI cecii TCP, a Takox nmeski BUAM arak Ha BiMOBY B
o0ciyroByBanHi. Moienb OTOKIB MEpEKeBOTo TpadiKy T03BOJsIE HAM BUSIBISATH TakKi BUAM aTak, SK:
Pi3HI BHIIM CKaHyBaHHS CHCTEMH, YCTAaHOBKY TPOSHCHKHX TporpaMm (00 3pocTe KiJbKiCTh OalT y
BUXigHOMY noToli), ycraHoBKy ICMP memna (60 3pocte kinbkicte ICMP nakeriB). Mogens yacoBux
IHTEepBaJIiB JJO3BOJISIE BUSIBIISITH JICSKI BUJM CKAHYyBaHHS CHCTEMH, aTaKK Ha BiIMOBY B OOCITYyrOByBaHH1
Ta BCTAHOBJICHHST Web-IIesuy.

CraTTss TpHUCBSYEHA OIMCY MOAE BHSBJICHHS MEPEXKEBUX BTOPrHEHb y Tpadiky Mepex,
noOyoBaHUX 3 ypaxyBaHHsAM creka npotokoiiiB TCP/IP. AHanizyloThCsi OCHOBHI 00'€KTH JIOKAJIbHOT
o0uncTIoBaIbHOT Mepexi. OMUCYIOThCS OCHOBHI KOHTPOJIBOBaHI MapaMeTpy KOXKHOTO THITY O0'€KTiB.
P03po0nstoThCs METOAM TONIYKY aHOMANii, IO IPYHTYIOThCS SK HA aHANi3i 3a MpaBWJIaMHM, TaK i Ha
aHaJi31 3 BAKOPUCTAHHSAM IMOBIPHICHUX MOJIEIEH.
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Using anomaly detection method to detect network attacks

The article is focused on the description of a model for detecting network intrusions in the network traffic based on the TCP/IP
protocol stack. The main objects of a local area network have been analyzed. The main controlled parameters of each type of
object have been described. The methods of anomaly detection based on both rule-based and probabilistic model analysis have
been developed.

Relevance. Due to the intensive growth of information technologies and their implementation in various sectors of the municipal
economy, the issue of information security becomes very relevant.

Research methods. In solving the tasks, the methods of control theory; methods of building security systems; graph theory;
probability theory and mathematical statistics; methods of time series analysis; methods of predictive analytics and big data
processing; methods of building high-load secure programs have been used. The main research methods used are probabilistic
and verification modeling.

The results. Probabilistic and verification modeling of network attacks has confirmed the effectiveness of the proposed
approach. The results of synthesis using CAD showed that the additional hardware costs do not exceed 20% compared to the
standard description model.

Conclusions. The developed system model allows detection of attacks on key simulated objects. The results obtained during the
tests showed a high efficiency of detecting anomalies in the numerical parameters of the model. In order to increase accuracy, it
is planned to move on to the modeling of the concept of "service" and the modeling of HTTP, SMTP, and POP3 protocols. The
session model also allows detecting existing and new TCP session-level attacks, as well as some types of denial-of-service
attacks. The model of network traffic flows allows us to detect such types of attacks as: various types of system scanning,
installation of Trojan programs (because the number of bytes in the output stream will increase), installation of ICMP shell
(because the number of ICMP packets will increase). The time interval model allows detecting some types of system scanning,
denial-of-service attacks, and web shell installation.

Keywords: anomaly detection, network attacks, finite state machines, verification, modeling, distributed information networks,
probabilistic modeling, verification modeling.
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Shadow zones of an artificial neuron

The extremely widespread use of artificial neural networks in the diverse areas of application makes the study of their
fundamental properties highly relevant. Such studies can be used to improve the properties of neural networks.

The key goal of the work: to determine the general properties of artificial neurons and detect the presence of zones where the
field of output signals has a complex fractal structure in the space of all input signals.

Research methods: to explore the space of all input signals, a software that allows modelling the neuron's response to all possible
input signals with a certain length in the given alphabet has been developed. With the help of the developed application the space
of all input signals can be modulated and the field of output signals in this space is graphically determined. By using the capability
of the software to change the scale of the input signal space, zones with a self-similar, fractal structure have been found.
Results: it has been established that when considering the overall arrangement of the neuron’s input signal space, specific areas —
shadow zones — are present, which exhibit a complex fractal structure of output signal field. The impact of modifying theneuron’s
weights and threshold on the presence and location of such zones has been established. The changes that follow an increase in
the length of the input signals have been described. The fractal dimension of the structures within shadow zones has been
determined.

Conclusions: the obtained general properties of neurons should significantly impact the properties of neural networks in the
form of shadow zones in which the "response” of the network is extremely sensitive even to minute alterations in input signals.
The presence of such zones is an extremely important factor that needs to be considered while developing neural networks.

Keywords: artificial neuron, weights, fractals, fractal dimension, activation function, space of input signals, field of output
signals.
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1. Introduction

Nowadays, neural networks have garnered significant attention as one of the promising domains in
the advancement of artificial intelligence which has been introduced in the scientific study as a very
simplified mathematical model of a natural neuron. It represented a nonlinear function, which is an
activation function from a linear combination of input signals. In the research by Warren McCulloch and
Walter Pitts [1], the Heaviside function played the role of the activation function, and such neurons could
execute logical operations, and when organized into a neural network, they demonstrated the capability
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to conduct numerical calculations. It was planned to construct neural networks based on electronic
circuits, where neurons would function using binary signals. That corresponded to a certain degree with
natural neurons, which could be in an excited or non-excited state. The practical implementation of such
neural network was achieved by Frank Rosenblatt in the form of a perceptron [2, 3]. Rosenblatt
anticipated substantial success in the advancement of artificial intelligence through neural networks.

The development of neural networks demanded the creation of more versatile neurons capable of
processing numerical signals. Such neurons were proposed by Withrow and Hoff [4]. They suggested
using a logistic dependence, or a sigmoid function, as an activation function. An important stage in the
development of neural networks was the inception of the idea of learning neural networks, which in the
form of the first learning algorithm appeared in the work of Hebb [5].

However, the M. Minsky and S. Papert [6] demonstrated the limitations of single-layer perceptrons
and notably reduced attention to neural networks. The interest revived after the publication of Hopfield's
works [7, 8, 9], and after the discovery and advancement of the backpropagation [10] the rapid
development of learning neural networks began.

Now, the study of neural networks is becoming even more important, as we are facing an ever-
increasing amount of data and data-based tasks that require complex analytical and decision-making
solutions. Neural networks are used in many areas, including medicine, finance, automation, image
recognition, natural language, and many others [11, 12, 13]. They have become a fundamental tool for
achieving and enhancing solutions that were previously performed exclusively by humans [14].

This work researches the output field of a neuron for all possible input words of a certain length. It is
demonstrated that within the input word space, there are zones — shadow zones — where the output field
exhibits a fractal structure. The range of scales at which a self-similar fractal structure is observed is
determined by the length of the input words n, encompassing a vast scale range 1 + 27", The fractal
dimension of such structures is determined. An area where shadow zones emerge within neuron weight
values is pinpointed. The changes that might occur as the number of input channels of the neuron
increases are discussed.

2. Formulation of the problem
Let us consider how a typical neuron responds to various input words within a certain alphabet. For
the sake of simplicity, we will use a binary alphabet A=[0,1]. Using this alphabet, we will construct input

words and generate the neuron's response or output words. The main goal of research is to determine the
structure of the neuron's responses to all input words.
To answer this question, let us discuss the set of all questions and our conceptualization of them.

Certainly, all questions consist of words from the alphabet A, and this set is denoted as A". According
to Cantor's theorem, the cardinality of the set A™ is the continuum. To distinguish finite subsets, we also
consider sets of words of finite length n, and for such subsets, we use the notation Ah . Therefore, any

word x e A" has a length | X|=n. The number of elements in A’ isequal to 2" . As aresult, all questions
can be arranged in lexicographic order, thereby forming a completely ordered set. It is easy to see that

each of these words corresponds to a particular interval of length — within the unit interval (see Fig. 2.1).
n

Within limit n — oo each infinite word corresponds to a point in the unit interval. Thus, it can be deduced
that each input word encodes a number less than one in the binary numeral system. For example, the
number 0.011000111101 corresponds to the input word 011000111101. It is evident that the intervals

1 . . e - . .
of length — correspond to numbers that have the same first n signs and differ in subsequent signs. This
n

implies that such an interval comprises truncated numbers up to the decimal point. By agreement, if the
number contains fewer signs, zeroes are appended to the record to match the agreed-upon length. Such
coding method allows the complete set of questions presented as an input of a neuron to be displayed
graphically.
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Fig. 2.1. An example of dividing a unit segment into 2° subintervals of length 1/ 2° is shown to determine a
mutually unique correspondence with all words of length 3 in the alphabet A =[0,1] . Words of any length can
be arranged in the same way.

For simplicity’s sake, we will consider a neuron with two input channels (see Fig. 2.2). Then each pair
of input words that are sent to the input of the neuron corresponds to the cells of the unit square with

1
coordinates (X, Y). If the length of the input word is n, then the associated cell’s side length is —. In
n

fact, this square divided into cells, represents the space of all input words with a length of n . That enables
the visualization of the neuron's response to every possible input word. To do this, let us assign a color to
each cell based on the output value corresponding to the input words. To generate source words, the
sequences in the binary alphabet are sent to the input channels. At the output, we will receive a sequence
of the same length. There are two ways to achieve that. The first is to use the McCulloch-Pitts neuron [1],
[16] with an activation function that corresponds to the Heaviside @-function. The second is to use a
standard neuron with a sigmoidal activation function, but set the rule that a value exceeding 1/2
corresponds to the reaction 1, and if it is less than 1/ 2, then it corresponds to the reaction 0. In both
cases, the neuron’s output will consist of a sequence of binary symbols with the same length as the input
words.

Thus, each pair of input words relates to a cell of the size |_| which is divided by the unit square

X
(see Fig. 2.2). From a number coding perspective, such a cell corresponds to all real numbers that have
the same first | X | decimal places and differ in subsequent signs. In order to determine the neuron's field

of reactions to all possible input words, it is enough to color each cell according to the initial sequence.
Thus, a particular palette should be used. In our research, we have used the simplest palette. So, if the
initial sequence is encoded with a number less than 1/2, then the response corresponds to yellow,
otherwise, it corresponds to blue. Next, we have used a program that executes such an algorithm
automatically. By providing all possible words to the input of the neuron, it determines the output word
and sets the color of the corresponding cell within the unit square. After processing all input words, it
depicts a single painted square, i.e. the output field. A more detailed description of the program is
provided in Appendix A. In short, its functionality corresponds to sending all possible pairs of input words
to the neuron’s input, obtaining the output sequence and coloring the corresponding cell in a certain color
based on the resulting output word. As a result, we get the response field of the neuron.

[
I
|
|
O

Y X X

Fig 2.2. An artificial neuron with two input channels is symbolically shown on the left side. X and Y inputs
are binary sequences of the same length, Z output is a binary sequence of the same length. On the right side, the
positioning of the two input sequences X and Y on the unit square is shown.
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3. Modeling results

Using the developed program (see Appendix A), the response field of an artificial neuron with a
sigmoid activation function and a McCulloch-Pitts neuron with an activation function that corresponds
to the Heaviside function at certain weight values can be examined. The input words had a length of 8.
The resulting response field is shown in Fig. 3.1. It is easy to see the extraordinary structure of this field
for both neurons. The input word space is divided into three characteristic zones, each demonstrating a
unique structure of output words. The blue zone has no structures and occupies 3/4 of the unit square’s
area. The triangular yellow zone, lacking distintive structures, encompasses 1/8 of the unit square’s areas.
The final zone that occupies 1/8 of the area is structured and corresponds to the fractal structure of the
response field. This class of objects is extremely common in nature and has been the subject of exensive
study since the work of Mandelbrot [17]. Further, the zones in the space of input words in which the
output words form fractal structures are referred to as “shadow zones”. The fractal structure observed in
these zones is well known as the Sierpinski carpet [17, 18]. Fractal, self-similar objects are characterized
by a non-integer dimension, commonly known as fractal dimension. For example, the fractal dimension

In3
of the structure in Fig. 3.1is D, = 2 ~1.59.

Fig 3.1. The field of responses to all possible questions with a length of 8. On the left, the field of responses of a
McCulloch-Pitts neuron is depicted (@, =1, @, =1,0 = —0.5), and a regular neuron with a sigmoid

activation function (@, =1, @, =1,0 = —0.2) is presented on the right.

Thus, the response of a regular neuron to all possible input words has shadow zones with fractal
structures, and that has extremely interesting consequences. Indeed, if the questions are located in the
non-fractal zones, the neuron’s response remains unchanged with small alterations in the input words.
Conversely, in the shadow zones, even a minor modification to the last character of the input word can
result in a drastic change of the neuron’s response. For instance, assuming that blue indicates “Yes”, and
yellow indicates “No”, a modification in the last character of the input word may change the response
from “Yes” to “No”. In other words, such sensitivity can be considered as the manifestation of chaos in
the neuron’s responses. This is a distinct form of chaos that does not stem from random influences on the
neuron, but is its internal property and refers to deterministic chaos [19, 20].
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Fig. 3.2. All typical response fields of the neuron observed during simulation at different values of the neuron's
weights are shown, excluding trivial cases of one color only.

Let us consider how typical the appearance of shadow zones with fractal structures is. To achieve
thats, we have determined the neuron weights associated with the presence or absence of shadow zones.
The result of such check can be depicted graphically. Fig. 3.2 shows all possible response fields of the
neuron (excluding the trivial case where the entire space of input words is yellow),denoted as a), b), c),
and d) corresponding to different weight values obtained from the simulation. The first three response
fields do not have shadow zones and, consequently, fractal structures, while the fourth field demonstrates
a typical example with a shadow zone. It is important to note that case b) depends on the length of the
input words. Namely, the small squares positioned near the corners of the big blue square have the size

1 . . . .
F .That is, as the length of the input words increases, the squares decrease in size and become less

noticeable. No other structures have been observed in the simulation. Analyzing the square in the
coorqdinate axes (@,,®,), we have determined the weights that result in the structures of the response
field depicted in Fig. 3.2. The results of this analysis are shown in Fig. 3.3. The range of weights from 0
to 1 shows the weights at which fractal structures are observed. This zone is highlighted in green in Fig.

3.3. Thus, in the case of a threshold o = 0.2, it covers 0.69 of the plane of the considered weight change.
The non-fractal structures encompass 0.31 of the square area.

Fig. 3.3. The regions of the neuron's weights @, @, in which response fields have been observed. The green area

represents the neuron weight values where the shadow zones appear. The purple area corresponds to the field of
answers - @), orange - b), light brown - ¢), and red - all yellow answers.

On the left side, it shows the range of neuron weights when the threshold is set to & =0.2. On the
right side, it illustrates the range of neuron weights with a threashold o =0.5. The influence of the
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threshold on the sizes of the corresponding squares is noticeable. There is practically no difference in
choosing the sigmoid or Heaviside activation function.

It can be seen, that when the weights change within the [0,1] interval, shadow zones occur twice as

frequently. Altering the threshold results in changing of all zone planes. Therefore, increasing the
threshold makes the size of the green zone decrease. The case when the threashold is setto o =0.5 is
shown in Fig. 3.3 on the right side. Decreasing the threshold, conversely, expands the area of the green
zone as shown in Fig. 3.3 on the left side. The symmetrical structure of the square divisions remains
intact, only a shift along the diagonal of the square is observed. This allows predicting the changes
occuring with alterations in the threshold. Data approximation reveals a linear relationship between the
area of the green zone in the unit square of the weights and the threshold value. It can be concluded that
the existence of shadow zones with a fractal structure of the response field in the input word space is a
common characteristic of neurons.

4. Conclusion
Thus, it has been proven that the presence of shadow zones within the input word space, displaying
output words with a fractal structure, is an internal characteristic of artificial neurons. The fractal

. . . . In3 ) i
dimension of the resulting fractal structures is equal to D, = 2 ~1.59 . The region of weights where

shadow areas are observed in the neuron's response field is determined. The area of the weight range
where shadow zones are observed depends on the threshold of the neuron. As the length of the input
words increases, the fractal structure persists and extends to extremely small scales ranging from 1 to

27" . This generates zones of extreme sensitivity of the neuron's responses to even the slightest alterations
in input words. In those zones, a reversal of the answer can happen even when the last character in the
input word is changed.

It is evident that increasing the number of input channels of an artificial neuron does not influence the
existence of shadow zones in the input word space, but visualizing these zones becomes more challenging
due to the expanded dimensionality of the space of all possible input questions or words, which aligns
with the number of input channels of the neuron. Consequently, visualizing shadow zones and their
corresponding fractal structures becomes impossible for four or more input channels. With three input
channels, this problem can still be solved. Certainly, when maintaining the weight of the third input
channel and the input word constant, we can observe the aforementioned fractal structures on the response
field to input words that are transmitted through two channels. Geometrically, that image corresponds to
a certain intersection of a unit cube divided into corresponding colored cubes of smaller sizes, namely

27" . With a larger number of input channels, it is possible to detect such fractal structures without the
visualization, by using special mathematical algorithms. Such algorithms are used in the study of strange
attractors in dissipative nonlinear dynamical systems in high-dimensional spaces.

Appendix A

In our study of artificial neurons we have been using a custom-built web application designed to model
and visualize the behavior of two different neuron models: SigmoidNeuron and ThresholdNeuron
(McCulloch-Pitts neuron). This web application has been developed using the React library for building
user interfaces and TypeScript for enhanced code quality.

The interface (see Fig. 5.1) provides separate settings fields for each neuron model. It allows adjusting
such parameters as signal weights (w1, w2) and bias (threshold). Additionally, users have the opportunity
to set the length of the question, thereby affecting the number of combinations of inputs for the neurons.
For instance, a question of length 2 generates (2 * 2)? = 16 combinations of x1 and x2.
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Question lengthk

GENERATE

Fig. 5.1. The application interface.

Upon clicking the "Generate" button, the application generates a table representing all possible
combinations of inputs. The square visualization component represents the table, plotting x1 values
horizontally from left to right and x2 values vertically from bottom to top (see Fig. 5.2). Each cell in the
table corresponds to a specific combination of x1 and x2 inputs. The application sends these inputs to the
neurons, resulting in a sequence of zeros and ones as the output. If the output sequence exceeds the
average value of the table, the cell is colored blue, representing a positive response ("yes"). Otherwise,
the cell is colored yellow, indicating a negative response ("'no").

Fig. 5.2. Example of values arranging in the table for question of length 2.

Application has the following workflow:

1.

2.
3.
4

oo

User configures neuron model settings.

User sets the question length.

User clicks "Generate" to create a table of binary combinations.

The application processes each cell, sending inputs to the neurons and determining the output
sequence.

Cell coloring reflects the decision outcome: blue for "yes," yellow for "no."

The final output is a square grid of cells, where each cell corresponds to a specific question and
its color indicates the neuron's response.
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This web application serves as a powerful tool for providing a visual understanding of the decision-
making processes of artificial neurons, offering valuable insights into their behavior based on different
configurations and input patterns.
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30HHM TiHi IITYYHOr0 HeHpPOHa

Hogikos Aprem acnipanm kagheopu wmyuHo2o inmeneKmy ma npozpammozo 3abe3neveHHs
OustexcanapoBuy Xapriscokuil HayioHanoHuil yHisepcumem imeni B.H. Kapasina; matioan
Cs0600u, 6, m. Xapxkis, Ykpaina, 61022

CmupnoB Bagum cmydenm mazicmpamypu Kagheopu wmy4Ho20 inmeiexmy ma
MakcumMoBHY npocpammo2o 3abe3neqeHHs
Xapxiscokuii HayionaneHuil yHisepcumem imeni B.H. Kapasina;, maiioan
Cs0600u, 6, m. Xapxkis, Ykpaina, 61022

SnoBcbkuii BojogumMup  0okmop Qizuxo-mamemamuyHux HayK, npoghecop wmy4yHo2o iHmeieKmy
BoJsiogumMupoBu4 ma npoepamuo2o 3abe3nedenHs
Inemumym monoxpucmanis, Hayionanona Axademis Hayx Ykpain; np.
Hayxu 60, m. Xapxie, Ykpaina, 61001

HanzeuuaiiHa moOmMpeHiCTh BUKOPUCTAHHS IITYYHUX HEHPOHHHX MEpeX Y CaMHUX PI3HOMAHITHHX HalpsMKax 3aCTOCYBaHb
poOUTH IOCHIDKEHHS 1X (YHIAMEHTAJIbHUX BIACTHBOCTEH HAI3BHMYallHO aKTyalbHMM. TakW BIIACTUBOCTI MOXYTh OyTH
BUKOPHCTaHI JUIs HOKPALICHHS BIACTUBOCTEH HEHPOHHUX MEPEK.

Mera po6oTH moisirac B BU3HAUCHHI 3aTalbHUX BIACTUBOCTCH INTYYHHX HEHPOHIB Ta BUSBIICHI HAsBHOCTI Y MPOCTOPI BCIiX
BXITHUX CUTHAJIIB 30H, JI¢ TI0JI€ BUXiJHUX CUTHAJIIB Ma€ CKIaIHy paKkTaIbHy CTPYKTYPY.

MeTtonu q0C/TilzKeHHsI: s TOCTIHKEHHS POCTOPY BCIiX BXITHHUX CUTHANIB 0yJl0 po3poOiaeHo mporpaMHe 3a0e3NeueHHs, SKe
JI03BOJIMIJIO MOJIGNTIOBATH PEaKIilo HeHpoHa Ha BCI MOXKJIMBI BXi/JHI CUTHAJIM IIEBHOI JOBXKHMHY Yy JIEIKOMY BXigHOMY andasiti. 3a
JIOIIOMOTO10 IIHOT0 3a0e3neyeHHs 0yiI0 3 MOyJILOBAHO IPOCTIp BCIX BXIAHUX CUTHANTIB Ta TpadiuHO BU3HAYEHO I10JIe BUXITHUAX
CUTHAIIB Yy HaJ LHUM IPOCTOPOM. BHKOPHCTOBYIOUHM MOJIMBICTH IHPOrpaMHOTO 3abe3ledeHHs 3MIHIOBaTH Maciitab
CIIOCTEPEKCHHS MPOCTOPY BXiTHUX CUTHAIIB OYJI0 3[IHCHEHO MOIIYK 30H 3 CAMOIIOIIOHOI0, (PPAKTAIBEHOK CTPYKTYPOIO.
PesyabTaT: Y po0OOTi BU3HAUCHO, III0 Y BUIIAKY 3araJIbHOTO MOJI0KEHH Y TPOCTOPI BCIX BXIAHUX CUTHAIB HEHPOHY iCHYIOTh
30HU - 30HU TiHi, B AKX II0JIC BUX1IHIX CUTHAJIIB Ma€ CKIAAHY (PpaKkTaIbHy CTPYKTYpy. BH3HAaU€HO BIUIMB 3MiHH Bar Ta MOpory
HEHpOHY Ha ICHYBaHHS Ta PO3TAIlyBaHHSA TAKHX 30H. BUSABIIEHO 3MiHU sIKi CHOCTEPIraroThes 31 30UTBIIEHHSIM JOBXUHH BXiTHUX
curHaiiB. BctaHOBIIEHO QpakTaabHy PO3MIPHICT CTPYKTYP B 30HAX TiHi.

BucHOBKH: OTpHMaHi 3araJibHi BIACTUBOCTI HEHPOHIB TOBUHHI CYTTEBO BIUIMBATH Ha BIACTHBOCTI HEHPOHHUX MEPEX Y BUIIISAL
HAsIBHOCTI 30H TiHi B AKUX "BiJIMOBI/IB" MEpPEXi € HAA3BUYAWHO YYTIMBOIO HABIThH IO MAMX 3MiH BXIJIHUX CHTHaNIB. HasBHICT
TaKWX 30H € HaJA3BHYAIIHO BOXKIMBUM (DAKTOPOM SKHUil MOTPIOHO BpaxoByBaTH IPHU CTBOPEHHI HEPOHHUX MEPEK.

Knwwuoei cnosa: wmyunuil Hellpow, eaeu, paxmanu, gpaxmanvHa posmipHicms, QYHKYis axmuéayii, npocmip @XiOHmx
CUCHAIB, NOJIe GUXIOHUX CUSHALIB.

Hagiiwna y nepuuin pegakuii 23.10.2023, B octaHHii — 28.11.2023.
The first version has been received on 23.10.2023, the final version — on 28.11.2023.
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AKTYaJbHI IP0o01eMH MOOYA0BH KOMII'FOTEPHUX MEpPex

AKTyaJbHICTh: Y 3B'I3Ky 31 3pOCTal0OYMM BHKOPHCTaHHSM KOMI'IOTEpiB Ta IHTepHeTy B CydyacHOMY CBiTi, moOymoBa
KOMIT'FOTEpHUX MEPEX € BOXKIMBUM 3aBIaHHAM. OJHAK, iICHYIOTh Pi3HI MpoOJeMu, sKi MOTPiOHO BHPIIIyBaTH Ui HOOYIOBH
e(eKTUBHUX Ta OE3MEUYHNX MEPEK.

Mera: JlaHa cTaTTs MPUCBSYEHA OMIAAY aKTyaJbHUX IMpoOIeM o0y 0B KOMI'IOTEPHUX MEPEXK Ta METOIB 1X pO3B'SI3aHHSA.

Meroau nocmipkeHHs: [ HammicaHHSL JaHOI cTaTTi OyJ0 MPOBEIEHO aHaNi3 JITEpaTypHUX [DKEpell Ta PO3IIITHYTO JOCBIX
MPaKTHYHOI poOOTH 3 MOOYAOBH KOMITFOTEPHUX MEPEK.

Pesynpratu: ¥V pesynbrati aHaizy Oyso BUSBICHO, 10 OCHOBHUMH IpoOJiieMaMy II0OYIOBH KOMII'TOTEPHUX MEpex € Oe3meka,
MacITaboBaHiCTh, BiIMOBOCTIMKICTh, €(EKTUBHICTh Ta BIiAMOBITHICTH J0 BHUMOT KOpUCTyBauiB. s ix poss's3anHs OyIio
PO3TIIIHYTO Pi3HI TEXHOJIOTI] Ta IHCTPYMEHTH [T HOOYIOBH Ta aAMIHICTPYBaHHS MEPEK.

Bucnoku: [To6ynoBa KOMI'IOTEpPHHX MEPEX € BaKIMBOIO 337a4€l0 y CyJacHOMY CBITI, iCHY€ KiJIbKa Mmpo0OieM, siKi MoTpiOHO
BUpIITyBaTy JuIs 3a0e3nedeHHs e(peKTUBHOT Ta Oe3nedHoi podot Mepeski. [t IX po3B's3aHHS BUKOPUCTOBYIOTHCS Pi3HOMAHITHI
METO/IH, SIKi JOTIOMAraroTh MOKPALIUTH SKICTh Ta HAOIHHICTH poOOTH Mepex. B 1iif cTaTTi Oyau po3risiHYTI OKpeMi MpodiIeMu
MOOYZOBH KOMIT IOTEPHHUX MEPEX, a TAKOXK MPUKIA] PIILICHHS OHI€] 3 HUX, a CaMe aHaJli3 HaBaHTAXKEHOCT1 MEpexi

Knwwuoei cnosa: xomn'romepmui mepedici, 6esnexa, macumado8anicmo, GiOMOBOCMILIKICIb, edeKmUGHICMb, 3axXucnm,
wugppysanns, 6panomayepu, NPOMOKOIU, Al20PUMMU, 0YOIIOBAHHA. .

Ax nuryBatu: Ilerpymenko J[.O., bukosa T.B. AxTyanbHi npobiemMu moOyI0BH KOMITTOTEPHHX
Mepex. Bicnux — Xapxiecbkoeo — mayioHanbHoeo — yHigepcumemy  imeni B.H. Kapa3sina, cepis
Mamemamuune mooenroganus. Ingopmayitini mexnonoeii. Aemomamuzosaui cucmemu YHPAGIiHHA.
2023. Bum. 60. C.36-45. https://doi.org/10.26565/2304-6201-2023-60-04

How to quote: Petrushenko D., Bykova T., “Actual problems of building computer networks”, Bulletin
of V.N. Karazin Kharkiv National University, series Mathematical modelling. Information technology.
Automated control systems, vol. 60, pp.36-45, 2023. https://doi.org/10.26565/2304-6201-2023-60-04
[In Ukrainian].

1 AkTyanbHicTh

AKTyalTbHICTh TAaHOT CTATTI ITOJISITAE B TOMY, III0 3pOCTal04Ye BUKOPHCTAHHS KOMITTOTEpiB Ta [HTepHETY
B CY4YacCHOMY CBITI NpPHU3BOJUTH 10 30UIBIICHHS 3HAYCHHS NOOYI0BM €(EKTUBHHUX Ta O€3MEUHUX
KOMITIOTEpHUX Mepex. OHaK, HAa CHOTOIHIIIHIN 1eHb iCHYE psia mpobieM, MOB'I3aHUX 3 HO0YZOBOIO
MEpex, Takux sk Oe3reka, MacmTaboBaHICTh, BiIMOBOCTIHKICTh, €()eKTUBHICTh Ta BiAMOBITHICTH JO
BUMOT KOPHUCTYBadiB. PO3yMiHHS X MPOOIIeM Ta METOIB iX pO3B'A3aHHS MOXKE JIOTIOMOI'TH B PO3pO0IIi
Ta 1moOy/10Bi OUIBII HANIHHUX Ta €(PEKTUBHIX KOMI'IOTEPHUX MEPEXK, IO € BAKIMBAM 3aBJIAHHIM IS
OaraTboX KOMIIaHi# Ta opraHizamiil y Bcix cepax AisuTbHOCTI.

JlonaTkoBO, PO3BUTOK TEXHOJOTIH Ta 301IbIICHHS KITBKOCTI MiJKIIOUYEHHX JI0 MEPEX IMPHUCTPOIB
3YMOBJIIOE TIOSIBY HOBHX BHKIIMKIB Ta mpobneM. Hampukinan, 30iMbIICHHS KiTBKOCTI IMiJKITFOUYEHHX
NPUCTPOIB A0 MEpeXi BUMarae BiJl MOOYZOBAaHUX MEPEX MacIITabOBaHOCTI Ta €EKTUBHOCTI, a TAKOX
JOJATKOBUX 3aco0iB JUIs 3aXMCTy MepeXi BiA 3JOBMHUCHHKIB Ta IIKiJUIMBOTO NPOIPaMHOTO
3a0e3MeueHHsI.

© MNetpywwenko [.0., bukosa T.B., 2023
This is an open access article distributed under the terms of the Creative Commons Attribution License 4.0.
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Kpim toro, icHye pobiiema CTIHKOCTI Mepeski IO BIAMOB, sSIKa BaKJIMBOIO JUTSI BUCOKO HABAHTAXKEHUX
Mepex, TakuxX SK Mepexi MNpoBaiifepiB iHTepHeT-mociyr. HempaBwibHa moOymoBa Mepexki MOXKe
MPU3BECTH A0 HEAOCTYHMHOCTI AaHWUX Ta MOCIYT, MO0 MOXKE MPU3BECTH 0 CEPHO3HMX HACHIAKIB IS
KOPHCTYyBadiB.

OTxe, 3BaXXar04M Ha 3pOCTAI0Yy BaXKIMBICTh KOMITIOTEPHHUX MEPEX y Cy4aCHOMY CBITi, pO3YMIHHS
aKTyalbHUX TpoOJNeM Ta METOAIB iX pO3B'I3aHHS Ma€ BEJIMKE 3HAYCHHS Ui PO3POOHUKIB Ta
KOpHCTYBadiB MepeX. BiAmoBigHICTE Mepeki 10 BUMOT KOPHCTYBadiB, €(EKTHBHICTH Ta Oe3reka €
KITFOYOBMMH YHHHUKAMHU, SIKi CITiJ] BpaXOBYBATH IIPH MOOYA0BI KOMI'TOTEPHUX MEPEXK.

2 Meta

MeTor0 AOCHTIKEHHS € aHaji3 aKTyaJlbHHX MpoOiieM MoOyT0BH KOMI'IOTEPHUX MEpEK, BUBUCHHS
METO/IB Ta TEXHOJOTIH, 10 BUKOPUCTOBYIOTHCS IJIsl PO3B'A3aHHS LUX MPOOJIEM, a TAaKOK BU3HAUCHHS
BKIIUBOCTI eeKTHBHOI MOOYIOBH Mepexi Ta il CTIMKOCTI A0 BiAMOB. KpiM Toro, MeToro € po3risia
OCHOBHUX YHMHHUKIB, IKi BIUIMBAIOTh Ha €QEKTHUBHICTh Ta O€3MEeKy KOMITIOTEPHHX MEPEX, TaKUX K
MacITabOBaHICTh, MAapIUIPyTH3alis, 3aXHWCT BiJ 3JOBMHCHUKIB Ta IHIINX 3arpo3. PesympraTth
JOCHIDKEHHS MOXYTh OyTH KOPHCHI JUIs1 pO3pOOHHKIB MEPEIK, aAMiHICTPATOPIiB MEPEK Ta KOPUCTYBAUIB,
AKi 02XKar0Th 3pO3yMITH, SIK TOOYTyBaTh e()eKTUBHY Ta O€3MeUHy KOMII'IOTEPHY MEPEXKY.

3 MeTtoau aocaizKeHHsI
s JOCSITHEHHST METH IOCHIDKEHHS Oy Th BUKOPHUCTOBYBATHCS HACTYITHI METOJIU TOCTIIKCHHSI:
AHaJi3 HayKOBOI JTiTepaTypH Ta JOKYMEHTAIII, II[0 CTOCYEThCS MTOOYA0OBH KOMITFOTEPHUX MEPEXK.
Ornsiz iCHYIOUMX TEXHOJIOTIH Ta IHCTPYMEHTIB AJIsl TOOYTOBH Ta aAMiHICTPyBaHHS MEPEXK.
BuBueHHS TexXHOJIOTIH Ta METOIB MacITa0yBaHHS MEPEK.
AHai3 MeTo/IiB MapIIpyTU3allii, BU3HAYEHHS HAWOLIBIT ONTHMATFHUX IIISAXIB ITEepeavi JaHHX.
BuBdeHHSs IPUHIUITIB 3aXUCTy MEPEXK Bifl 3IIOBMUCHHKIB Ta iHIIINX 3arpo3.
Po3risin npakTHYHHUX MPHUKIIAAiB MOOYAOBU MEPEX Ta X e(peKTUBHOCTI.

BukopucTaHHS IUX METOJIB JOCTIIKEHHS JO3BOJIUTh OTPUMATH TTIMOOKUI PO3yMiHHS aKTyalbHUX
mpo0IIeM O0YI0BH KOMITTOTEPHUX MEPEK Ta 3HAWTH ONTUMAITbHI IIJISTXH X BHPIIICHHS.

gk wdE

4 Anani3 iCHyl0UMX MeTO/iB MO0y 10BH KOMII’IOTEPHUX MEPEK.

Komu cnpaBa moxoauTh 10 MOOYAOBH KOMIT FOTEPHHUX MEPEXK, ICHYE KillbKa iICHYFOUMX METOIB, SKi
3a3BHYail BUKOPUCTOBYIOTHCS. OTHUM 13 HAWOUIBII TPaAULIHHIX METO/IIB € BUKOPUCTAHHS 1€papXi4HOL
apXiTEKTypu Mepexi, sika 0a3yeThCs Ha CTAJOHHIM MOJENI, 10 HA3UBAETHCS MOJCIUII0 B3aEMOIIi
Binkputux cucreM (OSI) [1]. Lleit meToxn Brimoyae B cebe MOALT MepexXi Ha pi3HI piBHI, KOXKEH 13 SKUX
BUKOHY€E CBOIO 0COOJIMBY (DYHKIIIIO, i BCE 1€ MIMPOKO BUKOPHCTOBYETHCS chorofui. OHaK 1eil MeTon
Mae JesKi 0OMeXKEHHsI, TaKi SIK HETHYUKICTb 1 CKJIQJHICTh MaciuTaOyBaHHs [2].

e onuua MeToA, kUil HAOYB MOMYJIIPHOCTI B OCTaHHI POKH, — XMapHi MEpexi, siki BKIIOYAIOTh
BUKOPHUCTAHHS TEXHOJIOT1M XMapHUX OOYHMCIIeHb I/ MOOYIOBH Ta KepyBaHHS Mepexkamu. Llei meron
0a3yeTbest Ha i71ei 3a0e3medeHHsI 3pYYHOT0 MEPEKEBOTO JOCTYITY JI0 3arajbHOTO MyJy 00YMCITIOBaIbHUX
pecypciB [3]. XMapHa Mepeka IPOIOHYE KiJIbKa IepeBar, TaKuX sK MaclmTaOOBaHICTh, THYYKICThH i
eKOHOMIYHa e(eKTHBHICTh, allé BOHA TaKOXX Ma€ JesKi HEIOJNIKH, Taki SK mpoOiieMu Oe3reku Ta
MOTEHI[IHI Tpo0IeMHu 3 MPOAYKTUBHICTIO [4].

[Iporpamuo-Bu3HaueHa Mepeka (SDN) € BITHOCHO HOBMM METOAOM MMOOYIOBH KOMII FOTEPHHUX
Mepex, KW MPUBEPHYB 3HAYHY yBary B octaHHi poku [5]. Lleit meron mepenbadae BiOKpEeMIICHHS
IUIOIIMHA KEepPYBaHHS MEPEXEI0 BifJ ii IUIOIMHM JaHMX, 10 3a0e3ledye OiNbII IEHTpali3oBaHE Ta
nporpaMoBaHe KepyBaHHS Mepexketo [6]. SDN mporoHye Kinbka TiepeBar, TakuX SK IiJBHIICHA
THYYKICTh 1 MacmTabOBaHICTh, ajle BOHA TAKOX Mae JIesiKi MpoOJIeMH, TaKi sk TIOTpeda B CeliaIbHUX
HABUYKaX 1 MOTeHMiHI pu3uku Oe3neku [7][8]. He3Baxkaroum Ha mi mpobnemu, SDN crtae Bce OibIn
TOITYJISIPHUM 1, SIK OHIKYEThCS, BIJIiIrpaBaTUMe 3HAYHY POJIb Y Maii0yTHEOMY KOMIT FOTEPHUX MEPEK.

5 Icnyroui TexHoJI0rii T2 IHCTPYMEHTH /151 MO0Y/10BH Ta aAMiHICTPYBaHHS Mepex

IcHye Ge3miy TeXHOJIOT1H Ta iIHCTPYMEHTIB 11 MO0y JOBHU Ta aJMiHICTPYBaHHS KOMITIOTEPHUX MEPEXK.
Hiok4de po3riissHeMo JiesiKi 3 HUX:

- Cisco Networking Academy: 1e mporpama, po3pobiena kommaniero Cisco, 110 JT03BOJISIE 3000y TH
NpaKTHYHI 3HAHHS 3 MOOYAOBH Ta aJMIHICTpYBaHHS Mepexk. IIporpama mpomnoHye OHJIaWH-KypcH 3
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MOOYI0BH MEPEXK, HANTAIIITYBAHHS MapIIPYTH3aTOPIB Ta KOMYTaTOPIB, a TAKOXK KypcH 3 Kibepbe3neku Ta
MEPEKEBOTO MPOCKTYBAHHS.

- Wireshark: 1me Oe3kOIITOBHMIA iHCTPYMEHT JUIS aHaizy MepexeBoro tpadiky. Bin mo3mosie
HeperyisiiaTH Ta aHali3yBaTH IAKeTH, IO MPOXOJSATh Yepe3 MEepexy, Ta BH3HAdaTH mpoliemu 3 ii
poboToro.

- Microsoft Azure: e xmapHa 1uiardopma Big Microsoft, ska 103Bossie MOOyayBaTH Ta KEPyBaTH
MepekaMu B xMmapi. BoHa Mae BOymoBaHi IHCTpYMEHTH [UIsI MOHITOPHHTY Ta KepyBaHHS MEpeKaMHu, a
TaK0X MOKJIMBICTh HAJAIITYBAaHHS BIPTYaJbHUX HPUBATHUX MEPEIK.

- Docker: ne iHCTpyMeHT i1 KOHTeWHepU3alii AOAaTKiB, KU J03BOJISE 3allycKaTu Ta KepyBaTH
JoJaTKaMu B Pi3HHX cepefgoBumiax. Lledt iHcTpymMeHT mMoxe OyTH BHUKOPHCTAHHN Uil MOOYIOBU Ta
KepyBaHHS MEPEKEBUMH JTOIaTKAMHU.

- Nagios: 1e Oe3KOIITOBHMI 1HCTPYMEHT MJIsi MOHITOPHHTY MEpexX Ta cepBepiB. BiH mo3Bosse
KOHTPOJIIOBATH Pi3HI MapaMeTpH Mepexi, Taki sIK JOCTYIHICTh CEPBEpiB, BUKOPHCTaHHS PECYpCiB Ta
MIBUIKICTP Tepeaadi JaHuX.

Ornsgaroun ICHYIOYi TEXHOJIOTii Ta 1HCTPYMEHTH, MO)XHAa 3HAWTH ONTHMAIbHUN BapiaHT st
noOyZ0BH Ta aIMiHICTpYBaHHA MEPEXi 3 ypaxyBaHHIM KOHKPETHHX MOTPeO KOPHCTYBaiB.

6 IIpodaema macimTadyBaHHs Ta ii BUpillIeHHsI

OpHi€l0 3 KIFOYOBHX MPo0iIeM MoOyI0BH KOMITIOTEPHUX MEPEXK € MacITadyBaHHA. Mepeki TOBUHHI
OyTH 3/1aTHI pO3IIUPIOBATUCA [T 3a0e3MeUeHHS 3pOCTAI0UNX MOTPed KOPUCTYBAUiB Ta MiATPUMKH HOBUX
¢yHKIioHaNpPHUX BUMOT. [lam OymyTh omucaHi Halie()eKTHBHIII METOAW MacIITaOyBaHHA, SKi Hapasi
BUKOPHUCTOBYIOTECS Y OLTBIIOCTI Cy4acCHUX KOMIT IOTEPHHUX MEpexax.

6.1. I'opu3oHTa/IbHE TA BePTUKAJIbHE MACIITA0YBAHHS

l'opuzoHTanpkHe Ta BepTHUKalbHE MaciiTaOyBaHHS - 1€ JIBa OCHOBHHUX METOAW MaclITa0yBaHHS
KOMI'TOTEPHUX MEPEXK.

Beprukanpae  macmTaOyBaHHS ~ O3HAa4Yae  30UMBHIEHHS  TOTYXKHOCTI  OONAOHAHHA, IO
BUKOPHCTOBYETHCS B Mepexi. Lle Moxke OyTr TOCSITHYTO HUITXOM JOJaBaHHSI HOBHUX MTPOIECOPIB, TAM'ATi,
YKOPCTKUX TUCKiB a00 1HIINX KOMIIOHEHTIB 0 iCHYIOUHX cepBepiB. SIKII0 pecypcu Ha cepBepi BUUepIiaHi,
HOro MOXHA 3aMiHUTH OLTBII TOTYXKHUM. BepTHKanbpHe MacmTabyBaHHS € JOPOKINM 32 TOPU3OHTAIIBHE,
OCKLTBKY HOBE O0JIaIHAHHA 3a3BHYall TOpOXKUE, HIXK TIPOCTO JTOJIABAHHS HOBUX CEPBEPIB.

I'opuzoHTaNbHE MaciiTadyBaHHs Tepeadadae 301IbIIEHHS KIIBKOCTI cepBepiB y Mepexi. e Moxe
OyTH JIOCSATHYTO LIISIXOM JIOJIaBAaHHS HOBHX CepBepiB ab0 MallMH JI0 MEPEexi, sIKi MOYKYTh BUKOHYBATH
pizHi ¢yHKi. 'opu3oHTaIBPHE MacIITaA0yBaHHS 3a3BUYAil JICIIEBIIE 32 BEPTUKAIbHE, OCKIJIBKA MOYKHA
BUKOPUCTOBYBAaTH OiJIbIIl JEIIEBI KOMIIOHEHTH, a TaKOX depe3 Te, 0 MOKHAa BUKOPUCTOBYBATH
BipTyati3allito Ta KOHTCHHEPHU3AIlito J1Jis EKTUBHIIIIOr0 BUKOPUCTAHHS PECYpPCIiB cepBepa.

Kosxen 3 mux MeTo/1iB MacmTabyBaHHS Ma€ CBOI IIepeBar Ta HEJOIIKH, 1 BUOIp METOTy 3aJI€KUTh BiJl
KOHKPETHHX MOTPed Mepexi Ta 0OOMEKEeHb OI0JKETY.

6.2. Bipryaaizauis

Bipryamizarisi - e TEXHOJIOTIs, KA JIO3BOJISIE 3allyCKaTH 0ararto BipTyaJbHHX KOMITIOTEpIB Ha
onHoMy (i3MuHOMY cepBepi. BoHa € KIIFOUOBOIO TEXHOJIOTIE JUIS OyAb-iKOi 1H(PPACTPYKTYPH, IO
MacmTadyeTbes. 3aBIsKM BipTyantizaumii Mo)XHa e(QEKTHMBHO BHKOPHUCTOBYBATH PECYpPCH CEpBEpiB,
3MEHIIUTH KIJIbKICTh (Di3MYHUX CEPBEPIB Ta CIIPOCTUTH MPOIIECH aIMiIHICTPYBaHHSI.

Y KoHTEKCTI TOOY0BH KOMITIOTEpHHIX MEPEX BipTyallizallis Moxe OyTH BUKOPUCTaHA JIJIsl CTBOPEHHSI
BIpPTYaJIbHUX MEPEX 3 OKPEMUMH BipTyaJIbHUMH MalllMHAMHU, 1110 3aITyCKalOThCS Ha Pi3HUX cepBepax. Lle
3abe3neuye OIbIIY THYUYKICTh B IUIAHY PO3TOPTaHHS Ta YIPABIiHHA MEPEXaMHu, 10 MacIITaOyrOThCS.

OnHi€r0 3 OCHOBHUX IepeBar BipTyasi3allii € MOK/IMBICTh BIJIOKPEMIICHHS PEeCypCiB, 110 3a0e3nedye
BUCOKY piBeHb i30i1s1wii Ta Oe3neku. Kpim Toro, BipTyanizanis 1a€ MOKJIMBICTB IIBUAKO CTBOPIOBATH Ta
PO3ropTaTé HOBI BIpTyaJIbHI MAallMHHU, II0 POOWTH MPOLEC PO3MIMPEHHS MEpexki OLIbII MPOCTHM Ta
e(hEeKTUBHUM.

[pote, BipTyaunizailisi Mae cBOT HeZloNIiKi. BoHa MO>ke BIUTMHYTH Ha MTPOJTYKTHBHICTh, OCOOIUBO SIKIIIO
BUKOPHUCTOBYIOTBECS BipTyaJlbHI MaIllMHU 3 BHCOKMMH BHUMOTaMH 110 pecypciB. Takox, BipTyamizauis
notpedye BEeTUKOi KUTBKOCTI PecypciB Ha TOCHOAAPCHKOMY CEpBepi, IO MOXKe 30UIBIIMTH BapTICTh
NoOY/IOBY Ta YIPABIiHHS MEPEKaAMH.
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6.3. I'opu3oHTaJIbHE TA BEPTUKAJIbHE MACIITA0OYBAHHS

Knacrepu3anis - e TeXHOJIOTIs, IO T03BOJISIE 00'€JHYBATH ACKIJIbKA KOMI'IOTEPIB B €TUHY CUCTEMY,
AKa Tpamioe K oauH 1inid. KojkeH KoMITtoTep y KiacTepi Ha3WBAETHCS BY3JIOM i Ma€ CBOIO BJIACHY
nam'aTh Ta MpoIecop. YTNPaBIIHHS BY3JIaMU 3IIIHCHIOETHCS 3 IIEHTPAIBLHOTO BY3J1a, SKHH KOOPJIMHYE
poOoTYy BCi€i cucTemu.

Knacrepuzamisi 103BOJsIE MOKPALIMTH NPOAYKTHUBHICTH CHCTEMH, 3a0€3MEUnTH HaAidHICTh Ta
3MEHIIUTH BapTICTh. 3aBISIKH PO3MOAUTIEHOMY OOYHCICHHIO Ta PE3EPBHOMY KOITIIOBAaHHIO JAAHUX Ha
KUTPKOX BY3JIaX, KJIACTEPH JO3BOJISIOTH 30UTBIIMTH MIBUAKICTH 00poOKM iH(opmarii Ta 3a0e3nednTn
Oe3nepebiiiHy poOOTy CUCTEMU.

6.4. XmapHi TexHoJI0Til

XMapHi TEXHOJOTii O3BOJNAIOTH KOPHUCTYBauaM BHKOPHCTOBYBaTH OOYHCIIOBAJIBHI pecypcu 3
po3nofineHoi Mepexxi cepBepiB, IO JO3BOJISAE MiABHUINWTH MAcIITAOHICTh Ta 3a0e3MEYUTH BUCOKY
JIOCTYITHICTb.

XMapHi TeXHOJNOTil - Ie TEeXHOJOrii, IO MO3BOJSIOTH KOPHCTYyBauaM OTPUMYBATH JIOCTYI O
00YHMCITIOBAIFHUX PECYPCIB, MPOTPAMHOTO 3a0e3medeHHs Ta cepBiciB depe3 [HTepHET. 32 HOMOMOTOIO
XMapHHUX TEXHOJIOTIH MOXHA 30epiraTu Ta 00pOOIIATH 1aHi, BAKOHYBATH Pi3HI O0YMCIIOBAIBHI IIPOLIECH,
a TaKOX PO3ropTaTv Ta KEPyBaTH iHGPACTPYKTYPOIO.

OpHi€lo 3 HAWOUIBII BRKJIMBUX TIepeBar XMapHUX TEXHOJIOTIH € X MacmTaboBaHICTh Ta THYYKICTb.
3a moTpeOu MOXKHA JIETKO 301IbITyBaTH a00 3MEHITYBATH KiTBKICTh PECYPCIB, IO BUKOPUCTOBYIOTHCA,
TUM CaMUM 3a0e3MeUyloYr ONTHMaNbHE BUKOPUCTAaHHS OOYMCIIOBAIBHOI MOTYXHOCTI. Kpim Toro, 32
JOTTIOMOTOI0 XMapHUX TEXHOJIOTiH MOXHa 3a0e3MeUnTH BUCOKY JOCTYIMHICTh Ta HaJiHICTh CHCTEMH, a
TaKOX 3aXHUCT BiJ 371aMiB Ta KPaJiKOK TaHUX.

3a MOIOMOTO0 XMapHHX TEXHOJIOTIi MOXHA CTBOPIOBATH Ta PO3rOPTATH Pi3HOMAHITHI JOMATKH,
BipTyaJibHI MalllMHU, BeO-CalTH Ta iHIII pecypcH, IO BHKOPUCTOBYIOThCS B IHTepHeti. Kpim Toro,
XMapHI TEXHOJIOTii TO3BOJISIIOTh €KOHOMHTH Ha OOJIagHaHHI Ta iHQPACTPYKTYpi, OCKUIBKHA BOHH
320€e3MeuyoTh JOCTYII A0 OOYHCITIOBATBHAX PECYPCIB B PEXUMI "BiAIaIEHOTO TOCTYIY'.

6.5. IIpoToko.Jim MapuIpyTH3amii

[IpoTokoau MapiipyTH3allii € Ba)XJIMBOK CKJIAJOBOI OyAb-IKOi KOMI'FOTEpHOI Mepexi. Bonu
BUKOPHUCTOBYIOTECS JIJIsl BU3HAUCHHS HAHKOPOTIIOTO IIUIAXY MiX By3JIaMH MEPEXi Ta Tiepeiadi JaHUX Bij
OJTHOTO By3J1a J0 iHIIOro. JlesKi 3 HaUIOIMPEHIINX MPOTOKOJIB MapIIpyTH3alii BKIIOYAIOTh:

- OSPF (Open Shortest Path First) - el mpoTokoa MapmpyTH3allii BHKOPHCTOBYETHCS LIS
MapmpyTtu3ailii B Mmepexax IP. Bin Bu3Hayae HaHKOPOTIIMH IIISX MK JDKEPEIOM Ta MPU3HAYCHHSM,
BUKOPHCTOBYIOYM METPHKH, TaKi SIK IPOITyCKHA 3aTHICTh Ta BapPTICTh MAPLIPYTY.

- BGP (Border Gateway Protocol) - meit mpoTokosn MapiipyTu3ailii BHKOPHCTOBYETHCS IS
MapIIpyTH3aIlii MiX Pi3HUMH aBTOHOMHUMH cucTteMamu (AS). BiH 103B0JIsi€ BU3HAYATH HAWKOPOTIIIAN
HUIsIX Mk AS Ta BCTaHOBJIIOBATH MapIIpyTH Mi>K HAMH.

- RIP (Routing Information Protocol) - meii mpoTokos MmapiupyTu3aiii BHKOPHCTOBYETHCS JIISI
MapuIpyTU3allii B HEBEIIMKUX Mepekax. BiH BHKOPHUCTOBYE BiJICTaHb SIK METPHUKY Ta MOXKE i ITPUMYBaTH
J0 15 MapmpyTiB.

- EIGRP (Enhanced Interior Gateway Routing Protocol) - 1eit mporokon MapmipyTu3arii
BUKOPHCTOBYETHCS JIUIsI MapmpyTu3anii B Mepexax IP. BiH BUKOpHCTOBYe KijbKa METPHK, TaKUX SIK
NPOMYCKHA 3JIaTHICTh Ta 3aTPUMKA, JUIS BH3HAYEHHS HAWKOPOTIIOTO MUIAXY MK JDKEPEIoM Ta
NPU3HAYCHHSM.

7. IIpyHIMIM 3aXUCTY MepeK Bill 3I0BMUCHMKIB Ta IHIIUX 3arpo3

3axucT KOMIT FOTEPHHUX MEPEX BiJl 3IOBMUCHUKIB Ta IHIIUX 3arp03 € KPUTUYHO BAXKIMBUM aCTIEKTOM
Cy4acHOi KOMII'IOTE€PHOI TeXHIKU. ICHYIOTh (yHIaMEeHTaNbHI IPUHIMIIY, SIKi TOBUHHI OyTH peaiizoBaHi
Juist 3a0e3reveHHs] Oe3leKn KOMIT FOTepHUX Mepek. OJHHM 13 TakuX NPUHIMIIB € BIPOBAKECHHS
HaJIMHUX TOJITHK TapoJiiB 1 mpouenyp ayreHtudikaiii. Ile mepemnbadyae BcTaHOBICHHS HaaiHiHUX
MapOJTiB, SIKi BaXKKO BraJiaTH, i BIIPOBaPKEHHs OaratoakTOpHOI ayTeHTudikauii, OO rapaHTyBaTH, 10
JIMILE aBTOPU30BaH1 KOPUCTYBadi MOXYTh OTPMMATH JOCTYI A0 Mepexi [9]. BnpoBamxkyrouu ui 3axoau,
PH3HK HECAaHKLIOHOBAHOTO JOCTYITY 10 MEPEXi 3HAUHO 3HMXKYETHCS, @ MEPeXka CTa€ Kpallle 3aXHUILEHOIO.

PerynspHe OHOBIICHHS Ta BHUIPABICHHS MPOTPaMHOTO Ta arapaTHOTO 3a0e3MEUYCHHS € IIe OJHUM
BOXJIMBUM NPUHLIMIIOM 3aXUCTy KOMII'IOTepHHUX Mepex. Lle mnepexbavae miATPUMKY BCHOTO
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MPOTPAMHOI0 Ta arapaTHOTO 3a0e3MeUeHHsI B aKTyaTbHOMY CTaHi 3a JIOTIOMOTO0 OCTaHHIX BHUIIPABIICHD
0e3meKku Ta OHOBJICHB, 100 rapaHTyBaTH ONlepaTUBHE yCYHEHHs OyAb-skux BpasznausocTel [10]. Binmosa
BiJl OHOBJICHHSI Ta BHUIPaBJICHHA MPOIPAMHOTO Ta amapaTHOro 3a0e3MeueHHs MOXKe 3pOOUTH MEpeKy
BIIKPUTOIO JIJIS aTakK 3JJ0BMUCHUKIB Ta IHIIAX 3MTOBMHUCHHUKIB [ 11]. 3aBmsaku peryiasipHOMY OHOBIICHHIO Ta
BHITPABJICHHIO TIPOTPAMHOrO Ta aIrapaTHOro 3a0e3MedcHHS Mepeka Kpallle 3axHIIeHa Bil BiIOMHUX
BPAa3IUBOCTEH 1 3arpo3.

IIpoBeneHHs peryasipHUX MEePeBipOK OE3MeKH Ta OIIHKHM PU3HUKIB TAKOXK € BAKJIMBUMH IS 3aXUCTY
KOMITFOTepHUX Mepex. Lle Bkimouae B cebe peryispHH IMeperisii 3aXxofiB Oe3meKd Ha MICIi Ta
BUSIBICHHS OyIb-SIKMX MOTEHUIWHUX Bpa3MuBOCTe abo cnabkux micup y mepexi [12]. IlpoBoasun
perymspHi ayauTu Oe3MeKy Ta OLiHKH PU3HKIB, OpraHi3alii MOXKyTh MPOAKTUBHO BUSBIISATH MOTEHIIiHHI
3arpo3u Oe3merli Ta BKMBATH 3aXO0/IiB [UIA iX ITOM’ AKIIEHHS, EPII HiXK 1X MOXKHA Oy/1e BHUKOPUCTOBYBATH
[13]. BizmoBa Bin mpoBeAEHHS PEryJsIpHUAX MEpeBipoK OE3MeKH Ta OLIHKKA PHU3MKIB MOXKE 3POOHUTH
MEpEeKy BPa3JIMBOIO JIO aTak Ta iHImUX 3arpo3 Oesmnemi [14]. JoTpuMyrounch mux (GyHIaMEHTATLHUX
MIPUHLUIIB, OpraHi3amii MOXKyTh Kpallle 3aXMCTUTH CBOi KOMII FOTEPHI MEpeXi BiJ 3TIOBMHCHHKIB Ta
IHIHX 3arpo3 1 3abe3neunTr 6e3neKy CBoiX AaHux i cuctem [15][16].

7.1 CopmynboBaHi NPUHIMIHU 3aXHCTY

Hwxdye 3a3HaueHi 3aranbHi peKOMEHAAIil, SKUX MOTPIOHO TPUTPUMYBATHUCH NpU MOOYIOBI Ta
HaJIAIITyBaHHI KOMI IOTEPHOI MepeKi:

- Ayrentudikaris i aBropuzaiis: KopuctyBadi moBHHHI MPOXOAWTH MPOLEAYPY ayTEHTHUPUKAITUN
IUTSL BXO/Iy B MEPEKY, 1 IXHi /1ii TOBUHHI OyTH aBTOPH30BaHi Ha OCHOBI PiBHS JIOCTYITY.

- Hludpysanns manux: lludpysanHs moxe OyTH 3aCTOCOBAHO Ui 3aXUCTy KOH(]iIEHIIHHOT
iH(opMaIrii B Mepexi Bil HECAHKI[IOHOBAaHOTO JOCTYITY.

- BcranoBnenHs MepekeBOol MONITHKH: MepekeBa IONITHKAa MOBHHHA OyTH BCTaHOBJIEHA IS
KOHTPOJIIO JIOCTYILY 10 MEPEXKi, a TAKOK JJIsl BUSHAUCHHSI ITPAaBUJI BUKOPUCTAHHS MEPEKEBHX PECYPCIB.

- 3axucT Bim BipyciB 1 mKimmBHX mporpam: Mepexa MOBHHHA OyTH 3axuWIIeHa Bif BIpyciB i
MIKIJIMBUX MPOTpaM, M0 MOXKYTh BOYIOBYBATHCS B MEPEXKY Uepe3 iHTEpHET, IeKTPOHHY IOITy abo
30BHIIIHI HOCIT JaHUX.

- Cucrema BusiBIEGHHS iHTpY3iii: CucreMa BUSBICHHS IHTpPY3iii MOBWHHA OyTH BCTAHOBJIEHA, MI00
BUSIBIISITH OYy/Ib-5IKi HEHOPMAaJIbHI aKTUBHOCTI B MEPEKi, SIKi MOXKYTh BKa3yBaTH Ha MOTEHITIITHY 3arpo3sy.

- 3axwucr Bix DoS arak: 3axuct Big atak DoS (arak, mo cipssMoBaHi Ha epeBaHTaXKEHHS Mepexi a0o
OKpEMHX KOMITTOTEPiB) MOBUHEH OYTH BCTAHOBIICHHIA, 11100 3am00irTH NepepruBaHHsIM poOOTH MEpexKi.

- PesepBHe KomiroBaHHS 1 BigHOBIEHHS: Pe3epBHE KOIMIOBaHHS JaHUX B MEPEXi MOBHHHO OyTH
BCTaHOBJIIEHO, 100 3aro0irT! BTpaTi JaHUX B Pa3i BAHUKHEHHS IPOOIIEM.

- HaBuanHs kopucTyBauiB: HaB4aHHS MOBUHHO BKIIIOYAaTH OCHOBHI MPUHIUIH O€3MEKH MEPEXi, sKi
BKIIIOUAIOTh B ceOe CTBOPEHHS HAIiWHUX IMapojiB, YHUKHEHHS ITiIO3PIIMX E€IEKTPOHHUX JIUCTIB Ta
NOCHJIaHb, BAKOPUCTAHHS aHTHBIPYCHOT'O ITPOTrPAMHOTO 3a0e3eYeHHs Ta BiIMOBA BiJl BIIKPUTHX MEPEK
Wi-Fi. Kpim Toro, KkopucTyBayi MOBHHHI 3HATH PO HAWHOBIII 3arpo3M Ta TEXHIKW aTak, 100 OyTh
TOTOBUMH JI0 HUX.

8 AHani3 HaBaHTA:KeHOCTi Mepe:ki

AHali3 HaBaHTa)KEHOCTI CHUCTEMH - 1€ MpPOIeC BUMIPIOBaHHS Ta OIIHKM IMPOJAYKTHBHOCTI Ta
e(heKTUBHOCTI CHCTEMH B YMOBaX 30UIBIIEHHS 00CITy pOOOTH, 3pOCTaHHS KiJTBbKOCTI KOPUCTYBaviB a0
iHIMX (akTopiB, MO MOXKYTh BILTMHYTH Ha 11 pyHKIioHyBaHHs. Lleit anami3 Moxke JOTOMOTI'TH BUSIBUTH
npoOJeMu Ta BiJIIYKaTH METoH ix BupimeHHs. Lleii etan € ayke BaXXIIMBOIO 3ajadeld pu moOy10Bi
KOMIT I0TEPHOI MEpexKi.

8.1 lIpakTHYHMIi MPUKIA] aHAJII3y HABAHTAKEHOCTi Mepexki

s Toro, mo6 modauynty, sIK Ha TPAKTHLI MPOBOIUTHCS aHAIII3 MEPEXKi, PO3TITHEMO KOMIT IOTEPHY
Mepexy oQicHOI OaraTonoBepxoBoi OyiBIi, sKa Ma€ 5 moBepxis, ae 1-4 1e odicHI MPUMIIICHHS, a Ha 5-
MY 3HaXOJIAThCS TEXHIYHI TPUMILICHHS.

Komm’rorepn Ha kaxaomy nosepci 3i0pani B okpemi VLAN. Mapmpyrtusaropom Buctymnae Cisco
1841. Komyrarop simpa Cisco 3650. Ha xoxxHOMY moBepci po3mimieHi komyraropu noctymy Cisco
Catalist 2960. be3npoToBy Mepexy po3naroTs Touku goctymy Cisco 37021. MapuipyTuzatop po3nae Ha
KO>KHEH MOBEPX Pi3HI MiIMEPEexi:



ISSN 2304 -6201 BicHnk XapkiBCbKOro HawjioHanbHOro yHisepcuteTy imeHi B. H. KapasiHa
cepis «MaTtematuuHe MogentoBaHHS. IHpopmaLinHi TexHonorii. ABTOMaT30BaHi cucTeMu ynpaeniHHsy, Bunyck 60, 2023 41

Tabnuya 1.1 Cnucok niomepesc

[ToBepxu VLAN IP-ampecu

1 moBepx vlan 10 192.168.10.0/24(nuHamivni agpecn)
2 OBepX vlan 20 192.168.20.0/24(nuHamiuHi axpecu)
3 moBepx vlan 30 192.168.30.0/24(nuHamiuHi axpecu)
4 oBepx vlan 40 192.168.40.0/24(nunamivuHi agpecu)

[Minmepeska i kepyBaHHs MepexeBumHu npuctposimu Vlan 50, 192.168.50.0/24 (cratuuni agpecn).
ITinmMeperka  uIs  KepyBaHHS  TOYKaMH  JOCTymy Ta  KoHtpoiutepom  Wifi  vlan 14,
192.168.14.0/24(nuHamiuni aapecu). Ilinmepexa odicaoro wifi vlan 15, 192.168.15.0/24(auHamiusi
anpecwu). [Tinmepeska rocteoBoro Wifi vlan 16, 192.168.16.0/24(nunamiuHi agpecu).

BusnaumBmch 3 mapaMeTpaMd Mepeki, MU MoxkeM mepeiitm mo i1 moOymoBu. s 1poro
BUKOPHUCTOBYEMO KPOCILIAT(GOPMHHI iHCTPYMEHT BisyaiabHOro mojenmoBanus Cisco Packet Tracer.
Pesynbrar noOyzaoBu Mepexi MoXkeTe MoOaunuTH Ha HACTYTHIN UTIOCTpaIlii:

! L N’\\\a\ﬁv«\ w\v\\wﬂmuw -
e
T e Ty
N

Puc. 1.1 Komn rtomepna mepeosica ogicroi 6yoieni

[Micns omumcy Mepexi, 3 sikih OynemMo mpaioBaTd B AaHid poOOTI mepelizeMo Ge3nocepesHbo 10
aHayizy il MOXJIMBOI HAaBaHTAXEHOCTI Ta MPOBEAEMO MOAEbHI eKcrepuMeHTH. CroyaTtky moTpiOHO
NEePEKOHATHCh y MPaBWIBHOCTI 3’ €1HaHH By31iB B ogHoMy VLAN Ta nepeBiputu ix JocTynHicTh. Jis
IILOTO CKOPHCTAEMOCH KOMaHI0i0 Ping. IlepeBipumo i npukiany 3°eaHants mixk PC199 ta PC217,
pe3yabTaT MepeBipKy MMO3UTHBHUIA:

Physical Config Deskiop Programming Afttributes
ETENTICERRITIEET

Packet Tracer PC Command Line 1.0
ng 192.168.40.1

Pinging 192.168.40.1 with 32 bytes of data:

Ry
Ry
R
Re

eply from

Ping statistics for 152.1€8.40.1:

Packets: Sent = 4, Received = 4, Lost =
Approximate round trip times in milli-seco
Minimum = (ims, Maximum = 1l2ms, Average = 3ms

Puc. 1.2 Pe3yromamu excnepumenma
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HacTtynHum KpokoM poBeAEeMO CXOXKHI eKCIIEPUMEHT, ajie 3 OO0 KUIBKICTIO TTakeTiB. s boro
s BUKOPUCTOBYIO BOynoBaHy ytwmiity Traffic Generator, Bkaxxemo po3mip nakera — 1000 Oaiir, a mai
Oynemo 30impIryBaTs 3 KOKHUM KpokoM Ha 1000, MoKy makeT He JOCSATHE MaKCHUMAITBHOTO PO3MIPY, SKHH
nopiBHIoe 1000 GaiiT. BikHO HamamTyBaHb NPOLTIOCTPOBAHO HA PUCYHKY 1.3:

Traffic Generator

Source Seitings

Source Device: PC199
Outgoing Port:
[FastEthernetn +| [ Auto Select Port
PDU Settings

Select Application: PING w

Destination IP Address: |192.1GB.4D.34

|
Source PAddress:  [192.168.40.1 |
yE E |
TOS: [0 |
Sequence Number: |1 |
Size: [100 |

Puc.1.3 Ymunima Packet Tracer
OTtpumaHi pe3yJbTaTd BU MOKETE IOOAYNTH B TAOJHIII:

Tabnuys 1.1 Cnucox niomepedic

Howmep excnepumenty | Po3mip makeris, Gaiit ITakeTiB BTpaueHO BCHOTO, IIT
1 1000 0
2 2000 0
3 3000 0
4 4000 0
8) 5000 1
6 6000 1
7 7000 1
8 8000 1
9 9000 2
10 10000 2
11 11000 2
Howmep excniepumenty | Po3wmip nakeris ITakeTiB BTpaYeHO BCHOTO, IIT
12 12000 3
13 13000 3
14 14000 4
15 15000 5

OTtpumaHi pe3ynbTaTH KaKyTh HAM PO Te, IO PU MAaKCHMAaIbHUX HABAHTAXKECHHSIX MU OTPUMYEMO
BIJIMOBH, a caMe 1pH po3Mipi nakety Bizx 14000 BimMoBH OyIH MiJ] 4ac BCiX EKCIIEPUMEHTIB

8.1 BupimenHst npod/ieMy HABAHTAKEHHOCTI Mepeski

IcHye KinbKa criocoOiB BUpIlIEHHS MPOOJIEMH HABAHTAXKEHOCTI MEPEXKi, 30KpeMa:
- [limBuIeHHs MPOITYCKHOI 37aTHOCTI MEpexi: 1e MOYKHA 3POOUTH IUISIXOM BCTAHOBJICHHSI HOBHX
KOMYTAaTOpiB, MapIIPyTU3aTOPIB Ta 1HIIOT0 MEPEXKEBOro OOJaJHAHHS 3 BHUIOK MIBUIKICTIO Mepeaadi

JaHUX.
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- BukopucTtaaHs TEXHOJIOTIH KOMIIpecii TaHWX: TI¢ T03BOJISIE 3MEHIITUTH PO3MIp TepelaBaHuX JTaHUX,
10 3MEHIITY€ HAaBAHTAKEHHS HA MEPEXKY.

- Po3mmpenHs mepexi: 1€ MOKHA 3pOOWTH NUIIXOM JOJABAaHHS HOBHX BY3JiB /0 Mepexi abo
I KTFOYCHHS JI0 MEPEXKi JOJATKOBUX MEPEKEBUX PECYPCiB, TAKUX K XMapHI PECYPCH.

- OnTuMizariss MepexxeBoro Tpadiky: 1e BKIoYae B ce0e BUKOPUCTAHHS PI3HUX TEXHOJOTIH, TaKUX
SK KEeITyBaHHs, OalaHCYBaHHS HABAHTA)XCHHS Ta BUKOPHCTAHHS PI3HUX MPOTOKOIIB MapIIpyTH3AMIT IS
3MCHIIICHHS HABAHTAXKCHHS Ha MEPEKY.

- OOMEXKEHHsI JOCTYIy IO MEpEXi: IIe MOXXHA 3pOOMTH IUISXOM BCTAaHOBJICHHS OOMEXEHb Ha
HIBUJIKICTH Mepe/iavi JaHUX JIJIS OKPEMHUX KOPUCTYBadiB a0 IpyIl KOPUCTYBAYiB.

- OnTuMizarist JaHWUX: 1€ BKIIIOYaE B cebe 3MEHIIeHHS 00CsTy JaHUX, SIKi MepeIaloThCs 10 MEpexi,
3a IOTIOMOTOF0 Pi3HUX METOIIB, TAKUX SIK CTUCHEHHSI JJaHUX, ONTUMI3allisl IPOTOKOJIIB Ta BUKOPUCTAHHS
OinapHuX (hopMaTiB TaHUX.

- Bukopucranas MepexeBHX MPOTOKOIB, o miaTpumytoTs QoS (Quality of Service): e no3Bosnse
BCTAHOBJTIOBATH MPIOPUTETH JIJIS PI3HUX BHIIB JaHMX, IO TEPEAAOTHCS 10 MEpexi, 1 3a0e3neuyBaTu
BUCOKY SIKICTh O0CITyTOBYBaHHS JIJIsl BAXKITUBHUX JIAHHX.

9 MlincymoByBaHHsI NP0OGJieM NMOOYI0BH KOMIT'IOTEPHUX MeEPexK

ITin yac nocimkeHHs mpoOiIeMu MoOyI0BH KOMITIOTEPHUX MEPEX OYJI0 OTJITHYTO Ta POAHATI30BaHO
ICHyIO4I METOJM Ta TEeXHOJOrii MOOYyJOBH Ta aJAMIHICTPYBAaHHS KOMITIOTEPHHX MEpPEeX, BapiaHTH
MacImTa0yBaHHS, 3aXWHCTy MEpPEX BiJ 3JOBMHICHHKIB Ta IHIIMX 3arp0o3 Ta BHSBICHHS BapiaHTiB
BUPIIICHHS 11X TIPOOJIeM i iX 0COONMMBOCTI (IIepeBaru Ta HEJIOIKH).

Takoxx Oynma po3risHyTa MpoOiieMa HaBaHTaXKEHOCTI KOMIT FOTEPHOI MEpeki, BHKOPHUCTOBYIOUH
MIPAKTHYHUHN MPUKIA], a TAKOK HABE/ICHI BapiaHTH BUPIMIECHHS i€l TpobIeMu
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Actual problems of building computer networks

Relevance: In connection with the growing use of computers and the Internet in the modern world, the construction of computer
networks is an important task. However, there are various challenges that need to be addressed in order to build efficient and
secure networks.

Purpose: This article is devoted to an overview of current problems of building computer networks and methods of their solution.

Research methods: To write this article, an analysis of literary sources was carried out and the experience of practical work in
building computer networks was considered.

Results: As a result of the analysis, it was found that the main problems of building computer networks are security, scalability,
fault tolerance, efficiency and compliance with user requirements. To solve them, various technologies and tools for building
and administering networks were considered.

Conclusions: Building computer networks is an important task in today's world, there are several problems that need to be solved
to ensure efficient and secure network operation. Various methods are used to solve them, which help to improve the quality and
reliability of networks. This article considered individual problems of building computer networks, as well as an example of a
solution to one of them, namely, network load analysis

Keywords: computer networks, security, scalability, fault tolerance, efficiency, protection, encryption, firewalls, protocols,
algorithms, duplication.

Keywords: computer networks, security, scalability, fault tolerance, efficiency, protection, encryption, firewalls, protocols,
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IIporHo3yBaHHS Ta aHAJTITHKA Y BipTyaJbHUX PO3NOAUIEHUX CHCTEMAX:
Buxopucrannst MoJeJieil MAIIMHHOTO HABYAHHA TA aHAJITHYHUX
iHCTpyMeHTIB

JlaHa HayKoBa CTaTTs MIPUCBsIYEHA PO3POOI KOHIIENTYaIbHOI MOJIEIi CHHTE3Y apXITEKTYpH BIpTyalbHUX PO3MOAITICHUX CUCTEM
(BPC). ¥V crarTi po3risiialoThesl KIIOYOBI aCHEKTH BIPTyalJbHUX PO3MOAUICHUX CHUCTEM, BKJIIOYAIOUH arnapaTHe 3a0e3MeueHHs,
TiIepBi30pH, BIpTyalbHI MAIIMHHU TAa MOAYJI yIPaBIiHHSA. BUCBITIIOIOTHECS METOIOJOTIYHI MPHUHIMIIKA CHHTE3Y apXiTEeKTYpH,
MOYMHAIOYHM BiJl aHANI3y CUCTEMHHX BHMOT, IPOCKTYBAaHHS apXiTEKTYpH, peajii3amii Ta TecTyBaHHs, 3aKiHUYIOYH OLIHKOIO Ta
onTuMizauiero npoxyktuBHocTi BPC. V cTaTTi MiKpeCIoeThCs BAXKIINBICTh KOXKHOTO €TaIly B I[bOMY HPOLECi, HArOJIOLTYEThCS
Ha HEOoOXITHOCTI ITMOOKOTO PO3YMIHHSI CHCTEMHHX BHMOT 1 BHOOPY BIJIOBITHHX TexHOJOTiH. OcoOnmBY yBary B CTarTi
HPUIUICHO POJIi TilepBi3opiB 1 BipTyansHuX MamuH y BPC, iX migkiroyeHHo 10 anmapaTHOro 3a0e3Ie4YeHHs Ta MOKIJIMBOCTSIM
ynpaBiiHHS pecypcamu. Ll crarTs Oyae KOpHCHOIO It TOCHIAHUKIB 1 IPaKTUKIB y cdepi BipTyamizamii Ta 004YNCIIOBAIBHAX
CHCTEM, SIKi pO3po0IITIOTh 200 ONTHMI3YIOTh BipTyalIbHi PO3IOITICH] CHCTEMH.

AKTyaJbHicTb. CTaTTs NIPUCBSIYCHA BAXINBIMH MTUTAaHHAMH, TTOB'SI3aHUMH 3 TIPOTHO3YBAaHHSM Ta ONTHUMI3AIi€l0 BipTyalbHUX
PO3IOIIEHHX CUCTEM, LIO € KIIIOYOBUM €JIEMEHTOM CYYaCHHX TEXHOJOTTUYHUX 1HQPACTPYKTYpP. 3 POSBUTKOM OOUUCIIOBAIBHUX
TEXHOJIOTIH Ta MITyYHOTO IHTENEKTy, 3pocTae Mmorpebda y e(eKTUBHOMY YINpPaBIiHHI pecypcaMy Ta MHIATPUMII BHCOKOI
MPOITYCKHOI CIPOMOKHOCTI B O0UHCITIOBAIBHIX CUCTEMAX.

Meta. MeToro 1i€l HayKOBOI pOOOTH € JOCTIKEHHs Ta aHalli3 3aCTOCYBaHHS aJrOPUTMIB MAIlUHHOTO HaBYaHHS, 30KpeMa
LSTM (Long Short-Term Memory) Ta MexaHi3My yBard, [Uisi IIPOTHO3YBaHHs Ta ONTHMi3allii BIpTYaJbHHUX PO3IOIIICHHX
cucteM. CTarTs ImparHe JeTaabHO PO3IISHYTH, SIK LI TEXHOJIOTII MOXKYTh MOKPAIIUTH YIPABIIHHS pecypcaMu, 3a0e3NednTH
0111 BHCOKY €()eKTHBHICTh Ta MPOITYCKHY CIIPOMOXKHICTH CHCTEM, a TAKOXK ITPOAaHaJi3yBaTH, SIK BOHU JJONIOMAaraloTh BHSBISITH
MOTCHLIHHI MPOOIEeMH Ta ONTUMI3yBaTH PO3IMOILT PECYPCiB, CIMPAIOYUCH HA TOYHI IMPOTHO3M Ta aHANI3 ICTOPUYHHX JaHHX.
Metonu nociaigkenHs. Y na”iii poO6oTi BAKOPUCTOBYIOTHCSA Pi3HOMaHITHI METOIM IOCIIIKESHHS, SIKi BKIIIOYAIOTh TEOPETHYHUI
aHaJi3 Ta MpaKTHYHE 3aCTOCYBAaHHA AITOPHUTMIB MAIIMHHOTO HaBUaHHA, ocoOmmBo apxitektypu LSTM (Long Short-Term
Memory) i MexaHi3My yBaru, JUisl OI[IHKH iX e(eKTUBHOCTI y MPOTHO3YBaHHI MOBEIIHKH BipTyaJbHUX PO3MOAITICHUX CHCTEM.
Merozonoris Bkmodae 30ip Ta aHali3 BEIMKMX OOCSTIB JAaHMX 3 BIPTyaIbHHX CHCTEM, NPOBEICHHS EKCIIEPUMEHTAIBHUX
TECTYBaHb JUI OI[HKM IIPONYCKHOI CIPOMOXKHOCTI Ta €(EeKTUBHOCTI PEcypcCiB, a TaKOX 3aCTOCYBaHHS CTaTUCTHYHHX
IHCTPYMEHTIB JJIsI OL[IHKHM TOYHOCTI IIPOTHO3IB.

PesyabTaT. Pesynbraty nOCHiKEHHS 1OKa3yloTh, 1m0 3actocyBaHHs aaroputMiB LSTM (Long Short-Term Memory) ta
MEXaHi3My yBard 3HAYHO IMOKpAIIy€e 3AaTHICTh BIPTYaJbHHX PO3MOAUIEHHX CHUCTEM N0 €(QEKTHBHOTO IPOTHO3YBAaHHA Ta
yIOpaBIiHHA pecypcaMu. ExcriepuMeHTH Ta aHami3 JaHWX BHSABWIM, IO i TEXHIKH JO3BOJISIOTH TOYHIIE aHAN3yBaTH Ta
nependavyaTy madIoHH BUKOPUCTAHHS PECypCiB, IO Bee A0 ONTUMI3alii po3Moily HaBaHTaXEHHS Ta MiIBUIICHHS 3arajbHOT
MIPOITYCKHOI CIIPOMOXHOCTI cHcTeM. Takox Oyno 3a3HaveHo, Mo iHTerpamis MexaHismy yBaru 3 LSTM nozBoisie Oinpn
JIETaIbHO PO3YMITH JIOBIOTPHBAJI 3aJIOKHOCTI B JaHUX, IO CIIPHsE OB TOYHOMY IPOTHO3YBAHHIO Ta pearyBaHHIO Ha 3MiHH
Yy BUKOPUCTaHHI pecypciB.

BucnoBkn. Bukopucranus anmropurmie LSTM Ta MexaHi3My yBaru B 3Ha4Hiil Mipi MOKpallye MPOTHO3YBaHHS Ta yHPaBIIiHHS
pecypcaMu BipTyaldbHHUX PO3MOIUICHUX CHCTEM, BIIKPHUBAIOYM HOBI MOXJIMBOCTI il 1X ONTHMi3amii Ta MiJBUICHHS
e(eKTHBHOCTI.

Knrwwuosi cnosa: sipmyanvhi poznodineni cucmemu (BPC), cunmes apximexmypu, LSTM, npoenosysanns nasanmasicenns, Input
Gate, Forget Gate, Output Gate, mexanizm ysaeu.
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1. Betyn

VY cydacHOMy CBiTi, Ae OOCSTH JaHMX Ta iX CKIAAHICTh 3POCTAalOTh 3 KOXHHM JHEM, BipTyalbHi
PO3MO/IiICHI CUCTEMH CTalOTh HEBIJI'EMHOIO YaCTHHOIO 0araThoX TEXHOJIOTIYHHX mpoteciB. Li cuctemu
BIZIITPAlOTh KIIOYOBY POJIb Yy PI3SHOMAHITHHX Taly3sX, BiJ OOYHCIIOBAIHHOTO XMapHOTO CEPBICY IO
IITYYHOTO IHTENEKTY Ta BeIMKUX AaHux. OIHaK, pa3oM 3 pO3BUTKOM TEXHOJIOTiH, 3pocTae i moTpeda y
e()eKTUBHUX IHCTPYMEHTaX /JIsi MPOTHO3YBAaHHS Ta aHANi3y IMOBEMIHKM IUX cucTeM. HaniliHicTb,
edeKkTUBHICT, Ta Oe3meka BipTyadbHUX pPO3MOAUIEHNX CHCTEM 3aJIKHUTh BiJ 3MaTHOCTI TOYHO
MIPOTHO3YBATH iX MOBEIIHKY y BiAMIOBiAh HAa 3MiHHI YMOBH Ta 3amuTH. [ 1]

VY wift cTarTi MM pO3rismaEMo 3acTocyBaHHsS anroputMmy Long Short-Term Memory (LSTM) y
KOHTEKCTi BipTyaJIbHUX PO3MOIUICHUX CHCTEM, III0 € 3HAYYIIAM BHECKOM Yy c(hepy KOMITIOTEPHUX HAYK
i TexHojorid. HaykoBa HoBM3Ha monsrae B amanrtauii Ta interpauii LSTM aist mporrHo3zyBaHHS Ta
onTUMi3alii MOBEAIHKH BIPTYaJIbHUX PO3MOJIIIIEHHX CHCTEM, IIO € BAXKJIUBUM aCIEKTOM Y CY4acHOMY
CBITI, Ie 00CATH MaHWX 3pPOCTAIOTh HAA3BUYAWHO MIBHAKO. BipTyanmpHi po3moAisieHi CHCTEMH CTalOTh
OCHOBOIO YHCIIEHHUX TEXHOJIOTTYHUX TPOIIECIB, BiJ XMAPHUX OOUNCIICHD 10 aHATI3Y BEJIMKHUX JAaHUX, 1 1X
HaJilHICTh, €QEeKTHBHICTh Ta Oe3meka Oe3lmocepeqHbO 3alekaTh BiJl TOYHOCTI Ta e(EeKTHBHOCTI
MPOTHO3YBaHHS X MOBEIIHKH.

CydacHi METOIM MAITMHHOTO HABYAHHS Ta aHANITHYHI IHCTPYMEHTH BiIKPHBAIOTh HOBI TOPU30HTH Y
uiit obnacti. Bonu 103BOsIIOTE He nuie 30MpaTH Ta aHaTi3yBaTH BEIMYE3H1 00CATH JaHUX, a i POOUTH
TOYHI MPOTHO3M 100 MOBSAIHKYM cucTeMu. Llel minxin qomomMarae BUSBUTH MOTEHIIWHI MPOOIeMHU 110
iX BUHHUKHEHHSI, OIITUMI3YBaTH PECYPCH Ta MiABHIMUTH €(EeKTUBHICTh poOOTH cucTemu. [2]

B 1iit po6oTi MU 30cepemKyeMOcs Ha JleTalbHOMY aHami3i BukopuctanHsi LSTM B pizHOMaHITHHX
CIICHapisfX, IO BKIOYAIOTH MPOTHO3YBAaHHS HABAaHTa)XCHHS HA CEPBEPH Ta ONTUMI3aIli0 PO3MOALTY
pecypciB 'y BipTyaJdbHHX pO3MOAUICHHMX CcHUCTeMax. Mmwu nemoHcTpyemo, sk LSTM  moxe
BUKOPUCTOBYBAaTHCSA MJsl TOYHOI'O INPOTHO3YBAaHHS MHOBEAIHKH CHCTEMHM, IO CIPHSE ITiIBUILECHHIO
eeKTHBHOCTI Ta HaxilHOCTi. OKpiM IBOTO, MU JOCIHIIPKYEMO HTErpallifo MexaHi3mMy yBaru (attention
mechanism) 3 LSTM, mo mo3Bonsie mMoaeni Oinbll TOYHO (DOKYCyBaTHCS Ha PENICBAHTHHX JaHHX,
BPaxOBYIOUH CENH(DIKy POMOAUTIEHUX CUCTEM.

3aBAsKH I[bOMY aHaJIi3y MOXHA Oy/e Kpallle OIIHUTH, SKMM YHHOM Cy4acCHI TEXHOJIOTIi MAallTMHHOTO
HaBUAHHS Ta aHATITHKH MOXYTh BJOCKOHAJIHWTH IPOIECH YIPABIiHHS Ta ONTHMIi3allii BipTyaJbHUMH
PO3MONIIEHHUMY CHCTEMaMHU.

2. 3actocyBanns aaroputmy LSTM B BipTyaJbHUX po3MOAiTeHHX cCTEMAaX.

Onrtumizaniss pecypciB B OOYUCITIOBAUIBHUX BipPTyalbHUX PO3MOAUIEHHMX CHCTEMax 3a JAOINOMOIOIO

MAIIMHHOTO HAaBYAHHS € KIIOYOBOIO Ul 3a0e3leueHHs] MaKCHUMalbHOI €(eKTHBHOCTI Ta MPOIMYCKHOI
CIPOMO’KHOCT] Y BEIMKOMACINTA0OHHX PO3MOAUICHHX OOYUCICHHSAX. Taka cHCTeMa MOXKE aHai3yBaTH
BUKOPHCTaHHS PECYpPCIB J0AAaTKaMU, 100 BU3HAYMTH HAWKpAIIMH JTOJATKOBUH pecypc Uil KOKHOTO.
Jns nanoi 3amaui MokHa BHKopucToByBaTH anroput™ LSTM (Long Short-Term Memory). [3] Lle
apxiTektypa pekypeHTHoi HelpoHHOT Mepexi (RNN), sika MIMPOKO BHKOPHUCTOBYETHCS B TIHOOKOMY
HaBYaHHI. BiH 4y/I0OBO BJIOBJIIOE JOBIOTPHBAJI 3aJICKHOCTI, 110 POOMTH WOTO 1/I€alIbHUM [Tl 3aBIaHb
NPOTHO3YBaHHA MOCHiKoBHOCTI. [4] [IporHo3yBaHHSI HaBaHTAXXECHHS Ha CEPBEPH € BaXKIMBUM aCIIEKTOM
YIpaBIliHHS pecypcamMy B XMapHUX OOUMCIICHHSAX Ta BIPTYyaIbHUX PO3NOAIICHUX CUCTEMAX.
OcHoBHUM NOHATTM anroputMy LSTM e knitunnaumii ctal (cell state), o pomomarae moaeni LSTM B
HaBYaHHI Ta 3anam'aToByBaHHI iH(popMmaii nmpoTsirom 1oBrux nocuigoHocreil. Kiitnnauii cran B LSTM
CXOXKUH Ha KOHBEEp, SKUI INpaloe yepe3 BCIO MOCTIIOBHICTh BXiTHMX IaHUX Ta MEPEHOCHUTH
iHpopmarttito y uaci. [5] Bin no3Bonsie LSTM BuOIpKOBO J0AaBaTH YW BUAAIATH 1HQOpMAaIio 3
KIIITHHHOTO CTaHy, BHUKOPHCTOBYIOUHM CIICIiali30BaHi CTPYKTYpH, IO HAa3WBAIOThcs reiitamu. Tpu
OCHOBHI KOMIIOHEHTH, 5IKi CKJanaroTh Kiaituay LSTM, 1e:

o Teiit BBony (Input Gate): Lleii reiiT Bu3Hauae, siky iH(MOpMAaIIi0 3 TTOTOYHOTO BBOJAY CIiJT
J0JaTy A0 KIITHHHOTO cTaHy. Bin Oepe moTo4yHMii BXiJ Ta MomepeAHid NMPUXOBaHMUN CTaH SIK
BX1JIH1 1aHi, 00po0IIste X uepe3 cUrMoigHy (PyHKIII0 akTHBalii, 1100 oTpuMaTy 3HaueHHA Mix 0
ta 1 (0 o3Hauae "BinkuHyTH", a 1 03Hauae "30epertu"), a MOTIM Yepe3 TAaHTEHC TiNnepOOTIYHAN
aKTHUBaIlii, 100 OTPUMAaTH HOBI KaHIUAATCHKI 3HAYECHHS JJIsl KIITUHHOTO cTaHy. Lli 3HaueHHs
MOTIM MHOKaTbCs Ha BUXiJ I€HTY BBOAY, 100 BU3HAUUTH, 110 JOAATH 10 KIITHHHOIO CTaHy.
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e Teiitr 3a0yrTa (Forget Gate): I'eiir 3a0yTTs BH3HAdae, sAKy iHGOpPMAIIO 3 TOMEPEIHHOTO
KIITHHHOTO CTaHy clif 3a0yTH uu 30epertu. Bin Oepe momepenHid NMpuUXOBaHWH cTaH Ta
MOTOYHHI BXiJl, 0OpOOIIIOE X aHAJIOTIYHO I'eiTy BBOAY Ta BUpOOsie 3HadeHHs Mix 0 Ta 1, o6
BHU3HAYMTH, SKi YACTHHU MONEPETHHOTO KIITHHHOTO cTany ciix 3a0ytu (0) ado 36epert (1).

e T'eiiT BuBeaennsi (Output Gate): ['eiiT BuBeneHHsS BH3HAUAE, SIKy iHPOPMAIIIO 3 TTOTOYHOTO
KIIITHHHOTO CTaHy CJIiJi BAKOPUCTOBYBATH JUIsl CTBOpEeHHs BUBeneHHs kiaiTiHu LSTM. Bin Gepe
MMOTOYHUH BXiJ] Ta TIOMIEPEHIN MPUXOBAHUN CTaH, 00pOOIIIOE iX 1 KOMOIHYE 3 KIIITHHHAM CTaHOM
JUIS CTBOPEHHSI TIOTOYHOTO MPUXOBAaHOTO CTaHy. [IpUXOBaHWU CTaH TIOTIM TepeNacThCs
HACTYIMHOMY KPOKY 4YacOBOTO psiy, i MOTO0 TaKOXK MOKHa BHKOPHCTOBYBAaTH SIK BHBEICHHS
LSTM, sikmro e notpidHo. [6]

Mopens LSTM moxe OyTH onrcaHa MaTeMaTHYIHO 3a JIOTIOMOTOI0 HA0OPY PiBHSHB, IO KEPYIOThH
ii pobotoro:
it=0W;-[he-1]+Db;)
(2.1)
I'eiit BBoay (Input Gate). Busnauae, sika HoBa iH(opMmartlis 30epiraeTbest y cTani kimituHU. e it
BU3HAYae, sika HoBa iH(opMallis TOBHHHA OYTH JI0JlaHa JI0 CTaHY KIITHHH

ft = oWy [he—1] + by)
(2.2)
Ieiit 32a0yTTa (Forget Gate). Lleii reiiT Bupimye, sixa indopmaiiist Oye BIIKHHYTa 31 CTaHy KOMIPKH.
Jle ft BHKOPHCTOBYETHCS Il BU3HAYCHHS, sika iH(pOpMAIlisA 3 MOMEPEAHLOTO CTaHy KITHHU Cp_q
noBrHHa OyTH "3a0yTa" a0 BiAKMHYTA.

Ce = tanh(W¢ - [hy 1] + bc)
Ce =ft  Cooq +ip - Cy
(2.3)
[Ipencrarsie HOBI KaHIUAATCHKI 3HAYCHHS, SIKI MOXKYTh OyTH JI0JaHi 10 cTaHy. e (ft KaHIuaaT Ha
OHOBJICHHSI CTaHy KJIITUHH, 110 CTBOPIOE CITUCOK KaHM/IATIB Ha OHOBJICHHS, 1[0 MOXYTh OYTH JI0JaHi /10
cTaHy KIiTHHHA. C; — OHOBJIICHHS CTaHy KIIITHHH, IO MMOEAHYE iH()OpPMAIIifo 3 TeHTY 3a0yTTS Ta BXiTHOTO
TeHUTY JIJI1 OHOBJICHHS CTaHy KITITHHH.

or =W, - [he 1]+ Do)
ht = Ot . tanh(Ct)
(2.4)

I'eiiT BuBegenns (Output Gate). Lleii reifT KOHTpOIIIO€ BUBIA cTaHy KIiTHHU. Jle, O BU3HAYAE, KA
YyacTMHA CTaHy KIITHHU NOBHHHA OyTH BHMBEICHA HAa HACTYNHHUI Imap a0o BHUKOPHCTaHA SK BHXII.
hy — ne ¢akrnunnii BuXxia oguHuli LSTM, mo 6a3yeThcs Ha OHOBIIEHOMY CTaHI KJIITUHU Ta
BHUXIJTHOMY T'€HTI.

VY nux piBHSHHIX O - 1€ CUTMOiJHA aKTHBalliiHAa (YHKIiS, SIKa IEPETBOPIOE BXiJIHI 3HAYEHHS Y
niana3oH Bix 0 1o 1, a tanh - rinepOoiyHMA TaHTEHC, SKU HOPMAITi3ye 3HAUSHHS Y [iana3oH Bif -1 110
1. Baru W Ta 3mimenns b Bu3HAYaI0Th CHJTy 3B'S3KiB MiK Pi3HMMH OJJMHHMISAMH Y MEPEXi Ta iX BILUIUB
Ha TelTH Ta ctaH Kituau. A [hy _ 1] o3nauae Buxing LSTM-oquuuii 3 nonepeausoro Kpoky dacy. Ile
KITFOYOBHI €NIEMEHT Y PEeKYPEeHTHHX HEHUPOHHHX MepeaX, SKHi J03BOJIsI€e Mepexi '"mam'atatu"
iH(opMAITito 3 MUHYIHX KPOKIB.

3. IIporHo3yBaHHsI HABAHTA:KEeHHS HA CepBePH Y BipTyaJbHHUX PO3NOAITEHUX CHCTEMAaX.

[Iporuo3yBaHHsI HaBaHTaXXCHHSI Ha CEPBEPH y BIPTYaJIbHUX PO3MOIUIEHHX CHCTEMAX € KPUTUYHUM
aCTeKTOM JUIs MiATpUMKH Ta posnoniny 3aBaanb. LSTM (Long Short-Term Memory), y noenHaHHi 3
MexaHi3MOoM yBar# (attention mechanism), CTAaHOBHUTB TIEpEIOBUI MiXij y 1Mii ramysi. [7] MexaHizMom
yBaru 1e TEXHiKa, sKa J03BOJIE€ MO 30CepeaKyBaTHCS HA TIEBHUX YaCTUHAX BX1JHOT MOCIiZOBHOCTI
npy TeHeparii IMeBHOI YacTHHU BHXiJHOI mocmigoBHOcTi. llelf MexaHi3M 0COONHMBO KOPHCHHH Y
3aBJIaHHX, TIOB'I3aHUX 13 MOCIIJOBHUMHU IaHUMH, TAKUMH K 00poOKa MpUpPOAHOI MOBH abo aHai3
4acoBHUX psAAiB. MexaHi3M yBard 03BOJIsIE MOZEN MPU3HAYaTH Pi3HI BarW Pi3sHUM YacTHHAM BXiJIHUX
JaHWX, BKA3yIOUH, CKIIbKM "yBaru" ciiJl NIPUIIIMTH KOKHIM YacTHHI il Yac BUKOHAHHS OOYMCIICHHS.
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et nporiec JomomMarae MOJIe/Il BIIOBIIOBATH 3aJICKHOCTI Ta BaXKIMBI OCOOIMBOCTI Y TaHUX, 0COOJIUBO B
CIICHapIsX, € BXiJHA MOCIiAOBHICTD € JOBIOI0, a Pi3H1 YaCTWHH MOCIiIOBHOCTI MO-Pi3HOMY BILUIMBAIOThH
Ha pe3ynbTar. Hampuknan, y mepekiagi MOB MeXaHi3M YBaru JOMOMAara€ MOJAENI 30CepeAnuTHCS Ha
BIJIMIOBIIHUX CIIOBaX y JDKEPENbHOMY pEYeHHI IMpH Tepekyaai MEeBHOTO CJIoBa Ha MIJTOBY MOBY.
MexaHi3M yBaru y MallliHHOMY HaBYaHHI MO>KHA OITMCATH 32 OTIOMOTO0 (POPMYIL, SIKi IITFOCTPYIOTH, K
MOJIeNb BU3HAYAE, HA SIKY YaCTHHY BXIIHUX JaHUX 30CEPEIUTH YBary.

Po3paxyHOK OIiHOK yBaru:

e.; = f(decoder_state;, encoder_state;)
(3.1)
e, e ; 1ie OIlliHKa yBard JUis (-ro €JeMEeHTY BXiJHOi IOCIIiIOBHOCTI Ha YacoBoMy kpoli t. yHkis f
MOJKe OyTH, HAPUKIIaA, JOOYTKOM BEKTOPiB a00 Mepekero MepuenTpoHiB.

_ _exp(esi)
Aei = ST ,
j=1 exp(eg,)
(3.2)
HopmanizoBani Baru yBaru (X, ; BU3Ha49arOTh, CKUILKM "yBaru" CJIiJl NPUIUIMTH KO)KHOMY €IEMEHTY
BXITHUX JAaHUX.

T, .
context, = Y ;X, ar; X encoder_outputi

(3.3)
KonrtekcTHuli BEeKTOp context, yTBOPIOETHCS SIK 3Ba)KEHA CyMa BHUXIIHUX JAaHUX KOMyBalbHUKA, €
Barv BU3HAYAIOThCS HA OCHOBI Bar yBard.
i KpOKM YMOXIIMBIIOIOTH MOJE AWHAMIYHO BHOWpPATH, Ha SKY YaCTHHY BXIJHOI ITOCHiJOBHOCTI
30CEPeIUTH yBary Ipy TeHeparllii KOKHOTO €JIEMEHTY BUXITHOI ITOCIIIJOBHOCTI, MMOKPAIYIOUH 3aTHICTh
MoJieJ1i 0OpOOJIATH JOBTI Ta CKJIA/IHI MOCIOBHOCTI JaHHX.

4. ApxiTekTypa HNpPOTrHO3yBAaHHSl HABAHTAKEHHS] HA CEPBEPH y BipTyaabHUX PO3MOJiTeHUX
cucTemMax.

Ha pucynky 4.1 300pakeHa apXiTeKTypa IPOrHO3yBaHHS HABAHTAKCHHS Ha CEPBEPH y BIPTyaIbHUX
PO3MOIIEHNX cCUCTeMax. Po3ristHeMo mpu3HAYeHHS Pi3HUX KOMIIOHEHTIB apXiTeKTypHy HS Ha CepBepU y
BIpTyaJIbHUX PO3MOJIIIEHUX CHCTEMAX:

- CumBon 1 (puc. 4.1), MicTHTh BXiIHHWI Ha0lp JaHWX, SKUH MICTUTh IHQOPMAIIO PO
HABAaHTKEHHS HAa CepBepU BIPTYaIbHHX pO3MOAUICHWX cHcTeM (4ac, JaHi 3ali3a,
HaBaHTAXEHHS, TEMIIEPATypy 1 T.1.).

- CumBou 2 (puc. 4.1), mporiec HopMatizye abo MaciiTadye JlaHi TAKMM YHMHOM, 11100 BCI 3HAUCHHS
3HAXOJMINCh Y TIEBHOMY Jiana3oHi, 3a3suyaii Big 0 mo 1. Lle monernrye TpeHyBaHHS MOJedi,
OCKLTBKHY MacIITa0OBaHi J]aHi 3a3BUYall CIPUSIOTH Kpaliiid 301)KHOCTI.

- CumBon 3 (puc. 4.1), SMOTE (Synthetic Minority Over-sampling Technique): neii meTox
BUKOPHCTOBYEThCH Ui OOpOTHOM 3 nucOanmaHcoM KiaciB y Habopi maHuX. BiH cTBOprO€e
CHUHTETHYHI MPHKIAAX MIHOPUTAPHOTO KJIACy I BUPIBHIOBAHHS KIJTBKOCTI MPHUKIAMIB MiX
KJIacaMu, IO JIOTIOMAarae YHUKHYTH yIIepe/PKEHOCTI MOJIENi 10 IOMIHYIOUYOTO KJIacy.

- CumBon 4 (puc. 4.1), nepeTBOpeHHS, Jie IaHi mepeTBopIotoThes (reshaping) ams mogadi y LSTM
mapu. LSTM Mepexi norpeOyroTh BXiTHUX AaHUX y (OopMi TPUBUMIPHOIO MacuBy (3a3BHYAl
[mpuknanu, yacoBi KPOKH, O3HAKHU ), TOMY JIaHI MaloTh OyTH repedopMaToBaHi BiJIIIOBIAHO.

- CumBon 5 (puc. 4.1), naGip s HapuanHs (Train Dataset) — 1i¢ uyacTMHa [OaHUX, sKa
BUKOPHUCTOBYETHCS [T TpEHyBaHHs MoJiesti. BoHa npoxoauts yepe3 LSTM mapu asst BUBYSHHS
3aJIe)KHOCTEH B yaci Ta ineHTudikauii madaoHiB.

- CumBon 6 (puc. 4.1), noznagae LSTM monens.

- CumBon 7 (puc. 4.1), noznauae Bopota 3a0yBanus (forgate gate) B8 LSTM, siki BUpIIIyIOTb, SIKY
iH(opMaLilo 3 TONEePEIHBOr0 CTaHy CIIiJ] BITKUHYTH.

- Cumson 8 (puc. 4.1), mozHauae BopoTa MoxyJsmii BxijHUX (input modularity gate) naHux B
LSTM, siki perysroroTh BHECOK HOBOI iH(pOpMAILlii B CTaH KOMIpKU

- Cumson 9 (puc. 4.1), moznauae Bopota BBoay (input gate) B8 LSTM, siki KOHTPOIIOIOTE, SIKa HOBa
iH(opMaIlis JOAAETHCS 10 CTAaHY KOMIPKH.
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- Cumsoi 10 (puc. 4.1), mo3navae cran koMipku B LSTM, sikuii 30epirae inopmariiro mpo Bech
Jac TPEHyBaHHs.
Bxiuuii Hopmanizosani Bopots6a
JAATaceT i nai 3 aucbamaHcom
r\:hnrvl‘lax SMOTE [NeperropeHHs
Scaling 4
2 3
Jani y hopmi
s \ TPHBHMIPHOTO
/ \ MacHBy
i Bxianuii
i CHI'HAl
Dataset
| “Train”
:. .: A Pesynerar
e I:“;:I:M 777777777777 - Mosre
Onrumizosani Jadi b of'eaHaHHA
l— . I[upulm:ppum ¥
Sanobiranis OIHOBHMIPHHH
Dropout layer 42 I : Flatten Layer
Puc. 4.1 Apximexmypa npoerno3y8anus HABAHMANICEHHS HA cepeepu Y GiPMYanbHUX POZNOOLIEHUX
cucmemax
- Cumson 11 (puc. 4.1), no3Hauae Bopota BuBoay (output gate) B LSTM, ki BU3HA4aIOTh, SKa
iH(OpMallist TIepelacThCs 10 BUXOY 3 CTaHy KOMIpPKH.
- Cumson 12 (puc. 4.1), noznauae map (Dropout Layer), sikuii 3ano6irae rnepeHaBu4aHHIO NIISIXOM
BUIIAJKOBOTO BiJIKIFOYECHHS JSIKIX HEHUPOHIB ITiJ] 9aC TPEHYBaHHSI.
- Cumsou 13 (puc. 4.1), noznayae map (Flattern Layer), sikuii nepeTBoproe BuxiaHi gani 3 LSTM
IapiB y OJHOBUMIPHHN MAacHB JUIS TTOAIBIIOT OOpOOKH.
- Cumson 14 (puc. 4.1), no3nauae map HedponHuil (Dense Layer) mis momaneimoi oOpoOKu
iH(opMallil epe] mepeayueto 10 BUXiTHOTO mapy.
- CumBon 15 (puc. 4.1), mozHadae miap Ui BUBEACHHS KiHIIEBOI'O MPOTHO3Y ab0 pe3ynbTary
KIacudikarii.
BucHoBoOK.

VY crarti posrnspaerbes BukopuctanHs anroputMy LSTM (Long Short-Term Memory) ans
onrtuMizamii BipTyalbHUX PO3MOAUICHHX CHCTEM, 30KpeMa Ul NPOrHO3YBAaHHS HABAHTAKCHHA Ha
cepepu. OCHOBHI HOBOBBEJICHHS Ta aCIIEKTH CTATTI BKIHOYAIOTh:

3actocyBanHss LSTM B  oOuHMCHIOBAIBHMX  BIPTyaJbHMX  PO3MOJUICHHX  CHCTEMaXx:
[ligxpecmoerbes BaxnuBicTh LSTM ans aHanizy BUKOPHCTaHHS pecypciB JOJaTKaMu 1
BU3HAYEHHSI ONITUMAIILHOTO PO3IIOJIITY PECYPCIB ISl KOXKHOTO JIOJATKY.

Kittouosi komnonentu LSTM: Crarts neTajibHO onucye KimiTuHHUE craH (cell state) i fioro ponb
y HaB4anHi LSTM, a Takox Tpu roioBHi reitu: reit BBoxny (Input Gate), reit 3a0yrts (Forget
Gate) i reiit BuBezienns (Output Gate).

Marematiunuii onvic Mozeni LSTM: B crarti nmojano Habip piBHSHB, SIKi BAKOPHCTOBYIOTHCS
[t onucy po6otu LSTM, BKIIIOYarOuy MPOLECH B reiTax Ta OHOBJIEHHS KJIITHHHOTO CTaHYy.
Mexani3m yBaru y noennansi 3 LSTM: OOroBoproeTscsi, K MEXaHi3M yBaru MO>Xe HOKpaIuTu
3matHicth LSTM Mopxeneir 10 oOpoOKM JOBIMX Ta CKIAQAHMX IIOCIJIOBHOCTEH JaHHX.
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OnucyroThCs MPOLECH PO3PaxXyHKY OI[IHOK YBarw, HOpMaji3ailii OMIHOK Ta (OpMyBaHHS
KOHTEKCTHOT'O BEKTOpA.

- IlincymoByeThbCsl, SIK Ii TEXHOJOTii MOXYTb MiABUIMUTA TOYHICTH IMPOTHO3IB y KOHTEKCTI
BIpTYaIbHHUX PO3MOILIEHUX CHCTEM, CTIPUSIIOYH OUTHIN €()eKTHBHOMY YIIPaBIiHHIO Ta PO3MOILITY

pecypcis.
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This scientific article is devoted to the development of a conceptual model for the synthesis of the architecture of virtual
distributed systems (VDS). The article examines key aspects of virtual distributed systems, including hardware, hypervisors,
virtual machines, and management modules. The methodological principles of architecture synthesis are highlighted, starting
from the analysis of system requirements, architecture design, implementation and testing, ending with the evaluation and
optimization of VRS performance. The article emphasizes the importance of each stage in this process, emphasizes the need for
a deep understanding of system requirements and the selection of appropriate technologies. The article pays special attention to
the role of hypervisors and virtual machines in VRS, their connection to hardware and resource management capabilities. This
article will be useful for virtualization and computing researchers and practitioners who are designing or optimizing virtual
distributed systems. The article is devoted to important issues related to forecasting and optimization of virtual distributed
systems, which is a key element of modern technological infrastructures. With the development of computing technologies and
artificial intelligence, the need for effective resource management and support of high throughput in computing systems is
increasing. The purpose of this scientific work is to research and analyze the application of machine learning algorithms, in
particular LSTM (Long Short-Term Memory) and the attention mechanism, for forecasting and optimization of virtual distributed
systems. The paper seeks to examine in detail how these technologies can improve resource management, provide higher
efficiency and throughput of systems, and analyze how they help identify potential problems and optimize resource allocation
based on accurate forecasts and historical data analysis. This paper uses various research methods, which include
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MogeJib HeliPOHHOI Mepe:xi 11l HeH3YPYBAHHS TEKCTOBHX JaHUX

AKTyaJbHICTB. B YMOBaX CTPIMKOTO pO3BHTKY IHTEpHET-KOMYHIKaliii Ta 3pOCTaHHsA OOCSTIB TEKCTOBOTO KOHTEHTY,
aKTYaJIbHICTh POOOTH 00YMOBJICHA HEOOXITHICTIO 3a0e3MeUeHHs e()eKTUBHOTO IICH3YPYBaHHS TEKCTOBHX AaHHX. OcoOIHMBO B
OHJIAWH CEPEIOBHII, I BXKJIMBO 3a0€3MEUUTH OE3MEKY Ta CTUYHICTh CIUIKYBaHHS.

Merta: 3a0e3neynT OUTBIN SKICHMHA Ta O€3NMEYHMH KOHTEHT JJIsi KOPHCTYBadiB, SKi 3aJIeKaTh BiJ HAIIHHOI Ta Oe3medHol
iHpopmanii B IHTepHeTI, 32 JOMOMOrOI0 PO3pPOOKKM Ta BIPOBAHKEHHS HEHpPOHHOI Mepexi, sika Oyle 3IaTHAa BU3HAYATH
HEJOMYCTUMHUI KOHTEHT y TEKCTOBHX AaHi B peaJbHOMY 4aci.

Metoan aocaiIiKeHHs. B XOIi BHKOHAHHS JOCTIDKEHb OyIM BHKOPHCTaHI METOAM OOpPOOKM Ta MIATOTOBKH [aHHX,
METO/U IITMOOKOTO HABYaHHS, TEOPisl HEHPOHHUX MEPEX, TEOPis IUTYIHOTO iHTENEKTY, MATEMaTUYHUHA aHaJIi3, METOAN aHATI3Y
iHpOPMaTHBHOCTI, METOIY OL[IHKU SKOCTI Kiacu(ikamii, JOCTiIKEHHS IPaKTHIHOTO 3acToCyBaHHs. [IporpamMue 3abe3nedeHHs
po3pobiieHo 3a monomoroo Mosu Python. Takox Gynam Bukopucrani HacTymHi 6iGmiorexu: Keras, sklearn, pandas i immi.
Pe3ynbTaTH: TOJMOBHUM pe3yJabTaTOM poOOTH Oyna po3poOka MoJeli HEHpPOHHOI Mepeki, sKa ICH3ypye TEKCTOBI JaHi B
peanbHOMY Yaci, MOJIeNIb BUSIBISIETHCSI BHCOKO MAcCIITa0OBAaHOIO i TOTOBOIO JI0 HABYAHHS HA AaHMX iHIIHX MOB.

BucHOBKH: po3nIISIHYTO MTpoOieMy EeH3ypyBaHHS TEKCTOBHX NaHUX. OCKUIBKYU 1€ 3aBIaHHSI 00pOOKH MPUPOAHOI MOBH, OyiI0
3aIpoONOHOBAaHO Ta pPo3pobieHO Mozenb HeipoHHOi Mepexi Ha ocHOBI RNN, a came LSTM. JlocmimkeHHS 3acBiIumiio
Ba)XJIMBICTh IHHOBALIHUX MiJXOIB y BUPINIEHHI MPOOJIeM LIEH3yPH TEKCTOBHUX JaHHX, 2 BHKOPUCTAHHS HEHPOHHUX MEPEX Ta
TEXHOJIOTIH IITYYHOTO IHTEJEKTY CTAE€ MEPCIEeKTHBHUM HANPSMKOM [UIS IMOJAJBIIMX JOCHI/KEHb Ta BIPOBAKCHb Yy Miil
obuacri.

Knrwuosi cnosa: netiponni mepedici, yenzypysanns mexcmy, LSTM, NLP, kracughixayis mexcmosux oanux.

Ax muryBatu: Titapenko T., Toncromysska O. I'., ¥3noB [I. 0. Moaenb HelpoHHOT Mepexi A
LIEH3ypYBaHHS TEKCTOBUX JaHUX. Bichux Xapxiecbkoco HAWiOHATbHO20 — YHigepcumem)y  IMeHi

B.H. Kapasina, cepis Mamemamuune mooemosanns. Ingopmayivini mexnonocii. Asmomamuzosani
cucmemu ynpaeninus. 2023. Bun. 60. C.52-58. https://doi.org/10.26565/2304-6201-2023-60-06

How to quote: Tytarenko T., Tolstoluzka O., Uzlov D., “The model of a neural network for text data
censoring”, Bulletin of V.N. Karazin Kharkiv National University, series Mathematical modelling.
Information  technology. Automated control  systems, wvol. 60, pp. 52-58, 2023.
https://doi.org/10.26565/2304-6201-2023-60-06 [In Ukrainian].

1. Beryn

V¥ cydacHomy iH(OpMAaIIHHOMY CYCITIILCTRI, € IOTOKH TEKCTOBOI iH(OpMAIIii HEBIIMHHO 3POCTAIOTh,
BaKIIUBICT e(eKTHUBHOT QibTpallii Ta LeH3ypyBaHHS TEKCTOBUX JaHUX BU3HAETHCS SIK KIIFOUOBA 00JIACTD
Juist  3a0esriedeHHs  O€3meKkd, KOHQIACHIIWHOCTI Ta E€TUYHOCTI B  OHJAWH  CEPEOBHIII.
HenepenbauyBaHicTh Ta qUHAMiKa 3MiH y CYy4acHOMY MOBHOMY IPOCTOpPiI CTBOPIOIOTh BUKIIHK JUIS
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pPO3pOOKH IHHOBAIIMHUX MOJENEH, SKi 3[aTHI TOYHO Ta AaBTOMATHYHO BHU3HAYATH HENPHITYCTUMHUMN
KOHTEHT, 3a0e3meuytoun 0e3eKy Ta eTHUHICTh OHIalH-CIIIKYBaHHS.

2. ETnyHi, coniajibHi Ta TeXHiYHi npo6aeMu

* Llen3ypa Moske NOPYLINTH PUHLIUI CBOOOAH CIIOBA, SKUI BBAYKAETHCS KIIIOYOBUM JUISI IEMOKPATHYHUX
cycminscTB. OOMEXEHHS JOCTYITy 10 MEeBHOI iH(OpMAIlii MOXKe MPU3BECTH N0 OOMEXEHHSI CBOOOIN
BUPaXCHHS Ta OOMIHY 1JICSIMH.

* Cy0’eKTHBHICTDh BHHUKAE 3 TOTO, 10 BU3HAYCHHS TOTO, 110 € HEPUHHATHAM a00 00pa3InBUM, MOXeE
3HAYHO BapirOBATHCS 3aJICIKHO BiJl KYJIbTYp, TPYIIH JIFOJICH YU 1HIUBITyalbHHUX epeKkoHanb. OnHa i Ta
K cama ¢pasza 9 BUCITIB MOXKe OYTH CIIPHHHATAMH PI3HUMU JFOBMH MO-pizHOMY. CripoOy BU3HAYNATH
"HENPUUHATHUHI" BMICT MOXKYTh BPaXxOBYBAaTH Pi3HI aCIIEKTH.

* HecnipoMOJKHICTh BH3HAYUTH KOHTEKCT: aBTOMATH30BaHI CHCTEMH LIEH3YpH, 30KpeMa 3aCHOBaHI Ha
ITYyYHUX HEHPOHHUX MeEpekax, MOXKYTh MaTH CKJIaJHOLII B PO3YMiHHI KOHTEKCTy, IO MOXeE
MPU3BECTH 70 TIOMIJIKOBOTO OJIOKYBaHHS YH (pisIbTpalii TeKCTiB.

* AJNTOPUTMH LEH3YpH MOXKYTh CTHKATHUCS 13 CKJIaTHOIIaMH B PO3Pi3HEHHI ipoHii, TymMopy, abo TOTO, 5K
TIEBHUI BHUCIIIB MO>KE 3MIHIOBATH CBOE 3HAYECHHS B 3aJIEKHOCTI BiJl KOHTEKCTY.

» O0Xif IeH3ypH: 1Iei acleKT BKa3ye Ha Te, 0 KOPUCTYBadi MOKYTh BUKOPUCTOBYBATH Pi3HI TEXHIKH
JUTSL YXWJICHHS BiJ CHUCTEM IIEH3ypH Ta OTPUMAaHHS MOCTYIY 10 3a00pOHEHOTO abo 0OMEXEHOTO
koHTeHTy. OOXiJ I[EeH3YpHHUX OOMEKEHb MOXKE CTaTH MNPOOJIEMOI0 IS THUX, XTO HaMaraeThCs
KOHTPOJIIOBATH JIOCTYII A0 TIEBHOTO BMicTy. OJTHIM 31 IUISXiB € BAKOPHCTAHHS AIbTEPHATUBHUX CIIiB,
KOPHCTYBadi MOXYTh 3MIHIOBATH CIIOBAa YM BHUKOPHUCTOBYBAaTH CXOXi TEPMiHH, 100 YHHKHYTH
¢inpTpiB. MackyBaHHS KOHTEHTY, BUKOPHCTaHHS CHeNH(iYHUX CHMBOIIB, PEECTpAlii YW iHIIAX
MacKyBaJIbHUX TEXHIK JIJIs1 yXUJICHHS BiJ QiIbTpiB.

* Buknuku B 001acti TexHika: 00poOKa MPUPOAHOT MOBH BUSIBIISETHCS CKIIATHUM 3aBJJAHHSM, OCKLIbKH
BOHO BHMAara€ pO3yMiHHA HE JIMIIE CHUHTAKCHYHUX Ta CEMAHTUYHUX MpPaBWI, alie 1 BpaxyBaHHS
BEJIMKOTO PI3HOMAaHITTS MOBHUX BHpPa3iB Ta 1/1i0M.

BukopucTaHHS IITyYHOTO 1HTENEKTY, 30KpeMa ITYYHHX HEHPOHHUX MEPEeXK, BUSBISAETHCS HAHOLIBII
e(eKTHBHUM y BUPIIICHHI BUKIIMKIB, MOB'SI3aHUX 13 HEH3YpOIO TeKCTOBUX aaHuX. LLITy4ni HelipoHHI
MepeKi BOJIOIIIOTH 3/IaTHICTIO €(DEeKTHBHO alaliTyBaTUCS 10 CKJIATHUX CTPYKTYp TEKCTiB Ta KOHTEKCTIB,
10 poOUTH iX 0COOIMBO KOPUCHUMY Y BUSBIICHHI Ta (ibTpallii HeOakaHOT0 KOHTEHTY. BupimeHHs 1iux
BUKJIMKIB TOTpeOye BIPOBAKCHHS IEPEIOBUX METOJIB OOpOOKHM MPUPOAHOI MOBH, 3aCTOCYBAHHS
TEXHOJIOT1M MAIlMHHOTO HAaBYaHHS, a TAKOX IOCTIHHOrO HaBYAHHS CHCTEM JUIS ajamnTarliii 70 3MiH y
MOBHOMY B)KMBaHHI Ta COLIaJIbHUX CTaHAapTax. be3nmepeyHo, po3poOKa Ta BIOCKOHAJICHHS TaKHX
TEXHOJIOT1H TIOBUHHI BPaXOBYBaTH €THYHI aCNEKTH, TaKi sIK KOH(QIICHIIMHICTh TaHUX Ta 3a0€31eueHHS
CBOOO/IM BUPAKECHHSI.

3. O0rpyHTyBaHHs Ta BHOip THIY HelipoHHoi Mmepexi: LSTM (Long Short-Term Memory)

* Ypaxysanus xonmexcmy:
LSTM Bwmie 30epiraT Ta BAKOPHCTOBYBATH iH(OPMAIIiIO 3 MTOTNEPEIHIX KPOKIB B TIOCIIIZIOBHOCTI.
Lle 0co0MMBO BayKIIMBO JJIS aHANI3Y TEKCTY, JIe PO3yMiHHS KOHTEKCTY Ta 3B'SI3KiB MiXK CIIOBAMHU
rpae BEIHUKY POJIb.

* VHukHeHnHsa npobiemu 3SHUKIUX epAdicHMIB:
LSTM Bupinrye mpoOiieMy 3HUKITUX TPATI€HTIB, sIKa MOKE€ BUHUKATH TP TPEHYBaHHI TITMOOKHUX
HeHpoHHUX Mepex. Lle poOuTh #oro eheKTHBHUM B poOOTI 3 BEJUKUMHU OOCSITaMu TEKCTOBUX
JIAHUX.

* Poboma 3 nocrioognocmamu pizHoi 008HCUHU:
LSTM moxe mpairoBaTv 3 MOCIiJOBHOCTSIMH Pi3HOI JOBKWHH, IO BAXKIUBO JUII POOOTH TEKCTOBUMHU
JAaHUMH, JIe PEYCHHS MOXKYTh MaTH Pi3HY KUIBKICTh CItiB.[1-2].
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Ha pucynky 1 BimoOpaskeHe cXeMaTH9IHE IPEACTABIICHHS MEPEXi 3 TOBrOI0 KOPOTKOCTPOKOBOIO
mam’ SITTIO.

Pucynox 1 — Cxemamuune npedcmasients mepexci 3 0062010 KOPOMKOCMPOKOBOI NAM AMIMIO

4. ApxiTekTypa HeHpPOHHOI Mepe:xi
Ha pucynky 2 B cxeMaTHYHOMY BHIJISI PEJICTaBICHA pO3po0IIeHa apXiTeKTypa HEHPOHHOT Mepexi
JUTSI IEH3YPYBaHHS TEKCTOBUX JaHUX. /laMo KOpoTKuil omuc i KOMITOHEHTIB.

» Embedding Layer:
BukopucToByeThCs U151 IEPETBOPEHHS CIIOBECHOTO TEKCTY B UHCIOBHH (hopMar, o Moxe OyTH
BUKOPUCTAHO HEMPOHHOIO MEPEKELO.

¢ LSTM Layer:
LSTM map BUKOPHCTOBYETHCS JIsi aHaNi3y IMOCIHiZOBHOCTI BEKTOPIB, AKi MPEICTABISIOTH
BOYIOBaHi CJIOBA.

 Dropout Layer (nepwuii):
Dropout mapu BHKOPHUCTOBYIOTHCS Uil YHUKHEHHS NEpPEHABYAHHS IMUIIXOM BHITAJKOBOTO
"BUMUKaHHA" YaCTUHH HEHPOHIB MiJ 4ac TPeHyBaHHSI.

 Dense Layers (nepwuii):
Biamnoginae 3a 00poOKy Ta BUTSATYBaHHS KIIFOUOBHMX O3HAK 3 iH(poOpMallii, 1110 OyJia 3reHepoBaHa
nonepeaniMm LSTM mrapom|3].
 Dropout Layer (opyeuii):
BuxopuctoByeThbes sik 1 ioriepenHiii Dropout anst 3ano0iranHs iepeHaBYaHHIO.
¢ Dense Layers (Opyeuii).
3acTocoByeThes i Kinacudikamii TeKCTy Ha Kinbka KiaciB. JlonoMarae y BUpa3HOMY IpeACTaBICHHI
BUXIJTHOT iHQOpMAIT [UIs pillIeHHs 3a/1a4i eH3YPyBaHHSI.
BpaxoByroun Bume3azHaueHi ¢akropu, oOpana apxitektypa LSTM 3abesneuye edexTuBHE
BUSIBJICHHS Ta IICH3ypPYBaHHS HETIPUITYCTUMOTO KOHTEHTY Y TEKCTOBHX JaHHX, 3JaTHICTh aJlalTyBaTUCs
JI0 pI3HUX KOHTEKCTIB Ta YHUKHEHHS MPOOJIeM 3HUKIIMX TPAIIEHTIB MMiJl Yac TpeHyBaHHS.[4-5]

Embedding == LSTM ==p Dropout —)p . —)p . —p .

Pucynox 2 — Cxemamuune npedcmasnenns apximekmypu HeupOHHOT Mepedici

5. HaByaHHs HeilipOHHOI Mepe:xi, Ta TeCTyBaHHS
[Ipornec HaBuaHHS Ta TECTYBaHHS HEWPOHHOT Mepexi rmepeadavyae BHKOHAHHS JIEKIITBKOX KPOKIiB.

* Tlonepenns o6poOKa:
Ouuwenns oanux: BunydyenHs HenoTpiOHux cumBoiiB, HTML-TeriB un cnenianbHuX
CHUMBOJIIB.
* Po3ninenHs paHux:
Posnogin naHux Ha TpeHYBaNbHHUN, 6anidayiliHuii Ta TECTOBUH HAO0OpH sl e(EeKTHBHOTO
TPEHYBaHHSI Ta OLIHKH MOJICII.
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* ToxkeHizarisg Ta JOIOBHEHHS:

Tokenizayia - 1ie eranm 0OpOOKH TEKCTY, ITiJ] 4ac SKOTO BXiJHHH TEKCT PO3AUISETHCS HA OKPEMi
OJIMHUII, TaK 3BaHI TOKEHH. TOKeHH MOXYTh OyTH cioBaMH, (hpazamMu abo IHIIMMA OIMHHUIIIMU
TEKCTy. B KOHTEKCTI leH3ypyBaHHS TOKEHi3allisl 10omoMarae po3IiInTH TEKCTOBI ¢pa3n Ha OKpeMmi
CIIOBA, IIO CTA€ BAKIMBUM €TAIIOM Iepe/] IOJaIbIINM IIEPETBOPEHHAM TEKCTY JUISI BAKOPHUCTAHHS B
HelpoHHIN Mepexi. TokeHizariss Moke OyTH BHKOHAHAa Pi3HUMH criocoO0amu. 3a3BUYail BOHA
BKJIIOYa€ B ceOe BUJAJICHHS 3aliBUX CUMBOJIiB, IOJI1JT TEKCTY Ha OKpEMi CJIOBa Ta CTBOPEHHS TOKEHIB.
Hanpuknan, pedenns «le peueHHst A UeH3YpyBaHHsD» MOXe OyTH po3nineHe Ha Tokenu: ["Le",
"peuenns", "mus", «ueH3ypyBanss"].[6].

[Ticns TokeHi3amii, TEKCTOBI TOKEHU OTPiIOHO MEPETBOPUTH B YKCIIOBI 3HAUEHHS, SIKi MOXKYTb OyTH
nojaHi HeHpoHHOIO Mepexero. Llell eram Ha3MBaeTbcd TPaHCPOPMALIEID TEKCTy B YHUCIOBI
nociigoBHocTi. Llel eram mo3Boise mMoOymayBaTH YHCIOBHH BEKTOP UISI KOKHOTO TEKCTOBOTO
¢parmenTy, 1o € HeOOXiJHUM TS MTOJANBIIOT0 HABYaHHSA HEHPOHHOI MEpexi.

* IMIuleMeHTAaLisl MOZIeJTi Ta HABUAHHS:

Iunnemenmayiss mooeni: IMIIEMEHTYEMO po3po0IeHy apxiTekTypy (puc. 2) 10 TporpaMmHoi
peamizamii. [Ticnst cTBOpeHHsI apXiTEeKTypu MOAENi, HACTYIMHHUH KpPOK - Iie il KOMILUIALis, TOOTO
KoH(iTypaIist mporiecy HaBdaHHA. KoMinsiis Bkimodae B cebe BUOip ontumizaTopa, GyHKIIII BTpat
Ta METPUK, IKi UKOPUCIOBYIOMbCA TSI OLIHKY MTPOAYKTUBHOCTI MO i 9ac HaB4aHHSA. [licns
BiJIiOpaHHs Ta MiATOTOBKY HAOOPIB JaHUX, MOJIENb IEPEXOUTh JIO €Tally HaBYaHHs. Y IbOMY eTaIli
BUKOPHCTOBYETHCS TPEHYBAIBHHN HAOip MaHWX, 1 MOJENh HaMaraeTbCs ONTHMIi3yBaTH CBOI
napaMeTpH 3a JIOTIOMOTO0 METOLY I'PaJi€HTHOIO CIIyCKY Ta 3BOPOTHBOTO MOIIWPEHHS TOMUIIKH.
TpenyBaHHsI BKIIOYae B cebe MoAady TEKCTOBHX JaHUX B MEPEXKY, OIIHIOBAHHS BHXO/IIB,
MOPIBHSIHHS 1X 3 OYIKYBaHMMH 3HAYCHHSMH Ta KOPUTYBaHHS Bar MOJENi Uil TOKpamleHHs il
TOYHOCTI.

* OuiHka:
Banioayia ma mecmyeanna: OuiHka Mojaeni Ha BaliJalifHOMy HaOOpi A HalalITyBaHHS
napamMeTpiB Ta Ha TECTOBOMY Ha0Opi Ui OLIHKM 3arajibHOi e(eKTHBHOCTI, Ta OIliHKa
MPOAYKTUBHOCTI HaBYEHOI MoJemi. [ 1[bOT0 BUKOPUCTOBYIOTHCS Pi3HI METPHKH, 00 OTPUMATH
00'eKTHBHE YSIBJICHHS TIPO T€, HACKIIbKYU TOOPE MOJETH CIIPABISIETHCS 3 MOCTABICHUM 3aBIaHHSIM
ueH3ypyBanHs Tekcty[7]. Ha pucynky 3 HaBeieHO MpUKIIa/l TaHUX Ha SIKUX HABYAETHCS MOJIEINb.

count hate_speech offensive neither class tweet

language
0 3 0 0 3 2 | Il RT @mayasolovely: As a woman you shouldn’t complain about cleaning up your house. &amp;
as a man you should always take the trash out...
1 3 0 3 1] 1| M RT @mleew17: boy dats cold...tyga dwn bad for cuffin dat hoe in the 1st placell
2 3 0 3 1] 1| 1! RT @UrKindOfBrand Dawgl!ll RT @80sbaby4life: You ever fuck a bitch and she start to cry?
You be confused as <hit
3 4] 2 1 1| MMM RT @C_G_Anderson: @viva_based she look like a tranny
6 0 3] ] 1| i RT @ShenikaRoberts: The shit you hear about me might be true or it might be faker than
the bitch who told it to ya &#57361;
5 3 1 2 0 1| nnmnnnt@T_Madison_x: The shit just blows me..claim you so faithful and down for somebody
but still fucking with hoes! &#128514;8#128514,8#128514;"
6 3 0 3 ] 1| MM*@__ BrighterDays: | can not just sit up and HATE on another bitch .. | got too much shit going
onl®
7 3 0 3 1] 1| IN&#8220;@selfiequeenbri: cause I'm tired of you big bitches coming for us skinny girls!|&#8221;
3 0 3 1] 1| " &amp; you might net gat ya bitch back &amp; thats that *
9 3 1 2 1] 1| " @rhythmixx_ :hobbies include: fighting Mariam"
bitch
10 3 0 3 1] 1| " Keeks is a bitch she curves everyone " lol | walked into a conversation like this. Smh

Pucynox 3 — Ilpuxnad oanux Ha sSKuX HAgUaAemMvbCs MoOeib(meimu)

[Ticns BigiOpaHHs Ta MiArOTOBKH HAOOPiB JaHUX, MOJAETH EPEXOANUTH JIO0 €Taly HAaBYaHHA. Y I[bOMY
eTari BHUKOPHCTOBYETHCS TPEHYBaJIbHUN HaOIp JaHUX, 1 MOJEIb HAMara€rbCs ONTHMI3yBaTH CBOI
napaMeTpd 3a JOMOMOIOK METOJy TIPaJiEHTHOrO CIYCKY Ta 3BOPOTHBOIO IOIIMPEHHS IOMHUJIKH.
TpeHyBaHHs BKIIIOUYAE B ce0€ 1M01a4y TEKCTOBUX JIAHUX B MEPEXKY, OLlIHIOBAHHS BUXO/IB, IOPIBHSAHHS iX
3 O4IKYBaHUMH 3HAYCHHSMH Ta KOPUTYBAHHS Bar MOJCIII JJIs OKPAIICHHS 1i TOYHOCTI.
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Okpemuii Bamigamiiauii HaOlp HaHWX B PO3pOOJICHIN MOMaEN BHKOPHCTOBYETHCS IS TIEPEBIPKH,
HACKIJIBbKU JOOpe MOJeNbh TeHepalli3ye CBOi 3HAHHs HAa HOBUX, paHillie He OadyeHuX naHux. Bamipamis
JIO3BOJISIE BU3HAYMTH CTYIiHB, A0 SKOi MOJENb YHUKHYyNa mepenaBdanns (overfitting) a6o, maBmakwu,
umenonaBuanns (underfitting).

ITicns KOXXKHOTO IUKITY TPEHYBaHH:, KO MOJIENh MPOHIIIa Yepe3 BCi JIaHi TpeHyBallbHOTO Habopy,
MIPOBOJIUTHLCS BAIIAIlisl HA BajIianiiHoMy Habopi.

Pesynprary Bamimarii ciry:kaTh OPIEHTHPOM /ISl IOKPAIIEHHS TapaMeTpiB MOJIENI Ta BAOCKOHAIEHHS
il MPOAYKTUBHOCTI.

Le#t etan € BayKJIMBUM JUIS CTBOPSHHS MOJIINI, SIKA HE JIMIIEC e()eKTUBHO MPAIIOE HA TPEHYBAIHLHUX
JIAHUX, aje 1 MOXE aJCKBaTHO 3aCTOCOBYBaTH CBOI 3HAHHS JI0 HOBUX CHTyalliid. MeTpuku Monemi
HEHPOHHOT MEPEeXKi IMicIsT HaBYaHHS IpeIcTaBiIeHo B Ta0mmi 1.

Tabnuys 1 - Mempuku modeni HeupoHHOT Mepedici NiCas HAGUAHHSL

HaGip nanux/metpuku | Precision AUC-ROC Loss
ITouaTkoBa TOYHICTE 0.8359 0.8088 0.4790
Kinnesa To4HicTh 0.8902 0.8995 0.0390

AHaIi3yI0un pe3yabTaT eKCIIEPUMEHTIB 3 PI3HUMHU Ha0OpaMu TineprnapaMeTpiB Ui MOJeIi, MOJKHA
3poOUTH AeKiTbKa BAXKIMBUX BUCHOBKIB. HaifepexTuBHimor BusBmiacs koupiryparis 3 LSTM = 128,
Dense = 256, Batch_size = 64, Epochs = 5 ta mBuakictio Hapyanus Adam = 0.01. Ileit nabip mapametpis
JIO3BONIMB JocsarTi Bucokoi TounocTti (Precision 0.8802) ta Bucokoro mokasuuka AUC-ROC (0.8895),
10 CBIAYMTH PO BHCOKY SAKICTh MOJIENI B Kitacudikalii Ta podoTy 3 pisHUMH Kiacamu (puc.4).

Takox BaXIMBO 3a3HAYWTH, 10 30iLmbmeHHs KiTbKocTi LSTM-mapiB He 3aBXIu TPU3BOIUTH O
MOJIMIIEHHST PEe3yNbTaTiB, a 3MEHIIEHHs KUIbKOCTI MOXE BIUIMHYTH Ha €(EeKTUBHICTH MOETI.
30inbIIeHHST KITBKOCTI 10X He 3aBKIU MPHU3BOIUTH 0 MOKPAIICHHS, a MIBUIKICTh HAaBYAHHS MOXKE
BUSIBUTHUCS KITFOYOBHM (PAaKTOPOM: 301NIBIIIEHHS MIBUIKOCTI MOXKe TMPU3BECTH JI0 3POCTAHHS TOYHOCTI Ta
AUC-ROC.

JlolaTKOBO, BaXKJIMBO BIIMITUTH CTaOIBHICT, MOJEII MPH 3MiHI IIBUAKOCTI HaBYaHHA. Moneib
MoKa3aJia CTIHKICTh pe3yJIbTaTiB Ipu 3MeHIIeHHi mBuakocti Hapuanus (Adam = 0.0001), o Mosxke OyTh
KOPHUCHHUM TIpY pOOOTI 3 BETMKUMH Ta CKJIaJHUMH HA0OpaMH JIaHUX.

VY KiHIi, €KCHepUMEHTH 3 TineprapaMerpaMd BKa3yIOTh Ha HEOOXIJIHICTh CHCTEMaTHYHOTO Ta
HPUCTOCOBAHOTO MIX0/Y 0 BUOOPY HapaMeTpiB /Uil KOXKHOI KOHKPETHOT 3a/1a4i Ta JaTaceTy.
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Pucynox 4 — I'pagix knacosoi mounocmi mooeni
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6. BucHOoBKHM

lonoBHMM pe3ynbTaToM AaHoi poOoTH Oyna po3poOka Mojeni HEHpOHHI Mepexi, sfKa LEeH3Ypye
TEKCTOBI JlaHi B PealbHOMY 4aci, MOZEIIb BUSBIISIETbCS. BUCOKO MACIITa00BAHOI0 1 TOTOBOKO 110 HABYAHHS
HA JAHUX iHIIMX MOB. i apxiTekTypa, 3 BukopucTanHsM LSTM-mapis Ta emGeminris, n03BOMIsE
e(heKTHBHO BpaxOBYBAaTH KOHTEKCT Ta B3aEMO/III0 MIX CJIOBaMH Y TeKcTax. OCKUTEKYA BUKOPHUCTOBYETHCS
TOKEHI3allisl TeKCTY Ta O0Y0Ba CIIOBHUKA, MOJICTh MOXKE aIallTyBaTUCS JI0 PI3HUX MOBHHUX Bapialliid.
3MiHIOIOYM HaBYAJLHWH JaTaceT Ha JaHi IHIIOI MOBH, MOJKHA JIOCSATTH TapHOI aJamTaiii, OCKLIBKH
MOJIEJTh BHBYAE CTPYKTYPY MOBHU Ta 3B'SI3KM MK CIIOBaMH. Takuil mimxix poOUTh MOMIENh THYYKOIO Ta
3aCTOCOBHOIO JI0 Pi3HUX 3aBJaHb Ta MOBHUX CEPEIOBHIL.

['ol0oBHUM HampsMKOM BHUKOPUCTAHHS MOJENI € UEH3YPyBaHHsS TEKCTOBHX JaHHX B  OHJIAHH
CEePEeIOBHIII, J€ TIOTIK TEKCTOBOI iH(OpMAaIIii pocTe eKCIIOHEeHIIIHHO, 1 eeKTHBHA (PiITbTpaIlis Ta eH3ypa
TEKCTOBUX JIAaHUX CTAIOTh BU3HAYAJILHUMU aCIICKTaMU JIs 3a0e31eueHHs Oe3eku, KOHDISHIIIHOCTI Ta
€TUYHOCTI.

Mopnens IEMOHCTPYE BUCOKHH piBeHb €(peKTUBHOCTI Ta MPOAYKTUBHOCTI 3a PaxyHOK po3poOieHoi
apxiTeKTypH, PI3HOMAHITTS Ta SIKICTh JaHUX IS HABUAHHS, Ta OOpPaHUX TileprapaMeTpiB. ApxXiTeKkTypa
ckiagaerscs 3 LSTM-mapi, emOeninrie ta aponayT-mapiB siki eeKTUBHO MPaIIOIOTh 3 TEKCTOBUMHU
JMAHUMH, TIPO 1€ CBiMUMTHh BHCOKa To4HicTh 88% Tta Bucokuii mokazHnk AUC-ROC, 3HaYeHHS SIKOTO
cknamae 0.8895. Jlani anms HaBYAHHS, SBISIFOTH COO0I0 25 THCSY TEKCTOBHX TOBITOMIIEHh 3 MEpexi
Twitter, o monepents0 06pobIeHi, a came Bunaieni HTML-cytrocti, URL-aapeca ta inmni HemoTpiOHi
cumBond. [IpoBeneHi eKkCHepUMEHTH Ta aHaji3 pe3ynbTaTiB JO3BOJIMIIM BH3HAYHTH ONTHMAIBHI
rineprnapaMeTpr MOJIENI.

Takoxx MOIyJIbHA CTPYKTYpPA Ta apXiTEKTypa MPporpaMHOi peatizailii JO3BOJISIOTh JISTKO IHTErpyBaTH
Ta aJanTyBaTH MOJAENb JUIsl BAKOPUCTAHHS 11 Ha Pi3HUX MuIaTdopmax. K MpaKTUYHUI MIPHUKIIAA, MOACID
Oyna yCHilIHO iMITIEeMeHTOBaHa B cepenoBuil Telegram. Lle mo3Bosisie B peaibHOMY Yaci aHali3yBaTh
Ta IIeH3yPYyBaTH TEKCTOBUH KOHTEHT, 110 HAJIXOAUTH Yepe3 Ii0 TIaThopMy.

Ha erani Bubopy tumy mojesni HeWpoHHOT Mepexi Oy po3rIIsIHYTI Ta MOPIBHSHI Pi3HI apXiTeKTypH,
TaKi SIK IepCenTPOH, 0araTomapoBuii IePCenTPOH, 3rOPTKOBa HEHPOHHA Mepexa, PeKypeHTHI HeMpOHHI
Mmepexi, 30okpema, LSTM, CNN ta RNN.
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The model of a neural network for text data censoring

Relevance: Given the rapid development of Internet communications and the increasing amount of textual content, an urgent
need to ensure effective censorship of textual data necessitates the relevance of this research. This is especially true for the
online community, where it is essential to ensure the security and ethics of communication.

Purpose: to provide better and safer content for users who depend on reliable and secure Internet information by means of
developing and implementing a neural network that will be able to identify inappropriate textual content in real time.

Research methods: methods of data processing and preparation, deep learning methods, neural network theory, artificial
intelligence theory, mathematical analysis, methods of information content analysis, methods of classification quality
assessment, and practical application research have been used in the course of the research. The software has been developed by
using the Python language.

Results: the main achievement of the work is the development of a neural network model that censors textual information in real
time, the model is highly scalable and can be trained on data from other languages.

Conclusions: The problem of text data censoring has been considered. Since this is a natural language processing task, an RNN-
based neural network model, namely LSTM, has been proposed and developed. The study has shown the importance of
innovative approaches in solving the problems of text data censorship, and the use of neural networks and artificial intelligence
technologies is becoming a promising area for further research and implementation in this area.

Keywords: neural networks, text censorship, LSTM, NLP, text data classification.
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