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The following paper considers methods for clustering large amounts of data and proposes a modification of the density-based
approach to clustering multimedia objects with disturbance. The analysis of the existing DENCLUE method is carried out, and
the matrix influence function is introduced, which makes it possible to effectively use this approach in the analysis of
multidimensional objects, the collections of images, video and multimedia data in particular. The introduced matrix form
makes it possible to increase the speed of clustering due to the absence of vectorization-devectorization of the initial data.

Keywords: clustering, image databases, DENCLUE, influence function.

Knacrepusauisi kosiekuii 300paskeHb y BeJIMKUX 0a3aX JaHUX HA OCHOBI
PEKYPEHTHOI onTuMi3amii

C.I. boryuapcbkuit

Boryuapcbkuii Kanouodam mexniynux nayx, cmapuiuii HAyko8uti cniepooimHux
Cepriii IBanoBu4 Xapxiscokuii Hayionanvnui yHisepcumem imeni B.H. Kapasina
nrowa Ceobodu, 4, micmo Xapkis, 61022, Vrpaina

B naniii po6OTI pO3MIAHYTI METOOM KIiacTepizallii BENUKUX O00’€MIB JaHMX Ta MPOMOHYEThCS MOAUGIKAIS IMiIX0Ly
KJacTepu3anii MyJbTUMEAIHHNX 00 €KTIB 3 30ypeHHSMH, 3aCHOBAaHOTO Ha INUILHOCTI. IIpoBeneHo aHali3 iCHYH04Oro mMerozaa
DENCLUE, Ta 3ampornoHoBaHa MaTpuyHa (YHKIIs BIDIMBY, IO J103BOJIsIE €()eKTHBHO BUKOPHCTOBYBATH 3[JaHUH MiJIXiX IpH
aHayi3i 0araTOBUMIpHHUX 00 €KTIB, B YAaCTHHI, KOJEKIil 300pakeHb, Bileo Ta MyJIbTUMEia TaHUX. BrpoBamkeHa MaTpudHa
(opma nO3BOIISIE TMIABHMIWTH INBUAKOMIIO KiIaTepu3allii 3a paxyHOK BiJJICYTHOCTI BEKTOPH3aIlii-IEeBEKTOPHU3AIlil BHXIiITHUX
JaHUX.

Jorenep o0poOka BiZieo BUKIMKAE IiTy HU3KY TPYIHOLIIB, IO TIOB’s3aHI HAacaMmepen i3 po3MaiTTsM TeMaTHKH, SKOCTi Ta
YMOBaMH 3HOMKH, IS SIKUX HEMOXKJINBO Mii0paTH yHiikoBaHy Mpoleaypy po3mi3HaHHs. 3alpOIIOHOBaHUN aBTOPaMHM MiIXij
110 0OpOOKHM BiJIEOIaHNX JO3BOJIMB BUKOHATH CKOPOYEHHS BiJICOPOJIMKIB Ta BHIYUCHHS 3HAUYIIUX KaJpiB, sKi MAlOTh Ha3BY
KJTIOYOBHX KaJpiB, 3 ypaxyBaHHSIM KOHTEHTY. [IOIIyK KIIFOYOBHUX KaJpiB peai3oBaHO 3a JOMOMOTOI0 MaTeMaTHYHOTO anapaTy
niarpam BopoHoro, siki paHille BUKOPHUCTOBYBIIMCH TilIbKU y cepi reonesii, MaTepiao3HaBCTBI Ta KOMIT I0TepHii rpadiri
IUIE TPUBHMIPHOTO MOJENIOBAaHHsS. Y CTaTTi BHPIIIYIOTHCS BaKJIHMBI MHTAHHS MO0 IOIIYKY OMOPHHX TOYOK (32 SIKMMH
OyayroTbest miarpamu BopoHOT0) Ta mOKpamieHHs Micls iX PO3MIIIEHHS y KOJBOPOBUX 300paKeHHSX, SIKUMH € BiI€OKaIpH.
TlopiBHSAHHS BigeokaapiB 3a JOMOMOTOIO BIAMIOBITHHUX 0 HUX JiarpaM BopoHOTo Hamamo MOXKJIHMBICTH OTPUMATH MAIIMHHE
VSIBIICHHS TIPO TIepeMillIeHHS 00’ €KTiB 3MOMKH Y IPOCTOPI Ta Yaci.

B crarTi po3rnsHyTO iCHYFOUM METO KiIacTepu3allii MyIbTUMEIIHHUX JaHUX 3 IiABUIIEHUM PiBHEM IIyMiB. 3apOIIOHOBAHO
MarpuuHui aHanor meroxa kiactepusauii DENCLUE, npusHauenuit s oOpoOKu Koyekuid 300pakeHb, 30€peXeHHS Y
BENIMKHMX 0a3ax HECTPYKTYPOBAaHHMX JaHUX. AJTOPUTM JOCTaTHBO TPOCTHH Yy YHCENBHIH peamizalii Ta XapakTepH3yeTbCs
3017BIICHOI0 MIBHUIKOIIEI0 32 paXyHOK BiIMOBH BiJl peaii3ailii JOMOMDKHHX OTepaliii BeKTOpH3allii-IeBEKTOpH3allii BXiTHUX
300pakeHb.

Knrouosi cnosa: knacmepusayis, 6asu oanux 306pasicens, DENCLUE, ¢ynxyis ennugy, mampuunuii ananoe, 8i0eoxaop.

Knacrepuzanus Ko/uieKnuii n300pakeHuii B 00Jb1INX 0a3aX JAHHBIX HA
OCHOBE PEKYPPEHTHON ONTUMHU3ALUU

C. ". boryuapckuit

Boryuapckunii Kanouoam mexniunux nayx, cmapuiuii HaQyyHui compyOHUuK
Cepreii UBanoBn4 Xaprosckuti nayuonanoHuil ynueepcumem umenu B.H.Kapaszuna
nrowaoe Ceob600vl, 4, 20pod Xapwvkos, 61022, Ykpauna
B nmanHO# paboTe paccMOTPEHBI METOABI KIIACTEPH3AIHH OONBIINX 00BEMOB JaHHBIX M IIPEAaracTcs MOAU(HKALHS HOAX0%a
KJ1acTepusaluu MyHbTHMe)lHﬁHbIX 00BEKTOB C BO3MYIICHUSAMH, OCHOBAHHOI'O Ha IUIOTHOCTH. l_[pOBe}leH aHaJIn3
cymectBytomero merona DENCLUE, u BBenena maTpuyHasi GpyHKIUs BINSHUS, YTO MO3BOJSAET 3P PEKTHBHO HCIONIB30BaTh

© Bogucharskyi S.1., 2020
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JAHHBIA MOJXOJ IMPU AHAIN3E MHOTOMEPHBIX OOBEKTOB, B YAaCTHOCTH, KOJUIEKIMH W300paXKeHWi, BHIEO W MYJIbTHMEIHA
JaHHBIX. BBeneHHas MarpudHas (opMa IO3BOJSET IOBBICUTH OBICTPOJNEHCTBHE KIIACTEPH3AIMK 3a CUYET OTCYTCTBHSI
BEKTOPH3AI[HU-[EBEKTOPU3AINH UCXOIHBIX TAHHBIX.

Knrwuesvie cnosa: knacmepusayus, 6azvl danuvix uzoopascenuii, DENCLUE, ¢ynkyus éiusnus.

1. Introduction

The problem of clustering arrays of multidimensional observations is often encountered nowadays
and a large number of methods, procedures and algorithms, ranging from purely empirical to strictly
mathematical, have been developed for its solution [1-6].

In the most cases, it is assumed that there is a group of N objects described by n - dimensional

feature vectors x(k) eR", k=1 2,.., N which must be divided into p clusters, while this number may
be unknown in advance, i.e. 1< p<N.

Due to the fact that there is no universal algorithm suitable for all possible situations it becomes
clear that there is a large number of possible approaches to solving this problem.

A special group of clustering methods is formed by the algorithms designed to process information
stored in very-large databases (VLDB) [2, 5], where speed and simplicity of numerical implementation
come to the forefront.

In this situation, clustering methods based on the density of data distribution have proven themselves
to be quite effective, while the concept of density used here is close in meaning to the distribution
density used in probability theory and mathematical statistics. It is the density-based methods that make
it possible to form clusters of arbitrary shape when the processed data are distorted by perturbations,
and the number of clusters p is not known in advance. Within the framework of the «density» approach,
clusters are understood as areas in the n-dimensional space of features with a high level of data
concentration. These areas are separated by areas with low density and it is here that the disturbances
are located.

Thus, algorithms based on the concept of density, in the process of data processing, form areas of
arbitrary shape, where the data is concentrated most densely.

The purpose of this work is to analyze density-based clustering methods and develop a modification
of the clustering method.

2. Existing methods of clustering extremely large amounts of data

The most common method from this class is DBSCAN (Density-Based Spatial Clustering of
Applications with Noise), which is computationally simple and resistant to disturbances [7]. The
method is based on a number of concepts and definitions, the main of which are internal and boundary
points, D-reachability (Density reachability) and D-connectivity (D-connectedness), threshold (& = Eps)

and the minimum number of observations in a cluster (MinPts). In this case, it is assumed that an
arbitrary point is directly reachable from any point x(q) if it is removed in the sense of the accepted

metric (traditionally Euclidean) by a distance not exceeding the threshold & which is set a priori. The
threshold &= Eps is the main initial parameter of the algorithm set by the user, which is assumed to be

a qualified specialist in a specific subject area, in our case, in the field of video processing and
computer science.
Based on the selected threshold, the ¢ -neighborhood of the x(q) point is formed, which consists of

all the points that satisfy the inequation
[x=x(@)] <&
As for the minimum number of observations in the MinPts cluster, this is a parameter chosen
experimentally, usually N>MinPts> N+1, it is argued that if the & -neighborhood of a x(g) point

contains at least MinPts points, then both x(k) and x(g) belong to the same cluster.

If we consider the concept of D-reachability, then a x(k) point is considered as D-reachable from
x(q) if such «chain» of observations can be formed that each of its elements is directly reachable by its
neighbors.

An important factor is that the concept of D-reach is not considered to be symmetric. If x(k) lies on
the cluster boundary, then the symmetry is broken, i.e. this point may contain fewer than MinPts of
points in its neighborhood.
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It is precisely by finding such boundary points that the formation of clusters is completed. It is clear
that in this case it is a priori assumed that the clusters being formed do not intersect. All observations
belonging to a specific cluster and having at least MinPts of observations in their neighborhood are
called internal points of the cluster. The described asymmetry gives rise to the concept of D-connection,
and points x(k) and x(q) are called D-connected if they are both reachable from x(r) , and it is obvious

that the concept of D-connection is symmetric.

Based on the introduced concepts, it is possible to define a cluster as a set of D-connected points,
and, what is important, this formulation can be extended to other approaches to the clustering problem,
where the concept of a metric is used. The clustering process itself can be reduced to a sequence of
elementary actions, which, starting from an arbitrary point, finds a set of D-connected data. After all
such observations are found, the procedure starts again from an arbitrary previously unanalyzed point
and finds all the D-connected data related to it. This happens until all observations of the analyzed
group of image objects are exhausted. The set of all objects that are not included in any cluster and
contain less than MinPts observations in their neighborhood are treated as noise in the framework of the
standard approach, although it may turn out that these points contain unique information that should be
carefully analyzed outside of the DBSCAN scope.

It should be noted that the DBSCAN method, due to its simplicity and clarity, has become
widespread in many applied problems of data analysis, including segmentation of various kinds of
images, where a multidimensional set of features specified in vector form is assigned to each pixel. It is
clear that the number of such vectors in the sample can be very large. Of course, some additional
characteristics of the analyzed image can be introduced into consideration, however, to successfully
solve the problem the user's qualification must be high enough. It is this circumstance, as well as the
low level of formalization of this method and the sensitivity to the choice of the algorithm parameters,
that gave rise to a number of modifications, devoid of some of the disadvantages of the prototype.

Today, a number of modifications are known, and each new of them sought to minimize the
influence of the subjective factor associated with each specific user and additionally formalize the basic
procedure.

One of such modifications is DBCLASD (Distribution-Based Clustering of Large Spatial Databases)
[8], which can also be used to form clusters of arbitrary shape from “noisy” data. The main advantage
of DBCLASD is the ability to process data in a sequential (on-line) mode, while each newly received
image can be assigned to one or another cluster based on the analysis of the distributions of distances

from the analyzed image to each of the clusters based on the y2-test. This method has a reduced

sensitivity to the choice of the Eps and MinPts parameters, however, it is based on the assumption that
the data in each cluster are subject to a uniform distribution law, which is not always the case in real
problems, especially those related to image processing.

The development of DBSCAN is also the OPTICS (Ordering Points to Identify the Clustering
Structure) algorithm [9], which allows solving clustering problems in conditions when the clusters have
not only different shapes, but also different data distribution densities in each class. OPTICS, in
addition to the basic concepts and definitions used in DBSCAN, introduces additional characteristics
for each observation such as core distance and reachability distance. OPTICS is structurally equivalent
to DBSCAN, has advanced functionality, but from a computational point of view, it is much more
complex and slower than the prototype, which complicates its use in tasks related to VLDB.

An interesting hybrid of DBSCAN and the popular averages method is Bridge [10], with the help of
which the original data array is first processed using the standard averages method, and then DBSCAN
is applied to each formed data group, which suppresses noise and restores the data density in each
cluster. It is clear that Bridge from a computational point of view is more complex than DBSCAN,
however, it is currently used to solve a number of problems related to VLDB [2].

3. Clustering based on density

The most formalized and mathematically sound density-based algorithm is DENCLUE (DENSsity-
based CLUstEring) [11], created for processing large arrays of multimedia data, by forming clusters of
arbitrary shape at a high noise level. This method is based on a number of assumptions:

1) the influence of each vector-image on neighboring observations can be formally described by
using some function, usually a nuclear one, called the influence function, which describes the
relationship of all observations in some neighborhood of the given image;
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2) the general density of data distribution in the n-dimensional space of attributes is formally
described as the sum of the influence functions of each observation;

3) clusters are defined as neighborhoods of density attractors (D-attractors), which are, in fact, local
maxima of the general data distribution density function.

For some arbitrary point in the feature space, its influence on the image can be described by using
the influence function fY(x)=f(x,y), moreover, such functions are most often either a rectangular
structure (1)

f(x,y)= {1(3 iiff _Do(txﬁexrlw)/v?sg,; "
or Gaussian (2)
2
. y) - exp[_szly)J @)
20

where o is the parameter of the width of the nuclear function, is the distance, usually Euclidean,
between the points x and y.
Then, for a set of observations, the general density function can be represented in the form (3)

N
X (x) = kZlf(X, x(K)) ©)

Function (3), is the sum of nuclear functions, characterized by the presence of a set of local extrema-
maxima, called D-attractors, each of which represents a separate cluster and can be determined by using
one or another optimization procedure. Here we note that the use of the influence function (1) turns
DENCLUE into a standard DBSCAN, and if f(x, y) is continuous and differentiable, such as (2), the

standard gradient optimization can be used to find the local maxima. In this case, an arbitrary point is
attracted to the D-attractor if the sequence of iterations (4)

Lo Xy i-1
x':x"1+n‘Vf )

—_,1—1,2,...;X0=-x (5)
X oo i-1
‘Vf (x )H

converges to x*.
N
If £X(x) are used as relations (2), (3), then VF*(x)= Y (x(K)-x)f(x, x(k)), and the procedure (4) takes
k=1
the form (5)
N Leexi
X xR (k)
X|=X|'1+n k=1 (5)

5 (0, x()
k=1

where 1 is a search step parameter.
Each of the D-attractors is characterized by its own density function (6)

o= T fxxK) ®)

X(K)e near x*

where near x*:{x(k): D(x*, x(k)) Scnear} and its extremum determines the coordinates of the cluster

centroid.

Of course, from a computational point of view, DENCLA is more complex than any of the
algorithms described above, however, its advantages include a high level of formalization, as well as
the fact that it generalizes the density-based clustering procedures discussed above.
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4. DENCLUE in tasks of clustering image collections
When solving clustering problems, it is always assumed that each multidimensional observation-
image is described by a n-dimensional vector x(k), and the entire solution process is associated

precisely with vector operations.

In a situation where there is a large collection of images to be clustered, each two-dimensional
image must first be vectorized, then the clustering problem is solved, and its result is devectorized,
which transforms the vector description into a matrix form. It is possible to significantly simplify the
process of clustering arrays without converting them into a vector form, but operating directly with
matrices. Thus, the set of initial images is the set of matrices x(k)={xi1i2(k)}, X =12.,m;

Xp=12..n; k=12.,N, x(k)eR™".
Further, instead of the standard vector Euclidean norm its spherical matrix analogue is introduced

(7)
D& (x.y)=Sp(x-y)(x-y) ", 7)

and the matrix density function

N
fs (0= 3 fs(x, x(K)
k=1

In this case, an arbitrary (mxn) matrix-image x is attracted to the matrix D-attractor x* if the
sequence of iterations of type (4)

{6fsx(x"1)}
o Xigi
i_y i+l 12
X =X T4 1
- T
- of 2 (| |af¥
6Xi1i2 6Xi1i2
i=1,2,...; x0=x
o (x) . e
converges to x*. Here (mxn) matrix, formed by derivatives fg (x) with respect to the
Xijiy

components of the matrix x.
If the expression (7) is used instead of the matrix function, the optimization algorithm (8) can be
rewritten in a simple form

N
3 r(k,i-1)
k=1

N N 1°
(Sp( 3 rki-1)( 3 r(k,i-1)T)2
k=1 k=1

N

m

where r(k,i-1)=(x(K)-x"1)fs (<L, x(K) .

Note that this is essentially an extension of (5) to the matrix case.

The use of its matrix analogue instead of a vector description makes it possible to significantly
increase the speed of information processing and avoid a number of issues arising in the problem of
clustering data described by high-dimensional vectors, which in turn allows processing not only image
databases, but also solving problems of clustering video data.
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5. Conclusion

The article discusses the existing method for clustering multimedia data with a high level of noise. A
matrix analogue of the DENCLUE clustering method is introduced, intended for processing image
collections stored in large unstructured databases. The numerical implementation of the algorithm is
quite simple and its performance is increased due to rejecting auxiliary operations of vectorization-
devectorization of the original images.
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Po3poOka miHiiffok mporpamumx mpoxykTiB (JIIIII) € mepcrneKTHBHMM HUIIXOM M CTBOPEHHS KOHKYPEHTHO3IATHOTO
nporpaMHoro 3abesnedeHHs Ha cydacHoMmy [T — puHKY. 32 yMOB mOCTIHHHX 3MiH HMOTpe6 KOPHCTYBadiB Ta IOSBU HOBHX
HpOrpaMHO-TEXHIYHMX 3ac00iB IS peali3alil TaKMX CHCTEM aKTyaJbHOI0 IPOOJIEMOIO CTae MOXIMBICTH 3a0e3leueHHs
MIEBHOTO PiBHS BapiabelbHOCTI MPOEKTHUX pillleHb Ha BCiX eTamax ix moBHOro >kutteBoro mukiny (IDKL[). Omgaum 3 HaitOinbIn
CKIAJHUX 3 HUX € eTal BU3HAUCHHA IOYAaTKOBUX BHMMOI KOPHCTYBadiB 10 MaWOyTHBOI CHCTEMH 1 Ul IiJABHIIEHHS
e(eKTUBHOCTI IIbOTO TPOLECY AOLIIBHO 3aCTOCOBYBATH METOAM BHSBICHHS Ta aHAJi3y EKCICPTHHUX 3HAHb y BiINOBIIHIN
npeaMeTHIH ob6macTi, Ui sKoi cTBoproeThess Ta um iHma JIIIII. B crarTi, Ha OCHOBI aHami3y 3araJbHOBHU3HAHOTO
GararopiBHeBoro migxoay 1m0 po3pobku JIIII, 3ampononoBanoro B po6orax K. ITosst (K. Pohl), chopmymnsoBana ocHoBHa
MeTa JOCIIUKEHHS: PO3pOOUTH MiIXiJ 10 KOPEKTHOTO BU3HAYEHHS BIACTHBOCTEH BapiaOenbHOCTI IITHOBOI CHCTEMH BXKE Ha
noyatkoBux erarnax il [DKII. J[nst mporo mpoBeaeHO aHami3 Ta 3alpONOHOBAHO KiIacH(DiKaIilo METOIIB BUIOOYTKY Ta 00pOOKH
eKCIIepTHUX 3HaHb, i JUIS IOJAIBIIOT0 3aCTOCYBaHHS MOTHBOBAaHO 00paHO MeTon moOynoBHu penepryapHux citok (PC). Bin
JIO3BOJISIE TIPOBOJHUTH aHAJ3 Ta CTPYKTYPYBaHHS €KCIEPTHUX 3HaHb y OaraToBUMipHOMY iH(opMamiiHOMY IPOCTOPI, IO AaE
MOXIJIUBICTh BPaXxOBYBATH Pi3HI KOHTEKCTHI YMHHUKH, SKi MOXKYTh BIUTUBATH HAa MHOXKHHY BiAMOBITHUX BUMOT 10 MaOyTHBOL
cucteMd. Po3riisgHyTI KOHLENTyalbHI 3acaaud Merony moOymoBu PC Ta 3amporoHoBaHe (OpManbHE TEOPETHKO-MHOKHHHE
BU3HAYEHHS 11 HOr0 OCHOBHHX CKJIAJI0BHX: €JIEMEHTIB, KOHCTPYKTIB Ta PeHTHHroBHX OLiHOK. Ha mpukianax 3 mpeaMeTHol
obuacti po3pobku cucreM «Po3ymHniT AiM» 3 BUKOPHCTAHHSAM TaKOTO IJIXOMy HaBeJeHI KOHKPETHI Npukiaau nodynosu PC,
SKi JO3BOJISIIOTH BPAaxOBYBAaTH TEXHIYHUM, COIiaIbHUHA Ta €KOHOMIYHHMH AacIeKTH BHMOT KOPHCTYBAdiB IOAO MiATPUMKHU
BapiabeIbHOCTI MPOrpaMHO-anapaTHOro 3abe3IeueH s Ha eTalli KOHIENTYaIbHOTO MPOeKTyBaHHS IIMX CHCTeM. B pesynbrarti
JOCII/DKEHHST TIOKa3aHa MOXIHBICTh peai3ailii aBTOMAaTH30BaHOTO Tpolecy moOymaoBu BigmorimHoi FODA-momenmi s
3a0e3MeyYeHHs BIacTUBOCTEH BapiabenbHoCTI Ha HacTynHUX etanax [DKL] cuctem mporo tumy.

Knrwuoei cnosa: excnepmui 3HAHHA, JNIHIIKA NPOSPAMHUX NPOOYKMIB, HCUMMESUU YUK, 8apiabenvbHicmb, Memoo
penepmyapHux cimox, cucmema «PosymHuii oimy.

O0pabdoTka IKCNIEPTHBIX 3HAHUI B MPOEKTHPOBAHNH JIMHEEK MPOrPAMMHBIX
NMPOAYKTOB ¢ IPUMEHEHHUEM METO0/1a pelepTyapHbIX CeTOK

P.O. I'amzaes, H.B. Tkauyk, /{.A. llleBkomsic
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Trkauyk Hukonaii 0OKMOp MEXHUYEeCKUX HAYK, npogheccop, 3asedyiouull Kagheopou MoOeruposanus
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MleBkomusic Japbs cmyoenmKa Kageopvl MOOETUPOBAHUSL CUCIEM U MEXHONIO2UL,
AJlekcaHIpOBHA Xapvrosckuti HayuoHanvHulil yHueepcumem umenu B.H. Kapasuna, 2. Xapvkos,
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Paspaborka nuHeek mporpaMMHubix mnpoaykrtoB (JIIIII) - mnepcrneKTHBHBIH MyTh CO3JaHUS KOHKYPEHTOCIIOCOOHOTO
HNpOrpaMMHOT0 obecrieueHust st coBpeMeHHOro |T-peiHka. IlocTosiHHBIE M3MEHEHHs B NMOTPEOHOCTSIX IMOJb30BaTeNed M
HOsIBJICHUE HOBBIX cpenctB paspabotku JIIIII TpeOyroT obecriedenus CBOMCTB BapnabenbHOCTH Ha BCEX ATalax UX MOJHOTO
skusHenHoro 1ukna (DKL), Baxusim stanom ITKI] sBnsiercss aHanu3 HavadbHBIX TPeOOBAaHHA WM Ui MOJACPIKKH 3TOTO
mporecca peKOMEHIYETCsS MCIIONb30BaTh METOIBI 00pabOTKM SKCIEpTHHIX 3HaHWH. Ha ocHOBe aHamm3a MHOTOYpPOBHEBOTO
noaxona K. ITonst x co3manuto JIIIII ompenenena mens mcciemoBaHMs: pa3paboTaTh MOAXOA K KOPPEKTHOU CIIeNM(HUKALNN
BapualbenbHOCTH Ha HavyainbHbIX dtamax [DKL JIIIII. IlpoaHanmm3upoBaHBl METOIBI M3BJICUYECHHS H OOPaOOTKH SKCIEPTHBIX
3HAHMH, MPeTOKeHa MX KJIACCH(UKAIUS U Ul JaTbHEHIIero HCIIoIb30BaHus BEIOpaH MeTo penepTyapHbIx cetok (PC). On
MO3BOJISICT aHAJIM3UPOBAaTh M CTPYKTYPHPOBATh IKCIEPTHBIC 3HAHHS B MHOTOMEPHOM HH(GOPMAMOHHOM IIPOCTPAHCTBE U
YUYHUTBIBACT pasiinyHble GakTOphl, BaHsomUe Ha TpeboBanus k nenesoil JIIIII. PaccmoTpens! ocHoBbl MeToga PC, maHo ero
(dopMasibHOE OIpEeeNiCHHEe W MOKa3aHbl HMPHMEPBI €ro HCMOJIb30BaHHS Uil HMPOSKTUPOBAHHS CHCTEM «YMHBIH JIOM», 4TO
II03BOJIICT YYUTHIBATH TEXHUYECKUE, COLMATbHBIE U YKOHOMUYECKUE aCIeKThl TpeOOBaHUI Ioib30BaTeaell K H3MEHYMBOCTU
MPOTPaMMHOTO W aIMapaTHOTO OOECIeUeHHs] Ha STale KOHIENTYalbHOTO INPOEKTHPOBAHUS ITHMX CHUCTeM. B pesynbrare
MOKa3aHa BO3MOXKHOCTh AaBTOMATH3allMM TIIpoIlecca co3fgaHus cooTsercTBytomeid FODA-momenn, obecneunBaromei
MOAJEPKKY BApHAaTUBHOCTH Ha cienyronmx stanax IDKIL] Takux cucrem.

Knrouesvle cnoga: sxcnepmmuvie 3naHus, IUHEUKA NPOSPAMMHBIX NPOOYKMOB, JHCUSHEHHBIU YUK, 8apuadenbHOCmb, Memoo
penepmyapuuix cemok, cucmema « Ymuulti 0omy.
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1. Introduction: Problem actuality and research goals

The current situation in Software Engineering (SE) is characterized by the growing number of
sophisticated methodologies, advanced methods and powerful tools aiming to develop software
products at a lower cost, in a shorter time, and accounting for their quality attributes. The development
of software product lines (SPL) is a highly promising way to create competitive software for the
modern IT - market. Because o of perpetual changes in user needs and the appearance of new software
and hardware components for SPL design and implementation, maintaining an appropriate level of
variability at all stages of their full life cycle (FLC) becomes an actual problem. The recognized
multilevel approach to SPL engineering within its FLC was proposed by K. Pohl [1], and its graphical
representation is shown in Fig.1.
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Fig. 1 The software products line engineering framework [3]

According to this engineering framework the FLC of any SPL includes a set of activities to produce
the appropriate project artifacts which are structured at the 2 logical levels, namely (see Fig.1):

(1) Domain Engineering Level (DEL) provides a reusable operational platform and, therefore, it
defines the commonality and the variability of future SPL components;

(1) Application Engineering Level (AEL) is responsible for the development of SPL-applications
from the operational platform established at the DEL.

Each of these 2 levels: the DEL and the AEL, has a similar sequence of the several ordered project
phases: Requirements Engineering, Design, Realization and Testing, and in the theory and practice of
the modern SE there are a lot of appropriate development methods and CASE-tools to support them
effectively [2, 3].

But at the DEL level there is a special project phase (see Fig.1): a phase of Product Management
which is closely interconnected with a phase of Domain Requirements Engineering. Its main goal is
eliciting and structuring all important user needs which have to be fulfilled by a target software product,
especially, in a SPL to be developed. It should be mentioned that this phase is the most uncertain and
weak-formalized one in FLC, and in order to support business analysts and software architects, who are
supposed to make the project decisions, some interdisciplinary approaches are to be used (see e.g. in
[4]). One of such approaches is a knowledge-based one [5], where a term knowledge can be formulated
accordingly to the recommendations of the System Thinking World Community [6], namely: a
knowledge is a collection of structured information objects and relationships, combined with
appropriate semantic rules for their handling in order to get new proven facts about a given problem
domain. That is why the main goal of the current research is to elaborate an approach to effectively
handling the knowledge on the Product Management / Domain Requirements Engineering phases
within SPL full life cycle (see Fig.1).

This paper is structured as follows: in the second section the variability issues for the one of
important modern technical domains: development of smart-house systems (SHS) are discussed; in the
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third section some approaches to expert knowledge handling are overviewed and classified, and the
method of repertory grid (RG) is chosen for the further consideration; in the fourth section the essentials
of the repertory grid method are presented and illustrated with the examples in the SHS domain, and in
the fifth section the usage of RG for building of a target feature-oriented model is shown. In the last
section the conclusions and application for the further works are discussed.

2. The application area and problem statement: variability issues in “Smart-house” system
(SHS) domain

In order to present our approach, we have decided to choose SHS which is rather complicated
problem area, because the solutions that are developed within this domain usually combine software
and hardware parts such as sensors, actuators, smart lighting systems, devices responsible for opening
of doors/windows, etc. (Fig. 2). Hardware parts are developed by different vendors and use different
protocols and, therefore, could require a lot of proprietary software applications. The system
development under these conditions has the following potential drawbacks:

1. SHS management complexity is increased,;

2. It becomes very complicated to implement some scenarios that interconnect devices
from different vendors;

3. A number of different applications is required in order to work with different parts of
the system.

It should be noted that most of the devices have quite similar functionality. For example, an alarm
system could send a notification to the messenger, and a water sensor could do the same. In the same
way some devices could share information about current conditions. That requires providing similar
settings for different devices.

.................. : Internet
(" amidity ) LN\ 3
i____Control ___{ \ Manager CLOUD
§ . ' | DATABASE I
Smart Home Server
_ PROCESORS MOBILE

APIs and SMART
ACTUATORS PHONE

DATABASE

...................

Fig.2 Modern SHS multi-level architecture [7]

There are the following SHS-specific features and problems:
- alot of interconnected hardware and software components;
- all components have a lot of specific features and parameters;
- components operate in real-time mode;
- operation environment is dynamic and changeable;
- SHS has several groups of users;
- hardware components developed by different vendors;
- different protocols for communication.

After analyzing some of the abovementioned problems it becomes possible to merge them into the
single integration problem at the software level. The main issue here is necessity to combine specific
components of different platforms into one control system, with the possibility of centralized
management of all kinds of equipment. The second issue can be expressed as the need to implement
support for variability (or adaptability) of properties of software components, basing on the permanent
presence of a set of different groups of requirements and their connection/dependence in the user group.
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Based on these conditions and in order to formalize analysis process and synthesis of the SHS
system structure, the corresponding initial domain model was built using the FODA notation [8], which
is shown in Fig. 3, where the problem part of the system (hardware modules) is outlined with a bold
line. The structure of this model contains corresponding sensors and actuators, and different
subsystems. Sensors and actuators are controlled by special control unit - "Hub", and system engineers
responsible for SHS maintenance, usually need a separate hub for each of the subsystems.

Smart
House
HASystem
O—_ O 0 —0
Google Amazon Xiaomi Yandex
A ZA ~ =~

Fig.3 Technological variability issues in SHS

According to this first vision of the FODA-model (Fig.3), the integration problem is the necessity to
use separate hub for each vendor, and, often, to use the proprietary applications to control the SHS
elements due to the lack of integration and implementation of these functions into some common
control system [8]. The second group is partially related to the first one, since a large amount of
duplication of different functionality appears at different levels of the system, from the user interface to
the devices themselves. When introducing variability support processes, the interface can be combined
into a single application, due to the integration of the functionality of the selected components into one
unit.

According to the problem mentioned above the main development objective is “How to design and
implement configurable and adaptable complex software and hardware solutions, taking into account
different users’ needs and system requirements?”’

One of the approaches that makes it possible to omit the problem described above and to reach
development objective is the SPL development [1, 3]. Any SPL includes methods for the variability
management, the main idea is to manage configuration within a product family, plan the product
development and elaborate a strategy for the further development.

The SHS SPL development process starts from the requirements elicitation and modeling the
features for SPL. Achieved results are used to determine the similarity and variability in the SPL and
define dependency in the system [8]. On the next stage of the SHS SPL modeling, previously defined
variable and non-variable components become part of the feature model that defines a functional
structure, similarity and reuse of the system elements. Dependencies and interfaces of such components
are defined on this stage as well.

After domain analysis is finished and conceptual feature model is elaborated, it is used for the
product development. The system architecture is build using variability components according to the
model.

3. Some approaches to handling of expert knowledge and the motivated choice of repertory
grid method

The concept of knowledge-based systems is focused on the processing of human knowledge that was
received as a result of the experts’ actions in the professional domain [9]. An example of expertise in
the SPL domain is the knowledge connected with the software architecture of such systems, conditions
and metrics that should be considered, as well as, possible design/architecture patterns.

The difficulties in the knowledge elicitation process result from the following factors:

1. The influence of the experts’ experience or their personal opinion in the selected
domain;
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2. Absence of the theoretical methods to describe expertise;
3. Difficulty in the verbal expression of the knowledge.
Therefore, the main task could be formulated in the following way: to develop a control system that
would facilitate the automated process of expertise elicitation.
Systems that could be used for knowledge elicitation could be classified by the expert methods used
as follows [9]:
1. Systems based on Decision Trees;
2. Systems based on the psychological methods, such as Repertory Grid, Cluster Analysis,
Multidimensional Scaling;
3. Systems that use models and methods for solving specific problem - Problem-Solving
Methods;
4. Systems based on Case-Based Reasoning;
5. Inductive methods of knowledge elicitation, in which knowledge of expertise domain
can be represented by examples;
6. Systems with combined methods and approaches for knowledge elicitation.
This classification is represented in Fig. 4:

Expert Methods

Problem Solving Inductive methods
] Methods of knowledge

elicitation
e r e n e ]
Psychological Case-Based Systems with
Methods 1 Reasoning combined methods

Repertory Grids Multidimensional
: : & Scaling

Cluster Analysis

Fig.4 The classification of the expert methods based on their review given in [9]

We will overview some of these methods more closely.

Decision Trees method is the most commonly used and often applied to solve the problem of
classification in machine learning. It is relatively simple method of data formalization that represents
data as a directed acyclic graph consisting of nodes with rules and edges.

Repertory Grid method is an interview method based on Personal Construct Psychology theory
initially designed by George Kelly. In some cases, this method is used together with a cluster analysis
for the most effective handling of the expert knowledge. It is used to study personal and interpersonal
systems of meaning, conceptual human structure (cognitive inclinations) in terms of interpersonal
relationships by classifying a set of certain elements (e.g., other people) in terms of personal
constructions [10]. The repertoire grid consists of the following components: elements, concepts and
mechanisms that connect these elements and structures. The main idea of this method of identifying
expert knowledge is to compare some elements according to the given characteristics.

Problem-Solving Methods are used to extract expert knowledge, build the appropriate database,
identify missing knowledge and add/correct the database basing on the method of heuristic
classification [9]. The problems solving method (heuristic classification) is performed in the following
way:

1. Allocates for each failure or problem an explanation or possible alternatives;
2. Defines information for differentiation of these alternatives;
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3. Select an approach to resolve the problem and plan the implementation of the best
alternatives.

In this way the knowledge elicited from experts comes as a response to failures and complaints to be
resolved. Thus, a multilevel network of problems and possible explanations is formed [9].

Case-Based Reasoning methods are based on the previous experts’ problem solving practice and
consist of the following stages [9]:

1. Eliciting one or more cases from expert practice;

2. Reusing and revising past knowledge and applying it to the new model, as well as,
adapting it to the new situation in some cases;

3. Elicited knowledge is organized with a set of tables in order to consider all possible
alternatives of reasoning and present the information as set of rules.

Inductive methods use a set of examples to represent knowledge about the expert domain. Such
methods automatically build hypotheses about the connections and patterns of the studied domain.
Inductive methods are classified according to the following criteria [9]:

- inductive rules learning,
- data-driven learning,

- model-driven learning,
- heuristic-based learning.

Systems that use a combination of different methods and approaches are the most powerful for
expert knowledge elicitation, because shortcomings of one method are compensated by the advantages
of others. However, such systems are often difficult to manage and maintain. There are following stages
in such methods: knowledge extraction, task decomposition, information processing, step-by-step
testing, data types integration, etc. [9].

For the further research the Repertory Grid Method is chosen, and its advantages for this purpose are
discussed below.

4. Essentials of the repertory grid method: conceptual approach, formal definition and
knowledge structured analysis with the examples in SHS domain

The main idea of the method of repertory grid (RG) is based on the assumption that a cognitive
thinking of experts in some problem domain can help to decrease the process complexity and developer
efforts by requirements engineering, especially, to determine appropriate variability features for the
software products to be developed [10,11].

Any RG is built as a matrix of some dimension (usually, not higher than 3x3) with different contexts
(represented as matrix columns) that influence system functionality in any way, and its characteristics
(structured as matrix rows), that can vary depending on a specific problem domain. According to this
vision an appropriate RG includes 3 sets of basic components (below they are shown on the example of
SHS domain):

- aset of elements: they can be defined based on any domain expert interview which has
to be divided into some semantic objects to be presented as RG columns, e.g.: “Smart TV,
“Smart light sensors” ...);

- aset of constructs: they have to reflect the alternative variable features of RG elements,
and they are placed in the RG rows depending on the appropriate context, e.g. “Smart TV
should be turned on / turned off”); “Windows should be opened/ be closed”, ...,

- a set of possible rating values: to evaluate the behavior of the system under the
influence of certain elements the evaluation scale is defined (usually in the range from 1 to 5)
where the lowest number of range represents the left bipolar construct, and the highest number
of range is the right bipolar construct, e.g. the element “Smart TV should be turned on (the
value of 1) or turned off (the value of 5), depending on a given context.

Now we consider the usage of RG method for the handling of expert knowledge in the SHS
development domain (see in section 2), basing on the approach elaborated in [N]. For this purpose, we
propose a set-theoretical formalization of the RG — framework, therefore any RG can be represented as
a tuple:

RG = {E,C,R}, 4.1)

where E, C, and R are the set of elements, set of constructs and set of rating values, respectively.
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As already mentioned, any RG is a special kind of matrix, and due to its multi-dimensional structure
it is possible to represent some different aspects of an initial problem domain. Another advantage of RG
method is a good visualization of expert knowledge handling. In the case of SHS development (as a
typical social-technical system) these aspects (or dimensions) can be defined as [11]:

- social aspects (SHS has to be a user-friendly solution),
- economical aspect (project expenses should be reasonable for SHS owners),
- environmental aspect (any SHS has to be eco-friendly).

Taking into account these aspects the appropriate problem space (PS) for the conceptualization of

user requirements can be specified using RG method, as shown in Fig. 5.

Feature Model

Problem
Space..-~"

=
Environmental Context

Social/User Context
o

W

Users
Fig.5 The conceptual scheme of RG method usage [11]

To continue our approach to formalization of the RG method, we can represent this space as a subset
of the Cartesian product for the three sets defined in (1), namely:

PS(RG) SEXCXR (4.2)

At the stage of SHS domain research stakeholders are user experts and the processes of knowledge
elicitation, RG creation and complexity analyzation are accompanied by domain experts and knowledge
engineers.

Given the fact that the above-mentioned aspects determine when and under what conditions one or
another system function(s) should be used, RG can help to identify the impact of the selected
function(s) on the behavior of the whole system, to reflect the commonality and variability between
them.

From the interviews of domain experts in SHS design in terms of social context it is possible to
elicit:

- elements: «Sleeping», «Not at homey, «Leaving house», «Reduce the expenses» ...,

- constructs: «Temperature should be/doesn’t be lowery, «Soft music can be/needs not to
be playedy, «Light should be turned on/off», « Windows should be opened/closedy...;

- rating Values: in range of [1...5].

Fig. 6 represents the created RG based on elicited elements, constructs and rating values from users’
interviews.



Bulletin of V.N. Karazin Kharkiv National University

series «Mathematical modeling. Information technology. Automated control systems» issue 47, 2020 21
Similar features for “Sleeping” and Similar features for “Not at home” and
“Getting in bed” “Leaving house”

10090 80 70 60 50 40
L L L 1 1 1 1

Temperature should be lower (in summer) Temperature doesn't need to be lower (in summer}

Soft music can be played 2 5 5 5 Soft music needs not o be played

Light should be turned on 5 5 5 5 Light should be turned off

Windows should be opened softly 5 5 5 FIll Windows need to be closed

Dendrogram Grid: Uers's requiments based on socialfuser context - Client:User

Fig.6 The structured knowledge analysis with usage of RG method

Through the elicited SHS properties and created RG dendrogram it is possible to analyze the
common and variable points and reveal the complexity of the system. First, the estimations received
from the interviews are analyzed. As shown on the Fig. 6, the construct “Light should be turned
on/Light should be turned off” gets 5 for any context. This rating means that for all proposed contexts,
function of “turned on light” is useless as it will never be used. The analysis of estimations for other
elements occurs similarly. Thus, with RG dendrogram it is possible to determine which functions in the
particular context are relevant and which are unnecessary.

Next step of RG dendrogram analysis is detection of common and variable aspects. Based on the
given RG, common features will exist for “Sleeping” and “Getting to bed” as they both, due to the
context of “Temperature should be lower/ Temperature doesn’t need to be lower”, “Light should be
turned on/Light should be turned off” and “Windows should be opened softly/Windows need to be
closed”, have the same rating values. Likewise, common features can be identified for “Not at home”
and “Leaving house” as both of these contexts have the same rating value for all constructs. The
variable point of this particular RG would be the function “Soft music can be played/Soft music needs
not to be played” for the social context of “Sleeping”, as the exact functionality that should be used
during this time is depends on the user attitude or other possible circumstances.

5. The proposed approach to building of a target FODA-model for variability management

To continue our research of the usage of RG method in handling the expert knowledge output for
effective variability modeling in SPL development, we propose to consider the requirements
specification in the form of a user story (UrS). The UrS is a special form which represents initial user
requirements in semi-structured notation [12], where the following syntax is to be used for user needs
specification in a natural language:

UrS => {Asa < “User'srole” >, want < "Action” > so that <”Goal” >}, (5.1)

where the definitions “User’s role”, <”Action”>, and “Goal” are the appropriate textual
descriptions (usually a simple sentences) given in terms of a target problem domain.
The UrS approach is a recognized way to exactly describe the domain specifics in agile-software

development, where possible changes in user requirements must be taken into account. With respect to
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our target problem domain: SHS development, some possible examples of UrS can be represented as
follows:

UrS1: {As a “SHS Renter”, | want “Light to be turned off “ so that ““l can sleep/leave the house”},
UrS2: {As a “SHS Owner”, | want “Temperature to be lower” so that “l can cut the expenses”},

UrS3: {As a “SHS Installer” T want “Types of sensors to be less” so that “l can reduce time to
configurate”},

If now we compare the semantical meanings of the definitions {“User’s role”, <”Action”>, and
”Goal”’} used in the general syntax form (3) with respect to their examples in UrS1I, UrS2, UrS3...,
with the components of RG represented in formula (1), it makes clear, that the definition { “User’s
role’’} corresponds to the elements of a set E, and the definitions {< ”Action”>} and {”Goal”’} match
to the elements of a set C respectively. In the formal way it can be defined as two mapping rules p and u
accordingly, and represented as:

p: E >{“User’srole”},u: C 2 {< "Action” >,”Goal"} (5.2)

It has to be mentioned that in recent publications about UrS technique the possibility of their usage
for conceptual domain modeling is emphasized [12, 13], and there are already some CASE-tools to
support a mapping of UrS to appropriate domain models, e.g. to FODA-models [1,4]. That is why it is
possible to consider the sequential usage of the formal definitions for RG and UrS given in (4.1, 4.2) —
(5.1, 5.2) as a description of a structured information base for the elaboration of a computerized
procedure to construct a target FODA-model. The example of such a model for SHS development is
shown in Fig. 7, as the structured description of technological variability features to be provided in the
target system (in comparison with its initial vision given in Fig. 3).
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Fig.7 The example of a variability model in FODA-notation for SHS development

To implement an appropriate computerized procedure to automated creation of a target FODA-
model using RG methods for expert knowledge handling it is also necessary to apply some CASE-tools
for supporting this process [15], and the GridSuite is one of such tools. [16].

6. Conclusions and further work

In this paper the actual scientific and technical problem: the development of software product lines
(SPL) with respect to variability issues at all stages of their full life cycle (FLC) is considered. One of
the most important stages in FLC is the requirements engineering, and to support this process it is
advisable to utilize the methods of expert knowledge elicitation and analysis. The review of some
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methods to extract and to process of expert knowledge has been carried out, their possible classification

has been offered, and the method of repertory grids (RG) has been chosen for the further usage. The

essentials of the RG method are considered and its formal definition is elaborated. The examples in the
domain of smart house systems using this approach is considered which allows analyzing the technical,
social and economic aspects of user requirements for software and hardware variability at the

conceptual design stage of these systems. As the result, a possibility to automate a process of a

corresponding FODA-model creation that provides an automated variability support at the all FLC

stages for SPL has been shown.

For the next step we are going to develop the appropriate information technology to support the
proposed approach using some already available CASE-tools and our own software solutions to be
elaborated.
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VY poboti anst aHaMi3y CTPYKTYypH BeO-CaiiTy 3alpoONOHOBAHO BHKOPHCTOBYBATH MOJIENb y BUIAAL rpada. [dms moOynosu
Mojeni y BUMIAAL BeO-Tpady po3pobIeHO METO, alTOPUTM CKaHYBaHHSA CTOPIHOK BeO-pecypcy. 3a A0MOMOTor (ppeiMBOPKY
Scrapy Ta MmoBu Python moGymoBano nmporpamue 3a0e3MeUYCHHS Ta BAKOHAHO CKaHYBaHHs BeO-peCypciB 3 METOKO MOOYIOBH iX
BeO-rpadiB. s Bisyamizamii oTpuMaHux rpagiB Ta oOYMCIEHHS NESKUX METPHUYHUX XapaKTepUCTHK 3actocoBaHo Gephi.
Bukonano ckaHyBaHHS Be0-caiiTiB, H0Oyn0BaHO BeO-rpady, 3 BHKOPHCTAHHIM METPUYHHX XapaKTEPUCTHK 3IIHCHEHO aHali3
CTPYKTYPHOI 3B’SI3HOCTI.
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The analysis of the structure of the website modeling has been carried out. The models of Internet space representation in the
form of semantic networks, frame structures and ontology have been analyzed. The web graph model has been chosen to
represent the web resource. The pages of a web resource are connected by hyperlinks, which form the internal structure of the
resource. To build a model of a website in the form of a web graph, a method and algorithm for scanning the pages of a web
resource have been developed. The web resource scanning is performed by in depth searching with the LIFO (Last In - First
Out) method. Links are searched by sorting the lines of the page markup text and extracting links by using regular expressions.
Only links to pages within the resource are taken into account in the search process, external links are ignored. The crawling
procedure is implemented by using the Scrapy framework and the Python. To account for the presence of additional filters
used to select pages with criteria, the rules for selecting URL in HTML code have been strengthened. Web resources are
scanned to build their web graphs. Storing information by using a list of edges and an adjacency matrix is used in further work
with the obtained web graphs. To visualize the obtained graphs and calculate some metric characteristics, the Gephi software
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environment and the algorithm for stacking the vertices of the Yifan Hu graph has been used. The graph diameters, the average
vertex degree, the average path length, the density factor of the graph are used for analysis of the structural connectivity of the
graphs studied. The proposed approach can be applied during the site reengineering procedure.

Keywords: website, web graph, crawling, Scrapy, Gephi.
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B pabore 11t aHanu3a CTPYKTYpBI CaiiTa IPeiIokKEHO HCIOIb30BaTh MOJENIb B BUe rpada. st mocTpoeHus: MOJIEIN B BUE
BeO-rpada pa3paboTaH METOJ, AIrOPUTM CKaHMpOBaHUs cTpaHUl BeO-pecypca. C momoupto dpeiiMBopka Scrapy U s3bIKa
Python nocrpoeHo mporpamMMHoe obecreueHre W BBINOJHEHO CKaHHPOBaHHE BEO-PECypcOB € LIENbIO MOCTPOSHUS UX BeO-
rpadoB. [l BU3yanHM3alMy MOJYYEHHBIX I'pad)OB M BBIYMCICHHS HEKOTOPHIX METPUYECKHX XapaKTEPHCTUK HCIIOIb3YeTCs
Gephi. BrimonHeHO ckaHUpoBaHHE BeO-CaiiTOB, MOCTpOEHI BeO-Tpadbl, ¢ HCHONB30BAaHUEM METPHYECKHX XapaKTEPUCTHK
OCYILIECTBIICH aHAJN3 CTPYKTYPHOI! CBA3HOCTH.

Knrwuesvie cnosa: éed-caiim, 6ed-epag, kpayaune, Scrapy, Gephi

1 Beryn

IIporiec cTBOpeHHS a0O0 PEKOHCTPYKII OyIb-IKOr0 BeO-caliTy IOYMHAETHCSA 3 aHalizy HOro
CTpyKTypH. [ paMOTHE MMPOEKTYBaHHS PO3/ILIiB, MiIPO3ALIIB 1 KIHIIEBUX CTOPIHOK POOUTH CAalT 3pydHUM
Ta 3pO3YMUIMM JUIsl KOPUCTYyBada, a TaKOXK MOKpAIIye MOMITHICTh pecypcy y Mepexi [HTepHeT mis
MOITYKOBUX POOOTIB, siKi (OPMYIOTh BHIAYy 3a 3allUTaMH KOPHCTyBadiB. ToMy mpu po3poOIi Ta
PEIHKHHIPHHTY ICHYFOUMX CATIB 3aBXKIU HAMAraroThCs PWIUITUTH YBary JIOTiI 1ojiadui MaTepiany.

Sxuio pecypc Mae BeNMKUN 00CAT Ta CKIAJHY i€papXilo pO3JiTiB, i TpPaAMOTHO HE CTPYKTYPOBaHHH,
TO Tepe0yBaHHS Ha TaKOMY CalTi i momryk iHQopmarii cTaioTh MPOOIEeMaTUIHUMHU JUIS OiNBIIOCTI
KOPHUCTYBauiB, TAKOXK YCKJIaTHIOETHCS 1 iHAEKCAIis pecypcy TONTYKOBUMH POOOTaMH.

Jis ycyHeHHsT MOXKIIMBHX TOMMJIOK B Oprasi3amii i JIOTIIl CTPYKTypH pecypcy, NMpH NpOBEICHHI
BHYTPILIHBOTO TA TEXHIYHOTO ayIUTIB BUKOHYETHCS aHANI3 CTPYKTYPHU CauTy.

s mpoBeeHHs MOAIOHOTO aHaNi3y BUKOPUCTOBYIOTHCS MOJIEN, 33 JOIIOMOT'O0 SIKUX 300pakKeHHs
CKJIaJTHOT CTPYKTYPH CTa€ 3pO3yMiJIHM.

Mogeni BebO-caiiTy MOXYTbh CIyTyBaTH AQHAITUYHUM  1HCTPYMEHTOM, MOSCHIOBAIBHUM
IHCTPYMEHTOM, a TaKOX IHCTPYMEHTOM JJIsl IPOTHO3YBaHHS TOJAIBIIOr0 PO3BUTKY pecypey [1], Tomy
MUTaHHS PO3POOKU MOJIENEH Ta aNrOPUTMIB iX MOOY/IOBI € aKTYaIbHOIO 33/1a4elo.

2 Orasp Jitepatypu

Ha choroni icHye JieKinbka MOJIeNIei, 3a IOTIOMOT OO0 SIKMX MOKHA 300pakyBaTH IHTEPHET-PECYPCH.

OnTosorii [2] € epeKTUBHUM 3aCOOOM MPEACTABICHHS Ta CHCTEMAaTH3allii BCiX BUIIB iH(OpMAIIii
npo MoJeNb MpeaMeTHoi obnacti. BoHM BHUKOPHCTOBYIOTBCS Uit (opmaiizalii, cucteMaTu3anii Ta
300py 3HaHb 1 JaHUX, HAJAIOTh MOXKJIHUBICTH NMPOBOJUTH OOPOOKY Ta aHalli3 OTPUMAaHUX CTPYKTYp, a
TaKoXK 3a0e3MevyroTh OpraHizalifo 3py4YyHOro 3MICTOBHOTO JOCTYIYy JO O0'€KTiB. 3a JIOTMIOMOTOO
OHTOJIOTIM iCHYE MOXJIMBICTh HaJaTH yMOBHI XapaKTEpUCTUKU 00 ekTy (arpuOyTH) A TOHSTH
MpeIMeTHOI 00J1acTi, BCTAHOBIIOBATH CEMaHTUYHI B3a€MO3B’S3KHM (BiIHOIIEHHS) MiX EIIEMEHTAMH,
3aMOBHIOBATH MOOYI0BAaHY OHTOJIOTIIO eK3eMIuIIpaMu. PeakTopy OHTONONIH Ta JaHUX 31HCHIOKOTH
NpOIleC HaNAlITyBaHHS Ta YIPABIiHHS CHCTEMOIO 3HAHb 1 KOHTEHTOM.

VY poboti [3] HaBeAEHO 3aCTOCYBaHHS OHTOJIOTI] AJIsl IHTEPHET-TEXHOJIOTiH, TOOYyI0BaHO MOZAETI Ha
moBi OWL (Ontology Web Language) Ta moka3aHo, 1o HoJiOHI MOJENI MOXHa 3aCTOCOBYBaTH ISt
NpeJICTaBICHHS 3HaHb Ta YIPaBJIiHHSI HUMH. TakoXX Ha OCHOBI OHTOJIOTiI MOXKHA CTBOPIOBATU 3PYy4YHY
HaBiramiro Mo IHTEpHEeT-pecypcaM, aAEeKBaTHY IHTEPHpETAlLil0 3MICTy TEKCTOBUX JOKYMEHTIB Ta
MOLTYKOBHX 3aIIUTiB.
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Opnak moOymoBa OHTONOTIH Ui BeO-pecypciB € TPYAOMICTKAM MPOIECOM, SKHHA CKIIAJTHO
3aCTOCOBYBATHU JJIsl OTIEPATUBHOTO aHai3y OKPEMHX CaHTiB.

3a JOMOMOrOI0 CEMaHTHYHOI MEpeKi iCHYe MOKIMBICTH OTPUMATH MOJAENb BeO-cailiTy B BHIIISAIL
opieHTOBaHOTO Tpady, BEpIIMHAMH SKOTO € CTOPIHKH pecypcy, a Ayru rpada MOXyTb BimoOpaxaTw
CEMaHTHYHI BITHONIICHHSI MK CTOpiHKaMH. B3arami ceMaHTHYHI BITHOIICHHS pPO3MUISIOTHCS Ha
JIHTBICTUYHI, 32 JOIMOMOIOI0 SKHX BCTAHOBIIOETHCS 3MICTOBHHMH 3B'SI30K MiXK 00’€KTaMH, JOTIYHI
BITHOILIIEHHS, 3a JIONOMOIOI0 SIKMX ICHY€ MOXMJIMBICTH OOYHMCIIIOBATH BHCIIOBJIIOBAHHS, TEOPETHKO-
MHOKWHHI BIJHOIIEHHS, $Ki BCTAHOBIIOIOTH 3B'SI30K THIy «YacCTHHA-IIe», Ta KBaHTH(]iKoBaHi
BiJTHOLICHHS, SIKi BUKOPHCTOBYIOTh KBAHTOPH y3arajlbHEeHHS Ta iCHYBaHHS.

OpHak Taky MOZENb Kpalle BHKOPHCTOBYBATH UL iH(OpPMaLiiHOTO TOMIYKY, MOOYIOBaHOTO 3
BUKOPHUCTAaHHSIM CEMaHTUYHOTO 3HAYEHHS 3MiCTy abo iHpopMarlii mpo CTOPiHKY.

300paxeHHs] BeO-CaiTiB y BUTIIAAI GpedMOBOi MOJIEi HaBelIeHO Y poOoTi [4], e Molenb cauTy
NpPEACTABICHO y BUIVIAAI Mepexi QpeiiMiB, mo MIcTATh iH(opMalilo Opo CTOPIHKH, HAaO0OpH iX
BJIACTUBOCTEH Ta 3B’A3KH MK HUMH.

Buxopuctanas momiOHOI Mojeni € 3py4HHM JUIsl OpraHi3amii MONIyKy, MOPIBHSHHS CAWTIB MiX
c00010, BUSIBIICHHS OJJHOTHITHUX CTOPIHOK Ta CTPYKTYP HOCHIIAHb.

Ilepenmiueni Momerni HaidacTimie 3aCTOCOBYIOTBHCS, KOJHM HEOOXIOHO MpoaHaNi3yBaTH HE IUIIEC
CTPYKTYPY, a 1 3MICTOBHI 3B’SI3KH MK CTOpIHKaMH, a TaKOX U HAOyTTsS HOBUX 3HaHb MeTogamu Web
Data Mining [5].

Jis omepaTWBHOTO aHaNli3y CTPYKTYpH CaiTiB Ta (pparMeHTiB BEO-TIPOCTOPY y SIKOCTI Mojenel
HalJacTilie BUKOPHCTOBYIOThCS BeO-rpadu [6-10]. 3a momomororo Takoi Mojeni 3py4HO BiJICTEXKyBaTH
3B’SI3KM MK CTOPIHKaMH, aHaJi3yBaTH MOBEIIHKY KOPHCTYBauiB MpH MepemiiieHHi mo caity [11, 12],
BiJIOKPEMJIIOBATH CXOXI 332 O3HaKaMH CETMEHTH BeO-TIPOCTOPY.

Jns mobynoBu Takoi Mozeni BeO-CalTy NUIAXOM OTpuUMaHHs iH(opMamii mpo TineprnocHiIaHHS
CTOpPIHOK y MepexXi IHTEpHeT 3acTOCOBYEThCSA TMpoleAypa BeO-kpayminry. OCHOBHOIO 3aadero
KpayJiHTy € opraHi3oBaHuii 00xin BeO-mpocTopy Ta 30ip iH(opMmalii mpo rineprnocuiaHHs CTOPIHOK.
OCHOBHI IPUHITUITH POOOTH KpayJIepoB HaBeaeHO y podoTax [13-15].

[Iporpamu-kpaynepu po3IUISIIOTh HA YHIBEpCANbHI Ta CHemiali3oBaHi. YHIBepcanbHi 3[IHCHIOIOTH
00xiJ BeO-IPOCTOPY 3 BUKOPUCTAHHSIM IOCHJIaHb, aHAII3YIOTh CTOPIHKM Ha HAsBHICTh HEOOXiIHOT
iHpopmallii, mporec BUKOHYEThCS JIO THUX Iip, MOKA He OyJe BHUKOHaHE OOMEKEHHS Ha KIUIBKICTbH
NPOaHaJi30BaHUX CTOPIHOK 200 HE JOCATHYTO METH MOIIYKy. BOoHUM HaidacTime € Ha/UIMIIKOBUMH Ta
BUMAararoTh 3HA4YHOI KUIBKOCTI OOYHMCIIOBAIBHHX pECypCiB, MpPOrparoTh Yy TMPOAYKTUBHOCTI
CIPSIMOBAHOTO 1HPOPMAIIITHOTO MOIITYKY 3a 33JJaHOK METPUKOIO 3HAYYIIOCTI.

CrenianizoBani Kpayjiepu po3poOisiioThes Uit 300py 3a3ajierigp BHU3HAUCHOro TUIYy iH(popMarii,
HAIPUKIIAM, JJIs JOCIIKEHHs CaiTiB OpraHi3aiii, sKi MpaIkooTh Y OMHOMY CerMEHTI puHKY. B poborax
[16-18] HaBenmeHO OIS ICHYIOUMX BEO-KpaysiepiB 3 BIJKPHTHM BHXIJHMM TIPOTPAMHUM KOJOM Ta
0E3KOIITOBHHUX PO3IOBCIO/PKEHUX CEPBICIB JUIS 3iHCHEHHS IPOLEAYPH KPayJliHTy, IHCTPYMEHTIB 1Sl 300py
Ta aHali3y JaHUX 3 CalTiB. PO3rIsHYTI iHCTpyMEHTH KIacHU(IKOBAHO BiIIOBITHO 0 HEOOXIMHUX JUIA iX
PO0OTH pecypciB Ta OOMEKEHD 111010 BAKOHAHHSI CIICIiaJli30BaHMX 3aBJIaHb.

B po6ori [19] 3anpornoHoBaHO MOEIL BeO-Kpayiepa, SKHid CKIaIaEThCs 3 y3araJlbHEHOTO spa Ta
CIIeIiali30BaHMX JOJATKIB, JTOJATKU HAIAIITOBYIOTHCS Ul 3/1IHCHEHHS Yy3arajJbHEHOTO MOIIYKY IO
TiepIoCHIaHHsAM, TEMaTUYHOTO IOIIYKY 3 aHaJi30M TEKCTiB CTOPIHOK, MOUIYKY IIO0 IOIMYJISIPHUM
CTOpIHKaM Ta IHII TUIIAMH IOIIYKY.

3 aHai3y JITEpaTypHUX JDKEPEIl CTae 3pO3yMisIo, 10 JUIsl MPOBEACHHS aHATITUYHUX JOCIHiKEeHb BeO-
NpOCTOPY Ta HOro CerMeHTiB MOXKJIMBE 3aCTOCYBAHHS PE3yJbTATiB PO3LIMPEHOrO MOLIYKY, 3AiHCHEHOrO
BIJIOMHMH TOITYKOBUMH CHCTEMaMH, BUKOPUCTaHHS BIIKPUTHX 0a3 JaHUX, TAaKOXK MOXKHA 3/1iHCHIOBATH
3aKyMiBII0 BeOOMETPUYHHX JaHWX y AHAITHYHHX KOMIIAHIM, OJHaK 3HAYHY TepeBary Mae po3pobka
BIACHUX METOJIB Ta aJirOopuTMiB 300py AaHUX NPO JOCHIDKYBaHI OO0 €KTH, OCKUIBKM LE IO3BOJISE
HaJIAlITOBYBATH IHCTPYMEHTH 300Dy JIAHWX ITiJI BAMOTH, SIKI BUHUKAIOTH ITiJ] 4ac TIPOBEICHHS JIOCI1KEHHSI.

3 llocTranoBka 3axaui

His moOynoBu BeO-rpady HEOOXiTHO PO3POOUTH METON CKaHYBaHHsS CTOPIHOK CalTy (Ipouenypy
KpayJiHTy), aJTOpPUTM Ta BIJNIOBIJHE NpOrpaMHe 3a0e3lEeUeHHs, 3a JOMOMOTOI0 SKOTO MOYKHA
3IiHICHIOBAaTH 00X/l Ta CKaHYBaHHS BeO-caiiTy, OyayBaTu BeO-rpad y BUIIISI CIIMCKY pedep Ta MaTpHIli
CyMibKHOCTI. Pe3ynpTar ckaHyBaHHS HEOOXiZHO NPEACTaBUTU y 3PYUYHOMY BHUIJISAL JUIS MOAANBLIOTN
00poOKH Ta Bi3yaizariii.
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4 MatemaTu4Ha Mojeab web-caiiTy
lneprekcToBy Mozaens BeO-caiity H MoxHa MpeacTaBUTH sSK HAOIp, MO0 CKIANAETHCS 3 JBOX
MHOHH:

H={P,L}, (4.1)
ne P={py,... Py} — MHOXHHA CTOPiHOK CaiiTy; L={||EI PP ePipy,pyel(py, pz)} — MHOXXHHA

rineprnocuianb Mk CTOpPiHKaMHU.

I'inepriocumnanHs € 6a30BUM eJIEMEHTOM BeO-TIPOCTOPY, IO 3B'sI3y€ MixK co00r0 BeO-pecypcu Ta BeO-
CTOPIHKH OJTHOTO pecypcy. Y HAHWIIPOCTIIIOMY BHTJISIIII MOKHA BBaYKATH, IO TINEPIIOCHIAHHA - IIe TIapa
<URL-start, URL-end>, ne URL-start € anpecoro BeO-pecypcy (abo BeO-CTOPiHKH), 3 SKOTO 3pOOJICHO
nocwnanus. Ie peanizye MOXKIHBICTh mepexony Ha BeO-pecypc (BeO-cTopinky) 3 aapecoro URL-end.
3o0kpema, TineprnocHIaHHs, 0 3'€MHYIOTh CTOPIHKA 1 TOKYMEHTH OJHOTO BeO-pecypcy, 3a1aloTh HOTo
BHYTPILIHIO CTPYKTYpY Ta € BHYTpIIIHIMH NocuIaHHAMu. Came 3B’S3KH MK CTOpiHKaMH OJHOTO BeO-
pecypcy po3risAaloThCsl y POOOTi.

CTpyKTypi TiHepTEeKCTOBOI MOjeli BeO-CalTy BIANOBia€ MaTeMaTHYHA MOZENb Yy BHUTIIAIL
opientosanoro nessaxenoro rpapa G =(AE), y skomy A=P, E=L. Y noGynosanomy rpapi A-—

MHOXHMHA BEPIIHH, EIEMEHTH SKOT OMUCYIOTh CTOPiHKU caiiTy, E — mHOXuHa pebep rpady, enemeHTH
SIKO1 BiJITIOB1IAIOTh TIIIEPIIOCHIIAHHSAM MK CTOPIHKaMHU.

5 MeTon Ta anropurm nodyaoBu Bed-rpaga

[Iporec 300py JaHWX O TIMEPTEKCTOBOI CTPYKTYPl IPYHTYETHCA HA ifiesiX alIrOPUTMIB TOMIYKY Ha
rpadax 3 BUKOPHUCTaHHAM JIOKANBHOI iH(opMariii. ¥ CTPYKTypi CTOPIHKH CaliTy HEOOXiTHO 3HANTH
MOCWJIaHHS Ha iHINI CTOPIHKH, 3pOOMTH TepexiJi MO [iM TMOCHJIAHHSM Ha IHII CTOPIHKH, A€ 3HOB
HEOOX1THO 3MICHUTH TIOIIYK TTOCUIIAaHb.

[lomyk mocunane y BeO-AOKYMEHTI 3IHCHIOETHCS IIISAXOM IMepedopy CTPOK TEKCTY PO3MITKH
CTOpPIHKM Ta BHUJAUICHHI 3 HUX TMOCHJIaHb 3a JOMOMOTOI0 PEryJSpHUX BHpPAa3iB, TiNEPHOCHIAHHS
BUJIy4aroThcs 3 html cTopiHku 3 TeriB <a>. Y mpolieci MOIIyKy BPaxOBYIOThCS JIMIIE MOCUIAHHS Ha
CTOPIHKH BCEpPEINHI Pecypcy, 30BHIIIHI MOCHIAHHS ITHOPYIOThCS. 3HAWeH] MmocuiiaHHs 30epiratoTbes
y B (ailn a6o 0a3y HaHuMX B BUIIISAL 3aMCIB CTOPiHKA A} — CTOpiHKa Aj (<URL-start, URL-end>).

Y BeO-rpadi ue Binnosinae Takiii cTpykTypi: BepumHa Al — peGpo €jj — BepmmHa Aj. Ilpouec

BUKOHYETHCS IIMKIIIYHO JIOKK He OyJie JOCSATHYTAa OJIHA 3 YMOB: BUIIOBHHUTHCS OOMEXKEHHS Ha TIIMOMHY
MoIyky abo Oyje 3HaWeHO BCI MOCHJIAHHS JUIS 33JaHOro BeO-pecypcy. Jl0JaTKoBO JI0 MPOLEAYpH
HOIIYKY BUCYBAIOTHCS TaKi BUMOTH:

- ITHOPYIOTBCSI MOCWJIAHHS 3 IPOTOKOJIOM TIepeiadi JaHuX, BIIMIHHUM BiJI 33J]aHOTO;

- ITHOPYIOTbCSI pPE3yNIbTaTH 3alUTIB MO TINEePIOCHIAHHSX B THUX BUIAIKaX, KOJIHM BiAMOBIIb
cepBepa B http-3aronoBku He Bkasye Content-type text / html a6o ne Bkasye Content-type
30BCiM, TOOTO 00'€KTamMH CKaHyBaHHs € TUTBKH html-cTOpiHKH, TiEpPIOCHIIaHHS, 10 BKa3ylOTh
Ha (paiinu 3 po3mupeHHsMH .rar, .docX, .js Ta iHIi, He pO3TIIIIAI0ThCS;

- BUKOHYETHCS HOpMaJli3allis ITOCWIAHb JJI YCYHEHHs BUNAJKIB 3aBaHTAXCHHS OJHIN 1 TiH e
CTOPIHKH 32 IMIOCUJIAHHSAMH 3 PiI3HUM HaITMCAaHHSM;

- CTOpPIHKH 3 OJJHAKOBMM BMiCTOM BB)KAIOThCS OJTHIEIO 1 TIEIO K CTOPIHKOIO.

st opranizariii anroputMy mo0ymoBu BeO-rpad)a 3aCTOCOBYETHCS CTPYKTYpa JaHHUX CTEK abo yepra,

110 siKoi OyIyTh MOTPAIUISITH OB’ sI3aHi OJJHA 3 OAHOIO CTOPIHKH, a TIOTIM BUTATYBaTHCSA CTOPIHKH BeO-
caiTy Ui 37iliCHeHHs 00Xxoay. BiamoBimHa CTPyKTypa HaHMX OOHMPAETHCS B 3aJCHKHOCTI BiJ METH
mo0OymoBu BeO-rpady, SKIIO BUKOPUCTOBYETHCS 4epra, To Oyie 3iifiCHIOBaTHCS 00Xij BeO-pecypcy B
rIMOMHY, TIPY BUKOPUCTAaHH] CTEKY OpraHi3y€eThCsl 00Xi B IIUPUHY.

3anmponoHOBaHUM MiaXig A0 MOOYJOBU MpOLENYpPH KpayliHry Oyio peasli3oBaHO HAaCTYITHUM

ANTOPUTMOM.
BxinHi qaHHi: TOCHIaHHS Ha TOJIOBHY CTOPIHKY BeO-caiiTy, 3 Kol mounHaeThest popmyBaHHS BeO-rpady.
Buxinui nanni: Pesynprytoumii ¢aiin ¢ sanmcamu Bepumna A, BepumHa Aj, ne A - aupeca

CTOPIHKH, Ha SIKOI 3HAHICHO IIOCUJIaHHS Ha CTOPIHKY Aj.

Inimiamizamis: opraHi3yBaTH CTPYKTYpy MAaHMX | Ui peaji3alii ajiropuTMmy; OpraHi3yBaTu
JIMHAMIYHUA MacHB MIiTOK cTopiHOK W[A j ], AKi BKe PO3IIISHYTO ANrOPUTMOM.
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IToudaToxk.
1. OOparu rojnoBHy CTOpiHKY calTy A I HOYaTKy 00XOmy, po3TaulyBaTh A Yy CTPYKTYpY

nanux T, O3HaYUTH CTOPIHKY, SIK TaKy, 110 npoiaeHo, W[A]=1.
2. TloBTOproBaTu 110 THX Mip, MOKH T # !
Butsrtu cropiky A 31 CTPYKTYpHU JaHUX | , IOBEPHYTH ii, K TaKy 10 IPOHIEHO.
st BCix CTOpPIHOK Aj , SIKl TIOB’SI3aHi 31 CTOPIHKOIO A} Ta BIJICYTHI y CTPYKTypi AaHHX T ,
BHUKOHATH HACTYITHE:
Otpumaru nocunanus 3 HTML koxy cropiHku A, Ha CTOPiHKY Aj , TIEPEBIPUTH KOPEKTHICTh

aJIpecy Ta iCHyBaHHS CTOPIHKH A j - JIKIIO yMOBH BHKOHAHO, TO 30€pEerTH B PE3yIbTYI04H il (hail
3anuc: BepumHa Ay, BepuuHa Aj. Jlonatn CTopinky Aj y CTpyKTypy AaHux T Ta MO3Ha4uTH
ii, six TaKy, mo npoitneno W A;]=1.

Kinens.

[Tix yac poboru anropurmy 3 HTML komy cTOpiHKH HOIAaTKOBO MOXKHA OTPUMYBAaTH iH(OpMAIIif0
PO BMICT CTOPIHKH (3aroJIOBOK, €IEMEHTH KEPYBaHHS, PUCYHKH), sika MOke OyTH 30epekeHa B SIKOCTI
BJIACTHBOCTEW CTOPIHKM JJIS OAAIBIIIOTO aHATII3Y.

[MoOGynoBanmii adropuT™M KpayiiHTy BeO-pecypcy OyJo peani3oBaHO Y BHUTIISAL MPHUKIAIHOTO
MPOTrpaMHOro 3a0e3MeveHHs, apXiTeKTypy SKOro HaBeaeHo Ha puc 5.1.

CTaTWCTHYHI AaHi
»

URL sed-caiTa - T ”
—— A B C Bizyanizauin eed-rpada

r

MaTpuuA cymikHoCTi

r

Y
]

Puc. 5.1 Jliaepama xomnonenmie

[MporpamMue 3a0esrnedeHHs] BKIO4Yae B ceOe HYOTHPH OCHOBHHUX KOMIIOHEHTH: TMPOTPaMHHHA
KOMIIOHEHT A BiAmoBizae 3a moOyqoBy Mmoneni BeO-caiiTy Ta oOpoOky manux. Jlo ioro 3aBmaHb
BXOJIUTh CKaHyBaHHS BeO-CaiiTy 3 METOIO BIJHOBJCHHS TINEPTEKCTOBOI CTpyKTypH. Ilig yac pobotu
BiZIOYyBa€ThCSI 3aBaHTAKCHHSI BeO-CTOPIHOK, BHTATYBaHHS TilEpHOCHIAHb 3 MHOXXHHH BeO-CTOPIHOK,
¢dopmyBanns yepru, Hopmaiizauis URL aapec, BincitoBanHs BeO-ajpec 3 HEKOPEKTHHMH aJpecami,
YCyHEHHS AyOJroBaHHA ajpec, popMyBaHHS CIMCKY CyMiKHOCTI y Burisiai map enementiB <URL-start,
URL-end> Ta Jiy1s1 OUMIIICHHS IILOTO CITIUCKY CYMIKHOCTI BiJl 3aliBUX JIaHUX.

Komnonent B 3abe3neuye 30epiranHs BeO-rpady CKaHOBAHOTO BEO-CAWTy Yy BHIUIAMI CIHCKY
cyMmixHOCTI y ¢popmari CSV.

Kommnonent C cnyrye st Bizyanizanii rpada, Horo yKiIajaHHs Ui TOJIMIICHHS CIIPUHHATTS Ta IS
00YHCIICHHS IESIKUX CTATUCTUYHUX JIAaHUX.

Komnonent D 3xilicHIO€ MEepeTBOPEHHS! CHUCKY CYMDKHOCTI B MATPHILIO CYMDKHOCTI Ta IOIIYK
VHIKQJIbHUX BEPIIUH.

6 Oco0/1uBoOCTI MporpaMHoi peanizauii

BinnoBigHo 10 po3pobieHoi apxXiTeKTypH MporpaMHa cucreMa 1noOyaoBaHa y BUTIISAI KOHCOJIBHUX
JOJIATKIB 3 BUKOPUCTAHHSIM MOBH TporpamyBaHHS Python (kommonenTn A, D), a Ttakox i3
3aCTOCYBaHHSIM iCHYIOUOTO Y BIIKPUTOMY AOCTYII IporpamHoro 3abe3neuenns Gephi ans Bizyamizamii
nobynoBaHoro rpady (xommoHenta C). Kpim cranmaptHux 3aco6iB mnardopmu Java SE,
BUKOPHUCTOBYBAJIHCSI CTOPOHHI 010J1IOTEKH 1 KOMIIOHEHTH.

st 3niificHeHHsI ckaHyBaHHS BeO-callTy (KoMIoHeHTa A) OyJI0 BUKOPUCTAHO BiJIbHO TOUIMPIOBAHUHN
Python-¢peiimBopk Scrapy. Leit ¢peiimBopk 3abe3neuye podory mo HTTP mpotokoiy 3 Oyab-sikoro
CTOpIHKOIO, po3TamoBaHoi y Mepexi Iatepuer. 3a #oro nomomororo 3 HTML-komy cropinku
3YUTYIOTBCS BCl TIlIEPIIOCHIIAHHS HA IOB’s3aHi CTOPIHKH, SIKI MOTIM 30epiraroTbCs y BiIMOBIIHOT
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CTpyKTypi maHux. JlaHa omepailis MOBTOPIOETHCS JJISI KOXHOI CTOPIHKH, TUM CaMHUM 3IHCHIOETHCS
00xiJ calfTy. 3a OTPUMAHOIO TIEPTEKCTOBOI CTPYKTYPOIO OyIYETHCS CIIUCOK CYMIXKHOCTI.

3aBaHTaXKEHHA Scrapy MoxKe MpoBoguTuch depe3 PIP — cucremy ympaBiiHHA makeTamu, sKa
BUKOPHUCTOBYETHCS ISl YCTAaHOBKH 1 YINPaBIIHHA MNPOTPAMHUMH I1aKeTaMH, [0 MOOYAOBaHO i3
BHKOpHUCTaHHAM MoBH Python.

3a 3aMOBYyBaHHIM Scrapy BiJBinye cTopiHkH, BukopucToBytoun yepry LIFO (Last In — First Out),
TOOTO BUKOPUCTOBYE 00Xi/1 BeO-pecypcy MONIyKOM B TITHOWHY.

Hns 3pidicHenHs mponenypu 30epirands mannx (Kommonenta B) Oymno BukopmctaHo 0i0mioTexy
CSV, 3a [0moMoror [KOi KOMIIOHEHTH MaTpHli 30epiraloTeCsi B 3pYYHOMY JJsl CHOPUHHSATTS
KopucTyBaueM 1 koMmm’rorepoMm ¢opmari. Lleii ¢dopmar mae craTHyHy CTPYKTypy, TOMY JUIs
BiJICJTiJKOBYBaHHS TIOMIJIOK MOKHA 3aCTOCOBYBATH AaBTOMATHYHHI PEIKHM.

s Bizyamizanii noOymoanoro rpaga sukopuctano GUI (Graphical user interface) momatok Gephi,
KU MICTUTh B c00i Halip OCHOBHHMX cIOCOOIB yKJIaAaHb TpadiB, a TaKoX iHIII iHCTPYMEHTH IS
aHarizy xapaktepucTHk rpadis. B pobori 3acTocoByeThes anroput™ yknamanas Yifan Hu [20], mo
POOUTH CIIPUAHSTTS OTPUMAHUX PE3YIHTATIB 3pO3YMUINM Ta HAOUHUM.

7 AHaJi3 pe3yJbTaTiB CKaHYBaHHS Be0-caiiTiB

3anporoHoBaHa MOJENb IPEACTABICHHS BeO-caiiTy, MeToJ MOOYMOBH Kpaylepy Ta po3poOiieHe
nporpaMHe 3abe3nedeHHst 0yiI0 3aCTOCOBAHO AJIs TOOYIOBH Ta aHali3y BeO-TpadiB iCHYyIOUHX y Mepexki
Iarepuer caiitiB. Byno posrmsHyTo BeO-caiitu: odiumiiiHui calT J{HINPOBCHKOTO HAalliOHATBHOTO
yHiBepcuteTy iMeHi Onecst 'oruapa [[IHimpoBCchKUil HamioHANBHUN yHIBepcuTeT iMeri Omecst ['orgapa
[Enextponnuii pecypc] — Pexum nocrymy nmo pecypcy: http://dnu.dp.ua/], BeG-caliT ¢akynbTeTy
NPUKJIaTHOI MaTeMaTHKU J{HIMPOBCHKOTO HaIllloHaNBHOTO yHiBepcutery imeHi Omnecst ['onuapa [Caiit
¢akynbrera npuknagaoi marematuku JJHY | [Enmexkrponnuit pecypc] — Pexxum moctymy mo pecypcey:
http://fom.dnu.dp.ua/.], Beb-caiit  inTepHeT-marasuny “Hacinus kpainu” [HaciHHg  Kpainu
[Enextponnuii pecypc] — Pexxum goctymy mo pecypey: http://semena-dnepr.org.ua/].

OOYHMCIICHHS BUKOHYBAJIMCh 13 3aCTOCYBaHHSM alapaTHOrO 3a0e3MeucHHs Ha JABOSICPHOMY
nporecopi Intel® Core™ i5-5200U [60] gactoToto no 2.7 I'T'm Ta 8 I'6 omeparuBHOi mam’ati DDR3,
Bigeokapti Nvidia GeForce 940M wactotoro 1o 1176 MI't Ta Bineonam’siti 2 '6 DDR3.

VY Tabxa. 1 ans NOpiBHAHHS HABEJCHO XapaKTEPUCTHKH BeO-CalTiB (KUTBKICTh CTOPIHOK Ta MOCHIIAHb
MIX HAMH) Ta 9aCc CKaHyBaHHS.

Tabauys 1
o Be06-caiitn
[TapameTpu caiitis
dnu.dp.ua | fom.dnu.dp.ua | semena-dnepr.org.ua
KinbKicTh yHIKQJIBHUX CTOPIHOK 24460 472 468
KinbKicTh mocHIaHb MiXK CTOPiHKAMH 2045729 26504 12096
Yac ckaHyBaHHs BeO-pecypcy  Juis
o0y 1oBu BeO-Tpady, XB. 183 47 39

3a pesynpTaTaMu poOOTH PO3POOJIEHOr0 HpOrpaMHOro 3alesnedeHHs Oyiu MoOynoBaHI CIIMCOK
CYMIDDKHOCTI Ta MaTpHIII CyMiXKHOCTI BeO-rpadiB, Ha puc 7.1 HaBeneHO (hparMeHT CIUCKY CYMIXKHOCTI
Jutst BeO-rpada carity dnu.dp.ua.

hitp: /v dnu.dp . uaiviewlkolisinini hitp: s dnu.dp.ua/

http:/fwww.dnu.dp.ua/news/3699 http: /fwaww.dnu.dp.ua/

http:/fwanw.dnu.dp.ua/newsf3673 http: /v dnu.dp. ua/newsprint/3673

http: /wanw.dnu.dp.ua/news/3673 hitp: /v dnu.dp. uahiew/ffilol

hitp:/fwavw.dnu.dp.ua/newsf3673 hitp://vwavw.dnu.dp. uahiewffsocgum

http://dnu.dp. uaiiewf/our_partners hitp: /v dnu.dp . uahiewfos\itni_programy
http://dnu.dp.uahiewfour_partners http:/fwww.dnu.dp.ua/wbir_desciplin

http://dnu.dp. uahiewfour partners http: /v dnu.dp. uahiew/normativna_baza_cisvithyogo processu
hitp:/fwww.dnu.dp.ua/map http: /fwww.dnu.dp.ua/

http:/fwanvw. dnu.dp uaiviewflegendu_dnu hitp: /v dnu.dp.ua/

Puc. 1.1 ®pazmenm cnucky cymiocrnocmi oas catumy dnu.dp.ua.


http://fpm.dnu.dp.ua/
http://semena-dnepr.org.ua/
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Ilin gac moOymoBm BeO-rpady caiiTy iHTEpHET-Mara3uHy OyJO BHSBIEHO, IO JUISI TOBApiB
BCTaHOBJICHO JOAATKOBI QUIBTPH MIsi BUOOPY MPOAYKLIi 32 JSSIKUMU KPUTEPiIMH, SKI 3HAXOASTHCS Y
Tery <a href=">. fJkmo 0 kpaynep mepexoAuB MO HUM i 3aMKCYBaB yci 3HaiJeHi pedpa A0 CIHCKY
CYMIXKHOCTI, TO 300pakeHHsI BeO-Tpady Oyiio 6 HEKOPEKTHHUM, T KOYKHOI CTOPIHKHA CTBOPIOBAIIUCH OH
3aifBl IOCWJIaHHA, a OTpuMaHwuii rpad Oy 6w 3HaUHO OUbIIMM. J1J1 yCYHEHHS 3a3HAYEHO1 MPOOIeMH y
npaBunax pobotu Scrapy Oymno mocuneno npasmia Binobopy URL B HTML-komi, 3aificHioBanoch
BUIaJICHHs pedep, y skux xoua 6 ogna 3 URL-anpec (BepmuH rpady) Mana 3MiHHI.

[MobynoBani rpadu Oyno 300paxkeHo y rpagiuHOMY BUIISAII. 32 3aMOBUYBaHHSIM rpad YKIaIaeThCs
BUNIAIKOBUM YHHOM — TOOTO pO3TallyBaHHs BY3IiB rpady BiZHOCHO ApYr Jpyra BigOyBaeThCs
JOBUIBHO. [ cripolieHHs COpUHHSTTS OTpUMaHuX TpadiB 3aCTOCOBYIOTHCS Pi3HI YKIAAKH BepIlinH. B
po0oTi 13 3acTocyBaHHSIM anroput™my Yyifan Hu By3nn ykmagaroThes 1o KONy y TaKWid CHOCIO: BY3JIH,
SK1 HaJNeXaTh 10 OJIHIET MAMHOXUHH, IPUTATYIOTHCSI OJTUH IO OJJHOTO.

Ha puc. 7.2 nnsa mopiBHSAHHSA BIUIMBY YKJIAJaHHS Ha pe3yibTyroue 300paxkeHHs rpady
JociipKyBaHui rpad caity dnu.dp.ua 300paXkeHO TOBUTLHIM YHHOM Ta i3 3aCTOCYBAHHSM YKIIaJIaHHS.
Cuig 3a3HAYNTH, IO 3aCTOCYBAHHS ANTOPUTMIB YKJIaJaHHS 3HAYHO CIIPOILYE CIPUHHATTS CTPYKTYpH
rpady, MOkKHa OaYUTH FeTePOTeHHICTh CTPYKTYPH CalTy.

Puc. 1.2 a) epagh dnu.dp.ua 6e3 yxnaoauns; 6) epag dnu.dp.ua 3 ykradanusm Yyifan Hu

Jns ananizy orpumanux rpadis Oyno 3actocoBano BOynoBani y Gephi anroputmu Juist po3paxyHKy
CTaTUCTUYHMX TOKa3HUKIB rpada. Cepen METPUYHHMX XapaKTEPUCTHK BHKOPUCTOBYETHCS AiaMeTp
rpady, cepenHs CTENiHb BEPIIUHM, CEpeHs JOBKMHA LUIXY, KoedilieHT minpHoCcT rpada. diamerp
rpada BH3HAaYa€ MaKCHMajbHY BIZICTaHb MK JBOMa By3JaMH uepe3 iHmi By3yid. CepenHidi cTymiHb
By3J1a JOPIBHIOE CepeTHbOI KIIBKOCTI BEpINNH, 3 IKUMH 1T0B’s13aHa BepiunHa. CepeHs JOBKUHA UIIXY
MK JBOMa BY3JIaMH JIOPiBHIOE CepeIHBOI KIJILKOCTI pedep, 110 3B’SA3yI0Th BEPLIMHHU OJIHY 3 OJHOIO.

Jns aHamizy 3B’SI3HOCTI OTPUMAHOI CTPYKTYpHU BeO-CaliTy BUKOPHCTOBYBAJIOCH TaKH MOKa3HHUKH, SIK
KoedIIIEHT MOAYJSIPHOCTI Ta KoedilieHT kiacrepu3amii rpady. KoedilmieHT MOAYISpHOCTI - 1€
CKaJIIpHa BEJIMYMHA, [0 HAJIEXKUTH BiAPi3Ky [-1, 1] Ta 300paxye, HACKiIbKKA NpU 33AaHOMY PO30HUTTI
rpada Ha MJIMHOXXWHU HIUIBHICT 3B'SI3KiB BCEPEIUHI MiAMHOXHHU Oijbllle, HK NIUIBHICTH 3B'S3KiB
MK MiIMHOKMHAMH, TOOTO BHM3HAuYa€ SKICTh po30MTTA rpady Ha mnigMHOXMHH. KoedimieHTt
KJIacTepu3anii 300paxcye, HACKUIBKM CHJIBHO BEPUIMHH CXWIbHI YTBOPIOBaTH Kiactepu (rpymnu
MOB’SI3aHUX MK COOOI0 BEpUIMH), AKI XapaKTepU3YIOThCS THUM, 10 BEPUIMHU 3 OJHI€l Ipynu 3'€qHaHi
MIX 00010 HabaraTo IIijIbHIIIE, HIXK 3 YCIM 1HIIMM IpaghoMm.

Pe3ynpraTi po3paxyHKiB 3a3HaUCHHUX BEJIMYUH HABEAEHO Y TAa0MI 2:
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Tabnuys 2
) Be0-catitu
MeTpuuHi XapakKTepUCTUKH
dnu.dp.ua | fpom.dnu.dp.ua | semena-dnepr.org.ua
Hiamerp rpada 207 5 13
Cepe/iust CTENiHb BEPIIMH 60.561 18.845 18.2
CepeHsi JOBXKHHA IIUIAXY 21.039 3.042 2.306
IinpHicTh rpada 0.002 0.012 0.039
Koedirient MmomynsipHocTi 0.206 0.189 0.11
KoedinienT knacrepusarii 0.33 0.24 0.176

Amnani3 3HaueHb Koe(illieHTiB MOAYJSPHOCTI MOKa3as, 1o A rpady caity HAHY neit mokasnux
3HAYHO BHIUH, HIX /IS 1HIIUX TOCIIPKYBaHUX caiiTiB. BHCoki moka3HUKH KOe(iIlieHTY MOIYIISIPHOCTI
TOBOPSTh IPO BUCOKY TETEPOTCHHICTh CTPYKTYPH CalTy, OCKIIBKH 3pOCTa€ KiTBKICTh 3B’SI3KiB
BcepenuHi miarpadiB BiIHOCHO IO KUIBKOCTI 3B’s3KiB 3 iHmIUMU miarpadamu. [ligTBeppKeHHS IBOTO
BHUCHOBKY MO)XHa TaKOX OTPHMATH, SKIIO TOAWBITHCS HA pHC. 7.2 3 300paxkeHHsIM BeO-rpady cauTy
JAHY 3 yknamanasMm. CrioctepiraeTbCsi HasBHICTh HiTKOI CTPYKTYpH 3 MOMJIMBICTIO Oa4WTH OKpeMi
3B’s13H1 miarpadu.

HasBHicTh 4iTKOT CTPYKTYpH Ta iCHYBaHHSA 3B’ SI3HUX HiArpadiB Ui cailTy MiATBEPDKYE i 3HAYCHHS
koedimienty knacrepusarii. s caitry JIHY meit mokasuuk gopisaroe 0,33.

Caiitn fpm.dnu.dp.ua ta semena-dnepr.org.ua MarwTh MEHIINH KOE(IIiEHT MOMYIAPHOCTI Ta
Bi3yaJlbHO HE MalOTh YiTKO BHUIAUICHUX 3B’S3HUX MiArpadiB, 1€ MATBEPAXKYE W OLTBII HHU3BKHUHA
KoedillieHT KIacTepu3allii, 3HaueHHs sikoro nopisHioe 0,189 ta 0,1 BiamosigHO.

3a pe3ynbraTaMy METPHYHOTO aHATi3y MOJKHA POOUTH BUCHOBKH IIIO/IO 3B’ S3HOCTI BeO-TpadiB Ta ix
miarpadiB, BiJOKpEMIIOBATH TEMaTH4YHI KJIAaCTEpH, MEPEBIPATH OKpeMi BeO-CTOPIHKH (HAIpPUKIA,
CTOpPIHKM TOBapiB IHTEpHET-Mara3uHy) Ha HaJeXHICTb JO TICBHUX Kareropid, OynayBaTu
pEKOMEHAIiTHI CHCTeMU, BUKOHYBATH MPOIIETypH PEIHKIHIPIHTY CalTiB.

8 BucnoBku

Y poboTi 3pobneHo aHali3 Mozenel MpeACTaBICHHs IHTEPHET MPOCTOPY Y BUIVIAI CEMAaHTHYHHX
Mepex, ppeliMOBUX CTPYKTYp, OHTOJIOTIH Ta 0OpaHO MOJENb MPEICTaBICHHS BeO-pecypcy y BUTIISII
BeO-rpady. Mg noOynoBu Mojen BeO-caldTy y BUINIAAI BeO-rpady po3poO0JieHO METOJ, alrOpUTM
CKaHyBaHHS CTOPIHOK BeO-pecypcy Ta BiAINOBiAHE MporpamMHe 3a0e3MeUYeHHs, 10 pealli3ye MPoUueaypy
kpayninry. [Iporpamue 3abe3nedeHHs1 MOOYAOBAHO i3 BUKOPHCTaHHAM (pPEHMBOPKY Scrapy Ta MOBH
nporpaMmyBanHsi Python, 3a gomomMoroio po3po0iieHOro NporpaMHOro 3a0e3ledeHHs MOXKIIMBE
CKaHyBaHHs BeO-pecypciB 3 METOI0 MOOYy/I0BH iX BeO-rpadin. Jis monaibiioi podoTH 3 OTpUMaHUMHU
BeO-rpapamu nepenbaveHo 30epiranHs iHGopMallii y 3pydHOMY BHIJISIIL 32 IOTIOMOTOKO CITUCKY pedep
Ta Marpuli cymikHOcTi. Jlns Bi3yamizamii orpuMaHux rpadiB Ta OOYHMCICHHS JESKUX METPHYHHX
XapaKTePUCTUK 3aCTOCOBaHO IMporpaMHe cepenopuiie Gephi. BukoHaHO CkaHyBaHHS ICHYHOUHX Y
Mepexi [HTepHeT BeO-caiiTiB, moOy/10BaHO iX BeO-Tpadu, i3 3aCTOCYBaHHIM METPHYHUX XapaKTEPUCTUK
3MIICHEHO aHAaIIi3 CTPYKTYPHOI 3B’ I3HOCTI JOCIIKYBaHUX TpadiB.
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IIpoBeneHo anHaii3 HEOOXiMHOCTI Ta MOIJIBHOCTI BUKOPHUCTAHHS METOY aBTEHTH(IKaIlil KOpUCTyBadiB Ha ocHOBI QR-kony Ta
BeO-Kamepu Ut mpucTpoiB Smart-Mobile. DIimMHTOBI aTaku € OAHIEIO 3 HAWCEPHO3HIMMX 3arpo3, 3 SKUMH CTHKAIOTHCS
KopuctyBaui B [HTepHeTi. IcHYyIOUI Binomi cxeMu aBTeHTH(]iKalii B MOBHIA Mipi HE CIIPABIIOTHCS 3 HUMH aTaKaMH, IpO IO
CBiIYaTh aKTyaJbHI CTAaTHCTHYHI JaHi 6araTh0X KOMIIaHiH, 10 JOCTIIKYIOTh MUTaHHS KibepOesmeku. B poboTi mpomoHyeThest
HOBa cxeMa aBTeHTH(IKaIll KOPUCTYBaYiB, SKa JO3BOJISIE IM YBIHTH B CBOT 00JIKOBI 3amucy 0e3 3amamM'sITOBYBaHHA NapoJIiB abo
HasBHOCTI iHIIMX TOKEHIB aBTeHTH(iKawii. 3riTHO MPOTOKOIY OOMiHY MOBIJOMIEHHSIMH B 3alIPOIIOHOBaHIN CXeMi KOPHCTYBad
MOBMHEH BiJICKaHyBaTH JIUHAMIYHO 3reHepoBaHui QR-KoJ 3a TOIIOMOT0I0 IpOrpaMu Ul CMapT(OHa, a ITOTiM 3pOOUTH BIaCHUH
($hoTo3HIMOK Uepe3 BeO-KaMepy, 1 BIIIPABUTU HOTO HA cMapT(OH 3a JOMOMOrOr MOBIJOMIICHHS Bijl cepBepa. TakKuM YHHOM,
MOBHA IpoLeAypa aBTeHTH(QiKauii BUMarae MiHIManbHOI y4acTi KOPHUCTyBada i BUKOHYETHCS B aBTOMATHYHOMY DPEXHMI.
PesysbTaTy OIIHKY i IPAaKTUYHOTO TECTYBAaHHS ITOKA3yIOTh, [0 3aIIPOIIOHOBAaHA CXeMa aBTeHTH(IKaLil IPaIIOe JOCUTh HaiifHO
i MOe BUKOPHCTOBYBATHCS B SIKOCTI Oe3MeuHoi cxeMu aBTeHTH(IKAI[T KOpUCTyBadiB 1yist mpucTpois Smart-Mobile.

Kniouogi crosa: Qr-xoo, ée6-kamepa, aymenmudpixayis, smart-mobile, Android.

Analysis of the authentication scheme based on the use of QR-code and
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The paper analyzes the necessity and expediency of using the method of user authentication based on QR-code and webcam for
Smart-Mobile devices. Phishing attacks are one of the most serious threats faced by Internet users. Existing authentication
schemes are not able to provide an adequate protection from these attacks, as evidenced by statistics collected by the companies
researching cybersecurity. Therefore, the task of developing a secure authentication scheme for users, which can effectively
counteract various types of phishing attacks is very important. The paper proposes a new authentication scheme for users, which
allows them to log in to their accounts without remembering passwords or presenting other authentication tokens. According to
the messaging protocol in the proposed scheme, the user must scan the dynamically generated QR-code using a smartphone
application, then take their own photo via the webcam, and send it to the smartphone via a message from the server. Thus, the
full authentication procedure requires minimal user involvement and is performed automatically. The results of evaluation and
practical testing show that the proposed authentication scheme is quite reliable and can be used as a secure user authentication
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scheme for Smart-Mobile devices. The proposed authentication protocol is not only able to cope with attacks such as Real Time
Man-In-The-Middle and Controlled Relay Man-In-The-Middle, but can also protect users from the effects of malicious browser
extensions and substitution of authentic applications by malicious variants. In addition, the proposed scheme does not require
users to have any authentication tokens or credentials, as all they need is to scan the QR-code and verify the image taken by their
own webcam. That makes the use of the proposed scheme more convenient and easy for users as compared to other known
authentication schemes. Currently, the application of the proposed scheme requires the use of HTTPS websites for the exchange
of all data involved. Thus, the proposed protocol can be implemented to manage cookies securely in order to prevent the
interception of session data.

Keywords: gr-code, web-camera, authentication, smart-mobile, Android.
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IIpoBeneH aHaIN3 HEOOXOAUMOCTH U II€I1€CO00PA3HOCTH UCIIONIB30BAHUS METO/Ia ayTeHTH(HUKALK TI0JIb30BaTeNIed Ha OCHOBE
QR-kxona u BeO-kamepsl st yeTpoiicTB Smart-Mobile. @UIIMHTOBBIE aTaKW SBISIOTCS OJHOW M3 CAMBIX CEPBE3HBIX yrpo3, C
KOTOPBIMHU CTaJIKMBAlOTCS Tob3oBaTesin B MIHTepHeTe. CylIecTBYIONIME U3BECTHBIE CXEMbI ayTEHTU(UKALIMKE B TIOJHON Mepe
HE CIPABISIOTCS C 9THMHU aTakaMH, O 4YeM CBHACTENIbCTBYIOT aKTyallbHbIC CTATHCTHYECKHE TAaHHBIE MHOTHX KOMIIAHHH,
HCCIIEYIOIINX BOIPOCH! KnubepbesomnacHocT. B pabore mpesaraercst HOBasi cxeMa ayTeHTU(UKAIIMN OJIb30BaTeNel, KOTopast
MO3BOJISIET UM BOMTH B CBOM y4YETHBIEC 3alMCH 0€3 3allOMUHAHMs HapoJied WM HAJWYMHU JPYTHX TOKEHOB ayTeHTH(UKAIIUH.
CornacHO MpOTOKOJa OOMEHa COOOIICHHAMM B IPEUIOKEHHOH CXeMe IOJIb30BaTellb JIOJDKEH OTCKaHHMPOBATh JUHAMHYHO
creHepupoBaHHbIii QR-KO/ ¢ MOMOIIBIO PUIIOXKEHHs T cMapTdoHa, a 3aTeM clieaaTh COOCTBEHHBIH ()OTOCHUMOK depe3 BeO-
KaMepy, ¥ OTIPaBUTh €ro Ha cMapTOH C MOMOIIBIO COOOLIeHHS OT cepBepa. TakuM oOpa3oM, MOJHAs HpoLexypa
ayTeHTH(GHUKAIUKY TPeOyeT MHHUMAIBLHOTO YYacTHs IOJb30BATelsl U BBINONHICTCS B aBTOMATHYECKOM pexuMe. Pe3ynbrars
OLICHKHM M TPAaKTHYECKOTO TECTUPOBAHMS MOKA3bIBAIOT, YTO NMpPEUIOKEHHAs cXeMa ayTeHTH(hHKaluH paboTaeT NOCTaTOYHO
HAJIeKHO M MOJKET HCIIOJI30BAThCS B KauecTBE OE30MacHOM CXeMbl ayTeHTH(UKALMU MONb30BaTeNeil A1 yeTpoicTB Smart-
Mobile.

Kniouesnie cnosa: qr-xoo, se6-kamepa, aymenmudgpurxayus, Smart-mobile, Android.

1 Beryn

QOImMHroBI ataku € OJHI€I0 3 HalCepHO3HIMIMX 3arpo3, 3 SKUMH CTHKAIOTHCS KOPUCTYBadi B
[HTEpHeTI: 3TOBMUCHUKH HaMararoThCsl BKpAaCTH KOH]iIeHiHHY iH(opMaito, Taky SIK AaHi Ui BXOAY,
JIaHi KPeJUTHOI KapTKH, TOIIO, OOMaHIOIOUYN KOPUCTYBAYiB JUIs BBEeJleHHS KOH(DiACHIIHOT iHhopMarii
Ha (IMMHTOBUX BeO-caiiTax i, TAKMM YHHOM, TIPUBOISAYN IO Bemuue3Hux ¢inancoBux BTpaT [1]. Bymo
3arponoOHOBaHO 0e311i4 CXeM BUSBIIEHHS (IIIMHIOBUX aTak, ajie KUIbKICTh TAKWX aTak HE 3MEHILIUIIACS.
3'ssBUITHCS HOBI pi3HOBUIM (immHroBux atak tTumy Active Man-In-The-Middle (MITM), siki BKJIFOYatOTh
¢immarosi atraku Real Time Man-In-The-Middle (RT MITM) i Controlled Relay Man-In-The-Middle
(CR MITM). Lli aTtaku H03BOJISAIOTH 3I0BMHUCHHKAM OTPUMYBATH JaHi OOJIKOBUX 3alMCiB KOPUCTYBaviB
1 mmepeaaBaTH iX B peXXKUMi peanbHOro yacy. Tak camo 3T0BMUCHHUK MOXKe CITIOKYCHTH KOPUCTYBada BBECTH
JlaHi y TiIpoOIeHOMY JIOJATKY i TAKMM YAHOM OTPUMATH JIOCTYI JI0 OOJIIKOBOI'O 3aMKCy KOPUCTYyBayda
[2-6]. Icnyroui Binomi cxemu aBTeHTH(DIKAIIT B TOBHIH Mipi HE CIIPABIISIOTHCS 3 IIMMH atakamu. B po6oTi
NPOMOHYETHCSl HOBA cxXeMma aBTeHTU(diKalil KOpUCTyBauiB, SKa J03BOJsiE iM YBIHTH B CBOI OOJIKOBI
3anMcy 0e3 3amaM'siTOBYBaHHS IapoJiiB a00 HAasSBHOCTI IHINIMX TOKEHIB aBTEHTHdIKaIlii. 3riJHo
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MPOTOKONY OOMiHY IMOBIAOMIICHHSMH B 3alPONOHOBaHiN CXeMi KOPHUCTYBad TOBHWHEH BiJICKaHyBaTH
JUHaMi4HO 3reHepoBanuii QR-kox 3a momomororo mporpaMu it cMapT(hoHa, a IIOTiM 3pOOUTH BIacHUi
($hoTO3HIMOK uepe3 BeO-kamepy, i BiNPaBUTH WOTO Ha cMapT(OH 3a JOMOMOTO IMOBIIOMIICHHS Bij
cepsepa. Takum unHOM, ITOBHA TIpOIIEypa aBTeHTH(]IKaIlil BUMarae MiHIMaJIbHOI y4acTi KOPUCTyBaya i
BUKOHYETHCSI B aBTOMAaTUYHOMY PEKMMi. 3allporoHOBaHa cxema OyJia peaii3oBaHa i OIIHEHA 3 TOYKH
30py 3pYYHOCTI BUKOPUCTaHHS, MOXKIIMBOCTI pO3TOPTaHHS 1 mapaMeTpiB Oe3neku. Pe3ynbTatu OmiHKH i
NPaKTHYHOTO TECTYBaHHS IIOKa3ylOTh, IO 3alPOITOHOBAHA CXeMa aBTeHTH(IKaIli Nparfoe TOCHTh
HaJIIHO 1 MOYK€ BHKOPHCTOBYBAaTHCS B AKOCTI 0Oe3medHOi cXeMH aBTEHTHdIKaIii KOPHCTYBadiB IS
npuctpoiB Smart-Mobile.

2 3anponoHoBaHa cxemMa aBTeHTHdikamii

[IpomoHoBaHa cxema OaratoakTOpHOi aBTEHTH]IKalii BHKOPUCTOBYE AOBIpEHHH MOOITBHUI
JOJaTOK 1 BeO-KaMepy Ha KIEHTCHKOMY KOMI'IOTepi (HacTiIbHOMY / TOPTaTHBHOMY). 3araibHa
mporeaypa aBTeHTH(]IKaIlii KOPUCTYBaviB 32 MPOTIOHOBAHOIO CXEMOIO Iepeoadae, Mo KOXKeH pas, KOJIH
KOPHCTYBad X04€ OTPUMATH JIOCTYII 0 CBOTO OOIIKOBOTO 3aIHCy Ha BeO-caliTi, cepsep BimoOpaxkae QR-
KoJ Ha BeO-cropiHnii. [leli mporokos aBreHTH(iIKaLIi epeadadae, Mo MOOUIBHUN TOJATOK B Tele(OHi
KopucTyBaua € noBipeHnM. KopucryBau ckanye QR-kox, mo BimoOpaskaeTbcst Ha BeO-CTOpIHIN, 3a
JIOTIOMOTOI0 MOO1TEHOTO MonmaTKy. [loTiM momaTok BiAmpaBisie JaHi KOPUCTyBada pa3oM 3 TOKEHOM
ceancy, orpuManuM 3 QR-koxy, Ha angpecy cepmepa. [ami cepBep BHIA€ 3amUT J0 KITi€HTCHKOTO
KOMITIOTEpa IS JAOCTYIy 1O BeO-KamepH i poOMTH 3HIMOK 3a ii momomororo. HactymHum etamom €
BiJIIIpaBIIeHHS 300paXKeHHS CEPBEPOM B MOOLITBHUHN TOATOK 32 TOTIOMOTOFO TIOBitoMIIeHHS. OTprUMaBIIIH
1Ie 300pakKCHHs, KOPUCTYBau MIATBEPPKYE abo0 Biaxwise #oro. Ilicis MiTBEpIKCHHS MPaBUIBHOCTI
0JIepKaHOT0 300pakeHHs KOpUCTyBay Oyie aBTeHTU(IKOBaHWH. TakuM YMHOM, aBTeHTH(]IKallig cepBepa
BUKOHYETBCSI 32 JOIMOMOTOI0 300pa)XeHHs, 3pO0JEHOro Ha KIIEHTCHKIH MAaIlWHI JIETITHMHOTO
KOPHCTYBaua, OCKUIBKH TUTbKY 3aKOHHUH Be0-CalT MOXKe 3pOOUTH 3HIMOK KOPHCTyBaya 3a JOIIOMOTOF0
BeO-KaMepH 1 BiIpaBUTH BipHE 300pakeHHs Ha iioro MoOibHU TenedoH.

2.1 IlpunyuieHHs 010 HEOOXITHMUX YMOB /JI 3aCTOCYBAHHS

1. Tlepenbauaetncs, mo Ha [1K € BeO-kamepa.

2. TlepembayaeThcs, MO KOPHCTYBA4 BHUKOPUCTOBYE CIpaBkHIM nomatok Android mig wac
peectpartii, i, IK i B 0araThbOX IHIIMX BIJOMHX CXeMax, MPOLEAYypa PeecTpailii HOBOro KOpUCTyBada
3axMIleHa Bij aTax.

3. 3amponoHoBaHa cxema repeadayae, mo rnepeaada JaHUX MixK KITIEHTOM 1 cepBepOM Bi10yBa€eThCs
3a nporokosioM HTTPS, 3axuiiena Bij nepexorieHHs B MEPexXi 1 MOke BUKOPUCTOBYBATHUCS [Tl OOMiHY
CEKPETHUMH KITFOYaMH.

4. ABTeHTHYHI cepBepH BeO-caiiTiB Ta iHpopMarlis, mo 30epiraeTbes B ix 6a3ax JaHUX, BBAKAIOTHCS
0e3neyHnMHU.

2.2 AHaJji3 MojeJi 3arpo3

1.  ®immnar, MITM-immHr: 31I0BMUCHUK MOXE 3aMaHHUTH KOPUCTYBaua Ha (QIIIMHrOBUH BeO-cailT,
a IMOTIM OTpUMaTH 0coOUCTY iH(opMarlliro. 3MOBMUCHHUK MOKe a0 mepenaTH 10 iHHOpMalliio B PeXUMI
peanbHOTO yacy (RT MITM), abo BCTaHOBUTH MOJYIIi 3aXOIUICHHS BiIAIEHOTO POoOOYOro CTONIy, abo
perpancsinii Ha Tepminan kopuctyBaua (CR MITM) nuist kpajii>kku 00JIiIKOBUX JIaHUX.

2. ®imMHrOBI aTakd Ha OCHOBI IIKIUIMBUX PO3MIMPEHb Opays3epa: 3JOBMHCHUK MOXE BKpPacTH
0OJTIKOBI J1aHI KOpPHUCTyBaya, 3MyCHBLIM KOPUCTYyBaua BCTAHOBMTH LIKiJIJIMBE PO3IIMpPEHHs Opaysepa,
3alUTYIOYH JI03BOJTy Ha BUKOHAHHS JISSKUX 00EpeXHUX [l Y POHOBOMY PEXHMi, OTHOYACHO HAJAI0UU
¢bynkuii Ha nepexpHpboMy TuiaHi (front-end). IlkimmmBi po3mupeHHs Opay3epa MOXKYTh BUKOHYBATH
KEWJIOITIHT, peecTpalito ekpany abo mepexoruieHHs napoisi y GOHOBOMY pEXHMi.

3. Cnydinr mporpamu: 3J0BMHCHHK MOXE CTBOPHUTH MiAPOOHMH ((anbIIUBHiA, TiIpoOIeHHN)
nonatok st Android, sskuid CX0XKHiA Ha CIPaBXKHIN 101aTOK, HEOOXIAHMI I BXOLy B cucteMy. [ToTiM
3JI0BMHUCHHMK MO€ BCTAaHOBUTH LIeH MiAPOOJIIEHUH I0JATOK HAa KOMITIOTEP KOPHCTYBaya i CIIOKYCHUTH
KOPHUCTYBaua BBECTH CBO1 OOJIIKOBI JjaHi 4epe3 HbOrO.

2.3 Ilpouexypa peecrpaiii KopucTyBadis
Peectpariis xopucTyBaya mependavae peecTpaiilo KOpUCTyBaya B MOOLIBHOMY AOAATKy. Takum
YUHOM, Ha eTalll peecTpallii 0epyTh ydacTh JiBa 00'€KTH - MOOLIBHUI 10AaTOK 1 BeO-cepBep. Peectparrist
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KOpHCTyBada BUKOHYETHCSI B MOOUTFHOMY JTOJIaTKY, B IKOMY OyIyTh 30epiraTucs aHi KOpUCTyBaya, SKi
OyAyTb BHUKOPHUCTOBYBaTHCSI IpPH BXOAI B cUCTeMy. PeecTpallisi KopucTyBadya B 3aIPOTIOHOBAHOMY
NPOTOKOJI aBTeHTH(iKaIi]l MoKa3aHa Ha pUCYHKY 2.1.
ANTOpUTM peecTpaliii KOpUCTyBada rependadae HacTyITHI KPOKH:
1. KopuctyBau crodaTKy BBOJWTH BIAMOBiAHI AaHi, Taki K im'st kopucryBada (UID), mapomns
(PWD), aapeca enexkrpontoi nmomt (Email-ID), B MoGibHUE 101aTOK.
2. MoOinpHUH TOJATOK TeHEPYE BUIAAKOBY Cillb (salt), sika cKIIanaeThest 3 6 CHMBOIIIB.

MoBinbHwWi
Epaysep nonaTox Beb-cepsep

H ' PWD = MD5(nepLui Tpy CUMBONW coni
: : HTTPS (Email, PWD, Login, Salt) ; + NAPONk + OCTAHH ToH
: ; > cUMBONK coni)
: : ; Salt = eunapakosi 6 cumeonis
H HTTPS(OTP REQUEST) ; Fexepauis OTP naponio

P e o GenerateOTP(email, login)

HTTPS(OTP RESPONSE)

v

E 30epeeHHA opucTyeada e |
i Basi naHnx ' HTTPS (REG SUCCESS/FAILURE)

Puc.2.1. Obmin nogidomnennamu npu peecmpayii

3. MoOinpHMIM 10IAaTOK 3a JONOMOrorw 3axuineHoro mnporokoay HTTPS siampasise nani
peectpaiiii Ha cepsep.

4. Cepsep renepye tumuacoBuil napois (OTP) ta Bianpasise Horo Ha MOMWTOBY aapecy, BKa3aHy
MIPH PEeECTpALi.

5. Kopucrysau BBOJUTH Ha €KpaHi cMapTPOHY OTPHUMAHHIA [1APOJIb, TTICIIS YOTO JIOJIATOK BiAPABIIsE
JIaHi Ha cepBep.

6. CepBep HaACHIIAE BIANOBITH PO YCHILIHY, UM HE YCHILIHY PEECTPALIIO.

2.4 BuxkopucTaHHs JOTiHY KOPHCTyBa4a

IIporoHOBaHMIA MTPOTOKOJ aBTEHTU]IKaLil BUKOPUCTOBY€E TpU O0'€EKTH Ul BXOAY KOpUCTyBaya Ha
caift. BukopuctoByBaHi 00'ekTi: MOOLTBHUI nomaTok, Opaysep 1 BeO-cepBep. KopucryBaueBi Takox
3Ha100UThCsI BeO-Kamepa Ais BXoay B cuctemy. 11100 yBiliTH B 00:1iKOBHI 3a1mic BeO-caiTy, KOPHCTYBaY
TIOBMHEH YBIMTH B MOOIIIBHU TO1aTOK BeO-caiTy. [IprunHa B TOMY, 1110 TIOBIJOMJICHHS BiIIPaBISETHCS
B JIOJATOK, B SIKOMY KOPHCTYyBau yBIMIIOB B cucteMy. s BX0omy B MOOUIBHMN J0OIATOK KOPUCTYBad
BBOJMTH ifieHTHdiKaTop KopucTyBaya (10gin) i maposs (pwd), siki BiANpaBisitOThCS Ha BeO-cepBep. s
niaTBeppKeHHs. OCKUTBKY OUIBIIICTE KOPUCTYBAaUiB HE BUXOISATH 3 CBOTO OOJIIKOBOT'O 3aIUCY, IIAHCH Ha
MOBTOPHMI BXiJ B MOOUTBHHUI JOJATOK MEHILIE.

IIpouenypa Bxony HacTyIHa:

1. KopucryBau crioyaTky BiJKpHuBa€e BeO-CTOPIHKY BXOJly B CHCTEMY B Opay3epi.

2. Ha cropinni Bxoxny Ha BeO-caldT BinoOpakaerbess QR-Ko, 1110 MiCTHTH TOKEH CeaHCy, CTBOPESHHI
BeO-CepBEPOM.

3. Kopucrysau ckanye QR-kox, o BijoOpaxaeTbcs Ha BeO-caliTi, 3a JOIMIOMOTOI0 KaMepu CBOTO
MOOITBHOTO TeNeOHy.

4. TIlicnsa orpumanHs QR-komy MOOUIEHUM JI0aTKOM TOKEH CEaHCy BUTATYEThCH 3 QR-koxmy.

5. KopucryBauy BimoOpakaeThCsi Ha eKpaHi mopigzomiieHs 3 IP-aapecoro kopucTyBaya, 110 1MOYaB
nporecc aBTeHTHiKarii.
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6. Ilicis miaTBepuKeHHs aBTeHTH(IKAINT Ha CepBEp BiANPAaBISIOTHCA AaHi, 110 MicTaTh: 1D BeO-
cecii, ID-mo6inbHOI cecii, imei aapeca TenedoHa.

7. B Opaysepi 3'BIsI€ThCSI CIUTMBAIOYE BIKHO i3 3alMTOM JI03BOJY Ha JOCTYN IO BeO-Kamepu
KIIIEHTCHKOTO KoMI'IoTepa. KoprcTyBad moBHHEH JTO3BONHMTH AOCTYII, 00 YBIHTH Ha CaiT.

8. Tlorim BeOG-kaMepa poOUTH 3HIMOK KOPHCTYBaya Ta BiJIPABIISE e 300paKeHHS Ha cepBep.

9. JlomaTok MOCTIHHO OHOBJIOE CTAaTYC MOOUIBHOI ceccil B O4iKyBaHI HaJIXOJPKCHHS 300paKeHb 3
BeO-KaMepH.

10. TIlicnst oTpumaHHs 300pa)KCHHSI JOJATKOM Horo Oyne BiOOpaXKeHO Ha eKpaHi Ta 3 SBUTHCS
MPOTO3UIIis MATBEPANTH 200 CKacyBaTH clipoOy aBTeHTU (KAl

11. Ha cepBep BiAmpaBIs€THCS BiINOBIAbL 3 TapaMeTPaMHu CECii.

12. Cropinka BeO-caliTy aBTOMATUYHO OHOBITIOETHCS TICIS YCIMINTHOT aBTeHTHDIKAIIIT.

MobBinbHuM

/ONATOK bpayaep Beb-cepsep

lexepayia cecii Ta QR-koay

H : QR-Kop (Tores cecil)

'
'
.
H
4

OTprianHA faHnx cecil

gy HTTPS [\-".’ebs?zllséﬁl) MobileSessid,

'
'
'
'
" '
[ Il '
" >,

' :

: : 3anuT Ha gocTyn 8o BeO-Kamepy ;
v OTpumarHAa doro Ta

HaacunaHHA Ao cepeepy

igmmmcecemsmsesssssssssssssassssssssasaaan

: : Hagcunanua doto 3 eeb-ramepu

MoeigomnexsA npo cnpoBy ayTexTudikauii (poto)

OtpumanHa hoTo 23 LONOMOTOI0 :
MOCTIMHMX 3aMUTIE 40 Cepeepy . Bignosigs kopucTyeaya {NiaTeepdKeHHA\CKaCyBaHHA) :

: HTTPS (faki akkaynta \ nomunka) i

Puc.2.2. Obmin nogidomnennamu npu aymenmugixayii

CeaHC BXOAy B CHCTEMY iCHY€ MPOTSTOM IIEBHOTO MEpioay Yacy, IICis YOro TEepMiH Jii ceaHcy
3aKiHYYEThCA, 1 BeO-CepBep MepeHanpanisie KOPUCTyBada Ha3a/l Ha JIOMAIITHIO CTOPIHKY, BiOOpaXKatoun
HoBHH QR-KOZ 1, TaKUM YMHOM, HE JO3BOJISIIOYH 3JIOBMHUCHHKOBI BHKOPHUCTOBYBAaTH 300pa’kKeHHS,
3po0JieHe BeO-KaMeporo, B OLIbII Mi3HiH eTan ayTeHTUdiKaii (puc. 2.2).

3 TecTtyBaHHS Ta OI[iHKA MPale3IaTHOCTI cxeMH aBTeHTUdikamil
3.1 Onuc BUNpPoOYBAJBLHOI YCTAHOBKH

1. Cwmaprdon OnePlus 5T 3 nabGopom wmikpocxem Qualcomm Snapdragon 835 MSM8998,
BOCBMUSIEPHUM TIporiecopoM (dotupu siapa Kryo 280 Performance 3 takroBoro wacrororo 2,35 I'Tn i
yotupu szapa Kryo 280 Efficiency 3 takroBoto yacrororo 1,90 I'T'm), 6 I'b onepatuBHOi mam'sti i
omneparriiina cuctema Android Pie 3 OxygenOS Bepcii 9.0.4.

2. HacrinpHuil KoMO'IoTep, SIKMK BUKOPUCTOBYETHCS [UIS €TaIly BXOLy B CHCTEMY depe3 [HTepHer,
Knienrcekuit komn'torep € 11K 3 64-po3psagHoro onepaniiinoto cuctemoro Windows 10 Professional 3
Google Chrome (Bepcist 228.14.88), Be6-kameporo i iporecopom Intel® CoreTM i7-7700K @ 4 I'T1; 3
64 I'b oneparuBHOi mam'saTi.

3. Be0O-caiiT ans TecTyBaHHS eTaly peecTpalii 1 BXOLy B CUCTEMY PO3MILyBaBCsl Ha HACTUILHOMY
KOMITIOTEpI MiJ] KepyBaHHsIM 64-po3psaHoi onepariiiHoi cucteMu Windows 10 Ha mponecopi Intel®
CoreTM i7-3770 3 takToBot0 yactoToro 3,40 I'Tir i 8 'O onepaTuBHOT mam'sTi.
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4. BunpoOyBanpHuii BeO-caiit Oymo Hamucano Ha ASP.NET Core i po3mimeno Ha cepsepi
Windows IIS.

5. Cepsep Microsoft SQL Bepcii 17 BukopucToByBaBcs 1uis 30epiranns iHdopMmaii KopucTyBaya
Ha CTOPOHI cepBepa.

3.2 Pe3yJbTaTH TECTYBAHHS

Jns TectyBaHHS Ha MOOUTFHOMY MPHCTPOi OyB 3amymieHui po3pobnenuii qogatok. Ha romoBHOMY
ekpani € BuOip 3 4-x kuomok (puc. 3.1): Jlorin (Login), Peectpamis (Register), CkanyBanus QR (Scan
QR), [easropuzanis (Logout). BpaxoByroun nepiunii 3amyck, Ha eKpaHi JOCTYIHI TIIBKH KHOTIKH JIOTiHY
Ta peecTparlii.

(=] [ =l 100% B 17:43

QRWeb1

LOGIN

REGISTER

SCAN QR

LOGOUT

Puc.3.1. Ocnosnuii expan 000amky

OCKiNbKH AJ151 TECTYBaHHs OyJlo BUOpaHO «4HCTHID» cepBep 0e3 3amuciB y BJ1, Tox Oyiio o6paHo pexum
peectpailii Ta BBeieHO e-mail, siorin ta napois (puc. 3.2).

o~ [ =01 100% W 17:43

QRWeb1

Login: sasha

assword:

E-mail: alexxnod@gmail.com

REGISTER

Puc.3.2. Expan peecmpayii
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[Micns HaTHUCKaHHS KHOTIKH «register» Ha cepBep Oyio BiamparieHo jnaHi peectparii. [licis doro
3’SIBUBCSI €KpPaH BBOAY TUMUYACOBOTO mapouto (puc. 3.4), akuii OyB BiAMpaBIeHUH Ha aipecy eIEKTPOHHOI
nowtH (puc. 3.3).

OTP Activation BXopALMe X
QRCamAuthDemo

KOMY: A ~

Registration OTP: 473933676

Pucynox 3.3. E-mail nogioomnennsa 3 OTP kodom

wE&E - al 100% B 17:44

QRWeb1

OTP: 47393367§

0K

Pucynox 3.4. Bikno 6600y OTP xody

ITicns BBoxy OTP komy 6ys10 OTpHMaHO MOBITOMIICHHS TIPO YCITIIIHY aKTHBaio (puc. 3.5).
EE® - =1 100% W 17:44

Activation

Activated! Now return to main

menu and login

OK

Pucynok 3.5. Ilosioomnenns npo ycniuthy akmueayiro



Bulletin of V.N. Karazin Kharkiv National University
42 series «Mathematical modeling. Information technology. Automated control systems» issue 47, 2020

ITicns akTHBamii JogaTKOM OYJIO 3aIIPONIOHOBAHO MEPEHTH 70 BiKHA aBTOpH3allii, e OyJ0 BBEIECHO
JIOTiH Ta napoib (puc. 3.6).

EE® - il 100% B 17:44

QRWeb1

Login: sasha

Isword senes

LOGIN

Pucynox 3.6. Bikno 6600y n02iHy ma napono

Jani micns ycminrHoi nepeBipKu JIOTiHY Ta MapoJio A0AaTOK BiakpuB BikHO BBoay OTP nmapomro (nuB.
puc. 2.2) sxuii Oyno HampasiieHO Ha e-mail, mo OyB BkazaHuil mpu peectpauii. [licna mpoxomxeHHs
nepeBipku AaHi cecii Oynu 30epexxeHi y 3axuiiene cxopuiie Android, a Ha ekpani Oyyo BigoOpaxeHo

MOBIJIOMJICHHSI TPO YCHIIIHY aBTOPW3aIil0 Ta TMPOIO3MINI0 JO TepexoJy Ha OCHOBHUH eKpaH i
ckanyBaHHs QR-kony (puc. 3.7).

=-.11100% W 17:45

Login

Success! Now return to main
menu and scan the QR

OK

Pucynox 3.7. Ilogioomaenns npo ycniwmy asmopuszayiio
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Jami Oyno BimkpuTo BeO-Opay3ep 3 HEOOXiJIHUM TECTOBHM caiiToM (y JIOKAIBbHIH Mepexi o
nporokony HTTPS). Ha ekpani Oyno BimoOpaxkeno QR-kon Ta TeKCT, y SIKOMY NPONOHYETHCS
BiJICKaHyBaTH KOJI 3a IOMIOMOT'0F0 MOOUIBHOTO j01aTKy (puc. 3.8).

QRCamAuthDemo Home Privacy

Please scan this QR code with your mobile
application
O ¥ea0)

Pucynox 3.8. Be6-cmopinka 3 QR-xodom

3a 1omoMororo goaaTka 0yno BigckaHoBaHo gaHui QR-kox, micist yoro Ha ekpai 0yJ10 BitoOpaxeHo
iHdopMmalliro nmpo aBTOpH3allilo, 110 BKIOUYae B cobi [P-aapecy (puc. 3.9).

=l 100% W 17:45

Auth

You're trying to authorize

on website with IP:
192.168.88.27

Pucynox 3.9. 3anum na niomeepodicenusi asmopusayii

[licnsa minTBepAKeHHS aBTOpHU3alii cTopiHka 3 QR-K010M aBTOMAaTHUYHO OHOBJIIOETHCS 1 3alTUTYETHCS
nocty 1o BeO-kamepu. Ilicis HagaHHs H03BOTy HAa BAKOPUCTAHHS BeO-KaMepH MPOIIOHYETHCS 3po0UTH
¢boTo3HiMOK KopucTyBaua (puc. 3.10).
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Please make the photo for further verification

Pucynox 3.10. Bixno 306pasicenns eeb-kamepu

Jauni a Ha BeO-caiiTi Oyso BioOpa)keHO MOBIIOMIICHHS PO OYiKyBaHHs minTBepmkeHHs (puc. 3.11),
a Ha TeneoH OyJI0 BiANPaBIeHO MOBIIOMIICHHS 3 BIAMOBIIHUM 300pakeHHsIM (puc. 3.12)

[ T

Please confirm your identity in your mobile
application

Pucynox 3.11. IlogioomnenHs 04iky8auHs niomeepodceHH s

HE®E -

QRWeb1

APPROVE

DENY

Pucynox 3.12. Bikno niomeepodicenust y MOOIIbHOMY 000amKy



BicHuk XapkiBCbKkoro HawjioHanbHoro yHisepcuteTy imeHi B. H. KapasiHa
cepis «MaTemaTyHe MogentoBaHHs. [HGopmaLliiHi TexHonorii. ABTOMaTU30BaHi cuctemu ynpaeniHHsy, Bunyck 47,2020 45

[Ticns minTBepAKeHHA yCHilmHOI aBTeHTU]iKamii y MOOUIBHOMY JOJAaTKy CTOpiHKa BeO-cailTy
OHOBJIIOETHCS 1 BitoOpakaeThes iHpopmaris mpo ue (puc. 3.13).

QRCamAuthDemo Home Privac

Welcome

Successfully authenticated!

Your login: sasha

Pucynox 3.13. Iosidomnenns na 6eb6-catimi npo yCHiutHy asmopusayiro
Ha upomy npouenypa aBreHTr(iKaliil KOpHECTyBadya 3aBEPUIYETHCS.

3.3 Po3paxyHok 4yacy peecTpailii Ta aHaJTi3 HeoOXiTHUX pecypciB
Yac, HeoOximuuii mist peectpanii kopucryBauiB (TReg), mMoxxe Oytu po3paxoBaHO Ha OCHOBI
HACTYITHOTO BHpa3y:

Tre¢ = Torp + Tgc + Tups + Tsarr + Toe 3.1)

ne Torp — Yac TeHepyBaHHS Ta JOCTaBKY Ha EJIEKTPOHHY a/Ipecy THMYacoBOTO mapouo, T — 4ac,
BUTPAYCHUH KOPHCTYBaueM Ha MEPEBipKY IMOIITOBOI CKDHHBKU HA BMICT KOXy, Ty ps — Yac TeHEpYBaHHS
xeury napoito, Tsypr — 9ac TeHepyBaHHS coili, Tpp — Yac 30epiraHHs JaHUX Y 3aXUIICHOMY CXOBHIII
Android.

CepenHiii 4ac BUTpAa4eHUN Ha PEECTPAIlil0 CTAHOBUTH MpuOIM3HO 38.25 cekyHa, sSKIIo TenedoH
mig’ennano 1o Mepexi Wi-Fi, Ta 40.12 cexynn, skiuio tenaedon mia’eanano 1o mepexki LTE. Haiibinpury
JacTKy 4acy 3aiimae nepeBipka e-mail.

CXO0XHMM YHHOM PO3paxoBYETHCS 4ac, HeOOX1IHMM KoprcTyBauy 11t aBropu3auii (TLogin) Ha BeO-
CaliTi Mpy BUKOPUCTaHHI 3alIPOIIOHOBAHOTO METOLY :

Trogin = Tror + Tsor + Tsc + Tcam + Tpy + Tr (3.2)

ne Tpor — 4vac, HeoOXimHuil st oOpoOku Ta BimoOpaxenHs QR-komy Ha BeO-caidTi, Tsor — 4ac,
HeoOXimHuH Mt ckanyBaHHS QR-Kkomy yepe3 MOOUTEHUM T0AaTOK, T — 9ac, HeoOX1THUH IS TepeBipKH
cecii MOOUTEHOTO TOAATKY, T ap — Yac, HEOOXITHUH JUIS BUKOHAHHS 3HIMKY 3 BeO-kamepH, Tpy — 4ac,
HEOOXiIHUH AJIs1 HAJICUIIAaHHS Ta MiATBEPIHKEHHS (OTO Y MOOUILHOMY NONAAKY, T — Yac, HeOOX1THMIA
Ha MMPOBeJICHHS aBTeHTU(IKAIIT Ta aBTOpU3AIlii MiCJIs MiATBEpKEHHS (OTO.

B cepemapoMy KoprcTyBaueBi moTpiOHO 14,744 ¢ ns BXoy Ha BeO-CalT 32 IPOTIOHOBAHOIO CXEMOTO,
Koy cMmapTdoH migkimoueHuid yepe3 Wi-Fi, toai sk ans mizkmoueHHs cMaprdoHa ao mepexi 4G
notpibHo 15, 222 c.

Pecypcu, o BukopucToBytoThCs Android-mogaTkoM 3a MPOMOHOBAHOK CXEMOI0, BU3HAYAIOTHCS 33
JIOTIOMOTOr0 iHCTpyMeHTy mnpodimoBanas Android Studio. 3apeectpoBaHi 3Ha4YeHHS MiHIMAIBHOI i
MakcUMaIbHOT 3aBaHTaxkeHHs L{[1 Ha eranax peecTparlii Ta BX0oly B ccTeMy ckianaroTh 1,2-19,8% 1 1,4-
27,3% BignosigHo. Cepenniii oOcsar nam'sti, SKuii BUKOPHCTOBYeThCs Android-momatkom yist
3arponoHOBaHOI cxeMu, cTaHoBUTH 46 Mb. Ha ocHOBI aHamni3y onep»aHoil CTATUCTUKH MO>KHA 3pOOUTH
BHUCHOBOK, III0 BUMOTH J10 Bukopuctauust L1 i mam'siTi 11st 3anporioHOBaHOT CXEeMH JIOCHTh HEBEJIHKI, 1
TOMY 3aIPOIIOHOBAHY CXEMY MOYKHA BHKOPHCTOBYBATH JIJISl BXO/1y Ha BeO-caliTH 03 ICTOTHUX OOMEKEHb.

3.4 IlopiBHSIHHSA 3 BiTOMMMH CXeMaMH HA OCHOBi KPUTePil0 3py4YHOCTI BUKOPHCTAHHS

3ampornioHoBaHa cxema Oyiia TOpiBHIHA 3 JISIKUMH ICHYIOUMMH CXEMaMH 110 KPUTEPII0 3pyYHOCTI
BUKOpUCTaHHS. 3pYy4YHICTh BHUKODHCTaHHA CXeMH ayTeHTH(iKalii BpaxoBye KiIbKICTh TOKEHIB,
HEOOXiAHUX CXeMOI0 ayTeHTH(]ikamii, 1 KiIbKICTh TOKEHIB ayTeHTU(IKalil, SKi KOPUCTyBad MOBUHEH
3amaM'staTd. lle MOpIBHAHHSA Takok Oepe 10 yBaru Oy/ib-siKE JOJATKOBE MporpaMHe abo amapaTHe
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3a0e3meuennas. CmapTdoH MOTPIOHUI A OUTBIIOCTI ICHYIOUMX CXEM, OCKUTBKH HOTo MaroTh BCi
KopucTyBaui [HTepHeTy.

Jesiki 3 iCHYIOUMX CXEM BHMAararmTh, 00 Ha KII€EHTCHKOMY KOMITIOTepi OyB BCTaHOBICHHI
KOHKPETHHI MOJTyITh a00 NipaiiBep, arapaTHUil TOKeH abo ToBipeHa TpeTs cTopoHa i T. A. IIpomonoBana
CXeMa BHMara€ TUTbKA HasBHOCTI KOMITTOTEPHOI KaMepH, fKa JIETKO IOCTYIHAa Ha BCiX HACTUIBHUX
KOMITIOTEpaxX, OCOOIUBO MOpTaTUBHUX. KpiM TOro, MpomnoHoBaHa cxemMa HEe BUMAarae, 1mod KOpHUCTyBad
3amaM'sataB Oyab-sSKWH TOKeH ayTeHTH]IKaIii, i, TAKHM YHHOM, BOHA OLITBIN 3pydYHa AJI KOPHCTYyBada B
MOPIBHSAHHI 3 IHIIAMHU CXeMaMH ayTeHTHDiKarIii.

[opiBHsIHHS, 3aCHOBaHE HAa KPUTEPIi 3pYyYHOCTI BAKOPHCTAHHS, TAKOXK PO3TIsAae moTpedy B AOCTYIII
1o [aTepHery Ha TenedoHi Ak onHOMY 3 (HDaKTOPIB ISt BUMIPIOBaHHS 3pyYHOCTI BUKOPUCTAHHS B PI3HUX
cxemax aBTeHTH(]IKaIii Ay po3yMiHHS BUTpAT, IOHECEHUX NMPHU BUKOpHUCTaHHI cxemu. lIpomoHoBana
CcXeMa BHMara€ HasBHOCTI AOCTymy 10 IHTepHeTy Ha TenedoHi, SKHH CTaB CHHOHIMOM cMapT(OHIB.
Tabnuus 2 onucye NOPIBHSUILHUN aHaNi3, 3aCHOBAHUH Ha 3pYYHICTh BUKOPUCTAHHSI.

3.5 llopiBHSIHHA HA OCHOBi OLIHKHU 0€3MeKH 3aCTOCYBAHHA
B ipoMy po3aisni 3anpornoHoBaHa cxema MOPIBHIOETHCS 3 BIIOMUMH iCHYIOUHMH CXeMaMH Ha OCHOBI
KpHUTepito Oe3MeKr 3aCTOCYBaHHSA, IKY BOHU 3a0€3MeUyI0Th MMPOTH aTaK, OMICAHUX B PO3Iiii 2.2.
1. ®immuarosi araku RT MITM i CR MITM:
1.1. U-PWD [23, 24] i cxemu ayrentudikanii Ha ocHoBi OTP / PIN, Taki sik Google 2-step [7] i
SAASPASS [8], ypasnusi sk aiast RT MITM, tak i gt CR MITM ¢inmHroBrx aTak.

Tabnuysa 3.1. [lopiguanHs 3a KitbKiCmoO 6UKOPUCMOBYBAHUX MOKEHIs I ix be3nexu

Toxenu, 110 Toxenu, 110 . HeoOxigHicTh B
. JlomaTtkoBi . .
No Cxema BUKOPUCTOBYIOTHCS HeoOXiaHO IHTEpHETI Ha
) norpebu .
CXEMOIO 3amnam’sITaTy TenedoHi
3-U, PWD, OTP on ) MoO6inpHIH .
1 Google 2 Step [7] Sp 2-U, PWD renedon Hi
> | saaspassg] |V pWA%b OTPon| 5y, PwWD Cmaprdon Tax
4-U, PWD, DH Beb6-kamepa
3 Xieetal. [16]  |Public (g, p), Private|  2-U, PWD pa, Tax
Up cMapThOoH
. 4-U, PWD, Session
4 Kim et al. [10] ID, Secret Key 2-U, PWD Cwmaptdon 3 GPS Taxk
Mukhopadhyay et al.| 3-U, PWD, Secret
5 [11] Key in SP 2-U, PWD Cmaprdon Tax
4-U, PWD, Secret |0-NIL (CkanyBanHs
6 Dodson et al. [12] Key, QR-Code OQR-ko11y) Cmaprdon Tak
4-U, PWD, Secret
7 Leung et al. [13] Key, OTP 2-U, PWD BingcyrHi Hesinomo
CAPTCHA
3U, SALT, PWD, . . .
8 Zhu et al. [22] CAPTCHA 2- U, PWD Bincyrhi Hesinomo
3U, PWD, TPM CAPI npaiisep,
9 Tricipher [19] Secret Key, TACS 2-U, PWD OKpeme Hesinomo
credential 006J1aiHaHHs
4-U, PWD, HW
10 RSA SecurlD HW token information, 2-U, PWD Oxpeme Hesigomo
Token [21] PIN 0018 THaHHS
. 5-KPUB, KPRIV, ) Oxpeme .
11 | Yubikey U2F [14] Counter, U, PWD 2-U, PWD oG NATHAHHS Hegizomo
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12 | Push Login [15,20] | 3-U, PWD, SP 1-U Cmaptdon Tak

Password Managers | .2 PWD, the
13 [17, 18] g master key of the Master PWD Bincycrai Hesizomo

' password manager
14 U-PWD [23, 24] 2-U, PWD 2-U, PWD BincyrHi Hesinomo
3anponoHoBaHa 3-U, goro 3poduene 0-NIL (CkanyBauus| CmapTdoH, BeO-
15 3a JIOIIOMOT 010 BeO- Tak
cxeMma QR-kxoxy) Kamepa
KamepH
1.1.370BMHUCHUK MOXE JIETKO OTPHUMAaTH pEECTpalliiiHi [aHi KOpHUCTyBada 3a IOTIOMOTOIO

1.2.

1.3.

1.4.

(ImIHTOBOTO CalTy. 3ITOBMUCHUK MOKe OOMaHYTH KOPHCTyBada, MOKa3aBIIN HOMY TOYHY
KOIIIO CIIPaBXHBOTO BeO-caiiTy, i mepenaTu OOJIKOBI JaHi, BBEACHI KOpPHCTyBayeM Ha
(himuHTOBOMY Be0-CaliTi, B pEXKHMi PEaThbHOTO Yacy Ha CIpaBXHii BeO-CalT. 3MTOBMHCHUK
TakoXK Moxe 3amyctuT ¢immaropy ataky CR MITM 3a cxemoro Ha ocHOBi OTP / PIN,
MPOCTO TEpeHanpaBuB CBiil BigjaneHuil poOoumii CTINM uYepe3 KIiE€HTCHKHM TepMiHa, i
KOpHCTYyBau OyJe CIOKYIICHHUH BBECTH OONIKOBI JaHi, sKi (h)aKTUYHO BBOISTHCS Ha
BiJijasieHOMY poO0OYOMY CTOJI 3IIOBMUCHHKA.

Cxemu Ha ocHOBI QR-komy Takoxk He MOXKYTh ipotucTosTu arakaM RT MITM i CR MITM.
Cxewma, 3anpornoHoBaHa Xie et al. [16] moxe OyTu aTakoBaHa 3a JIOTIOMOTOFO IiIPOOJICHOTO
IIKI[UIMBOTO PO3IMHUpEHHsT Opay3epa. 3MOBMHCHHUK MOXE BCTAaHOBHTH Ha KOMITOTEp
KOpHCTyBada MigpoOieHe IIKi[IHBEe PO3MIHUPEHHS Opay3epa. TakuM YMHOM 3JTOBMHCHUK
oTpuMae OOJIIKOBI JaHi, sIKi 3T0BMHUCHUK Tepenacts po3mupeHHo CamAuth. Po3mupenns
CamAuth BignpaButs iH(OpMAIIiF0 PO KOPUCTYBada Ha CepBep, a TAKOXK IHIIIIOE OOMiH
nmannmu o Tay cxemu [iddi-Xemmana. CepBep mepeBipsie 00MiKOBI JaHi, 1 TAKUM YHHOM
OOJIKOBHUI1 3amuc KopHcTyBada OyZe BiJIpaBICHO CEpBEPOM B Opaysep 3JI0BMHCHHKA.
Opnak cxema Ce 1 iH. [16] 3axumena Big araku CR MITM, ockinbKu 3T0BMUCHUK HE MOXKE
orpumaru aoctyn 1o kamepu IIK kopuctyBada. Touno Takox cxema Ha ocHOBI QR-kony,
sampornonoBana Kim et al. [10], re 3axumiena Big arak RT MITM i CR MITM. Tlpuuuna B
tomy, mo IP-agpeca, npucyras B QR-komi, Moxke OyTH migpoOeHa, i 3TOBMUCHUK MOXKeE
BiNpaBUTH 3anuT 10 cepsepy. Cxema, 3anpononosana Mukhopadhyay et al. [11] Takox
Bpa3JvBa s MOIIOHMX aTaK, OCKLIBKH O0JIIKOBI JIaHi, BBEIEHI KOPUCTYBAYEeM, MOXKYTh OyTH
JIETKO OTPHMaHi 3JIOBMUCHHKOM 3a JIOMOMOTO0 (illIMHroBOTO BeO-caiity, a QR-kom Moxe
Oytu mepenanuii Ha (immHrOBHil BeO-caiiT. TakMM YWMHOM, MpOIEC BXOAY B CHUCTEMY
3aBEPIIYETHCS, 1 3TOBMUCHHK OTPUMYE JIOCTYII JIO OOJIIKOBOTO 3amucy KopuctyBada. TouHO
Takok cxema Jlogcona i in. [12] € BpaznuBoro mmst RT MITM, a takosx s araku CR MITM,
OCKIUTbKM 3IIOBMHCHHK Tepenae QR-konm Ha ¢immHroBuii BeO-caliT, SKUH CKaHYEThCS
cMapT(hOHOM KOPUCTYyBava.

CxeMu Ha OCHOBI amapaTHUX TOKeHiB, Taki sk Tricipher [19] i Yubikey 3 BukopucranHsIm
U2F [20], 3axwumieni Bix ¢imuarosux arak RT MITM i CR MITM uepe3 BUKOPUCTAHHS
CKJIaZIoBUX 00JIiKOBUX naHuX. OnHak nporpamuuii / anapatauii TokeH RSA SecurlD [21] He
yOe3neuye BiJ IMX aTak, OCKUJIbKH 3JI0BMHCHHUK MOXe OTpuMaru ko goctyny RSA uepes
(bimMHTOBMIA BEO-CAMT.

I'padiuna cxema aBTeHTH(IKAIl Ha OCHOBI Tapojs, 3ampormoHoBaHa Leung et al. [13]
3axumena Big araku RT MITM, ToMmy mo perpaHcisilisi KOOpAMHAT KJIALAHHS MHIICHO
kopuctyBada npu nepeminienHi CAPTCHA nocuth cknagHa, i MOoXe OyTH 3HAYYIIONO
PI3HUIIS B pO3IIHPEH] eKpaHy poO0YOro CTOY 3TI0BMUCHHKA 1 pOOOYOro CTOTY KOPHCTYBaya.
Onnax 1151 cxema He yoesnedyena Big ataku CR MITM. Cxema Uxy i iH. [14] He yOe3neueHa
Bimt RT MITM, a takox Big CR MITM-arak, ToMy 110 3JIOBMUCHHK MOXE 3allACyBaTH i
BiJJOOpakaTH KOOpJAWMHATH KialaHHs KopuctyBada Ha CaRP, skuii BimoOpaxkaeTbcs Ha
CHpaBXHbOMY BeO-CcailTi.
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1.5. Cxemu BXOJIy B CUCTEMY Ha OCHOBI push-nioBinomiiens [15, 16] ypasnusi st atak RT MITM
i CR MITM, ockiibku 3JIOBMHCHUK MOXE PETPAHCIIOBATH BBEJCHI OOJIKOBI JaHi
KOPHCTYBa4eM, i MOTIM KOPUCTYBa4 3aTBEPIUTh push-MOBIJOMIICHHS, OTPUMAaHE B JIOJIATKY
U1t cMapTdoHa.

1.6. Menemxepu napouis [17, 18] 3axuieni Big atak RT MITM i CR MITM, ockinbku 001iKOB1
JlaH1 KOPHUCTyBaya aBTOMATUYHO BiJIITPABIISIOTHCS MEHEPKEPAMHU T1apoJliB, 1 KOPUCTYBAYEBi
He ToTpiOHO iX BBoAMTH. OMHAK, SIKIO 3JIOBMHCHUK BBOJIUTHL HEMPABIIIBbHI OOJIIKOBI JaHi,
BiH 3alpOIIOHY€ KOPHUCTYBa4deBi MOBTOPHO BBECTH CBOE IM'Sl 1 Mapoib, IO TPHU3BEAE 0
MokuBocTi peanizanii araku RT MITM i CR MITM.

1.7.[IponoHOBaHa cxeMa 3axuIlae KopucTyBaua Bia ¢imuar-atraku RT MITM, ockifbKH HaBiTh
micist perpancisnii QR-koqy 3m0BMICHHK HE 3MOXKE BiAMpPaBUTH Ha cepBep (otorpadiro
KOpHCTYyBaua, 3p00JIeHy HOT0 BeO-KaMeporo (3p03yMisio, 10 3JIOBMUCHHK HE Ma€ (hi3HUHOTO
JIOCTYIY IO TMPHUCTPOI KopucTypaua). [IpuumHa B TOMy, 1m0 QoTtorpadis moBuHHA OyTH
3pobieHa BeO-KaMeporo 3IIOBMUCHHKA. BilbI Toro, Ticis Toro, ik KopucTyBad ckanye QR-
KOJ 3 TporpaMu s cMapTQoHa, BeO-KaMepa 3JI0OBMHCHHKA Bifpa3y X 3poOUTH (OTO
3JI0BMHUCHHMKA 3a JIOMOMOrol Horo BeO-kamepw 1 BiampaButh 110 (ororpadito
KOpHCTyBaueBi uepe3 push-moBiIOMICHHS, TUM CaMHM IIOTIEPEAMBIIN KOPHCTyBada IO
crpoOy migminu. [IporioHoBaHa cxema Takox 3axuieHa Bif ¢imuaroBux arak CR MITM,
OCKIUTBKH 3JIOBMHCHHUK HE MOKE€ OTPUMATH AOCTYII JI0 BeO-KaMepH KOPHUCTyBaya.

DilMHIOBi aTaAKN HA OCHOBI HIKIVINBUX pPo3LIMpPeHs Opay3epa.

DImMHTOBI aTaK¥ Ha OCHOBI MIKIUIMBHAX PO3MINPEHE Opay3epa BKIIOYAI0Th BEACHHS KeHIorepis,
BEJICHHS JKypHaIly €KpaHy 1 MepexXOoIUIeHHs] Mapois. 3MOBMUCHUK MOXKE 3J1aMaTH JIBOCTAITHHUN
token Google [13], U-PWD [24], SAAS—PASS [8], nporpamuwuii / anaparuuii [21] Toker RSA
SecurlD, BUKOpHUCTOBYIOUH KEHJIOTTIHT 1 CHI((IHT MaposiB, OCKIIBKH Y BHINE3TralaHuX CXeMax
BCi OOJIIKOBI J1aHi BBOJSTHCS Ha BEO-CaiTi, i, TAKUM YHHOM, 3JIOBMHCHUK MOXKE TIEPEXOIMUTH 1X
Yyepe3 IIKiATUBE PO3MIMPEHHS Opay3epa. 3JI0BMHCHHK TaKOX MOXKE 371aMaTH MEHEKEpU
MapOoITiB, BCTAHOBUBIIH Ha KIIIEHTCHKOMY TepMiHAaJI IIKI/UIMBE PO3MIUPEHHS Opay3epa, SIKe MOXKe
NEePeXONUTH Napoib Mepel Horo BiampaBkoio Ha cepsep. Cxema Xie et al. [9] 3axumena Bix
KEWUJIOrTepiB 1 MOXKJIMBOCTI MEPEXOIJICHHS ITAPOJIiB, OCKUILKH IIKIJUIMBE PO3IIUPEHHS Opay3epa
HE MOXE€ OTPUMATH JOCTYM 110 iH(opmallii, BBeseHOT KopuctyBadeM B po3muperni CamAuth
4epe3 MONITHUKY OHOTO 1 TOTO % MOX0/uKeHHs. OIHAK, 3TOBMUCHUK MOXE OTPUMATH AOCTYII JI0
QR-komy 3a 10IOMOT 010 3aIUCy eKpaHy, alie He 3MOKe IMOPYIINTH MOBHY aBTeHTUdiKaIio. Kim
et al. [10] i Dodson et al. [12] 3axuI1atoTh KOPHUCTYBAYiB BijI IIMX aTakK, OCKiITBKH HE BUMAraroTh
BBeJIeHH: Oy Ib-sIKuX oOmikoBux nanux. Cxema Leung i iH. Ha ocHOBI CAPTCHA [13] 3axumieni
BiJl KeiyorepiB 1 mepexoruieHHsl mapoiiB, ockinbku BUKopucToByeThesi OTP CAPTCHA Ha
OCHOBI (uent-maM'siTi. 3 iHIIOr0 OOKY, 3JIOBMHCHHUK MOXe 37aMatu cxemy Wky i i, [14] i
OTpUMATH BBEJICHHS KOPUCTyBauya 4epe3 BelleHHs KypHany ekpany. Ockinbku Zhu et al. [14],
Tricipher [19], Mukhopadhyay et al. [11] i cxemu Ha OCHOBI IPEMYCOBOTO BXO/y B cuctemy [15,
16] BUKOPHCTOBYIOTH 200 JIOBipeHA MPHUCTPIid, a00 ApyTHil hakTop aBTEHTH)IKAIIIT, 3TOBMUCHHUK
MOYKE OTPHMATH TUTbKU TOKEH aBTeHTU(iKamii abo imeHTrdikamio KOpucTyBaya, ajie He MOXKe
nopymuTH (YHKIIOHYBaHHA 1i€i cxemu. [IpomoHoBaHa cxema 3axwWIieHa Bij MOAIOHUX aTak,
OCKIJIbKM KOPHCTYBa4€Bl HE MOTPIOHO BBOJUTH CBOi OOJIKOBI JaHi, 1 TOMY IIKiJJIUBI
PO3IIMPEHHS Opay3epa He 3MOXKYTh IEPEXOIMUTH 110 1H(OPMAIIiFO.

Tabnuysa 3.2. [lopisHsanHA 3 MOYKU 30PY 3aXUCTY 8I0 BIOOMUX 3A2PO3

No C RT CR Keittori 3ammc CHiginr | Iligmina PiBens
- xema MITM | MITM CHIIOTIHE eKpaHy Mapoyifo | IOJaTKiB | Oesmexn
1 Google 2 step - - - - - - 0

2 SAASPASS - - - - - - 0
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3 Xie et al. - + + - + - 3
4 Kim et al. - - + + + - 3
5 Mukhopadhyay ) ) ] ] ] R 1
etal.
6 Dodson et al. - - + + + + 4
7 Leung et al. + . + - + - 3
8 Zhu et al. - - - - - " 1
9 Tricipher + + - - - + 3
RSA SecurlD I-
10 IW token ’ i ) i ; - 0
11 | Yubikey U2F + + + - - + 4
12 Push login - - - - - - 0
13 Password + N N ] R R :
Managers
14 U-PWD - - - - . - 0
15 3anponoHoBaHa + + N N . . 5
CXEMa

3. Iigmina momaTkiB: 3JOBMHCHUK MOXE BCTAaHOBUTH MiApOOJICHHMI MOOUILHUH n0aaTok abo
posupenns Ha cMapTdoH, abo pobouuii CTiT KOpHCTyBaya, 00 OTPUMAaTH iH(POPMAILIIIO PO
uporo. Xie et al. [9], Google 2-step [7], SAASPASS [8], U-PWD, Kim et al. [10] ypasznusi mis
1i€1 aTaku, OCKLUTBKH MiAPOOICHHH JT0IaTOK MOKe OyTH BCTAHOBJICHO Ha TIPUCTPil KOPUCTyBaya,
a oOJiKOBI JaHi, BBEJICHI HUM, 30epiraloThCsi B MigpoOICHOMY JIOJATKY, SKHii BCTAHOBJICHO
3nmoBMUCHUKOM. Zhu et al. Cxema [14] 3axwuieHa Bij i€l aTaku, OCKUTBKH HE BUKOPUCTOBYE
HISIKMX 01aTKiB a00 posumpens. Mukhopadhyay et al. [11], Tricipher [19] i Dodson et al. [12]
3axMINeHI Bijl MOAIOHOI aTakW, OCKIJIBKHM B IUX CXEMax MPUHAMMHI OJHA YaCTHMHA TOKCHA
ayreHTudikamii 30epiracTbcsi Ha NPUCTPOI KOPUCTYyBaya 1 HE BBOJHUTHCS B JIOJIATOK.
[IpormoHoBaHa cxeMa TakKOXK 3axWINEHa Bif cCrmydiHTa IONATKiB, OCKIJIBKH CEKpeTHI JaHi
30epirarThCs B J0JATKy, 3ammdpoBanomy 3a gonomororo Android Keystore API, sikuii e Oyne
JIOCTYIIHUKA B MiApoOIeHOMY 1onaTKy. [IOpiBHSHHS 3alpONOHOBAHOI CXEMH 3 IHIIUMH
ICHYIOUMMH CXEMaMH, 3aCHOBAaHMMH Ha Oe3relli 3aCTOCYBaHHS MPEICTABICHO B TaOMIIi 3.

3.5 BucHoBku

B poGoti Oysio 3anmpoOroOHOBaHO HOBY CXeMa aBTeHTH(]iKallii, sSka 37aTHa TMPOTUCTOATH K
TpagULiHUM, TaK 1 ycKJIaJAHEHUM (IIIMHTOBUM atakaM. [IponoHoBaHuil mpoTokon aBTeHTH(IKALIl He
TiNBKY 37aTHUE Briopatucs 3 artakamu Ty RT MITM i CR MITM, ane Takox MoOXe 3aXUCTUTH
KOPHUCTYBaUiB BiJI JIii IIKINTUBUX PO3IMIMPEHH Opay3epa i miIMiHU aBTEHTUYHUX JIOJIATKIB Ha IIK1ITHBI 1X
BapianTH. OKpiM IIbOTO, IPOIIOHOBAHA CXEMa HE BUMArae BiJl KOPHUCTyBadiB HeoOXimHocTi MaTu Oy[ib-
AK1 TOKeHU aBTeHTU(iKaLil ado 00JIiKOBI JaHi, OCKUIBKM M MpocTo moTpiOHO BiackanyBatH QR-kox i
NePEBIPUTH 300pakeHHS, 3HITE BJIACHOK BebO-kameporo. lle poOUTh BHKOPUCTAHHS 3alpONOHOBAaHOT
CXeMH OLIBII 3PpYYHOIO i MPOCTOIO JIIsl KOPHCTYBadiB B MOPIBHSHHI 3 IHIIMMH BIJOMUMH CXEMaMH
aBTeHTU}IKaMI].

Hapasi 3acrocyBaHHSI 3alpOIIOHOBAHOT CXEMH BHMAara€ BHKOPHCTaHHS BeO-caiiTaMH IMPOTOKOIY
HTTPS nns oOMiHy BeiMa 3aisiHUMUA B 0OMiHI JaHUMU. TakuM 4YMHOM, ITPOITOHOBAHHMH ITPOTOKOJ MOXKE
OyTu peanizoBaHM Al Oe3MEYHOro ynpamiiHHS (aiinamu cookie, mo0 BiH He OyB Bpa3IMBUI IS
NEPEXOINICHHsI JAaHUX ceaHCy. Y MaiOyTHbOMY JAOLIJIBHO NMPOBECTH OUIBII IIMPOKE TOCHTIHKEHHS,
HanpaBJieHe Ha OIIHKY 3PYYHOCTI BHUKOPHUCTAHHS KOPUCTYBaueM 3allpONIOHOBAHOI CXeMH. Takox,
MOJKJINBO, MPEACTABIIATH IHTEpEeC BU3HAYCHHSI B MallOyTHROMY TaKHMX HapameTpiB 11 BUKOPUCTaHHSA, fK
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KpYBa HABYAHHS 1 MacIITa0OBAHICTh, a TAKOXX OINIHKH ITOCHIIKEHHS MOXKIMBOCTEH 3alpOTrIOHOBAHOT
CXeMH B 00pOOIIi BETHKOI KITBKOCTI OJJHOYACHUX 3aIUTIB.
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A new approach to mathematical modeling of complex technical systems according to their condition is being developed.
Connections between subsystems of a complex system are considered to be arbitrary in terms of reliability. Due to wear,
failures of subsystems can happen at random moments of time. Failures of some subsystems can lead to the entire system
failure. The purpose of the simulation is to maintain the level of reliability and operability of a complex technical system at an
optimal level for an unlimited time interval by means of regular preventive maintenance and repair. Technical instructions and
specifications, as well as statistical data, are used in modeling a priori characteristics of subsystems. That information is used
to determine the reliability of a complex system and its condition. The mathematical model is built in terms of the Markov
decision-making process. The chosen optimization method allows obtaining the best policy for choosing acceptable preventive
maintenance policy and repairs at the planned time of inspections and moments of failures.

Key words: mathematical model, complex system, technical system wear, system operability, system state, control strategy.
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Po3BuBaeThcs HOBHI MiAXi B MaTeMaTHYHOMY MOJCTIOBaHHI CKIQJHUX TEXHIYHHX CHCTEM 3 YpaxyBaHHSAM IX CTaHiB.
PosrnmsmaroTbes CKIagHI CHCTEMH, IO CKIAJAlOTHCS 3 KIiHIEBOTO YHCIA, B3arali KaXydd, Pi3HHX IMPOCTUX MiICHCTEM.
JlomyckaeTbesl, MO B CEHCl HamifHOCTI MiACHCTEMH 3'€IHaHI MK COOOI0 JOBUTRHO. YCi MiACHCTEMH B Mpoleci podoTu
3HOIIYIOThCSI, UMOBIPHICTh 1X BiIMOBH 301bIIyeThCs. BimMoBa oHiel a00 IEKiTBKOX MiJICHCTEM HE 000B'SI3KOBO MPH3BOIUTH
JI0 BiZIMOBM yci€l cuctemMu. SIKIIO BiMOBA CKJIAJHOI CHCTEMH BiIOYBAaeThCs, TO Iie IPH3BOJUTH IO BEJIMKHMX BTpaT i3-3a 11
HPOCTOIO 1 BUTPAT Ha BiJHOBJIEHHS. Y CTATTi PO3MVISIHYTO BUIIAQJOK POOOTH CHCTEMH Ha HeOOMEXEHOMY iHTepBaji yacy 3
peryisipHUME PO iNaKTHYHUMHU OOCIYrOBYBaHHSMH i PEMOHTAMH B MOMEHTH BiZMOB. JlomyckaeThbesi Oe3id pi3HUX BHJIB
00ciyropyBaHb i PEMOHTIB. METOI0 MOJEIIOBaHHS CHUCTEMH € 3HaXOMKEHHS ONTHUMAIbHOTO IIpaBHia BHOOpY BHAY
00CiyropyBaHHs B IUIAHOBI MOMEHTH KOHTPOJIFO CHCTEMH Ta BHIYy DPEMOHTY B MOMEHTH BiZIMOB, 3 ypaXyBaHHAM
CIIOCTEPEXKYBAHHX CTaHIB, HA HEOOMEKCHOMY IHTepBali dacy. TeXHIUHI ONWMCH Ta CTATHCTHYHI JaHI BH3HAYAIOTH OI[IHKY
(dhyHKIIT HAOIHHOCTI KOKHOT migcuctemMu. DyHKIIT HATIHHOCTI TiacucTeM 1 iH(OpMais mpo iX 3'€qHaHHS MiXK CO0OOI0 B CeHCI
HaJiHOCTI BM3HAYAIOTh OLIHKY (QYHKLIT HaaidHOCTI ckiaaHoi cucremu. CTaH CHCTEMH B MOMEHT KOHTPOJIIO BU3HAYAETHCS
3HA4YECHHSAMHU MapaMeTpiB migcucTeM 1 QyHKuielo HangidHOcTi cucreMu. Take BU3HAYEGHHs CTaHy 3a0e3neuye OLHKY
IMOBIPHOCTI BiIMOBH 1 TIPOYKTHUBHOCTI B KOXX€H MOMEHT KOHTPOJIIO JJIsi KOHKPETHOT PO3IIISTHYTOI cUCTeMU. BuKopucTaHHs
CTaHy B MoJielli IPO(QIIaKTHKH € aKTyaJbHHM, OCKITBKH BPaXOBYIOTHCSI OCOOIMBOCTI, CTYIiHb 3HOCY KOHKPETHOI CHCTEMH. Y
ICHYIOUHX MOJIENSX MPOQIAKTHKH CHCTEMH, MOOYJOBaHNX Ha OCHOBI "HANpaloBaHHS HAa BIAMOBY", JUIsl IPUIHATTS PillIeHb 3
HiITPUMKH ONTHUMAJBHOTO PIiBHS HaAiHHOCTI BUKOPHCTOBYIOTBCS XapaKTEPUCTHKU, OTPHMaHi IX YCEpPEAHEHHSAM IO LIJIOMY
aHCaMOJII0 OTHOTHITHHX CUCTEM. 3pO3yMLo, IO IPH HEOMY OCOOJIMBOCTI KOHKPETHOI CHCTEMH HE BPaXxOBYIOThCA. BapricTs
BIJTHOBJICHHSI CHCTEMH ITIiCJISl BIZIMOBH YacTO 3aJIE)KUTh BiJ HAOOPY MiJICHCTEM, SKi IPUBENH ii 10O BiAMOBH. Y MPOIIOHOBaHIH
CTaTTi PO3MIISTHYTO MOJKJIMBICTh 3HaXO/DKEHHs 1 oOniky Takux HaOopiB. Mogens moOynoBaHa B TepMiHaX MapKiBCBKOTO
IpoLecy MPUHHATTA pimeHb. [IponoHyeThcs BUKOPUCTATH BiIOMHUI METOJ ONTHMI3alii, 3aCHOBAaHUH HA MPUHIHUIT CTHUCIIHX
BimoOpakens. Lleit Meroj 3abe3medye 3HAXOKEHHS MpaBWiia BHOOPY MpodinakTHK i PEeMOHTIB A HEOOXiZHOTO PiBHS
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e(eKkTHBHOCTI poOOTH crucTeMu. Jleski KIIFOYOBI MOMEHTH MOOYJOBM MOAEINI NPOLTIOCTPOBaHI Ha KOHKPETHOMY IpPHUKIIAJL
CKJIQTHOT CHCTEMH.

Knwwuosi cnosa: mamemamuuna mooensb, CKIAOHA CUCMEMA, 3HOC MEXHIUHOI cucmemu, Npaye30amuicmy cucmemu, CHMaH
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Pa3BuBaercs HOBBIM IOAXON B MaTeMaTU4eCKOM MOJAEIMPOBAHUU CJIOXKHBIX TEXHMYECKHX CHCTEM IIO COCTOSIHHUIO.
Iloncucrempl, paccMaTpuBaeMOW CIO0KHOW CHCTEMBI, COCAMHEHBI MEXKAY COOOH B CMBICIEC HAAeKHOCTH NPOU3BOJIBHO. B
pe3ynbTaTe U3HOCA JOMYCKAIOTCS OTKA3bl IOJCUCTEM B CllydaiiHble MOMEHTBI BpeMeHH. OTKa3bl HEKOTOPBIX IOACUCTEM MOTYT
OpUBOANTHE K OTKa3y Bcel cucreMbl. llenpio MoaenupoBaHWs SBISIETCS MNOANEPXKAHHE YPOBHS HAASKHOCTH U
paboTOCIIOCOOHOCTH CIIOKHON TEXHHYECKOI CHCTEMBI Ha ONTHMAaJIbHOM YPOBHE Ha HEOrPaHHMYCHHOM HMHTEpBAJle BPEMEHH C
MOMOIIBIO PETYISAPHBIX NMPOPHIAKTHIECKHX OOCTYKHBAaHHH M PEMOHTOB. TEXHHYECKHME MHCTPYKIMHU U OIMCAHUS, a TaKkKe
CTaTHCTUYECKHE JaHHBIC, WCIIOJIb30BAHBI MPU MOJCIMPOBAHUM ANPHOPHBIX XapaKTEPUCTHK IOJCHUCTEM. JTa HMH(pOpMaIys
UCIIONB3yeTCd B MOJENH IPH ONpEJelICHHH HAASKHOCTH CIOXKHOH CHCTEMBI M €€ COCTOSHMA. MaremaTndecKas MOJEIb
MOCTPOCHA B TEPMUHAX MapKOBCKOTO IIpoliecca MPHUHATUS pelleHnil. BEIOpaHHBIH METO/ ONTHMHU3AUH TT03BOJISIET MOTYIUTh
HAaWITy4IIyl0 CTPATETHIO BHIOOpA JOIYCTHMBIX MPO(QUIAKTHYECKHX OOCITY)XMBAaHHH M PEMOHTOB B IUIAHOBBIC MOMEHTHI
KOHTPOJA U B MOMEHTHI 0TKa30B. HekoTopsle KiFoueBble M TPOMO3/IKHE 3JIEMEHTHI TOCTPOSHUS MOJIEIH MPOUILTIOCTPHPOBAHBI
Ha IpuMepe BEIOPaHHOH CI0KHOW TEXHUYECKOU CHCTEMEL.

Knioueevie cnosa: mamemamuueckasn MOdeﬂb, CNIOJHCHAA cucmema, U3HOC MexHuuecKoll cucmemasl, pa6omocnoco6nocmb
cucmemsl, COCmMosiHue cucmemosl, cmpamecus ynpaeileHusl.

1 Introduction

The method for constructing a mathematical model of a complex technical system in order to
optimize the level of its reliability and performance by means of preventive maintenance and repair for
an unlimited time interval is discussed in the article.

The class of the systems under consideration is limited by the following conditions. The system
consists of a finite number of subsystems. All subsystems in a complex system are used to achieve the
same goal. All subsystems wear out during operation, their level of functional quality decreases, and the
failure probability increases. Subsystem failure leads to its shutdown and following recovery costs. We
assume that in terms of reliability the subsystems are interconnected arbitrarily and function
independently of each other. Therefore, the failure of one or more of them does not necessarily lead to
the complex system failure. But system failure leads to long downtime and could be very expensive. It
follows that the substantiation of the optimal policy for choosing preventive maintenance at the planned
inspection time and at the moments of system failure is an important and urgent task. A solution to this
problem is proposed in this article.

The existing methods of optimizing the policy of preventive maintenance and repair of technical
systems are based on such concepts as “mean time between failures”, “failure rate”, “availability
factor”. The solutions based on these characteristics are presented in such well-known works as
[1,2,3,4]. Estimations of these characteristics are obtained by processing statistical information from the
observation of a wide range of similar systems. It is clear that such estimations can characterize only a
generic system and cannot take into account the specifics of a current condition of a specific system. In
addition, it is problematic to obtain a representative statistical sample of a sufficiently complex system.

There are some definitions of condition of a complex system which have two values and do not take
into account the structure [5]. Other definitions can, for example, introduce a logical variable for
identifying the subsystem condition or divide the system operating time into three stages: “burn-in”,
“normal work”, “wear-out” and assign the condition to each stage. But there is a difficulty in
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identifying the condition of a working system. In any case, only generic solutions are available to
maintain reliability at a given level, which, obviously, could not be high enough.

A possible option of a system condition is proposed in [6, 7]. The condition in the model is
introduced as the value of a random process, the realizations of which are functionally related to the
failure probability. The dependence of the failure probability on the condition is estimated according to
statistical data. For the convenience of obtaining this dependence, a random process with monotonically
increasing trajectories is chosen. All these actions are important for constructing not a generic but
specific model. The disadvantage of this approach is that it is impossible to properly define the system
condition at the moment of inspection and therefore to make an effective decision.

The model proposed below is a condition-based one. When determining the condition, the following
requirements have been accounted for. The assessment of specific system condition in accordance with
the observed values of the parameters as well as the available a priori information for each subsystem
should be available at any inspection time. It should be noted that the construction of a condition-based
mathematical model of system reliability are described as a promising one in [1]. The proposed
condition-based model of a system is more suitable for solving the problem of preventive maintenance
of a complex system than the ones mentioned above in a brief review of existing approaches, since it
takes into account the specific features of a system under consideration. But this method requires larger
amount of statistical information.

The system condition forms the basis for the mathematical model of a complex system. The system
condition should include the degree of wear of each subsystem, the failure probability of each
subsystem, and the interconnection of subsystems in terms of reliability. System failure is allowed.
Therefore, reducing the probability of system failure is one of the main tasks for improving the
efficiency of the system. It is assumed that at the moment of system failure one of the possible actions
is applied. The chosen action ensures that all failed subsystems are restored. Additionally, the chosen
action determines one of the subsystems to be updated reducing the likelihood of its failure. We assume
that the duration of an emergency shutdown depends on the set of failed subsystems that has caused the
failure of a complex system. If there is no failure, the system is stopped for maintenance after operating
for a time interval 7 specified by the regulations. The duration of the stop is specified by the regulations
as well. One of possible actions is applied to ensure the restoration of all failed subsystems to an
operating condition, and one of the subsystems determined by the selected action is updated.

When constructing a model, a procedure for determining the basic sets of subsystems the failure of
which causes the complex system failure is proposed. We assume that the cost of restoring a system
depends on the specified set and the costs of restoring its subsystems, as well as the costs of actions and
downtimes are known.

The model is supposed to use certain statistics. All of them refer to the operation of subsystems on
time intervals of durationz . Statistical requirements and their usage will be considered during the
model construction process. Real statistical information may be incomplete; therefore it is allowed to
use expert assessments for the model construction. The system operation being observed, the missing
information can be supplemented and the model refined.

The constructed model allows us to determine the optimal policy for choosing actions at planned and
unplanned moments of inspection (action policy). This means that at each moment of inspection all
failed subsystems will be restored, and the subsystem for updating will be selected. These actions
provide an optimal level of reliability and system performance for an unlimited time interval under the
specified conditions and constraints.

The proposed work considers a complex system consisted of simple subsystems. The analyst
determines whether the system is simple or complex taking into account the purpose of modeling, the
chosen modeling methods, available information about the system, and the required degree of
adequacy. To a large extent, the adequacy of the model of a complex system depends not only on the
available information, but on the analyst’s skill as well.

2 Mathematical model

The purpose of constructing a mathematical model is to optimize the reliability and performance of a
complex technical system operating for an unlimited time interval. The model will be based on the
system condition. The condition can be assessed at every moment of inspection. It characterizes the
performance of the system and the failure probability. System failure as a result of wear of subsystems
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during operation is allowed as well as its restoration to working condition. Preventive maintenance and
repair are supposed to be performed at the specified time intervals or in case of failure. The paper
proposes a method for optimizing the choice of preventive maintenance and repair, which considers the
system condition.

In this work the model of a complex system built in [8] is modified, the statistical requirements is
changed, the assessment of the current system condition is simplified and refined, the adequacy of the
model is increased, and the class of modeled systems is expanded.

The model is constructed in terms of the Markov decision-making process [9,10]. The method based
on the Banach contraction principle is used for the optimization [9].

Let a complex technical system S be composed of a finite number n of simple subsystems and be
examined on an unlimited time interval. It is required that at any moment of time it is possible to
unambiguously determine whether the subsystem is in working or non-working (failure) condition. It is
convenient to assume that each simple subsystem has one “input” and one “output”. Then the working
condition of a simple subsystem can be associated with the presence of an input-output connection, and
the non-working condition with the absence of such connection. The model considers and analyzes the
sets of several subsystems. Let each set have one input and one output. That will unambiguously
identify the working or failure condition of the set in question at any given time.

Simple subsystems are arbitrarily interconnected in terms of reliability. Isolated subsystems are
excluded. An example of such complex system is presented in the Appendix.

2.1 System reliability function

It is obvious that the reliability of the system S should depend on the reliability of its constituent
subsystems. Let us consider some properties of separate subsystems. Let us adopt the following
definition of the reliability function. Let &; be the random time before the failure of the i -th subsystem,

i=1..,n. Then P(i)(t) =P(& >t) is a reliability function of the i -th subsystem [1].
Each subsystem, as a rule, has a set of monitored parameters containing information about its
reliability and performance. Let the integral indicator of reliability determined by these parameters be

denoted by G(i), i=1..,n. Let the parameter H(i) increase monotonically with increasing wear of the
subsystem on the interval ®(i) :[Q(i),é(i)} [11].

We assume that the system S is inspected at regular time intervals 7 if there is no system failure
and at the moment of failure if it occurs. At each moment of inspection, one of the possible actions
aimed at restoring the failed subsystems and preventive maintenance (update) of one of the subsystems

is applied. Let us denote a random variable ¢ = min {é,r} , Where & the random time before the system
failure is, 7 is the time interval specified by the regulations as the interval of inspection for the system
S . The beginning of any interval is bound to a t=0 moment.

Let us suppose that there is the information about the parameter changes of each of the subsystems
at some inspection intervals¢ . We assume that it can be limited only to the values at the time of

inspection and at the time of subsystem failure. Let us choose the intervals where the information about
the trajectory of the parameter of the i-th subsystem is available. Fig. 1 shows an example of three

observed trajectories placed on the same interval[0,7). At the beginning of the interval at t=0 the
parameter values are equal to 9(‘)(0). Using interpolation and extrapolation methods, it is possible to
estimate the dependence of the parameter of the new subsystem on time [12]. Let us denote it as 9(‘) (t)

,te[O,T],e(i)(O):Q(i), where T is the maximum duration of the time interval provided by statistical
data, i=1...,n. In Fig. 1 it is continuous over the time interval [0, T].
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Fig. 1 The estimation of the dependence of the subsystem parameter on time

The adequacy of the model depends on the accuracy of estimating the function e(i) (t). Therefore,
when changing the operating conditions of the system or obtaining new statistical data on the evolution

of a parameter, it is recommended to refine the assessment of its e(‘) (t) functions.
Let us denote the function inverse toe(i)(t), as tzq/(i)(e), i=1..n. It should be noted that
y,(i)(g(i)):o_

Discretization of the set of parameter values. To construct the model it is necessary to discretize
the set of parameter values for each subsystem of the system S . For simplicity’s sake, we assume that

(1) _ (i)
the number of parameter values of any subsystem is equal to M. Let us denote & :u. Let us
m

assign the discrete parameter value ngi):g(i)+(k—1)5, k=1...m-1 to the half-interval

[Q(i) +(k —1)5,Q(i) + k5) and the discrete parameter value er(n‘) =Q(i) +(m-1)$ to the closed interval
[Q(i)+(m—1)5,§(i)] The discrete set of values of the parameter of the i-th subsystem will be

denoted by &) and a separate value will be denoted by 8) or by é,gi), k=1..m,i=1..n.

Let the i-th subsystem have the parameter value H(i) e®(i) at the moment of inspection. It
corresponds to a discrete parameter éj(') IS (:)(i), the value of which can be calculated by the formula

o) - r:z:w (9(‘) —(Q(‘) +(k —1)5))h‘ (g(‘) i ka—e(‘))(g(‘) +(k —1)5)+
; h*(e(‘) —(g(‘) +(m—1)5))h+ (Q(‘) ; m5—9(‘))(g(‘) +(m—1)5),

+ 1, t=20  _ 1, t>0 _ . :
where h (t) = . h (t) = — the variants of the Heaviside function.
0, t<O0 0, t<0

Actions. Let a set of actions Y =Y, UY, be given. Any action in the set Y; :{y(l),..., y(n)} can be

applied at the scheduled time of inspection. Any action from the set Y, ={§/(1),..., 9(”)} can be applied

at the moment of system failure. The cost of actions depends on the subsystem selected for updating.
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Let us consider the effect of action y(i) €Y;. At the scheduled time of inspection, the application of

action y(i) leads to the restoration of all failed subsystems and to preventive maintenance of the i-th
subsystem. Assume that the following values of the subsystem parameters are recorded after the

restoration of the failed subsystems: é(j) e(:)(j), j=1...,n. Application of action y(i) changes the
value of the parameter of the i -th subsystem to the value élgi) < 6 with probabilityp(élgi) ‘5(0, y(i))

,k=1,...,m. The estimation of the probability distribution o can be obtained on the basis of statistical
data or by using expert estimations. The distribution o for actions from Y, can be the same as for

actions from Y; or it can be estimated separately.

Subsystem reliability function. Numerical information about the probability of subsystem failure is
determined by its reliability function. The estimation of the subsystem reliability function can be
obtained after processing the available information about the parameter change over time, as well as
subsystem failures. Let us consider the case when a failure of any subsystem is detected at the moment
of the failure.

Let L be the number of intervals that contain available information. At the beginning of the | -th

interval, the action having been applied, the value of the parameter 9(‘)(|)e®(‘) of the i-th
subsystem, i=1,...,n is recorded.
If the i-th subsystem does not fail on the |-th interval, then at the time of inspection 7 the

subsystem is in working condition and the parameter value e(i)(l,r)eG)(i) is recorded. If the i-th
subsystem on the |-th interval fails at a t(i)(l,g) moment, then the value of the parameter
e(i)(l,g)e(a(‘) is recorded.

We convert the available statistical information on the i -th subsystem for the new i -th subsystem in
the following way. Let us set the | -th interval. If at the scheduled time of inspection 7 the parameter

value equals H(i)(l,z')e@(i), then for a new subsystem this value is reached at the time

£(®) (I,7)= W(i) (9(‘) (l,r)) . If at the moment of failure the parameter value equals o) (1,¢)e 0 then
in a new subsystem the failure would occur at the moment of time f(‘)(l,g):w(‘)(a(‘)(l,g)). Note

that if at the moment of failure the parameter value is unknown, but the time of failure t(i)(l,g) is
known, then f(i)(I,§):t(i)(l,§)+z//(i)(0(i)(l)) , where 9(‘)(|) is the parameter value at the beginning

of the | -th interval. Let the shifted time moments f(i)(l,r), t(i)(l,g) be found for all intervals 1 =1,...,L

and for all subsystems i=1,...,n. We denote by T the maximum value of all f(i)(l,r)and f(i)(l,f)

for each i.
The empirical reliability function of the i -th subsystem can be defined as follows.

Let us denote by L) (&) the set of intervals in which the failure of the i -th subsystem occurs.

We denote by H(i)(t)z1 > h_(t—f(i)(l,g)) if L(i)(§)¢® and assume H(i)(t)zo if
L 1el(e)

L(i)(.f)=®. Then for time until the failure of the new i- th subsystem the empirical distribution
function has the following form

F0 (1) = H(‘>(t)+(1— H(‘)(t))h— (t—T(i)),
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and the empirical reliability function has the form
PV () =1-r (1). 2.1)

Afterwards, it is more convenient to use leveled versions of the functions Fo(i)(t) and P(gi)(t),
where F(Si)(o):o and at t »oo Féi)(t) monotonously tends to 1.

The reliability functions of the new subsystems Po(i) (t) define the reliability function Ry (t) of the

new system S . The reliability function for the model of the system is given in Appendix Item 1.
The prediction of the reliability function. The prediction of the reliability function of the new i -th
subsystem at the moment of time & can be estimated by the function

- (i)
Pé(")(t):w, t>0,i=1..n. 2.2)
R’ (9)

Here Po(i) (t), i=1..,n, the reliability functions of new subsystems. They define the reliability function
Ps (t) of the new system S at a point in time o .

Assume that all failed subsystems having been restored, the parameters of the subsystems take on the
values 49('), i=1...,n at the time of inspection t; . For each i-th subsystem, we will find the shift of

values £() :w(‘)(e(‘)).
The estimation of the reliability function of the i-th subsystem at the time of inspection t; has the
form
Po(i)(t+f(i))

W,DO, i=1..n. (2.3)

R (0=

Then the system reliability function at the time of inspection t. can be determined with the functions

PO (1), i=1...n. We denote it by P, (t).

The reliability function of the i -th subsystem in a time interval ¢ , after evaluating the parameters at
a time momentt. , can be represented in the form

éi)(t+f(i)+5)
Po(i)(f(i) +5) e

Reliability functions Pg(i)(t), i=1,...,n, determine the system S reliability function Ps (t) in the

i=1..,n. (2.4)

P (1)=

time interval & after the moment of inspection.

2.2 System condition

Let the condition X of the new system S at the initial moment of time be equal to0.

We can calculate the average operating time t of the new system S over a time interval 7 using
the Stieltjes integral

T

T=[td(1-Ry(t))+7-Py(z). (2.5)
0
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Let P, (t) be the reliability function of the system S at the time of inspection t; . Then the average
operating time &, of the system over a time interval (tc,tC +r) is

T

t=[td(1-P;(t))+ 7P (). (2.6)
0
. . o . t-1%
Let us assume that at the moment of inspection t. the condition of the system S is equal to X; ==

The prediction of the reliability function Py (t)of the system S in the time interval & after the
moment of inspection t; allows us to calculate

i =ftd (1-Ps(t))+7-Ps (7). 2.7)
0

.. . . -t
Let us assume that the condition of the system S at time t. + ¢ isequal toXs = -9,

As a result, the condition of the new system S at the initial moment of time is x=0, and the
condition of a completely worn out system is close to 1. The set E =[0,1] contains all possible
conditions.

In addition, it has been found that the set of parameters of the subsystems {H(i),i =1..., n} , recorded

at the moment of inspection t. after applying the action, makes it possible to estimate the condition of

the system S at any moment t, t. <t<7. It is assumed that estimations of the reliability function of
all subsystems have been obtained earlier.
Discretization of the set of conditions. Let us suppose that the discrete set of conditions of the

system S consists of N elements and denote it by E . Let us assign the discrete condition X of the

. 1 1 .
systemS, k=0,...,N —1to the half-mterval{kﬁ,(k +1)WJ .Let us assume that the condition X, has

the value k )
N

Let the condition X € E be observed at the moment of inspection of the system S . It corresponds to
the discrete condition X, , the value of which can be found by the formula

o CN=2 _(k+1 N kYk 4 N N-1\N-1
xV_A(x)_EOh (T—xjh (X—Njﬁ+h (I-x)h (X—T]T. (2.8)

Here A is a mapping of aset E to a discrete set of conditions E = (Xs-s XN-1) -

2.3 The process of changing the system condition over time

Subsystems wear out during operation, and some of them may fail at random times. Information
about possible failures of subsystems is accounted in the corresponding reliability functions. In
addition, the presence of unaccounted factors determines the evolution of the system condition over
time as a random process.

If at the beginning of the interval all subsystems are new, then the reliability functions of new
subsystems at the moment of time & are presented in (2.2). Let us consider these functions, assuming
O to be a variable. The corresponding reliability function of the new system S will depend on the
variable &, which we will further denote by z. The time-dependence function of the new system
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condition will be x(z)= -1z, E, where T( jtd (1-P, (t))+P, (7). An explicit form of the

—

dependence and its graph for a specific system can be obtained in the MAPLE system (see Appendix
Item 2.).

Let us assume that the dependence of the trajectory of the condition x(t),t >0, on time has the form

X(t)=%(0)+(1-%(0)) -1, >0, x(t)<E,

where %(0) is the initial condition.

The estimations of » and g parameters can be obtained from observations of a single trajectory
(for example, a new system for which %(0)=0). If necessary, the shape of the trajectory can be
corrected by observing the trajectories of a specific system.

Suppose that at the scheduled time of inspection t, =0, after the restoration of all failed subsystems,

a condition i(o)e E is observed and the values of the parameters {0( j) j=1 }IS recorded. The

application of action y(i) eY will determine the sets of parameter values A, :{0(1),...,9|£i),...,0(”)},

k =1,...,m. Each set A, determines the system condition x(O,k)e E at the beginning of the interval.
Let us denote %(O, k) ( (O,k))eél. For each j, j=0,.,N—-1, we define the set
{ A(x(0,k))=% } where %;(0) is the condition with the number j from the set E at the

moment of time tC =0, Let us assume that the desired probability of the discrete condition Xj (0) after

applying the action y(i) eY is

P()?j (0)‘)?(0),y(i))= » p(alﬁi)‘e(i),y(‘)), j=0,...N-1. (29)

keK;
J
Transition probability. For further model construction, it is convenient to expand the discrete set
of conditions E . If a system fails in the condition Xj e E , then we will formally consider it a different

condition and denote it by >"<j. In this case, the set of conditions will be doubled. We denote the
resulting discrete set of conditions byE=EuE’={>20,...,>‘<N_1,>?O,...,>"<N_1}. We assume that in the
conditions of the set E , the actions from the set Y;, and in the conditions of the set E’, the actions
from the set Y, can be applied. The sets Y; and Y, do notintersectand Y =Y; UY,

Let us calculate the probability of each condition from E which the system can assume in a time
interval z after applying the action y(i) eY ina given condition from the set E .

If the action y(i) eY; is applied in the condition >‘<(0)e E, then the probability of the condition
(0), ). 1t should be

%j(z) that the system will have in the time interval z is denoted by p(f(j (2)
noted that after applying the action y(i) eY; in the condition %(0)e E, the system transitions to the

condition X;(0) with probability P()”(j (0)[%(0), y(i)j, j=0,..,N-1.

Let us denote KJ—(z):{k:A(Xk(0)+(l—>"<k(O)) rz j:x,}.

yz+p



Bulletin of V.N. Karazin Kharkiv National University
62 series «Mathematical modeling. Information technology. Automated control systems» issue 47, 2020

Then

)?(O),y(i)j: 5 p(kk(o)ﬁ(o),y(i)), ze[0,]. (2.10)

keKJ-(Z)

P(*j(z)

If the time of inspection t, =0 is unplanned, then the form of formula (2.10) remains correct,

provided that %(0) e E is replaced by %(0)<E’ and vy ey, byyW ey, .

Let the trajectory of the system condition after the application of the action start from X j (O) . Then

t-f ' z Polt+ 1 Pol7+ 1
kj(O)zw,where t is defined in (2.5), fmd(lj)=ft-d 1— 0( ZJ) ‘7 0(7 ZJ).
0 Ro(j) Ro(j)
since tg =t_(1—f<j (0)) the value of the shift y; of the reliability function of the new system for the
J N—j

N
shifts 7, j=0,...,N -1 can be calculated in the MAPLE system for all conditions E during the model

construction before its optimization. These values can be used to construct transition and direct income
functions.

initial condition X; (O)ZN is found from the equation g (;(j)zt_( j j=0,..,N-1. The

2.4 Decision function. Transition matrix

The transition function Q(x\,

Xy y(i),tj, Xy € E , determines the probability distribution on the set

E at the moment of the next inspection (planned at t=7 or unplanned at the moment of system

failure), provided that x, € E is the condition of the system in which action y(i) eY is applied at the
beginning of the interval.
Let the mapping f :E —Y be given, and f(f(j)eYl, f(f(j)eYz, j=0,..,N—1. The mapping

f is called a decision function. The sequence of decision functions 7 ={fq, fy,...} is called a action

policy. The policy 7 = £() _ {f,f,..} iscalled stationary [9].
For each decision function f there is a corresponding matrix of transition probabilities Q( f) of

dimension 2N x2N .
Qi1 leJ
f)= ,
o) (Q21 Q22

We will assume that the matrix Q( f ) is regular for any decision function f [9]. In our case, this

limitation is not essential.
Let us introduce the notation for the elements of the submatrices Qj; :

a(%ol%: f (%)) - a(Anlf. T (%))
Q= )
d(Ro[tn- F(fnct)) - d(Rnaffns F (Rna))
a(%ol%. f (%)) - a(Fnl%. F (%))
Q2 = 2 )
A%t f (=) - a(Rnaffns F(Rna))
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a(%o[%o. F (%) - a(fnaal%. f (%))
Q1= :
d(%o[fn-: F (Fn-a)) - a(Rnaffnas F (Rna))
a(%ol% (%)) -~ (Nl f (%))
Q=
A(%o|*n-1. F (*n1)) - a(Rnaffne F(Rn))

The matrix element Q1 can be calculated with allowance for (2.9) and (2.10) by the formula

R . R PO(T+ZK)
’ = K 0 1 N
oY) KEKZ,-(r)p(X O)Fy) Po(2x)

a(%; (2.11)

where K ; (r):{k :A()”(k (O)+(1—>2k (0))y/r+ﬂ]: >‘<J} . y="Ff(X)eY1, % is the shift of the
trajectory of new system conditions for the trajectory beginning %,.(0).

Formula (2.11) remains correct for the matrix elements Q4 after %, e E is replaced by Xy € E and
if y="f(X)eYs.

The matrix elements Q5 can be calculated as follows

Q(lekk,y)=} > p(iK|2k,y)d[l—Mj, (2.12)

OKeKJ-(t) I:)0 (ZK)

where KJ-(t):{x:A()?K(O)+(1—>”<,((0))) 7 =>2j}, y="f(X)eYr, xx is the shift of the

trajectory of the new system conditions for the trajectory beginning X, (0).

Formula (2.12) is correct for the matrix elements Qp, after Xy is replaced by %, e E and if
y= f ()‘Zk)EYz.

2.5 Basic set of failures

Complex system failure can occur as a result of failure of all subsystems in the system S or one
specific set of subsystems. The duration of system downtime, as well as the cost of its restoring to an
operational condition usually depends on the set of failed subsystems. Therefore, it is important to
define all such sets in advance. We will assume that failure of any simple subsystem does not affect the
failure probability of any other simple subsystem.

Simple subsystems wear out during operation and their failure probability increases. Failure of one
or more subsystems does not necessarily result in the failure of the system S. However, there is a
number M of sets of subsystems with the following property. Failure of all subsystems in a set from
M leads to failure of the system S. None of the set from M contains subsystems "indifferent" to
failure of the system S : failure of the system S occurs when all subsystems of the set fail, and after
restoring any single subsystem of this set, the system S will not remain in a failure condition. If M
contains all the different sets of subsystems from S that have the properties indicated above, then this
set will be called a base set of sets leading to failure of the system S, or simply a basic set of failures.
Note that sets of M can overlap.

Algorithm for compiling a basic set of failures. The method for finding the basic set of failures
M which can be easily implemented by using the MAPLE mathematical program is proposed. Let the
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system S consist of N simple subsystems. The system reliability function is supposed to be known. Let
us execute the following algorithm.
1. Find all subsets of a set of N elements. Denote it by C . Formally identify an element of the set
C with the corresponding set of subsystems.
2. FormasetG, consisting of the elements from C , which correspond to a set of subsystems, the
failure of which leads to failure of the system S . Denote by Gj, elements of the setG , which
correspond to sets of i subsystems, i=1,...,n.

Note that, for some i the set G; =& .

3. If G #J, then G =G;.

4, 1f G=Gy=..=G =D, G,1#T, then G4 =Gy,1.

5. Let Gy =@ . Define the set G, . Any subset g € Gy is excluded from Gy if there is a subset
h eék_j, j=1..,k—1, such that g >h. The remaining elements form a setGk . The union of the

obtained non-empty sets Gi forms the basic set of failures M .

The example of implementing this algorithm for the model can be found in Appendix Item 3.

The theoretical calculation of the failure probability of the given set he M up to the moment of
time t that leads to the failure of the system S is not difficult. However, applying this data to the
model would make determining the condition rather cumbersome. The practical value of the model will
be significantly lower due to the complexity of the implementation. Therefore, the method for
accounting the sets of failures from M is proposed.

Suppose that failure of the system S occurs during a interval of durationz . In this case, the only set
from M is realized. Let us denote the cost of restoring the system S to a working condition by g(h),
heM , if the failure occurred as a result of failure of all subsystems in the set he M . Let us denote the
number of elements in M by J . A selective distribution of the cost of restoring a failed system can be
obtained from the available observations. Therefore, only intervals with failures and the beginnings of
trajectories should be taken into account. The probability that the cost of restoration will begj,

j=1..,J, if the trajectory of the process starts in the condition %(0)e E and the system failure occurs
is denoted by p(g;|%(0)).

2.6 Direct income function
Let us denote the average cost of restoring failed subsystems at the time of inspection by R the cost

of the action f(x)eY determined by the decisive function f in the condition xeE by r(f(x)); the

income per unit of time that the operating system yields for one interval starting in the condition x € E
by v(x); the average duration of system downtime during preventive maintenance by o ; the average

duration of system downtime when restoring from a failure condition by A ; the cost of restoring the
system from a failure condition if the failure occurs due to the realization of the set hj eM by g;.

The direct income function w(x, f (x)) xeE, f (x) eY , with the fixed decision function f isa

column vector composed of 2N components. The component of this vector for a given xeE can be
calculated by the formula

w1 ()= 3 2B g

T+0

X, f(x))-R-r(f (x)))M+

Po (k)

X, f(x))-R=r(f(x))-g;- p(gj kk))d£1—MJ.

Po (k)

i V()A(k)'t(p(ik
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2.7 Optimality criterion. Optimization method
We assume that the inequality a>b is true for the vectors a and b if a similar inequality & >bj; is

true for all components a; > bj; . The inequality a>b is satisfied if a>b and a=b.

The case of an unlimited system operation time is being considered. The action policy is the
selection of admissible actions at the moments of inspection. For each stationary policy

7= £ ={f,f,..} we identify the corresponding average income per unit of time ¢(z) on an
unlimited time interval [9]:

§(7)= Tim L3 Q! (Fpu(f).

L—o0 L 1=0
The limit exists and the column vector go(;z) is composed of the components of equal size if the matrix
Q(f) isregular.

A stationary policy 7" is optimal if the inequality ¢(7z* ) > ¢(7r) is true for any stationary policy 7 .

A stationary policy 7 is & -optimal if the inequality ¢(7r)—¢(7z;")sg is true for a given >0 and
any stationary policy 7 .
The search for an ¢ -optimal policy for controlling the reliability of a complex system can be

implemented by a well-known method based on the Banach contraction principle [9]. Let us introduce
the following auxiliary definitions and notations.

Let a seminorm p(v)=maxv; —minv;, 1<i <2N be defined on a vector space V with elements v

| I
of dimension 2N [13]. The chosen optimization method requires a normalized space. To fulfill this
condition we factorize V by K :{v: p(v) =O} to determine the factor-space V'=V /K on which p is

the norm ||| [13].
Let us define the following operators onV .

F(f v =w(f)+Q(fv;
Uv=m]ng(f)v.

Under the assumption that transition matrix is regular for any decision function f , the operator U

on V' is contractive [9]. Those assumptions allow us to apply an optimization method based on the
Banach contraction principle [9]. The algorithm stopping rule will be based on the following statement:

Statement [14]. LetveV', [Uv—V|=¢&, Uv=F(f v. Then

1. The policy = = £) s ¢ -optimal.

2. m)zn Uv-v)x)<p® < m;?x(Uv ~v)(x).

Here ¢ is an average income per unit of time, which corresponds to an optimal policy.

Corollary [14]. Let ;z*:(f*, f*) be the optimal policy. vy, vy, €V’ and fy,q satisfy the
conditions: vi 3 =Uvy = F(fe,gvg  Let us denote &=|vi 3 —Vk|. Then the decisive function fy .3

determines the ¢ -optimal policy z: = (fy 1, fis1..)-
Optimization algorithm [9].

Selecte >0.

Choose a starting vector vy eV’ arbitrary.
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k-th step of the algorithm (k =1,2...)
1. Calculate Vg =Uv 1 = F(fk )kal Vi eV’ .

2. Check the inequality ||Vk —Vk—1|| <&

()

If it is true, then the policy 7= f." is & -optimal.
Otherwise, execute the (k +1)-th step of the algorithm.
The ¢ -optimal policy will be achieved for any given ¢ >0 in a finite number of steps [9].

Note 1. It is convenient to choose a v, with zero first component from the coset of the factor-space

V'. In practice, this means that for any considered vectorV, it is necessary to subtract the value of the
first component from all components of the vector Vv in order to obtain v'eV'.

3 Conclusion

The constructed mathematical model of a complex technical system according to its condition
provides a higher level of adequacy and, therefore, allows finding a more effective policy for preventive
maintenance and repair for an unlimited time interval in comparison with those proposed earlier in
similar conditions. There is no universal mathematical model of a complex system capable to solve any
problem. The goal of modeling should always be formulated first.

The article deals with a complex technical system composed of a finite number of simple
subsystems which are, generally speaking, different. Each of the simple subsystems wears out during
operation, and the probability of its failure increases. A failure of one of the subsystems does not affect
the failure probability of any other subsystem. Subsystems are arbitrarily interconnected in terms of
reliability. Thus, failure of one or more subsystems does not necessarily lead to failure of the entire
system. We assume that the failure of the system leads to long downtime, highly expensive and,
therefore, is better to be avoided. The work of subsystems as part of one complex system is to achieve a
specified objective. To do that, a modeling approach in terms of a Markov decision-making process,
and an optimization method based on the Banach contraction principle have been chosen.

To implement this approach using the available statistical information for each subsystem is
proposed. If the volume of statistical information is insufficient, it can be supplemented by expert data.
Lack of information reduces the level of model adequacy. On the other hand, using all available
statistical information is not always justified due to the increasing model complexity. The practical
value of the model can be significantly reduced due to its complexity. In the proposed article a
compromise between the complexity of the model and its practical convenience has been sought. Some
key points of complex system modeling for the given model example are presented in Appendix.

One of the possible directions for further development of the proposed approach to constructing the
models for complex system maintenance according to its condition can be revising, clarifying, and
generalizing the concept of action in the problem formulation. Modeling a complex technical system,
the work of which is influenced by seasonal fluctuations can be another direction. The optimization
method for such a system is proposed in [15]. Optimizing the interval of planned system inspection can
be another possibility to improve the efficiency of model usage. The solution to this problem is
proposed in [14].

Appendix
1. Let us consider a model example of the complex technical system § consisting of N=9 simple

subsystems. The subsystems are interconnected in the sense of reliability as shown in Fig. 2. The
connections are denoted by a line crossing.
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O
'\\l_/ -

(2 "/3?
9

@La

Fig. 2 The complex system example

p® (t) i=1...,9, are subsystem reliability functions. The method for finding the reliability function

P(t) of the system S based on the total probability formula has been proposed in [8], namely,

P(t)=1 (1 p (t))(l PP(t))

PP(t)= [1—(1— p(2) (t))(l— p(*) (t))}(l— p(®) (t))[l—(l— P (t))(l— p(®) (t))]
(1P ()P 0P 1)
+[1-(1-Ps;)(1-PSy)) PE)( ( (9)(t))+
+[1-(1-PSg)(1- Ps4)]( (t)) PO (1)+
+[1-(1- PS5 )(1- S ](1 p(® )( P(g)(t)),

PSlz[l—(l—P(z)())(l P(4)(t))}[ ( 3)())(1—P(5)(t))},

Ps, =P (t)P") (1),
_p? (t)p(g) (1),
PS, = [1—(1— p(4) (t))(l— p(®) (t))}[l—(l— p(®) (t))(l— p(7) (t))},
PS5 =1—(1— P (1)pC) (t))(l— P (1)p®) (t)),

1-

where:

0384

0.6

0.4+

024

0

0 1 2 3 4

Fig. 3 The new system reliability function
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Fig. 3 shows a graph of the reliability function pO_ syst(t) of the new system S on the time interval

[0,5)
The derivative dp0_syst(t) of the reliability function p0_ syst(t) is found by using the following
command:

dp0 _syst(t) == diff (p0_syst(t),t);

Let us suppose that 7 =3. The average operating time TO of the new system on the time interval
[0,7) can be found with the command:

10 = evalf (int( -t-dp0 syst(t),t=0.tau) + tau-p0 syst(tau));
T0 := 1.437222359 .

The prediction of the reliability function ptt _syst(t) of the new system at the moment of time ¢ is

found by the formula (2). In the MAPLE system, it is implemented with the command ( ¢ replaced by
tt):

pit_syst(t) = subs(p[l] =[ (e + 1) ],p[Z] [MJ,;;[S]

pl1](e) pl2](e)

_ (2Bt u) _(plAle+m) _(plSle+m )y
[ ;{g[? P ( ft;[ﬁ](rr ] ( 1;[]5 (i) )J’p[f’]
_ E ‘J I-I—H _ £—|-!! [ -+t
{ [%[? w )P ( pl7](1r) ] [ pl8](11) J (9]
Ju e
( p[9 .“." ,p_,S_V.Sf]

-

081

0.6

0.4

02

”0 i ; ; : :

f

Fig. 4 The prediction of the system reliability function

Fig. 4 shows a graph of the prediction of the reliability function of a new system in the time interval
=2 over time [0,5).

The derivative dptt _syst(t) of this function is found by the command:
dptt_syst(t) = diff (ptt_syst(t),t) :

Then we obtain the average operating time Ttt of the system, starting from the moment of time tt,
over an interval of duration 7 by using the command:

Ttt == int(-t-dptt_syst(t),t=(0.) ..tau) + tau-ptt_syst(tau);
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Ttt == 0.5653022542 .
The new system condition at a moment of time can be estimated by using the formula

X = % . In this case x == 0.6066702896 .

It is easy to obtain a prediction of the trajectory of the new system condition on the time interval
[0,7). To do this, we need to clear the variable tt by using the command tt:="tt";. We define the

function Ttt(tt) and function x(tt) :TO__I_—TOtt(tt). The graph of condition changes of the new system S

on a time interval [0,7) can be obtained by using the command:

plot(x(tt), tt=0.tau);

0.6

041

034

0.11

0 T T 1
0 1 2 3
it

Fig. 5 The dependence of the system condition on time

Fig. 5 shows a graph of the predicted condition changes of the new system S on the time interval [O,T) :
where 7=3.

3. The set C of all subsets of a set of n=9 elements has cardinality 2" =512. All subsets can be found
in the MAPLE system by using the commands:

> with(combinat) :

> C :=choose(9);
Let us group the resulting subsets into rectangular matrices by i elements in the row, i=1,...,9 . We
obtain matrices C;,i=1,...,9, with a different number of rows. These matrices can be obtained
sequentially by using the command:

> convert(choose(9,i), Matrix) ;

il(n—i)!
matrix C; is a set of subsystem numbers. From the rows of the matrix C;, we compose the matrix G;
according to the following rule. A row of the matrix C; is included in the matrix G;j, if a failure of all

subsystems listed in that row results in a failure of the system . The MAPLE program, which solves the
problem of finding matrices for the considered system S is presented below. It has been found that in
the model example there are 84 sets of subsystems, the failure of which leads to the system failure.

. We assume that the k -th row of the

The number of rows in the matrix C; is equal to
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#Sets of subsystems, the failures of which leads to the system failure
>restart;
>with (combinat) ;

>n:=9; #A number of subsystems

>p:=convert (array(l..n),Vector) ; #Vector for storing the subsystem
#reliabilities

>L:=0; #A number of found sets

>for i from 1 to n

mi:

do
=convert (choose (n, 1) ,Matrix): #Matrix of sets of n elements by i

k max:=n!/(i!*(n-i)!): #A number of all sets
for k from 1 to k max

do

for 1 from 1 to n do p[l]:=1 od:
for I from 1 to I do plmifk,1]]:=0 od:
#System reliability calculation

pl

p2_
p2_
:=(1-(1-p2 sl)*(1-p2 s2))*p[8]1*(1-p[9]):

P2

p3_
p3_

p3
P4
P4
pé:

pp:=

=(1-(1-p(2])*(1-p[4])* (1-pl6])) *(1-(1-p
) *(

s1:=(1-(1-p[2])* (1-p[4])) * (1~ (1-p[3]
52:=p[6]*p[7

sl:=p[2]*p[3

]

)

1:
s2:=(1-(1-p[4])*(1-p[6])) *(1-(1-p[5])*(1-p[7]1))
:=(1-(1-p3_sl1)*(1- p3 s2))*(1-p[8]1) *p[9]
s2:=p[6]*p[7]:
sl:=1-(1-pl[2]*p[3])*(1-p[4]*p[5]):
=(1-(1- p4 sl)*(1-p4 _s2))*(1-p[8])*(1-p[9])

(pl+p2+p3+p4)

p_syst:=1-(1-p[1])* (1-pp):

If p syst=0 then L:=L+1 fi:
If p syst=0 then print(mi[k]) fi:
end do:

end do: print (‘A number of sets in G’L);
The basic set of failures M can be easily found by using the algorithm given in Section 2.5. The set

M contains 8 sets of G4, Gs, Gg : {1,2,4,6},{1,357} , {1,2,47,9} , {1,2,57,8} , {1,3/4,6,8} ,
(1,3,5,6,9), {1,2,5,6,8,9}, {1,3,4,7,8,9} .
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B ACYVY TII no croromHi icHye mpobiema 3a0e3nedeHHs] MiHIMaJIbHOTO Yacy JOCTaBKH iH(pOpMalii MpH BiACYTHOCTI KOIMI3ii,
60 mix yac mepenadi 4acTo BUHUKAIOTH KOJIi3ii a00 yac 3aTpuMKHU iHpopManil € HeonTumansHuM. Ll mpoGiema BUpinIyeThes
BUKOPUCTaHHSIM O€3ApPOTOBHX KOMII'IOTEPHHUX MeEpeX Ta MeToJaMH Iiepenadi iHpopmamii 3 3amoOiraHHsM Koui3il sKi
BIUTMBAIOTh Ha Yac 3aTPUMKH Iepenadi iHpopmanii. Po3pobieHa Mozmens mporecy yHpaBiiHHS JOCTYIIOM B 0Oe3IpOTOBHX
KOMII'IOTEPHUX Mepekax BHpinrye npobiemy edekTuBHOI mepemadi iHdopmamii 3 3amoOiraHHsMm Komisil. Meroro
BUKOPHUCTaHHS AaHOI MOJEINI € 3MEHIIEHHS 3aTPUMKH Niepenadi iHpopmarrii.

Knruosi cnosa . 6e30pomosa komn tomepHa mepedica, Konisis, Kaop, Clom, CMaHyisl.

Model of control access process in wireless computer network
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Berdnikov Anatoly Associate Professor, Candidate of Technical Sciences, Department of Theoretical

and Applied Systems Engineering ; V.N. Karazin Kharkiv National University ,
Maidan Svobody, 4, Kharkiv-22, Ukraine, 61022;

The problem of ensuring the minimum delivery time of information with prevention of collisions is a pressing problem in ACS
TP, since collisions often occur during transmission or the delay time of information is not optimal. This problem is solved by
the use of wireless computer networks and methods of information transmission with collision prevention, which affect the
delay time of information transmission. The developed model of the access control process in wireless computer networks
solves the problem of effective information transfer with collision prevention. The purpose of using this model is to reduce the
delay in information transmission. ACS TP often needs modernization as technical innovations are becoming available. At the
same time, the quality of production should not fluctuate. The most important element of modernization is the use of wireless
technologies that save money and time, compared to the deployment of wired networks. The aim of the work is to develop the
model of control access process in a wireless computer network with collision prevention. The process of forming delay slots
for information transfer has been researched. The object of the study is a wireless computer network in the ACS TP. The
subject of the study is a model of control access process in a wireless computer network with collision prevention. The
research objectives are to create requirements for the model, to propose a structure, to create a model, to conduct tests and
evaluate the obtained results. The model of access control process in a wireless computer network designed to transmit
information with prevention of collisions in a wireless computer network has been developed.

Keywords: wireless computer network, collision, frame, slot, station, access control model, process, access mode.
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ceTH

M.O. Cna6siies, A.I'. bepauukoB

Cna0bliieB Muxauit cmyoenm  Kageopbl meopemudeckol U  NPUKIAOHOU  CUCHEMOMEXHUKU,
Ouseropn4 Xapovkoeckuii Hayuonanvhuili ynueepcumem umenu B.H. Kapasuma, niowaos

© Cnabwwes M.O., bepaHikos A.T., 2020


mailto:misha220498@gmail.com
https://orcid.org/0000-0003-2367-1731
https://orcid.org/0000-0001-7923-0754

BicHuk XapkiBCbKkoro HawjioHanbHoro yHisepcuteTy imeHi B. H. KapasiHa
cepist «MaTemaTiHe MoaentoBaHHs. IHhopmaLliiHi TexHonorii. ABTOMaTM30BaHi cucTEMM ynpaBniHHsY, Bunyck 47,2020 73

Cs060001, 4, Xapvkos-22, Vipauna, 61022;
BepanuxoB o0oyenm, KaHouo0am MexHu4ecKux HayKk Kageopsvl meopemuieckol U npukiaoHol
Anatonuii I'eoprueBuy  cucmemomexnuxu; XapbKo8CKUll HAYUOHATLHBIL YHUBEPCUMEN UMEHU
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B ACY TII mo cux cyuiecTByetr npobiema obecredeHnss MUHIMAIBHOTO BPEMEHH J0CTaBKH HH()OPMAIMHU MPU OTCYTCTBUH
KOJUIM3MH, TIOCKOJIbKY HpH Iepefadye YacTO BO3HMKAIOT KOJUIM3MH MM BpeMs 3aJIepKKM HMH(OpMaluu sBISETCS
HEONTHMaJIbHEIM. DTa IpobiieMa pemaeTcsi UCIOIb30BaHIEM OeCIIpOBOIHBIX KOMIIBIOTEPHBIX CETeH M MeTOoJaMu Iepenaqn
MH(OPMAIMH C TIPEIOTBPAIEHAEM KOJUIH3HH, KOTOPEIE BIUSIOT Ha BpeMs 3aJlep)KKU Iepenadn uHpopManun. Paspaborannas
MOJIEIb TIPOIiecca yIpaBIeHUs JOCTYIIOM B OECIIPOBOIHBIX KOMITBIOTEPHBIX CETSIX pemaeT npobiemMy 3¢ hexTnBHOH nepenadn
MH(OPMAIMK C NPEAOTBpAICHHEM KOJUIM3HHU. llelbio MCHONB30BaHMS NaHHOW MOJENM SIBISIETCSl YMEHBIICHHE 3a/IepiKKU
nepeaayd HHPOPMALIH.

Knioueesvie cnoea: 6ecnposodﬁa}z KOMnblomepHas cenbv, KOJIU3UAL, Kabp, ciom, CmaHyus.

VY cTaTTi po3risHyTI 0COOIMBOCTI MpOoIeCy yIpaBiliHHI 0€3APOTOBUX KOMIT IOTEPHUX MEPEK.

Metoro aanoi poOOTH € po3poOka MoOJeNi MpOoLecy YIpaBliHHSA AOCTYIOM Y O€3IpOTOBii
KOMIT FOTepHIH Mepexi 3 3amoOiraHHAM KOJi3ii Ta METOAMKH BHOOPY MDKKaIpOBHX IHTEPBAIIB.
OOrpyHTyBaHHsS BHOOpPY MDKKaJpOBHX IHTEPBAIIB B PEKUMAx JOCTYIY [I0 CEpEeIOBHIIA.
Hocnimkenns mporecy GopMyBaHHS CIOTIB BiACTPOUYKH IS Tiepenadi iHpopmariii.

006’exToM aHOi poOOTH € 6e3apoTOBa KoMIT 10TepHa Mepexa B ACY TII.

[IpenmMeT gocmiKeHHS - MOAEIH MPOIECY YIPABIIHHS JOCTYIIOM Y O€3pOTOBIi KOMIT IOTEpHIN
MepexKi 3 3aro0iraHHIM KOJi3iH.

Po3pobnena Mozens poriecy YIpaBIIiHHS JOCTYIIOM y 06€3IpOTOBii KOMIT IOTEpHINA Mepexi, sKa
nmpu3HaueHa uia mepenadi iHdopmamii 3 3amoOiraHHsAM Kodi3ik B 0€3ApOTOBiH KOMIT FOTEpHIiit
MEpexi.

Po3pobiieHa Mojenh HAOYHO TOKa3ye poOOTYy 1 OCOOJIMBOCTI LBOrO pekuMmy. HeoOxXimHicTh
PO3pOOKH Ii€i MO/ENi MoJsrana B TOMY, IO IPA BUBYEHHI PEXXHUMIB IOCTYIY B O€3ApOTOBOI MEepexi IIs
MO/JIeJTb TIOJIETTIIIIA TIPOIeC HaBUaHHA i pO3yMiHHSI Ilepeaayi KaapiB B 0€3pOTOBUX MEpekKax.

AKTyaJbHICTh POOOTH: /IO ChOTOJHI icHye mpoOiema mepexadi iHdopmamii B 6e3qpOTOBHX
Mepekax, 00 i Jyac mepeaadi yacTo BUHUKAIOTh KoMi3ii. Tema € akTyanpHOI0, 00 po3pobieHa MOIeb
MPOTOKOJTY YIIPaBIiHHSA JOCTYIIOM 3a0e3reuye 3ano0iranas Koumisil.

AHaJni3 npo0JieM BUKOPUCTAHHS 0€31POTOBUX Mepe:K

ACY TII (ABromaru3oBaHa cCHCTeMa YIIPaBIiHHA TEXHOJOTIYHMM TPOIECOM) HaHyJacTile
norpedye MojepHizallii, Tak SK TEXHIYHHH Mporpec He cToiTh Ha Micii. IIpu 1BOMY, SIKICTB
BUPOOHMIITBA HE TIOBUHHA 3MIiHIOBATHCS 1 Mae OyTW Ha OJHAKOBO BHCOKOMY piBHi. HaliBaxmuBimmmm
€JIEMEHTOM MOJICPHi3allil € 3aCTOCYBaHHs 0€3IPOTOBUX TEXHOJIOTIH, 110 MPUHOCATH CKOHOMIIO KOIIITIB 1
yacy, B TIOPiBHSIHHI 3 pO3TOPTaHHIM JPOTOBHX Mepex. [1]

Y OinbmiocTi 3acTOCyBaHb O€3APOTOBI MEpeXi OO3BOJIAIOTH JIOCATTH HACTYIHHMX IepeBar B
MOPIBHSHHI 3 IPOBIIHAMH MEPEKaAMHU:

—  CYTTEBO 3HHM3HTH BapTiCTh BCTAHOBJICHHS JIATUHKIB;

—  3MEHIIUTH 3aTPUMKY Tepenadi iHhopmartii;

—  3MEHILUTH TPYIOBUTPATH Yacy Ha MOHTaX 1 00CIIlyrOBYBaHHS CHCTEMH;
—  TPUCKOPUTH HaJIAro/HKEHHsI CUCTEMH 1 MOLTYK HECIIPaBHOCTEI;

— 3a0e3MeuuTH 3pyuHy MOJICPHI3aIlil0 CUCTEMHU.

TakuM YUHOM, 3aCTOCYBaHHSI O€3IPOTOBHUX MEPEXK € B ACAKUX BHUMAIKaX OUIBII 3pyYyHHM, HiXK
BUKOPHUCTAHHS JPOTOBUX TEXHOJIOTIH.

XapakTepHOIO OCOONMBICTIO OE3JPOTOBUX KOMITIOTEPHHX MEPEX € Te, 0 BOHH BUKOPHUCTOBYIOThH
HE MHOXHHHHUI JocTyn 3 BusBieHHsM komiziii (CSMA / CD - Carrier Sense Multiple Access with
Collision Detection.), a muOuHHHUE qocTym 3 3amodiranHsaMm komiziit (CSMA / CA - Carrier sensing
multiple access with collision avoidance.). [2]

Crannpapt 6e3npoToBux Mepex 802.11 HamaraeTbCsi YHHKAaTH KOJI3id 32 PaxyHOK MHOXKHHHOTO
nocrymy 3 3anobiranasam komizii CSMA/CA. 3anoGiranHs Kouiziii BUKOPHCTOBYETHCS ISl TOTO, 1100
MOJIMNIIUTA TPOAYKTUBHICT TepeNadvi, BIIJABIIA MEPEKYy €IUHOMY NepelaBaIbHOMY IPUCTPOIO.
30inbIIeHHsT e€(pEKTUBHOCTI JIOCSATAEThCA 32 PAXyHOK 3HWKEHHS HWMOBIPHOCTI KOJI3iH 1 MOBTOPHHX
cnpo0 mepenadi. YHUKHEHHS KOJI3i KOPHCHO Ha NPAaKTUIl B THX CHUTYalisiX, KOJIM CBO€YACHE
BUSIBJIICHHSI KOJi311 HEMOXIIMBO - HANPUKIIA[, IPU BUKOPUCTaHHI pagionepenaBauis. [3]
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B nanomy meToni po3pi3HSAIOTE 2 peXHMH JAOCTymy Ao cepemoBuma: posnoxinennii (DCF -
Distributed Coordination Function) i uenrpanizoanuii (PCF - Point Coordination Function.).

Posnonisiennii pexxnm nocryny DCF

B mpomy pexumi peanizyerscsi 6e3mocepenaro metonq CSMA / CA. Koxen mepemaHmii Kaup
MOBHHEH OyTH MiATBEP/PKEHUH KaJpOM TIO3WTHWBHOI KBHUTAHIlI, SKWN HAACHIAETHCA CTAHIIIEIO
npu3HavYeHHs. SIKIo MO 3aKiHYeHHIO TalM-ayTy Ui [bOrO KaJpy KBUTAHIS HE HaJIXOAWUTh, CTaHLis-
BIITPAaBHUK BBaXKae, MO CTaIacs KOJi3isl.

Pexxum pmoctymy DCF mortpebye cunxponizamii cranmiii. Y crammapti 802.11 msa mpobiema
BUPILIYETbCSA TaK - THUMYAcOBi iHTEPBaJM MOYMHAIOTH BiIPaxOBYBATHCS BiJi MOMEHTY 3aKiHUECHHS
nepeaayi mornepeHbOro Kaapy.

Cranmis, sika xode rmepefata Kaap, 3000B's13aHa MOMEPEIHBO TIEPEBIPUTH 3aHATICTL CEPEIOBHIIA.
S TIABKM BOHA MIATBEPIKYE 3aKiHYGHHS IMepeAadi MONepeAHbOro Kaapy, BOHa 3000B's3aHa
BiJjpaxyBaTu iHTepBaJ yacy, piBHHN MixkkaapoBomy inTepBany IFS (Inter Frame Space). [4]

Slxkmo micns 3akindeHHs IFS cepemoBumie Bce Ime BibHE, TO IOYHHAETHCSA BIIUTIK CIIOTIB,
BH3HAYCHHX 3a3/aJIECTiIb TPUBAJIOCTI (SIK 3a3Ha4eHo Ha pUcyHKY 1). Kagp MokHa mounHATH TIepeaBaTu
TIJIBKY Ha MOYATKY CJI0Ta 32 YMOBH, [0 CEPEOBHUIIE ITepeiadi B el caMHuii MOMEHT BiJIbHE.

Posmip crmota 3amexuTh Big cmocoOy KOMyBaHHA CcUTHaNmy: nis wmetomy DSSS,  sxwif
BUKOPHCTOBYETHCS came B 0€31poToBUX Mepexax — 1 Mkc. Po3mip crmora BuOupaeThes Tak, mob BiH
MepeBepIIyBaB yac MOMIMPEHHS CUTHANY MiX OyAb-SKMMH JBOMa CTaHIISIMH MEpEeXi IUIIOC Yac, 0
BUTPAYAETHCS CTAHIIIEIO HA PO3II3HABAHHS CUTYaIlil 3aiHITOCTI cepeoBHUIIa. SKIIO 11e JOTPUMYEThCS,
TO KOXXKHA CTaHIS Mepexi 3MOKe TMPaBWIBHO pO3IMI3HATH TMOYATOK Tepefadi Kajapy IMpH
MPOCITYyXOBYBaHHI cepenoBuia. Lle, B CBOIO uepry, o3Havae, 1o KOJi3isi MOXKE CTaTUCS TUIBKH B TOMY
BUIAJKY, KOJIA KiJIbKA CTaHIII BUOMPAIOTh OJMH 1 TOW CaMHi CJIOT JiJIS Iepeaayi.

Cranmiss BuOupae Uil Tmepefadi CIOT Ha MiJCTaBl yCiY€HOTO EeKCHMOHEHI[IABHOTO IBIHKOBOTO
ANTOPUTMY BIACTPOUYKH (QJTOPUTM JOAABAHHS MEPEBIPOYHUX CIOTIB Tepeia Mepeaadero OCHOBHOTO
kanpy). Homep ciioTa BHOMpaeThcsl SK BHUIAIKOBE I[iJIe YHCIIO, SIKE PIBHOMIPHO PpO3MOJIJICHE B
inTepsaii [0, CW], e CW o3nauae Contention Window (koHKypeHTHeE BiKHO, [I10 MOY€E 3MiHIOBATHCS
B po3mipax — 2,4,8,16 a6o 32). [5]

st HaouHOCTI mpukiany podotu pexumy DCF po3pobiieHa Mojielb, sika HA04YHO TO0Ka3ye PoOOTy
1 0COOJIUBOCTI 1ILOTO peXkuMy. HeoOXiIHICTh pO3POOKH 1€l MOJIEII IToJIsArajia B TOMY, 1110 TP BUBYCHHI
PEeXHUMIB JOCTYITy B 0€3QpOTOBOI Mepexi Il MOJAENb IOJIETIIye MPOoLeC HaBYaHHA 1 PO3YMIHHS
nepenadi KaapiB B 0e31poTOBHX Mepexax. JlaHa momens Moxke OyTH BHKOpUCTaHA JUIS MEpexi 3
BEJIMKOIO KUIBbKICTIO CTaHIIN (/10 32 cTaHIiii), B 3aJIe)KHOCTI BijJl pO3Mipy KOHKYPEHTHOTO BiKHA.

[Mpumyctimo cutyarito, Koy cTaHiis B xode nepenaru kaapu cranmii A. Ilepen nepenauero
KaJIpiB 1 BipaxyBaHHS CJIOTIB BiJICTPOYKH, CTaHIliS, SKa XO04Ye 3aXOIUTH CEpPEOBHUIIE, 0OOB'I3KOBO
NOBUHHA rocnaTth ciyx06oBuit kaap RTS (Request To Send- 3amut Ha nepenauy). Ha nieii kaap craHiiis,
ska Oyne mpuidMary Kajapu, IOBUHHA Y BiANOBiAL mocnatu ciyxxooBuit kaap CTS (Clear To Send -
BiTbHA JUTsI TIepenadi). TUTbKY MiCIs IbOTO MMOYNHAETHCS ATOPUTM BiJUTIKY CIOTIB.

RTS (Request To Send)

¢ TaiiMep OTCRouKN

1 1 1 ]

IFS
Kap 18 e — Kagp 28

CTS ( Clear To Send)

——
Crammiz A Cramma B

Cpega

Cror ceob
ceobogHa e

Hauano uHTepeana IFS 3anyck TaiiMepa OTCpOuKM

Pucynok 1 — Modenw nicia nepuio2o Kpoxy aneopummy
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[lepen mepenmavero kaapy cTaHiis B BiMm4YuTh CIIOTH BiACTPOYKH, MOYMHAIOYM 31 cioTa 3.
[Ticns ycnmimHoro 3aXoryieHHs CepelOBHIIA TOYHMHAETHCS allTOPUTM 3MEHILICHHS CIIOTIB.

Tailmep OTCPOYKM
|FS F] 1 0
Kazp 1B — Kagp 2B
P
Cr A Cramms B
Cpepa _
Cnor
caoh ceobogen
Hauano uHTepeana IF5 3anycK TaiAMepa OTCROYKM

Pucynok 2 — Mooenw niciisi Opy2o2o Kpoxy ancopummy

Tak sIK cepeIoBHILE € BIJIbBHUM, CJIOT € HE3alWHITHUM, TO KIIbKICTh CJIOTIB YCIIIIHO 3MEHIIYETHCS Ha

[Tpunyctumo, B 1iei ke yac HpUEAHYEThCs cTaHiis C, ska xoue mepeaaTH KaJpu Ha CTaHIlio A.
Cranuis C BimpaxyBaiia [jis ce0€ BUIIAIKOBE YMCIIO CJIOTIB BiJICTPOYKH i, IPUITYCTUMO, BOHO JIOPIBHIOE
2 crotiB (mounnHarouu 3i cinora Nel). Bona noBunHa nocnatu ciayx6oBuii kaap RTS Ha cranmio A i

JIOYEKATUCS BIAMOBIAHOTO Cliy:x00Bor0 Kaapy CTS.
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Crasmmz A Crammma B
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Pucynox 3 — Mooenw nicisi mpemso2o KpoKy anecopummy
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Ha mamonky 300pakeHa CUTYyaIlist, KOJIH CTaHIisl B yCHimHO BiIpaxoBye CIOTH BiICTPOUKH
JUTSL TIepeniavi kanpy, nepedysatoun Ha cyioti Ne 1. Cranmis C poOUTh 3alMT Ha CTaHINO A 1 OTpUMye
BiJIMIOB1/1b, 1110 HABKOJIUIIIHE CEPEIOBUIIIC € 3aHHITHM.

B manomy Bumagky BimOyBaeThCSl 3aMOpO3Ka TailiMepa BiJICTPOYKH i Ui cTaHmii B, 1 ams
cranmii C, Tak K BOHU 3HAXO/IATHCS HA OJTHAKOBOMY CIIOTi BiICTpo4KH (cimoTi Nel).

Taxk sik 115 cTaniii 3 cepeIOBUINE € 3aiHATHM, 1 HEOOX1THO BiIpaxyBaTH HOBY KiJIbKiCTh
cioTiB 3a popmynoro(1):

CWnew =min {2 (CWold +1) -1, CWmax}, @

ne CWmax - MakcUMaabHUH PO3Mip KOHKYPEHTHOTO BiKHA;
CWold - momepeHs KijgbKiCTh CIIOTIB;
CWhnew - HOBa KiJIbKICTb CIIOTIB.

JliynneHUK 11 cTaHmii B mpocTo 3aMOpoKyeThesl, Tak SK JUIS HEl CEPeOBHIIE € BUILHOMO, a

3aMHATHM € JHUIIE CJIOT BiI[CTpO‘lKI/I.
TaAMep OTCPOYUKM

IFS -
Kagp 1B I — - Kagp 2B
Cranmma A Cramma B
Cpepa ceobogHa Cnot ceobogeH
Hauano 3anyck TalAmepa
wHTEpeana IFS OTCPOYKM
Talimep oTCPOUKK
IFS L
Crammaa A Crammma C
Cpepa caobopHa Cnort ceobogeH
Hauano 3anyck Talmepa

WHTEpEana IFS OTCPOYKM

Pucynox 4 — Mooenw nicist uemeepmozo KpoKy ancopummy

Jus crannii C nmopaxyBaji HOBY KiIBKICTh CJIOTIB BIACTPOYKH, BiIMIHHE BiJ KUIBKOCTI CIOTIiB Ha
craHiii B. [lyig Hel Tenep € BUIBHUMU 1 cepeloBUIlIe Tiepeadi, 1 caM CIIOT.

Ha cranuii B miYuiapHHUK CIOTIB BiICTPOYKH PO3MOPOXKYETHCSA, TaK SIK il KUIBKICTh CJIOTIB HE
30iraeTbCd 3 KUIBKICTIO CJIOTIB HA 1HIINA CTAHII.
CraHnii TOTOBI A7 moAanblIol oreparii mepeaadi Kajapy, MONEpPEeJHbO BipaxyBaBIIM CBOI CIOTH

BiJICTPOYKH.
Taimep OTCPOUYHKM

IFS o

Raap 1B Kapp 2B

£ F'y
Crapmma A Crammua B

b

Cpepna ceobogHa Cnot ceobogen
Hauano Janyck Talmepa
MHTepEana IFS OTCPOUYKK

Takmep oTCPOUKKH

=3 z 1 ]
e | | EETECEE

Crammas A Crammua C
Cpeaa ceobogHa Cnor ceobogen
Hauano 3anyck Taldmepa
umuT2peana IFs OTCPOYKK

Pucynox 5 — Mooenw nicas n’amozo KpoKy ancopummy
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Cranmis B BigpaxyBaia cBiif CIIOT BiICTpOYKH sl cTaHIil A, a cranmis C BigpaxyBaia CBIii.
AnroputMm Oyne BUKOHYBaTHCS [0 THX Iip, MOKH CTaHIisl YCHIIIHO HE MepeAacTh CBOI KaJpH Ha
NpUAMabHy CTaHIIO.
Jana imiTamiiiHa MOJIENTb 3aCTOCOBY€E PO3MOIITICHHN PEKUM JOCTYITY 10 CEPEJOBHIIA IPH Mepenadi
iH(pOopMarrii.
VY paniii Momeni MiApaxoBYeThCS 4Yac OUIKyBaHHSA Iepenadi kaapiB. Bin oOumciroeTscs 3a
bopmysoro (2):

D
t0m=2*v—c+t3+ta1+ta2 ) (2)

ne D - e BiicTaHbh MiXK IPHMAr0Yoi 1 BiAlIpaBHA CTAHITISIMU;
V.- DIBUAKICTH MOMIUPEHHS CUTHAMY (€ CTAINM BUPa30M);
t,- TPUBATICTH CUTHATY 3aIUTY (JOPiBHIOE pO3MIPY OJHOTO CJIO0Ta - 1 MKC);

tq1l taz- Yac OOPOOKH CHUTHAITY Ha MpUKHMArOUil 1 mepeaaBaibHil CTaHIIII.

Tak §K t, Uiy, BAMIPIOIOTECS B HAHOCEKYHIAX, NPU MiAPaXyHKY IIMMH 3HAYCHHSAMH MOJKHA
HexTyBaTH (TIpu poOOTI B MOJIei i OOYNCIIEHHS HE BPaXxOBYIOThCs). HeoOXiqHO TIIBKY 3HATH BiJCTaHb
MIXK CTaHI[ISIMHU.

OTxe, 1Ieil MeTOT YCITINTHO TpaIltoe 1 3a0e3nedye 3armodiraHHs KOMi3ii mij gac rnepenadi KaapiB Mix
cranmismu. 1lix gac poboTr Momeni MOKHA po3paxyBaTH HEOOXITHY KUTBKICTh CIIOTIB BIACTPOYKH IS
CTaHLii—TIepeZiaBaya Ta dYac OYiKyBaHHA Tmepenadi iHdopmamii. Mopenp 3amoOirae xodmizii, mo
NPUIIBHIIYE Yac rnepeaayi ingopmarii Bij nepeaapaya 10 npuiiMaya.

3aBmaxu Gopmyni (3) 3HAXOTUTHCS MiHIMadbHAa KiTBKICTh KOJOBHX KOMOIHAIlH, Ky HEOOXiTHO
30epiraru B 3anam’sroBytouomy npriafi(311)(06’em 3I1):

_ tox(
M =1+ (o) 3)

ne m + k — uncno inhpopManiiHUX Ta IepeBIpOYHUX PO3PSAIB B KOJIOBIH KOMOiHaIIii;
T,- yac 0OpoOKH CUTHATY;
Yac 00poOku curHaity 3 popmyiu (3) He € CTaJIO BEJIMYMHOO Ta MiAPAXOBYETHCS 3a

hopmynoro(4):
T C=% — 9ac 00poOKM cUTHAITY ; “)

ne B — mBuakicte Mmoayisiii (topiBHioe 2400 6it/c).
PaxyeTbcst Tak0k MakCHMaJlbHA BiJICTaHb, 32 KOO € MOXKJIMBUM Iepeiadya JaHUX MK CTaHI[ISIMHU:

% (m+k)*Vc _ t3+ta1+ta2 %

Dmax = (M - 1) 2+B 2

Ve ()

Skmo Dy, < D, TO MOXKHaA BBaXKaTH, 110 rnepenada iH(opMalii HeMOXJIUBaA, 00 BIACTaHb IS
nepenayi € OUIBIIO, HIX BiZICTaHb, HA Ky MOXIIMBA I Tiepeaaya. [6]

Tak §K t, 4 iy, BUMIPIOIOTECS B HAHOCEKYHJaX, MpPH MiJPaxyHKy IUMH 3HAYCHHSIMH MOXKHA
HexTyBaTH (IIpu PoOOTI B MOJIENI 11i O0YMCIICHHS HE BPaxoBYIOThCs). HeoOXiHO TIIBKHM 3HATH BiJCTaHb
M CTaHI[iSIMHU.

3. Pe3yabTaTH gocaigxeHHs1 po6oTH Moaei

JocipkeHHst MOJIeT MOJISITIIo B TOMY, IO0 po3paxyBaTH Yac O4iKyBaHHS iH(popMallii mpu pi3HUX
BIJICTAHSIX MIXK CTaHIli€lO-TIepeaBayeM 1 MNPUIAMArOYol0 CTaHIEW. 3aBASKH OTPUMAHOMY dYacy
OUiKyBaHHSl 3HAaXOAWTHCS MaKcHMallbHa BiAcTaHb MiX craHUisMu. Lleil pesynmpTar nae 3po3yMmiTH
JIOLIIbHICTh BUKOPUCTAHHS came 0e3poToBux TexHouorii B ACY TII.
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3anexHiCTb Yacy OYiKyBaHHA nepegadi Big MakKCMMAbHOIT
BiACTaHI nepeaayi iHpopmadii
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e 33/1€KHICTb YaCy OYiKyBaHHA Nepeaadi Bif MaKCMManbHOI BiACTaHi nepeaadi iHpopmauii

Pucynok 6 — 3anesxcnicms uacy ouikysanns nepedaui 6i0 maxcumaiohol iocmani nepedaui ingopmayii

AHami3 JnociipKeHHS MOJeNi TMOKasaB, M0 4Yac OYiKyBaHHs mepefadi iHopmamii 3alexuTh Bif
MaKCHMaJIbHO MOXUIMBOI BifcTaHi mepenadi iHdopmarii. Uum Oinpma Oyae MakCHMaTbHO MOXKIIMBA
BiJICTaHb Tepenadi, TMM OuTbmuii yac Oyne 3aTpaueHWid Ha mepenady iHpopmamii. € AOIITEHUM
BUKOpHUCTaHHS came Oe3npoToBux TexHouoriii B ACY TII, 60 came Takuii MeToa mepenadi indopmarii
JTO3BOJISIE TIepeaaBaTy iH(GOpMaIlito Ha BENHKI BiJICTaHi, HE 3aCTOCOBYIOYH JIPOTOBHUX TEXHOJIOTIH, a Jac,
BUTpAYCHUI Ha repeaady iHpopmaliii, € ONTHMAILHUM.

BucHoBkn

Orxe, € nouinsHUM BrKopucTaHHsA B ACY TII came 0e31poTOBHX TEXHOJIOTIH, TaK K BOHH € O1IIBII
€KOHOMIYHO BHUTIJIHUMH, HIK JJPOTOBI TexHOosoriil. MeTon nepeaadi indopMallii 3 3amo0iraHHsaM KoJi3ii
3a0e3meuyroTh OE3MOMUIIKOBY Tiepefady JaHWX Ha BiTHOCHO JalieKi BiJICTaHi 3a ONTHMAJbLHUH dYac
nepeadi.

HeoOxignHicTh po3poOKu Takoi MoJeNi Mojisirana y BUKOPUCTaHHI METOJIB Iepeaadi iHpopmarii 3
3ano0iranHsaM koizid. CaMe el MeToJ BBa)KA€ThCS Hale(EKTUBHIIIMM, 00 BiH MOTPEOyE MEHIIOrO
yacy, aHDK B HIIMX METOAax. A yac, BUTpaueHUH Ha mepeaady iHpopmalii, € KpUTHYHO BaXKJIUBOIO
XapaKTEePUCTUKOIO ITPH BUOOPI TEXHOJIOTIH Ta METOIiB Iepeiadi JaHUX.

JlaHa Moieib JO3BOJIsIE BUKOPUCTOBYBATH O€3IPOTOBY MEPEXKY JIJIsl BEJIMKOI KUIBKOCTI CTaHIIH(J10
32 craHuiil), sSKa 3aJ€KUTH BiJl pO3MIPY KOHKYPEHTHOTO BiKHA, PO3MIpH SIKOTO MOXYTb 3MiHIOBAaTHCh.
YuMm OinbplIuii po3Mip KOHKYPEHTHOTO BiKHA, THM OiJbllle CTaHLi 3MOXYTh OOMIHIOBATHUCS
iH(pOpMAaIli€r0 B OTHAKOBUH MPOMIKOK 4Yacy.

TakuM 4YHHOM, pO3po0JieHa METOJIMKa BUOOPY MIXKKaJIPOBUX IHTEPBAaNIiB, IO JIO3BOJISE 3aN00ITTH
BUHHUKHEHHIO KOJIi3iH, 110, B CBOIO Uepry, BIUIMBAE Ha Yac 3aTPUMKH Ta nepeaadi iHdopmarii Ta Hece 3a
c00010 BIUIMB Ha I[IHHICTH 1H(OpMAaIIii.
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The process of reviewing and analyzing of scientific information resources has been discussed in the paper. Analysis of
software solutions, as well as, the conclusions as for the possibility of developing additional information arrays based on
existing sources of scientific and scientometric information have been presented. The paper offers the approaches to storing
scientometric information, the optimized methods of obtaining and processing data. That provides the ability to digitize
publications to simplify searching and filtering scientific information and its further processing and replenishment of
information arrays with a new data. The architectural templates have been analyzed and the Viper has been selected as the
most suitable architectural template for the distribution of responsibilities and test coverage of the application. The choice of
Swift programming language has been substantiated. Strengths and weaknesses of these technologies have been considered.
The OS and Firebase data storage tool have been selected and discussed. The advantages of those technologies for the
development of a mobile application have been listed. The purpose of the work is to create a mobile application for the
operating system "iOS", version 11.0. The application must be a client that works with Firebase Cloud Firestore, which allows
searching and filtering publications, as well as, adding and deleting records from Firebase Cloud Firestore for the
administrators. Therefore it is necessary to implement the functionality that allows registering new and authorizing registered
users. The object of the research is processing scientometric and scientific knowledge. The subject of research is the methods
and tools of technology to automate the process of knowledge recording based on the scientific and scientometric information.

Keywords: filter, search, optimization, subject area, Scopus, Web of Science, Swift, iOS, application, Firebase, CocoaPods,
operating system.
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Po6ota npucBsiueHa OISy Ta aHalli3y pecypciB HayKoBoi iH(popMallii, aHamizy 3ac00iB IPOrpaMHHX PillleHb AJIS JOCATHEHHS
MOCTaBJICHOI METH, AOCIIKSHHS MOXIHUBOCTEH PO3pOOKH TOAATKOBHX iH(pOpMalifHNX MacUBiB Ha 0a3i iCHYIUMX DKeper
HayKOBOI Ta HayKOoMeTpm4yHOi iH(opMmamii. B pamkax poOOTH 3amporOHOBaHI MiIXoaW 30epiraHHs HayKOMETPHYHOT
iHpopMaIlii, crtocoON OTpUMaHHs Ta 0OpOOKM JaHWX, IO JO3BOJHTH ONTHMI3yBaTH 4ac poOOTH 3 iHPOpMAIl€I0 Ta HANACTh
MOXITUBICTH OIU(POBKH ITyOMiKamiid, 10 TO3BOJISIE 3aTy4aTH MEHIIEe PecypciB Ui pearizalii poOiT 3 mouryKy Ta ¢irsTpaiii
HaykoBoi iH(opmMarii i moxamemiol ii 0OpoOkK Ta MOMOBHEHHs iH(GOpMalifHUX MacHWBIB HOBUMH HaHUMH. B poGoTi Oymm
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MpOaHATI30BaHI apXiTEeKTypHI IMAOGJIOHM MicIS YOro 3poOJICHO BHCHOBOK, IIO JUIS HAWKpPAIIOro PO3HOALTYy OOOB'S3KIB, i
HOKPHUTTS [OATKy TeCTaMM, HaHOimblIe MiIXOAUTh apXiTeKTypHuil mabiaoH - Viper. OO6rpyHToBaHMii BHOIp MOBH
nporpamyBaHHs Swift. Byno posrisiHyTO cHibHI Ta ciabKi CTOPOHM NpH BUKOPHUCTAHHI IIUX TeXHOJOTiH. Po3rsHyTo o6pany
OC Tta 3aci6 30epexxenHs nmanux Firebase. IlepepaxoBaHi mepeBard BHILENEPEPaxOBAaHUX TEXHOJOTIH Ui PO3pOOKU
MOOUIBHOTO A0AaTKy. MeToio poboTH € CTBOPEHHS MOOITBHOTO IOAaTKy i omepauiiiHoi cuctemu "iOS" kommanii Apple,
Bepcii Bume 11.0. [Jonatok Mae siBisitu coboro KiieHT sikuit mpatoe 3 Firebase Cloud Firestore, sikuit 103BoJIsi€ 3iCHIOBATH
noIIyK Ta GinbTparito myomikariil a TakoXk y BUMAAKY, SIKIO KOPUCTYBad € aMiHICTPAaTOPOM 0JaBaTH Ta BUAAISATH 3aIlUCH 3
Firebase Cloud Firestore. B momatky HeoOXimHO peanmizyBaTd (YHKIIOHAN, IO JIO3BOJIIE BHPOOISTH PEECTpAIlio i
ABTOPH3ALI0 3apeecTpoBaHMM KopucTyBadaM. OOG'€eKTOM IOCHIKEHHS € nponec oOpoOKM HayKOMETPHUYHHX Ta HAYKOBHX
3HaHb. [IpeaMeToM IoCIHiKEHHS € METOAH 1 3aco0u iH(pOpMaifHUX TEXHOIOTIH AJIsT aBTOMAaTH3aMii Iporiecy oOliKy 3HaHb Ha
6a3i pecypciB HayKoBOI Ta HAyKOMETPHYHOI iHpopMarii.

Knwwuosi crosa: ¢pinomp, nowyk, onmumizayis, npeomemna obracme, Scopus, Web of Science, Swift, iOS, application,
Firebase, CocoaPods, onepayiiina cucmema.
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PaboTa mocssieHa 0030py M aHaIM3y PECypcoB HaydyHOH HH(OpPMAIWH, aHAIM3a CPEACTB MPOrPaMMHBIX PEIICHHH s
JIOCTH)KEHHUS! TIOCTaBJICHHOM LIeJH, NCCIEA0BaHMS BO3MOXKHOCTEH pa3pabOTKU JOMOIHUTEIbHBIX HH)OPMAIIMOHHBIX MACCHBOB
Ha 0a3e CyIIECTBYIOLIMX HCTOYHUKOB HAyYHOW M HayKOMeTpuueckoil nHdopmarmu. B pamkax paboTh! MpeaiokeHbl MOAX0bI
XpaHeHUs] HayKOMETPHYECKOH HH(OpMALUH, CIOCOObI MOJIydeHUs U oOpabOTKM JaHHBIX, YTO IMO3BOJHMT ONTHMH3HPOBAThH
BpeMst paboThl ¢ HMH(pOpMaIHeil ¥ MO3BOJUT OUU(PPOBKU IyOJIMKAIMH, TO3BOJISIET MPUBIIEKATh MEHBLIE PECYpCOB IS
peanm3anuu paboOT MO TMOWCKY W (UIbTpalMd HAayYHOH HWH(OpMamWu W TOCIenyromeill ee 00paboTKH M TONOJHEHHE
MH(POPMAIIMOHHBIX MaCCHBOB HOBBIMH JIaHHBIMU. B paboTe ObUIM MpOaHAIM3UPOBAHBI APXUTEKTYPHBIE IIA0IOHBI MOCTE YEro
clieJaH BBIBOJ, YTO JUIS JIYHIIEro paclpeieNeHHs O0S3aHHOCTEH, M MOKPBITHE NMPHIOKEHHH TECTaMM, OOJIbIIE TOJXOAUT
apXUTEKTYpHBIA mabnoH - Viper. O0OCHOBaH BBIOOp s3bIKa MporpamMmupoBaHus Swift. Beumn paccMOTpeHBI CHIIBHBIE U
ciabple CTOPOHBI TPH HCIONBb30BAaHUM ITHX TeXHonoruid. Paccmorpens! BeiOpaHHylo OC M CpeACTBO XpaHEHHs JaHHBIX
Firebase. [lepeuncienHble NMPEUMYIIECTBA BBIMICIIEPEUNCICHHBIX TEXHOJOTHH Uil pa3paboTKH MOOMIBHOTO TNPHIIOKECHUS.
Llenbio paboTHI SABIISIETCS CO3AaHME MOOMIIBHOTO MPHIIOKEHUsS I oneparonHoit cuctemsl "iOS" komnanun Apple, Bepcun
Beie 11.0. TIpunoxxenne K0DKHO MpeacTaBiIaTh coboit kiueHT padortaronmii ¢ Firebase Cloud Firestore, KoTopEIii mo3BosisieT
OCYLIECTBIIATh MOMCK M (HIBTPALMIO MyONMKAIMil a Takke B Clydae, €CIH IIOJb30BaTeNb SBISETCS aJMHHHCTPATOPOM
no0aBnATh W ymausath 3ammcu u3 Firebase Cloud Firestore. B mpuioxkeHnnm HEOOXOIMMO peaan3oBaTh (HyHKIHOHAI,
MO3BOJISFOIIMH MPOU3BOJUTH PETUCTPALIMIO U aBTOPU3ALIMIO 3apErHCTPHPOBAHHBIM MONIB30BaTe M. OOBEKTOM HCCIIeIOBaHUS
SBISIETCS Tporiecc 0OpabOTKH HAyKOMETPHYECKHX W Hay4HBIX 3HaHHWi. IIpeMEeTOM HCCIIeNOBAaHHS SBISIOTCS METOABI U
cpencTBa MH(GOPMAIMOHHBIX TEXHOJOTHH I aBTOMATH3allMM IIpOIecca ydeTa 3HAHMHM Ha 0a3e pecypcoB HaydyHOH M
HayKOMETpHUIECKOH nHdopmarmu.

Knrouesvie cnoga: gunomp, nouck, onmumuszayus, npeomemnas oonacme, Scopus, Web of Science, Swift, iOS, application,
Firebase, CocoaPods, onepayuonnas cucmema.

1. Introduction

The rapid development of information technology, its introduction into all spheres of modern life
has led to a sharp expansion of the concept of knowledge processing in computer systems. At the
beginning of the last century the total amount of human knowledge doubled about every fifty years,
nowadays it doubles every five years. That is why the problem of creating methods that will help
rationally organize the process of storing and operating information is of great importance.

Every year, the volume of scientific information grows. The number of experiments and publications
in various subject areas has been increasing constantly, resulting in an ever-growing need for recording
of scientometric information.
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The development and use of scientometric knowledge by modern digital technologies will form a
comprehensive view of the analysis of publishing activity and the possibility of using obtained data to
make important management decisions.

It is difficult to imagine a modern man without a mobile device in his hands. Whether it's a phone,
smartphone or other communicators - these devices are firmly and, apparently, for a long time, have
become established in society as indispensable everyday means of communication. With the advent of
new mobile devices and the variety of platforms on which they are developed, the business of creating
mobile applications for various purposes is expanding actively.

Due to the spread of COVID-19 we are facing with the issue of distancing all educational and
scientific processes, and recording the scientific information is not an exception.

2. Formulation of the problem

The purpose of the work is to create a mobile application for optimizing information about the
scientific activities of the education system employees based on the I0S operating system.

To achieve this goal, the following tasks have been formulated:

e to analyze the literature on existing software solutions and choose technologies for creating a
mobile application;

e to create a data storage model using Firebase;

to develop a mobile application for optimizing the research activities of the education system

employees by using the Swift programming language;

to test the developed software;

to create the documentation for the developed application;

to analyze the quality and speed of test results of the developed application;

to form an explanatory note.

3. Main part

The application prototype is the computer model of accounting for the scientific activities of the
education system employees created by using the C++ language, which has been developed as a
bachelor's thesis.

The main advantages of mobile applications are the simplicity of the communication between the
brand and the user, economic benefits and ease of use.

Interactive versions of printed publications are becoming more and more popular, which is why we
would like to overcome the limitations of working only with publications that are part of Scopus or
Web of Science and cover most of this subject area.

A mobile application can be an effective tool for attracting new students to participation in scientific
conferences or a convenient for working with existing publications.

The developed product has the following functionality:

e Integration with Firebase, namely:
o Google Authorization.
o Authorization via Facebook.
o Authorization via mail.
o Data storage.

e The authorization not only for administrators but also for regular users, which will allow user-
friendly functionality, has been added.

e The automatic check for belonging to the administrators’ list has been implemented for
authorization via mail. Successful check provides access to the functionality intended for the
administrators only, namely:

o Adding new records with the possibility to attach a document.
o Deleting old records.
e Adding publications to the favorites list.
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Viewing all posts.
Filtering the mail.

Searching for the publications by specified parameters.
Downloading the document.

4. Choice of programming language

After analyzing the advantages and disadvantages of Swift and Objective-C, Swift has been selected
as more convenient. Swift is a more productive language that allows faster creating of new applications.
The main differences between these languages are presented in Table 1.

Table 1 - Comparison of programming languages Swift and Objective-C

Swift

Objective-C

Accessibility to users of other
programming languages

The syntax is similar to other
well-known programming
languages such as: Python, Go,
JavaScript.

The syntax is much different
from  other  programming
languages, so it is quite difficult
to learn.

Code length

The code is more streamlined,
which reduces its length and
development time.

The implementation of the same
functions requires 2 times more
lines of code than in Swift.

Interactivity

You can create applications
interactively.

You cannot create applications
interactively.

Community using the language

Swift is much easier to learn,

but there are far fewer
professionals now than in
Obijective-C.

Most of the iOS applications in
the industry are written in
Objective-C.

Safety

Security is one of the core
concepts of Swift. Its design
eliminates several types of
potential errors in Objective-C.

Not as secure as Swift.

Open source

Swift is an open source
language. It is also used in
Linux, which creates the
possibility of its application in
the development of programs
for Android OS.

Has no source code, and is
exclusively focused on Apple
devices.

Completeness and stability of
the language

Swift is still under development

and Apple is constantly
releasing and adding new
features.

Objective-C has already been
created and used consistently.

When using Swift, the development process is simplified, easily accessible for novice programmers,
thereby reducing the cost of highly qualified specialists. The Apple support for language development
plays an important role as well. Rapid growth of the Swift community and its open-source character
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should be mentioned. Swift has been chosen because it is free and therefore available to a large number
of developers. Fig. 1 shows a graph of the growth of the Swift developer community since its launch.

Fig. 1 - Swift community growth graph

Reducing the time to write an application allows you to reduce costs and increase the company's

profit. Swift is suitable for writing new applications in short time.

5. Choosing an Application Architecture Pattern

As a result of the analysis of architectural patterns, the following conclusions can be made:

1) Traditional MV C is not applicable to modern 10S development.

2) Apple MVC is the best architectural pattern, in terms of development speed, but
noticeably complicates the application support.

3) MVP offers good testability, but also means a significant increase in code size. Its
features lie in the distribution because most of the responsibilities are divided between the
Presenter and the Model, while the View has a minimum of tasks. Testability is also an
advantage that is you can test most of the business logic because of the practical empty View.
MVP, as well as traditional MV C, is not suitable for the 10S development.

4) The peculiarities of MVVM are in propagation. The View in MVVM has more
responsibilities than the View in MVP, since MVVM updates the state from the ViewModel,
and the MVP only passes all events to the Presenter and does not update itself. In testability the
ViewModel knows nothing about the View, which allows you to test it without problems. The
View can also be tested, but since it depends on UIKit it is not advisable to test it. Thus,
MVVM combines the advantages of all the previously considered approaches to the
architecture of 10S applications and it does not require additional code to update the View.
Testability is also advantageous.
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5) VIPER surpasses all presented architectural patterns in distribution, testability, and ease
of learning new modules. The main features of VIPER are distribution, namely an excellent
ability to assign responsibilities, and testability. It is ease of use as well. A small amount of
code in VIPER blocks allows easily switching from one task to another, thereby increasing the
usefulness of the programmers’ work.

We can conclude that for the best distribution of responsibilities, and tests coverage of the
application, the VIPER architectural pattern is the most suitable.

6. Conclusions
The main functions and capabilities of the Firebase database have been analyzed, and the Swift
programming language has been chosen for developing a mobile application by using the VIPER
architectural pattern.
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The model of an automated control system for microclimatic indicators and energy consumption of greenhouses has been
developed. To design intelligent components and on their basis to synthesize adaptive computer systems for managing the
microclimate and energy efficiency of greenhouses is an urgent problem. The purpose of the work is to analyze greenhouse
management modes, to make comparative characteristic of the process automation systems, to develop an information scheme
of greenhouse-environment interaction, as well as, a structural scheme of greenhouse microclimate control, to select modern
technologies to implement automatic climate control systems and to analyze the capabilities of the developed control model of
a technological process. The research methods are based on the basic principles of the theory of heat and mass transfer using
modern elements of computerized control. The structure of the greenhouse microclimate control system with a variable
composition of equipment that provides rapid adaptation to the management requirements of a particular greenhouse has been
developed. It has been proposed to develop the components and the structure of a greenhouse microclimate control system with
implementation of the comprehensive approach, which includes communication and information management systems and
technologies, a modern element base, the Android software, decision support tools. This approach is based on the following
principles: consistency, variability of the equipment composition, openness, modularity, and usage of a set of basic design
solutions. The microcontroller is the central control device of the entire control system. An availability graph of the client-
server communication for the greenhouse microclimate control system, which has two final states, has been developed.

Keywords: microclimate, greenhouse, control, automatic control system, microprocessor, hardware, element base.
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Po3poOka Mojeni aBTOMATH30BaHOI CHUCTEMH YHPABIIHHS MIKPOKIMMATHYHHMH  [OKa3HHKAMHM 1 CHEpPrOCHOXUBAHHIM
TEIJIMYHOTO TOCIOIAPCTBA. AKTYalIbHOIO ITPOOJIEMOIO € MPOEKTYBAHHS IHTEIEKTYaJbHUX KOMIIOHEHTIB Ta CHHTE3 Ha 1X OCHOBI
aJIaNITUBHUX KOMIT FOTEPHHUX CHCTEM YNPaBIiHHS MIKPOKIIIMATOM Ta €Heproe(eKTHUBHICTIO TEINTHYHOTO rOCIoapcTBa. MeToro
poOOTH € aHaNi3 METOMAIB YIPABIiHHS PeKAUMaMU poOOTH TEIUIMYHOTO TOCIIONAPCTBA, MOPIBHAIbHA XapaKTepHCTHKA 3ac00iB
aBTOMATH3aIlil YIpaBIiHHSI TEXHOJIOTIYHUM IIPOIECOM, PO3poOKa cxeMH iH(opMariiHOi B3a€MOIi TEIUTHIN 3 OTOYCHHSIM Ta
CTPYKTYpHOI CXEMH VIPaBIiHHSA MIKPOKIIMATOM TEIUIMI, MiAOIp CydacHMX TEXHIYHHX 3aco0iB peamizalii cucreM
ABTOMATHYHOTO PETYJIFOBAaHHS MIKPOKIIIMATY Ta JOCIIPKEHHSI MOXKIIMBOCTEH PO3pOo0OIeHOT MOENi YIIPABIiHHS TEXHOJIOTTYHIM
nporecoM. MeToan AOCTiKeHb IPYHTYIOTBCS Ha OCHOBHHX IOJIOKEHHSX TeOpil Terno- i MacooOMiHy 3 BHKOPHCTaHHSIM
CYYacHUX €JEMEHTIB KOMI'IOTEpH30BAHOIO YIPABNiHHA. PO3pOOJICHO CTPYKTYypy CHUCTEMH YIPABIiHHS MIKPOKIiMaToM y
TEIUINL, SIKa Ma€ 3MIHHHH CKyiaa oOJlaiHaHHs, 110 3a0e3nevye IIBHAKY aJanTalilo A0 BUMOT YNPaBIiHHS Ui KOHKPETHOT
TEIUIHL. 3arpoNOHOBaHO PO3POOIATH KOMIOHEHTH 1 CHHTE3YBAaTH CTPYKTYPY CHCTEMH YIPaBIiHHSA MIKPOKJIIMAaTOM TEIUIHIL
3IHCHIOBATH 32 KOMIUIEKCHHM IIJIXOJIOM, SIKHH OXOIUTIOE KOMYHIKaIliiiHi Ta iH(OpPMAIiifHO-YIPaBIAIOYi CHCTEMH Ta
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TEXHOJIOTii, CydacHy eJeMeHTHy 0a3y, nporpamHe 3abesmedeHHs 3 BukopucTaHHAM OC Android, 3acobm miaTpuMKH
NPUHHATTS pIlICHb 1 IPYHTYEThCS Ha TaKUX IPHHIMIAX: CHCTEMHOCTi, 3MIHHOTO CKJIaqy OOJNajHAaHHS, BIAKPHUTOCTI,
MOZYJIBHOCTI Ta BUKOPUCTAHHS KOMIUICKCY 0a30BHX NMPOEKTHHX pilleHb. MIKpPOKOHTPOJEP € HEHTPAILHUM YIPaBIISTIOUNM
MIPUCTPOEM BCi€i cucteMu ymnpaBimiHHS. Po3pobneHo rpad) HOCSIKHOCTI A KOMYHIKaIii MK KIIIEHTOM Ta CEPBEpOM IS
CHCTEMH YIIPaBIiHHA MIKpOKIIMAaTOM TEIUIMI,IKUHA Mae 1Ba KiHIEB1 CTaHU.

KnawuoBi ciaoBa: MiKpoKITiMaT, TEIUTHIIS, YIPAaBIiHHS, aBTOMATHYHA CHUCTEMa YIPABIIHHI, MIKpPOMPOIIECOp, amapaTHe
3a0e3neUeHHsI, eJIeMEHTHA 0a3a.
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I'eoprueBuu cucmemomexnuxu, XapbKo8ckuil HayuoOHAnLHbIlL YHusepcumem umenu B. H.
Kapasuna, nrowaows Ceobo0vt, 4, Xapvros, Yrpauna, 61022,

Pa3paboTka MOJENM  aBTOMATU3MPOBAHHOH  CHCTEMBI  yNPAaBICHUS ~ MHUKPOKIMMATHYECKMMM  IOKa3aTelsiIMH |
SHEpronoTPeOICHNEM TEIUIMYHOTO XO3SMCTBA. AKTYaJbHOH MNpPOONIEMOH SBISETCS IPOSKTUPOBAHUE HHTEIUICKTYaIbHBIX
KOMIIOHEHTOB M CHHT€3 Ha HX OCHOBE AaJalTUBHEIX KOMIIBIOTEPHBIX CHCTEM YIPABICHHS MHKPOKIMMATOM U
9Heprod(HeKTHBHOCTBIO TEIUTMYHOTO X03sHcTBa. L{enbio paboTHI SBIISETCST aHAIN3 METOJIOB YIIPABICHUS PEKUMaMU PabOTHI
TEIIMYHOTO X035HCTBA, CPABHUTEIbHAS XapaKTEPUCTHKA CPEACTB aBTOMATH3AIMH YIIPABICHHSI TEXHOJIOTHUECKUM IIPOLIECCOM,
pa3paboTKka cXeMbl MHPOPMALMOHHOTO B3aMMOJCHCTBHS TEIUIMIBI C OKPYXKAIOLUIMMHU M CTPYKTYPHOH CXEMbI YIpPaBICHHS
MHKPOKIMMATOM TEIUIMIBI, HOAOOD COBPEMCHHBIX TEXHHYECKHX CPEACTB peaju3allid CHCTEM aBTOMAaTHYECKOTI'O
peryJIupoBaHUs MHUKPOKIMMAara M HCCICIOBAaHUS BO3MOXKHOCTEH pa3pabOTaHHOH MOJENH YHpaBICHUS TEXHOJIOTHYECKHM
nporeccoM. MeToAbl MCCIIEIOBaHUH OCHOBBIBAIOTCS HA OCHOBHBIX IOJNIOXKEHUSX TEOPHM TEIUIO- M MaccooOMeHa ¢
UCIIOJb30BAaHHEM COBPEMEHHBIX 3JIEMEHTOB KOMIBIOTEPH3MPOBAHHOTO YIpaBieHus. Pa3paboTaHa CTpyKTypa CHCTEMBI
YIpaBIeHHUs MUKPOKIMMATOM B TEIUIMIE, KOTOpas HMMeeT NepeMEeHHBI cOCTaB 000pyIOBaHMs, 00ECIeunBaeT OBICTPYIO
ajanTtanvio K TpeOOBaHWSAM YIpaBieHHs JUIi KOHKpeTHOW Terumubl. [IpemnoskeHo pa3pabaThiBaTh KOMIIOHEHTHI U
CHHTE3UPOBaTh CTPYKTYpPY CHCTEMBI YIPABICHUS MHUKPOKIMMATOM TEIUIMIBI OCYIIECTBISTH C KOMIUICKCHBIM IOJXOIOM,
KOTOPBI OXBATHIBAET KOMMYHHKAIIMOHHBIE W HH(GOPMAIMOHHO-YIIPABISIONIME CHCTEMBI M TEXHOJOTHH, COBPEMEHHYIO
JJIEMEHTHYIO 0a3y, mporpaMMHoOe obecrieueHne ¢ ucnonb3oBanneM OC Android, cpeacTBa MOANECPKKA MIPUHATHS PEIICHUN U
OCHOBBIBAETCS Ha CJICAYIONIMX MIPUHIMIAX: CHCTEMHOCTH, IIEPEMEHHOTO COCTAaB 000PYI0BaHMUs, OTKPBHITOCTH, MOAYIFHOCTH U
HCIOJIb30BaHUsI KOMIUIEKCa 0a30BBIX NPOEKTHBIX pelieHHil. MHKPOKOHTPOJIEp SBISETCS LEHTPAIbHBIM YIPaBISIONM
YCTPOMCTBOM Beell cHcTeMbl yrpapieHus. Paspaboran rpad) 10csaraeMoCTH U1 KOMMYHHKAIMH MEXIy KIHEHTOM U CepBEpOM
JUISL CUCTEMBI YIIPaBJICHHSI MUKPOKIMMATOM TEIUTHIBI, UMEIOIHI 1Ba KOHEUHBIE COCTOSIHUSL.

Knroueesvie cnosa: MUKpOKAUMam, meniuya, ynpaejlenus, aemomamudecKas cucmema ynpdaeilenus, MUuKponpoyeccop,
annapantoe O6€CI’!€’~£6HM€, anemenmuas 6asa.

Introduction

The agricultural sector of Ukraine is of great importance for the economy and is the basis of its
citizens’ well-being.

The agro-industrial sector of Ukraine formed about 13% gross domestic product (GDP) in 2018. The
share of agricultural products in total Ukrainian export during this period amounted to 39.8%, or a
record $ 18.8 billion. The agricultural sector, due to its development, as well as, the decline of other
industries, has established its status as a budget donor and among with information technologies (IT) is
one of the leading sectors of the Ukrainian economy.

Since the greenhouses are an important part of the agricultural sector, the model of its management
systems, its microclimatic indicators, as well as, its design and operational factors are highly relevant.

A greenhouse is an enterprise for the indoor growing of vegetables or seedlings for the open ground.
The main structure of each greenhouse is a special cultivation room with a coating of translucent
material (glass, polyethylene membrane). Heating in greenhouses can be provided by solar, biological
(by biofuel), technical (hot water, steam, electricity, thermal waste of industrial enterprises, etc.) or
geothermal energy sources. The main greenhouse crops are the vegetables (cucumbers, tomatoes,



Bulletinof V.N. KarazinKharkivNationalUniversity
88 series «Mathematicalmodeling. Informationtechnology. Automatedcontrolsystemsyissue 47, 2020

peppers, lettuce, horseradish, parsley, radishes, onions, celery, cabbage), melons (zucchini, melons,
watermelons), fruits (lemon, peach), berries (strawberries), decorative flowers (carnation,
chrysanthemum, rose, etc.) and mushrooms.

Greenhouses are very cost-effective: the cost of their construction pays off in 4-5 years.

Automatic control system for process plan of a greenhouse

Automatic control system for process plan (ACS PP) of a greenhouse is the basis of high yields and
profitability of greenhouse production. It is known that the growth and development of plants directly
depend on environmental conditions: the amount of light, heat, air quality, water, nutrients and other
factors. Automated control of technological parameters allows us to control the microclimate in the
greenhouse: temperature and humidity, carbon dioxide concentration, soil moisture and pH level,
lighting, as well as remotely control the modes of greenhouse operation. The system of the automated
microclimate control can include automatic watering, system of carbon dioxide replenishment, heating,
ventilation, etc. Today, the ACS PP greenhouses are widely used by private farms to maintain the
necessary temperature and humidity conditions in greenhouses.

The ACS PP of the greenhouses includes:

* automatic regulators, thermostats to maintain the optimum temperature;

* monitoring sensors to monitor temperature, CO2 levels, humidity;

» methods of automatic control for measurement of the controlled parameters;

« annunciators to inform about the reaching the set limit values;

* power supplies, switching and protective equipment, manual controls;

* engineering systems: ground heating; electric illumination; irrigation system;
 complete automation cabinet, ventilation equipment, auxiliary components, etc.

Automation of the process of growing greenhouse products provides full conditions for the
development and plant growth. The usage of hardware and software complex of automated control of
technological parameters of greenhouses means increasing profits and lowering production costs. The
advantages of ACS PP of the greenhouses appreciated by agronomists, technologists, farmers and
gardeners, as automated process control allows increasing output of greenhouse products and profits.
With the help of an intelligent automated system, it is possible to monitor the parameters in the
greenhouse around the clock, and adjust them remotely if necessary.

Functional capabilities of ACS PP of the greenhouses

"Smart greenhouse" is the key to successful crop production and economic efficiency of growing the
greenhouse plants. ACS PP greenhouse operates as follows. The sensors record the values of
technological parameters and transmit signals to the controller. Depending on the controller program
the received data are processed and transferred to the personal computer or the smartphone in the form
understandable by the operator (tables, mnemonics, graphics, etc.). Control signals can be issued from
the controller to the activators to maintain the set values of technological parameters. By using the
automated workplace the operator can set the necessary technological mode of operation of the
greenhouse and control all ongoing processes.

Functionalities of ACS PP of the greenhouse:

» to control temperature automatically;

» to maintain the set parameters of a microclimate accurately;
» to display the technological information;

» to control and diagnostics of electrical equipment;

» to regulate process parameters.

ACS PP is a highly efficient tool for greenhouses, the purpose of which is to maintain optimal
parameters for plant growth. Automation opens up new opportunities for greenhouse production and
allows agribusiness to reach a new level. Thus, with the help of the automated climate control system of
the greenhouse it is possible to maintain the required temperature and humidity regime, diagnose the
technical condition of the equipment, use water, heat, energy resources economically. The introduction
of ACS PP of the greenhouses helps to improve the quality of greenhouse products and increase the
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efficiency of crop production by maintaining acceptable climatic conditions, minimizing losses and
reducing plant illness.

Formulation of the problem

The yield of greenhouses is largely determined by the microclimate, which is provided by modern
computer control systems.

To evaluate the energy efficiency of greenhouses the indicator "energy consumption" is used, which
characterizes the level of consumption of energy resources per unit of a product. The main problems of
low energy efficiency of greenhouses are: excessive consumption of energy resources due to low
energy efficiency of technologies and equipment and imperfection of schemes due to increased share of
natural gas consumption and insufficient use of energy from alternative fuels and renewable sources;
low level of management of energy efficiency and energy consumption.

Energy efficiency of greenhouses can be increased by such measures as the reduction of
technological and non-production losses of energy resources by modernization of energy supply
schemes and equipment, introduction of modern energy-efficient technologies, the optimization of the
structure of consumption of fuel and energy resources, in particular, the replacement of traditional types
of energy resources with other types such as renewable energy sources and alternative fuels,
improvement of the management system of energy efficiency and energy consumption.

The main problem of developing intelligent components of microclimate control systems in
greenhouses is the formation of requirements, the choice of data processing methods and the means of
their implementation (software, hardware or software and hardware). Therefore, the actual problem is to
design intelligent components and synthesize the adaptive computer systems for microclimate control
and energy efficiency of greenhouses which adopt those components.

Software

Modern human society is surrounded by a large number of auxiliary mechanisms that facilitate the
life of the individual. Every year, technology is getting "smarter", taking over many routine tasks that
people previously had to deal with.

The most basic things such as greenhouse management, traffic light regulation, supervising indoor
ventilation or heating systems, controlling elevators, and millions of other daily routines previously
required the direct involvement of a human operator. Now the technological devices are controlled by
computers and microcontrollers such as the Arduino Mega 2560 board, the heart of which is the
ATMega2560 microcontroller.

The microcontroller is represented by a RISC processor developed by AVR and operates at a
frequency of 16 MHz, which is the greatest in the entire ATMel product line. Its chip contains all
devices related to the general concept of a computer system: reprogramming static, as well as flash
memory, interface bridges, multiplier.

The processor is characterized as a calculator of a single response time to execute any command,
regardless of its complexity. The address bus and internal registers is 8 bits size. The maximum size of
the external SRAM memory which can be connected is 64 KB. The frequency setting generator is part
of the controller chip itself.

ATMega2560, in addition to standard, discrete parallel and serial inputs/outputs, is equipped with
analog signal converters.

Also in addition to the ATMega2560 microcontroller, the Arduino Mega 2560 board includes the
following components:

» USB connector;

* reset button;

« ICSP1 connector;

* LED indication;

* ICSP1 connector;

* voltage regulator - 3.3V,

* ATmegal6U2 microcontroller;
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* external power connector;

* voltage regulator - 5V.

The main points of the model

The design of modern greenhouse climate control systems is based on system integration, which
consists of a system approach covering all levels of integration of greenhouse management processes,
and taking into account the requirements and efficiency of their application. It is expedient to develop
greenhouse microclimate management systems on the basis of an integrated approach, which includes
communication and information management technologies and systems, modern element base,
software, decision support tools and is based on the following principles: consistency, equipment
variability, openness, modularity, and usage of a set of basic design solutions.

The development of the modern control systems lies in the direction of reducing the size, weight and
energy consumption, increasing reliability, functionality and intellectualization. Therefore, the new
management systems based on new intelligent information technologies and a modern elemental base
appear.

The microclimate in the greenhouse is controlled by a control system, the main components of
which are: a microcontroller system, a mobile or PC operating system, sensors and activators (Fig. 1).
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Figure 1. Block diagram of microclimate control in greenhouse

The microcontroller system consists of an Arduino board based on an ATmega2560 microcontroller,
an Ethernet module, a memory module and an interface module.

The microcontroller connects all system modules into a single system. It is responsible for the
autonomous management of the greenhouse microclimate. For this purpose, the microcontroller
receives the sensor readings through the interface module and controls the activators according to the
internal program.

The internal program analyzes the limits of the required parameters of the microclimate and
generates control signals. If there is a connection to a mobile or computer control device, the
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microcontroller checks for changes in the greenhouse control parameters and overwrites the
configuration file.

By developing intelligent components and using them in the control system, it is possible to
effectively manage the microclimate and energy efficiency of the greenhouse. The study of the
operations proves increased efficiency of this model. After the analysis of the element base and other
indicators, it has been found that the proposed Arduino board based on the ATmega2560
microcontroller is efficient and on a par with the competitors.

The accessibility graph for the client-server communication in the greenhouse microclimate control
system has been constructed (Fig. 2)
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Figure 2. Accessibility graph for the client-server communication in the greenhouse microclimate control
system

The accessibility graph for the client-server communication in the microclimate control system of a
mini-greenhouse has two final states. The transition to the first final state means the successful
communication between the client and server. The transition to the second final state means that a
communication error has occurred and the requests have not been fulfilled. The accessibility graph is
finite without blind spots and all states are reachable, therefore, the model works correctly.

Conclusion

Important trends in modern agricultural production are the constant growth of its scale, increasing
the quantity and quality of agricultural products, on the one hand, and the progressive shortage of labor,
the unpopularity of monotonous and heavy manual labor in agriculture and animal husbandry on the
other. The complex mechanization and automation of production are of the utmost importance and
sometimes the single way of resolving those contradictions.
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Thanks to mechanization and automation of production, labor productivity could be increased
greatly. The implementation of integrated automation is of great economic importance, because it
guarantees a positive economic effect.

Automation of agricultural production increases the reliability and prolongs the equipment life cycle,
facilitates and improves working conditions, increases occupational safety and makes agricultural work
more prestigious, reduces labor turnover and saves labor costs, increases the number and quality of
products, accelerates the process of erasing boundaries between mental and physical, as well as,
industrial and agricultural labor.
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