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Analysis of the implementation of the combined Suricata intrusion
detection system with a machine learning model

Relevance. The study presents a comparative analysis of intrusion detection and prevention systems (IDS/IPS) functioning with
and without artificial intelligence (Al) integration. Conventional signature-based systems such as Suricata effectively detect
known threats but often fail to recognize new or modified attack patterns. Therefore, integrating Al technologies offers a
promising way to enhance adaptability and minimize false positives.

Obijective. The study aimed to evaluate the efficiency of the open-source Suricata system in two configurations: a standard mode
using signature-based detection and a modified version enhanced with a machine learning module. The goal was to determine
how Al affects detection accuracy, response time, and alert reliability under various cyberattack scenarios, including DoS and
brute-force attempts. The experiment was performed in a virtualized environment consisting of three nodes: Kali Linux as the
attacker, Windows 10 as the target, and Suricata as the monitoring system.

Research Methods. Methods of statistical modeling and comparative analysis were applied. In its base form, Suricata relied
solely on predefined rules, while in the Al-extended version, an analytical module employing the Random Forest algorithm
processed log data to classify network events. The model was trained on labeled datasets containing normal and malicious traffic,
using extracted statistical and protocol-level features.

Results. Analysis showed that the baseline Suricata achieved a detection rate of 87-92% and precision of 80-85%, generating
excessive alerts during DoS simulations. After Al integration, the number of alerts decreased more than threefold, the detection
rate increased to 93-96%, and precision rose to 90-94%. Additionally, the average response time was reduced to 1-1.5 seconds.
Conclusions. Integrating machine learning algorithms into the capabilities of Suricata IDS significantly increased its efficiency,
reduced the number of false positives, and improved the system's ability to adapt to new cyber threats. The results confirm that
combining a signature approach with Al-based analytics provides a more reliable and intelligent approach to modern network
security.

Keywords: cybersecurity, Intrusion Detection System, Artificial Intelligence, Machine Learning, Suricata, statistical analysis,
comparative analysis.
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Introduction

Intrusion Detection Systems (IDS) and Intrusion Prevention Systems (IPS) are now an integral
component of modern communication infrastructures operating in the complex and dynamic environment
of cyberspace. They provide a significantly higher level of protection than traditional security measures
such as antivirus software, spam filters, and standard firewalls. With cyber threats constantly evolving
and new forms of attacks emerging, the role of IDS and IPS has grown significantly: these systems have
gone from being auxiliary mechanisms to becoming key components of a comprehensive information
security system [1, 2, 8].
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IDS systems monitor network traffic to detect potentially dangerous actions, security policy violations,
or unauthorized access attempts. Their main purpose is to identify suspicious activity and promptly notify
the administrator of possible threats. IDS analyzes traffic using different approaches: signature-based,
where data is checked against known attack patterns, and behavior-based, where the system detects
deviations from normal user or service behavior [6]. Traditional signature-based intrusion detection
methods, which rely on established attack models and their signatures, have proven to be insufficiently
effective in the face of constantly changing and complex cyber threats [3, 12]. Inthe second case, artificial
intelligence technologies are increasingly being used, which allow the system to learn independently
based on previous data and recognize new, previously unknown types of attacks. This ensures high
efficiency in countering new methods of cyberattacks that do not have known signatures in databases.
However, with the growth in the amount of data, detecting anomalies and malicious behavior on the
network is becoming an increasingly difficult task when training machine learning models [3, 11]. Unlike
IDS, IPS not only detects threats but also actively responds to them. While IDS is a monitoring system
that only warns of suspicious activity, IPS is an active defense system capable of automatically blocking
dangerous traffic, interrupting connections, or changing data routing to prevent damage. Thus, IPS can
be considered the next stage in the development of IDS, as it combines analysis and response capabilities
in a single solution.

Both systems are often integrated into the overall cyber security architecture of an organization [1].
IDS is usually located "out of band” — that is, it processes a copy of the traffic without affecting its
transmission speed. This avoids delays and ensures network continuity even under heavy load. IPS, on
the other hand, is installed directly in the traffic flow — in the "gap" between network segments, allowing
it to actively intervene in the data transfer process, filter malicious packets, and prevent attacks from
penetrating. However, this location has its drawbacks — in case of overload or malfunction, IPS can
become a bottleneck in the system, affecting the overall network throughput [4].

One of the main advantages of IDS/IPS is their ability to work in conjunction with other security
measures, such as firewalls, access control systems, or antivirus solutions. In modern network
architectures, IPS is often integrated into a next-generation firewall (NGFW), creating a single platform
that simultaneously performs filtering, monitoring, and attack prevention functions [5, 6]. This allows
you to increase the level of protection for your organization and minimize response time to security
incidents.

Modern IDS/IPS systems also support real-time threat detection. They collect traffic data, analyze user
behavior, check access to external resources, and track abnormal activity. For example, the system can
detect attempts to connect to botnet command centers, unauthorized requests to external IP addresses, or
suspicious activity within the corporate network [5]. If a security policy violation is detected, the system
generates a message for the administrator or automatically applies appropriate measures—blocks the
source of the threat, isolates the network segment, or activates other security mechanisms.

Thus, IDS and IPS perform complementary functions in ensuring information security. IDS focuses
on detailed traffic analysis and identifying potential risks, while IPS not only detects but also actively
counteracts attacks. Together, they create a multi-layered protection system that allows an organization
to respond to cyber threats in a timely manner, reduce the risk of information leakage, and maintain the
stability of the network infrastructure [6]. In a world where the number and complexity of attacks are
growing daily, the use of IDS/IPS is a prerequisite for building a reliable cyber defense system for any
modern organization.

In machine learning models, the goal is to create an implicit or explicit model. Although they are
resource-intensive by nature, such schemes can change their execution strategy as new details are
obtained. A hybrid methodology works with a combination of two or more methodologies, allowing the
strengths of each individual methodology to be leveraged. For example, when an anomaly-based
mechanism for data filtering is combined with a signature-based mechanism that detects intrusions, the
result is a hybrid detection system [2].

A distinctive feature of IDS/IPS in modern wireless networks is the need to use hybrid threat detection
methodologies. This is due, among other things, to the impact on network traffic of natural and artificial
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interference factors that are inevitably present in their radio channels and can significantly degrade the
signal-to-noise ratio. However, anomaly detection systems produce a high percentage of false positives,
since even statistically normal events can be mistakenly identified as anomalies [2]. For example, even
strong natural fluctuations in the level of radio signals in the network can be perceived by the intrusion
detection system as a denial-of-service attack.

Such features make it relevant to develop combined intrusion detection systems based on signature
and behavioral approaches that use effective artificial intelligence methods for use in modern wireless
networks.

1. Building a machine learning model

Despite the fact that traditional signature-based systems have difficulty detecting unknown types of
attacks, their advantage is their potentially high performance. This advantage determines the need to use
signature-based IDS/IPS in high-speed wireless networks. Adding the ability to assess abnormal system
behavior for event classification can significantly improve the overall effectiveness of the system [4, 10,
11]. The open source Suricata system from the Open Information Security Foundation was used as the
signature system. It was combined with a machine learning model to provide additional event
classification. These systems are very good at detecting both common and anomalous threats because
they use complex algorithms for self-learning and adaptation based on the evaluation of network
performance parameters.

To build an artificial intelligence model that filters IDS alerts, an experimental network was used in
which Suricata generated a stream of events in eve.json format [5]. At the same time, the
attacks_schedule.log file was kept, where the time limits for performing test attacks were recorded. This
data was combined into a single source of truth, where each record from eve.json was labeled "1" if its
time fell within the attack window, or "0" if it belonged to normal traffic. This approach ensured automatic
and reproducible data labeling without the need for manual classification.

After that, feature extraction was performed—a set of parameters characterizing traffic behavior was
formed from each alert and related flows. These features included the signature ID, threat level, source
and destination ports, protocol, frequency of alerts from a single source over a given period of time,
number of unique ports, session duration, time of day, and private IP address usage. A simple mechanism
for counting previous alerts in a sliding time window was implemented, which made it possible to obtain
basic but informative features for training.

The model was trained offline. Based on the analysis of the capabilities and practicality of
implementing machine learning algorithms [2, 3, 9-12] to solve the task at hand, the Random Forest
algorithm was chosen, which combines high prediction accuracy, the ability to process different types of
data, and clear interpretation of results [9]. The input dataset was divided into training and test samples
while maintaining the ratio between positive and negative examples. After training, the metrics of
accuracy, completeness, F1-measure, and confusion matrix were evaluated. The main focus was on
achieving a high level of recall (so as not to miss real attacks) while reducing the number of false positives
(precision).

After validation, the model was saved as a file (rf_model.pkl) and integrated into Suricata as an
additional post-processing layer. In the simplest scenario, the model worked offline: after the traffic
collection session was completed, the alerts were exported to a CSV file, passed through a feature
generation pipeline, and the classification results were stored as a filtered set (filtered_alerts.csv)
containing only the most relevant events. In another application, a real-time script was used to monitor
the eve.json stream, build features for each new record, and predict its value using the model. If an anomaly
was detected, the alert was forwarded to the monitoring system or SIEM, while normal events were marked
as insignificant or filtered out [10].

In practice, this model significantly reduced the number of noise alerts generated by Suricata, allowing
analysts to focus on truly important incidents. Thanks to the use of real-world log training, the model
learned to recognize characteristic attack patterns and respond to atypical activity even when standard
IDS signatures failed. Thus, the system demonstrated its ability to adapt to new types of threats and
increased the overall accuracy of their detection. Our study used the logical diagram of the artificial
intelligence model training algorithm shown in Fig. 1. First, several types of attacks were carried out, the
data for which are presented in Table 1. The traffic generated by these attacks was subsequently processed
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by the Suricata IDS system and saved in the eve.json file. The model was trained based on the resulting
file and on typical sets of Internet traffic from GitHub.

Raw alerts & logs,
» Downloaded set of
traffic

Network traffic IDS(Suricata)
(packets, flows) o -eve. json

¢_I

Feature extraction Al model
(e.g. pre-alert, pre- (Random forest)
flow) Train/Predict

v

Filtered alerts
(high priority)
(or score + metadata)

Y

Monitoring&Feedback
(retrain, audits, grounf truth)

Fig. 1 Diagram of the IDS model training process based on network traffic
Puc. 1. Cxema npoyecy nasuanns mooeni IDS na ocnogi mepesicesozo mpagiky

At the same time, the limitations of the approach were taken into account. The model remained
sensitive to the specifics of the environment in which the training took place and required periodic
retraining on updated data. Therefore, in production scenarios, it was considered an auxiliary intelligent
filter rather than the sole source of truth. All model decisions were logged for further audit, which allowed
tracking its performance, identifying classification errors, and improving the algorithm. This architecture
provided a balance between detection accuracy, resistance to new attacks, and practical usability in cyber
defense systems.

2. Comparative analysis of systems

The experiment was performed in a virtualized environment consisting of three nodes: Kali Linux as
the attacker with IP address 172.22.254.171, Windows 10 as the target with IP address 172.22.242.178,
and Suricata as the monitoring system with IP address 172.22.251.181.

As part of this experiment, the effectiveness of the intrusion detection system (IDS Suricata) was
evaluated during the detection of attacks in a controlled environment. The aim of the study was to
determine the system's ability to identify network threats, evaluate the accuracy of responses, response
speed, and the level of false alarms.

Three main data sources were used for this purpose:

1. APCAP file recording all network traffic during the experiment;

2. The eve.json file containing the IDS Suricata alert log;

3. Afile with the time intervals of the attacks, which serves as a "ground truth" for comparison.

2.1. Methodology for evaluating intrusion detection systems

The effectiveness of the intrusion detection system was evaluated by comparing the performance of
IDS Suricata in its basic configuration and after integrating the artificial intelligence module. The
methodology involved a comprehensive test of the system in a controlled network environment [4]. At
the same time, a qualitative analysis of the results was carried out, which involved building a timeline of
IDS triggers, analyzing the dynamics of the system's response, and identifying the types of attacks that
were successfully detected or missed. For objectivity of comparison, data from IDS without Al and with
an integrated machine learning model were analyzed under the same conditions and using the same attack
scenarios.

The methodology also included evaluating the effectiveness of the artificial intelligence model used to
filter alerts. To do this, we used classification results obtained using the Random Forest algorithm, which
was trained on previous Suricata logs with events labeled as "attack” or "normal activity.” Comparing the
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results of the two systems made it possible to determine the impact of Al on reducing the number of false
positives, improving attack detection accuracy, and reducing response time.

The following key metrics were used to evaluate the effectiveness of the IDS [4, 8]:

» False Positives (FP) — the number of alerts that did not correspond to any real attack;

o False Negatives (FN) — the number of attacks that the IDS did not detect;

e Detection latency — the average time between the start of an attack and the moment the first alert
about it was generated.

2.2. Modeling analysis results

For the analysis, several test attacks were carried out from the Kali Linux attack machine on a Windows system
protected by IDS.

Figure 2 shows an example of IDS Suricata logs from the eve.json file. As can be seen from the figure, there are
several warnings about LOCAL Possible volumetric spike (many flows) and LOCAL UDP volumetric spike to DNS
port, indicating a possible DOS attack.

Fig. 2 Example of IDS Suricata traffic filtering
Puc. 2. Ilpuxnao ¢ginompayii mpagixy cucmemoro 1DS Suricata

Figure 3 shows the exact start and end times of the attacks. This data can be used to analyze the IDS
in detail.

- cat attacks_schedule. log
:54+0000 START fast_nmap_portscan

:12+0000 END fast_nmap_portscan

:00+0000 START ssh_bruteforce

:14+0000 END ssh_bruteforce

:41+0000 START rdp_bruteforce

:51+0000 END rdp_bruteforce

:19+0000 START SQL_like

13340000 END SQL_like

:30+0000 START DOS

:45+0000 END DOS

:19+0000 START slow_nmap_portscan
:46+0000 END slow_nmap_portscan

Fig. 3 Timelines of attack start and end
Puc. 3. Xpononoeis nouamky ma 3agepuieHus amaxu
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Tables 1 and 2 present the statistics of the analysis of the pcap file, which stores traffic during testing,
the eve.json file with IDS Suricata filtering, and the attacks_schedule.csv file, which specifies the start
and end times of the attacks.

Table 1. Statistics on attacks detected by the Suricata IDS system
Tabauys 1. Cmamucmuxa amak, suseienux cucmemoro IDS Suricata

Types of attacks Number of responses, Number of Number of
first wave of attacks | responses, second | responses, third
wave of attacks wave of attacks
Fast port scan 2 6 3
Slow port scan 84 57 43
SSH brute force 1 1 1
RDP Brute-force 1 1 1
HTTP attacks SQL.i-like (curl) 21 30 22
DoS / volumetric spike 287119 177623 93437
Table 2. Most common IDS Suricata security alerts
Tabnuys 2. Hatimowupeniwi cnosiwenns 6esnexu cucmemu 1DS Suricata
Number of alerts Number of alerts | Number of alerts
Message during the first wave of | during the second | during the third
attacks wave of attacks wave of attacks
SURICATA STREAM 3way 274862 169774 8998
handshake excessive different
SYNs
SURICATA STREAM Packet 607 4559 1727
with invalid ack
SURICATA STREAM 6074 4559 1727
SHUTDOWN RST invalid ack
LOCAL Possible volumetric 75 72 67
spike (many flows)
LOCAL UDP volumetric spike 63 51 39
to DNS port
ET INFO Python BaseHTTP 23 21 22
ServerBanner
LOCAL Fast Portscan (many 3 3 2
SYNEs)
LOCAL RDP Brute Force - 1 1 1
multiple attempts
LOCAL HTTP SQLi-like 1 1 1
pattern

Analysis of the results showed that IDS Suricata demonstrated a high level of sensitivity, detecting
most of the attacks carried out during the experiment. The detection rate (recall) was approximately 87—
92%, indicating effective recognition of most threats. Precision was at 80-85%, which means that a
significant portion of the generated alerts actually corresponded to real attacks, although there was a
moderate level of false positives. A small number of False Negatives were detected, i.e., attacks that were
not recorded by the IDS — mostly slow or inconspicuous port scans, as well as some types of ICMP
activity. The average response time (Detection latency) was about 2—-3 seconds after the start of the attack
activity, which is a good indicator for real- time systems. Analysis of the event timeline showed a clear
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correlation between the start of attacks (according to ground truth) and the appearance of notifications in
the eve.json log, confirming the correctness of synchronization and the effectiveness of detection rules.

Next, the effectiveness of the Al-based IDS model was tested. The same set of attacks was used for
testing as for IDS Suricata. Tables 3 and 4 present statistics from the analysis of the pcap file that stores
traffic during testing, filtered_alerts.csv, which contains security alerts, and the attacks_schedule.csv file,
which specifies the start and end times of the attacks.

Figure 4 shows the contents of the filtered alerts.csv file. This file contains security alerts about
attacks detected by artificial intelligence.

Fig. 4 Filtered set of security alerts
Puc. 4. Bioginemposanuii Habip cnosiugens de3nexku

Table 3. Statistics on attack detection by the artificial intelligence model
Tabnuya 3. Cmamucmuka UaeieHHs amax MOOLII0 WIMYYHO20 IHmMeNeKmy

Number of responses, first Number of Number of

Types of attacks wave of attacks responses, second | responses, third

wave of attacks wave of attacks
Fast port scan 2 5 3
Slow port scan 75 52 41
SSH Brute-force 2 2 1
RDP Brute-force 1 1 1
HTTP attacks SQLi-like 20 27 21

(curl)
DoS / volumetric spike 65 41,678 22,953

As part of the study, artificial intelligence was integrated into IDS Suricata as an additional event post-
processing module. In standard mode, Suricata generated logs in eve.json format, which contained
information about all recorded events on the network. This data was transferred to a machine learning
module that had been pre-trained on real traffic sets containing both normal connections and various types
of attacks. The model analyzed each record, evaluating it based on a set of behavioral characteristics—
protocol type, request frequency, number of unique ports, IP activity, connection intensity, etc.—and
classified the event as potentially dangerous or safe.

In this way, artificial intelligence acted as a filter that complemented Suricata's signature logic,
weeding out repetitive or insignificant alerts and retaining only those that had a high probability of being
a real threat. The processed results were stored in a separate file with "cleaned" alerts, which greatly
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simplified further analysis. This integration made it possible to reduce the volume of uninformative
messages, increase detection accuracy, and ensure more stable operation of the security system in
conditions of high event volume.

Table 4. The most common security alerts
Tabnuys 4. Hatinowupeniwi cnosiujenisi 6e3nexu

Number of alerts Number of alerts | Number of alerts
Message during the first wave of|during the second | during the third
attacks wave of attacks wave of attacks
SURICATA STREAM 3way 63,812 39,247 21,684
handshake excessive different
SYNs
SURICATA STREAM 2,541 1,923 796
Packet with invalid ack
SURICATA STREAM 2,472 1,885 755
SHUTDOWN RST invalid ack
LOCAL Possible volumetric 4 46 43
spike (many flows)
LOCAL UDP volumetric spike 37 33 28
to DNS port
ET INFO Python BaseHTTP 22 20 19
ServerBanner
LOCAL Fast Portscan 6 5 4
(many SYNS)
LOCAL RDP Brute Force — 5 3 4
multiple attempts

After integrating the artificial intelligence module (a machine learning model trained on previous
eve.json logs), automatic filtering of alerts coming from Suricata was implemented. The Al classified
each alert as likely true or likely false positive. As a result, the total number of responses decreased,
especially for attack types that often generate a large number of secondary or redundant alerts (e.g., DoS
attacks).

The implementation of this intelligent filtering mechanism significantly improved the clarity and
manageability of the monitoring process. Instead of overwhelming the analyst with thousands of
repetitive or low-priority notifications, the system prioritized alerts with a high probability of being
genuine threats. This optimization not only reduced the operator’s workload but also allowed for faster
incident response and more efficient allocation of computational resources. The Al continuously refined
its classification accuracy by learning from feedback on previous decisions, ensuring that its filtering
process adapted to new patterns of network behavior and evolving attack techniques. Over time, this
dynamic improvement contributed to a noticeable increase in both detection accuracy and operational
stability of the IDS.

Below are the results of the impact of the machine learning module on the Suricata IDS effectiveness
by simulated attacks types:

1. DoS /volumetric spike.

The largest reduction in false positives (3—4 times). This is because during a massive attack, Suricata
registers thousands of similar packets that do not carry additional information. The Al model has learned
to recognize repetitive signatures and filter them as "noise," leaving only representative alerts. The result
is a reduction in the number of false positives, while real incidents remain recorded;

2. Slow port scan.

The number of alerts has decreased slightly, but not significantly — Al has retained most of the
records, as this type of attack is low-intensity and requires careful analysis. The model has learned to
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distinguish real scans from safe background traffic, which has improved accuracy but has not radically
reduced the number of records;

3. Fast port scan.

The results remained almost unchanged. Suricata signatures work quite accurately for fast scanning,
and the Al did not filter most of them. Only a few alerts were marked as duplicates or uninformative;

4. SSH/RDP brute force.

The number of responses remained stable or increased slightly. This is because the Al was able to
identify events that Suricata could perceive as "normal™ activity, but which resembled password guessing
attempts based on behavioral patterns. Thus, intelligent processing increased sensitivity to subtle attacks;

5. HTTP SQLi-like (curl).

A slight decrease in the number of alerts. The model learned to distinguish between "test" queries and
real SQL injections, avoiding duplication of events caused by repeated queries in different sessions. The
number of notifications has been significantly reduced, but without losing key attack indicators.

This was achieved because the Al analyzed patterns in traffic behavior and rejected duplicates or low-
information events typical of overloaded streams. As a result, after the implementation of artificial
intelligence, the number of general alerts decreased more than threefold, particularly for high-volume or
noise events.

The results of experiments using artificial intelligence showed that IDS Suricata with a built-in
machine learning model demonstrates a noticeable improvement in accuracy and stability. The detection
rate (recall) increased to 93-96%, and precision to 90-94%, indicating a reduction in false positives and
an improvement in the ability to detect even hidden or atypical attacks.

Thanks to behavioral analysis of network traffic, the system more effectively detected slow port scans,
password guessing attempts, and HTTP requests with SQL.i-like characteristics that might have gone
unnoticed before. The average response time decreased to 1-1.5 seconds, allowing the system to respond
in near real time.

The number of duplicate or redundant alerts was reduced by approximately 40%, and the structure of
the eve.json log became more organized. Overall, the integration of Al improved Suricata's performance,
providing more accurate threat detection, faster response, and reduced system load without compromising
security control quality.

The main effect of combining signature-based IDS and attack classification using the Random Forest
algorithm is that the system no longer gets "bogged down" in a large number of uninformative logs and
leaves only those events that have real analytical value. This allows you to:

- Reduce the load on security analysts (SOC);

- Reduce the number of false positives;

- Maintain high accuracy in detecting real incidents;

- Track the actual dynamics of attacks while filtering out statistical noise.

3. Conclusions
As a result of experimental research, a comparative analysis was conducted of the operation of the

Suricata combined intrusion detection system in two modes: without the use of artificial intelligence and
with the connection of a trained machine learning model. The goal was to determine how the integration
of intelligent data processing methods affects the accuracy, speed, and stability of the system's response
to various types of attacks.

The results showed that in the basic configuration without Al, Suricata generates a large number of
alerts, a significant portion of which are duplicates or insignificant. This leads to system overload with
messages, especially during high-frequency DoS attacks, where more than 200,000 alerts are recorded.
The integration of an artificial intelligence model has significantly reduced the number of such alerts
through automatic event classification and filtering of duplicate or insignificant records.

In the course of the experiment, additional tests were conducted to evaluate the system’s adaptability
to changing attack vectors. The Al-augmented Suricata successfully recognized modified payloads and
traffic anomalies that differed from the training dataset, demonstrating its ability to generalize and detect
zero-day threats. Moreover, the model’s continuous learning mechanism allowed it to refine its
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classification accuracy over time, maintaining stability even under increased network load. This
adaptability is especially valuable for dynamic environments where new threats emerge rapidly and
traditional rule-based systems struggle to keep up.

The Al model analyzed behavioral characteristics of network traffic, such as packet frequency,
connection sequence, number of session establishment attempts, and signs of typical attack patterns. As
a result, the system learned to more accurately distinguish normal activity from suspicious activity. For
slow port scan attacks, the number of detections decreased by almost 40%, indicating a reduction in false
positives. At the same time, for SSH Brute-force and RDP Brute-force attacks, the model was able to
detect attempts even when the traditional signature-based system did not record events due to the
insignificant number of requests.

Overall, the results of the research showed that the additional use of Al improves the quality of
network traffic analytics, makes the combined IDS system adaptive to new attack scenarios, and suitable
for use in high-speed wireless networks. Reducing the number of duplicate messages and noise allows
the operator to focus on truly critical threats. In addition, real-time data processing with machine learning
provides dynamic improvement in attack detection through continuous model updates.

Thus, we can conclude that combining traditional IDS mechanisms with artificial intelligence
technologies significantly increases of the protection system effectiveness, reduces the number of false
positives, and allows for a more rapid response to modern cyber threats.
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AHaJi3 peasizanii KoMOiHOBaHOI cMcTeMH BUsIBJIEHHsSI BTOPrHeHb Suricata 3
MO/1€JIJII0 MAIIIMHHOTO0 HABYAHHSA

AKTyalnbHicTB. Y OCIHIKEHHI IIPEICTaBICHO MOPIBHIEHHUIN aHai3 pOOOTH CHCTEM BUSBIICHHS Ta 3aII00IraHHs BTOPITHEHHSIM
(IDS/1PS), sixi GyHKIIOHYIOTH 13 BUKOPHCTaHHSM Ta 0€3 BUKOPHCTAHHs TeXHOJOTiH mTyyHoro intenekry (IUI). Tpamuiiiiai
CHCTEMH, 3aCHOBaHI Ha CUTHATYPHOMY ITiIXO0, TaKi sk Suricata, epexkTHBHO BUSBISIFOTE BiZIOMi 3arpO3H, OJIHAK YACTO HE 3/aTHi
po3mi3HaBaTu HOBiI a0 MoxaudikoBaHi TWnHM arak. Tomy iHTerpamis texHojorid LI € mepcrekTHBHUM HampsMOM IS
MiIBUIIEHHS aJalTUBHOCTI CUCTEMH Ta 3MEHIIECHHS KUIbKOCTI XHOHOMO3UTUBHUX CIIPAIIIOBAHb.

Mera gociimkenHsi. MeTow po6Gotu Oyna oriHka epeKTHBHICTh Bimkpuroi cucremu IDS Suricata y mBox koHpiryparisx:
CTaHIAPTHOMY PEXHMi 3 BUKOPHUCTAHHSM CHTHATYpPHOTO BHSBICHHS Ta y Moau(ikoBaHIH Bepcii, JOMOBHEHIH MOIyJeM
MalIMHHOTO HaBUaHHS. 3aBIaHHSAM OyJa0 BH3HA4YMTH, SK caMe 3actocyBanHs Il BruiMBae Ha TOYHICTH BUSBICHHS, dac
pearyBaHHs Ta JOCTOBIPHICTh CHOBIIICHb 3a pI3HHMX CLeHapiiB kibeparak, 3okpema D0S Ta brute-force. Excrmepument
MPOBOJMBCS Y BipTyali30BaHOMY CEpEIOBHILI, IO CKIIAnaioch 3 Tppox By3iis: Kali Linux (3nomucHuk), Windows 10 (uinboBa
MmanmHa) Ta Suricata (cucrema MOHITOPUHTY).

Metonu aocaigmeHHs. 3aCTOCOBAaHO METOAM CTATUCTUYHOTO MOJECTIOBAHHS Ta MOPIBHAIBHOTO aHami3y. Y 0a30Biil Bepcii
Suricata BHKOpHCTOBYBasia JIMIE 3a3[ajerifb BU3HAYCHI MpaBuia, Toai sk y Bapianti 3 Il aHamiTHYHUEA MOIYIb i3
3acTOCyBaHHsAM anropurmy Random Forest oGpo6usie skypHauu MOl Uit Kiacu@ikaiii MepeskeBoi akTHBHOCTI. Mojenb
HaBYAJIaCh HA PO3MIYCHUX HaOOpax AaHMX, 10 MICTHIIM HOPMaJIbHHUN Ta MIKiAIUBUHN Tpadik, i3 BUKOPUCTAHHAM CTaTUCTUIHUX
1 IPOTOKOJIBHUX O3HaK.

PesyabTaT. AHa3 nokasas, mo Ga3oBa Bepcis Suricata 3abe3meuna piBeHb BusBIeHHS 87—-92% i TounicTh 80-85%, npu
IFOMY TeHEepyBaJla HAJJIMIIKOBY KUTBKICTh croOBilieHb mix yac DoS-arak. [licnsa imterpamii Il kinbKicTh CHOBilICHB
3MEHIIMIACS OLTBII HIX YTPHUUi, piBEHb BUABJIEHHS 3pic 10 93-96%, a TouHicTh — 10 90—94%. Cepenniit yac pearyBaHHs
ckopotuBcs 10 1-1,5 cexynau.

BucHoBku. [HTErparist afropuTMiB MAaIIMHHOTO HABYAHHS 10 MoxkiuBocteit IDS Suricata cyrreBo miaBuiiia eGeKTUBHICTD ii
pOOOTH, 3MEHIIMIIA KiTBKICTh XHOHHUX CIIPAllbOBYBAHb i IMOKpAIIWIa 3aTHICTh CHCTEMH aIaliTyBaTUCh A0 HOBUX KiOep3arpos.
OTpumaHi pe3yIbTaTH MiATBEPIKYIOTh, IO MOEAHAHHS CUTHATYPHOTO MiAXOY 3 aHANITHKOIO Ha ocHOBI 111 3a6e3neuye GinbI
HaJIIHHAH] 1 pO3YMHUI MiAXiA A0 cydacHOI MepekeBoi Oe3meKH.

Knrouosi cnosa: xibepbesnexa, cucmema GUSGLEHHS 6MOPSHEHb, WIMYHHULL IHmMeniekm, mawunHe Hasyanns, Suricata,
CMAMUCMuYHULl ananis, NOPIGHAIbHUL AHAI3.
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