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Detecting Telephone Subscribers with Abnormal Behaviour Through 

Network Properties Analysis 

Abstract. The use of telephone subscriber networks for fraud, sales of goods and services, and spam leads to annual financial 

losses of billions of dollars worldwide. The problem was studied back in 1996 and is still relevant today, despite many 

methods of counteraction and protection. Traditional methods, such as blocking lists and call frequency monitoring, are often 

ineffective against spammers who bypass these systems by changing their behaviour patterns. Objective. The purpose of the 

work is to study the use of subscriber network properties, such as clustering coefficients, centrality, and average shortest path 

length, as criteria for identifying subscribers with abnormal behaviour in a dynamic telephone network. Research methods. 

Modeling and numerical experiment. Results. The study shows that the global clustering coefficient is a sensitive measure for 

detecting the presence of spammers in the network. Its value decreases significantly when spammers appear. When classifying 

subscribers into normal and spammer using the Random Forest model, the most important properties are the local clustering 

coefficient, average shortest path length, degree and centrality of the subscriber in the network. According to the telephone 

network modeling data, it was found that with a measurement window size of 4 days, the classifier accuracy (F1 score) and the 

accuracy of detecting spammers (TPR) reached values of 80%. Conclusions. Using the network characteristics of subscribers 

has a positive effect on the accuracy of detecting subscribers with abnormal behaviour, but it takes time for spammers and 

normal subscribers to become distinguishable by network characteristics. 

Keywords: malicious phone calls, mobile call graph, telephone spam detection, telephone network, lognormal distribution, 

degree distribution, clustering coefficient, average shortest path length 

 

Як цитувати: Danilevskyi M., Yanovsky V. Detecting Telephone Subscribers with Abnormal 

Behaviour Through Network Properties Analysis. Вісник Харківського національного університету 

імені В. Н. Каразіна, серія Математичне моделювання. Інформаційні технології. 

Автоматизовані системи управління. 2024. вип. 64. С.32-39. https://doi.org/10.26565/2304-6201-

2024-64-04 

How to quote: M. Danilevskyi, V. Yanovsky “Detecting Telephone Subscribers with Abnormal 

Behaviour Through Network Properties Analysis”, Bulletin of V. N. Karazin Kharkiv National 

University, series Mathematical modelling. Information technology. Automated control systems, vol. 

64, pp. 32-39, 2024. https://doi.org/10.26565/2304-6201-2024-64-04 

 

1 Introduction 

Malicious phone calls, encompassing both spam and scams, pose a significant global problem, 

resulting in billions of dollars in financial losses each year. This issue has been a subject of study since 

at least 1996 [1] and remains pressing today. Mobile phone spam involves the exploitation of 

telecommunications networks to execute fraudulent or distracting activities. It is particularly 

problematic for network providers and users, leading to substantial financial losses and damages. One 

of the critical challenges in addressing mobile phone spam is the dynamic nature of malicious caller 

behaviour, which frequently changes and adapts to detection efforts. Although various countermeasures 

have been implemented, a comprehensive and effective solution to eradicate these activities has yet to 

be developed. For example, countries such as the United States have introduced measures like the 

National Do Not Call Registry [2] to mitigate the issue, with fines for violations reaching millions of 

dollars [3]. 
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Numerous technical approaches have been developed to identify users with abnormal activity within 

social and, specifically, telephone networks who engage in fraudulent activities or disturb normal users 

through unsolicited advertisements [4-14]. One common method involves gathering reports from users 

via mobile applications to generate "blacklists" of known offenders [15]. Another approach includes 

tracking user behavioural characteristics, such as the number of calls, call timing, duration, and the 

occurrence of international calls, to create user profiles based on these data points [1, 2, 16]. 

Additionally, methods of call content analysis – examining both spoken words [17] and the acoustic 

properties of the voice [18] – have been employed to detect malicious subscribers. Topological features, 

such as the degree of connectivity, the number of groups a user participates in, interconnections among 

friends, and the average number of connections within a user’s community, have also been utilized in 

identifying suspicious network users, as demonstrated by the authors of [19]. Another technique 

proposed in [20] uses the Graph-Based Anomaly Detection (GBAD) system to represent call data as a 

graph, thus enabling the identification of anomalous structures that deviate from the patterns of normal 

users. In [21] and [22], neural networks were applied to detect users exhibiting anomalous behaviour. 

Despite the diverse strategies for identifying malicious subscribers, the issue remains significant and 

unresolved. 

In this paper, we examined potential criteria for identifying subscribers with abnormal behaviour 

within a mobile telephone network. A computer simulation was developed to replicate a dynamic 

network of telephone subscribers. The modeling data were used to analyze various properties that 

characterize subscriber behaviour within the network. Among the indicators evaluated were degree 

distribution, clustering coefficient, betweenness centrality, average shortest path length, and others. 

These modeling results facilitated the identification and assessment of network properties that define 

phone user behaviour. The findings indicate that the global clustering coefficient is effective in 

detecting the presence of spammers, while properties such as local clustering coefficient, average 

shortest path length, degree, and betweenness centrality are crucial for subscriber classification.  

This approach enables malicious users who may evade traditional spam filters based on call 

frequency or block lists, including those who have remained inactive for extended periods, frequently 

change numbers, or exhibit irregular behaviour patterns. 

 

2 Modeling 

In this study, we employ a modified version of the dynamic network model of telephone subscribers, 

as compared to the model described in [27]. The network model consists of nodes representing 

subscribers and edges representing calls or links between them. A link is established whenever two 

subscribers engage in a call. The model accounts for variations in call frequency, with typical 

subscribers making 5 to 7 calls per day, while users exhibiting higher calling activity, such as 

spammers, may place between 200 and 300 calls daily. The network evolves dynamically over time, 

with new connections forming and existing connections breaking based on ongoing and completed 

calls. The dataset generated from the model provides information about calls over a period, enabling an 

analysis of user properties. In this model, subscribers initiate calls to others on their contact list with a 

probability defined by a model parameter. Normal users’ contact lists contain other normal telephone 

subscribers such as family members, friends, colleagues etc. Spammers do not have such contact lists 

and make random calls to a wide range of users. The number of calls follows a lognormal distribution 

[23]. Additionally, the model assumes that subscribers cannot make or receive other calls during an 

ongoing call. The duration of each call is determined by the probability of its termination at any given 

moment, which is also defined by a model parameter. 

The model parameters include the total number of subscribers, the parameters of the lognormal 

distribution for simulating the daily number of calls, the duration of the experiment, the probability of a 

call ending, the proportion of calls made to contacts from the contact list and their size. 

In the numerical experiments, various network properties of subscribers, or network nodes, were 

measured: node degree, local and global clustering coefficients, node centrality, average shortest path 

length between subscribers, PageRank [24], and the average number of calls per day [25, 26]. The 

degree of a node in a graph is defined as the number of edges connected to that node [25], indicating 

how many other nodes are directly connected to it. The clustering coefficient quantifies how connected 

a node's neighbours are in the graph [26]. This measure is expressed in two forms: the local clustering 

coefficient and the global clustering coefficient. Both provide insight into the degree of clustering in the 

network but at different scales. The local clustering coefficient of a node measures the proportion of 
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pairs of a node's neighbours that are directly connected to each other, relative to the total number of 

possible connections among those neighbours. In contrast, the global clustering coefficient measures the 

general tendency of the network to form closely related groups or clusters. The average shortest path 

length is defined as the average number of steps along the shortest paths between all possible pairs of 

nodes in the graph [25]. 

The employed model enables the analysis of subscriber behaviours and interactions through key 

network properties. By measuring network properties, we can identify patterns indicative of abnormal 

behaviour. This approach offers valuable insights for detecting spammers or subscribers with abnormal 

activity. 

 

3 Detecting the presence of spammers within the network 

Detecting the presence of spammers in a dynamic telephone network involves analyzing how their 

behaviour influences key structural properties of the network. In this study, we simulated a dynamic 

telephone network for one day, consisting of 10,000 subscribers, with 1% (100) of them being 

spammers. Normal subscribers made 85% of calls to the people in their contact list, approximating real-

world network conditions as described in [27]. Meanwhile, spammers called randomly. Based on the 

simulation data, two networks were created: one containing both normal subscribers and spammers (Fig 

1.a), and the other consisting solely of normal subscribers (Fig 1.b). 

 

 
 a) b) 

 

Fig. 1 Simulated telephone subscriber networks:  

a) with spammers and normal subscribers, b) with normal subscribers 

 

To detect the presence of malicious subscribers in the network, metrics such as node degree, 

global and local clustering coefficients, and average shortest path length were utilized. Based on the 

modeling data and the resulting networks, we constructed distributions for the analyzed metrics (Fig. 2) 

and computed their statistical characteristics (Table 1). 
 

 
       a)           b)    c) 

 

Fig.2 Distributions of a) node degrees; b) average shortest path length; 

c) local clustering coefficient. Blue color corresponds to the characteristics of a network without spammers, and 

red color corresponds to a network with spammers. 
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Table 1 – Characteristics of the studied networks 

Network Degree Shortest path length Clustering (local) Clustering 

(global) mean sd mean sd mean sd 

with spammers 8.12 27.06 3.48 0.39 0.28 0.20 0.02 

without spammers 6.24 3.14 6.26 0.45 0.36 0.25 0.29 

difference 1.88 - -2.78 - -0.08 - -0.28 

 

23% - -80% - -28% - -1579% 

The average degree is higher in the network with spammers (8.12) compared to the network without 

them (6.24). These users tend to connect to a large number of other nodes, often through actions like 

sending messages or making calls to numerous users, which increases their degree. A significantly 

higher average degree or the presence of nodes with abnormally high degrees may indicate the presence 

of spammers. However, not all of them may be active, and their behaviour can be difficult to distinguish 

from that of normal subscribers based solely on node degree. The average shortest path length is 

considerably shorter in the network containing spam entities (3.48) than in the network without them 

(6.26).  By establishing numerous connections, these subscribers create shorter paths across the 

network, thereby reducing the overall shortest path length. This reduction suggests that the network is 

becoming more tightly connected, but in a potentially anomalous way, indicative of spam-like 

behaviour. The local clustering coefficient is slightly lower in the network with spammers (0.28) 

compared to the network without them (0.36). Such subscribers tend to connect to many unrelated 

nodes, resulting in a lower local clustering coefficient. This suggests that calls in the network are more 

random and less structured, resembling a pattern typical of abnormal activity. The global clustering 

coefficient is significantly lower in the network with spammers (0.02) compared to the network without 

them (0.29). They disrupt clustering by establishing connections across the network in a broad, random 

manner, which lowers the global clustering coefficient. A sharp decrease in this metric may serve as a 

strong indicator of abnormal users in a network, as it reflects a breakdown in the natural clustering and 

organization of the network. 

Although node degree is the most straightforward metric to calculate, its usefulness is limited when 

spammers frequently change numbers. The shortest path length, while effectively distinguishing 

between networks with and without spammers, is computationally expensive when calculated for all 

pairs of subscribers. The local clustering coefficient is also sensitive to the presence of spammers but 

exhibits larger standard deviations. In contrast, the global clustering coefficient is more sensitive and 

computationally less expensive than the average shortest path length, making it the most suitable 

indicator for detecting users with abnormal behavour in a telephone subscriber network. 

To test the sensitivity of the global clustering coefficient to the presence of spammers, we simulated 

their appearance in the network over time. The simulation was conducted with the same parameters as 

before for a 15-day period, with spam-like activity occurring from the fifth to the eleventh day. Using 

the obtained data, we calculated the global clustering coefficient for each day and plotted its dynamic 

behaviour over time (Fig. 3). 
 

 
Fig.3 Dynamics of the global clustering coefficient with spammers (5-11 days) and without. 

 

The dependence shown in Fig. 3 illustrates the high sensitivity of the clustering coefficient, with 

changes of more than an order of magnitude observed, to the presence of spammers in the dynamic 
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telephone subscriber network. Thus, this coefficient can serve as a clear indicator of abnormal activity 

within the network. In studies such as [9] and [28], PageRank and the local clustering coefficient have 

been employed to identify malicious users in systems like Skype and banking networks. These metrics 

are calculated individually for each user and utilized in classifier models to detect such users. In 

contrast, the global clustering coefficient can be used to assess the presence of spammer activity across 

the entire network, before applying classifiers to individual subscribers. 

 

4 Subscriber classification and network properties measurement window size 

To classify subscribers and assess the effect of the subscriber properties measurement window size, 

a numerical experiment was conducted with 10,000 subscribers, 1% of whom were spammers. Random 

Forest was selected as the classifier due to its minimal requirements for input data distributions, its 

tolerance for unnormalized or unprocessed data, and its ability to easily generate feature importance 

values. 80% of the subscribers were included in the training dataset, while the remaining 20% were 

used for testing. Given that the network of telephone subscribers is dynamic and evolves over time 

based on subscriber activity, the properties of subscribers also change accordingly. To evaluate the 

impact of the measurement period on network properties, we constructed seven classifiers, each trained 

with subscriber properties measured over varying time windows, starting from 1 day and gradually 

increasing the window size to 7 days. The results of subscriber classification and the importance of 

subscriber properties for spammer identification are presented in Fig. 4. 

 

  
 a) b) 

Fig. 4 a) classifier accuracy indicators; b) importance of subscriber properties; 

 

Fig. 4.a. presents the accuracy metrics of the classifier. The F1 score is depicted as a blue curve, the 

true positive rate (TPR) is shown as an orange curve, the false positive rate (FPR) is represented by a 

green curve, and the false negative rate (FNR) is indicated by a red curve. Fig. 4.b. illustrates the 

properties of subscribers and their relative importance within the classification model. The shortest path 

length (avg_path_length) is shown as a blue curve, the node degree (degree) is represented by an orange 

curve, node betweenness centrality (betw_centrality) is depicted as a green curve, PageRank is shown 

as a red curve, the average number of calls per day (avg_calls_per_day) is represented by a purple 

curve, and the local clustering coefficient (clustering) is shown as a brown curve. 

The results of the classifier evaluation demonstrate that the accuracy of spammer detection reaches 

acceptable levels, with an F1 score greater than 0.80 when the subscriber properties calculation window 

is set to 4 days. Notably, the number of calls per day is a key distinguishing factor between spammers 

and normal subscribers; however, it is the least important feature for classification, with its significance 

diminishing as the window size increases. This can be explained by the fact that some spammers make 

the same number of calls as normal subscribers, and conversely, some normal subscribers may call 

excessively. In such cases, when classification based on call frequency is insufficient, network 

properties provide additional discriminatory power. As shown in Fig. 4b, the three most important 

properties for classification across all window sizes (1 to 7 days) are node degree, shortest path length, 

and betweenness centrality. However, for window sizes up to 3 days, these properties, along with the 

clustering coefficient, are not sufficient for effective spammer detection, as reflected in the lower F1 

score and TPR. The F1 score and TPR reach values of 0.81 and 0.79, respectively, only when the 

window size is 4 days, with the importance of the average shortest path length increasing. As the 
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window size continues to grow, classifier performance improves, while the relative importance of the 

local clustering coefficient decreases and the average shortest path length becomes more significant. 

 

5 Conclusion 

The identification of telephone subscribers engaged in malicious activities, such as spamming or 

disturbing normal users, is an important issue in network security. This study explores the potential for 

detecting the presence of spammers within a telephone subscriber network and classifying individual 

subscribers. A distinguishing feature of this research is the use of network characteristics as subscriber 

properties. The study employs a telephone network model to investigate these characteristics. It was 

found that, to detect the presence of spammers without classifying individual subscribers, the global 

clustering coefficient is a sufficient metric. This indicator demonstrated high sensitivity with its value 

decreasing significantly from 0.29 to 0.02 following the emergence of spammers in the network. 

Furthermore, the study examines the use of subscriber network properties for spammer identification 

using the Random Forest machine learning model. The importance of network properties was evaluated 

over seven measurement intervals, ranging from 1 to 7 days. Key properties identified as most 

important for classification included the local clustering coefficient, average shortest path length, node 

degree, and betweenness centrality. The study found that, with a measurement window of 4 days, the 

classifier achieved F1 score of 80%, along with a high spammer detection rate (TPR). These findings 

suggest that network characteristics significantly enhance model accuracy, although a certain period of 

observation is required to effectively distinguish between spammers and normal subscribers. 

Consequently, network characteristics are valuable for identifying dormant or evasive subscribers – 

those who frequently change numbers, avoid detection through call frequency or blocklists, or remain 

inactive for extended periods. 
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Виявлення телефонних абонентів із аномальною поведінкою за 

допомогою аналізу властивостей мережі 

Актуальність. Використання мережі телефонних абонентів з метою шахрайства, продажу товарів та послуг, спаму 

призводить до щорічних фінансових втрат у мільярди доларів у всьому світі. Проблема вивчалася ще 1996р. і до 

сьогодні є актуальною, незважаючи на безліч способів протидії та захисту. Традиційні методи, такі як списки 

блокування та моніторинг частоти викликів, часто неефективні проти спамерів, які обходять ці системи, змінюючи 

моделі поведінки. 

Мета. Метою роботи є вивчення використання мережевих властивостей абонентів, таких як коефіцієнти 

кластеризації, центральність та середня довжина найкоротшого шляху, як критерії для виявлення абонентів з 

аномальною поведінкою в динамічній телефонній мережі. 

Методи дослідження. Моделювання та чисельний експеримент. 

Результати. Дослідження показує, що глобальний коефіцієнт кластеризації є чутливою мірою виявлення присутності 

спамерів в мережі. Його значення знижується в кілька разів при появі спамерів. При класифікації абонентів на 

звичайний та спамер за допомогою моделі Random Forest, найважливішими властивостями є локальний коефіцієнт 

кластеризації, середня довжина найкоротшого шляху, ступінь та центральність абонента в мережі. За даними 

моделювання мережі телефонних абонентів було виявлено, що при розмірі вікна вимірювання у 4 дні показник 

точності класифікатора (F1 score) та точності виявлення спамерів (TPR) досягає значень 80%. 

Висновки. Використання мережевих характеристик абонентів позитивно впливає на точність виявлення абонентів з 

аномальною поведінкою, але при цьому вимагає часу, щоб спамери та звичайні абоненти стали помітними за 

мережевими характеристиками. 

Ключові слова: надокучливі телефонні дзвінки, граф викликів, телефонний спам, телефонна мережа, логнормальний 

розподіл, розподіл ступенів, коефіцієнт кластеризації, середня довжина найкоротшого шляху. 
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