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OrJusa MOKJIUBOCTEN, HAJTAIITYBAHHS TA BUKOPUCTAHHSA TEXHOJIOTIH 3
Kki0epOe3nexku AJs1 3aXucTy iHpopMaLiHHOI MepeKi

KibepOesneka — kito4oBa 4acTHHA KPUTHIHOT iHPpacTpykTypH Y Kpainu. OcoOnmBo Iie CTano akTyaJbHAM 3apa3 Iijl 4ac BIUIHBY
pociiicekoi arpecii. Yci KoMmmaHii MOXYTh ONWHHUTHCS IiJ BIUTMBOM Kibeparak. BapTicTh BHTOKY AaHUX MU BEITUKUX
oprasizaniif Moe CATHYTH COTEHb MUTbIOHIB oapiB. Tpeba po3ymiTy, 10 y KOMIaHIsAX MPALOI0Th 3BUYAiHI JFOIH, COIliaTbHa
IH)KeHepis 3aUIIAEThCS HANMOMMPEHIITM BUIOM aTakK. [HTEpHET Ta KOMIT IOTePH BiIrpaloTh HAJA3BHYAWHO BAXKIIMBY POJIb HE
TiJbKH, KOJH I JIFOJH MPAIIOI0Th, @ TAKOK Y TOBCSIKACHHOMY JKUTTI, KOJIM BiIOYBa€ThCA CIUIKYBAaHHS MOLITOO, y YaTax abo €
B3a€MOIis 13 OAHKIBCHKOIO CHCTEMOIO TOIO. MU JKHBEMO Y CBITi, Jie 3arpo3u Oe3melli € Bcroau. ToMmy MeToro 1€l poboTH €
HEOOXIIHICTh 03HAWOMIICHHS 3 CyYaCHUMHU TEXHOJIOTISIM, SIKi JIO3BOJISIIOTh PO3IIIAHYTH BC1 MOKIIMBOCTI 3aXKCTY BiJl Kibep3arpos.
KoMnnekcHui 3aXUCT y MPOCTOpax iHTEpHETY, HAPHUKIA[, 3a0e3MeuyloTh porpaMHi Ta anapartHi npoxyktu kommnanii Check
Point, sxi HaZAIOTh MOTYXXHY OCHOBY JUIS BiNIPAI[bOBYBAHH 3aXUCTy KOMIT IOTEPHOT MepeKi BiJi HeOaxxaHOTo a0o IMIKiAIMBOIO
3aXHCTY, U YOTO € MOXIIMBICTH PO3TOPTAHHS iX €KCIIEPUMEHTAIBHUX CTeHIIB. Pe3ynpraTom wi€l cTaTTi € pekoMeHaamii mo
posropranao creHaiB Check Point mns xopucryBauiB Windows, 1Mo € akTyalbHOIO 3agadero Uil aIMiHICTPaTropiB 3
kibepOesmekn. Takox y craTTi HaBenmeHo orsia 6a3oBoi apxiTekrypu Check Point, sxa ckimamaeTpes 3 cepBepa Oesrmekw,
MEpPEKEBOT0 eKpaHy Ta J0JATKy YIPABIIHHS, IKHI BAKOPUCTOBYETHCS JUIS HANAIITYBaHHS (YHJaAMEHTAIBHHX ITOTITHK Oe3MeKH
3 IpaBUJIaMH, 110 KEPYIOTh TpadikoM Mix BianoBigHuMu 06’ ekTamMu. CepBep Oe3MeKn Ta MEPEKEBUI EKpaH MAIOTh BIACTHBOCTI
(XapaKkTepHCTHKH), pOOOTY SIKHX MOKHA OIHCATH MOJEIUTIO B3aEMOJIIT BIIKPUTHX CHUCTEM, TOMY y CTaTTi PO3TIISIHYTO DiBHI, 3
SIKMX CKJIQIAEThCS 151 MOJIEITh, @ TAKOK caMi BOYIOBaHi BITACTHBOCTI WX 00 €KTIB, Taki K, HANPUKIIAJ, AHTUBIPYC, aHTU(IIIUHT,
aHtHOoT Ta iHmi. L{g cTaTTs MoXKe OyTH aKTyalbHOIO JUI CTYIEHTIB CTapIIMX KypCiB Ta acIipaHTiB, sSKi HaBYAIOThCS 3a
CHELiaANBHICTIO 3 KibepOe3neKn.
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amaka, WKionue npospamue 3a6e3neyenis.
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Beryn

VY tenepimHi yack KibepOe3neka crana MacoBOK YaCTHHOIO CYYaCHOTO CYCHIILCTBA AJIsl OpraHizaiiit
1 Hikoyn He Oyna panime Ok 3Hauymolo. Tak ckiamocs, TOMY IO JIIOAM MOKIAAal0ThCS Ha pedi,
3aCHOBaHi Ha Mepexi [HTepHeT: KOMITTOTEPHI CHCTEMH, MEpPEXi Ta pO3yMHI MPUCTPOI ITiJT Ha3Boto Internet
of Things (IoT). Yepe3 ckmagHiCTh 1 IMHUPOKUI CHEKTP MHUX MPHUCTPOIB KibepOes3meka 3aIumacTbes
aKTyaJlbHOIO MPobJIeMoro uis Beix [1].

Y MOBCSKIEHHOMY JKUTTI IPOJIOBXKYIOTh ICHYBAaTH IOTaHI 3BUYKH KibepOesmneku (poor cybersecurity
habits), sixi poGIATH KOPUCTYBadiB Ta OpraHizaimii Bpa3MuBUMH 10 aTtak. BiacyTHicTh OaraTodakTopHOl
aytertudikarii (multi-factor authentication — MFA), nesaxuriena Mepexxa WiFi i HemocTaTHs moJliTHKA
MapoJiiB — BCe 1€ Cepel LUX 3BUYOK. YPa3nuBOCTI MOOUIBHUX MPUCTPOIB MPOJOBKYIOTh 3AIUIIATUCS
MUTaHHSAM HOMEP OJINH, KO poO0Ta 3 IOMY 3aJIUIIAE€THCS CITIOCOOOM JKUTTS. AJie BCce IIe € Hauid, 10
eH yac cTaHe 4acoM, KOJIM BCi OpraHizamii mokpamarh OcBiTYy 3 KibepOe3neku i HaOyTyTh BCiX HAaBHUOK,
HEOOXITHUX ISl peatizallii BCiX HeoOXiTHUX MPOIEAyp Ha CBOIO KOPHUCTS [2].

BapricTs BUTOKY MaHUX U BEIMKUX OpTaHi3amiii MOXKE CATHYTH COTeHb MUIBHOHIB fomapiB. €
Oe3miu THMiB naHuX: (DiHAHCOBI IaHi, MepcOHaNbHA ineHTn(diKyroUua iHpopmaris, 6i3Hec-poriec, moITa
Ta CIIJIKYBaHHS, IHTEJICKTYaJIbHA BIACHICTh, KOHTPAKTH Ta 3asBKU, CIIMCKY KITI€HTIB.

OpHi€er0 3 MOXKITUBOCTEH KOMITJIEKCHOTO 3aXHCTY Y MPOCTOPax iHTEPHETY € MPOTPaMHi Ta anapartHi
npoayktu kommanii Check Point, sxki HagalOTh MOTYXHY OCHOBY JUISI BiANIPAIlbOBYBaHHS 3aXUCTY
KOMIT IOTEpHOI MEPEeKi BiJl HeOaKaHOTO 200 IIKIJUIMBOTO 3aXUCTY, JJIS1 YOTO € MOYKIIUBICTh PO3TOPTAHHS
iX eKclepuMEHTalbHUX CTEHIB. AJie MpPaBWJIbHE PO3TOPTAHHS Ta BUKOPUCTAHHA iX MPOrpamMHOrO
3a0e3MeyeH st He € TPUBIaTbHOIO 33a4€t0, TOMY Y LIl CTaTTi € PeKOMEH/AIIIi 110 pO3TOPTaHHIO CTEHIIB
Check Point nys kopuctyBadiB Windows, 1110 akTyanbHO AJIs aiMiHICTpaTOPiB 3 KibepOesneku. Takox y
cTarTi HaBeleHO orsih 0a3zoBoi apxiTekrypu Check Point, sika ckiamaerbcsi 3 cepBepa Oe3meKH,
MEpEeKEBOTO eKpaHy Ta JOJaTKy YIpPaBIiHHS, SKHH BHKOPUCTOBYEThCS JUIS HAJAIITYBaHHS
(GyHIAMEHTATBPHUX TIONMITHK O€3MeKH 3 TpaBHJIaMH, IO KepYyITh TpadikoM MK BiAMOBIIHUMHU
00’ektamu. CepBep Oe3MeKH Ta MEPEIKEBHI €KpaH MalOTh BIACTHUBOCTI (XapaKTEPUCTHKH), pOOOTY SKUX
MOJKHa OMHMCATH MOJCIUIIO B3a€MOJIii BIJKPUTHX CHUCTEM, TOMY Y CTATTi PO3IISHYTO PiBHI, 3 SKHX
CKIIQIa€ThCS 11 MOJIENb, & TAaKOXK caMi BOYIOBaHI BIACTUBOCTI IHUX OO €KTIB, Taki SK, HANIPUKIIA],
aHTHBIPYC, aHTU(IMMHT, aHTHOOT Ta iHI. L[5 cTaTTs Moke OyTH aKkTyaJIbHOIO IS CTYJCHTIB CTapIInuX
KYpCiB Ta aclipaHTiB, SKi HABYAIOTHCS 3a CHEHIANBHICTIO 3 KiOepOe3neKH.

1. Mogeuns B3aemonii BinkpuTux cucrem (Open system interconnect model)

ETamonna Monesnb B3aEMOJIT BIAKPUTHX CHUCTEM Open system interconnection — HalOUIbII Bana
crpoba cTaHIapTr3allii POTOKOIiB 00MiHY JaHUMH, PiK po3poOKu Mozeri - 1984. Bona crana ocHOBOO
JUIS pO3pOOKH MEpPEeKEBHX CTaHIAPTIB i TapHOIO OCHOBOIO [UISi BHBYCHHS Ta TOPIBHSHHS PI3HUX
MEPEKEBUX TEICKOMYHIKAIIIMHUX TEXHONOTiH. BianoBigHo 70 1€l Mojaeni BCi MPOTOKOIHM B3a€MOJIIi
MOJIISIFOTHCS Ha 7 PIBHIB, sIKi € B Ta0uuIi 1:

1) OyHkmis ¢i3udHOTO piBHA — 1€ Iepenavya IMOTOKY OITiB 3a JOMOMOTOK MaTepialbHHUX
MEPEHOCHHUKIB CUTHAJIB MIXK JIBOMa TOYKaMH I10 3a/1aHOMy KaHaiy 3B's13Ky. Lle Hkunii piBeHb iepapxii
cTeka npoTokoiB. @i3uyHHl piBeHh BU3HAYAE SIIEKTPUYHI Ta MEXaHIYHI XapaKTEPUCTHKH T1IKIFOUEHHS
1o Gi3nyHUX JiHiM 3B'13Ky. D13UYHUHN piBEHBb HAJAE CEPBIC JUIA HACTYITHOTO KaHAJIBHOTO PiBHS 200 PiBHA
JIaHKY TAHUX, KA BIJIIIOBIa€ 3a Mepeady JaHuX 4epes3 3B'I30K MK JIBOMa BY3JIaMH MEPExi.

2) OyHKIisIMH KaHAJIBHOTO PiBHS €: ynakoBKa iH(opmaiii B Kajpu meBHOI JOBXHHH, 1M0oOy/0Ba
HEePENKOAOCTIHKIX KOJOBUX KOHCTPYKIiH, popMyBaHHS KOHTPOJIBHHX CyM. IlepeBipka mpaBHIBHOCTI
nepeaavi KapiB micis IX oTpruMaHHS Ta (opMyBaHHS IMiITBEPKEHb, SKIO Taki MepeadadeHi B CUCTEMI
3 IOBTOPHOIO Tepelaueio HelliATBEePKEHUX JTaHuX.

3) MepexeBuii piBeHb 3a0e3reuye B3aEMOJIII0 MK BY3JIOM Ta Mepexero. BiH ¢opmye mepexesi
aZipecu IaKeTiB, Kepye IOTOKAMH, MapIIPYTH3aLi€l0 Ta MiATPUMKOIO TPAaHCIOPTHUX 3'€IHAHb.
OnuHUIeI0 KUTBKOCTI 4M 00cATy iH(popMallii MPOTOKOIB MEpEeKeBOro piBHS € makeT. ToMmy dYacrto
MepeKeBUH piBEHb HA3UBAIOTH MAKETHUM.

4) YeTBepTuil piBeHb — TPAHCTIOPTHHUM, TPU3HAYESHUH 1J1s1 TPAHCIISALIT TOTOKIB IaHUX 3 OJHOTO OPTY
B iHmmid. Ilix mopToM po3yMieTbcs KiHelb JIOTIYHOTO KaHAIy Mepexi nepeaadi, Jie 3aBepLIyeTbCs
oriepallisi TpaHCIIOPTyBaHHA. Ha TpaHCTIOPTHOMY PiBHI BCTAHOBIIOETHCS Ta PO3PUBAIOTHCS TPAHCIIOPTHI
CHIONy4YeHHsI, (OPMYIOTbCS TaKeTH, [0 HajekaTh IOTOKY, IO MepelacThcs B CEaHCi 3BSI3KY.
TpaHcniopTHHI cepBic 3BUIbHsIE BUILI PiBHI Bil pyTHHHHX 3aBJaHb OpraHizalii nepegadi.
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5) CeancoBuii piBeHb - II¢ CYKYIHICTh 3aBIaHb, IOB'SI3aHUX 3 OpraHi3aIi€lo, MiATPUMKOIO Ta
3aKiHYCHHSIM CEaHCIB JIOTIYHOTO 3B'SI3KYy MK MPUKJIATHIUMH MTPOIECAMH, 1110 B3aEMOIIFOThH IO MEPEKi.

6) IlpencraBHULBLKUI piBeHb 3a0e3Meuye MEPEeTBOPEHHS AaHUX y GopMmy, 3pydHy I MPUKIATHOL
nporpamu. Ha iipoMy piBHI omepartii BexyTbes 3 hopMaTamMul JaHUX Ta KOMaHI.

7) CroMmii piBeHb HA3WBAETHCS MPHUKIATHAM. BiH 1OB’s3aHuil 3 mpomecamMu 0OpoOKku iHpopMaIii,
TOOTO TPUKIAAHUMH IpolecaMu i 3abe3nedyroTb poOOTy MPUKIATHOI MpOrpaMH Tak, HiOM OOMiH
JAHUMH BiOyBaBCs HE depe3 Mepexxy abo KOMyHikallii, a aBTOHOMHO, BCEpeAHMHI OOYHCITIOBATEHOL
MAIlHH.

Janexo He KOXHA 3 CUCTEM TEIEKOMYHIKAIii 3 KOMITIOTEPHUX MEPEX MIiCTHUTH y SBHOMY BHIJISAIL
O3HaKH BCIX CEMU PiBHIB, 10 € Yy Mojelni. KopHucHIcTh 1i€l Moaeni, Oe3nepeuHo, y ToMy, 0 OyIb-sIKHi
PO3pOOHMK HOBOI CHCTEMH BiIJaIEHOT B3a€MO/Iii KOMITTOTEPHOT Mepeki ad0 CHCTEMH TelIeKOMYHIKaIii
MOBMHEH YITKO BH3HAYUTH piBE€Hb MPOTOKOJIB, Ha SKHUX BiH MpanioBaTUMe, IO 3a0e3MeunTh
CTaHJApTHU3aLil0 Ta MOXKJIHMBICTh MOAAIBIIOTO PO3BUTKY PO3POOOK, HABITh SIKIIO iX BUTOTOBISITUMYTh
1HIIII BUKOHABIII.

Tabnuys 1. Modenv 63aemo0ii GIOKpumux cucmem
Pieenp | Hasma

Pisenb nonatkis (Application)
IMpencraBuunbkuii (Presentation)
Ceanconuii (Session)
Tpancnoprauii (Transport)
Mepexeuii(Network)

Kanansuwuii (Data Link)

®isnunmnii (Physical)

N[OOI WIN(E-

2. [Iporpamue otouyeHHs 1Js BeraHosJienns crenaiB Check Point

Jns meMoHCTpallii Ta HaBYaHHS MOJKJIMBOCTSAM TexHousorissM Bukopuctanus Check Point
PO3MOBCIOKEHUMH € PI3HOMaHITHI CTEH/IX 3 BipTyaIbHIMH MaIllMHAMU, SIKi MO’KHA BCTAHOBJIIOBATH Ha
Windows 3 BuKOpHCTaHHSIM Bi3yaiizaTopiB Takux sk, Hanpukiaa, VMware (Worksration) [3],
VirtualBox [4] ta Hyper-V [5]. Bci Bonu € noctynaumy, ane BOyaoBanoro cepenoro it Windows10 e
came Hyper-V, okpim Toro, Hyper-V no3Bosso MBUIKO CTBOPIOBATH BipTyaibHi MammHu Windows 10
MSIX packaging environment (Windows 10 Enterprise Evaluation) 0e3 momatkoBux iSO ¢aiiniB Ta
BIJIHOCHO MaJjioro motpedoro y mam’siti 2048 MB. Tomy st posropranus crenaiB Check Point y mii
CTaTTi BUKOPHCTOBYBaBcs came Hyper-V.

YMOBHO BipTyaJIbHI MAallMHI y €KCIEPUMEHTAJIbHHUX CTEHJaX MOKHA IMOMUIMTH Ha: BipTyaJbHi
mamaan Microsoft ta mammam Check Point. To apxitextypu Check Point namexuts cepep Ge3rexu
(security management server), mmo3 6e3mexu (Security gateway) ta Smart Console [6] (pucynok 2.1). Tx
MpU3HAYEHHS OMUCYEThCS Y po3Ainax 3 ta 4 i€l cTarTi.

1 V
—
—
| I €-------mmmmm oo >
Ne— E
SmartConsole Security Management Server Security Gateway

Puc.2.1 Apximexmypa Check Point []
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s moOymoBu CcTeHAiB Ha 0asi miei apxitektypw, okpiM Mamma Microsoft, BukopucroByeThcs
nporpaMHe 3a0e3NneUeHHS:

Check_Point_R81.20_T634.is0 — omepamiiina cuctema Gaia, ska MOXe MpaIfoBaTH SIK CEpBEP
Oe3meku ab0 MepexKeBUi eKpaH, 110 HajamToByeThes y Gaia Portal micns naganus moctymy mo Web Ul;

Check_Point_SmartConsole_R81_20_jumbo_HF_B655_Win.exe — smart console, sixa 3a6e3neuye
rpadiunuii inTepdeiic s HeHTpanizoBaHOro ympasiinHs y otoueHHi Check Point. Ha pucynkax 2.1,
2.2 — CKPIHIIOT JIeSIKUi BCTAHOBIICHHUX BIPTYyallbHUX MAIUH, TaK BUIISJAIOTh BCTAHOBJICHI BipTYyaNbHI
MariHy i3 Koucoui. Ha Bipryanbhi mammuau Check Point tpeba BcTaHoBIOBaTH JTilIeH311 i KOHTPAKTH,
SK [Ie TIOKa3aHo Ha pucyHky 2.3. JlineHsii i KOHTpaKTH MOXKHA 3aBaHTaXUTH 4yepe3 Smart Console 3
YMOBOIO, 10 LISl BipTyaibHa MallMHA MPALIOE 1 Ma€ CTaTyc M’ €IHAHOI 10 cepBepa Oe3neKu.

Status Name
(] 2 AGW
€5 AsMs

& B-GW

[ < <]

&3 Border-Router

L =
A Ppackage Management ER| vicenses & Contracts

IPv4 Address  IPv6 Address

Machines
=RI=] 10.1.1.101
£ BGW
-] cPsGC8UCPs.
[=-=8 Border-Router
- [l crsaEvaLCPR
.. J5] cPsBEVAL CPSB
B AGW
-] crsGC8UCPs.
=B ASMS
. JF5] CPSMCE CPSM-

1000200

1001101

1P Version Active Blades Hardware CPU Usage Recommended Updates Recommended Jumbo
10.1.1.201 RB1.20 i o Open server @ 7% H/A H/A
10.1.1.101 R81.20 w B Open server & 245 /A MN/A
198.51.100.201 R81.20 =3 Open server & 23% M/A R/A
203.0.113.254 R81.20 <] a Open server & 1% /A M/A

Puc.2.2 Cmeopeni sipmyanvni mawunu y Smart Console

198.51.100....

20301132..

Version State SKU Description

Software Bla.. CPSGLC-8-UCPSGLC-8-UC... Securty Gateway Container for Securty Gateway

Software Bla CPSB-EVAL CPPR-EVAL-1-... Software Blades Evaluation. Vitual System Exten

Software Bla CPSB-EVAL CPSB-ADN-M Software: Blades Evaluation. Advanced Networki
Trial Period

Software Bla.. CPSGL-8-UCPSGL-8-UC... Securty Gateway Container for Securty Gateway...
Trial Penod

Software Bla CPSMLC-5CPSM-NGSM C...  Securty Management container to manage up to

Expiration D... Has Contracts

.. 210ct2025 Yes

210et2025  Yes
210642025 Yes
15 25Nov2024
210c42025  Yes
15 25Nov2024
never Yes

Puc.2.3 Cmeopeni éipmyanvui mawunu y Smart Console iz ziyenzismu ma xonmpaxmamu

o wmammu Microsoft simHOCATBCS —MammmHi

Windows

10 ta Windows Server

Comments

2019,

17763.3650.221105-1748.rs5_release_svc_refresh_ SERVER_EVAL_Xx64FRE_en-us.iso daiin ceprepa
MOKHA 3aBaHT@XUTH 3a nocwianHsMm [7]. [ns 3aBaHTakeHHs html mokyMeHTY BHKOPHCTOBYETHCS
incrpymenr Internet information services manager. Ha pucynky 2.4 MoxHa mobauutd ip ampecy
192.198.12.101, moctym uepe3 nopt 80. Ha pucynky 2.5 Bumano daiin html, sxuit € y mammi. Joctyn g0
caiiTy MOJKHa OTpUMATH 3a mocmwianism http://192.168.12.101, sk e BUAHO Ha pUCYHKY 2.6. JIOKyMEHT
html 6ys10 3aBanTaxkero 3 caiity partner map Check Point [8].

W Internet Information Services - O *
'i— @ » WIN-MOIHN3K41QY » Sites » alpha » 51 0 ® -
File View Help
- Ipha H .
2= =] a nome
@- -7 |8 @ P i Explore ~
: Qﬂ Start Page == Edit Permissions...
: Filter: - G = Show All | G by - 5~ = —
€3 WIN-MOIHN3KATQ) (ALPHAY | o ° - & Show roup by: Ares e
- Edit Site
¥ Application Pools 13 ~ .
w -[@| Sites i — = Bindings...
g- e L 9 le 2
Authentic... Compression  Default Directory  Error Pages Handler HTTP
Document  Browsing Mappings Respon...
= R - o
Him i 3 = -
L‘J Jj“ ‘CE%PH ?3& o= % Manage Website
Logging  MIME Types  Modules Output Request  SSL Settings € Restart
Caching Filtering b
Management ~ ) Sap
D Browse Website
Configurat...
Editor Advanced Settings...
Configure
. , | ElFestures View 2 Cantnt View limés. .
LieTe
Ready 3
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3. Cepeep 6e3nexu Security Management Server Check Point

Security Management Server — e cepsep, SKuil Kepye 00’ €KTaMH y cMapT KOHCOJi, BCTAHOBIFOEThCS
HUISIXOM 3aIlycKy onepatiiHoi cucremu Gaia Ta nofansmuM HanamrtyBanHsaM First Time Configuration
Wizard dgepe3 Gaia Portal. Ilicms BigmoBimHWX HajJamITyBaHb MOJKHA MEPEBIPUTH CTaTyC 3aIyCKy
cepBepa, Ha PUCYHOK 3.1 — cepBep Ie He 3amyIieHui, Ha PUCYHKY 3.2 — cepBep 3amymeHuil. Jlokn He
Oyxe crarycy started, cMapT KOHCOJIb 3aIlyCKaTUCs He Oye.

&5 Intemet Information Services {II5) Manager - O >
f @ » WIN-MOIHN3K41Q) » Sites » alpha » & @-
File View Help
Connections Actions
ST g alpha Content @ .
HE Start Page . . Site
- Filter: - G = Show All | G by: -
83 WIN-MOIHNZKA1Q) (ALPHAY | o - iy Show roup by: Mo Grouping —
Do o E Switch to Feature
' Application Pools Name Type
e '?— Sites @ iisstart.htm Chrome HTML Decument R E':Flcre o
& alpha =] fisstartjpg PG File Edit Permiss
:‘ Add Application...
f_ Add Virtual Directory...
Edit Bindings...
Manage Website L
« Restart
L
B Stop
Browse
Advanced Settings...
M3 Refresh
< > EFeatures‘u‘ie\c\rm X Remove o
Ready Gj

Puc.2.5 Incmpymenm Internet information services manager, mooicna nooauumu html ooxymenm
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—-5M5> api status

Require local
Unknown

More Information

Starting
Started
Started

Require local
Enabled

Hore Information
Started
Started Check Foint 3ecurity Management Server is rumning and ready

Started
Started

ETTY Internal Fort:
ETTY Documentat Internal Port:
APACHE Gaia Port:

Small Medium env resources profile
1280mn

fipache port retrieved from: httpd-ssl.conf

Juerall API Status: Started

AP] readiness test SUCCESSFUL. The server is up and ready to receive commections

0 collect troubleshooting data, please run "api status -s <comment>’

Puc.3.2 Ilepesipka cmamycy cmany cepeepa beznexu: cepeep npayioe, modicua sanyckamu Smart Console

Ha pucynky 3.3 HaBeieHO OCHOBHI XapakTepuCTUKU cepsepa Oe3nexku Check Point, Hmxue ctucio
HaBeJIeHO X OITUC:

- Network policy management 3abe3nedye KOMILICKCHE, HEHTPAIi30BaHE YNPABIIHHS MUTIO3aMU
0e3rekn yepe3 cMapT KOHCOJb.

- BcranoBnennii Ha komm’toTep kiieHT Harmony Endpoint 3abesmedye 3axucT BimgaleHUX
KOPHCTYBaYiB BijI BCiX 3arpo3, makmodaerses depe3 Endpoint policy server 3a qomoMororo BiIacTHBOCTI
Endpoint policy management.

- User Directory nossouisie 3acrocoByBatt LDAP cepsepu (lightweight directory access protocol) st
orpuMaHHs ifeHTH(diKamii Ta iHGOpMaIlii PO MEPek Ky KOPUCTYBadiB, 3HU3UTH PiBEHb, TOB'I3aHUN 3
PYYHHM HaJAIITYBaHHSAM Ta CHHXPOHI3AII€I0 HAJIMIIKOBOI iHpOopMarii.

- Provisioning 3a0e3mneuye meHTpaiizoBaHe aaMiHICTpyBaHHsS Ta 3abe3nedeHHs npuctpoiB Check
Point.

- Compliance 3abe3meuye iHTerpoBaHy Ta IOBHICTIO aBTOMAaTH30BaHy O€3MEKy Ta MOHITOPHHT
CYMICHOCTI.
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- Smart Event Server iHTerpyeThbcst 3 apXiTEeKTYpOIO cepBepy Oe3rneku Ta KomyHikye 3 Log Server aiis
YUTaHHS Ta aHATi3y JIOTYBaHHS.

wr VManagement (3)

[] User Directory SmartEvent
ECO erve Provisioning [ SmartEvent Server
[ Endpoint Policy Management [ Compliance [[] SmartEvent Comelation Unit

Logging & Status
[ identity Logging

Puc.3.3 Crkpinwom ocrnosnux enacmusocmeii cepsepa besnexu Check Point

4. lllar03 6e3nmexn Security gateway Check Point

MepexkeBi ekpanu (security gateway, firewall) — mepra niHis 3aXUCTy MPOTH KidepaTak, JOCIiIKye
(3a00poHsie a0 103BOJISAE) BXiTHUI Ta BUXIMHUHN Tpadik BiIMOBIIHO JO BUSHAYCHUX IOJIITUK OC3MEKH,
100 3aXMCTUTH MEPEXKY Bijl HeOakaHOro ado MiKiIuBOro Tpadiky. [TomiTuku Oe3nekn CKIaaaThes i3
MIpaBWJI, SKi BCTAHOBIIOIOTHCS HA BiJMOBIAHAN MepeXeBHH eKpaH. AIMIHICTPaTop MOXe CTBOPHUTH
npaBuiIa, o0 JTO3BOJIHUTH BiINOBITHUN THIT TpadiKy.

MepexkeBi ekpaHM MOXYTh OyTH TIpEACTaBlIeHI amapaTHUM 3a0e3MeYeHHSIM, MPOTrPaMHUM
3a0e3meyeHHsIM Ta KOMOiHaIiero 000X. Y BINTBHOMY NOCTYII € pealizaiis y BHIJISAI MPOTPAMHOTO
3abe3meueHnst Open Server.

Jlesiki cTaHIapTHI TEXHOJOTIi, sIKi BUKOPHCTOBYIOThCs Ui Iii€i meru: packet filtering, stateful
inspection, application layer firewall.

BractuBocTi 3axucTy Mepexi st MepexeBux ekpaniB Ha npukiaai Check Point MmoxxHa moninuT Ha
JIBI KaTeropiii;

- 3axucT Mepexi (network security) (pucyHok 4.1);

- 3axuCT Bij 3arpo3 (thread prevention) (pucyHok 4.2).

Cepen HalalTyBaHb JJIS 3aXKUCTY BiJ] 3arpo3 MO>KHA BHIUIATH HACTYIIHI:

- Sandbox. 3axucT Biji HEBIJOMHX Ta MEPEAOBHX aTaK MUIIXOM 3allyCcKy Migo3piaux ¢aitmie Ta
BUKOPHCTAHHS TEXHIK IITYYHOTO 1HTEJIEKTY.

- Sand Blast thread emulation 3axwuriae Big 6araro-piBHEBUX aTak Ha paHHIN CcTail.

- Sand Blast thread extraction 3umxye piBeHb 3arpo3 Bigx Microsoft Office Ta PDF nokymenris
IUISXOM BUJQJEHHS KOHTEHTY, TAKOTO SIK MAaKpOCIiB, BCTaBJICHMX OO0 €KTiB, Ta 30BHILIHIX MOCHUJIaHb.
[IpamiBHUK OTpUMY€E JOKYMEHT, SIKHIA MICTUTh BiJIOMi O€3IeYHi eIIeMEHTH.

- Thread Cloud — ne rio0anbHHIl XMapHHH IHTEIEKT, SIKMA BUKOPHUCTOBYE BCECBITHIO MEPEKY
cencopiB 3arpo3u Check Point.

- Anti-Virus BukoHye mpe iH(EKIiiiHe BHUSBICHHS Ta OJIOKYBaHHS MIKiJJIMBOTO IMPOTPAMHOTO
3a0e3meueHHst Ta nocTiitHo oHOBIOEeTECs ThreadCloud.

- Zero phishing 3amo6irae HeBizomum (zero-day) Ta BioMuM aTtakam Ha BeO-caiiTax y peajbHOMY
gaci 3 BHKOPUCTAHHSAM QJITOPUTMIB MAIIMHHOTO HaBYaHHS Ta MATEHTOBAHUM I1HCHEKLIHHUM
TEXHOJIOT15IM.

- Sanitization 3a0e3mne4ye 3aXUCT BiJ] HEBIJOMUX aTaK, HIISIXOM 00pOOKH (aiiiIiB riepe/] THM, SIK BOHU
OyayTh TiepeiaHi 10 KOPUCTyBaya.

- Command and control (C&C) Bu3navae iH}ikoBaHi i KOMITPOMETOBaHI PUCTPOT Y MEpexki, OJIOKye
aTaky 3a 3ano0irae MONIKOPKEHHIO NIITXOM OJIOKYBaHHS HIKIJITTMBOTO MPOTPAMHOTO 3a0€3IIeYCHHSI.

- Anti-Bot 3axuiiae Bij pyiHyBaHb HIIIXOM OJIOKyBaHHs 00TiB komyHikariit C&C.

- Intrusion prevention system (IPS protection) 3abe3neuye nepenoBuii 3aXUCT Bijl aTaK Ta 3aXHUILA€E
yci iHnpopMauiliHi cucTeMu: cepBepH, iHaycTpiaibHi cuctemu Ta [Hreprer peueit (IoT).
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&a Network Security (2) Threat Prevention {Custom) =& Management (0)
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Policy Server [J@es
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Puc.4.2 Mosciugicms nanawmysaunsa 06 'ekmy Gateway KOHCOML 015 3AXUCTY MepPexCi

oo Metwork Securty (2) Threat Prevention (futonomous) i Management ()

@ Sandbox c Threat Cloud
(®) Autonomous Threat Prevention

() Custam Threat Prevention ) o, )
g C&C Protection ﬁ; IPS Protections

9 File & URL Reputation .'_.' Sanitization [COR)

a Zero Phishing

Puc.4.3 Mooicnusicmo nanawmysanus 06 ‘ekmy Gateway KoHCOE OJis 3aXUCMY 6i0 3a2po3

BucHoBkn

KibepOesmeka 3axau Oyia i Oyie BaXIMBUM 00’ €KTOM JOCIHTIKEHHS Ta YIOCKOHAJICHHS, OCKITBKA
NpOMIIUIA BENHKY BiZICTaHb CAMOBIIOCKOHAJICHHSI Ta 3MiH, ajie He MOXKHA CTBEPIXKYBaTH, LIO JOCsTIa
CBO€1 MeTH, KOJIH BCi JIIOAM MOXKYTh ce0e IMOYyBaTH 3aXUIICHUMH Big kibeparak. MeTa 1iei poboTu — 11e
30ip mporpamMHoi 6a3u JJIsl eKCIIEPUMEHTAIBHUX CTSHIIIB, SKi MOXYTh OYTH y HAroJli JUTsl OCIIKSHHS
MOJXKJIMBOCTEH 3axMCTy Bij kiOeparak. Taka ocBiTHs 0a3za /103BoJiMiIa O MIABHIIUTH PIBEHb 3HaHb 3
KibepOe3mneku, TOMy IO COIliajibHa I1HXKEHEpisl 3alWIIaeThes IMOIIUPEHHM BHIOM arak. Y poOoTi
HaBEeICHO IepesTiK MPOrpaMHOro 3a0e3NeYeHHs Ta PeKOMEH/Iallii 1o HOro po3ropTaHHIO 3 aKIIEHTOM Ha
30epekeHHI pecypciB KOMIT 10TepiB. AnapaTHe 3a0e3MeYeHHs KOITY€E 0araTo Tpouiel, ToMy BUXiJ — e
BUKOPUCTAHHS BIPTYaIbHUX MAaIlMHH. BipTyanbHi MamMHHU 3aiiMaloTh OaraTo Micls Ha >KOPCTKOMY
JIUCKYy Ta BHMAaraloTh OaraTo omepaTHUBHOI mam’siTi. IIpm posropTaHHi TakWx CTEHIIB IOTPIOHA
OIITHMI3allisi BAKOPUCTAHUX PECYpCiB. Y SIKOCTI MPHUKIALy eKCIIEPHMEHTAIFHOTO CTEH/Ty BUKOPUCTAHO
nporpamue 3adesneuenns Check Point (mammuu Ha onepauiitauii cucremi Gaia) ta Microsoft, a came
Windows 10 Tta Windows Server 2019. HaBeneHo mepestik BinacTuBOCTel BipTyanbuux mamua Check
Point.

IcHye Ge3niu mporpaMHUX IHCTPYMEHTIB, TAKHX SK, HAIIPUKJIIAJ, CKAHEPH BPa3IUBOCTEH, aHTUBIPYCHI
NporpaMu Tomo. 3ajgada CUCTEMaTH3allii TaKUX MpOorpaM, MOUIYKY Kpallux PillleHb — Ie 3ajadi JUIs
HNOAANBIINX JOCTIDKeHb. OKpIM TOTO, eKCIIEpUMEHTAIBHUI CTEH[I, SKUH PO3ropTaBCs ISl HAIMCAHHS
1i€i cTaTTi, CKIIaAaBCcs B BOCBMH BIPTYaJbHUX MalIMH. 3 BAKOPUCTAHHSM ITOTYKHOTO KOMIT I0Tepa BOHU
Oynu ctBopeHi Ta 3amyiieHi. [Ipy BiICyTHOCTI TaKUX MOXIIMBOCTEH Ha 3BHYAHOMY HOYTOYIII MOXHA
3alyCcTUTH 10 4 MammH. € HMOBIPHICT IO KiNBKICTh BipTyalbHUX MamuH Tpeba Oyzae 301/IbIIyBaTH.
Bce 1e roBoputh po HE0OXiJHICTE BUKOPUCTAHHS XMapHHUX CEPBICiB, TAKUX, SK, HAIPHUKIaA, AZUre, mo
TaKOX € BAXJIMBOIO Ta aKTYaJIbHOIO MOAANIBIION0 331a4€IO0.
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Introduction to capabilities, configuration and using of cybersecurity
technologies for information network protection

Cybersecurity is a key part of Ukraine's critical infrastructure. This has become especially relevant now during the impact of
Russian aggression. All companies can be affected by cyberattacks. The cost of data leakage for large organizations can reach
hundreds of millions of dollars. It is necessary to understand that ordinary people work in companies, social engineering remains
the most common type of attack. The Internet and computers play an extremely important role not only when these people work,
but also in everyday life, when communicating by mail, in chats or interacting with the banking system, etc. We live in a world
where security threats are everywhere. Therefore, the purpose of this work is the need to familiarize yourself with modern
technologies that allow you to consider all the possibilities of protection against cyberthreats. Comprehensive protection in the
Internet, for example, is provided by software and hardware products of the Check Point company, which provide a powerful
basis for practicing the protection of a computer network from unwanted or malicious protection, for which there is a possibility
of deploying their experimental stands. The result of this article is recommendations for deploying Check Point stands for
Windows users, which is a relevant task for cybersecurity administrators. The article also provides an overview of the basic
architecture of Check Point, which consists of a security server, a firewall, and a management application, which is used to
configure fundamental security policies with rules that govern traffic between the corresponding objects. The security server and
the firewall have properties (characteristics) whose work can be described by the model of open systems interaction, so the article
considers the layers that make up this model, as well as the built-in properties of these objects themselves, such as, for example,
antivirus, anti-phishing, anti-bot, and others. This article may be useful for students and philosophy students studying in the
specialty of cybersecurity.

Keywords: Open Systems interconnection Model, firewall, Check Point, stand, Open Server, antivirus, attack, malware.
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