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The article is devoted to the usage of identification algorithms based on biometric personal data (biometrics) in the electronic
trust services. This theme is of considerable interest due to the fact that it is becoming one of the most used tools in everyday
life. It can include such things as fingerprint and facial scanners in modern cell phones as well as more official aspects such as a
personal passport or signature.

The main problem of electronic identification is that the most effective algorithms: based on abstract-minutiae cylindrical
codes, where minutiae are unique to each fingerprint and determine the points of change in the structure of the capillary lines
(ending, splitting, breaking, etc.), the orientation of capillary lines and coordinates at these points.

Also, algorithms based on fuzzy extractors, where by fuzzy extractor we mean the system (object, algorithm) which
transforms biometric data into random sequences, providing the opportunity to apply encryption methods for biometric security.
Although they perform their role, they do not always work correctly and present a possible danger to a user. A comprehensive
analysis of the advantages and disadvantages of such algorithms requires further investigation and combination of these
algorithms to solve existing problems and improve overall response.

Not only could that provide a higher level of protection, but also greatly simplify the mathematical complexity of data
processing, as well as lead to an increase in the number of correct triggers and overall increase the efficiency of using biometric
technology in electronic trust services.
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OcHoBHa npo6iIeMa 3aCTOCYBaHHS eJIEKTPOHHO] 1JeHTH(hiKanii BUPaXKAETHCSA B TOMY, III0 HAHOUIBIT e(heKTUBHI aJITOPUTMU:
Ha OCHOBI aOCTPaKTHO-MIHYyaTHMBHUX IMTIHAPWYHUX KOIB, A€ MIHYNIS — Il€ YHIKIbHI JUI1 KOXKHOTO BIIOMTKY O3HAKH, IO
BU3HAYAIOTh ITYHKTH 3MIHH CTPYKTYPH NAIUISPHUX JiHIN (3aKIHYCHHS, PO3JBOEHHS, PO3PUB Ta iH.), OPIEHTAMLII0 MAMIIPHAX
JHINA Ta KOOPJMHATH B LUX ITYHKTaX. TakoX aJrOpUTMHU HA OCHOBI HEUITKUX €KCTPAKTOPIB, 1€ il HEYITKUM €KCTPaKTOPOM MU
po3ymieMo cucteMy (00'€KT, alrOpuUTM), sKa MEPeTBOPIO€ OIOMETPWUYHI JaHI B BHIIAJKOBI IOCITIIOBHOCTI, IO HaTaroTh
MOXKJIMBICTh 3aCTOCYBaTH IMIM(PyBalbHI MeToau it OiomeTpuyHOi Oe3mekd. BoHHM Xo4a ¥ BHKOHYIOTH CBOIO POJib, aje
CIIPAlbOBYIOTh HE 3aBXKIH KOPEKTHO, HApAXKAIOYH HA MOXKIIMBY HEOE3MeKy KOPHUCTYBaya.

BceOiunmii aHami3 mepeBar 1 HEIOJNIKIB TakWX alTOPHTMIB IOTpedye MOJANBIIOTO X PO3BHTKY Ta BHUKOPUCTaHHS
CBOEPITHOTO CMM0i03y IMX aJTOPUTMIB IS BUPIIICHHS iCHYIOUHX IPOOJIeM Ta MOKPaIIeHHs 3arajJbHOTO CIIpaboByBaHHs. [le
TIOBUHHO HE TiJBbKHU 3a0e31ednTH O1IbII BUCOKHH PiBEHb 3aXHUCTY, ajle ¥ 3HAYHO CIPOCTUTH MaTeMaTHYHY CKJIQJHICTh 00pOOKH
JTAaHWX 32 aJropuTMami. | came 1ie mpu3Be/e 0 MiBUIICHHS KUTBKOCTI BIpHHUX CIIPAallbOBYBaHb Ta ITiIBUIICHHS ¢()EKTUBHOCTI
BUKOPHUCTaHHS 010METPUYHUX TEXHOJIOTIH y CHCTEMax eJIeKTPOHHUX JOBIPYMX MOCIYT.

Knrwwuoei cnosa: 6iomempis, MiHyyis, Heuimkuil eKCmpakxmop, ancopumm, Koo.

Introduction

Nowadays different identification systems are increasingly being used. We use them for electronic
payments, for limiting access to objects, for identity authentication, etc.

Nowadays, the problem of correct identification and authentication of a person is more important than
ever. And what can be more personal than individual biometric features, such as voice, retina, gait,
fingerprints and, of course, DNA. All of these things together are covered by the term "biometrics."
Today, the idea of using biometrics for the authentication and identification is very relevant. Moreover,
almost all of us use them, for example, to unlock the phone screen with our fingerprint, or the so-called
"Face ID" or face identifier. Biometric mechanisms are also applied in the modern identification
documents, both foreign and Ukrainian. But unfortunately, the above-mentioned methods, especially the
more complex ones, do not work quite correctly. For example, "Face ID" can unlock the screen only if a
person’s photo is presented to its scanner. And the fingerprint doesn't work when the fingers are wet or
something else makes it difficult to access the fingerprint pattern.

Types of biometric features used
for identification

DNA
(DEOXYRIBONUCLEIC
ACID) MATCHING RETINA SCANNING

FACIAL

RECOGNITION VOICE
RECOGNITION

VASCULAR FINGER
(VEIN) GEOMETRY

GAIT RECOGNITION

Fig.1 The types of biometric features used for identification

Such systems require more detailed study, all-around improvement and further development in order
to avoid false positives and achieve a fully correct identification and authentication, where an error can
be an extremely "costly".

1. Problem Statement

To analyze potentially better identification algorithms and determine directions for their further
development in order to solve existing problems:

- confidentiality and delimitation (data obtained during biometric registration can be used for purposes
that the registered individual did not consent to (was not aware of);
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- dangers to owners of protected data (there is a possibility of an attempt on the part of the holder of
biometric identifiers to gain access);

- the possibility of cancelling biometric data (the advantage of a password over biometrics is the
possibility of changing it). Mainly, the cancellation of biometrics is a distortion of the biometric image
or properties prior to their approval.

2. Main points

Fingerprint identification (dactyloscopy) is the most common technology used in biometric access
control systems today. The technology is based on the unique pattern of fingerprints on people's fingers.
The fingerprint obtained with the scanner is converted into a digital code, which is stored in a database,
and then compared to previously entered and converted fingerprint codes.

The biometric access by fingerprint is easy to use, convenient and reliable. The devices that scan the
fingerprints are very reliable and cheap. The disadvantages include distortion of the papillary pattern by
small scratches, cuts, chemical reagents; inability to read the fingerprint by some scanners if the skin is
too wet.

Two types of features can be identified in each fingerprint — global and local. Global features are those
that can be seen with the naked eye.

Papillary pattern:

- pattern area — a highlighted fragment of the fingerprint in which all global features are localized;

- core or center — a point localized in the middle of the imprint or some selected area;

- the "delta” point — the starting point. The place where there is a separation or joining of the papillary
furrows, or a very short furrow (can reach to a point);

- line type — the two largest lines that start as parallel and then diverge and circle the entire image area;

- line count — the number of lines on the image area, or between the core and the "delta” point.

Papillary pattern types:

- "loop" type patterns (left, right, central, double),

- "delta" or "arc" type patterns (simple and sharp),

- "spiral" type patterns (central and mixed).

Another type is local features. They are called minutiae (peculiarities or special points) which are
unique for each fingerprint and determine the points of capillary lines structure changes (ending, splitting,
breaking etc.), the orientation of capillary lines and coordinates in these points. Each fingerprint can
contain up to 70 or more minutiae.

Practice shows that the fingerprints of different people may have the same global features, but it is
completely impossible to have the same minutiae micropatterns. Therefore, global features are used to
separate the database into classes and at the stage of authentication. At the second stage of recognition
local features are used.

Comparisons of prints by local features (minutiae) include:

1. Improving the quality of the original image of the print. Sharpness of the borders of the lines of
strokes is increased.

2. Calculation of the orientation field of the fingerprint's lines. The image is divided into square blocks
with sides more than 4 pixels, and the angle t of line orientation for a fragment of the fingerprint is
calculated using brightness gradients.

3. Binarizing the image of the print. Binning to a black and white image (1 bit) by thresholding.
4. Thinning the lines of the fingerprint image. Thinning is performed until the lines are 1 pixel wide.

5. Minutiae extraction. The image is divided into blocks of 3x3 pixels. After that, the number of black
(non-zero) pixels around the center is counted. The pixel in the center is considered to be a minutia if it
is non-zero, and there are one (minutiae "ending") or three (minutiae "branching") neighboring non-zero
pixels. Coordinates of detected minutiae and their orientation angles are written in a vector. When
registering users, this vector is considered a reference and is written to the database. During recognition,
the vector determines the current fingerprint.

6. Matching minutiae. Two fingerprints of the same finger will differ from each other by rotation,
offset, change in scale, and/or area of contact, depending on how the user places the finger on the scanner.
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Therefore, it is impossible to tell whether a fingerprint belongs to a person or not by a simple comparison
(the vectors of the reference and the current fingerprint may differ in length, contain mismatched
minutiae, etc.). Because of this, the comparison process must be implemented for each minutia separately.

Comparison stages include data registration, searching for pairs of matching minutiae, evaluating the
print matching.

During registration the parameters of affine transformations (rotation angle, scale and shift) are
determined, at which some minutiae from one vector correspond to some minutiae from the second vector.

The results of a search are up to 30 rotation values (from -15 to +15 degrees), 500 shift values (from
-250 px to +250 px, though sometimes even smaller limits are chosen), and 10 scale values (from 0.5 to
1.5 in steps of 0.1) for each minutia, up to 150,000 steps for each of the 70 possible minutiae in total. (In
practice, all possible options are not enumerated — after selecting the right values for one minutia, there
is an attempt to substitute them for the other minutiae, otherwise it would be possible to match almost
any prints to each other).

The assessment of print matching is done by the formula
2

D
K =—=%100,
pq

where D — the number of matching minutiae,
p — the number of minutiae of the reference,
g — the number of minutiae in the recognized print). If the result exceeds 65%, the prints are considered
identical (the threshold can be lowered by setting another level of vigilance).

If authentication has been performed, this is the end of the process. For identification this process must
be repeated for all fingerprints in the database (then the user with the highest matching level is selected
(of course, the result must be above the 65% threshold)).

3. Current identification algorithms

The main directions of solving the specified problems are the algorithms abstract-minutiae cylindrical
codes, and the algorithms based on fuzzy extractors. They are the most used in biometrics to provide a
high probability of a correct identification.

ACTUAL
ALGORITHMS

Abstract-
Minuative Fuzzy
Cylindrical extractors
Codes

+ Much more
Error- complex math
correctable Certain accuracy
More flexibility |8 is not available

¥ A lot of "rejects"
High accuracy Unnecessary
Low error rate mathematical
calculations

Fig.2 The used algorithms

Abstract-Minutiae Cylindrical Codes.

Abstract-Minutiae cylindrical codes are based on the small details of fingerprint descriptors, which
take into account the smallest information in a fingerprint image to match them. Minutiae are features
unique to each fingerprint, defining points of change in the structure of the capillary lines (termination,
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bifurcation, break, etc.), the orientation of the capillary lines and the coordinates at these points. Each
fingerprint can contain up to 70 or more minutiae. It is thanks to their comparison that the local features
are compared.

The algorithm based on minutiae cylindrical codes uses three-dimensional data structures called
cylinders, where each cylinder is oriented in the direction of the central minutiae throughout the image.
Minor locations are spatial points where the orientation, frequency, and energy have a higher differential
of change.

The orientation image computed by STFT analysis differs from traditional orientation images
computed using simple derivatives. With the exception of the core and delta points, any local area of the
fingerprint image provides consistent texture information using STFT. This is not the case in traditional
gradient orientation estimation.

The approach by which it is created is called the default function, where not every cell in the cylinder
will accumulate the specified contribution. Thus, cells that lie outside the valid territory mask are
considered invalid, and cells without neighbors have zero contribution. The cylinder is kept or discarded
according to validity constraints. These constraints include the minimum number of neighbors around the
central minutiae at constant radius, as a percentage of the total number of valid cells. Only valid cylinders
will be part of the imprint pattern.

The disadvantage of this approach is the complexity of mathematical calculations of a large number
of minutiae and a significant number of cylinders that are processed but discarded for one reason or
another (considered invalid).

Fuzzy extractors.

A fuzzy extractor is a system (object, algorithm) that converts biometric data into random sequences
that provide the ability to apply encryption methods for biometric security. They are used to encrypt and
authenticate user transactions. In this case, the biometric input is treated as a key. The word "fuzzy" in
the extractor's name implies that the values of the resulting sequence have a form close enough to the
original and can confirm the authenticity of the identity.

The algorithm using fuzzy extractors is a method that allows us to uniquely recover the secret key
from inaccurately reproduced biometric data involving auxiliary data, which is open. According to the
algorithm, a sequence of actions is performed:

- initialization, where a security parameter is specified that defines the length of the public and secret
keys and the triggering threshold, based on which the algorithm generates a secret master key and public
parameters;

- extraction, where a specific identity and the secret master key are specified, and the algorithm itself
processes the data and returns the user's secret key;

- encryption, where the algorithm returns a ciphertext based on the user's secret key, his identity, and
the embedded message;

- decryption, where by the secret key and the ciphertext encrypted with the identity, the algorithm
returns the message if the identity data is confirmed, or stops working otherwise.

Subsequently, the stability of such an algorithm is evaluated from the point of view of force attacks,
such as full brute force, collision creation, etc. The stability to them being obtained, the algorithm is
moved to the analysis of its stability against analytical attacks.

The disadvantage of this approach is the complexity of mathematical apparatus of data processing in
the presence of a significant number of errors and the inability to provide the necessary accuracy when it
is necessary to correct these errors.

Conclusions

Thus, the most important and promising areas for further research are those related to the incorrect
operation of fuzzy extractors and abstract-minutiae codes, which address the issues of correct
identification and authentication of the person. The identification and authentication based on the
synthesis of the "strengths" of both algorithms will balance their individual drawbacks.
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