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The issues related to IEEE 802.11 technology are considered in the article. The vulnerability that allows an attacker to perform
a deauthentication attack is described in detail. Analysis and practical experiments have shown that the existing vulnerability of
Wi-Fi technology presents danger to legitimate users, and by using it, an attacker can send deauthentication frames, which results
in disrupting communication between clients and the access points to which they are connected. Kali Linux OS, Aircrack-ng
tool to launch attacks and Wireshark to capture and analyze IEEE 802.11 frames has been used for research. Our experimental
studies helped to identify the anomalies during the attack and the algorithm for detecting deauthentication attacks based on those
anomalies has been developed. The proposed solution uses a combination of three parameters (reason code, timestmap, RSSI
signal strength level), which in our opinion can reduce the frequency of false positives. It is proposed to use the DDA (Detector
of Deauthentication Attack) to scan and analyze wireless traffic, and issue warnings if an attack is detected.
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BesnpoBooBi Mepexi BUKOPHCTOBYIOTH paaioedip Ta ITUPOKOMOBHY HpUpoRy (i3WYHOTO PIiBHS 1 yepe3 Ie Haa3BUYAHO
BPA3JMBi O MOXJIMBHX aTaK i HECAHKI[IOHOBAHOTO JOCTYIy. Y CTaTTi pO3MNISHYTI NMUTaHHA, NMOB's3aHi 3 TexHoiuorieto IEEE
802.11, noxnagHO oOmMCaHa BPAa3NMBICTb, $KAa J03BOJISIE 3JIOBMUCHHKY BHKOHyBaTH DoS-ataky y cuTyanii, Komu He
BHKOPHCTOBYIOTBCS 3aXUIlleHi Kaapu ympasiinasa Protected Management Frames (PMF). Anaini3 i npakTuuHi eKCliepHMEHTH
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JIOBEJH, IO iCHyIo4Ya BpasiuBicTh TexHonorii Wi-Fi mo cux mip 3anmmmaerscs HeGe3MEeUHOIO JUIsl KiHIEBHX KOPUCTYBAdiB, i
BHUKOPUCTOBYIOUH ii 3JI0BMUCHUK MOXKE BIANPABILTH MigpoOJieHI KaapH IeaBTEHTU(IKAIil, 0 IPU3BOAUTE 10 IOPYIICHHS
3B’S13Ky MK KII€HTaMH Ta TOYKaMH IOCTYyIy, 1O SKHX BOHHM MifKmodeHi. JlaHy araky peaji30BaHO Ha peaJbHOMY
BUNPOOYBaIbHOMY CTEHAI 0e3MPOBOJOBOI MEpeXxi 1 MpoBeeH] OOMUpPHI eKCTIEPUMEHTH [0 BUBUYEHHIO MOBEAIHKU MEPENKHUX
BY3JiB B HOPMaJbHUX yMOBax Ta Mij yac ataku. s peamizanii ataku Oynu Bukopucrasi: onepauiitna cuctema Kali Linux,
iHCTpYMeHT Aircrack-ng mis 3amycky ataku i Wireshark mis 3axomsenss i anamizy kaapiB IEEE 802.11. ExcniepumeHTanbHi
JOCHIKEHHS JIO3BOJIMIIM BHIUIMTH aHOMAJI] MiJ Yac aTakH 1 Ha MiJCTaBi I[bOT0O 3alPOIIOHOBAHO AITOPUTM BHSBIEHHS aTak
neaBTeHTH(iKamii. IIpomoHyeThCsl BUKOPUCTOBYBATH JeTekTop ataku AeaBreHTH(iKanii (Detector of Deauthentication Attack
DDA), sixuit Gyne ckaHyBaTH Ta aHATi3yBaTH 0€3MPOBOIOBUH MepeXHHH Tpadik, i BUIaBaTH MONEPEHKEHHS Y Pa3i BUSBICHHS
aTaky. 3anpoIrioHOBaHEe PIIeHHS BHKOPHCTOBYE KOMOIHAI{ 3 TphOX mapaMeTpiB (KoI HMPHUYMHHU reason code, gacoBa MiTka
timestmap, piBeHb HOTyXHOCTI curHary RSSI), mo Ha Ham morss 103BOJIUTH 3HU3UTH YaCTOTY IIOMIJIKOBUX CIPAllbOBYBaHb.

Knrouosi cnosa: amaka, oeasmenmupixayis, in'ekyis naxemis, niokmouenns, mouka oocmyny, kaop, DoS, Linux, Wi-Fi.
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B cratwe paccmoTpeHs! Bonpocsl, cesizanHble ¢ TexHonorueit IEEE 802.11, moapo6Ho onucaHa ysI3BUMOCTb, KOTOPAsi HO3BOJISET
3JI0yMBIIUICHHUKY BBEIIONHATE DoS-aTaky B CHTyalnH, KOTJa He HCIIONb3YIOTCs 3allUIIeHHbIe Kaaphl ynpasieHus Protected
Management Frames (PMF). Aranu3 u npaktudeckue SKCIIepUMEHTHI TOKa3aIH, YTO CYIIECTBYIONIAsl YI3BHMOCTh TEXHOJIOT HH
Wi-Fi 10 cux mop ocraercsi OMacHOM Ulsi KOHEYHBIX MONB30BaTeNeH, W UCIOMB3Ys €€ 3MOYMBIIUICHHHK MOXET OTIPABISATH
MOAJETbHBIE KaJphl AeayTeHTU(HUKAINYU, YTO NPUBOAMUT K HAPYLICHHIO CBSI3M MEXAY KIMEHTaMH M TOYKAMU JOCTyNa, K
KOTOPBIM OHH TOJKJIIOUCHB. JlaHHYIO aTaKy pealn30BaHO Ha PEaJbHOM HCIIBITATENIbHOM CTEeHZIE OeCHpOBOJHOM CeTH H
MPOBE/ICHBI OOIIMPHBIE YKCTIEPUMEHTHI 10 H3YUSHHUIO TIOBEJCHHS CETEBBIX y3JIOB B HOPMAJIBHBIX YCIOBHSX U BO BPEMsI aTaKH.
Jli1st peani3aiuy ataku ObLTH HCIONB30BaHbL: onepanionHas cucrema Kali Linux, nHcTpymenT Aircrack-ng ans 3amycka araku
n Wireshark amst 3axBata u ananu3sa kaapos [EEE 802.11. DkcnepuMeHTaIbHBIC HCCIIETOBAHNS TO3BOJIAIN BBIICITUTh aHOMATUU
BO BpeMsl aTaku ¥ Ha OCHOBAaHHMH 3TOTO IPEIJIOKEH AJTOPUTM OOHAapyKeHWs arak neayTeHTH(UKanuu. [Ipemnaraercs
UCIIOJB30BaTh JeTeKTop ataku aeayreHTndukamuu (Detector of Deauthentication Attack DDA), koTopslii Oyaer ckaHUpOBaTh
Y aHAITM3HPOBATH OECIIPOBOTHON CETEBOH Tpa(uK, M BEIABATh MPeIyNPEKACHNS B ClIydae oOHapykeHus atakd. [Ipeanoxernoe
pellIeHrne UCIOIb3yeT KOMOMHAIINH U3 TPeX MmapaMeTpoB (KO MPUYHHBI reason code, BpeMeHHAs MeTKa timestmap, ypOBEHb
MomrHocTd curHana RSSI), 4To Ha HalI B3TIIS1 TO3BOJUT CHU3HUTH YacTOTY JIOKHBIX CpabaThIBAaHUH.

KunroueBbie ci10Ba: araka, JeayTeHTU(GUKALNS, HHBEKIHS TTAKETOB, IOIKIIOUYEHHE, TOUKA J0CTyma, Kaap, DoS, Linux, Wi-Fi.

1 Introduction

IEEE 802.11 wireless networks have become one of the most widely used networks because it is
supported by an extremely large number of devices, such as smartphones, laptops, tablets, 10T devices,
etc. Unlike cable networks, where the interception of transferred information is impossible without
physical access, wireless networks are vulnerable to unauthorized access and possible attacks, unless
special measures are taken [1]. The passive access is natural for the wireless networks. Attackers can
easily target wireless devices because the Wi-Fi network cannot prevent "listening" to transmitted traffic,
as well as possibility to intercept and analyze packets. Therefore, an attacker can intercept information or
attack the system with impunity.

Wi-Fi vulnerabilities and IEEE 802.11 security methods have been studied for a long time.
Nevertheless, the issue of security has not become less important and ongoing research into the
vulnerabilities of the IEEE 802.11 standard is necessary to prevent future transgressions.

A deauthentication attack, being one type of attack, which Wi-Fi networks are prone to, due to the
shortcomings of the IEEE 802.11 protocols [2] is discussed in this article. A deauthentication attack is a
denial-of-service (DoS) attack for one or more users and falls under the Management frame attack
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category. The management frames are important system data packets that are used to control the
communication of stations and access points [3].

Fig. 1.1 shows the frame structure of the IEEE 802.11 protocol at the MAC level. The critical part of
the frame is "MAC Header and Data".

There are three types of frame:

1. Management frames (type 00)

2. Control frames (type 01)

3. Data frames (type 10)

The management frames are responsible for ensuring the interaction between the access point and the
wireless clients and can be divided into subtypes (determined by the 4-bit value of the "SubType" field).
These subtypes are responsible for the initial interactive operations between clients and access points.

Preamble PLCP Header MAC Header and Data FCS ‘

0-2312
2 Bytes 2 Bytes 6 Bytes 6 Bytes 6 Bytes 2 Bytes 6 Bytes 2 Bytes Bytes 4 Bytes

Frame  |nuration/ID| Address 1| Address 2 | Address 3 | SEUENCe | Aqqress 4| 395 | Frame Body | FCS

2 Bits 2 Bits 4 Bits 1 Bit 1 Bit 1 Bit 1 Bit 1Bit 1Bit 1Bit 1Bit
Protocol More Power | More |Protected
Version Type Subtype To DS From DS Frag Retry Mgmt | Data | Frame Order

Fig.1.1 802.11 frame structure

The list of 12 subtypes of management frames defined by 802.11 standards is given in Tab. 1.

Table 1. Subtypes of the management frame

Type | Description |Subtype Description
00 | Management | 0000 Association request
00 | Management | 0001 Association response

00 | Management | 0010 Reassociation request
00 | Management | 0011 Reassociation response

00 | Management | 0100 Probe request
00 | Management | 0101 Probe response
00 | Management | 1000 Beacon

00 | Management | 1001 ATIM

00 | Management | 1010 Disassociation
00 | Management | 1011 Authentication
00 | Management | 1100 Deauthentication
00 | Management | 1111 Reserved

Control frames are responsible for ensuring the proper exchange of data between the access point and
the wireless clients. Control frames have three subtypes: CTS, RTS, ACK and are used for the CSMA/CA
mechanism.

Data frames contain actual data received from the network layer and are protected by security
mechanisms such as WEP, WPA or WPA2.

Unfortunately, unlike data frames that are transmitted over the network in an encrypted form,
management frames are not encrypted. Due to the lack of encryption, 802.11 management frames are
vulnerable to various threats, including deauthentication attacks [4]. An attacker could exploit this
vulnerability by falsifying the MAC address of devices, impersonating a client or access point (AP), and
sending deauthentication requests [5]. The frames are accepted as coming from other device and the
established connection is broken [6]. Therefore, a DoS attack is a critical attack that disrupts a client's
current transactions. Thus, a mechanism to detect this attack needs developing.

The attacker falsifies the MAC address of the legitimate client and periodically sends deauthentication
frames [5]. Authentication cancellation requests cannot be ignored, and the access point responds
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immediately by canceling client authentication. After a successful attack, the client station disconnects
from the wireless network and cannot reconnect until attack stops [6].

A specific channel can also be targeted by performing a DoS attack on multiple users simultaneously
[13].

2 Problem statement

The deauthentication attack is considered to be one of the most powerful DoS attacks in the field of
wireless communication, but it is also one of the most difficult to identify accurately. Therefore, the aim
of the work is a practical study of the interaction between the client and the AP during the exchange of
frames in normal conditions and during the DoS-attack.

To solve the problem, the following tasks have been set.

1. Practical implementation of a deauthentication attack.

2. Analysis of frames during the attack to identify anomalies.

3. Development of an algorithm for detecting deauthentication attacks.

3 Concept of deauthentication attack and its implementation

The IEEE 802.11 Wi-Fi standard requires two mandatory sequential steps before a user can begin data
transfer: authentication and association [7]. Therefore, a Wi-Fi client can be in any of 3 states [8], and the
communication process between the client and the access point can be described as follows:

state 0: the client is not authenticated and not associated,;

The client searches for a network by sending a test request frame (Probe request) on several channels.
The AP sends a Probe response to the client after receiving a Probe request. The client connects to the
AP with the strongest signal. Authentication between the client and the access point is required to prevent
illegal clients from accessing the network. Thus, the client sends an authentication request to the AP. The
AP responds to the client by sending an authentication response with a status code.

state 1: the client is authenticated but not associated,;

After authentication, the client sends an association request frame to the AP for access to the wireless
network through the AP. The AP sends an association response to the client and stores the client
information in its own database.

state 2: the client is authenticated and associated.

The connection is established and the client is able to send data to the access point and vice versa.

Once the authentication and association steps are successfully completed, the client and AP perform
a four-way handshake to prove PSK knowledge and use it to obtain encryption keys. Afterwards
encrypted data can be exchanged between devices [9].

The user's device sends a Wi-Fi deauthentication frame to another device to end a secure connection.
The deauthentication frame is a notification, not a request [10]. After accepting the deauthentication
message (whether counterfeit or genuine), a receiving party cannot refuse to execute it [11], unless frame
protection mode is enabled (802.11w: MFP or Management Frame Protection). When the client receives
the deauthentication frame, it goes directly to state 0, regardless of the current state.

An attacker could take advantage of this by forging this message and thereby breaking the connection
between the wireless devices and their access point. Thus, the client targeted attacks reaches state 0 and
requires re-authentication and re-association.

We have implemented a deauthentication attack on a real wireless test bench and analyzed the impact
of the attack on the bandwidth, which reaches zero during the attack [6]. The test bench consists of a
wireless network, an access point and a client. The AP is connected to the Internet, and the client connects
to the AP. The AP provides all services to the connected client (Fig. 3.1).

The exchange of frames between the client and the access point during the connection and attack is
shown in Fig. 3.1.
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Fig.3.1 Deauthentication attack scenario

For our research, we used the Kali Linux OS and the Aircrack-ng tool to run a deauthentication attack.
This tool has powerful utilities that can be used to put various wireless network cards in monitoring
modes, as well as for packet injection [12].

The dual-band Wi-Fi adapter Alfa AWUSO036ACH of 802.11ac standard on the Realtek RTL8812AU
chipset with support for monitoring mode has been selected for the experiment.

The block diagram of the deauthentication attack algorithm is presented in Fig.3.2

D

v

Run command iwconfig
Selecting wireless interface from list of
available

v

Run command airmon-ng start Client
wlano
Switching to monitoring mode

AP

Target selection for attack

A 4 A 4

Run command Run command
Run command aireplay-ng -0 0 -a [BSSID AP] ¢ aireplay-ng -0 0 -a [BSSID AP]
: e [BSSID STA] wlano wlano
al:;:?ggcyir:‘;gct%:\ileas?o Sending deauthentication frames to Sending broadcast frames
successful? AP and client deauthentication

!

Run command airodump-ng Press CTRL+C
wlano Stopping attack

Capture and analysis of wireless frames
l >
A 4
Run command
iwconfig wlano channel [] End
Switching network adapter to victim
channel

Fig.3.2 Block diagram of the deauthentication attack algorithm
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The attacker spoofs a legitimate MAC-address of the client and sends periodic deauthentication frames
[5]. Authentication cancellation requests cannot be ignored and the access point responds instantly to
these requests by canceling client authentication. After a successful attack, the client station disconnects
from the wireless network and cannot reconnect to it until the attacker stops the attack [6].

A particular channel could also be targeted to by performing DoS attack on multiple users

simultaneously [13].

4. The frame analysis during a deauthentication attack
We have conducted extensive experiments to study the behavior of nodes both in normal conditions
and during deauthentication attacks. A powerful Wireshark tool has been chosen to capture and analyze

IEEE 802.11 frames.
Experimental studies have identified three anomalies during the attack of deauthentication.

4.1. Deauthentication frame flooding
Analysis of the deauthentication attack at the frame injection stage has shown that a successful attack

requires the creation of a large number of deauthentication frames in a very short period of time. Fig. 4.1
shows the number of deauthentication broadcast frames sent by an attacker during an attack. The same
type of observation has been made in the second case - a targeted attack on the client, as shown in Fig.

4.2.
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Fig.4.2 The distribution of deauthentication frames during a targeted attack on the client
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The graphs show that there is a very small change in the time intervals between consecutive frames of
deauthentication. In the case of a targeted attack on the client, the aireplay-ng command sends a total of
128 packets for each specified deauthentication message. 64 packets are sent to the AP, and 64 packets
are sent to the client [6]. On average, 225-250 frames of deauthentication are sent by the program in 1
second, which is an anomaly, because it has been experimentally found that in 88% of cases, one
deauthentication frame is enough to successfully complete a communication session [14].

4.2 Reason code for cancellation of authentication
The deauthentication frame contains the reason code, which explains why the connection is
interrupted. Here are some of the common reason codes (Tab. 2) [15, 19].

Table 2. Reason codes for authentication cancellation

Code Reason

0 Reserved
Unspecified reason
Previous authentication no longer valid
Station is leaving (or has left) IBSS or ESS
Disassociated due to inactivity
Disassociated because AP is unable to handle all currently associated stations
Class 2 frame received from nonauthenticated station
Class 3 frame received from nonassociated station
Disassociated because sending station is leaving (or has left) BSS
Station requesting (re)association is not authenticated with responding station
Disassociated because the information in the Power Capability element is unacceptable

O O|INO|O|BWIN(F-

[EY
o

Having analyzed the frames captured during the implementation of the attack by using the utility
package Aircrack-ng, we have found that all frames of deauthentication have the reason code 7 (0x0007
Code 7) (Fig. 4.3), which has the following meaning: «Class 3 frame received from nonassociated
station». We believe that the reason code 7 in the deauthentication frames may serve as an indicator of
substitution deauthentication frames.

root@kali: ~

File Edit View Search Terminal Help

root@kali:~# alreplay ng -0 © -a 34:CE:00:5D:03:7A -c 4C:4E:03:CF:28:75 wlano
15:27:39 Waiting for beacon frame (B madeCE:00:5D:03:7A) on channel 11
15:27:40 Sending 64 directed DeAuth STMAC: [4C:4E:03:CF:28:75] [ 8|45 ACKs]
15:27:41 Sending 64 directed DeAuth STMAC: [4C:4E:03:CF:28:75] [ 9|33 ACKs]
15:27:41 Sending 64 directed DeAuth STMAC: [4C:4E:03:CF:28:75] [ 0|55 ACKs]
15:27:42 Sending 64 directed DeAuth STMAC: [4C:4E:03:CF:28:75] [ 0|60 ACKs]
[
[

15:27:42 Sending 64 directed DeAuth STMAC: [4C:4E:03:CF:28:75] 8|61 ACKs]
STMAC: [4C:4E:03:CF:28:75] 6|63 ACKs]
STMAC: [4C:4E:03:CF:28:75] [ 0|62 ACKs]

15:27:43 Sending 64 directed DeAuth
15:27:43 Sending 64 directed DeAuth

25 0.049129610 XiaomiEl_5d:03:7a TctMobil cf:28:75

26 0.051420690 TctMobil_ cf:28: XiaomiEl_5d:03:7a

Frame 26: 44 bytes on wire (352 bits), 44 bytes captured (352 bits) on interface ©
Radiotap Header vO, Length 18
802.11 radio information
IEEE 802.11 Deauthentication, Flags: ........
Type/Subtype: Deauthentication (©x000c)
» Frame Control Field: Oxc000
.000 0001 0011 1010 = Duration: 314 microseconds
Receiver address: XiaomiEl _5d:03:7a (34:ce:00:5d:03:7a)
Destination address: XiaomiEl _5d:©3:7a (34:ce:00:5d:03:7a)
Transmitter address: TctMobil cf:28:75 (4c:4e:03:cf:28:75)
Source address: TctMobil cf:28:75 (4c:4e:03:cf:28:75)
BSS Id: XiaomiEl_5d:03:7a (34:ce:00:5d:03:7a)
............ 0000 = Fragment number: ©
0011 0100 0001 .... = Sequence number: 833
- IEEE 802 11 w1reless LAN

(v v

Reason code Class 3 frame received from nonassociated STA (0x0007)

Fig.4.3 The reason code in the deauthentication frames
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4.3 The level of signal strength RSSI
In case of successful deauthentication attack, the signal level of the attacker’s network card is usually
higher than the signal level of the legitimate AP. This is important, for example in the case of a MITM
attack, when an attacker needs to use a deauthentication attack to forcibly disconnect the client from the
AP and reconnect the client to a fake access point (Rogue AP) [20]. To do this, the attacker must be
located closer to the AP than the legitimate client or increase the transmitter power of the network adapter
that he uses to attack. Different countries have different technical regulations for Wi-Fi. While in most
countries, including Ukraine, the transmitter power limit of the Wi-Fi network adapter is set to 20 dBm
(100 mW), there are countries where the limit is set to 30 dBm [16]. An attacker could use that to their
advantage by changing programmatically the country in which the device is expected to operate and
thereby increasing the transmitter power to 30 dBm (1000 mW). The result of increasing the transmitter
power of the network adapter from 18 dBm to 30 dBm is shown in Fig. 4.4.
root@kali:~# iwconfig
wlano IEEE 802.11 ESSID:off/any
Mode:Managed Access Point: Not-Associated ITx»Power=18 dBmI
Retry short limit:7 RTS thr:off Fragment thr:o
Encryption key:off
Power Management:off

li:~# iw reg set BZ

i:~# iwconfig wlan® txpower 30
akali:~# iwconfig

wlan@ IEEE 8602.11 ESSID:off/any

Mode:Managed Access Point: Not-Associated ITx-Power=30 dBmI
Retry short limit:7 RTS thr:off Fragment r:0

Encryption key:off
Power Management:off

Fig.4.4 Changing the transmitter power of the network adapter

After launching the deauthentication attack, the RSSI values will be different (changed). In fact, the
jump values can be determined by various factors, such as the distance between the legitimate AP and
the attacker's network adapter, the position of the attack detector, and the transmitter power of both
devices. On the Linux operating system, the RSSI value can be obtained from the RadioTap header.

In the course of our experiments, we have recorded the average value of the signal level during the
transmission of a legitimate AP and the jump of the average value of the RSSI during the deauthentication
attack (Fig. 4.5).
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Fig.4.5 The average value of the RSSI for the legitimate AP before and during the attack

A sharp change in the RSSI value in deauthentication frames relative to other frames broadcasted by
a legitimate AP may indicate an attack.
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5. Literature review

Some authors propose to use the threshold number of deauthentication frames for identification of
deauthentication attack [17]. When the number of deauthentication frames exceeds the threshold number,
it is considered as a sign of deauthentication attack. However, there are some drawbacks to this approach.
First, only one parameter is taken into account and other parameters related to the wireless network are
ignored, which, in turns, leads to many false positives. Second, deauthentication frames can be sent by
an attacker with variable frequency, which does not allow detecting the attack.

The two types of attacks, namely, the attack of deauthentication and the attack of the evil twin are
investigated in [18]. To detect a deauthentication attack, only the reason code is taken into account. Other
MAC header parameters are not considered. Because the reason code can also be included in a legitimate
deauthentication frame, this detection method can increase the frequency of false positives as well.

The simplified solution to detect a deauthentication attack is proposed in [21]. The proposed algorithm
uses the reason code and MAC timestamp parameters. However, the reason code can also be used by a
legitimate deauthentication frame, and the deauthentication frames can be sent by an attacker at variable
intervals. Therefore, we believe that those two parameters are not sufficient to reliably detect a
deauthentication attack.

6. The proposed solution for detecting deauthentication attack

We offer an algorithm for detecting deauthentication attacks, which can reduce the frequency of
false positives by using a combination of three parameters.

The main parameters that are considered in our algorithm to detect this attack:

1) Reason Code,

2) Timestamp,

3) Received Signal Strength Indicator (RSSI).

We propose to use a DDA (Detector of Deauthentication Attack), which scans the data of wireless
traffic, analyzes them and issues a warning about a possible deauthentication attack (Fig. 6.1).
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Fig.6.1 Scheme for detecting deauthentication attacks

Fig. 6.2 shows the algorithm for detecting a deauthentication attack. The DDA is started by switching
the network interface to monitoring mode and switching to the appropriate AP channel. In this mode, the
hardware interface is not connected to any network and is used for passive sniffing. The interface receives
all packets in its listening channel for further analysis of AP frames and its associated client. The DDA
analyzes the packets by extracting deauthentication frames (Type 00, Subtype 1100) from the total stream
and analyzing their number per unit of time. If the value exceeds the set threshold, the DDA will issue an
attack warning.

If the frequency of deauthentication frames does not exceed the set threshold, the DDA checks the
reason code of the next deauthentication frame. In case the reason code is 7, the algorithm proceeds to
checking the RSSI level of this frame so the final decision can be made.
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After launching the deauthentication attack, DDA receives deauthentication frames with the modified
RSSI values from the attacker. When /\ = | RSST — RSSI4¢@“" | the deviation of the RSSI value of the
received deauthentication frame (R SS7¢¢4“") from the average RSSI values of the legitimate AP frames
(RSS1) exceeds the threshold value, the DDA issues an attack warning. Otherwise, the DDA monitoring
node continues to monitor and analyze the received frames.

Monitoring the average values of RSSI frames from the legitimate AP is performed by means of a
sliding window algorithm. The value of the RSSI level jump can be determined by various parameters,
such as the distance between the legitimate AP and the attacker, the position of the monitoring node, as
well as the power of the AP and the attacker’s transmitters. In Fig. 4.5, the deviation of the mean RSSI
value can reach 10 dBm. We propose to set the value of the attack threshold to 10 dBm. Otherwise, when
the RSSI frame value deauthentication is less than 10 dBm, the DDA will assume that everything is fine.
It should be noted that the 10 dBm threshold is set for the average value instead of not-averaged RSSI
values, as it can often fluctuate by more than 10 dBm.
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Fig.6.2 Block diagram of the algorithm for detecting deauthentication attacks
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7. Conclusions

Our research and practical experiments have shown that due to the exchange of unencrypted
management frames, wireless LANSs are prone to DoS attacks, namely deauthentication attacks, which
can completely disconnect a legitimate client from the network. Therefore, there is a need for an effective,
easy and automated method of detecting attacks of deauthentication.

We propose to use the DDA, which scans and analyzes the wireless traffic data, and issues warnings
in case of a possible attack. The DDA is based on a new algorithm for detecting deauthentication attacks,
which uses a combination of three parameters reducing the frequency of false positives. The presented
methodology is easy to implement, does not require system training, and can be used both in open and
encrypted networks.

The deauthentication attack has been performed for one legitimate client in this research. Further this
technique can be modified for several legitimate wireless network users. Future improvements can also
increase the capabilities of the system. Due to the fact that the DDA algorithm is based on network traffic
anomalies, it will be able to counteract some other threats, such as rogue access point for example.
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