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Digital transformation of enterprise crisis management under economic instability
Abstract. The full-scale war and economic instability have significantly altered the operating
environment of Ukrainian enterprises and necessitated the transformation of traditional approaches to crisis
management. Under these conditions, digital transformation is becoming an important component of crisis
management strategy, ensuring business process continuity, real-time risk monitoring, and enhanced
enterprise adaptability. The use of artificial intelligence, Big Data, cloud technologies, the Internet of Things,
digital twins, and predictive analytics facilitates the transition from a reactive model of crisis management to a
predictive and adaptive one. Digitalization is of particular importance in the context of Ukraine’s post-war
recovery and European integration. In the current environment, digital transformation has emerged as one of
the key factors in ensuring enterprise resilience and long-term development.

© Viadrova Nadiia, Lytvynenko Alina, Fridman Olena, Lytvynenko Olena, 2026
This is an open access article distributed under the terms of the Creative Commons Attribution License 4.0.

185



https://doi.org/10.26565/2786-4995-2026-3-12
mailto:3000918@gmail.com
https://orcid.org/0000-0003-2386-3231
mailto:alina.lytvynenko@hneu.net
https://orcid.org/0000-0003-0372-5130
mailto:o.fridman@karazin.ua
https://orcid.org/0000-0002-7437-6372
mailto:o.litvinenko@btu.kharkov.ua
https://orcid.org/0000-0002-8360-4461
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/

ISSN 2786-5002 (online) ®IHAHCOBO-KPEANTHI CUCTEMW: MEPCNEKTUBU PO3BUTKY
ISSN 2786-4995 (print) FINANCIAL AND CREDIT SYSTEMS: PROSPECTS FOR DEVELOPMENT

3(22)2026

Problem statement. Despite the rapid development of digital technologies and their increasing
adoption by enterprises, the integration of digital tools into crisis management systems remains insufficiently
systematic. Technological solutions and traditional crisis management mechanisms are often considered
separately, limiting enterprises’ ability to anticipate crises, respond promptly to risks, and maintain economic
resilience under conditions of high uncertainty.

Unresolved issues. Despite a substantial body of research on digitalization and crisis management,
comprehensive approaches to developing a digital model of enterprise crisis management remain
insufficiently elaborated. The relationships between an enterprise’s level of digital maturity, its adaptability to
crisis-related challenges, and the effectiveness of managerial decision-making in a highly turbulent
environment require further investigation.

Purpose of the article. The purpose of the article is to provide a theoretical rationale and identify
practical directions for the digitalization of enterprise crisis management in order to enhance enterprise
resilience and adaptability under conditions of economic instability.

Main material. The study is based on systemic and comparative approaches to analyzing the digital
transformation of enterprise crisis management under conditions of economic instability. The article
examines enterprise digital maturity and digital resilience, contemporary risk management tools, and the
potential of artificial intelligence, Big Data, ERP, CRM, cloud technologies, |oT, Digital Twin, and predictive
analytics to ensure business process continuity and adaptability. Based on a synthesis of European and U.S.
experience, the study substantiates the prospects for adapting these approaches to the Ukrainian context
and proposes a five-level Digital Crisis Management Framework designed to support risk monitoring and
forecasting, managerial decision-making, and the adaptive recovery of enterprises.

Conclusions. The digital transformation of crisis management is defined as a comprehensive
process of integrating advanced digital technologies into the strategic management system with the aim of
enhancing enterprise adaptability, business process continuity, and economic resilience. A strategic priority
for Ukrainian businesses is the development of Digital Economic Resilience through the use of artificial
intelligence, predictive analytics, data-driven management, and integration into European digital ecosystems.
The findings of the study can be used to improve crisis management systems and enhance the resilience
and competitiveness of Ukrainian enterprises in the wartime and post-war economy.

Keywords: digital transformation, crisis management, digital resilience, economic resilience, digital
maturity, artificial intelligence, predictive analytics, risk management, digital technologies, economic
instability.
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Introduction. The full-scale war has transformed the operating environment of Ukrainian
enterprises and, consequently, the very logic of crisis management. Whereas crises were previously
regarded primarily as temporary deviations from normal development, instability has now become a
persistent feature of the business environment. War-related risks, the destruction of production
infrastructure, disruptions to logistics routes, energy instability, human capital shortages, cyber
threats, and high market volatility have created a new type of crisis environment in which
enterprises are required to address operational, financial, human resource, and security challenges
simultaneously. Under these conditions, management effectiveness is increasingly determined not
by the speed of response to a crisis, but by the ability to anticipate its development, manage
uncertainty, and make data-driven decisions in real time.

In this context, digital transformation is no longer a separate dimension of technological
modernization. It is becoming an integral component of an enterprise’s crisis management strategy,
as digital technologies enable business process continuity, real-time risk monitoring, remote
management, the integration of production and financial flows, and the development of adaptive
management models [1]. The use of artificial intelligence, Big Data, cloud platforms, digital twins,
the Internet of Things (loT), predictive analytics systems, and automated control systems is
transforming the nature of crisis management, shifting it from a reactive model towards one focused
on forecasting, prevention, and rapid adaptation [2, 3].
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A distinctive feature of the current stage of Ukraine’s economic development is that
digitalization is taking place simultaneously with post-war recovery processes and Ukraine’s
integration into the European economic area. Fulfilling the commitments associated with the
country’s European integration path requires the harmonization of digital policy with European
Union legislation, as well as the development of digital markets, cybersecurity, electronic
identification, data governance, and digital services. For Ukrainian enterprises, this entails not only
access to new markets and technologies but also the need to develop a fundamentally new
management system capable of operating in accordance with European digital economy standards

[4].

At the same time, the accelerated digital transformation of Ukrainian businesses is largely
supported by international assistance programs aimed at developing digital infrastructure,
supporting small and medium-sized enterprises, strengthening cyber resilience, fostering
innovation, and promoting the digital recovery of the economy. As a result, digitalization is
increasingly viewed not merely as a tool for automating individual business processes, but as one of
the key factors in ensuring the economic resilience of enterprises under conditions of prolonged
instability [5].

Literature review. Contemporary research increasingly conceptualizes the digital
transformation of enterprises not as the implementation of individual information technologies, but
as a comprehensive transformation of business models, management processes, and decision-
making mechanisms. In this context, scholarly attention focuses on enterprises’ readiness for digital
change, the integration of information systems, the development of employees’ digital
competencies, and the capacity of businesses to respond promptly to changes in the external
environment [1, 4-8]. Accordingly, an enterprise’s digital maturity is determined not only by the
extent to which digital technologies are adopted but also by its capacity to integrate them into
strategic and operational management.

The relationship between digital transformation and enterprise resilience becomes particularly
important under conditions of high uncertainty. Recent empirical studies confirm the positive
impact of digital transformation on organizational resilience, particularly through the development
of innovation capability and the capacity to respond rapidly to change [5]. This broadens the
traditional understanding of digitalization: digital technologies serve not only as a means of
improving operational efficiency but also as a factor in strengthening enterprise adaptability,
enhancing its capacity to withstand external shocks, and enabling recovery following crisis-related
disruptions.

A distinct strand of the contemporary academic discourse focuses on the digital
transformation of crisis management. The literature indicates a gradual shift from the traditional
crisis management model, primarily oriented towards responding to threats that have already
materialized, to a preventive approach based on digital monitoring, data analysis, and the
forecasting of potential crises [9, 14, 15]. Within this approach, digital technologies are integrated
into risk identification, the assessment of alternative scenarios, and managerial decision support,
thereby creating conditions for reducing the time lag between the emergence of a threat and the
enterprise’s response.

Advances in artificial intelligence and technologies for processing large volumes of data
significantly expand the potential of this approach. Al-driven risk governance involves the use of
artificial intelligence algorithms and predictive analytics to identify risks, improve the quality and
justification of managerial decisions, and strengthen enterprises’ strategic adaptability [2]. In this
context, Big Data and Predictive Analytics enable a shift from the retrospective analysis of crisis
phenomena towards forecasting their likelihood and modelling their potential consequences.

The use of Digital Twin technology also represents a promising direction in the digitalization
of crisis management. Digital twins enable the creation of virtual models of physical assets,
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production processes, and supply chains, allowing alternative scenarios to be tested without
intervening in the real-world system. Recent studies associate the use of Digital Twin technology
with enhanced supply chain resilience, improved process visibility, scenario modelling, and the
early detection of potential disruptions [3, 22]. Combining digital twins with machine learning and
deep learning technologies further expands the possibilities for forecasting crisis situations and
supporting preventive managerial decision-making.

For Ukrainian enterprises, the digital transformation of crisis management acquires particular
significance due to the simultaneous impact of economic, war-related, infrastructural, human
resource, logistical, energy, and cyber risks. Studies of business operations under martial law
highlight the growing importance of cyber resilience, digital support for enterprise relocation,
remote human resource management, and the digitalization of logistics processes [10-13]. Under
such conditions, digital technologies perform a dual function: they ensure the continuity of ongoing
business processes while simultaneously providing tools that enable enterprises to adapt to
structural changes in the external environment.

Contemporary European approaches to digital resilience provide an important theoretical
context for the development of digital crisis management. European academic and regulatory
discourse is characterized by increasing attention to digital sovereignty, cyber resilience, the
development of digital ecosystems, and the integration of the digital and green transitions [16, 18-
20]. The Industry 5.0 concept further broadens the understanding of digital transformation by
integrating the principles of resilience, sustainability, and human-centricity [17]. Within this
approach, technological modernization is regarded not as an end in itself but as a means of
developing enterprises capable of maintaining viability and adapting to systemic crises.

Cyber resilience occupies a particularly important place in this context. The expansion of
digital infrastructure simultaneously increases enterprises’ dependence on information systems and
creates new sources of risk. Contemporary approaches therefore involve integrating cybersecurity
with crisis management mechanisms, ensuring business continuity, and facilitating recovery from
digital incidents [19]. This indicates a gradual convergence of the concepts of digital resilience, risk
management, and crisis management.

International experience also reveals differences between institutional and technological
models of digital transformation. The European approach places greater emphasis on regulatory
frameworks, digital sovereignty, cybersecurity, sustainability, and the development of digital
ecosystems [16-20], whereas the U.S. approach is characterized by a stronger focus on
technological leadership, the advancement of artificial intelligence, data analytics, and innovative
digital solutions [21]. At the same time, recent research on digital sovereignty and artificial
intelligence regulation demonstrates a gradual convergence of the technological and regulatory
dimensions of digital policy [23]. For Ukraine, combining these approaches with European
integration processes and the inclusion of Ukrainian enterprises in European digital ecosystems is of
particular importance [24].

A synthesis of the literature makes it possible to identify several interrelated strands of
contemporary research: the digital transformation of business and management processes [1, 4-8];
the relationship between digital transformation and organizational resilience [5]; the digitalization
of crisis management [9, 14, 15]; the use of artificial intelligence, predictive analytics, and Digital
Twin technologies in risk management systems [2, 3, 22]; the digital adaptation of enterprises to the
specific challenges of the wartime environment [10-13]; and the development of digital and cyber
resilience within European and international approaches [16-21, 23, 24].

At the same time, an analysis of the existing body of research indicates that these strands have
largely developed in isolation from one another. Previous studies have provided substantial insights
into the potential of individual digital technologies, the relationship between digitalization and
organizational resilience, cybersecurity challenges, the digitalization of supply chains, and the
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transformation of crisis management. However, a comprehensive approach that integrates digital
risk monitoring, data integration and analytical processing, crisis scenario forecasting, intelligent
decision support, and adaptive enterprise recovery into a single continuous crisis management cycle
remains insufficiently developed.

This research gap is particularly relevant for enterprises operating under the simultaneous
impact of war-related, economic, logistical, human resource, energy, and cyber threats. This
necessitates the further development of the theoretical and methodological foundations of the digital
transformation of crisis management and the establishment of an integrated model capable of
facilitating a transition from predominantly reactive responses to crisis events towards continuous
monitoring, early risk detection and forecasting, intelligent decision support, and the adaptive
recovery of enterprise operations.

Purpose, objectives and research methods. The aim of the article is to advance the
theoretical foundations and substantiate practical approaches to the digital transformation of
enterprise crisis management under conditions of economic instability.

To achieve this aim, the study addresses the following objectives: to examine the
contemporary challenges faced by enterprises operating under wartime conditions; to determine the
role of digital technologies in ensuring business economic resilience; to analyze the impact of
European integration and international support on the digital transformation of Ukrainian
enterprises; and to propose directions for improving crisis management systems through the use of
digital tools.

The methodological framework of the study is based on an interdisciplinary approach that
integrates the concepts of the digital economy, crisis management, economic resilience theory, and
risk management. The study employs systemic, process-based, and risk-oriented approaches, along
with methods of comparative analysis, logical generalization, structural and functional analysis,
scientific abstraction, and synthesis. These methods made it possible to comprehensively assess the
impact of digital transformation on the effectiveness of enterprise crisis management under
conditions of economic instability.

Research results. Digital transformation is increasingly viewed not as a process involving
the implementation of individual information technologies, but as a fundamental transformation of
an enterprise’s operating model. Its essence lies in the transition from management based
predominantly on managers’ experience and intuition to data-driven management supported by
digital platforms and analytical tools. Within such a system, digital technologies are integrated into
all areas of enterprise activity, ranging from strategic planning to the operational control of business
processes [6].

One of the key characteristics of a modern enterprise is its level of Digital Maturity. Unlike
the level of digitalization, which reflects the number of technologies implemented, digital maturity
indicates an enterprise’s capacity to use digital solutions effectively to achieve its strategic
objectives. It encompasses digital corporate culture, the integration of information systems, data
management quality, the level of process automation, the development of employees’ digital
competencies, and readiness for organizational change. Digital maturity therefore determines how
rapidly an enterprise can adapt to emerging challenges [5].

In recent years, the concept of Digital Resilience, which links digital transformation with
economic and organizational resilience, has become particularly relevant. Digital resilience refers to
an enterprise’s capacity to maintain business continuity and adapt its business processes in the face
of digital, information-related, and physical threats. The integration of digital systems, data
monitoring and analytics, business process automation, and the use of advanced digital
technologies, including ERP, WMS, 10T, BI, and DSS, play an important role in strengthening
digital resilience by enhancing the speed, transparency, and evidence base of managerial decision-
making [7].
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Digital transformation also changes the competency requirements for managerial personnel.
A modern manager not only coordinates the activities of organizational units but also acts as an
integrator of digital technologies into the enterprise’s business model. This requires the
development of digital leadership, proficiency in analytical systems, an understanding of the
capabilities of artificial intelligence, digital platform management, cyber risk assessment, and the
use of technologies that support managerial decision-making. Managers’ digital competencies are
becoming an important intangible asset of the enterprise and a factor contributing to its
competitiveness [8].

Digital Risk Management is also becoming increasingly important. Unlike traditional
approaches, it is based on the continuous collection and analysis of data, automated identification of
potential threats, the use of machine learning algorithms to forecast crisis scenarios, and real-time
managerial decision support. This makes it possible to substantially reduce the time lag between the
emergence of a risk and the response to it, which is critically important under conditions of war,
financial market instability, and rapid changes in the business environment [6].

Digital transformation is shaping a new paradigm of crisis management in which an
enterprise’s competitive advantages are determined not so much by the volume of resources at its
disposal as by its capacity to process information rapidly, anticipate risks, ensure business
continuity, and adapt its business model to dynamic changes in the external environment. It is the
integration of digital maturity, digital resilience, contemporary managerial competencies, and
digital risk management that provides the foundation for developing an effective enterprise crisis
management system under current conditions of economic instability.

Martial law has posed an unprecedented challenge to Ukrainian businesses, transforming not
only the conditions of economic activity but also the very nature of managerial risks. Unlike
traditional economic crises, contemporary challenges are multidimensional: physical threats are
intertwined with digital, economic, human resource, and logistical challenges. This significantly
increases the requirements for the speed of managerial decision-making, the adaptability of business
processes, and enterprises’ capacity to operate under conditions of persistent turbulence.

One of the most severe consequences of the war has been the physical destruction of
production assets. The destruction of enterprises, warehouses, energy facilities, and transport
infrastructure has resulted not only in the loss of tangible resources but also in the need to rapidly
restore production processes at new locations. Under such conditions, the digitalization of critical
information becomes essential, as it ensures the preservation of management data and technical
documentation and enables the rapid restoration of operations regardless of an enterprise’s physical
location [9].

Alongside physical threats, cyber risks have become substantially more significant.
Ukrainian enterprises are increasingly targeted by cyberattacks aimed at disrupting information
systems, stealing data, or disabling digital infrastructure. With the widespread use of remote work,
cloud services, and electronic document management, information security has become an integral
component of crisis management. Accordingly, cyber resilience extends beyond the responsibilities
of IT departments and becomes an essential element of strategic enterprise management [10].

Another characteristic phenomenon of the wartime period has been the large-scale relocation
of enterprises. The transfer of production facilities to safer regions required the rapid migration of
information systems, digital archives, production data, and communication channels. Experience in
recent years has demonstrated that enterprises with higher levels of digital maturity have adapted to
relocation considerably more easily, as their key business processes had already been integrated into
the digital environment [11].

The problem of human resource availability has also become significantly more acute. The
mobilization of employees, forced population migration, changes in the structure of the labor
market, and psychological exhaustion among personnel have made it increasingly difficult for
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enterprises to maintain stable operations. Under such conditions, digital tools for remote
collaboration, business process automation, and the use of decision support systems partially
compensate for human resource shortages by enhancing management productivity [12].

The closure of certain transport routes, changes in export infrastructure, unstable supplies of
raw materials, and rising transportation costs compel enterprises to continuously reassess their
logistics decisions. This encourages a transition towards digital supply chain management based on
real-time route monitoring, risk forecasting, and the use of analytical platforms to optimize logistics
flows.

Large-scale attacks on energy infrastructure have demonstrated the critical dependence of
most enterprises on an uninterrupted electricity supply. This has increased the relevance of digital
systems for monitoring energy consumption, automated management of production processes,
information resource backup, and the use of cloud infrastructure, which ensures access to critical
data even during prolonged power outages [13].

The contemporary business environment is characterized by the interconnectedness of
physical, digital, and economic risks. Under such conditions, the effectiveness of crisis management
is determined by an enterprise’s capacity to respond to crisis events as well as by its level of digital
readiness to operate under persistent uncertainty. The increasing complexity of risks necessitates a
transformation of crisis management tools. Whereas digital technologies were previously used
primarily to automate individual operations, they are now being integrated into enterprise strategic
management systems and provide decision support at all management levels [9].

Cloud Computing has become one of the core technologies of contemporary crisis
management. Migrating information resources to cloud environments ensures continuous access to
corporate data regardless of employees’ location, minimizes the risk of information loss, and
facilitates enterprise relocation. Under wartime conditions, cloud infrastructure has become a key
means of preserving management documentation, financial information, and production databases
[14].

ERP systems play a key role in ensuring the integrity of business processes by integrating
production, finance, procurement, logistics, human resource management, and warehouse
operations within a unified information environment. Such integration enhances the transparency of
enterprise operations, reduces the time required for managerial decision-making, and improves
resource utilization in crisis situations. At the same time, Customer Relationship Management
(CRM) systems enable enterprises to maintain stable communication with customers even when
business operations are geographically dispersed. Customer behavior analysis, sales automation,
service personalization, and digital interaction channels contribute to customer retention, which is
an important factor in ensuring an enterprise’s financial resilience [7].

A qualitatively new stage in the development of digital crisis management is associated with
the use of artificial intelligence and Big Data analytics. Machine learning algorithms make it
possible to identify hidden patterns, assess risks, forecast changes in demand, optimize resource
utilization, and model alternative development scenarios. Combined with Big Data technologies,
these capabilities facilitate the transition towards data-driven management, in which decisions are
based on analytical models rather than solely on expert assessments. Predictive Analytics is
becoming particularly important, as it enables enterprises not only to assess their current condition
but also to anticipate potential crisis situations. The application of mathematical models, statistical
methods, and artificial intelligence algorithms enables the early detection of risks, thereby
substantially reducing the time interval between the emergence of a potential threat and the
corresponding managerial response [2, 15].

One of the most promising areas of digital transformation is the use of Digital Twin
technology. The creation of digital models of production facilities, technological processes, or
logistics systems makes it possible to test different operational scenarios without intervening in
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actual production processes. This provides opportunities to model the consequences of crisis
situations, optimize resource utilization, plan the relocation of production facilities, and evaluate the
effectiveness of alternative managerial decisions [3].

The analysis indicates that most of the challenges faced by Ukrainian enterprises under
martial law are complex in nature and require integrated rather than isolated digital management
solutions. The effectiveness of crisis management is determined not so much by the implementation
of individual information technologies as by their capacity to ensure business process continuity,
enable rapid responses to risks, and support managerial decision-making. To systematize the
findings of the study, the relationship between key wartime challenges, digital tools, and expected
managerial outcomes is summarized in Table 1.

Table 1. Relationship between Wartime Challenges, Digital Tools, and Crisis Management Outcomes at the Enterprise

Level

business processes

operations

Wartime Management Digital tools Crisis management Key KPIs
challenge problem effect
Physical Loss of production Cloud technologies, Rapid recovery of Recovery Time,
destruction of capacity, Digital Twin, digital | operations, information availability
assets documentation, and | document preservation of critical
information management data
Cyber threats Risk of data loss Al analytics, Big Enhanced digital Number of cyber
and disruption of Data, cloud services, | resilience, early threat | incidents, average
information systems | digital document detection response time
management
Enterprise Relocation of ERP, Cloud Business continuity Relocation time,
relocation production and Computing, CRM and coordination of duration of downtime

Human resource
shortages

Reduced human
resource capacity,
employee overload

ERP, Al analytics,
CRM

Automation of routine
processes, increased
labor productivity

Labor productivity,
level of process
automation

uncertainty in
the external
environment

strategic planning

Data, Predictive
Analytics

planning and risk
forecasting

Disruption of Supply disruptions ERP, Big Data, Route optimization, Lead Time, delivery
logistics chains | and delays in Predictive Analytics, | delay forecasting timeliness
product delivery loT
Energy Production 10T, Predictive Energy consumption Downtime, energy
instability downtime, Analytics, Digital control, equipment efficiency, equipment
equipment Twin failure forecasting utilization rate
disruptions
High Complexity of Al analytics, Big Support for scenario Forecast accuracy,

decision-making speed

Source: systematized by the authors based on [3, 13, 15].

The data presented in Table 1 demonstrate that contemporary digital technologies
increasingly function not as isolated automation tools but as components of an integrated system for
ensuring enterprise economic resilience. At the same time, a clear cause-and-effect relationship can
be observed between wartime challenges and digital solutions: the higher the level of digital
integration of business processes, the lower the time losses associated with crisis response,
operational recovery, and managerial decision-making.

It is particularly noteworthy that the same digital technology can simultaneously address
several management challenges. For example, cloud services ensure business continuity during
relocation, enhance the protection of corporate information, and provide a foundation for remote
collaboration among employees. Similarly, artificial intelligence, predictive analytics, and Big Data
technologies are used not only for data analysis but also for the early detection of risks, support for
scenario planning, and improvement of the evidence base for managerial decision-making.
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In recent years, digital transformation has increasingly been regarded in European Union
countries as an integral component of economic security and strategic autonomy. While the initial
stages of digitalization focused primarily on the automation of production and the development of
electronic services, contemporary European policy is oriented towards building resilient digital
ecosystems capable of ensuring business continuity during global crises. Successive crises have
intensified the EU’s focus on digital resilience, security, and strategic autonomy [16].

One of the conceptual directions of contemporary European industrial policy is Industry 5.0,
which complements the principles of production automation with human-centricity, resilience, and
sustainability. Unlike Industry 4.0, which focused primarily on the digitalization of production
processes, the new model is oriented towards strengthening enterprises’ capacity to adapt to crisis-
related challenges, rapidly reconfigure production systems, and effectively use digital technologies
to support managerial decision-making. In this context, digitalization is regarded not as an end in
itself but as an instrument for enhancing organizational resilience [17].

An important element of the European model is the concept of Digital Sovereignty. Its
essence lies in ensuring the independence of critical digital infrastructure, protecting data,
developing domestic digital platforms, and reducing technological dependence on external
providers. For enterprises, this entails the need to integrate cybersecurity, data governance, digital
identification, and secure cloud services into the overall corporate governance system [16].

European practice also demonstrates the gradual convergence of digital transformation with
the principles of sustainable development and the green transition. Digital technologies are used not
only to increase productivity but also to monitor environmental performance, manage resource
efficiency, enhance corporate governance transparency, and facilitate engagement with
stakeholders. Digitalization is therefore becoming an instrument for achieving long-term economic
resilience rather than merely improving operational efficiency [18].

EU countries place particular emphasis on cybersecurity as an integral component of crisis
management. Contemporary enterprises integrate cybersecurity mechanisms throughout all stages
of digital transformation, thereby minimizing the risks of business process disruptions and
strengthening enterprise resilience to external digital threats [19].

At the same time, the effectiveness of the European model is largely supported by the
development of digital ecosystems in which enterprises, research institutions, public authorities, and
technology companies jointly create digital services, exchange data, and develop innovative
solutions. The ecosystem-based approach is increasingly regarded as one of the key factors
contributing to the competitiveness of the European economy [20].

Unlike the European model, which relies substantially on regulatory mechanisms and
sustainability principles, the U.S. approach is primarily oriented towards the rapid adoption of
technological innovations and the use of data as a strategic resource. Particular emphasis is placed
on the development of digital platforms, artificial intelligence, cloud technologies, and predictive
analytics systems, which enable enterprises to adapt rapidly to changes in the external environment
[21].

Artificial intelligence is one of the key drivers of digital transformation. Contemporary Al
solutions are applied to the automated analysis of financial risks, assessment of consumer behavior,
optimization of production processes, support for strategic planning, and identification of potential
crisis situations. The use of machine learning algorithms enables enterprises to continuously
improve forecasting models based on accumulated data, thereby substantially increasing the
accuracy of managerial decision-making [6].

Predictive Crisis Analytics technologies have undergone particularly rapid development.
Unlike traditional risk management, they are based on the continuous analysis of large volumes of
structured and unstructured data obtained from internal information systems, financial markets,
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logistics networks, open information sources, and digital platforms. This makes it possible to
develop scenarios for the evolution of crisis events even before their evident manifestations emerge.

In contemporary global supply chain management practices, digital technologies are
increasingly used to enhance supply chain transparency, resilience, and adaptability. Following the
COVID-19 pandemic and amid geopolitical conflicts, particular attention has been paid to
developing transparent digital supply chains and integrating ERP platforms, 10T systems,
blockchain technologies, and predictive analytics to enable the timely identification of risks and
supplier diversification [22].

An important component of the U.S. model is the development of comprehensive enterprise
cyber resilience. Cybersecurity is integrated not only into IT infrastructure but also into corporate
governance, strategic planning, and operational risk management. This approach involves
continuous testing of information systems, the use of artificial intelligence technologies to detect
cyber threats, automated incident response, and continuous staff training [23].

For Ukraine, the digital transformation of crisis management is of strategic importance not
only in the context of post-war recovery but also as an integral component of the European
integration process. At the same time, the mechanical adoption of European or U.S. models is
unlikely to produce the expected results. A considerably more promising approach is to develop a
national model of digital resilience adapted to the specific characteristics of the wartime economy
and the structure of Ukrainian business. A key priority is the harmonization of digital standards with
the European Union regulatory framework. This includes the development of electronic
identification, data governance, cybersecurity, digital document management, the use of cloud
infrastructure, and the integration of advanced digital services into enterprise operations. The
alignment of standards will contribute not only to the development of the domestic digital market
but also to the broader participation of Ukrainian companies in European production and
technology networks.

Ukraine’s participation in European digital initiatives, particularly the Digital Europe
Programme, provides significant opportunities by supporting the development of supercomputing
technologies, artificial intelligence, Digital Innovation Hubs, digital skills, and cybersecurity. For
Ukrainian enterprises, this creates additional opportunities to access advanced technologies,
international expertise, collaborative projects, and financial instruments for development.

Another promising direction is the integration of Ukrainian enterprises into European digital
platforms and sectoral ecosystems. The use of shared digital services, data exchange platforms, e-
commerce tools, and digital interaction technologies can enhance business process transparency,
accelerate access to European markets, and strengthen the competitive position of Ukrainian
companies. The development of digital partnerships among businesses, government authorities,
universities, research institutions, and international technology companies is also of particular
importance. Such partnerships can facilitate the accelerated adoption of innovations, the
development of digital competencies, the dissemination of best management practices, and the
formation of a national digital resilience ecosystem [24].

A comparative analysis of international models indicates that the digitalization of crisis
management follows different conceptual trajectories. In European Union countries, an institutional
approach based on digital resilience, regulatory frameworks, and ecosystem-based cooperation
predominates, whereas the U.S. model is oriented towards technological leadership and the
extensive use of artificial intelligence and data analytics.

For Ukraine, the development of a hybrid model combining the regulatory advantages of the
European approach with the technological flexibility of the U.S. model appears appropriate (Table
2).
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Table 2. Comparative Characteristics of Crisis Management Digitalization Models: The EU and U.S. Experience and

Prospects for Ukraine

Criterion

European Union

United States

Ukraine (Prospective Model)

Strategic objective

Digital resilience of the
economy and sustainable
development

Technological leadership
and competitiveness

Enhancing business resilience
under wartime conditions and
during post-war recovery

Conceptual
framework

Industry 5.0, Digital
Sovereignty, ESG

Al-driven Management,
Data-driven Enterprise

Digital Resilience Management

Priority approach

Regulatory and ecosystem-
based

Innovation- and
technology-driven

Integrated risk-oriented approach

Key digital tools

Cloud services, digital
ecosystems, cybersecurity,
digital platforms

Al, Machine Learning, Big
Data, Predictive Analytics,
loT

ERP, CRM, Al, Big Data, Digital
Twin, cloud technologies

Risk management

Preventive, in accordance
with European standards

Predictive, based on
analytics and data

Combination of predictive
analytics and scenario planning

Cyber resilience

Integrated into national
digital policy

Integrated into corporate
governance

Development of corporate cyber
resilience in accordance with EU
standards

Supply chain
management

Digital platforms and cross-
border cooperation

Al-based optimization and
digital monitoring

Logistics diversification and
digital supply control

Role of the state

Establishment of digital
rules and financing of

Promotion of innovation
through the market and

Legislative harmonization and
digital support for businesses

innovation
Resilient digital economy

private sector
High business adaptability

Expected outcome Competitive and digitally

resilient enterprise

Source: generalized and systematized by the authors based on [17, 23, 24].

International experience demonstrates that contemporary crisis management is increasingly
extending beyond the boundaries of traditional risk management. In EU countries, it is based on
digital resilience, integrated ecosystems, and regulatory frameworks for cybersecurity, whereas the
U.S. model emphasizes technological leadership, data analytics, and artificial intelligence. For
Ukraine, the most promising approach is to combine these models by integrating European
regulatory standards and digital platforms with advanced Al solutions, predictive analytics, and
digital tools for managerial decision support [6, 23].

Figure 1 illustrates the logic of integrating international experience into Ukrainian practice.

The proposed conceptual model demonstrates that the effective digital transformation of
crisis management in Ukraine should be based not on the replication of individual international
practices but on their integration in accordance with national conditions. European experience
should primarily be applied to harmonize digital regulation, strengthen cyber resilience, and
develop digital ecosystems, whereas the U.S. approach is particularly valuable due to its extensive
use of artificial intelligence, predictive analytics, and data-driven management.

The synergy of these approaches provides the foundation for the authors’ Digital Resilience
Management model, which integrates enterprise digital maturity, intelligent risk management,
business process continuity, and digital resilience. Unlike traditional crisis management, the
proposed model is oriented not only towards responding to crisis events but also towards
developing an adaptive management system capable of anticipating risks, rapidly reconfiguring
business processes, and maintaining enterprise competitiveness in the wartime and post-war
economy.

The analysis of contemporary approaches to crisis management, enterprise digital
transformation, and business practices under martial law indicates that existing management models
only partially address current challenges. Most of them focus either on minimizing the
consequences of crises or on automating individual business processes. By contrast, the
contemporary environment is characterized by highly dynamic change, multi-level risks, and the
need for continuous managerial decision-making based on large volumes of data. This necessitates
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the development of an integrated digital crisis management model combining forecasting, analytics,
and adaptive management technologies [6].

EUROPEAN UNION UNITED STATES
* Industry 5.0 « Artificial Intelligence
* Digital Sovereignty * Machine Learning
* ESG * Big Data
+ Digital Europe * Predictive Analytics
* Digital Ecosystems * Smart Supply Chain
* Cybersecurity * Cyber Resilience

S ——

INTEGRATION OF INTERNATIONAL
BEST PRACTICES

» Harmonization of digital standards

* Digital platforms
* Al and data analytics
* Digital risk management

DIGITAL TRANSFORMATION OF CRISIS
MANAGEMENT
* ERP and CRM

* Cloud technologies

* Digital Twin

e IoT

* Predictive Analytics

* Al solutions

y

EXPECTED OUTCOMES
« Digital Resilience
* Business Continuity
* Digital Maturity
* Economic Resilience
» Competitiveness
* Integration into the EU Digital Single Market

Figure 1. Conceptual Model for Integrating International Experience into the Digital Transformation of Crisis
Management in Ukrainian Enterprises
Source: developed by the authors.

For this purpose, a five-level Digital Crisis Management Framework (DCMF) is proposed,
which conceptualizes crisis management as a continuous, digitally enabled risk management cycle.
Unlike traditional models, the proposed framework involves continuous data exchange across all
management levels and the use of artificial intelligence tools to support managerial decision-
making. A fundamental feature of the framework is its adaptability: the outcomes of implemented
managerial decisions generate new datasets that are subsequently used for further system learning
and the refinement of forecasts.

The first level of the framework is the Risk Monitoring Layer, which ensures the continuous
collection of information from the enterprise’s internal and external environments. Data sources
include ERP systems, CRM platforms, loT devices, financial indicators, logistics services,
information on cyber incidents, market indicators, and open information sources. At this stage, an
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enterprise digital risk profile is developed, enabling potential threats to be identified before they
escalate into a crisis.

The second level, the Digital Analytics Layer, focuses on the integration and processing of
the collected data. This level is primarily based on Big Data technologies, Business Intelligence
(BI1), and advanced analytics tools. Their application enables the visualization of key enterprise
performance indicators, the identification of hidden patterns and interrelationships among risks, and
the detection of critical deviations in business processes. At this stage, information is transformed
into knowledge required for strategic management.

The third level, the Predictive Crisis Layer, represents a key distinction between the
proposed framework and conventional crisis management systems. The use of artificial intelligence
algorithms, machine learning, and predictive analytics makes it possible to model alternative
development scenarios, estimate the probability of crisis situations, assess potential financial losses,
and forecast the impact of external factors on enterprise operations. An Early Warning System
operates simultaneously, automatically signalling critical changes in key indicators and triggering
additional analysis.

The fourth level, the Decision Intelligence Layer, ensures the transformation of analytical
information into practical managerial actions. At this stage, the results of predictive analytics are
integrated with decision support systems, digital KPl monitoring dashboards, and ERP platforms.
Management is thus able to rapidly evaluate alternative response scenarios, analyze their economic
consequences, and select the most effective managerial decisions depending on the level of risk and
the enterprise’s available resources.

The fifth level, the Adaptive Recovery Layer, is aimed at ensuring long-term economic
resilience. Its distinctive feature is the application of continuous improvement principles, whereby
the outcomes of crisis management measures are continuously evaluated through digital KPI
monitoring. Based on the results obtained, the system automatically adjusts the parameters of
predictive models, updates risk assessment criteria, and adapts decision-support algorithms. In this
way, a mechanism is established that enables the enterprise to continuously adapt to changes in the
external environment.

The proposed framework is based on the end-to-end integration of digital technologies
(Figure 2).

ERP systems provide a unified information environment for the enterprise; Big Data
technologies accumulate large volumes of structured and unstructured data; Bl analytics transform
these data into a system of management indicators; artificial intelligence generates predictive
scenarios; and digital KPI monitoring enables the evaluation of the effectiveness of implemented
crisis management decisions. The Early Warning System serves as an integrating element,
combining monitoring, forecasting, and rapid response within a unified information and analytical
environment.

The scientific novelty of the proposed model lies in the transition from the reactive logic of
crisis management to a model of continuous digital risk management. Unlike traditional approaches,
the Digital Crisis Management Framework (DCMF) is not limited to responding to crisis events that
have already materialized; instead, it enables their early prediction, intelligent analysis of cause-
and-effect relationships, automated decision support, and the adaptive recovery of enterprise
operations. This approach is consistent with contemporary trends in the development of the digital
economy, the concept of Digital Resilience, and the principles of Industry 5.0, thereby providing a
methodological foundation for developing a new architecture of crisis management for Ukrainian
enterprises in the wartime and post-war economy.
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Risk Monitoring J
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Digital Analytics (Big Data + BI)
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Al + Predictive Analytics

@
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@

Adaptive Recovery
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@

Feedback

Managerial Decision-Making (ERP ]

Figure 2. Five-Level Digital Crisis Management Framework
Source: compiled by the authors.

Discussion. The findings of the study confirm that the digital transformation of crisis
management should be understood more broadly than the implementation of individual digital
technologies for the automation of management processes. Its fundamental significance lies in
transforming the very logic of crisis management — from a predominantly reactive response to
threats that have already materialized towards continuous risk monitoring, crisis scenario
forecasting, data-driven decision support, and the adaptive recovery of enterprise operations. In this
context, the proposed five-level Digital Crisis Management Framework (DCMF) systematizes
digital tools according to the successive stages of crisis management and establishes a closed-loop
management cycle incorporating a feedback mechanism.

The findings are consistent with contemporary studies demonstrating a positive relationship
between digital transformation and enterprise resilience. In particular, previous research has
established that digital transformation contributes to organizational resilience through the
development of innovation capability and the capacity for rapid response [5], supporting the
proposition advanced in this study that digital maturity provides a foundation for enhancing
enterprise adaptability. At the same time, the findings of the present study extend this approach by
specifying the managerial mechanism through which such adaptability can be achieved, namely
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through the interconnected processes of monitoring, analytics, forecasting, decision-making, and
recovery.

The proposed approach is also consistent with the growing trend towards the intelligent
management of risks. Research on Al-driven risk governance demonstrates the potential of artificial
intelligence and predictive analytics for risk identification and strategic decision support [2].
Studies on Digital Twin technologies, in turn, demonstrate the potential of digital modelling to
enhance supply chain resilience and analyze alternative crisis development scenarios [3, 22]. Within
the proposed DCMF, these technologies are considered not in isolation but as interconnected
components of a unified information and analytical cycle. The integrative nature of the framework
makes it possible to combine data collection, analytical processing, risk forecasting, and the
subsequent transformation of analytical results into specific managerial actions.

The findings also further elaborate existing academic approaches to the digitalization of
crisis management [9, 14, 15]. While previous studies predominantly consider digital technologies
either as a factor contributing to greater crisis management effectiveness or as a set of tools for its
transformation, the proposed framework structures these technologies according to the functional
logic of a continuous crisis management cycle. Importantly, the final element of the DCMF is not
merely the recovery of enterprise operations but adaptive recovery, the outcomes of which are fed
back into the system to refine the parameters of subsequent monitoring, forecasting, and decision-
making. Crisis management thus acquires the characteristics of a system capable of accumulating
information from previous crisis impacts and using it to enhance preparedness for future threats.

The findings are particularly significant in the context of Ukrainian enterprises. Unlike crisis
environments shaped predominantly by economic or market fluctuations, the current operating
environment in Ukraine is characterized by the simultaneous impact of physical, energy-related,
logistical, human resource, financial, and cyber threats [10-13]. Under such conditions, the use of
isolated digital solutions is insufficient to ensure an adequate level of resilience. The practical value
of the proposed framework lies specifically in its capacity to integrate heterogeneous information
sources and digital technologies into a unified system for early risk detection and managerial
decision support. This makes it possible to view digital transformation not only as a component of
technological development but also as an element of an enterprise’s strategic preparedness to
operate under conditions of prolonged instability.

The comparison of European and U.S. approaches also indicates that the direct transfer of
any single international model to the Ukrainian context would be inappropriate. The European
approach emphasizes digital resilience, cybersecurity, digital sovereignty, ecosystem-based
collaboration, and the principles of Industry 5.0 [16-20], whereas the U.S. experience is
characterized by a stronger orientation towards technological leadership, the use of artificial
intelligence, data analytics, and innovative digital solutions [21]. The findings suggest that a hybrid
approach combining the institutional and security foundations of the European model with
technological flexibility and data-driven management tools is particularly promising for Ukraine.
Such an orientation simultaneously addresses the need to strengthen the resilience of Ukrainian
businesses and facilitate their further integration into European digital ecosystems [24].

At the same time, the proposed Digital Crisis Management Framework (DCMF) has several
limitations that define the boundaries within which the findings should be interpreted. First, the
framework is conceptual in nature and was developed through the systematization of academic
approaches, comparative analysis of international experience, and synthesis of the specific
characteristics of enterprise operations under conditions of war and economic instability. The
framework was not empirically tested on a sample of Ukrainian enterprises within the scope of this
study; therefore, the effectiveness of individual DCMF levels and the strength of the relationships
between them require further quantitative validation. In addition, the practical applicability of the
framework may vary depending on enterprise size, industry, level of digital maturity, availability of
financial resources, data quality, and the digital competencies of managerial personnel.
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A further limitation is that the implementation of artificial intelligence, Big Data, Digital
Twin, and predictive analytics does not in itself guarantee greater effectiveness of crisis
management. The effectiveness of these technologies depends on the quality and completeness of
data, the degree of integration among information systems, the reliability of digital infrastructure,
the level of cybersecurity, and management’s ability to correctly interpret the outputs of analytical
models. Accordingly, an enterprise’s digital maturity should be regarded as an important
prerequisite for the practical application of the proposed framework rather than merely as an
outcome of digital transformation.

Future research should focus on the empirical validation of the DCMF across enterprises
representing different types of economic activity and varying levels of digital maturity. A promising
direction is the development of a system of quantitative indicators for each level of the framework
and the assessment of their effects on crisis response time, business process recovery time, risk
forecasting accuracy, operational continuity, and enterprise economic resilience. This would
facilitate the transition from a conceptual framework to a methodological toolkit for assessing the
effectiveness of digital crisis management and identifying the conditions under which the
integration of digital technologies generates the greatest resilience benefits for enterprises.

Conclusions. The proposed model of the digital transformation of crisis management
demonstrates that the future development of Ukrainian enterprises will be determined not so much
by the scale of digitalization of individual business processes as by their capacity to integrate digital
technologies into strategic management systems. Under current conditions, digital transformation is
no longer an independent dimension of enterprise modernization but is becoming one of the key
instruments for ensuring economic resilience. Development priorities should therefore focus on
strengthening enterprise adaptability to external risks rather than solely on the automation of
operational activities.

One of the key directions is the broader implementation of artificial intelligence
technologies. While Al is currently used primarily to automate individual business functions, its
role is expected to increasingly shift towards intelligent support for strategic management. Machine
learning algorithms, generative artificial intelligence, agentic systems, and predictive models have
the potential to substantially improve the quality of risk assessment, accelerate managerial decision-
making, and enable the rapid modelling of alternative enterprise development scenarios.

Another promising direction is the more extensive use of European digital platforms and
business support programmes. The integration of Ukrainian enterprises into European Union digital
services, participation in international innovation projects, and the use of Digital Innovation Hubs
and instruments available under the Digital Europe Programme will facilitate the accelerated
adoption of advanced technologies, the development of digital competencies, and stronger
international cooperation.

At the same time, integration into the European digital market requires the harmonization of
corporate management approaches. This involves the digital transformation of corporate
governance, the implementation of advanced electronic document management systems, digital
performance monitoring dashboards, performance and risk management tools, as well as the
application of the principles of transparency, accountability, and data-driven management. In this
context, digital technologies are becoming not only instruments of automation but also the
foundation of a qualitatively new model of corporate management.

In summary, the development of Digital Economic Resilience should become a strategic
priority for Ukrainian enterprises. Its essence lies not only in the use of advanced information
technologies but also in an enterprise’s capacity to rapidly adapt to crisis-related challenges,
maintain business process continuity, effectively use data for managerial decision-making, and
integrate into international digital ecosystems. Such a model will contribute to the long-term
competitiveness of Ukrainian businesses under wartime conditions and throughout post-war
development.
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Hudposa TpanchopManisa AHTUKPU30BOT0 MeHEIKMEHTY MiIMPUEMCTB B YMOBAaX €KOHOMIYHOI HecTabiabHOCTI
Anomayia. IloBHoMacmtabHa BilfHAa Ta EKOHOMIYHa HECTaOUIBHICTE CYTTEBO 3MIHWIA YMOBH
(GYHKI[IOHYBaHHSI YKPATHCHKUX MIANPHEMCTB 1 3yMOBHIIM TpaHC(hOPMAII0 TPaIULiHHUX MiJXOIIB A0 aHTUKPU30BOTO
MCHEKMEHTY. 3a TaKuX yMOB IM(ppoBa TpaHchHopMaIlisi CTa€ BaXIMBOI CKJIaJ0BOI0 AHTHKPHU30BOI CTpaTerii,
3a0e3meuyroun 0e3nepepBHICTh Oi3HEC-TIPOIIECIB, ONEPATUBHUN MOHITOPHHI PH3HKIB Ta MIJABHMIICHHS aIalTHBHOCTI
miAnpreMCTB. Bukopucranus mrydHoro iHtenekty, Big Data, xmapHux texHomorid, IHTepHery peueid, mudpoBux
JBIHUKIB 1 TPOTHO3HOI AHANITHUKHM CIPUSE TEPEXOay BiJl PEAKTHMBHOI MOJENl aHTHUKPU30BOT'O YIPABIIHHS 10
MIPOTHO3HOI Ta aganTiBHOI. OcobaMBOro 3HaUeHHS UQPOBizallist HA0yBae B KOHTEKCTI MIiCISIBOEHHOTO BiJIHOBJICHHS Ta
eBporeiicbkoi iHTerpanii Ykpainu. Y cyyacHMX yMmMoBax Lu¢poBa TpaHC(oOpMalis BHCTYNAa€ OJHUM i3 KIIFOYOBHX
YMHHHKIB 320€311e4eHHs CTIHKOCTI Ta JOBFOCTPOKOBOTO PO3BUTKY ITiATIPHEMCTB.

[ocTranoBka mnpobaemu. [lompu akTUBHUI pPO3BUTOK IU(PPOBHX TEXHONOTIH Ta iX yIpOBaKEHHS B
TISUTBHICTD MIATIPHEMCTB, iHTETpallis TH(POBUX IHCTPYMEHTIB Y CHCTEMY aHTHKPH30BOTO MEHEIKMEHTY 3aJIHIIAETHCS
HEAOCTATHRO CHUCTEMHOI0. TEeXHOJNOTiYHi pilIeHHS Ta TpagumidHI MEXaHi3MH aHTHKPHU30BOTO YIIPABIIHHSA YacTo
PO3IIISIAIOTHCS. BIIOKPEMIICHO, 1110 OOMEXYE MOMIIMBOCTI MIAMPUEMCTB LIOA0 MPOTHO3YBAaHHS KPH3, ONEPATHBHOTO
pearyBaHHs Ha PU3HMKH Ta 3a0€3MCUCHHS €KOHOMIYHOI CTIHKOCTI B yMOBaX BUCOKOT HEBU3HAYCHOCTI.

Hepo3p’s3zani acnmexkTu. HesBakaroum Ha 3HayHy KiIBKICTH JOCHiKeHb y cdepi mudposizamii Ta
AQHTUKPU30BOTO MEHE/DKMEHTY, HEJOCTaTHbO PO3POOJICHUMH 3aMIIAIOThCS KOMIUIEKCHI MiAXOAM 10 (OpMyBaHHS
mudpoBoi MoOzeNi aHTHKPH30BOIO  YNPABIIHHSA HiAnpueMcTBamu. [lomanmpiioro JOCHiDKEHHS TOTPeOyIOTh
B3a€MO3B’SI3KM MK piBHEM HM(QPOBOI 3pUIOCTI MiANPUEMCTBA, HOro aganTHBHICTIO O KPH30BHX BHKIHKIB Ta
e(EKTUBHICTIO IPUHHSTTS YNIPABIIHCHKUX PIilIEHb Y BUCOKOTYPOYJICHTHOMY CEPEIOBHIILI.

Merta crarri. MeTolo crarTi € TeopeTHUHEe OOTPYHTYBaHHS Ta BH3HAYCHHS MPAKTHYHHUX HAarpsMiB
nuQpoBizalii aHTHKPU30BOTO MEHEPKMEHTY MIANPUEMCTB JUISl TMIABHIIEHHS IX CTIHKOCTI M aZanTHBHOCTI B yMOBax
€KOHOMIYHO{ HECTaOlIBHOCTI.

OcHoBHuUIT MaTepiaJ. JJocTiKeHHS TPYHTYEThCS HA CHCTEMHOMY Ta MOPIBHSUIBHOMY MAXOJaX IO aHATI3y
ungpoBoi TpaHchoOpMalii aHTHKPHU30BOTO MEHEIKMEHTY IIIPUEMCTB B yMOBaX EKOHOMIYHOI HecTaOimpHOCTI. Y
CTaTTi JOCIIIKEHO HU(PPOBY 3PLTICTh 1 HUPPOBY CTIHKICTh MiIPHEMCTB, CydacHi IHCTPYMEHTH yIPABIIHHS PU3HKAMHU,
a TaKO)X MOJKJIMBOCTI BUKOPHUCTAHHS MITYYHOTO iHTeleKkTy, Big Data, ERP, CRM, xmapuux texsosnorii, IoT, Digital
Twin 1 mporHo3Hoi aHaymiTHKU AJs 3a0e3ledeHHst Oe3lepepBHOCTI Ta aJanTUBHOCTI Oi3Hec-mponeciB. Ha ocHoBi
y3arajibHeHHsI €BPOINEHCHKOro i aMepUKaHCHKOTO JI0CBIy OOTpYHTOBAaHO HEPCIIEKTHBHU HOTO0 afanTaii 10 yKpaiHChKUX
YMOB Ta 3alpONOHOBAHO I’ ATHPiBHEBY Mojeinb Digital Crisis Management Framework, opieHTOBaHY Ha MOHITOPHUHT 1
MIPOTHO3YBAHHS PU3HKIB, MIATPUMKY YIPABIIHCHKHUX PIIIEHb Ta aJlalITHBHE BiTHOBIICHHS MiAPHEMCTB.

BucnoBku. Llndposa Tpanchopmarisi aHTHKPU30BOTO MEHEKMEHTY BU3HAYA€ThCS SIK KOMIUIEKCHHUH TpoIiec
iHTerpanii cy4acHuX HU(POBUX TEXHOJIOTIH y CHCTEMY CTPATEeTiYHOTrO YIIPaBIiHHS, CHPSIMOBAHMN Ha ITiJBHIICHHS
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aJIanTUBHOCTI, 6e3mepepBHOCTI Oi3HEC-TIPOLIECiB Ta €eKOHOMIYHOI CTIHKOCTI miAnpueMcTB. CTpaTeriqHiM MPiOpUTETOM
U YKpaiHChKOTO Oi3Hecy € GopMmyBaHHA IU(PpoBOi ekoHOMIUHOI cTiiikocTi (Digital Economic Resilience) Ha ocHOBI
BUKOPHCTaHHA INTYYHOTO IHTENEKTy, MPOTHO3HOI AaHANITHKW, VIPABIiHHA Ha OCHOBI JaHWX Ta iHTerpamii m0
€BPONEHCHKUX IIM(PPOBUX EKOCHCTEM. Pe3ylbTaTH MOCTIIKEHHS MOXYTh OyTH BHMKOPHCTaHI IUIS BIIOCKOHAJEHHS
CHUCTEM aHTHKPHU30BOIO MEHEKMEHTY Ta MIABUIIEHHS CTIHKOCTI W KOHKYPEHTOCHPOMOXKHOCTI YKPaiHCBKHX
MiIITPHUEMCTB B YMOBAX BOEHHOI Ta MiCISIBOEHHOI EKOHOMIKH.

Knrouogi cnosa: yugpposa mpancghopmayis, anHmukpuzosutl MeHeoNcMeHm, yu@dposa cmiikicms, eKOHOMIUHA
cmitkicms, yugposa 3pinicmv, WMYHHUN IHMeEIeKm, NPOSHO3HA AHALIMUKA, VNPAGIIHHA PUUKAMU, YUDPOSI
mexHon0zil, eKOHOMIYHA HeCmaDilbHICb.
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