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Crisis management of bank brand reputation in the era of digital communications
Abstract. The full-scale war, digitalization, and the growing prevalence of cyber threats have
increased the importance of bank brand reputational resilience. The study systematizes reputational risks,
proposes a Digital Reputational Resilience Index, and develops a comprehensive crisis management model
focused on crisis prevention, rapid response, and the restoration of customer trust. A comprehensive
approach is substantiated that integrates digital monitoring, crisis communication, cyber resilience, artificial
intelligence technologies, and adaptation to European requirements.

Problem statement. Despite the rapid digitalization of banking services, crisis management of bank
brand reputation remains insufficiently systematic amid growing wartime, cyber, and information-related
threats. Traditional approaches to reputation management do not fully account for the speed at which
information spreads in the digital environment, the development of generative artificial intelligence, the need
to rapidly restore customer trust, and increasingly stringent requirements for digital operational resilience in
the context of Ukraine’s European integration.

Unresolved issues. Despite the considerable body of research on bank reputation, crisis
communication, and digital resilience, comprehensive approaches to crisis management of bank brand
reputation in the digital environment remain insufficiently developed. Further research is required into the
interrelationships between digital and reputational risks, the speed of crisis response, the use of artificial
intelligence, banks’ ability to restore customer trust, and the development of their reputational resilience.
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Purpose of the article. The purpose of the article is to substantiate a comprehensive approach to
crisis management of bank brand reputation and to enhance its reputational resilience in the context of
digitalization, wartime risks, the development of artificial intelligence, and Ukraine’s European integration.

Main material. The study is based on systemic, process-based, and risk-oriented approaches to crisis
management of bank brand reputation in the digital environment. The article examines the evolution of bank
reputation in the context of digitalization, systematizes the main categories of reputational risks, and
analyzes the impact of wartime threats, digital communications, cyber risks, generative artificial intelligence,
and European integration processes on customer trust. An original Bank Digital Reputational Resilience
Index (IDRS) is proposed, integrating the quality of digital communications, the level of trust, the
effectiveness of crisis response, digital and cyber resilience, and bank adaptability. A cyclical reputation
crisis management model comprising the PRE-CRISIS, CRISIS, POST-CRISIS, and RESILIENCE stages is
developed. Practical recommendations are also formulated to strengthen the reputational resilience of
Ukrainian banks, taking into account wartime challenges, advances in Al, and European requirements for
digital operational resilience.

Conclusions. Crisis management of bank brand reputation in the digital environment requires the
integration of reputational, communication, technological, and security-related components into a unified
management system. The proposed Bank Digital Reputational Resilience Index (IDRS) and the developed
model enable a comprehensive assessment of a bank’s capacity to withstand reputational threats, maintain
customer trust, and leverage crisis experience to strengthen its future resilience. For Ukrainian banks,
particular importance should be attached to combining digital reliability, effective crisis communication, Al
capabilities, and European approaches to digital operational resilience.

Keywords: crisis management, bank reputation, bank brand, reputational resilience, digital
communications, reputational risk, digital resilience, artificial intelligence, cyber risks, customer trust.
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Introduction. The full-scale invasion has transformed the operating environment of
Ukraine’s banking sector and the structure of risks faced by financial institutions. Banks operate
amid wartime threats, cyberattacks, disruptions to electricity and communications, infrastructure
damage, customer migration, and the growing use of remote banking services. Under these
circumstances, a bank’s ability to ensure the continuity of financial services directly affects the
level of customer trust. For a bank brand, reputation becomes particularly important when
customers assess the institution based on the speed of service restoration, the availability of
information, and the nature of its communication during disruptive events.

The digitalization of banking services has transformed the mechanisms through which
reputation is formed. Mobile applications, online banking, social media, messaging platforms,
chatbots, and online customer support have become permanent channels of interaction between
banks and their customers. Any disruption to a digital service can be immediately reported by users
and rapidly disseminated through social media. Under such conditions, an isolated operational
problem may escalate into a large-scale information issue even before the bank has completed its
technical resolution. Reputational risk arises when customers’ perceptions of an event and its
representation in the information environment begin to affect trust in the brand. For Ukrainian
banks, this situation is further complicated by the interaction between wartime and digital risks.
Cyberattacks on financial infrastructure, phishing campaigns, the dissemination of false
information, fraudulent messages impersonating banks, and attempts to gain unauthorized access to
customer data create threats that simultaneously have technological, informational, and reputational
dimensions [1].

Ukraine’s European integration trajectory is another important factor transforming the
banking environment, as it strengthens requirements for digital operational resilience, ICT risk
management, cybersecurity, consumer protection, and transparency in banking activities.
Consequently, the convergence of wartime risks, digitalization, advances in artificial intelligence,
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and European integration processes is creating new conditions for managing bank brand reputation.
This necessitates a comprehensive crisis management approach focused on the early detection of
reputational threats, rapid response, consistent digital communication, and the restoration of
customer trust following crisis events [1].

Literature review. The issue of reputation management in banking institutions lies at the
intersection of research on reputational risk, bank branding, crisis communication, digital
transformation, and operational resilience. In the digital environment, these areas are becoming
increasingly interconnected, as reputational consequences for a bank may arise not only from
communication failures but also from operational disruptions, cyber incidents, information attacks,
security breaches affecting digital services, and changes in customer behavior on social media.

The theoretical foundations for studying banks’ reputational risk have been established in
research addressing its nature, sources, and consequences for financial institutions. Z. K.
Sorokivska [10] examines the impact of a bank’s reputational risk on retail banking, confirming the
close relationship between a financial institution’s reputation and customer behavior. A. 1. Khrystin
[12] investigates the reputational risks faced by contemporary Ukrainian banks, emphasizing the
specific features of their manifestation in the domestic banking environment. A more
comprehensive perspective is provided by D. Adeabah, C. Andoh, S. Asongu, and A. Gemegah
[11], who systematize the main research streams, conceptual approaches, and methods used to
analyze reputational risk in the banking sector. Taken together, these studies provide grounds for
viewing reputational risk not solely as a marketing or communication-related category, but as a
multidimensional risk capable of affecting a bank’s interactions with customers and other
stakeholders.

A distinct strand of the literature focuses on crisis communication and its impact on
organizational trust. A. D. Beldad, E. van Laar, and S. M. Hegner [2] analyze the relationship
between the timing of crisis communication, an organization’s prior reputation, the type of crisis,
and the level of trust following a crisis event. The importance of the temporal dimension of
communication response is also examined by S. Xu, W. Huang, and L. Weng [6], who focus on
response speed and message characteristics in the digital environment. Y. Kim and Y. Sung [19]
examine the relationship between corporate reputation and public crisis communication on social
media. In a broader context, W. T. Coombs and D. Laufer [20] systematize contemporary research
directions in global crisis management. These studies demonstrate that the effectiveness of crisis
response is determined not only by the content of the message, but also by the speed with which it
is communicated, the pre-existing level of trust, and the characteristics of the information
environment.

The expansion of digital channels has significantly transformed the mechanisms through
which reputation and bank brands are formed. L. Fedevych and A. Blavt [5] examine the use of
modern social media technologies in the marketing policies of commercial banks, demonstrating the
growing importance of digital platforms in banks’ interactions with their audiences. M. O.
Hodlevskyi and N. L. Morozova [18] explore the specific features of bank branding in the digital
environment, where digital channels have become an important space for shaping customers’
perceptions of banks. At the same time, A. Siano, A. Vollero, and A. Bertolini [7] conceptualize the
shift from brand control to the co-creation of brands by multiple actors within the communication
environment, while P. Foroudi et al. [9] emphasize the co-creation of brand image and reputation
through stakeholder social networks. This perspective is particularly relevant to banks, as digital
brand reputation is shaped simultaneously by an institution’s official communications, customer
experience, user-generated content, media coverage, and digital communities.

The continued development of digital financial technologies further strengthens the
interrelationship between the technological environment and corporate reputation. Y. Jiang and X.
Zheng [8] directly link digital media communication, FinTech, and corporate reputation, confirming
the need to incorporate technological factors into contemporary reputation management systems. At
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the same time, a distinctive feature of digital platforms is the algorithmic nature of information
dissemination. The study by W. J. Brady, K. McLoughlin, T. N. Doan, and M. J. Crockett [13]
demonstrates the importance of social learning mechanisms in amplifying emotionally charged
content on online social networks. In the context of bank reputation, this implies that the scale of
the information response to a crisis event may depend not only on the objective significance of the
event itself, but also on how information about it is disseminated and how audiences engage with
digital content.

An emerging area of reputational risk is associated with the development of artificial
intelligence technologies. Ye. Temchenko [3] systematizes the applications of Al in banking, along
with the related challenges and strategic implications. M. Yakovlev and V. Liubchak [14] examine
the potential of artificial intelligence for detecting and preventing phishing attacks and cyber
threats. In the context of crisis reputation management, this makes it possible to consider Al in a
dual role: on the one hand, as a technological environment giving rise to new risks associated with
synthetic content, automated disinformation, and increasing difficulties in identifying reliable
information; and, on the other hand, as a tool for monitoring, analyzing digital signals, and
detecting potential crises at an early stage.

The intensification of digital threats has simultaneously increased the relevance of
operational and cyber resilience for financial institutions. Ye. Kurii, V. Susukailo, A. Yerofieieva,
and M. Nesteriuk [4] analyze the requirements of the Digital Operational Resilience Act (DORA),
which establish a new European approach to information and communication technology (ICT) risk
management and digital operational resilience. For the banking sector, these requirements have not
only technological but also reputational significance, as an institution’s ability to maintain the
continuity of digital services, respond appropriately to incidents, and protect customer information
directly affects perceptions of its reliability.

For Ukraine, these issues have acquired additional significance in the context of the full-
scale war. V. Apatskyi [1] examines the functioning of Ukrainian banks amid wartime risks, cyber
threats, and uncertainty. N. E. Avanesova and I. V. Bakalo [15] address the challenges of ensuring
the financial stability of the banking system under martial law, while U. Ya. Hrudzevych, O. P.
Sidelnyk, and O. V. Nahorniuk [16] identify the problems and development priorities of Ukraine’s
banking system during the war. The European integration trajectory of financial sector development
is also reflected in the strategic documents of the National Bank of Ukraine [17]. Taken together,
these factors create a specific operating environment in which the reputation of a Ukrainian bank
depends not only on traditional brand characteristics but also on its ability to ensure service
continuity, digital security, rapid communication, and adaptation to new regulatory requirements.

Thus, the existing literature provides a sufficiently comprehensive examination of individual
aspects of the research problem, including banks’ reputational risk [10-12], crisis communication
and the role of response speed [2, 6, 19, 20], the transformation of brands and reputation under the
influence of digital channels [5, 7-9, 18], the opportunities and risks associated with artificial
intelligence [3, 14], digital and operational resilience [4], and the specific features of Ukrainian
banks’ operations in the context of war and European integration [1, 15-17]. At the same time,
these research areas are predominantly examined in isolation.

A comprehensive approach to crisis management of bank brand reputation remains
insufficiently developed. Such an approach should integrate reputational, communication,
operational, cyber, and Al-related risks into a unified system and encompass the entire crisis
management cycle—from the early detection of digital signals and risk assessment to rapid
communication, the restoration of trust, and the use of crisis experience to strengthen the bank’s
future reputational resilience. The comprehensive assessment of such resilience also requires further
methodological development, taking into account the quality of digital communications, the level of
customer trust, the effectiveness of crisis response, digital and cyber resilience, and bank
adaptability. Addressing this research gap determines the subsequent logic of the present study.
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Purpose, objectives and research methods. The purpose of the article is to substantiate a
comprehensive approach to crisis management of bank brand reputation and to identify directions
for strengthening its reputational resilience in the context of digitalization, the full-scale war, the
development of artificial intelligence, and Ukraine’s European integration.

To achieve this purpose, the following objectives were defined: to clarify the concept of
“bank reputational resilience”; to systematize the main reputational risks faced by banks in the
digital environment; to determine the impact of wartime, technological, and informational factors
on bank brand reputation; to examine the role of digital communications and artificial intelligence
in preventing and overcoming reputational crises; to substantiate an approach to assessing a bank’s
digital reputational resilience; and to formulate recommendations for improving crisis management
of Ukrainian banks’ reputation in the context of European integration.

The scientific novelty of the study lies in developing a comprehensive approach to crisis
management of bank brand reputation in the digital environment by integrating reputational,
communication, operational, cyber, and Al-related risks into a unified management system. The
Bank Digital Reputational Resilience Index (IDRS) is proposed, combining five components: the
quality of digital communications, digital trust, the effectiveness of crisis response, digital and
cyber resilience, and adaptability. A cyclical model of bank brand reputation crisis management,
PRE-CRISIS - CRISIS - POST-CRISIS = RESILIENCE, is developed. Its distinctive feature is the
transformation of crisis experience into managerial changes aimed at enhancing the bank’s
preparedness for future crises.

The methodological framework of the study combines systemic, process-based, and risk-
oriented approaches to examining crisis management of bank brand reputation. The systemic
approach is used to consider reputation as the outcome of interactions between the bank, its
customers, digital platforms, the media, and other actors within the information environment. The
process-based approach is applied to examine the sequence of crisis management actions, from
monitoring and identifying potential threats to response, restoration of trust, and evaluation of
outcomes. The risk-oriented approach is used to systematize reputational risks associated with
digital services, cyber threats, information attacks, and crisis communication.

The study employs analysis and synthesis to examine scholarly approaches to reputation
management and crisis communication; classification methods to systematize banks’ reputational
risks; comparative analysis to identify the specific features of banks’ crisis communication; content
analysis to examine digital messages and banks’ responses in crisis situations; and generalization to
formulate practical recommendations for strengthening bank brand reputational resilience.

Research results. Bank reputation has traditionally been viewed as the result of
accumulated experience arising from the interactions of customers and other stakeholders with a
financial institution. It has been shaped by the bank’s financial stability, quality of service,
fulfillment of obligations, regulatory compliance, corporate culture, and public image. Under this
model, banks had considerably greater control over the content and channels through which
information about their activities was disseminated. The principal instruments for building
reputation included advertising, public relations, mass media, official communications, and direct
interaction with customers.

The spread of digital technologies has gradually transformed the mechanism of bank
reputation formation. The Internet has enabled customers to publicly express their assessments of
banks’ activities and disseminate information to broad audiences. User reviews, comments on
specialized online platforms, social media posts, and forum discussions have become additional
sources of information about banks. As a result, reputation has increasingly been shaped by both
banks’ official communications and independent user-generated content.

The next stage is associated with the development of social media and mobile digital
services. Banks have become participants in continuous online communication. Within the same
digital environment, customers can ask questions, submit complaints, share their experiences of
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using banking services, and receive responses from the bank. Accordingly, digital reputation is
shaped through a substantially greater number of interactions than traditional reputation, while a
bank’s response to a particular situation becomes visible to other users.

This stage can be defined as interactive reputation. Its distinctive feature is the two-way
nature of communication. Customers are no longer passive recipients of information but become
active participants in shaping the bank’s information image. Reputation is influenced by user ratings
and assessments, public responses from bank representatives, discussions within digital
communities, and the activities of bloggers and the media. The reactions of other users to individual
messages are also important, including content sharing, comments, ratings, and other forms of
digital engagement [5].

The current stage is characterized by a shift toward real-time reputation. An information-
related event can gain considerable visibility within a short period, while its perception may change
depending on the responses of the bank, customers, the media, and digital communities. A technical
failure, payment delay, or report of a potential cyberattack may become the subject of public
discussion even before the bank has completed its internal assessment of the situation. Under such
conditions, the time interval between the emergence of a problem, its public dissemination, and the
formation of a reputational response is significantly reduced [6].

The evolution of bank brand reputation can be represented as a sequential transition from
predominantly controlled communication to a distributed and dynamic process of reputation
formation (Fig. 1).

Key actors

Main , Nature of
Stage environment shaping reputation
reputation
4 N\ ( 7\ 4 N\ 4 N\
Mass media, .
Traditional reputation advertising, offline Banlé,ur;;g?ﬁ eTsed'a' Relatively stable
interactions
& J (. J & J & J
4 2\ ( 7\ 4 2\ 4 2\
- . Website, online Bank, customers, -
Digital reputation banking, online media digital media Dynamic
(. J & J (. J (. J
4 2\ ( 7\ 4 2\ 4 2\
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Interactive reputation messaging platforms, bloggers, digital T\éveiv\é\gi{:gd
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. . Digital ecosystem, | | pyodeeroloarihms | |
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Fig. 1. Evolution of Bank Brand Reputation in the Context of Digitalization
Source: developed by the authors based on [7, 8].

At the current stage, a bank can no longer be regarded as the sole actor managing its own
reputation. Reputation is formed within a distributed digital environment in which various
stakeholder groups and technological systems interact [9]. This process can be conceptualized as a
combination of several information flows: the bank’s official communication, customer responses,
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dissemination through social media, interpretation by the media and bloggers, algorithmic
amplification, and subsequent audience reactions.

Malicious actors may also become involved in this process by disseminating false
information, creating phishing messages, or impersonating the bank’s official communication
channels. Consequently, contemporary reputation is formed in an environment where reliable
information, subjective user assessments, journalistic content, commercial content, and deliberate
disinformation may simultaneously compete for audience attention.

Changes in the mechanism of reputation formation also affect approaches to reputation
management. Whereas the traditional model primarily focused on creating a desired image of the
bank and communicating it through controlled channels, the digital environment requires
continuous monitoring of information flows and rapid responses to changes in brand perception.
Reputation management is gradually evolving from a predominantly communication-oriented
function into a cross-functional process involving marketing, public relations, customer service, IT,
cybersecurity, risk management, and bank management [9].

For Ukrainian banks, this transformation has an additional dimension. In the context of the
full-scale war, information concerning the availability of banking services, the stability of digital
services, cyber incidents, and the security of customer funds is of heightened public importance.
Consequently, reputation is becoming increasingly closely linked to a bank’s actual ability to ensure
business continuity and communicate clearly with customers during crisis events.

Contemporary bank brand reputation should therefore be viewed as a dynamic outcome of
interactions among the bank, customers, the media, digital platforms, algorithms, and other actors
within the information environment. This shift in perspective has direct implications for crisis
management, as any element of digital interaction may become a source of a reputational crisis.

A bank’s reputational risk has a distinctive nature due to the close relationship between
customer trust, financial behavior, and the information environment. Negative information may
influence customers’ decisions regarding the use of banking services, their activity across digital
channels, their willingness to recommend the institution to other users, and their overall perception
of the bank’s reliability [10].

In the digital environment, reputational risk rarely emerges as an isolated event. For
example, a technical failure may trigger negative customer comments on social media. If the bank
fails to provide a timely explanation, the volume of negative mentions may increase. In the absence
of clear communication, the media or bloggers may become involved in the information flow. At
the same time, malicious actors may exploit the situation to disseminate phishing messages. As a
result, a single operational problem may generate a set of interconnected reputational risks [11].

Taking this into account, the main categories of a bank’s reputational risks are classified
according to their source of origin and the nature of their impact on digital reputation (Table 1).

The proposed classification makes it possible to view reputational risk more broadly than
merely as a consequence of ineffective communication. Its source may be a technical incident, a
cyber threat, a breach of regulatory requirements, or the actions of third parties within the digital
environment. At the same time, one type of risk may trigger others. This interconnectedness is a
distinctive feature of the contemporary digital banking environment.

For example, a crisis may develop through the following sequence: an operational failure
may trigger negative customer reactions and the dissemination of information across social media
and media channels, which, in turn, may increase customer distrust and stimulate fraudulent
messaging, ultimately placing additional pressure on customer support services.

Another scenario may originate from a cyber incident. Following a potential cyberattack,
information about the incident may reach customers, after which negative rumors and false
messages may Spread, increasing customers’ concerns about the security of their funds and
adversely affecting their level of trust in the bank.
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Table 1. Classification of Banks’ Reputational Risks in the Digital Environment

Risk category

Main manifestations

Potential reputational consequences

Operational risks

Mobile application failures, online banking
unavailability, payment delays, service disruptions

Reduced perceptions of service
reliability and quality

Cyber risks Cyberattacks, data breaches, phishing, compromise | Loss of trust in the bank’s security and
of digital channels digital infrastructure
Information- Fake messages, rumors, manipulative content, false | Formation of a negative or distorted

related risks

publications

image of the bank

Communication
risks

Delayed response, inconsistent messages, language
that is difficult for customers to understand

Intensification of negative reactions
and erosion of trust

Social risks

Large-scale dissemination of negative reviews, public
conflicts with customers, information campaigns

Rapid deterioration in the sentiment of
digital mentions

Regulatory risks

Violation of regulatory requirements, sanctions,
claims by regulators

Reduced confidence in the bank’s
reliability and compliance  with
established requirements

Ethical risks

Non-transparent terms and conditions, manipulative
advertising, improper handling of customer data

Perception of the bank as irresponsible

Al-related risks

Deepfakes, automated disinformation, synthetic
reviews, impersonation of official communications

Rapid  dissemination  of  false
information and increased difficulty in

refuting it

Source: developed by the authors based on [11, 12].

Thus, reputational risk should be analyzed as the result of interactions among risks of
different origins rather than as a separate category arising exclusively from failures in public
relations or marketing communications [11].

Assessing reputational risk requires not only identifying the occurrence of a negative event
but also determining the speed at which its effects progress across different information and
response levels. In this context, four consecutive levels can be distinguished:

- Event — the occurrence of an operational, cyber, regulatory, or other problem;

— Information response — the emergence of messages or reactions from customers,
employees, the media, or third parties;

- Reputational response — a change in attitudes toward the bank and in the level of
trust;

— Behavioral response — changes in customer behavior, including contacting customer
support, discontinuing the use of particular services, switching to competitors, or sharing negative
experiences.

This sequence makes it possible to distinguish the initial cause of a crisis from its
reputational consequences. It also demonstrates that the speed and quality of a bank’s
communication can influence the progression of a problem from one level to another [2].

Digital algorithms play a particularly important role within this system. Algorithmic
mechanisms employed by social media and search platforms determine which content receives
greater visibility. Emotionally charged messages or content generating high levels of engagement
may spread more rapidly than neutral explanations provided by the bank. As a result, a reputational
crisis may develop according to dynamics that are not directly controlled by the bank [13].

The situation becomes even more complex with the use of generative artificial intelligence.
Synthetic content can be produced on a large scale and adapted to different digital channels. For
banks, this creates a need to monitor not only their own information channels but also the broader
external digital environment, where content impersonating or misrepresenting the institution’s
official position may emerge [14].

The specific nature of contemporary bank reputational risks is determined by three key
characteristics:

- the diversity of risk sources;

- the interdependence of individual risk events;

- the high speed of information dissemination.
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These characteristics alter the logic of crisis management. To ensure a timely response,
banks need to monitor not only direct manifestations of reputational risk but also operational, cyber,
informational, regulatory, and technological factors that may trigger them [11].

Therefore, further development of crisis management of bank brand reputation should be
based on the principle of integrated risk and digital communication management. Within such a
model, reputational resilience depends on the bank’s ability to identify a problem in a timely
manner, assess its potential to generate wider information effects, coordinate the actions of
responsible units, provide customers with reliable information, and manage the restoration of trust
following the resolution of a crisis.

The full-scale war has changed the nature of risks faced by the Ukrainian banking sector. In
addition to financial and operational risks, banks now face cyberattacks, disruptions to electricity
and communications, infrastructure damage, information attacks, and fraudulent campaigns. For
banks, these risks are directly linked to reputation, as the stability of digital services, access to
funds, and transaction security shape customers’ everyday experience. At the same time, the
Ukrainian banking system continues to demonstrate operational resilience and ensure the
functioning of critical financial services despite wartime constraints [15, 16].

Cyber risks and information threats have become particularly significant. A cyberattack,
data breach, or phishing incident may have consequences extending far beyond the technical
problem itself, as customers begin to question the bank’s security and the safety of their funds. A
similar effect may arise from the dissemination of fake messages or fraudulent content
impersonating the bank’s communications. In such situations, the speed of response, the reliability
of information provided, and the clarity of recommendations for customers directly influence
perceptions of the bank brand [14].

The war has also increased the importance of banking service continuity. When customers
conduct a substantial proportion of their financial transactions remotely, the stability of mobile
applications, online banking, and customer support channels becomes an integral part of their
assessment of the bank. Reliability, therefore, is no longer merely a characteristic declared by the
bank in its communications; it is demonstrated through actual performance during crisis events [15].
In this context, the concept of “reputation through resilience” can be introduced, referring to the
development of trust based on a bank’s ability to maintain critical services, protect customers, and
ensure clear communication under conditions of external risk.

The second major factor transforming the reputation of Ukrainian banks is European
integration. The alignment of Ukraine’s financial sector with European Union standards involves
the development of approaches to consumer protection, transparency, cybersecurity, technology risk
management, and digital operational resilience. For banks, this implies a change in the criteria by
which customers and other stakeholders assess the reliability of financial institutions. The National
Bank of Ukraine identifies the European integration of the financial sector as one of the key
directions of its development [17].

The European Digital Operational Resilience Act (DORA) serves as an important
benchmark for digital resilience in Ukraine’s financial sector. It establishes requirements for ICT
risk management, digital incident response, digital operational resilience testing, and the
management of risks associated with third-party technology providers. European practice
demonstrates that technological, cyber, and reputational risks are becoming increasingly
interconnected. The development of artificial intelligence further expands this spectrum of risks by
creating new opportunities for fraud, disinformation, and attacks on digital systems [4].

The current Ukrainian context is shaping a specific model of bank brand reputation. It is
based on consistency between a bank’s public communications and its actual ability to ensure
service stability, protect customers, and respond effectively to crisis situations. The war has
increased the importance of resilience as a source of trust, while European integration introduces
new requirements for digital security, transparency, and bank accountability [15]. Reputational
resilience should therefore be viewed as the outcome of the interaction between a bank’s
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operational capabilities, the quality of its digital communications, and its ability to adapt to new
technological and regulatory requirements.

Contemporary bank communication is no longer limited to social media. Customers interact
with a bank brand through mobile applications, websites, chatbots, contact centers, email,
messaging platforms, social media, review platforms, and other digital services. An additional
information context is shaped by the media, search engines, thematic communities, and Al-powered
platforms. Together, these channels form an integrated environment in which customers obtain
information about the bank and develop their own assessments of its activities [18].

It is therefore appropriate to introduce the concept of a “bank digital reputation ecosystem.”
This is proposed to be understood as the set of digital channels, platforms, information resources,
and actors through which perceptions of a bank are formed, disseminated, and transformed. A
distinctive feature of this ecosystem is the interconnectedness of its channels: information
originating in one environment can rapidly spread to others.

For example, a technical failure in a mobile application may initially be identified by users.
Some customers may contact customer support, while others may post about the problem on social
media or review platforms. If the disruption persists, information about it may reach the media or
thematic online communities. Search engines may begin displaying relevant content in response to user
queries, while social platform algorithms may amplify posts that generate high levels of engagement. As
a result, an initial operational problem becomes part of a broader information process.

Within this system, each channel performs a distinct function. Mobile applications and
websites provide direct access to banking services; chatbots and contact centers provide operational
customer support; social media and messaging platforms facilitate public communication; the media
and bloggers influence the broader information environment; review platforms aggregate customer
experiences; search engines determine the accessibility and visibility of information to users; and
Al-powered platforms may generate additional summaries based on available digital content.

For a bank’s reputation, consistency of information across channels becomes particularly
important. If customers receive different explanations through the mobile application, social media,
and customer support services, this increases uncertainty and may intensify negative reactions.
Crisis communication therefore requires coordination across all major digital customer touchpoints.

The digital reputation ecosystem has another distinctive feature: its formation involves
actors that are not directly controlled by the bank. Customers, journalists, bloggers, administrators
of online communities, and other users create their own content and influence its dissemination. In
addition, the visibility of information is shaped by digital platform algorithms. Consequently, a
bank can control its own communications but cannot fully control the broader information context
in which these communications are perceived [9].

Reputation management in the digital environment therefore requires managing not merely
individual channels but the entire system of digital interactions. The bank’s task is to ensure
message consistency, continuously monitor the information environment, and respond promptly to
changes in brand perception [18].

One of the key characteristics of a digital reputational crisis is the speed of information
dissemination. In traditional media, there was a certain time lag between the occurrence of an event
and its widespread coverage. In the digital environment, this interval has been substantially reduced.
Users can disseminate information immediately after a problem occurs, while its subsequent spread
depends on audience reactions and platform algorithms [19].

This makes it possible to view a reputational crisis as a race against time. Three temporal
parameters can be distinguished in its development:

T. — the time at which the problem occurs or is detected,;

T. — the time at which information about the problem gains significant public visibility;

Ts — the time of the bank’s first official response.

A favorable scenario for the bank is T: < Ts < Ta. In this case, the bank is able to provide
official information before negative information gains significant public visibility.
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If T: < T2 < Ts, information about the problem gains significant public visibility before the
bank formulates and communicates its official position. In such a situation, an information vacuum
emerges. This vacuum may be filled by speculation, unverified reports, user comments, or
deliberate disinformation.

Response speed should therefore be regarded as an independent parameter of crisis
reputation management. At the same time, rapid response should not imply the dissemination of
unverified information. A bank must simultaneously minimize the time between detecting a
problem and issuing its first official response while ensuring the accuracy and reliability of the
information communicated.

In this context, it is appropriate to distinguish between initial and comprehensive crisis
communication. The initial communication should acknowledge the existence of a problem, once
confirmed, and explain the next steps to customers. Comprehensive communication may follow
once the causes and scale of the incident have been established. This approach helps prevent
prolonged silence by the bank while complete information about the incident is still unavailable.

Response speed also remains important after the initial communication. Crisis-related
information requires regular updates, as customers assess not only whether the bank has issued an
initial response but also whether they continue to receive new information as the situation develops.
In the absence of updates, the initial message may quickly lose its effectiveness, allowing external
sources to once again dominate the information environment.

For Ukrainian banks, the issue of response speed is particularly relevant in cases of
cyberattacks, digital service disruptions, and fraudulent campaigns. In such situations, customers
need to understand quickly whether a service is operational, whether their funds are secure, whether
they need to change a password or block a payment card, and where they can obtain reliable
information. The absence of clear guidance may intensify distrust regardless of how quickly the
bank resolves the underlying technical problem [14].

Thus, the digital environment transforms the temporal structure of a reputational crisis. Its
scale is determined not only by the nature of the initial event but also by the relationship between
the speed of information dissemination and the speed of the bank’s response [2]. Effective crisis
management should therefore involve continuous monitoring of the digital environment, the
establishment of threshold values for triggering a crisis response, and the development of
communication scenarios in advance.

To summarize the proposed approach, the interaction between digital channels and the time
factor can be represented as a sequential model comprising the following stages: the occurrence of a
crisis event, its detection, the initial information response, information dissemination, the bank’s
official communication, information updates, stabilization of the information environment, and
restoration of customer trust. Within this model, digital communications serve as the link between
an operational event and its reputational consequences. The faster a bank detects a problem,
assesses its potential to generate wider information effects, and ensures consistent communication,
the greater its ability to limit the reputational impact of the event.

The development of generative artificial intelligence is transforming the environment in
which bank brand reputation is formed. Al technologies facilitate the creation of text, images,
audio, and video content that can imitate a bank’s official communications. False messages
concerning account restrictions, changes in service terms, technical problems, or security threats
may spread through social media, messaging platforms, and other digital channels even before the
bank issues an official response.

Emerging reputational risks include deepfake videos and audio, synthetic images, imitation
of a bank’s communication style, automated generation of negative content, bot networks, and
large-scale fake reviews. The combination of Al-generated content and cybercrime poses a
particular threat: a fraudulent message may simultaneously damage the bank’s reputation and direct
customers to malicious online resources.
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Another challenge is the speed at which such content can be scaled and disseminated. A
single information attack can be adapted to different audiences and distributed simultaneously
across multiple channels. For banks, this creates a need to monitor not only their own
communications but also the broader information environment surrounding the brand.

At the same time, Al has a dual nature: it both increases reputational risk and expands the
opportunities for its early detection. Automated analysis of digital sources makes it possible to
monitor changes in the volume of bank-related mentions, message sentiment, the emergence of
recurring narratives, and anomalous spikes in online activity.

Artificial intelligence can support crisis management through a sequential process involving
the monitoring of the information environment, anomaly detection, analysis of information
sentiment and content, assessment of the scale of potential risk, forecasting its dissemination,
selection of the optimal response scenario, and monitoring of the recovery process. However, the
final decision regarding the bank’s public position should remain with the bank’s professionals. Al
should be used to facilitate the rapid collection and analysis of information, identify potential
problems, and support managerial decision-making [14].

In 2026, artificial intelligence is becoming both a source of new reputational threats and a
technological tool for brand protection. A bank’s ability to rapidly distinguish a genuine crisis event
from an artificially generated information signal, assess the scale of the threat, and promptly initiate
coordinated communication is becoming a competitive advantage.

A comprehensive approach is required to assess a bank’s ability to maintain customer trust
and manage the reputational consequences of crisis situations. Individual indicators, such as the
number of negative mentions, customer response time, or the level of cybersecurity, characterize
only specific dimensions of the problem. To provide a comprehensive assessment of a bank’s
ability to withstand reputational threats in the digital environment, an original Index of Digital
Reputation Resilience (IDRS) is proposed.

Unlike existing approaches that focus primarily on assessing individual aspects of
reputation, trust, or operational resilience, the proposed index integrates five interrelated
components:

— quality of digital communications (C);
level of digital trust (T);
speed and effectiveness of crisis response (R);
digital and cyber resilience (S);
ability to adapt communication to the nature and scale of the crisis (A) (Table 2).

Table 2. Structure of the Bank Digital Reputational Resilience Index

Component ?sessment Examples of indicators
imension
C — Communication Quality of digital | Consistency of messages across different channels; clarity of
communication information; regularity of updates; availability of official
communication channels
T — Trust Level of digital Sentiment of reviews; proportion of positive/negative mentions;
trust customer trust assessment; willingness to use digital services
R — Response Effectiveness of Time to initial response; time to provide a comprehensive
crisis response explanation of the situation; speed of information updates;
proportion of customer inquiries that received a response
S — Security Digital and cyber | Number and scale of incidents; availability of digital services;
resilience measures to counter fraud; protection of customer data
A — Adaptability Ability to adapt Alignment of messages with the type of crisis; use of different
communication communication channels; adaptation of messages to target audiences;
ability to modify the communication strategy

Source: developed by the authors.
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The composite indicator is proposed to be calculated using formula (1):
IDRS = wiC + w2T + wisR + waS + wsA, (1)

ne wi-ws — are the weighting coefficients assigned to the respective components, with their
sum equal to 1.

To ensure comparability, the indicators within each component should be normalized to a
scale from 0 to 100. The weighting coefficients may be determined using expert assessment or
based on surveys of banking sector professionals. At the initial stage of methodological testing, in
the absence of empirically substantiated differences in the relative importance of the components,
equal weighting is appropriate, with each of the five components assigned a weight of 0.20. Further
testing of the methodology should involve refining the weighting coefficients based on expert
assessments and empirical data, taking into account the specific characteristics of the bank and the
nature of the crisis situation.

The proposed structure makes it possible to view reputational resilience as the result of
interactions among several components. For example, a rapid bank response cannot compensate for
poor communication quality if customers receive inconsistent messages. Similarly, a high level of
digital security does not guarantee the preservation of trust if the bank fails to provide customers
with sufficient information during an incident. The interdependence of these components is a
fundamental distinction between the proposed approach and reputation assessment based on a single
indicator.

To interpret the resulting value, a scale for assessing a bank’s digital reputational resilience
is proposed (Table 3).

Table 3. Interpretation of the Bank Digital Reputational Resilience Index (IDRS)

Level of
IDRS value reputational Characteristics
resilience
80-100 High The bank has an established digital reputational resilience system and is
capable of responding effectively to crisis situations
60-79 Sufficient The main mechanisms are functioning, although certain components require
improvement
40-59 Moderate Noticeable reputational vulnerabilities exist, along with a risk of crisis
escalation
20-39 Low The response system has significant deficiencies, and customer trust is
vulnerable to crisis events
0-19 Critical The bank faces significant problems with digital communication, response, or
resilience, creating a high risk of long-term reputational losses

Source: developed by the authors.

An important feature of the proposed index is its potential use not only for the overall
assessment of a bank but also for monitoring changes in reputational resilience over time. For
example, the IDRS may be calculated quarterly or following significant crisis events. Changes in
the index before, during, and after a crisis make it possible to assess not only the initial level of
resilience but also the bank’s ability to restore customer trust.

The relationship among the individual components should also be analyzed separately. A
low value of R may indicate a slow crisis response; a low C may signal communication problems; a
low S may reveal digital and cyber vulnerabilities; a low T may indicate declining customer trust;
and a low A may reflect insufficient adaptability of crisis communication. This approach makes it
possible to move from merely identifying a problem to determining a specific area for managerial
intervention.
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The IDRS can be used as a tool for diagnosing and monitoring a bank’s digital reputational
resilience. Its practical value lies in integrating communication, behavioral, technological, and
security-related characteristics into a single indicator. This makes it possible to assess reputation not
as a static outcome of brand perception but as a dynamic characteristic of a bank’s ability to
maintain trust, respond to crisis events, and restore its reputational position in the digital
environment.

The proposed model of bank reputation crisis management is based on a cyclical approach
in which reputational risk management encompasses the periods before, during, and after a crisis.
This approach assumes that crisis management measures are not limited to an immediate response
to a negative event. They should begin at the stage of identifying potential threats, continue
throughout crisis containment and crisis communication, and conclude with an assessment of the
consequences and corresponding adjustments to management processes.

At the PRE-CRISIS stage, the primary focus is on monitoring the digital environment,
identifying reputational risks, analyzing potential scenarios, and preparing response procedures.
This makes it possible to reduce the time interval between the emergence of a problem and the
bank’s initial response. At the CRISIS stage, the priorities include verifying information,
determining the scale of the incident, coordinating the actions of responsible units, communicating
promptly with customers, and maintaining the availability of banking services. The POST-CRISIS
stage involves assessing reputational consequences, analyzing customer responses and the digital
information environment, restoring trust, and identifying the factors that contributed to the
development of the crisis.

The RESILIENCE stage occupies a distinct position within the model. Its purpose is to
transform the lessons learned from a crisis into specific changes in the management system. This
includes reviewing crisis protocols, improving digital services, adjusting communication scenarios,
enhancing staff competencies, strengthening monitoring, and updating the early warning system.
Thus, the end of the active phase of a crisis does not signify the end of crisis management activities.

The cyclical nature of the model means that the findings derived from the analysis of a
previous crisis are incorporated into preparations for future risks. If a particular communication
channel proves insufficiently effective, the procedures governing its use are revised; if a problem
results from delayed detection of an information threat, monitoring tools are strengthened; and if a
crisis reveals weaknesses in a digital service, the relevant processes are reviewed. As a result, each
crisis becomes a source of information that enhances the bank’s preparedness for future challenges.

This approach makes it possible to view reputational resilience not as a fixed state of the
bank but as its capacity to continuously adapt to emerging risks, maintain customer trust, and
restore normal interactions following crisis events. The RESILIENCE stage therefore serves as both
the concluding and preparatory component of the model, ensuring the transition from analyzing a
past crisis to preparing the bank for future ones.

Table 4 presents the main stages of the bank reputation crisis management model and the
key actions undertaken at each stage.

Table 4. Bank Reputation Crisis Management Model in the Digital Environment

Stage Main objective Key actions
1. PRE-CRISIS Prevention and Monitoring the digital environment; risk identification; forecasting;
preparedness scenario planning
2. CRISIS Crisis containment and | Incident detection; information verification; rapid response;
management clarification of the situation; customer support
3. POST-CRISIS Restoration of trust Analysis of responses; compensatory and corrective actions;
restoration of customer trust; assessment of reputational
conseguences
4. RESILIENCE Enhancing Analysis of lessons learned; staff training; digital improvements;
preparedness for future | process adjustments; development of new scenarios
crises

Source: developed by the authors based on [4, 20].
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Bank reputation crisis management should be viewed as a continuous cycle rather than as a
set of actions undertaken only when a problem arises. The end of the acute phase of a crisis does not
signify the end of reputation management efforts. The experience gained should be used to improve
digital services, communication practices, monitoring systems, and preparedness for future crises
[20]. It is the RESILIENCE stage that transforms crisis experience into a resource for strengthening
the bank’s reputational resilience.

The analysis of contemporary approaches to crisis management, digital resilience, and the
maintenance of banking stability amid wartime risks and digital transformation [15, 20], the
potential use of artificial intelligence for detecting digital threats [14], and European requirements
for ICT risk management and digital operational resilience [4] made it possible to formulate a
comprehensive set of practical recommendations for strengthening the reputational resilience of
Ukrainian banks, as systematized in Table 5.

Table 5. Practical Recommendations for Strengthening the Reputational Resilience of Ukrainian Banks

Area Practical recommendations
Organizational Establish a cross-functional crisis team comprising representatives of PR, marketing, IT,
cybersecurity, and customer support; introduce a unified response protocol for digital crises
Communication Adhere to the principle of “one problem — one clear explanation”; promptly acknowledge

confirmed problems; use clear and accessible language; regularly update information across
all digital channels

Technological Use social listening and Al-based monitoring; automatically detect anomalous spikes in
information activity; employ tools for detecting deepfakes and early warning systems for
reputational threats

Reputational Build customer trust before a crisis occurs; demonstrate the bank’s reliability through
practical actions; ensure transparency and consistency of communication; use lessons
learned from crises to improve internal processes

European integration | Align digital resilience management with European approaches; strengthen consumer
protection, ICT risk management, and the transparency of digital interactions with
customers

Source: developed by the authors based on the research findings.

Effective crisis reputation management requires a shift from responding to individual
information incidents toward a continuous system of monitoring, early warning, and preparedness.
For Ukrainian banks, such a system should simultaneously account for wartime threats, advances in
Al, the digitalization of the customer experience, and gradual alignment with European standards of
digital resilience.

Discussion. The findings of this study confirm the need to broaden the traditional approach
to bank brand reputation management in the context of digitalization. A reputational crisis in the
contemporary banking environment does not necessarily originate directly within the
communication domain: its initial source may be an operational failure, a cyber incident, an
information attack, fraudulent content, a regulatory issue, or another event that, through digital
channels, leads to changes in customers’ perceptions of the bank. Reputational risk should therefore
be viewed as the outcome of interactions among technological, informational, communication, and
behavioral factors.

This conclusion is consistent with the findings of D. Adeabah, C. Andoh, S. Asongu, and A.
Gemegah [11], who demonstrate the multidimensional nature of reputational risk in banking. At the
same time, the approach proposed in this study extends this perspective by incorporating digital and
cyber resilience, crisis response speed, communication adaptability, and digital trust into the crisis
management system. This is particularly important for the banking sector because a technical
problem can rapidly progress from the operational level to the informational level, subsequently
become a reputational issue, and ultimately influence customer behavior.
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The findings concerning the importance of response speed are consistent with those of A. D.
Beldad, E. van Laar, and S. M. Hegner [2], S. Xu, W. Huang, and L. Weng [6], as well as Y. Kim
and Y. Sung [19], who associate the characteristics and timeliness of crisis communication with
audience responses and subsequent levels of trust. However, in the digital banking environment, the
temporal dimension acquires additional significance. Banks effectively compete not only with
alternative interpretations of a crisis event but also with the speed at which user-generated content,
media reports, social media posts, algorithmically amplified content, and potential disinformation
are disseminated. Therefore, the proposed relationship between the time at which a problem occurs
or is detected, the time at which information about the problem gains significant public visibility,
and the time of the bank’s official response makes it possible to translate the theoretical principle of
timely crisis communication into the practical management of digital reputational crises. m

The findings also extend the arguments advanced by A. Siano, A. Vollero, and A. Bertolini
[7] and P. Foroudi et al. [9] regarding the shift from controlled brand formation toward its co-
creation by multiple actors within the digital environment. For a bank brand, this highlights the
limitations of the traditional reputation management model, which is primarily focused on
managing the bank’s own communication channels. A bank can control the content of its official
communications but cannot fully control customer-generated content, publications by the media and
bloggers, the operation of digital platform algorithms, or the actions of malicious actors. The
concept of the bank digital reputation ecosystem proposed in this study accounts for this
multiplicity of actors and channels and shifts the focus from managing individual communications
to coordinating the entire system of digital interactions.

An important outcome of the study is the proposed Index of Digital Reputation Resilience
(IDRS). Unlike approaches that assess reputation primarily through current brand perceptions, the
IDRS is designed to evaluate a bank’s ability to maintain and restore trust during digital crises. The
integration of the Communication, Trust, Response, Security, and Adaptability components makes
it possible to account for the communication, behavioral, managerial, and technological dimensions
of reputational resilience. Of particular practical relevance is the possibility of analyzing not only
the composite index value but also its individual components, thereby enabling the identification of
specific areas of weakness, such as insufficient response speed, deficiencies in digital
communication, declining trust, technological vulnerabilities, or limited adaptability.

At the same time, at this stage, the IDRS should be regarded as a conceptual and
methodological tool rather than an empirically validated scale. The proposed equal weighting of the
five components provides an initial basis for testing the index; however, the actual importance of
Communication, Trust, Response, Security, and Adaptability may vary depending on the type of
bank, the characteristics of its customer base, its level of digitalization, and the nature of the crisis
event. For example, during a cyberattack or a large-scale disruption of digital services, the Security
component may potentially have greater importance, whereas during an information attack or the
dissemination of false information, Communication, Response, and Trust may carry greater weight.
Therefore, the weighting coefficients require further empirical validation.

The proposed cyclical model, PRE-CRISIS — CRISIS — POST-CRISIS — RESILIENCE,
extends the process-based approach to crisis management [20] by ensuring that management
activities do not end when the active phase of a crisis has been resolved. A distinctive feature of the
model is the inclusion of the RESILIENCE stage, during which the lessons learned from a crisis are
translated into changes in monitoring procedures, response scenarios, digital infrastructure,
communication protocols, and the coordination of responsible units. Thus, a crisis event is viewed
not only as a threat to reputation but also as a source of organizational learning that can enhance the
bank’s preparedness for future crises.

This approach is particularly relevant to the Ukrainian banking system operating under the
conditions of the full-scale war. The findings are consistent with the conclusions of V. Apatskyi [1],
N. E. Avanesova and I. V. Bakalo [15], and U. Ya. Hrudzevych, O. P. Sidelnyk, and O. V.
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Nahorniuk [16] regarding the particular importance of banking sector resilience amid wartime risks.
From a reputation management perspective, however, an important finding is that operational
resilience acquires a communication dimension: for customers, a bank’s ability to maintain access
to funds, digital services, and customer support channels becomes direct evidence either confirming
or challenging the brand’s claimed reliability. This provides grounds for introducing the concept of
“reputation through resilience,” whereby trust is sustained not only through communication
messages but also through the bank’s actual performance during crisis events.

The findings regarding the role of artificial intelligence demonstrate its dual significance for
crisis management. On the one hand, advances in Al increase the capacity to create deepfakes,
synthetic content, automated disinformation, and large-scale fraudulent messaging. On the other
hand, Al can be used to monitor the digital environment, detect anomalous changes in the volume
and sentiment of mentions, identify potential information attacks, and support the selection of
appropriate response scenarios, which is consistent with the general findings of previous studies [3,
14]. At the same time, the analysis indicates that the complete automation of crisis communication
would be inappropriate. Al technologies should primarily perform analytical and decision-support
functions, while final decisions concerning the bank’s public position should remain the
responsibility of designated professionals.

The European integration context further enhances the practical relevance of the findings.
Requirements concerning digital operational resilience and ICT risk management associated with
European approaches and DORA [4] demonstrate the increasing convergence of technological
reliability, cybersecurity, and the reputational responsibility of financial institutions. For Ukrainian
banks, adaptation to these approaches can be regarded not only as a regulatory task but also as a
factor contributing to stronger trust among customers and other stakeholders.

Nevertheless, the study has certain limitations. The proposed IDRS is conceptual in nature
and has not yet been tested on an empirical sample of banks, while the weighting coefficients
assigned to its components require statistical and expert validation. The system of quantitative
indicators for each component also requires further refinement, together with an assessment of their
availability and comparability across banks. Furthermore, the specific operating conditions of the
Ukrainian banking sector during the full-scale war limit the direct transferability of the proposed
framework to banking systems operating in more stable security environments.

Future research should primarily focus on the empirical testing of the IDRS using a sample
of Ukrainian banks, determining statistically substantiated weights for its components, and
examining changes in the index before, during, and after crisis events. It would also be appropriate
to investigate the relationship between IDRS values and indicators of customer behavior, including
levels of trust, willingness to recommend the bank, use of digital services, and intentions to switch
banks. Another promising research direction is the quantitative assessment of the impact of
generative Al, deepfakes, and algorithmic content dissemination on the speed and scale of digital
reputational crises.

Conclusions. The study made it possible to substantiate a comprehensive approach to crisis
management of bank brand reputation in the digital environment. It was established that a bank’s
reputational resilience is shaped not only by the quality of its communications but also by the
interaction of operational, cyber, informational, communication, regulatory, and Al-related risks.
For Ukrainian banks, this approach is particularly relevant in the context of the full-scale war, when
cyberattacks, disruptions to the continuity of digital services, information attacks, and fraudulent
campaigns directly affect customer trust and perceptions of a banking institution’s reliability.

The scientific novelty of the findings lies in developing a comprehensive approach to
assessing and managing a bank’s digital reputational resilience by integrating its communication,
behavioral, managerial, and technological dimensions. The Index of Digital Reputation Resilience
(IDRS) is proposed, integrating five components: quality of digital communications
(Communication), digital trust (Trust), effectiveness of crisis response (Response), digital and cyber
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resilience (Security), and adaptability (Adaptability). The IDRS can be used as a methodological
tool for the comprehensive assessment and monitoring of changes in a bank’s reputational resilience
before, during, and after a crisis, while the analysis of its individual components makes it possible
to identify priority areas for managerial intervention. This diagnostic logic constitutes a core feature
of the proposed index.

A cyclical model of bank brand reputation crisis management, PRE-CRISIS — CRISIS —
POST-CRISIS — RESILIENCE, has been developed, enabling a shift from reactive responses to an
already emerging reputational crisis toward continuous management of its entire life cycle. A key
element of the model is the RESILIENCE stage, during which lessons learned from crisis
experience are used to adjust monitoring procedures, response scenarios, communication protocols,
and other components of the management system, thereby providing a basis for enhancing the
bank’s preparedness for future crises. This function of the RESILIENCE stage is consistent with the
logic of the model presented in the main body of the article.

The practical significance of the findings lies in the potential application of the proposed
approach by banking institutions to monitor the digital reputational environment, detect potential
threats at an early stage, assess preparedness for crisis response, identify weaknesses in individual
components of reputational resilience, and improve procedures for restoring trust following crisis
events. Of particular importance is the integration of reputation management with digital
operational resilience, ICT risk management, cybersecurity, and customer protection in accordance
with the European integration trajectory of Ukraine’s financial sector.

The development of generative Al further reinforces the need for such an integrated
approach. Artificial intelligence simultaneously creates new sources of reputational threats
associated with deepfakes, synthetic content, automated disinformation, and bot networks, while
expanding opportunities for the early detection of crisis signals and monitoring of the digital
environment. Therefore, the use of Al in crisis reputation management should be combined with
professional judgment, information verification, and established crisis decision-making procedures.

The limitations of the study are primarily related to the conceptual and methodological
nature of the proposed IDRS and the absence, at this stage, of its empirical testing on a sample of
banks. The weighting coefficients of the index components and the system of quantitative indicators
require further statistical and expert validation. Accordingly, future research should focus on testing
the IDRS on a sample of Ukrainian banks, determining empirically substantiated weights for its
components, and examining changes in the index before, during, and after crisis events. Another
promising research direction is the quantitative assessment of the impact of generative Al,
deepfakes, and algorithmic information dissemination on the speed of emergence and scale of
reputational crises in the Ukrainian banking sector.
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AHTHKpH30Be YIIPABJIiHHA penyTanicio OpeHay 0aHKy B enoxy Hu(GpoBHX KOMYHiKamii

Anomauyin.  lloBHoMacmitabHa BiifHa, IUQpPOBI3aIisl Ta 3pOCTaHHA Kidep3arpo3 MOCHIMINA 3HAYCHHS
penyTamiiHOl CTIHKOCTI 0AHKIBCHKOTO OpeHay. Y JOCIIIKEHHI CHCTEMAaTH30BaHO PEIyTaLliiHI PU3UKH, 3aPOITOHOBAHO
iHgexc 1MGpoBoOi penyTaiiHOi CTIMKOCTI Ta KOMIUIEKCHY MOJENb aHTHKPH30BOIO YIMPABJIHHS, OPI€EHTOBaHY Ha
HOMNepeHKEHHS KPH3, ONepaTUBHE pearyBaHHsS W BiJHOBJICHHs NOBipH KiieHTiB. OOIpPYHTOBAHO KOMIUIEKCHHH MiIXil,
0 MOEAHYE HHU(PPOBHIA MOHITOPHHI, KPWU30BY KOMYHIKallilo, KiOepCTiHKICTh, TEXHOJOTIi INTYYHOrO IHTENIEKTY Ta
aJIanTario 0 €BPONEHChKIX BUMOT.

IMocranoBka npo6aemu. [lormpn akTuBHY nM@poBi3alilo OaHKIBCHKMX IIOCIYT, aHTHKPH30BE YIPaBIiHHS
penyTarnielo OaHKIBCHKOTO OpeHIy 3alMIIaeThcs HEAOCTAaTHHO CHCTEMHHM B YMOBax 3pOCTaHHS BOEHHHX,
KibepHeTHuHNX Ta iH(opMmaniiiHux 3arpo3. TpamumidHI MAXOQW 10 YHPaBIIHHS PEIyTali€ld HE MOBHOIO Mipoio
BpPaxOBYIOTh MIBUAKICTh MOMMPEHHA iH(popMamii B IH(PPOBOMY CEpEAOBHINI, PO3BUTOK T'€HEPATHBHOTO INTYYHOTO
IHTENIEKTY, HEOOXIIHICTh OIIEPATUBHOTO BiHOBIICHHS JOBIpH KIIIEHTIB Ta MOCHJICHHS BUMOT J0 IMU(POBOI onepariifaol
CTIMKOCTI B yMOBax €BpoiHTETrparii YKpaiHu.

Hepo3p’a3ani acnexkTu. He3Baxaroun Ha 3HauHY KUIBKICTh JNOCIHIIDKeHb y cdepi OaHKIBCHKOI pemyTariii,
KPHU30BHX KOMYHIKaIliii Ta HudpoBoi CTIIKOCTI, HEMOCTATHLO PO3POOIICHUMH 3ANUINAIOTHCS KOMIUIEKCHI MiJXOIH JI0
AHTHKPHU30BOTO YIPABIIHHA PEMyTaIliero 0aHKIBCHKOTo OpeHay B nudpoBoMy cepemoBuiii. [101anbuioro q0CmipKeHHs
MOTPeOYIOTh B3a€MO3B’SI3KM MK HU(PPOBUMH Ta pPENyTallilHUMH PH3MKAaMH, LIBHJKICTIO KPH30BOTO pearyBaHHS,
BUKOPHCTAaHHSAM IITYYHOTO IHTEJCKTY, 3JaTHICTIO OaHKy BiJHOBIIOBATH JOBIpYy KJII€HTIB Ta (H)OPMYBAaHHSIM HOTrO
pernyTaniifHoi CTiiKOCTi.

Mera crarti. Meroro crarti € OOTpyHTYBaHHS KOMIUIEKCHOTO ITAXOAY A0 AHTHUKPHU30BOTO YIPaBIiHHS
pemyTari€lo 0aHKIBCHKOTO OpeHIy Ta MiJIBHIIEHHS HOro pemyTauiifHol cTiKocTi B ymMoBax IMpoBi3alii, BOEHHHX
PH3HKIB, PO3BUTKY LITYYHOTO IHTEIEKTY Ta €BpOiHTErpamnii Y Kpainu.

OcHoBHMii MaTepian. J[oCHi/UKEHHS IPYHTYETBCS Ha CHUCTEMHOMY, HPOLECHOMY Ta PH3UK-OPIEHTOBAHOMY
MiIX0MaX 0 aHTHKPU30BOTO YIIPABIIHHS PEIMyTaliclo OaHKIBCHKOro OpeHAy B IM(poBOoMY cepemoBwmli. Y CTaTTi
JIOCTIDKCHO €BONIIONiI0 OaHKIBCHKOi pemyTamii B yMmMoBax mnu(poBi3amii, CHCTEMAaTH30BAaHO OCHOBHI TPYITH
penyTaimiiHUX PpHU3MKIB, MPOAHATI30BaHO BIUIMB BOEHHHMX 3arpo3, IHM(POBUX KOMYHIKalil, KiOeppH3uKiB,
FEHEPAaTHBHOIO IITYYHOTO IHTEJIEKTY Ta €BPOIHTErpamiiHuX mporeciB Ha (OpPMyBaHHS JOBIpH KIIEHTIB.
3arpornoHoBaHo aBTOPChKHMHA [Haeke nmdpoBoi penyraniiHoi criiikocti 6anky (IDRS), mo noeanye sikicts nudpoBux
KOMYHIKalliif, piBeHb 10BipH, €(PEKTHBHICTh KPH30BOTO pearyBaHHs, IIM(POBY Ta KiOEpCTIHKICTD 1 alalTUBHICTh OaHKY.
Po3po0iieHO IUKITIYHY MOJIEIb aHTUKPH30BOTO YIPaBIiHHs pemyTariieto, ska oxomnoe etaniu PRE-CRISIS, CRISIS,
POST-CRISIS Tta RESILIENCE, a Takox c(opMOBaHO MpPaKTUYHI PEKOMEHIAII MO0 MiJBUINCHHS PEIryTamiiHOl
CTIHKOCTI YKpaiHCBKUX OaHKIB 3 ypaxyBaHHSIM BOEHHUX BUKIIMKIB, PO3BUTKY Al Ta eBporieiickkux BUMor 1o unugpoBoi
orepamiiHol CTIHKOCTI.
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BucHoBKH. AHTUKPH30BE YIIPABIiHHS PEIyTaIliclo OaHKIBCHKOTO OpeHIy B HU(POBOMY CEpEeIOBHIII MOTpeOye
iHTerparii permyTaniiHuX, KOMYHIKAIlIITHAX, TEXHOJOTIYHUX | OE3NeKOBHUX CKIAJOBUX Y €IWHY CHCTEMY YIPABIiHHS.
3amponoHoBanuii [HOekc mmdpoBoi pemyTtamiitHoi criiikocTi 6anky (IDRS) Ta pospobieHa Monmenb HarOTh 3MOTY
KOMIUIEKCHO OIIiHIOBATH 3JATHICTh OaHKY MHPOTHIISTH pPEMyTaliifHUM 3arpo3aM, MiATPUMYBAaTH HOBIpYy KII€HTIB 1
BUKOPHCTOBYBaTH KPH30BHU JOCBIA UL TOCHJICHHS IMONANBIIOL CTiMkocTi. s ykpaiHCBKMX OaHKIB OCOOJIMBOTO
3Ha4YeHHs HaOyBae moenHaHHA HU(GPOBOI HamitHOCTI, e(eKTHBHOI KpPM30BOi KOMYyHIKamii, MoxumBocTeir Al Ta
€BPOIEHCHKUX MiXOIB 10 IM(POBOI onepamniiHol CTIHKOCTI.

Knrouosi cnoea: anmukpusose ynpaenints, penymayis 6aHKy, OAHKI6CbKUL OpeHO, penymayiiuna CMmiuKicm,
Yudposi KOMyHiKayii, penymayittHuil pusux, Yupposa cMIKicmo, WmyyHUl iHmeiekm, Kibeppusuku, 008ipa KIi€HMIs.
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