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Threats to state financial security in the digital age: challenges for dispositional
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Abstract. State financial security has become a crucial component of national security in the context
of rapid digital transformation, geopolitical instability, and the expansion of hybrid threats. The increasing
digitalization of financial systems enhances efficiency but simultaneously generates new systemic
vulnerabilities related to cyber risks, algorithmic governance, and financial data centralization.

Problem statement. Modern financial infrastructures are increasingly exposed to hybrid operations,
cyberattacks, and systemic shocks that may undermine institutional stability, public trust, and the operational
capacity of dispositional groups responsible for maintaining public order and state resilience.

Unresolved aspects of the problem. Existing research predominantly examines financial security
from an economic perspective, while the socio-institutional implications for dispositional groups and the
relational dimension of financial security remain insufficiently explored, especially under conditions of digital
financial governance and prolonged crisis environments.

Purpose of the article. The aim of this study is to identify and conceptualize key threats to state
financial security in the digital era and to determine their impact on dispositional groups within a security-
studies framework.

Presentation of the main material. The research applies a socio-systemic and interdisciplinary
approach combining qualitative analysis of institutional reports (IMF, World Bank, BIS, World Economic
Forum), selected statistical sources, and contemporary security-studies literature. The findings demonstrate
that financial security in the digital age consists of two interrelated dimensions — financial stability and
financial resilience. Digital transformation, CBDCs, cyber threats, and hybrid financial warfare reshape the
architecture of state security and influence the functioning, morale, and institutional loyalty of dispositional
groups.

Conclusions. The study confirms that financial security has evolved into a strategic pillar of national
security. Strengthening state resilience requires integrating financial governance, cybersecurity, and social-
institutional factors while ensuring transparency and trust in digital financial systems.
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Introduction. Contemporary state security can increasingly be examined only with
difficulty through a purely military lens. Accelerating globalization, rapid digital transformation of
the economy, and profound socio-economic restructuring have shifted the analytical focus within
security studies. Economic and financial security now occupies a central position - not merely as a
question of macroeconomic stability, but as a prerequisite for political system endurance, social
cohesion, and the state’s capacity for effective crisis response (Cieslarczyk, 2021; Maciejewski,
2025).

A growing body of academic research demonstrates that the digitalization of finance is
transforming not only monetary systems but also the broader architecture of global governance and
economic security. Scholars emphasize that digital currencies, algorithmic financial infrastructures,
and decentralized financial markets introduce new systemic risks while simultaneously expanding
the strategic capacity of states to manage crises (Brunnermeier et al., 2021; Rogoff, 2021; Schér,
2021). These transformations blur the traditional boundaries between economic policy,
cybersecurity, and national security, making financial stability an increasingly political and societal
issue rather than a purely macroeconomic concern.

The relevance of this security dimension was explicitly underscored during the 56th World
Economic Forum Annual Meeting in Davos (19-23 January 2026), held under the theme A Spirit of
Dialogue. The meeting’s conclusions emphasized that financial stability in an environment of
digitalization, geopolitical confrontation, and intensifying technological risks has become one of the
key pillars of global security. It was also noted that financial crises, cyber threats, and geopolitical
pressure increasingly function as instruments of strategic influence, producing effects comparable to
those of traditional military tools (World Economic Forum, 2026).

These dynamics are further intensified by the escalation of destabilizing phenomena:
irregular migration, deepening social polarization, armed conflicts and hybrid warfare, rising
cyberattacks, and the protracted wartime conditions in Ukraine. A common denominator across
these processes is their direct or indirect impact on the state’s financial system - both in fiscal terms
and through institutional disruption. As highlighted in analyses by the International Monetary Fund
and the World Bank, financial stability is now among the primary determinants of a state’s
resilience to multidimensional crises that simultaneously affect economic, social, and security
domains (International Monetary Fund, 2024; World Bank, 2024).

Particular importance in this context attaches to what may be described as new wartime
habitualization - a long-term societal adaptation to functioning under conditions of persistent threat.
This adaptation is associated with gradual erosion of social capital, declining trust in public
institutions, and the normalization of extraordinary instruments of economic and financial control
(Beck, 2002; World Economic Forum, 2025). Consequently, financial security can no longer be
treated as a strictly economic category; instead, it becomes an integral component of national
security architecture, shaping administrative effectiveness and the operational capacity of
dispositional groups (Maciejewski, 2025).

In this context, recent studies in international political economy highlight the growing
importance of financial governance as a domain of strategic competition, where hybrid threats,
cyber operations, and economic instruments increasingly intersect (Moschella & Tsingou, 2022;
Buchanan et al., 2022). The integration of digital financial technologies into state governance
structures therefore requires a multidisciplinary analytical approach combining security studies,
sociology, and financial economics.

Building on these considerations, the article advances a conceptual perspective that
integrates financial security, digital governance, and the sociological analysis of dispositional
groups within a single analytical framework. By bridging security studies with contemporary
debates on digital financial transformation, the study contributes to expanding the understanding of
financial security as a relational and multidimensional phenomenon rather than a purely economic
variable.
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Against this background, a systematic analysis of threats to state financial security and their
implications for dispositional groups becomes both theoretically and practically necessary.

Purpose, objectives and research methods. The purpose of this article is to identify and
conceptualize the main threats to state financial security in the digital era and to explain their
implications for dispositional groups from the perspective of security studies. The study adopts a
socio-systemic approach and draws on recent reports by international institutions (World Bank,
International Monetary Fund, Bank for International Settlements, World Economic Forum),
selected statistical sources (Eurostat, Statistics Poland), and the work of Polish and international
scholars examining financial and national security.

Literature review. The relationship between state financial security and dispositional
groups has been addressed across multiple social science disciplines, notably economics, security
studies, and sociology. Economic research has predominantly concentrated on macroeconomic
stability, systemic robustness, and risks driven by financial globalization, including crisis and
regulatory threats (International Monetary Fund, 2024; World Bank, 2023). While these studies
provide an essential macroeconomic perspective, recent academic debates increasingly emphasize
that financial security cannot be fully understood without considering digital infrastructures,
decentralized financial systems, and evolving forms of economic governance. Research in
international political economy and financial economics highlights the growing role of digital
currencies, algorithmic markets, and cyber-financial risks as structural elements shaping
contemporary financial stability (Brunnermeier et al., 2021; Moschella & Tsingou, 2022). Within
security studies, a substantial body of work has focused on national security, economic security, and
state resilience to hybrid and asymmetric risks (Cieslarczyk, 2021; Pieczywok, 2018).

In Polish scholarship, researchers such as Jan Maciejewski, Marian Cie$larczyk, Andrzej
Pieczywok, and Janusz Gierszewski have explored the systemic character of state security, security
culture, societal resilience, and the role of dispositional groups in maintaining state stability
(Gierszewski, 2018; Maciejewski, 2025). These contributions have helped consolidate an
understanding of security as multidimensional and relational, extending beyond classical military
interpretations. However, despite the strong sociological and security-oriented tradition within
Polish scholarship, the intersection between financial digitization and the functioning of
dispositional groups remains relatively underdeveloped. Existing analyses rarely integrate
technological transformation with questions of institutional legitimacy, morale, and operational
readiness under conditions of digital financial governance. At the same time, financial security
within this stream has usually been treated as a component of broader economic security, with
limited reflection on its transformation under conditions of digitalization. This gap indicates the
need for an interdisciplinary analytical framework capable of connecting financial digitization with
institutional and sociological dimensions of security.

International literature - especially reports produced by the International Monetary Fund, the
World Bank, the Bank for International Settlements, and the World Economic Forum - has
increasingly emphasized the growing significance of digital, cyber, and financial risks for state
stability (Bank for International Settlements, 2023; World Economic Forum, 2024). Recent
academic studies emphasize that digital currencies and decentralized finance reshape financial
governance and systemic stability (Brunnermeier et al., 2021; Schér, 2021; Moschella & Tsingou,
2022). These publications provide valuable empirical evidence and diagnoses of global trends;
however, they rarely offer a deeper analysis of how these developments affect dispositional groups
in social and institutional terms.

Accordingly, a comparatively underexplored area remains the linkage between state
financial security in the digital age and the functioning of dispositional groups - particularly in the
context of hybrid threats, digital financial control, and prolonged multidimensional crises. There is a
clear shortage of integrative analyses that combine financial, digital, and sociological perspectives
within a coherent security-studies framework.
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Moreover, contemporary journal-based research increasingly frames financial security as a
multidimensional process combining economic resilience, cyber governance, and socio-political
stability. Studies on decentralized finance, digital money, and financial cybersecurity suggest that
the future architecture of state security will depend on the ability to integrate financial,
technological, and social dimensions within a coherent governance framework (Schir, 2021,
Kshetri, 2023; Buchanan et al., 2022).

This identified research gap justifies the present inquiry. The article frames financial
security as a crucial, yet insufficiently examined, element of contemporary state security
architecture and highlights its relevance for the stability, morale, and operational readiness of
dispositional groups under mounting digital and crisis pressures.

Research results. In the Polish research tradition of security studies, financial security is
increasingly conceptualized as one of the key subsystems of national security. Jan Maciejewski
argues that state security should be understood as a dynamic configuration of interdependent
components - military, political, social, economic, and informational (Maciejewski, 2014,
Maciejewski, 2025). Within such a framework, disruption in one subsystem may generate cascading
effects that weaken the performance of the entire security system.

Marian Cies$larczyk stresses that economic security, including its financial dimension, plays
a stabilizing role for the social system by conditioning the state’s capacity to adapt under crisis
conditions (Cieslarczyk, 2021). Andrzej Pieczywok and Janusz Gierszewski, in turn, underline the
importance of institutional resilience of the financial system in the face of asymmetric and hybrid
threats, pointing to the growing significance of non-military factors within contemporary security
architecture (Gierszewski, 2018; Pieczywok, 2018).

State financial security may therefore be defined as the ability of the financial system to
ensure macroeconomic stability, continuity of financing public functions, and resilience to internal
and external disruptions - including those of digital and hybrid origin (International Monetary Fund,
2024; World Bank, 2023). Under conditions of a digital economy, this stability increasingly
depends not on material resources, but on governance over financial flows, data, and the
informational infrastructure that enables them (Bank for International Settlements, 2023).

Contemporary approaches to security in the social sciences progressively move away from
treating it as a static condition, emphasizing instead its relational and processual nature. As Ulrich
Beck notes, late-modern societies operate amid the continual production of risk - no longer a
marginal phenomenon, but a constitutive feature of civilizational development (Beck, 2002).
Security thus becomes less a simple function of protection against threats and more a dynamic
relationship among social actors, state institutions, and structures of economic power.

From this standpoint, state financial security should not be analyzed as an autonomous
segment of public policy; rather, it constitutes a relational dimension of social-system stability.
Zdzistaw Scibiorek highlights that state security is multidimensional and depends on the quality of
relations between public authority, society, and the international environment (Scibiorek, 2013). As
finance becomes digital, these relationships grow more complex because the interface between state
and citizen is increasingly mediated by algorithms, digital platforms, and centralized information
systems (World Economic Forum, 2024).

The relational character of financial security becomes especially visible in crisis situations.
Public trust in financial institutions, central banks, and fiscal authorities then turns into a strategic
resource that conditions the effectiveness of stabilization measures. Sociological research conducted
after the global financial crisis and during the COVID-19 pandemic indicates that declining trust in
financial institutions may rapidly undermine state legitimacy, escalate social tensions, and weaken
the state apparatus’s ability to implement decisions (World Bank, 2023).

In the digital era, the relational nature of financial security is further intensified by the
automation and algorithmization of economic decision-making. Citizens interact less frequently
with institutions through direct human contact and more often with impersonal digital systems.
From the perspective of security studies, this carries significant consequences: responsibility for
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financial decisions becomes dispersed, and mechanisms of social control may appear less
transparent while simultaneously becoming more effective (International Monetary Fund, 2023).

This relational dimension directly affects dispositional groups. Their social standing, levels
of public trust, and crisis-response capacity depend on the state’s financial stability and the quality
of relations between authority and society. When financial security erodes, dispositional groups
may face loyalty dilemmas - between implementing state tasks and responding to public
dissatisfaction driven by deteriorating economic conditions (Maciejewski, 2025).

Viewing financial security as relational therefore provides a more precise understanding of
its relevance under contemporary hybrid and digital threats. It is not limited to balance sheets,
macroeconomic indicators, or currency stability; rather, it forms part of a broader security
architecture in which public trust, political legitimacy, and the state’s capacity to sustain social
cohesion play decisive roles. This assessment is echoed in the conclusions of the World Economic
Forum Annual Meeting in Davos in 2026 (World Economic Forum, 2026).

The digitization of finance is among the most consequential megatrends shaping the
contemporary global economy, with direct implications for the architecture of state financial
security. This transformation spans both public finance (digital tax administration, e-government
services, digitally mediated social transfers) and private finance (online banking, cashless payments,
and the platformization of financial services). From a security-studies perspective, digitization is not
a neutral modernization process: it reconfigures the nature of vulnerabilities by shifting risk from
material resources toward informational, infrastructural, and algorithmic layers.

Recent assessments by the International Monetary Fund and the World Bank emphasize that
macroeconomic stability is increasingly conditioned by the digital resilience of financial systems
(International Monetary Fund, 2024; World Bank, 2024). Disruptions to data flows, ransomware
incidents, or failures of settlement and clearing infrastructures can now produce effects comparable
to those of a traditional banking crisis. In this sense, financial security is no longer the exclusive
domain of fiscal and monetary policy; it becomes tightly coupled with the state’s cybersecurity
capacity and the protection of critical financial infrastructure (Bank for International Settlements,
2023).

Digitization also contributes to the concentration of decision-making power among a
relatively narrow set of institutional actors. The algorithmization of credit, investment, and fiscal
processes means that capital allocation decisions are increasingly executed automatically, using
statistical models and machine-learning tools. The Bank for International Settlements has noted that
heightened dependence on automated financial systems may amplify the risk of cascading failures
and hard-to-anticipate domino effects (Bank for International Settlements, 2023). For state security,
this implies growing exposure to systemic shocks whose triggers may be technical (e.g., software
defects, infrastructure outages) as well as political (e.g., coercive interference, targeted disruption,
regulatory capture).

Within a digital economy, a particularly sensitive issue is the sovereignty of financial data.
Transaction data, consumer-behavior information, and citizens’ risk profiles become strategic assets
comparable to energy resources or other categories of critical infrastructure. The World Economic
Forum has consistently argued that control over financial data is a key element of “new
geopolitics,” in which advantage accrues to states and entities capable of aggregating and analyzing
such information in real time (World Economic Forum, 2024). The Davos 2026 discussions further
reinforced that digital, financial, and geopolitical risks are increasingly intertwined and that resilient
financial systems are now recognized as a pillar of global security (World Economic Forum, 2026).
In practical terms, this signifies a durable fusion of financial security with informational and
technological security.

While the digitization of public finance can increase the efficiency of budget management
and reduce certain forms of abuse, it also creates new social risks. Automated welfare and fiscal
systems may marginalize groups with limited digital competences, thereby intensifying financial
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exclusion. From the standpoint of internal security, this constitutes a destabilizing factor that can
fuel social frustration and weaken trust in public institutions (World Bank, 2023).

Polish security-studies scholarship stresses that state financial security in the digital era must
be examined through the lens of systemic resilience. Marian Cieslarczyk argues that resilience
encompasses not only the ability to absorb economic shocks but also the institutional capacity to
adapt to changing technological and social conditions (Cieslarczyk, 2021). Digitization therefore
confronts the state with the challenge of building systems that are simultaneously flexible and
resistant to external interference, including hybrid operations.

Accordingly, the digital transformation of finance should be interpreted not merely as an
administrative upgrade but as a process with deep national-security implications. Responding
effectively requires policy integration across finance, cybersecurity, and internal security
governance - while explicitly recognizing the stabilizing role of dispositional groups during crisis
escalation (Maciejewski, 2025).

In light of the above, digitization should be understood not only as an improvement in
financial flows or institutional efficiency, but as a shift in the logic of security-from classical
macroeconomic instruments toward the design and governance of digital architectures. If data,
settlement infrastructure, and decision-making algorithms become the crucial resources, then the
future form of money - and the actors able to define the rules governing access to financial
resources - turns into a strategic question (Bank for International Settlements, 2023; World
Economic Forum, 2024). In this context, central bank digital currencies (CBDCs) represent not only
an instrument of monetary policy but potentially a new “protocol” of state financial sovereignty,
combining managerial advantages with novel systemic risks (International Monetary Fund, 2023).
These developments align with recent economic research on CBDCs and digital monetary
architectures (Auer et al., 2022; Rogoff, 2021).

One of the most far-reaching manifestations of the digital transformation of public and
private finance is the development of central bank digital currencies (CBDCs). From the perspective
of security studies, CBDCs cannot be treated solely as a technical innovation in payments or as a
tool for improving monetary-policy transmission. Rather, they represent a qualitative shift in the
architecture of money, reshaping the relationship among the state, financial markets, and citizens
(Bank for International Settlements, 2023). Recent empirical research on digital financial
instruments and stablecoin dynamics further suggests that the stability of digital monetary
ecosystems depends on liquidity structures, governance design, and institutional credibility (Lyons
& Viswanath-Natraj, 2023).

The Bank for International Settlements indicates that CBDCs are moving from pilot
initiatives toward operational maturity, with the potential to enter routine economic circulation
(Bank for International Settlements, 2023). This transition may bring benefits such as more efficient
payment systems, lower transaction costs, and stronger levers for safeguarding financial stability.
At the same time, it introduces a distinct category of systemic risk associated with an unprecedented
centralization of financial information and decision-making capacity (International Monetary Fund,
2023).

A pivotal feature of this transformation is the programmability of money - understood as the
ability to embed rules into monetary units, including conditional use, time limits, or purpose
restrictions. Analyses by the Bank for International Settlements and the International Monetary
Fund suggest that digital money may become a carrier of political and social rules rather than a
purely neutral medium of exchange (Bank for International Settlements, 2023; International
Monetary Fund, 2023). For state security, this implies a shifting boundary between fiscal and
monetary policy and instruments of social control, raising questions about the scope of citizens’
financial autonomy and the durability of trust in public institutions (World Economic Forum, 2025).

The relational nature of financial security discussed above becomes even more salient in the
CBDC context. Citizens no longer relate to money merely as an abstract market value but
increasingly interact with a digital system whose operational logic is centrally designed and
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enforced. Decisions about access to funds, transferability, or permitted uses may be executed
automatically through algorithms and predefined criteria. As a result, decision-making
responsibility becomes more diffuse, and democratic oversight mechanisms may become harder to
grasp and contest (Beck, 2002; World Economic Forum, 2024).

These dilemmas were explicitly highlighted during the Davos 2026 discussions. The
forum’s concluding messages emphasized that CBDCs and digital payment systems can strengthen
financial resilience, yet they may also generate political and social tensions if not embedded in
transparent institutional and legal frameworks (World Economic Forum, 2026). In particular, the
risk of trust erosion rises when digital financial instruments are perceived as tools of excessive
control or selective access to resources (World Economic Forum, 2025).

From a national-security perspective, the cyber dimension of CBDCs is equally critical.
Centralizing digital-money infrastructure can increase exposure to cyberattacks, technological
sabotage, and hybrid operations conducted by state and non-state actors. Reports by the
International Monetary Fund and the Bank for International Settlements warn that disruption of a
CBDC system could produce cascading effects, including payment paralysis, liquidity stress, and a
rapid loss of confidence in state institutions (Bank for International Settlements, 2023; International
Monetary Fund, 2024). In this respect, digital money becomes part of critical infrastructure,
requiring protection comparable to that of energy grids or telecommunications networks.

The implications for dispositional groups are indirect yet strategic. A state’s financial
stability-its ability to fund uniformed services on time and maintain continuity of salaries and public
transfers - conditions their operational readiness (Maciejewski, 2025). Conversely, crises of
confidence surrounding a digital-money regime may heighten social tensions, placing dispositional
groups in the position of implementing decisions that carry substantial social costs (Cieslarczyk,
2021). CBDCs therefore function not only as instruments of financial policy but also as factors
shaping state—society relations and the perceived legitimacy of the coercive apparatus.

In sum, central bank digital currencies constitute one of the key challenges to state financial
security in the digital era. Their significance extends beyond economics into informational, social,
and political security domains. Responsible CBDC implementation thus requires not only robust
technological solutions but also a systemic reflection that anticipates long-term consequences for
state stability and for the functioning of core security institutions (World Economic Forum, 2026).

Contemporary conflicts increasingly depart from the classical model of armed confrontation
limited to the military domain. Hybrid warfare has become the dominant mode of strategic
competition, combining coordinated actions across political, economic, informational, cyber, and
social spheres. Within this paradigm, the financial system no longer serves merely as logistical
support for conflict; instead, it emerges as a direct arena of strategic pressure.

From a security-studies perspective, hybrid warfare exploits structural vulnerabilities
inherent in modern states, seeking to erode decision-making capacity without engaging regular
armed forces. Analyses by the International Monetary Fund demonstrate that financial
destabilization may generate effects comparable to kinetic military strikes, including paralysis of
public functions, erosion of social trust, and institutional disorganization (International Monetary
Fund, 2024). Consequently, financial security becomes a central component of state resilience
against hybrid threats.

Hybrid financial warfare employs a diverse toolkit, encompassing economic sanctions,
currency manipulation, market interference, and cyber operations targeting banking and fiscal
infrastructure. The objective of these measures is not solely to weaken economic potential but, more
critically, to undermine confidence in financial institutions and governance mechanisms. The World
Bank emphasizes that a collapse of trust in the financial system produces cascading consequences,
such as capital flight, inflationary pressures, and broader social instability (World Bank, 2023).

A particularly potent element of hybrid warfare is economic disinformation. Information
campaigns aimed at discrediting central banks, tax systems, or social-support mechanisms amplify
uncertainty and fear, often triggering irrational market behavior. In a digitally mediated economy,
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such narratives disseminate rapidly, intensifying panic responses. Financial information thus
becomes weaponized, while the media environment itself turns into a battlefield for systemic
stability (World Economic Forum, 2024).

Cyber operations further reinforce the hybrid dimension of financial conflict. Attacks
against payment systems, electronic banking platforms, and fiscal databases can temporarily
deprive citizens and institutions of access to financial resources. In highly digitized monetary
environments, even short-term disruptions may have severe consequences. The Bank for
International Settlements notes that brief interruptions in financial-market infrastructure can
generate disproportionate risks to overall state stability (Bank for International Settlements, 2023).

The expansion of central bank digital currencies and the increasing centralization of
financial infrastructure add another layer to this threat landscape. Digital money, as part of critical
infrastructure, becomes a strategic target for both technical attacks and political coercion. From a
national-security standpoint, this necessitates reconceptualizing the financial system as a defensive
asset rather than a neutral economic mechanism (International Monetary Fund, 2023).

Financial destabilization resulting from hybrid operations has direct repercussions for
dispositional groups. Budgetary constraints, funding delays, inflation, and declining real wages
negatively affect morale and operational effectiveness within uniformed services. Simultaneously,
these groups are tasked with maintaining public order during crises, increasing both institutional
and societal pressure on their actions.

Taken together, hybrid warfare reveals a fundamental shift in the understanding of state
financial security. The financial system evolves from a background economic structure into an
active domain of conflict, whose stability directly conditions the state’s capacity to function under
threat. Analyzing this dimension is therefore indispensable for understanding contemporary security
challenges and assessing the role of dispositional groups within them (World Economic Forum,
2025).

The full-scale invasion of Ukraine by the Russian Federation in February 2022 created
unprecedented conditions for state functioning under prolonged, high-intensity armed conflict.
Beyond its military dimension, the war exposed the critical importance of financial security as a
pillar of national endurance, enabling both sustained defense efforts and the continuity of essential
administrative and social functions. In this sense, Ukraine has become a real-world laboratory of
financial resilience under conditions of modern warfare.

One of the most urgent challenges at the outbreak of hostilities was maintaining the
operational continuity of the banking and payment systems. Despite physical destruction, mass
population displacement, and severe economic disruption, Ukraine’s financial sector preserved
basic functional stability. Assessments by the International Monetary Fund highlight the decisive
role of rapid interventions by the National Bank of Ukraine, including capital controls, exchange-
rate stabilization, and liquidity support for the banking sector (International Monetary Fund, 2024).
These measures mitigated financial panic and prevented a collapse of public confidence during the
initial phase of the war.

Equally significant was the scale of international financial assistance. Ukraine emerged as a
major recipient of extraordinary support from the International Monetary Fund, the World Bank, the
European Union, and G7 countries. These resources enabled the state to finance core public
functions, including salaries for public servants and uniformed services, as well as social-benefit
payments. According to the World Bank, preserving the continuity of financial transfers during
wartime proved crucial for maintaining social stability and avoiding institutional breakdown (World
Bank, 2024).

An important factor underpinning Ukraine’s financial resilience was the advanced
digitization of public and financial services achieved prior to 2022. Electronic banking systems,
digital identification tools, and administrative platforms allowed many state services to operate
despite physical infrastructure damage. From a security-studies standpoint, this experience confirms
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that financial digitization can enhance state resilience, provided that adequate cybersecurity
safeguards are in place (World Bank, 2023).

At the same time, the Ukrainian case underscores the ambivalent nature of digital financial
resilience. Centralization of payment systems and growing reliance on digital infrastructure
increased exposure to cyberattacks and hybrid interference. Ukrainian financial institutions and
public administration were repeatedly targeted by coordinated cyber operations aimed at disrupting
information flows and payment mechanisms. Reports by the World Economic Forum and
cybersecurity agencies confirm that the war in Ukraine has transformed cyberspace into a fully
integrated domain of conflict, tightly linking financial security with cyber defense (World
Economic Forum, 2024).

From a sociological perspective, the societal implications of financial resilience are
particularly salient. The uninterrupted payment of wages, pensions, and social benefits played a
decisive role in sustaining a minimum level of public trust in the state under wartime conditions.
For dispositional groups - armed forces, police, and emergency services - financial continuity was a
fundamental prerequisite for maintaining morale, institutional loyalty, and operational readiness.
Financial security thus functioned not merely as logistical support but as an integral element of
military and internal-security capacity.

Ukraine’s experience also illustrates that wartime financial resilience is inherently relational
and processual. It emerges not solely from domestic economic decisions but from interactions
among national institutions, international actors, and society at large. Analyses by the International
Monetary Fund stress that sustaining this resilience over time requires not only external financial
assistance but also social legitimacy and transparency in public-finance management (International
Monetary Fund, 2024).

Ultimately, Ukraine provides an empirical example of a state operating under extreme
threat, where financial security became a key determinant of survival and defensive capability. The
lessons derived from this case are highly relevant for other states, including Poland, underscoring
the need to construct financial systems capable of withstanding not only economic shocks but also
prolonged armed conflict and hybrid aggression (World Bank, 2024; World Economic Forum,
2025).

The expansion of the digital economy and the accelerating digitization of financial systems
have transformed cyberspace into a primary arena of hybrid conflict. Owing to its central role in
state functioning and its deep dependence on information infrastructure, the financial sector ranks
among the most vulnerable targets of destabilizing cyber operations. From a security-studies
viewpoint, cyberattacks against finance should no longer be viewed as isolated incidents but as
elements of deliberate non-military strategies (World Economic Forum, 2024).

Cyber operations targeting banks, payment systems, stock exchanges, and fiscal
administrations may result in temporary paralysis of financial circulation, data loss, and disruption
of public services. The Bank for International Settlements emphasizes that even brief outages in
critical settlement infrastructures can produce disproportionate psychological and social effects,
including financial panic and rapid erosion of institutional trust (Bank for International Settlements,
2023). In this respect, cyberattacks on finance constitute assaults on overall state stability rather
than on individual institutions alone.

A defining feature of hybrid cyber warfare is attribution ambiguity. Anonymity and the use
of proxy tools complicate responsibility assignment, limiting the applicability of traditional
deterrence mechanisms. Analyses by the World Economic Forum indicate that cyber operations
against financial infrastructure are characterized by low entry barriers, relatively modest costs, and
high destabilization potential, making them attractive instruments for both state and non-state actors
(World Economic Forum, 2024).

In increasingly digitized financial environments, electronic payment systems and centralized
data registries represent particularly sensitive nodes. Ransomware attacks, transactional-data
manipulation, and disruptions of digital-identity systems can generate not only economic losses but
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also legitimacy crises for public institutions. From a sociological-security perspective, trust in the
financial system is a fragile asset; once undermined, it is difficult to restore and may generate
prolonged social tensions (World Bank, 2023).

The war in Ukraine confirms that cyberattacks on finance are an integral component of
hybrid warfare. Ukrainian financial institutions and public authorities were repeatedly targeted by
coordinated cyber campaigns designed to impair state functioning and amplify public uncertainty.
Although defensive measures and international support mitigated their impact, the persistence of
such attacks underscores the growing importance of financial-sector cybersecurity as a core element
of national security (World Economic Forum, 2024).

The development of central bank digital currencies and the centralization of financial
infrastructure further heighten cyber-related risks. CBDC systems, as components of critical
infrastructure, may become targets of both technical attacks and disinformation campaigns aimed at
undermining trust in digital money. Reports by the International Monetary Fund emphasize that
cyber resilience must be treated as a prerequisite for any further digitization of finance
(International Monetary Fund, 2023).

Cyber threats to finance also carry direct implications for dispositional groups. Payment
disruptions, salary delays, or funding constraints may negatively affect morale and operational
capacity. At the same time, these groups are tasked with managing the societal consequences of
financial instability, intensifying institutional and public pressure on their performance
(Maciejewski, 2025; Cieslarczyk, 2021).

In sum, cyberattacks against the financial sector represent one of the most effective
instruments of contemporary hybrid warfare. Their impact derives not only from technical damage
but from their ability to erode trust and destabilize state—society relations. In an era of deep
financial digitization, safeguarding financial infrastructure against cyber threats becomes an
indispensable element of state security strategy and a foundational challenge for institutions
responsible for internal and external security (World Economic Forum, 2025). Cyber risks to
financial infrastructure are increasingly analysed in interdisciplinary cybersecurity research
(Kshetri, 2023).

Within security studies, dispositional groups occupy a distinctive position as a specialized
segment of the state apparatus responsible for responding to threats to public order, internal
security, and state stability. Their functioning presupposes institutional continuity, predictable
financing, and social acceptance of coercive measures exercised in the name of the public good.
Under stable conditions, these assumptions often remain implicit; they become critically visible,
however, in periods of crisis marked by economic strain, financial instability, and technological
disruption (Cieslarczyk, 2021; Maciejewski, 2025).

From a sociological perspective, dispositional groups are not merely instruments of state
authority but actors embedded in social relations shaped by trust, legitimacy, and public evaluation.
As Jan Maciejewski emphasizes, their effectiveness depends not only on formal competences or
material resources but also on the stability of the institutional and economic environment in which
they operate (Maciejewski, 2025). State financial security therefore constitutes a foundational
condition for their operational capacity and long-term resilience (Cie$larczyk, 2020).

In the digital era, the challenges confronting dispositional groups intensify significantly.
Financial digitization, the expansion of electronic money, escalating cyber threats, and the hybrid
character of contemporary conflicts expose these formations to systemic uncertainty. These
dynamics require a reconceptualization of their role and operating conditions - one that extends
beyond traditional military or policing frameworks and incorporates financial and technological
dimensions of security (World Economic Forum, 2025; International Monetary Fund, 2024).

In classical approaches, dispositional groups are defined as specialized state formations
tasked with responding to threats to public and national security. The literature typically includes
the armed forces, police, border guards, emergency services, and other uniformed formations
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characterized by a high level of readiness, hierarchical organization, and subordination to public
authority (Maciejewski, 2025).

From the standpoint of security studies, dispositional groups constitute a core element of
state resilience, performing a stabilizing function during crises. Marian Cie$larczyk notes that a
state’s capacity to respond effectively to threats depends not only on institutional preparedness but
also on the conditions under which security institutions are required to operate (Cieslarczyk, 2021).
In this context, financial security - understood as continuity of funding, budgetary predictability,
and resistance to economic shocks - emerges as a factor of fundamental importance (Cieslarczyk,
2021; Maciejewski, 2025).

To further clarify the position of dispositional groups within the system of state security, it is
useful to refer to the sociological typology proposed by Jan Maciejewski. Maciejewski
conceptualizes dispositional groups as a differentiated set of formations embedded in distinct
sectors of state security, whose functions, modes of action, and sources of legitimacy vary
according to the specific domain in which they operate (Maciejewski, 2025).

Within this framework, a key analytical distinction is made between military dispositional
groups, uniformed coercive services, and civilian dispositional groups, the latter playing a
particularly important role in the sphere of economic and financial security. Civilian dispositional
groups in the system of state economic security include specialized administrative, regulatory, and
supervisory bodies responsible for safeguarding the stability and continuity of financial processes.
Their tasks encompass, inter alia, fiscal administration, public finance management, financial
supervision, crisis coordination, and the implementation of extraordinary economic measures under
conditions of heightened risk (Maciejewski, 2025).

Unlike classic uniformed formations, civilian dispositional groups operating in the financial
sector do not rely on direct coercion as their primary instrument. Instead, their dispositional
character manifests itself through institutional readiness, legal authority, and the capacity to rapidly
implement binding financial decisions in situations of systemic threat. In periods of financial
instability or crisis, these groups act as key intermediaries between political decision-makers and
the operational functioning of the financial system, translating strategic directives into concrete
regulatory and administrative actions (Maciejewski, 2025).

Maciejewski emphasizes that civilian dispositional groups in the domain of economic
security acquire heightened strategic importance precisely in situations where financial security is
challenged by external shocks, hybrid operations, or digital disruptions. Their effectiveness depends
on procedural efficiency, access to reliable information, and the ability to operate under conditions
of social pressure and political urgency. At the same time, their actions remain closely linked to
public trust, as financial interventions directly affect citizens’ economic conditions and perceptions
of state legitimacy (Maciejewski, 2025; Cieslarczyk, 2020).

In this sense, civilian dispositional groups constitute a crucial - yet often underestimated -
component of the broader architecture of state financial security. Their role complements that of
uniformed services by ensuring the functional stability and resilience of the financial system,
thereby creating the institutional preconditions for effective crisis response across the entire security
sector (Cieslarczyk, 2021).

Financial pressure generated by economic crises, armed conflicts, or digital destabilization
affects dispositional groups on multiple levels. It includes direct constraints on operational funding
as well as indirect social effects such as declining real wages, erosion of professional prestige, and
growing internal frustration. When financial strain persists over time, these factors may undermine
morale, weaken cohesion, and erode institutional loyalty (Maciejewski, 2025).

Dispositional groups also function at the intersection of state authority and society, making
them particularly sensitive to shifts in public sentiment triggered by financial instability. During
crises, they frequently become the immediate recipients of social expectations - and, at times, public
frustration - stemming from deteriorating living conditions. From a sociological-security
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perspective, this situation heightens the risk of role conflict between fulfilling state-mandated tasks
and preserving social legitimacy (Cieslarczyk, 2021).

Digital threats further complicate this environment. Disruptions to payment systems,
cyberattacks on fiscal administration, or failures in digital infrastructure may directly affect the
ability of dispositional groups to perform their duties. In such circumstances, financial stability
ceases to be merely an organizational precondition and becomes a direct component of operational
security.

From a system-level perspective, dispositional groups should thus be understood as integral
components of state security whose effectiveness is closely linked to financial stability and
institutional continuity. Examining the pressures they face under financial and digital threats allows
for a more comprehensive understanding of state resilience and helps identify areas requiring
reinforcement over the long term.

The progressive digitization of public finance and the expansion of financial-surveillance
instruments significantly reshape the operating environment of dispositional groups. In an era of
electronic money, automated settlement systems, and algorithmic public-finance management, the
relationship between the state and its security apparatus undergoes a qualitative transformation.
From a security-studies perspective, this shift is not neutral: it directly affects morale, institutional
loyalty, and the social legitimacy of dispositional groups.

Digital financial control - understood as an integrated system for monitoring, conditioning,
and automating financial flows - enhances the state’s capacity to manage resources during crises. At
the same time, it introduces new asymmetries of power, as decisions regarding funding,
remuneration, and benefits are increasingly executed outside the direct influence of operational
commanders or institutional leadership. Sociological analyses indicate that depersonalization of
financial decision-making may generate a sense of diminished agency among officers and soldiers,
weakening their identification with state institutions.

The morale of dispositional groups is closely linked to perceptions of economic stability and
predictability of service conditions. In crisis environments characterized by inflationary pressure,
budgetary constraints, or payment disruptions, even temporary delays in salaries or benefits can
produce internal tensions. Under digitalized financial regimes, these risks are paradoxically
amplified: while automated systems accelerate transfers under normal conditions, they also render
institutions more dependent on technological infrastructure vulnerable to malfunction and cyber
interference (International Monetary Fund, 2024; Bank for International Settlements, 2023).

Institutional loyalty represents another critical dimension affected by digital financial
control. Loyalty is not purely normative but relational, grounded in reciprocity between the state
and its security personnel. As Jan Maciejewski argues, sustaining this relationship requires not only
formal discipline but also a shared conviction that state actions are rational, fair, and predictable
(Maciejewski, 2025). Excessive centralization of financial decisions and opaque algorithmic
allocation mechanisms may erode this conviction.

The broader social context further intensifies these dynamics. In crisis situations,
dispositional groups often become executors of decisions that restrict access to financial resources
or enforce economic controls. When such measures are perceived as outcomes of impersonal
systems rather than accountable political choices, social responsibility tends to shift toward those
implementing them. From the perspective of internal security, this constitutes a significant risk to
the social legitimacy of security institutions.

The prospective deployment of central bank digital currencies and programmable financial
instruments may exacerbate these tensions. The ability to condition or selectively restrict access to
funds during emergencies raises fundamental questions about acceptable limits of state intervention.
For dispositional groups, this environment increases exposure to ethical dilemmas and loyalty
conflicts arising from the intersection of financial governance and coercive authority.
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Overall, digital financial control functions as an ambivalent force. It strengthens the state’s
crisis-management capacity while simultaneously generating risks for morale, institutional loyalty,
and public trust in dispositional groups.

Financial crises - particularly under conditions of economic digitization and hybrid threats -
rarely remain confined to the economic domain. Their effects rapidly permeate the social sphere,
generating tensions, protests, and declining trust in public institutions. In this context, dispositional
groups become a central pillar of state security, responsible for maintaining public order and
enforcing decisions adopted under crisis pressure.

From a security-studies perspective, financial crises function as catalysts for destabilization
processes that may escalate into open social conflict. Inflation, declining real incomes, restricted
access to public services, and disruptions to payment systems directly affect societal well-being.
World Bank research indicates that economic crises significantly increase the likelihood of social
unrest, particularly in states simultaneously exposed to armed conflict or mass displacement (World
Bank, 2023).

Under such conditions, dispositional groups operate in environments characterized by
elevated operational risk. They are tasked with enforcing order while simultaneously experiencing
the same economic pressures as the broader population. This dual position amplifies internal strain
and heightens vulnerability to organizational stress. From a sociological-security viewpoint,
prolonged exposure to such conditions increases the risk of burnout, discipline erosion, and
weakened internal cohesion.

Digitalization further accelerates the dynamics of crisis escalation. Economic disinformation
disseminated through social media can rapidly intensify public emotions and provoke collective
reactions. Dispositional groups are increasingly compelled to act under informational pressure,
where operational decisions must be made amid incomplete or contradictory data. As emphasized
by the World Economic Forum, the convergence of financial and informational crises constitutes
one of the most serious challenges to contemporary internal security (World Economic Forum,
2025).

Another operational challenge concerns the legitimacy of coercive action. Enforcing
measures related to economic restrictions, financial controls, or the protection of critical
infrastructure may provoke social resistance. In contexts of diminished trust in public institutions,
responsibility for crisis outcomes is often displaced onto implementing actors rather than policy
designers. From a national-security perspective, erosion of social acceptance for dispositional
groups undermines the effectiveness of crisis response.

Recent experiences - including the COVID-19 pandemic and the war in Ukraine -
demonstrate that financial crises increasingly assume prolonged and overlapping forms. In such
conditions, dispositional groups must function in a state of sustained mobilization, underscoring the
importance of financial resilience as a factor sustaining long-term operational capacity. As Marian
Cieslarczyk observes, state resilience depends not only on material resources but also on the
endurance of security institutions over time (Cieslarczyk, 2021).

The analysis indicates that financial crises and associated social tensions represent one of the
most demanding operational challenges for dispositional groups in the digital era. Effective
performance under these conditions requires not only legal and organizational preparedness but also
stable financial foundations and a high level of social trust.

The analysis of threats to state financial security in the digital era gains particular relevance
in light of the adoption of the new National Security Strategy of the Republic of Poland on 25 July
2025, prepared by the Minister of National Defence in cooperation with the National Security
Bureau (National security strategy of the Republic of Poland, 2025). Although the document does
not define a formal time horizon explicitly framed as a “Strategy to 2030,” it functions as a strategic
guideline of a medium- and long-term character, outlining the foundations of state security policy
for the coming decade.
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The Strategy clearly states that Poland’s national security can no longer be understood
exclusively in military terms. Instead, it encompasses the security of citizens, the stability of state
functioning, and balanced socio-economic development embedded in an increasingly adverse and
dynamic international environment. Within this framework, state financial security emerges as a
sine qua non condition for the achievement of strategic objectives such as territorial integrity,
institutional resilience, and the capacity for sustained crisis response.

The 2025 Strategy further emphasizes the growing significance of hybrid threats, cyber
risks, and geopolitical pressure, which increasingly employ economic and financial instruments as
tools of strategic influence. In this context, financial security ceases to be confined to fiscal or
monetary policy alone and becomes an integral component of the national security system, closely
interlinked with informational, technological, and social security dimensions.

From the perspective of dispositional groups, the strategic provisions of the document are of
particular importance. The Strategy explicitly highlights the necessity of maintaining the
operational capacity of the state under conditions of prolonged crises, which presupposes stable and
predictable financing of structures responsible for both internal and external security. Dispositional
groups, operating at the intersection of the state and society, thus emerge not merely as executors of
strategic decisions but as key carriers of state resilience in situations of escalating social and
economic tension.

At the same time, the Polish National Security Strategy indirectly confirms conclusions
drawn from the analyses of the World Economic Forum in 2026, according to which financial
stability under conditions of digital transformation and hybrid conflict constitutes one of the pillars
of global security. The convergence of these diagnoses suggests that the future of Poland’s security
will increasingly depend on the state’s ability to integrate security policy, financial policy, and
digital risk management within a coherent strategic framework.

Looking ahead to the coming years - corresponding de facto to a horizon around 2030 - the
central challenge for Poland will be the construction of state financial resilience. This resilience
should be understood not merely as macroeconomic stability, but as the system’s capacity to absorb,
adapt to, and recover from cumulative crises. Of particular importance is the ability to ensure
continuity in the financing of public tasks and the effective functioning of dispositional groups
under conditions of social pressure and informational disruption.

The overall findings of this study confirm that the provisions of the 2025 National Security
Strategy place financial security at the core of contemporary thinking about state resilience.
Strengthening this dimension requires a systemic approach that integrates economic, technological,
and social instruments, while consciously recognizing the role of dispositional groups as a key
stabilizing force for public order and state security in an era of growing uncertainty.

The strategic perspective presented above confirms that financial security has become a
central organizing principle of contemporary state resilience. In the case of Poland, this dimension
is explicitly embedded in the 2025 National Security Strategy, which recognizes the growing
interdependence between financial stability, digital transformation, and the capacity to withstand
hybrid threats. The analysis of systemic risks, institutional arrangements, and the role of
dispositional groups demonstrates that financial security operates not as an isolated policy field, but
as a cross-cutting factor shaping the effectiveness of the entire security architecture. Taken together,
these findings provide a basis for synthesizing the study’s key conclusions and outlining their
theoretical and practical implications.

Discussion. The obtained results confirm that state financial security in the digital era
should be interpreted not only through traditional macroeconomic indicators but also through the
prism of institutional resilience and social relations between the state and society. The findings
demonstrate that digital transformation fundamentally reshapes the architecture of financial
governance by introducing new forms of systemic vulnerability associated with cyber threats,
hybrid financial warfare, and algorithmic decision-making.
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Compared with existing studies that primarily focus on financial stability as a
macroeconomic category, the present research expands the analytical perspective by emphasizing
the relational dimension of financial security. In particular, the results support the arguments of
contemporary security-studies scholars who highlight the growing interdependence between
financial systems, technological infrastructures, and societal trust. While institutional reports by
international organizations underline the importance of cyber resilience and digital governance, this
study contributes by demonstrating how these transformations directly affect dispositional groups
operating within the security architecture of the state. These findings correspond with recent debates
on digital financial governance and systemic stability in international political economy literature
(Moschella & Tsingou, 2022; Buchanan et al., 2022).

The analysis shows that the introduction of digital financial instruments, including central
bank digital currencies and automated financial control mechanisms, has an ambivalent impact. On
the one hand, digitalization enhances crisis-management capacity, increases the efficiency of
financial flows, and strengthens the ability of the state to respond to hybrid threats. On the other
hand, excessive centralization of financial data and algorithmic governance may generate risks for
institutional legitimacy, public trust, and the morale of dispositional groups responsible for
maintaining public order during periods of financial instability.

In comparison with previous research focusing mainly on economic or technological aspects
of digital finance, this article highlights the socio-institutional consequences of financial
transformation. The findings suggest that predictable financing, transparency of financial
governance, and institutional continuity play a decisive role in maintaining the operational
effectiveness and loyalty of dispositional groups. These results are consistent with broader debates
on resilience within security studies, which emphasize that financial security functions as a cross-
sectoral element influencing political stability and social cohesion.

At the same time, several limitations of the study should be acknowledged. The research
relies primarily on qualitative analysis of institutional reports and theoretical literature, which may
limit the empirical generalization of conclusions. Future research could incorporate quantitative
indicators of financial resilience, comparative case studies of digital financial governance across
different countries, and empirical surveys examining the perceptions of dispositional groups toward
digital financial control mechanisms.

Furthermore, the rapid evolution of digital financial technologies implies that the risks
identified in this study remain dynamic and context-dependent. Additional interdisciplinary
research combining finance, sociology, and cybersecurity studies is necessary to better understand
long-term implications for state security and democratic accountability.

Overall, the discussion confirms that financial security in the digital era represents a
multidimensional process integrating economic stability, technological resilience, and social
legitimacy. Recognizing this complexity is essential for developing balanced security strategies
capable of strengthening state resilience without undermining institutional trust or societal cohesion.

Conclusions. The results discussed above demonstrate that the transformation of financial
systems in the digital era requires a rethinking of traditional approaches to national security
analysis. Rather than viewing financial stability solely through macroeconomic indicators, this
study highlights the need to interpret financial security as a multidimensional process shaped by
technological change, hybrid threats, and evolving state—society relations. The analysis conducted
in this article demonstrates that financial security has become one of the key determinants of state
security in the digital era. Accelerated financial digitization, the expansion of cyber and hybrid
threats, and the increasing use of economic instruments as tools of strategic influence have
fundamentally transformed the role of financial systems within the architecture of national security.
Financial security can no longer be treated solely as a component of economic policy; it must be
understood as a strategic condition for institutional continuity, social stability, and effective crisis
response.
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The study shows that state financial security in the digital era is best captured through two
interrelated dimensions: financial stability and financial resilience. Financial stability ensures the
operational continuity of fiscal and monetary systems, while financial resilience determines the
state’s capacity to absorb shocks, adapt to prolonged crises, and recover under conditions of
systemic pressure. Digital transformation intensifies both dimensions simultaneously, increasing
efficiency while generating new vulnerabilities related to cyber risks, data centralization, and
algorithmic governance.

A central finding concerns the growing importance of hybrid threats targeting financial
systems. Financial destabilization, cyberattacks, and economic disinformation increasingly function
as instruments of non-military coercion, capable of producing effects comparable to conventional
armed actions. The empirical example of Ukraine illustrates that maintaining financial security is a
prerequisite for sustaining defense efforts, preserving public trust, and preventing institutional
collapse during long-term conflict.

The article also highlights the strategic role of dispositional groups as a key link between the
state and society. Their operational effectiveness, morale, and institutional loyalty are closely
dependent on the level of financial security maintained by the state. In this context, civilian
dispositional groups operating within the system of economic and financial security emerge as a
particularly important, yet often underestimated, component of state resilience. Digital financial
control, including the prospective deployment of central bank digital currencies, represents an
ambivalent factor: it strengthens crisis-management capacity while simultaneously posing risks to
institutional trust and social legitimacy if implemented without transparency and accountability.
From a theoretical perspective, the article contributes to expanding the analytical framework of
security studies by integrating insights from financial economics, sociology, and international
political economy. This interdisciplinary approach allows financial security to be conceptualized
not only as an economic resource but also as a relational factor influencing institutional legitimacy,
public trust, and crisis governance capacity.

From a strategic perspective, the case of Poland confirms that financial security occupies a
central position in contemporary security thinking. The 2025 National Security Strategy explicitly
situates financial stability and resilience among the foundations of state security in an environment
characterized by digital transformation and hybrid pressure. Strengthening this dimension requires a
systemic approach that integrates financial policy, cybersecurity, and security governance, while
consciously accounting for the social and institutional conditions under which dispositional groups
operate.

In conclusion, ensuring financial security in the digital era demands not only technological
solutions and regulatory instruments, but also a comprehensive understanding of the social
mechanisms that underpin state resilience. Further empirical research should explore the long-term
implications of digital financial architectures for institutional trust, democratic accountability, and
the functioning of core security institutions under conditions of sustained uncertainty.

In an environment characterized by accelerating digital transformation and persistent
geopolitical uncertainty, strengthening financial security will increasingly depend on the ability of
states to balance technological innovation with institutional transparency and social legitimacy.
Future research should therefore focus on empirical analyses of digital financial governance and its
long-term implications for state resilience and democratic accountability.
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3arposu ¢inancosiii 0e3neni gep:xxaBu B HU(POBY enoxXy: BUKJIMKHU JJISl JUCHO3HIIHHNX rpyn

Anomayin. ®inancoBa Oe3rneka JAep)KaBy CTalla KIHOUYOBUM KOMIIOHEHTOM HAalllOHAJIBLHOT OE3MeKH B yMOBaxX
cTpiMKkol 1HdpoBoi TpaHchopMarllii, reomoTITHYHOI HECTAOUTLHOCTI Ta PO3IIUpPEHHS TiOpUAHUX 3arpo3. IlocuieHHsS
nudposizanii (iHAHCOBUX CHUCTEM MiABHIIYE €(PEeKTHUBHICTb, aje OJHOYACHO CTBOPIOE HOBI CHCTEMHI BPa3iIMBOCTI,
TOB's13aH1 3 KiOeppU3UKaMH, AITOPUTMIYHEM YIPaBIIiHHAM Ta IIEHTpasli3alieo GpiHaHCOBHUX JaHUX.

IMocranoBka mpo6aemu. CydacHi ¢iHaHCOBI iHPpPACTPYKTypH BCE YaCTIlle MiJIAIOTHCS BIUIMBY TiOpHIHNX
orepaniii, KibepaTak Ta CHCTEMHHX MIOKIiB, III0 MOXYTh IiipBaTH IHCTUTYIIHHY CTaOUIBHICTH, CYCHUIbHY NOBIpY Ta
OTlepaTHBHY CIPOMOXHICTh IUCHO3ULIHHUX TpPYIl, BiAMOBITaTEHHX 32 MIATPUMAHHS TPOMAJCHKOTO IOPSIKY Ta
CTIMKICTD AepKaBH.

HeBupimeni acnexktu nmpo6Jemu. IcHyr04i TOCTIKEHHS MEPEBAXKHO PO3TILINAIOTH (DiHAHCOBY Oe3meKy 3
€KOHOMIYHO{ TOYKH 30pY, TOIl SK COIIaJbHO-IHCTUTYIIHHI HACHIAKN AJ ITUCTIO3UIINHUX TPyH Ta PeSHiiHUN BEUMIp
(dinaHCOBOI O€3MEeKH 3aMIIAIOThCA HEJOCTATHRO BHUBYCHHUMH, OCOOJMBO B YMOBax ITU(PPOBOrO (PiHAHCOBOIO
YIPaBJIHHS Ta TPHUBAIOTO KPU30BOTO CEPEJIOBHIIIA.

Meta crarTi. MeTor0 JaHOTO JOCHTIDKEHHS € imeHTH(IKAIlisl Ta KOHIENTYyalli3allis KIIOYOBUX 3arpo3
(inaHCOBI# Oe3memni epkaBu B HUPPOBY €py, a TAKOXX BU3HAYEHHS IXHHOT'O BIUIMBY Ha JUCIIO3MLINHHI IPyNH B MeXax
METOJIOJIOTI] HAayK PO Oe3IeKy.

Bukaang ocHoBHOro Martepiaidy. Y IOCTIIKCHHI 3aCTOCOBAHO COIIIOCHCTEMHHUH Ta MIKIMCHIUILTIHAPHUIH
MIXOMW, IO TMOEMHYIOTh SKICHHHA aHami3 iHCTUTYHiiHuUX 3BiTiB (MB®, CsiToBoro 6anky, BMP, BcecBiTHROTO
€KOHOMIYHOTO ()OpPYMY), OKpPEMHX CTATHCTHYHHX JDKEpEN Ta CyYacHOI JIiTepaTypH 3 NHTaHb Oe3neku. Pesynbratn
JIEeMOHCTPYIOTh, IO (iHaHCOBa Oe3meka B IMQPPOBY €MOXY CKIANAETHCS 3 IBOX B3a€MOIIOB'SI3aHUX BHUMIpiB —
(inancoBoi crabinpHOCTI Ta (QiHaHCOBOI cTidKOCTi. LudpoBa TpaHchopmaris, TUPPOBI BATIOTH HEHTPAITEHUX OaHKIB
(CBDC), xibep3zarpo3u Ta ribpuaHi (iHAHCOBI BiffHM 3MIiHIOIOTH apXiTEKTypy Jep’KaBHOI OE3MEeKH Ta BIUIMBAIOTH Ha
(YHKI[IOHYBaHHSI, MOPAJIBHUM IyX Ta IHCTUTYIIHHY JIOSUTbHICTD AUCIO3UIIIMHUX TPYIL.

BucHoBkn. JlocmimkeHHs MaTBEppKyeE, M0 (iHaHCOBAa Oe3leKa €BOJIOIIOHYBAA Yy CTPATETIYHY OIMOPY
HAIIOHALHOT Oe3MeKH. 3MIIHEHHS AeP)KaBHOI CTIHKOCTI moTpeOye iHTerparii (JiHaHCOBOTO YIpaBiIiHHS, KibepOe3neKu
Ta COLIaJbHO-IHCTUTYLIHHUX (aKTOpiB IpU OJHOYACHOMY 3abe3ledeHHi IPOo30poCTi Ta AOBIpHM A0 HHU(POBUX
(iHAHCOBUX CHCTEM.

Knrouosi cnosa: ¢inancosa 6esnexa Oepocasu, yugposa mpancgopmayis, 2iOpudHi 3a2pos3u, yugposa
8anIOMA YEHMPAILHO20 OAHKY, CMILIKICIb 0epircasu, Kibeppusuku.
®opmynu: -; puc.: -; Tabu.: -; 6i6m.: 47.

Jlna yumyeanua: Maciejewski Jan, Krivtsova Tetiana. Threats to state financial security in the digital age:
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