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Digital risk management tools in ensuring bank financial stability

Abstract. The object of this study is the process of interaction between regulatory requirements and
digital technologies within the risk management system of a modern bank. The key characteristics of the
object under study include its high level of integration into the international architecture of banking regulation
(Basel Il standards, IFRS 9) and the active use of innovative technological solutions such as machine
learning, Big Data analytics, RegTech tools, and cloud services to ensure operational continuity.

Problem statement. The core research problem lies in the fundamental transformation of the logic
of banking risk management under the dual pressure of stringent regulatory constraints and rapid
technological progress. In conditions of macroeconomic instability and wartime shocks, risk management
ceases to be merely an internal control function and becomes a strategic instrument for ensuring the overall
financial stability of a banking institution.

Unresolved issues. Despite the significant body of academic literature, digitalization and regulatory
aspects are often examined as isolated processes. In particular, the systemic relationship between specific
regulatory standards and the development of digital analytical tools remains insufficiently explored, as does
the manner in which these technologies enable banks to stabilize capital adequacy (CAR/H2) and liquidity
coverage (LCR) indicators in real time.

Purpose of the article. The purpose of the study is to provide a theoretical substantiation of the role
of regulatory standards as an institutional driver of risk management digitalization and to determine the
mechanisms through which digital tools influence the financial stability of a bank in a dynamic environment.

Main material. The article analyzes the regulatory framework of the National Bank of Ukraine and
international standards (ICAAP, ILAAP) that shape requirements for banks’ analytical infrastructure. Practical
cases of leading institutions (PrivatBank, Oschadbank) regarding the implementation of cloud technologies
and artificial intelligence are examined. Methods of logical generalization and graphical modeling are applied
to develop a four-level framework describing the interaction between regulatory requirements, digital tools,
risk parameters, and financial stability indicators.

Conclusions. The study demonstrates the existence of a stable bidirectional relationship between
regulatory norms and digitalization: regulatory requirements act as an institutional driver of digital
transformation, while digital tools contribute to reducing risk parameters and stabilizing regulatory indicators.
The findings have theoretical significance for the development of the concept of bank financial stability and
practical relevance for improving risk management systems within a dynamic regulatory environment
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Introduction. The current stage of development of the banking system is characterized by
the combination of two interrelated processes: the strengthening of regulatory requirements aimed
at ensuring financial stability and the active digital transformation of the financial sector. The
implementation of international standards such as Basel Il [4], the adoption of IFRS 9 provisions
[7], the development of internal ICAAP and ILAAP procedures, as well as increasing requirements
for transparency and risk management, are shaping a new architecture of banking regulation. Under
these conditions, risk management ceases to be merely an internal control function and becomes a
strategic instrument for ensuring the stability of a banking institution.

At the same time, the digitalization of financial services and the development of Big Data,
machine learning, cloud technologies, and RegTech solutions significantly transform the methods
of risk assessment and monitoring. The use of digital tools enhances the accuracy of credit risk
forecasting, ensures continuous liquidity monitoring, automates compliance procedures, and
reduces operational losses. These processes become particularly relevant under wartime and
macroeconomic shocks, when operational resilience and the speed of decision-making turn into
critical factors in maintaining banks’ solvency.

However, in academic research, the digitalization of banking activities and regulatory
aspects of risk management are often examined separately. Most studies focus either on
technological innovations in the financial sector or on issues of capital adequacy and liquidity,
while the systemic relationship between regulatory standards and the development of digital risk
management tools remains insufficiently explored. In particular, further clarification is required
regarding how regulatory requirements act as a driver of digital transformation and how digital
technologies, in turn, contribute to stabilizing regulatory indicators of financial stability.

The relevance of the study is determined by the need to develop a comprehensive approach
to assessing the role of digital tools in ensuring bank financial stability within a dynamic regulatory
environment. Identifying the bidirectional nature of the interaction between regulatory requirements
and the digitalization of risk management allows for a deeper theoretical understanding of the
modern model of banking governance and substantiates practical directions for enhancing banks’
adaptability to crisis conditions.

Literature review. The issue of using digital tools in banking risk management and their
impact on financial stability has attracted considerable attention from both Ukrainian and
international scholars. The academic discourse encompasses a broad range of topics, from the
theoretical conceptualization of digitalization to the practical implementation of innovative
technologies under martial law and global crises.

Fundamental studies by L. H. Klioba [10] and A. O. Kasych and I. O. Naumkina [9] define
the digitalization of the banking sector as a comprehensive process of integrating modern economic,
organizational, managerial, and institutional innovations into all areas of bank operations. The
scholars emphasize the transition to a “neo-economy,” in which digital data become the key
resource and the bank transforms from a traditional intermediary into an agent that provides
customers with autonomous access to financial transactions. S. A. Sheludko and P. P. Bratkevych
[22] highlight a paradigm shift in relationships, moving from direct competition to strategic
partnership between traditional banks and FinTech companies within a unified ecosystem.

A significant contribution to the systematization of digitalization risks was made by A.
Abramova [1], who identifies the most influential categories: strategic, operational, cyber,
compliance, and cloud-related risks. She substantiates three stages of banks’ adaptation to the
digital environment: response to competition, technological adaptation, and strategic positioning,
where at the final stage the focus shifts toward achieving a balance between financial and non-
financial risks. O. I. Bereslavska [5] complements this classification by arguing that cyber risk has
become an objectively integrated component of core banking risks, creating new challenges for
economic security.
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In the works of D. Y. Kretov and O. I. Mindova [12], the role of breakthrough technologies
such as artificial intelligence (Al), machine learning (ML), blockchain, and the Internet of Things
(1oT) in reshaping the banking landscape is examined in detail. The authors emphasize that these
tools enable the automation of routine operations, the development of predictive models, and the
enhancement of transaction transparency. Y. Y. Kolomiiets [11] proposes an innovative approach
through the integration of risk management and digital technologies in cash flow management,
which is critically important for maintaining liquidity and solvency. A. O. Kasych and 1. O.
Naumkina [9] introduce the concept of a bank’s “digital DNA,” based on the formation of a flexible
data architecture and the modernization of customer interaction processes.

The issue of financial stability has become particularly acute in the context of global
challenges. R. Zvarych and co-authors [25] examine risk management under pandemic conditions,
identifying the crisis as a powerful accelerator of Ukraine’s digital trajectory. They propose a set of
measures to ensure business continuity through the monitoring of critical dependencies and
contingency planning. The studies by V. I. Erastov, I. S. Lyzhechko [6], and N. Z. Zarichna [24]
focus on the functioning of the banking system under martial law. V. I. Erastov and I. S. Lyzhechko
emphasize the critical importance of digitalization for ensuring business continuity and delivering
services to customers across different regions of the world [6]. Based on an analysis of
macroeconomic risks, N. Z. Zarichna demonstrates that the Ukrainian banking system has proven to
be adaptive, maintaining high profitability and capital adequacy through the implementation of
National Bank of Ukraine programs and the strengthening of cybersecurity measures [24].

I. S. Andriushchenko and V. L. Skydan [3] identify the main barriers to digital
transformation, including resistance to change among staff, insufficient investment, and a lack of
digital competencies within management. They also devote particular attention to the ethical and
legal challenges associated with the use of artificial intelligence algorithms, especially the issue of
accountability for decisions made by automated systems.

The analysis of academic literature indicates that digital risk management tools are not
merely auxiliary instruments but constitute a fundamental foundation of a new banking business
model. At the same time, most authors, including Y. Y. Kolomiiets [11] and A. Abramova [1],
emphasize the need for further research aimed at adapting risk management methods to the unique
characteristics of the digital economy and developing new legal frameworks to regulate this sphere.

Purpose, objectives and research methods. The purpose of the study is to substantiate the
role of regulatory standards as a driver of the digitalization of bank risk management and to
determine the impact of digital tools on ensuring financial stability within a dynamic regulatory
environment.

The study is based on the assumption that modern regulatory requirements (in particular,
Basel 11l standards [4], the provisions of IFRS 9 [7], and regulatory acts of the National Bank of
Ukraine concerning ICAAP and ILAAP [16, 17]) not only establish quantitative parameters for
capital adequacy and liquidity but also serve as an institutional stimulus for the digitalization of risk
management. These requirements generate the need to implement digital analytical tools for risk
forecasting, scenario modeling, and continuous monitoring of banking activities.

At the same time, digital tools are not considered autonomous technological solutions but
structural elements of the risk management system that contribute to reducing risk parameters and
stabilizing regulatory indicators of financial stability. Thus, regulatory standards and digital tools
operate in a state of bidirectional interaction: the former stimulate digital transformation, while the
latter ensure compliance with regulatory requirements.

The research employs a set of general scientific and specialized methods. The method of
logical generalization was applied in the analysis of the regulatory framework of the National Bank
of Ukraine and international standards. Comparative analysis was used to contrast the traditional
risk management model, based on retrospective analysis, with the modern digital model that relies
on real-time monitoring and predictive risk assessment. Inductive and deductive methods were
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applied to formulate conclusions regarding the systemic relationship between regulatory standards
and digital tools. The graphical method was used to visualize a structural and logical framework
describing the bidirectional interaction between regulatory requirements and the digitalization of
risk management within the system of ensuring bank financial stability.

Research results. The modern risk management system of Ukrainian banks operates under
conditions of comprehensive regulatory transformation aimed at harmonization with international
standards while simultaneously taking into account the specific features of the national financial
environment. The fundamental principles of banking activity are defined by the Law of Ukraine
“On Banks and Banking Activity” [20], which establishes the obligation of banks to ensure an
adequate level of risk management as an integral component of financial stability.

Further specification of requirements is carried out through regulatory acts of the National
Bank of Ukraine. Of key importance is Resolution No. 64 of the Board of the National Bank of
Ukraine dated June 11, 2018 [15], which defines the structure of the risk management system, as
well as the requirements for internal policies, assessment procedures, monitoring, and reporting.
The document establishes the necessity of implementing an integrated Enterprise Risk Management
(ERM) model covering all significant types of bank risks and ensuring a continuous process of their
identification and assessment.

Particular significance is attached to the implementation of the principles of the Basel
Committee on Banking Supervision (Basel 11l Framework [4]), which provide for a risk-oriented
approach to capital adequacy, liquidity, and risk concentration management. In this context,
digitalization is not merely a technological trend but a prerequisite for compliance with
international standards.

An important element of the regulatory framework is IFRS 9 “Financial Instruments” [7],
which introduces the concept of Expected Credit Losses (ECL). The transition from an incurred-
loss model to a forward-looking provisioning model objectively requires the use of digital analytical
tools capable of integrating macroeconomic scenarios and borrower behavioral characteristics.

Strengthened requirements for internal procedures of capital and liquidity adequacy
assessment (ICAAP and ILAAP), established by Resolutions No. 156 and No. 157 of the National
Bank of Ukraine dated December 27, 2019 [16, 17], also involve scenario analysis, stress testing,
and cash flow forecasting, which are practically impossible to implement without digital risk
management platforms.

Thus, the regulatory framework of Ukraine acts as an institutional driver of risk
management digitalization, shaping the requirements for banks’ analytical infrastructure (Table 1).
At the same time, the results of applying digital tools, reflected in the stabilization of capital,
liquidity, and asset quality indicators, influence the further improvement of regulatory approaches
and supervisory practices. Therefore, the interaction between regulatory requirements and digital
solutions is systemic and bidirectional in nature.

The research findings demonstrate that digital technologies transform not only the toolkit
but also the underlying logic of bank risk management. While the traditional model was based on
retrospective analysis and periodic reporting, the modern digital model relies on continuous risk
monitoring, forward-looking assessment of risk parameters, and the integration of analytical results
into managerial decision-making processes.

At the same time, the digitalization of risk management is not an isolated technological
process but evolves under the influence of regulatory requirements related to transparency, stress
testing, and internal capital and liquidity assessment. In its “Green Paper on the Development of
Regulatory Technologies in the Financial Market of Ukraine” [19], the National Bank of Ukraine
emphasizes that the development of regulatory technologies is aimed at automating compliance
procedures, enhancing supervisory accuracy, and ensuring the stability of the financial system.
Thus, regulatory impulses stimulate the implementation of digital solutions, while the latter, in turn,
ensure compliance with prudential requirements.
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Table 1. Regulatory and International Standards as Drivers of the Digitalization of Banking Risk Management

Document

Scope of Regulation

Significance for Digital Risk Management

Law of Ukraine “On Banks
and Banking Activity” [23]

General principles of banking
activity

Establishes the obligation of systematic risk
management and maintenance of financial
stability

. Organization of the risk | Sets requirements for continuous monitoring and
NBU Resolution No. 64 [15] management system the implementation of an integrated ERM model
Defines the procedure for provisioning and
NBU Resolution No. 351 [14] | Credit risk assessment stimulates the implementation of forward-
looking models
. . . Establishes quantitative parameters for capital
NBU Resolution No. 368 [13] (Eéanglﬂlzc “plj?;?mr':tliosgatlos and liquidity that require digital analytical
119 y support
. Provides for risk forecasting and scenario
NBU Resolution No. 156 [17] ,IAcijﬁunch_As;gim:Lt Fg 2?::::1; modeling, necessitating the wuse of digital
platforms

NBU Resolution No. 157 [16]

ILAAP — Internal Liquidity
Adequacy Assessment Process

Requires cash flow forecasting and stress testing
based on digital tools

IFRS 9 [7]

Expected Credit Loss (ECL)
model

Introduces a forward-looking provisioning
model requiring algorithmic analysis of PD,
LGD, and EAD

Basel 111 Framework [4] Capital, liquidity, and risk | Establishes a risk-oriented approach and raises
management requirements for the quality of internal models
. General principles of risk | Conceptualizes an integrated risk management
1SO 31000:2018 [8] management system

Source: compiled by the author based on [4, 7, 8, 13-17, 23].

Digital analytical platforms integrate large volumes of structured and unstructured data,
including clients’ financial indicators, transaction histories, behavioral characteristics, and
macroeconomic variables. The application of gradient boosting algorithms, neural networks, and
logistic regression improves the accuracy of default forecasting and reduces uncertainty in risk
assessment. This directly affects the calculation of expected credit losses, the level of provisioning,
and the stability of the bank’s capital.

Thus, digital tools transform risk management from a reactive control system into a proactive
analytical platform operating in close interaction with the regulatory environment (Table 2).

Table 2. Impact of Key Digital Risk Management Tools on Risk Parameters and Financial Stability

Impact on Risk

Tool Area of Application Significance for Financial Stability
Parameters
Machine . . . Inc_reasgad accuracy of PD Reduction of NPLs and optimization
| . Credit scoring, anti-fraud estimation, reduction of L
earning - . of provisions
information asymmetry

Big Data Stress testing, scenario Early detection of | Stabilization of capital and liquidity

g analysis macroeconomic risks indicators
Cloud IT infrastructure backup and | Reduction of operational | Enhancement of bank operational

technologies redundancy

risk

resilience

RegTech

AML, KYC, compliance

control

Automation of regulatory

Reduction  of and

compliance risk

regulatory

Bl platforms

Monitoring of key risk
indicators (KRI)

Continuous

control  of
risk parameters

Increased responsiveness of
managerial decision-making

Source: compiled by the authors.
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The use of cloud technologies that ensure operational continuity, data backup, and the
resilience of IT infrastructure becomes particularly significant in conditions of heightened wartime
and cyber risks. Requirements for operational continuity and information risk management,
established in the regulatory acts of the National Bank of Ukraine and the Basel Il standards,
objectively encourage banks to implement digital infrastructure solutions.

The experience of Ukrainian banks during wartime risks confirms the systemic nature of this
transformation. In particular, PrivatBank carried out a large-scale migration of its IT infrastructure
to a cloud environment, which made it possible to ensure the uninterrupted provision of banking
services even under physical and cyber threats [21]. This decision contributed to minimizing
operational risk and enhancing the protection of clients’ funds, directly affecting the bank’s
operational resilience indicators.

At the same time, the implementation of digital credit scoring models and automated data
analysis optimized the credit decision-making process, reduced the time required to process
applications, and improved the accuracy of credit risk assessment. In the context of IFRS 9
requirements, this contributes to a more substantiated formation of provisions and the stabilization
of capital indicators.

Oschadbank actively applies artificial intelligence tools to automate customer services and
monitor risks [20]. The use of RegTech solutions enables the automation of compliance procedures
(AML, KYC), thereby reducing regulatory risk and increasing the transparency of operational
activities.

Practical cases of Ukrainian banks demonstrate that digital solutions produce a
comprehensive effect: they reduce operational and credit risks, enhance forecasting accuracy, and
contribute to the stabilization of regulatory indicators. Thus, digitalization functions not only as an
instrument for improving efficiency but also as an integral component of the system for ensuring
financial stability, operating in close interaction with the regulatory environment.

Discussion. Thus, the study has established that the interaction between regulatory
requirements and digital risk management tools forms a systemic cause-and-effect framework for
ensuring a bank’s financial stability. This framework reflects not a unilateral impact of
digitalization on financial indicators but a bidirectional relationship in which regulatory standards
act as a driver of digital transformation, while digital tools serve as a means of stabilizing risk
parameters and ensuring compliance with regulatory requirements.

According to Resolution No. 64 of the National Bank of Ukraine dated June 11, 2018 [15],
the risk management system must ensure the continuous identification, assessment, and monitoring
of all significant risks. At the same time, the Instruction on the Regulation of Banking Activities
(NBU Resolution No. 368 [13]) establishes the prudential ratios through which a bank’s financial
stability is assessed. Therefore, regulatory requirements not only set quantitative benchmarks for
capital adequacy and liquidity but also necessitate the use of digital analytical tools for risk
forecasting, scenario modeling, and the implementation of internal ICAAP and ILAAP procedures
(Figure 1).

The proposed structural and logical framework reflects four interrelated levels.

The first level comprises regulatory requirements, including international standards (Basel
I11, IFRS 9), regulatory acts of the National Bank of Ukraine (in particular Resolutions No. 64, No.
351, No. 368, No. 156, and No. 157), and prudential ratios (CAR/H2, LCR). It is at this level that
the regulatory impulse for the digitalization of risk management is formed.

The second level includes digital risk management tools, such as machine learning systems
for credit scoring, analytical platforms for stress testing, Bl systems for monitoring key risk
indicators, RegTech solutions for compliance, and cloud technologies ensuring operational
resilience. Their implementation is aimed at increasing the accuracy of risk assessment and ensuring
the continuity of monitoring processes.
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* High liquidity « Stable profitability

e e

Figure 1. Structural and Logical Framework of the Bidirectional Interaction between Regulatory Standards and
Digital Risk Management Tools in the System of Ensuring Bank Financial Stability
Source: developed by the authors.

The third level consists of banking risk parameters, among which the most significant are
credit risk (including PD and LGD indicators), liquidity risk, operational risk, and information risk.
The use of digital tools contributes to the reduction of risk parameters, mitigation of information
asymmetry, and improvement of cash flow forecasting quality.

The fourth level encompasses regulatory indicators of financial stability, including the
capital adequacy ratio (H2/CAR), the liquidity coverage ratio (LCR), and the share of non-
performing loans (NPLs). The reduction of expected credit losses in accordance with IFRS 9 [7]
contributes to capital stabilization, while digital liquidity forecasting ensures the maintenance of the
LCR at a safe level.

The final level is bank financial stability, manifested in increased capitalization, high
liquidity, a reduced share of non-performing loans, and the maintenance of stable profitability even
under macroeconomic shocks.
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At the same time, the framework incorporates a feedback regulatory loop: the results of
compliance with prudential ratios and changes in risk parameters influence the further refinement of
regulatory requirements and supervisory approaches, which, in turn, stimulates further digitalization
of the risk management system.

Thus, the digitalization of risk management should not be viewed as an autonomous
technological process but as a structural element of a regulatory-driven system for ensuring bank
financial stability, within which regulatory requirements and digital tools operate in a dynamic
bidirectional interaction.

Conclusions. The study substantiates that the digitalization of bank risk management is not
an autonomous technological process but is formed within a regulatory-driven architecture for
ensuring financial stability. It has been established that modern regulatory requirements (Basel III,
IFRS 9, regulatory provisions of the National Bank of Ukraine concerning ICAAP and ILAAP, and
prudential ratios for capital adequacy and liquidity) act as an institutional driver of the digital
transformation of banking risk management systems. At the same time, digital tools — including
machine learning, Big Data analytics, RegTech solutions, and cloud technologies — contribute to
reducing risk parameters and stabilizing regulatory indicators of financial stability. Therefore, a
systemic bidirectional interaction exists between regulatory standards and the digitalization of risk
management.

The study formulates a conceptual approach to interpreting digital risk management tools as
a structural element of a regulatory-oriented system for ensuring bank financial stability. Unlike the
traditional approach, which considers digitalization primarily as an innovative factor enhancing
efficiency, this research demonstrates its institutional conditioning and integration into the
mechanism for implementing regulatory requirements.

Prospects for further research are associated with the quantitative assessment of the impact
of digital tools on specific regulatory ratios, the development of methodologies for measuring the
digital maturity of banking risk management systems, and the analysis of the influence of artificial
intelligence on the transformation of supervisory practices within the context of RegTech and
SupTech.

Thus, the findings confirm that the digitalization of risk management is not merely a
technological factor in modernizing banking activities but a key element of the contemporary model
of ensuring financial stability within a dynamic regulatory environment.

References

1. Abramova, A. (2021). Risk systems of commercial banks in the conditions of digitalization. Problems and Prospects of
Economics and Management, 4(28), 186-193. https://doi.org/10.25140/2411-5215-2021-4(28)-186-193 [in Ukrainian]

2. Akymenko, N. V., & Mamontenko, N. S. (2021). Banking system in the digital economy. Business Inform, 5, 333-338.
https://doi.org/10.32983/2222-4459-2021-5-333-338 [in Ukrainian]

3. Andriushchenko, I. S., & Skydan, V. L. (2023). Digital transformation of the banking sector of Ukraine. Business Inform,
12, 77-82. https://doi.org/10.32983/2222-4459-2023-12-77-82 [in Ukrainian]

4. Basel Committee on Banking Supervision. (2017). Basel IlI: Finalising post-crisis reforms. Bank for International
Settlements. Retrieved from: https://www.bis.org/basel_framework/

5. Bereslavska, O. (2024). Transformation of banking services in the context of digitalization. Economy and Society, 60.
https://doi.org/10.32782/2524-0072/2024-60-99 [in Ukrainian]

6. Erastov, V., & Lyzhechko, I. (2024). Digitalization of the banking system of Ukraine under martial law. Economy and
Society, 60. https://doi.org/10.32782/2524-0072/2024-60-131 [in Ukrainian]

7. International Accounting Standards Board. (2014). International Financial Reporting Standard 9: Financial Instruments.
Retrieved from: https://mof.gov.ua/storage/files/IFRS_9 Ukrainian-compressed.pdf [in Ukrainian]

8. International Organization for Standardization. (2018). 1SO 31000:2018 Risk management - Guidelines. Retrieved from:
https://www.iso.org/standard/65694.html

9. Kasych, A. O., & Naumkina, I. O. (2021). Digitalization processes as an integral component of modern banking
management. Economy and Society, 28. https://doi.org/10.32782/2524-0072/2021-28-1 [in Ukrainian]

10. Klioba, L. (2018). Digitalization as an innovative direction of banking development. Efficient Economy, 12.
https://doi.org/10.32702/2307-2105-2018.12.84 [in Ukrainian]

11. Kolomiiets, Y. (2025). Principles of bank cash flow management: Integration of risk management and digital technologies.
Economy and Society, 73. https://doi.org/10.32782/2524-0072/2025-73-12 [in Ukrainian]

58


https://doi.org/10.25140/2411-5215-2021-4(28)-186-193
https://doi.org/10.25140/2411-5215-2021-4(28)-186-193
https://doi.org/10.32983/2222-4459-2021-5-333-338
https://doi.org/10.32983/2222-4459-2021-5-333-338
https://doi.org/10.32983/2222-4459-2021-5-333-338
https://doi.org/10.32983/2222-4459-2023-12-77-82
https://doi.org/10.32983/2222-4459-2023-12-77-82
https://www.bis.org/basel_framework/
https://www.bis.org/basel_framework/
https://doi.org/10.32782/2524-0072/2024-60-99
https://doi.org/10.32782/2524-0072/2024-60-99
https://doi.org/10.32782/2524-0072/2024-60-99
https://doi.org/10.32782/2524-0072/2024-60-131
https://doi.org/10.32782/2524-0072/2024-60-131
https://mof.gov.ua/storage/files/IFRS_9_Ukrainian-compressed.pdf
https://mof.gov.ua/storage/files/IFRS_9_Ukrainian-compressed.pdf
https://www.iso.org/standard/65694.html
https://www.iso.org/standard/65694.html
https://www.iso.org/standard/65694.html
https://doi.org/10.32782/2524-0072/2021-28-1
https://doi.org/10.32782/2524-0072/2021-28-1
https://doi.org/10.32702/2307-2105-2018.12.84
https://doi.org/10.32702/2307-2105-2018.12.84
https://doi.org/10.32702/2307-2105-2018.12.84
https://doi.org/10.32782/2524-0072/2025-73-12
https://doi.org/10.32782/2524-0072/2025-73-12

ISSN 2786-5002 (online) ®IHAHCOBO-KPEANTHI CUCTEMW: MEPCNEKTUBU PO3BUTKY

1(20)2026

ISSN 2786-4995 (print) FINANCIAL AND CREDIT SYSTEMS: PROSPECTS FOR DEVELOPMENT

12.

13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

Kretov, D., & Mindova, O. (2024). Digitalization of the banking sector of Ukraine: Current state and development
prospects. Sustainable Development of Economy, 2(49), 223-228. https://doi.org/10.32782/2308-1988/2024-49-35 [in
Ukrainian]

National Bank of Ukraine. (2001). On approval of the Instruction on the procedure for regulating banking activities in
Ukraine (Resolution No. 368). Retrieved from: https://zakon.rada.gov.ua/laws/show/z0841-01 [in Ukrainian]

National Bank of Ukraine. (2016). On approval of the Regulation on determining the amount of credit risk by banks of
Ukraine for active banking operations (Resolution No. 351). Retrieved from:
https://zakon.rada.gov.ua/laws/show/v0351500-16 [in Ukrainian]

National Bank of Ukraine. (2018). On approval of the Regulation on the organization of risk management systems in banks
and banking groups (Resolution No. 64). Retrieved from: https://zakon.rada.gov.ua/laws/show/v0064500-18 [in Ukrainian]
National Bank of Ukraine. (2019). On amendments to certain regulatory legal acts of the National Bank of Ukraine
(Resolution No. 157). Retrieved from: https://zakon.rada.gov.ua/laws/show/v0157500-19 [in Ukrainian]

National Bank of Ukraine. (2019). On approval of the Regulation on determining the minimum amount of operational risk
by banks of Ukraine (Resolution No. 156). Retrieved from: https://zakon.rada.gov.ua/laws/show/v0156500-19 [in
Ukrainian]

National Bank of Ukraine. (2022). On the use of cloud services by banks under martial law in Ukraine (Resolution No. 42).
Retrieved from: https://zakon.rada.gov.ua/laws/show/v0042500-22 [in Ukrainian]

National Bank of Ukraine. (2025). Green paper on the development of regulatory technologies in the financial market of
Ukraine. Retrieved from: https://bank.gov.ua/ua/news/all/zelena-kniga-z-rozvitku-regulyatornih-tehnologiy-na-
finansovomu-rinku-ukrayini [in Ukrainian]

Oschadbank. (2025, July 16). Oschadbank launched the first digital Al consultant experiment. Retrieved from:
https://www.oschadbank.ua/news/osadbank-zapustiv-persij-didzital-eksperiment-zi-ai-konsultantami [in Ukrainian]
PrivatBank. (2022, April 29). Financial security above all: PrivatBank completed migration to the cloud. Retrieved from:
https://privatbank.ua/news/2022/4/29/finansova-bezpeka-ponad-use-privatbank-zavershiv-migraciyu-u-hmaru [in
Ukrainian]

Sheludko, S. A., & Bratkevych, P. P. (2019). Impact of digitalization on banking business in Ukraine. Pryazovskyi
Economic Bulletin, 5(16), 334-339. https://doi.org/10.32840/2522-4263/2019-5-57 [in Ukrainian]

Verkhovna Rada of Ukraine. (2000). On banks and banking activity (Law No. 2121-111). Retrieved from:
https://zakon.rada.gov.ua/laws/show/2121-14 [in Ukrainian]

Zarichna, N. (2024). Formalization of development trends and financial stability of the banking system of Ukraine under
martial law. Sustainable Development of Economy, 1(48), 214-219. https://doi.org/10.32782/2308-1988/2024-48-30 [in
Ukrainian]

Zvarych, R., Dudnyk, Y., Homotiuk, V., & Bodnar, S. (2022). Risk management of digital transformation in pandemic
conditions. Bulletin of Economics, 1, 38-53. https://doi.org/10.35774/visnyk2022.01.038 [in Ukrainian]

Received: 15.10.2025 Accepted: 05.03.2026

Received after review: 12.01.2026 Published: 31.03.2026

Authors Contribution: All authors have contributed equally to this work
Conflict of Interest: The authors declare no conflict of interest

59


https://doi.org/10.32782/2308-1988/2024-49-35
https://doi.org/10.32782/2308-1988/2024-49-35
https://zakon.rada.gov.ua/laws/show/z0841-01
https://zakon.rada.gov.ua/laws/show/z0841-01
https://zakon.rada.gov.ua/laws/show/v0351500-16
https://zakon.rada.gov.ua/laws/show/v0351500-16
https://zakon.rada.gov.ua/laws/show/v0351500-16
https://zakon.rada.gov.ua/laws/show/v0064500-18
https://zakon.rada.gov.ua/laws/show/v0064500-18
https://zakon.rada.gov.ua/laws/show/v0157500-19
https://zakon.rada.gov.ua/laws/show/v0157500-19
https://zakon.rada.gov.ua/laws/show/v0156500-19
https://zakon.rada.gov.ua/laws/show/v0156500-19
https://zakon.rada.gov.ua/laws/show/v0042500-22
https://zakon.rada.gov.ua/laws/show/v0042500-22
https://bank.gov.ua/ua/news/all/zelena-kniga-z-rozvitku-regulyatornih-tehnologiy-na-finansovomu-rinku-ukrayini
https://bank.gov.ua/ua/news/all/zelena-kniga-z-rozvitku-regulyatornih-tehnologiy-na-finansovomu-rinku-ukrayini
https://bank.gov.ua/ua/news/all/zelena-kniga-z-rozvitku-regulyatornih-tehnologiy-na-finansovomu-rinku-ukrayini
https://www.oschadbank.ua/news/osadbank-zapustiv-persij-didzital-eksperiment-zi-ai-konsultantami
https://www.oschadbank.ua/news/osadbank-zapustiv-persij-didzital-eksperiment-zi-ai-konsultantami
https://www.oschadbank.ua/news/osadbank-zapustiv-persij-didzital-eksperiment-zi-ai-konsultantami
https://privatbank.ua/news/2022/4/29/finansova-bezpeka-ponad-use-privatbank-zavershiv-migraciyu-u-hmaru
https://privatbank.ua/news/2022/4/29/finansova-bezpeka-ponad-use-privatbank-zavershiv-migraciyu-u-hmaru
https://privatbank.ua/news/2022/4/29/finansova-bezpeka-ponad-use-privatbank-zavershiv-migraciyu-u-hmaru
https://doi.org/10.32840/2522-4263/2019-5-57
https://doi.org/10.32840/2522-4263/2019-5-57
https://zakon.rada.gov.ua/laws/show/2121-14
https://zakon.rada.gov.ua/laws/show/2121-14
https://zakon.rada.gov.ua/laws/show/2121-14
https://doi.org/10.32782/2308-1988/2024-48-30
https://doi.org/10.32782/2308-1988/2024-48-30
https://doi.org/10.35774/visnyk2022.01.038
https://doi.org/10.35774/visnyk2022.01.038

ISSN 2786-5002 (online) ®IHAHCOBO-KPEANTHI CUCTEMW: MEPCNEKTUBU PO3BUTKY
ISSN 2786-4995 (print) FINANCIAL AND CREDIT SYSTEMS: PROSPECTS FOR DEVELOPMENT

1(20)2026

Ilickynoe Poman

K.e.H., Ooyenm, 3a8idysau Kagedpu 06Ky ma 0nooamKy8anHs,
Xapxiecokuu nayionanvuuii ynigepcumem imeni B.H. Kapasina,
maudan Ceoboou,4, Xapxis, 61022, Vrpaina,

e-mail: r.a.piskunov@karazin.ua

ORCID ID: 0000-0001-6133-9233

Mockanenxo Onena

K.e.H., O0yeHm,

doyenm xagpeopu 6aHKIBCbK020 Oi3Hecy ma (QIHAHCOBUX MEXHON02I
Xapxiecokuil Hayionanvuuil yHigepcumem imeni B.H. Kapasina,
manoan Ceob600u,4, Xapxie, 61022, Vrpaina,

e-mail: 0.v.moskalenko@karazin.ua

ORCID ID: 0000-0001-9840-2347

Hudposi incTpyMeHTH pU3HK-MEHEXKMEHTY 0aHKY B cHcTeMi 3a0e3nedeHHs (iHAHCOBOI cTilikOCTI

AHoTanisg. O6’€KTOM JaHOTO AOCHIIPKEHHS BHCTYIIAE IMPOIEC B3a€MOIIl PETyIATOPHUX BUMOT 1 HU(PPOBUX
TEXHOJIOTiHl y CHCTeMi PHU3MK-MEHEHKMEHTY cydacHOTo OaHKy. KIIFouoBHMMH XapaKTepHUCTHKaMHU JOCIIKYBaHOTO
00’€KTa € #oro BUCOKA IHTETPOBAHICTh y MIXHAPOJHY apXiTeKTypy OaHKiBChKOTO perymtoBanus (ctanmaptu Basel IlI,
MC®3 9) Ta akTHBHE BUKOPHUCTAHHS IHHOBAIIHHUX TEXHOJIOTIYHUX PillleHb, TAKHUX SIK MalllMHHEe HaBuaHHs, Big Data-
aHaniTuka, RegTech-iHcTpymenTH Ta XMapHi cepBicH st 3a0e3TeUeHHs onepartiiiHoi 6e3mepepBHOCTI MisUTBHOCTI.

MocranoBka mnpodjemu. OcHoOBHa mnpoOieMa MJOCHIUKEHHS TNOJNATae Yy JOKOPIHHIA 3MiHI JIOTiKK
¢yHKIIIOHYBaHHSI OaHKIBCHKOTO PHU3MK-MEHEIPKMEHTY IIii THCKOM IIOJBIHOTO BIUIMBY: >KOPCTKHX PETYJISTOPHHX
0OMEXEHb Ta CTPIMKOTO TEXHOJIOTIYHOTO Tporpecy. B yMoBax MakpoeKOHOMIYHOT HECTAOLIBHOCTI Ta BOEHHUX IIIOKIB
PHU3HK-MEHEIKMEHT TepecTae OyTH JIHMIIEe BHYTPIIIHBOIO (DYHKIII€I0 KOHTPOJIIO, IIEPETBOPIOIOYNCH HA CTPATETiYHHN
IHCTpYMEHT 3a0e3MedeHHs 3araibHoi (JiHAaHCOBOI CTiMKOCTi OAaHKIBCHKOT YCTaHOBH.

Hepo3p’s3ani acnexkTn. He3Bakaroun Ha 3HAYHY KiTBKICTh HAYKOBHX TIpallb, HH(PPOBI3AIlisS Ta PEryIsSTOPHI
ACTIEKTH YacTO PO3TILINAIOTECS SIK 130JIbOBaHI MpOIecH. 30KpeMa, HeTOCTaTHBO JOCIIIHKEHIM 3aJIUIIA€ThCS CHCTEMHUI
B32€MO3B’ 130K MK KOHKPETHUMH PETYIIATOPHIMH HOPMATHBAMH Ta PO3BUTKOM ITU(PPOBUX aHATITHYHUX IHCTPYMEHTIB,
a TaKOX Te, AK caMe IIi TeXHOJOril JomoMararoTh O0aHkam crabinizyBatu iHAamKaropu Kamitamy (H2) ta mikBimHOCTI
(LCR) y pexumi peaibHOTO 4acy.

Mera crarri. MeTOIO0 JOCHIIKEHHS € TEOpeTHYHEe OOIPYHTYBaHHsS pOJIi PEryJsTOPHUX HOPMATHUBIB SIK
IHCTUTYLIHHOTO IMITYJIbCY Uil HU(POBI3allil PHU3UK-MEHEIPKMEHTY Ta BH3HAYCHHs MEXaHi3MiB BIUIUBY HHU(GPOBHX
IHCTPYMEHTIB Ha 3a0e3nedeHHs (hPiHaHCOBOI CTIHKOCTI OaHKy B AMHAMIYHOMY CEpPEIOBHIIIL.

OcHoBHHEIT MaTepian. VY cTarTi mpoaHali30BaHO HOpMaTuBHY 0a3y HarioHaneHOro OaHky YkpaiHu Ta
mikHaporui crangaptu (ICAAP, ILAAP), mo ¢opmMyloTh BHMOTH A0 aHAIITHYHOI 1H(PAacTpyKTypu OaHKIB.
HocmimkeHno mnpaktudHi Keiicm npoBimHux yctaHoB (IIpuBatbank, Omrag0aHk) OO0 BIPOBAHKEHHS XMAapHHIX
texHonoriii ta LI. BukopucTtaHo MeTomu JOTIYHOTO y3arajgbHEHHS Ta TpadidHOrO MOJAETIOBAHHA ISl PO3pPOOKH
YOTUPUPIBHEBOI CXEMHU B3a€MOIIi PETyJIATOPHUX BUMOT, IIU(PPOBUX iHCTPYMEHTIB, TApaMeTPiB PU3UKY Ta IHAUKATOPIB
CTIHKOCTI.

BucHoBkHn. ABTOpaMH IOBEACHO, IO MK PETYISTOPHHMH HOPMaMH Ta HUQPPOBI3AIEI0 iCHYE CTIHKHA
JIBOCTOPOHHI 3B’S130K: PEryJIsATOPHI BUMOTH BUCTYNAIOTh IHCTUTYIIIHHUM IMITyJIbCOM LU(pPOBi3alil, ToAi K 1udpoBi
IHCTpYMEHTH 3a0e3IeuyloTh 3HWKEHHS MapameTpiB PU3UKY Ta CTa0lmi3alliio peryisTOpHUX iHmukaropiB. OTpumaHi
pe3yJbTaTH MalTh TEOPETHYHE 3HAYCHHS JUIS PO3BHTKY KOHICMI (hiHAHCOBOI CTIMKOCTI 0aHKy Ta MpakTHYHE
3HAYEHHS IS yIOCKOHAIICHHSI CUCTEM YIPABIIiHHS PU3UKAMH B YMOBaX JIMHAMIYHOTO PETYJISITOPHOTO CEPEIOBHIIIA.

Knrouosi cnosa: yugposi incmpymenmu, pusux-meHeodcMeHm, QiHancosa cmiukicmv OAHKY, pe2yisimopHI
HOpMamueu, MawunHe Hagyanns, xmapui mexnonoeii, RegTech, cyenapne moodentosannus.
®opmymu: 0, puc. 1, Tabm 2., 616:.: 25.

Jna yumysannsn: Piskunov Roman, Moskalenko Olena. Digital risk management tools in ensuring bank
financial stability. ~@iHaHCOBO-KpEOUTHI CHUCTEMH: TEPCHEKTHBH po3BUTKY. Nel(20) 2026. C. 51-61.
https://doi.org/10.26565/2786-4995-2026-1-04
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