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Annotation. The article examines financial monitoring in the field of virtual asset circulation,
including cryptocurrencies, tokenized assets, and decentralized financial platforms. The rapid expansion of
the virtual asset market creates new economic opportunities while simultaneously generating heightened
risks related to money laundering, terrorist financing, and sanctions evasion, which necessitates effective
regulatory and supervisory responses.

Problem statement. The core problem lies in the insufficient alignment of national financial
monitoring mechanisms for virtual assets with international FATF standards and European regulatory
approaches, as well as the fragmented enforcement practices in Ukraine amid the rapid evolution of the
crypto market.

Unresolved aspects. Despite ongoing regulatory efforts, significant gaps remain in the effective
implementation of FATF Recommendation 15, the operationalization of the Travel Rule, coordination among
national supervisory authorities, and oversight of decentralized finance services and cross-border virtual
asset transactions.

Purpose of the article. The purpose of the study is to conduct a comprehensive analysis of
international financial monitoring standards applicable to virtual assets, assess current money laundering
and terrorist financing risks, and substantiate directions for improving Ukraine’s regulatory framework in line
with FATF requirements and EU practices.

Main content. The article analyzes the legal nature of virtual assets, FATF requirements for Virtual
Asset Service Providers (VASPs), the application of the Travel Rule, and empirical data on illicit crypto
transactions based on Chainalysis reports. Particular attention is paid to the European regulatory model
established by the Markets in Crypto-Assets Regulation (MiCA), as well as to the comparative analysis of the
concepts of VASP and Crypto-Asset Service Provider (CASP). The current state of legal regulation and
financial monitoring of virtual assets in Ukraine is also assessed.

Conclusions. The study demonstrates that effective financial monitoring of virtual assets can be
achieved only through a comprehensive approach combining FATF international standards, harmonization
with EU law, advanced analytical technologies, and strengthened institutional capacity of national regulators.
The practical value of the research lies in developing recommendations aimed at enhancing Ukraine’s
financial security and reducing money laundering and terrorist financing risks in the virtual asset market.
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Introduction. The rapid development of the virtual asset market—including
cryptocurrencies, tokenized financial instruments, and decentralized platforms—creates new
opportunities for the global economy while simultaneously generating unprecedented risks for the
system of anti-money laundering and counter-terrorist financing (AML/CFT). According to
international analytical platforms, the volume of illicit transactions in the cryptocurrency sector has
been increasing annually, with criminals employing innovative methods to disguise financial flows,
such as mixers, decentralized exchanges, over-the-counter (OTC) brokers, and cross-chain bridges.

Research into financial monitoring of virtual assets has become particularly relevant due to
the following factors:

— the growth in illicit cryptocurrency transactions, including theft, fraud, cybercrime

financing, and sanctions evasion;

— the active use of virtual assets in money laundering and terrorist financing (ML/TF)
schemes, including by terrorist organizations;

— the rapid evolution of technologies that often outpaces the development of regulatory
approaches;

— the global nature of the crypto market, which necessitates the harmonization of cross-
border control mechanisms and information exchange;

— the need to implement a risk-based approach to transaction monitoring in an
environment where anonymity and decentralization complicate the identification of
ultimate beneficial owners.

For Ukraine, this issue is particularly significant under wartime conditions, as the risks of
using crypto-assets to evade sanctions and finance illegal activities increase substantially, while the
digitalization of the financial sector requires modern regulatory solutions. Therefore, studying the
specifics of financial monitoring in the virtual asset sphere is critically important for ensuring
financial security, harmonizing national regulations with FATF standards, and enhancing the
effectiveness of regulators and reporting entities.

Literature Review. The relevance of the outlined issues is confirmed by numerous
academic studies in this field.

Kulyk (2025) emphasizes the need to clearly define the range of participants in the virtual
asset market, as these participants constitute a key element of legal relations within the market,
while their precise classification remains insufficiently developed. The emergence of new actors
alongside market growth underscores the urgency of this task.

Ustymenko, Dzhabrailov, and Hudima (2023) highlight that shifts in the socio-economic
sphere must be accompanied by timely state responses in the form of adequate legislative
frameworks capable of effectively regulating newly formed social relations. Due to the spread of
digitalization, innovative sectors—such as IT technologies, the virtual asset market, and artificial
intelligence—remain underregulated and insufficiently aligned with contemporary challenges.

Cappai (2023) notes that through the Digital Finance Package (MiCA, the DLT Pilot
Regime, and DORA, later complemented by the DACS8 proposal), the European Union aims to
establish an appropriate legal framework for crypto-assets of a financial nature. This package
represents an initial attempt to regulate a complex and emerging phenomenon characterized by
significant trade-offs. At this early stage, several aspects of the crypto ecosystem—such as pure
DeFi models, DAOs, and NFTs—remain unaddressed, largely due to the difficulty of regulating
technologically complex systems through traditional top-down legislative approaches.

Popova, Liu, and Yi (2025) analyze the cryptocurrency market in the context of the Russia—
Ukraine war, finding that as the conflict intensifies, demand for cryptocurrencies—particularly
those previously viewed as safe-haven assets during the COVID-19 pandemic—significantly
increases.

Dote-Pardo and Espinosa-Jaramillo (2025) review studies from 2016 to 2024 on the role of
digital assets in illicit financial flows and evaluate the effectiveness of existing prevention
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strategies. They identify two key policy imperatives for Latin America: (i) promoting regional
cooperation among central banks to harmonize AML standards and address regulatory arbitrage,
and (ii) integrating supervisory technologies (SupTech and RegTech) into compliance systems to
improve detection efficiency.

At the global level, regulators and financial institutions are developing strategies to enhance
the detection and prevention of illicit cryptocurrency transactions, including blockchain analytics,
artificial intelligence-based monitoring systems, and international regulatory standards such as the
FATF Travel Rule (Gupta et al., 2023).

Horobets et al. (2025) focus on the challenges of balancing regulatory compliance with the
technological capabilities of Al-based AML tools used by banks, emphasizing current regulatory
initiatives and the experience of leading countries in implementing such systems.

At the same time, the legal regulation of virtual asset circulation in Ukraine and the
corresponding AML/CFT/CPF regulatory framework remain insufficiently studied.

Purpose, Objectives, and Research Methods.

The purpose of this study is to conduct a comprehensive analysis of financial monitoring in
the virtual asset sector, assess current money laundering and terrorist financing risks, and
substantiate directions for improving national and international regulation in line with FATF
standards, EU practices, and the specific characteristics of the Ukrainian crypto market.

The object of the research is the system of anti-money laundering, counter-terrorist
financing, and counter-proliferation financing (AML/CFT/CPF) in the sphere of virtual asset
circulation.

The study employs a combination of general scientific and special research methods,
including:

— analysis and synthesis - to examine the nature of virtual assets, mechanisms of their use,

and AML/CFT risk identification;

— comparative analysis - to compare FATF, European Union (MiCA), and Ukrainian

regulatory approaches, as well as to distinguish between VASP and CASP concepts;

— systemic approach - to consider financial monitoring of virtual assets as an integrated

system of interconnected institutions, instruments, and regulatory requirements;

— statistical and empirical analysis - to summarize data from international reports (FATF,

Chainalysis) on the scale and dynamics of illicit cryptocurrency transactions;

— legal and regulatory analysis - to assess existing and draft Ukrainian legislation and

international standards governing virtual assets;

— generalization and scientific interpretation - to formulate conclusions and practical

recommendations for improving financial monitoring in the virtual asset sector.

Results. Under current Ukrainian legislation, the interpretation of the essence of virtual
assets is directly linked to the concept of a “digital thing.” According to Article 179-1 of the Civil
Code of Ukraine, a digital thing is an asset that is created and exists exclusively in a digital
environment and has economic value. The concept of a digital thing includes virtual assets, digital
content, and other intangible assets [1].

According to the FATF methodology, virtual assets are defined as a digital representation of
value that can be digitally traded or transferred and may be used for payment or investment
purposes. Virtual assets do not include digital representations of fiat currencies, securities, or other
financial assets already covered by other sections of the FATF Recommendations [2].

According to the Chainalysis report “Money Laundering and Cryptocurrency,” nearly USD
100 billion was transferred from known illicit wallets to conversion services between 2019 and
2024. The highest volume was recorded in 2022, when USD 30 billion in illicit transactions was
detected, largely linked to dealings involving sanctioned services such as the Russian exchange
Garantex [3].
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The same report indicates a steady increase in illicit flows through cryptocurrency bridges
between 2020 and 2024. In January 2024, a record USD 234 million in illegal flows was recorded,
primarily originating from Tornado Cash and routed through cross-chain bridges [3].

Most criminals seek to convert cryptocurrency into fiat currency through centralized
exchanges, which provide high liquidity and integration with traditional financial services. Despite
this, the volume of illicit funds flowing into centralized exchanges declined from nearly USD 2
billion per month to approximately USD 780 million per month, largely due to the implementation
of more effective AML programs on these platforms.

Another method of money laundering involves the use of OTC brokers, which facilitate
large transactions between two parties outside public exchanges. Some OTC brokers do not apply
adequate customer due diligence (KYC) procedures, making them particularly attractive to criminal
actors.

One of the most well-known examples of cryptocurrency use for money laundering is the
Russian darknet marketplace Hydra, which was widely used for drug trafficking, money laundering,
and other illicit activities.

According to the report, more than 50% of illicit funds ultimately reach centralized
exchanges, owing to their high liquidity and ease of converting crypto-assets into fiat currency. This
continues to make centralized exchanges attractive to money launderers, despite strengthened AML
controls on these platforms.

In response to these challenges, FATF, the European Union, and leading jurisdictions are
tightening regulatory requirements for virtual assets, licensing standards for crypto-asset service
providers, risk-based monitoring criteria, and transparency requirements for blockchain
transactions. At the same time, national regulators, including those in Ukraine, remain in the active
phase of adapting domestic legislation to align with international standards.

Subsequently, the regulatory requirements imposed by FATF on virtual asset service
providers are examined. In 2019, FATF updated its standards by introducing the category of Virtual
Asset Service Providers (VASPS).

Key FATF requirements are set out in Recommendation 10 on Customer Due Diligence,
which mandates customer identification (KYC), verification of beneficial ownership, and
establishes that non-face-to-face threshold transactions of USD/EUR 1,000 or more require the
application of customer due diligence measures.

The core AML/CFT requirements applicable to virtual assets and VASPs are contained in
FATF Recommendation 15 on New Technologies, which:

— defines virtual assets and VASPs as objects of financial monitoring;

— introduces mandatory licensing or registration of crypto-asset service providers;

— extends all fundamental AML/CFT obligations to VASPs;

— requires implementation of the Travel Rule;

— strengthens international cooperation;

— promotes the application of a risk-based approach.

VASPs are equated with financial institutions and are required to implement a full set of
AML/CFT measures, including:

1. Customer due diligence (CDD), encompassing:

— identification and verification of customers and ultimate beneficial owners (UBOSs);
— customer risk assessment;
— enhanced monitoring of high-risk transactions.

2. Record-keeping of transaction data and customer information for at least five years;

3. Ongoing transaction monitoring, detection of suspicious activities, and submission of
suspicious transaction reports to competent authorities;
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4. Identification and monitoring of politically exposed persons (PEPs), including the
application of enhanced due diligence (EDD) to PEPs, their family members, and close associates.

The status of FATF Recommendation implementation is reflected in recent assessments. As
of April 2025, a total of 138 jurisdictions had been evaluated for compliance with FATF standards
on virtual assets and VASPs under Recommendation 15 and its Interpretive Note (INR.15). Global
implementation has shown moderate improvement compared to 2024. Specifically, 29% of
jurisdictions (40 out of 138) were assessed as largely compliant, up from 25% in 2024, while the
proportion of non-compliant jurisdictions declined from 25% to 21%. Nearly half of jurisdictions
(49%) remain only partially compliant, and, as in the previous year, only one jurisdiction achieved
full compliance.

Positive developments were observed in international cooperation and cross-border
information exchange. However, substantial challenges persist, particularly in conducting
comprehensive ML/TF risk assessments, identifying and supervising VASP entities, and effectively
implementing the FATF Travel Rule.

According to the FATF survey conducted in March 2025, 76% of jurisdictions (124 out of
163) reported having conducted ML/TF risk assessments related to virtual assets and VASPs,
compared to 71% in 2024. Nevertheless, only 40 out of 138 jurisdictions met or largely met the
requirements for applying a risk-based approach in this area, indicating a persistent gap between
formal compliance and effective implementation [6].

2025

2024

2023

2022

Compliant  m Largely Compliant  m Partially Compliant  m Not Compliant

Figure 1. Assessment Results: Compliance with R. 15 (as of April 2025)
Source: Targeted Update on Implementation of the FATF Standards on Virtual Assets/VASPs [6].

Moreover, Recommendation 16 “Wire Transfers” establishes the so-called Travel Rule. In
particular, VASPs are required to transmit information on the originator and the beneficiary,
including relevant identification data, together with a virtual asset transfer, and to ensure that such
information is readily available to regulatory and law enforcement authorities.

The extent to which individual jurisdictions have implemented the Travel Rule is illustrated
by the findings of recent empirical studies.

According to the 2025 FATF survey, 73% of jurisdictions (85 out of 117)—excluding those
that prohibit or intend to prohibit VASP activities—have enacted legislation implementing the
Travel Rule. This marks an increase compared to 2024, when only 65 jurisdictions had adopted the
relevant legal framework. A further 14 jurisdictions are currently in the process of implementation,
slightly fewer than the 15 out of 80 jurisdictions reported in 2024. At the same time, 42 of the 205
surveyed jurisdictions did not submit responses, which strongly indicates a lack of implementation
and underscores that global compliance with the Travel Rule remains incomplete.
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Despite notable legislative progress, enforcement practices remain limited. Among the 85
jurisdictions in which Travel Rule legislation is already in force, 59% (50 jurisdictions) have not yet
issued supervisory findings, formal directives, or undertaken enforcement actions related to
compliance. This situation can largely be explained by the relatively recent adoption of the relevant
legislation, as competent authorities in many jurisdictions are still in the process of developing
supervisory frameworks and enforcement mechanisms. In addition, certain jurisdictions may
currently prioritize engagement with VASPs, the handling of ongoing cases, or the facilitation of
remedial measures.

s setz D
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0 20 40 60 80 100 120 140

Has passed legislation putting in place the Travel Rule for VASPs
M In the process of passing legislation to put in place the Travel Rule for VASPs
Bl None of the above

Figure 2. Jurisdictional Implementation of the Travel Rule
Source: Targeted Update on Implementation of the FATF Standards on Virtual Assets/VASPs [6].

In response to these challenges, the FATF has emphasized the urgent need for jurisdictions
to fully operationalize the Travel Rule. To promote effective and consistent supervisory and
enforcement practices, the FATF issued a dedicated guidance document entitled Best Practices in
Travel Rule Supervision (FATF/PDG(2025)18).

The countries of the European Union, in turn, are gradually implementing the provisions of
the Markets in Crypto-Assets Regulation (MiCA), which introduces comprehensive requirements
regarding transparency, licensing, and financial monitoring of participants in the crypto-asset
market [7]. In addition, the EU has adopted the Regulation on information accompanying transfers
of funds and certain crypto-assets (TFR, 2023), which effectively obliges crypto-asset service
providers to apply the Travel Rule, namely to provide data on the originator and the beneficiary of
virtual assets during a transaction.

In particular, the MICA lays down uniform transparency and disclosure rules on the
issuance, offer to the public and admission to trading of crypto-assets; additionally, it governs the
authorisation and supervision of crypto-asset service providers (CASPs). The Regulation intends to
protect investors, promote innovation and competition, safeguard financial stability, ensure the
smooth operation of payment systems, avoid monetary policy risks, prevent market abuse and
insider dealing. In force of the technology neutrality principle, crypto-assets that are already
covered by existing legislation, such as financial instruments,deposits, funds, or securitisations, fall
outside the scope of MiCA and shall remain covered by existing regulation [10].

Among the key advantages of MiCA is the establishment of a single, harmonised regulatory
framework for crypto-assets across the entire European Union. In practical terms, obtaining
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authorisation in one Member State enables crypto-asset service providers to offer their services
throughout all EU Member States, thereby ensuring regulatory certainty and facilitating cross-
border market access.

Furthermore, the application of the MICA Regulation enhances the protection of both
crypto-asset projects and investors. In particular, compliance by CASPs with the regulatory
obligations set forth under MiCA enables them to effectively defend their rights and legitimate
interests against unlawful or excessive claims by various authorities and institutions. However, it
should be emphasised that the actual effectiveness of any regulatory framework largely depends on
the quality and consistency of its enforcement in practice.

It should also be noted that although the terms Virtual Asset Service Provider (VASP) and
Crypto-Asset Service Provider (CASP) are often used interchangeably, there are significant
differences between them (Table 1). The concept of VASP was introduced by the Financial Action
Task Force and encompasses a broad range of crypto-related services, including the exchange and
administration of virtual assets. CASPs, by contrast, are regulated under MiCA and include only
those service providers operating within the European Union. While VASPs are required to comply
with AML/KYC obligations in line with FATF’s global standards, CASPs under MiCA are subject
to additional regulatory requirements, including consumer protection measures and safeguards
aimed at maintaining financial market stability. Accordingly, whereas VASPs may operate on a
global scale, CASPs are strictly confined to the regulatory framework of the European Union.

Table 1. Comparison of the Concept and Substance of the Terms VASP and CASP

Criterion VASP CASP

Regulatory scope AML/CFT (anti-money laundering and Market regulation, licensing, supervision, and
counter-terrorist financing) investor protection

Legal nature FATF international standard (binding EU Regulation, legally binding on all Member
through national implementation) States

Definition of the Virtual asset (broad concept) Crypto-asset (narrower concept as defined by

asset MiICA)

Main types of Exchange of virtual assets; transfer of Custody and administration; exchange; execution

services virtual assets; custody and safekeeping of orders; placement of crypto-assets; reception
services; participation in financial and transmission of orders; portfolio management;
services related to virtual assets advisory services

Mandatory KYC, CDD, Travel Rule, reporting of Licensing, operational resilience, corporate

requirements suspicious transactions, PEP screening, governance, disclosure obligations, safeguarding
ongoing monitoring of clients’ assets

Primary focus Prevention of illicit financial flows Market regulation and mitigation of risks to

consumers

Status in the Applied in all jurisdictions implementing | Applicable exclusively within the European

international FATF standards Union

context

Supervisory National financial intelligence and National financial regulators (central banks,

authorities AMVL/CFT authorities market supervisory authorities)

Legal force Standards implemented through national | Direct applicability in the EU, mandatory for all
legislation market participants

Registration / Requires registration or licensing of Detailed licensing procedures, capital

licensing VASPs, without detailed procedural requirements, compliance and risk-management

requirements specifications obligations

Source: compiled by the author

It is also necessary to draw attention to another important aspect of financial monitoring of
virtual assets. Despite the well-recognised attractiveness of cryptocurrencies for money laundering
and terrorist financing, a number of inherent characteristics significantly reduce this level of
attractiveness (Table 2).
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Table 2. Characteristics of cryptocurrencies that reduce their attractiveness for ML/TF
No. Characteristic Substance and impact on ML/TF risk reduction
Public and transparent Data on all transactions are recorded in a public ledger, enabling real-time
1 | nature of blockchain tracing of fund movements and thereby complicating the concealment of illicit
activities.
2 Pseudonymity rather than | Crypto wallets may be linked to real individuals through exchanges or analytical
full anonymity algorithms, making illicit schemes less covert.
3 Complexity of conversion | Exchanging cryptocurrencies into traditional currencies generally requires
into fiat currency identity verification, leaving traceable records for law enforcement authorities.
Development of analytical | Chainalysis, TRM Labs, Elliptic, and similar tools enable the tracing of
4 | tools transaction chains, identification of mixers, and detection of monitoring evasion
schemes.
5 Blacklists and reputational | Addresses associated with criminal activity are blocked or flagged as high-risk,
tagging complicating the further use of such assets in subsequent transactions.
6 High market volatility Price instability reduces the suitability of cryptocurrencies for long-term value
storage within illicit schemes.

Source: compiled by the author.

Next, the current state of AML/CFT/CPF implementation in the field of virtual assets in
Ukraine should be examined. According to the Global Cryptocurrency Adoption Index, Ukraine
ranked 4th in terms of cryptocurrency transaction volume in 2021, 6th in 2024, and 8th in 2025 [4].

This situation is driven by a number of factors. In particular, transactions involving such
assets are fast and offer a degree of anonymity, which makes them a potentially convenient
instrument for laundering criminal proceeds and financing terrorism. Taking into account the need
to regulate virtual assets and transactions conducted using them, on 8 September 2021 the
Verkhovna Rada of Ukraine adopted, at second reading, the Law of Ukraine “On Virtual Assets”.
The law was intended to regulate social relations arising in connection with the circulation of virtual
assets in Ukraine, to define the rights and obligations of market participants, and to establish the
principles of state policy in the field of virtual assets. However, the law was returned by the
President for revision and ultimately never entered into force.

On 3 September 2025, the Verkhovna Rada of Ukraine took a significant step towards the
development of the digital economy by adopting, at first reading, Draft Law No. 10225-d, which
aims to legalise the virtual asset market and establish rules for their taxation. The draft law defines
virtual assets as a specific type of digital property that does not constitute legal tender, while their
legal regime is equated to that of movable property [5].

The draft law establishes a taxation rate on income derived from crypto-asset transactions at
18% personal income tax and 5% military levy, with a preferential rate of 5% applicable during the
first year. It also provides for stringent financial monitoring requirements comparable to those
applied in the banking sector and envisages harmonisation with the EU Markets in Crypto-Assets
Regulation (MiCA).

The issue of designating the market regulator—either the National Bank of Ukraine or the
National Securities and Stock Market Commission—remains unresolved and is expected to be
determined prior to the second reading. The draft law also introduces liability for violations,
including fines imposed on virtual asset service providers. In parallel with the legalisation of
cryptocurrencies within the banking sector, the implementation of open banking is underway,
regulating data exchange between banks and third-party payment service providers based on the
user’s explicit consent. This development creates additional safeguards for the security and
transparency of virtual asset transactions.

At the same time, experts emphasise the need to further refine the draft law in order to avoid
excessive regulatory burdens on businesses and the risk of abuse by supervisory authorities.
Overall, the legalisation of the cryptocurrency market could generate up to UAH 14-15 billion in
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additional annual budget revenues and contribute to the development of Ukraine’s digital economy.
At present, further work on Draft Law No. 10225-d is ongoing, with more than 2,000 amendments
reportedly submitted.

Taking into account the above, it is possible to formulate the key regulatory tasks facing
Ukraine at the current stage of development of the virtual asset market (Table 3).

Table 3. Key Tasks of Regulating the Virtual Asset Market

No. Regulatory area Content of the task
1 Transparency and accountability of market * Licensing and registration of VASPs/CASPs
participants * Establishment of disclosure standards
» Introduction of corporate governance requirements
5 Anti-money laundering and counter-terrorist * Implementation of KYC/CDD procedures
financing (AML/CFT) * Application of the FATF Travel Rule
* Transaction monitoring and reporting of suspicious
activities
3 Consumer and investor protection I Prevention of fraud and market manipulation

[ Ensuring the security of asset custody

| | Disclosure of risks associated with virtual assets
Enhancement of financial stability * Prevention of fraud and market manipulation

* Ensuring the security of asset custody

* Disclosure of risks related to virtual assets
Promotion of innovation in the blockchain sector | < Creation of favourable conditions for Web3
companies

* Support for the development of tokenisation and
digital assets

« Introduction of regulatory sandboxes
Cybersecurity and infrastructure protection * Cybersecurity requirements for exchanges and
custodians

* Prevention of hacking and cyberattacks

» Cooperation with international cyber intelligence
centres

Harmonisation with international standards * Implementation of FATF Recommendation 15

* Alignment with EU regulation (MiCA, AML
Package)

* Unified approaches to cross-border operations

Source: compiled by the author.

Discussion. Despite the introduction of legal regulation governing the circulation of virtual
assets in Ukraine, significant gaps remain both in the normative regulation of certain aspects and in
law enforcement practices aimed at countering the criminal use of cryptocurrencies [15].

Within the framework of financial monitoring of virtual assets in Ukraine, the key issues
under discussion include the incomplete implementation of FATF standards (in particular
Recommendation 15), deficiencies in the licensing of virtual asset service providers (VASPs), and
the limited effectiveness of the State Financial Monitoring Service of Ukraine in providing data for
the investigation of crypto-related transactions. These challenges are further exacerbated by the
wartime context, in which virtual assets are frequently used for rapid transactions but are often
flagged due to “tainted” funds or errors in AML systems.

FATF Recommendation 15 requires risk assessment, licensing of VASPs, and the
implementation of the Travel Rule; however, in Ukraine these measures have been implemented
only partially, with weak supervisory oversight and limited enforcement. Draft Law No. 10225-d,
adopted at first reading, does not resolve issues related to coordination between the National Bank
of Ukraine, the National Securities and Stock Market Commission, and the Ministry of Digital
Transformation of Ukraine. Scholarly and policy debates also highlight the risks associated with
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decentralised finance (DeFi) and decentralised exchanges (DEXs), where centralised control
mechanisms are absent.

Particular attention is drawn to identification challenges and risk management issues, as
AML/KYC systems frequently block bona fide users due to interactions with unregulated
exchanges or suspicious transaction patterns, resulting in false positives. Although the State
Financial Monitoring Service of Ukraine coordinates analytical efforts, law enforcement authorities
still lack comprehensive information, especially with regard to anonymous wallets and cross-border
transactions.

Issues related to institutional coordination, regulatory oversight of compliance in the virtual
asset market, and the effective enforcement of AML requirements therefore remain unresolved.

Conclusions. The conducted research confirms that the rapid development of the virtual
asset market is significantly transforming the financial system while simultaneously generating new
and complex challenges for anti-money laundering and counter-terrorist financing systems.
Combining substantial innovative potential with a high degree of technological complexity, virtual
assets function both as instruments of economic development and as objects of heightened
AML/CFT risk, particularly in the context of cross-border transactions, decentralised financial
services, and the use of anonymisation technologies.

The article substantiates that international FATF standards—particularly Recommendation
15 and its associated requirements regarding VASP licensing, the application of a risk-based
approach, and the implementation of the Travel Rule—constitute the core foundation for an
effective financial monitoring system in the virtual asset sector. At the same time, the results of
global FATF assessments demonstrate the fragmented and uneven implementation of these
standards across jurisdictions, creating regulatory gaps and opportunities for regulatory arbitrage.

The study further demonstrates that, contrary to the widespread perception of
cryptocurrencies as highly attractive tools for criminal activity, a number of their inherent
characteristics—such as blockchain transparency, pseudonymity, difficulties in converting into fiat
currency, the development of analytical tools, and reputational mechanisms—objectively reduce the
effectiveness of virtual assets for money laundering and terrorist financing, provided that adequate
regulatory and supervisory frameworks are in place.

An analysis of the European regulatory approach, particularly the Markets in Crypto-Assets
Regulation (MiCA), allows the conclusion that the combination of FATF AML/CFT requirements
with market and prudential regulation of CASPs forms a more comprehensive model of crypto-
market oversight. This model is oriented not only towards preventing illicit financial flows but also
towards investor protection and financial stability. The identified distinctions between VASPs and
CASPs confirm the necessity of clearly separating AML functions from market supervision
functions.

For Ukraine, the issue of financial monitoring of virtual assets is of particular importance in
the context of wartime conditions, a high level of digitalisation, and the widespread use of
cryptocurrencies by individuals and businesses. Despite existing legislative initiatives, including
Draft Law No. 10225-d, the regulatory and supervisory framework governing virtual assets remains
at a formative stage, with significant gaps persisting in institutional coordination, service provider
licensing, and the practical enforcement of AML/CFT requirements.

In summary, effective financial monitoring in the virtual asset environment is achievable
only through a comprehensive approach that combines the implementation of FATF international
standards, harmonisation with EU law, the development of analytical and digital supervisory tools,
and the strengthening of the institutional capacity of national regulators. The implementation of
these measures constitutes a key prerequisite for ensuring Ukraine’s financial security, reducing
ML/TF risks, and fostering the sustainable development of the virtual asset market in the future.
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®dinaHcoBMii MOHITOPHHT BipTyaJIbHMX AKTHUBIB: MIKHAPO/IHI CTAHAAPTH Ta BUKJIUKHU iMILIeMeHTALil B YKpaiHi

Anomayin. CrarTsi TIpUCBSYEHA IOCIHI/DKEHHIO (DIHAHCOBOTO MOHITOPHMHTY Yy cdepi 00iry BipTyalbHHX
akTuBiB. CTpPIMKMII PO3BHTOK IIbOTO CerMeHTa ()iHAHCOBOTO PHHKY CTBOPIOE HOBI MOXKJIMBOCTI ISl €KOHOMIKH,
BOJHOYAC (OPMYIOUM MiJBUINEH] PU3MKM BiIMHBAHHS JOXOIIB, (iHAHCYBaHHS TEPOpU3MY Ta 00XOIy CaHKIIH, IO
3YMOBIIIOE HEOOX1/THICTh €(pEKTHBHOTO PEryJISITOPHOTO Ta HATJISIOBOTO pearyBaHHS.

[ocTtanoBka mpodiaemu. OCHOBHOIO TPOOIEMOIO € HEAOCTATHS Y3TOPKEHICTh HAliOHABHUX MEXaHI3MiB
(hiHAaHCOBOTO MOHITOPHHTY BIPTyadbHHX aKTHUBIB 3 MDKHapomHuMmu craHmapTramu FATF Ta eBpomelichkum
pEryJIIOBaHHAM, a TaKoX (hparMeHTAapHICTh MPABO3aCTOCOBHOI NPAaKTHKH B YKpaiHi B yMOBax BHCOKOI AWHAMIKH
KPHUIITOPHHKY.

Hepo3p’s3ani acmexkTu. Hespaxkaroun Ha akTuBHE (OpMyBaHHS HOPMATHUBHOI 0asd, 3aHIIAIOTHCA
HEpO3B’sSI3aHUMHM TIMTaHHS edekTHBHOI iMIuiementartii Pexomenmamii 15 FATF, 3acrocysamns Travel Rule,
KOOpJIMHAIIIT MIXK HalliOHAJTbHUMHU PETYJISITOPaMU, a TaKOX HarJsIy 3a JIeleHTpali3oBaHuMHU (DiIHAHCOBUMH CepBicamMu
Ta TPAHCKOPJOHHUMH OTIEPALlisIMH.

Mera crarTi. MeTO MOCTIDKCHHS € KOMIUIGKCHHH aHaai3 MDKHApOIHHX CTaHAapTIiB (HiHAHCOBOTO
MOHITOPHHTY BIpTyaJIbHUX aKTHBIB, OIIHKA aKTyaJbHUX PH3HKIB BiIMHBAaHHS KOIITIB i ()iHAHCYBaHHS TEPOPHU3MY Ta
OOTPYHTYBaHHS HalPSIMIB yJIOCKOHAJIEHHS PEryJIIOBaHHS B YKpaiHi 3 ypaxyBaHHsaM crannaptiB FATF i migxoxis €C.

OcHoBHEIT MaTepiaj. Y cTaTTi MpoaHalli30BaHO MPABOBY MPUPOAY BIpTyaJbHUX akTHBiB, BUMord FATF mo
VASP, ocobnuBocTi 3actocyBanus Travel Rule, cratuctuky He3akoHHUX KpuiToorepaiiid 3a nanumu Chainalysis, a
TaKOX €BPONEHCHEKY MOJEIb PerylItoBaHHs BiqmoBiqHo 10 Pernmamenty MiCA. OxpeMy yBary NpHIJICHO MOPiBHIHHIO
nousTh VASP 1 CASP Ta olLiiHIII CTaHy PaBOBOTO PETyJIIOBaHHs B YKpaiHi.

BucnoBku. O0rpyHTOBaHO, M0 eeKTHBHUHN (HiHAHCOBUI MOHITOPHHT BipTyaJbHHUX aKTHBIB MOJIMBUH JIHIIIC
3a YMOBH ITO€JHAHHS MiKHapogHuX craHmaptie FATF, rapmonizarii 3 mpaBom €C, po3BUTKY aHATITHIHUX TEXHOIOTIN
Ta TMOCHJICHHSI IHCTUTYIIHHOI CIPOMOKHOCTI HalliOHANBbHUX OpraHiB. [IpakTH4yHe 3HAuYSHHS PE3yJbTATIB IOJISTAE Y
(dopMyBaHHI peKOMEHMAIH s MiABUINCHHS (iHaHCOBOI Oe3mekn YKpaiHH Ta 3HIKeHHs pm3ukis ML/TF vy
KPHIITOCEKTOPI.

Knouosi cnoea: sipmyanvui axmusu, hinancosuil monimopune; npomudis eiomueanHio xowmie (AML);
inancysanns mepopusmy (CFT); FATF; Travel Rule; VASP; CASP; Pezramenm MICA; kpunmosamomuuii punox;
@inancosa besnexa.
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