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Prospects for the implementation of Global Internal Audit Standards in the banking

sector of Ukraine: adaptation to international requirements and national realities

Abstract. Internal audit in banks is a key tool for enhancing the efficiency and resilience of the
banking system, providing an independent assessment of governance, control, and risk management
systems. The activities of internal audit units are regulated by international standards, particularly the Global
Internal Audit Standards (GIAS) 2024, adapted to the Ukrainian context.

Problem statement. Under conditions of economic instability and external challenges, including
martial law, the harmonization of national approaches to internal audit with international standards has
become especially relevant, as it will improve control efficiency, transparency, and trust in the banking
system.

Unresolved issues. Despite the existing regulatory framework, problems remain in resource
provision, staff qualification levels, implementation of modern audit technologies, and the readiness of bank
management to actively cooperate with internal audit units. The adaptation of GIAS to the public sector also
remains insufficiently explored.

Purpose of the article. To substantiate the prospects for implementing the GIAS 2024 in the
Ukrainian banking sector, considering international experience, national regulatory specifics, and current
financial security challenges.

Main material. The article presents a comparative analysis of the structure and content of the GIAS
2024 and previous standards, highlighting the five domains of the new standards, their principles,
requirements, and implementation guidelines. The difficulties of adapting the requirements - particularly in
resource provision, communication with supervisory boards, and the introduction of KPIs for evaluating audit
effectiveness—are analyzed. Practical aspects of implementing new procedures are identified, including
strengthening the role of internal audit in risk management systems and supporting the digital transformation
of banks.

Conclusions. The implementation of GIAS 2024 in the Ukrainian banking sector has the potential to
significantly improve the quality of internal control, align with international standards, and strengthen investor
confidence. Successful realization requires methodological guidelines, a clear system of performance
indicators, updated internal bank regulations, adequate financial and human resources, and integration of
the standards into the daily practice of internal auditors.
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Introduction. Internal audit in banks plays an exceptional role in ensuring the efficiency
and resilience of the banking system, serving as an independent tool for assessing and improving
governance, control, and risk management systems.
The internal audit standards applied in Ukrainian banks are the International Standards for the
Professional Practice of Internal Auditing, adopted by the International Internal Audit Standards
Board (IIASB) and approved by the International Professional Practices Framework Oversight
Council (IPPFOC), which define the general principles (procedures) that internal audit units must
follow in the performance of their functions [1]. It should be noted that internal audit standards are
continuously reviewed and improved. Thus, as of January 9, 2025, the Global Internal Audit
Standards (GIAS) 2024 are in force [2]. Their official Ukrainian translation is available on the
website of the Institute of Internal Auditors of Ukraine.

The relevance of this study is driven by the growing need to strengthen the Ukrainian
banking system under conditions of economic instability, integration processes, and external
challenges, particularly those related to martial law. Internal audit, as an independent management
function, becomes especially important for ensuring the financial stability of banks and fostering
trust from the state, investors, and society. In this context, a key task is the adaptation and
implementation of the GIAS 2024, which serve as a modern tool for harmonizing audit processes
with international practice. Given that the Ukrainian banking system aims to comply with EU
standards and global financial control requirements, the study of mechanisms and prospects for
implementing the new internal audit standards is both scientifically justified and practically
necessary.

Literature Review. Theoretical aspects of the internal audit system in banks and the
mechanisms of their practical implementation have been actively examined by both domestic and
foreign researchers.

The scholarly contribution of Skasko O. and Dmyshko Ya. (2023) lies in defining criteria
for assessing the efficiency of internal audit systems in banks by revealing the mechanisms of their
interaction with the National Bank of Ukraine and audit firms under conditions of uncertainty
during wartime. The authors proposed ways to improve bank management quality through
streamlining the functioning mechanisms of internal audit and identified directions for enhancing
the efficiency of organizing internal audit inspections in banks to improve the quality of
management processes.

Krutova A. S. and Semenets A. O. (2018) systematized the shortcomings of domestic
regulatory support for internal audit and developed measures to address them, taking into account
international experience, by implementing global best practices into the national legal framework.

Mukiibi S. and Kabanda R. (2025) examined the impact of internal audit practices on
financial performance. The study concluded that strengthening internal audit practices - including
risk management, financial oversight, and compliance monitoring - is crucial for improving
financial performance.

Particular attention should be paid to the research of Male K. and Irumba A. (2025), which
focuses on the effectiveness of audit practices and their impact on bank cash flow management. The
study investigated how the functions, policies, and procedures of internal audit contribute to the
accuracy, accountability, and efficiency of managing a bank’s financial flows.

Research by several foreign scholars focuses on identifying the challenges and barriers that
arise in the practical implementation of the Global Internal Audit Standards within organizations
and institutions of various levels and forms of ownership.

As Lenz and O’Regan (2024) note, while the revised Global Internal Audit Standards favor
a principles-based approach, the prescriptiveness of the I1A’s Standards continues to constrain
individual judgment and critical reasoning, narrowing the intellectual and moral horizons of modern
internal auditing.
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Shaban and Barakat (2023) emphasize that while internal auditing plays a crucial role in
ensuring regulatory compliance, identifying risks, and enhancing efficiency, the effectiveness of
internal audit standards in fostering value-added tasks - such as strategic planning and risk
management - remains insufficiently examined, especially in emerging markets.

Purpose, objectives, and research methods. The purpose of the study is to substantiate the
prospects for implementing the Global Internal Audit Standards in the Ukrainian banking sector,
taking into account international experience, national regulatory specifics, and current challenges in
the field of financial security. To achieve this aim, the following objectives were set: to analyze the
structure, content, and significance of the Global Internal Audit Standards in the context of the
modern financial environment; to identify the main challenges in implementing the Global Internal
Audit Standards in Ukrainian banks; and to propose practical recommendations for their
implementation in Ukraine’s banking sector.

The research methods include: analysis and synthesis (for studying scientific literature, legal
acts, and internal audit standards); comparative analysis (for comparing the features of the GIAS
2024 with the International Standards for the Professional Practice of Internal Auditing 2017); a
systemic approach (for assessing internal audit as part of the corporate governance system in
banks); and the abstract-logical method (for theoretical generalization of conclusions and analysis
of research results).

Results. In terms of content and structure, the current Global Internal Audit Standards
(GIAS) 2024 differ significantly from the previous standards applied in the Ukrainian banking
sector - the International Standards for the Professional Practice of Internal Auditing (2017). The
main features of the GIAS 2024 are outlined below.

The Global Internal Audit Standards are grouped into five domains, namely:

o Domain I: Purpose of Internal Auditing;

Domain II: Ethics and Professionalism;

Domain Il1: Governing the Internal Audit Function;
Domain IV: Managing the Internal Audit Function;
Domain V: Performing Internal Audit Services.

Domains 11-V are further divided into 15 principles, each of which is fulfilled through
corresponding standards. The total number of GIAS is 52.

A distinctive feature of the standards’ structure is their three-element composition:

1. requirements — provide clear instructions using the term “must”;

2. implementation guidance — contain clarifications on how the requirements may be
achieved,

3. examples of conformance evidence — not only help confirm compliance with a

specific standard but also assist in preparing for an overall quality assessment of the internal audit
system.

Domain | — Purpose of Internal Auditing defines the aim of internal auditing as follows:
“Internal auditing enhances an organization’s ability to create, protect, and sustain value by
providing the board and management with independent, risk-based, and objective assurance, advice,
insight, and foresight” [2].

Key aspects of Domain | include a risk-based approach, support for the organization’s
ability to serve the public interest, the combination of assurance and consulting services, and the
independence and objectivity of internal auditors.

Domain Il — Ethics and Professionalism replaces the former Code of Ethics of the Institute
of Internal Auditors and establishes expectations for the professional conduct of internal auditors,
including chief audit executives and others providing internal audit services. It contains 5 principles
and 13 standards (Table 1).
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Table 1. Structure of Domain 11 «Ethics and Professionalism» Global Internal Audit Standards 2024
GIAS 2024 Principles Standards
Principle 1. Demonstrate Integrity 1.1 Integrity and Professional Courage
1.2 Ethical Expectations of the Organization
1.3 Lawful and Ethical Conduct
Principle 2. Maintain Objectivity 2.1 Individual Objectivity
2.2 Preserving Obijectivity
2.3 Disclosure of Impairments to Objectivity
Principle 3. Demonstrate Competence 3.1 Competence
3.2 Continuing Professional Development
Principle 4. Apply Due Professional Care 4.1 Conformance with the Global Internal Audit Standards
4.2 Due Professional Care
4.3 Professional Skepticism
Principle 5. Maintain Confidentiality 5.1 Use of Information
5.2 Protection of Information

Source: compiled by the author based on [2]

According to Table 1, GIAS retain principles of integrity, objectivity, competence, and
confidentiality, which were also inherent in the Code of Ethics. However, a new requirement
appears in Standard 1.1 - professional courage. This standard states: “Internal auditors must
demonstrate professional courage by communicating truthfully and taking appropriate action, even
when faced with dilemmas and difficult situations” [2].

Domain 111 — Governing the Internal Audit Function sets clear requirements for chief
audit executives to work closely with the board in establishing the internal audit function, ensuring
its independence, and overseeing its activities. Senior management is also responsible for
supporting effective corporate governance of the internal audit function. The domain consists of 3
principles and 9 standards (Table 2).

Table 2. Structure of Domain Il «Governing the Internal Audit Function» Global Internal Audit Standards 2024
GIAS 2024 Principles Standards

Principle 6. Obtain Authority from the Board 6.1 Internal Audit Mandate

6.2 Internal Audit Charter

6.3 Support from the Board and Senior Management

Principle 7. Maintain an Independent Position 7.1 Organizational Independence

7.2 Qualifications of the Chief Audit Executive

Principle 8. Be Overseen by the Board 8.1 Engagement with the Board

8.2 Resources

8.3 Quality

8.4 External Quality Assessment

Source: compiled by the author based on [2]

The Chief Audit Executive’s Guide to Domain 111 [4] highlights several practical challenges,
especially in the public sector. These include limited board authority in state-owned banks (often
restricted by political functions), insufficient resources or authority of audit committees to influence
management decisions, and funding or staffing constraints that conflict with Standards 7.1
(“Organizational Independence”) and 8.2 (“Resources”).

Moreover, higher qualification requirements for chief audit executives under Standard 7.2
and the need for continuous learning entail additional costs, which not all banks can afford.
Implementing Domain 11l also requires updating internal audit documents and procedures,
conducting gap analyses, and revising mandates and strategic plans - tasks demanding both time
and expertise. Resistance from management to deeper engagement with the board may further
hinder implementation. Thus, successful adoption of Domain 11l depends on systemic changes in
governance approaches, adequate resources, and active stakeholder dialogue.

Domain IV — Managing the Internal Audit Function details the responsibilities of the
chief audit executive, including strategic planning, obtaining and allocating resources, stakeholder
communication, and ensuring continuous improvement in the internal audit function’s performance.
The domain includes 4 principles and 16 standards (Table 3).

38



ISSN 2786-5002 (online) ®IHAHCOBO-KPEANTHI CUCTEMW: MEPCNEKTUBU PO3BUTKY
ISSN 2786-4995 (print) FINANCIAL AND CREDIT SYSTEMS: PROSPECTS FOR DEVELOPMENT

3(18)2025

Table 3. Structure of Domain 1V «Managing the Internal Audit Function» Global Internal Audit Standards 2024
GIAS 2024 Principles Standards
Principle 9. Plan Strategically 9.1 Understanding Governance, Risk Management, and Control Processes
9.2 Internal Audit Strategy
9.3 Methodology
9.4 Internal Audit Plan
9.5 Coordination and Reliance on the Work of Others
Principle 10. Manage Resources 10.1 Managing Financial Resources
10.2 Managing Human Resources
10.3 Technological Resources
Principle 11. Communicate 11.1 Building Relationships and Communicating with Stakeholders
Effectively 11.2 Effective Communication
11.3 Communicating Results
11.4 Errors and Omissions
11.5 Communication on Risk Acceptance
Principle 12. Enhance Quality 12.1 Internal Quality Assessment
12.2 Performance Measurement
12.3 Supervision and Enhancement of Engagement Performance

Source: compiled by the author based on [2]

Domain IV introduces new requirements such as developing an internal audit strategy
alongside the audit plan (Standard 9.2), and a thorough understanding of governance, risk
management, and control processes (Standard 9.1). This includes assessing how the organization
identifies and evaluates significant risks, and how it selects appropriate controls in key risk areas:

o reliability and integrity of financial and operational information;
. effectiveness and efficiency of operations and programs;

o safeguarding of assets;

. compliance with laws and regulations.

Such a risk-oriented approach is also preserved in the requirements for developing the
internal audit strategy, plan, and methodology, as defined in Standards 9.2-9.4 [2].

The implementation of Standards 10.1-10.3 may be challenging due to insufficient funding
of IT infrastructure, the lack of specialized software solutions for auditing, and a shortage of
qualified personnel.

Principle 11 of the GIAS requires internal auditors to ensure effective communication;
however, its practical implementation also encounters a number of problematic aspects. In
particular, the implementation of Standard 11.2, which requires regular reporting of audit results to
the board of directors, may be hindered by ineffective stakeholder communication, since in
Ukrainian banks this practice is often overly formalized due to excessive bureaucracy.

According to the requirements of Standard 11.5, if “the chief audit executive concludes that
management has accepted a level of risk that exceeds the organization’s risk appetite or tolerance,
the issue must be discussed with senior management. If the chief audit executive determines that the
matter has not been resolved by senior management, it must be escalated to the board” [2].

Therefore, compliance with Standard 11.5 regarding risk acceptance reporting requires the
development of appropriate risk communication mechanisms, which is complicated by the fear of
conflicts with management.

Particular attention should also be paid to the requirements of Principle 12 of the GIAS,
which provide for conducting both external and internal quality assessments of internal audit.
Meeting this requirement necessitates the development of criteria for evaluating the performance of
internal audit assignments, internal auditors, and the internal audit function as a whole. Such criteria
form the basis for assessing progress toward effectiveness goals.

The implementation of Standard 12.2 essentially involves the introduction of a system of
performance indicators for assessing internal audit activities — namely, key performance
indicators (KPIs). The standard provides several examples of such indicators, including:
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e coverage of task objectives defined for verification according to the internal audit
mandate;

e percentage of key risks and control measures tested within the organization;

o stakeholder satisfaction with the understanding of task objectives, timeliness of task
execution, and clarity of audit findings;

e percentage of the internal audit plan completed on time;

e balance between assurance and consulting tasks in the internal audit plan in line with
the audit strategy;

e external quality assessments confirming compliance of the internal audit function with
the Standards, etc.

The application of Standard 12.2 in practice requires a well-developed methodology for
calculating performance indicators. Therefore, its implementation should be preceded by the
development of appropriate methodological support for the internal audit performance evaluation
process. It is advisable to establish a list of necessary indicators and determine the methodology for
their calculation at the national level.

Domain V - Performing Internal Audit Services shifts focus from management
requirements to auditor-level tasks. It sets out obligations for effective task planning, conducting
audits, developing recommendations and action plans, and maintaining communication with
management throughout and after the engagement. The domain consists of 3 principles and 14
standards (Table 4).

Table 4. Structure of Domain V «Performing Internal Audit Services» Global Internal Audit Standards 2024
GIAS 2024 Principles Standards

Principle 13. Plan Engagements Effectively 13.1 Engagement Communication

13.2 Engagement Risk Assessment

13.3 Engagement Objectives and Scope

13.4 Evaluation Criteria

13.5 Engagement Resources

13.6 Engagement Work Program

Principle 14. Conduct Engagements 14.1 Gathering Information for Analysis and Evaluation

14.2 Engagement Analysis and Potential Observations

14.3 Evaluation of Observations

14.4 Recommendations and Action Plans

14.5 Engagement Conclusions

14.6 Engagement Documentation

Principle 15. Communicate Engagement Results 15.1 Final Engagement Communication (Report)

and Monitor Action Plans 15.2 Confirmation of Recommendation or Action Plan

Implementation

Source: compiled by the author based on [2]

A key feature of Domain V is the emphasis on comprehensive documentation of all audit
engagement stages - planning, execution, reporting, and follow-up, which increases administrative
workload. The requirement to formalize each step poses particular challenges for small internal
audit units.

Discussion. The process of implementing the Global Internal Audit Standards (GIAS) is
ongoing and requires harmonization of a number of national regulatory requirements in the field of
internal audit. The active discussions surrounding this process have been fueled by the presentation
of the draft law "On Amendments to the Law of Ukraine 'On the Audit of Financial Statements and
Auditing Activities' and Certain Laws of Ukraine Regarding the Improvement of Legislation in the
Field of Auditing Activities".

In particular, the All-Ukrainian Public Organization “Institute of Internal Auditors of
Ukraine™ has expressed concern over the proposed amendments to the Law of Ukraine “On the
Audit of Financial Statements and Auditing Activities” that pertain to the internal auditing
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profession. In their opinion, certain provisions of the draft law fail to take into account the specifics
of the internal auditor profession and internationally recognized approaches to its regulation. This
could have negative consequences both for the professional community of internal auditors and for
the economy as a whole.

The GIAS set high requirements for the professional competence and ethical conduct of
internal auditors. The proposed changes do not incorporate these standards, creating the risk of
Ukraine diverging from established international practices [6].

Overall, it should be noted that the implementation of the GIAS in the Ukrainian banking
sector is a significant step toward enhancing the effectiveness, transparency, and professionalism of
internal audit in banks. The key prospects for implementing the GIAS include:

1. Improving the quality of internal audit, particularly by raising requirements for the
documentation of auditors’ work; enhancing communication with management and supervisory
bodies, which will ensure a deeper understanding of risks and more effective control.

2. Harmonizing domestic internal audit requirements with international ones, which is
crucial for integrating Ukraine’s banking sector into global financial markets and increasing
investor and partner confidence.

3. Enhancing the professional competencies of auditors, including updating training
programs and raising qualification requirements for internal auditors, which will contribute to the
development of professional skills.

4. Strengthening the role of internal audit in the risk management system, enabling
banks to more effectively identify, assess, and manage various types of risks.
5. Supporting digital transformation, as the GIAS address modern technological

challenges, particularly in IT systems auditing, which is critical for the banking sector in the context
of digitalization.

It should be noted that Ukraine is currently undertaking measures to adapt national standards
to the GIAS, with the support of international programs such as EU4PFM. The goal of these
initiatives is to assist in harmonizing standards, updating training programs, and strengthening
quality control in internal auditing [3].

Conclusions.

The implementation of the Global Internal Audit Standards in the Ukrainian banking sector
holds significant potential for strengthening the effectiveness of internal control. However, it
requires a systemic approach, adequate resources, and active support from state and professional
institutions.

Based on the above, it is considered that for the further integration of the GIAS into the
practical activities of bank internal audit units, the following prerequisites must be met:

¢ development and implementation of methodological guidelines for applying the GIAS;

e approval of a list of key performance indicators for evaluating internal audit activities
and development of a methodology for their calculation at the national level;

e updating the existing Internal Audit Regulations of individual banks in accordance with
current internal audit standards (GIAS);

e conducting systematic training and professional development of internal auditors;

e ensuring adequate resources for the implementation of new audit procedures and
technologies;

¢ integrating the standards into the daily practice of bank internal audit units.
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IlepcnekTHBH BOPOBAIKEHHS IJI00aTbHUX CTAHAAPTIB BHYTPILIHBOI0 ayIUTY B 0aHKIBCBKOMY CEKTOPi
Yxpainu: agantanisi 10 MizKHAPOAHUX BUMOT i HalliOHAJIBLHMX peaJii

Anomauyin. BHyTpimHii ayuT y 6aHKax € KIIOYOBUM IHCTPYMEHTOM IIiJIBHIEHHS €(pEKTHBHOCTI Ta CTIMKOCTI
0aHKIBCHKOI cHUCTEMH, 3a0e3Medyoun He3aJIe)KHY OLIHKY CHCTEM YNPABIIHHS, KOHTPOJIO Ta YHPaBIiHHS PU3UKaMH.
JisubHICTP  MiAPO3OITIB  BHYTPIIIHBOTO —ayIOUTy PETrJAMEHTYEThCS MDKHAPOTHHMH —CTaHIApTaMH, 30KpeMa
I'mobaneHUME cTarmapTamu BHyTpimHBOT0 ayauty ('CBA) 2024 poky, amanToBaHUMU 10 YKPaiHCBKUX pealriil.

[ocTranoBKa npodaemu. B ymoBax ekoHOMiIUHO{ HECTaOITPHOCTI Ta 30BHIITHIX BUKITUKIB, 30KpeMa BOEHHOTO
CTaHy, OCOOJMBO aKTyaJbHHM CTa€ INHTaHHA TapMOHi3aIlii HaIiOHANPHUX IIXOAIB IO BHYTPIIIHBOTO ayauTy 3
MDKHAPOTHUMH CTaHAApTaMH, IO JO3BOJIUTH MiABHIINTH €(EeKTUBHICTH KOHTPOJIIO, MPO30PICTh Ta IOBIpY MdO
0aHKIBCHKOI CHCTEMH.

Hepo3p’sa3ani acmexktun. [lormpu HasBHICTH HOpPMAaTHBHOI 0a3W, 3aJIMILAIOTHCS MPOOJIEMH 3 PECYPCHHM
3a0e3rneuyeHHsM, piBHEM KBajidikaiii KaapiB, BIPOBADKCHHSIM Cy4acHHUX TEXHOJIOTI ayIuTy Ta TOTOBHICTIO
KEepIBHHUIITBAa OaHKIB [0 aKTHBHOI B3aeMOIl 3 MiAPO3AiaMH BHYTPIIIHBOTO ayauTy. HemocTaTHbO TOCHTIIKCHUMH €
nuTanHs anantanii [CBA 1o yMOB Iep:KaBHOTO CEKTODY.

Meta crarTi. OGrpyHTyBatn nepcrextuBu BuposamkeHHs: [ CBA 2024 y 6aHKiBCbKOMY CeKTOpi YKpaiHu 3
ypaxyBaHHSIM MDKHapOJHOTO JIOCBiZy, HAalliOHAIBHUX OCOOJMBOCTEH pEryJIIOBaHHS Ta aKTyaJbHUX BHUKIIUKIB
(iHaHCOBO O€3MeKH.

OcHoBHMii MaTtepian. Y cTaTTi NpoBeneHO NOPIBHSUIBHMK aHaii3 cTpykTypu Ta 3micty 'CBA 2024 i
TIOTIePEeIHIX CTaHIAPTIB, BHOKPEMIJIGHO II'SITh PO3ZiNIIB (IOMEHIB) HOBHX CTaHAAPTiB, IX NPWHIMIN, CTAHIAPTH Ta
pexoMeHamii 3 BIpoBaKeHHS. [IpoaHami3oBaHO TPYAHOIII ajamTamii BHMOT, 30KpeMa y cdepi pecypcHOro
3a0e3MmedeHHs], KOMYHIKAIll 3 HarmsaIqoBUMH pamaMu, BrpoBamkeHHS KPl mms omiHroBaHHA eQEeKTHBHOCTI ayamWTy.
BusHaueHO TpakTWYHI acleKTH BIPOBA/UKEHHS HOBUX IPOILENYp, BKIIOYHO 3 IMiJBUIICHHSAM pOJI BHYTPILIIHBOTO
ayJUTy Y CHUCTEeMI YIpaBIIiHHS PU3MKAMHU Ta i ATPUMKOIO HUPpoBOi TpaHchopMallii OaHKIB.

BucnoBku. BrpoBamkennss 'CBA 2024 y 6aHKiBCbKOMY CEKTOpi YKpaiHM Mae MOTEHIall JJsl CYTTEBOTO
MIZBUIIECHHS SIKOCTI BHYTPIIIHROTO KOHTPOJIFO, TAPMOHI3aIlli 3 MDKHAPOJHUMH CTaHIAApTaMU Ta 3MILHCHHS IOBIpH
iuBectopiB. Jlms yemimmHOT peamizaiii HEoOXigHI METOHOJOIIYHI pPEKOMEHMAIlil, YiTKa CHCTEeMa I[OKa3HHKIB
e(eKTUBHOCTI, OHOBJICHHS BHYTPIIIHIX IOJIOKCHh OAHKIB, HaJe)KHE (DiHAHCOBE Ta KaapoBe 3a0e3IEUeHHS, a TaKOXK
IHTEerpais CTaHIapTIiB y MIOICHHY NPAKTHKY BHYTPILIHIX ayIUTOPIB.

Knrouosi cnosa: snympiwmniti ayoum, [ 106anehi cmanoapmu 6HYmMpiuHb020 ayoumy, OAHKIBCbKUL ceKxmop,
VIPAGIIHHS PUSUKAMU, MIJICHAPOOHI cmaHnoapmu, QiHancosa besneka.
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