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THEORETICAL AND METHODOLOGICAL PRINCIPLES OF REPUTATION RISK

MANAGEMENT IN BANKS

Abstract. The success of banking institution directly depends not only on the quality of provided
services, but also on the reputation of bank on the market. This issue is especially acute for the bank, since
its effectiveness largely depends on the behavior and degree of trust in it by customers, creditors, the state,
counterparties and partners. Therefore, for the banking business, the threat of reputation loss has taken one
of the first places in the list of the most significant risks.

The article substantiates the theoretical and methodological principles for improving the
management system of reputational risk in banking. The object of the research is the process of managing
the reputational risk in banks, and the subject of the research is theoretical and methodical approaches to
the management of reputational risk in banks.

The study of scientific works of foreign and domestic scientists and the regulatory framework made it
possible to generalize the main approaches to the interpretation of the concept of "reputational risk". It has
been found that most of the authors of the considered methodical approaches concerning reputation and risk
in banks do not distinguish between the concepts of "business reputation" and "reputational risk". Reputation
risk is associated with the loss of business reputation, trust and loyalty to the bank on the part of customers
and partners, i.e. concerns the management of relations with interested persons. It has been proven that
reputation risk can arise as a result of other types of banking risks, or the appearance of such factors as
information asymmetry.

It has been established that the main measures to minimize the risk of loss of business reputation
(reputational risk) in banks are: the implementation of an appropriate information policy, which would involve
the publication of information about the bank on the bank'’s official website and in the mass media, aimed at
maintaining the positive reputation of the bank and its image; the participation in thematic conferences,
meetings and current interaction with participants of the financial market, settlement of disputed issues by
clients and partners of the bank in working order.

Key words: bank, business reputation, reputational risk, assessment of bank reputation,
management of reputational risk.
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Introduction. The peculiarities of the economic conditions in which banks operate today
require the search for modern methods of risk management, including reputational risk
management. Reputational risks are growing especially quickly due to the rapid development of
information technologies and globalization. In the quarantine conditions caused by the global
pandemic of COVID-19 and warfare, banks experienced and are still experiencing economic losses,
as in such conditions they had to look for opportunities to respect the rights of customers, partners,
labor rights and guarantees of employees. It inevitably creates conflict situations between clients
and banks, between workers who lose their jobs or have to take leave without pay. These conflicts,
becoming public, certainly affect the business reputation that banks have built up over the years. In
order to achieve effective results in managing reputational risks, the bank's management must
ensure the adequacy in interacting between risk management participants, establish the interaction
between the personnel of different departments.

The purpose of the article is the development and scientific substantiation of the theoretical
and methodological principles of bank reputational risk management.

Analysis of the latest research and task setting. The issues of defining the essence and
role of business reputation in ensuring the bank's market success, analyzing its structure, and
developing the theoretical and methodological principles of reputational risk assessment were
highlighted in the works of many foreign scientists, in particular, such as V. Nedospasova, D.
Yovanovych, F. Shturm, R. Gilles, J. Huebner, S. Plunus. Practical aspects of reputational risk
management of the organization include the works of E. Griffin, A. Zaman, J. Larkin, J. Regan, G.
Honey, A. O. Starostina, T. O. Primak, S. M. llyashenko, T. B. Khomulenko, L. M. Shulgina, N. I.
Chukhray, E. V. Romata, O. O. Yastremska, T. B. Reshetilova, and others.

Results of the research. In the conditions of tough competition on the financial market and
mistrust of the banking system as a whole, in order to consolidate leading positions andstatement
retain existing customers, while attracting new ones, banking institutions should pay great attention
to business reputation. Firstly, it seems that the understanding and importance of business
reputation and reputational risk management can be lost among other indicators of the activities of
banking institutions. However, this statement is false, since the indicators of efficiency and quality
of provided services generalize the purpose of banking activity as a whole and form business
reputation of banks.

Let us consider different scientific approaches of scientists and practitioners regarding the
interpretation of the concept of "reputational risk", which contribute to the understanding of the
nature of risk.

Therefore, for example, according to E. Griffin [1], reputational risk is a real or potential
threat to business reputation - a threat that, if it is not properly controlled, can lead to a reputation-
damaging crisis. The key point of this approach is the need to control reputational risk.

A. Zaman considers that reputational risk is the result of a comparison made by interested
parties between how the company and its employees should function in accordance with
expectations and how they behave in reality. This approach emphasizes that reputational risk can
have positive and negative effects related to society's expectations [1].

Summarizing, we can conclude that the analyzed definitions of foreign scientists
characterize reputational risk as a threat of changing the company's assessment by key groups. It
confirms the complexity and versatility of this risk.

Such scientists as Kovtun V., Buriak A. and Rymara A. consider the concept of "reputation
risk™ as an economic category.

Kovtun V. interprets the concept of “reputational risk as a socio-economic category that can
serve as a quantitative assessment (indicator) of the level of public trust in the bank and is
characterized by an existing or potentially possible risk to income and capital with an indication of
the reasons for the risk” [2].

Buryak A. and Rymara A. consider the risk of reputation "as an economic category, the
effect of which arises during the implementation of entrepreneurial (or other) activities, associated
with the appearance of real/potential threats to the business reputation of the enterprise and the
probability of positive changes in the reputational strategic assets of the enterprise” [3].
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The interpretation of the concept of "reputational risk" offered by G. Hani is somewhat
different. The scientist considers it "...as a mismatch between real actions, behavior or the state of
affairs in the company with the expectations of stakeholders, which is considered as a chance when
expectations are exceeded, and when it matches expectations - absent, and provided that
expectations are not met, becomes a threat and grows when the gap between expectations and
reality increases" [4]. Therefore, the greater this gap, the greater the probability of a risky situation
that causes threats to the company's activity. Stakeholders’ expectations are dynamic and subject to
various influences: coverage of activities in the media, news from the markets, statements of
competitors, etc.

N. P. Shulga and D. V. Balanchuk consider "reputational risk as the probability of the
occurrence of risky events that threaten the bank's reputation and lead to negative potential
consequences, namely: the sanctions of regulatory and supervisory bodies; the court decisions on
reimbursement of funds to clients and counterparties; the inability to retain existing customer base
and attract new customers, as well as many others, which, in turn, makes it impossible for the bank
to have constant access to sources of financing at an acceptable price, or results in losses, or a lack
of income, or a loss of capital™ [5].

In our opinion, the most extensive interpretation of reputation risk is as follows: "a bank's
reputational risk is the result of the influence of endogenous and exogenous factors, the negative
effect of a combination of financial and non-financial banking risks associated with the
unsuccessful use of the brand, poor-quality provision of banking products and services, non-
compliance with relevant laws and regulations, which lead to the bank’s not receiving the planned
revenues, which threatens its financial stability, and in the long term - the loss of trust of customers,
staff, shareholders, regulatory bodies, partners and other stakeholders [1].

Reputational risk differs from other types of risk in that it is associated with the problem of
loss of trust and loyalty to the bank on the part of stakeholders, negatively affects the image (brand,
image, reputation) of the entire bank, which can even lead to the bank's liquidation, affects all types
of bank activities (financial stability, sales), capable of transforming and causing the appearance of
other risks (for example, the risk of liquidity loss in case of customers’ panic if the dissemination of
inaccurate information about the bank occurs).

Next, we will analyze the approaches of the National Bank of Ukraine to the origin of
reputational risk. Let's emphasize that the NBU did not propose an clear attitude to the risk (Table 1).

Table 1
The essence of reputational risk assessed by the National Bank of Ukraine
Source Types of risks Concepts

Methodical instructions | nine categories of risk: Reputation risk is an existing or potential risk to
from the inspection of credit risk, income and capital that arises due to an

banks "Risk assessment | liquidity risk, unfavorable perception of the image of a financial
system" interest rate risk, institution by customers, counterparties,

market risk, shareholders (participants) or supervisory

(the resolution ceased to
be in force in 2018)

[6]

currency risk,

operational and technological risk,
reputation risk,

legal risk,

strategic risk

authorities.

Resolution on the
approval of the
Regulation on the
organization of the risk
management system in
Ukrainian banks and
banking groups [7]

seven risk categories:

credit risk;

liquidity risk;

interest rate risk of the banking
book;

market risk;

operational risk;

compliance risk;

other significant types of risks to
which the bank is exposed during its
activities.

Reputation risk is the probability of losses or
additional losses or failure to receive planned
income because of an unfavorable perception of
the bank's image by customers, counterparties,
shareholders, supervisory and control bodies.
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Resolution on the Not provided Reputation risk is an existing or potential risk to
approval of the income and capital that arises due to an
Regulation on unfavorable perception of the bank's image by
implementation of customers, counterparties, potential investors or
financial monitoring by supervisory authorities, which affects the bank's
banks" ability to establish new relationships with
[8] counterparties, provide new services or maintain

existing relationships, and may lead the bank (or
its managers) to financial losses or a decrease in
the client base, to administrative, civil or criminal
liability

Source: summarized by the author based on [6-8]

Thus, in accordance with the "Methodical instructions for inspecting banks "Risk assessment
system", approved by Resolution No. 104 of the NBU Board dated March 15, 2004, the regulator
singles out bank reputation risk separately (the resolution expired in 2018). However, in Resolution
No. 64 dated June 11. 2018 "On the approval of the Regulation on the organization of the risk
management system in banks of Ukraine and banking groups™ The National Bank does not
distinguish the risk of the bank's reputation, but classifies it as a compliance risk and excludes it
from operational risk (Fig. 1).

Risks of banking activity

v v v v v
credit risk liquidity interest rate market Other significant types
risk risk risk of risks to which the
bank is exposed during
its activities

operational risk compliance risk

' the probability of losses, additional
. losses or shortfall of planned income
due to deficiencies or errors in the
organization of internal processes,
intentional or unintentional actions of
bank employees or other persons,
malfunctions in bank's information
systems or due to the influence of
external factors. Operational risk
includes legal risk, but should exclude
reputation risk and strategic risk

ithe probability of losses/sanctions,
. additional losses, shortfall of planned
' income or reputation loss due to the
' bank's failure to comply with the
 requirements of legislation, regulatory
. acts, market standards, rules of fair
competition, rules of corporate ethics,
' the occurrence of a conflict of interests,
as well as intra-bank/ intra-group
 documents of the bank

Fig. 1. The classification of risks of banking activity according to the resolution “On the approval
of the Regulation on the organization of the risk management system in banks of Ukraine and
banking groups”.

Source: summarized by the author based on [7]
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In our opinion, a more complete interpretation of the concept of "reputational risk™ can be
observed in the resolution of the National Bank of Ukraine "On approval of the Regulation on
financial monitoring by banks", which focuses on different groups of the target audience and the
bank's responsibilities.

If we turn to international standards, the Basel Committee on Banking Supervision
distinguishes the following bank risks: credit risk, country risk and transfer risk, market risk,
interest rate risk, risk of liquidity loss, operational risk, legal risk and reputational risk. The Basel
Committee on Banking Supervision defines a bank reputation risk as the risk arising from a
negative perception by customers, counterparties, shareholders, investors and regulators, which may
affect the bank’s ability to maintain existing or establish new business relationships and obtain long-
term access to funding sources [5, 9].

The Basel Committee in its interim consultation documents highlights the following
important points related to bank reputation risk: reputational risk can be defined as the risk arising
from a negative perception by buyers, counterparties, shareholders, investors and regulators, which
may affect the ability for the bank to maintain existing or establish new business relationships and
obtain long-term access to funding sources; reputational risk, usually through implicit mechanisms
of influence, can lead to an increase in credit, market and legal risks, as well as liquidity risks, each
of which, in turn, can negatively affect the bank's profit, liquidity or capital; bank managers must
develop and implement relevant internal regulatory documents (policies) and procedures for
identifying factors and sources of reputational risk when entering new markets, introducing
innovative products and services or areas of activity. In addition, stress-testing procedures should
take into account reputation risk so that management has a clear idea of its consequences [1, p. 78].

The need to manage the bank reputation risk is justified by the recommendations of the
supranational regulator: in the framework of market risk management, in addition, the second
component of Basel Il in the section "Other risks" notes that despite the fact that such risks as
reputational and strategic are not easily measurable, banks should continue to develop methods for
managing all aspects of these risks. Thus, the Basel Committee suggests that the banks themselves
develop regulations and procedures for assessing reputational risk.

In fact, reputational risks are not mentioned in the Basel Il recommendations and this
indicates the following: the transition from reputational risks to risks of interaction with
counterparties is explained by the fact that leveling the risks of business reputation loss is often
reduced to the implementation of credit and compliance risk analysis procedures.

Therefore, in view of the above, we consider that reputational risk arises because of negative
public opinion about the bank and affects its ability to establish new relationships, provide new
services or maintain existing relationships with interested stakeholders. The risk of the bank
reputation has certain features, namely: it is of primary importance among other risks, since the loss
of the bank's reputation can lead to the outflow of customers and the termination of banking
activities; appears in case of trust loss of interested parties in bank; cannot be predicted; is not
regulated by supervisory authorities; the formation of special reserves and capital is not foreseen to
cover losses.

Next, we will analyze the factors that affect the formation of the of bank reputation risk at
the macro and micro levels (Fig. 2) [1, 5].

The above-mentioned macro- and micro-level factors have a specific impact on the business
reputation, image and brand of the bank, and their consequences can contribute to the emergence
and exacerbation of reputational risk, if banking institutions do not pay sufficient attention to the
implementation of risk protection measures. Therefore, when forming a bank development strategy,
more attention should be paid to the identification and management of reputational risk, which is
the result of deterioration or even loss of the bank reputation.
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Micro-level factors:
Macro-level factors: - lack of methodological regulations and

- development of globalization processes and recommendations of the National Bank of Ukraine

digitalization, information technologies;
- development of financial innovations;

- asymmetry of information on the financial | | . need to implement methods of systematic
market; monitoring of business reputation in mass media
- competition in global financial markets; (online reputation);

- failures in the operation of electronic banking - inability of the bank to counteract effectively the

systems, which caused the bank to fail to fulfill
its obligations to customers and counterparties;

- misconduct of banks-competitors customers, counterparties and (or) employees of

regarding the management of bank reputation
risks;
- lack of methods for assessing reputation risks;

legalization of income obtained illegally and the
financing of terrorist activities, as well as other
illegal activities carried out by unscrupulous

the bank

< 25

bank reputation risk

Fig. 2. Factors affecting the formation of bank reputation risk

Source: summarized by the author based on [1, 5]

Table 2 shows the stages of reputation risk management and the characteristics of these

stages.
Table 2
Stages and content of reputation risk management

Stages Characteristic

| stage Specification of general lists of all possible risk-generating factors, a change in the state and size of
which means the occurrence of an unfavorable situation for the bank. It is very important to
determine the correct list of these parameters, they include changes in the level and structure of the
bank's customer base, controversial actions of persons connected with the bank, the frequency of the
speech of bank's chairman in the media, the level of customer loyalty to the bank, etc.

Il stage It is characterized by the establishment of limit values for each factor of the system, exceeding or
reducing which means an increase in the influence of reputational risk on the normal functioning of
the bank and the approach of its activity to critical levels.

Il stage | The main tasks of the system for monitoring the business reputation of the bank, its shareholders,
affiliated persons, subsidiaries and dependent organizations are immediate response to information
published in the mass media that can affect the bank reputation risk.

IV stage | This stage is characterized by the following measures: monitoring the state and size of reputational

risk, monitoring the implementation of measures for crisis situations, preventing the bank from being
under the simultaneous short-term influence of several risks, general monitoring of the functioning of
risk management system in bank.

Source: constructed by the author

The main goal of reputational risk management is to reduce possible losses, preserve and
maintain the bank's business reputation in front of counterparties and other market participants.

Therefore, a positive result can be achieved only under the condition of reputational risk
management at all levels of management and in all areas of its activity, while the reputational risk
management mechanism must be integrated into the bank's general management system and its risk
management system. It should function as part of the bank’s overall development strategy, risk
management strategy and corporate culture adopted by the bank. It is clear that the functions of
reputational risk management should be shared between top managers, the risk management
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department, the marketing department, the PR department or the press service. The process of
reputational risk management begins with the bank's top management, as the board is responsible
for managing the bank's risks. Board members are charged with the responsibility of constantly
analyzing information about the level of reputational risk and deciding the degree of its
acceptability.

Minimizing the risk of a banking institution's business reputation is carried out by:

- fulfillment of the requirements established by the National Bank of Ukraine and other
state bodies;

- timely fulfillment of obligations to clients and counterparty banks;

- compliance with financial indicators, which, according to international standards, indicate
the stability of a financial institution;

- promptly informing its clients and the public in general about activities;

- implementation of a system for monitoring the media image of the bank, its managers and
shareholders;

- constant improvement of personnel qualifications and their stimulation;

- increasing the level of corporate social responsibility [10].

There is no doubt that planned reputation management gives a predictable and significant
effect, because it allows you to optimize the risks of business reputation while simultaneously
solving larger tasks. The algorithm of effective reputational risk management of banks can become
the basis for making strategic decisions in the field of forming a reputational risk management
strategy, which involves the creation of a comprehensive and effective risk management system
taking into account the specifics of the bank's activities, the character and scope of its operations,
risk profile and strategic goals.

In order to manage reputational risk in banking institutions, the following measures should
be implemented:

1) creation of a system for assessing the perception of the bank's image among clients, state
bodies, and mass media;

2) assessment of the awareness of clients, state bodies, mass media about the bank's
activities on the financial market of Ukraine;

3) implementation of the process of monitoring the reputation of the bank's clients in order
to avoid relations with clients with an unsatisfactory reputation;

4) monitoring customer feedback about the bank and its activities, media reports about the
bank and its customers;

5) placing information about its activities on the bank's website.

Conclusions. Therefore, the business reputation of banks is formed over a certain period,
and each of them is characterized by certain reputation risks, which can influence the bank's
activities to a greater or lesser extent. The main measures to minimize the risk of business
reputation loss (reputational risk) in the bank are the following: the implementation of an
appropriate information policy, which would provide for publishing information about the bank on
the bank's official website and in the mass media, aimed at maintaining the bank's positive
reputation and image; the participation in thematic conferences, the organization of working
meetings and current interaction with participants of the financial market, the settlement of disputed
issues by clients and partners of the bank in the working order. In conditions of instability, the
bank's business reputation will be the main source of ensuring its stability and obtaining
competitive advantages, which will contribute to its further development.
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TEOPETUKO-METOJOJIOI'TYHI 3ACAIU YIIPABJIHHSA PENNY TAL[IMHUM PU3UKOM BAHKY

AHoTanis. YcmimHa IisyIbHICTh OyIb-sK01 KOMIIaHIT 3aJIeKUTh HE TIUTBKH BiJl SIKOCTI TOCIIYT, 1[0 HAJAIOTHCH, &
i Bix pemyTallii, sika GopMyeThes y Tporieci ii TissIbHOCTI Ha puHKY. OCOOIUBO rOCTPO 1€ MUTAHHS CTOITh /Ui OAHKY,
OCKUTBKH €(heKTHBHICTh HOTO MISUTBHOCTI 0arato B 4OMY 3aJIS)KUTh BiJl MMOBENIHKA Ta PiBHS JOBIPH A0 HHOTO KIIEHTIB,
KpEIUTOPIB, NepKaBy, KOHTPAreHTiB Ta mapTHepiB. ToMy s OaHKIBCEKOTO Oi3HECY 3arpo3a BTpaTH peryTalii BUATIIIa
Ha OJIHE 3 TEePIINX MICIh Y CIIUCKY HAHOLIBII 3HAYNMUX PHU3HKIB.

B crarti oOIpyHTOBaHO TEOPETHKO-METOJOJIOTIUHI 3acaldl OO0 YIOCKOHAJIECHHS CHCTEMH YIPaBIiHHSA
penyTamifHuMu pu3nKkaMu 0aHKy. O0’€KTOM IOCHTIHKEHHS € MpOIeC YIPAaBIiHHS PEIyTaliiHIM pU3NKOM OaHKIB Ta
MIPEIMETOM JOCITIKCHHS € TSOPETUYHI Ta METOIMYHI ITiIXOI1 10 YIPABIIHHA PEMyTaIliifHIM PH3UKOM OaHKIB.

BuBueHHs HayKOBHMX NOIVISINIB 3aKOPJOHHMX Ta BITYM3HSHMX HAyKOBIIB, HOPMaTHBHO-IIPaBOBOi 0a3u
JIO3BOJIMJIO y3araJlbHUTH OCHOBHI IIJXOJM IO TPAaKTyBaHHS MOHATTA «pemyTaliiiHuii pusuk». BcraHoBieHo, mo
OLIBLIICTh aBTOPIB PO3IIISIHYTUX METOMUYHKX MiJIXOJIB LIOA0 OLIHKH peryTalii Ta pu3uKy B 0aHKY HE pO3MEXOBYIOTh
MOHSTTS «JILJIOBA PENyTalisi» Ta «penyTaliiHUi pU3UK», PU3HUK peryTalii NoB’si3aHuil 3 BTPATOIO IINOBOI pemyTali,
JIOBIpH Ta JIOSUILHOCTI JO 0aHKy 3 OOKy KIIEHTIB Ta HapTHEpiB, TOOTO CTOCYEThCS YIPABIIHHS BiJIHOCHMHAMHU 3
3alikaBICHUMH ocoOamu. JloBeleHO, MO PHU3UK pemyTamii MO BUHHKHYTH $K pe3ylbTaT Iii IHIIHX BHIIB
0aHKIBCHKHX PU3UKIB, a00 MOSIBU TAKUX YWHHHKIB SIK acUMeTpis iHpopmarrii.

BcraHoBi€HO, 0 OCHOBHUMH 33aX0JaMH{ IIOJ0 MiHIMi3allil pH3UKY BTPATH AIIOBOI pemyTarlil (penyTaliifHoro
pu3uKy) B OaHKY €: MPOBEACHHS BiANOBITHOI iH(pOpMAamifHOI MONITHKY, sKa 0 mependadana myOmikamito iHGopMariil
mpo OaHK Ha odimiiiHOMY BeOcaiiTi 6aHKY Ta y 3acobax MacoBoi iH(opMaIlii, CpsSIMOBaHOI Ha MiITPUMAaHHS TO3HTUBHOL
pemyTamii 6aHKY Ta WOTO IMIJKY; y9acTh y TEMaTHIHHX KOH(EPEHIsX, opraHizaiis poOouux 3ycTpidyell Ta moTodHa
B33a€EMOJIisl 3 y4acHUKaMHu (hiHAHCOBOTO PHHKY, BPETYJIOBaHHS y pOOOYOMY MOPSIKY CIIPHUX MUTaHb KII€HTaMH Ta
napTHepamu OaHKYy.

Kniouosi cnoea: 6anx, Oinosa penymayis, penymayitinuili puzuk, OyiHKa penymayii OAHKY, YHPAGIiHHS
penymayitinum pusuKom.

Puc.: 2, Tabm.: 2, 6i651.: 10
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