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Abstract: In this work, a new direction of technical steganography related to the concealment of information in the
process of layer-by-layer creation (cultivation) of a solid-state object using various 3D-printing technologies was in-
vestigated. Information data is converted into a digital 3D-model of elementary physical objects that are placed in-
side this 3D-model of the container product. After printing, a solid object physically contains the hidden information
that cannot be deleted or distorted without damaging the container product. In addition, the applied methods do not
reduce the operational, aesthetic and any other properties of the finished product. The proposed complex is invariant
to the method of layer-by-layer growing, that is, it can be equipped with any peripheral devices of 3D-printing of var-
ious manufacturers with any materials and principles of layer-by-layer creation.

Keywords: steganography; 3D-printing; hiding information data; 3D-model; laser scanners.

1 Introduction

The steganography, in a broad sense, is such method of transmission of the coded information
message in a case of when the fact of its existence is suppressed [1,2]. Unlike cryptography, steganog-
raphy methods allow to replace unessential shares of data with confidential information so that it was
impossible to suspect existence of the built-in secret message [1]. Today in connection with develop-
ment of an ADP-equipment and new channels of communication there are new steganography meth-
ods, which are a cornerstone of information hiding in computer files. Computer files are containers,
which possess the high level of redundancy (photo and video of the image, audio-files, text docu-
ments, etc.). Concealment is based on replacement of redundant data with information messages. On-
ly the authorized officer who has the steganography key [1,2] can detect the fact of their existence.

In recent years there is a new direction of computer steganography based on concealment of in-
formation messages in artificially created containers in which redundancy is caused by technical fea-
tures of storage, processing and/or data transfer [3-14]. Such methods of "technical” steganography
are characterized on concealment of information messages in artificial containers, different by the na-
ture. In particular, methods of network steganography as the carrier (container) use the packet trans-
ferred via network or set of data packets. Procedures of concealment and exception of information
based on the use of features of functioning of network stack of data transfer protocols [3-6]. Creation
of the covert cluster channels based on using of features of data storage in the modern file systems [7-
9]. There are also other directions of development of technical steganography, in particular, based on
using of artificial redundancy of three-dimensional (3D)-models of objects [10-14]. In recent years,
three-dimensional models gained wide distribution in different branches, in particular, processing
medical data, museum pieces and samples of cultural heritage, simulation models of industrial sam-
ples and productions, computer games and so forth. At the same time, steganography methods apply
to protection of copyright of 3D-models, concealment of a certain information, protection against for-
tuitous distortions or certain errors, and so forth. So, researches of new methods of concealment of
data with use 3D-technologies are perspective direction of the modern science.
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This work describes new approach proposed in [15], about steganography concealment of data in
solid objects using 3D-printing technology. This method transforms information messages into 3D-
model, which is placed inside 3D-model of the container with subsequent printing (creation, cultiva-
tion). The appearance of the resulting solid object, its operational and aesthetic properties do not
change during the process of embedding the information message. In addition, you cannot delete or
distort this hidden message without destroying or significantly damaging the product. Consequently,
we have new technology for steganography protection of information for covert transmission, to en-
sure copyright and the like.

2 Hiding Information Data

The prototype of complex of steganography protection was described in [15], in which infor-
mation data hides by the process of layer-by-layer creation (cultivation) of the solid-state object using
various 3D-printing technologies. The main idea is the embedding (steganography coding) of infor-
mation data into digital 3D-model, whereby a solid object (a finished product or prototype for further
using) creates (prints layer-by-layer). The embedding process is implemented using secret key data,
excludes unauthorized access to protected information, violation of its integrity, authenticity and con-
fidentiality. In addition, the applied steganography protection methods should not reduce the opera-
tional, aesthetic or any other properties of the finished product. So, the proposed complex (method) is
invariant to the method of layer-by-layer growing, it can be equipped with any peripheral devices of
3D-printing of various manufacturers with any materials and principles of layer-by-layer creation
[15]. The main idea of data concealment is placing an information message in the middle of an arbi-
trary computer model of physical object that can be printed on a 3D-printer: toy, figure, souvenirs,
etc. The information message is converted to a binary form and each bit becomes a specific piece of
the physical model. As an example (Fig. 1), each bit can be encoded by a three-dimensional cube of
the specified size. The filling of the cube corresponds to the content: "0" corresponds to the empty
(not filled) cube, "1" - filled. An informative sign can also be another, for example, filling with differ-
ent materials, or with one material, but with different density, orientation, filling, the form of elemen-
tary "bit" physical models, and the like.

For automated coding was used specialized software OpenSCAD, which is intended for creating
solid-state 3D CAD-objects. It is free and available for Linux/UNIX®, Microsoft Windows® and
Apple® Mac OS X.

Fig. 2 demonstrates the coding of the information message "Tomorrow never comes until it's too
late". Each message character is converted
to binary form using the ASCII-code.
Next, for the selected cubic form of "bit"
models and 3x3x3 mm in size, each in-
formation bit is coded. For this purpose,
software was developed that forms the ap-
propriate source code, which is placed in
the working field of the OpenSCAD pro-
gram. Now in Fig. 2 all elementary physi-
cal models are grouped into a container
with the size 11x3x10 mm of the corre-
sponding cubes (these settings are addi-
tionally set in software).

In Fig. 2 on the left, you can see the
source code, which specifies the coordi-
nates and size of three-dimensional cubes -
carriers of information bits. On the right
Fig.1 — Steganocoding of information message intoa  are the created three-dimensional model of

fragment of a computer model of physical object the information message corresponding to
(schematic representation) all the given input parameters.
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Thus, as a result of steganography coding, the information message first becomes a three-
dimensional binary matrix, which turns into a computer model of physical object. The computer mod-

BesmmansAscad’ - OpenSCAD - oIl

.70 0.0 12520, detarce = 113.40 Qowscio 1503
1 x x

Fig. 2 — Example of steganography coding using
the program OpenSCAD

el of the binary matrix is placed
in the middle of the basic model
of the container, so that its edg-
es do not extend beyond the
outer body, as shown schemati-
cally in Fig.3. At the same
time, specialized  software
“MakerBot Desktop” was used
for 3D-printing. The matrix in
the middle of another model can
be placed in different ways, for
example: all filled cubes when
printing on 3D-printer should be
filled with different color mate-
rials; all the filled cubes should
be left blank, when printing on
3D-printer. The disadvantage of
the second method is the reduc-
tion of the final body weight, in
a detailed analysis can give out
the fact of the presence of secret

message. Filling in bits with a different color (or, for example, with another material) reduces the
probability of finding hidden message but increases the difficulty of its reading.

Fig. 4 shows the process of layer-by-layer creation of the solid container object with built-in in-
formation message. On the left in this figure, schematic visualization of the printing process is shown,
on the right - photograph of the real process on the 68th layer of 3D-printing, which was performed

using the 3D-printer "Flashforge Creator Dual".

Fig. 5 shows the completion of the 3D-model printing and the finished product.

Q MakerBot* - oIEl
e

Replicator (Dual)

Fig. 3 — Placing three-dimensional model of the information
message in the middle of the outer container model

3 Extracting of information
data

The process of extracting the
embedded data is performed by
scanning the resulting solid ob-
ject. The data received by the
scanner is steganography de-
coded using secret key data. At
this stage, various security ser-
vices are provided, for example,
integrity, authenticity, involve-
ment, confidentiality and the
like. To increase the reliability
(noise immunity), the embedded
data is additionally coded. As a
result, it is possible to identify
and/or correct the errors that
occurred during layer-by-layer
printing/scanning  with  given
probability.
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Built-in : Built-in
message ‘ 3 message

Fig. 4 — Layered creation of the solid container object with built-in information message

=

Fig. 5 — Printing completion (a) and finished product (b) with built-in message

The proposed complex (method) can be used in various areas. For example, for the hidden trans-
mission of information messages with the provision of various security services (integrity, authentici-
ty, involvement, confidentiality, etc.). Removing, distorting or modifying embedded data is impossible
without physical destruction of the finished product, the proposed complex (method) is ideally suited
for ensuring the reliability of layered products, protecting them from unauthorized copying and unfair
imitations, securing copyright, etc. [1,2].

It should be noted that to date, reliable means of extracting information data have not been devel-
oped yet [15]. The main unresolved issue of the practical application of the proposed 3D-stegano-
graphy complex is the uncertainty of a particular procedure of extracting embedded data by scanning
the resulting solid body. In particular, the system can be completed with various peripheral devices of
3D-printing, which use different layer-by-layer technologies and different by physical properties ma-
terials. Corresponding procedures of scanning the resulting solid body must take these features into
account and, if possible, ensure reliable and error-free retrieval of hidden data.

One of the possible directions in solving these problems is the use of laser scanners, in which a
stream of coherent, monochromatic, polarized, and narrowly directed radiation flux is used. It de-
creases as a result of absorption in the medium in some pre-stipulated number of times. The follow-
ing experimental studies were conducted to establish the possibility of reading of the hidden
message from 3D-model that was layered (printed) on 3D-printer without damaging the model or
message itself.

4 Description of the laboratory installation and experimental research

The main idea of the experiment is a narrowly focused laser irradiation of the finished product
(with the built-in notification) at different angles and directions, sufficient to unambiguously deter-
mine the internal structure of the product. In this case, the initial dataset is the value of the radiation
intensity, which decrease upon absorption.
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The irradiation scheme of the finished product can be presented in simplified form in Fig. 6 on the
left (when encoding information bits with empty and filled cubes). The indicated conditional value of
the measurement result shown at the end of the arrows. This is a decrease in the radiation intensity
(proportional to the thickness of the solid object). On the right in this figure, the values of the infor-
mation bits are shown, which are expected to be extracted from the solid object.

b)
Fig. 6 — Simplified scheme of irradiation of the finished product (a)
and the expected result of data extraction (b)

It is impossible to obtain any other information about the internal structure of the solid object. The
placed filled fragments (and corresponding bits) must be uniquely extracted only from the measure-
ment results. Represented in the figure on the left, the measurement results have two possible solu-
tions, one of which does not correspond to the one shown on the right. This placement is a nomogram
that can be used to form Japanese crossword puzzles. To simplify the experiment, a simple physical
model was made in the form of stairs from ABS-plastic of yellow and blue colors. This shape allows
to quickly change the thickness of the object filled with the material (Fig. 7).

7Mm

14mMm
e

21 MM

28 MM

35mMm

Fig. 7 — Simplified physical model of information data

In fact, there are six different values that conditionally correspond to the following information bit
sequences:
e without filling - bit sequence (00000);
single fill (first step) - bit sequence (10000);
two fillings (second step) - bit sequence (11000);
three fillings (third step) - bit sequence (11100);
four fillings (fourth step) - bit sequence (11110);
o five fillings (fifth step) - bit sequence (11111).
To conduct research, optical instruments were used from the laboratory of the Physical Optics De-
partment of the Physics Faculty. It is known that each material has its own absorption index - the re-
ciprocal of the distance, at which the monochromatic radiation flux forms a parallel ray, decreases as
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a result of absorption in the medium to some predetermined number of times. The absorption coeffi-
cient is determined by the properties of the substance and in the general case depends on the wave-
length A of light. This dependence is the absorption spectrum of the substance. Lasers of the visible
spectrum, which were in the laboratory, were used as monochromatic radiation. They are different in
wavelength and radiation power. A ray of laser light passed through the body under investigation. Ra-
diation, which was not absorbed by the plastic, fell on the photoresistor fixed on the other side. A pho-
toresistor is a light-controlled variable resistor. The resistance of a photoresistor decreases with in-
creasing incident light intensity. To read and process the data, the microcontroller "Arduino UNO"
was used. The photoresistor was supplied with voltage 5 V. Depending on the degree of excitation of
the photocell, its resistance was varied. The microcontroller measured voltage changes every 40 ms,
digitized and sent them to personal computer.

Schematically, the laboratory device is shown in Fig. 8. It includes a test body made of plastic in
the form of stairs (Fig. 7), laser as a source of directional irradiation of the finished product, photore-
sistor and microcontroller for reading scattered radiation. Photo of the collected laboratory installation
and an enlarged photo of the process of optical irradiation shown in Fig. 8.

The software was developed to receive and display the current value of the photoresistor, calculate
the arithmetic mean of the measurements made. Since the absorption spectrum of the substance was
unknown for a solid body, all the
lasers with different characteris-
tics in the laboratory were used in
the experiment (see Table 1).

Each laser was exposed to dif-
ferent thicknesses of the body
being examined and measure-
ments were made of the percent-
age of light that passed through
this section of the body. The step
of variation of 7 mm was chosen
considering the thickness of the
laser ray, the thickness of which
is within 5-6 mm. For the cor-
rectness of the experiment, the
ray of laser radiation should
completely fall on a section with
one thickness. The microcontrol-
ler has a voltmeter, detects a volt-
age change in 5/1024 volts, so
1 - the solid object made of plastic in the form of stairs; when digitizing an analog value,
2 - photoresistor and microcontroller reading the data; we get a number from 0 (no light
3 - laser; at all) to 1024 (the max amount
4 - laser ray . .

of light that a photoresistor can
recognize).

Fig. 8 — The scheme of the laboratory installation

Table 1 — Characteristics of lasers used in the experiment

Number Wavelength, nm Power, mW Visible color
1 532 100 Green
2 650 25 Red
3 405 90 Violet
4 445 160 Blue
5 650 25 Red
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5 The results of the experiment and their interpretation

The results of the experimental studies (averaged over the measurements) are presented in Table 2.

The sample from the yellow plastic absorbs less green laser radiation with a wavelength of
A =532 nm. This is the output from the data in the table. Although both samples are made from the
same kind of plastic, because of the color difference, they have completely different absorption val-
ues. The body, made of blue plastic, has a much larger absorption index. Even at the minimum thick-
ness, the body absorbed light from each laser, which would suffice to determine the thickness.

Table 2 — Results of measurements

A sample of yellow color

Laser Thickness, mm
number 0 7 14 21 28 35
1 1024 1001 775 162 33 4
2 1024 995 426 65 6 0
3 1024 995 97 5 1 0
4 1024 998 500 59 5 0
5 1024 995 336 57 4 0

Sample of blue color

Laser Thickness, mm
number 0 7 14 21 28 35
1 1024 0 0 0 0 0
2 1024 0 0 0 0 0
3 1024 0 0 0 0 0
4 1024 0 0 0 0 0
5 1024 0 0 0 0 0

The obtained results for a sample of yellow material indicate that for different thicknesses we have
different values of the radiation intensity and these differences are very significant. So, based on the
measurement results, it is possible to recognize the thickness of the material, and, accordingly, deter-
mine the content of the hidden information bits.

6 Conclusions

In this work, a new direction of technical steganography related to the concealment of information
in the process of layer-by-layer creation (cultivation) of solid-state object using various 3D-printing
technologies was investigated. Information data are converted into digital 3D-model of elementary
physical objects that are placed inside the 3D-model of the container product. After printing, the solid
object physically contains hidden information that cannot be deleted or distorted without damaging
the container. In addition, the applied methods do not reduce the operational, aesthetic and any other
properties of the finished product.

The proposed complex (method) is invariant to the method of layer-by-layer growing, it can be
equipped with any peripheral devices of 3D-printing of various manufacturers with any materials and
principles of layer-by-layer creation. The process of extracting the embedded data is performed by
scanning the resulting solid object. The uncertainty of the procedure for scanning the resulting solid
body is the main unresolved issue regarding the practical application of the proposed 3D-
steganography complex.

In this work, according to the results of experimental studies, it was established that it is possible in
principle to read hidden message from 3D-model using laser scanners, in which the flux of coherent,
monochromatic, polarized and narrowly directed radiation flux forms a parallel ray, decreases as a
result of absorption in a medium into some a predetermined number of times. The obtained results for

10
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a sample of yellow material indicate that for different thicknesses, we have different values of the ra-
diation intensity and these differences are very significant. So, based on the measurement results, it is
possible to recognize the thickness of the material, and, accordingly, determine the content of the hid-
den information bits. The results of the experimental studies given above are not final and need fur-
ther clarification. In particular, the unresolved issue is the choice of the type and characteristics of the
laser, the consistency of these characteristics with the properties of solid-state object materials, the
adjustment of photoresistors, and the like. In addition, in our opinion, perspective is the conduct of
experimental studies using other types of radiation, materials and colors of plastic.
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Merton 3D-creranorpadii.

AHoTamisi. B miif po6oTi JOCTIPKeHO HOBHUI HANPSMOK TEXHIYHOI cTeraHorpadii, KU IOB'I3aHMI 13 IPUXOBYBAHHAM iH(pOpMa-
LiffHUX MaHUX B MPOIIECi MOLIAPOBOTO CTBOPEHHS (BHPOILYBAHHsI) TBEPAOTUIHLHOIO 00'€KTa MPHU BUKOPUCTAHHI PI3HUX TEXHOJOTIH
3D-npyky. Indopmauiiini gaHi mepeTBOproOThCs B 1ppoBy 3D-Monenp eneMeHTapHUX (i3HYHHUX 00’€KTIB, SKi PO3MILIYIOTHCS
BcepeauHi 3D-moneni BupoOy-koHTeHHepy. Ilicis po3npykyBaHHS TBepAuii 00'eKT (Gi3MYHO MICTHTH IPHXOBaHy iH(OpMAIiIo, Ky
HEMO>XXJIMBO BUANUTH a00 CIIOTBOPUTH O€3 MOIIKOKEHHS KOHTeiHepy. KpiM Toro, 3acTocOBaHI METOH HE 3HWKYIOTh €KCILTyaTa-
LIfHUX, €CTeTHYHHX Ta OyJb SKMAX IHIINX BIACTHBOCTEH TOTOBOTO BHPOOY, OCKUIBKU TEXHOJIOTI], IO 3aCTOCOBYIOTHCS ISl HAHECCH-
HS 1I1apiB, He MOTU(IKYIOThCS, a IPUXOBYBAHHS € IHBAPIaHTHUM CIOCOOY MOIIApOBOTO BUPOIIYBAaHHS, TOOTO MOXKYTh 3aCTOCOBYBa-
THCA pi3HI npuctpoi 3D-apyKy 3 Oyab-sIKUMH MaTepiajgaMy i IPUHIUIIAMHA ITOIIaPOBOTO CTBOPECHHSL.
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Meton 3D-creranorpadgumu.
AnHoTamusi. B 3T0i1 paGoTe nccneoBaHO HOBOE HANpaBlIeHHE TEXHUYECKOH creraHorpaduu, CBI3aHHOE C COKPBITHEM HH(pOpMAIH-

OHHBIX JIAHHBIX B MPOIECCE IOCIOMHOTO CO3AaHMs (BBIPAIIMBAHUS) TBEPAOTEIHHOTO 00BEKTA MIPU HCHONB30BAaHUN PA3IHIHBIX TEX-
Honoruii 3D-neyatn. VudopmarmonHsie taHHbIe TpeobOpasyioTest B uppoByo 3D-Moaens aneMeHTapHbIX GU3NUeCKuX 00BEKTOB,
KOTOpBIE pa3MenialoTcst BHyTpu 3D-Mozmenn n3nenns-konTelHepa. [ocie pacnedaTk TBepAbIit 00BEKT PU3HIECKN COJEPIKUT CKPBI-
Ty10 HH(GOPMALHIO, KOTOPYIO HEBO3MOXKHO YIaJINUTh MM MCKa3HTh Oe3 MOBpEeXIeHUs KoHTelHepa. KpoMe Toro, mpumeHsiemble Me-
TOJBI HE CHIDKAIOT JKCIITYaTalMOHHBIX, 3CTETHIECKUX W JIOOBIX IPYIHX CBOHCTB FOTOBOTO HM3JENHS, MOCKOIBKY TEXHOJOTHH, HC-
MOJIb3yeMBbIe JUIsl HAHECEHHs CJI0eB, He MOAN(UIMPYIOTCS, a COKPBITHE SIBISETCS MHBAPHAHTHBIM K CIIOCOOY MOCJIOHHOTO BBIPALIH-
BaHMUs, T.€. MOT'YT IPUMEHSTHCS pa3sInuHble yCTpoiicTBa 3D-nevaty ¢ I0ObIMU MaTepualaMy ¥ IPUHIMIIAMU IIOCIOMHOTO CO3JJaHusl.

KuroueBnble ciioBa: CTeFaHOFpa(bI/IH; 3D-HeanL; COKpPBITUE I/IH(bOpMaL[I/IOHHLIX JJAHHBIX; 3D-MOZ[CJ'II); JIa3€PHBIC CKaHEPhI.
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Anomauia: Obeosoproromsca ocobaugocmi nobyoyeanus S-nepemeopenns wugpy Cmpymox. 30kpema, UKOHAHO
auaniz npono3uyii woodo nobyodosu S-nepemeopenna wudpy Cmpymox 3 uxopucmaunHam xeposanux S-oaokis. Oyi-
HIOIOMbCA NOKA3HUKU 11020 8unadkosocmi. IIokazyemucs, wo 60HO 3a CB0EI0 eheKMUBHICMIO NOCMYRAEMbCA 8I0N0-
BIOHOMY OPULIHATLHOMY pienHI0. 3 ’Ac08YIombCs NPUYUHU MAKUX 0OCMAGUH.

Knrouogi cnoea: nomounutl wiughp; eunaokosa niocmanoska, ougepenyiaibua UmMogipHicms, S nepemeopenns; Ji-
HIUHa 3MIWLYIOUU cXemd.

1 Beryn

Panime, B po6ori [1], Oynu BukiageHi mpono3ullii o0 No0y/10BH, K MOMEPEeIHbO OUiKyBallO-
Csl, TIOJTIMIIIEHOT KOHCTPYKIIi S epeTBopeHHs 1t moToyHoro mudpy Ctpymok. Toxi mu BBaxkany,
1110 3aCTOCYBAHHS Ul MOOYIOBH LIMKJIOBOI (DYHKIIIT JIAHI[FOKKA 3 KEPOBAHUX S-0JIOKIB Ma€ MpUBEC-
TH JI0 TIOJIIIICHHS ITWHAMIYHUX MOKAa3HHKIB MPUXOaY 0araTopa3soBOTO IMOBTOPEHHS 3allpPONOHOBA-
HOT KOHCTPYKIIi S mepeTBOpEeHHs 10 BUIAKOBOI MiJCTaHOBII. B TaHOMY KOHTEKCTI, Mia AMHAMIY-
HUMH TIOKa3HUKaMHU TPUXOY ITepaTHBHOTO MPOJIOBKEHHS S MEPETBOPEHHS 10 BUITAIKOBOI ITiJICTa-
HOBIII, CJIi/1 pO3YMITH MiHIMaJIbHE YHMCJIO MOBTOPEHDb S MEPETBOPEHHS B PeXHUMI MHU(PYBaHHS, BXi-
nHoro 64-x OITHOTrO OJIOKY JaHMX, MICHS SKOTO MaKCUMyMH Au(epeHIialbHUX HMOBIPHOCTEN Iie-
PEeXoJliB BXI1IHUX PI3HUL Y BUXIJHI HPUXOAATH 10 aCUMITOTUYHHUX 3HAYCHHSM, XapaKTepPHUX IS
BUITaJIKOBUX MIJCTAaHOBOK. BiAmoBiHI MipKyBaHHs B po0oTi [1] OynyBanucsa Ha aHaii3l MiHIMalb-
HO{ KUJTBKOCTI S-0JI0KIB, III0 aKTHBI3YIOThCS Ha MEPIINX [UKIAX HUPPYBaHHS.

VY naHiii poOOTI MH MPOJOBKWIM JOCII/DKCHHS paHillle 3amporoHOBaHOi KOHCTpYKIi [1] Ta
NPEJCTAaBISAEMO JOAATKOBI pe3yabTaTH €KCIIEPUMEHTIB LI0J0 OL[IHKM peajbHOro 4ucia S-O0J0KiB,
SK1 aKTUBI3YIOTbCS Ha KOKHOMY LIMKJII IIPH 1ITE€PaTUBHOMY MPOJIOBXKEHHI MepeTBopeHHsA. B poOoTi
OyzZe Moka3aHo, IO 3alporoHOBaHa B [l] KOHCTPYKIis Ma€ CIaOKOCTi, SIKi POONSATh MOKa3HUKU
IIPOITOHOBAHOT KOHCTPYKIIi TAKMMHU, IO MOCTYNAIOTHCS OPUTIHAIBHIA po3poOlli, B HACHIIJIOK YOr0
NEePCHEKTUBHICTh MPOMOHOBAHOT KOHCTPYKIIII € IBHO CYMHIBHOIO.

2 ANTbTepHATHBHA KOHCTPYKIisl S nepeTBOpPeHHsA

Cama koHCTpyKIIisl, o OyJia 3ampomoHOBaHa padimie, B podoti [1], mpencraBnena Ha puc. 1.
JlaHa cxeMma, B CBO€i OCHOBI, IIOBTOPIOE KOHCTPYKIito nepiioro mukiny mmppy IIVIT [2], Tinbku
3amicTh SL mepeTBOpeHb B JAHOMY BUIIAJKy BUCTYNAIOTh OAMTOBI S-0510KU (kepogaHi niocmanos-
Ki), @ 3aMICTh MiJICyMyBaHHs 3a MOJAYJEM 2 CETMEHTIB Ha BX0Ji mepuioro SL mepeTBOpeHHS TyT
BUKOPHUCTOBYETHCS 1HINIA (K paniuie esaxcanocs, Oinvul eghexmuena) cxema JIIHIHHOTO 3MIlTyBaH-
Hs, II0 3aCHOBaHa Ha OaraTolIapoBOMY MiJICYMyBaHHI 32 MOJAYJIEM 2 CErMEHTIB BXIJHOTO OJIOKY
naaux. KpiM TOrO, B JaHOMY BHUIMAJKY, IJCYMYBaHHS BUXOJy OCTaHHBOTO S-OJIOKY BUKOHYETHCS
TITBKU 3 BUXOJIOM IEPIIOTO S-OJI0KY.

Crniouatky 3J1IHCHIOETHCS PO30MBKA BX1IHOTO OJIOKY JaHUX 3 64 01TiB Ha JIiBHH 1 npaBuit 32-x 0i-
TH1 Mi10JI0KH, Ta POPMY€EThCs HOBUI 64-X OITHHI OJIOK TaHUX, 10 CKJIAAETHCS 3 HOBOTO JIIBOTO
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32-x OiTHOTO MiAOIOKY, KM OJEpPKYEThCSA 3 JOINOMOTrOI0 MiJICYMYBaHHS 32 MOJyJeM 2 JBOro i
mpaBoro 32-x OITHUX MiA0JIOKIB BUX1THOTO OJIOKY JaHMX, 1 MPAaBOTO MiA0JIOKY, IO MIOBTOPIOE «CTa-
puit» npaBuii 32-x OiTHUIA Tin6m0K. IToTiM 3MIHCHIOIOTECS aHATIOT1YHI oneparii 3 HOBUM JIiBUM Ha-
MiBOJIOKOM 1 JIaJTi 3 HOBUM JIIBUM MiA0JJOKOM YeproBOro HamiBOJIOKY, /i€ BXKE BiH 3BOJIUTHCS 10 Oaii-
TOBOTO PO3MIpY.

Po3mimennss psaakiB 3 cym
OaifTiB micnst JOJaBaHHS 3a
MOJIyJIeM 2 UIIOCTPYETbCS HU-
Ke.

Bximamii psijgok OaiTiB: Xi,
X2, X3, Xa, X5, Xg, X7, Xg

[licns  mepmioro  mapy
XOR maemo: X1(‘BX5, X2(‘BX6,
X3®X7, Xa®Xg, X5, X6, X7, Xg.

‘ Bxinne snauecnnn (64 6irn) ‘

M/IB nepersopenHs

————— i S St Ay S A S [licns  ppyroro  mapy

‘ Buxinue snauenns (64 oirn) ‘ XOR: X1®XsD XD X7, XoDXg
DOX4DBXs, Xz®X7, Xa®Xg, Xs,
Xe, X7, Xg.

Puc. 1 — S neperBopenns mudpy Ctpymox Tlicis  TpeThoro  mapy

XOR maemo xigai OlokHM j1a-
HUX: X1@Xs@X3DX7DXoDXeDXaDXs, XoDXeDXaDXg, X3P X7, Xa®Xg, X5, X6, X7, Xg.
B pesynbTari Ha BXoAl nepuoro S-010ky MaeMo Xi@Xs@X3DX7DXoDXePX4DXg — cymy BCix
0aiiTiB BXOMY.

Amnauis, sikiii 0yino HaBeqeHO B po0OoTi [1], BUKOHAHUH Y IPUIYIIEHHI, 110 TP aKTUBIi3awii Oyab-
AKOro S-0JIOKY OTPUMYIOTh HEHYJIbOB1 Pi3HUII BXOAY yCl HACTYIHI S-OJ0KM Ta 3p00JieHHH BUCHO-
BOK, III0 TIPM YMOBI, KOJIM JIUIsl PI3HUIIb CETMEHTIB Map BXOJIB BHKOHYEThCS yMoBa: AX1@DAXs = 0,
AX1 = AXs #0, AXs = AX3 = AX7 = AXy = AXg = AX4 = AXg = 0, B 3alIporioHOBAaHOMY PIIICHHI aKTH-
BI3yeTbCs MiHIMYM 4-pu S-070KM mepuioro Hukiy. — ToOTo, B TipIIOMY BUMAJIKY JAHIIOXKOK 3 S-
OJIOKOBUX TEPETBOPEHB 3aITyCKAEThCs 3 I SATOro S-010Ky. OTKe, HA NepIIoOMY IUKIT MaemMo 4-pu
aKTUBHHX S-O0JIOKH, a Ha JABOX MEPIIHX HUKIaX MaeMo 12-Th akTUBHUX S-OsokiB [1]. Ha Tppox -
KJIaX aKTHUBI3Y€EThCS BK€ MIHIMYM 0sin3bKo 20-Tu S-OJ0KIB. AJie K MMOKa3ajau pe3ysibTaTH HACTYII-
HUX EKCIIEPUMEHTIB, 3po0isieHuil B poboTi [1] BUCHOBOK BHsiBHBCS XMOHMM! B maniif poGoTi Mu
HaMaraeMocsi po310paTucs B YoMy K TYT CIIpaBa.

3 Pe3y.111>TaTn CKCIICPUMCHTAJIBHUX }IOC.]Ii)I)KeHI)

Sk 3’sicyBaiocst, CabKiCTh, PO SIKY Hae MOBa, MOJISTa€e B TOMY, 1110 IIPU 3'€IHaHHI KEPOBaHMX S-
OJIOKIB B JIAHIIIO’KOK IPH OJJHAKOBUX OaWTOBUX PI3HUIISAX HA BXOJAaX CYCIAHIX S-OJIOKIB 3'sBIsSIETbCA
MOJKJIMBICTB MPU MPOXOJ1 Ha S-010111 BXiIHOT pI3HUII B Ty K caMy BHUXIJIHY PI3HULIIO OTpUMATH Ha
BXO/Il UEProBOro S-0JI0Ky HYJIbOBY BXIJIHY PI3HUIIIO 1 pO31pBATH JAHIIIOKOK MEPEXOAIB 3 S-0JIOKIB.
Taki mepexoau BiAMOBIAAIOTH JIarOHATBHUM €JEMEHTaM TaOiullb TUEpeHIiaTbHuX Pi3HHIb S-
0JI0KIB, 1 HMOBIPHICTh TaKUX MEPEXOA1B BUXOAUTH JJOCUTH BUCOKOIO.

Tabnuus 1 BimoOpaxkae pe3ynbTaTH eKCIEPUMEHTAIBHUX JOCIIPKEHb IO BU3HAYCHHIO peallbHO-
T'O YMCJIa aKTUBOBAHUX S-OJIOKIB JIJIsl Pi3HUX BapiaHTIB 3-IIUKIOBOTO MEPETBOPEHHS MPH aKTHBI3aIlii
BXOJy S-TIepeTBOPEHHS Pi3HUMH BapiaHTaMU ABOOAWTOBUX HEHYJIbOBUX PI3HHUIb.

VY Tabnuii 2 HABOAWTHCS AETalbHE YSBICHHS PO3MOALTY S-0/0KiB (MPaKTHYHHX 3HAYEHB), IO
aKTHBI3YIOTbCS B MEKax JIAHIIOKKAa Ha KOXKHOMY ITMKJI, IPHU aKTUBAIl BX0AYy "yJOCKOHAJIEHOro"
S-mepeTBOpEHHs PI3HUMH BapiaHTaMHU JABOOAIMTOBUX Pi3HUID (0e, O — 3HAUeHH s, WO OUIKYEMbCA).

SAxmo ms Bunaaky AX1 = AX2 # 0 nHa BXofi nepuioro S-06J10Ky BUXOAUTH HYJIbOBA BXiJHA Pi3-
HUIS, TO Ha BXO1 JAPYroro S-0JIOKY BHSIBIISIETbCS HEHYJIBOBA BXiJHA PI3HMLS, KA aKTHUBI3Yy€ BCl
HACTymHI S-0110Kku (6uxodums 7 akmusizoéanux S-6710kig), TOOTO B pasi, HANPUKIAA, PI3HHIb
AX2 = AX3 #0, sk cBiIYaTh pe3yabTaTH ekcriepuMeHTy (auB. Tabm. 3), 3amicTh OYiKyBaHUX
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KINIbKICTb AKTUBOBAHUX S-BJ/IOKIB

BapiaHT 3i cxemoto 3millyBaHHA be3 cxemu 3miwyBaHHA
HeHanO'Bi Cxema 3milyBaHHA Cxema 3milyBaHHA
,G)ia:HT::il BUKOPMCTOBYETLCA BUKopuctosyetbca TIJIbKU H E%XMengilﬂ/(!‘l;Jg;;;#ZCﬂ
Ha KOXKHOMY umkni Ha 1-my umnkni
1-n 2-1 3-i 1-i 2-1n 3-i 1-i 2-i 3-i

UMKN | UMKA | UMKA b UMK | UMKA | UMKA b UMK | UMKA | UMKA b

AX;=AX;#0 7 6 6 19 7 6 6 19 1 6 6 13
AX;=AX3#20 6 6 6 18 6 6 6 18 2 1 6 9
AX;=AX;#20 2 6 6 14 2 6 6 14 3 6 6 15
AX;=AXs#0 4 6 6 16 4 6 6 16 4 6 6 16
AX;=AXg#0 4 4 6 14 4 6 6 16 5 6 6 17
AX;=AX;#0 4 6 6 16 4 6 6 16 6 6 6 18
AX;=AXg#0 3 4 6 13 3 3 6 12 7 6 6 19
A, =AX3#20 1 6 6 13 1 5 6 12 1 5 6 12
AXy=AX; #20 6 6 6 18 6 6 6 18 2 1 6 9
AX; =AXs#0 3 6 6 15 3 6 6 15 3 6 6 15
AX; =AXg#0 4 5 5 15 4 6 6 16 4 6 6 16
AX, =AX;#20 4 5 6 15 4 3 6 13 5 6 6 17
AX; =AXg#0 4 6 6 16 4 3 6 13 6 6 6 18
AXz3=AX;#0 2 5 6 13 2 6 6 14 1 6 6 13
AXz3=AXs#0 2 3 6 11 2 6 6 14 2 6 6 14
AXz3=AXg#0 4 4 6 14 4 3 6 13 3 2 6 11
AXz;=AX;#20 3 4 4 11 3 7 6 16 4 6 6 16
AXz3=AXg#0 4 6 6 16 4 5 6 15 5 4 6 15
AXy=AXs#0 3 6 6 15 3 2 6 11 1 6 6 13
AXy=AXg#0 2 6 6 14 2 1 6 9 2 1 6 9
AXy=AX7#0 5 5 6 16 5 4 6 15 3 2 6 11
AXy=AXg#20 2 4 4 10 2 7 7 14 4 3 6 13
AXs=AXs#20 4 6 6 16 4 6 6 16 1 5 6 12
AXs=AX;#0 4 5 6 15 4 6 6 16 2 5 6 13
AXs=AXg#0 5 6 6 17 5 4 6 15 3 4 6 13
AXg=AX7#20 2 4 6 12 2 6 6 14 1 4 6 11
AXg=AXg#0 4 5 5 14 4 5 5 14 2 1 6 9
AX;=AXg#0 5 6 6 17 5 5 6 16 1 3 6 10
Min kineKicme 1 3 4 10 1 1 5 9 1 1 6 9
CepedHe 4ucno | 3,68 5,25 5,82 14,8 3,68 5,04 593 14,7 3 4,46 6 13,5

Tabnuus 2 - 3HaueHHs, 110 He BIAMOBIJAIOTh OUIKYBaHUM pe3y/bTaTaM aKTHUBi3allii S-0JI0KiB

no3uLi AKTUBOBAHUX S-BNIOKIB

HeHynbosi
6aiiToBi Cxema 3MmillyBaHHA BUKOPUCTOBYETLCA Cxema 3MillyBaHHA BUKOPUCTOBYETbCA
pizHUL Ha KOXXHOMY LMK Ha KOXXHOMY LMK
1-i1 ki 2-1 UK 3-#1 nuKn 1-i1 mmki 2-1 UK 3-#1 nukn
AXl = AX4 # 0 2 2 5 2 5 6
0=7 0110 0000 1100 0000 01111011 0110 0000 01110110 1101 1110
AX;=AXz 20 3 4 6 3 2 6
0=7 0110 0001 1110 0001 1011 1101 0110 0001 0100 0001 1011 0111
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AX2=AX3#0 1 1 6 1 5 6
0=7 0100 0000 1000 0000 1011 1101 0100 0000 01101110 1111 0011
AX;=AXs#20 3 6 6 3 2 6
0=7 0111 0000 01101111 1111 1010 0111 0000 01111101 11110110
AX;=AX;20 3 5 6 3 4 5
0=7 0100 0011 1111 1000 1111 1100 0100 0011 0111 1000 1111 1000
AX3=AX, 20 2 2 6 2 5 6
0=7 0110 0000 1100 0000 1101 1101 0110 0000 01101011 1111 0110
AX3=AXs#0 2 3 6 2 4 6
0=6 0011 0000 1110 0000 1010 1111 0011 0000 0010 1011 01101111
AX3=AXs 20 4 6 6 4 3 6
0=6 0111 1000 1100 1111 01111110 0111 1000 0111 0000 01111011
AX3=AXg %0 3 6 6 3 5 6
0=6 0110 0001 0011 1111 1111 1001 0110 0001 0111 0110 1101 1101
AXy=AXs20 3 6 6 3 5 5
0=7 0111 0000 00111111 1101 0111 01110000 01101011 11101001
AXy=AXs20 2 6 6 2 1 5
0=6 00011000 11010111 01101111 00011000 00010000 01101111
AXy=AX;20 4 6 6 4 4 6
0=7 0110 0011 11101110 01111101 0110 0011 0111 1000 00111111
AXs=AXg 20 4 6 6 4 3 6
0=5 0111 1000 00111111 1111 0101 0111 1000 0111 0000 00111111
AXs=AX;20 4 5 6 4 3 6
0=6 0011 1100 1111 1000 00111111 0011 1100 0011 1000 1010 1111
AXg=AX;20 2 3 6 2 5 6
0=7 0100 0100 0000 0111 1011 1101 0100 0100 01101101 11101101
AXg=MAXg %0 3 6 6 3 3 6
0=5 00011001 11101011 10110111 00011001 00010110 11101011
AX;=AXz %0 4 5 6 3 5 6
0=7 01100011 1110 0011 1010 1111 01100010 0101 1101 01111110

IIECTH aKTUBOBAaHUX S-OJIOKIB BUXOJUTH JIUIIE OJWH aKTUBHUU S-0J0K. Lle poOuThecs 3a paxyHOK
TOTO, 110 TIPU MPOX0oJi Apyroro S-6moky mpu S(X2) = X2 Ha BXOJI TPEThOTO S-0JIOKY BUXOIUTH
HyJboBa BXiJHa pi3HUL X2 = AX3 # 0, sika po3puBa€ JAHIIOKOK HEHYJIbOBUX MEPEXO/IB PI3HUIIb
JUISL HACTYIHUX S-OJOKiB.

OTxe, oTpuMaHi pe3yJabTaTH CBiAYaTh, IPO T€ L0 “YAOCKOHAJIEHI” CXEMH 3 JOJATHUM 3MIIIy-
BaHHSIM CETMEHTIB Ha BXOJ1 MEpIIOro MUKIY MAlOTh MOKa3HUKHU HE Kpallli HiXK cxema 0e3 3Millyro-
94Oro MEPEeTBOPEHHS. 3aralbHUil BUCHOBOK TYT MICTHTBCS B TOMY, IIIO JIOJaTHE JIiHIHHE MEpeTBO-
PEHHS MPAKTUYHO HE MOKpAIy€e MOKAa3HUKIB BUIAJKOBOCTI CXEMH 3 JIAHIIOKKA KePOBAaHUX ITiJICTa-
HOBOK. Pe3ynbTaTu BUSIBISIIOTHCS OJIM3bKUMU (HE Kpallle HIXK) 10 CXeMU S MEepeTBOPEHHS 3 MHO-
*KeHHsM Ha MJIB Mmatpuirio, To0TO 3 BHUIAJAKOM, KOJM Ha MEPIIOMY LHUKII aKTHBI3yEThCS JIMIIE
onuH S-650k. ToOTO akTHBI3aIis S-0JI0KIB MEPIIOrO HUKITY BUSBISIETbCA (PIKTUBHOIO (He eghexmus-
Ho1w). TakuM 4MHOM, 11 3HAYUTh, IO JiHIWHI NEPETBOPEHHS Ha BXOJl MEPIIOTO HUKIY HE MOXYTh
MTOKPAITUTH TTOKA3HUKIB BUTIAJKOBOCTI CXEMH.

[IprurHOIO FOTO BUSBISAETHCS TE, IO JIIHIIHI NEPETBOPEHHS HA BXOJ1 MEPUIOro LUKIY He
3a0e3MeuyroTh BUMAIKOBOTO 3B 3Ky MIXK 0aiiTaMu Ha BXOJax S-0JIOKIB 1 TOMY AJis TUX S-0J0KIB He
BUKOHYETbCS YMOBA, 1110 KMOBIPHOCTI MEPEX0/1iB S-0JI0KIB HE IEPEMHOKYIOTHCS, a CKOpIIlIe MiJICY-
MOBYIOTBCSL.
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Tabmuus 3 — CratucTuyHi faHi KMoBipHOCTI akTHBi3alii 1-8-Mu S-0J0KiB U1 pi3HUX BapiaHTIB CXEMH

BAPIAHT 31 CXEMOIO 3MILLYBAHHA

BE3 CXEMU 3MILUYBAHHA

0
=
O
E % o Cxema 3MilyBaHHA BUKOPUCTOBYETLCA Cxema 3MilyBaHHA BUKOPUCTOBYETLCA Cxema 3millyBaHHA
x 8 'g Ha KOXXHOMY LMKAi Ha 1-my umkni He BUKOPUCTOBYETbCA
e 85
; © 1-i umkn 2-W UMKAN 3-1 umKkn 1-1 umKn 2-" umKn 3-" umKkn 1-1 uukn 2-I UUKN 3-i uMKn
o
1 2 3 4 5 6 7 8 9 10 11
AX;=AX,#0 7 7-255-99.6% |(6-28-10.98% 6-19-7.42% 7-255-99.61% |5-14-5.47% 6-25-9.76% 1-112-43.75% |6-22-8.59% 6-23-8.98%
7-227-88.67% |7-236-92.18% 6-241-94.14% |7-230-89.84% [8-143-55.86% |7-233-91.02% [7-232-90.62%
AX;=AX3#0 6 6-255-99.61% | 6-27-10.55% 6-31-12.11% 6 -255-99.6% 4-2-0.78% 5-1-0.39% 2-152-59.37% 6-13-5.08% 6-20-7.81%
7-227-88.67% | 7-223-87.11% 5-252-98.44% 6-23-8.98% 8-103-40.23% | 7-242-94.53% | 7-235-91.8%
8-1-0.39% 8-1-0.39% 6-1-0.39% 7-231-90.23%
AX;=AX,#0 7 2-144-56.25% 2-1-0.39% 5-1-0.39% 2-168-65.62% 5-14-5.47% 6-29-11.33% | 3-157-61.33% 6-12-4.69% 6-21-8.20%
7-111-43.36% 6-18-7.03% 6-32-125% 7 - 87 -33.98% 6-238-92.97% | 7-226-88.28% | 8-98-38.28% 7-243-94.92% | 7-234-91.40%
7-236-92.19% | 7-222-86.72% 7-3-117%
AX;=AXs#0 4 4 - 255 -99.60% 6-23-898% 6-27-10.55% | 4-255-99.61% | 3-240-93.75% | 6-26-10.15% | 4-162-63.28% 3-1-0.39% 6-21-8.20%
7-232-90.63% | 7-228-89.06% 4-15-5.86% 7-229-89.45% | 8-93-36.33% 6-15-5.86% 7-234-91.40%
7-239-93.36%
AX;=AXg#0 7 4-169 -66.02% 6-23-8.98% 6-33-12.89% | 4-150-58.59% 3-1-0.39% 5-1-0.39% 5-167 - 65.23% 4-1-0.39% 6-15-5.86%
7-86-33.59% | 7-231-90.23% | 7-222-86.72% | 7-105-41.02% 5-4-1.56% 6-25-9.77% 8-88-34.38% 6-13-5.078% | 7-240-93.75%
8-1-0.39% 6-250-97.66% | 7-228-89.06% 7-241-94.14%
8-1-0.39%
AX;=AX;#0 6 4 - 155 -60.54% 5-1-0.39% 5-1-0.39% 4-163-63.67% 4-8-3.12% 6-23-8.98% 6-167-65.23% 6-16-6.25% 6-24-9.37%
6 - 100 - 39.06% 6-24-937% 6-15-5.86% 5-0-0% 5-245-95.70% | 7-232-90.62% | 8-88-34.37% 7-239-93.36% | 7-231-90.23%
7-230-89.84% | 7-239-93.36% | 6-92-35.94% 6-2-0.78%
AX;=AXg#0 7 3-147-57.42% 4-1-0.39% 6-29-11.32% | 3-154-60.16% 2-1-0.39% 6-18-7.03% 7 - 166 - 64.84% 6-21-8.20% 5-1-0.39%
6-66-25.78% 6-22-8.59% 7-226-88.28% | 6-62-24.22% 5-6-2.34% 7-237-92.58% | 8-89-34.77% 7-233-91.02% 6-21-8.20%
7-42-16.40% | 7-232-90.62% 7-39-15.23% 6 - 248 - 96.88% 8-1-0.39% 7-233-91.02%
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1 3 4 5 6 7 8 9 10 11

AXy=AX; #0 1-102-39.84% | 1-1-0.39% 6-20-7.81% | 1-97-37.89% | 5-10-3.90% | 6-27-10.55% | 7-149-5820% | 5-15-5.86% 5-12 - 4.69%
7-153-59.77% | 6-30-11.72% | 7-234-91.4% | 7-158-61.72% | 6-245-95.70% | 7 - 228 - 89.06% 6-237-92.58% | 6-243-94.92%

7-224-875% | 8-1-0.39% 7-3-1.172%

AXy = AX, #0 5-255-99.60% | 6-20-7.81% 6-17-6.64% | 5-255-99.60% | 3-4-156% | 6-30-11.72% | 2-159-62.12% | 1-1-0.39% 5-13-5.07%

7-235-91.8% | 7-238-92.97% 4-248-96.88% | 7-225-87.89% | 7-96-37.5% 5-12-4.69% | 6-242-94.53%
5-3-1.17% 6 - 242 - 94.53%

AX, = AXs # 0 3-147-57.42% | 6-18-7.03% | 6-29-11.32% | 3-161-62.89% | 2-2-0.78% | 6-26-10.16% | 3-163-63.67% | 2-2-0.78% 5-13-5.08%

7-108-42.19% | 7-237-92.58% | 7-226-88.28% | 7-94-36.72% | 5-13-508% | 7-229-89.45% | 7-92-3593% | 5-10-3.90% | 6-241-94.14%
6-238-92.97% 6-243-94.92% | 7-1-0.39%
7-2-0.78%

AX, = AXg # 0 3-255-99.61% | 5-4-1.56% 5-1-0.39% | 3-255-99.61% | 2-220-85.94% | 5-3-1.17188% | 4-157-61.33% | 3-2-0.78% 5-20-7.81%
6-164-64.06% | 6-26-10.16% 3-35-13.67% 6-172- 7-98-38.28% 5-11-4.3% | 6-234-91.40%
7-87-33.98% | 7-228-89.06% 67.1875% 6-242-9453% | 7-1-0.39%

7-80-31.25%

AXy = AX; # 0 3-100-39.06% | 5-3-1.17% 6-20-7.81% | 3-98-38.28% 4-1-0.39% 5-1-0.39% | 5-165-64.45% | 4-1-0.39% 5-9-3.51%
5-88-34.37% | 6-26-10.15% | 7-235-91.8% | 5-101-39.45% | 5-5-1.95% 6-25-9.77% | 7-90-35.16% | 5-12-4.68% | 6-245-95.70%
7-67-26.17% | 7-225-87.89% 7-56-21.86% | 6-249-97.27% | 7-228-89.06% 6-242-9453% | 7-1-0.39%

8-1-0.39% 8-1-0.39%

AX, = AXg # 0 4-175-68.35% | 6-13-5.08% 6-24-937% | 4-162-63.28% | 3-4-1.56% 6-21-8.20% | 6-150-58.59% | 5-12-4.68% 5-9-3.51%
5-80-31.25% | 7-242-94.53% | 7-231-90.23% | 5-93-36.33% | 4-247-96.48% | 7-233-91.01% | 7-105-41.02% | 6-242-94.53% | 6- 245 -95.70%

5-4-1.56% 8-1-0.39% 7-1-0.39% 7-1-0.39%

AXs=AX, #0 2-145-56.64% | 2-1-0.39% 6-19-7.42% | 2-164-64.06% | 5-6-2.34% 6-25-9.76% | 6-163-63.67% | 4-3-1.17% 4-5-1.95%
6-40-15.62% | 6-25-9.76% | 7-236-92.18% | 6-36-14.06% | 6-249-97.26% | 7-228 -89.06% 5-250-97.65% | 5-248-96.87%
7-70-27.34% | 7-229-89.45% 7-55-21.48% 8-2-0.78% 6-2-0.78% 6-2-0.78%

AXs = AXs # 0 2-167-65.23% | 3-1-039% | 6-28-10.93% | 2-151-58.98% | 4-7-2.73% 6-32-12.5% | 2-157-61.32% | 1-2-0.78% 4-9-3.51%
6-88-3437% | 6-23-898% | 7-227-88.67% | 6-104-40.62% | 5-246 - 96.09% 7-223- 6-98 - 38.28% 4-6-2.34% | 5-245-95.70%

7-231-90.23% 6-2-0.78% 87.1094% 5-244-9531% | 6-1-0.39%
6-3-1.17%
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1 3 4 5 6 7 8 9 10 11

AX3=AXg#0 4-197-76.95% | 6-31-12.10% 6-32-12.5% 4-199-77.73% 3-1-0.39% 6-22-8.59% |3-159-62.1094% 4-5-1.95% 4-17 - 6.64%
7 -58-22.66% 7-224-875% | 7-222-86.72% | 7-56-21.87% 5-8-3.12% 7-233-91.01% 6-96-37.5% 5-249-97.27% | 5-236-92.19%

6 - 245 - 95.70% 6-1-0.39% 6-2-0.78%
7-1-0.39%

AX3=AX;#0 2-255-99.61% 4-1-0.39% 5-2-0.78% 2-255-99.6% 1-160-62.5% 4-4-1.56% 4-163-63.67% 3-2-0.78% 4-6-2.34%

5-167-65.23% 6-21-8.20% 2-95-37.10% | 5-166-64.84% | 6-92-35.93% 4-4-1.56% 5-247 -96.48%
7-85-33.20% | 7-231-90.23% 6-3-1.17% 5-247-96.48% 6-2-0.78%
8-2-0.78% 8-1-0.39% 7-81-31.64% 6-2-0.78%
8-1-0.39%
AX3=AXg#0 3-169-66.01% 6-25-9.78% 6-23-8.98% 3-161-62.89% 5-11-4.3% 6-27-10.54% | 5-169-66.01% | 4-7-2.73438% 4-12-4.68%
6-64-25% 7-230-89.84% | 7-232-90.62% | 6-74-28.90% 6-243-94.92% | 7-228-89.06% | 6-86-33.59% 5-248-96.87% | 5-242-94.53%
7-22-8.5%% 7-20-7.81% 7-1-0.39% 6-1-0.39%

AXy=AXs#0 3-163-63.68% 6-19-7.42% 6-22-8.59% 3-169-66.02% 5-11-4.29% 5-1-0.39% 1-97-37.89% 3-3-1.17% 3-8-3.12%
6-61-23.83% | 7-236-92.19% | 7-233-91.02% | 6-54-21.09% 6-243-94.92% | 6-31-12.11% | 5-158-61.71% | 4-246-96.09% | 4-241-94.14%
7-31-12.11% 7-32-12.5% 7-1-0.39% 7-223-87.11% 5-6-2.34% 5-6-2.34%

AXy=AXg#0 2-160-62.5% 6-26-10.15% 6-19-7.42% 2-145-56.64% 1-1-0.39% 5-1-0.39% 2-153-59.76% 3-1-0.39% 3-11-4.297%
5-95-37.11% | 7-229-89.45% | 7-236-92.18% | 5-110-42.97% 3-3-1.17% 6-25-9.76% 5-102-39.84% | 4-249-97.27% | 4-239-93.35%

4-246-96.09% | 7-229-89.45% 5-5-1.95% 5-5-1.95%
5-5-1.95%

AXy=AX;#20 4-154-60.15% 6-23-8.98% 5-1-0.39% 4 -149 -58.20% 4-2-0.78% 6-26-10.15% | 3-164-64.06% 2-1-0.39% 3-9-3.52%
5-66-25.78% | 7-231-90.23% 6-22-8.59% 5-70-27.34% 5-11-4.29% 7-229-89.45% | 5-91-35.54% 3-4-1.56% 4-244-95.31%
6-16-6.25% 8-1-0.39% 7 -232-90.62% 6-14-5.47% 6-242-94.53% 4 - 247 - 96.48% 5-2-0.78%
7-19-7.42% 7-22-8.59% 5-3-1.17%

AXy=AXg#0 1-255-99.6% | 4-146-57.03% 4-2-0.78% 1-255-99.60% | 1-255-99.60% | 4-150-58.59% | 4-156-60.93% 3-3-1.17% 3-2-0.78%

6-69 -26.95% 6-18-7.03% 5-1-0.39% 5-99-38.67% 4-249-97.26% | 4-245-95.70%
7-26-10.15% 7-235-91.8% 6-65-25.39% 5-3-1.17% 5-8-3.12%

8-14-547%

7-29-11.32%
8-10-3.90%
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1 3 4 5 6 7 8 9 10 11
AXs=AXg#0 4-170-66.40% 6-17-6.64% 6-27-10.55% | 4-158-61.71% 3-1-0.39% 6-29-11.32% | 1-102-39.84% | 3-247-96.48% 2-5-1.95%
6-48-18.75% | 7-238-92.99% | 7-228-89.06% 5-0-0% 5-11-4.29% 7-226-88.28% | 4-153-59.76% 4-8-3.13% 3-235-91.8%
7-37-14.45% 6-63-24.61% 6-243-94.9% 4-15-5.86%
7-34-13.28%
AXs=AX;20 4-219-85.54% 5-2-0.78% 6-25-9.76% 4-228 -89.06% 3-1-0.39% 6-21-8.20% 2-148-57.81% 1-2-0.78% 2-4-1.56%
6-36-14.06% 6-22-8.59% 7-229-89.45% | 6-27-10.54% 4-4-1.56% 7-234-91.40% | 4-107-41.8% 2-1-0.39% 3-242-94.53%
7-231-90.23% 8-1-0.39% 5-246-96.09% 3-237-92.58% 4-9-3.52%
6-4-1.56% 4-15-5.9%
AXs=AXg#20 4-157-61.33% 3-1-0.39% 5-1-0.39% 4-167-65.23% 3-1-0.39% 6-24-9.37% 3-158-61.72% 2-1-0.39% 2-1-0.39%
6-86-33.59% 4-1-0.39% 6-27-10.55% 5-1-0.39% 5-12-4.69% 7-231-90.23% | 4-97-37.89% 3-248-96.87% | 3-241-94.14%
7-12-4.68% 6-28-10.94% | 7-227-88.67% | 6-72-28.12% 6-242-94.53% 4-6-2.34% 4-13-5.078%
7-225-87.89% 7-15-5.86%
AXg=AX;20 2-1-0.39% 3-1-0.39% 6-33-12.89% 2-4-1.56% 5-6-2.34% 6-23-8.98% 1-101-39.45% | 2-222-86.71% 1-2-0.78%
4-102 -39.84% 5-3-1.17% 7-222-86.72% | 4-103-40.23% | 6-247-96.48% | 7-232-90.62% | 3-154-60.15% 3-33-12.89% | 2-215-83.98%
5-99-38.67% 6-28-10.94% 5-94-36.71% 7-2-0.78% 3-38-14.84%
6-32-12.5% 7-223-87.11% 6-41-16.02%
7-21-8.20% 7-13-5.08%
AXg=AXg#0 3-161-62.89% 6-32-12.5% 6-22-8.59% 3-166-64.84% 3-5-1.95% 6-23-8.98% 2-162-63.28% | 2-222-86.72% 1-1-0.39%
4-64-25% 7-223-87.10% | 7-233-91.02% | 4-55-21.48% 4-246-96.0% | 7-231-90.23% | 3-93-36.32% 3-33-12.89% | 2-227-88.67%
5-30-11.71% 5-34-13.28% 5-4-1.56% 8-1-0.39% 3-27-10.54%
AX;=AXg#0 4 -154-60.15+5 5-1-0.39% 6-27-10.54% 3-1-0.39% 5-11-4.3% 6-22-8.6% 1-95-37.11% 1-147-57.42% | 1-163-63.67%
6-87-33.98% 6-18-7.03% 7-228-89.06% | 4-165-64.45% | 6-244-9531% | 7-233-91.02% | 2-160-62.5% 2-108-42.19% | 2-92-35.93%
7-14-5.46% 7-236-92.19% 5-2-0.78%
6-78-30.47%
7-9-3.52%

20




ISSN 2519-2310 CS&CS, Issue 4(12) 2018

4 BUCHOBKH

[Tpomo3wuitis CTOCOBHO MOKIIUBOCTEH yaockoHaneHHs mmdpy CTpyMok, 1o Oyja BUCYHYTa pa-
Hile aBTopoM po6oTi [1], BUSBIAETHCS TOMHIKOBOIO. Tak, paHilie 3ampornoHOBaHe PillICHHS MPAK-
TUYHO MOCTYIAEThCS 32 CBOIMHU MMOKa3HUKAMK BUIAJKOBOCTI BiJIIOBITHOMY DPIllICHHIO MPECTaBIIC-
HoMY y criertudikarii 1o mudppy Ctpymox [3].

HactynHuii BUCHOBOK, SIKii Ma€ NMPUHIIAIIOBE 3HAYEHHS, MICTHTBCS B TOMY, IO 3aJMIIAETHCS
CIpaBeUTMBUM PaHiIlIe BUCIOBJICHE B poOOTi [2] 3aranbHe MOJOKEHHS, 3T1HO JI0 SKOTO MiHIMallb-
HE YMCIIO aKTUBOBAaHUX S-0J10KiB mepmmx mukiaiB SPN mmdpiB gqopiBHioe ogHoMmy! BukitodeHHsIM
€ numie mmdp JlaGipuHT [4], B KOTpOMY BUKOPUCTOBYETHCS HENiHIHE TOLMKIOBE MEPETBOPEHHS
(nepemeopenns 3 wapy S-610Ki6 na 6xo0i nepuioeo yuxny). @aKTUYHO 1€ TOJATKOBE IIHKJIOBE T1e-
PETBOPEHHSI.
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Abstract. In the paper new electronic signature mechanisms which will be urgent in the post-quantum period devel-
opment necessity is grounded. The main one time key mechanisms are briefly described. Problems related with
Lamport OTS mechanism and Winternits OTS mechanism related to private and public keys sizes are revealed. Main
evaluation criteria are defined. In the paper improved mechanism called POST which can be used in post-quantum
period is proposed. POST mechanism is tends to avoid the disadvantages as previous ones. Also processes of signa-
ture generation and validation for POST mechanism are presented.

Keywords: post-quantum cryptography; post-quantum electronic signatures; improved mechanism POST; one time
key mechanisms.

1 Introduction

Development and standardization post-quantum asymmetric cryptographic transformation is one
of the most important problems of our time. The leading states, including NIS, realizing the need to
find new asymmetric cryptographic primitives electronic signature (ES) and asymmetric encryption
to be relevant and can be used in post quantum period, announced a competition to develop stand-
ards of post quantum asymmetric cryptographic primitives [1-3]. Bids were accepted NIST until the
30™ November 2017. They relate primarily asymmetric algorithms ES. The European Union (EU) is
also active in the development and research of post-quantum asymmetric cryptographic standards,
including standards post-quantum ES.

Conducted in technologically developed countries showed that one of the promising areas post-
quantum ES creation, can be direction based on the use of hash functions and Merkle tree [6]. The
basis of this trend assigned keys and single-use one time ES. Historically the current time and of-
fered substantially explored these mechanisms for generating and using single-key ES based on
hash functions (symmetric cryptographic functions and traction):

- Lamport mechanism of one time keys LOTS [7];

- Winternits mechanisms with one time keys WOTS, WOTS®R, WOTS™RF, WOTS* [8,10];

- modification mechanism of one time keys Biba, HORS, HORS +, HORS ++ and HORST [10].

2 Problem and opportunities

Significant development of ES mechanism based on OTS is Winternits OTS [4,8]. The fact is
that although the Lamport OTS and Lamporta — Diffie OTS may provide the potential properties of
cryptographic resistance (and indeed encryption), but the size and ES and OTS keys are quite large.
Reducing the size of the ES mechanism achieved in ES with OTS as proposed in [4,13], called
Winternits mechanism (W OTS) [8]. The idea Winternits mechanism is signed so that, unlike the
Lamport OTS already several bits of hash - values using a sequence OTS single secret key. Another
feature is the use Winternits mechanism aimed one-way function that we believe can be called
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clutch function. The peculiarity of the clutch functions is possibility of public key obtained directly
from the ES. In our view this is a crucial feature of the Winternits mechanism.

As in the Lamport OTS and Lamport — Diffie OTS mechanisms, the Winternits mechanism
(WOTYS) uses a one-way hash - function and cryptographic hash - function. Parameter Winternits
ES w > 2 selected as the number of bits that must be signed (encrypted) simultaneously using a sin-
gle key. ES is also an option WOTS using additional control method based on integrity checksum
hash - value that is encrypted. Applying additional method of monitoring the integrity aims to rein-
force stability Winternits OTS ES.

Also, the analysis showed that the main papers related to one time keys are used insufficiently
"true™ cryptographic evaluation criteria cryptographic stability and complexity. In our opinion,
when evaluating and comparing different mechanisms of ES OTS, should at least use [5]:

- Lc, Lv and Lp - length, respectively classified Ks and public key ES in April and open;

- the number of secret Nk one time key ES WOTS that can be used with equal probability;

- entropy source key H (Nk) of the modification ES WOTS single key;

- secure a TB as expectation time disclosure of cryptographic system known in the application of
analytical power and attacks by both classical and quantum computers and, in this case for example
the definition of secret key provided and consequently ES single public key ES OTS;

- distance unity sources lp OTS one time ES secret keys;

- complexity of a successful crypto analysis Ic ES with OTS in the application of force;

- complexity of a successful crypto analysis la ES OTS in applying analytical methods.

Basic definitions and the application of the proposed criteria and indicators for assessing the ES
from OTS to be applied in required in the analysis and comparison.

The analysis of the basic mechanisms of one time keys - Lamport OTS, OTS Winternits (WOTS,
WOTSR, WOTS™F WOTS" [8,9]) and modification mechanism of one time keys (Biba, HORS,
HORS +, HORS ++ and HORST) do not meet the requirements of space and time complexity,
which greatly complicates the implementation post-quantum ES based on hash functions. The fact
is that when trying to reduce the size of the keys and the ES is a dESarture from the true perfect ES
[13-15]. However, in our view, there is the possibility of building a ES post-quantum based OTS
keys as perfekt OTS (POTS) [13], the properties are almost not inferior Lamport mechanism.
Therefore, we consider the nature, the study of properties, advantages and disadvantages, as well as
conditions and opportunities for improved use of POTS mechanism in various applications post-
quantum period.

3 Improved mathematical model of the post-quantum electronic signature mechanism

Terms. In Winternits OTS (WOTS) ES mechanism exists over the Lamport mechanism, the abil-
ity to produce shorter ES, but the number of private and public keys with increasing parameter w
increases significantly. Also generally WOTS mechanism that is adequate for the characteristics of
the Lamport mechanism significantly increased temporal and spatial complexity. The specified lim-
its the use of Winternits mechanisms (WOTS, WOTS®®, WOTS™F, WOTS" [8,9]) for the case
when the requirement should be similar to that performed Lamport mechanism. There is no possi-
bility to use the private key for both signature and some much larger number of hash - value
(WFTS) [9]. Using this idea, consider an improved POTS mechanism with one time keys, which
are the main advantages of reducing the lengths of one-time keys (private and public key) and the
length of the ES. There are also options for its use and WFTS.

As in LOTS and LDOTS, in an enhanced POTS mechanism or will use the one-way hash — func-
tion

f: {0,1} 1— {0, 1} 1 1)
and required cryptographic hash - function
g:{0,1} * — {0, 1} I.

In ES first message M made hash message M using coherent (typically cryptographic) hash -

functions with parameters Pr and computed hash — value
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h, =H(M,Pr)) )

Further value hy essentially means replacing the encrypted blocks w bits of hash - value hy one
time secret key encryption process this continues for all blocks of bits hash - value hy.

So, Iy bit hash — value hy replaced (encrypted) once the keys essentially steady course codes as a
sequence of bits hy replaced one time secret random order. Sequence Iy secret sequence is the mes-
sage M. This ES ES with a selected x; ory; sequences is as open and accessible to users (verifyer)
of the domain and the offender (crypto analytics). Later this ES in the appropriate format transmit-
ted and stored along with the message and is its single ES. In the case of POTS ES mechanism con-
sists of k random sequences, and k < I, .

Key generation mechanism for POTS. We assume that the parameter w > / determines the num-
ber of bits of hash - value that should be signed simultaneously, ie replaced by a secret key. Moreo-
ver, if w =1 have particular case - OTS Lamport mechanism of keys. If w > 2 have a common
Winternits mechanism submission, although further validation and encryption function is modified.

In the POTS mechanism ES (encryption) is performed (not necessarily) by applying to all w,
block conversion type

z=2(w,) ©)
Therefore, w bits of the block are displayed in bits w * new unit. Moreover L,; length b, Block
can be either more or less length L. bloc b’ Derived from transformation (3).
Immediately note that the main difference POTS mechanism is that it applies each transfor-
mation b, block according to [13] in this form. If

0<b <(2"/2)-1 @

then each b, encrypted block (replaced) sequentially secret key from the set X, or encrypted (re-
placed) sequentially secret key from the set Y.
Also, similar to the generalization Winternits define parameters t,t,,t as [7,8]

t,=|1/log, W |,t, =[ log, t,(W 1)) /log, W |+1, t=t,+t,. (5)
We assume that the hash - value message supplied in blocks b, (b;") type
d =btl-1] .bi.. || b0, (6)
can determine the checksum in the form [7]
b
or as ¢ =) (W-1-b"), (7
i=1
* tll h *
=Y (2 -h). ®)
i=1

In the POTS model is not excluded that the parameters t,t,,t can be defined otherwise. In

mechanisms POTS data hash - value d (6) and checksum C (7) and (8) can encrypt different handi-
cap, such as a checksum with more or less depending on the requirements of the handicap.
However, a preliminary analysis showed that the type conversion functions blocks (3) and (4)
can significantly affect the cryptographic resistance to existing and potential attacks. Therefore, one
of the important objectives of this study is to determine the conversion functions, which will allow
to provide shorter secret and public keys, and reduce the length of the ES, providing acceptable
cryptographic resistance to existing and potential attacks from classical and quantum computers.

After you convert (6) or (7) checksum C” in blocks of bits w”concatenation of hash - value (6)
d and then runs simultaneous identical encryption POTS and verification. Note that checksums are
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calculated arbitrarily depending on the need. Also mentioned ES d and checksums C (7) and (8),
etc., can be encrypted worthy of OTS.
Specification of parameters for POTS. To make ES refine your first signature - t1, t2 and t. If the

length of L, random or pseudorandom sequence multiples w™. Then t1 determines the number of
blocks of bits hash - value that will be signed (encrypted) a secret key. In this case

t=tl=n/w (9)

If n is not a multiple w", The last block is less than w" bits, so the number of bits required to

sign necessary to increase the way that t1 was intact. In (8) t2 determines the number of blocks by
which filed checksum. Generally

t*=1tl+1t2 (10)

Without loss of both theoretical and practical presentation and research WOTS can (but not nec-

essarily) considered that the length of the block w = 1,2,3,3., 4.6... . Under this condition for each
unique encryption w, vacancies in general

N,=2" w=234,5,6.. . (11)

random sequences each secret key.
In case (4) for each encryption w;, unit must

N,=2 (12)
random sequences each secret key. Therefore, depending on the value of w, U gain to reduce the
length of the secret key in general to respect POST is WOST

u=2"" (13)

ES secret key POTS X, (W), Y, (w") is a sequence of t secret keys sets
XgW) = (Xgreeer Xy ovey Xg)
Y,W)= (Yoo Yis oo ¥o) (14)
the length of each of the sequences secret 1(w).

Each set (14) secret keys X, (W), Y, (w") is part of the secret (private) key.

Public key verification mechanism for ES POTS calculated way hash secret keys (14) using one
or directed cryptographic hash - functions f(g). Due t get 2 sets of keys to open each:

Hd(x) = H(Xt—l)"'-’ H(Xi)! ey H(XO)
Hd (Y): H(yt—l)P‘" H(yi)! Ry H(yo) (15)

length of hash - value |, Each secret key sequence.

Developing a mechanism for POTS ES.
Let the message M have hash - value

g(M)=h=(h,,...,hi,...,ho)’ (16)
which should be signed using cryptographic hash - function g.

In general, if I, not fold w". Then | added to the required number of zeros, so that the length |,
had multiple w". Line |, bits divided into t blocks b ,,...,b,...,b, length of w bits each. But we
will consider, as a rule, without losing generality case (9).

Further to ES and ES validation rules will apply when the length of the block will change.
In fact, as aresult of this transformation w bits b, unit displayed in bits w *b the new unit, and
the length L. new unit b’ can be either more or less length L bloc b, derived from transfor-
mation (7).
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Thus the POTS mechanism implemented following the previous transformation:
- line |, bit hash - value is divided into blocks t b, ,,...,b,...,b, w bits length of each block;

- w bit b, blocks appear in the new bit w* b blocks, and active case when b =b, ;
- w* new bit blocks (3) b encrypted using a secret key ( X, (b"), Y, (b)) according to (12) -
(14) with a length of each of the sequences secret I(w").
Thus, unlike Winternits mechanism, the POTS mechanism w bits b, . Blocks are displayed in bits

w* b blocks that may have a shorter and more towards w.
The result is as follows ES

{M;Z7 = (% | Yooy Do [ Yoo b D6 1Y e D6 T Y0
{M,Z*=(zt*,zttl,...,zi ,...,Z;)} a7

In (17) the symbol " | " means that when encryption ES appears in one of the sequences used se-
cret - x; or y,, defined i - by unit of length w* bits. Further parameter t* means the number of

blocks that can be both more and less than t, and equal to t.
Check ES mechanism for POTS. Check ES carried out in that order.

1. Using cryptographic hash - hash function g made Message M~ for which the test is ES The
result is a hash — value

hy = g(M", Pr) . (18)
If the length of h,. not a multiple of w, then the string of bits h,.. in accordance with the
agreement a number of zeros is added, so that the length h,,.. was a multiple of w. Line h,,. bits is
divided into blocks t* b. ,,...,b,,...,b 0 length w* bits each.
2. In accordance with the values b, blocks h,,. verification of the public key ES (15) selected
hash - value H(x) or H(y;), because we find that

Z"=({HC) THY)DAH ) THY )} AH ) TH Y} AH ) TH ()P 2

(AR AP A A § (19)

3. Finally, the user has received a signed message hash all sequences ES (17), gets them hash —
value

(H(z.), H(Zp 1), H(Z), - H(Z0)) (20)

and compares the values with the values (17), i.e. (Zu,Zp g1 2y Zy) . If all t* when comparing
values coincide, the ES is a real, otherwise the ES considered distorted.

4 Conclusions

The idea of the Winternits mechanism is signed so that, unlike the Lamport OTS already several
bits of hash - values using a sequence OTS single secret key. Another feature is the use Winternits
mechanism aimed one way function that we believe can be called clutch function. The peculiarity of
the functions clutch is possibility of public key obtained directly from the ES. In our view this is a
crucial feature of the mechanism Winternits.

The analysis of the basic mechanisms of one time keys - Lamporta OTS, OTS Winternits
(WOTS, WOTSR, WOTS™F, WOTS") And modification mechanism of one time keys (Biba,
HORS, HORS +, HORS ++ and HORST) do not meet the requirements of space and time complex-
ity, which greatly complicates the implementation post-quantum ES based on hash functions. How-
ever, in our view, there is the possibility of building a ES post-quantum based OTS keys as perfekt
OTS (POTS) [13].
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Preliminary analysis showed that the type conversion functions blocks (5) can significantly af-
fect and cryptographic resistance to existing and potential attacks. Therefore, one of the important
objectives of this study is to determine the conversion functions, which will allow to provide shorter
secret and public keys, and reduce the length of the ES, providing acceptable cryptographic re-
sistance to existing and potential attacks from classical and quantum computers.

Thus, the offer of the use of POTS mechanisms one time keys and also as a result of one-time
ES, can make conclusions about the possibility of their use in ES post-quantum mechanisms based
on hash - functions.
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YnockoHajieHHii MexaHi3M 0IHOPAa30BUX KJIIOYiB /151 MOCTKBAHTOBOIO MepPiofy Ha OCHOBI rem—QyHKIil.

AHoTanisi. OOrpyHTOBaHO HEOOXIHICTH pO3pOOKM HOBHX MEXaHI3MiB €IeKTPOHHOTO IIAIHKCY, SKi OyIyTh aKTyaIbHUMH 1 MOXKYTb
3aCTOCOBYBAaTHCSl B IOCTKBAHTOBHMH mepioJl. BussneHo mpoGiiemMu, moB's3aHi 3 MexaHi3Mamu OAHOpa3zoBoi mimmucu Lamport i
Winternits oo po3mipiB 0COGUCTHX 1 BIIKPHTHX KJt04iB. BH3HAYEHO OCHOBHI KpHUTepii OI[iHKH. Y poOOTi MPOMOHYETHCS BIOCKO-
HajeHui MexaHism POST, sikuii Moxxe OyTH BUKOPHUCTAHMI B MOCT KBaHTOBOMY mepioni. MexaHnism POST no36apienuii HenomikiB,
ONHMCaHMX B MOTEpeIHiX MexaHi3Max. Takox omucaHi MpolecH reHepallii i nepeBipku mianucy s mexanizmy POST.
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'YcoBeplieHCTBOBAHHBII MeXaHM3M OTHOPA30BbIX KJII0Uei 115 NOCTKBAHTOBOIO NMEPHOJa HA OCHOBE Xell-(PyHKIMIA.
AnHoTanus. O60CHOBaHAa HEOOXOIUMOCTh Pa3pabOTKH HOBBIX MEXaHU3MOB 3JIEKTPOHHOH MOAIUCH, KOTOPBIE OYIyT aKTyalbHBIMH
U MOTYT TPHMEHSTHCS B IIOCTKBAHTOBBIM Iepuoj. BBIBIEHBI NMpOOIEMBI, CBS3aHHBIE C MEXaHU3MaMH OJHOPA30BOM IOAMNHCH
Lamport u Winternits OTHOCHTEIFHO pa3MepOB JHYHBIX M OTKPBITHIX Kitoueill. OnpeneneHsl OCHOBHBIE KpUTEpUH OLleHKH. B pabote
IpeJuIaraeTcst ycoBepiieHcTBOBaHHbIH Mexann3M POST, KoTopsIit MOXKET OBITh HCITONIB30BaH B IOCTKBAaHTOBOM Ieprozae. MexaHnsm
POST nuiuen HenOCTaTKOB, ONMMCAHHBIX B NPEIBIAYIIMX MEXaHW3MaxX. TakKe OMHUCaHBl MPOLECCH TeHepaly U MPOBEPKU MOAIHCH
g mexaauzma POST.

KnroueBble ciioBa: IOCTKBaHTOBas KpHUOTOrpadus; MOCTKBAHTOBBIE JJIEKTPOHHBIC ITOJIHCH; yCOBEPIICHCTBOBAHHBIH MEXaHU3M
POST; MexaHU3MBI OTHOPA30BBIX KITIOUCH.
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Abstract. This paper involves the research of biometric fingerprint images, minutiae and the mathematical probabil-
istic model of their distortion. The suggested model is based on heuristic analysis of the fingerprint scanning results
with account for the nature of the potential errors. She allows to model a typical minutiae behavior in the biometric
fingerprint images. The most typical distortion types were modeled, including the displacement of the fingerprint's
geometrical center, fingerprint rotation, minutiae deletion, as well as the distance changes between minutiae pairs.

Keywords: biometric authentication; fingerprint images; minutia.

1 Introduction

Biometric authentication is being widely used in the current information systems [1-21]. The
most developed methods in this area include face identification [1-4], retina identification [5-8],
identification using fingerprint ridges [9-16] etc. At the same time, the problem of minutiae distor-
tion modeling stands out as one of the most complex in the field of fingerprint authentication, the
main biometric authentication method [15,16]. This paper involves examination of biometric fin-
gerprint images [9-16], as well as the development of mathematical probabilistic model for the mi-
nutiae distortion. To analyze the distribution of characteristics and the errors that occur during fin-
gerprint processing we use the database [17]. We also use SourceAFIS package [18,19] as the main
tool for fingerprint processing.

The results of analysis made allowed us to identify the following main factors that lead to differ-
ences in several portraits of the same fingerprint: - geometric center displacements caused by a
change in the position of the object in the scan field; - rotation of images arising for the same rea-
sons; - "erasure" or the appearance of "false" minutiae due to incorrect settings of the scanner
algorithm or the entry of foreign objects in the scanning field; - drifting of the relative location of
minutiae due to errors in the recognition algorithm.

Let us consider in detail each type of distortion, we will investigate the most significant factors
for possible modeling of fingerprint minutiae distortions.

2 The modeling of geometric center displacement error

These errors occur due to inaccuracy of the location of the scan object relative to the center of
the scan field. To describe the distribution of such errors, it is advisable to use the unimodal trape-
zoidal centered probability density function (PDF) of the form:

125.d,+3.75 if —0.3<d, <-0.1;

old 1o 1125 if —0.1<d, <0.1; |
(d,). @(d)= ~12.5d,+3.75 if 0.1<d, <03 .
0 if |d,|>0.3.
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We use the inverse function method.
If zzunif [0,1] , then to obtain a random variable d, with distribution (1) it is necessary to use the

transformation:

J0.16:2-03 if 0<z<0.25;
d,(2)=104-2-02 if 0.25<2<0.75; )

-J0.16-(1-2) +0.3 if 0.75<z<1

It is fair to assume that displacement errors having the PDF (2) act independently on the coordi-
nates X,Y of the unit fingerprint portrait.

The correctness of the transformation (2) is illustrated by a histogram of the computational ex-
periment results in Fig. 1.

@(d,)

0,3 0,1 10,1 0,3

Fig. 1 — Result of statistical tests of the random coordinate error generator

3 The modeling of minutiae erasure and false appearance minutiae errors

The distribution of erasure errors can be parametrized by the value p. - the erasure probability

of a single individual characteristic point on the fingerprint portrait. Assuming the independence of
erasure errors, their distribution can be described by the usual discrete binomial distribution:

K (i ) ;
PE(k)=Z(N]' P -(L-pe) G)
i=0
where P. (k) the probability of erasure is not more than k minutiae of the portrait; N - the num-
ber of minutiae detected, determined by the distribution
i 1 30
N.)= 1 =1 ,i€(0,30], N, €|15,45{,

where Q(Ni) is the probability that the number of minutiae of the portrait (taking into account mi-
nutiae masked outside the unit square) will be a value N;.

The size of the parameter p. for various methods of fingerprint processing, in our opinion, can
be located within.0 < p. <0.1. To simulate the erasure process after obtaining the portrait model

(Table 1), using a random generator which is uniformly distributed in a unit number interval, the
vector Z ={z,,z,,---,z,} is generated, the elements of which z;:unif [0,1], i=1...N.
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On the basis of the vector Z , an erasure vector E={e,e,,---,e,} is calculated whose elements
have a binary value and are obtained by a functional transformation of the vector coordinates Z :

z .
e = 1, e=[01], i=1...N. “4)
L'_ pEJ [ ]

Next, the rows in the portrait table (Table 1), which have numbers that correspond to the ordinal
numbers of the unit vector E elements, are removed from the table and, accordingly, from the por-
trait of minuses.

We Dbase the probabilistic description of the errors associated with the false minutiae appearance

on Poisson distribution:
K

Pr(K)=22_g"
r(K)==7e 6

where Pr(K) - probability of K false minutiae appearance on the portrait sample; A, - an empiri-
cally determined mathematical expectation of the false minutiae number.

Table. 1 — Portrait matrix

Ne X Y o Ne X Y Q

1 0.21 -0.07 0.6 15 0.01 0.39 0.15
2 0.28 0.18 0.58 16 -0.05 -0.55 0.08
3 0.12 -0 0.49 17 0.51 0.5 0.64
4 0.19 0.31 0.74 18 -0.25 -0.34 0.55
5 0.07 -0.68 0.62 19 0.23 -0.41 0.41
6 0.05 -0.12 0.8 20 0.13 -0.41 0.47
7 -0.25 0.33 0.58 21 0.14 0.08 0.15
8 -0.01 0.42 0.91 22 0.06 0.23 0.74
9 0.17 0.15 0.73 23 -0.05 0.17 0.83
10 0.12 0.23 0.67 24 0.69 0.31 0.87
11 0.3 0.54 0.32 25 0.1 0.7 0.3
12 0.64 -0.14 0.31 26 -0.33 -0.3 0.13
13 0.13 0.44 0.11 27 -0.17 -0.11 0.78
14 0.09 -0.05 0.85 28 0.15 0.08 0.61

Approximation of a random variable - the number of false minutiae in a portrait subject to the
Poisson distribution (5) is achieved using a random generator unif [0,1] and a conventional binomi-
al distribution as follows. Based on the statistical processing of a sufficient number of portraits, the
mathematical expectation of the number of false minutiae in one portrait A, is determined empiri-
cally. As a rule, 0.1<4,<0.5 (in this case, minutiae additions tend to occur less likely than eras-
ures). A vector is generated with elements uniformly distributed in the unit inter-
val z, ~ unif [0,1], i=1...M . Then, on the basis of a transformation similar to (4), we get an addi-

tion vector 4={a,,a,,---,a, } of binary elements obtained according to:

Z.
— ! i i: 0,1, :1M 6
“s| 4| [0.4], i ©)
M

The number of unit elements in the vector is subject to the binomial law (3) with the parame-

ter P, = % Then the number of added false minutiae of the portrait is determined by the square of
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the length of the vector 4:
K=|A"=>a. (7)

The approximation of the Poisson distribution (5) will be all the more accurate the larger the se-
lected value M . For an acceptable approximation of the Poisson distribution given 1, <1, it suffic-

es to require following inequality:
M= (8)

The simulation of the appearance of false minutiae is made on the basis of the value obtained as
a result of the computational experiment, determined by (7): table 1 adds K rows (when K =0
rows are not added). The generation of values for the added rows is the same as for existing points

in the table - using z ~ unif [0,1]. This does not exclude the case when additional points will be
outside the unit square and will be disguised on the original portrait.

4 The modeling of image rotation errors
To model rotation errors, we accept the following conventions for the Cartesian coordinate sys-
tem of the unit square of the fingerprint portrait.
Portrait image rotation around the geometric center of the unit square with coordinates [0,0] IS

conveniently modeled by rotating the coordinate axes on the plane by a specified angle « (Fig. 2).

The zero value of the rotation angle cor-

AY ' responds to the axis0X ; the positive direc-
Y’ X tion of the angle is the counterclockwise
g movement. It should be borne in mind that

p turning the axes by an angle a is equivalent

to rotating the original image (in X 0 Y co-
' ‘) o X ordinates) in the opposite direction by an
— - > angle —a (in X'0Y'coordinates). It is
0 known that the relationship between the

X
coordinates of an arbitrary point [Y ] in

the original coordinate system X 0 Y and

!

XI
the coordinates of the new point (Y j in

Fig. 2 — Rotation illustration
9 the system X'0OY' deployed at the angle o

is given in the matrix form by the following expression:
X' X
~U(a)- ,

cosa Sina
—sina cosa )

where

u (a):[ ©)

Using the transformation (9) allows you to define an algorithm for modeling the image rotation.
Let G — be the portrait matrix (Table 1) of the size (Nx3). We divide it into submatrices
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G =(XY|¢), where XY is a submatrix of the size (N x2), containing N rows with a pair of co-
ordinates X and Y for each of the N points of the original portrait; ¢ — is a vector column contain-
ing the angle values for N corresponding points normalized in the interval [0,1].

The rotation of portrait minutiae by an angle (given in radians) is achieved by transforming the
submatrix: XY :

XY'=U(-a)-(XY), (10)

where (XY )T — transposed submatrix XY .
The change in the vector ¢ associated with the rotation of the portrait is determined by the for-

mula;
go’:(go—iJmodl— [(p—ijmodl , (11)
2.7 2.

where the operation ("arg") mod1 extracts the fractional part of "arg", with respect to the sign.

The matrix of the portrait rotated by the angle « is determined by combining the resulting sub-
matrix and the vector:

G =((xy)' ). (12)

Rotation errors are determined by the distribution of the random rotation angle a.. Empirical con-
siderations allow us to limit the range of possible values within a right angle

T T
ac|—,+— |, 13
[£+4] 0
and to show the requirements of unimodality and centering to the PDF. To simulate a random value
o, We use a method based on the central limit theorem and allows us to approximate a truncated
normal distribution by summing a limited number of centered random numbers uniformly distribut-
ed in a single range. We use the approximation of the normal distribution by summing the four line-

arly transformed random variables z;:unif [0,1], iel,...,4. The restriction (13) corresponds to the

normalized values, then the realization of the random normalized rotation angle is obtained by a
functional transformation of the form:

a, =Z[Z‘ _ '5} (14)

The approximated normal PDF has the form:

1 a,’ f 1
f = exp| -——24- |, o0=,|——. 15
(aH) 2ro p( ZGZJ o 3.256 (15)

In Fig. 3 shows the form of the function (15) (dashed line) and the histogram of the probability
distribution of the approximation (14) obtained with the number of tests equal to 10°.

As can be seen, the use of only four terms in the sum of expression (14) provides a good approx-
imation of the normal PDF.

The absolute value of the random angle of rotation does not exceed the limits specified above

+ 45° , and the RMS value is
f 1
o=,——-360° =0.036-360° ~13°.
3-256
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Fig. 3 — PDF and histogram of the approximation of the PDF of the normalized
random rotation angle

Thus, as a result of the studies, this section based on the analysis of the experimental data of bi-
ometric fingerprint images developed an analytical probabilistic model for the formation and pro-
cessing of minutiae that takes into account various quantitative and qualitative characteristics (the
density of minutiae distribution and linear displacements of the fingerprint center, the possibility of
loss and / or appearance of new minutiae, the presence of angular errors, etc.). The developed
model allows us to generalize and formalize the process of minutiae generation, as well as to justify
theoretical suggestions and recommendations for their processing in computerized access control
systems.

5 Conclusions

Biometric authentication methods are being widely used in modern computerized access control
systems. At the heart of their construction lies the processing of control points of various biometric
images (the iris of the eye, the outline of the face, the hand, papillary lines, etc.). The analysis
showed that the most widely used methods of processing fingerprint control points (minutiae), al-
lowing reliably identifying a specific user and implementing various security services.

The proposed analytical probability model of minutiae distortions takes into account various
quantitative and qualitative characteristics (the density of minutiae distributions and linear dis-
placements of the fingerprint center, the distribution of the minutiae angles, the possibility of loss
and / or appearance of new minutiae, the presence of angular errors, etc.). This allows us to gener-
alize and formalize the process of minutiae generation, in order to be used in computerized access
control systems and in other important applications [20-21].
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MaTtemaTH4Ha MOJeJb CIOTBOPEHHS BiAOUTKIB NajibLiB.

AHoTauisi. JlaHa craTTs BKIIOYae B cebe TOCHIIKEHHS 010METpHYHMX 300pakeHb BiJOWTKIB MaJbliB, MiHYIiil Ta MaTeMaTHIHOL
iMOBIpHICHOT MOZIENi IX CIIOTBOPEHHS. 3alpONOHOBaHA MOJENh 3aCHOBaHA Ha €BPHCTHYHOMY aHAII31 pe3ybTaTiB CKaHYBaHHS BiJ-
OWTKIB MANBIiB 3 ypaXyBaHHAM XapakTepy MOTECHIIHHIX TOMHIJIOK. BoHa 103BOJIsIE MOJENIOBATH THIIOBY MOBEMIHKY MIHYILIH B 6i0-
METPUYHHX 300paKeHHSIX BIIOUTKIB ManblliB. Bynn 3MonensoBaHi HaHOLIBII THIIOBI THUIH CTIOTBOPEHB, BKIIFOYAIOYH 3MilICHHS Te0-
METPHUYHOTO IIEHTPY BiIOMTKA Mk, 0OCpPTaHHs BiIOMTKA MAIbIls, BUJAJICHHS IPIOHUX JIeTanei, a TAKOX 3MiHU BIZICTaHI MiXK Mi-
HYIISMH.
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Penensent: Cepreii Tomromna, A.T.H., npod., Kuesckuii HanpioHanbHeli yHIBepeuTeT umenu T. llleBuenko, Kuer, 03189, Ykpauna.

E-mail: tolupa@i.ua
Hocrynmna: Oxtsa6ps 2018.

ABTOpBI:

Cepreit Paccomaxun, J1.T.H., 3aB. kadeapsl bezonacHocTH MHGOPMAITMOHHBIX CUCTEM M TEXHOJIOTHH, XaphbKOBCKUI HAIIMOHATBHBIN
yuusepcutet uM. B. H. Kapasuna, . CBo6omst 6, Xappkos, 61022, Ykpauna. E-mail: rassomakhin@karazin.ua

Anekcannp Ky3nenos, A.T.H., pod., AkaneMuKk AKaneMHH HayK NMPHUKIAJHON PagrodJIeKTPOHUKH, XapbKOBCKUHA HAIIMOHAIBHBINA
yuuBepcurer uM. B. H. Kapasuna, . CBoGos! 6, Xapbkos, 61022, Vkpauna. E-mail: kuznetsov@karazin.ua

Brnagumup Ilnokun, nupexkrop VIHHOBaLMOHHOIO LEHTpa, XapbKOBCKMI HalMOHaNbHBIM yHHBepcuTeT uM. B. H. Kapasuna,
wt. CBoGoel, 6, Xapekos, 61022, Ykpaunna. E-mail: vshlokin@ukr.net

Anna YBapoBa, Beayumii nmkenep, Koncrpykropckoe 6topo «fOxuoe» um. M.K. Surensy», yn. Kpuopoxckas 3, Juenp, 49008,
Vkpauna. E-mail: annet.uvarova@gmail.com

MareMaTHdecKasi MOJeJdb HCKAKEeHHs 0TIEYATKOB MAJIbIIEB.

AnHoTammsi. J[aHHasi cTaThsl BKJIIOYAeT B ceOs MCCIEeIOBaHHE OMOMETPHYECKHX M300pa)KCHHH OTIEYaTKOB MablIeB, MUHYLHUI H
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Anomauia: Hagedeno meopemuuny ingpopmayiro npo mecmy8anHs npocpamHo20 3a6e3neueHHs Memooom assiney.
Posenanymo mexuonoeii HaguanHa 3 NIOKPINIeHHAM Ma 6UKOPUCMAHHS THMENeKMYanbHo20 (Pa33iney 8 npoyeci mec-
MY8AHHA NPOSPaMHO20 3abe3neyennsn. ONUcano aneopumm, 3a 00NOMO2010 K020 peanizyiomvCsa 3a3Ha4eHi Memoou
ma mexHono2ii. 3anponoHo8ani cmamucmuyHi pe3yibmamu 00CHONCeHb, Ki OYIU NPO8edeH] Nid Yac mecmyeanHs
0esKUX npozpam ma Ymuaim, NPU3HA4eHux Oasi NOBCAKOCHHO20 BUKOPUCMAHHS, A MAKOJC NPOSPAMU, PO3POOIeHOT
cmyoenmamu.

Knwouosi cnosa: passine; mecmysanns, naguanns 3 niokpinaennsm,; Q-learning.

1 AHaJui3 JiTepaTypu Ta NOCTAHOBKA 3a/1a4i 10C/IiIKeHHS

®a33iHr — 11e METOoJl TECTYBAaHHs IPOrPaMHOro 3a0e3MeUeHHsl Ta BIAKPUTOrO KOy Ha HAasABHICTh
Bpa3JIMBOCTEH O€3MeKH IIISIXOM IMOBTOPHOTO TECTYBAHHS 3 MOJAYEI0 BXIHUX JaHWX, IO MyTOBa-
Hi [1]. IloBTOpHE TecTyBaHHS MPOBOAMUTHCS METOJIOM BMIIQJKOBHMX MYyTallli Ta Maif’ke 3aBXAM dYac,
3a KWW TPOBOJUIIOCH TECTYBaHHS, HE € ONTUMAIBHUM. B 1iif poOOTI po3riisiHYyTO MpobdieMy 1HTe-
JEeKTyaJlbHOro (ha33iHry Ta Meronu ii BUpinieHHs [7]. OCHOBHOIO METOI0 aBTOpPIiB € po3poOKa Tex-
HOJIOT1{, 1110 MOXKE€ OpIEHTYBATHCS Ta MPHUIMaTH BIANOBIIHI PILIIEHHS, MOCUJIAIOUNCh HA JOCBIJ,
OTpUMaHUil Ge3rmocepeIHbO il Yac MPOBEJCHHS TecTyBaHHA. [l pillieHHs bOTO MUTAHHS BHKO-
PUCTaHO TEXHOJIOTII0O MAIIMHHOIO HAaBUaHHS, a caMe HaB4aHHs 3 miakpimieHHsM (Reinforcement
learning) 3a anroputmoMm deep Q-learning [6], sskuii pearnizye MakCUMaJIbHO MOYJIMBY BUHArOpoy,
BHU3HAUEHY B Mpolieci po3poOKH, BUKOPUCTOBYIOUM aHalli3 BUXIAHHUX JIaHUX IMPOTpaMU Ta JOCTYIIHI
BuHaroponau. Lle m03Bosisie 3acTOCOBYBAaTH ONTUMAabHI MyTallil BXIIHUX JaHUX. TakuM 4YMHOM,
areHT OTPUMY€E MOXJIMBICTh HABUUTHUCS (POPMYBATH ONTUMAIbHY MOJITUKY A1M A OTpUMaHHS Ma-
KCUMaJIbHOI BUHaropoau. B Mmexax npaHoi poOOTH NpPOMOHYEThCS alrOpUTM 1 BIAMOBIIHA
KOMIT FOTE€pHA MOJIEJb TIpotiecy (a33iHTy 13 3aCTOCYBAaHHAM TNIMOMHHOTO HABYAHHS, Ta MPOBOSATh-
Csl JIOCHIJKeHHsI €()eKTHUBHOCTI aBTOMAaTH30BaHOTO TOLIYKY BPa3lMBOCTEH Y TMOPIBHSAHI 13 TECTY-
BaHHSIM METOJIOM BHITQJKOBOI MyTarii. [Ipu mpoBeneHHI TecTyBaHHS 3aCTOCOBYETBCS METOJ «HOP-
HOTO ALIMKa», TOOTO 1H(OpMaIis, IKy MU MaeMO IIiJl 4ac TeCTyBaHHs, MPEACTaBIIsLe€ COOO0 JIUILE
pe3yabpTaT poOOTH MPOTpaMu Ta BXiIHI AaHi, sIKi i HEOOX11H1 Jj1s1 BUKOHAHHS [1].

2 AJITOPUTM iHTEJIeKTYaJIbHOT0 (pa33iHry

[Ipu npoBeaeHHI TOCHIKEHHS MU NPUHILIHA 10 GOopMyBaHHS Takoi mpoOieMu mporecy ¢da33iH-
T'y: IpH BHITQJKOBI reHepamii BXiTHUX JaHUX BHKOPHUCTOBYBAaHWH Yac HE € ONTUMAIbHUM, aJDKe
BUKOHYETHCS POIIEAypa 3BUYaitHOro nepebopy BapiaHTiB. Ix Moke OyTH dyxke 6arato, B pe3ynbTa-
T1 YOTO Ha BXIJ[ MOJAETHCS BEIMYE3HA KUTbKICTh MYTalliid, SIKi HE MPUHOCSATH KOPHUCTI VISl TIPOIIECY
TecTyBaHHs. OCKUIBKH Mporec (a33iHry mpeacTasisie co000 BUKOHAHHS LIMKITY 3a7lad B BU3Haue-
Hil cepeni (mporpami), 1e Ha ii BXiJ HOJAETHCS MOCIAOBHICTD, SIKa MPOUIIIA esSKY ONepalio My-
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Talii, iealbHUM BapiaHTOM MJIsi BHUPIMICHHS MOAIOHOT MpOOJIEeMHU € TEXHOJOTis MAIIMHHOTO Ha-
BYaHHS — HaBYaHHs 3 miakpimienasm (Reinforcement learning). Kparuum npukiagoM BUKOPHCTaH-
HS TAaKOTO anroputmy € nporpama AlphaGO, oo po3po6iiena komnanieto Google DeepMind B 2015
porii. BoHa crana mepinor B CBITI MporpamMolo, sika BUTpajia mapTiio B Ipy “ro” y mpodecioHana
Bumoro panry Jli Cemnons [2].

[ToennaBmm (a33iHr Ta HABYAHHS 3 MIAKPIIUICHHSIM, B pe3yJbTaTi MU OTPUMAIIA CHUCTEMY, IO
3natHa (GOpMyBaTH MpaBuUia BUOOPY BU3HAUeHOI myTallii. BoHa mojae Ha BXiq MyTOBaHi JaHi i B
3aJIGKHOCTI BiJl BHXIJHUX JaHUX MporpaMu (GpopMye Haropomy Ui TOTO, 00 TPHU MOAATIIOMY
TECTyBaHHI CIIMpaTHCS HA BIACHUH JOCBi Ta BUOMPATH ONTUMANIbHI MyTaIiil /Ui KOHKPETHOTO BU-
naaKky. TakuM YMHOM KiJTBKICTh MyTallil, 10 HE HECYTh BHECKY B IPOIIEC TECTYBaHHs, 3HAYHO 3Me-
HIUThCs. Lle B cBOIO uepry, sik O4iKY€EThCs, MPUCKOPHUTH TecTyBaHHs. Cxema po3pobieHol cucTeMH
npeCcTaBlieHa Ha puc. 1.

Input
Deep
—> Q-learning
model
A
State Reward Action
Debugger
~— | < J
Program

Puc. 1 — CxemMa anroputmy iHTENEKTYyalbHOTO (a33iHry

IIporiec TecTyBaHHs NMOYMHAETHCA 3 BU3HAYECHHS MOYATKOBUX HE MYTOBAHMX BXIJHHMX JaHUX.
®dopwmar 3anexuTh Big TUIY (as33inry. CopmoBaHi HakeTH NOJAIOTHCSA HA BX1J Mporpami, a 3a ao0-
IIOMOTOIO CIeI[iaJIbHUX 3ac001B 1e0arriHry BU3HAYAEThCS Peakilis NporpaMu. 3 OTPUMaHMUX JTaHUX
(ye mooce 6ymu uwac euxomanHs npoepamu, NOKpUmMms Kooy, KOO 3a8epUuleHHs. Npocpamu ma iH.)
dopmyeTbes cTaH cucteMu State, IKUM, B pa3l HEOOX1THOCTI, MiIsrae monepeanin oopoOi ta mo-
naeTbes B 00poOieHoMy Burisial Ha Bxig Deep Q-learning model, mo B cBoro yepry npuiimae pi-
IIEHHs Mpo Jit0 Action, KOTPY CliJ IPUHHATH HACTYyIHOW0. B 1eil camuii yac, 3anexxHo Big BUOpa-
HOI i Ta OTPUMAHOI0 CTaHy Mporpamu, popmyeTbes Haropoaa Reward s anroputmy. 3a nomo-
MOTOI0 BUHAaropojau aJropuT™M po3yMi€ MOCTaBJIeHE HOMYy 3ajiauy i B IMpolleci HaBYaHHS BU3HAYa€e
ONTUMAaJIbHY MOBEJIHKY Ul 1i BUKOHAHHA. TaKoX alropuTM 3amam’ ATOBYeE Jii K1 MPUHECTH KoMy
MaKCUMaJIbHy Haropojay JJisi JOCATHEHHS MOCTaBJICHOI METU (3HAXOOJCEeHHS NOMUNKU, GUGIO Npo-
epamu 3 1ady, ma iu.), Ta B MOJAJIBIINX payHJax TECTyBaHHS, Ha BJIACHOMY JOCBIJli, BUPILIYE SKY
aito cnig BYMHUTH. [Ipy po3paxyHKy HacTymHOI Ail momepeaHi BXiAHI JaHl MiAIAraloTh MyTailii Bi-
JMOBITHO A0 1ii, Ky Oyno BuOpano. Ha BXix mporpamu mojaroThesi Bxke “HOBI” MyToBaH1 naHi. Lls
npolielypa HOBTOPIOETHCA JI0 IUX Iip, MOKU aJrOPUTM HE JTOCATHE MOCTAaBICHOI HoMy 1. 3ampo-
MIOHOBAaHA MOJIelb BUKOPUCTOBYE MapKiBChKUN MpoLeC MPUUHATTS PIllIeHb, a AKIIO OUIbII TOYHI-
re, To — deep Q-learning [3].

3 HaBuanns 3 nigkpimnennsm (Reinforcement learning)

HapuanHns 3 miaAKpITUICHHSIM — 11€ 00YHMCITIOBAIBHUHN MIIX1]] PO3YMIHHS Ta aBTOMAaTH3AaIlli IIeCT-
PSAMOBAaHOTO HAaBUAHHS 1 MPUHHATTA pillleHb. BiH BiAPI3HAETHCSA BiA 1HIIMX BIJIOMHUX aJTOPUTMIB
MAIIMHHOTO HaBYAHHS THM, IO areHT HaBUAETHCS OE3MOCepEeTHBO MPH B3aEMO/IIT 3 CEPEIOBHIIEM,
HE MMOCHUJIAI0YMCh Ha 3pa3KkoBi mpukiaau [3]. Lleit anroputm, nepur 3a Bce, COpsSIMOBaHUNA Ha BUPI-
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IICHHS TPYJIHOIIIB, SIKi BUHUKAIOTh MPHU B3AEMOJIIT 3 CEPEOBHILEM JJIsl TOCSTHEHHS JJOBTOCTPOKO-
BHX Jiii. BiH BuKOpucTOBYE (hopManbHy CTPYKTYpY MapKiBChKOTO MPOIECY IPUUHATTS pilieHsb [3],
BHU3HAUCHHS B3a€MOJIIi MIXK areHTOM 1 CEPEOBHINEM 3 TOYKU 30py CTaHiB, A Ta HAropoj. 3a3Ha-
YeH1 0COOJMBOCTI BKIIFOYAIOTHCS 10 ce0e pO3yMIHHSI MIPUYHMH Ta HACIIJIKIB, & TAKOXK HASBHICTh YiT-
kux mineit. [Ipu npomy, MOHSATTS MIHHOCTI Ta QYHKII I[IHHOCTI € OCHOBHHMH O3HAKaMH METO/IIB
HABYaHHS 3 MAKPIIJICHHIM.

Sk Oy70 3a3HAYEHO paHillle, B3a€MO/IiS ar€HTA 3 CEPEAOBUIIEM MOXKe OYTH PO3TIsIHYTa, sIK Map-
KiBChKUit mpornec npuitaarTs pimenb M = (S, A P), ne S — HaOip craniB cucremu, A — HaOip Iii,
P — MHOXMHa TepexigHuX HMoBipHOCTEW. J[J1s1 KOXKHOI napu craH — 1ist (S,a) € S x A, MHOKUHA
P e HaOip iiMoBipHOCcTel P(S'V'S,a), ae S’ 11e HaCTYIHHM cTaH cucTeMu. TOl areHT, po3risaao-

YM MOXKJIMBI CTaHHM CHCTEMHU IIPH BUOpaHii 1ii, e KOXKHOMY MepeX0y BIIHOCHTBCS CBOSI HAropo/a
r(s,a) , BUB4Ya€ ONTUMAIIbHY MTOBE/IHKY, SIKa MAKCUMI3y€e Haropo.y.

[1ix yac mpoliecy HaBYaHHSI OCHOBHOIO METOIO aJIFOPUTMY € MaKCHMIi3allisl KiHIIEeBOi CYMHU Haro-
pox:

R:Zytrul’

ne y €(0,1) — koedilieHT 3HUKKH, 1[0 BU3HAYAE [TPIOPUTET BUHATOPOIH 3 TUNIMHOM 4acy. Bubip aii
a, IIpH CTaHi S, BU3HAYA€ThCA NOMITHKOIO AiT @, (vS,). [loniTHka 7 NpUKPIMIfe PO3IIITHYTI MOXK-

JIMBI CTAHM [0 [, IO B CBOIO Yepry BU3HAYAE TIOBEAIHKY arcHTy.
Hexaii ouikyBaHa KyMyJIsSTHBHA Haropoja Ui areHTy, SIKUW CIIAKYE MOJITHII 7 BU3HAYAETHCS
SK:

Q" (s,a)=E i‘y‘rmvso =s,a,=4a
=0

Toxni mpoGieMy 3HaXOMXKEHHsS ONTUMAIBHOIO 3HaueHHS Q_(S,a) MO)KHA 3BECTH A0 HPOLELypU
anpokcumanii ¢GyHkuii. s gocAaranHs 1bOro HEOOXiTHO JuIIe OHOBIIOBATH Q_(S,a) Mmicis KOX-
HOI iTepailii oTpuManHs Haropou [4]. lle BU3Ha4a€eThCS SIK

Q(s; &) =Q(s., &) +a,
ne o — mBHIKiCTh HaBuaHHA (learning rate).

Bcro mpoueaypy MokHa 3amucaTy B Takiil MOCTIJOBHOCTI: areHT OTPUMY€E CTaH S,, IPUHMAE Iifo
a, =argmax(Q(s,,a)), 0 BU3HA4Ya€ HAropoxy I, Ta CIPUYUHSE TEpexin CHUCTeMH B cTaH S, +1.
Otpumyroun Haropomxy I, Ta craH S +1, areHT BHU3Hauae Kpaily MOXIMBY [0
a, +1=argmax(Q(s,a)) . Mani BiH oHOBIIO€ 3HaUeHHA Q(S,,a,) .

Jnsa anpokxcumanii GyHkiii Q(S,,a,) BUKOPUCTOBYIOTHCS ITTMOOKI HEHPOHHI Mepexi (uum i 6u-
s3navaemocs Hazea deep Q-learning), ne B cBoo uepry, METOI0 € MiHimi3allis QyHKIlT BTpaTH:

L=(r+7 -max(Q(s, +1.2)) ~Q(s,.a)°

4 Pe3yJibTaTH MOJCJIIOBAHHS

Byno 3MonenboBaHe mpoliec 3amycKy NporpaMHOro 3a0e3MneyeHH s, 0 MiJAA€ThCs TECTYBaHHIO,
1 po3po0JIeHO crieliaabHi JOT1YHI TeCTH, B IKUX MporpaMa MoBepTana KoJ MOMIIKU MPU BU3HAYE-
HUX BXIJHUX JJAHUX JUIS MTOPIBHSAHHS poOOTH (ha33iHTy 3 JOMOMOIOI0 IITYYHOTO 1HTENEKTy Ta 6e3
HBOT0. MOKIIMBI CTaHU CHUCTEMH MPEICTABISIOTHCS y BUIIISI TAHHUX, IO (POPMYIOTHCS TIPH 3aBEP-
HIeHH1 nporpamu. Jlami 1i f1aHi nepefaroThCsi HEMPOHHIN Mepexi, Ka CKIaJaeTbCs 3 OJHOIO BXiJ-
HOTO IMIapy, MBOX MPHUXOBaHWUX miapiB mo 50 HeipoHiB koxHui Ta Qynkmii aktuBarii (Rectified
Linear Unit): f(x)=max(0,X). Buxia nefiponHoi Mepexi Mae 45 eJIeMEHTIB, 10 MPEACTABISIOTH
c00010 KUTBKICTh MOYKJITMBUX MYTaIlii.
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IToBHa cxema HelpoHHOI Mepexi A anpokcuManii pyHkuii Q(s,,a,) , IpeAcTaBiIeHa Ha puc. 2.

Layer (type) Output Shape Param #
dense 1 (bense)  (None, 58) 1%
activation_1 (Activation) (None, 50) 0

dense_2 (Dense) (None, 58) 2550
activation_2 (Activation) (None, 50) 0

dense_3 (Dense) (None, 45) 2295
activation 3 (Activation) (None, 45) 0

Total params: 4,995
Trainable params: 4,995
Mon-trainable params: 0

Puc. 2 — Cxema HelipoHHOI Mepexi

HaBuanns mepe:xi 3A1iICHEHO 3a JOMOMOI00 alTOPUTMY IpaiieHTHOTO cirycky Adam [4].

Hexait f (6?) — IOIyMHA [JIbOBa (PYHKIIISI: CTOXAaCTUYHA CKaJIIpHa (DYHKIISA, 10 € TudepeHIiio-
BaHOIO BITHOCHO MapamMeTpy . Mu 3aiikaBiieHl B MiHIMi3allii OYiKyBaHOI BapTOCTi Ifi€l PYyHKIIII,
E[f (0)] BinHOCHO napamerpy 6. 3a gomomorowo f,(0),..., f; (0) nosnauaemo peanizaniro cro-
xacTuyHOoi PyHKII{ B HACTYMHUX Kpokax /,...,7. CTOXaCTUYHICTh MOKE€ BHXOJAUTH BiJ OLIHKH Ha
BHUIAKOBUX MiIMHOXHHAX (MiHI-rpyrma) TO4oK qaHux abo Bix mymy ¢yukuii. [pu g, =V o, (6’)
MH [T03HAYAEMO IPAi€HT, TOOTO BEKTOP YaCTKOBUX MoXimHUX f, BimHOCHO 0, sikuil OLiHIOETHCS 32
9acoM t. AJITOPUTM OHOBIIIOE CKCIIOHEHIIIaJIbHI PYXJIMBI CepeHi 3HaueHHs rpaaieHTy (M, ) Ta KBa-
apaty rpanieHry (V,), ae rinepnapamerpu S, 5, € [0,1] KOHTPOJIIOIOTh €KCIIOHEHIIIaIbHI IIBUIKOC-

Ti pO3KJIaJaHHs UX PYXJIMBHUX cepefHix. Cami pyXJUBi cepeHi — OI[IHKM MEepIIoro MOMEHTY (ce-
PeOHE 3HaueHHs) 1 APYroro MOMEHTY (He yenmposana oucnepcis) rpanienta. [Ipote i pyxiusi ce-
pelHl 1HILIIOIThCA K BEKTOPU HYIIB, 11O MPU3BOJAUTH 0 OL[IHKM MOMEHTIB, KOTP1 3MILIYIOThCS Y
HanpsSMKY JI0 HYJs, OCOOJIMBO B TOYaTKOBUX YAaCOBUX KPOKAaX, Ta KOJH IOKAa3HUKU PO3KIIAJaHHS
HeBeNMKi (HampuKiIaj, 3HaueHHs [, Onusbke 10 1). KopucHa sikicTh momsirae B ToMy, 110 i€l yrie-

PELKEHOCTI 1HiNiani3anii MOXKHa JIETKO 3aro0irTH, OTPUMYIOYH BUIIPaBIIEH] TOMUIKH My, Ta V, .
CTtpyKTypa aaropuTmy, o PO3TIIAETHCS, IPEICTaBIICHA HUXKYE.

Heobxioui éxioni oani:

e ¢ :llIBUAKICTH, HAaBYAHHS
e f,5,€[0,1): ExcioHeHIianbHi MOKa3HUKU PO3Maay AJIs OLIHOK MOMEHTY (CTaHIapTHI Ha-

namryBanns f =0.9, 8, =0.999)

e f(#): Croxactnuna QyHKilis 3 mapametrpom &

e ¢,: BekTop MoyaTKOBHX HapamMeTpiB

Ancopumm:

M, <—0 (luiyianizyeamu nepwiuii 6exmop momenmy)
V, <=0 (Iniyianizysamu opyauii 6ekmop momenny)
t<« 0 (Imiyianizyeamu uac)
while 6, ne 3iiimacs:
te—t+1
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0y < VOT (6, —1) (Bsamu epadienm sionocro cmoxacmuunoi gynryii nio uac t)
m, < fm, —l+(l— ﬁ’l)-gt (Onosumu sioxunemny oyinky nepuioco MoOMeHmy)
V, < SV, -1+ (1— b )-th (Onosumu sioxunemny oyinky opy2020 Momenmy)

m,

(Obuucrumu eunpaeneny oyiHky nepuio2o MOMeHmy)

Yi

m, t<
1- 5,

yb, < 1 (Obuucrumu sunpasnemny oyinky opy2o2o MoMmeHmy)

t

mb
6, <6, —1—a——== (Onosumu napamempu)

\ /vbt
end while

return 6,  (Pospaxosani napamempu)

Myrtanii BXiTHUX AaHuX Oyl BUOpaHi Ha OCHOBI CTaHJIAPTHOTO CHHCKY: 30UIBIICHHS Ta 3MEH-
IICHHSI TOBKMHU DPSIJIKA, IUIOYMCICHHI BCTaBKH, JIOJAaBAHHS CIHEIIaIbHUX CHMBOJIB (HAIPUKIIA,
“%s”, IKUW TaKOX MO>KE€ BUKIMKATU MOMUJIKH). byno ctBopeHo 45 GyHKIIH 1 MOMIIIEHO 70 CIIOB-
HUKY JJIs1 1X MOATBIIIOT0 BUKOPUCTAHHS.

Haropony cucrema orpumyBaia, SIKIO YaC BUKOHAHHS CUCTEMH OyB OUIBIINM 3a MONEPEeIHIN Ta
IpY BUHUKHEHHI TIOMUJIOK TIiJl 9ac TecTyBaHHA. [Ipy 3HAXOMKEHHI MOMWJIKU aJITOPUTM 3aKiHUYy€e
poboty. IIpu dopMyBaHHI TaKOTO TUIY HATOPOAM MH 3ITKHYIHCS 3 MPOOJIEMOI0, KOIU alrOpUTM
BJK€ 3HANUIOB OJIHY IIOMWIKY, I104aB il BUKJIIMKaTH KOXKHOT'O pa3y 3a JUisl OTPUMAHHS MaKCUMAaJIbHOI
Haropoau. [1{o0 yHuKHYTH 1€l mpoOaeMu MU BCTaHOBWIM ABI KOHCTaHTH: ¥ € (0,1) — koediieHT
3HmKkH Ta € € (0,1) — mBuakicTs po3Biaku. IIpo nmepiry kKoHcTaHTy Bke OyJ0 3a3HAUCHO paHille.

Jlpyra KOHCTaHTa BU3HAYA€ HACKUJIbKU aJITOPUTM OyJie 34aTeH /10 BIAKPUTTA HOBUX pillleHb, TOOTO 3
BipOTiHICTIO £ Oyae BuOpaHa BUIIAIKOBA [isl, a 3 BiporijHicTio 1 — ¢ Oyne BuOpaHa MaKCUMAalIbHO
BUTI1AHA Jif.

l'inome3a — HayKOBE NPUITYIIEHHS, 10 BUCYBAETHCS /1711 MOSICHEHHS Oy/1b-SKOTO SIBUILA 1 TOTPE-
Oye mepeBipKU Ha JOCIil Ta TEOPETUYHOTI0 OOTPYHTYBAHHS JUIsl TOTO, II00 CTAaTH IOCTOBIPHOIO Ha-
YKOBOIO Teopiero [8].

Cmamucmuyna 2inomesa — OyJib-sIK€ TBEPKEHHsI (IPUIYILIEHHS), SIK€ CTOCYEThCS BUIJISLY YU
IapaMeTpiB PO3NOALTY ESKOi 03HAKU AOCIIIKYBaHUX 00’ €KTIB [8].

TectyBaHHS TiMOTE3 MPOBOAUTHCS B TaKii MOCIIJOBHOCTI Aii:

1. 3nilicHI0€THCS 00UMCIEHHS EBHOI CTATUCTUKH, PO3MOLT SIKOI B1IOMHA.

2. BHaxoauthes P-value mis o6uucaeHnx pe3yabTarTis.

3. PoOnsaThCs BiMMOBIAHI BUCHOBKH B 3QJIGKHOCTI BiJl KPUTEPIIO 3HAYYIIOCTI Ta
3HaueHHi P-value.

Jliist IpoBeIeHHs TECTYBAaHHS MU pO3pOOUIIM ClielialIbHU TeCT, B sKoMy Oyjia BU3Hau€Ha MOMHU-
nka. ['imore3a HAmIOro eKCIepUMEHTY TOJISITae B TOMY, UM € TECTYBaHHS 3a JIOTIOMOTOI0 HAIIOTO
ITOPUTMY IIBUIIINM, HIXK BUTIaAKOBHI BuOip aiil. Koedirient 3urmkku BcranoBienuii 0.9, a mBu-
nkicth po3Binku 0.5. Ocranus 3MeHmyetrbes B 0.99 pasiB micist KoxHOI enoxu. i nepeBipkH ri-
note3u Oyno BUKopucTaHo kpurepiit Ct’rogenTa [5].

Kpurepiit Ct'tonenTa — 3arajgpbHa Ha3Ba KJIaCy METOJIB CTaTUCTHYHOI MEpeBipKHU Trimote3 (cma-
MUCMUYHUX Kpumepiig), 3aCHOBAHUX Ha TOPIBHAHHI 3 po3noauioM Ct'tonenTta. Haitwacrimn Bumas-
KM 3aCTOCYBaHHS 1IbOTO KPUTEPIIO MOB'sI3aH1 3 MEPEBIPKOIO PIBHOCTI CepeHIX 3HAUEHb Y JABOX BH-
Oipkax [5]. LLlo6 BuKOpHCTOBYBaTH 1ie¥l KpuTepii Tpeda 3a0BOJIBHUTH JIETIKUM YMOBaM: HOpMajb-
HUI pO3MO/LT MOYaTKOBUX JAAHUX Ta PiBHICTH JUCIIEPCIi.

[Neproro rpymoro Oyau pe3ylbTaTH TECTYBaHHS 3a JOITOMOTOIO 3alIPOIIOHOBAHOTO ATOPHTMY, a
B 1HIIIH rpyni Oynu pe3yiabTaTu BUIMAAKOBOTO BUOOpY MyTauii. TecTyBaHHS MPOBOAMIOCH B HACTY-
MH1M TOCTIA0OBHOCTI: T€HEPYEThCs 15 eKCIIepuMEHTIB, HAPUKIHIIL KOXKHOTO 3aIUCY€EThCS KUIBKICTh
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MyTalliid, sika 3HAA00MIAcs IJsl 3HAXOKEHHS TOMUJIKU. BiAMOBiIHI pe3ynbTaTd €KCIEPUMEHTIB
npeactasieni B Tabmumi 1.

Tabmuus 1 — Pe3ynbraT TeCTyBaHHS

Ne Deep Q-learning model Bunaakosuii Bubip myraii
1 3671 3686
2 1191 1897
3 1879 3164
4 1640 3233
5 1966 10446
6 1585 5358
7 1135 1134
8 4877 752
9 2465 2157
10 3266 3684
11 1895 2026
12 2093 2993
13 1150 295
14 1181 3381
15 1153 358

Pesynbratu po3paxynky kputepito Ct’ronenta: t =-12.40.

Yucno creneHiB cBoOOAM NOPIBHIOE:V =2N—2=2x15—-2=28.

IMTpu xpurepii 3nauymocti « =0.01 ta P—value =2.763, ockinbku t < P —value, Hamia rimore-
3a MPUIMAETHCs. Pe3ynbTaT € CTaTUCTUYHO 3HAYYIIMM TPU 33JaHOMY KPUTEpIii, SKIIO, 32 YMOBH
BIPHOCTI HYJIBOBOI TiNOTE3U, KMOBIPHICTh BUIIAIKOBOTO BUHHKHEHHS TaKOTO X a00 OLIBII eKcTpe-
MaJIbHOTO pe3yJbTaTy MeHIa Bij 3agaHoro pisHA (0.01).

5 BucHoBKH

Sk cBiUaTh pe3yNbTaTH €KCIEPUMEHTIB Yac TECTYBAaHHS 3a JOIOMOTIOI0 PO3pOOJIEHOr0O alropu-
TMY Kpalluid HiX Yac TECTYBaHHS 3 BUKOPHUCTaHHSM BHITAJKOBHX MYTaIlili, HABITH 3a YMOBH, IO
aJITOPUTM HE HABYABCS IEpel MOYATKOM IIPOBE/ICHHS eKCIIEPHUMEHTY.

3anponoHOBaHUI aBTOpaMH poOOTH AJIIFOPUTM, B 1OTO MOPIBHSAHHI 3 aJITOPUTMOM 3 BUIIaJKOBUM
TECTYBaHHSM, 3HaXOIUTh MOMUIIKY 32 3HAYHO MEHINy KUIbKICTh MyTauii (2076, npotu 2832), Ta, B
CEpeIHbOMY, 3HaXOAUTh MOMUWIKY Ha 30% mBHaIIIe.
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