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CTPATET'ISI BUBOPY S-BJIOKIB JIJISI HEJITHIMHOTI'O IIEPETBOPEHHSI
HADPY CTPYMOK

Kocraurun JIncnnpkuia

XapkiBcbkuil HaioHanbHUH yHIBepcuteT iMeHi B.H. Kapa3ina, maiinan Co6oau 4, M. Xapkis, 61022, Ykpaina
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Hapiiinoio B ksitai 2018

Anomauin: Obeosopioromucsi ocodrusocmi nobyodyeanns S-nepemeopensi wu@py Cmpymox. 30kpema yeaza 30ce-
pedoicyemuves Ha subopi S-6110Ki6 01 ybo2o nepemeopens. OYinIOIOMbCs NOKA3HUKU 11020 6UNAOKOBOCI, 30KpeMa
BUBHAYACNBCA MIHIMAbHE YUCLO YUKTIE NOBMOPHO20 BUKOPUCIAHHS Yb0O2O NEPEMBOPEHHS, NICI KOMPO20 pe3yib-
mam 3auudpyeants npUXoOuns 00 NOKA3HUKIE CMAYIOHAPHO20 CMAHY 6UNAOKos8oi niocmanosku. Posersidaemuvcs
MOHCIUBICMb BUKOPUCMAHHS 8 S nepemopenHi unaokosux S-610kie. Pobumvcsa UCHOB0K, Wo 8unaokosi S-010Ku
He No2ipuyioms NOKA3HUKIG 1020 unadkosocmi. IIponoHyemuvcs yO0oCcKoHanenHs yiei KoHempykyii S-nepemeopenns,
AKe 00380I51€ NOKPAWUMU NOKASHUKY 11020 8UNAOKo8ocmi. Bono 6y0yembca nHa 6UKOPUCAHHI 3AMICTNb NAPATIETbHO-
20 Habopy S-O10KI6 TAHYIKHCKA 3 KePOBAHUX NIOCTNAHOBOK 3 000AMHUM 3MIULYIOUUM JIHIUHUM NEPEMBOPEHHAM cee-
Menmie 6110Ki6 Oanux Ha 6x00i wapy Keposanux niocmanogox. Ilokazyemucs, wo ys KOHCMpPYKYis 0036015€ 8ice
npu 0OHOKPAMHOMY NPOX0O0I aKmugizyeamu MIHIMym yomupu S-610Ku, 3amicmb 00HO20 S-O10KY 8 GUXIOHIU KOHC-
mpyKkyii. 3anpononoeana yOOCKoHaNeHa KOHCMPYKYis S-nepemeopenHs npedCcmasisicmvcs Oiibul WeUOKOOIIOU0W |
00360715€ 3a Mpu Yukau akmusizyeamu mMiHimym 20-mo S-610xi6 3amicme 16-mu 6 uxiOHIl KOHCMPYKYLL, wo dodam-
K080 NOKPAWY€E NOKA3HUKU BUNAOKOBOCMI YOOCKOHAICHHS.

Knrwuoei cnosa: nomoxosuii wugp; noKasHUKU 8UNAOKOBOCMI; 6UNaokosi S-O10ku;, akmueHi S-0710Ku; KeposaHi
niocmanosxi.

1 Beryn

B nmaniit po6oti posrisinemo monudikoBanuii morokoBuit SNOW-noniOuuit mmdp CTpyMmok,
KU OyB po3poOsIeHUH 3 METOIO MIABUILEHHS IBUAKOAIT BUX1AHOT KOHCTpyKLil [1]. Llg meTa nocs-
raeTbcs TUM, 10 B HIM(PI BUKOPUCTOBYETHCS JIHINHUN peKypeHTHU pericTp Hajg noiem GF(264).
Vs iHIIA yacTUHA MWKQPY MOBTOPIOE OPUTIHAIBHY KOHCTPYKIIIIO, 3a BUKIIOYEHHSM TOTO, 10 S-
nepeTBOpeHHs Ternep OepeThest He 32-0X O6iTHUM a 64-0x OiTHUM. Y mpencTaBieHiit poboTi 30cepe-
JDKYETBCSI yBara caMe Ha KOHCTPYKIII S-nepeTBopeHHs. BinnoBigHO 10 mpomno3uilii po3poOHUKIB,
BOHO MOBTOpPIOE 64-X OiTHY «erMMHKY» mndpy Kanuna.

Binomo, mo po3pobnuku muppy Kamuna npu Bubopi S-06710KiB O/IHIEIO 3 OCHOBHUX BUMOT B3Si-
7Y, BUMOTY, 11100 NMOKa3HUKHU HENTHIMHOCTI OyleBUX (QYHKIIIH, K1 BXOAATh B S-0JI0KH, Oyau HE Me-
Hine Hik 104 [2]. B cBoix mocmipkeHHsX [3] BOHU J0BENH, 1110 HMOBIPHICTh 3HANTH MiJICTAHOBKY 3
TaKuUM MMOKa3HUKOM HemiHiitHOoCTI gopiBHIOE 0,0000007. B 111#i 5ke poOOTI MiAKPECIECHO, MO AJIS TO-
POJKEHHS ONITUMAIBHOTO S-0J10Ky HeoOXiaHO B cepeaabomy nepedparu 1.100.000 migcTaHOBOK.

AHAJOTYHUM IIISIXOM MIILIH 1 Tpu BHOOpi S-0mokiB B mudpax “KysHeunk” Ta 6110pychKOMY
mudpi. Aje, Ko 1e 0yJa0 BaXIUBO IS BETUKUX MUGPIB (014 3abesneyenns minimizayii yucia
YUKI8 iX npuxody 00 cmamy sunaokoeoi niocmarosku [4]), To B TaHOMY BUTMIAAKY Tl 64-X GITHOTO
OJIOKY JTaHMX, BIIKPHUBAETHCS MOKJIMBICTH 0€3 BTpaTH CTIMKOCTI BUKOpUCTATH S-OJ0KM 6€3 Takoro
YKOPCTOKOTO iX BiIOOPY, MPO KOTpHiA OyII0 3a3HaYEHE BUIIIE.

B mepiuiii yactuHi craTTi OyAe MOKa3aHO, IO MOKA3HUKHM BHUIAJKOBOCTI LOTO MEPETBOPEHHS
30epiraroThbes 1 MpU BUKOPUCTAHHI B HbOMY BUIAJKOBHX S-OJIOKIB, @ B APYrid YaCTHHI MPOIOHY-
€THCS yIOCKOHAJIEHA KOHCTPYKIIis S-riepeTBopeHHs it mudpy CTpyMOK.

© JIucuupkuii K., 2018 4
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2 Onmc S nepersopenns mugpy Crpymok

Heniniiine neperBopenss mmdpy CTpyMok OyayeTbcs Ha OCHOBI 64-X OITHOI KOHCTPYKIIT M-
¢py Kanuna, HaBenenoi Ha puc. 1 [2].

Bxinne 64-0iToBe 3HaUEHHS TUIMTHCS Ha 8-M OalTIB, KOXKEH 3 SKHUX 3aMIHIOETHCS BIAMOBIIHO IO
3a/1aHOi TaOJIMIII TiICTAHOBKH. Y TIEPETBOPEHHI BUKOPHUCTOBYETHCS 8-M PI3HHMX TaOJIUIb, IO OAHIN
Ha KOXKCH 0ailT.

Tabnuii macTaHOBOK IMEPETBOPEHHS MOBTOPIOIOTH TaOJHII micTaHOBOK mudpy Kanuna.

Omnepartist JTiHIKHOTO PO3CifOBaHHS (TIEPEMILTyBaHHS B KOJOHI[) BUKOPHCTOBYE MOJIHOMIAIbHUN
ysiBiieHHs OaiitiB B mojie GF (28), yrBopeHOMY HENIPUBOIUMUM MTOJTIHOMOM

mX)=x3+x*+3+x2+1,
a6o {01} {1d} B mricTHAAIATKOBOMY IIPEACTABICHHI.

Crin 3a3HauuTH, 10 1eH HEe3BLAHMN mojiHOM B mudpi Kanuna He 30iraeTscs 3 yTBOPIOIOUUM
noiHomoM mugpy Rijndael/AES.

Bxinne 3navyenns (64 6iTun)

Buxinue 3nauenus (64 6iTn)

Puc. 1 — S neperBopenns mugppy Ctpymok

Ilepemimysannsn ¢ konoukax (MixColumns)

B xoni neperBopenns MixColumns BUKOHY€ETbCSI TOCITII0BHA 00pOOKa BCIX KOJIOHOK MOTOYHOTO
crany. KoxxHa 8-6aiiTHa KOJIOHKa po3IsaeThes K nojiHoM Hax nojem GF(28) ¢ 8-ma Tepmamu, a
B XO/JIl IEPETBOPEHHSI BUKOHYETHCSI MHOKEHHSI IIbOTO MOJIIHOMY 32 MOAYJIEM x*+1 na ¢ikcoBaHU
noninoM ¢(X), ze c(X)={011x'+{05x*+{01 h°+{08}x*+{06 1 +{07}x*+{04}x+{01}.

s oneparist ekBiBaJIeHTHAa MaTpuuHOMY MHOXeHHI0 HaJl GF(28) BuxigHoro 8-6aiiTHOro BEKTO-
py Ha (hikCOBaHY MATpPUIIIO, Pe3yJIbTaT 3aHOCUTHCS B 8-0aiiTHUII BekTOp b (muB. puc. 2).

'bg| [01 01 05 01 08 06 07 04] [ag
by| |04 01 01 05 01 08 06 07| |&
by,| |07 04 01 01 05 01 08 06| |ay
b;| |06 07 04 01 01 05 01 08| |ag
by| |08 06 07 04 01 01 05 01| |a4
bs| |01 08 06 07 04 01 01 05| |ag
bg| |05 01 08 06 07 04 01 01| |ag
b,| |01 05 01 08 06 07 04 01| |a;

Puc. 2 — Marpuune mHOxeHHs Haa GF(28) BuxigHOro 8-0aliTHOTO BEKTOPY
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[Mopsimok 0OYMCIICHHS E€NEMEHTIB MiJCYMKOBOTO BEKTOpY D mosicHroe puc. 3, me Bci omepariii
MHO>KE€HHSI BUKOHYIOTBCSI Ha/Jl TTOJIEM GF(28).

bg | [01-ap®01-2®05-a, ®01-a3P08-a, ®06-a5 ®07-a5 D 04-ay |
by 04-a7®01-a¢ ®01-a, ®05-a3®01-a4, ©08-a5 ®06-a5 ©07-ay
by | |07-a9®04-a0®01-a, ®01l-a3®05-a, ®01-a5 D 08-a5 ®06-ay
.| b3 06-a9 ®07-a0 ©04-a, ®01-a3®01-a4 ®05-a5 D 01-a5 ©08-ay
by 08-ag ©06-aq ®07-a, ®04-a3®01-a, ®01-a5 D 05-a ®01-ay
bg 01-a9 ®08-ay ©06-a, ®07-a3@04-a4 ®01-a5®01-a5 ©05-a7
be 05-a9 @01-a¢ ©08-a, ®06-a3®07-a, ©04-a5 ®01-a5 ®01-a7
by | |01-a9®05-8®01-a, ®08-a3006-a4 ®07-a5 ®04-a5 01-a7 |

Puc. 3 — IMopsiiok 00YKCIIEHHS €IEMEHTIB MiJICYMKOBOI'O BEKTOPY b

3 [oka3HMKH BHNAJKOBOCTI S mepeTBOpPEeHHA

HaBenemo pe3ynbTaTi OLIHKH OYIKYBaHHX MapaMeTpiB Mepexony MOoAu(IKOBaHOTO S mepeTBo-
perns mmdpy SNOW 1o craHy BHIIQAKOBOI IMiJCTaHOBKU. ByaeMo OIiHIOBATH MOKa3HUKH HOTO
BUIIaJIKOBOCTI SIK IIMKJIOBOI (PYHKIIIT iT€paTUBHOTO IIUGPY.

BigmosigHo 10 [5] HE0OXiAHO BUKOHATH OIIHKY MIHIMAJIBHOTO YHCJA aKTHBHHX (3a0igHux S-
0.10Ki8), TICHS IPOXOKEHHS SIKUX S TMIEPETBOPEHHS CTa€ BUIIAJKOBOIO MijcTaHOBKOKO. Lle MiHiMa-
JbHE YMCIIO BU3HAYAETHCS JU(EpPEHITIaTbHIMY 1 TIHIKHUMH TIOKa3HUKAMHU caMUX S-0JI0KiB, 110 3a-
CTOCOBYIOTHCSI B S TIEPETBOPEHH1, KOHCTPYKIISIMH 1 BIACTUBOCTSIMU MOAATBIIOTO JIHIHHOTO TepeT-
BOPEHHS, a TAaKOK 3HAYCHHSMH TOKa3HUKIB JIOKA30BOI CTIMKOCTI MEPETBOPEHHS B IIOMY, SIKi 3a-
JeXaTh BiA po3Mipy Horo 6iToBoro Bxoay. B po6orti [5] 1eit 3B'a30k Mixk 3a3HaY€HUMH MTOKa3HUKa-
MU BH3HAUEHHUH y BUTJISII IBOX CITIBBiIHOILICHB:

G for K
IPSp=( DR, ), IPS, = 2. (LPZ, | )

ne: — DRJ, i LP;,, — MakcuMaibHi 3HaueHHs TudepeHIiansHoi 1 TiHiiHOT HIMOBIpHOCTEH mijc-
taHoBIOBaNbHUX neperBoperb 7(X); — IPSD (Differential Indicator of Provable Security) — nu-

dbepentiitnuii mokasHuk q0ka3oBoro O6e3neku; — IPSL (Linear Indicator of Provable Security) — -
HilHUH NOKa3HUK J0Ka30Bolo Oe3neku; — K =K, ;, — MiHIMaJbHEe YMCIO aKTHBHUX S-OJIOKIB, 110
0epyTh y4acTb y GOopMyBaHHI nepexony Mudpy 10 BUIAAKOBOI MMiJICTAHOBIII.

Kopucrytounch po3paxyHKOBUMH CITIBBIAHOIIEHHSMH, BCTAaHOBJIEHUMH B poOOTI [6], MOXHa
IPUNATH 10 BUCHOBKY, 1110 OYiKyBaHE 3HAUYE€HHS MaKCUMyMYy JTU(PEpEeHIiaIbHOTO Mepexory JUIsl IIH-
bpy 3 64-x 61TOBUM BXOJOM (S nepemeopertst) BUSBIAETbCI OMU3BKUAM JI0 68, a OUiKyBaHE 3HAYCH-
HS MakCUMyMYy 3MILIEHHS JIHIHHOTO Kopmycy s mudpy 3 64-x GITOBUM BXOJIOM BHSIBIISIETHCS
onmsbkM 10 2%, BianoBiaHo oTprEMaemo, 10 MaKCHMANbHI 3HAYECHHS THIHHOI i [udepentiansHoi
WMOBIPHOCTI 171l 0araTOIMKJIOBOTO TEPETBOPEHHS 3 64-x OITOBUM BXOJOM BUXOJATH OJIM3BKUMH
OJIMH JI0 OJIHOTO i PIBHUME NIPHOIH3HO 2,

Buxons4uu 3 HaBeleHUX BUIIE CITIBBiAHOIIEHb MOKHA 3pOOUTH BUCHOBOK, IO ISl TIEPETBOPEHHS
3 64-x 6ITOBUM BXOJIOM MOTPIOHO ISl MPUXOY A0 CTaHy BUIAJIKOBOI MiJICTAHOBKY 3a AudepeHiia-
JBHUMH MOKa3HUKaMU MPU BUKOPHUCTaHHI S-0JIOKIB 3 TPAaHUYHUMHU MOKa3HUKaMU O-pIBHOMIPHOCTI

piBaumu DRy = 2_6, (Y BIAMOBITHOCTI 3 PIBHICTIO 27%8 = (2_6)k) Kmin=10 S-610KiB.
AHaNOriyHo, AN MPUXOIYy JI0 CTaHy BHIIAJKOBOI IiJICTAHOBKH 3a JIIHIHHUMHU MOKa3HUKAMH TIPH
BUKOPHCTaHHI S-OJIOKIB 3 TPaHMYHUMH ITOKa3HUKaMH HeniHiiHocTi piBHuMu LB, =248 Oyne mo-

k
TpiOHO (2_58 = 2k_1-(2_4’8) ) Kmin=15 S-6mokiB.
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VY HamoMmy BHIIQJKy YHCIIO aKTUBHHUX S-OJIOKIB OJHOIIMKIIOBOTO MEPETBOPEHHS JOPIBHIOE OJTHO-
My (Ha BXOJIi MEPIIOTo UKy IEPETBOPECHHS aKTHBI3ZYETHCS MIHIMYM OJUH S-OJIOK 1 JaJii depes Te,
o S mepeTBOPEHHS MIiCTUThH 8-M S-OJIOKIB IS IBOIMKIIOBOTO TIEPETBOPEHHS YHUCIIO S-OJIOKIB, 10
aKTHBI3YIOThCs OyJe Bike piBHUM 9-TH). Lle 03Havae, 1m0 aj1s1 S-0J10KiB 3 TpaHMYHUMHE JUdepeHIiia-

ey . _ _ 6
JBHUMH 1 JiHIHUMY 1okazHuKamu (st S-6iokiB 3 DR, =LP..,=2") S neperBopeHHs Oyne
IPHUXOIUTH 10 BUIAIKOBOI MiJCTAHOBIII 3 3aI1aCOM 3a TPH LIUKJIN.

4 TlepcneKTHBH BUKOPHCTAHHSI BUNAJIKOBHUX S-0/10KiB

Meroarka BUKOHAHHS pO3paxyHKIB IpejacTaBieHa B poooTi [7]. Hwkue, y Tabn. 1 npencraBieHi
pE3yNbTaTH PO3paxyHKIB YUCIIA IEPEXO/IiB PI3HOTO TUY B 17-TH psakax qudepeHiianbHol Ta0muii
BUIIAAKOBOI 0aTOBOI MiICTAHOBKHU.

Tabmuist 1 — Po3paxyHOK 4ucIia mepexo/IiB pi3HOTO THITY

3HaueHHs Yucino nepexoiB Yucno .
nepexory nudepeHIiaabHOT Mepexo/IiB M BRI
; . B 17-TH psiakax
TabIUII Tabmui B PAIKY
12 1 0,003906 0,0664
10 10 0,039065 0,664
8 104 0,40625 6,906
6 830 3,24218 55,117

3 mpelCTaBICHUX Pe3yNbTaTiB BUILTUBAE, IO A7 17-TH akTUBHUX S-OJIOKIB mpu BUOOPI B psij-
KaxX MaKCHMAaJIbHO MOXKJIMBHX TIEPEXO0/iB MOYKHA OUiKYBATH ITPH BUIAJAKOBUX BX0JaX B S-OJOKH:

- OJIUH Tiepexia 31 3HaueHHsM 10);

- CcIM Tepexo/IiB 31 3HAYCHHSM &;

- IeB'SITh IEPEXO/IiB 31 3HAYCHHSM 6.

Bceboro 17-16 nepexoaiB (17-Tb akTUBHUX S-0J10KIB). Y MPUITYIIEHH], 0 BX1J B EpIIMi S-010K
(BXiJ B mepUIMHA LUKIT) MOKe OyTH 0OpaHHil MaKCHMaJIbHO MOXIJIMBUM, OOUUCIIEHHS B I[bOMY BHIIa-
IKY TIPU3BOJIATH IO PE3YIbTaTy:

7 8
(e e ase) ~lass) =2
256 256 256 256

Ile o3Hauae, MO BUMAAKOBI S-OJIOKH I 1[LOTO MHU(PY 3 BEIMKHM 3amacoM 3a0e3MedyroTh 3a
TPH IIUKJIA HOTO MPUXIiJ A0 CTaHy BUIAJAKOBOI IMiICTAHOBKH.

3ayBakuMo, IO JUIsl ABOX IIHKJIIB Ma€MO 9-Th aKTUBHHX S-OJIOKIB, i pO3paxyHKH JJIs IOTO BU-
MajKy MpeaIcTaBieHi B Ta0m. 2.

Tabmuns 2 — Yucno nepexoaiB pi3HOTO TUITY

3HaueHHs Yuco nepexoiB Yucno .
. . . Yucno nepexonis
Iepexony nudepeHianbHOT Mepexo/iB
; . B 9-TH psKax
TaOIHI Tao6mumi B PSAIKY

12 1 0,003906 0,035154

10 10 0,039065 0,35158

8 104 0,40625 3,656

6 830 3,24218 29,17

3 aHani3zy maHuX Tadi. 2 BUIUIMBAE, IO IS 9-TH aKTUBHHUX S-OJIOKIB U BUOOPI B PsIIKaX Mak-
CHUMaJIbHO MOXJIMBUX MEPEXOiB MOXKHA OYIKYBAaTH MPHU BUITAJKOBUX BX0/aX B S-OJIOKH:

- HyJIb [Tepexo/iB 31 3HaueHHsM 10);

- YOTUPHU NepeXo/u 31 3HAUEHH:M §;
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- II'ATh MIEPEXOIiB 31 3HAYECHHSM 9.
VY nmpumnymieHHi, o BXiJ B MepIui S-010K (BX1J B IEPIIUMA ITUKIT) MOXe OyTH 0OpaHUil MaKCH-
MaJIbHO MO>KJIMBHM, OOYHCIICHHS B IIbOMY BUIAJIKY PU3BOJISATH 10 PE3yIbTATY:

4 4
256 256 256

TOOTO JIBOX IUKJIIB B IbOMY Pa3i HE BUCTAYAE JUIS IIPUXOJIY IO BHITAIKOBOT ITiJICTAHOBKH.

Bynemo BBakaTH, 110 MpoLEaAypa MPOXOIKEHHS S-0JIOKIB € BUIIAJKOBOIO 1 CTATUCTUYHO He3a-
JISKHOI0. MeTo IMKa pO3paxyHKIB JUIS IBOTO BUIAJKY IIpeIcTaBiIeHa B po0OoTi [7].

VY Tabmuni 3 mpeacTaBieH] pe3yibTaTy OIIHKK YHCIA TEPeXO/iB 1 iX 3Ha4eHb B 17 BUMAAKOBO
B3ATUX psnkax Tadmmii JIAT. 3 pe3ynbrariB BUIUTHBAE, M0 I 17 aKTUBHHUX S-0JIOKIB MPU BUKO-
PUCTaHHI MaKCHMaIbHO MOMIJIMBHX MEPEXOIB MOKHA OUIKYBAaTH MPHU BHUITAJKOBUX BXOJlaX B BHUIIa-
NIKOB1 S-0J10KH:

Tabnuus 3 — Yucno nepexoiB pizHOTo TUITY B 17-TH psaKax JIiHIHHOT TaOIuIl

. Yuciio nepexoiB B
. Yuciio nepexoxis B
3Ha4YeHHS Yucno nepexoiiB . 17 BUIIagKOBO
: PAAKY TabnuIi

epexony B Ta0mmid JIAT TAT B3SITUX PAIKAxX

taoiui JIAT
+34 1,998 0,0078 0,1326
+32 4 0,0156 0,2652
+30 10 0,0392 0,6664
+28 28 0,1098 1,8666
+26 65 0,2588 4,3996
+24 146 0,572 9,724
+22 298 1,164 19,788

- oJIuH Tiepexij 31 3HaueHHsM 30;

- IBa IEPEXO0/IU 31 3HAUEHHM 28;

- YOTUPH NEPEXOH 31 3HAUECHHAM 26;

- IeB'ATh TIEPEXO/IiB 31 3HAUECHHSM 24.

Haitnepuuii (ogun) S-6510k 6epeThCs 3 MaKCUMaIbHO MOKIIMBUM 3HAYEHHSAM Iepexony 34.

BBakarouun jgani, mo psaku B S-0JI0K BUOHparoThes 31 Beiel 6e3mivi 256-TH psAAKiIB, IPU [OMY
Nepexou mo S-0j10kam MayTh B JOBUIBHOMY HOPSIKY 1 31MCHIOIOTHCS 3a HaWOLIbII HMOBIPHOTO
[UIAXY, MO)KEMO BUKOHATH OIIHKY MMOBIPHOCTI MPUXOAY MU (GPY 0 CTaHy BUMAAKOBOI MiICTAHOB-
KM 3 BUNIQJIKOBUMH S-Ostokamu. O0UmCIeHHs i 3HaueHHs K = 17 npu3BOAATh 10 pe3yabTaTy

2 4 9
2 2 2 2 2
216{ 34 j X( 30 ) ( 28 j y ( 26 j 5 ( 24 ] _p16-74_ 558
128) \128) (\128 128 128

Taxkum 4MHOM, 1 B IIbOMY BUIIAAKYy MiHIMaJIbHE YUCIIO S-0JIOKIB, 1110 aKTUBI3YIOTHCS 3a/I0BOJIbHSIE
rpaHUYHOMY 3HAYEHHIO Kmin=17. IIpu 1ibomMy crijg HaragaTH, mo mudp KamuHa mpuxoauTs 10 cTa-
HY BHUMAJKOBOI MiJCTAHOBKH, SIK 332 MTU(EpeHIiabHUM, TaK 1 3a JIHIHHUMH TOKa3HUKaMU Ha Tpe-
ThOMY-9ETBEPTOMY ITUKJII.

5 AJIbTepPHATHBHA KOHCTPYKUIif S nepeTBOpPeHH

Cama KOHCTpPYKIIisi, IO TPONIOHYETHCS TpeACTaBiIeHa Ha puc. 4. Y cBO€i OCHOBI BOHA MOBTOPIOE
KOHCTpYKLIto mepioro nukiay mudpy IVII [7], Tuibku B 1ibOMy BHNAJKy 3amicTb SL mepeTBo-
pEeHb TYT BUCTYNAIOTh OaWTOBI S-05I0KU (KeposaHi niocmanosKu), a 3aMICTh MiICYMYBaHHS 3a MO-
JyJleM 2 CeTMEHTIB Ha BX0/Jli nepiioro SL nepeTBopeHHs, BUKOPUCTOBYEThCS 1HIIIA, OLIBII ePeKTH-
BHA cXeMa 3MINTyBaHH, sIKa 3aCHOBaHA Ha 0araTomapoBOMY MiJCyMYBaHHI 3a MOJyJieM 2 CEerMeH-
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TiB BXifiHOro OOKY maHux. KpiMm Toro, B 1aHOMY BHIAJKy IMiJJCYMyBaHHS BUXOAY OCTaHHBOTO S-
0JIOKY BUKOHYETBCS TITBKH 3 BUXOJIOM MEPIIOro S-0JI0KY.

CriouaTky 3[1IHCHIOETBCS PO30MBKA BXiTHOTO OJIOKY JaHuX 3 64 6iTiB Ha JniBHiA 1 paBuit 32-x Oi-
THI mMiA0J0KH 1 hopMyeThess HOBHM 64-x OiTHMIA 010K JaHuX. BiH cKiIagaeThCcs 3 HOBOTO JIIBOTO 32-X
OITHOTO MIAOIOKY (KUl 00epIHCYEMBCSL 3a OONOMO20I0 NIOCYMYBAHHS 3a MOOYIem 2, 1i8020 i npa-
6020 32-x Gimnux niobI0Ki8 6UXiOH020 OIOKY OaHux) Ta MPABOTO IiI0JIOKY, IO IMOBTOPIOE CTApHiA
npaBuii 32-x OiTHH TigOmoK. IToTiM 3/1iCHIOIOTHCS aHAIOTIYHI omneparii 3 HOBUM JIIBUM HamiBO-
JIOKOM 1 J1ajli 3 HOBUM JIIBUM ITiJI0JIOKOM YE€pProBOro HamiBOJOKY Ji€ BiH 3BOJUTHCS 10 0aWTOBOTO

po3mipy.

Bxinauii 64-x OiTHUl 010K nanux (8 6aiimis)

v

JliBuit HamiBOIOK (32 Oimu) IIpaBuii HaniBOMOK (32 6Gimu)

v v v v

Cywma 3a MoyIeM ABa JIiBOTO i
MIPaBOT0 HAMiBOJIOKIB

v v

Cyma @ nioroi [*
IPaBoro CerM. [«

v

AAAA

@
7y

]
v
(5]

[ letDe
| <[4
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Buxigauit 64-x 6iTHuit 070K ganux (8 6atimie)

Puc. 4 — AnpTepHaTuBHaA cxeMa S EPETBOPEHHS Ha KEPOBAHUX M1ICTAHOBKAX
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Po3mimenns psiakiB 3 cyM OaiTiB Micis JOAaBaHHS 32 MOAYJIEM 2 UTIOCTPYETHCS HUKYIE.
X1, X2, X3, X4, X5, X, X7, Xg

TTicns Iepumoro XOR: X1(‘DX5, Xz (‘BXE;, X3(‘BX7, X4(‘DX8, X5, Xs, X7, Xg;

IMicaa Apyroro XOR: X1@X5@X3@X7, X2 @XG @X4@X3, X3@X7, X4@X8, X5, Xs, X7, Xs;

IMicaa TPETHOT'O XOR: X1@X5@X3@X7@X2@X6@X4@X3, Xz@Xe@X4@X3, X3@X7, X4@X3,

B pe3ynbrari Ha Bxozi nepuroro S-6510ky MaeMo X1Xs@X3DX7; DX, ©Xe BX4 @Xg — cyma BCix
0aiTiB BXOMY.

B ripmiomy Bumagky Oyme MaTd HEHyaboBYy pisHumio Oadt Xs (Xi®Xs=0, X;=Xs#0,
X3=X7=Xo=Xs=X4=Xg=0, KOTpHii OyZic aKTUBI3yBaTH Ha MEPIIOMY UK 4-pu S-0JI0KH.

3ayBaxxumo, 1o s 256-6itHoro mmdpy ¢ 4-u 6alitoBumu SL mepeTBOPEHHSIMU MaeEMO aKTHBI-
3aIli0 Ha MEPIIOMY IUKJI B TipmioMy BUNaaky 13-ty S-010KiB.

[TpupoaHo, 0 IpH TPHOX IHUKIJIAX y S MepeTBOpeHHs Oyae akTuBizyBatucs 20 S-0J10KiB, 1 BOHO
3 BEJIMKUM 3amacoM Oy/ie CTAaHOBUTHCS BUIAJKOBOIO IMiJICTAHOBKOIO 1 NMPH BUIAJAKOBO 3T€HEPOBa-
HUX S-0JI0Kax.

s nomatHa onepatis notpedye A cBoro BukoHaHHsi Tpu XOR-u (04 32-ox 6imuoi nramgho-
pmu). Bcboro B KOHCTPYKIIii, 0 HaBeneHa Ha puc. 4 BukoHyeThes 11-T6 XOR-iB. 111 BUKOHAHHS
64-x GiTHOro meperBopenus mudpy Kamuna notpibno Oyme Bukopuctatu (npu npocpammnomy 6u-
konanni) 56 XOR-iB, He Ka)Xy4uu BiKe PO Omeparlii MHOKCHHsI OalTiIB.

7 BucHoBku

[TokazaHo, 110 MEPETBOPEHHS, SKE CKIANAEThCS 3 §-MM MapayieIbHUX S-OJOKIB 3 HACTYIHUM
MHOXXEHHSM BUXOIB S-0okiB Ha M/IB matpuiio po3mipy 8x8 3abe3mneuye rpaHuYHI MOKa3HUKU
BUIIaJIKOBOCTI 1 MPH BUKOPUCTAHH] BUMAAKOBUX S-0110KiB. ToOTO B sikOCTI S-0710KiB B TaKOMY Tiepe-
TBOPEHHI MOXHAa BHKOPHCTOBYBATH IMPAKTHYHO MiJCTAHOBKH 3 BUXOAY T€HEpaTOpa BHITAJKOBHX
M1ICTAHOBOK.

B cratTi 3anponoHoBaHa Ta po3risiHyTa yIOCKOHAJeHA KOHCTPYKIIiS S MEPETBOPEHHS, B KOTPO-
My 7151 64-X OITHOTO BXiTHOTO OJIOKY TAaHUX aKTHBI3YEThCs (8oice Ha nepuiomy yukii) MiHIMYM 4Y0-
THUPH S-0J0KH, YOTO HE J03BOJISIOThH BIIOM1 KOHCTPYKIIii IIMKJIOBUX NEPETBOPEHD CYYaCHUX MIU(PIB
(3a sukmouennsm wugpy Jlabipunm, 6 Kompomy Ha 6x00i NEPUO20 YUKILY BUKOPUCTIOBYEMBCS 00-
0amkoee HeliHiliHe NepemeopeHHsl).
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Strategy of selection of S-blocks for nonlinear transformation of cipher Strumok.

Abstract. The peculiarities of the construction of the S-transform of the Stream cipher “Strumok” are discussed. In particular, atten-
tion is focused on the choice of S-blocks for this transformation. The rates of its randomness are estimated, in particular, the mini-
mum number of cycles of reuse of this transformation is determined, after which the result of encryption comes to the indicators of
the stationary state of random substitution. Consideration of the possibility of using in the S transformation of random S-blocks. It is
concluded that random S-blocks do not worsen the indicators of its randomness. It is proposed to improve this S-conversion design,
which allows to improve its randomness. It is built on using instead of a parallel set of S-blocks of a managed substitution chain with
a positive blended linear transformation of segments of data blocks at the input of a layer of controlled substitutions. It is shown that
this design allows, at a single pass, to activate at least four S-blocks, instead of one S-block in the original design. The proposed en-
hanced S-conversion design appears to be more efficient and allows for at least 20 cycles of S-blocks to be activated in three cycles
in the original design, which further improves the chance of improvement.
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Crparterusi Bb160pa S-6/10K0B /1151 HeJIMHelHHOro npeoopa3zoBanus mugpa CTpymox.

AnHoTanus. OO0CyXIaroTcsi 0cOOEHHOCTH MOCTpoeHus S-npeoOpazoBanus muppa “CtpyMox”. B 4acTHOCTH BHUMaHHE COCpPENOTa-
4yuBaeTcs Ha BbIOOpe S-0JIOKOB [uIst 3TOro npeodpa3zoBanusi. OLEHHBAIOTCS TTOKA3aTeIN ero CIIyYaifHOCTH, B YaCTHOCTH OTPEIeNsieT-
Cs1 MUHMMAJbHOE YHCIIO IMKJIOB IMTOBTOPHOTO HCIONB30BAaHMS 3TOTO MpeoOpa3oBaHMs, MOCIE KOTOPOTO Pe3yNbTaT 3alIi(poBaHHS
MIPUXOJMT K MOKA3aTeJIsIM CTAl[MOHAPHOTO COCTOSIHUSA CITy4aifHOH IMOJICTAaHOBKH. PaccMaTpuBaeTcs BOSMOXHOCTD UCIIONIB30BaHMS B S
peoOpa3oBaHNU CIy4alHBIX S-OM0KOB. Jlemaercss BBIBOM, YTO CiydaiiHble S-OJOKHM HE YXYIIAIOT MMOKa3aTesieil ero cy4aifHOCTH.
Ipennaraercst ycoBepLIEHCTBOBAHHUE 3TOM KOHCTPYKLHMH S-TpeoOpa3oBaHue, KOTOPOE MO3BOJISIET YIYUIIHTh IOKAa3aTeIH ero Ciy-
yaiiHocTH. OHO CTPOMTCS Ha HMCIIOJIb30BAaHUM BMECTO MapauIeNIbHOrO Habopa S-O0JOKOB LEMOYKH U3 YIPABISEMBIX MOACTAHOBOK C
MOJIOKUTENBHBIM CMEMINBAIOMINM JIMHEHHBIM NTPe0oOpa30BaHUEM CETMEHTOB OJIOKOB JAaHHBIX HA BXOJE CJOS yHIPaBISIEMBIX ITOJICTA-
HOBOK. [Toka3bIBaeTCs, YTO Ta KOHCTPYKIMS MO3BOJISIET yXKe IPH OJHOKPATHOM IPOXOJe aKTHBU3UPOBATh MHHHUMYM 4YeThIpe S-
OJIOKH, BMECTO OJJHOTO S-0JI0Ka B HCXOJHON KOHCTpYKIUH. [IpenokeHHas ycoBepIIeHCTBOBAaHHASL KOHCTPYKIHUS S-TIpeoOpa3oBaHus
MpeJCcTaBIsAeTCs OoJiee OBICTPOCHCTBYIONICH U TO3BOJIACT 32 TPHU IMKJIA aKTUBH3UPOBATh MUHUMYM 20-Th S-0J0KOB BMECTO 16-TH B
HCXOAHOHM KOHCTPYKIIMH, TOTIOJHUTENHHO YIIydIIaeT OKa3aTelI! CIy9aifHOCTH COBEPIIECHCTBOBAHHSI.

KioueBble c10Ba: TOTOKOBBINA MH(p; MOKA3aTENN CIyYallHOCTH; CIIy4aifHble S-ONOKH; aKTHBHBIE S-OJIOKH; YIpaBIisieMble TO/ICTa-
HOBKH.
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Abstract: This article describes the method of correcting of single errors in the residue class (RC). The study of this
method makes it possible to create effective systems for monitoring data errors of computer systems in RC. The re-
sults of the analysis of the corrective capabilities of the arithmetic code in the RC showed a high efficiency of using
non-positional code structures, due to the presence in the non-positional code structure of primary and secondary re-
dundancy. The paper shows that the corrective capabilities of codes in the RC depend on the introduction of addi-
tional redundancy in the code structure. At the same time, if certain conditions are met, the data can be corrected by
introducing only one test base. The article provides examples of monitoring and correcting of single errors were rep-
resented by codes in the RC.

Keywords: non-positional code structure; residue classes; positional numeral systems; minimum code distance;
error-control coding; data diagnosing and correction.

1 Introduction

In general, in order to verify, diagnose and correct errors a code structure requires a certain error-
correcting capability. In this case, code is required to be introduced to data duplication, i.e. infor-
mation redundancy should be implemented. All of the above fully refers to a non-positional code
structure (NCS) in residue classes (RC) [1-3].

For each random RC the amount of redundancy R=M,/M uniquely determines correction ca-
pability of a non-positional error-correcting code. Error correcting codes in RC can have any given
values of minimum code distance (MCD) d &%) | which depends on the value of redundancy R . The

acquainted theorem [1] establishes a link between error-correcting code redundancy R, the value of
MCD d & and the amount of RC check bases k .

Error-correcting code has MCD values d* in case when the degree of redundancy R is not
df -1
less than the product d®<) —1 of RC bases. On the one hand we get R > H m, , but on the other

min
i=1

n+k n k
hand R=M,/M = Hmi /Hmi = Hmn+i . In this case, it’s correct to state that (&) —1=k, or
i=1 i=1 i=1
d® =k +1. 1)
There are two approaches to solve the problem of providing NCS with all required error-
correcting properties in RC.
The first approach. If the requirements for error-correcting properties of NCS are known, for ex-

ample, depending on amount of errors being detected t,, or corrected t,, required information
redundancy R should be introduced, using the amount of k or the value {m, .} of check bases.
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Redundancy R determines minimum code distance d ® of NCS in RC.
Then, according to the error-control coding (ECC) theory for an ordered (m, <m,,) RC we have

that

tye <d" -1, )

tie <K; (3)

. {%} @

wo[f] ©

The second approach. For a given NCS A =(a |la, |...lla_ & la. .- &, |- | a,.) (fora

given value k) its error-correcting capabilities (determined by the d "¢
fined by the expressions (3) and (5).
Note that, if an ordered RC is extended by adding k check bases to n information modules, then

MCD d & of the error-correcting code is increased by the value k (see expression (1)).

min

value) of RC code are de-

The values of d®® can be also increased by decreasing the number n of information bases, i.e.
by transitioning to less accurate calculations. It’s clear that in RC between error-correcting R prop-
erties of error-control codes and calculation accuracy W inverse proportion exists. The same
computer can perform arithmetical calculations or any other math operations both with high W ac-
curacy but a low error-correcting R capability and with lower W accuracy, but with a higher capa-
bility R of error detection and correction in order to verify, diagnose and correct data faults, as well
as to demonstrate higher data processing performance (the time to execute basic operations is in-
versely proportional to n information bases in RC) [2,4,5].

2 The main part

Now we’ll analyze the process of single-error correcting data capability in RC given the minimal

information redundancy by introduction of a single (k =1) check base. In this case, according to the
error control coding theory in RC [1, 2], MCD is equal to the value d®® =k +1. If k =1, then
MCD is d{®“ =2, which, as according to the general error control coding theory, ensures any sin-
gle-error detection (an error in one of the residues a, (i=1,n+1)) in NCS.

In general, just as in the positional numeral system (PNS), the process of data error correction in
RC consists of three stages. The first stage — data checking (correctness or incorrectness verification

of the initial number A..). On the second stage diagnosing the false ARC number (detection of a

single corrupted residue & of the number ,&RC to the base m, in RC). And, finally, on the third

stage correcting the invalid residue & to its true value a, of the number, i.e. correcting false A,

number (getting the correct number A,. = A, ).
The degree of information redundancy R (code error-correcting property) is estimated by the
value of MCD d_ ™. As previously noted, the value of MCD is defined by the ratio

d® =k +1, where k is the amount of check bases in an ordered RC.

Let’s start with the NCS Ay, =(a [|a, ||...lla_ & &, II---l1a, |-l &,.) in RC having a mini-

mal (k =1) additional information redundancy. In this situation it’s considered that d{% = 2.

According to the error control coding theory in PNS if the minimum code distance is granted to
be d{"™™) =2 a single error in a code structure is ensured to be detected. In PNS a single error is

min
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understood as a corruption of a single information bit, for instance 0 —1 or 1— 0. In order to cor-
rect this single error it’s required to ensure the condition, when d "™ =3,

min

Contrary to PNS, a single error in RC is understood as a corruption of a single residue a, modu-
lo m,. Inasmuch as the residue a, of the number A, =(a |la,|..lla_ll&alla.ll--la,la.;)
modulo m. contains z :{[Iogz(mi —1)]+1} binary bits, then it’s formally correct to be considered

that if d =2 (k =1) is within limits of a single residue a,, an error cluster can be detected in

min
RC, with its length not exceeding z binary bits. However in RC, as it is shown in literature [1, 2, 5],
there are some cases when a single errors can be corrected while d®¢) =2

In the light of specific features and properties of NCS representation in RC an error-correcting
capability given d*® =2 can be explained in the following manner.

1. A single error in PNS and in RC are different concepts, as it was shown before. With that be-
ing said, MCD d®) for PNS and d(*“ for RC has different meaning and measure.

min min

2. Existing (implicitly) intrinsic (natural, primal) information redundancy in NCS, being stored
in residues {a,} due to their forming procedure, has a positive effect (from the perspective of in-

creasing data jam-resistance, transfer and processing reliability) that kicks in only with the presence
of a subsidiary (artificial, secondary) information redundancy. An artificial information redundancy
in NCS is being introduced by using (additionally to n information bases) k check bases in RC. A
distinguishing feature of RC is its significant display of the intrinsic information redundancy only if
the subsidiary one is also present, due to introduction of check bases.

3. As shown in [1,2,5], error control code in RC with mutually prime bases has the MCD value

of d{*) only if the information redundancy level is not less than the product of any d*® —1 bases
of a given RC.
The availability and interaction of primary and secondary redundancies during the subsidiary

tests (time redundancy usage) of error-correcting process, which may provide a single-error error-
correcting capability in RC, while d ®® =2 (given k =1).

min

Indeed, according to the expressions (3) and (5) for an ordered RC following conclusions can be
made: with a single (k=1) check base m in RC, the NCS

A= la,l.-llalla lla,ll--lla,lla,,) can have several values of d*® . In this case, it de-

min

pends on the value of check residue m,_,. If, for every different RC modulus condition m, <m, ,

n+1

(i=1,n) is met, then conclusion can be made that d®9 =2 as according to the expression (1), and
t.x. =1, according to the expression (2). If the condition m;-m, <m_, (i, j=Ln;i=j)is met
across the totality of {m} information bases for a random modulus pair, then d{"“ =3 and
te =2.

det.

Thus, for the NCS in RC given k =1, the MCD d{*® can vary, depending on the value of RC

min
check base m_,,. Assume, RC is given information bases m, =3, m,=4, m;=5, m,=7 and
moreover m, =m,,, =m, =11. In this case error verification of any single corrupted NCS residue
can be ensured.

Assume, for example, m, =m_,, =61. Ad hoc, we’ll draw up a Table 1, mapping information

bases to check bases. As Table 1 shows, number representation specificity in RC in some cases al-
lows not only to detect an error, but to find a place of its occurrence with the use of a single check
base, which would be impossible to do in the PNS, utilizing existing methods of detecting and cor-
recting errors.

Let’s assume, that in the corrupted (A= M ) number A=(a, ||, ||... | ai; |G [l @i ||| @, || a,..)

the error §, = (a, + Aa;) modm, is verified to be present in the residue a, modulo m,.
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Table 1 — Research results of error-correcting capabilities of error control codes in RC (1 =1)

3 Max.
me=m,, =mg=61; di") =k +1=2, [ [m, <m;. Max. | ount
it amount
_ _ of cor-
RC information bases of detec- | . ‘ble
K , table da- A
m <m, kK | df=k'+1 -
m=3m=4/m=5|m,=7 g 'r " WEITOrS | irs in
in RC
RC
+ — - — 3<61 1 2 1 0
_ + - - 4<61 1 2 1 0
— — + - 5<61 1 2 1 0
- — — + 7<61 1 2 1 0
+ + — — 3-4=12<61 2 3 2 1
+ — + — 3-5=15<61 2 3 2 1
+ — - + 3-7=21<61 2 3 2 1
— + _ 4.5=20<61 | 2 3 2 1
— — 4.7=28<61 2 3 2 1
— — 5-7=35<61 2 3 2 1
+ + + — 3-4-5=60<61 | 3 4 3 2

We’ll take a look at the ratio, which makes it possible to correct an error in a given residue

a [1].
It’s clear that:

A= (A+AAd)mod M, .

(6)

Basing on that the error magnitude can be equated to AA=(0]|0]|...||0|| A&, ||O]|...||0]|0), then

the correct (A< M ) number A can be expressed as follows:
A= (A~ Aymod M, = (a, | ay ... [ a4 11G || @i,y |-

~[10110) Jmod M, =[a, ||, |I... | &, || (& — Aa)modm || &, ||... || &, ||

n+1

|ay lla,.,) = (01 0]l... |0l Ag; [|O]]...
Jmod M,.

We’ll quantify the value of A. Inasmuch number A is correct, i.e. is contained in numerical in-

terval [0, M), then the following inequality will be fulfilled:
A:(;{—AA)modMo <M .

()

Basing on the value of the error AA is equal to A4 = Ag, - B,, then the inequality (7) will be ex-

pressed as:

A—Aa -B —r-M,<M or
A—Aa B -r-My<M,/m_ ,(r=1,2,3,..),

A-(&-a)-B-r-M,<M,/m
A—(a—8&)-B—r-M,<M,/m

n+1?

n+1?

(a— &) B <M,/m,,—A+r-M,

a,—4& <(M,/m

n+1

)/B.—~A/B +r-M,/B,

a<a+(M,/m)/B—A/B+r-M,/B,.

(8)
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Since the orthogonal base of RC module m, takes the form of B, =m, - M,/ m,, then the expres-

sion (8) shows up as:
a <&+(m+r-m-m _)/(m-m )—A/B or
a, <& +m (1+r-m )/ (m-m,)—A/B,. 9)

Inasmuch as the value of the residue a, is a natural number, then the value of
m(1+r-m_,)/(m-m_,)—A/B,, as shown in the expression (9), should be an integer. Thus, taking
an integral part of the last ratio, the formula for correcting error in the residue & of the number A
will be:

a = (& +[m-(1+7r-m,)/ (M -m,,)—A/B)modm]. (10)

We’ll have a look at the examples of error correction in RC.

Example Nel. Perform data verification of the number A.. =(0||0]|0]|0||5) and correct it if re-
quired, when RC was given information m, =3, m, =4, m,=5, m; =7 and check m, =m, =11
bases. Thereby, M :ll[mi = ﬁmi =420 and M,=M-m_, =420-11=4620. Orthogonal RC

i=1 i=1
bases B, (i =1,n+1) are shown in Table 2.

I. Data verification of A.. =(0]/0||0]|0||5). According to the control procedure [1] the value
will be defined as:

Table 2 — Orthogonal RC bases B, (1 =1)
B, =(1]/0]|0]|0]|0) =1540, m, =1
B, =(0]11]0]|0]|0) =3465, m,=3
B, =(0]|0|11/]0]|0)=3696, m, =4

4
6

B, = (0]10]|0[|1]]0) = 2640, m, =
B, = (0]0[[0][0[]2) = 2520, m, =

Ass :(niai ~Bijmod M, =(25:ai : Bi]mod M,=(a B +a,-B,+a;-B;+
i=1 i=1
a,-B,+a;-B;)mod M, = (0-1540+0-3465+0-3696 + 0- 2640 + 5- 2520) mod 4620 =
= (5-2520) mod 4620 = 12600(mod 4620) = 3360 > 420.

Thus, in the process of data verification it was evaluated, that A, =3360> M =420. In this
case, with the possibility of only single errors appearing, conclusion is made that the number in
question A, =(0||0]|0]|0]|5) is incorrect (3360 > M =420).

In order to correct the number &360 =(0||O||O]|O]|5) data is required to be verified first, i.e. cor-
rupted residue & has to be detected. Once done, the true value of the residue a. modulo m. needs
to be defined, whereupon the corrupted residue & should be corrected.

Il. Data diagnosing of Amo =(0]|0]|0]|0|5). According to the mapping method [1, 2], possible
projections Aj of the number Asseo =(0]|0||0||O}|5) are:

A =(lo]0]5), A =(0]0]0[5), A =(0ll0]l0]5),
A, =(0]|0]|0[|5) and A =(0[|0]|0]0).
Computational formula for the values Aj ons OF PNS number projections is written as [1]:
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Ao =| D .a-B; [modM; =(a,-B,, +a, B, +...+a,-B,)mod M. (12)
i=1;

j=i, n+1.
According to the expression (11) we’ll compute all the values of Aj ons - ONce done, we will

n+l*

make (n+1) comparison of the AjPNS numbers to the number M =M, /m_,,. If there are any
numbers not being contained in the informational numeric interval [0, M), which contains k cor-
rect numbers (i.e. /X > M), among /31 projections, then conclusion is made that these k residues of
the number A are not corrupted. Only the residues among the rest [(n+1) —k] number A, resi-

dues can be false.
The set of the active quotient residues for a given RC and the totality of the quotient B; orthog-

onal bases are shown in Table 3 and Table 4 respectively.

Table 3 — Set of the active quotient RC residues (1 =1)

j ' m, m, m, m, M,
1 4 5 7 11 1540
2 3 5 7 11 1155
3 3 4 7 11 924
4 3 4 5 11 660
5 3 4 5 7 420

Table 4 — The totality of the quotient orthogonal RC bases B; (I =1)

Jﬁi' S 2 3 4
1 385 616 | 1100 | 980
2 385 231 330 210
3 616 693 792 672
4 220 165 396 540
5 280 105 336 120

Now then (Table 4):

- 4
Apns = (Zai : Bn] modM, =(a,-B, +a,-B,, +a,-B,, +a,-B,))mod M, =

i=1
=(0-385+0-616+0-1100+5-980) mod1540 = 280 < 420.
Arriving at conclusion, that the residue a, of the number Ai is possibly a corrupted residue &, ;
- 4
AZPNS = (Zai : BinmOd Mz = (a'l : BlZ +a,- Bzz +a;- Bsz +a,- B42) mod Mz =

i=1
=(0-385+0-231+0-330+5-210) mod1155 =1050 > 420.
Hence, the residue a, is ensured being not corrupted;
- 4
A3PNS = (Zai ) Bisijd M3 = (a1 ’ BlS +a,- st +a;- Bs3 +a,- B43) mod Ms =

i=1
=(0-616+0-693+0-792+5-672) mod 924 =588 > 420.
Deduced, the residue a, is ensured being not corrupted;
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- 4
Aspns = (Zai ) Bi4Jm0d M,=(a,-By, +a, B, +a;-B; +a,-B,)mod M, =
i=1
=(0-220+0-165+0-369 +5-540) mod 660 = 60 < 420.
Conclusion: the residue a, modulo m, of the number A, is possibly a corrupted residue a,;
- 4
Ao = (Zai - Bistod M. Since M, =M =420,
i=1

the residue a; of the check module m, =m, will be always among the totality of possibly corrupted
residues a of RC number.

Overall conclusion. During data diagnosing of A=(0]|0]|0]|0]|5) in NCS, the residues a,=0
and a, =0 were ensured not being corrupted. The residues to the bases m,, m, and m, might be
corrupted, i.e. the residues & =0, a, =0 and & =5. In this case it’s required to correct the resi-
dues &, a, and a;.

I11. Correcting data errors /13360 =(0]|0]|0]|0]|5). According to the acquainted [1] expression:

a, :[a +{m‘ (d+rm,) —ADmOd m, (12)

I I mn+1'mi Bi
we will correct possibly &, &, and a; corrupted residues a,, a, and a,, where r=1,2,3,....
It turns out that:
a=|a+ ml.(1+r-_mn+1)_ﬁ mod m, = O+[3.(1+r.11)_3360} mod3
m,,, - m B, 11-1 1540
=(0+[3,27-2,18]) mod3=(0+[1,09]) mod3=(0+1)mod3=1;
a, =7+ m4.(1+r-_mn+1)_ﬁ mod m, = 0+[7-12_3360} mod 7 =
m..,-m, B, 11-4 2640
=(0+[1,9-1,27])mod 7 =(0+[0,63])mod 7 =(0+0)mod 7 =0;
o=l mn+1-(1+£-mn+1)_ﬁ modm, . = 5+[11-(1+11)_3360} od 11—
m,,-m . . 11-6 2520
=(5+[2-1,3])mod11l=(5+][0,7])mod11=(5+0)mod5=0.

n+l

n+l

With accordance to the computed residues a, =1, a, =0 and a;, =0 we are correcting (recover-
ing) the corrupted number &360 =(0||0||O]|O||5), i.e. the corrected number becomes
A, =(l0]0]0]5).

To validate corrected data, as according to the acquainted [1] expression, we’ll define the value
of the number 'ahor. =()|0|0||0|I5) in the following way (see Table 2):

- 5
A ons =£Zai-Bijmod M,=(a,-B,+a,-B,+a,-B,+a,-B, +a,-B)mod M, =
i=1

=(1-1540+0-3465+0-3696 + 0- 2640 + 5- 2520) mod 4620 = 14140(mod 4620) = 280.
Thus 280 < M =420, the number AZSO =(1]|0]|O||O||5) is correct.
In order to validate correctness of the number A, we’ll make a computation and comparison of
the wvalues to the correct residues a,=0 and a,=0. In this case they are

a, = 0+[4'(1+11)—3360} mod4=0 and a, = 0+{5'(1+11)—3360} mod5=0. The result-
11-3 3465 11-4 3696

18



ISSN 2519-2310 CS&CS, Issue 2(10) 2018

ed computations a, =0 and a, =0 of the residues modulo m, and m, in RC verified correctness of
the corrupted number &360 =(0||O||O|O|5). Thus, the original number AQC =(0||O|O|O5) is
corrupted A, wherein the single error Aa, =1 occurred modulo m, . This error made the correct
number A, being corrupted A, .

In order to verify if the correct number A, is true, subsidiary tests on the process of corruption
and correction of the number A, modulo m, =3 are required. The amount of possible N_. incor-
rect (corrupted) ARC codewords (if only a single error occurred) for each correct A,. number are

Nee =nz+1:mi —-(n+1).

Test ;iesults have shown that corruption of the residue a, modulo m, =3 of the correct number
A, can produce only two incorrect numbers: A, =(0]/0]|0]0]|5) and A,,, =(2]/0]0]0]|5).
This points to the fact that the corrected number A, = Ag, =(1]|0]|0]|0]|5) is both correct (is con-
tained in the interval [0, 420)) and true. The trueness of the resulted number A, = (i||0||0||0||5)
is confirmed by the fact that the single error Aa, =2 to the base m, =3 converts
(A=(A+AA)mod M, =
=(L]|0]|0||0]|5)+(2]|0]|0]|0]|0) =[(L+2)mod 3]|0]|0[|0]|5] = (0]|0/0[|0]|5)) this number to the
unique incorrect number A, =(0||0]|0]|0||5).

Example Ne2. Assume, the correct numberis A, =(1||0]|0]|0||5) and assume that Aa, =1.

In this case A=(A+AA)mod M, = (1]|0|0]|0[|5) +(L]|0]|0]|0]|0) =
=[(1+1) mod3||0||0||0||5]:(§||O||O||O||5). This RC number is relevant to the number 1820 in
PNS, i.e. the number A, is incorrect. We’ll correct the number A, now.

Data diagnosing should be made ahead of correcting the number ,5.1820. To do this we’ll map pro-
jections A, (] =1,5) of the number szo =(21|0]|0]|0]|5) first. Resulted RC code structures are:
A =(0[0]0[|5), A, =(2[0[|0[|5), A,=(2[|0|0]|5), A, =(2]|0]|0]|5) and A =(2]0]|0]|0).

All the projections of A, are:

A o = (5-980) mod 1540 = 280 <420 =M ;

Ayons = (2-385+5-231) mod1155=1925(mod 1155) = 770> 420=M ;
Ayons = (2616 +5-672) mod 924 = 4592(mod 924) =896 > 420 = M ;
A, pns = (2-220+5-540) mod 660 = 3140(mod 660) =500 > 420 = M ;

Asons = 2-280(mod 420) =560 (mod 420) =140 < 420=M .

Inasmuch as A, Ay and A, >420, the conclusion is made that the residues a, =0,

a,=0 and a, =0 of the number A., =(2]|0]|0||0||5) are not corrupted. Only the residues a, and

a, can be corrupted & =2 and a,=5.
We obtain, that:

a =l + ml.(1+r-_mn+l)_ﬁ modm = 2+[3.(1+11)_1820} mod3
m.,,-m B, 11.1 1540

=(2+[3,27-1,18])mod 3= (2+[2,09]) mod 3 = (2 + 2) mod 3 = 4(mod 3) =1.
Hence, the corrected residue modulo m, is a, =1. In a like manner the residue a, =5.
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Applying the results a, anda, the corrupted number A,  =(2]/0]/0]/0]|5) is corrected. As a fi-
nal result the corrected number is A, =(1]/0]/0||0]|5).

Example Ne3. Performing verification of the number A.. =(0||0]|0]|2]|21). In case corruption

was detected, data diagnosing and correction should be made.
I. Data checking of A,. =(0||0]|0]|2]|1). According to the acquainted control procedure A,

will be calculated using expression:

n+l
Ao =(Zai : Bijmod M, = (0-1540 +0-3465+0-3696 + 2 - 2640 +1- 2520) mod 4620 =

i-1
= 7800(mod 4620) = 3180 > 420 . This number is incorrect A, .
Il. Data diagnosing of A, ., =(0]0]0]|2]/1). All possible projections AJ. of the number A,
are: A =(0[|0[|2]12),, A,=(0]|0]|2][2), A,=(0]l0]|0||1) and A, =(0|0[[0[2).
Calculating the values of all of five projections AJ. in PNS:
A1Rc = (O 10]]2]] 1) = A1PNS = (al'Bll +ay, By +ayBy + a4'B41) mod M, =
=(0-385+0-616 + 21100 +1:980) mod 1540 =100 < M =420,
Arc = (0 10]]2 ”1) = Appns = (a'By, +a,°B,, +ay By, +a, B,)mod M, =
=(0-385+0-231+2:330+1.210) mod 1155 =870 > M = 420;
Are = (0 10]]2 ”1) = Appns = (@ B3 +ay By +ay By +a,B,g) mod M, =
=(0-616+ 0693+ 2792 +1.:672) mod 924 =418 < M = 420;
A4RC =(]l0]l0]1) = A4PNS =(a;'B,, +a,'B,, +ayB,, +a, B, )mod M,
=(0-220 + 0165+ 2-396 +1:540) mod 660 = 540 > M = 420;
Arc =(0]|0]012) = Ajpns = (ay'Bys + @, By + ag By + a,B,s) mod My =
=(0-280+ 0105+ 2-336 +1:120) mod 420 = 240 < M = 420.

The calculations of the Aijs values and comparing them to the verification interval [0,420)

range of correct RC numbers A.. resulted in following. The totality of the residues a, =0 and
a, =0 is correct (residues are not being corrupted), while the residues & =0, a,=0 and & =1 of
the incorrect number A, ., = (00| /0]|2]/1) might be incorrect (could have been corrupted).

I11. Correcting possibly corrupted residues a,, &, and &, of the number A, .

Possibly corrupted residues & =0, a,=0 and &, =1 required to be corrected using expression

a = (éi +{m‘ (drrem,,) —AD modm,. Then:
m,,, - M, B

n+1 i i

a=|a+ mo(A+rm,) A mod m, = 0{3.(1”.11)_3180} rod 32
m,.,-m, B, 11-1 1540

=(0+[3,27-2,06])mod3=(0+[1,21])mod3=(0+1)mod3=1.
Hence, a, =1.
For the value &j it is:

o=+ my-@+rm,) A modm, = 0{5.(1”.11)_3180} —
m,,, - M, 2 11-4 3696

=(0+[1,36-0,86])mod5=(0+[0,5])mod5=(0+0)mod5=0.
In this case a, =0.

n+l
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For the residue &, value is:

m,-(L+r- mml) A mod m, lJ{ll.(1+r.11)_3180} mod1l—
m .- ] 116 2520

=(1+[2-1, 26])mod 11=(1+[0,74])mod11=(1+0)mod 11=1.
Obtaining that a; =1.
Using the calculated values a =1, a,=0 and a, =1 of the recovered residues the corrupted

number chz(0||0||0||2||1) can be corrected, becoming A, =(1]|0]|0]2]|1). Verified by
100 < 420.

3 Conclusions of research

Contrary to PNS (positional numeral system), arithmetic RC (residue class) codes feature addi-
tional correcting properties. Thus, NCS (non-positional code structure) involves both intrinsic and
subsidiary information redundancies, that in some cases results in allowing to correct single errors

in RC, while MCD is d"® =2. However, correcting single errors requires performing subsidiary

tests of data checking, i.e. time redundancy usage, additionally to information redundancy. Exam-
ples of specific implementation of a single error correcting procedures were introduced, that prove
reviewed method is possible to be implemented in order to correct data errors in RC.
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MeToa BUNIPABJIEHHS OIHOKPATHHX MOMMJIOK JAaHMX, LI0 MPEACTABJIEH] KOIOM KJIacy JHIIKIB.

AHoTanis. Y maHiif CTaTTi PO3MJISIHYTO METOJ BHUIIPABICHHS OJHOpPA30BUX MoMmIOK y kiaci jumkiB (KJI). ocnimkeHHs naHoro
METO/ly Ja€ MOXJIMBICTh CTBOPIOBATH €(EKTHBHI CHCTEMH KOHTPOJIO MOMHJIOK JaHHX KoMm''oTepHHX cucteM y KJI. Pesymbratu
aHali3y KOPUI'YBaJbHUX MOXIHMBOCTel apupmernynoro koay y KJI mokasamu BHCOKY e(eKTHBHICTh BUKOPUCTAHHS HEMO3UI[IHHUX
KOJIOBHX CTPYKTYp, 32 PaXyHOK HassBHOCTI y HEMO3MLIiiHiil KOJOBIH CTPYKTYpi MEPBUHHOI Ta BTOPUHHOI HaaMipHOCTI. ¥ po6oTi mo-
Ka3aHo, 10 KOPHUI'YBaJIbHI MOXIIHBOCTI KofiB y KJI 3amexarh BiJ BBEJCHHS JOJATKOBOI HaJMIPHOCTI y KOJOBY CTPYKTYypy. Ilpn
[IbOMY TIPY BUKOHAHHI TIEBHHX YMOB KOPEKIisl JaHMX MOKE OyTH IpOBeJeHA BBEJCHHSM TUIbKH OIHI€] KOHTPOJIbHOI OCHOBU. Y
CTAaTTi HaBeJeHI PHUKIIAIH KOHTPOJIIO Ta BUIIPABJICHHS OJIHOPA30BHX IIOMHJIOK JIAHHUX, MPEACTaBIeHUX Koxamu y KJL.
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MeToa ucnpasJieHHs1 OAHOKPATHBIX OMIMOOK JaHHBIX, MPEACTABICHHBIX KOIOM KJIacCa BbIYETOB.

AuHoTanmmsi. B naHHOH cTaThe paccMOTpPEH METOoJ| MCHpaBICHHUS OJXHOKPATHHIX OIIMOOK B Kiacce BeraeToB (KB). HccnenoBanne
JTAaHHOTO MeTOoJa 1aéT BO3MOXKHOCTh CO31aBaTh d((PEKTHBHBIE CHCTEMBI KOHTPOJIS ONIMOOK JaHHBIX KOMIBIOTEPHBIX cucteM B KB.
Pe3ynbpTaTel aHANN3a KOPPEKTHPYIOMIMX BO3MOXKHOCTEH apudmerndeckoro kojga B KB mokazamu BeICOKYIO 3()(eKTHBHOCTD HCIIOIb-
30BaHUS HEMO3UIMOHHBIX KOJOBBIX CTPYKTYp, 3a CUET HaIM4Msl B HEMO3MLUOHHON KOMOBOHI CTPYKTYpe NEpBUYHOW M BTOPUUHOMU
n30BITOYHOCTH. B paboTe mokas3aHo, 9TO KOPPEKTHPYIOLINE BO3MOXKHOCTH Ko#oB B KB 3aBHCST OT BBEJCHUS AONOIHUTENBHON H3-
OBITOYHOCTH B KOAOBYIO CTPYKTYpY. [Ipn 3TOM IpH BBITIOJHEHHH ONPEAEIEHHBIX YCIOBUH KOPPEKIMS JaHHBIX MOXKET OBITH MPOBe-
JIeHa BBEICHHEM TOJIBKO OJHOTO KOHTPOJIBFHOTO OCHOBAaHUS. B cTaThe MpUBEAEHBI IPUMEPHI KOHTPOIS U UCTIPABICHHS OTHOKPATHBIX
OIMOOK JTaHHBIX, IIpeCTaBIeHHBIX Kogamu B KB.

KiroueBble ¢j10Ba: HEIO3UIIMOHHAS KOI0BAasI CTPYKTYPa; KJIACC BbIYCTOB; MO3UIMOHHAs CUCTEMAa CUMCIICHHSA, MUHUMAIbHOC KO0~
BOC pacCTOSIHUEC, HOMCXOYCTOﬁQHBOC KOJUPOBAHMUE, NTUArHOCTUKA U KOPPECKUMS JaHHBIX.
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Abstract. This article is devoted to the features of construction and use of electronic digital signature schemes based
on the use of error-correcting codes, namely the most common scheme, which is based on this approach, CFS and the
new proposed scheme. A functioning of these schemes directly depends on used code cryptosystem: the first basically
contains principles of Niederreiter code cryptosystem, the second involves use of McEliece cryptosystem, which until
recently was considered impossible. Algorithms for generating and verifying signatures according to both schemes,
described step by step, are considered in detail. The article studies the efficiency of algorithms in terms of volume of
required keys and the length of generated signature, the results of which are presented using analytical ratios and in
graphical form for specific examples. The resistance of the considered schemes to classical and quantum
cryptanalysis was also analyzed, the latter of which is a actual topic in the era of the rapid development of the sphere
of post-quantum cryptography. Both schemes have provable resistance to both types of cryptanalysis, but when using
quantum computers it is necessary to significantly increase the key lengths, which is a great shortcoming. It has been
revealed that the proposed scheme has an indisputable advantage over the used CFS scheme - protection from
specific attacks such as a simultaneous replacement of two signature elements and rapid falsification, by adding an
additional element to the generated signature. During the study, the advantages, disadvantages and prospects of
using the proposed scheme and the CFS scheme in terms of use of quantum computers are highlighted.

Keywords: post-quantum cryptography; digital signature; code-based cryptography; quantum security.

1 Introduction

In today's increasingly tumultuous world, information is gaining in value. Today, it is perhaps
the most expensive resource of mankind. That is why the issue of information security plays an im-
portant role and raises serious discussions around it. To date, there is a certain set of proprietary se-
curity algorithms that are used during manipulations with information on conventional computers.
Despite this, the situation can change radically in the near future, as active work is under way in the
quest for the development of a quantum computer [1-6].

A guantum computer is a computing device that works on the basis of the phenomena of quan-
tum confusion and quantum superposition, and allows you to override options and perform complex
calculations much faster. For this reason, existing algorithms and ciphers whose security is based on
such mathematical problems as factorization of large numbers, discrete logarithms, and others, will
lose their security [5].

From this perspective, algorithms designed for the formation and verification of digital signa-
tures also become vulnerable to various types of attacks [3]. This fact will lead to the fact that an
digital signature will not guarantee the integrity of the document and reliably confirm the identity of
its author. From the above it follows the relevance of the comprehensive study of alternative
schemes of digital signature and assessment of their capabilities. One of the most promising areas of
research, from the standpoint of post-quantum efficiency, is cryptography, based on error-correcting
codes [7-19]. In this work, we will consider two code schemes of a digital signature, we will carry
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out their comparative analysis and estimation of possibilities of their application in the post-
quantum period.

2 A classic example of a code-based digital signature scheme

A classic example of a digital signature scheme based on error-correcting codes is the CFS
scheme, named after the initials of its inventors — Courtois, Finiasz, Sendrier [13].

CFS involves the use of algebraic (n, k, d) code from the class (n=2", k=n—mt, 2t+1) of non-idle
Goppa codes. The formation of the public and private keys of the scheme is in accordance with the
principle used in the Niderraiter cryptosystem, which is discussed in detail in the papers [3, 7-11].
Hence, the private keys are matrices X , of size (n—k)xn, and P, of size nxn, which are similar to
the Niderraiter scheme defined as a random inverse matrix and a random matrix of permutations
respectively, as well as a fast algorithm for decoding an algebraic code. A private key is a
matrixH, = X-H-P, where H — the verification (n—k)x» matrix of the algebraic code and the

correcting ability of the code t. The input data for using the CFS is a hash function h, a fast
algorithm for decoding an algebraic code and a message (plain text). The hash function is intended
to convert a message of arbitrary length. The output of the hash function is a hash value h(x) of bit

length n—k. A quick algorithm for decoding the algebraic code, that is, having a polynomial
complexity, is applied to the syndromic sequence. s=(s,,S,,...,S, ). In this case, one of the
situations is possible:

e If decoding is successful the vector of errors e=(g,,€,,...,€, ;) corresponding to the syndrome

will be displayed.
e If decoding is unsuccessful an error message will be displayed.
The signature formation algorithm consists of gradual execution of several steps. Initially, the
hashing of the plain textM and the assignment to the counter i of value i=1. The hash
value h(M) and counter i are represented as bit sequences, from concatenation of which, the new

hash value h(h(M)||i) is calculated. The latter should be interpreted as a syndromic sequence
Sy =(Sy,S;,--» S, 4) Calculated for some arbitrary code word and error vector e=(g,,e,...,e, ;).
Since it was suggested that h(h(M)||i) is a syndrome, which is calculated according to the check
matrix H of algebraic code, we need to build a vector:

s, =X"t.s, =X"H,-e'=H-P-e" =H-&".

Then we can apply a fast decoding algorithm to find the vector €' =P-e’. If decoding fails,
then you need to increment the value of the counter i and perform all actions, starting with the

concatenation of the counter and the hash value of the message, until the derived vector €' =P-e”
is deduced, that corresponds to vector s, . When such a vector is found, you need to go to the next
step and calculate the value:

e’ =Pt.g"=P".P-g.
The final signature for a message consists of two parts: the value of the counter and the vector e,
Y =(e,i). Formally, you we write the generated signature as
. \7
Y =(e,i):Hy -e" =(h(h(M)]}i)) .
In order to verify the authenticity of the signature, it must be ensured that the result of the hash-

ing h(h(M)||i) is a syndromic sequence that was calculated according to the vector

e=(e,.€,...€, ), the latter is interpreted as a vector of errors.
A user who wants to verify the authenticity of the signature has an input of an a public key con-
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sisting of t a matrix H, , hash function h, the signature itself Y = (e,i) and a message M . In order
to verify a signature, you need to calculate the values of two vectors: (s,)" =H, -e",

(sx)" =h(h(M)][i).

A digital signature is considered correct only if these two vectors are the same [3,13].

Therefore, the essence of the CFS scheme is the repeated hashing of a message that is encapsu-
lated with a randomized counter value in order to identify the correct syndromic sequence. The sta-
bility of this scheme is based on the complexity of solving the problem of syndromic decoding.

3 An alternative scheme for formation and verification of digital signature

The CFS scheme is the most commonly code-based digital signature scheme. However, this
scheme has certain disadvantages. In 2017, an alternative to this scheme was proposed. An
alternative to the CFS, unlike the original scheme, is based on the use of the one-sided function of
McEliece, which is considered in the works [16-19]. As a result, the private keys of this scheme are
the matrixes X and P (in the case of non-binary codes, the matrix D is added), which are an
invertible matrix and a permutation matrix, respectively, as well as a fast algorithm for decoding the
algebraic code. The public key is a number t, which characterizes the corrective ability of algebraic
(n, k, d) code from the class of irreducible Goppa codes. For a binary case, the code parameters are
related to this relationship: n = 2™, k = n—mt, 2t+1. Also, the component of the public key is the
matrix Gy, which is formed according to the rule G, = X -H-P-D, where G is a generating matrix

of algebraic code.

When forming a signature, the same hash function h as in the CFS scheme is used, which was
described in detail earlier, so we will not focus on it. The decoding algorithm is the ability to find
the vector of errors e=(e,,e,,...,e,,) and the vector | =(l,,1,,...,1, ;) according to the original

code word with errors ¢, =(c*,,c*,,...,c*, ), taking into account the equation ¢, =1-G, +e.

When signing a message, the user first has to find the hash code from its content and determine
the value of the counter i equal to 1. Then, as in the CFS scheme, the concatenation of the hash
value of the message and the counter occurs followed by the hashing of the generated sequence,

which results in  h(h(M)[i). h(h(M)|i) is interpreted as a codeword with errors
ey =(c*y,¢*,,...,c*, 1), which is calculated for some values of the vectors | =(l,1,,...,1,,) and
e=(e,,€,-€,,), provided that ¢ =1IG, and c, =c+e are equal. The next step is to calculate the

value of the vector ¢ =c,-D*-P™. It is assumed that the value of this vector represents the

distorted codeword of the algebraic code no more than in t digits, that is, the distortion does not
exceed the correction ability. A similar code word can be decoded using a polynomial complexity
algorithm. Therefore, it is assumed that:

¢ =¢, D Pl=(I-G, +e)- D P =
—(I-X-H-P-D+e)-D*-P=
—1-X-H+e-D*-pt

By applying a polynomial complexity algorithm and decoding the code word.c =1-G+e',
e'=e-D™*-P*, we can find vector 1'=1-X . If decoding was successful, then the corresponding
values 1" and e' will be displayed. If the decoding failed, you need to increment the value of the
counter and repeat all steps in the signature formation, starting with the concatenation initially, until
the values |' and e' are successfully decoded. After finding such values, the vectors | =1'X ™" and
e=e"D-P are calculated.

The signature of a message in this case can be formally defined as
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Y =(1,6,i):1G, +e=(h(h(M)[i)) that is, it consists of a counter value i, for which h(h(M)]|i)

will be interpreted as a code word with errors a vector of errors e and information vector | . The
complexity of calculating vectors |1 and e using known hash value h(h(M)||i) for an illegitimate
user is a NP-complete task.

To verify the authenticity of the signature, you need to make sure that the result of the hashing
h(h(M)]li) is a codeword with errors, which is calculated using the values of the vectors 1 and e.

For the purpose of verification, it is necessary to calculate the values of two vectors ¢, '=IG, +e
and ¢, "=h(h(M)|i).
If the values of these vectors coincide ¢, '=c " and the Hamming weight of the vector e does

not exceed the correcting ability of the code w(e) <t, then the signature can be considered true. If

at least one of the declared requirements is not fulfilled, the signature is rejected. Therefore, the es-
sence of the CFS schema-alternative is to interpret the hex value of the sequence that came out by
combining the value of the counter and the hex value of the message as a codeword with errors. At
the same time, the verification procedure is radically different from the original scheme by adding
another condition that provides an alternative scheme with advantages over CFS, which will be dis-
cussed in the next section.

4 The comparative analysis of schemes for the formation and verification
of digital signatures

The lengths comparison of key scheme parameters

The CFS scheme and its alternative are based on two different approaches: the first is to use the
function of the Niderraiter scheme, the second one of the McEliece scheme, on which the volumes
of key signature data schemes depend directly.

Public Key:

—The CFS public key length is determined by the number of cells in the matrix H, = X -H-P.
I« =(N—k)-n=n*~kn=m-t-2",

—The length of the public key of the alternative scheme is determined by the number of cells in the
matrixG, = X-G-P

lg« =k-n=(2"—m-t)-2".

Private Key:
—The length of the private key CFS is determined by the sum of the number of binary cells of the
matrix (the size of (n—k)x(n—k)) and the length of n integers in range 0,1,..,n—1 for determin-
ing the matrix P and is calculated:

lor . = (N=K)* +n-[log, n]=(m-1)* +2" -m.

—The length of the private key of the alternative scheme is determined by the sum of the number of
binary cells of the matrix X (the size of (k xk)) and the length of n integers in range 0,1,..,n-1

for determining the matrix P. This length can be calculated according to [17]:
lor. =k*+n-[log,n]=(2" —m-t)*+2"-m.

In order to demonstrate the differences between the alternative scheme and the CFS scheme more
clearly, we present a graphic representation (Fig. 1-2). After analyzing of the data, we can conclude
that the graph of the private and public keys of the alternative scheme is declining, and the graph of
the CFS scheme is increasing. Up to a certain point, the length of the private and public keys of the
alternative scheme will exceed the values for the CFS scheme.
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Fig. 2 — Comparison of the length of public keys

The comparison of lengths of signatures, which are formed according to both schemes

According to the CFS scheme, the signature Y = (e,i) contains two components: the binary vec-
tor e, which has the length of n, and an integeri. The latter may acquire the values in the
range0,1,..,2"* —1. From here, we have that the bit length of the signature is determined according
to the expression: I, =2-n—k=2"+m-t.

Vector e can acquire a limited number of values. The limitation is imposed according to the cor-
recting ability of the code used. The number of possible vectors e is defined as:

t
i
Nw(e)st = ZCn ’
i=0

Because the vector e corresponds to the condition above, it can be transformed into a break-even
sequence e* with bit length of [ log,(N,) |- Then we have:

*_
IDS -

B

Using the expression for the upper bound of Hamming, the expression can be transformed:

IDS*S{IogZ(Z"*kﬂ+n—k =2.m-t.
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In the case of an alternative scheme, the components of the signature become largerY =(l,e,i):

the vector | (the bit length of k), the vector e and an integeri, whose length is determined in the
same way as in the CFS scheme. From here, we have the length of the signature Y =(1,e,i) is de-

termined by the expression: 1., =2-n=2"". If we make a break-even transform of vectore, then
this estimate can be rewritten as:

|Ds*=(|og2(§c;ﬂ+n:{logz(gcgm ﬂ+2m.

Similarly, to the consideration of CFS, using Hamming's upper boundary we have [20]:
los* < (Iog2 (2n )—|+ n=m-t+2".

Let us demonstrate the resulting estimates through a graphical representation of an example code
with a parameter n =12 (Fig. 3).
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Fig. 3 — Comparison of lengths of signatures

By analyzing the obtained data, we can conclude that the length of the signature formed by the
alternative scheme significantly exceeds the length of the signature CFS scheme. In particular, an
increase in the length of the signature takes place by adding the vector 1 .

Cryptographic robustness of the signature schemes

As noted earlier, the CFS scheme is based on the use of a one-way function from the Niderraiter
cryptosystem. The robustness of this function can be defined as the number of roofing sets in which
it is possible to fix all combinations of t errors without knowledge of the private key [20]:

n!
N > Crt1 _ W _ n!(n_k_t)! |
Cr, (=K  (h-t)Y(n—k)!
ti(n—k—t)!

In order to form a signature Y '=(e',i") for an altered message M ' the attacker needs to imple-
ment the decoding of a random code on average t! times. Taking into account this fact, the evalua-
tion of digital signature robustness under the CFS scheme can be defined as:

C! n!(n—k —t)! _tl 2™ I(mt —t)!

N, >tl—n =t =t .
“TUCL, (n=tn—-k)! (2" —t)(mt)!

In a number of studies that have been carried out, the equivalence of McEliece and Niderraiter
cryptosystems has been demonstrated. Hence, we can assume that the robustness of the CFS
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schemes and their alternatives is also equivalent.

In the case of the use of quantum cryptanalysis, the estimation of the robustness of both schemes
acquires a different character. Using one of the most popular quantum algorithms, Grover's algo-
rithm, it is possible to determine the number of iterations to decode random code, which must be

performed t! times: Cﬁ , C=1(@1-R)*™ .
Assume that a quantum algorithm can be used to find the value of a counteri, by checking

values (brute force attack), which requires an average %\/t_' attempts. Therefore, the robustness

of digital signature schemes in terms of quantum computers can be defined:

n
5,1 2logn

”J_((l R)”Tlggn ﬂf(l__j )

T k 2kl<;gnn Vs m-t V2
=4t 1-— = Jt! .
4 ( nj 4 (Zm j

When analyzing an alternative scheme, it is worth noting that it has a significant advantage over
CFS, since it is able to provide security against fast signature falsification on the basis of the
addition of an arbitrary codeword. An attack of this type with respect to CFS can be organized
through the following actions:

e Select an arbitrary codeword from the code (n,k,d), that has a check matrix Hy. In this case

the equation H_-c" =0 is true. We get a formed signature Y = (e, i).
e Perform a codeword addition:
Y =(e+c,i):H, -(e+c) =
=H_-e"+H, -c"=H_-e" =(h(h(M)]i))".

Changing the last expression with respect to the alternative scheme, we obtain:
Y =(l,e+c,i): 1G, +e+c=(h(h(M)[i)). That is, a quick falsification of the signature in this case

is impossible. This property is also enhanced by additional testing of Hamming's error vector during
the signature verification process. It also protects against other hypothetical attacks, such as
simultaneous falsification of two signature elements, etc.

5 Conclusions

In the modern world, digital signature plays an important role and serves as the confirmation of
the author's personality, and the integrity of the document. Considering two code-based digital
signature schemes, namely CFS and its alternative, one can conclude that both schemes are
comparable in length of key parameters, the latter depending on the parameters of the chosen code.
The length of the formed signature according to the alternative scheme is slightly larger, but this
increase is not critical. It is also worth noting that the robustness of the schemes against classical
and quantum cryptanalysis is equivalent, which follows from the estimates equivalence of the
robustness of McEliece and Niderraiter schemes on which the work of the considered digital
signature algorithms is based. However, the alternative scheme has a significant advantage over the
CFS common scheme: it is able to provide protection against specific attacks of fast signature
falsification and simultaneous falsification of two signature components.

As the disadvantages of both cryptosystems, it is worth noting the large volumes of key data,
which, according to researchers, will need to increase more than three times in the post-quantum
period. The ability to reduce the key length while maintaining the robustness of signatures remains
a promising area of research.
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CxeMH Ha OCHOBI KOiB 1JIs1 HM(PPOBUX MiANMUCIB.

AnoTanisi. CTaTTs IPHUCBSTYEHA PO3TILILY 0COONMMBOCTEHl MOOYNIOBM 1 BUKOPHUCTAHHS CXEM €IEeKTPOHHOTO IU(POBOTO MiIHUCY, 3a-
CHOBAaHMX Ha BUKOPUCTaHHI KOMIB, BUIIPABIIIOUNX ITOMIJIKM, a caMe HalIOIMMpEeHinIol cxemH, sika 0a3yeTbcs Ha IbOMY HiAXOAI,
CFS i HOBo{ 3anponioHoBaHOi cxeMH. DYHKIIIOHYBaHHS X CXeM 0e3M0CEePEaAHbO 3aJeKUTH BiJl BHKOPUCTOBYBAHO! KOJOBOT KPHIITO-
CHCTEMH: IIepIlla B CBOilf OCHOBI MICTHUTH IPHHIMIH K00Boi kpunTocucteme Hineppaiitepa, apyra nependadae BUKOPUCTAHHS KPH-
nrocucteMu Mak-Enica, 1110 10 HEZJaBHHOTO MOMEHTY BBa)KQJIOCS HEMOXJIMBUM. JleTaabHO PO3IIISIHYTI alropuT™MH (popMyBaHHS Ta
MIePEBIPKA MIIMKCY 3TiHO 000X CXEM, OIHCaHi MOKPOKOBO. Y pobOTI MpOBEAEH! MOCTIHKEHHS e(pEKTUBHOCTI alTOPUTMIB 3 TOUYKH
30py 00CATY HEOOXiHHX KIIOYOBHX JAHUX 1 JOBXKHHHM COPMOBAHOTO MIiAMNHCY, PE3YyJIbTaTH SIKOTO NMPEACTABICHI 3a OMOMOTO0
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aHAIITHYHUX CITIBBiJHOIICHB | HA KOHKPETHUX MpHKIafax B rpadidnomy Burisigi. Takoxk Oysao mpoaHa i30BaHO CTiKICTh pO3TIIsi-
HYTHX CX€M IO KIACHYHOTO i KBAaHTOBOT'O KPHIITOAHANII3y, OCTAaHHIH 3 SIKMX € aKTyaJIbHOIO TEMaTHKOIO B €py CTPIMKOTO PO3BHUTKY
chepu nocT-KBaHTOBOI Kpunrorpadii. Po3risHyTbl cxemMu MarOTh J0Ka30BY CTIHKICTh 10 000X BHIIB KPHUNTOAHAIN3Y, OJHAK MPU
BHKOPHUCTAaHHI KBAaHTOBHX KOMITIOTEPIB HEOOXITHO 3HAYHO 301TBIIYBATH TOBXHHHU KITFOYiB, O € BarOMHM HeJIOCTaki. BusBieHO
¢akr, 10 3aMpONOHOBaHA CXeMa Ma€ He3allepeyHy mepeBary mnepej BUKopuctoByBaHoi cxemoro CFS - 3axucT Bix creruivHuX aTak
TakuX, K OJIHOYACHA 3aMiHa JBOX C€JIEMEHTIB MiAMUCY 1 mBUAKA (anbcudikaiis, 3a paxyHOK TOJJaBaHHS JOJaTKOBOTO €JICMEHTa B
copmoBanuit miamuc. [IpoTsarom KociimKeHHs BUALICHI IepeBard, HEJOMIKH 1 MEePCIeKTUBH BUKOPUCTAHHS 3allPOIIOHOBAHOT CXEMHU
i cxemu CFS B ymMOBax 3acTOCYBaHHS KBAHTOBHX KOMIT'IOTEPIB.
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CxeMbl HAa OCHOBE KO/10B U151 HM(POBBIX MOAMMCEI.

AnHoTanus. CTaTbs NOCBSIIEHA PACCMOTPEHUIO OCOOCHHOCTEH MOCTPOCHHS W HCIOJB30BaHMSA CXEM JJIEKTPOHHOU IH(POBOU
TIOZNTMCH, OCHOBAHHBIX Ha UCIIOIh30BaHMH KOIOB, HCIPABIIONINX ONIMOKH, 8 UMEHHO Hanboiiee paclipoCTPaHEHHOH CXEeMBI, KOTopast
6asmpyetcs Ha 3ToMm noaxozne, CFS u HOBOH mpemiokeHHOW cxeMbl. DyHKIMOHUPOBAHUE JAAHHBIX CXEM HAINpPSIMYIO 3aBUCHT OT
HCTIOJIb3YEeMOH KOJIOBOH KPUIITOCHCTEMBI: ITepBasi B CBOEH OCHOBE COJEP)KUT MPHUHIUIIBI KOJOBOH KpunrocucteMe Huneppaiitepa,
BTOpasi TPeaycMaTpUBaeT HCIOIb30BaHWE KPHNTOCHCTEMBI Mak-Omuca, YTO 10 HEZABHETO MOMEHTAa CYMTANIOCh HEBO3MOJKHBIM.
IMoapoOHO paccMOTpeHB! ANTOPUTMBI (POPMUPOBAHUSI U MPOBEPKU IMOJINUCH COTTIACHO 0OOMM CcXeMaM, OIHCAaHHbIE Mouaroso. B
pabote mpon3BeAeHbI HccIeaoBaHus Y3PPEKTUBHOCTH aJITOPUTMOB C TOYKH 3peHHs 00beMa TpeOyeMbIX KITFOUEBBIX JaHHBIX U JUTHHBI
(dbopMupyeMol TOJINCH, Pe3yabTaThl KOTOPOTO IPEACTAaBICHBI C IOMONIBI0 AHATUTHYECKUX COOTHONIEHWH M Ha KOHKPETHBIX
npuMepax B rpaduueckom Buze. Takxke Oblia MpoaHATM3UPOBaHA CTOMKOCTh PACCMOTPEHHBIX CXEM K KIIACCHYECKOMY M KBAHTOBOMY
KPHITOAHAIN3Y, TOCIEHUH U3 KOTOPBIX SBIISETCS aKTyaIbHOH TEMAaTHKON B 9Py CTPEMHUTEIBHOTO Pa3BUTHA Chephl MOCT-KBAaHTOBOM
kpuntorpagun. PaccMOTpeHHBIE CXeMBI HMMEIOT IO0Ka3yeMyl CTOHKOCTh K OOOMM BHJAM KPHUNTOQHAIU3Y, OJHAKO IpH
HCTIONB30BAHIN KBAaHTOBHIX KOMIIBIOTEPOB HEOOXOIMMO 3HAYMTENBHO YBENMYMBATH AJIHMHBI KITIOYEH, YTO SIBISETCS BECOMBIM
HEOCTaKOM. BBISBICHO (hakT, YTO MPEATOKEHHAS CXeMa HMEET HEOCTIOPUMOE MPEUMYIIIECTBO TIepen ucmonb3yemoii cxemoii CES -
3aIIUTa OT CHEeNU(HUIECKHX aTaK TaKHWX, KaK OJHOBPEMEHHas ITOJMEHa JBYX >JIEMEHTOB IOINHCH U ObicTpast danbcupuxarms, 3a
cueT 100aBICHUs JOMOIHUTEILHOTO dJIeMeHTa B COPMHUPOBAHYIO MOJINNUCh. B TeYeHUM HMCClIeIOBaHMS BBIIECICHBI JIOCTOMHCTBA,
HEJOCTaTKM M TepCIeKTHBBI HCIOJb30BaHUs INpeiokeHHOW cxembl M cxemMbl CFS B ycloBHSX NpHMEHEHHs KBaHTOBBIX
KOMITHIOTEPOB.

KiaroueBble ¢jI0Ba: TOCTKBAHTOBAS KpI/IHTOI‘pa(bI/IH; III/Iq;)pOBaSI TIOJITHCh, KpHHTOIpaq)HH Ha OCHOBE KOJI0B, KBAHTOBAas 0Ee30MMacHOCTb.
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Abstract. The analysis of the fingerprint scanning results shows an extremely small degree of similarity among the
obtained images. The cause of the problem mentioned above is not only the complexity of the procedure itself, but al-
so the imperfection of the used recognition algorithms. The research involves development of a mathematical model
for the probabilistic minutia distribution in biometric fingerprint images. The suggested model is based on heuristic
analysis of the fingerprint scanning results with account for the nature of the potential errors. She allows to model a
typical minutiae behavior in the biometric fingerprint images.

Keywords: biometric authentication; fingerprint images; minutia.

1 Introduction

Dactyloscopy occupies a special place among the known methods of biometric authentication
[1-8]. Biometric fingerprint image minutiae processing which underlines the above method, enables
robust and efficient identification of individuals.

At the same time, minutiae distribution of certain implementations may be described with rather
complex dependencies. This is explained by the significant differences in the number of minutiae
and their placement [9-12]. Error types and their distribution functions are also rather ambiguous
due to the multiple nature of possible causes.

The choice between simplicity and adequacy of the models, describing minutiae placement and
errors, is a compromise option. However, the closed nature of existing fingerprint recognition algo-
rithms makes it impossible to collect an amount of statistics enough for solving the problem in a
straightforward way. Therefore, the research and development of mathematical models for the
probabilistic minutiae distribution in biometric fingerprint images is an important and relevant sci-
entific problem. The models represented in this paper were obtained through heuristic analysis of
the fingerprint scanning results with account for the nature of the potential errors.

2 The analysis of biometric fingerprint images

Let us use database DB1 1 [13] for the analysis of characteristic and error distributions which
may occur during fingerprint image processing. This database contains 8 images (files 101 _1.tif —
101_8.tif) of the same fingerprint. The goal of the analysis is to make a preliminary conclusion
about the nature of the errors typical for minutia recognition.

The original fingerprint images are shown on fig. 1. Fig. 2 shows the processing results of the
given samples using SourceAFIS.FingerprintAnalysis [14-15].

The results represent detected minutiae which correspond to the endings and bifurcations of the
ridges. The arrows represent the angles of given minutiae.

Variation of fingerprint orientations and their displacement, as well as the changes in contrast
and brightness, cause the significant differences of processing results which translates to the varia-
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Fig. 1 — Biometric images of a single finger

tion of the number of minutiae and their positioning. The following figure shows the circles that
correspond to the same area of the fingerprint, but displaced and rotated during the scanning pro-
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Fig. 2 — Fingerprint minutiae extraction results
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Fig. 3 — Plain portraits of the extracted minutiae distribution

Figure 3 represents plane portraits of minutiae placement for the given fingerprint images. As we
can see, the degree of similarity of the given portraits is rather low. Visual similarity takes place
only in case of similar scanning conditions (on Fig. 3 it is the pairs 2 and 4 or 3 and 7). Apparently,
the cause of the problem mentioned above is not only the complexity of the procedure itself, but
also the imperfection of the used recognition algorithm implemented in SourceAFIS. Fingerprint
Analysis [14-15].

3 Mathematical model for the probabilistic minutiae distribution

The analysis of the portraits mentioned above indicates the following features that we can base
our empiric choice of the type of minutiae distribution on:

e the density of distribution of points along the horizontal ( X ) and vertical (Y ) axes is roughly
uniform in the central part of the frame and slightly decreases to its edges;

e linear displacements of the center of the fingerprint horizontally and vertically do not imply
the appearance of zones free of minutiae at the edges of the frame (new points may enter the scan-
ning area);

e the distribution of minutiae angles is approximately uniform in the range of [0, 272'] .

Let us use the following assumptions to construct a model of minutiae distribution according to
the features mentioned above:

e the portrait coordinates of the fingerprint X,Y , as well as the minutiae angles values are

normalized in the range [—0.5;+0.5], while the geometric center of the image has zero coordinates

on the plane [O; O], and the portrait itself is placed in a unit square area covering all 4 quadrants of

the image plane;
e for the primary generation of random numbers necessary to obtain the distribution of minuti-
ae coordinates on the fingerprint image portraits, a uniformly distributed (continuous) random num-

ber generator in range [0;1]: f (X, y;):unif [0,1], i€l...N, where N — the number of minutiae in
the portrait, a random value that does not go out of range [15; 60] with a mathematical expectation
m,, =25+35 and unimodal distribution.
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The analysis of features which were discussed before, as well as taking into account the assump-
tions made above, allow us to use the dependency shown on Fig. 4 to describe the probability densi-

ty function (PDF) f(x) and f(y) Cartesian coordinates of the minutiae on the plain portraits This
type of PDF provides a uniform points distribution in the central part of the unit square and the de-
creasing probability of point appearance at the edges of the square area of the portrait. The area of
non-zero PDF values [-0.75; +0.75] is 0.25 in both directions beyond the unit square, which pro-
vides a non-zero probability of the point appearance in the border areas of the portrait. The errors
appear in the form of possible geometric center drifting. The choice of this PDF is, of course, not

the only one possible, however, in our opinion, is acceptable, considering the tradeoff between the
simplicity and features mentioned above.

f(x).f(y)

1.57

} } | | | | ‘ { X,V
-1 =075 -05-025 0 025 05 0.75 1

Fig. 4 — Probability density function of the minutiae coordinates

To obtain test samples of minutia placement portraits the generator of random numbers, distrib-
uted according to PDF f (x), f(y) (Fig. 4), is required. Considering the identity of the distribu-

tions along the coordinates of the plane when using the normalized unit square of the portrait, in the
following we shall consider only the function f (x) :

2x+15 if -0.75<x<-0.25;

¢ 1 if —0.25<x<0.25; .
()= 54415 if 0.25< x <0.75; (1
0 it |x|>0.75.

To generate a random variable subject to distribution (1), one can use the functional result trans-
formation of the standard for most programming systems of a random number generator located

continuously uniformly in the range [0,1]. We use the inverse function method: if z:unif [0,1] then
the random variable x obtained by a functional transformation z in the form of

Jz-0.75 if 0<z<0.25
X=42-05 if 0.25<z<0.75; (2)

—J1-z+0.75 if 0.75<z<1

will have a PDF ().
Figure 5 shows the histogram of the statistical tests of the functional transformation (2) from

unif [0,1] the number of trials equal to 30,000 and dividing the interval [-0.75,+0.75] into 100
equal subintervals. The dashed line in Fig. 5 shows the envelope (1).

The resulting algorithm for random number generation will be used later to obtain the coordi-
nates of the characteristic points of the normalized square fingerprint portraits.
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Fig. 5 — Result of statistical tests of the random coordinate sensor

Let us choose the use of a discrete (integer) random value N from the range of integers
[15, 45]With a discrete normal truncated distribution and the following numerical characteristics to

generate a random variable — number of minutiae in a fingerprint portrait sample:
e mathematical expectation m, = 30;

e standard deviation o ~2+5.
Let us again use the functional transformation data of the generator unif [0,1] to obtain a random

number of minutiae on a fingerprint portrait sample . We simulate the samples of a random variable
N based on the central limit theorem. We proceed to the discrete form of uniformly distributed
numbers using the operation of integer rounding and centering:

z'=round(z)—0.5 , where z:unif [0,1]. 3)

Then, limiting the number of terms to m, =30, the random number of minutiae in the portrait
can be determined as the sum

30
N=>7'+30. 4)
i=1

A discrete random variable N can take integer values from a range [15, 45]. The truncated nor-
mal function of the PDF of this random variable is approximated by weighted binomial coefficients:

Q(Ni):(gioj-(%)so,i [0,30], N, €[15,45], )

where Q(Ni) — is the probability that the number of minutiae on a portrait (taking into account

points masked outside the unit square) will be a value N, .
The form and numerical characteristics of the distribution (5) are shown in Fig. 6.

To simulate the random values of the minutiae angles normalized in the unit square, it is expedi-
ent to use a random variable z:unif [0,1] uniformly distributed over a unit interval:

p=1. (6)

The true minutia angle is determined on the basis of the normalized value (6): ®=27-¢.

Table 1 presents the results of modeling a normalized portrait based on the distributions (1), (4),
and (6). The highlighted rows in Table 1 correspond to points that did not fall into a unit square.
Therefore, in spite of the fact that during the experiment we obtained N =28, only 21 points were
found in the unit square (Fig. 7). "Masked" points can appear in case the shifts along the axes
X and Y or the image rotation occur.
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024 2 6= JQ(N, )-(N; ~my )} =2.74
015 my =30
0.1 ¢
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Fig. 6 — PDF of the number of minutiae on a normalized fingerprint portrait

Table 1 —Portrait matrix

Ne X Y P Ne X Y P
1 0.21 -0.07 0.6 15 0.01 0.39 0.15
2 0.28 0.18 0.58 16 -0.05 -0.55 0.08
3 0.12 -0 0.49 17 0.51 0.5 0.64
4 0.19 0.31 0.74 18 -0.25 -0.34 0.55
5 0.07 -0.68 0.62 19 0.23 -0.41 0.41
6 0.05 -0.12 0.8 20 0.13 -0.41 0.47
7 -0.25 0.33 0.58 21 0.14 0.08 0.15
8 -0.01 0.42 0.91 22 0.06 0.23 0.74
9 0.17 0.15 0.73 23 -0.05 0.17 0.83
10 0.12 0.23 0.67 24 0.69 0.31 0.87
11 0.3 0.54 0.32 25 0.1 0.7 0.3
12 0.64 -0.14 0.31 26 -0.33 -0.3 0.13
13 0.13 0.44 0.11 27 -0.17 -0.11 0.78
14 0.09 -0.05 0.85 28 0.15 0.08 0.61
YA
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Fig. 7 — Random points distribution sample

In case of necessity, it is possible to consider a three-dimensional space for point placing by add-
ing a third coordinate for the normalized angle ¢ in the corresponding processing algorithm.

4 Conclusions

The analysis of the fingerprint scanning results shows an extremely small degree of similarity
among the obtained images. Considering the nature of the possible errors, visual similarity takes
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place only in case of similar scanning conditions. The cause of the problem mentioned above is not
only the complexity of the procedure itself, but also the imperfection of the used recognition algo-
rithms. The research involves development of a mathematical model for the probabilistic minutiae
distribution in biometric fingerprint images. The suggested model is based on heuristic analysis of
the fingerprint scanning results with account for the nature of the potential errors. She allows to
model a typical minutiae behavior in the biometric fingerprint images.
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Abstract. The article discusses the technology of forming signals used in mobile, information and telecommunication
systems, and also provides an analysis of promising technologies that can be used in wireless communication systems
of broadband access. It is shown that the widely used modulation scheme with orthogonal frequency division
(OFDM) has a number of drawbacks, which can lead to a decrease in system performance. Alternative technologies
for generating signals are presented, in particular, a technology based on windowed signal processing (W-OFDM), a
technology based on time division (w-OFDM); UFMC technology and others to eliminate the disadvantages of
OFDM technology. New points of view are proposed on the use of multi-carrier transmission technology in the form
of multiplexing with orthogonal frequency division (in order to increase the security of modern wireless broadband
access communication systems from external and internal threats), a class of non-linear discrete cryptographic se-
quences to form a physical data carrier - signal. It is shown that the use of such signals will improve the security of
these systems from inserting (imposing) false messages into the system, falsifying messages, as well as ensuring the
integrity and confidentiality of data, receiving noise immunity and secrecy of the system.

Keywords: noise immunity; information security; broadband access; signal; integrity; noise immunity; cellular com-
munication; frequency division; interference; peak factor.

1 Introduction

Modern wireless systems (for example, satellite systems, mobile telephony systems) belong to
multi-user systems. When designing such systems, the main problem is to choose method of multi-
ple access, i.e. the possibility of simultaneous use by many subscribers of a communication channel
with minimal mutual influence [1,2]. Broadband signals are widely used in modern high-speed cel-
lular communication systems of the WiMax, Mobile WiMax, MBWA standards, wireless discrete
communication systems, such as LTE and Wi-Fi, in the transmission of information from digital
television (DVB-T) and radio (DRM, DAB), in radiolocation, etc. The use of signals with orthogo-
nal frequency division multiplexing (OFDM), including in the specified information transmission
systems, allows to increase not only the information capacity of the system in case of multipath
propagation with limited bandwidth, but also the data transmission speed, bringing it closer to the
channel capacity, increase the secrecy of transmission and noise immunity of the system. Currently,
there is a rapid development, research and standardization of technologies for the fifth generation of
cellular networks (5G). The most priority tasks in this direction are: to achieve the maximum data
transfer rate (up to 20 Gbit/s); ensuring the density of user devices (up to 10° devices / km2);
providing users with highly reliable low latency communication services (URLLC) (data transmis-
sion delay not more than 1 ms) [3-4].

In order to achieve the above objectives for 5G networks, the following are considered: use of
the spectrum in the millimeter range [5]; new types of signal modulation and coding methods; mul-
tiple access methods; improved technologies for building antennas and networks architecture [5-6].
In addition, it is worth noting studies devoted to: orthogonal frequency division multiplexing with
filtering (F-OFDM) [7-9]; spatial diversity technologies (MIMO) [10]; radiocommunication cloud
networks (C-RAN) [11], orthogonal frequency division technology with coding (C-OFDM) [12]
and many others.
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2 Implementation principles for OFDM technology

The main idea of OFDM is to achieve a high transmission rate, in the frequency domain, by di-
viding full signal frequency range into a number of non-overlapping frequency subchannels with
lower speeds. In addition, each subchannel (subcarrier) is modulated by a separate symbol, then
these channels are multiplexed in frequency domain and data are transmitted in parallel in orthogo-
nal subchannels. Compared to single carrier transmission, this approach provides enhanced re-
sistance to narrowband interference and channel distortion. Specified, in particular, allows for a
high level of system flexibility, since modulation parameters, such as constellation size, coding rate,
can be independently selected for each subchannel.

The structure of the OFDM modem contains a transmitter and receiver. In the transmitter, the
original serial stream of information bits (Fig. 1) is encoded with an error-correcting code (accord-
ing to the recommendation of LTE 3GPP TS 36.211, a convolutional turbo code with a base rate of
1/3 is used), interleaved (I) and demultiplexed into N parallel substreams.
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Fig. 1 — The structural circuits

Next, each of the streams is mapped to a stream of symbols using a phase modulation (BPSK,
QPSK, 8-PSK) or amplitude-phase quadrature modulation (QAM). In case of BPSK modulation, a
stream of binary numbers (1 and -1) is obtained, and for QPSK, 8-PSK, QAM - a stream of com-
plex numbers. In addition to the information subcarriers, there are service subcarriers. These include
guard intervals, pilot signals and additional overhead information for synchronization of the receiv-
er and transmitter, and their modes of operation. Pilot signals may have a fixed position on the sub-
carriers, or variable, varying from symbol to symbol in OFDM frames. In this case, due to the inser-
tion between the adjacent subchannels of a sufficiently long guard interval, the spectral overlap is
excluded. In this case, the inter-channel interference (ICI) is reduced, the probability of bit error de-
creases, which means that the capacity of the wireless access system increases.

The operation of complex exponential multiplying with the corresponding subchannel frequency
and then summing all the subchannels to form an OFDM signal is very similar to the operation of
the inverse fast Fourier transform (IFFT). By using IFFT to form the required OFDM symbol, it
greatly simplifies the implementation of modulators.

Maintaining orthogonality is necessary so that the receiver can correctly recognize the infor-
mation on the subcarriers. To do this, you must fulfill the following conditions:
- the receiver and transmitter must be accurately synchronized,
- the analog components of the transmitter and receiver must be of very high quality;
- the channel should not be multipath.
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Unfortunately, multipath distortion is almost inevitable in radio communication systems, which
leads to a distortion of the received signal. To eliminate this type of interference, it is necessary to
choose a guard interval, the duration of which is longer than the maximum propagation delay in the
channel. Thus, it is possible to eliminate most types of inter channel interference (ICI) and between
adjacent transmission units (i.e., inter-symbol interference (ISI)). To reduce the out-of-band emis-
sion of signals, window processing of the time signal is used, using a “raised cosine” window. Fur-
ther, digital-to-analog converters (DAC) convert the real and imaginary components separately into
analog form. After passing through the low-pass filter, the signal enters the quadrature mixer, which
transfers the useful spectrum of the OFDM signal to the carrier frequency. These signals are then
summed, amplified and the OFDM signal itself is formed.

The widespread use of the OFDM digital modulation scheme is due to a number of remarkable
features of this technology:

- resistance to multipath effects;

- high noise immunity to narrowband interference;

- resistance to intersymbol interference due to the fact that the duration of the symbol in
the auxiliary subcarrier is significantly longer compared to the propagation delay than in tradi-
tional modulation schemes;

- high spectral efficiency in comparison with traditional systems with frequency division of
channels due to the large number of subcarriers;

- the ability to use different modulation schemes for different subcarriers, which allows
you to adapt to the conditions of signal propagation and to different requirements for the quali-
ty of received signals;

- simple implementation using digital processing methods, etc.

3 Promising technologies for generating signals in modern mobile
telecommunications systems

The effectiveness of the modern generation of mobile communications is largely based on the
use of OFDM modulation. However, for further progress and transition to more advanced fifth-
generation communication technologies, it is necessary to revise the OFDM technologies used, as
well as explore other technologies. The following main differences between the 5G technology and
previous generation mobile communication technologies [4-5] can be distinguished.

1. Mixed numerology. One of the goals of 5G is to ensure the use of various services, in par-
ticular eMBB, mMTC and URLLC. It is assumed that 5G technology should support more flexible
use of the available frequency band to increase throughput. For this, it is necessary to develop and
implement various options for using the available frequency and time resources for various services.

2. Increased bandwidth - a threefold increase in the efficiency of using the signal spectrum in
5G in comparison with eMBB services [3]. To increase the capacity in 5G networks, it is planned to
reduce guard intervals [4].

3. With asynchronous data transmission in 4G networks, the base station is constantly syn-
chronized with user equipment to reduce mutual interference between carriers [4]. Losses caused by
such interference adversely affect the services, in particular, mMTC, which are associated with the
mass connection of network subscribers. Thus, 5G support for asynchronous transmission is neces-
sary in order to solve ICI-related problems and ensure operation over multiple connections [4].

As noted above, orthogonal frequency multiplexing is an access scheme that is used in modern
4G networks. Two separate signals are used to gain access to the network — an orthogonal frequen-
cy division multiplexing access (OFDMA) signal in the downlink and a single carrier frequency
multiplex access (SC-FDMA) signal in the uplink. The advantages of this scheme are associated
with the possibility of transmitting signals on multiple carriers. However, this OFDM scheme has a
number of disadvantages, in particular: high sensitivity to frequency and clock frequency shifts;
high ratio of peak signal power level to average — peak factor (PAPR); the use of guard intervals
reduces spectral efficiency; sensitivity to the Doppler effect, which imposes some restrictions on its
use in mobile networks; overlapping subcarrier bands leads to inter-bit interference; the OFDM sig-
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nal is vulnerable to spectral conversion products caused by non-linear amplifiers, a constant com-
ponent offset when using FFT. In addition, sensitivity to frequency and clock shifts necessitates the
periodic addition of synchronization signals to the total amount of signals used and requires device
and network synchronization before commencing communication (data exchange). The lack of con-
tinuity (phase transition) between two symbols during the generation of OFDM symbols triggers
spectral spikes in the frequency domain, which leads to intense out-of-band emissions and else.

The limited capabilities of the signals based on the OFDM modulation scheme have become a
prerequisite for research to select candidate signals for future generations of mobile communica-
tions, in particular 5G. In this regard, one of the tasks to be solved is to fulfill the requirement of a
significant reduction in the delay in the introduction of new services and applications. Along with
this, it becomes necessary to form a cyclic prefix and reduce the length of characters. These consid-
erations led to the creation of a variety of signal conditioning technologies: with generalized fre-
quency multiplexing (GFDM); filter bank multi-carrier (FBMC); time division OFDM (w-OFDM);
universal multi-carrier filtered signal (UFMC); orthogonal frequency division multiplexing with F-
OFDM filtering and others. Research is also being conducted on new multiple access schemes, in-
cluding: sparse code multiple access (SCMA), non-orthogonal multiple access (NOMA) and re-
source-spread multiple access (RSMA).

FBMC is one of the most well-known spread spectrum modulation formats in wireless commu-
nications [14]. This modulation provides a significant advantage in the formation of each subcarrier
and facilitates the flexible use of the spectral resource, allows you to meet various system require-
ments such as low latency, multiple access and others, which leads to improved system noise im-
munity under the signal scattering conditions in the time and frequency domains [15]. For example,
rectangular filters are preferable for channels distributed in time, while a filter with a raised cosine
characteristic is more resistant to frequency dispersion. Despite all the benefits of using FBMC, a
considerable length of filters leads to a long symbol duration, which is a problem not only for appli-
cations with low latency requirements or a large number of users in communications, but also leads
to an increase in computational complexity for MIMO detection technology, which, ultimately, will
lead to problems in the operation of all major 5G applications.

The UFMC technology [13] is largely recommended for overcoming the I1CI problem with mul-
tiple user access in asynchronous transmission mode and is based on frequency division and multi-
plexing by applying a subcarrier group filtering operation. UFMC is a generic version of the filter-
ing technique for multiple sidebands. The sidebands are processed by the filter at the same time,
instead of processing each power supply unit separately. Thus, mutual interference with power sup-
ply units is reduced in comparison with traditional OFDM. Also, the use of sidebands filtering op-
erations is aimed at increasing the efficiency of a number of communications applications, such as
systems with ultra-low packet latency. This type of modulation is more preferable for such applica-
tions in relation to the FBMC modulation scheme.

GFDM technology is a block modulation circuit with frequency channel multiplexing, designed
to work with a variety of 5G applications, providing a variable waveform [16]. To improve reliabil-
ity and communication latency without error correction, GFDM signals can be used along with the
Walsh-Hadamard transform. When combining GFDM with quadrature amplitude modulation, in
systems with multiple access, the problem of intra-system interference is solved subject to the use
of non-orthogonal filters. From another point of view, GFDM can be considered as a scheme with
flexible tuning of individual blocks, and not just one carrier as a whole. When manipulating the rel-
evant GFDM signal parameters, it is possible to obtain various waveforms, such as OFDM, single-
carrier frequency alignment (SC-FDE), etc. Despite the very promising possibilities that are opened
by using signals with GFDM, this type of modulation is computationally complex [16].

F-OFDM technology is used in 4G downlink channels. For F-OFDM, the configured filter is ap-
plied to the OFDM symbol in the time domain to reduce the out-of-band emission level of the sub-
band signal, while maintaining the orthogonality of the complex domains of the OFDM symbols.
Since the filter bandwidth corresponds to the signal bandwidth, only a few subcarriers close to the
edge are affected. The main consideration is that the filter length may exceed the cyclic prefix
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length for F-OFDM [6]. This reduces the level of inter symbol interference due to the selected filter
design using window processing (with soft truncation). The generation of the F-OFDM signal is
based on the formation of a block of M nearby sidebands in a number of consecutive OFDM sym-
bols [17]. In particular, during the processing of each symbol, the following parameters are formed
in the transmitter: an inverse fast Fourier transform (IFFT) dimension value equal to N, a duration
of M information symbols together with a cyclic prefix, where N > M. Information symbols can be
constellation points as in OFDM. Analytically indicated can be represented as follows:

(LD
s(n)=Y_ 5(n—1(N +Ng)) 1)
(1=0)
and
(m'+M -1) )
S(m= > d,e"™" -N,<n<N, 2)

(m=m)
where Ng is the cyclic prefix length (CP), d — information symbol of the subcarrier m of the OFDM
system, L denotes the number of OFDM symbols, and {mg, Mg+, ***, Mo+m-1} IS the selected set of
subcarriers. The F-OFDM signal is generated by processing the s(n) signal using the appropriate
filter, i.e.

§(n)=s(n)- f(n). ©)

The bandwidth of the filter is equal to the sum of the bandwidth capabilities of the selected side-
bands and the time spent is the duration of the OFDM symbol. At the receiver, the received signal
first passes through the filter f (—n), which is identical to the filter of the transmitter. The received
signal is processed using standard OFDM transforms, and then the filtered signal is divided into a
sequence of individual OFDM symbols with the removal of the cyclic prefix. In this case, an FFT of
dimension N is applied to each symbol and then informational symbols from the corresponding
subcarriers are extracted.

The filter for F-OFDM must satisfy the following criteria: have a flat bandwidth over the subcar-
riers in the subband; have a sharp transitional strip to minimize guard bands. These criteria corre-
spond to the filter with a rectangular frequency response. To meet these requirements, a low-pass
filter is implemented using a “window”, which effectively cuts off the impulse response and pro-
vides smooth transitions to zero at both ends [17]. Thus, the F-OFDM implementation adds to the
existing CP-OFDM processing procedure, the filtering step on both the transmit side and the receive
side.

To reduce the out-of-band emission of signals, window processing of the time signal is used, us-
ing a raised cosine window. It is known that the spectrum of the OFDM signal has many side lobes
that slowly fade out in the frequency domain, which leads to an increase in out-of-band emission.
To reduce out-of-band emission, OFDM symbols use guard subcarriers that are added along the
edges of the OFDM signal. Window signal processing is used for the same purpose. Such signal
processing allows a smooth transition between the end of the previous and the beginning of the next
character. Such a transition is carried out by overlapping in time the prefix of the current character
and the suffix of the previous character by summing them up.

In this case, the use of window processing for the formation of OFDM symbols can significantly
reduce out-of-band emission. The out-of-band emission level is also influenced by the choice of
guard interval between subcarriers. Studies have shown that the longer the guard interval, the lower
the out-of-band emission level [18].

4 Security indicators evaluation of modern wireless broadband access communication
systems based on OFDM technology features

State level of informatization is determined primarily by the development of information com-
munications, as a set of network resources intended for the production and provision of telecommu-
nications, information and other services. With the advent of new information and communication
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technologies (ICT), the use of various transmission media (optical fiber, radio frequency re-
sources), mobile communication systems, it has become possible to significantly increase the
productivity, efficiency and quality of service of telecommunications networks, as well as expand
the range of services that they provide. A variety of modern ICTs operate under conditions of exter-
nal and internal influences caused, on the one hand, by natural interference, interference from other
radio systems operating at close frequencies or in a common part of the frequency range, on the
other hand, deliberate interference caused by counter stations for the purpose of electronic suppres-
sion of existing systems. Possible strategies of the counter station are: determining the content of
messages when legal subscribers use cryptographic data protection algorithms; falsification of mes-
sages; violation of data integrity; statement of various types of interference, etc. Therefore, ICT,
especially for critical purposes, have increasingly stringent requirements to ensure the effectiveness
of their operation (information transfer speed, reliability of information transfer, survivability,
noise immunity, information security). Increased requirements for quick decision-making and com-
municating information to executors (users) in the context of internal and external influences are
largely not taken into account by existing information technologies. There is a contradiction be-
tween strict requirements to ensure secrecy, confidentiality, integrity, reliability of data stored and
transmitted over wired and wireless communication lines, on one hand, and existing models, meth-
ods and technologies for managing telecommunications networks, information security, services
and quality of service, on the other hand. The main ways to solve this contradiction is to increase
the noise immunity (in particular, noise immunity, energy, structural and information secrecy) and
information security of the ICS by improving the methodological foundations of ICT building by
developing information exchange methods, synthesizing new classes of signals with the necessary
ensemble, correlation and structural properties.

The development of wireless communications technologies has been constantly shaped based on
studies of waveforms. As an example, we can use the technology of multiplexing signals with or-
thogonal frequency division multiplexing in modern wireless broadband access systems (WiMAX,
Wi-Fi, LTE, etc.). The use of this technology allows to increase the information capacity of the sys-
tem with a limited bandwidth, data reception and transmission speed, bringing it closer to the chan-
nel capacity, increasing the secrecy of transmission and noise immunity of signal reception, and as a
result, to meet the ever-increasing needs of network users in high-speed connections services.

Analytically, the OFDM signal can be represented as [19]:

N-1 N-1 )
SM)=>S.t)=> Ae™M 0<t<T, (4)
k=0 k=0

where k is the subcarrier index, Sk(t) is the signal on the k-subcarrier, Ay is the amplitude component
of the sequence of information symbols, N is the number of subcarriers, T is the duration of the in-
formation symbol.

The block diagram of an OFDM modulator is presented in Fig. 2 [20,21]. In the transmitter, the
serial stream of binary symbols s[n] is encoded with an error-correcting code, interleaved further,
using inverse multiplexing (demultiplexing), turns into N parallel streams, each of which is matched
(complexly) with the output stream s[n] using a certain constellation modulations (quadrature mod-
ulation QAM, quadrature phase modulation QPSK, etc.). The number of outputs of the demulti-
plexer is determined by the number of subcarrier frequencies. Next, the modulated Xo,...,Xn1
symbol streams undergo a fast inverse Fourier transform, which translates them into digital re-
sponses Xo,...,Xn-1 (in general, complex numbers) in the time domain. The real (Re{xj}) and imagi-
nary (Im{xi}) components of the response x; (i =0, ..., N — 1) are subjected to digital-to-analog con-
version. The received analog signals are used for modulation in accordance with the sine wave and
cosine wave (obtained by shifting the sine wave by 90) of the carrier frequency. After modulation,
the signals are summed to form a signal s (t), which enters the communication channel.

Subcarriers orthogonality makes it possible to select each of them from the common signal at the
reception even in the case of partial overlapping of their spectra. Since the subcarriers are located
close to each other and even partially overlap, the spectral efficiency of the modulated OFDM sig-
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nal is high. The parameters of the subcarrier signals are selected in such a way that they are orthog-
onal to each other, that is, the condition is met for them:

T[sin27z f,(t)sin27x f, (t)dt =0, (5)

where: t is the duration of the information symbol, f; and fy are the frequencies of the I-th and k-th
subcarriers, respectively.

The orthogonality of the carrier signals guarantees the frequency independence of the channels
from each other and, therefore, the absence of inter-channel interference. For the fast implementa-
tion of this procedure, the inverse fast Fourier transform algorithm is used, that is, the signal values
at the input of the IFFT block belong to the frequency domain. At the output of the block IFFT re-
ceive the signal value in the time domain. Combining all the values, a complex OFDM signal is ob-
tained. Taking into account the fact that IFFT works effectively with arrays of dimension 2%, the
number of subcarriers is chosen with the same multiplicity. For example, in WiMAX wireless
communication systems, the number of subcarriers is chosen from 128 to 2048 and can occupy fre-
quency bands from 1.25 MHz to 20 MHz. For each of the subcarriers, a different modulation type is
used depending on the requirements and the type of interference in the channel. At the receiving
end, the inverse operations are performed, in this case, instead of a digital-to-analog converter, an
analog-to-digital converter (ADC) is used, instead of a reverse FFT, direct FFT.

Quadrature modulator

E;—.—:SII‘J

S(n) —»

Coder
!

Data interleaving block

o I i_-‘LC

>

.
5

Fig. 2— OFDM modulator circuit

The structure of the OFDM signal can be quite complex because it consists of many components:

- the structure of the time-frequency distribution, given by: initial frequency, frequency grid
pitch, number of subcarriers;

- time slots specified by: the duration of the symbol, the duration of the guard interval;

- type of manipulation: phase (BPSK, QPSK, 8-PSK) or amplitude-phase quadrature modula-
tion (QAM);

- discrete sequences that determine the law (rule) of manipulating the phase of the high-
frequency carrier, and given the dimension of the signal space;

- type of symbol sync;

- the presence and type of noise-resistant coding (Reed-Solomon code, Bowes-Choudhury-
Hokvingem code, turbo codes, etc.);

- the presence and type of data interleaving and so on.

The above features of the OFDM signal structure can be used in the construction of ICT, for
which the ensuring requirements of the specified security indicators against the introduction (impo-
sition) of spurious messages, falsification of messages; data integrity, confidentiality, noise im-
munity of reception, operation secrecy are decisive.

One of the components of information security (along with information secrecy) is imitation pro-
tection (ensuring integrity) of information. The mathematical apparatus of the imitation protection
system includes a cryptographic algorithm for simulating the encryption of information (this may be
an encryption algorithm, an authentication code, or another transformation) and an algorithm for
deciding the truth of the information received, as well as a key system. In essence, imitational secu-
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rity is a complex service that is provided by the provision of such services as integrity, authenticity,
(truth), as well as the use of various cryptographic protocols with certain properties [22,23]. As
studies [24,25] have shown, it is possible to provide the imitability necessary in ICS at the source
level of complex signals by increasing the dimension of the signal space, the degree of correlation
between them, the complexity of the laws of their construction. In accordance with the above defi-
nitions, the theory of authentication by J. Simons [26] can be used to quantify the simulated securi-
ty. It was Symons who showed that for the quantitative assessment of authenticity one can use the
probability of deception:

P

o6m

> MK (6)

where Al(C, K) is the amount of information on the authentication key K entered into the C crypto-
gram.

Let us analyze the expression (3).

1. Systems in which equality (3) is achieved are referred to as systems that are absolutely re-
sistant to deception.

2. To reduce the probability of fraud, it is necessary to increase Al(C, K).

Taking into account the peculiarities of the OFDM signal structure, imitability (I;) depends on:
the dimension of the signal space (I), the number of attempts (C) of imposing (simulating), the
space (Z) of the component of the OFDM signal structure (in particular: initial frequency, frequen-
cy grid spacing, ensemble of discrete sequences (signals), number of subcarriers, etc.), imposition
strategies (X):

I,=F(1,2,C,X). ©)

At the complex signals source level (physical level), the probability of cheating or imposing a
false signal is defined as

P

o 227 (8)
where |; is the length authentication code, the dimension of the signal space.

Let us show the possibility of increasing the imitability of wireless communication systems
based on the use of various classes of discrete manipulating sequences (hereinafter referred to
as DS). In [1,2,27-29] presents the results of research, which are devoted to the issues of synthesis,
formation and study of the properties of a new class of DS, nonlinear discrete cryptographic se-
quences (hereinafter — CS). The synthesis of DS and signals obtained, for example, by manipulating
the phase of a high-frequency carrier according to the CS law, is based on the use of random (pseu-
do-random) processes, including key data of cryptographic algorithms, and at the same time, the
signals must have: absolute structural secrecy regarding their laws formations; improved ensemble
properties (exist for almost any period value, have a significant amount of signal system); improved
correlation properties, which will provide the necessary (for a particular application of the ICS)
values of the indicators of noise immunity, information security and secrecy of the system. A spe-
cial property of cryptographic signal systems is the possibility of their recovery in space and time
using keys and a number of other parameters that are used in the process of synthesizing such
signals.

We will evaluate the imitation resistance of the ICS radio channel for solving the problem of dis-
tinguishing signals when applying a dynamic mode of compliance change: the message bit is a
complex signal, and various signal systems. Table 1 shows the results of the evaluation of the en-
semble properties of various complex signal systems (M-sequences, sequences with a three-level
value of the cross-correlation function (PCCF), cryptographic signals (CS)), the maximum achieva-
ble values of the side lobes of the cross-correlation function (the so-called “dense border” packag-
ing) for the corresponding periods of the DS, as well as the values of the probabilities of imposing,
obtained in accordance with the expression (4), when used in the ICS as a physical transfer data of
the indicated classes of signals. Analysis of the data in Table 1 shows that the proposed method for
the synthesis of complex non-linear discrete cryptographic signals allows the formation of large en-
sembles of discrete sequences.
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Table 1 — Signal properties

si Sequence Dense packing Signal ensemble Imposing
ignal class . i~
period value volume probability value
M-sequences 31 9 3 310"
PCCF 31 9 495 2107
CS 31 9 1465137 7107
M-sequences 63 17 20 5107
PCCF 63 17 975 1107
CS 63 17 12 214 869 8107
M-sequences 127 27 36 2107
PCCF 127 17 11610 810°
CS 127 27 9006648 110”7
M-sequences 255 36 28 3107
CS 255 36 17599 510°
M-sequences 511 63 276 310°
PCCF 511 33 147500 610°
CS 511 63 2666671 37107
M-sequences 1023 100 435 210°
PCCF 1023 65 338000 310°
CS 1023 100 5293538 2107

So for the period of the sequence N = 63 the number of pairs of CS satisfying the maximum val-
ue of the maximum PCCEF side lobes — 17 is 12214869. For a representative of the class of linear
sequences — sequences with a three-level cross-correlation function (Gold set), which are optimal
from the point of view of cross-correlation functions [30], the number of pairs of signals corre-
sponding to a given boundary is 975. The excess of the volume of a CS over an ensemble composed
of M-sequences is more than 10’ times. For the period of a sequence of 1023 elements, the number
of pairs of gearboxes satisfying the limiting value for the side lobes of the cross-correlation function
(CCF) 100 is 5293538, whereas for a representative of the class of linear sequences of M-
sequences, the number of pairs that meet this boundary is 435, then there is an excess of the volume
of the signal system is more than 10° times. With a slight decrease in the requirements for the limit-
ing value of the maximum lateral peak of PCCF, according to which the selection of signals is car-
ried out (in fact, a reduction in the noise immunity of reception), the performance of the ICS system
can be significantly improved. So, for the period of the sequence N=127, increasing the limit value
by 1.2 dB will increase the ensemble volume from M = 11610 (at the border of 17) to 9006648 sig-
nals, with a limit value of 27, that is, 776 times. As follows from the data Table. 1, the probability
values of imposing in the case of the application of the CS is much less. So, with a period of the se-
quence L = 1023, it is four orders of magnitude less than using M-sequences and an order of magni-
tude less than when using sequences with a 3-level PCCF. An improvement in the imitation re-
sistance index of the ICS is achieved due to the fact that the CS have improved ensemble properties
in comparison with linear classes of signals, in particular, M-sequences.

In Table 2 shows the results of calculating the statistical characteristics of various correlation
functions for discrete signals widely used in communication systems, including the characteristics
of cryptographic DS. Calculations were carried out for different values of the DS period. The statis-
tical characteristics of the correlation functions were selected: the value of maximum lateral emis-

sions Rmax, the value of the expectation of the emission module mgy, the value of the standard devia-
1 1

tion of the emission module Dlgl and emission values Dlgl.

Analysis of the data given in Table 2, suggests that maximum lateral emissions values of the CS,
as well as the statistical characteristics of this class of signals are not inferior to the corresponding
characteristics of the signals constructed using M-sequences and characteristic discrete signals [31].
This, in turn, indicates that the use of a CS provides noise immunity for receiving signals no worse
than when applying the decree of signals based on linear formation laws.
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Table 2 —Statistical characteristics of correlation functions

Signal t Characteristics Ruse Mr D Die
ignal type N N N N
AACF 10-18 0,5 0,4 0,5
PACF 01-19 0,2 0,1 0,2
Characteristic discrete MIACF 14-26 0,6 0,5 0,8
sequences ACCF 19-32 1,0 0,8 1,0
PCCF 25-3,6 1,0 0,8 1,2
CCCF 21-50 0,9 0,7 1,1
AACF 0,7..1,25 0,32 0,26 0,41
PACF 1IN 1IN 0 0
M-sequence MIACF 1,3..2,3 0,66 0,49 0,82
ACCF 1,4..5,0 0,54 0,48 0,73
PCCF 1,9...6,0 0,8 0,62 1,0
CCCF 2,0..51 0,83 0,62 1
AACF 12-19 0,5 1 1,1
Cryptographic PACF 02-1,9 0,6 0,4 0,7
sequences ACCF 14-34 0,5 0,4 0,6
PCCF 19-572 0,7 0,5 0,8

From the data of Tables 1-2 it also follows that by varying the limiting values of the side-lobe
level of the correlation function, depending on the requirements for the ICS, the tasks of achieving
the required values of the noise immunity indicators for signal reception, imitation resistance and
stealth of the ICS can be solved.

Let us make an ICS protection assessment from imposing false messages, for the case when the
system uses a dynamic shift mode (according to the law of the control sequence) correspondence:
the message bit is a complex signal. In this case, the value of the probability of imposing a false
message (B, : ) (with equiprobable choice of characters of the control sequence) can be defined as:

P = (™), ©)

where: the number of possible states of the source of the control sequence, which is determined by
an ensemble of discrete signals of information carriers; n — message length provided in bits.
Table 3 shows the values of the probability of imposing B, . On the message for discrete sig-

nals obtained on the basis of carrier manipulation according to the law of M-sequences, PCCF and

nonlinear cryptographic sequence. The message size is n = 32. In the calculations of P, ., For the

case of application in the system of nonlinear CS, sequences were selected whose correlation char-
acteristics are close to the optimal limit values from the point of view of PCCF (R__ <1,5N ).

Data analysis from Table 3 shows that in ICS, which apply signal multiplexing technologies in

orthogonal frequency division of channels, the value of B, for nonlinear CS is much less than in

the case of using linear classes of signals.

5 Models and methods for constructing a secure ICS based on the use
of OFDM technology

The rapid development of communication systems and multimedia technologies has led to a sig-
nificant increase in the amount of information transmitted and, consequently, the need to create reli-
able high-speed data transmission and information security technologies. Information security tech-
nologies in communication systems are widely used in the military sphere, copyright protection,
personal data protection and in many other areas. Critical information should be inaccessible to at-
tackers, which is one of the important requirements for modern communication systems.
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Table 3 — Imposing message probability

. . P, Value for signal systems:
Signal period -
M-sequences PCCF nonlinear CS
31 2-96 2-288 2-672
63 29 2320 57768
127 o160 0-448 0640
1023 2-192 2-608 2-736

When transmitting important information, it is necessary to use a secretive data transmission sys-
tem, which involves ensuring protection both from unauthorized access to information and hiding
the fact of transmission itself [32].

Orthogonal Frequency Division Multiplexing is a multichannel modulation method used in a va-
riety of modern mobile communication standards. The basic principle of this method is to divide a
message into multiple messages transmitted in parallel with a lower speed, which allows for an in-
crease in the transmission speed. Through the use of frequency guard intervals, OFDM successfully
counters the inter-channel and intersymbol interference that occurs in other modulation schemes
with multiple carriers. Due to the advantages of this method, OFDM is widely used as a modulation
and multiplexing method, in many telecommunications applications, including digital television
(DAB, DVB), wireless networks (Wi-Fi) and mobile communications (LTE) [33].

6 Secured communications

To meet the growing demand for fast, reliable, and secure wireless data transmission, further re-
search is needed in scope to hide the fact of data transmission. As a rule, the disadvantages of the
OFDM method are compensated by the implementation of cryptographic methods at the application
level [34]. To transmit sensitive information over public networks, a secure communications system
is required. However, in wireless systems, an information signal can be received by anyone, includ-
ing an attacker. The mere fact of the possibility that data transfer process can be detected, can be of
great importance for communication systems in which information that is critical for its owners cir-
culates. Using the means of steganography, it is possible to hide confidential data in other data, in
particular - multimedia. Modern communication systems use channel noise to hide data transmis-
sions [35]. The review, the main limitations and possibilities of the developed methods of covert
data transmission are discussed in [36] and the channel capacity with additive white Gaussian noise
in [37]. The widespread use of computer systems and open source software increases the ability of
attackers to gain access to critical data. A possible solution to this problem is to modify the proper-
ties of the physical layer. A new solution is proposed to protect critical information transmitted over
communication networks. The essence of this solution is to encrypt data at the physical level using
OFDM technology.

7 OFDM wavelet transform

The main advantage of the traditional OFDM method with fast Fourier transform for wireless
systems is its speed. However, FFT-OFDM requires a cyclic prefix to eliminate intersymbol inter-
ference, which reduces throughput. As an alternative to the fast Fourier transform, one can use the
wavelet transform (WT) [38]. Unlike the fast Fourier transform, the wavelet transform uses the fre-
quency and time characteristics of the signals. Based on the OFDM wavelet transform (WPT-
OFDM) using batch conversion, it is more efficient to resist interference due to the high spectral
qualities of the wavelet filters compared to FFT-OFDM [39,40]. WPT-OFDM does not use a cycle
prefix, which will increase system throughput compared to FFT-OFDM [41,42]. In addition, the
WPT-OFDM technology can significantly increase the noise immunity of signal reception [43,44].
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8 Hidden communication using FFT-OFDM

The implementation of the hidden communication model in the FFT-OFDM system was mod-
eled using MATLAB, and the overall efficiency is estimated by comparing the error probability at
the corresponding signal-to-noise values. The block diagram of the developed communication mod-

el is shown in Fig. 3.
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Fig. 3 — Hidden communication system model at the physical level FFT-OFDM

The message is encoded using Forward Error Correction (FEC). Using FEC, various encoding
methods are supported, such as RS codes, convolutional codes (CC), etc. In this paper, we used
convolutional codes to model the processing of information, which introduce redundancy in the
transmitted message. In order to protect against unauthorized access to information, information bits
are fed to the input of a data encryption device using a secret key. To decode the received message
on the receiving side, the Viterbi algorithm is used. Encrypted data is embedded in a multimedia
medium, in which image was used. The least-significant bit (LSB) replacement method was used to
embed the message in the medium. The serial data stream is transmitted to the modulator and pro-
cessed using M-ary PSK/QAM modulation. The pilot signal is used in the developed system to as-
sess the quality of the channel and establish synchronism in the system. Modulated data is convert-
ed into multiple parallel streams with a low data rate, each of which is modulated by orthogonal car-
riers using an inverse fast Fourier transform (IFFT). The result of the IFFT transform is the summa-
tion of discrete signals in the time domain as follows [45]:

1 N-1 j27km
Yy =N Y.e N (10)

m=0

where {yx|0< k < N-1} is a sequence in a discrete time domain, {Y,|0 < m < N-1} — complex num-
bers in the discrete frequency domain.

The cyclic prefix (CP) replicates the “L” number of samples from the end of the “N” sample of
the FFT frame and uses them at the beginning of each “N+1” FFT frame. The received OFDM
symbol is then transmitted over the channel. On the receiving side, the CP is deleted, and the data is
transmitted to the block performing the fast Fourier transform. The result of the FFT is the summa-
tion of the received signal in the frequency domain as follows

N-1 —j2zkm

Yo=D.ye v . (11)

m=
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At the receiving side, in order to recover information, the process is reversed to that performed in
the transmitter. Further, the received data is decrypted using the secret key.

9 Hidden connection using WPT-OFDM

The structure of the transmitter and receiver of the communication system using WPT-OFDM is
shown in Fig. 4.
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Fig. 4 — Block diagram of the WPT-OFDM communication model

The FFT technology is beneficial in terms of low computational complexity and cost, but at the
same time, it has less bandwidth due to the addition of CP [46]. As shown in Fig. 4, the informa-
tional message is encoded, encrypted, and inserted into the image. In the model structure using the
wavelet transform, the FFT and IFFT are replaced with WT and IWT, respectively. Wavelet-batch
conversion decomposes the spectra of signals unevenly, limited to the low-frequency component of
the signal. Wavelet transform (WT) is implemented using low-pass (LPF) and high-pass (HPF) fil-
ters, after which decimation is performed to increase the conversion efficiency. The WT signal 'z' is
realized by passing it through a series of filters with a pulse response 'g' [45]:

o0

yInl=(z®g)[n]= > z[klg[n—k] . (12)
k=—o0
The high-pass filter decomposes this signal and provides detailed coefficients. The output sam-
pling rate of the output of the filter is reduced by 2 times. LPF and HPF results are as follows:

0

Ve [N]=(z®g)Inl= Y z[klg[2n—K] (13)

k=—o0

o0

Yuee[N]=(z®N)[n] = > z[kIh[2n-k] (14)

k=—o0
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In the transmitter, encrypted and embedded data streams increase the sampling rate and are
transmitted through the IWPT filter group. At the receiver, the data is transmitted through a filter,
and then the encrypted data is extracted.

A communication system using FFT-OFDM has a lower throughput due to the use of the cyclic
prefix. Moreover, the orthogonality of the carriers in FFT-OFDM systems is subject to channel at-
tenuation. Resistance to such interference is higher in WPT-OFDM systems. In addition, the pro-
posed WPT-OFDM model is more reliable for narrowband interference and multipath propagation.

10 Analysis of the effectiveness of the proposed covert communication systems

For comparison, BER estimates are presented with different SNR values for the carrier and mes-
sages in the developed OFDM system. Quality is estimated using the peak signal-to-noise ratio
(PSNR), root mean square error (MSE) and average difference (AD) - the differences between the
original image and the modified average difference between the transmitted and received data on
the Rayleigh channel with fading:

D un (T (re)=T(r,c)*

MSE = TN (15)
*log. [
PSNR =10 Iog“’[MSE]’ (16)
AD = ZM,N (T(r,C)—T'(r,C)) ’ (17)
M *N

where: T(r, c) is the original image; T’(r, ¢) — modified image; r and c are the number of rows and
columns in the input images, respectively; R — the maximum value of the image intensity.

An image of 512x512 in size was used as the transmitted container with critical information. The
parameters of the communication system model are presented in Table 4.

Table 4 — Communication system model parameters

Parameter Value
FFT size 256
CP size 1/4
Carrier quantity 12
Convolutional codes rate 1/2
Modulation M-PSK
Modulation levels 2,4.8
Simulation channel Rayleigh
Container Image (512x512)
Cryptography method XOR
Wavelet type Haara

An increase in the signal-to-noise ratio results in a reduction in the amount of distortion when a
message is extracted from the transmitted image. When used as a data channel WPT-OFDM, pro-
vides better communication quality and fewer errors. Fig. 5 shows a comparison of the BER param-
eter for hidden communication in FFT-OFDM and WPT-OFDM over the Rayleigh channel with
fading for modulation of the form: BPSK, QPSK and 8-PSK. The assessment was carried out both
for the transmitted container and for the critical message with different SNR values. Obviously,
higher SNR values result in fewer errors in receiving the container, and therefore greater accuracy
in retrieving the message. The results obtained demonstrate that hidden communication in WPT-
OFDM provides better performance than hidden communication in a traditional OFDM system with
different modulations, since the OFDM system is influenced by Doppler frequency changes.
Fig. 5 (a) shows that to achieve a BER of 10~ for data with modulated BPSK carrier, OFDM re-
quires a SNR value of 9 dB, while for the proposed WPT-OFDM system, only 6 dB. To transmit a
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secret message with a code rate of CC 1/2, for normal OFDM, a SNR of 6 dB is required, against
3dB in WPT-OFDM. When using QPSK modulation, the container requires 12 dB for FFT-OFDM
and 7 dB for WPT-OFDM. For the transmission of the most critical message with a CC 1/2 rate, the
ratio is 10 to 7 dB.

It should be noted that using M-PSK modulation under the same conditions, the BER value of
the system begins to deteriorate, but it is possible to compensate for this degradation with a high
SNR value. Thus, covert communication using WPT-OFDM provides an improvement in the sig-
nal-to-noise ratio of 3-6 dB compared to FFT-OFDM when transmitting data over the Rayleigh
channel. A comparison of the performance of hidden communication systems is given in Table 5.
Fig. 6 and fig. 7 show a comparison of the PSNR values and the average difference between empty
and full containers.
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Fig. — 5 BER comparison for: BPSK (a); QPSK (b); 8-PSK (c)

Table 5 — Hidden communication systems performance

SNR Modulation COStE"";Q”er Message BER|  PSNR MSE AD

1dB FFT 0.0775 0.1151 16.035 1.62 x 10° 1.3103
WPT 0.0228 0.0058 21217 491.324 0.4497

2 dB FFT 0.0551 0.0507 17.466 1.166 x 10° | 0.9215
WPT 0.0124 0.0015 23.832 269.066 0.2489

4dB FFT 0.0221 0.0065 21.372 47414 0.2763
WPT 0.0023 | 4691 10° |  30.961 52.116 0.0490

6 dB FFT 00057 | 4.7613x 107 | 27.189 124.24 0.0619
WPT 1.864 x 10° 0 41671 4.426 0.0027

8 dB FFT 7.2861 x 10° 0 36.411 14.857 0.0073
WPT 5.2452 x 10° 0 54.829 0.214 3.166 x 10

10 dB FFT 2.766 x 107 0 51.201 0.4830 | 1526 x 107
WPT 0 0 Inf 0 0
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We used a message with a length of 243696 bits, which is transmitted in an image of 512x512 in
size. Increasing the SNR value improves the values of the BER parameters for the received infor-
mation sequence and the extracted message. When sending a message in a container, BERs are sig-
nificantly better than direct transmissions in the same medium. Summarizing, we can say that hid-
den communication using WPT-OFDM provides better quality than conventional OFDM for all the
cases considered.
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Fig. 7 — Comparison of AD for: BPSK (a); QPSK (b); 8-PSK (c)

11 Conclusions

This paper presents the technologies for generating signals that are already used in communica-
tion and telecommunication systems, and also provides an analysis of promising technologies that
may be used in various new systems, including wireless broadband access communication systems.
It is shown that the widely used OFDM modulation scheme has a number of shortcomings that can
lead to a decrease in the performance indicators of the systems in which they are used, in particular:
a reduction in the noise immunity of signal reception, due to distortions caused by multipathing
when the electromagnetic field propagates between the base and mobile stations, as well as the ef-
fects of intersymbol and inter-channel interference; irrational, as compared with sequential wave-
forms, the use of transmitter power, which is associated with the use of a guard interval for protec-
tion against intersymbol interference and a high peak factor of a signal, etc. Alternative signal gen-
eration technologies are presented, in particular, signal generation technology based on window
processing signals (W-OFDM) and providing a low level of out-of-band emission.

One of the main trends in the development of modern wireless broadband access communication
systems is the rapid spread of technologies such as OFDM and MIMO. These technologies allow to
achieve an increase in information efficiency in the conditions of multipath propagation and, as a
result, to provide the ever-growing needs of wireless communication network users in high-speed
connections and specific multimedia services. For some applications, ICS is a determining factor in
their design and operation is the state of security of data processing and storage systems, which en-
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sures the confidentiality, integrity and availability of information, as well as other properties of in-
formation and services: authenticity, observability, irrefutable and reliability. At the same time, the
development of secure wireless communication systems that could reliably support multimedia ap-
plications faces a number of technological challenges that require serious research efforts. One of
these calls is due to the choice of classes of discrete sequences, the properties of which largely de-
termine the properties of physical data carriers in the ICS. In the work, on the basis of the analysis
of the structure of the OFDM signal, the estimates of the security of the ICS from imposing false
signals and messages by using non-linear discrete cryptographic signals as a physical data carrier
are presented.

In this paper, a hidden communications system was proposed using WPT-OFDM. Hidden com-
munications based on traditional OFDM are simpler in structure compared to WPT-OFDM, but the
use of a protection bandwidth reduces bandwidth. The results showed that under equal conditions,
the probability of an error in the transmitted data, the accuracy of extraction from the container and
such quality parameters as PSNR, MSE and AD of the proposed system with wavelet transform are
superior to traditional OFDM systems, and also allow increasing the system bandwidth.
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IIpunuunu ¢popmyBaHHs, 00podku Ta cBolictBa OFDM cuHraJis.

AHoTanisi. YV cTaTTi po3risIHYTI TEXHOJOTIT (GOpMyBaHHSI CUTHAJIB, BUKOPHCTOBYBaHHX B CHCTEMaxX MOOLIBHOTO 3B'I3Ky Ta iH(OP-
MaI[iiHO-TeIEKOMYHIKAI[IHHIX CHCTeMaX, a TAKO)K HaBOJMTHCS aHAIII3 TePCHEKTHBHUX TEXHOJIOTIH, sIKi MOXKYTh 3HalTH 3aCTOCYBaH-
Hs B 6€3IPOTOBUX CHCTEMaXx 3B'I3KY IIHPOKOCMYTOBOTO A0cTymy. [Toka3aHo, 10 IMHUPOKO BUKOPHCTOBYBAaHA CXeMa MOIYISALIT 3 op-
TOTOHAJIBHUM YacTOTHHM po3aineHHAM (OFDM) mMae HH3KY HEIOIIKIB, sIKi MOKYTh IPH3BECTH IO 3HIDKSHHS ITOKAa3HUKIB eeKTHB-
HocTi cucteM. [IpencTaBneHi anbTepHAaTHBHI TEXHOJOTI pOpMyBaHHS CUTHAIIIB, 30KpeMa, TEXHOJIOTIs, 3aCHOBaHAa Ha BIKOHHOI 00po-
6ui curranie (W-OFDM), TexHooris, 3acHOBaHa Ha TEMYacoBoMmy o (w-OFDM); texuomnoris UFMC 1 iHmi, mo T03BOJIAIOTH
ycyryTtH Heponiku texHonorii OFDM. IIpornoHyIoTECsl HOBI TOTIIS AN Ha BUKOPUCTAHHS B TEXHOJIOTII epenadi 3 6araTbMa HECyInMH
B ()OpMi MyJIBTUILICKCYBAaHHS 3 OPTOTOHAJIBHMM YaCTOTHUM PO3JIUICHHSIM (3 METOIO IiIBUILEHHS 3aXHIIEHOCTI Cy4acHUX 0e3ApoTo-
BHX CHCTEM 3B'SI3Ky LIMPOKOCMYTOBOIO JIOCTYITY Bijl BIUIMBY 30BHIIIHIX i BHYTPIIIHIX 3arpo3), KJ1acy HeJNiHIHHUX JUCKPETHUX KPHII-
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TOrpadiYHMX MOCIIIOBHOCTEH IS OCBITH (Di3MYHOTO IMEPEHOCHUKA JTAaHUX - CHTHANIB. [loka3aHo, M0 3aCTOCYBaHHS TaKUX CUTHAIIB
JTO3BOJIMTH TIOJIIIIATH TOKa3HUKU 3aXHUICHOCTI 3a3HAUYCHUX CHUCTEM BiJl BBEJCHHS (HAB'I3yBaHH) B CHCTEMY HOMMIIKOBHX IOBiJ[0-
MIIeHb, (anbcudikanii MOBiIOMIICHb, a TAKOXK IMOKA3HUKK 3a0e3Ie4YeHHs LITICHOCTI Ta KOH(IACHLIIHOCTI JaHUX, 3aBaJOCTIHKOCTI
MpUHOMY 1 CKPUTHOCTI (PYHKIIOHYBaHHS CHCTEMH.

Kiro4oBi cii0Ba: nepemko103axuuieHicTh; iHpopMalliiiHa 6e3neka; MUPOKOCMYTOBUN JOCTYI; CUTHAJ, ITICHICTh; CTIMKICTh; Yac-
TOTHHH MO, CTUIBHUKOBHH 3B'I30K; iHTepdepeHis; mk-daxrop.
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Hpuauuns: popmupoBanusi, 060padoTku u ceoiictrea OFDM curnajios.

AHHOTalus. B cTrathe pacCMOTPEHBI TEXHOJIOTUH ()OPMUPOBAHUS CUTHAIOB, HCHONB3yEeMbIX B CHCTEMax MOOMIBHON CBS3U M MH-
(hopManMOHHO-TETEKOMMYHUKAMOHHBIX CHUCTEMaX, a TAkKe MPHBOJUTCS AHAIM3 NMEPCIEKTUBHBIX TEXHOJOTHH, KOTOPHIE MOTYT
HaWTH IMpHUMEHEHHe B OECIIPOBOIHBIX CHCTEMaX CBSI3H MIMPOKOIOJIOCHOTO AocTyma. [lokazaHo, 9TO MIMPOKO HCIOIb3yeMasl CXeMa
MOZYJISIIUK C OPTOTOHAIBHBIM 4acTOTHBIM paszeneaneM (OFDM) obnagaeT psaoM HEIOCTaTKOB, KOTOPbIE MOTYT NPUBECTH K CHH-
JKEHHIO mokaszareneil addexTuBHOCTH cucteM. IIpencraBieHsl albTepHATHBHBIC TEXHOJOTHH ()OPMHUPOBAHMS CHUTHAIOB, B 4aCTHO-
CTH, TEXHOJIOTHsI, OCHOBaHHAasl Ha OKOHHOH 00pabotke curnanoB (W-OFDM), TexHonOrHs, OCHOBaHHAsI HA BPEMEHHOM pa3/ielIeHUH
(W-OFDM); texuonorust UFMC u japyrue, HO3BOJSIFOIINE yCTpaHUTh Henoctatku TexHonorun OFDM. Ilpemnararorcst HOBbIC
B3IUISIBI HA MCHOJIB30BAHNE B TEXHOJOTUH MEpeady CO MHOTMMH HECYIIUMHU B (hOpMe MyIbTHUIIEKCHPOBAHUS C OPTOTOHAIBHBIM
JaCTOTHBIM pa3felieHueM (B LEJISAX MOBBIIICHHS 3aIIMIICHHOCTH COBPEMEHHBIX OECIPOBOIHBIX CHCTEM CBSI3H HIMPOKOMOIOCHOTO
JIOCTyTIa OT BO3IEHCTBHS BHEIIHUX M BHYTPEHHHX yrpo3), Kacca HEIMHEHHBIX AUCKPETHBIX KPHITOTPAhHIECKHX MOCIEeI0BATENb-
HocTell a1 00pa3oBaHuS (U3MYECKOTO MEPEHOCUHKA JAHHBIX — CUTHANOB. [10Ka3aHO, 4TO MPUMEHEHHE TaKHX CHTHAJIOB ITO3BOJIUT
YIIy4IINTH ITOKA3aTeNN 3allUIICHHOCTH YKa3aHHBIX CHCTEM OT BBOAA (HaBSI3BIBAHMS) B CHCTEMY JIOKHBIX COOOIIEHHH, (anbcudpuka-
LMK COOOIIEHNH, a TaKKe IMoKa3aTeny 00eCIeYeH s IEOCTHOCTH U KOH(GHUICHIIMAIBHOCTH JTAaHHBIX, IOMEX0YCTOHYMBOCTH TIpHEMa
U CKPBITHOCTH (DyHKIIMOHUPOBAHUS CUCTEMBI.

KiioyeBble cl10Ba: NOMEX03alIMIIEHHOCTh, HHYOPMAIIMOHHAS 0€301aCHOCTD; IIMPOKOMOJIOCHBIH JOCTYII; CUTHAI, LEJIOCTHOCTS,
MIOMEX0YCTOWYHNBOCTh; YaCTOTHOE pa3JielIeHHe; COTOBAs CBsA3b; MHTEp(EepeHIHs; MUK-(aKTop.
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