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Anomauin: This work presents the main developing results of a new keystream generator, which named “Strumok”,
and offered as a candidate for the national symmetric encryption standard of Ukraine. “Strumok” is built on
SNOW 2.0-likes schema of the summation generator. Increased secret key length and the initialization vector allow
using reliably the stream cipher even taking into account quantum cryptographic analysis methods. Unlike SNOW
2.0, Strumok is designed for use in more powerful 64-bit computing systems. The conducted comparative tests have
shown that the “Strumok” on 32-bit computing systems also shows good performance results. There are basic trans-
formation and individual results from the cipher performance research, here is it is shown the generator, which is
capable of forming a keystream at speeds exceed of 10 Gbit per sec.

Keywords: encryption; stream cipher; synchronous keystream generator; pseudorandom sequence.

1 Introduction

An important cryptographic information protection mechanism is a stream symmetric encryption
[1,2]. It uses for providing services of information confidentiality and integrity (as an additional
service) during data processing in information, telecommunication and information-
telecommunication systems [1].

Recent years the requirements for modern streaming encryption algorithms have significantly in-
creased [3-5]: on the one side, it is necessary to provide a high-speed cryptographic transformation
(more than 10 Gbit per sec), on the other side, it have to withstand effectively for the latest methods
of cryptographic analysis including methods using of quantum computation. Therefore, the devel-
opment, research and a gradual introduction of new stream symmetric encryption methods is an ac-
tual and extremely important the national level scientific and applied problem. Usually a streaming
encryption operation is a bitwise XOR operation between a keystream and a message.
ISO/IEC 18033-4:2011 describes the output functions for different stream ciphers and certain pseu-
dorandom numbers generators, which used for restricted information protecting, in particular to en-
sure the information confidentially when processing is going on [6]. The work objective is to pre-
sent the main results of new pseudorandom number generator (a keystream) developing, which
named “Strumok”, and is proposed as a candidate for the national symmetric encryption standard of
Ukraine [7-18]. The “Strumok™ generator provides a high forming keystream rates (over 10 Ghit
per sec) that exceeds most known algorithms and is suitable for using in a post-quantum environ-
ment.

2 General Parameters

In basics of Strumok algorithm lies the classical summing generator schema [1,2,6,7], which
similar to the SNOW?2.0 generator as defined in ISO/IEC 18033-4:2011 [6]. The Strumok algorithm
uses the 256-bit initialization vector IV and the 256 or 512-bit secret key K and provides high and
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ultra-high resistance, taking into the possible using account of quantum cryptographic analysis. The
crypto algorithm is oriented on 64-bit computing systems, so the word size is set to 64 bits.

The main generator components are the linear feedback shift register (LFSR) and the finite-state
machine (FSM), in which performed a non-linear transformation. The input data are used for initial-

izing the variable state S, =(s”,r®), i>0, which consists of eighteen 64-bit blocks (words) that
has two components: 16 variables s” — words of the LFSR: s© = (s,s%,...,s); two words of the
FSM r®@: r® =(r® ). On the output, it gets a keystream, which formed with 64-bit words Z,.

A schematic operation representation of keystream Strumok generator is in an arbitrary moment
of the time i, it is represented in Fig. 1.

The feedback taps in the LFSR are constructed over the finite field GF(2*) by a primitive poly-

nomial: f(x)=x"°+x"+a'x" +a, where « is the root over the finite field GF(2°) of the pri-

mary polynomial:
g(z) — Z8 +ﬂ17027 +ﬂ16626 +ﬂ225+ﬁ224z4 +ﬂ7023+ﬂ2-
In turn, the finite field GF(2°) is constructed over a GF(2) field by a primitive polynomial:
P(Y) =y’ +y +y +y* +1,
and the polynomial coefficients g(z)are submitted through degree of a primitive element S of the
finite field GF(2°) thatis S — the root of a polynomial p(y) Thus, we have an extension:
GF(2) c GF(2°) =« GF (2*) c GF (2",
where: the finite field GF(2'°*) is given by output of feedback the LFSR as a quotient ring
GF (2°)[x]/ (f (x)); the finite field GF(2*) is given as a quotient ring GF (2°)[z]/(g(2)) ; the fi-
nite field GF(2°) is given as a quotient ring GF (2)[y]/ (p(y)) . Therefore, output sequence period
of the LFSR is maximal and equals of 2'%* —1.

Fig.1 - Conceptual scheme of the “Strumok” keystream generator in generating gamma
cipher mode (a keystream)

Structurally in the Strumok algorithm, it can distinguish three main functions:
e The initializing function Init that takes the key K (256 or 512 bits) and initialization vector
IV (256 bits) as the input data, and produces the initial value of the variable state S, = (s, r®);

e The next-state function Next, which takes the variable state S, into the input and produces
the next value of the variable state S, =(s“®,r®). The Next function can be in two modes,
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which depending on how the iteration performed — as part of the implementation or as normal mode
of generating output data.

e The keystream function Strm that takes the variable state S. into the input and produces at
the output 64-bit a keystream Z; .

3 Initialization function Init

The initializing function of the internal state is described as follows.

Input: 256 or 512-bit a key K, 256-bit an initialization vector IV.

Output: the initial value of the variable state S, = (s®,r®).

The key for the stream cipher version Strumok-256 can represented as four 64-bit words
K =(K;,K,,K;,K,) and for the 512-bit a key — in the form K =(K,, K, K, K,,K;, K,, K, Ky),
where K,and K,s respectively 256 and 512 bits, the most significant words, and K, — the least
significant.

The initialization vector can represented in the form of four 64-bit words
IV =(1V,, IV,, IV, 1V,), where IV, and 1V, is respectively the most and the least significant words.

1. Itis entered the key value in 16 words of the LFSR.

For a 256-bit version, the following operations are performed'

( -33) ( -33) __ (-33) __ (-33) _ (-33) _ ( -33) _ ( 33) ( -33) _
Si5 _ﬁK K Siz =K,y Sy 31511 0 Si __'Kl’ 9 Kz’ 3 =K

s§33>=ﬁKo,sg33>=ﬁK $P =K, @1V, s{*¥ =K,, s<33) K, @1V, s{ =K @1V,
£ =K, i =K, ®1V,.

31

For a 512-bit version:
Sl(533) 51(;33) =—K,, 31(333) _ S( -33) _ K,, 51(133) =—K,, Sl(033) _ S(—33) =—K,,
¥ =K, @ IV,, s©® =—K,, s( o _ =K, s{¥ =K, ® |v2, s{3 =K, s< P=K,®IV,,
s$ =K., 57 =K,, s$? =K, @1V,
2. It performs 32 tacts of triggering without generatmg a key stream, i.e. two full cycles. Formal-
ly, it is presented as follows: S_, = Next*(S_,, INIT) which means 32 iterations to perform the Next

function in the initialization mode INIT, S_, = (s"*¥,r) the values of the variable state are cal-
culated in previous step.
3. The initial value of the variable state S,calculated, according to the rule: S, = Next(S ,) i.e.

by executing the Next function in normal mode.
4. Get the output value of the variable state S .

4 Next-state function Next

The function of next-state, is described as follows.
Input: the variable state S, = (s®, r®) selected mode (normal or initialization mode).

Output: the next value of the variable state S, , = (s, r().

1. A nonlinear substitution performed to update the value of the word r{*’the FSM. For this
value, the T function is calculated: ™ =T(r").

2. The value of the word r* FSM is updated. For this value calculated, as following:

D =0 4, s where +,, denotes the operation of adding integers by modulus 2* (in the
scheme of the cipher, see Fig. 1 this operation is marked as £).
3. The 15 words value LFSR is updated s{"* =s{, wherej=0, 1, ..., 14.

j+l
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4. The value of the 16-th word the LFSR is updating. If the normal mode the Next function, the
value of this word computing by the rule:

S = (50 ®a) & (s ®a ) @),
If initialization mode INIT of the Next function is set, the value is computing by the rule:
s =FSM (s, 1, ") @ (s’ ®a) @ (sf) ®a ™) Dy
The multiplication operations ® on aand on «*, as well as the essence of the FSM function
explained further.

5. The variable state S, = (s, r®)value is calculated and outputs.

The conceptual scheme of keystreams “Strumok” generator, when performing the Next function
in the initialization mode is shown in Fig. 2.

/T\1

15 1714 |13 11 0

Fig.2 - The conceptual scheme of keystreams “Strumok”” generator in initialization mode
of the Next function

5 Keystream function Strm

Input: the variable state S, = (s®,r®).
Output: 64-bit a key stream Z,
1. The value is calculated
Z, = FSM(s{ 10, 1) @50,
2. Get the output value Z;.

6 Function finite-state machine FSM

The finite-state machine function is marked as FSM (x,y,z) and described as following.
Input: three 64-bit words x, y and z.

Output: 64-bit word q.

1. The value is calculated q=(X+,, y)©®z.

2. Get the output value g.

7 Function nonlinear substitution T

The nonlienar substitution of the T function implements finite field GF(2*') rearrangment ele-

ments using the components of the block symmetric cryptographic transformation national standard
DSTU 7624:2014 [19].
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Input: 64-bit word w.
Output: 64-bitword T =T (w).

1. The input word w is divided into 8-bit sub-blocks w; : W= (W,, W, ..., W, ).

2. For each sub-blocks w; is performed the DSTU 7624:2014 algorithm substitution using four
table transformation 7, 7, 7,,7,. As a result an output vector formed r=(r,r,...1,),

[ =7 jmoaa | W; |, Wherej=0,1,....7.

3. The vector calculated q=(0,,0,....q,) using the rule (as in DSTU 7624:2014):
g =(v>>>i)r", where v given in hexadecimal form and v =(01,01,05,01,08,06,07,04), >>>i
- a cyclic shift operation on i bits to the right, i=0,1,...,7, r' =(ro,r1,...,r7 )T and the elements of

the vectors r and q interpreted as elements of the final field GF (2°%), which is given as a quotient

ring GF(2)[yl/ (p(y))-
4. Get the output value g, which interpreted as a 64-bit word.

The vector quick calculation (qo,ql,..., q7): Q is implemented by the rule:
QT :TO[WO]G_)Tl[wl]®T2[W2]®T3[W3]®T4[W4]®T5[W5]®T6[W6]®T7[W7]’

where:

01 01
04 01
07 04

Tlal=| o |-7ofa). Tial=| o | fal,
01 08
05 01
01 05
05 01
01 05
01 01

Tlal=| oo | mula], Thal=| |- [a]
06 07
08 06
01 08
08 06
01 08
05 01

Tlal=| o) | molal Tlal=| o) [l
04 01
07 04
06 07
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07 04
06 07
08 06
T,[a]= 8; - ,[a], T,[a]= (())? - 4[a].
01 05
01 01
04 01

The constant tablesT.[a], 1=0,1,...,7 using enables significantly reducing the operations num-

ber, in particular the nonlinear substitution function, is calculated seven XOR operations over 64-bit
words.

8 Multiplications of o in GF(2*)

Multiplication on « in the finite field GF(2*) arithmetic is implemented by a table of pre-
calculus Mul,, which contains 256 rows of 64 bits in each.

1. The value is calculated

W' = (W << 8)® Mul_[w>>56] (1)

where:

e w<<8 is the result of a shift to the left (towards the higher significant bits) 64-bit word w
on 8 bits with the filling of the less significant bits with zero values.

e w>>56is the result of a shifting to the right (towards the less significant bits) 64-bit word w
on 56 bits with the filling of the higher significant bits with zero values. Eight less bits of the vector

w>>56is interpreted as the finite field GF(2%) element for indexing the table of pre-calculus
Mul;

e Mul_[c]- 64-bit value the table of pre-calculus in the row with the index ¢ e GF(2°), where
Mul_[c] e GF(2*).

2. Get the output value w'.

_ 64
9 Multiplications of & "in GF(27)

Multiplication on " in arithmetic of the finite field GF(2*) is implemented by a table of pre-
calculus Mul _,, which contains 256 rows of 64 bits in each.

1. The value is calculated

w'=(w>>8)®Mul ,[w&y] (2

where:

e w>>8 is the result of a shifting to the right (towards the less significant bits) 64-bit word w
on 8 bits with the filling of the higher significant bits with zero values.

e W&y is a bitwise conjunction result of words w and y, which is in the hexadecimal form

» =00000000000000FF . The eight less significant bits of the vector w& y is interpreted as an el-
ement of the finite field GF (2°) for indexing the table of pre-calculus Mul ..
3. Get the output value w'.

10 Value tables-constant Mul, and Mul__,

For the fast encryption there are used tables of pre-calculus Mul , and Mula,l. This allows sig-
nificantly reduce the number of operation to handle the input data.
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The polynomial that defines feedback of the LFSR has the expression g(z). Thus, each word of
the LFSR stores a 64-bit sequence w, which is represented as eight sub-blocks w; of 8 bits in each:

W =(W,, W,...,W, ), which is interpreted as coefficients of a polynomial w(z) e GF(2°)[z]/(9(2))

If o =zis aroot with a primitive polynomial of the GF(2°):

9(2)=2"+g,2" +..+g,
then:
W(Z)-a=W_g(2) +W_4(2)-9'(2),
where W_,(z), W_.;(z) and g'(z) are polynomials, and have the form:
W (2) = W2 +W2° +.. Wz, W (2) = Wy,
9'(2)=0,2" +g2° +..+9,.

The binary representation of the polynomials w_,(z) and w_(z) forms coefficients is consid-
ered in (1) binary sequences w<<8 andw>>56. So computing W(z)-« in the finite field
GF(2*) arithmetic corresponds to the formula (1), where 256 values of the table Mul_[w,] is cal-
culated as 64-bit sequences with the binary representation of coefficients (w,g,,w,g,,...,W,g,) a
polynomial

W>>56(Z) 9'(2)= W7(g727 + 9626 ot go)

for each with 256 possible values W, € GF(2°%).

If =2z then:
®=g,a' +..+ga+0,0°,
o)
9, @’ +0,'9,0°+..+9, g’ =t =27,
then
W(z)o " =W_4(2) +Wy(2)- 9 "(2),
where w_,(z), wW,(z) and g"(z) are polynomials, and have the form:

W (2) =W, 2° + W, Z° +...+ W,
WO(Z) = WO )
9"(2)=0,'2"+95°9,2" +.. 49y Gy .

The binary representation of the polynomials coefficients w_,(z) and w,(z) forms is considered

in (2) binary sequences w>>8 andy. So computing W(z)-a in arithmetic of the finite field

GF(2*) corresponds to formula (2), where 256 values of the table Mula,1 [w,] is calculated as 64-

bit sequences with the binary representation of coefficients (W,g, ", W,d, 'd,,..., W,d, 'g,) a poly-

nomial

Wy (2)-9"(2) =W, (952" +95'9,2° +...+95'0,)

for each with 256 possible values W, € GF(2°).

11 Software performance of “Strumok”

For the generation key stream rate research, we realized experiment as the well-known symmet-
ric cryptographic transformation on equal terms. List of algorithm, source of specification and brief
information are given in the table 1. The testing results based on the criterion for long streams en-
cryption [20] are shown in the table 2. As we can see from the data in the table, the keystream
“Strumok” generator enables pseudo-random sequences forming with speeds exceeding of 10 Gbit

10
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per sec. By this measure, it is ahead of almost all the most common ciphers including the algorithm

SNOW 2.0.
Table 1 — List of algorithm
Names cioher Source of State size, | Key size, | Size 1V,
b specification bit bit bit
FIPS-197, CRYPTREC, 128,
AES ISO/IEC 18033-4 128 256 256
128, 128, 128,
Kalyna DSTU 7624:2014 256, 256, 256,
512 512 512
128, 128, 128,
HC eSTREAM 256 256 256
MICKEY eSTREAM 160 128 128
ISO/IEC 18033-4,
RABBIT eSTREAM 513 128 64
SALSA-20 eSTREAM 512 128 64
128, 128,
SNOW?2.0 ISO/IEC 18033-4 512 256 56
SOSEMANUK eSTREAM 512 128 128
eSTREAM, ISO/IEC
TRIVIUM 29192-3 288 80 80
Enocoro ISO/IEC 29192-3 272 2?38 64
CRYPTMT3 eSTREAM 128 128 64
ISO/IEC 18033-4,
DECIMv2 eSTREAM 288 128 128
RC4 Crrcok pacchUIKU 256 256 B
Cypherpunks
ISO/IEC 18033-4,
KCIPHER-2 CRYPTREC 640 128 128
GRAIN eSTREAM 128 128 96
MUGI ISO/IEC 18033-4 128 128 128
Strumok-256 N 256
StUMOK-512 This article 1024 512 256
Table 2 — Performance evaluation of ciphers
CIPHERS Intel Core i7- Intel Core i7- Intel Pentium
6820HQ 2.7 Gh 5500u 2.4 Gh P6200 2.13 Gh
AES-128 2,48 1,75 1,12
AES-256 1,66 1,18 0,80
Kalyna-128 2,56 1,79 0,83
Kalyna-256 1,71 1,21 0,57
Kalyna-512 1,42 0,99 0,46
HC-128 11,46 7,69 4,25
HC-256 5,13 3,88 2,03

11



ISSN 2519-2310 CS&CS, Issue 1(9) 2018

a continuation Table 2

CIPHERS Intel Core i7- Intel Core i7- Intel Pentium
6820HQ 2.7 Gh 5500u 2.4 Gh P6200 2.13 Gh
MICKEY-128 0,07 0,05 0,03
RABBIT 3,65 2,77 1,64
SALSA-20 3,02 2,06 1,41
SNOW2.0-128 8,76 5,43 3,67
SNOW?2.0-256 8,72 5,54 3,59
SOSEMANUK 4,07 2,56 1,82
TRIVIUM 3,89 2,78 1,89
CryptMT3 5,92 4,63 4,04
DECIM-128 0,01 0,01 0,01
RC4 3,58 3,21 1,67
KCIPHER-2 0,40 0,40 0,31
GRAIN 0,01 0,01 0,00
MUGI 3,62 2,98 2,58
Strumok-256 13,31 10,04 5,10
Strumok-512 13,70 9,74 5,08
Conclusions

Strumok in its conceptual scheme similar to the SNOW 2.0. But SNOW 2.0 focused on the use of
32-bit computing systems, while “Strumok ” is intended for use in more powerful 64-bit computing
systems. With this in “Strumok” increased rate of formation of the pseudo-random sequence, as
used by 64-bit words to store encryption keystream. The conducted comparative tests have shown
that the “Strumok ” on 32-bit computing systems also shows good performance results. Using a pre-
computation increases the speed of the algorithm, since there is no need to make complicated calcu-
lations during the generation of the keystream.

In the “Strumok” algorithm, compared with SNOW 2.0, it is increased the length of the secret
key and the initialization vector. This allows us reliably apply a stream cipher even with taking into
account quantum methods of cryptographic analysis. Thus, in aggregate of properties, the
“Strumok” can be considered as a candidate for the symmetric encryption national standard of
Ukraine.

References

[11 N. Ferguson and B. Schneier. Practical Cryptography. John Wiley & Sons, 2003, 432 p.

[21 A.J. Menezes, P.C. van Oorschot, S.A. Vanstone. Handbook of Applied Cryptography. CRC Press, 1997, 794 p.

[3] N. Koblitz and A.J. Menezes. “A Riddle Wrapped in an Enigma”. Internet: https://eprint.iacr.org/2015/1018.pdf, Oct. 20, 2015
[Aug. 21, 2016]

[4]1 D. Bernstein, J. Buchmann and E.Dahmen. Post-Quantum Cryptography. Springer-Verlag, Berlin-Heidleberg, 2009, 245 p.

[5] D. Moody. “Post-Quntum Cryptography: NIST’s Plan for the Future”. The Seventh International Conference on Post-Quntum
Cryptography, Japan, 2016. [On-line]. Internet: https://pgcrypto2016.jp/data/pgqc2016_nist_announcement.pdf

[6] ISO/IEC 18033-4:2011. “Information technology — Security techniques — Encryption algorithms — Part 4: Stream ciphers”. On-
line]. Internet: http://www.iso.org/iso/home/store/catalogue_ics/catalogue_detail_ics.htm?csnumber=54532 [Dec., 2012]

[71 O. Kuznetsov, M. Lutsenko and D. lvanenko, "Strumok stream cipher: Specification and basic properties”. 2016 Third Interna-
tional Scientific-Practical Conference Problems of Infocommunications Science and Technology (PIC S&T), Kharkiv, 2016,
pp. 59-62.

[8] O. Kuznetsov, Y. Gorbenko and I. Kolovanova, "Combinatorial properties of block symmetric ciphers key schedule”. 2016
Third International Scientific-Practical Conference Problems of Infocommunications Science and Technology (PIC S&T),
Kharkiv, 2016, pp. 55-58.

12



ISSN 2519-2310 CS&CS, Issue 1(9) 2018

[91 |. Gorbenko, A. Kuznetsov, M. Lutsenko and D. lvanenko, "The research of modern stream ciphers”. 2017 4th International
Scientific-Practical Conference Problems of Infocommunications. Science and Technology (PIC S&T), Kharkiv, 2017,
pp. 207-210.

[10] A. Kuznetsov, I. Svatovskij, N. Kiyan and A. Pushkar'ov, "Code-based public-key cryptosystems for the post-quantum period".
2017 4th International Scientific-Practical Conference Problems of Infocommunications. Science and Technology (PIC S&T),
Kharkiv, 2017, pp. 125-130.

[11] A. Kuznetsov, |. Kolovanova and T. Kuznetsova, "Periodic characteristics of output feedback encryption mode”. 2017 4th Inter-
national Scientific-Practical Conference Problems of Infocommunications. Science and Technology (PIC S&T), Kharkiv, 2017,
pp. 193-198.

[12] A. Kuznetsov, Y. Gorbenko, A. Andrushkevych and I. Belozersev, "Analysis of block symmetric algorithms from international
standard of lightweight cryptography ISO/IEC 29192-2". 2017 4th International Scientific-Practical Conference Problems of In-
focommunications. Science and Technology (PIC S&T), Kharkiv, 2017, pp. 203-206.

[13] Y. Izbenko, V. Kovtun and A. Kuznetsov, "The Design of Boolean Functions by Modified Hill Climbing Method". 2009 6th
International Conference on Information Technology: New Generations, Las Vegas, NV, 2009, pp. 356-361.

[14] A. Kuznetsov, R. Serhiienko and D. Prokopovych-Tkachenko, "Construction of cascade codes in the frequency domain”. 2017
4th International Scientific-Practical Conference Problems of Infocommunications. Science and Technology (PIC S&T),
Kharkiv, 2017, pp. 131-136.

[15] A. Andrushkevych, T. Kuznetsova, I. Bilozertsev and S. Bohucharskyi, "The block symmetric ciphers in the post-quantum peri-
od". 2016 Third International Scientific-Practical Conference Problems of Infocommunications Science and Technology
(PIC S&T), Kharkiv, 2016, pp. 43-46.

[16] L1.D. Gorbenko, V.I. Dolgov, V.I. Rublinetskii, K.V. Korovkin. “Methods of Information Protection in Communications Systems
and Methods of Their Cryptoanalysis”. Telecommunications and Radio Engineering, Vol. 52, Issue 4, (1998), pp. 89-96.

[17] 1. Gorbenko, V. Ponomar. “Examining a possibility to use and the benefits of post-quantum algorithms dependent on the condi-
tions of their application”. EasternEuropean Journal of Enterprise Technologies, Vol. 2, No. 9 (86) (2017), pp. 21-32.

[18] Yu.V. Stasev, A.A. Kuznetsov. “Asymmetric code-theoretical schemes constructed with the use of algebraic geometric codes”.
Kibernetika i Sistemnyi Analiz, No. 3, pp. 47-57, May-June 2005.

[19] DSTU 7624:2014. “Informacijni tehnologii'. Kryptografichnyj zahyst informacii'. Algorytm symetrychnogo blokovogo
peretvorennja”. (in Ukrainian). [On-line]. Internet: http://shop.uas.org.ua/ua/informacijni-tehnologii-kriptografichnij-zahist-
informacii-algoritm-simetrichnogo-blokovogo-peretvorennja.html

[20] “eSTREAM Optimized Code HOWTO”. [On-line]. Internet: http://www.ecrypt.eu.org/stream/perf/ [Nov. 1, 2005].

Penenzent: Mukona Kapnincekuii, a.1.H., npod., yniBepcuter benbcbko-bsina, [Tonbina.
E-mail: mkarpinski@ath.bielsko.pl

Hapuiiinuio: JTrorumii 2018.

ABTOpH:

IBan ['opbOenko, A.T.H., mpod., XapkiBcbkuil HamioHanbHUE yHiBepcuteT iMeHi B.H. Kapasina, M. XapkiB, YkpaiHa.

E-mail: gorbenkoi@iit.kharkov.ua

Onekcannp Kysuenos, A.T.H., mnpod., akageMmik Axaaemil Hayk npukiagHoi pamioenekrpoHiku, XHY imeni B.H. Kapasina,
M. XapkiB, Ykpaina. E-mail: kuznetsov@karazin.ua

IOpiii ['op6enko, k.T.H., akiioHepHe ToBaprcTBO “IHCTHTYT iHDOpMaiiiHux Texnomoriit” (AT "IIT"), m. Xapkis, Ykpaina.
E-mail: gorbenkou@iit.kharkov.ua
Awnron OsekciifayK, A.T.H., HAIOHATBHUI TexHiuHNi yHiBepcutet Ykpainu "KIII", (HTYY "KIII"), m. Kuis , Ykpaina.

E-mail: alex-dtn@ukr.net

Brnamucna TiMueHKo, CTyIeHT (aKyabTeTy KOMIT IOTEPHUX HayK, XapKiBChbKHI HamioHanbHUI yHiBepcureT iMeHi B.H. Kapasina,

M. XapkiB, YkpaiHa.
E-mail: tvlad.tyma@gmail.com

MMoTokoBuii mudpp "Crpymox".

AHoTamiss. Y poOoTi mpeacTaBieHi OCHOBHI pe3yJabTaTH PO3pOOKM HOBOTO reHeparopa KirouiB « CTpyMOK», iKMW HNpPOTIOHY-
€ThCS B SIKOCTI KaHAMJaTa Ha HALlIOHAIBHUH CTaHAApT CHMETpH4YHOTo mubppyBanHs Ykpainu. «CTpyMok» nmobymoBaHuil Ha
cxemi SNOW 2.0-like renepaTtopa nigcymoByBaHHs. 30ijblleHa JTOBKHHA CEKPETHOTO KIIIOYa 1 BEKTOp iHilianizamii J03Bos-
I0Th HAJIHO BUKOPHCTOBYBAaTH IIU(P MOTOKY HABITH 3 ypaxyBaHHSIM METOMIB KBaHTOBOTO KpumnTorpadidHoro anamizy. Ha
BimMminy Big SNOW 2.0 «Strumok» mpusHadeHUil 1Is BUKOPUCTAHHSA B OUIBII MOTYXHHUX 64-pOo3psSAHHX OOYHCIIOBATBHHUX
cuctemax. [IpoBeeHi MOPiBHAIBHI TECTH MOKa3any, mo «Strumok» Ha 32-po3psaHUX 0OYUCIIOBAIBHAX CUCTEMAaX TaKOX IO-
Ka3ye xopori pe3ynbTaTd. [IpeactaBieHi OCHOBHI IEPETBOPEHHS 1 OKpeMi pe3yIbTaTH AOCIiIKEHHS MPOAYKTUBHOCTI MU y-
BaHHsI, PO3TJIHYTO TeHEpaTop, sKiil 3abe3neuye GpopMyBaHHs MOTOKY KJIIOYIB 31 MIBHIKICTIO, 110 nepesurnye 10 I'GiT / cek.

Kiwuosi cioBa: mudpyBaHHs; MOTOKOBUH MHADP; CHHXPOHHUHA TeHepaTop KIIOYiB; IICEBIOBHUITIAIKOBA ITOCIIIOBHICTb.

13


http://www.dl.begellhouse.com/journals/0632a9d54950b268,1d6bd5216f4ffadf.html
http://journals.uran.ua/eejet/issue/view/5957
mailto:mkarpinski@ath.bielsko.pl
mailto:gorbenkoi@iit.kharkov.ua
mailto:kuznetsov@karazin.ua
mailto:gorbenkou@iit.kharkov.ua
mailto:alex-dtn@ukr.net
mailto:tvlad.tyma@gmail.com

ISSN 2519-2310 CS&CS, Issue 1(9) 2018

Penenzent: Hukonait Kapnunckuii n.17.1., npo¢., yausepcutet benbcbko-bsina, [lospa.
E-mail: mkarpinski@ath.bielsko.pl

Mocrynuna: ®espans 2018.

ABTOpBI:

WBan 'op6enko, a.T.H., mpod., XapbKOBCKUI HalMOHANbHEIN yHUBepcuteT MeHr B.H. Kapasuna, r. XaprkoB, YkpanHa.
E-mail: gorbenkoi@iit.kharkov.ua

Anexcannp Kysnenos, A.T.H., mpod., akaieMHK AKaJeMHd HayK NMpHUKIagHoW paguosnekTponuky, XHY mmenu B.H. Kapasuna,
r. XapbkoB, Ykpauna. E-mail: kuznetsov@karazin.ua

IOpnii 'opbenko, x.1T.H., AT “HucTuTyT NHbOpMannoHHbIX TexHosmorui” (AT "UUT"), r. XappkoB, YkpanHa.
E-mail: gorbenkou@iit.kharkov.ua

AHTOH AJiekceiluyK, JI.T.H., HAIIMOHAIBHBIM TeXHUUECKUH yHUBepcuTeT Ykpauus! "KIIA", (HTYY "KIIN"), r. Kues, YkpauHna.
E-mail: alex-dtn@ukr.net

Bragncnas TuMYeHKo, CTyAeHT (aKylbTeTa KOMIIBIOTEPHBIX HayK, XapbKOBCKMI HalMOHAJIbHBIA yHuBepcuteT nMeHd B.H. Kapa-
3MHa, I'. XapbKoB, YKpauHa.

E-mail: tvlad.tyma@gmail.com

HotokoBbiii mupp "Crpymox".

AHHoTanus. B paboTe npeacraBieHbl OCHOBHBIC PE3YJbTaThl pa3pabOTKH HOBOTO reHepartopa kioueil «CTpyMOK», KOTOPBIH
IpeJyraraeTcs B KauecTBe KaHANWAaTa Ha HAIMOHAJBHBIA CTaHAAPT CUMMETPUYHOTO N poBaHus YKpauHbl. «CTpyMOK» HOCT-
poeH Ha cxeme SNOW 2.0-like renepaTtopa cyMMHpOBaHUsA. YBEIUUYCHHAS IJIMHA CEKPETHOTO KIII0Ya M BEKTOP WHULIHATH3A-
LY TI03BOJISIIOT HAJEKHO NCHOIB30BaTh MIM(pP MOTOKA aXke ¢ y4STOM METOJ0B KBAHTOBOI'O KpHUNTOrpadguyeckoro anaimmsa. B
omimmune o SNOW 2.0, «CTpyMoKk» mpeaHa3Ha4YeH AJS HCIONb30BAaHUSA B 00Jiee MOIIHBIX 64 -pa3psOHBIX BBIYMCIUTEIBHBIX
cucremax. [IpoBelqeHHBIE CpaBHUTENBHBIE TECTHl MOKa3aud, 4To «CTpyMoOk» Ha 32-pa3psaHBIX BBIYMCIMTEIBHBIX CHCTEMax
TaKk)Ke MOKa3bIBACT XOPOIUME pe3yiabTaThl. [IpeacTaBiIeHbl OCHOBHBIE NTPeoOpa3oBaHUs U OTIEIbHBIC PE3yJIbTaThl HCCIIENOB a-
HUSI IPOM3BOAMTEIBLHOCTU HIM(POBAHUSA, PACCMOTPEH I'eHepaTop, obecneynBaroiinii GopMUpoBaHHE MOTOKA KIIOUEHl CO CKO-
pocThio, npepbimaroimeii 10 ['ouT / cek.

KuroueBnble ciioBa: HJI/Id)pOBaHI/Ie; ITOTOKOBBIN I_III/I(bp, CPIHXpOHHLIﬁ TE€HEpaTop KJ'[IO'-Ieﬁ; HCCBL[OCJ'Iy'-{afIHaﬂ oCJICA0BATC/IbHOCTD.

14


mailto:mkarpinski@ath.bielsko.pl
mailto:gorbenkoi@iit.kharkov.ua
mailto:kuznetsov@karazin.ua
mailto:gorbenkou@iit.kharkov.ua
mailto:alex-dtn@ukr.net
mailto:tvlad.tyma@gmail.com

ISSN 2519-2310 CS&CS, Issue 1(9) 2018

UDC 681.142.01

A CONCEPTION FOR COMPARISON OF INTEGER DATA
REPRESENTED IN A RESIDUE NUMBER SYSTEM

Viktor Krasnobayev?, Sergey Koshman®, Alina Yanko?, Sergey Moroz®

1V, N. Karazin Kharkiv National University, 4 Svobody Sq., Kharkiv, 61022, Ukraine
v.a.krasnobaev@gmail.com, s_koshman@ukr.net
2 poltava National Technical Yuri Kondratyuk University, 24 Pershotravnevyi Av., Poltava, 36011, Ukraine
al9_yanko@ukr.net
% Kharkiv Petro Vasylenko National Technical University of Agriculture, 19 Rizdviana St., Kharkiv, 61052, Ukraine
frost9i@ukr.net

Reviewer: Sergii Kavun, Doctor of Sciences (Economics), Ph.D. (Engineering), Full Prof., Kharkiv University
of Technology “STEP”, Kharkiv, 61010 , Ukraine
kavserg@gmail.com

Received on March 2018

Abstract: The methods for comparison integer data that are represented in the residue number system (RNS) are de-
scribed. The method of arithmetic comparison of integer data is developed, which improves the accuracy of pro-
cessing of information presented in the RNS. The developed mathematical model and the method of precise arithmetic
comparison of data in RNS, which are based on obtaining and using the positional feature of the non-position code,
provide maximum reliability of the result of comparing numbers with a minimum amount of equipment of the com-
parator. The use of the developed method makes it possible to increase the efficiency of the operation of specialized
computing devices in the RNS. Based on the developed method, a device was synthesized for the implementation of
the comparison process in the RNS to which the patent of Ukraine was obtained, which confirms the novelty of the
world and the practical significance of the results of this article.

Keywords: data processing system; residue number system; arithmetic integer comparison of data; accuracy
processing of data; nulevization of number.

1 Introduction

As is well known, the prime advantage of a position-independent residue number system (RNS)
is the possibility to organize the process of fast processing of integers. The use of RNSs makes it
possible to create methods and digital hardware of computer systems that improve user efficiency in
solving definite classes of problems in which the operations of integer arithmetic addition, subtrac-
tion, and multiplication are applied. This is reached owing to the use of RNS properties such as in-

dependence, equality, and small length of residues whose totality {ai} represents a number

Ans =@ lla, ll...1la, lla lla,ll...1la,) in terms of n bases (moduli) of a given position-
independent number system [1,2].

The need for solving a wide class of problems containing logical operations (for example,
the operation of comparison Ans =@ llay ... lla, lla |, Il 11a,) and

Bans = (0B 110, [ 11 B, 1B ||, 1] ... 1IB,), which often occurs in control problems) along with arith-

metic integer operations by a computer system that processes integer data (CSPID) and perform op-
erations on RNS numbers reduces the overall efficiency of using a position-independent number
system. This is stipulated by a considerable (in comparison with the execution of the above-
mentioned arithmetic modular operations) time of execution of the data comparison operation in
RNS. Therefore, the investigation and improvement of the existing methods and algorithms for
hardware implementation of the operation of arithmetic comparison of data in RNS and also the
development of new ones is an important and topical scientific and applied problem of crea-
tion of CSPIDs.

© Krasnobayev V., Koshman S., Yanko A., Moroz S., 2018 15
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2 Methods for comparing numbers in a residue number system

As is well known, there are three groups of methods for comparing numbers in RNS [3,4]. The
methods of direct comparison belong to the first group. They are based on the transformation of
numbers A, and Bg from an RNS code into the positional binary number system (PNS)

Aps =0, ..y and Bu =f,. B, ... B (p is the digit capacity of the numbers A, and
Beys) and their further comparison using binary positional adders. The methods based on the prin-
ciple of nulevization belong to the second group. The procedure of the process of nulevization con-
sists of the passage from the initial number A, =(a,lla,|l...1la,, 1la lla.,Il...Ila,) represented in
an RNS to a number of the form A®_ . =[0]|0]|...||0]| y*<']. With the help of the value of
ys) the numerical interval [ia, My (Ja,, +Dm,) is determined that contains the number Ag .
The nulevization of the number B =(b, IIb, ||...[I1bB, 1B [IB,,Il...IIb,) is similarly performed,
whence we obtain the values of »{*»). In this case, the value of »{*») determines the numerical
interval [j _m,, (Jg +1)m,) that contains the numbers Bg. The result of the operation of
arithmetic comparison of the numbers A, and B, in RNS is determined by comparing the ob-
tained values of (") and y{") or the values of the corresponding quantities j, 1 jo__ (s,

n-1
jBRNS = 0’ Hmi )
i=1

The methods based on the determination of existing features or additional formation and use of
special indicators of a number in RNS, i.e., the so-called position signs of a position-independent
code (PIPIC) in RNS belong to the third group. Such signs (for example, a rank r of a number) con-
tain information on the values of the numbers being compared and can be used for determining the
value of a number in RNS. The use of PIPICs makes it possible to reduce the time of execution of
the data comparison procedure in RNS in comparison with the first and second groups of methods.

The main drawback of the existing fast methods of arithmetic data comparison in RNS that are
based on the use of PIPICs is the impossibility of ensuring the maximum accuracy in all cases

of comparison of two numbers (A, and Bg). This circumstance stipulates the obtainment
of an uncertain result of comparison of numbers. The objective of this article is the develop-
ment of a method for exact arithmetic comparison of two  numbers
As =@ 113l Nl 18 18, |l lla,) and Bgys = = (b IIb, II... [10_y 1B 1By, 11 ID,) in RNS
on the basis of using PIPICs. The use of the proposed method of exact comparison of data will
make it possible to reliably determine the result of the operation of arithmetic integer comparison
of two numbers in RNS.

3 Method and algorithm for arithmetic comparison of numbers in RNS

We will briefly consider the essence of an existing method of arithmetic comparison of numbers
Ans =@ lla, ll..llalla lla,ll..lla,) and Bgs = IIb, [l...IIb 1B |lb,[l...Ilb,) in RNS on
the basis of using PIPICs. Let an RNS be specified by a collection {m}, i =1,n of pairwise primes.
The greatest common divisor (GCD) of any pair of bases m; and m; (i, j =1,n; i=j)isequal to
one, i.e., GCD (m;, m;) = 1. For the sake of generality, we will consider that the RNS is ordered,
i.e., m; <m,,. The essence of the well-known method consists of the formation and use of PIPICs
on the basis of constructing a special code (SC) for each of the numbers A and Bg, being com-
pared. In this case, for an arbitrary module m,, the RNS for the numbers A, and B, being com-
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pared is formed by a special code of the form K{'* ={Zs) Z{fws) | 7 )7 Ame) 7 (Ane)} - and
KI(\lnB) — {Z’(\‘BRNS:L) Z’(\IBRNSZ) ZéBRNS) Zl(BRNs) ZéBRNS)}.
The locations of zero bits K and K{) in the SC are determined by the PIPICs n, and n,

of the numbers A, and B, respectively. The procedure of determining an SC is described in [5]

in detail.

To understand the essence of the proposed comparison method, we will consider a geometrical
interpretation of the process of comparison of two numbers. Figure 1 presents the scheme of parti-
tioning a numerical interval [0, M) corresponding to the range of representation of the numbers

Ans =@ lla, ...l Il llag, ... 11a,) and Bgys = IIb, ... 1106, 1B |Ib., |I...[|b,) being com-

pared, where M =Hmi. This numerical interval [0, M) is divided into N, equal intervals
i=1
[jm,, (J+2)m;) of length m,. The operation of transformation of the numbers A, and B, being

compared by the use of the so-called nulevization constants KH;fRNs)z(ai'||a'2||...
~laslallag, lllla) and  KHZ™) = (b 115, |||y 15 116yl 11,)  to  the form

Ay = Ans —KHE™ = (@ [la, || [l 18 lla - l1a,) =@ l1a, Il lla 1a g, Il lla,) =
=[a® 1 ||...l1a% 10]|a® |I... llal"] and B,, = Bus — KHy™ = (115, ...
B B B e IDy) = (1B, I 1y 1 1B 1] 1Ty ) = [0 1B 1] TS 11011 B 1. 1]
is equivalent the shift of these numbers A, and B, to the left edges of the corresponding numer-
ical intervals [jm,, (j,+Dm,) and [j,m,, (j,+1m,) of their location, which corresponds to the re-
duction of them to numbers A, and B, that are multiple of the ith module m; of the RNS. Then
numbers j, =n, and j, =n, of these intervals are determined that, in this case, are position signs
of a position-independent code in the RNS.

| j=0 j=1 j=2 j=N-1 j=N—2L
’ e >e e . e . > >}
m; 2-my 3m L jm (j+D)m o (N =D)-m M=Np -m

Fig. 1 — Scheme of partitioning a numerical interval [0, M) into equal intervals
for an arbitrary base m. of RNS

4 An indicator of an estimate for the accuracy of comparing numbers in RNS

As is well known, the most important characteristic of the process of comparison of numbers is
the comparison accuracy W,, . In the general case, the accuracy W, of comparison of two numbers

Aws =@ 1ay Il lla Il [Tag, Il 11a,) and By = (b [1b, II... 116 [1B 1B, 1. 11b,) in RNS de-
pends on locations of intervals [jm, (j,+1)m.) and [j,m,, (j, +1)m.) of these numbers on the nu-
merical axis 0+ M , i.e., on the numbers j, and j, of ranges of these intervals. If j, # j,, then the
accuracy W, of comparison of two numbers A and Bgy, depends only on the locations of the
intervals [jm., (j,+1)m.) and [j,m, (j, +1)m.) on the numerical axis 0+ M . The process of com-
parison of two A, and B, is as follows. If Ay, >Bg, and if j, < j,, then Ay <Bgy- If
=, then Agg = Bgys . In this case, the comparison accuracy W, —depends only on the range of
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the interval [jm;, (j, +1)m,) of location of the numbers A, and B, i.e., on the value m, of an

RNS module. Proceeding from the aforesaid and also from the geometrical interpretation of the
comparison process, it is obvious that, in the above case, the comparison accuracy W,, in RNS can

be estimated using the relationship
W, = - &)

Note that, for an arbitrary value m; of an RNS module, the amount of equipment N, of the de-
vice for comparing two numbers A, and B, that mainly depends on the amount of the equip-
ment of two groups of adders entering in it and implementing the operations A, —K,-m; = Z,&iﬂ“s)

and B, —Kj-m, =Z) is defined as follows:

n-1
N, =T 1m.. @)
k=1;
ki.
n-1
For large sizes of digit grids of CSPIDs, the value of N, = l_lmk can be rather sizeable.
k=1;

k=i,

Let wus consider the process of comparison in the case when numbers
Ans =@ lla, ll..llalla lla,ll..lla,) and Bgs =@OIb,Il...I1b, b [[b,Il...I[b,) are in one
interval [jm;, (j+1)m,), ie., j,=j,=] (A, =B, =]-m,). Proceeding from the aforesaid, for this
case of comparison, the numbers A, and B, will always be equal to each other, which is contra-

ry to the facts in the majority of cases. To obtain a reliable result of comparison, the procedure of
comparison of the numbers A, and By should be additionally organized within the numerical

interval [jm,, (j+1)m.) itself to which they belong. To solve this problem (with allowance made
for the dependence on the magnitude of the module m,being used), we will consider variants of

arithmetic comparison of numbers in RNS specified by an ordered collection {m.} (i =1,n) of ba-

ses.
Variant 1. m, =m, =max. In this case, the accuracyW,, of comparison in RNS is determined

by the length m_ of the interval [jm_, (j+1)m,), and it this length that will be minimal (see rela-
tionship (1)). In this case, the amount N, of the equipment of the device for the comparison of two
Ans numbers is minimal and is defined by the following expression:

n-1
Nmn = Hmk ' (3)
k=1
Variant 2. Let m, =m, =min. In any RNS, we have the minimum possible value of the module
m; =m, =2. In this case, the maximum comparison accuracy W,, =1/2 in the RNS is provided

that is determined by the minimum value m, =2 of the length of the interval [jm, (j+1)m,). In
this variant, the amount of the equipment of the device for arithmetic comparison of two numbers

Acys @nd Bgyg in RNS is maximum, N, =] ]m,.
k=2

Since the minimal value of a module for RNS is defined as m, =m, =2, it is obvious that, for
both the first and second variants of comparison, the maximum accuracy W, ., =1 of comparison of
two numbers A, and B, cannot be reached. Hence, a method for arithmetic comparison should
be developed whose result would be determined with the maximum accuracy W, =1 and, at the

same time, a minimum amount N_. of the equipment of the comparing unit would be provided,

n
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i.e., the implementation of the functional F,, =W, (N,) should be provided. For this method of
arithmetic comparison of two numbers in RNS, which provides the implementation of the function-

al F_ , two conditions (requirements) should be fulfilled. The first (main) condition consists of en-

opt. !
suring the maximum comparison accuracy. In this case, the amount of equipment of the device for
comparing two numbers ( Ay and Bg,s) will be maximum (formula (2)). The second (secondary)

condition consists of providing a minimum amount N . of the equipment of the comparing device,

whenever possible.

In the proposed new method of arithmetic data comparison, the above requirements are imple-
mented as follows. First, the implementation is performed by choosing the maximum RNS base
value m. =m_, =max. In this case, the numerical interval [0, M) contains the minimum number of

equal numerical intervals [jm_, (j+1)m, ) (see Fig. 1) and thereby provides the fulfillment of the

min

n-1
condition of the minimum amount N, = l_lmk =min of the equipment of the comparison device.
k=1

Second, the method for comparing two numbers A.,.=(a,lla,ll...lla,llalla,ll..lla) and
Bans =0 1B, []...11B 1B |l b, |] ... [|b,) that are represented in RNS and belong to one numerical
interval [jm,, (j+1)m, ) must contain an additional procedure of comparison of residues a, and b,
of these numbers to the maximum RNS module m, =m, = max. In this case, the maximum compar-

ison accuracy W, =1 is reached, namely, right up to unit length intervals, and the functional F,
n-1

reaches its optimum (W_, =1 and N =1_[mk ). In this case, the residues a, and b, are com-
k=1

pared simultaneously with the process of formation of SCs.

5 Algorithm for exact arithmetic comparison of two numbers in RNS

When the values of a,, b, n, and n, and also the procedure of comparison of two numbers
Arns =@ llay Il lla g 18 lla, Il |la,) and Bgys =(by [k, [l [1b_y 1By (1B, I 11b,) are known,

the algorithm of exact arithmetic comparison of two numbers in RNS can be represented in the form
of the analytical relationships

Apys = Beys o 1T [(N, =ng) A (8, =b,)]; (4)

Anys > Bgys o I
{(ny>ng) vI(n, =ng) A(a, >b)1}; ®)

Anys < Bgys o If
(N, <ng) vI(n, =ng) A(a, <b,)]. (6)

The algorithm of exact arithmetic comparison of numbers (4)—(6) is used in the method of exact
arithmetic comparison of two numbers ( A, and Bg,) in RNS. The essence of the method is as

follows.
1. Represent the numbers Ay =(a,lla, ... ...llallalla,ll...[la,) and Bgg =0 (Ib,]l...

LB b (b, |l...]|b,) being compared in RNS.

2. Based on the values of a, and b, , choose nulevization constants of the form KHrﬁq’:ﬂNs) =
=(@llall..lalalla, I 1a,) and KH= = (b [Ib, [|... by 1B by, II... [Ib,) . Simultaneous-
ly compare the values of the residues a, and b, of the numbers A, and Byg,.

3. Determine the values of 4, and B, multiple of the value of the RNS module m, as follows:
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An, = Ars —KH™ = (a,la, [l lla e, - lla,) — (a3, |l
e e la Il lay) =[a® lag” |I... [l la® flaga |l... 10T

i+1
By, = Brs — KHy™ = (B 10, |- By 1B 1By [ 116,) —
— (B 11, [ 1By I1B i - l10) = [0 1657 1. (1B 1B 1B II... 110

4. Using adders, the collection of constants 0, m_,..,(N-1)-m , and the formulas
A, —K,-m =2z and B, —Kg-m, =Z&>) determine the SC components Z{* and Z (%)
that are represented in the form KW ={Z{w) Z{e) . 7wz e) 70} gy
Ko =25 24 . 7500 2500 2450},

5. Based on the obtained values of the SCs KW ={Z{™s) Z{we) .. Z{He)z{) 7w}y
Ko = ={Z@™) Z\) .. 237 Z{P) Z;%<'}, determine the values of the SC bits for which the

conditions Z{") =0 and Z{* =0 are satisfied. Find the quantitative values of n, and n, of

PIPICs.
6. Determine the final result of arithmetic comparison of the numbers 4, and B, according to

relationships (4)—(6).

Based on the presented method, a device is developed that implements the process of comparison
in RNS, and the patent of Ukraine for this device is acquired [6]. This fact confirms the practical
importance of the results of this article.

6 Conclusions of research

In this work, a method is developed for exact arithmetic comparison of data represented in RNS.
The method is based on the obtainment and use of PIPICs and maximizes the validity of the result
of comparison of numbers in RNS. It is recommended to use it when the operation of arithmetic
comparison of data is implemented in hardware in CSPIDs operating in RNSs.
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KoHuenuisi nopiBHsAHHS Ii109MCIOBUX JaHHX, 110 NPEACTABJICHI Y CHCTeMi 3a/IMIIKOBUX KJIACiB.

AHoTanisi. OnucaHo MeTOIM MOPIBHSIHHS [UIOYHNCIOBUX JaHUX, SIKi IIpecTaBiieHi y cuctemi 3anmumkoBux kiaciB (C3K). Po3pobie-
HO METOAMKY apU(pMETHYHOro MOPIBHSAHHS IIJIOYHCIOBUX AaHHX, sKa MiJABUINYE TOYHICTH 00pOOKH iH(OpMaLii, mpencraBaeHoi y
C3K. Po3pobneni MareMaTn4Ha MOJEb i MeTO TOUHOTO apudmeriyHoro mopiBHsHHs qanux y C3K, siki 3acHOBaHi Ha OTpUMaHHI
Ta BUKOPHCTAaHHI MO3UIIHHOTO O3HAaKH HEMO3UIIIHHOTO KOAy, 3a0e31edyloTh MaKCHUMAIbHY JOCTOBIPHICTh pe3yiabTaTy MOPIBHSHHS
YHceNl IpU MiHIMaIbHIA KIJIBKOCTI 00JagHAHHS NMPHCTPOIO, L0 MOPiBHIOE. BUKOpUCTaHHA PO3pOOIEHOr0 METOLY J03BOJISE MiABH-
IIATH e(EeKTUBHICTh (YHKIIOHYBAHHS cliemianizoBaHux obGuuciroBansHuX mpuctpoiB y C3K. Ha mincrasi po3pobieHoro Merony,
CHHTE30BaHO MPUCTPiil s peamnizauii nmpouecy nopiBHsHEA y COK, Ha sfiKke oTpUMaHO HaTeHT YKpaiHW, IO MiATBEPIKYE CBITOBY
HOBH3HY Ta MPAaKTHYHY 3HAYUMICTh pE3yIbTaTiB JaHOI CTATTi.

KuirouoBi ciioBa: crctema oOpoOKH JaHHX; CHCTEMa 3aJIMIIKOBUX KJIACIB; [IIOYHUCIIOBE apu(pMEeTHIHE TOPIBHAHHS JaHUX; TOUHICTh
00pOOKH JTaHUX; HYJCBI3allis YHCIA.
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Konuenuus cpaBHeHHS IeJI0YNCIEHHBIX TAHHBIX, MPEICTABIEHHBIX B CHCTEME 0CTATOYHBIX KJIACCOB.

AnHoTauusi. OnucaHbl METOIbI CPABHEHHS IIEJIOYMCICHHBIX JTAHHBIX, KOTOPbIC MPE/CTaBICHbl B CHCTEME OCTATOYHBIX KIIACCOB
(COK). Pa3paboTtana meToanka apu()METHIECKOTO CPABHEHUS LIEIOYNCICHHBIX TAaHHBIX, KOTOPas MOBBIIIAET TOYHOCTH 00PaOOTKH
nHpopmarmu, npencrasinenHoit B COK. PazpaboranHble MaTeMaTH4ecKass MOJEIb ¥ METOJ] TOYHOTO apU(METHYECKOTO CPaBHEHHUS
naHabiX B COK, KOTOpBIC OCHOBaHBI Ha MOJIYYCHHH U HCIIOIb30BAHUH MMO3UIMOHHOTO MPU3HAKa HEMO3HIMOHHOTO KO/a, obecredn-
BaIOT MaKCHMAJILHYIO IOCTOBEPHOCTh pe3yJibTaTa CPABHEHUSI YHCEN IIPU MUHUMAITBEHOM KOJIMYECTBE 000PYA0BaHHs CPABHUBAIOILETO
yerpoiictBa. Vcnonb3oBaHus pa3pabOTaHHOTO METO/a MO3BOJISET TOBBICHTH 3 ()eKTHBHOCTh (pyHKIMOHUPOBAHHS CIICHUAIN3HPO-
BaHHBIX BeIYUCIUTENbHBIX yeTpoiicTB B COK. Ha ocHOBaHMHM pa3paOOTaHHOTO METO/A, CHHTE3MPOBAHO YCTPOHCTBO IS peaan3aiin
npouecca cpaBHenus B COK, Ha koTopoe moiyueH naTeHT YKpauHbI, YTO MOATBEPXKJaeT MUPOBYIO HOBH3HY U MPAKTUYECKYIO 3Ha-
YUMOCTb PE3yJIbTaTOB JAHHOI CTaThH.

KiawueBsble cioBa: cucrtema 00paOOTKH JaHHBIX; CHCTEMa OCTAaTOYHBIX KJIACCOB; LEIOYHCICHHOE apH(MeTHYecKoe CpaBHEHHE
JTAHHBIX; TOYHOCTh 00PabOTKH AaHHBIX; HYJICBH3AIMs YHCIIA.
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IMoctynuna B mapre 2018

Annomayusa. Llenvlo cmamvu A615emcsi 0O3HAKOMIEHUE ¢ OCHOBHBIMU NPOYEOYPAMU AOANMUBHO20 MATIOPECYPCHOO
anzopumma cme2anozpauyueckoli 06pabomKu u300pa)cenuti u 0COOeHHOCMAMU CO30AHUA €20 IKCNEPUMEHMATLHOL
NnPOSPAMMbBL ¢ ROOOEPICKOU epaghuueckoeo unmepgetica (MoOUIbHO20 npunodcenus,). Ilpednodcennas eepcust npo-
2pammbl OPUEHMUPOBAHA HA YOODCMBO ee UCNONb306AHUS HA MOOUNLHLIX NAAMPOPMAX NOO YRPasieHUueM onepayu-
onnoti cucmemuvt (OC) Android. Paspabomannsiili a0anmuenwlii a1eo0pumm 6 py4HOM U A6MoMAMuYecKkoM Pexrcumax,
n0360/15€m: - onpeodenams MeKywull Cmamyc annapamuo2o obecneyenus (MOOUIbHOU NAAMPOPMYL); - YUUMbIBAMb
ocobeHnocmu 06pabamvi8aemMvix OAHHBIX (MUNbI U30OPANHCEHUL CTHe2AHOKOHMEHEPA U CIe2AHOKOHMEHMA), - KOp-
PpeKmuposams napamempsbl pabomvl OCHOBHbIX NPOSPAMMHBIX MOOYIel UCCIe008aMeNbCKO20 CMe2AH0AI0PUMMA
(6n0Ka nepeuunoll 0OPAbOMKU EXOOHBIX OAHHLIX (U300padCeHUl]) U OIOKA CHeYUATbHbIX NPeodPaA306anull — cmeaa-
HOMOOYNA). Kpome moeco, npoananusuposanvl u opyaue napamempvl 06pabomu usoopadicenui, uMeouux Heno-
cpedcmeentoe GIUAHUE HA 6bIYUCTUMENbHYIO CILONCHOCIb 6Ce20 AN2OPUMMA U KAYeCmeo GU3yanu3ayuu uzoopasyce-
HUTl KOHMeUHepo8 U CMme2aHoKoHmenma. Paccmompennas eepcusi ancopumma  AGIAEMCs UCCIe008amenbCKol u
cyarcum cpedcmeom obecneyenus 6e30NaAcHOCU NEPCOHANbHBIX OAHHBIX (8 OaHHOM cayuae epaghureckoli uHgopma-
yuu) noavsosamereil, npexcoe 6ce2o, MobUNbLHLIX 2adicemos. OCHOBHbIE CEOUCMBA CUHMEIUPOBAHHO2O ANICOPUMMA
NO360AI0M KIACCUPUYUPOBAND €20, KAK NPOSPAMMHOE CPeOCmE0 00ecnedeHus Cme2aHoepaduueckoll 3auumslt, 10-
Kanu308anHoe 0/1a YCio8ull 6Hympuxkaopogou oopabomxu uzobpascenuil. Ilpedcmasiennas eepcus aneopumma mpe-
byem e20 danvHeuuwez0 CoBePUEHCMBOBANUs U UMeem c80ell 2NABHOU Yenblo NOOMBEPOUMb NPABUTLHOCHIL BbIOPAH-
HbIX MEmo0os 00pabomku OaHHbIX U cmpamezuu co30aHUs NOAb308AMeNbCKO20 UHmepghelica cooOmeemcmayouezo
MOOUNLHO20 NPUNOHCEHUS.

Knioueswvie cnoea: obghyckayus; koouposanue ¢ npeobpazosanuem; 30HaibHoe KOOUposaHue; cmeeanozpagus.

1 BBeagenue

W3BecTHO, 4TO 0JJHUM U3 3((HEeKTUBHBIX HalpaBieHUN o0ecrieyeHns COKPBITHS (aKTa mnepeaadu
U XpaHeHHs WHPOPMAIIHH, SBIISETCS IPUMEHEHHE Pa3IMYHbIX cTeranorpadudeckux meronos [1-3].
B pamkax naHHON paboThl paccMaTpuBaeTcs LU(PPOBOE HaNpaBieHUE CTeraHorpaduu, JOKaIUu30-
BaHHOE B 00JIACTH M3y4YEHHs BO3MOKHOCTEH CHHTE3a MaJlOPECYpCHOT0 ajlrOpUTMa MHKAICYISIUU
CTaTHYECKHUX IU(PPOBBIX MOJYTOHOBBIX U300paKEHHI ([ajiee cme2aHOKOHMeHma) B IPYroe CTaTH-
yeckoe 1udppoBoe U300paskeHHe (Ianee cmecaHoKoHmeunep).

CyxeHue obnactu MCCIeAOBaHUN B HANpPaBICHUU CO3/IaHUS JETKOBECHOIO CTEraHOAJIroOpuTMa
00YCJIOBJICHO MPAKTHYECKUM HHTEPECOM CO3aHUsI COOTBETCTBYIOLIETO MPOrPAMMHOTO PEIIECHHS C
JpY’>KECTBEHHBIM HHTEp(deiicoM, OpUEHTUPOBAHHOTO ISl UCIOJIB30BAaHUS Ha Pa3IMYHBIX MOOUIIb-
HBIX yCTpoiicTBax (cMapT(OHBI, MIAHIIETH U T..). [IpeaBapuTenbHO, TaKOW alropuTM JI0JKEH
o0ecrnieunBaTh afaNnTalyio0 MapaMeTpoB cBoel paboThl K MmapameTpaM paboThl U XapaKTepUCTHUKaM
MOOHIIBHOH TUIATPOPMEI (B «asmomamuieckomy» pexuMe padoThl) WK YBEJIOMIISTH O CBOUX BO3-
MOXHOCTSIX (B «UHMEPAKmMueHOM» PEKUME) TIPU 00ECIICUCHUN TPEOYEMBIX XapaKTePUCTHK (POPMHU-
PYEMOTO CTEraHOKOHTEHTa B CJIOXKHMBIIMXCS YCIOBHSX PECYPCHBIX OrpaHUYEHHI rajpkera (Konmde-
CTBO M BBIYHCIIUTEIIbHAS CIIOKHOCTh PAa0OTAIOIINX aKTUBHBIX MPHUJIOKEHHI/3a/1a4, TEKyIIasi TeMIIe-
parypa, (pakTHYEeCKUH 3aps BCTPOSHHOW akKyMmyJsiTopHoi Oatapeu (AB) u T.m.). Ilox yBenomure-
HUEM CBOMX BO3MOXKHOCTEW Clie[lyeT MOHUMAaTh Npolecc HHHOPMUPOBAHUS MOJIB30BATENS Ta)KeTa
0 pacuUeTHBIX MapaMeTpax ero padoTel (00beM 00padaThIBAEMOT0 KOHTEHTA WM BpeMsi 00pabOTKH)
JUIS TEKYIIMX XapaKTEepUCTUK 00pabaThiBaeMbIX M300pa)keHHH (paspelieHne M300pakeHU U ux
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KOJINYECTBO) IPU TPeOYeMOM ypOBHE 00€CIIeYBaEMON CKPHITHOCTH MHKAIICYIUPYEMOT0 KOHTEHTA.

CHmxeHne oO0IIel BBIYUCIUTEIBHOM CIOKHOCTH CTETaHOAITOpPHTMA (0COOeHHO npu nakemHou
06pabomke OanHbiX) UMEET CBOCH LENbI0 00eCIeYeHNe YCIOBUI Ul €ro MOCIEAYIOIIEro npumMe-
HEHUSl B COCTaBe MPOrPaMMHOr0 OOecleyYeHHs! Pa3iMYHbIX MOOMIBHBIX IUIaTGopM (TaKEeToB), C
IIPUCYIIMMH UM KaueCTBaMHU U OCOOEHHOCTSMU: 1 — MOCTOSIHHOE M3MEHEHUE TEKYIIEr0 YpOBHS 3a-
psina BctpoeHHOM Ab, B TOM uuciie W3MEHEHHE MacMOPTHBIX XapaKTepUCTUK pabdoTel Ab mo mpu-
YHHE ee U3Hoca (cTapeHus); 2 - MOAJIEPIKKa PeKUMa MHOT033/IaYHOCTH P paboTe ¢ MOOMIbHBIMU
MIPUIOKEHUSAMU; 3 - HEPAaBHOMEPHOCTDh B paclpeelIeHUH UMEIOIINXCSI BEIUMCIUTEIbHBIX PECYPCOB
IIPU OTHOCHUTEIIEHOM «PaBEHCTBE» JOCTYIIA K pecypcy 6opToBoit Ab mexay:

a) HCIIOJIb3YEeMbIMH MOOWJIBHBIMU MPUIOKCHUSIMU (AKMUBHBIMU NPUTLONCEHUIMU U
3a0a4amu 8bINOIHAEMbIX 8 YOHOBOM pedicume (C NPUOPUMEMOM 8 OOCIYHCUBAHUU
CEPBUCOB PealibHO20 8PeMEHLL));

0) MMEIOIIMMHUCS aNmapaTHBIMA MOJIYJSIMH CaMOTO TaJpKeTa (Hanpumep, MOOYIAMU
becnposoonoti cessu (Wi-Fi wiu Bluetooth), axmueayus gpynkyuii «paboma c
2APHUMYPOU» UTU «POHAPUK» U M.N.);

4 - y3MeHeHue nmapaMeTpoB (YHKIIMOHUPOBAHUS OTACNBHBIX alapaTHBIX 3JIEMEHTOB MOOWIIb-
HoW tutardopmbl (Hampumep, usaydaemort MormrHoctd Wi-Fi Moayssl) M aKTUBHBIX MPHIIOKCHHMA
[PU JTIOCTH)KEHUH KOHTPOJIBHBIX (npedycmanosenennvix) 3HadeHuit paspsaaa Ab.

[IpuMeHUTENBHO K OYEpUEHHOM MpeAMETHOM 00JacTH, 3aJadyy MOXHO c(OpMyIHpOBaTh Tak:
— Kakoil 00beM CTEraHOKOHTEHTA C PAa3IMYHOM CTEMEHBIO €r0 CTOMKOCTU K OOHAPYKEHUIO U JEKO-
JTMPOBAHHUIO MOXHO C(OPMHUPOBATH TPU Pa3HBIX MapaMeTpax/ycioBUsIX paboThl rajpkeTa (mun 3a-
NYWEHHBIX NPUILOdNCEeHULL, meKywee cocmosnue bopmosoil AB u m.n.). llenu Takux U3bICKaHUN OYe-
BUJHBI — 3TO aBTOMaTuyeckoe (OpMUPOBAHHE PEKOMEHJIOBAHHBIX 3HAYCHHUU MapaMeTpOB pabOTHI
creraHoanroputma (0cobenno 6 pescume nakemuoi 0opabomky OaHHbIX) B 3aBUCHMOCTH OT TEKY-
IIMX XapaKTePUCTUK pabOThI rajpKeTa Uil e U3MEHEHHUE MapaMeTpoB pabOThl CaMOro YCTPOHCTBA
IUISL TOCTIDKEHUST TPEOyeMbIX XapaKTepUCTUK (kauecmea) pOpMUPYEeMOro CTEraHOKOHTEHTA.

2 OCHOBHAA YACTh

CoxkpriTe B HUPPOBBIX 00BEKTaX (B JaHHOM Cly4yae, MOJYTOHOBBIX M300pa)KEHMSIX) Kakoi-
a100 JIOTIOJIHUTENbHONM HMH(OPMAIMKM, BbBI3BIBAET HEKOTOPbIE MCKAKEHHSI OSTHX OOBEKTOB-
koHreitnepoB [1]. [Ipu cOamaHcHMpOBaHHBIX HACTPOMKAX COOTBETCTBYIOUIETO AITOPUTMa 00padoT-
KM, BO3HUKAIOIIUE NCKAKEHUS HAXOIATCS HUXKE MTOPOTa YyBCTBUTEIBHOCTH CPEIHECTATUCTUYECKO-
ro 4eJoBeKa, U HE MPHUBOJAT K BU3YaJbHO 3aMETHBIM HM3MEHEHMSIM/MCKQKEHUSM ITHX OOBEKTOB.
Taxum o6pa3zom obecrieunBaeTcst TpeOyeMblil 6agaHCc MEXy COXpaHEHHE THUIIOBBIX XapaKTEePUCTHK
UCIO0JIb3yeMoro rpapudeckoro ¢popmMara MpeCcTaBIeHHs JAHHbBIX, a TaK K€ KOJIMYECTBOM U UHTEH-
CHUBHOCTBIO HPOSIBICHUS PA3IUYHBIX apTe(dakToB M300paKEHWH, NArOIUX JUIIHUN MOBOA 3a1y-
MaThCsl, COOCTBEHHO, O MPUYMHE UX MosBIeHUs. OHaKo, B oU(PpOBaHHBIX 00BEKTAX, U3HAYAIBHO
MMEIOIUX aHAJIOrOBYIO IIPUPOAY, BCETAa MPUCYTCTBYET IIyM KBAaHTOBAHMsI, a IIPU BOCIIPOU3BELC-
HUU 3THX OOBEKTOB IMPOSBIIAIOTCS HEJIMHEHHbIE NCKaKEHUs, 00YCIIOBIEHHbIE OCOOCHHOCTSIMU all-
napaTHON YacTH, YTO CIIOCOOCTBYET AONOIHUTEIbHON MacCKUPOBKE COKPHITOM nHpopmanuu [2].

B ocHoOBe paccMmaTpuBaeMoro ajaropuTMa COKpbITHS WH(GOpPMAIMU JIEKUT BHYTPHUKAJPOBBIA aj-
TOPUTM CXKaTHsl N300pakeHNUH, OCHOBAaHHBIA Ha HCIOJIb30BAaHUM METO/A KOJUPOBaHHUA ¢ Ipeodpa-
30BaHUEM (JUCKpPEeTHOE KOCHHYcHOe mpeobdpazoBanue - [IKII) [4,5]. Mcnonb3oBanue coiictB JIKII
MO3BOJISIET BCTPAaWBaTh CTErAHOKOHTEHT (MOJYTOHOBOE M300paxeHue - 256 rpaganuii spkocTu) B
Marpuiy Kod¢puireHToB npeodpasoBanus [6] nzoOpaxeHus-konreitnepa. [Ipomenypa nHkancy-
JSUUU CTEraHOKOHTEeHTa (Ko3((UIMEeHTOB MpeoOpa3oBaHMsl CKPHIBAEMOI0 M300pa)keHus1), peau-
3yeTcs Mocie MpoBeIeH s celeKIMU K03 uimeHToB npeodpazoBaHus N300pakeHUsI-KOHTeHHEepa
[4,7]. s BoccTaHOBIICHUS HCXOIHBIX U300paXkeHHid BeinosHseTcs oopaTroe JIKIT (OAKIT) [5].

Hcnonp3oBaHue METOJIOB KOJAUPOBAHHUS C NMPeoOpa3oBaHUEM 00ECIeUHBAET MOTyYEHUE MaTpPHUIL
CHEKTPaJbHBIX K03 (pHiMeHToB (TpaHCcHOPMAHT), B KOTOPBIX OoJiblas 4yacTh KOA((ULIHUEHTOB JIH-
00 6mm3ku, 6o paubl 0. Kpome Toro, yuet cBocTB 3peHHUs YelaoBeKa [5], MO3BOISET ammpoKCH-
MHUpPOBaTh KO3 dULIMEeHTh 0€3 3aMeTHOM MOTepH KauecTBa BU3YyalIU3UPYEeMbIX n300paxeHui. s
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3TOTO UCIIOJIL3YETCSI CHCIUAIM3UPOBAHHBIN MEXaHH3M KBaHTOBaHUS K03 uimeHTos [3].

Craenyer OTMETHTh, YTO B JAaHHOM CIlyyae HMCIIOJIb30Balach CUMMETPUUYHAsSI CXeMa pealn3aluu
KOJMPOBaHUSI U300paXKCHUI KOHTEHHEpa W KOHTEHTa, T.e. B 000MX clydasx pasMmep cy0O0I0KOB
n300pakeHU OBl OJMHAKOBOM pa3MEpHOCTU. DTO HECKOJBKO CYXKaJO IHAana3oH BO3MOXHBIX
HACTPOCYHBIX BapHalMii CTEraHOAJITOPUTMA, HO HE MEHSUIO CYyTH HaOI0AaeMbIX mpoueccoB. s
OIMCAaHMS CYTH aJITOPUTMA JOCTATOYHO YAOOHO pacCMaTpUBATh €r0 OTAEIbHBIMU ITAlAMU:

1-# sram — genenue Ha OJOKH M CTIIAKUBAHUE MCXOIHBIX M300paskeHui; 2-if 3Tan — popMHUpOBa-
HHUE Cepuil MOJOOHBIX (UdeHmuuHbIX nO codepiicanuto) OIOKOB UCXOTHBIX U300paKCHMIA; 3-i dTar
— nposeaenue JAKII (g n3o0paxeHuii KOHTENHHEpa U CTEraHOKOHTEHTA); 4-i 3Tal — MPOBEIEHUE
MOIUGHUIMPOBAHHOTO 30HAJIBHOrO OTOOpa Kod(duuueHroB [7]; 5-i sram — BCTpaMBaHHE H
o0¢yckanus (BHyTpuOIOUHast U MexOnounas) koappurmenton JKII; 6-if aTan — pe3ynbTupyromas
00paboTka 1 (GOpPMUPOBAHUE MACCHBA «CIKATOI'0» CTEraHOKAIpPA.

OcHoBHO# 11enbI0 1-T0O 3Tamna sBIsSETCS YMEHBIICHNWE KOJMYECTBA BU3YAIbHO HE (PUKCHUPYEMBIX
HepernaioB APKOCTH IEMEHTOB HCXOIHBIX H300paxeHui [5]. J{is aToro m3o0paxeHus pa3oHBaroT-
cst Ha OJ0KM pasMepoM 3%3 3yeMeHTa, MOCHe Yero B KaKJA0M OJOKe OLIEHUBAETCs pa3HHUIA 3HAYe-
HUI LIEHTPalIbHOIO 3JEMEHTa C OCTaJIbHBIMU. B ciyyae ecnu mosrydeHHas pa3HMLA MEHbLIE ycTa-
HOBJICHHOT'O 3HaYeHHs rmopora 3arpyousienus (Pz), To 37eMeHT (IHMKCen) B 3TOM MO3UIMK 3aMelaeT-
Csl 3HAUCHHEM SIPKOCTH LIEHTPAJIBHOIO 3jeMeHTa (cM. puc.la). B pesyinbTare, mosnyyaem HOBBIE,
CrilaykeHHbIe u300pakenus (puc.10), yuuTsiBarone 0COOCHHOCTH JIOKAJTBHOTO pacipeiesieHus sp-
KOCTH 3JIEMEHTOB HCXOAHBIX N300paskeHUH JU1st Macku 3%3 371. DTOT IpUeM MO3BOJISIET YMEHBUIUTh
BBIYUCIIUTENFHYIO CII0)KHOCTD BCETO aJITOPUTMa Ha MOCIIEAYIONIMX 3Tanax ero paboTsl.

Ha BTOpOM 3Tamne ckpbiBaeMoe M300pa)keHHE AEIUTCA Ha OJOKM YCTaHOBJIEHHOI'O pa3Mepa W B
KaX/IOM M3 HHUX OMPEICISIOTCS 3JIEMEHThl ¢ MAKCUMAIBHBIM U MUHUMAJIbHBIM 3HAUCHHUSIMH SPKO-
cru. Jlanee B cocenHUX O0Kax M300pakeHHH (IPU MOCTPOYHOM 00XO0/E) ITH 3HAYCHUS MOCIEI0-
BaTEJIbHO aHAIM3HUPYIOTCS M €CIIH Pa3HOCTH MAaKCHMAIBbHBIX M1 MHUHUMAIIBHBIX 3JIEMEHTOB MEHBIIIE
YCTaHOBJIGHHOTO mopora 3arpyosienus (Pz), To Takue OJIOKM CUMTAIOTCS MIACHTHYHBIMH (iU no-
006HbIMU), @ TIEPBBIN Takol OJIOK B cepuu - onopHbIM 0j10koM (OB) (puc.1 B). B pesynbrare momy-
YaeM MacCHB, IJie YKa3bIBaeTCs MOPSIKOBBIH HOMep Kaxaoro Ob u, COOTBETCTBEHHO, YHCIIO €ro
MIOBTOPOB B KakJ10i1 HOBOM cepuu (puc.lr). [IpoBeneHne nepeyncieHHbIX npoueayp ooyciaBiuBa-
eT HeOOXOIMMOCTh MPOBEICHHS KOJAUPOBaHHUs ¢ npeodpasoBanueM (B HameMm cirydae JIKIT) Tonbko
g OBb. Takum o0pa3oMm ynaeTcsi yMEHbIIUThH OOILIYI0 BBIYUCIUTEIBHYIO CII0KHOCTH BCETrO ajiro-
put™Ma (YMeHbuUs e20 camyio pecypcoemMKyIO Yacmb).

Tpertunit stan npencrtasnsier coboi nmposeaenne JKII nag kaxapiM 010KOM U300pakeHHs] KOH-
teitHepa 1 Ob CKpbIBa€MOro KOHTEHTA.

Ha crnenyromiem (4-om) sTare peaqnu3yroTcs MPOLUEAYPbl MOIU(PHUIIMPOBAHHON 30HAILHON CENeK-
UM K03((HUIMEHTOB npeodpazoBaHus. BapuaHT Macku 30HAJIBHOIO 0TOOPa KOA(PPHUIMEHTOB IS
OJI0KOB pa3MepoM 8x8 3JeMeHTOB mpeicTaBlieH HWke (puc. 2a u 3a). [IpuMeHeHHe 30HATBHOTO
crioco6a 0TOopa UCKII0YaeT HE0OXOAUMOCTD a/Ipecallii 3HAKOMECT COXpaHsIeMbIX K03(hHUIIHEeHTOB
[4,7] u sxoHOMHT pecypchl MaMsITH MOOHIBHOTO ycTpoiicTBa. [IpenBapuTenbHo, 11 H300paKeHHsI-
KoHTelHepa coxpansercs: 10 korpduimenTos (puc. 2a), a A yIy4dlIeHHs KauecTBa BOCCTAHOBJIE-
HUS BCTPAaUBAeMbIX N300paKEHHUI COXPAHSETCS] HECKOJIBKO OOJIbIIIee KOJHMYECTBO (8 OAHHOM Cryyde
14) xo>ppunmentoB npeodpazopanus (puc. 3a).

Ha 5-m srane npousBoautcs od6dyckanus koddpduumentor AKII nns Bcex 6510K0B n300paxe-
HUIl KOHTelHepa M KOHTeHTa. JlaHHasi mpolie/lypa BBIMOJHAETCS B JIBa 3Tala C HMCIOJb30BaHHEM
11000 M3 BO3MOXKHBIX Macok oO¢yckanuu (puc.4,5). B TecToBoii Bepcuu ajiropurmMa COOTBET-
CTBYIOIIME Mapbl MACOK MEpEeMEIINBaHus (U1 KOHTEIHepa U KOHTEHTa) CTPOTrO B3aHMMOCBSI3aHbI, a
uX o0IIee KOJMYECTBO 3aBUCHT OT Pa3MEPHOCTH HMCIIOIB3YEMbIX OJIOKOB. [10CKOIBKY MO3UIMH KO-
3¢ GUIMEHTOB HE HAKJIAIbIBAIOTCS JIPYT Ha Jpyra, TO MOJyYEHHbIE MOCie NepeMeInBaHus MacCH-
BbI COBMEIIAIOTCS B 0{HOU MaTpuile (puc.4). PasmMepHOCTh CyOOIIOKOB MOXKET 3a/1aBaThCsl BPYUHYIO
Y aBTOMATHUYECKH (3a6uUcum om pexcuma pabomsl aieopummda), a UCTIoNIb3yeMasi Macka IepecTaHo-
BOK (OpMHUpPYETCSI aBTOMaTHUYECKH, CIIy4alHbIM 00pa3oM. DTH MmapaMeTpbl YKa3bIBalOTCS B COOT-
BETCTBYIOIIEH NO3ULIKUU (OPMHUPYEMOTO CKaToro (hailna cTeraHOKOHTEHHepa.
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OuyeBUIHO, YTO BO3MOKHOE KOJMYECTBO MEPECTAHOBOK 3aBUCHUT OT pa3Mepa HCHOJIb3yeMbIX
0JIOKOB, TIOTOMY MPU HEOOXOJUMOCTH YBEJIUYUTH CTETEHb CKPBITHOCTH KOHTEHTA (npu HeusmeH-
HOM KOJUYecmsee COXpauaemvlx Koagh@uyuenmos npeobpasosanus), pasmep 0JI0KOB yBEITHMUNBACTCS
(nposodumcsi no pesytomamam oyenku mekyuje2o COCMOSHUsL PeCypco8 2adHcema).

bonee toro, B xoae d3Kcrie-

pUMEHTOB OblIa MpPOBEpEHa

ujess HECUMMETPUYHOM BHYT-

pubII0YHOM 00paboTKH (pasme-

pbvl  cy60610KO8  KOHMelHepa
6cee0a Oonvue 010KO8 KOH-

meHma), HUCIIOJIB30BaHUC KOTO-

pOii 3HAYUTENILHO 3aTpPyIHSET

JJOKaJIM3alu J3JICEMCHTOB HWH-

KaICyJIMPOBAaHHOTO KOHTEHTA U
pacmmpsieT Auana3oH BO3MOX-

X x x x X X X X
x | XX | ox XXX
X | xxx X | xxx
x XX
X
X
a) 0)

Puc. 2 - Macka 30HanbHOro 0T00pa (@) 1 BapuaHT
pasmenicHus (6) K03(QOUIUECHTOB «KOHTEHHEPa

HBIX TIEPECTPOCK alropuTMa.
Opnnako, JaHHBIN pexuM oOpa-
OOTKH HECKOJBKO CJIO)KHEE B
WCIIOJTHEHUU U TpeOyeT BBeje-

HHA AOIIOJIHHUTCIIbHBIX cny>1<e6—

Yy | v |y ]|Y Y Y Y

HBIX MapKEpPOB, MO3BOJSIOLIMX
N e L g aBTOMATH3UpPOBaTh  OE€30ILIH-
v |y O00YHOE U3BJICUCHHE KOHTEHTA
— . IpH €ro JeKOAUpOBaHWH. Pe-
3y/nbTaThl Takoil 00paboTku
v wy OyIyT MpeacTaBIeHbI HECKOIb-

y |y KO IO3XKE.
JInst yBeTMYEHHs CIIOXKHOCTH
HpoLeayp MOUCKAa M H3BJIEYe-
Y HHSI CKPBITOTO KOHTEHTa, B HC-
a) 6) CJIEI0BATEIILCKOM BEPCHUM  All-

Puc. 3 - Macka 3oHanbHOro 0TOOpa (@) M BapuaHT
pasmerienust (6) K0O3hPUIMEHTOB «KKOHTEHTA»

X XXX

y XX
X | yyy
y [ vY

Puc. 4 - Pazmemnenus koadurmeHTon
B CTeraHOKOHTelHepe (6apuarnm)

ropuT™Ma, HOPUMEHSIICA YIpO-
IMIEHHBI MEXaHW3M MeEXO0JI0Y-
HOM oOdyckaruun (moavko ne-
pemewmsanue OB uzobpasicenus konmetinepa
(puc.5)). TIpu 3TOM OJIOKHM CTEraHOKOHTEHTA
BCTPAWBAIOTCS HE IMOCIIEIOBATEIbHO, & B CO-
OTBETCTBHM C TE€HEPUPYEMOHl MacKoi Mex-
OJIOYHOTO  TEepEeMEIIMBAHUs,  SBISIOLICHCS
elle OJHUM JJIEMEHTOM KJIH04a, HEoO0XO/aH-
MBIM JIJISl U3BJICYCHHS U TIOCIEAYIOMIETO Je-
KOJMPOBAHUS CKPHITOM HH(pOPMAIIHH.

Kak u mpu BHyTpuOGnO4yHON 00paboTKE
(o6¢dyckanum), uHpOpMaLUsI O HOMEpE HC-
MOJTb30BAaHHOTO BapHaHTa MAacKd MexXO0104-
HOTO TepeMEIIUBaHMs, YKa3bIBA€TCSI B COOT-
BETCTBYIOIIEH No3uu popmupyemoro ¢ai-
Ja cTeraHoKoHTeWHepa. OuyeBHIHO, YTO HC-
MOJIb30BaHNE JIBYXypOBHEBOU 00(dyckarmu

CTETaHOKOHTEHTA OLyTUMO PACIIUPSAET BO3MOKHOCTH CaMOT0 aJrOpUTMa.
B pesynbrare npoBeneHus Mex06104HON 00dyckanuu GopMUpyeTCss IEPBUYHBIN CTETraHOKaIp.
OpnHako /A7 Hero MPHUCYIl O/IMH CyLIeCTBEHHBINH HepocTaTok. [locne hopmupoBanus cepuii momo6-
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HbIX OnokoB, komuuectBO OB Bcerma Oyaer MeEHbIIE KOIWYECTBA OJOKOB H300paKeHUS-
KoHTeliHepa. Kak ciiezicTBre, MOKET BO3HUKHYTh CHTYallusi, KOT/Ia HE Bce OJIOKM KOHTeiHepa Oy-
IyT «3arojJHEeHb» WH(OpMaIMel CTEeraHOKOHTEHTA. Tak B «pabounx» MaTpullax - KOHTCHHepax
NpeABapUTENIbHO coxpanseTcs 24 koadduimenta (puc.4), a B «myctoi» Marpuiie Toiabko 10
(puc. 2). OT0 0OCTOATETLCTBO MPUBEIET K TOMY, YTO TPHU JCKOJUPOBAHUU HU300pXKEHUH TPYIHO
OpraHu30BaTh padOTy cueTunka OJOKOB (MaTpHUI-KOHTEHHEpoB). Kpome Toro, ynpomaercs 3agada
aHaJlM3a COACPKUMOTO BCETO CTETaHOKapa U, KaK CJIE/ICTBUE, BBISBICHHUE «3aIOJTHEHHBIX) OJIOKOB
CO BCEMH BBITEKAIOIIUMH OTCIOJIA TIOCIICACTBUSMHU.

st ycTpaHeHusl yKa3aHHBIX HEIOCTATKOB
HEOOXOMMO «BBIPOBHATHY» 00BEM IUPPOBOTO
W W W T W OMHCAaHUS BCEX OJIOKa MEPBHYHOTO CTETaHO-
kagpa. C 3Tol 1enbro 00ecIieYrBaeTCs 3aIoI-
HEHUE OTCYTCTBYIOIIMX MO3UIHH (B TEKYIIEM

- " " BapUaHTE HCIIOIB3YEMOW MAacKH) JOTOJIHH-
TEIbHBIM OQJIJIACTHBIM  COJEPKUMBIM.  J[i1st

OBbNel OB Ne2 OBMN:=3 OBN:4 OBNeS

' ' T '

W 3aMOJIHEHUS OTCYTCTBYIOIIMX MO3UIMI B Te-
U ——— CTOBOM BEpCHUHM alTOpPUTMa HCIOJIb30BATh
NepBMYHOro cTeraHokaapa «pOJHBIC» 3HAYCHHS KOA(DPHUITMEHTOB MPeod-
pa3oBaHusl, TOJYYECHHBIC U H300pakKeHUS
KOHTehHepa. Takol Mmoaxoj UMeEEeT JBOMHOM
@) ¢ dexT: - 3aTpyaHsAeT OOHAPYKEHUS aHAIU-
- TUKOM CKPBITOM WH(OpMAalUU; - YIy4IlIaeT
m " " " " NMapaMeTpsl  BOCCTAHOBJICHHS  HCXOJHOTO
n300pakeHHsl KOHTEWHepa A JaHHOW TpyI-
2 a it | oBNes | U1 b1 OJIOKOB.

P I o oo [Tocneanwuii 3Tam aaroputMa mpeanoiaraet
MPOBE/ICHUE DSAJla TEXHOJOTHYECKUX TpOIe-
It | oBN2 nyp (6 m.u. xapakmepHuvix u Ol MPAOUYUOH-
pe—— Houl peanuzayuu anreopumma cocamusi JPEG
:::::f::fgiﬂ::‘;‘;:agsa [3,5,8,9]), Takux kak ymeHbIlIECHHE paspsitHo-
CTH M KOJUPOBAHKE MOJYYCHHBIX 3HAYCHUH, a
Takxke (opMHpOBaHUE CIYXKEOHOrO 3arojoB-

0) Ka (KJTI0Ua) «CKATOT0» CTEraHOKa Ipa.
Puc. 5 - Vicxonnoe (a) u koHeuHOE (0) moJI0’)KeHne JIs yMEHBIICHHS PA3psIHOCTH 3HAUCHHIA
MaTpPHI-KOHTEHHEPOB 10 U MOCIIE IIPOBEACHHUS IIEPBUYHOTO  CTEraHOKAaJpa  BBIMOJIHAETCA
Mex0I04HON 00dyckaumn (6apuarnm macku) HOPMHMPOBKA 3HAYECHWM KaXXIOTr0 COXpaHse-

Moro 6moka. VMcxoast u3 Toro, 4ro 3Ha4€HUs
SAPKOCTU MCXOIHBIX M300paxKeHni BappUpyroTca B pamkax oT 0 10 255, To HOpMUPOBKA 3HAUYCHUN
MIPOM3BOIUTCS OTHOCHTEIBHO cpenHero ux 3HaueHus (127) ¢ okpyrieHueMm pesyiabTarta A0 OJIH-
YKaNIIero 1Uemoro.

Y4uTeiBast, 9To Bce OJIOKH (OPMHUPYEMOTO CTETaHOKAIpa UMEIOT OJMHAKOBBIN TUAIa30H H3Me-
HEHMsI 3HAaYeHUH SIPKOCTH 3JIEMEHTOB TOCJIE€ MX HOPMHPOBKH, TO OOECIIEUMBAETCS BO3MOXKHOCTH
CHUHTE3UpPOBaTh OOIIMI «CJIOBapb» JUIsl BCETro cTeraHokanpa. Ilosromy panmpHeimias KOAUPOBKA
3HAYeHUH MEePBUYHOrO CTETaHOKaJpa oOecleynBaeTcsi MPUMEHEHHEM METOJI0B KOAMpOBaHUS 0e3
noreps uHbopmaiun [5,8,9], Hanpumep: - METOIOM JTHH CepHii WM MeToioM XaddmaHa.

3 Pe3yabrarbl padoThl aJITOPUTMA

B xoje npoBeeHNs SKCIIEPUMEHTOB UCCIIEA0BANICS XapaKTep BIAMSHUSA ONPEIEICHHBIX apamMeT-
pPOB ajropuTMa Ha XapPaKTEPUCTHKH BHU3yaIM3allMd W300paKEHWH W MapaMeTpOB BCTPAMBAHUS
CKPBITOro KoHTeHTa. Cpein TakuxX MapaMeTpoB OBUIM HCIIOJIb30BaHbI CIEIYIOIIUE: - KOJTUYECTBO
OB; - Tun n300pakeHUil KOHTEWHEPAa U KOHTEHTA; - pa3Mep cy0010k0oB m300paxenuit (8,16,32); -
BeJIMYMHA Mopora 3arpyonenus, Pz (ot 1 o 20); - ypoBens 3apsina Ab rampkera.
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Puc. 6 — 3aBucumocts kommuectsa Ob ot n
JUTSL pa3HbIX THUIIOB M300paXKCHHM

B ob6mem cinyuae konmmuecTBO GopmMupye-
MbIX OB 3aBUCHT OT yCTaHOBJIEHHOIO 3Haue-
HUsI opora 3arpyouienus (Pz). C yuerom oco-
OCHHOCTEI BOCHIPHUATHS TOJIYTOHOBBIX H300-
pakeHuit [5], xapakTepuU3yIOIIUXCS pPa3Iud-
HOW BEPOSTHOCTBIO TEpernaia SpKOCTH MEXKILY
COCEIHUMHU DJIEMEHTAMH (U300padiceHuss muna
MmHemocxema, nopmpem u netizadxc (aspogho-
MOCHUMOK)), ONTUMAIIbHBII BapUaHTbl U3Me-
HEHHsI BEJIMYUHBI Pz clenyer OrpaHHUYUTh
3HaueHussMu  3,5,7. Ilpu Takux 3HAYEHHSIX
ylaeTcss MOJNYy4YUTh HauOoliee MPUEMIIEMbIT
0amaHC MEXIy BH3yallbHOM 3aMETHOCTBIO
MPOSIBIISIFOIINXCS MCKOKEHUH W CHUKCHUEM
BBIYHCIUTEILHOMN CIIOKHOCTH aITOPUTMA.

Tak Ha puc. 6 TpeACTaBICHb 3aBUCHMO-
CTH, OTPaXKAIOIIWE B3aMMOCBS3b KOJIMYECCTBA

dopmupyembix OB ¢ pa3MepHOCTBIO HCIOJIB3YyEeMBIX CYOOJIOKOB (NXN), KOTOPBIE HCIOIB3YHOTCS
npu 00paboTke N300paKeHN KOHTEHHEepa M KOHTEHTA.

Xapakrep 3aBucumoctu KonuuectBa Gopmupyembix OB (Nog) oT BBeeHHOr0 3Ha4YeHHs Pz ast
Pa3HbIX TUIIOB U300pakeHHH (pa3InuHON BEpOATHOCTH (P) mepemnaia sipkocTh) 0ToOpaxaeT puc.7.

2500 } [Nos]
4000 MopTpert -
3500 -...-"""'--......
3000 —
2500
2000
1500
1000 F T T T -y
500
o \ | >
s 5 7 [Pz]
0)
sessccce 8x8
- en e e 16x16
32x32

Puc. 7 — 3aBucumoctsb komnuecrsa Ob ot P2
TIPU U3MEHEHUH Pa3MEPHOCTH OJIOKOB JIJIst

1200 A [Nog]
1600 S ey Muewmo.
1400 .
1200 = .
1000 - .
800 -
600 e
.‘s\\

400 -..‘..
200 ]

’ : 7 [Pl

a)

5000 4 [Nos] o
4500 AR T T rowm enaax
4000 BRAALE
3500
3000
2500
2000
1500
1000 R I
500

0 ] l >

3 5 7 [P2]
6)

Pa3IUYHBIX THIIOB H300PaXKEHUH:

a) — maemocxema (0,01 <p <0,03);

6) — moptpet (0,03 <p <0,06);

B) — nei3zax/a’podoro (0,06 <p <0,1).

W3 ananu3a npeACTaBICHHBIX PE3yJbTaTOB CIEAYET, YTO KoaudecTBo (hopmupyembix Ob 3aBu-
CHUT OT 3-X IapaMeTpOB:
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- pa3Mepa cy00s10KOB; 3HaueHHUs mopora 3arpyosenus (Pz); - Tuna oOpabaTbiBaeMOro u300pa-
KEeHUS (U300padicenull ¢ paszHoll CLONCHOCMbIO CIMPYKMYPbL, M.e. PA3HOU 8ePOSIMHOCIbIO nepenaa
sApKocmu coceOnux nuxcenos). Tak, Mpyu yBeTHMYCHUU pa3Mepa CyOOJIOKOB, YMEHBIIACTCS UX 00LIee
KOJIMYECTBO B KaJIpe M, COOTBETCTBEHHO, yMeHbIIaercss komudecTBo Ob. Ilpu yBennueHnn 3Have-
uust Pz (npu ayuwux eapuanmax oopabomku 3,5,7) paclMpsieTcsi COOTBETCTBYIONIMN AUANa30H 110~
no6wusi, mosToMy obiee konuuectBo Ob ymenbiiaercs.

JlarHble M300paKEHUS-KOHTEHTAa COXPAHSIOTCS B Bujae 3HadeHuid OB, moromMy oT KonmuecTBa
MHKAaIncynupoBaHHbIX Ob 3aBUCUT MHTEHCHUBHOCTh UCKaXXKEHUN H300pakeHus-KoHTeiHepa. B kaye-
CTBE MpHUMeEpa Ha PHC. 8§ MPEICTABICH PE3yJbTaT BCTABKH B M300pPaKCHUS C PA3HOU CTPYKTYpOU
(mHemocxema (a) u aspogpomocnumox (6)) OAHOrO H TOTO *Ke U300pakeHust (0OuHaKosoe Koaude-
cmeo OF) ¢ BbICOKOI BEPOSATHOCTHIO MEpernaja SPKOCTH COCSIHUX AIEMEHTOB (muna neuzaic).

Kak ciemyer u3 mpHBEICHHOTO

) £56T NOCO2 Artiviess e npuMepa, MpPU YBEIUYECHUHU KOJU-
yectBa Ob, B mpoliecce BCTaBKU
[——— % Wi : KOHTEHTAa B KOHTEMHEpP C INPOCTOU

CTPYKTYpOU, BU3YyaJbHO YBEIUYH-
BalOTCS HMCKKCHUS H300payKeHUS-

Cmgospes I

Ofeormenee

}; 8 3winn pazrancrs s “ deeasd KOHTeltHepa (ocobennHo Ha 0O0HO-
crpoie » :—.:::-'."Q::.{-.,;_., it POOHBIX 06nGCMAX ¢ HU3KOU Oe-
2 MANbHOCMbIO  (PpaAcMeHmos), 4To
Coyeatinn rprzarmn incrpmtin ipibkcxpeesd ' JIEMAaCKUPYET pe3yJbTaThl HHKAII-

ok nos SN D A CYJIALIMM CTEraHOKOHTeHTa. Hampo-

- TUB, PE3yJAbTaT MOJOOHOW BCTaBKH
B M300paXEHUS CO CIOXKHOU CTPYK-
TypO#l, MpPakTUYECKU HE JI€MaCKHU-
pyercsi.

O4eBUAHO, YTO IPU UHKAICYIIS-
UM HM300paXEeHUH C pasInYHbIM
konudectBoM Ob, B u3o0OpaxkeHue

KOHTEHHEpP CO CJIOXKHOW CTPYKTY-

\-\ \“.””7”}’/ ' poit (50ﬂfm0ﬁ eepOﬂmyocmlFiZK nZ—

. ' penaoa Apkocmu), UHTEHCUBHOCTh

BU3YalbHO (PUKCUPYEMBIX HCKaXe-

HUI KOHTEHEepa KpallHEe He3Hauyu-
TeNbHA.

Ilo pe3ynbraram >KCIIEpUMEH-
TaJbHOIO MOJEIINPOBAHUS CIEAYET
OTMETHUTH clieayroniee: 1 - mpu cre-
raHOBCTaBKe M300pakeHHit ¢ Oosee
CIIO)KHOM CTPYKTYpO#l, 4YeM cam
KOHTeWHep, HaOIr0Jal0TCs MHTEH-

CHUBHBIE apTe(aKThl, B OTIHYHE OT
0) aspoghomocrumox aemosokzana 8 Mexuxo. CIIy4aeB MHKAICYISLAH KOHTEHTA B

Puc. 8 - Pe3yJ'IBTaTLI CTEraHOBCTaBKU CJIOKHBIC H306pa>KeHHH’ Korxa
. —n. IIPpOABIIA HNECA UCKAXCHHUSA MOT
(n=8; Pz =3; OF 4608) POABJIAIOTIMCCA NCKAMKE oryT

OBITh MPAKTUYECKH HE3aMETHBI, 2 -
HE3aBUCHMO OT pa3Mepa HCIOJIb3y-
eMBIX CYOOJIOKOB (cmMoOdenuposano
ona cayuaeg 8%8, 16x16, 32%32), n300paxxeHUsI-KOHTEHHEPHI CO CI0XXHOM CTPYKTYpOH, C TOUKU
3peHHs CTeraHorpauiecKkux mpeoOpa3oBaHMM, BCET/Ia UMEIOT HEU3MEHHO OOJBIMUN TMOTEHITHAT
(myuwas cnocobnocme K NPOCMPAHCMEEHHOMY MACKUPOBAHUIO GU3VAILHO (DUKCUPYEMbIX apme-
Gakmos, cOOmeemMcmeeHHO U HU3KAsL 0EMACKUPOBKA (hAKMA GbINOIHEHHOU CMe2aHO8CMABKUL).

a) ppacmenm paboue2o OKHA OOHOU U3 NPOSPAMM;

B KOHTeﬁHCpLI C pa3H0ﬁ BEPOATHOCTBIO ICPLIIaga APKOCTU
COCCIHHUX JJICMCHTOB
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[IpoBeneHHBIC SKCIIEPUMEHTHI MOATBEPIIIN CEPHE3HOE BIHSHIE 3HAYCHHSI TIOPOTa 3arpyosieHus
Ha «3aloJIHEeHHEe» KOHTeWHepa W KayecTBO BOCCTAHOBJIEHHME CaMOr0 KOHTEHTA (XapaKTEepHBIN MpH-
Mep MpeJICTaBIIeH Ha puc. 9).

Taxk, npu  yBeauueHun Pz

PE3YJIBTUPYIOLINI KO3 PHUIUEHT

ckatus  Oymer  OompmmM — (m.k.
Gopmupyemcs menvuiee KOIULECmMeo

3 OF) u yMmeHbIIaercst oOiiee Bpems

[, 10hg

& KOIUpOBaHUS (8pemsi  0bpabomku
it f cme2anoKoHmenma), W HaoOOpPOT,
i OpU  YMCHBUICHUM 3Ha4YeHHUs Pz

dbopmupyercss  O6ompme OB wm

YBEJIMYUBACTCS BpeMst O0OpabOTKH.

Onnako, yBenuueHwe 3HaudeHus Pz

BIIUSIET HA KAY€CTBO BOCCTAHOBIICHUS

WHKAICYIMPOBAHHBIX H300pakeHU

B XYIIOIyIO CTOPOHY (IMHAMHUKA

mpolecca XOpoIIo BUAHA Ha puc.9),

a) Pz=20 T.K. HAOJIIO/IaeTCsl PEe3yNnbTaT PabOThI

o10ka yckoputenst (popmuposanue

no006HbIX 6110K08). VI HaNpOTUB, NpH

YMEHbIIICHUU Pz BO3pacTaer

konuyectBo OB, YTO IO3UTHUBHO

) CKaXETCsl  Ha  XapaKTepHCTHUKax

z BHU3yaJIN3al1uU M300paxKeHusI-

4 % KOHTEHTa, OJHAaKO TpU  ITOM

Josma YBEJIMYUTCS KOJMYICCTBO apTe(hakToOB
B M300paKeHUU-KOHTEHHEDPE.

Hpyrumu crnoBamu, B mpouecce

ompezeneHuss TpedyeMoro 3HaueHUus

P2 HEO00XO0aIUMO coOIroIeHne

OamaHca MEXIY KauyeCTBOM

(cmenenvio coicamust) BU3yaTU3aIUK

o7 CKPBIBAEMOT'O KOHTEHTa u

WHTECHCUBHOCTBIO, U XapaKTePOM BHU-

6) Pz=1 3yanu3aiuu apre(hakToB,

JIEMACKUPYIOMUX TIPOIECC BBIMOJ-

HEHHOM CTEraHOBCTaBKU B

n300paxeHne — KOHTEHHep.

Kak cienyer u3 pe3ynabTaToB Mo-
JEUPOBAaHMS, CYIIECTBEHHBIM (hak-
TOPOM, BIUSIONIUM Ha TPHUPOAY U WHTECHCHBHOCTh (UKCHUPYEMBIX HCKAKEHHHA H300paKeHHii-
KOHTEHTAa, ABJIIETCS XapakTep ucnoib3oBaHus/paccraHoBku Ob. Tak, naxe npu ob6paboTke n300-
pPaXEHU C OTHOCUTENHLHO MPOCTPON CTPYKTYPOH MOTYT BOSHHKHYTH JIOBOJILHO 3aMETHBIE UCKaXke-
HUS TIPH €r0 BOCCTAHOBIICHUH (00podicKu nosmopsiiouuxcs 610koe Ha puc. 9). OnmbOKy BbI3BAHBI
TEM, YTO CPAaBHUBAIOTCS TOJIBKO MAaX ¥ MIN 3HAYCHUS JIEMEHTOB B COCEHUX OJI0Kax (Oezomuocu-
menbHo nosuyuu ux pamewerus). [103ToMy npu CpaBHEHUH COACPKAHHS COCEIHUX OJIOKOB, (ak-
TUYECKUE 3HAYCHHSI MOTYT HE BBIXOJUTH 3a YKa3aHHbBIE Tpeebl Pz , U Kak cleicTBre, arOpuTMOM
(hOopMHUPYIOTCS TIENTBIE CEPUU BEPHBIX 110 COJIEPIKAHUIO, HO OIMOOYHBIX 110 CTpyKType OB.

YropoleHHbI puMep Takod cHuTyaluu mnpejacrtaBieH Ha puc.10. B manHoM ciydae mmeeMm
dbparmeHT mM3o0pakeHus (puc.4a), coaepKamui MOCIe0BATEIPHOCTh U3 4-X OJIOKOB C OJMHAKO-
BBIMH 3HAYEHUS IPKOCTH MMUKCENIOB, HO UX PA3IMYHBIM Pa3MEIICHUEM B KaXKJJOM U3 OJIOKOB.

Ny1ong

Puc. 9 — BoccTaHOBIEHHBINA KOHTEHT
C «IPOCTOM» CTPYKTYpOH (muna mHemocxema)
JUTSL pa3HbIX 3HaYeHHH Pz
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Nel Ne2 Ne3

]

V

a)

0B Nel 2

3 ‘ 4

Cepusa na 3-x Ob Ne1

0)

Puc. 10 — Pe3synbTaT dhopmupoBanus Ob
(no cmapoii cxeme)

X / %?53 a N
X /? Y\. Ma
FEN'drd “a Pa

Bnok "A" Brok "B"

Puc. 11 — IToamieMeHTHOE CpaBHEHHUE
(vcosepuencmeosannas cxema)

Tak B 1-M OJioke eCTh TOpPH3OHTAIbHAS
JTUHMS, KOTOpasi B Hadane 2-ro 0JIOKa MEHSET
CBOE HarpasJeHue (mogHuMaercs). B pe3ysib-
Tate paboThl ATOPUTMA TIO «CTapOi» CXeme
(puc. 1), mpu dopmuposanuu cepuii OB, pas-
HUIAa MaX ¥ MiN 3HaYeHU niepenana IPKOCTH
DJIEMEHTOB B COCEHUX OJIOKax Oyner Hews-
MEHHOW M HaXOJIUThCS B TPAHMIIAX 33/IaHHOTO
3HavyeHus: Pz. Tloatromy nipu dopmupoBanuu
cepun Ob, «po/iHBIC» 3HAYCHHS SJICMCHTOB B
omokax NoNe 2,3,4, ecTeCcTBEHHO, HE COXpa-
usrorest (puc.10 6). INocnencreus Takoit 00-
paboTKu BUIHBI Ha puc. 9.

st ycTpaHeHHsl YKa3aHHOTO HEIOCTaTKa,
UCTIOJIb3YyEMbIH MEXaHU3M OBbUT HECKOJBKO
nopaboran (puc.11). B ero ycoepuieHcTBO-
BaHHOW BEPCHH MPOM3BOIUTCS MO3HIIMOHHOEC
CpaBHEHHE AJIIEMEHTOB B COCETHUX OJIOKAX.

[Tpumep pe3ynabTaTa NPUMEHCHHUS «CTa-
poit» u gopaboTaHHOW CXeMBI 00padOTKH
npeAcTaBieH Ha puc.12 (das kowmenma c
nPOCMOl CmpyKmypoul (muna MHeMocxema)).

W3 mpuBEIEeHHOTO MpUMepa CIeIyeT, 4To
yKa3aHHas J0pabOTKa IO3BOJIMIA OIIYTHMO
VIAYYIIATh  [apaMeTpbl  BOCCTAHOBJICHUS
CKpPBIBAEMOTO KOHTEHTA IPU OTHOCHTEIHHO
HeOobIIOM u3MeHeHnn KonuuyectBa Ob
(mene uem na wemeepmn).

TecToBblE HCHBITAHHS AITOPUTMA TPOBO-

qmnock Ha cMaptdone mox ynpasnerrem OC Android v. 6.0.1 Marshmallow® (0152 dannoii eepcuu
OC Android® axmyansna eéepcus Android SDK API v23). Amanrarus mporpaMMHOTO KOJa ajro-
pHUTMa BeJIach C UCTIOIB30BaHNEM cpenbl pazpadbotku Intellij IDEA 2017.1.1.

a) n=8; Pz =3; Ob 1435;

6) n=8; Pz =3; O5 1708

Puc. 12 — Pe3ynbTaThl BOCCTAaHOBIIEHUSI KOHTEHTA IS CTAapoH (a) 1 HOBO#I (0) cxeM
dbopmupoanust Ob

HccnenoBanus TecTOBOW BEpCUU aJITOPUTMa MPOBOAMIIKCH C TapaMeTpaMH pa3pelieHus 3KpaHa
cmaptdona 1080%1920 u yactoroit oOHOBNIEHUS 60HzZ.
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Puc. 13 — Pe3ynbrarel m3MepeHuii 0 3alycka alroputMa (a) u B XoJie ero padotsl (0), rie:
C — 3aepyska npoyeccopa; F — uacmoma npoyeccopa; A — nompebnenue Ab.
Ipum.- ykazamenu uHOUKAMOPOS PA3ZMeujaromcs 6 1e6oll HUNHCHel Yacmu IKpaHd.

Jnsa  mpoBenaeHUS HM3MEPEHUH  HCIIOJIB30BAINCH
CHCIHUATM3UPOBAHHBIE ~ MOOWIBHBIC  MPHIIOKCHHS
(ranpumep, «Advanced Task Managery, «Cool Tooly,
73% «OS Monitor» u 0p.), C IOMOIIBIO KOTOPBIX (DUKCH-
POBaJIMCh COOTBETCTBYIOIINE JaHHBIC: - 00BEM 3aHs-
T— TOW ONEpPaTUBHOW mamATH, cocTosiHue Ab, 3arpyska
3 - nporieccopa U ero TakroBas 4yacrora. OueHka oObe-
R . MOB 3aHSATON ONEPATUBHON MaMSATH BBINOIHAIACH JUIS
T . CyOO0IOKOB Pa3IMYHBIX Pa3MEPOB, P PA3HBIX YPOB-
i . HAX 3apsaa 60pToBoi AB M B OTCYTCTBUM BBINOJIHE-
CHESICH Bt ; HUS CTOPOHHMX MHPHIOXKEHUH (3a uckirouenuem cu-

CMEMHbIX Npoyeccos). XapakTepHbIC MOKa3aHUS W3-
MepeHHUi npu paboTe 3amyIIeHHOro TeCTOBOrO alro-
puTMa mpejactaBiensl Ha puc. 13 (dns eapuanma c
pasmepom cy6010k086 uzobpadxcenuti 8 X8 11.).

Ha puc. 14 npencrasiieH BapuaHT UCIIOJIHEHHUS OC-
HOBHOI MaHenu ynpasieHus npuioxxenus. ['padpuue-
CKUM MHTep¢elc nporpaMMHON O0OJOYKH, peannusy-

Puc. 14 — [Tonb30BaTenbCKuit IOIIeH TECTOBYIO BEpPCHIO aIrOPUTMa, HMEET He-

uHTepdENC MPUI0KEHHS CKOJIKO (DYHKIIMOHAIBHBIX pa3ZeioB, oOecredrnBa-

(mecm-eepcust) IOIIMX BO3MOKHOCTh HE3aBUCHUMOI'O YIpaBJIEHUS OC-

HOBHBIMHU IPOLEAYpPAMH alNropur™ma (pabouue nanxu,

pedicuMbl 8b160pa MAcok obgyckayuu, pasmepuvl OIOKO8, NOPO2 CILANCUBAHUS, NAPAMEMPbL CUM-
Mempuu aneopumma u op.).

B pesysnbrare npoBeneHHs LUKIA SKCIIEPUMEHTOB, yIallOCh YCTaHOBHUTb, YTO MPH HUCIOJIb30BAa-
HUM QIaITUBHOTO BapuaHTa pabOTHI anroputMma (0e3 emewamenbcmea 4enoseka 6 nopsaooxk ¢op-
MUPOBAHUS HACPOEUHBIX NAPAMEMPO8 ANCOPUMMA), YBEINUUBAETCS 00lee BpeMs HCIOJIb30Ba-
Hus pecypca Ab MoOHMIBHOTO yCTpoiicTBa (0cobenno 6 pedxcume nakemmou oopabomku OAHHLIX).
T.e. TakuM 00pa3oM yaanoch MOATBEPIAUTH NPABUIBHOCTh BBIOPAHHOW KOHIEMIIMU CO3aHuUs ajro-
pHUTMa: - COTIIACOBAaHHE OCHOBHBIX MapaMEeTPOB pabOTHI aJITOPUTMA C TEKYIIUMH XapaKTepPHCTUKA-
MU U YCJIOBUSAMHU pabOTHl MOOMIIBHON TIaT(HOPMBI.

Ha puc. 15 npencraBiieHsl THIOBBIC 3HAYEHUS 3arPy3KH MPOIeccopa MOOMIBHOTO yCTPOMCTBA
(06v1uno 6 ouanaszone 12+18 %), XapaKTepHbIE VIS CIy4asi BBHITIOJHEHHS TTOJIHOTO [IUKJIA CTEraHo-
rpadudeckoit 00paboTKU n300paskeHuit (6e3 npomMercymouHvix Cmonos u Gopmuposanust Ciyiceo-

HBIX OAHHBIX meﬂeMempuu).

e @8

= Hide project

AUTO EXE OPEN
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Puc. 15 — Pe3ynbpTaT n3MepeHus 3arpy3Ku Mporeccopa Mpu BhITOJIHEHUH aliTOPUTMA

4 BeIBOaBI

1. PaccMOTpeHHBIH alroput™M 0OecreurnBaeT PEeKUM aJalTUBHOW MajlOpECYpCHOW HHKArCyss-
IIUM CTETAaHOKOHTEHTA Pa3IMYHOrO THUMA B M300paKEHUS — KOHTEHHEPHhI COM3MEPUMBIX Pa3MEpOB
(konuuecmeso 610K06 KOHmMeliHepa 6ce20a 6ObULe KOIUYECMEA POPMUPYEMBIX OIOKOE KOHMEHMAQ).

2. Ilpu BCTpaMBaHWM U JCKOAUPOBAHUU (U36NeueHuu) KOHTCHTA, KIIOUYEeBOW WH(pOpMaIMe sB-
JSIFOTCSL CIENYIOIME MapaMeTphl: - UCHOJIb30BAHHBIA pa3Mep CyO0O0JIOKOB; - mapaMeTp CUMMETPHUU
CTETAaHOBCTABKH; - WICHTU(PHUKATOPHI MACOK BHYTPHUOJIIOUHON M MEXKOJIOYHON 00(yCKaIIH.

3. [IpennokeHHbIH anropuT™M oOecrneyrBaeT aJanTaluio apaMeTpoB CBOEH paboOThl K THUIY U
KOJIMYECTBY (naxemuasi oopabomxa) o0pabaThIBAEMbBIX TAHHBIX C YUETOM TEKYITUX XapaKTEPUCTUK
(GYHKIMOHUPOBAHUS MOOMJIBHON MIaTGopMbl. DTUM OOECIEYMBAETCS COIVIACOBAHUE MAapaMeTPOB
paboThI aNropuTMa C TeKYyIIeH 3arpy3Koi U peCypCHBIMHA BO3MOXXHOCTSIMH YCTPOUCTBA.

4. IIpencraBiieHHBIN MOPAAOK 00pabOTKU TpaHCHOPMAHT XapaKTepU3yeTcsl IPOCTOTON peau3a-
IIUH, MaJIOH BBIYUCIUTEILHON CI0KHOCTBIO M 00ECIIEUNBACT XOPOIINE YCIOBUS JUIS MTOCIEAYIOIIEH
MHKAICYJISLUN CTETAHOKOHTEHTA C MCII0JIb30BAaHUEM CUMMETPUYHON CXEMbl CTETaHOBCTABKH.

5. Iy MOBBIIIEHUSI CKPBITHOCTH M CTOMKOCTH K HECAHKIIMOHMPOBAHHOM SKCTPAKIIMH CTEraHO-
KOHTEHTA UCIOJb30BaH TMOPUIHBIA MEXaHU3M O0(YCKalH, PealU3yOIUi MEXaHU3Mbl BHYTPH-
0JIOUHOTO M MEKOJIOUHOTO (BHYTPUKAAPOBOr0) EPEMEILINBAHUS.

6. Cnenan BbIBOJ O HEOOXOAMMOCTH aBTOMAaTHU3AIMM MPOLEAYphl BbIOOpa THUIlA KOHTEWHepa, B
3aBHCUMOCTH OT XapaKTEPUCTHK HHKANICYTUPYEMBIX JaHHBIX.

7. CoOBepUIEHCTBOBAaHME PACCMOTPEHHOTO AJITOPUTMA BUIUTCA IO CIEAYIOIIUM OCHOBHBIM
HampaBJIeHUsIM: — pa3paboTka 3(peKTUBHOr0 MexaHu3zMa (pOPMHUPOBAHUS MACOK MEXKOJIOUHOM
o0¢yckanuy, — pa3BUTUE HANpaBJIEHUs] HECUMMETPUYHON 0OpaOOTKM KOHTEWHEpa U KOHTEHTa;
— KOMOMHHPOBAaHUE PA3IUYHBIX BHIOB MPeoOpa3oBaHUi, B 3aBUCUMOCTH OT THIIa 00pabaThiBaeMo-
ro KOHTEHTA; — pa3paboTKa MeXaHU3Ma 3alIUThl OT Pa3MHOXKEHHUS OIMINOOK CTETaHOBCTABKHU, — OII-
TUMU3AIHS TTapaMeTPOB pabOTHl MOAYIS «yCKOPHUTEIS» B 3aBUCHMOCTH OT THIA W300pakeHUS —
CTETaHOKOHTEHTa; — (hOPMHUPOBAHUE AITOPUTMA CKPBITOM TPAHCIISALNUU BUIEOPAIA.
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Hongiiina 06¢dyckaniss TpancGopMaHT MAIOPECYPCHOTO CTETAHOAITOPUTMA.

AHoTanisi. MeToro CTaTTi € 03HaHOMIIEHHS 3 OCHOBHUMH MPOILEAYPAaMH aJaliTHBHOTO MaJOPECYPCHOTO alrOPUTMY CTeraHorpadid-
HOT 00pOOKH 300paskeHb 1 0COOIMBOCTAMH CTBOPEHHS HOTO €KCIEPHUMEHTAIBHOT MPOTpaMH 3 MiATPUMKOIO rpadidHoro iHTepdeicy
(MOOiBHOTO JOAaTKa). 3alpOIIOHOBAaHA BEPCiA MPOTPaMHU OPi€HTOBAHA Ha 3PYUYHICTP ii BUKOPHCTaHHS Ha MOOUTBHHX IIaThopMax
1 yrpaBiHHSM onepariittoi cucremu (OC) Android®. Pospo6ieHnit alanTHBHIH alrOpHTM B PydHOMY Ta aBTOMATHYHOMY PEKH-
Max, ZI03BOJISIE: - BU3HAYATH IMOTOYHUH CTAaTyC amapaTtHoro 3abesneueHHs (MOOUIBHOI maThopMu); - BpaxoByBaTH 0COOINBOCTI 00-
POOITIOBaHMX JaHUX (TUIH 300paKeHb CTEraHOKOHTEHHEpa i CTEraHOKOHTEHTA); - KOPUI'YBaTH MapaMeTpd POOOTH OCHOBHHX MPO-
TPaMHAX MOJYJIB JOCIITHOTO CTeraHoanropitMa (0JI0Ky MepBHHHOI 0OpOOKH BXiTHUX NaHUX (300paskeHb) i OJOKY cremiaabHUX
HepeTBOPEHb - cTeranoMoyo). Kpim Toro, mpoananizoBaHo i iHII mapaMerpu oOpoOKH 300paxkeHb, 110 MalOTh Oe3rocepeaHii
BIUTMB HA OOYHCITIOBAIBHY CKIIAIHICTD BCHOTO aJTOPUTMY Ta SIKICTh Bidyaii3amii 300pakeHb KOHTEHHEPIB 1 CTeraHOKOHTeHTa. Po3r-
JISIHYTa BEPCist AITOPUTMY € JIOCITITHOIO Ta CIY)KHTh 3ac000M 3abe3meueHHs Oe3MeKkn MepCOHATbHIX JaHUX (B JaHOMY BHITAJIKy Ipa-
¢biuHOi iHpOpMaril) KOPUCTYBadiB, Mepil 3a Bce, MOOITBHUX rapkeTiB. OCHOBHI BIACTHBOCTI CHHTE30BAHOTO alrOPUTMY JO3BOJIS-
10Tk KiIacu(]ikyBaTu Horo, sSK MpOrpaMHUil 3acid 3a0e3medeHHs cTeraHorpadiuyHoi 3aXUCTy, MO JIOKATi30BaHe Uil YMOB BHYTpIII-
HBOKa/IpoBOi 00poOKH 300paxkeHs. [IpencraBieHa Bepeis aropuTMy BUMarae foro moJajibIioro BIOCKOHAICHHS 1 Mae CBOEIO TOJI0-
BHOIO METOIO MiJITBEPANUTH NPABUIBHICTH OOPAaHUX METOMIB OOpPOOKH JaHHX Ta CTparterii CTBOPEHHS KOPUCTYBAJIbHHUIILKOTO iHTEP-
(eiicy BIMOBITHOTO MOOIIBHOTO JOAATKY.

Kawuosi cioBa: 00dyckarlis; KoJyBaHHS 3 IEPETBOPEHHSAM; 30HABHE KOTyBaHHS; CTETaHOTpadis.
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Ioctynuna B mapte 2018

AHHOmal{u}l. B pa6ome npeacmaeﬂeHa apcymenmayus  OmHOCUMENbHO Mecma Kpunmoedaiiom 6 COGpéWleHHOMV
/MMPOSOﬁ ¢MHGHCOBO1J cucmeme. Ha ocnosanuu NPAMbBIX U KOCEEHHbIX OaHHbIX noKasavo, 4mo Kpunmosajiroma ecex
611008 codepofcum 6 cebe OPZpet)@JleHHble pucKku ons ¢MHGHCOGb1X U SKOHOMUYECKUX cucmem, 6 4HdCmHocmu, C6A3aH-
HblEe C Ku6€pMOW€HHu‘tecm60ﬂ/l. Coenan 61600 0 poiau u mecme Kpunmoeajironm, KaK MexaHusme ucxyccm@eﬂnoﬁ
cma6u}lu3auuu MUPOB0O2O 6AIIONTHO2O0 PbIHKA nocpet)cmeaw OCO3HAHHO20 MAHUNYIUPOBAHUS nompe6Hocmﬂmu Jrooeti
8 YCIOBUsX, Koeda 2n0b6anvHoe MH¢OpMal4uOHHO€ npoOCMpARCmMeE0 A6IAEemcs UHCMPYMEHMOM ONsL  OOCMUICEHUS
Nn0006HbIX 146/1611, Umo OMmHOCUMCA K HAPYUWEeHUIO npae 4ello6eKd.

Kniouesvie cnoga: xpunmoeanioma, 6UmKouH, KubepnpecmynieHus, pucku, Mupoeds QuHaHcosas cucmema, Mupo-
8as mop2oens, b1oKueliH-onepayuu, PUHAHCO8ble NUPAMUOLL 8 COBPEMEHHOM Kubepnpocmpancmee.

1 BBeaenue

B coBpemeHHOM (UHAHCOBOM MHUpE KPHUNTOBAIOTA MO3UIMOHUPYETCS KaK OOBEKTUBHAs
JAHHOCTBIO, 00Ja/arolasi CBOMMHU LIEHHBIMU U HE O4Y€Hb KauecTBaMu. B mo0Oom ciyuyae, MupoBast
OO0IIIECTBEHHOCTh MPHU3HAJA 3a KPUNTOBATIOTAMU NpaBo Ha cyuiectBoBanue [1-4]. U He 6ena, uto
3TH TEXHOJOTMHM MpOSBUIM ce0si, B NEpBYIO ouepeab, Ha (MHAHCOBOM TIIOJE€, B IIOMBITKAX
c(opMHpOBaTH HOBOE OTHOILIEHHUE K IeHbram [5].

Tem He mMeHee, MupoBas (UHAHCOBasi CUCTEMa BECbMa HEOJHO3HAYHO PEearupyeT Ha MOsBIECHUE
KpunToBamoTel. irHopupoBatek ee yxe He ynaercs. Ho mpusHaBath 3a HEil npaBa MOJHOLIEHHBIX
JICHeT MOoYTH HUKTO He Oepercs. Jlaxe Takue crpaHsbl, kak ['epmanus, fAnonus, llBeinapus u
CIIIA, xoTopble MPU3HAIOT 32 KPUITOBAIIOTON BECBMa YCIIOBHBIM aHAJIOT JIEHET W IIyCKAIOT UX B
000pOT Ha CBOMX TOPTOBBIX PHIHKAX, OUY€Hb OCTOPOKHBI B COOCTBEHHOM IOPUINYECKON 0O0CHOBAH-
HOCTH 3THX JIeMCTBUH, OOBSICHASA UX, IPEXkIE BCEro, HEOOXOAUMOCTBIO BBOJUTH 3TO SIBJICHUE B He-
KOTOPOE PEryIupyeMoe IpaBoBOE MoJIe, TEM CaMbIM CHIKasi PUCKH KHOepMOIlIeHHHYecTRa [6,7].

Komuccus no ¢punancossiM npectrymieHussM CIIIA oTHOCHT OMTKOMH K "AeleHTpann30BaHHON
BatoTe" ¢ MpU3HAKAMH BUPTYAJBbHOCTH U TPEOYET JIMIIEH3UPOBAHUS MOJA00HOMN AEsATENbHOCTH [8,
9]. Kuraii 1 HEeKOTOpBIE JIpyrue CTpaHbl, 10 TOH K€ MPUYMHE, OTPAaHUYMIN CBOOOTHOE XOXKJICHHE
KpUIITOBAJIIOT, 3aBUB, YTO OMTKOUH U €My MOJOOHBIE, HE SIBJISIOTCS pealbHON BAIIOTON, U Jaxe
HaKa3bIBalOT OAHKHU, KOTOpPbIE 00ECIIEYMBAIOT €€ YUacTHe B KOMMEPUECKHX CHENIKaX, CChUIasCh Ha
WX TOTECHIHAIBbHYI0 KPUMHHAIBHYIO COCTABIISIONIYIO U CITOCOOHOCTH K KuOeprpecTymieHusm [ 10-
13]. KakoBa jxe peanpHas 1I€J1b pa3BUTHUS PbIHKA KPUIITOBAIIOT?

AHanu3 pe3ynbTaToB MOCIEIHUX HCCIENOBaHUN M MyONMKaluil Mmokaszajdl HEOAHO3HAYHOCTH
YCJIOBUH, B KOTOPBIX CYIIECTBYIOT BCE€ KpUINTOrpaduuecKrue BaJIOThl, B KaUeCTBE MPOrPaMMHOIO
MPOJYKTa, KOTOpbIE OOYCIOBIIEHBI, TEMH PHUCKAaMHU, KOTOpbIE OHH IPHUBHOCAT B COBPEMEHHOE
00IIIECTBO, a TaK)Ke HEOIPEIeIEHHOCThIO UX MIPABOBOrO CTaTyca. B CBA3M ¢ 3TUM cTaBUTCS 3ajaya
OTIpe/IeNIEHUs] UX MECTa M, B PaBHOW CTENeHU, MecTa (QYHKIMOHATILHOCTU OJIOKYEWH orepanuii, Kak
MIPUHLMIIMAIBHO HOBOTO HHCTPYMEHTAPHUS U CBA3AHHBIX C TUM PUCKOB.

Henpto nyOnuMKamuu: - MNPEACTaBUTh MECTO M POJIb COBPEMEHHBIX KpPUIITOBAIIOT, Kak
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ATBTEPHATHBHOTO MEXaHHW3Ma BO3JICHCTBUS HAa MUPOBBIE (PMHAHCOBHIE CHUCTEMBI, OCHOBAaHHOTO, B
TOM YHCJIe, Ha AJIEMEHTaX KUOEPHETUUECKUX PUCKOB, a TaKXke, I0Ka3aTh pojb OJI0OKYEeHH-0onepaui,
KaK COBPEMEHHOTO BBICOKOA()()EKTHBHOTO COIUAIBHO-DKOHOMHUYECKOTO HHCTPYMEHTA Pa3BUTHUS
MHPOBOT'O TOPTOBOT'O PHIHKA.

2 OcHoBHAA YACThH

Ha cerognst Hu ogHa cTpaHa B MUpe He o0siafiaeT yOenuTeNbHbIM 3aKOHOAATEIbCTBOM, O3~
BOJIIOLIMM PEryJIMpOBaTh OTHOILEHUS XOTS Obl C OJHUM BHUJOM KPUNTOBAIIOTHI, HAlpUMEp, B
HAJIOTOBOH cdepe, uin B 001acTH 00bEKTUBHBIX (PMHAHCOBBIX OOMEHHBIX OIEpanuii, Uik B 00Ja-
CTH (OPMHUPOBAHUS CUCTEMbI JEHEKHBIX 0053aTENbCTB 110 OTHOILIEHUHN K KPUIITOBAIIOTE (6KIIOUAA
Kkubepnpecmynnenus). He cienyer 3a0biBath, 4TO 32 KPUNTOBAIIOTON OCTACTCS HUYEM He O2PAHU-
ueHHoe npaso pucka ObITh CPEICTBOM JJIsI OTMBIBAHUS JI€HET, 00J1ajaTh BO3MOKHOCTBIO YKJIOHEHUS
OT HAJIOTOB, BJIMATH Ha MpaBa MoTpeduTeneil ToBapoB, OBITH CIOCOOHBIMU K YXOJy OT ACKJIApUPO-
BaHUsS MMEIOLIMXCSl aKTUBOB BCEX BUIOB, a TaKKe 00JafiaTh MIMPOKOM LIKANO0N HUYeM He 00OCHO-
BaHHBIX PHUCKOB, CBSI3aHHBIX C ONEPALUMsIMU C KPUITOBAIIOTON — KyIUIs, Ipojaxa, oOMeH, KOHBEp-
taius [15]. To ectb ObITh MpeaMeTOM KHOEpIpecTyIuieHui. TeM He MeHee, TeHICHIIUU K Pa3BUTHUIO
KPUIITOBAJIIOTHI OYEBUIHBI.

[Tpumep nestensnoctu ®PC CIA, B 3T0ii chepe aeareapHOCTH, TOBOPHUT caM 3a ce0si. MHo-
roe MOXET CKa3aTh TO, YTO 3Ta OpraHMU3alMs CTOMT Ha CTPa)K€ UHTEPECOB J0JUIapa, KaKk MUPOBOI
BaJIIOTHI, HO MIOKAa HUKAK HE MPOSIBIIET 00ECIIOKOEHHOCTHU O MOBOJly aKTUBHOCTU OMTKOMHA U JpY-
rux kpuntoBaiioT. [louemy? Ho ects eme Oonee yoenuTenpHbie mpuMepsl. B mupe cymecryer 15
KOMITaHH, COBOKYITHBIE aKTHUBBI KOTOPBIX MpeBbimatoT pazmep $ 1 tpna. Ilpu stom 11 u3 HuX
npencrapisioT puHaHcoBeiid Ousznec CILA, 3 — EBponeiickuit Coro3 u ogna u3 SAnonun. Kax mpa-
BIJIO, TAKUE KOMIIAHUM B MIEPBYIO OU€pe/b JOJKHBI pearupoBaTh Ha MOA0OHbIE U3MEHEHUs Ha (u-
HAHCOBBIX PbIHKAaX, [IOTOMY, YTO OHU MOT'YT IPUHECTH JJIsl HUX KoJloccalbHble oTepu. Ho noka ot
HUX TaKUX peakluil Ha (UHAHCOBBIX PHIHKAX MbI HE BUIHO. M 3TO IpH TOM, YTO KpUITOBAIIOTA HE
uMeeT 3a co00il 00ecneueHHOCTH KaKMM-THO00 TOBapOM HIIM MPOU3BEICHHBIMH yCIyraMH, TO €CTh
ABJISIETCA HEOOECTIeYeHHOM BUPTYallbHOU BamOTOM. JI1s yTOUHEHUs poJin HE0OECIIeUeHHOCTH JIEHET
B MUPOBOM 3KOHOMHUKE MOXHO MPUBECTH CIEAYIOIIME UPPbI: MUPOBON (prHAaHCOBBIN noir B 2017
roay noctur $ 133 TpiH, uro B 19-26 pa3 Goubliie Bceil Macchl 00ECTIEYEHHBIX TOBAPAMH M yCIIyTa-
mu aener. [Ipuuem, noast CIIA u ee KoMaHuii B MUPOBO# TOJITOBOM KOP3WHE COCTaBIseT Oojiee $
17 tpnn, mons crpan EC — § 15,5 tpnH., nons Anonnn npumepno $ 12 tpau. [16].

[IpoyHOCTH COBpEMEHHOW PKOHOMUKHM MO>KHO OLIEHHWBATh, HAIPUMEP, KOJIUYECTBOM IKOHO-
MUYECKUX KPHU3UCOB, MOTEPSAMH KaXI0TO IOCyIapcTBa M OTIENbHBIX JIIOAEH. A MOXXHO U3MEPATH
PE3UCTEHTHOCTBIO K COBPEMEHHBIM BBI30BaM, OJTHUM M3 KOTOPBIX YK€ CErOJHS MOKHO CUHUTATh I10-
SIBJICHUE BUPTYAJIbHBIX JICHET B BUJAE KPUNTOIpadhUUYECKUX BAJIOT, UX POJIU B COBPEMEHHBIX JEHEX-
HBIX OTHOILICHHUSX.

[loueMy ceromHsi KOJIMYECTBO IMOJIb30BATENIEH KPUIITOBAIIOTHI M3MEPSAETCS MUJUIMOHAMH U
IIPU 3TOM MOCTOSIHHO pacteT? [louemy nepuoauyecku nosiBisieTcs HHGOpMalus o ToM, 4TO OUTKO-
UH CTaHOBUTCS CyOBEKTOM TOPIOBBIX OIEpaluii To B OAHOMU, TO B Apyroi komnanuu? Ilouemy no-
3MPOBAHO MOCTYMAeT UHPOPMALIUSA O TOM, YTO Pa3pelIaolie OPraHUu3aK B OTJACIBHBIX CTpaHaX
JIAlOT 3€JIEHbIA CBET OMTKOMHY, HO IIPU 3TOM YTBEPKAAIOT, YTO OH, KaK 3JIE€MEHT KHOEPTEXHOIOTUI
JIOJKEH MUMETh CTaTyC TOBapa, HO He JieHer? PhIHOK KpUIITOBAIIOTHI MOCTOSHHO KEM-TO MEPHOIU-
YECKU «IOJI0TPEBACTCS», MPUYEM MaJIbIMU Jo3aMHU. Toibko 3a 2017 roj GUTKOMH BBIpacTall B LIEHE
B 20 pa3! Ilpu 3ToM QuHaHCOBBIE OMPXKU HE CHElIAT JOMYCKaTh KPUOTOBAIIOTY Ul COBEPIICHUS
TIOJTHOLICHHBIX omeparuii. Omacarotcss oo6Basia? Bo3mokHO. BO3MOXHO MOTOMY, 4TO OMTKOWMH HE
HACTOJIBKO CUJIEH B MEKBAJIOTHBIX ONEpalUsAX, Kak AoJuiap, iieHa, eBpo. Ho MHOroTsIcsYHbIE ITPO-
LIEHTHbIe NMPHOBLTN BrevaTsoT? Hu nomnap, Hu HeHa, HU €BpO TakoW MpHUOBLIM HU HA OJTHOU O p-
e HUKorja He naBaiu. M naBate He OyayT. [loTomy, 4To 3ampenenbHble CTaBKU pPEaIbHOM BAIIOTHI
MOTYT IPUBECTU K 00BaJly TOPTOBIIM [0 BCEM JPYTUM OUpKaM, TOPTYIOIIUM TOBapoM. /leHbru Tak
ce0s1 BECTH HE MOTYT. DTO YK€ He JIeHbI'H, a HeuTo MHoe. [10aToMy Ha BOIPOC, KPUIITOBATIOTA 3TO
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JICHbI'H WK HET, MOXHO C YBEpEHHOCTHIO B 99 % yTBepxnate — HeT. M neno 31ech BOBce HE B BO-
nmpocax KubepOe301macHOCTH.

Bo3MmoykHa anmpTepHaTHBA: TUOO KPUITOBAIIOTA CETOIHS MPECTABISCTCS CYINEPINKBHIHBIM
TOBApOM CO CHEIHM(PUUECKIM HCTOYHHKOM IPOMCXOXKACHUS, TMO0 COBpeMEHHAass SKOHOMHUKA CEro-
JHsI CTOMT Ha IOpOre HEBHMIAHHBIX M3MeHEHMI (310 TOT cambiii 1 %). IIpekae Bcero, H3MeHEHHM
OTHOCSIIIUXCS K TOBapOOOMEHHBIM ornepauusM. M3 KOTOpbIX cKopee BCEro yiieT CBOMCTBO SKBUBA-
JIEHTHOCTH 110 OTHOIIEHHUIO K JIEHbI'aM U TOBapy.

TpynHo cpa3y MOHATH TaKue MEPCIEKTUBBI, HO COBEPIICHHO HOBbIE OCOOEHHOCTH TOPTrOBOTO
oOMeHa MOTEeHLUAIbHO MOTYT CTaTh sIBbI0. Hampumep, Korja nu30bITOYHAsI Macca CyIIECTBYIOIICH B
MHpE TPAJAUIHOHHON BalIOTHI (npedicoe éceco doanapa) OyIoeT MOKPHIBATHCS C M30BITKOM COBEp-
LIEHHO MHOM, AOPOrod, HO BBICOKOJMKBHIHOM BallOTOW (Hanpumep, Kpunmoeantomoti), KoTopas,
IIOTJIOTUB JOJIJIAPOBYIO Maccy, TEM HE MEHEE, HE CTAHET €€ aJIbTEPHATUBOM 110 IPUYHUHE CBOEU BUP-
TYaJbHOCTH M OTHOLICHHUIO K IIPOU3BOJIUMOMY TOBapy, HO OTKPOET JOPOTY K OOMEHy Ha camy ceOs
HEKOTOPBIX MPOMEXKYTOUHBIX JINKBUJAHBIX aKTHBOB.

Ho He mogoOHO# 1 cyOBaJIFOTOM, TTOKa TOBapHOM, siBjsieTcs: outkouH? [IpaBma sTo yxe Oy-
JIET HEe TOPrOBJISI B TPAIUIIMOHHOM CMbIcTie. BO3MOXKHO B €€ OCHOBE, Ha MEPBBIX MOPax, OYAET «Iie-
perpeTslin»y, HEpaBHOMEPHO PACIPEAEICHHBIMA TOBAPAMU COBPEMEHHBI MUPOBOU PBIHOK, KOTOPBIN
CO BPEMEHEM YMEHBIIUTCA B 00beMe, 110 Mepe MOTPeOIeHUsI BCEX STUX TOBAPOB.

CoOCTBEHHO TEXHOJIOTUM OJIOKYEIHa, OCHOBAa TMOSIBICHUS KPUIITOBAIIOTHI, O€3YyCIOBHO,
HalAyT CBOE€ NPUMEHEHUE B CaMbIX Pa3JIMYHBIX 00JIACTAX, XOTs Obl IOTOMY, YTO B UX OCHOBE JIEKUT
MIOTIBITKA MPU MOMOIIM MH()OPMAITMOHHBIX TEXHOJOTHH CO3AaTh AJbTEPHATHBHYIO COBPEMEHHBIM
0aHKaM CHCTEMY JIOBEpUTEIbHBIX OTHOLIECHUI 0€3 MOCPEIHUKOB.

HimMeHHO 3Ta CIIOCOOHOCTH OJIOKUEHH-ONepaIyii 1eaeT UX MHTEPECHBIMU B CAMBIX pa3iiny-
HBIX oOyacTsax aedarenbHocTu. Hanpumep, B obmactu MHTepHer-Benieil, o yem numier B kuure «Pe-
BoroIus OnokueriHa» Asexc ToanckorT. B komnanuu Intel co3nana kubepmnatdopma, npu momo-
M KOTOPOH MOKHO OTCII€KHUBATh CETU MOCTAaBOK MOPEenpoAykToB. I'pynma kommnanuii AusPost,
PwC, Alibaba Group, wucmons3yss MeToamky OsokdeiHa, cosgana cucremy «Food Trust
Framework» nns ynpaBneHus nemsiMu MOCTaBOK MHILIEBHIX MPOAYKTOB C OJHOBPEMEHHBIM OOBEK-
TUBHBIM KOHTPOJIEM KadecTBa M Mpo3pauyHOCTH noctaBok. Kopnopauus Bosch ucnons3yer texHo-
joruu OiokyeitHa i NpeaynpeKIeH!s] KHOepMOIIEHHUYECTBA MIPU KOHTPOJIE NMOKa3aHUI CUeTYH-
Ka aBTompoOera aBromoOuieil. [llupokue BO3ZMOKHOCTH ISl MPUMEHEHHS ITHX TEXHOJIOTHH OT-
KPBIBAlOTCS B JIOTUCTUKE U MAapKETUHIOBBIX ONEpalysaX. YK€ U3 3TOr0 KpaTKOTO MEPEYHs] MOXKHO
CYIIUTh 00 YHUBEPCATHHOCTH MOI00OHBIX TEXHOJIOTHM, KaK criocoba 0OMeHa IIEHHOCTSIMU U MaTepH-
JIIbHBIMH TTOTOKaMHM, Oj1arofiaps BO3MOKHOCTSIM OJIoKueiiHa B chepax co3AaHMsI HOBBIX THUIIOB phI-
HOYHBIX OTHOIIIEHUH U PHIHKOB TOBAPOB C (PYHKIUSAMH PHIHKA PECYPCHON ONTHUMHU3AINH.

Ho 310 OGyner yxe coBepIIeHHO JApyras 3KOHOMMKA, SIBJISIOIIASACS MPOJYKTOM IJI00AIbHOM
MH(OPMALIMOHHBIX TEXHOJIOTUH. DTO MOXKET ObITh SKOHOMHKA PENyTalluii, B3AUMHOTO BHUMaHUS U
JI0BEpHUs, CBOEOOpa3Has «yCIyXJIMBas» SKOHOMHUKA, alalTUPOBaHHAs O] TOTPpeOUTENsl. DKOHOMHU-
Ka, KOTopasl, MOTeHLHaIbHO, He OyJleT HyXJaThCsl B rocynapcrse (pecyramope). OCHOBaHHas Ha
COBEpIICHHO MHBIX, IIOKa HE COBCEM IOHATHBIX, MpaBUiIaxX M ycloBusAX. Takas KMOep3KOHOMHUKA
CMOYKET UMETh MPaBO (POPMUPOBATHCS, KaK MEPEeX0oHasl aJbTEPHATUBA OT COBPEMEHHOW IKOHOMH-
KM, OCHOBaHHOM Ha OECKOHTPOJIbHOM I€YaTaHUH JICHET U HEYIPaBIsSEeMOM Pa3BUTHU HEOOEeCTIeUeH-
HOCTH MHUPOBOI BaJIOTHI TOBapaMu U yciayramu. B ee oCHOBY MoeT OBbITh IOJIOKEHO oO1iee mpa-
BUJIO: KaX/1asi TOProBasi ornepanus J0JKHA TOHEMHOTY «IOTJIOIATh)» YacTh MacCUBa MPOIUIBIX He-
obecriedeHHbIX jaeHer. [Ipu 3ToMm, B KauecTBe TAKOTO «IIOTJIOTUTENS» BO3ZMOXKHO U OYAET KPHUIITO-
BajtoTa. Takas 5KOHOMHKA MOXKET SIBJISITbCS IPOMEKYTOYHBIM 3BEHOM Ha IIYTH IEepexoja K MHOU
JNEUEHTPAIIM30BAaHHON MHUPOBOM SKOHOMHKE, OPHEHTHPOBAHHOM HA IpaBWia CYIIECTBOBAHUS TJIO-
6anpHOr0 MHPOPMAIIMOHHOTO NMPOCTPAHCTBA, CO BCEMU €r0 JOCTOMHCTBAMU U HEJAOCTATKAMHU.

U, 6e3ycioBHO, BeTUKA pOJIb JICHET B ATUX M3MeHeHHAX. OHUM U3 KPUTEPUEB 371€Ch MOXKET
OBITh TOTOBHOCTh Ka)KJ0M cTpaHbl (cM. TabII. 1), BXOASIICH B CHCTEMY MHUPOBOM TOPTOBIIH K OTKa3y
OT TOPTOBJIM 332 HAJIMYHOCTh Ha CAMOM HHM3KOM YPOBHE — Ha YpOBHE OObIBaTENsl B MOJIb3Y UX LU]-
pOBBbIX aHAJOroB [16]. '0TOBHOCTH CTpaHbI K OTKa3y OT HAJIMYHOCTH B (PMHAHCOBBIX pacyeTax B
MOJIb3y IM(POBBIX AHATOTOB JECHET MOKA3bIBACT CTENEHb €€ aJaNnTallid K HOBBIM IpaBUJIaM TOP-
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TOBIIK U, B CBOIO OYEpE/ib, OMpPENEsieTcss HECKOIbKUMU KpuTepusMu. [Ipexe Bcero, 3To MHIEKC
U POBOIA IBOIIOIMKA B SKOHOMHUKE cTpaHbl. OH XapakTepu3yeT BO3MOXXHOCTH (PMHAHCOBBIX Opra-
HU3AlUN YIIPaBISATh ACHBIaMU, IPEICTABICHHBIMH B IIU(POBBIX KOJIAX MPU YCIOBUH COXPAHEHUS U
MOJIJIEPKAHUS UX PeabHOM cTouMOoCTU. TO eCTh, CIIOCOOHOCTH K BAIFOTHOMY OOMEHY PU MTOMOIIN
KOMITBIOTEPHBIX MPOrpaMM U mU(poBBIX Ko/10B. HO mpu 3TOM Ba)kHa TOTOBHOCTh HACEIICHHS K TIe-
pexony K nU(GPOBBIM JCHbraM, HAIMYHIO AJICKTPOHHBIX KaOWHETOB, KOUICIHKOB, (hOPMUPOBAHHE
COOTBETCTBYIOMIECH MHPPACTPYKTYPHI (Hanpumep, 01 unmepHem mop20siu) w T.J. AOGCOTIOTHAsS
"eHa" HAJIMYHOCTH, 3TO WHJACKC IMapUTETHOCTH MEXKAY HAIMYHBIMH JICHBI'aMU U WX IHU(DPOBBIMU
aHaJIOTaMH.
Tabmuua 1 — ['0TOBHOCTB CTpaH K OTKa3y OT HAIMYHBIX JCHET

AOcomoTHas Hunexc
No I'ocynapctBo "mena" nudposoit PGPS
nepexojia K u(poBbIM JICHbraM
HaJIUYHOCTH 9BOJIIOLHH
1 IMipenns 04 57 CoxpaHsieTcsi BO3MOXHOCTD JIJIs
2 Hanust 0,5 51 CO3/1aHHUs peabHONH CTOUMOCTH
3 Kenus 0,3 18 JCHET 3a CUET YCKOPCHHUA II€peXO-
4 Typuus 0.65 33 1a K nu(poBbIM JCHbram
5 IOxnas Kopes 4.4 51
6 SIonust 55 47 VY CcTOHYNBOCTE 3KOHOMHKH K II€-
7 CIIA 7,5 54 pexo.ty Ha u(POBBIC JCHBIH MPH
8 QOUIUITIHHEL 5,8 20 COXpaHEHHHU UX PEaTbHOH CTOM-
9 Erumner 8,5 18 MOCTH
10 Poccus 8,5 26
11 benbrus 15 45 .
12 Tepmatus 18 18 MakcumasbHbII MOTEHLHA s
T — dg | s peunolcomeri
14 Mexcuka 26 28 nepexg,uaIB) UPPOBYIO TUIOCKOCTh
15 Nuanus 82 22

Puckn xubepHeTHYECKOro XapakTepa, CBA3aHHbIE C JIMKBUJAIMEN K3II-Macchl B FOCY/1apCcTBE B
M0JIb3Y UX LHU(POBBIX aHAJIOIOB, 3aBUCAT OT CKOPOCTH 3TOro mpouecca (AK), oTHomeHuo K Bcer
neHexxHon macce (My) m mpomomkutensHOocTH BO Bpemenu (7). [lpumem momyieHue o puckKax,
CBSI3aHHBIX C COOTBETCTBYIOIIEH (PMHAHCOBOW HEYCTOMYMBOCTHIO SKOHOMHMKH B BHJIE YCIOBHOM
coopku YutHu. s oOnacty pUHAHCOBOI HEYCTOMUMBOCTU B BHJE COOPKM YHTHH, CBSI3aHHOMH C
YMEHBUICHUEM KDIIIa, IIpeJIoKEHA napameTpudecKas 3aBUCUMOCTD BHJA
AK =13-T?—56-T+59 (puc.1,r). Torma kaxnad H3 ODKOHOMHK OYyIeT IO CBOEMY
COOTHOCHUTBCS CO BPEMEHEM M CKOPOCTBIO JINKBUJAIMH K31Ia. BCero MoKHO BBIIETIUTh TPU I'PYIIIIBI
CTpaH I0 UX aJanTalyy K LU(POBEIM JEHEXKHBIM TEXHOJIOTUSAM B IJIaHE yJAJIEHUS K3IIa.

K nepBoii rpymme cienyeT OTHECTH TOCYIapCTBA, KOTOPBIM HE HY’KHBI JOIIOJHUTEIbHBIE YCUIUS
K TIepEeXOy Ha AIIEKTPOHHBIN (huHaHCOBBI 000opot (Kuraii, Janus, Ounnsaaus, HoBas 3enangus
(cM. puc. 1, a)). DTH cTpaHbI MPOSIBISIFOT OCTOPOKHOCTH B JICKTPOHHOM 000pOTE, OPHEHTHPYACH Ha
MapTHEPOB MO MEKIYHAPOJHOM TOProwiie, TAKUM 00pa3oM, YTOOBI HE JeCTa0MIN3UPOBAaTh CBOMMHU
MHUIMATUBAaMH COOCTBEHHYIO «TBEpPIYIO» BaltoTy. [Ipy 3TOM HEKOTOpbIE Ipyrue CTpaHbl U3 TOU
xe rpynmnsl (FOxnas Adpuka, Typuus u Ap.) IOKa HE TOTOBBI K TAKOM HEPEXOJY, HO COXPAHSIOT
BO3MOXKHOCTh MPH YCIOBUHM BHEIIHEH MOJIEPXKH HUX HAIMOHAIBHBIX BamoT (Tadi. 1). OmgHako,
OYEBMJIHO, YTO HE I BCEX TaKas NMOAJEPKKa BO3MOXKHA.

Bropas rpynma crpaH BecbMa ajanTUpoBaHa K BO3MOXKHOCTAM II€pEX0Ja K 3JIEKTPOHHBIM
nenbram (BemukoOputanus, CHIA, Snonus, [Nomnanaus, FOxuas Kopest u ap). Beicokuii unmekc
u(poBoi PBOIIOIMHK B (UHAHCOBOM cdepe Mpu YCTONIMBOCTH IIEHBI COOCTBEHHOW BATIOTHI TOMY
noareepxaeHue (puc. 16 u Tabm. 1).

Tpetws rpynna crpa, npexsiae Bcero juaepsl EBponeiickoro Coro3a, TOTOBBI K TAKOMY HEpEX0-
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1y, OJIHAKO OTPaHMYCHBI BO3MOXHOCTSIMH HEKOTOPBIX cBOMX naptHepoB no Coro3y (Mcnanueii, Ye-
xuei, [TonpIeit, JIMTBOK U /Ip.), KOTOPBIM HYKHBI CYIICCTBEHHbIC HHBECTUIIMH IS ITOAACPKAHUS
CTOMMOCTH HMX HAlMOHAJIBHBIX BAIIOT. K 3TOM e rpynmne MOKHO OTHECTH U YKpauHY C €€ He-
YCTOWYMBOM IpuBHOM (puc. 1, B).

AK M=$21 091 mapn AK My=8614 mapa
s, wpaf 20151, S, anpn [ (2015 1)
12,0
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Puc. 1 — Pucku, cBsi3aHHBIE C YMEHBIIIEHUEM KAIII-MaCChI AJIs1 Pa3HBIX TOCYapCTB:
a) — uzdasnAWUXCcs om Kaua, 6) — 6ANIAHCUPYIOWUX 8 30He PUHAHCOBOU YCMOUYUBOCMU,
8) — banancupyouux 6 30He QUHAHCOBOU HEYCMOUYUBOCMU, &) — NOBEPXHOCMb He-
yemotiyusocmu npu ynpagienuu urnarncamu; R — obracmu ¢hunancosvix puckos.

B nenom crneayer mpearnonarate, 4To HEM30€KHOCTh OTKa3a OT HAIWYHBIX JICHET B MOJb3y UX
IM(POBBIX AHAIOIOB JUKTYETCSI BCEMHU H3MEHEHUSIMHU, KOTOpbIE IpETEepreBacT COBpEMEHHas
TOProOBJIsI, €€ pacTyime o0beMbl U HEOOXOJUMBIE JUIsl 3TOTO CKOPOCTH (PMHAHCOBBIX OOOpPOTOB.
Crnenyer 0uaaTh, YTO 3TO MOXKET MPUBECTU K CYIIECTBEHHBIM M3MEHEHUSM B CAMUX TOPTOBBIX
nporelypax U U3MEHHUTh CYITHOCTh OaTaHCOB B TOPTOBJIE, YTO B CBOIO OYEPE/Ib, MOXKET NMPUBECTHU K
HENpeJCKa3yeMbIM TMOCHEACTBHUSIM, HE BCEr/a JIOSUIbHBIM JIJII MHOTHX CTpaH, OCOOEHHO ¢
«HEIOPA3BUTON», B HACTOSILEM IIOHUMAHUH, SJKOHOMUKOM.

BepHemMcs Kk KpUNTOBAIIOTAM M X POJIM B COBPEMEHHOM SKOHOMHKE, CBSI3AHHOW C BO3MOXKHO-

CTSIMH MUPOBOI TOProBiH. MiMeeT mpaBo Ha CYIIECTBOBAHUE CIEAYIOIIAs THIIOTE€3a OTHOCHTEIBLHO
ee epCreKTuB (puc. 2).
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Puc. 2 — MecTo ¥ posib KPUIITOBATIOTHI B COBPEMEHHON MUPOBOI 3KOHOMHUKE (eunomesa):
a) — mooenv paszsumust;, 6) — 6ecosvie YYHKYUU U3BECMHBIX KPURMOBAIIOM U UX 00JIAPO-
80e obecneyenue, 8) — OUHAMUKA POCMA OOLIAPOBO20 0becneyeHUs KpUnmogaiom
(npoecHo3).

OueHb BEpPOSTHO TO, YTO OWMTKOMH, 3TO PAa3BUBAIOLIUICS IMPOEKT, aBTOPCTBO KOTOPOTO B
KOHEYHOM pe3yJbTare MPUHAUICKUT TEM, KTO OPOKIAET JaBUHOOOPA3HbIE MPOLIECCH MOSIBICHUS
HeoOecneyeHHbIX JeHer. llenb — yMeHbIIUTh oOllee JaBlIeHHE Ha MHPOBYIO SKOHOMHKY CO
CTOPOHBI COBOKYITHOM Macchl HeoOecleUeHHBIX JEHEr, U B MEpPBYIO ouepenb, Jnoiiapa. B atom
Cllyya€ MOYKHO HPEANONI0XKUTh, YTO OUTKOMH Kak TIy0OKa HamUTaBIIAsCs Maccoil 0JuIapoB,
BpaIIaIONIUXCsl B MUPOBOM (PMHAHCOBOW cHUCTEME, B HEKOTOPBIM MOMEHT "NMOmHET", U MOJOMHET
noJ cebs OoJbIIOe KOJMYECTBO HEOOECTIEYeHHOH JEeHE)KHOM Macchl, TEeM CaMbIM, IOJHSB
YCIIOBHYIO IIEHHOCTh OCTaBILIEHCS €€ YacTHU 10 HEOOXOAMMOIro B MHUPOBOM TOProBiI€ YPOBHSA. DTO
IIaHC OCTaThCs A0JUIAapy "Ha MiaBy" M YKPENMTbH 3Ty BAJIIOTY €ILIE HA JOJIT0€ BpeMs. DTO IIAHC HE
«pa3BaliuTh» MHPOBYIO TOPIOBII0 W H30eXaTh MOTPSICEHUN, MOJOOHBIX MPOIIIBIM MHUPOBBIM
BoiiHaM. U eciiu cerojiHsi COBOKYIHAs KPHIITOBAOTA 3aHMMAeT HHIIY OpHEeHTHpoBOuHO B $ 420
MJIPJI, TO 4Yepe3 JIBa-TPH rojia ITOT YPOBEHb MOXKET COCTaBUTh Oosiee $ 1 TpIH., a IO HEKOTOPBIM
orteakaM $ 3-4 Tpiu [7], 9TO yKe COMOCTAaBUMO C CYMMaMH HEOOECIeUeHHBIX JeHer (M. Taldi. 2)
[16]. Bo3aMOXHO 3THM M OOBSCHSETCS Takas PEaKlus Ha KPHUITOBATIOTHI co cTopoHbl ®PC u
KpyNHEHIIMX KoMnaHuil Mupa? OIBIT cO34aHMs TaKUX NMHUpPaMUJ YK€ AABHO HAKOIUIEH, XOTS U
JTUCKPEIMTUPOBAaH BO BceM Mupe. Tak 4To rpex MM "He BOCHOJb30BaThCA" Ha Oyaro "30510TOrO
tenpua". Pe3ynbTaToM MOXeT OBITh IOSBJICHHE HOBOTO «KPEMKOro» Jojiapa, KOTOPBIH IO
MpekHeMYy OyIeT COCTaBJISTh OCHOBY MHUPOBOW TOPromiu. s 3TOro HEoOXOAMMO cOOII0IATh
OIpeJieJIeHHbIE YCIOBUS, 00€CIeUNBAIONINX MOIepKaHUE TPOEKTa KPUITOBAIIOT, @ UMEHHO:
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1 - Henb3s OOBABIATH OUTKOWH OOIIETIPU3HAHHOW BAIIIOTOM, IO KpaifHel Mepe, oPUIHaIbHO,
HO CIIelyeT MOJAePKUBATh K Hel MoJOOHBI MHTEpeC, Kak K Heo(pHUIINaIbHON BamoTe (6 Hacmosi-
wee epems ycnosue coono0aemcs),

2 - crocOOCTBOBATh BOBJICUEHHUIO B MPOCKT MAKCHMAaJIbHOT'O KOJHMYECTBA JIIOJEH, obsamaro-
IIMX CBOOOJHBIMY aKTHBAMHU H BAIIIOTOM (8 Hacmosiuee epemsi yciosue coonooaemcs);

3 - CTUMYNHPOBATh BO3MOKHOCTH JUISI HAKOIUICHUSI KPUITOBAIIIOT Y PE3UACHTOB, C obecreye-
HHUEM YCIIOBHsI HEOOPATUMOCTH (Ccob00aemcest nepuoouyeckis);

4 - 10 BO3MOXKHOCTH, OTPaHHYUBATH PAa3BUTHE CBOOOIHOW TOPTOBIM 3a OUTKOMH, HO OIHO-
BPEMEHHO W HE 3aIPeIlaTh, TEM CAMBIM CHOCOOCTBYS MX HAKOIUICHHIO Y PE3UACHTOB (noka cobnio-
oaemcs);

5 - CcTpeMHUTBCS HE MOJOpPBaTh aBTOPHUTET JI0JUIapa B ITOH urpe (ycrnosue cobarodaemcs Ha
npagax pocma AUKeUOHOCmuy OUMKOUHA);

- YXOJIUTH OT O(UIHATIHLHOTO CONOCTABIICHUS J10JUIapa U OUTKOMHA.

Tabnuma 2 — BecoBbie pyHKITMU TOMYISPHBIX KpUIITOBATIOT Ha KoHel 2017 roxa

Ne HanmenoBanue Kype, OMHCCHOHHOE OrpaHUYEHUE, IToreHnuanbHbIN
B KPHUIITOBAIFOTHI [$/monera] [uncio moner] pa3mep Kkomia, [$]
1 Bitcoin (BTC) 19000 21 mmH 400 mapn

2 Darkcoin (DASH) 14 22 MITH 300 mH

3 Litecoin (LTC) 33 84 miH 2,77 mupn

4 Feathercoin (FTC) 0,43 185 miH 80 mutH

5 Primecoin (XPM) 3,56 14 miH 50 MiH

6 Peercoin (PPC) 6,04 48 miH 290 muH

7 Namecoin (NMC) 8,0 21 mutH 168 muH

8 Freicoin (FRC) 0,7 100 mMH 70 MutH

9 Eathereum (ETH) 460 28 MITH 13 mupa

BCEIT'O =416 mapa

Takum 00pa3oM, MOYTH BCE 3TU YCIOBUS [UIS PEeaH3allMyd TaKOTO MPOEKTa JI0 CUX MOp COOII0-
narorcsd. HaMepeHHO Wi CIOHTaHHO — MOKa OCTaeTcsl He MOHATHBIM. Ho, Kak runmore3a camonpo-
M3BOJILHOTO WJIM 3allJIJaHMPOBAHHOIO MpOIecca MO yKa3aHHOMY aJrOpUTMY, OHa MMEET MpaBo Ha
CYILIECTBOBAHHUE.

3 BeiBoabl

B paGote 000011eHbI pe3yabTaThl aHAIN3a PA3TUYHBIX UCTOYHUKOB B 00JIACTH KPUIITOBAIIOT U
KHOEpPMOIIICHHHNYECTBA M OMpeAeNieHbl MECTO M pPOJb COBPEMEHHBIX KPHUIITOBANIOT, Kak
AJIBTCPHATUBHOI'O MEXaHHU3Ma BOBHGﬁCTBHﬂ Ha MUPOBBIC q)HHaHCOBBIC CUCTCMBI.

OOparnieHo BHMMaHHE Ha (PaKT CYIIECTBOBAHUS MHEHHS OTHOCHUTEIHHO KPUIITOBAIIOT, KaK O
ri100aJIbHBIX q)HHaHCOBBIX nupamMuyjiax, OCHOBAHHBIX Ha HCHOPOINOPHHUOHAIBHOCTH JOXOJ0B H
pacxoioB, KOTOpBIE CTOST 3a JIEHEKHBIMH oOoporamu. OOo3HaueHa U JApyras TOYKa 3PEHHS
OTHOCHUTCIIBHO KPHIITOBAJIIOT, KaK O HCKOTOPBIX [JI00AJIBHBIX q)HHaHCOBI)IX JOCTHXKCHUSX,
OCHOBAHHBIX HC€ Ha IMPOMOPHHUOHAIBHOCTH AOXOJ0B M PpacXoa0B, a HAa 3KCILTyaTalluhM HECTaTHBHBIX
KAauecTB YeJIOBEKa, KaK CYObEeKTa HOBBIX BUIOB KHOEPMOIICHHHYECTBA B pPaMKaX TJI0OATBLHOTO
nH(popManuoHHOTO MpocTpancTBa. CyIIecCTBOBaHHE MOAOOHBIX MHEHUW MOXKET HUMETh MECTO, B
YaCTHOCTH, €CIIM COBPEMEHHOEe oOmecTBo OyneT TMOABENCHO K TOHHMAaHUIO TOTO, 4TO
KPHUIITOBAJIIIOTEI UMCIOT MEPCIICKTUBY ABHUXKCHUA B KAUCCTBC HOBOU BaJIOTEI C COBCPIICHHO HOBBIMU
CBOMcTBaMH W KadecTBamu. JIMOO B BHIE WHBIX MPOEKTOB, HAa KOTOPHIE CETOJHS TaK IIeapa
MHUPOBast 5KOHOMHUKA.
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Abstract. In this paper, the methods of steganography hiding of information in a file system structure is investigated.
Namely, the structure of the FAT file system (File Allocation Table) and methods of hiding information messages,
which are based on repositioning separate clusters of cover files. A new method is proposed that, unlike the known
ones, changes the order of alternation of clusters in each cover file, which allows to further hide a certain informa-
tional message, that is, to increase the capacity of the hidden channel. It was confirmed that the results of the data
concealment and deletion procedures largely depend on the number of clusters with which it is necessary to carry out
the appropriate transformations. It is noted that the extraction procedure is performed much faster than hiding the
message. The proposed method is implemented programmatically, the results of experimental researches confirmed
the adequacy of the theoretical conclusions and recommendations.

Keywords: steganography; hiding information data; file system.

1 Introduction

Steganographic methods of information protection become, in recent years, increasingly popular
and widespread [1-2]. In particular, this is due to the emergence of the latest technologies of hidden
communication messages in artificially created containers, redundancy in which is generated by
technical features of storage, processing and/or transmission of digital data [3-14]. Namely, meth-
ods of network steganography as a carrier (container) use transmitted over the network packet or a
set of data packets [3-6]. In the 3D steganography, informational messages hide into artificial ex-
cess of digital 3D object models, for example, in the retina of surfaces, holograms, etc. [7-9]. The
construction of hidden cluster channels is based on the use of data storage features in modern file
systems [10-14]. The last direction is researched in this paper, in detail, researched of methods of
steganography hiding of information in the file system structure.

2 Modern file systems

The file system is the procedure established, which determines the way of organizing, storing
and naming data on the storage media in computer systems, as well as in other electronic equip-
ment: digital cameras, mobile phones, etc. [15-17]. The file system determines the format of the
content and the method of physical storage of information, which is grouped into files. The specific
file system defines the size of file names and (directories), the maximum possible file size, and de-
fines the set of file attributes. Some file systems provide service capabilities such as access control
or file encryption.

The main functions of the file system are aimed at solving the following tasks: naming files; ap-
plication file interface; displaying the logical model of the file system on the physical organization
of the data warehouse; organization of file system stability to power failure, hardware and software
errors; content of the file parameters necessary for its proper interaction with other system objects
(kernel, application, etc.).

In multi-user systems, there is another task: protection of one user's files from unauthorized ac-
cess of another user, as well as collaborative work with files, for example, when a file is opened by
one user, for others, the same file will temporarily be available in read-only mode.
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The greatest development in computing technology has traditionally been disk drives, the struc-
ture of which is generally presented in Fig. 2. Data on disk drives are recorded on tracks. The set of
tracks is divided into geometric sectors, while part of the path of a specific geometric sector is
called the track sector. The main logical unit of data storage in the file allocation table for disk file
systems is a cluster.

The cluster is a logical storage unit in a file
allocation table that combines a group of sec-

B tors of a track. For example, on the 256-byte-

C sized sector, a 256-byte cluster contains one

%¢\ sector, while the 2-kilobyte cluster contains

% : eight sectors. As a rule, a cluster is the small-

// ,—-%Q NN est disk space that can be allocated to store a

/////////(,’”'f )\l\))\\\\\\\\

i

\(‘ )) use similar concepts (zones in the Minix,
\\\\\ \\ // ’ /// blocks in the Unix, etc.). On some Linux file
\\\ // systems (ReiserFS, Reiser4, Btrfs), BSD
\\ // (FreeBSD UFS2), the last block of a file can
\ == / be divided into subfragments, which can be
placed "tails" of other files. In NTFS, small

\gé files can be written to the Master File Table

D (MFT). The small cluster is best suited for

small files. So, this way is more economical.

) _ A large cluster allows you to achieve higher

Fig. 1 — Structure of disc: speeds, but in small files, the place will be

(A) - track; (B) - geometric sector; used irrationally (many sectors will not be ful-

(C) - sector of the track; (D) - cluster. ly filled up but will be considered busy).

Disk file systems are usually stream-
oriented. Files in stream-oriented file systems are a sequence of bits, often providing functions such
as read, write, change data and control access. The most common current stream-oriented file sys-
tems are FAT (File Allocation Table) - its three different types (FAT16\32\64) and NTFS (New
Technology File System). Given the complete openness of the file system specification in this paper,
only FAT is considered below.

The structure of the FAT consists of five parts: Volume ID; FAT - tables (two examples); Clus-
ters (data files); Root directory.
Volume ID located at the beginning of the disk partition of the FAT file system. It is required for
the initial boot of the device. It also contains information about the parameters of the file system.
File Allocation Table is intended to indicate clusters of individual files. The disk data area is
separated into clusters - blocks that are sized when formatting a disk. Each file and directory occupy
one or more clusters. Thus, clusters of chains are formed. In the file allocation table, each cluster is
marked in a special way. The pointer size in bits for each cluster is specified in the file system
name. For example, for the FAT32 file system, the size of the pointer is 32 bites. There are three
types of cluster pointers:
e free cluster is a cluster in which new files and directories will be recorded;.
e busy cluster - the pointer indicates the next cluster in the chain. If the chain of clusters is over,
then the cluster is marked with a special value (OXFFFFFFOF in hex);
e Bad block - cluster with access errors. Indicated when formatting the drive to disable later ac-
cess to it.
Damage to the file allocation table completely destroys the file system structure, so two copies of
the table are always stored on the disk.

44



ISSN 2519-2310 CS&CS, Issue 1(9) 2018

Clusters (data files) - the data area that is placed directly after the last FAT table. The FAT direc-
tory (folder, directory) is an ordinary file marked with a special attribute. The data of such a file in
any version of FAT is a chain of 32-byte file records (directory entries). The catalog cannot contain
two files with the same names. If the disk validation program detects an artificially created pair of
files with the same name in one directory, one of them is renamed.

Root directory — the disk area in which the root directory information is located. Its size is lim-
ited, so in the root directory of the disk can be no more than 512 files and subdirectories.

The main advantage of the FAT file system is its simplicity and compatibility with outdated op-
erating systems. For this file system, there is a many detailed open documentations. A breach in the
system often lead to damage to one or more files. However, in case of serious damage, it is much
easier to restore information than NTFS.

3 Steganographic methods of hiding information in the file system structure

The simplest steganographic methods of hiding information in the structure of the file system are
discussed in [10,11]. They use free clusters (or certain service data fields) to record a hidden mes-
sage, but this method is unreliable [13,14]. Other methods, such as [12-14], are based on the use of
multiple cover files and hiding an informational message by changing the relative positions of the
clusters of different cover files one to another.

The hidden data is presented in the form of a bit array:

M ={b,,b,,...b, .}, b {01}.
On the device p=2", me N cover files are selected:
FoFpeoF oo
The order of the clustering of the cover files will hide the information message, that is, after the
embedding, the cover files cannot be deleted, moved or modified. The natural number m and

names of the cover files is the secret key. Also important is the order of cover files [14].
An array of cluster numbers for cover files is formed:

C0,0 C0,1 CO,Lo—l
C C .. C
1,0 11 1LL-1
C= ot 1)
Cp—l,O Cp—1,1 Cp—l,Lp_l—l

where each row of the array contains the cluster numbers of the corresponding file. For example,
the file F, corresponds to the i line of the array C, that is, the cluster numbers of the i covering

file can be represented as an array
Cr :{Ci,O’Ci,l""’Ci,Li—l}
where L, - clusters number in icover file.

If, when hiding the information, it is necessary to save without changing the contents of the cov-
er files, then it is necessary that the conditions are fulfilled: Vi:L, >k, k=n/m. An array D of

empty file system cluster numbers is formed: D ={c,c,,....c_}, And ¢, <c, <...<c_.

The number L, is the number of empty clusters of the file system, and it is required that the

condition is fulfilled:
p-1

L= L.

Information message M is separated into blocks by m bits each: M ={B,,B,,...,B,}, that
k=[n/m] and if k=n/m, then B ={b,,b,...b, .}, B, ={0,.b. bt oo
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By ={By_1ym: B aymezy -+ Bemat- If kK <n/m, then the last block is supplemented by zeros
B ={b,,0,-0,.} B, ={b,,0,,0, 000} s B =0y _pymi Bpeayimayyr+++sBrg1 0, 0., OF

km-n

Each block B,, i=12,...,k is interpreted to the natural number Vi:0<B, < p—1. Each of the
natural number.B,., 1=12,..,k is interpreted to the number of cover files from files array
FoFooF o

All clusters of the cover files are overwritten to empty clusters, that is, the D array is filled with
cluster numbers from the array C. The order of overwriting clusters of cover files corresponds to a
sequence of natural numbers {B,,B,,...,B,}, which are conditioned by the information message.

For example, the first empty cluster overwrites the first cluster of the cover file with number B, in
the second empty cluster overwrites the next cluster of the cover file with the number B, etc. The
natural numbers B, may coincide, and in this case, the clusters of the same cover file with the num-
ber B, are written. In order to enhance the protection, various techniques can be used, for example
[14], the initial value of B, is selected, and the order of overwriting the clusters of the covering
files is given by a sequence of positive integers {N,,N,,...,N,},
N.=B ,+B modp, 0<N. <p-1.

After, the first empty cluster overwrites the first cluster of the cover file with the number N, in

the second empty cluster - the next cluster of the cover file with the number N, etc. At the result of

the algorithm, the first k empty clusters of the file system will be written by clusters of the cover
files. So the condition k < L, must be fulfilled.

To extract the information message M the array D of the clusters of the cover files is formed:
D={c,.c,,....c_}, and ¢, <c, <...<c_ . Each cluster number in this array is correlated with only
one cluster of the cover file. This correspondence is determined by the logic of embedding infor-
mation and is used to extract data. In this case, a sequence of natural numbers is formed
{B,,B,,...,B, }, which correspond to the blocks of the informational message:

B, :{bO’bll""bm—l}7 B, :{bm’bm+l""’b2m—1}’ B :{b(k—l)m’b(k—l)(m+l)""’bkm—1}'
The informative message is calculated from these bit blocks
M ={b,,b,,...b .}, b {01}.

If k <n/m, then the last block is "cut"” - its last km—n bits are not used.

The disadvantage of this method is a small size of hidden data, which depends on the number of
cover files and the size of the one cluster at the file system. Each cluster of cover files can contain
log, p=m information bits. In this paper, we propose a new steganographic method of hiding in-

formation in the structure of the file system, which, in contrast to the one discussed, further modi-
fies the order of the cluster alternation in each cover file. The improved method allows an increase
in the amount of hidden information is achieved.

4 Proposed method

The proposed method of steganographic hiding of data in cluster file systems is based on the use
of several cover files (as in the prototype method) and the hiding of a secret message by changing
the relative positions of clusters of different cover files one to the other and, unlike the known
methods, the order of alternating clusters in each cover file. The hidden data is represented as the bit
array:

M ={bg,byibi i, 000,05 b} BB {03

On the device p=2", me N cover files are selected: F,F,,...F .
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The array of cluster numbers of cover files is formed as (1). For each cover file, the order of al-
ternating clusters in each cover file is changed. The order of alternation is given by the information
sequence M . To do this, p bit arrays of information bits are formed

M, ={b},b],...b] .},

*

* *
M, ={b Ll’bL1+l""’bL1+L2—l}’

Ml_p :{b7_1+|_2+...+|_p,1’ T_l+|_2+...+|_p,1+1’---1bT_1+L2+...+Lp,1_1}’

each of which is mapped to an array of cluster numbers of files

CFl ={a e Ll—l}’

CF2 :{62,0’02,1’""CZ,LZ—l}’

Ce, :{cp’o,cp’l,...,cp’Lp_l}.
The clusters of each cover file are reordered, that is, the cluster numbers in each of Cr., C¢ , ...,
Ce, arrays change their alternation in accordance with the values of the bit arrays M;, M,, ...,
M . Asaresult, new arrays of cluster numbers are obtained C;, CEZ, s C;p . Reordering clus-

ters in each cover file can be done in different ways. For example, by splitting down all numbers
{Cio:Cis+ G, 1} Into two halves and comparing each half with the value of the information bit

bi=1, L+L+..+L,-1<j<L+L+..+L -1, 0na j position in array C place a cluster
from the first half of ordered numbers, if b, =0 - from the second half.
Formed in this way arrays C. ={c;,,¢;,,....¢; . ,} reordered numbers of cover files form an array

of
Coo  Cou - Copa
e Co Cy v clyLrl.
Cp—l,O Cp—l,l Cp—l,Lp,l—l

Changing the alternation of clusters in each cover file allows you to hide the first
L +L,+..+L,, information bits from the array M, that is, the information sequence
{05,070 (. .o, 1} The rest of the information bits are hidden in the same way as in the above

prototype method [14].
The array D of empty file system clusters is formed: D={c,,c,,...c_}, ¢ <c,<..<c_.The

sequence of information bits {b,,b,,..,b,,} is separated into blocks bym bits each:
{B,,B,,...,B,}, Each block B, i=12..,k s interpreted as a natural number, i.e.
Vi:0<B, < p—1. Each natural number B,, i=12,...,k is interpreted as the number of the cover
file from the set of files F, F,,..., F ;. All cluster of the cover files are overwritten in empty clus-

ters, that is, the array D is filled with cluster numbers from the array C* (reordered clusters, that
is, with the alternating cluster interchanges in each cover file). The order of rewrite of cluster covers
files corresponds to a sequence of natural numbers {B,,B,,...,B,}, that are specified by the infor-
mation message. For example, the first empty cluster overwrites the first cluster of the cover file
with number B, in the second empty cluster, the next cluster of the cover file with the number B,
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etc. The natural numbers B, may coincide, and in this case, the regular clusters of the same cover
file with the number B, are written. As a result, the first k empty clusters of the file system will be

recorded by the clusters of the cover files. To extract the information message M , the array D of
the cluster numbers of the cover files is formed: D={c,,c,,...,c_}. Each cluster number in this ar-

ray is correlated with only one cluster of the cover file. In this case, a sequence of natural numbers
{B,,B,,...,B,}, is formed that correspond to the blocks of the informational message, i.e. the in-

formation sequence {b,,b,,...,b, ,}, b €{0,1} is formed. Then the information sequence is extracted
{b:;, bI’ e bzl+L2+...+Lp,1—l}’ bl* E{O’l}

For this purpose, the arrays C. ={c;y,¢,,....¢; . ,} Of the cluster numbers of each cover file are

analyzed. The extraction rule corresponds to the logic of hiding. For example, the splitting of all
ordered {c,,,C;;,...,C; . ,} numbers into two halves and the matching of each half with the value of

the information bit can be applied. For example, if there is a cluster on the j position in array C;
on the first half of an array of ordered numbers {c;,,c;,,...C, . ,}, accepts b’ =1. If the second half

accepts b, =0. Thus, due to the additional change in the order of alternation of clusters in each

cover file, it is possible to increase the size of hidden information. In particular, in comparison with
the prototype method, it is possible to hide one bit per cluster of cover files in an additional way.

The proposed method was implemented programmatically, experimental research of its effec-
tiveness was conducted. Fig. 2 and 3 contain results of the comparative analysis of the built-in data
capacity by a base method and the method offered in this work are given.

Fig 2 shows the dependence of the size of the steganograms on the size of the cluster of cover
files. As it is seen, that is doubling the bandwidth of steganogram.

In fig. 3 shows the size of the ste-
ganograms depending on the number of
cover files. There are comparing the results
\ show that with equal input parameters, the

proposed method allows hiding twice long-

\”8” er message than the basic method proto-

type. In addition, the improved method al-

&”6 lows you to use only one cover file, as

compared to the basic method. By compar-

S ing the computational complexity of the

Cluster size. byte methods, it can be argued that the improved

method requires twice the computational

resources. For experimental research of the

effectiveness of the methods, the program

"Stegano FAT", FAT 32 file system on a

JetFlash 350 Transcend® flash drive with a

capacity of 8 GB, USB 2.0 connection in-

terface and laptop Lenovo® Y510P with
Windows® ver. 8.1 OS were used.

It should be noted that the actual execu-
tion time of hiding methods depends on

‘s
474872 s,

Steganogram size, byte

.
.
.
e
e

118718 **ea, 29679,5

Steganogram size, byte

Number of cover files both the hardware features of the data carri-

ers and the algorithmic implementation. We

Fig. 2 — Dependence between: will analyze the operation time of the

- message length and size of a cluster (a), methods, depending on the selected param-
and count of cover files (b) eters: size of cluster; size of message; count

of cover files; total size of the cover files.
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To estimate the dependence of the time spent on the executing of the hiding and extracting mes-
sages methods to the cluster size, we set the message size is 100 bytes, the number of cover files —
2, the total size of the cover file — 7 MB.

7,000 6,276 < 410 | 0,025
6,000 | 0,020
g 5000 “eve,. 3,960 g
%1 4,000 3,341 2,870 "'2'3:70 B
£/ 3,000 &l 0,010
T 2,000 1= 0,005
1,000 | : 0,008
0,000 : 0,000
2048,000 4096,000 8192,000 | 2048,000 4096,000 8192,000
|

Cluster size. byte Cluster size, byte

Fig. 3 — Effect of size of a cluster on spent time

We will change the cluster size in the range: 2048, 4096, 8192 bytes. The results of the experi-
ment are summarized in Fig. 3. In this graph and the following ones, on the left are the results of
hiding the message, on the right — when extracting. The dotted line shows the results of the modi-
fied method, the solid line shows the results of the basic method. As seen in Fig. 3, with increasing
cluster size, the time of the concealment of the message is reduced. The improved method requires
twice as much time to hide information in contrast to the based method, with the same configura-
tion. The selected method does not affect the time of information retrieval. To estimate the depend-
ence between the spent time on the hiding and extracting message and size of the message, we set
the cluster size is 2048 bytes, the number of cover files — 2, the total size of the cover files 7 MB.
We will change the size of the message: 100, 200, 400 bytes.

The results of the time spent analysis are shown in Fig. 4. As seen in Fig. 4 as the message size
increases, the time to hide and extract the message increases. To estimate the dependence of the
time spent on hiding and extracting the message to the number of cover files, we set the size of the
cluster - 2048 bytes, the message size is 100 bytes, the total size of the cover files - 7 MB. We will
change the number of cover files: 2,4,8. The results are shown in Fig. 5.

20,000 | 0,035 e
15,570 | 0,030
15,000
) et 0,025 0,020 0,020
g 10,120,. | g| 0020
[ 10,000 7,340 — et 8,360 al
& 5,840 | 10015
5,000 3,820 =10,010
| 0,005
0,000 - 0,000
100 200 400 | 100 200 400
Steganogram size, byte I Steganogram size, byte
Fig. 4 — Effect of the size of the message on spent time
10,000 | 0,035 0,032
8,801 0,030
8,000 d 0,022 9928 0,031
[} 6,000 '00..5;310 I %) 0,025 M
f’ j 4,693 e eeeeennaes, 5010 | 8| 0020 y
8l 4000 2,760 &1 0,015
al 4 ~—~—— 2,704 | &l 010 0,017
2,000 | 000
0,000 0,000
2 4 8 | 2 4 8
Number of cover files Number of cover files

[
Fig. 5 — Effect of a count of cover files on spent time

49



ISSN 2519-2310 CS&CS, Issue 1(9) 2018

As seen in Fig. 5, as the number of cover files increases, the time to hide the message - decreas-
es. This is due to the fact that the number of information clusters, with an increase in the number of
cover files, decreases, and accordingly increases the number of clusters that will be recorded with-
out mixed. When a message is extracted, the time spent increases according to the number of cover
files. To estimate the dependence of the time spent on the hiding and extracting of the message on
the total size of the cover files, we fix the cluster size - 2048 bytes, the number of cover files - 2,
size of the message is 100 bytes. We will change the total size of the cover files: 1.7, 3.5, 7 MB.
The results are shown in Fig. 6. As seen in Fig. 6, when the total size of the cover files increasing,
time to hiding and extracting the message increases.

] A
S 6,710 I oos 0,021
6,000 5,010 .._.u.-’ I 0,020
g 4,201”",.....-0‘ | 2]0,015
: 4,000 o 3,293 ¢
& 2,083 2,417 | 810010
2,000 0,005
0,000 l 0,000
1,7 3,5 7 I 1,7 35 7
Total size of cover files, Mbyte | Total size of cover files, Mbyte

Fig. 6 — Effect of the total size of cover files on spent time

5 Conclusions

In this paper, we propose a new method, which, in contrast to the known besides regrouping
clusters covering files additionally changes the order of alternating clusters in each of the cover
files. It allows to further hide a specific information message, that is, increase the bandwidth of the
hidden channel. The proposed method is implemented programmatically, the results of experi-
mental research confirmed the adequacy of the theoretical conclusions and recommendations. There
are results can be argued: the time of concealment and deletion of the message is largely influenced
by the number of clusters over which we need to make a reposition; Extracting is performed much
faster than concealing the message.
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IIpuxoByBaHHS JaHUX B (pail10BOI CTPYKTYPI.

AHoTanis. Y cTaTTi JOCTiKYIOTbCI METOIH cTeTaHorpadii, o NpUXOBYIOTH iHGOpMaIiio B CTPYKTYpi (aimoBoi cucremu. A
came, cTpykTypa daitnoBoi cucremu FAT (tabnums posmoxiny ¢aiiiB) i METOAM NMPUXOBYBaHHS iH(POpMAIiifHUX MOBiIO M-
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BiIMiHY BiJl BiJOMHX, 3MiHIO€ TIOPSJOK CIIiTyBaHHS KJIacTepiB B KOXXHOMY (aiini oOKJIaguHKH, IO TO3BOJISIE JOIATKOBO TIp -
XOBaTH iH(popMaIliiiHe MOBiTOMJICHHS, TOOTO 301IIIUTH €EMHICTh MPUXOBAHOTO KaHany. [liITBEpAKEHO, IO PEe3yJIbTATH MPO-
Leqyp MPUXOBYBAaHHS Ta BIJIYYCHHS NAaHUX B 3HAUHIA Mipi 3ajJieXaTh BiJl KUIBKOCTI KJIACTEPiB, 3 AKUMH HEOOXiTHO MPOBECTH
BIJIMOBi/IHI MepeTBOpeHHs. Big3sHaueHo, mo npoiexypa BIUTydeHHS BUKOHYEThCS Ha0araTo MIBH/IIE, HiX IIPUXOB yBaHHS MOBi-
nomieHHs. [IpornoHOBaHM METO peai3oBaHUil IPOrpaMHO, a PEe3yNIbTaTH EKCIIEPUMEHTAIbHUX JOCITIKeHD IiATBE PIKYIOTh
MPaBUJIBHICTh TEOPETUIHUX BUCHOBKIB 1 peKOMEHAII.
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CkpbiTHE JaHHBIX B (aii10Boii cTpyKTYpe.

AHHOTauMA. B cTaThe HcciaeayloTcs METOIBI CTeraHorpaduu, CKphIBaonIe HHGOPMALIUIO B CTPYKType (QailnoBoil cucT eMBbl.
A mMeHHO, cTpyKTypa daiinoBoii cuctemsl FAT (tabmuna pacmupenenenus GaiinoB) U METOIBI CKPHITHS MH()OPMAIMOHHBIX
co00IIeHNH, KOTOPBIE OCHOBAHBI HA U3MEHEHHMHU MOJOXKEHMS OTIENBHBIX KJIAacTepoB ¢ailnos obmoxkku. Ilpeanaraercst HOBBIN
METOJ], KOTOPBIH, B OTIMYNE OT U3BECTHHIX, H3MEHSIET NOPSAOK YepeIOBaHMUs KIAaCTepPOB B KaXA0M (¢ailie 00J0XKKH, 9TO M03-
BOJISICT JIOTIOJHUTENIBHO CKPBITh HH(GOPMAIIMOHHOE COOOLIEHHUE, TO €CTh YBEIHYUTh €MKOCTh CKPBITOTO KaHada. IloaTBepixie-
HO, 4TO Pe3yJIbTAThl IPOLEAYP COKPBITUSA U U3BJICUEHUS JITAaHHBIX B 3HAYUTEJIbHOI CTENEHH 3aBUCST OT KOJUYECTBA KJIACTEPOB,
C KOTOPBIMH HEOOXOJIMMO IPOBECTH COOTBETCTBYIOIIUE NMpeodpazoBanus. OTMedeHO, YTO MpoLeaypa U3BICUECHUE BBIIIOJH -
eTcsi Topas3o OblcTpee, YeM CKphITHe coobmenus. IIpeanaraemslii MeTox peann3oBaH MPOTPAMMHO, a Pe3yJIbTaThl YKCHEPHU-
MEHTaJbHBIX HCCIIEJOBAaHUI NOATBEPKAAIOT IPABHIBHOCTh TEOPETHUECKUX BHIBOJOB U PEKOMEHIallui.

Knrouessble c1oBa: creranorpadus; cKpbITue HHOOPMAIMOHHBIX JaHHBIX; (haioBas cucreMa.
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