ISSN 2519-2310

COMPUTER SCIENCE
AND

CYBERSECURITY

V. N. Karazin Kharkiv National University Publishing




MIHICTEPCTBO OCBITU I HAVKU YKPATHU
MHWHUCTEPCTBO OGPA30BAHIA 1 HAYKN YKPANHDBI
MINISTRY OF EDUCATION AND SCIENCE OF UKRAINE

XAPKIBCBKIjlﬁ HAL[IOHAJH)HI/IE/'I YHIBEPCUTET imeni B.H.KAPA3IHA
XAPbKOBCKHMM HAITMOHAJIbHBIM YHUBEPCUTET umenu B.H. KAPA3NHA
V.N. KARAZIN KHARKIV NATIONAL UNIVERSITY

KOMIMTFOTEPHI HAYKU TA KIBEPBE3MNEKA
KOMMbIOTEPHbIE HAYKU U KNBEPBE3OMACHOCTb
COMPUTER SCIENCE AND CYBERSECURITY
(CS&CS)

Issue 2(6) 2017

3acHoBanuii 2015 poky

MixHapoJHUH e1eKTPOHHUI HayKOBO-TEOPETUYHUH KypHAI
MexnyHapOIHbIN 3JIEKTPOHHBIM HAYYHO-TEOPETUUECKUN KYPHAI
International electronic scientific journal



COMPUTER SCIENCE AND CYBERSECURITY

The journal publishes research articles on theoretical, scientific and technical problems of effective facilities development for com-
puter information communication systems and on information security problems based on advanced mathematical methods, infor-
mation technologies and technical means.

Journal is published quarterly.

Approved for placement on the Internet by Academic Council of the Karazin Kharkiv National University (September 25,
2017, protocol No.13)

Editor-in-Chief:

Azarenkov Mykola, Karazin Kharkiv National University, Ukraine

Deputy Editors:
Kuznetsov Alexandr, Karazin Kharkiv National University, Ukraine
Rassomakhin Serhii, Karazin Kharkiv National University, Ukraine

Secretary:
Malakhov Serhii, Karazin Kharkiv National University, Ukraine

Editorial board:

Alekseychuk Anton, National Technical University of Ukraine "Kyiv Polytechnic Institute”, Ukraine
Alexandrov Vassil Nikolov, Barcelona Supercomputing Centre, Spain

Babenko Ludmila, Southern Federal University, Russia

Biletsky Anatoliy, Institute of Air Navigation, National Aviation University, Ukraine

Bilogorskiy Nick, Cyphort, USA

Borysenko Oleksiy, Sumy State University, Ukraine

Brumnik Robert, GEA College, Metra Engineering Ltd, Slovenia

Dolgov Viktor, V. N. Karazin Kharkiv National University, Ukraine

Dempe Stephan, Technical University Bergakademie Freiberg, Germany

Geurkov Vadim, Ryerson University, Canada

Gorbenko Ivan, V. N. Karazin Kharkiv National University, Ukraine

lusem Alfredo Noel, Instituto Nacional de Matematica Pura e Aplicada (IMPA), Brazil

Kalashnikov Vyacheslav, Tecnologico University de Monterrey, México

Karpinski Mikotaj, University of Bielsko-Biala, Poland

Kavun Serhii, Kharkiv Educational and Research Institute of the University of Banking, Ukraine
Kazymyrov Oleksandr, EVRY Norge AS, Norway

Kemmerer Richard, University of California, USA

Kharchenko Vyacheslav, Zhukovskiy National Aerospace University (KhAl), Ukraine

Khoma Volodymyr, Institute «Automatics and Informatics», The Opole University of Technology, Poland
Kovalchuk Ludmila, National Technical University of Ukraine "Kyiv Polytechnic Institute”, Ukraine
Krasnobayev Victor, V. N. Karazin Kharkiv National University, Ukraine

Kuklin Volodymyr, V. N. Karazin Kharkiv National University, Ukraine

Lazurik Valentin, V. N. Karazin Kharkiv National University, Ukraine

Lisitska Irina, V. N. Karazin Kharkiv National University, Ukraine

Mashtalir Volodymyr, V. N. Karazin Kharkiv National University, Ukraine

Maxymovych Volodymyr, Lviv Polytechnic National University, Ukraine

Murtagh Fionn, University of Derby, University of London, UK

Niskanen Vesa, University of Helsinki, Finland

Oliynikov Roman, V. N. Karazin Kharkiv National University, Ukraine

Oksiiuk Oleksandr, Taras Shevchenko National University of Kiev, Ukraine

Potii Oleksandr, V. N. Karazin Kharkiv National University, Ukraine

Raddum Havard, Simula Research Laboratory, Norway

Rangan C. Pandu, Indian Institute of Technology, India

Romenskiy Igor, GFal Gesellschaft zur Férderung angewandter Informatik e.V., Deutschland
Stakhov Alexey, International Club of the Golden Section, Canada

Swiatkowska Joanna, CYBERSEC Programme, Kosciuszko Institute, Poland

Toliupa Serhii, Taras Shevchenko National University of Kiev, Ukraine

Velev Dimiter, University of National and World Economy, Bulgaria

Watada Junzo, The Graduate School of Information, Production and Systems (IPS), Waseda University, Japan
Zadiraka Valerii, Glushkov Institute of Cybernetics of National Academy of Sciences of Ukraine, Ukraine
Zholtkevych Grygoriy, V. N. Karazin Kharkiv National University, Ukraine

Editorial office:

Karazin Kharkiv National University

Svobody sq., 6, office 315a, Kharkiv, 61022, Ukraine

Phone: +38 (057) 705-10-83

E-mail:  cscsjournal@karazin.ua

Web-page: http://periodicals.karazin.ua/cscs (Open Journal System)

Published articles have been internally and externally peer reviewed

© V.N. Karazin Kharkiv National University,
publishing, design, 2017

INTERNATIONAL ELECTRONIC SCIENTIFIC JOURNAL


http://www.univer.kharkov.ua/en/person/Mykola.O.Azarenkov
http://old.lp.edu.ua/index.php?id=5052
mailto:cscsjournal@karazin.ua
http://periodicals.karazin.ua/cscs

COMPUTER SCIENCE AND CYBERSECURITY

TABLE OF CONTENTS

Issue 2(6) 2017

L-KOL[I)I B CUCTEME OCTATOUYHDBIX KJTACCOB .ccceveeriiccccccccceccesscsscsscsscsssssssssssssscscss

B. Kpacuobaes, C. Komman, A. SIHko

Practical classification topological structures of communication networks for

MUItipProcessor COMPULEE SYSTEIMS 1.uieieeerieeenteeceecerensescescnsansonsesarascscnsansansanes

O. Tyrtyshnikov, M. Mavrina, Yu. Korzh

HocitixxeHHs BJACTUBOCTE HEiH’EKTUBHHUX CXeM PO3rOPTAHHS KJIIOYiB

CUMETPHYHHUX OJIOKOBHX HIMPPIB .evrirrriinniiinriiimiieesrenioeteesscsnssssssossscssssossssnss

M. Poninko, P. OmiiiHrkoB

Synthesis of derived signal systems for applications in modern information

and comMMUNICALION SYSTEMS wiuuiieereenienteeerumeceecescnsensesessescnssnsensscnsansansscnses

I. Gorbenko, A. Zamula, V. Morozov

The concept of diagnostic data errors of computing systems witch

functioning in the system of residue ClasSeS ...ccceiveiieeriniinnerieriecersnicnrenssnsoncenes

A. Moskalenko, V. Krasnobayev, S. Koshman

The digital methods for detection of selective spectral analysis of

(010] .01 0] 13 Q [0 1 F= 1 SN

S. Veklych, S. Rassomakhin

INTERNATIONAL ELECTRONIC SCIENTIFIC JOURNAL



ISSN 2519-2310 CS&CS, Issue 2(6) 2017

VJIK 681.142

L-KOJAbI B CUCTEME OCTATOYHBIX KJIACCOB

Buxrop KpaCHo6aeBl, Cepreit Komman?, Anmuna ko’

! XapbkoBckuii HAIHOHATBHBIH YHHBepcHTeT nvenn B. H. Kapasuma, mr. CBoGosl, 4, XapbKkoB, YkpanHa
krasnobaev@karazin.ua

2 XapbKOBCKHUI1 HAllMOHAIBHBIN TEXHUYECKUI YHUBEPCUTET CEJIbCKOI0 X03s11cTBa UMeHH [leTpa Bacunenka,
yi1. Aprema, 44 XapbkoB, YKpauHa
s_koshman@ukr.net

® [orraBcKuit HAMOHABHBIH TEXHUIECKHI yausepcuteT uMenu HOpusa KonnpaTtroka,
[epBomaiickuii mpocnekt 24, r. Ilonrasa, 36011, Ykpanna
al9_yanko@ukr.net

Peuensent: Vpuna Jlucumkas, o-p Tex. Hayk, npod.,
YJIEH-KOPPECIOHAEHT AKaJleMUU HAayK NIPUKIIAJHON paju03IeKTPOHUKH,
XapbKOBCKHI HaMOHAIBHBIN yHUBepcuTeT uMenn B.H. Kapasuna, momans CBoboxsr 4, r. Xapskos, 61022, Ykpanna
lisitska@karazin.ua

Tloctynuna mapt 2017

Annomayusn. B cmamve paspabamuiéaemcs Memoo Koppekyuu OuubOK OAHHbIX 8 CUCeMe OCMAMOYHbIX K1ACCO8
(COK), ocrosanmblil HA NpUMEHEeHUU KOppeKmupyrowux céoticma L-ko008, komopuvle 00pasyomcs npu ucnonw3o8a-
HUU 83aUMHO HONAPHO He NPOCMbIX OCHOB8AHUIL. [{AHHbII MEMOO NO360JAEm PACUUPUNG KIIACC KOPPEKMUPYEeMbIX
OWUOOK, YUMo pacuupsem Koppekmupylowue 803moxcrocmu L-xodos. Ilpedcmagnenvi npumepsi bin0IHeHUs One-
Ppayuu Koppekyuu, a maxice ONUCAHbl 0COOEHHOCHU Peanu3ayuy ycmpoucmea 0is 0OHAPYIHCeHUs OUUOOK OAHHBIX.

Knwuesvie cnosa:. cucmema CHUCTIEeHUsl, cucmema oCmamo4Hblx Kiacco8, KOppeKyus OWM6OK, KomnvromepHhas cu-
cmema, Heno3uyuoHHaA K0008as cmpykmypa.

1 BBeaenue

B HacTos11ee BpeMsi HHTEHCUBHO MCCIIEYIOTCS BOZMOXKHOCTU R -KOIOB AJIs peanu3anuu apud-
METHYECKHX OIepaluii, a TaKkXke ISl KOPPEKIHH OIMMOOK B CHCTEME OCTATOYHBIX KIIACCOB
(COK) [1,2]. 310 00BsICHAETCS TPOCTOTOM CTPYKTYphI R-KOOB M XOPOIIMMHU KOPPEKTUPYIOLUIUMHU
BO3MOYKHOCTSIMH, & TaK)K€ CPAaBHUTEIBHON MPOCTOTON MX MOCTPOSHHSI IJISl IF0OOTO 3aJaHHOTO MU-
HUMAaJIbHOTO KOJIOBOTO PACCTOSHUSI.

[IpencraBnsiercs BaXXHBIM M MHTEPECHBIM PACCMOTPEHHE TaK Ha3bIBAEMBIX JTMHEHHBIX KOJIOB
(L-xomoB) B COK. B mutepaType 3TH KOJBI OIMCBHIBAIOTCS CKOpee Ka4eCTBEHHO, YeM KOJn4e-
CTBEHHO. /[e0 B TOM, YTO 110 HACTOSIIETO BPEMEHU HUKTO HE 3aHMMAJICS TIyOOKHM H3ydeHHEM
CBOWCTB CHCTEM OCTAaTOYHBIX KJIACCOB, OCHOBaHMS KOTOPBIX HE SIBJIAIOTCS B3aUMHO NMPOCTHIMHU YHC-
namu. IlogoOnas COK Ttaxke obnajgaeT onpeneneHHbIMU KOPPEKTHPYIOIIMMH CBOMCTBAMH, YTO
00yCIIOBIMBAET HEOOXOJUMOCTh OILIEHKH BO3MOXHOCTH U I1€J€CO00pPa3sHOCTH MPUMEHEHMS TaKUX
CHICTEM JUTSI TTOBBIIICHUSI HAJIS)KHOCTH KOMITBIOTEPHBIX CHCTEM W KOMITOHEHT 0OpaOOTKH IIEIOYHC-
neHHbIX gaHHbX (KCKOLL).

[lens craTthu — pa3paboTka mMeTona Koppekiuuu omubok manabpix B COK, pacmmpsromniero kop-
PEKTHPYIOIIIEe BO3MOKHOCTH L -KOJI0B.

2 OCHOBHAA YACTh
OnHaKo, €CiIM OrPaHMYHUTh KJIACC BO3MOXKHBIX OIIHOOK B OT/AEIBHBIX OCTATKaX KOJOBBIX CIIOB,

BO3MOKHOCTH L -KOJIOB CYILIECTBEHHO PACHIUPSIOTCS.
Paccmotpum remmy 1. Jlnst mo6oro nenoro uncia A=(a,, a,, ...,a,) B CHCTEME OCTaTOYHBIX

KI1accOB ¢ OCHOBanusMu M; (i =1,Nn) u st moGo¥ mapbl OCHOBaHUE M, ¥ M JOJKHO BBINOJI-

HATBCA YCIIOBUC

© Kpacuobaes B., Komman C., fuko A., 2017 4


mailto:krasnobaev@karazin.ua
mailto:s_koshman@ukr.net
mailto:al9_yanko@ukr.net

ISSN 2519-2310 CS&CS, Issue 2(6) 2017

(& —a;)=0(modd;),
rae d; (M, m;) naubonbumii oOmMii nenUTENL OCHOBAHUH M, u M, al, j=1n;i=j.

st ompeneneHuss HEOOXOAMMBIX M JIOCTATOYHBIX YCIIOBHM JJIs1 OOHApPYKEHHsI OJHOKPATHBIX
olMOOK C MOMOIIBIO L -K0/I0B MO pe3ynbTraraM jJemMmbl 1 chopMylupoBaHa U JI0OKa3aHa CIENyIo-
11ast TeopeMa.

Teopema 1. /Iy oOHapyx)eHuUst OIIMOOK B OCTAaTKE MO MPOU3BOJIBHOMY OcHOBaHMIO M, (i =1, n)
yucna A=(a, a,, ...,a,), 3aAaHHOTO0 B CUCTEME OCTATOYHBIX KJIACCOB C OCHOBaHMAMH M,,...,M ,

HEo0X0AMMO, YTOOBI OCHOBaHHE M, MMEJIO XOTS Obl OAMH, OTIMYHBIA OT €IMHUILBI, OOIIMI Jenn-
TeJb C OCTAJIbHBIMU OCHOBaHUsAMU M, (i # j).

HoxazarensctBo. Ilycts HOJJ dij(mi, mj) OomnpeAesieH sl MPOU3BOJBHBIX OCHOBaHM MA
(i# ]), m ommbKa MPOU30LLIA [0 OCHOBAaHHIO M., T.e. @ =a, +Aa, . [lokaxem, 4TO BBIpAKCHHE

(8 —a;)modd; sksusanentHo Ag;(modd;). CornacHo neMMe BBIIOIHSETCS CIEIYIONIEE PaBEH-
CTBO

(& —a;)=0(modd;).
3amnuiieM BeIpaykeHUe
a, +Aa, =a,(modm,)
B BUJC
a+Aa, =m-m +a;,
rae m — uenoe yucio. M3 nocnegHero BbIpaXXeHUs OMPEIeIuM UCKaKEHHBIH OCTaTOK
a=a+Aa-m-m.
Torma MOXKHO 3anucarb
a,—a; =| (3 —a;)+(-mkd;) +Aa, |.
Tak xak
(& —a;)=0(modd;) u —mkd; =0(modd;),
j » @ K — HarypanbHOE unCIo, TO
(& —a;)=Aa(modd;).
OueBHIHO, YTO MPH OTCYTCTBUM OOmMX nenureneii, T.e. ecmu d; =1, Torma Aa =(modd;).

OTO0 U OKa3bIBaeT HEOOXOIUMOE YCIOBUE TEOPEMBI.

HeobxomuMoe yciIoBHE TEOPEMBI SIBISETCS JOCTATOYHBIM, €CIM OIIMOKa HE KpaTHa JejuTe-
mo dj.

roe m, =kd

JlelicTBUTENBHO,
(md; +a;) = 0(modd; ),
s 0<a; <dj.
Teopemy 1 MOkHO cOPMYIHUPOBATH €IIE CIAEAYIOLUIUM 00Pa30M.
Jnst  oOHapyxeHUs OWIMOKM B OCTaTKe [0 IIPOU3BOJILHOMY OCHOBAaHUIO M, uucia
A=(a,a,,...,a,), 3amanHoro B COK, HeoOX0IMO U AOCTaTOYHO, YTOOBI OmmnOka Aa, OblTa He
kparna gemmrensm d; u d; =(d;;, d;,, ..., d;,), tne d; — HOJ nenmreneii d; =(d;;, d;y, ..., d;,) .

Ha ocHoBaHuM pe3ynpTaToB T€OpEMBI | COCTaBUM anropuT™ oOHapyskeHus omnook. [Iposepsiem
OCTaTOK IO OCHOBaHMIO M, . /Iy 3TOro onpenenaum COBOKYITHOCTh 3HAUYEHUI

a-—-a,= aiz(mOd d12) '
a—a;= ais(mOd d13) '
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a—a,=4aq, (mOd dln) .
Ecmu a; =(modd,;) , To mpoBepsieTcs BTOpOii OCTAaTOK U T. [I.

2. inst nosyyenus snauenuit a; (i # J) cocraisiem marpuiy

a, Q3. &,

Ay, 8y . By
G=

anl anz e ann—l

HpI/I COCTABJICHUHU MATPUILIbL G He 00s13aTENIBHO YKa3bIBaTh UCTHUHHOC YHUCJIOBOC 3HAYCHUC aij )
AOCTATOYHO MNPCACTABUTH €TI0 OTJIMYUTEIbHBIN IMPpU3HAK

0, ecru a; —a; =0(mod d,),

a;
)
1, ecau a; —a; #0(mod d,;).
Ecnu ompenenureb MaTPHUIIBI |G|:0, to wnucio A=(a,a,,..,a,) — HpaBWIbHOE, a €CIIU

|G| #0, To uncino A — HempaBWIBHOE.

Paccmotpum cooOpakeHusl, MO3BOJISIIOIINE YIIPOCTUTD BbIILICITPUBEICHHBIN aarOpUTM.
Hcxons us Toro, 4ro

a —a; =[d; — (& —a;)](modd;;),
OIpCaACIINTCIIb |G| MO>XHO H€ HaxOIUThb. I[OCTaTO‘IHO OIpCAC/INTL JUAroHaJbHBIC 3JICMCHTBI MaT-

putibl G 1 100aBUTH OJHO 3HaUEHHUE a_ ., T.C.

n+1°

a121a23’a34""’an—1n’an1'

Jlerko NPOBEPHUTH, YTO IIPH TAKUX 3HAYCHHUAX &, BO3MOXHO, YCTAHOBUTH HC TOJILKO (1)aKT nuc-

ij >
Ka)KEHHUS KOJIOBOTO CJIOBA, HO U OIIPE/ICIUTh HOMEP HCKaKEHHOTO OCTaTKa.

C nenbio onpeseneHuss HeOOXOIMMBIX M JOCTATOYHBIX YCIOBUH IJIsl HCIIPABICHHS OJHOKPATHBIX
o160k ¢ moMoso L -konoB chopMynupoBana 1 oka3zaHa CIeayolas Teopema.

Teopema 2. Jlns ucnpaBieHUs] OMIMOKK B OCTAaTKE IO IPOM3BOJIBHOMY OCHOBAaHHIO MM, dHCIA
A=(a,a,,...,a,), 33JaHHOTO B CHCTEME OCTAaTOYHBIX KJACCOB C OCHOBaHHAMH M,M,,..., M,
HE00X0AMMO, YTOOBI BBIIOJIHSIOCH YCIIOBHE

(dy —D(d; —D=m —1-(K, +K; =Ky 1) (1)
rae di =(m, m), dy=(m, m;), K, - komrdecrso nemureneid, kpatubix dy ; K, - KomuuecTso
JlenuTenei, kpatupix d;;

K[dik,d”] - KOIIMYECTBO JIeUTENEH, KpaTHbIX HauMeHbuleMy obuemy kpatnomy (HOK) [d,,,d;]

nemureneid d, u dij, i#].
JlokazatenbcTBo. Boruucium 3Hauenus a;, &, & . Ecin ommbka npousonuia no 0CHOBaHHMIO

m, 10 =0, a a;#0 u a; =0. Yucno pasnuunbix KomOuWHaMH &;, &, pPaBHO

i
(dj =1 -(dy —1), rme (d; —1) — umcno BO3MOXKHBIX 3HaYeHMH Benmuuubbl ; (@; #0), (d; —1) —
YHCIIO0 BO3MOXHBIX 3HaueHHnd &, (&, =0), a 9uciIo BO3MOXKHBIX 3HaUCHHI OIIMOOK 10 OCHOBAHUIO
m, paBHO M. —1 (A&, #0) 3a BeIYETOM YHClIa HEOOHAPYKEHHBIX OMIMOOK. YHCIO HEoOHapyKeH-
HBIX OIMOOK COCTOMT M3 9MCIa OMMOOK, KpaTHbIX Aenutemo Oy —K, # KpaTHBIX nenuTemo

di — K, - Takum 06pazom, YMCIIO BO3MOKHBIX 3HAYEHUH OOHAPYKMBAEMBIX OIIMOOK PABHO
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m; —1—(Kdik + Kdij - K[dik,dij])'

Jlnst obecrieyeHnss COOTBETCTBUSL BOSMOXKHBIM 3HAYEHUSM OIIMOOK IO OCHOBAaHHIO M. HEOOXO-

JUMO BBINOJTHEHUE HepaBeHcTBa (1). Uto u TpeboBanoch 10Ka3aTh.
HeoOxonumoe ycnoBue TeopeMsbl 2 SBISETCS TOCTATOYHBIM, €CJIM PA3IMYHBIM 3HAYEHUSIM OIIH-

00K Ad; COOTBETCTBYIOT Pa3jM4HbIC 3HAYECHHUS IPOU3BECHHUS &, - &; , M HAOOOPOT.
JlefiCTBUTENBHO, B 3TOM CJIy4ae MEK1y BO3MOKHBIMU 3HAYEHUAMU AQ; M 3HAYECHHAMH ITPOM3BE-
JiCHUsT @ +@; CYLIECTBYET B3aMMHO OJJHO3HAYHOE COOTBETCTBUE, YTO M ONPEALISACT BO3MOKHOCTD

OJTHO3HAYHO OIPEJEIIUTh BEIMUNHY OLIHOKH.
Ha ocHoBaHUM TeopeMbl 2 COCTABUM aJITOPUTM KOPPEKLUH OIIMOOK 110 NMPOU3BOJIBHOMY OCHO-
BaHMIO M

1. OHpeI[eJ'H/IM HOMCDP NCKAXXCHHOI'O OCTaTKa. I[J'IH 3TOI'O BBIYUCJINM 3HAUYCHUA
a—a, = aiz(mOd dlZ) '
Q- = azs(mOd dzs) )

a,; —a,=a, 4, (mOd dn—ln) )
a,—a = anz(mOd dnl) :

Ecnu Bce ocratku @; =0(modd;;), To uucino A npasunbnoe. Ecnu ommbka mpousonuia no oc-
HoBauuo M, 10 &; #0 u &, #0 u, Takum 00pasom, nposepsiemoe unucno A= (a, a,, ..., &, ..., &,)
SBIIIETCS HENPABUIIBHBIM.

2. Mo 3navyenusam @; u @, obOpam@aemcs B OJIOK KOHCTAHT OWHMOOK, I/I€ BHIOMPAEM COOTBET-
CTBYyIOLIlee 3HaueHue Aa; .

3. IlpousBoauM KOppeKLMIO 4Yucia A B OCTaTke @,, M I0JlydacM IIPABHIBHOE YHUCIO
A=A-AA, te.

A=(a,a,..4a,..,4a,).

Ecnu B cokpamennoit COK 3a cueT UCKIIOUeHUs OCHOBAaHHUSA, IO KOTOPOMY MTPOU30IILIa OIINOKa,
MOHO OJHO3HAYHO MPEACTABUTH YUCIO A, TO BMECTO OIMpPEACIICHUS 10 3HAUYECHUSIM a; n @, Be-
JMYUHBI OIMMOKK AQ; , HETOCPEICTBEHHO BBIYMCIMM 3HAYEHUS IPABUIBHOIO OCTATKA @, .

PaccMoTpuM 3TOT anropuT™M KOPPEKIMU OMIMOOK.

1. BbI4UCIIMM 3HAYEHHE OCTATKOB a,,, 8y, -y Qpy -

2. OmpenenyM HOMep UCKaKeHHOro ocTaTtka. IlycTs ommbka nmpousonuia mo M, ocHoBaHMIO. B
3TOM CJIy4a€ 3TO OCHOBaHHE HCKIIOYAETCS, a 4YUCIO A TMpeacTaBisieTcss MO OCHOBAaHUSM
m, m,,..,m,, T.e.

A=(a,a,,...,a,,a. ., ...,a,).

3. [IpousBenem cBepTKy unciaa A B MO3UIIMOHHBIN KOJ.

4. OnpenenuM HCTUHHOE 3HAYEHUE UCKAKEHHOTO OCTAaTKa

a =A-[A/m]m,

riae [X] — menas yacte X, He mpeBocxosmias X . McnpaBieHHOE YUCIIo

AAC”I = (al' aZ’ "t a‘i’ e an) )
OnpenenuM ycioBus, IPU KOTOPBIX BO3MOXXHO HckiItoueHre n3 COK HEKOTOpPBIX OCHOBAHUWM.
Jlnst aToro npeactaBuM ocHoBaHus ucxoiHol COK B kaHOHMUYECKOM BUJIE

— a1 22 Ay
m, = P11 Pio" ---Pu,
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— 81 8z a1,
M, = Po1 Po;” ---Pay,

_ anq ano an)
mn _IBn:[I ﬂng ...,ann ’
_ . 3, EN
M =672 ... 0.
s onHo3HauHoro onpenenenus yncna A, 3agannoro B COK ¢ ocHoBanuamMu m;, m,,...,m,, u

JICXKaECro B Auara3oHe [0, M) MOKHO HCKJIHOYUTE TOJIBKO T€ OCHOBaHU:A, OJI1 KOTOPBIX ﬂm = ﬂil )
1

(m=1k, i =1 n). [Ipu 5T0M HEOBXOIMMO, 4TOOBI &, > a -

Takum 00pa3oM, onpeeneHsl HEOOXOIUMBIE U JOCTATOYHBIEC YCIOBUS KOPPEKIHUU OMHOOK Me-
TOJIOM MCKJIFOUEHHS MCKaXEHHOTO OCHOBAHUSA. DTUMH YCIOBUSMH SIBIISIETCS OJHOBPEMEHHOE BbI-
IIOJIHEHUE PABEHCTBA U HEPABEHCTBA

B =ﬁili y Ay 28, (2)

ITycte 3amana COK ocHoBanmsmMu m =4, m,=6, m;=12, m,=18. Ilpu »sTOM
M =[4,6,12,18] =36. B coOTBETCTBHH C YCIOBHEM BO3MOXXHOCTH KOPPEKIMU OIMIMOOK (2) ompe-
nenuM te ocHoBaHust COK, koTtopbie MOkHO UCKIOUMTh. [IpeacraBum ocHoBanuss COK B kaHOHU-
4EeCKOM BUzEe: M, = 2% m,=2-3, my= 22.3, m, = 2.3 u M =22.32. OUeBHIHO, YTO HCKOMBIE
OCHOBaHus - M, m,, m,. [IpousBenem nposepky, Ui 4ero cocraBuM yacTHble 3HadeHus HOK:

M, =[6,12,18] =36,

M, =[4,12,18] =36,
M, =[4,6,18]=36,

M =[4,6,12]=36.

Yactroe 3Hauenne HOK M, <36, 4ro noareepkaaeT NpaBUIIbHOCTb OMPEIEICHUS UCKII0Yae-
MbIX ocHOBaHM# u3 3aganHon COK.

Beimie Obu1 mpencTaBieH alroputM oOHapykeHus U ucrpasieHus ommbok B COK mocpen-
ctBoM L -komoB. Ilycte mpu BeluMcieHud 3HadeHuit (@, —a,,,)modd, ., ompexeneHo, d4ro
a,,,#0, a,,, #0, a Bce ocTanbHbIEC 3HAUCHUS] PABHbBI

&y = (& —a,,;)modd,,, =0.

Torma yTBepkaaeTcs, 4To YUCIO A HEMPaBUIBHOE, a OMHUOKA MPUCYTCTBYET B OCTATKE IO OCHO-

BaHHWIO M,, T.C.

A=(a,a, ..a,..,4a,).

OOparasce 0 3HAYEHUAM &, ,; U &

i i i;1 B OJIOK KOHCTAaHT OIIMOOK OINPEEINM 3Ha4eHHE OMINO-

K1 Aai " JaJjiec onpeacsiiM NUCTUHHOC 3HAUCHUEC OCTATKa

a,.,=a—Aa.

i ucn

I/ICHpaBJ'ICHHOC YHUCJIO MPEACTAaBUTCA B BUAC

Alcn = (a11 aga ""aiucn’ ey an) .
JIst uctipaBiieHUs OMIMOKHU C MOMOIIBIO pa3pabOTaHHOTO METO/1a, HEOOXOIMMO, YTOOBI OIMHUOKa

Aa, ObL1a OHOBPEMEHHO HE KpaTHa ABYM aenutexsaMm d,,; u d;,,,, 9TO OrpaHMYMBACT KJIACC KOP-

PEKTUPYEMBIX OLIUOOK.
Takxum 00pa3zoM, oueBUIHA HEOOXOIMMOCTh Pa3paboTKH 3(DPEKTHBHBIX METOJOB H AJITOPUTMOB,
MO3BOJISTIONIMX PACIIUPHUTH KIACC BO3MOKHBIX KOPPEKTHPYEMBIX OIIHOOK.
MeTox KOPpPEKLMH OJHOKPATHBIX OIIMOOK, MMO3BOJISIOIINN HCIPABIATh OMIMOKH, KPAaTHBIE OJI-
HOMy m3 gemuteneit d. . wiu d, . ,, COCTOHT B CIICTYIOIIEM.

[Tycts 3amana COK co B3anMHO HE MPOCTHIMU OCHOBaHUsIMH, T.€. HOJ]
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(m,m,,...m)=>2.

N nycts 3agano umncio B COK

A.,=@,a,..,3).

Ompenenum Bce 3HAYEHHSA A ,;, T.€. 8y, yg, gy, .oy 8,4, &, . He Hapymas oOmHOCTH pac-

Cy)K/I€HMH, Oy/ieM cuuTaTh, uTo &, ;,; # 0, a Bce ocTajibHble 3HaYeHus @, ,,, # 0.

i+l
Taxk xak
#0,

a i,y = (8 —&;,,)modd

TO OIIMOKA MOXKET IPUCYTCTBOBATL TOJIBKO B OCTATKaX IIO OCHOBAHUAM mi U1 mm. B cBs3u ¢

i+1 i+l

3TUM BO3MOJKHBI JIBE€ TMIIOTE3bI:
- OIIMOKA NIPUCYTCTBYET B OCTATKE 4, ;

- OIIMOKA NIPUCYTCTBYET B OCTATKE &, .

[Mpexxae yem paccMOTPETh MPOIECC KOPPEKIMH OMMOOK MpeiaraeMbIM METOZOM, CHOPMYIIH-
pyeM U JIOKQXEM TeOpeMy, pe3yJbTaT 0Ka3aTelbCTBAa KOTOPOHW HCIIONB3YyeM IPH ONpPEACICHUN
MPOIIECCa CXOIMMOCTH COBOKYITHOCTH YHCEIT BUJIA

(k) —
A =(ay, 0 8, Ay, Qg A,)
K IIpaBUJIBHOMY YHUCITY

AP :(ai""’ai—l’a aM,...,an).

ip?
Hpe,[[BapI/ITeJ'IBHO paccCMOTpPUM JIEMMY.
Jlemma 2. CYMMa, Pa3HOCTb U IPOU3BCACHUC JIFOOBIX KOJOBBIX CJIOB ABJIAIOTCA TaKXKE KOJOBBIMH
CJIOBAMMU.

Teopema 3. Ilycts B ynopsimodeHHOU (M., <M. ;i =1,N) cucreme oCTaTOYHBIX KIACCOB C OCHO-
BaHUAMH M, M,, ...,M 3aJaHO HENPABUIbHOE (MCKaXEHHOE B OJTHOM OCTaTKE) YHMCIIO
A=(a,a,,..,a,,8,a,,..,8a,)
U IIyCTh
Ag; =g, —a = kidi—li'
Toraa B COBOKYITHOCTH 3HAYEHUI
X = (ai - kidi—li) mod m;
CYILIECTBYET TAKOE CANHCTBEHHOE 3HAYCHUC &, , , IPU KOTOPOM YHCIIO
(P) —
A”=(a,a, 8, a,)
ABIAETCA MpaBWIbHBIM unciaom, rae d,_,;(m_,m), a K Moxer mnpuHUMaTb 3HAYECHHA
k=12,..,m/d_ ;-1
HokazarenbcTBo. IIokaxeM, 4TO CYyIIECTBYET TAKOE 3HAYCHUE @, , IPH KOTOPOM YUCIIO
A=(a, 8, .3, Q)
SIBJISIETCsl TpaBIIIBHBIM. [1o ycroBuio Teopembl ommbOka Aa, kpartHa jgenutento d. .. Beipaxenue

|(idi—l'

i COACPIKUT BCC BO3MOXXHBIC YN CJIa KPATHBIC di—li .

Takum oOpa3om, HaiieTcst XOTs ObI 0/1HO 3HaueHue K, = p,, mpu KoTopoM
Ag,, =pd; 4, a &, =a,—-Aa,.
A(Pl) A(ki)
[TokasxeM, 4TO eIMHCTBEHHOE IPABUIILHOE YHCIJIO U3 COBOKYITHOCTH YHCET BUAA .

[Ipenmnonoxum, 4To CyIIECTBYET TAKOE 3HAYEHUE &, P p,d. ., Ipr KoTOpOM YHCITO AP

TAKXKe SABJISIETCSA MPAaBUIBHBIM. TOr1a B COOTBETCTBUU C JIEMMOMW 2 YUCIIO
(p1) (p2) _
A=A =(0,...,a,-a,,..0)
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SBJIAETCS IPABUIIBHBIM.
Ecmu uncno A — A2 nmpapuisHOE, TO B COOTBETCTBHH ¢ J1eMMOii | nMeeM

(pZ _pl)di—li = O(mOd dlfi) ’
(p2 _pl)difli = O(mOd dzfi) y

(o, — p)d,4; =0(modd, ;).

Eciu i # N, To eIMHCTBEHHO NpaBuibHBM unciom A — A¥2) Gyner HyneBoe KOJ0BOE CIIOBO.
910 obycnosneno tem, uro d, ,, #0 n d, ;; He pano HOK pmenmureneit d;;, d,;, ...,d ;. [Ipuyem He-
paserctBo d,,, #[d;,d,,,...,d ;] mpoTuBOpeunT ycnoBHIO MPOU3BOILHOIO BBIOOpA OCHOBAHHI

m,m,,...m.. CrnenoBaTeabHO, BRIIIOTHICTCS cienymliee paBeHCTBO
AP _ AP = (0,0,...,0, ..., 0).
T.O., pl = p2 , UTO IMOATBECPIKAACT CAUNHCTBCHHOCTL CYIIICCTBOBAHUA pl , IpA KOTOPpOM
() _
A _(ai,az,...,aipl,...,an)
SBJIAETCS IPAaBWIbHBIM. UTO U TpebOBaIOCh JOKa3aTh.

Pa3paboraem anroputm KOppeKIuu OUIMOO0K, OCHOBAaHHBIN Ha PE3y/IbTaTe TEOPEMBI 3.
Paccmotpum nepByto rumoresy. Tak kak a ,; =0, To ommbka kpatHa genurento d. , ;. [Toaro-

My OIIMOKA 10 OCHOBAHHIO MOKET MPUHUMAThH 3HAYCHUS
Ag; = kdi—li '
ma k, =1,2,..,m /d, ;, —1.
Brluncnum COBOKYIHOCTh 3HAYEHUI
Ay, = (& —kd;_;) modm,.

Ecnu B sTOM COBOKYITHOCTH HaﬁHeTCH TaKOC 3HAYCHUC aim , IpA1 KOTOPpOM

m
A™ =(a,a,, ..., &, A,)
IMpaBHUJIBHOC YHCJIO, TO IEpBAA TdIioTE3a ClpaBCAIvBa, T.C. omnoKa MNPUCYTCTBYCT B OCTATKE IIO
OCHOBAaHHIO mi . B aTom CJIydac UCITPABJIICHHBIM YUCIIOM ABJISACTCA,

A — A(m),
rae
a, = (8 —md;_;;)modm,.

ki
Eciu IIpU BCCX 3HAYCHUIA aik‘ quCiIo A( 1) HCTIPaBHUJILHOC, TO 3HAYCHHUC ai HCTUHHO, a OIIMOKa

mpounsonjia B OCTaTKE 110 OCHOBAHUIO mm. Tak kak a

..1isp =0, TO omMOKa MO OCHOBAHUIO M,

kpatHa nemurenmo d. ., T. €.

i+1 i+

Aai+l = ki+ldi+l i+2

rae k,, =12,..m,, /d, ., 1.
OHpe,Z[CJII/IM COBOKYITHOCTBH 3HAUEHUU
Qo , = (ai+l -k d'+l i+2) mod M-

i1 i+

B cooTtBeTcTBHU € TeOpeMoii 3 B 3TOM COBOKYITHOCTH 00s3aTEIbHO HAMIeTCs TaKoe eMHCTBEH-
HOe uncio a,,, , mpu kotopom AN =(a,, a,, ..., &y, @,) - TPABHIBLHOE YHCIIO.

OTMeTHM, YTO OYEPEIHOCTH MPOBEPKU THIIOTE3 MPOHM3BOJbHAS M HE BIUSIET Ha BEPOSITHOCTh
KOppeKiuy omur6ok. OHAKO C IENbI0 MOBBIICHHUS OBICTPOICHCTBHUS OIMpeeIeHHsT HoMepa MCKa-
’KEHHOTO OCTaTKa, B TEPBYIO O4Yepeib, HEOOXOUMO MMPOBEPUTH THIIOTE3Y, Ul KOTOPOH 3HAaUYeHHUE
m./d,_,, (k=i,i+1) Oyzer HauMEHBIINM.

Paccmotpum npumep peanuszanuu pa3pabOTaHHOTO alrOpUTMa KOPPEKIUHU OIHNOOK € MOMOIIBIO

10
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L -xom0B.
ITycts 3amana COK ocHoBanmsamMu m, =4, m,=6, m,=12, m,=18. Ilpu stom M =36,

d,=2,d,=6,d;,, =6, d, =2. O0beM KOJIOBBIX CJIOB IIpe/ICTaBJIcH B Ta01. 1.

Tabmauua 1 — Tabnuua KOIOBBIX CIOB

Yuco 4 Yucino A B COK
B JIECATUYHOM KOJE m, m, m, m,
0 0 0 0 0
1 1 1 1 1
2 2 2 2 2
3 3 3 3 3
4 0 4 4 4
5 1 5 5 5
6 2 0 6 6
7 3 1 7 7
8 0 2 8 8
9 1 3 9 9
10 2 4 10 10
11 3 5 11 11
12 0 0 0 12
13 1 1 1 13
14 2 2 2 14
15 3 3 3 15
16 0 4 4 16
17 1 5 5 17
18 2 0 6 0
19 3 1 7 1
20 0 2 8 2
21 1 3 9 3
22 2 4 10 4
23 3 5 11 5
24 0 0 0 6
25 1 1 1 7
26 2 2 2 8
27 3 3 3 9
28 0 4 4 10
29 1 5 5 11
30 2 0 6 12
31 3 1 7 13
32 0 2 8 14
33 1 3 9 15
34 2 4 10 16
35 3 5 11 17

Heo6xoaumo ompenenuTs NpaBUIbHOCTE uncna A=(3,5,7,7), u B cilydae UCKaKEHUS UCIIpa-
BUTb €T0.

1. Ompenenum 3Hauenus a, =0, a,,=2, a,, =0, a,, =0. Tak xak a, #0, To uncno A He-
IPaBIIILHOE, U OMINOKA IIPOU30IILIA BO BTOPOM JINOO B TPETHEM OCTATKAX.

2. Tak xak m, /d,, >m,/d,,, To mepBas runoresa COCTOUT B TOM, 4TO OMIMOKA MPEeANonIaracTcs

11



ISSN 2519-2310 CS&CS, Issue 2(6) 2017

B OCTAaTKE [0 OCHOBAHHUIO M.
3. Boraucnnm 3HaqeHust 8y, =8, — Kydyy st Ky =1.
Honyunm a, =a,—kd,; =7-1-6=1. Ilpn 5TOM MOJIY4EHHOE YHCIIO A® =(3,5,1,7) ne sB-

JSIOTCSA KOJOBBIM CJIOBOM (cM. Tabia. 1), T. e. mepBas runore3a He BepHa. Ommbka mpou3onuia B
OCTaTKe 10 OCHOBaHHUIO M, .

4. Ucnpasum yncino A. Jlnsg storo mo 3HaueHHsAM K, =12 ompenenum HCKOMOE 3HAuCHUE
Ay, = — k2d21
k, =1, a, =a,-k,d, =5-1-2=3,
k, =3, 8y, =a,—k,d, =5-2-2=2.
B utore, monyunm aBa konoBeix ciosa: AP =(3,3,7,7) u AP =(3,1,7,7).

W3 Tadmn. 1 CIICAYET, UYTO €CAMHCTBEHHO IIPAaBUJIbHBIM KOJOBBIM CJIOBOM SBJISICTCA 3HAYCHUC A(z) y
T.€. =A? =(317,7).

cn
Takum obOpaszom, paspaboTanHbi MeTon Koppeknuu ommOok B COK mo3BoiseT pacmvpuTth
KJIACC KOPPEKTUPYEMBIX OLIMOOK. DTO CYHIECTBEHHO PACIIUPSIET KOPPEKTUPYIOUINE BO3MOKHOCTH
L -xono B COK.
Paccmotpum paboty ycrpoiicTBa s oOHapy)eHHUs OMIMOOK C MOMOIIbI0 L -KOJO0B, B COOTBET-

CTBUU C PACCMOTPECHHBIM BBIIIE AJITOPUTMOM. DTO YCTPOHCTBO COACPIKHUT BXOJHON PETHCTpP, CYyM-
matopsl 1o Moaymo M u d;; (i=2,n)u (n—1)— Bxoanoit snement UJIM. Pabora sToro ycrpoii-

CTBA COOTBETCTBYET OIMCAHHOMY BBIILE AITOPUTMY OOHApPYKEHHS OMINOOK.
ITyctes COK 3anana ocHoBanusaMu M, =4, a,, =2, m, =12 . IIpu aTom

3
[[m =288, L=M =[4,6,12]=12, d}, =2, d,; =4.
t=1
Onpenenum MpaBUIIBHOCTb YUCITA
A=((11),(001),(0111)).

Ha BbIxoze cymmaropa mo Moayiar M, moiaydum a, =M, —a, =0101, Ha BeIXxOAE cymmaropa

0 MOJYII0 M, —a, =M, —a, = 0101. Ha Beixozme cymmaropa o moaymo d,, moaydum
(2, +a,) =0(modd,,),

Ha BBIXOze cymmaropa d,,
(3, +2,) = 0(moddy;).

Ha BbIXO/ie yCTpO#CTBa OTCYTCTBYET CHTHAI, T. €. yhciio A mpaBuiibHOE (cM. Tabu. 2).
ITycTs uncno A MCKaXeHO Mo OCHOBaHHMIO M, u mycTh Aa, =011, t.e.

A=((0011),(0100),(01112)).

Ha BbIXOzI€ CyMMaTOpa O MOJYII0 M, MOJYYUM YUCIIO a_2 =m, —a, =010, a Ha BBIXOZE CyM-
MaTopa Mo MOy M, YHCIIO0 a_3 =m, —a, =0101.

Ha Bhixome cymmaropa mo Momymo d,, momyusmm & +a, =1(modd,,), a mo momymo d,,
a, +a, =0(modd,,).

Ha Beixone ycrpolictsa nosnyunM onepana 0001, T.e. yMciio HENPaBUIBHOE.

Kak crnemyer u3 pacCMOTPEHHBIX MPUMEPOB BBHIITOIHEHUS ONEPAIMH KOPPEKIIUH OIMIHOOK, C T0-
MOHIBIO L -KOZOB JOCTaTOYHO MPOCTO peanu3yeTcs Mpolecc oOHapy:keHus omubok. Bpems oOHa-
pyxennst ommbok aist COK, 3amanHO# 110001 CHCTEMOM OCHOBaHHWH, BCETJa PaBHO TPEM YCIIOB-

HBIM BPEMEHHBIM TaKTaM U HE 3aBUCHT (Kak 3TO Habmonaercs Uil R -KOJ0B M MOMEX0YCTONUNBBIX
Ko710B B no3utinoHHou cucreme cuncieHus (IICC)) ot uncna nHGopMaMOHHBIX OCHOBAaHUH.

12
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Tabauua 2 - Tabnuua KoI0BBIX CIOB

KomoBrle uncna
A A B COK

ml m2 m3
0000 00 000 0000
0001 01 001 0001
0010 10 010 0010
0011 11 011 0011
0100 00 100 0100
0101 01 101 0101
0110 10 000 0110
0111 11 001 0111
1000 00 010 1000
1001 01 011 1001
1010 10 100 1010
0101 11 101 1011

[lpuBeneM HEKOTOpBIE COOOpPaKEHMS, KOTOPHIE MO3BOJAT YIPOCTHTH BBIMICIPUBEICHHOE
YCTPOMCTBO 1J11 0OHAPYKEHUS OLIUOOK.

Brauane nokaxem cootHomenue (8, +a;) = (@, +a;)modd,; , Ha OCHOBaHUH KOTOPOTO COCTaBHM
anroput™m Koppekuuu ommbok. Ilycte B onepanne A=(a,, a,, ..., &,) MCKaKEH OCTATOK M, T. €.
a; =(a; +Aa;)modm;.

3amuIleM CUCTEMY PaBEHCTB:

k=a-a,=a+(m;-a;)=(a —a;+m; —Aa;)modm;,,
k,=a;,—-a, =a;+Aa;—a =(a; —a +a;)=modm;.
CnouM 3TH paBEHCTBA U MOJIy4YUM
k, +k, =m;(modm;)
W
k, +k, =0(modd;).
Takum o6pa3om, nokazaHo, 4TO
(a1+ai) = (a1 +ai)mOddli '
T. €. B YCTPOWCTBE Ul OOHapyXeHUs omMOOK BMecTo N—1 cymMmaropoB mo Moayiar0 M, gocTa-
TOYHO MMETh BCEr0 OJHMH CyMMAaTOp IO MOAYI0 M, .

Pazpa®oTaHHBIi alNropuT™M peanusanus mnporecca oOHapy>KeHHs OIIMOOK ompeaesnsercs Cieay-
IOLIUMU COOTHOUICHUSIMHU:

a,+m —a, =(a, +a)modd,,,
a,+m —a =(a,+a)modd,;.

BelmepaccMOTpeHHBINH BapuaHT ycTpoicTB [yt onpenenenus ommbok B COK no3Bosnsier rapan-
THPOBAHO OOHAPYKUThH (PaKT MCKaKeHUA unciaa A, OJHAKO MPHU STOM HE ONpeeNseTcs HOMep oc-
HOBaHMS, 110 KOTOPOMY IIPOU3OIIIO UCKAKEHUE OCTATKa.

Paccmotpum paboTy ycTpoicTBa, ONpeNeNsIIoIero HOMEp OCTaTKa, M0 KOTOPOMY MPOHU3OIILIO0
UCKakeHHue uucna A.

IIycte COK 3amana ocHoBanmsamMu M, =4, m,=6, m,=12, m,=18. IIpu sTOM

L=M =[4,6,12,18] =36, d,, =2, d,, =6, d,, =6, d,, =2, A=(0,2,8,2).

13
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ITyctp uncno A HMCKa)KeHO IO OCHOBAaHHIO M, , T.C.

a, =(a, —Aa,)modm,,
unycrte Aa, =5.

Ha BpIXOnEe cymMmaropa mo MOAyar M, IOJYy4YUM 3HAYEHHUE 61_2 =m,—-a,=4; no moxymo m,
IOJLy4UM - a_3 =M, —a, =4, Ha BBIXOJIE CyMMaTOPa 10 MOAYJIIO — M, — a_4 =m, —a, =11. Ha BbIxO-
1e cymmaropa 1o moayimo d,, nomydnm (&, + a_z) =0(modd,,),

1o Moayiio d, - (a, +a,) =0(modd,,),
o moayio d,, - (a,+a,)=0(modd,,),
o moxymo d,, - (a,+a,) =1(modd,,).

Ha Bxogax cymmatopos no moxymto d,, u d,, DpUCYTCTBYeT HEHyJEBOH pe3yibTaT ONEepaLiy

(a, +a_J) modd;, mosToMy OTKpBHIT 4eTBepTHIA dnement U, T.e. Ha 4-H BBIXOJHOH IMHE IPHUCYT-

crByer curHain. OTcrozma ciemyer, YTo OomMOKa mpowsonuia B 4yerBeproM ocratke a, (Taodm. 3).
JlaHHas porieypa MOKET ObITh UCIIOJIb30BaHA B HEKOTOPBIX CHCTeMax 00paboTKu AaHHbIX [3,4].

Ha ocHoBanum nOKa3aHHOH TeopeMbl 2 HEOOXOAMMBIM YCIOBHEM OOHApY)KEHHs OLIMOKH B
OCTaTKe 10 MOAYII0 M, sBisiercs yciosue (1). JlaHHOe yciaoBUe SBISAETCA U JOCTATOYHBIM, €CIIU
omnbka Aa, =@, —a, He KpaTHa OJHOBpeMeHHO aenutensiM d, ,;, d,.,, T.e. CICIYIOIHM ABYM Jie-

(i-1) _ _ (i+1) _ —

marensm d. 7 =(d;, , Aa) =1, d 7 =(d;,;, Aa) =1.

B cootBeTcTBUM € pe3ylbTaTaMy TEOPEMBI 2 TIOCTPOUM AJITOPUTM KOPPEKIUHU OMIMOOK IO TMPo-
U3BOJIBHOMY OCHOBAaHHIO M

1. Onpenenum Bce BO3MOXHbIE 3HaUeHus THna (8, —a,,,) =8, ,;,,(modd, ;,,),
a, —a, =a,(modd,,),
a, —a; = a,(modd,,),

3)

a,1.—8,=4 (mOd dn—l n)’

a,—a, = anl(mOd dnl)

n-1n

2. Ecnu Bce 3naueHus (3) paBHBI HYIIO, TO JIMOO OMIMOKH HET, TMOO0 OHA KpaTHA KaXXKJIOMY U3 Jie-
murenet d. ,, d...,, (mpeamonaraeTcst OHOKpATHAs OIINOKA).

3. Ecmm g, #0, &, #0, a Bce ocranbHble 3HaueHuns @; =0, To oumbka npousoluIa mo Mo-

i+l
aymo M, T.e. & =a +Aa (1<Aa, <m -1).

B cootBercTBHY € AOKa3aHHOW TeopeMoi 3 HEOOXOAUMBIM YCIOBUEM JUIsl UCTIPABIICHUS OIINOKU
B OCTaTKe @, sBJIseTCs yciaoBue (4), 3anucaHHoOe B 00IIeM BUJIE

(dik _1)(dij _1) 2 5(Aai) ) (4)
rac
S(Ag;)=m —1- (Kdik + Kdij - K[dikrdij]) '
Kdik - YHCJIO BO3MOXKHBIX I[eJ'II/ITeJ'Ief/i OIIINOKHU Aai 110 OCHOBAaHHUIO mi (T.e. YHUCJIO BO3MOXHBIX O€-

auTenei uncaa M, —1), KpaTHBIX 3Ha4YeHHIO d,, ;

Kd-k~ - 9UCII0 BO3MOXKHBIX JICJUTENEeH omMOKH A, 10 OCHOBaHHIO M., KpaTHHIX 3Ha4eHHo d, i
ik j

K[d-k d1 YHCJIO BO3MOKHBIX I[eﬂPITeJ'Ieﬁ OIIIHOKHU Aai 110 OCHOBAaHHIO mi, KpaTHBIX 3HAYCHUIO
ik Yij

HOK uwncen d;, u d;;.
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Tabnuua 3 - Tabauma komoBBIX cI0B A1 Habopa ocHoBaHuit COK

Konosrie cnoBa KonoBrie cinoBa

A B COK A B COK

ml m2 m3 m4 ml m2 m3 m4
0 0 0 0 0 18 2 0 6 0
1 1 1 1 1 19 3 1 7 1
2 2 2 2 2 20 0 2 8 2
3 3 3 3 3 21 1 3 9 3
4 0 4 4 4 22 2 4 10 4
5 1 5 5 5 23 3 5 11 5
6 2 0 6 6 24 0 0 0 6
7 3 1 7 7 25 1 1 1 7
8 0 2 8 8 26 2 2 2 8
9 1 3 9 9 27 3 3 3 9
10 2 4 10 10 28 0 4 4 10
11 3 5 11 11 29 1 5 5 11
12 0 0 0 12 30 2 0 6 12
13 1 1 1 13 31 3 1 7 13
14 2 2 2 14 32 0 2 8 14
15 3 3 3 15 33 1 3 9 15
16 0 4 4 16 34 2 4 10 16
17 1 5 5 17 35 3 5 11 17

Vcnoue (4) sBISIETCS U IOCTATOYHBIM, €CJIM PA3JIMYHBIM BO3MOKHBIM 3HaueHUsIM O(Ad,) omm-

6ok 1o ocHoBannio M; (i =1,N) COOTBETCTBYIOT Pa3IN4HbIE NAPhI BEMYUH Q) U &

PaccmoTpum npumep KOHKPETHOTO BBITIOJIHEHHS oniepariuu koppekmnuu omubok B COK, 3anan-
HOH ocHOBanuAMM M, =4, m,=6, m,=12. B »sroM ciy4ae Tabiuua KOJIOBHIX CJIOB

L =[4, 6,12] =12 npencrasinsiercs B Buae tabin. 2. Ormernm, uto d,, =(4,6) =2, d,, =(6,12) =6,
d,, =(4,12) =4; 5(Aa) =2 (Tabn. 4), 5(Aa,) =3 (1abxn. 5), 6(Aa,) =8 (Tabmn. 6), rae

5(Aal) =m—-1- (Kd12 + Kd31 - K[dlz,d3l]) ,

6(Aa,) =m, —1-(Ky, + Ky =Ky, 4,0)

5(Aa;)=m,-1- (Kd23 + Kd31 - K[d23,d31])'

[TycTh HEOOXOAMMO ONpeneNuTh npaBuiIbHOCTE uncaa A= (11,100, 0111). B nepsbiit u BTOpOit
BXO/IHBIC PETHCTPbI 3aHOCUTCS MCX0AHOE urcino A . TlepBblil CyMMaTop MepBoii IPYIIIbI ONPeess-
er 3HaueHue a, =M, —a, =01, Bropoii — a, =m, —a, =010, a Tperwit - a, =m, —a, = 0101. Ilep-
BbIi cymmarop mno wmoaymo d; ompenenser 3Hauenue a, =(a + a,)mod,,, Bropoi -
a,, = (a, +a,)mod,;, Tpetmii - a,, = (a, +a,) Mod,,. Takum 06Pa30M, C BHIXOIOB COOTBETCTBYIO-
IUX Jemn(paTopoB TOJIBKO Ha BTOPOH KOMMYTATOP MOCTYNAIOT 3HaUeHus &, =1, &, =3, B cOOT-
BETCTBUM C KOTOpbIMH (cM. Tabiu. 6) OH ompenesnseT 3HaYeHHE MHBEPTUPYEMON MO MOAYJII0 M,

ommoOky, T.e. Ad, =3, KOTOpoe 4epe3 BTOpoil Aemmdparop B ABOMYHOM KOJE MOCTYIAeT HA Iep-
BbIil BXOJ BTOPOr0O CyMMaTopa, Ha BTOPOM BXOJ KOTOPOrO TIOCTyNAaeT 3HaueHue
a, =a, +Aa, =100. Cymmarop BTOpO# IpyIIIbl ONPEAEIsET pe3yabTaT Olepaluu

(Aa, +a,)modm, = (m, — Aa, +a, + Aa,) modm, = 001.
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Tabnuia 4 — Tabnuna pereHmit

ay Q, = 1
Aa, =1
Aa, =3

Tabmuua 5 — Tabnuua perienuit

a3 a, =1
1 Aa, =5
2 _
3 Aa, =3
4 _
5 Aa, =1

a
i 1 2 3 4 5
1 Aa, =7 - Aa, =3 - Aa, =11
2 - Aa, =2 - Aa, =10 -
3 Aa, =1 - Aa, =9 - Aa, =5

Ha Bxonx ycTpoiicTBa moctymnaeT ucnpasiennoe gucio (cm. Tabm. 2) A= (11,001, 0111).
PaccMoTpeHHbIE BBIIIIE aITOPUTMBI H YCTPOWCTBA MOT'YT OBITh MCIIOJIB30BaHEI B [5, 6].

3 BeiBoabl

[IpennoxxeHHbie anropuTMbl Koppekiuu ommbok B COK ¢ B3auMHO MOMapHO HE MPOCTBIMU OC-
HOBAHUSMH TTO3BOJISIFOT OTHOCHUTEIILHO MPOCTO PeaM30BaTh MPOIEAYPY OOHAPYKEHUS M UCTIPAB-
nenust onHokpatHeix ommbok B KCKOI/. PaccmoTpeHnHble anropuTMbl OOHapy:KEHUS U UCIIPaB-
JICHUS OJIHOKPATHBIX OIMMOOK ITO3BOJISIOT JIOKAJIM30BAaTh OMIMOOYHOE OCHOBAaHWUE W HCIIPABHUTH
OIMOKY B OJIHOM OCTaTKe 3a MATh YCIOBHBIX BPEMEHHBIX TAKTOB JJISl JHOOOTO YMCiIa OCHOBAaHUU
COK. Ocnosnbie noctonHcTBa L - komoB B COK 3akimo4aroTcs B TEXHUYECKON U BPEMEHHOH Tpo-
CTOTE MPOLIeyphl OOHAPYKEHUSI MECTA OLIUOKHU U ee JIokanu3anuu. [Ipu 3ToM, Mo mpocToTe AeKo-
Tupyromux cxem L - koasl He uMeroT aHanoros, kak B [ICC, tak u B8 COK.
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L-codes in the system of residual classes.

Abstract. The method for correcting data errors in the residual class system, by applying the corrective properties of L-codes were
developed in the article, which one are formed by using reciprocals pairwise not simple bases. This method allows you to extend the
class of correctable errors, which expands the correcting possibilities of L-codes. The examples of the operation of correction were
given, and features of the device to detect data errors were described.
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Abstract: Proposed by the working version of practical classification topological structures of communication net-
works for multiprocessor computer systems. Any n-dimensional non-full mesh structure presented here as the result
of some operations on any basic graph of the set, including one-dimensional non-full mesh simple graphs and n-
dimensional realization of the generalized full mesh structure. The main classification criterion, which was refined
earlier, is the notion of dimension topological structure that eliminates the shortcomings and contradictions of the,
well-known, authors such classifications.

Keywords: multiprocessor computer system, communications network, classification of topological structures, the
dimension of topological structure.

1 Introduction

The apparent trend in the development of multiprocessor computer systems (MPCS) is a constant
increase in the number of processing elements and computational nodes. Accordingly, becoming
more complex their communication networks (CN). Early MPCS had a relatively a small amount of
processors and memory modules, which are connected to each other by a simple CN types: bus,
ring, binary tree, rectangular lattice [1-3]. CN of the modern MPCS based approach on more com-
plex toroidal and tree types (for example, 3D-torus or "fat tree™) [1, 4-7].

The initial stage of the designing CN MPCS is its topological synthesis, i.e. the choice of inter-
module communication graph. The problem of the topological synthesis of CN is consider as a
choice of the best variants of distribution some connections | between the predetermined amount
nodes N of the topological structure (TS) graph by constraint-driven on the values of certain topo-
logical metrics (TM) network (for example, the order of nodes d). Well, it is generally, consider a
variant of the graph, that has the least value of the maximum diameter D and the maximum width
bisection B [2,8,10]. Methods of topological synthesis should be improved in connection with TS
CN is complicated and increases.

Undoubtedly, at the stage of study selection an intermodule communication graph MPCS, highly
desirable is practically meaningful classification of TS CN.

In order to classification TS CN was practically useful for designer, it is, in our opinion, should
meet the following requirements:

- as the classification characteristics, to be used unambiguously defined and practically signifi-
cant TM CN,;

- classification should be sufficiently formalized and to allow its expansion and addition.

It is desirable that the direction of its extension is visible effective methods of topological syn-
thesis CN, possibilities and rules optimum TS scaling, methods for producing complex structures
that based on more simple.

In the absence, in the well-known authors of literature classification, fully meet these require-
ments, the research topic is quite relevant.
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As previously indicated, the mathematical classification of the CN [8,9,11], in connection with
the desire of the author to the highest completeness and generality, look complicated; classification
characteristics are not always correlate with the main TM CN. As a rule, they can only tell designer
to the approximate direction of the search.

On the other hand, common to the special and educational literature "practical” classifications of
CN is too simplistic, incomplete and contradictory [1,3,5]. It has been shown [12] that the short-
comings and contradictions of the classifications of this type are due, in particular, with subjectivity
(multivariate) imaging TS CN and, as a consequence, incorrect use a classification characteristic
such as their dimension. Accordingly, they can be eliminate by clarifying the concept of the dimen-
sion of the TS and the rejection of their identification with the traditional representation about the
dimension of the Euclidean space.

It was also asked to determine the dimension of the TS CN R as the absolute minimum connec-
tivity structure, that is, the number of completely alternative ways (which do not overlap on any
edge of the graph) of any length between any two nodes having the minimum order for this struc-
ture dmin. That is, by geometric dimension is can be expressed as the width of the section CN that
crosses the minimum number of connections. Specify that if the width of any cut is not less than the
minimum order of node for this structure dmi, (this condition is satisfied for almost all TS CN), then
R=dmin. It is obvious that for any univalent TS, all the nodes that have the same order, R=d.

Refined in this way the concept of dimension TS CN is an objective indicator, since it does not
depend of way to imaging the structure. Furthermore, this criterion is practically important, because
for the most common in modern MPCS univalent CN coincides with the order of the nodes, that is,
with the number of communication ports.

Accordingly, it was propose [12] to classify TS by the dimensions as follows:

- 0-dimensional (trivial graph);

- 1-dimensional (line array, simple trees, star);

- 2-dimensional (ring, 2-dimensional realization of the n-dimensional topologies, for example, 2-
dimensional lattice);

- n-dimensional (non-full mesh or structure of variable dimensional, specific implementations of
which are, depending on the number of nodes, different dimension n<N-1: hypercubes, chordal
ring structures (circulants), multidimensional lattice (n-lattice or hyperlattices), complex structure
which based on star-shaped and tree base graphs (hypertrees and multitrees), toroidal TS (hypertors
or n-tors) and so on);

- (N-1) - dimensional (full mesh).

This classification seems to be quite acceptable for educational applications, as it eliminated the
ambiguity and contradictions mentioned earlier. However, from an engineering point of view, it
seems haven’t detailed, as almost all TS of modern MPCS on which the CN built are non-full mesh
n-dimensional.

The aim of this work is to provide, based on the proposed approach, working (basic) version of
the classification TS CN, which meets the requirements set earlier. For further detailed classifica-
tion proposed an "evolutionary" approach, which based on a process for preparing TS from the sim-
ple to the complex of some generalized operations. In this case a group of 1-dimensional and full
mesh structures of different dimensions can be seen as a group of basic graphs for construct TS by
any dimension 2<R<N-1.

2 Properties of basic graphs

The full mesh TS, in comparison with any other structures, has some unique topological proper-
ties [10,13,14]. Firstly, its dimension R=d=N-1 is identically determined by the number of nodes N
and the structure a maximum possible for a concrete value N. The group of all full mesh graphs
with any number of nodes may be define as a group of n-dimensional realization of the generalized
full mesh structure. Then, for example, trivial graph is 0-dimensional its implementation, "segment”
of the two nodes and one edge — 1-dimensional, "ring" of minimum size N=3 — 2-dimensional, etc.
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Accordingly, compared to any non-full mesh n-dimensional TS, dimension of full mesh TS may be
implementations in the widest range of 0<R<N-1.

Secondly, any non-full mesh TS, if adding it her links up to the maximum possible number (du-
plication excepted) becomes full mesh or vice versa — any non-full mesh TS may be obtained from
full mesh of appropriate size by eliminating the "extra" links. The non-full mesh TS, obviously, can
be have value of dimension within the somewhat narrow range of /<R<N-2, as the dimension equal
to the boundary values 0 and N-1 have only realization of full mesh topology.

These properties allow to consider the set of n-dimensional realizations of the generalized full
mesh structure as the basis, "topological scale” for the construction of classification TS CN, since
for any value of R of the previously specified range, obviously, there is only one implementation of
a full mesh topology. For example, among the 1-dimensional structures such implementation is a
"segment” of the two nodes and one edge.

The 1-dimensional non-full mash TS (linear TS, star or terminal topology, simple trees) has a
number of common properties (nonunivalent, the minimum possible number of edges for connectiv-
ity of the graph 1=N-1, no loops) [10,13,14]. However, they differ significantly in degree univalent
for any sufficiently large number of nodes N.

To assess the degree of approximation nonunivalent to univalent TS, which has the same number
of nodes and the dimension R=dnax, has previously been proposed [15] to use the coefficient of uni-
valent:

21
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It has been shown [15] that on the basis of trends changing coefficient of univalent with unlim-
ited increase N, 1-dimensional non-full mesh structures can be divided into three classes:

- linear TS is "extremely univalent” (K, increases and converges to one);

- a simple trees with any value of the parameter branch, which can be defined as the ratio of the
number of nodes in two adjacent tiers of the structure are substantially nonunivalent (K, increases
and tends to the value, which is always much less than one);

- terminal topology is "extremely nonunivalent” (K, decreases and converges to zero).

Plots of the function K,=f(N) for the 1-dimensional non-full mesh TS shown in Fig. 1 [15].

K

Fig. 1 — Plots of the function K, = f(N) for the 1-dimensional non-full mesh TS
(1 - liner TS; 2 —terminal TS; 3 — binary tree)
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On the basis of the uniform-sized base graph with the help of copy operations (with "fusion™ of
nodes or without it [10]) and the next connection of some nodes received copies by introduction of
additional toroidal linkages and so on, they can be prepared by various n-dimensional non-full mesh
TS —as a univalent and nonunivalent.

Using nonunivalent TS CN in modern MPCS is considered inappropriate, in connection with
their real nodes having the order of d<dm,, unused communication ports. The ratio of the number of
unused communication ports to the total number of Ndnax regarded as a relative excess topological
cost [8,15].

Converting nonunivalent TS in univalent made of quite simple and universal method — well-
directed addition of these links annular (toroidal) type. Note that this conversion, in most cases, ac-
companied by improvement of the topological properties of the structure (a decrease in the maxi-
mum diameter and an increase in the width of the bisection [10]). Thus, nonunivalent TS may be
considere as basic graphs for constructing of univalent structures [16]. That is why the presence of
nonunivalent structures in practical classification TS CN, in our opinion, is fully justified, but divi-
sion of TS on univalent and nonunivalent should not be seen as a major classification characteristic.

On the other hand, the effect of the topological properties of the basic graphs on properties of
complex structures derived from them, no doubt. Accordingly, a plurality of 1-dimensional TS,
along with a variety of implementations of the generalized full mesh structure can be use, as a group
of basic elements for the construction of the general classification TS CN.

3 The version of the classification TS CN

The proposed working (basic) version of the classification TS CN shown on Fig. 2 in graphical
format.

The sequence of n-dimensional realizations of the generalized full mesh TS, which arrange in
order of increasing dimension, forms the left side of the classification, respectively, all non-full
mesh structure — it is right side. The zero dimension has only a trivial graph, TS that has dimension
R=1 form the level of simple basic graphs. Emphasize, that nontrivial graph of minimum size N=2,
has topological properties is full mesh 1-dimensional TS, any non-full mesh structure is not contain
fewer than three nodes. Accordingly, any class of non-full mesh TS has in its structure the simple
structure by the size Npin>3, the specific values of Ny, for structures of different classes may also
vary. For example, non-full mesh linear structure of minimum size N=3 can also be viewed as just a
simple "star", however, in our opinion, should not consider it just a simple tree (said TS can be re-
garded as a basic graph for the binary tree by its multiple copy with merging some nodes).

The full mesh simple trees can be defined as TS, which has at least three tiers, where the root tier
is only one node, whose order is equal to the branching parameter ki>2; nodes of intermediate tiers
have the order ki+1, and "leaves" are first-order nodes. The number of nodes on each tier is equal
kil, where | — the ordinal number of tiers, if the root tier count by zero. Accordingly, the simplest TS
of this class should be considered a three-tiered binary tree (ki=2) by size of N=7.

In the incorrect determination of the linear structure the minimum size of which N=3 as a simple
binary tree, is easy to be convinced, for example, analyzing the dependence of K,=f(N) for 1-
dimensional non-full mesh topologies, graphics which are shown in Fig. 1. So, the graphics for lin-
ear and terminal TS have a common origin at the point (N=3, K,=2/3). However, it is obvious that
this point does not belong to a binary tree graphic.

Most generic operations by which one TS can obtain from other (including the elimination part
of links of the full mesh TS) are shown in Fig. 2 by arrows.

TS by dimension R=2 can be obtained by copying the basic 1-dimensional graphs, followed by a
compound (or merge) some nodes of received copies, or the introduction of a toroidal (ring) link in
a linear structure. Thus, at a level R=2 begin some classes of n-dimensional non-full mesh TS,
namely rectangular n-lattice, complex structures on the basis of simple tree and star.

The full mesh TS size of which N=4, respectively, the dimensions R=3, is the basis of the class
chordal ring structures or circulants.
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Fig. 2 — Working (basic) classification version TS CN

Also on this level it begins class of hypertorus, which basis on rectangular n-lattice, if consider
the three-dimensional cube is the simplest instance of the specified class. In this class can be select
a subclass of n-cylinders (non-full mesh hypertorus, which based on n-lattices, where the number of
nodes at least in one dimension equal to two) [18]. Then hypercubes can be defined as the simplest
hypertorus based on n-lattice (or simplest n-cylinders) in which all, without limitation, the number
of nodes is two in all measurings. On the other hand, [17] hypercubes can be consider as a subclass
of circulants. Accordingly, the composition of classes from non-full mesh TS allocated in Fig. 2 by
dashed lines, and the connections between them may be refine by further research.

4 Conclusions

In the proposed classification TS CN MPCS a main feature is a refined concept of the dimension
of the structure, which allows eliminating the shortcomings and contradictions of famous authors
such classifications. Any n-dimensional non-full mesh TS is considered here as the result of some
generalized operations on any basic graph of the set, including one-dimensional non-full mesh sim-
ple graphs and the n-dimensional realization of a full mesh structure. The main direction of future
research is the development of advanced, indeed practically useful for designer classification TS
CN that based the proposed working version, which requires its further detailing and formalization.
In accordance with the proposed approach in the first place should be clarified and precisely the
composition of classes n-dimensional non-full mesh TS and define a minimum set of generic opera-
tions for the construction of these structures on the basis of a set of basic graphs.
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Hamiinuio xsitens 2017

Anomauia. Po3enaoaromscs Heln eKmueHi cxemu pO320pManHt YUKI08UX KIIOUi8, W0 3aCMOCO8YIOMbCs Y 0a2ambox
gioomux 6norxosux wugpax («Kanunay, FOX, Twofish ma in.). Oyinioemubcs UMOSIPHICMb CHIBNAOIHHSL NOMYHCHO C-
meil MHOMCUHU NOCTIO0BHOCMEN YUKIOBUX KIIOUIS, AKI OPMYIOMbCA Heil EKMUBHOIO CXeMOI0 PO32OPMAHHA KNIOYi8
(CPK), i mHOMCUHU KIIOYI8 WUDPYBAHHSA, OPMYTIOEMBCA MA 00800UMbCA MeopeMd, WO BUSHAYUAE MAKY UMOSIp-
nicmo. [lokasyemvca, wo 01 nogHomacuimabrHo2o wugpy 3 vein 'ekmusnoro CPK timosipuicms cnignadinua nomy-
JHCHOCMEN MHOMCUHU NOCTIO08HOCTEN YUKIOBUX KIIOYI8 | MHOMCUHU KIIOYI8 WUDPYBAHHA NPAKMUYHO 00pieHIOE 1.
Taxum yunom, 00800UMbCA, WO CKIAOHICMb amak nepeboprozo muny Ha Hein 'ekmusHi CPK npakmuuno oopienioe
CKIAOHOCMI amak HA iH €EKMUBHL cxeMu (CKIAOHICMb NepebipHUX amax He 3HUICYEMbCS), NPU YbOMY HEIH €KMUGHI
CPK 3abe3neuyoms 000amko8y cmilikicms 00 amax Ha peanizayiio ma 0esiKux IHuux KpUnmoaraimuyHux amax.

Knrouosi cnoea: cumempuunuti 610K06ull wu@p, cxema po320pmanHs KIOYie, eKGi6aleHmHui Kol wuppyeanns,
onokosutl wugp «Kanunar, ICTY 7624:2014.

1 Beryn

Cxema po3ropTaHHs LIMKJIOBHUX KIIOYIB € OJHUM 13 OCHOBHUX KOMIIOHEHTIB CUMETPUYHOrO 0JI0-
koBoro mudpy. Cxema posropranns kiouis (CPK) — e anroputM, mo po3muproe BiIHOCHO KOpO-
TKHUI MalicTep-KItou (SIK MPaBHIIO, TOBXKHUHOIO Bia 128-512 61T) 10 BIAHOCHO BETUKOTO PO3IIUPEHO-
ro KJtoua (SIK, IPaBUJIO JIEKUIbKA COTEHb UM TUCAY O1TIB) JJIs MOAAJIBIIONO 3aCTOCYBAaHHS B aJlrOpH-
T™Max 3amu@pyBanHs/po3mudpysBanss [1].

Yacro B ocHoBy CPK noxianeHo aeske Ol€KTUBHE NMEPETBOPEHHS, 10 J03BOJISE Bi10Opa3uTH
K04 MM(pyBaHHSA Yy MOCHIAOBHICTh LUKIOBUX KitodiB. Ilepmi CPK Oymu myxke mpoctumu i
BKJIIOYAJIM, HAMPUKJIIAJ, IPOCTY nepecTaHoBKy OiTiB kitoua mmdpysanusa (DES, IDEA) abo npsime
Y1 peKypCHUBHE JIiHIHHE MepeTBOPEHHS 3 MaiicTep-kitoya [2]. I3 po3BUTKOM TEXHOJIOTIH KpHUITOa-
Hai3y po3poOoHuKHU noyanu noaasatu 1o CPK HeniHiiiHI oneparii (Harpukial, NiJCTAHOBKH) 3 Me-
TOI0 YHUKHEHHS aTak Ha 3B’S3aHUX KJIIOYaXx.

BuxopucTtanss npoctoi 61€KTUBHOT (QYHKIIIT J03BOJISE 3a0€3MEUUTH KOMITAKTHY peaji3alliio, Bbl-
JTHOCHO BUCOKY IIIBHUJIKOJIIIO Ta BiJCYTHICTh €KBIBAJEHTHUX KJIOYiB mU(pyBaHHs. [Ipu nipomy, cyT-
TeBUM HenosikoM mnonionux CPK e BincyTHICTH BIACTUBOCTI OJTHOCIIPSIMOBAHOCTI, TOOTO CKJIaj-
HICTH BiJIHOBJICHHSI KJIt0Ya MH(PYBaHHS MPU 3HAHHI OHOTO a00 JEKUIBKOX MIKIIOUIB € HE BUIIO0
3a nosiHoMianbHY. e poOuTh mudp O61IbIT ypa3IuBUM 10 aTak Ha peasizalliio.

CPK um¢py «Kamuna» (JICTY 7624:2014 [3]) po3pobisiiacs 3 ypaxyBaHHSM HEOOXiIHOCTI 3a-
XHUCTY BiJ] aTaKk Ha peai3alliio Ta aTaki Ha 3B’si3aHUX KiIodax [4]. 3 miero MeToro Oymna po3polieHa
oxHocnpsmoBana CPK, 1o 3a6e3neuye HEMOXKIUBICT BIAHOBJIEHHS IIUKJIOBOTO KJItOYa MPU 3HAHHI
KJtoua mudpysanHs a0o iHmUX miakio4iB. OcobnuBicTio onHocnpsMoBanux CPK e Te, 1110 BoHU €
HE1H €KTUBHUMHM, TOOTO TEOPETUYHO MPUITYCKAETHCS ICHYBaHHS €KBIBAJIGHTHHUX KJIIOUiB (TaKuX, 10
(hOpMYIOTH OJTHAKOBY TMOCIIOBHICTh MUKIOBUX KIF0UiB). OgHocnpsmoBani CPK 3acTocoByroThCS B
Takux Biomux OnokoBux mudpax, sk FOX [5], Twofish [6] Ta in. Oninka WMOBIPHOCTI cIiBIIa-
JTIHHS TIOTY)KHOCTeH MHOXXHMHH TIOCIIJOBHOCTEH IIMKJIIOBUX KIIOYIB, sKi (OpPMYIOThCS He-
in’ektuBHOIO CPK, 1 MHOXMHM KJIOUiB MM(PYBaHHS J03BOJIMIA O JOAATKOBO OOIPYHTYBATH CTiii-
kicTh omHOoctpsiMmoBanux CPK Ta mominpHICTh iX BUKOpUCTAaHHSA Y OJOKOBUX ITH(pax.
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2 BUMOTH 10 cXeM PO3ropTaHHsA KJII0YiB

CraHOM Ha CHOTOJHINIHIM JIeHb HE JIOCSATHYTO KOHCEHCYCY IIOAO0 HEOOXITHHUX Ta JOCTaTHIX
YMOB, SIKMM TNOBUHHA 3a10BOJbHATH CPK. Po3poOHMKM mpUAiNAiOTh Oliblie yBarm OCHOBHOMY
mmdpyrogomy neperBopennto, Hixk CPK [2]. Bararo 3 icuyrounx npasun npoekryBanus CPK e ga-
JICKUMH BiJl IPAKTUYHOTO 3aCTOCYBaHHs. JlesKi 3 HUX € 3aHaJITO CIAOKMMHM 3 TOUKH 30py Oe3nekH,
nesiki POKyCYIOThCS JIUIIE HAa TIEBHUX THIAX aTak 1 € OJHOOIYHUMHU, 1HIIN € eMIIIPUYHUMH 1 HE Ma-
I0Th JJOCTaTHHOT'O OOIPYHTYBaHHA [2].

3aranpHuMu npuHnUnamMu nooyayBanHs CPK e BiacyTHICTh c1aOKuX, HaImiBCIaOKMX Ta €KBiBa-
JICHTHUX KJIOUiB. 3aCTOCYBaHHS IIMKJIOBUX KOHCTAHT HEOOX1IHO /ISl OMEPePKEHHS CUMETpil 1Iu-
bpy, sKa IPU3BOIUTH 0 MOXKIIMBOCTI peaizarii ciaia-arak [4].

Mertoro noOynyBanusi cuiibHOoi CPK € ycyHeHHs Oyab-skoi ciaaOKoCTi, ska TiMOTETHYHO abo
MPAaKTUYHO MOKE OyTH BUKOPHCTaHA Ui aTaku Ha OyokoBwii mudp [7]. Sk i mpu mpoexTyBaHHI
omoxoBux mudpis, mpu po3podui CPK gacto 3acTOCOBYIOTHCS METOIU JOCATHEHHS MEePEMIlIyBaH-
Hs Ta PO3CIIOBAHHS.

VY po6ori [8] noka3zano, mio mmdppu 3i ckaagaumu CPK e 0inbin crilikumu 10 atak audepeHiia-
JBHOTO Ta JIIHIMHOTO KpuMToaHamizy, HiX mudpu 3 6inem npoctumu CPK. IMokazano, mo geski
iTepatuBHi mmdpu 3 gyxe npoctumu CPK HaBiTh npu moBHOMY HaOOpi LUKIIIB HE JOCATAIOTH PiB-
HOMIPHOTO PO3MOALTY MOBipHOCTEH mudepeHiianiB Ta JiHIHUX KopmyciB. BogHoyac mokaszaHo,
mo 106pe crpoekroBani mudpu 3i ckaagaumu CPK gocsraioTs piBHOMIpHOTO PO3MOALTY IIBH/IIIE,
Hix mudpu 3 noranumu CPK.

VY po6orti [9] JI. Kuyncen BBaxae, 1o cuibHa CPK moBuHHA MaTH HACTYITHI 3arajibHi BIAaCTHBO-
CTi, K1 MOXYTb OyTH JOCATHYTI BOAHOYAC:

a) OJTHOCTIPsIMOBaHa (YHKITiSA, CTiKa 0 KOJi3iH (yHKIiS, SKYy HEMOMJIMBO iIHBEPTYBATH );

0) miHiManpbHa B3aeMHa iHGopmarllis (MK BciMa OiTaMM TiAKIO4Ya Ta OiTaMH MaicTep-
KJII04a);

B) e(heKTUBHA peari3allis.

[Ipu po3pobui mudpy «Kanuua» no CPK nepcnexktuBHoro mmdpy 6yiau BUCYHYTI HACTYIIHI
Bumoru [4]:

a) HeJHIMHA 3aJIe)KHICTh KOJKHOT0 01Ta KOYKHOTO IIMKJIOBOTO KJIf0Ya BiJ] KOXKHOTO 01Ta KiIro4a
@ pyBaHHS;

0) LUKJIOB1 KJIIOYl CYTTEBO BIAPIZHAIOTHCS 1 MalOTh CKJIAHY HENIHIIHY 3aJI€XKHICTb;

B) 3aXMCT BiJl BIJOMUX KPHUNTOAHAJIITMYHHMX aTak, IO OPIEHTOBAaHI Ha CXEMYy PO3TOpPTaHHS
KJIIOYiB;

I') BIACYTHICTh CIIAOKHMX KJIIOUiB, MPH SIKMX MOTIPIIYIOTHCS KpUOTOTpadiuHi BIaCTUBOCTI abo
3HIKYETbCS CTIMKICTh IEPETBOPEHHS;

1) 00YHMCITIOBaIbHA CKIIAIHICTh (POPMYBAHHS BCIX LUKIOBUX KIIIOUIB HE MEPEBUILY€E CKIIAIHO-
CT1 3alIMPpyBaHHS TPHOX OJIOKIB;

€) IpPOCTOTa MPOrpaMHOi, MPOrpaMHO-aapaTHo] 1 anapaTHOi peati3arii.

SIK 1071aTKOBI BUMOTH, pO3TIISAaICs HacTyIHi [4]:

a) HEMOXJIMBICTh OTPUMAHHA Kitoya MU(PYBAaHHSA MO OAHOMY a00 JEKUIBKOM IHMKIOBHM
KJTFOYaM, 110 € TOCTYITHAMHU JIJIsl KpUTITOAHATI THKA,;

0) MOXXJIMBICTh (POPMYBaHHS LIUKJIOBUX KJIIOUIB Y JOBUILHOMY MOPSAAKY (0JJHAKOBAa OOUYHUCIIIO-
BaJIbHA 1 TPOCTOPOBA CKJIAAHICTH JJI 3aMppyBaHHs 1 po3muppyBaHHs).

3 ATaKH Ha CXeMH PO3rOPTaHHS KJIKYiB

Cnatio-amaxka. Cnaiifg-araka Brepiue ornvcana A. biprokosum Ta J{. Baruepom y 1999 p. ta € xpunro-
rpa¢i4HOI0 aTaKOI Ha OCHOBI MiAIOpaHOro BIAKPUTOro TeKCTy. [IpH 1iboMy, y OUIBIIOCTI BUIIAKIB
aTaka J03BOJISIE TIPOBOJIUTH KPUTITOAHATI3 0araTOMMKIOBUX MU(GPIB HE3AJIEKHO BiJl YMCIIA ITUKJIIIB.
Cnaiin-araka [10] ekcruryatye crenmiab camornono0u 0;10k0Boro mudpy Ta B OCHOBHOMY 3aCTOCOBY-
€THCS J10 1ITepaTUBHUX 0JI0KOBUX MGpiB 3 nepioaunuHoro CPK.
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[Iudp po3rmsmacTses K pe3ysbTaT 3aCTOCYBaHHS iICHTUYHUX nepetBoperb F(XK), me K € cek-
peTHUM KJroueM (Tipu iboMy F Modke ckiiagatucs Ouibliie, Hixk 3 0IHOTO nukity mudpy) [10].

Inest araku mosisrae y 3cyBi oJiHi€l Komii mporiecy 3amu@pyBaHHs BITHOCHO 1HIIOT KOMii Iporecy
3amu(pyBaHHs TAKUM YHMHOM, IO JIBAa MPOIIECH € 3CYHYTHMHU Ha OJWH IMKI. Lle mae MOXKIUBICTD
JIETKO OTPUMATH KU MU(PPyBaHHS MICIA OIHIET iTe];)aui'l' F. 3rigHo mapagokcy mpo JeHb Hapo-
JUKEHHS JUIsl 311CHEHHs aTaku HeoOXiano Habparu 2" 2 nap (M;, Cj) [10].

Amaka na 36’sa3anux kmouax. Ataka uporo tumy [11] npunyckae, mo KpUNTOAHATITHKY BiJoMe
Jesike MaTeMaTUYHEe CIIBBIJHOIICHHS, 110 3B’ A3y€ MiX c0000 Kitoui. Hanpukiaz, criBBiIHOMICHHS
Moske Oyru mpoctum 3HaueHHIM XOR 3 Bimomoro koHcTanToro K; = Ky @ C abo 6inbin ckimagHuM
3B’s13K0M. ATtaka Briepuie Oyna 3ampononoBana E. bixamoM Ta Haranye cnaiin-ataky.

Amaku muny «3ycmpiu nocepeduniy. Ataku 0poro tuiy [1] BUHUKaIOTh, KOJIH Iepila MOJOBHUHA
IUKITIB mHQpy Ta Apyra MOJOBHHA IMKIIIB MUY 3aJeKaTh BiJl pi3HUX HAOOPIB KIFOUOBUX OITiB.
Ile n03BOJIsIE 3II0BMUCHUKY aTaKyBaTH JB1 YaCTMHM HE3aJICKHO OJJHA BiJ OJHOI 1 MPOTUAIE MMOJBIH-
HOMY IIM(PYBAHHIO 3 OJIOKOBUM MIKH(PPOM Ta TBOMA PI3HUMHU KITIOUAMH.

Cnabki knroyi [1]. Cnabkum BBaxkaeTbest kitou K, i sikoro 3amudpyBaHHs € iIEHTHYHOIO (Py-
HKIi€10 10 posmmdpysanns. HarmiBciabkumu BBaxkaeTbest apa kimodis K ta K, uist skux sammmd-
pyBamHs 3a gonomoroo K ifentiune posumdpysanmio 3a gonomororo K i Hasmaku. SIkino gmcio
CIIa0KMX KJIFOYiB BIJIHOCHO Majie, BOHH MOXYTh HE MPEACTABIATH 3arpo3u Ui mudpy, SKIIO TOH
BUKOPUCTOBYETHCS Ul 3a0e3neueHHs] KoH(iaeHIiHOCTI. OHaK B JESKUX PEXHUMax IellyBaHHS
(pu BUKOpPHUCTaHHI OJIOKOBUX IHU(PIB), 3TOBMUCHUK MOXE OOpaTH BXigHE 3HAUYEHHS KJII0Ya TpU
crpo6i momryky Kouisii. B Takux pexxumax 610koBuii mudp He MOBUHEH MaTH CIaOKUX Ta HamiBC-
7Ta0KHX KITIOYiB.

Knacu xnouis, wo suasnaiomuca [1]. Oqaum 31 crnoco6iB 3MEHIIEHHS €PEKTUBHOTO KIIFOUOBOTO
MIPOCTOPY € HOTO TOI HA KJIACH 1 TOAAJBIINN MOIIYK aTaKH, SKi MOKa3yIOTh, 10 SIKOTO KJIacy Ha-
JSKUTH KoY. Y JEesKUX BUIAAKaX 00°€eM poOOTH 13 BU3HAUYEHHS IPUHAICKHOCTI KJIF0Ya J10 EBHO-
ro kiacy ayxe manmid. [TomiOHI Kirodi iHOI Ha3uBarOTh ciabkumu [ 1]. Hampukiaza, meBHi Kiodi B
anroput™i Blowfish npusBoasTh 10 0HAKOBUX BXOMIB y S-0J0K i MOKYTh OYTH BHSIBICHI Y 3MCH-
IIEHMX 3a KIIbKICTIO IMKIIB BapiaHTax mudpy. Hludpp IDEA mae nexinbka kiaciB KItouiB, 110 BU-
SIBJISIFOTHCS, JIMIIIE 32 JOTIOMOTOIO IBOX 3aIlU(pyBaHb 0OOPaHUX BiIKPUTHUX TEKCTiB [1].

Ilpocmi 36’a3ku ma exgisanenmui karoyui [1]. [IpocTrii 3B’ 430K BUHHUKAE MK JIBOMa PI3HHUMH
KIIIOYaMU 1 MPOSIBIISIETHCS K CIIBBIIHOIIEHHS MK BIIKpUTHUMHU TEKCTaMM Ta mudprexctamu. bio-
koBi mmdpu DES ta LOKI maroTe mpocTuii 3B°5130K, SIKMI BHPAKAEThCS B HACTYMHOMY: Ko K
zammdposye P y C, Toni nobditoBe nonoBHeHHs K 3ammdpoBye nobiToBe J0MOBHEHHS Py mobito-
Be nonoHeHHs C. Ile 3MeHye eeKTUBHUIA KITFOUOBHIA MPOCTip HAa oauH OiT. Anroputmu DES Ta
LOKI maroTh mapu KIIOUiB, A7 SKUX MPOCTUI 3B’S30K ICHY€E, IIOHANMEHIIIE, ISl YaCTUHU BCIX Bi-
TKpUTUX TeKCTiB [1]. JIBa kiTtoua € eKBIBAJICHTHUMH, SIKIIIO BOHH 3aIU(PPOBYIOTH YC1 BIIKPUTI TEK-
CTH iZIeHTU4HO. L{e Moxke po3riisgaTucs sk crenialbHUi BUI IPOCTOTO 3B’ A3KY.

Amaxu na CPK, wo ne ¢ oonocnpsamosanumu [1]. CPK He € 0aHOCTIPSAMOBAHOI0, SKIO MAarO4n
JeKiIbKa UKIOBUX IMIJKITIOYiB, 37I0BMUCHUK MOXKE€ OTPHUMATH 1H(POPMALIiI0 PO KITH0Y MHPPyBaHHS
a0o0 1HmII HeBigoMi miakmodi. Tak, BITHOBIIEHHS ASKIIEKOX IMKIOBUX ITiAKIIIOYIB JIO3BOJISIE BiTHOBH-
TH OlbIy yacTuHy Maiictep-kimoda B CPK DES. E. bixam ta A. I1lamip BUKOpHUCTaIM 1€ AJIs ONTUMI3a-
1ii ixHpO1 mudepenmianpHoi ataku Ha DES. KpiM Toro, 11e Moke 3p0OUTH MPOCTIIINM TOMIYK CJIa0-
KMX Ta 3B’s3aHuX KirouiB i CPK, 1o He € ogHOCTIpSIMOBaHUMU.

4 Hein’ekTHBHA cxeMa po3ropraHHs kao4iB mugpy «Kaaunay

Posrnssaemo npuknan uvein’ektuBHOI CPK (mmudp «Kanunra»). CPK mmdpy nepenbdavae o0urc-
JIEHHS TOIOMDXKHOTO Kitoya K, Ha OCHOBI SIKOTo ()OpMYIOTHCS LIMKJIOBI KiIto4l. CXeMaTHUYHO ajiro-
put™ popmyBanHs K; HaBeneHuit Ha puc. 1.

3acToCcyBaHHS JIOMOMIXHOTO KJIF0Ya HeoOXiaHe s 3a0e3nedenHs ogHocnpsamoBanocTi CPK ta
pyiiHyBaHHs cumeTpii mudpy [4]. [Ipu3HadeHHs MOYAaTKOBOTO BEKTOpa IV MoJsrae y 3a0e3neucHHi
YHIKQJIBHUX TIOCIIIIOBHOCTEH IMKIOBUX KIIIOYIB JIJIsT KOKHOI KOMOIHamii po3Mipy OoKa Ta KItO-
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ya [4] (manpukinan, ans pexxuma 128/128 1 128/256 nuxiioi kiaroui OyayTh GopMyBaTH yHIKaIBHI
IICEBIOBUITAAKOBI MOCIIOBHOCTI, HABITh AKIIO 256-0iTOBHMM KJIIOY CKJIAZAETHCS 31 CIIBIAAAI0YHX
128-6iToBuX miAOIOKIB, SIKi JOPIBHIOIOTH KItouy pexxumy 128/128).

iv(const)
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Puc. 1 — ®opmyBanHs gonomikHoro kitoya Ky

3acTocyBaHHsI JBOX KJIIOUIB Ta KOHCTaHTH 3a0e3Meuye OJTHOCIPSIMOBAHICTh, YHIKAJIbHICTh KOX-
HOTro ¢(hOPMOBAHOT'O 3HAUEHHS 1 10JIATKOBO MOKpAILlye KpUNTOrpadiuHi BIACTUBOCTI K CXEMHU PO3-
rOpTaHHs, Tak 1 BCbOTO MUppy A 3a0e3MeUeHHs CTIMKOCTI IO aTak, 1110 BUKOPUCTOBYIOTh HEPY-
XOMi TOYKH IUKJIOBOTO repeTBoperHs [4]. LukioBi kiiroui 3 mapHUMH iHAEKCaMU (HOPMYIOThCS Ha
OCHOBI KJTf04a NIM(pyBaHHs, JOMOMIKHOTO KIf04a Ta KOHCTaHTH tMV (quB. Puc. 2), sika 3a1exuTh
Big HOMepy nukiy [4]. LIukinoBi KiIt04i 3 HEMApHUMH iHASKCaMH (HOPMYIOTBCS HIISIXOM LUKIIYHOTO
3cyBy nmapHux. Lleil miaxin 3abe3neuye sk HEOOX1IHUN PIBEHb 3aracy KpUnrTorpaiyHoi CTIMKOCTI,
TakK 1 JOCTATHIO MIBHIKOIIIO TEPEeTBOPEHHS [4].

5 Oninka BJ1acTHBOCTEH HeiH’€KTMBHHUX CXeM PO3rOPTAHHSA KJII0YiB

Po3B’s3aHHs 3a1a4i OIMIHKY MOTYXKHOCTI MHOXXHHH TOCIIJOBHOCTEH ITUKIOBUX KJIIOYIiB OyJ0 3a-
novyatkoBano y [12]. 3anpomonyeMo HOBUEM MiaXif 10 ii BUPIIICHHS, SKUH T03BOJISIE OTPUMATH
OLIIBII TOYHI OI[IHKH Ta JIOBECTH, IO JUIsl HEiH EKTUBHUX CXEM PO3TOPTAHHS ITUKJIOBHUX KIIIOUIB TO-
TY>KHICTb MHOXKMHH IIMKJIOBUX KIIIOYIB HE 3MEHILIYEThCS Y MOPIBHSHHI 3 1H €KTUBHUMHU CXEMaMH.
BBenemMo mMareMaTuyHy MOJEb OLIIHKM MMOBIPHOCTI CIIBMAIIHHS MOTYKHOCTEH MHOXKWHU TOCHTI-
JIOBHOCTEH HUKJIOBUX KIIOUIB, 5IKI (opMyrOThCs HelH ekTuBHOIO CPK, 1 MHOXUHM KITIOUiB IUGpY-
BaHHsA. MareMaTu4yHa MOJieJh BUKOPUCTOBYE MPUITYIICHHS, 1[0 CXeMa PO3TOpPTaHHs KIIOYiB Mpe/I-
cTaBjsie cOO0I0 BUIIAIKOBE BiJOOpaKeHHS, [0 BUIUIMBAE 13 KOHCTPYKIIT Ta MiITBEPIKYETHCS pe-
3yJlbTaTaMy CTATUCTUYHOTO TECTYBaHHS. TOJli CIIpaBeIJIMBOIO € HACTYITHA TEOpeMa.
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Puc. 2 — ®opmyBaHHS MUKIOBHX KJIIOYiB 3 TAPHUMH 1HACKCAMH

Teopema 1 (nmpo HMOBipHicTh CHiBNAJIHHA MOTYKHOCTEN MHOKMHM TMOCJIII0BHOCTEH IUK-
JIOBMX KJIKOUIB, sIKi popmyroThbest Hein’ekTUBHOW CPK, i MHOKMHM KJIIOYiB IIM(PYBaHHS).

Hexaif r — HeiH €KTHBHA cXeMa PO3TOPTAaHHS KIIIOUIB, IO pealli3ye BUIAIKOBE BiOOpaskeHHs
Ta Ma€ HACTYMHI TapaMeTpH:

k — mopykuHa Kiroua mudpyBaHHs B OiTax;

| — TOBKMHA UKJIOBOTO KITF0Ya B 0iTax;

{ — KIJIBKICTh NUKJIOBUX KITFOYiB;

K=2— MOTY>KHICTb MHO>KWHH KJTIOUIB IIU(PPYBaHHS;

L=2"_ MOTY>KHICTh MHO>KMHH TTOCITITOBHOCTEH IIMKIOBUX KITFOYiB.

Toni IMOBIPHICTH CMIBNAAIHHS MOTYKHOCTEH MHOXKWHHU TIOCIITOBHOCTEH ITUKIIOBUX KIIFOUIB, SIK1
¢dopmytroThcs Heln ekTuBHOIO CPK, 1 MHOXMHM Kito4iB mIM@pyBaHHS IS 7 OOUMCIIOETHCS Yepe3
HACTYIIHE CHiBBIIHOIICHHS:

L-K+=
Py = (—L ) T e,
L-K (1)
JloBeneHHns.
Hexaii 3a1aH0 MHOKUHY KJTtoUiB mdpyBanHs ¥V = {K(i) |i=0,1,...,2" —1} 3 moTyxHicTio K = |‘P| Ta
MHOXKUHY TTOCTIZIOBHOCTEH IIMKJIOBUX KITFOUIB A = { L(i)|i =0,1...,2" —1} 3 MOTYyXkKHicTio L = |A|
[TocnimoBHICTE TUKIIOBUX KITIOUiB, 10 (hopmyeThbest CPK, mae Burisn LD = (Lg), Lgi) - L@l .

Tenepantis koxHOi mocmigosrocti kmtouis LY BuKoHyeThest 3a momoMororo BumaaxoBoi GyHKIIi
f:¥—A

Jlns xoxnoro kmoua mudpysanas KO popMmyeTses mocmizoBHICTh MUKIOBHX KIOUiB, TOGTO
BCbOro 3 MHOXMHHM A obupaerbcss K  mocmimoBHocted. Ilepmry  mociigoBHICTH

L© = (Lgo), Lgo),..., L@l) MoxHa o6pati L criocobamu, apyry L& = (Lgl), Lf),..., Lﬁl_)l) (max, wob eona
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ne cnienaoana 3 1-10) — (L —1) cmoco6amm, ocranmo L™ = (LSO, 119, 1)) — (L—(K-1)) cro-
cobamu. Takum ynHOM, 3arajibHa KUTbKICTh BapiaHTIB K MOCIiTOBHOCTEH, 110 HE TOBTOPIOIOTHCS,
L!
(L-K)I'
Uwrco BCIX MOKIIMBUX BapiaHTIB MOCIITOBHOCTEH UKIOBUX KIIIOYIB JIOPIBHIOE LK, Tomi iMOBI-

PHICTH CHIBITaJIIHHS MOTY>KHOCTEH MHOXKUHH ITOCIIIOBHOCTEH ITUKIOBUX KIIFOYiB, SIKI ()OPMYIOTHCS
Hein ektuBHOIO CPK, 1 MHOXHHHM KITI0YiB IIU(PYBaHHS BU3HAYAETHCS 5K

L!
(L-K)IL

3rigHo 3 popmynoro CtupJiinra, HabJMKeHe 3HaUYCHHSI (paKTopiana OOUUCITIOETHCS SIK

n'= «/27zn (E] .
e

L-(L=1)-....(L—(K-1) =

P, =

Takum YUHOM, OTPUMYEMO:

L L
2 L(e) L et

L!
- LK “\L-K .e—L+K.(L_K)L—K_LK

P9: K
(L—K)+L m_(L;K] LK

1
= , L .e*K.(L_K)K*L.LL*K: L.e*K. L LK: L - z.e*K.
L-K L-K L-K L-K

Jlosedenns 3axkinuero.
B tabmmmi 1 mpeacrapieHi pe3ynbTaT po3paxyHKiB 3a ¢popmyoro (1).

Tabmuus 1 — Pe3ynpTaT po3paxyHKiB

k, 6iT l, 6iT Py
0,6197211
0,9710922
0,9981705
0,9998856
0,9999928
0,9999996

0,99999997
0,999999998

0,99999999989
0,6073225
0,9980564
0,9999924

0,99999997

0,99999999988
0,6065337
0,9999924

OO N|OOTD|WIN|~

=
o

WINO|OIB|W|IN

16 16

Sk cnip 3 Tabmuni Bxe npu K = 2*talL =2% HMOBIPHICTb CIIBMAJIHHS MOTYXHOCTEH MHOKHUHU
MOCTIIOBHOCTEH LMKJIOBUX KIIOUiB, sIKi (popMyroThcs HeiH ekTHBHOIO CPK, i MHOXHMHM KITIOYIB
mudpyBanHs nopiHIOE 0,99999999989. 31 3pocTaHHIM JOBXHH KiTtoua mMu(pyBaHHS Ta ITUKIOBO-
ro kioya 3HaueHHs Py 3pocrae. [lng moBHoMacmtabHoro mmdpy npaktuuno Py = 1. Ileit dakr
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O3Hayae, 10 CKIAJHICTh aTak mepebopHoro Tumy Ha Hein exktuBHI CPK, mpaktudno mopiBHIOE
CKJIagHOCTI atak Ha iH exTtuBHI CPK.

6 Bucnosxku

3acTocyBaHHS CUJIBHHX CXEM PO3TOPTAHHS KIIOYiB MIM(PYBaHHS J03BOJISIE YCYHYTH BPa3IUBOC-
Ti, SIKI TCOPETUYHO 1 MPAKTUYHO MOKYTh OyTH BHKOPHCTaHI /I aTaku Ha mudp. TakokK, BUKOPHUC-
taHHs cuibHUX CPK mokpaiye xapakrepuctuku mugpy, 30Kkpema audepeHiiaabhi Ta JiHiHHi.

JIo OCHOBHHMX BHMOT, SIKHM MOBUHHA 3a70BOJBHATH ciiibHa CPK BigHOCSATBCS OAHOCHpSIMOBa-
HICTh, HEIHIITHA 3aJIeKHICTh MiXk BCiMa 0iTaMU IMKJIOBHUX KIIIOUIB Ta KIt04Ya MHUQPpyBaHHS 1 edek-
THUBHA peajizarlis.

BinbmicTe BiIOMUX aTak Ha CXEMH PO3TOPTAHHS KIIOYIB HE MPEICTABISAIOTh MPAKTUYHOI HeOe3-
MIeKU, TIPOTEe BOHU JIEMOHCTPYIOTh TEOPETHUUHY CIAOKICTh, 110 MOKe OyTH BUKOpPUCTaHA 332 MEBHUX
oOcraBuH. [Ipu nboMy HaWOIBIIT HEOS3MEYHUMH CITiJ] BBAXKATH aTaKy Ha 3B sS3aHUX KIIIOYaX Ta ara-
ku Ha CPK, 1110 He € 0qHOCTIPSIMOBAHUMU.

3anporoHoBaHa MaTeMaTHYHA MOJIENb OLIHKA MMOBIPHOCTI CIIBIAiHHS HOTYXKHOCTEH MHOXH-
HU TOCJIIJOBHOCTEH LUKIOBUX KJIIOUiB, 5IKi (OpMyIOThCs HeiH ekTuBHOIO CPK, 1 MHOXKMHU KITIOUiB
mmdpyBanHsa. 30KpeMa, OTPUMAHO CITIBBiIHOIIEHHS, IO O3BOJSE OOYMCIUTH II0 HMOBIPHICTE.
JloBenieHo, 110 CKJIAIHICTh aTak MepedOpPHOro TUIlY Ha HEiH €KTHBHI CXEMH PO3TOpPTaHHS KIOYiB
MPAKTUYHO JOPIBHIOE CKIATHOCTI aTak HA 1H €KTUBHI CXeMHU (CKIAOHICmb nepedipHux amax He
sHuocyemocs). llpu ubomy, Hein’extuBHi CPK 3a0e3neuyroTh 104aTKOBY CTIHKICTh O aTak Ha pea-
J3aIii0 Ta 1HIMUX KPUNTOAHATITHYHHUX arak. TakuM YMHOM, TpU MOOYAYyBaHHI MEPCIEKTUBHOTO
CUMETPUYHOTO OJIOKOBOTO MIM(PY IOLUIBHO BUKOPUCTOBYBATH CaME HEIH €KTUBHY CXEMY PO3rop-
TaHHS ITUKJIOBUX KITIOYiB.
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HccnenoBanue cBOiiCTB HEHHBEKTUBHBIX CXeM Pa3BOPAYMBAHMSA KJII0Yeil CHMMeTPHYHBIX 0J104HBIX IHGPOB.

AHHOTanus. PaccMaTpuBaloTCss HEMHBEKTHBHBIC CXEMBI Pa3BOPAUYUBAHMS [IUKIOBBIX KIIIOUEil, IPIMEHsEMbIe BO MHOTHX H3BECTHBIX
omounsix mudpax («Kammaa», FOX, Twofish u np.). OneHnBaeTcst BEpOSTHOCTh COBIAACHUS MOITHOCTEH MHOXECTBA MOCIE0BA-
TEJILHOCTEH IMKJIOBBIX KIIOYeH, KOTOpble (GOpMHUPYIOTCS HEMHBEKTHBHOM cxeMoil pa3BopaumnBanus kimoueil (CPK), n mHOXecTBa
KiIro4el mudpoBaHust; GOpMyIHPYeTCsl M JOKa3bIBaeTCsS Teopema, KOTopas OnpenesseT TaKylo BepoSTHOCThb. [loka3wpiBaercs, 4To
JuIs motHOMactabHoro mudpa ¢ HenHbekTHBHON CPK BeposTHOCTH COBHAJCHHS MOIIHOCTEH MHOXKECTBA IOCIEA0BATEIBHOCTEMN
LUKJIOBBIX KJIIOYEil 1 MHOXECTBA KITfouel mudpoBaHus npakTniecku paBHa 1. Takum oOpa3oM, JOKa3bIBAETCS, YTO CIOKHOCTH aTaK
nepeGopHOTo THIA Ha HenHbeKTHBHBIE CPK mpakTHdeckn paBHa CI0KHOCTH aTaK HA HHBEKTHBHBIC CXEMBI (CIIOXKHOCTD epeOOPHBIX
aTaK He CHIDKAeTCs ), IpH 3ToM HemHbekTHBHBIE CPK 00ecneunBaroT JOMOIHUTETbHYIO CTOMKOCTD K aTakaM Ha pean3alyio U Apy-
THM KPHIITOAHAIMTHYECKAM aTaKaM.

KuroueBble ci10Ba: cUMMETpUYHBII OJI0YHBIH KQp, cXeMa pa3BopayMBaHus KIOYeH, SKBUBAICHTHBIE KITIOYH MIH(pOBaHUs, 0J10Y-
Hblil mmdp «Kannuay, JICTY 7624: 2014.
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Abstract: The specified requirements for complex signal systems selection — data carriers for utilization in infor-
mation and communication systems (ICT), with higher demand for noise immunity, noise resistance, secrecy and in-
formation security. Conceptual framework for new class of complex signals presented — cryptographic signals.
Proved appropriateness of utilization cryptographic signals in information and communication systems, as well as,
for derived signal systems formation, in order to improve values of noise immunity, noise resistance, secrecy and in-
formation security in protected ICT.
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1 Introduction

In circumstances of intense counteraction, rivalry could exhibit in wide range of areas, as well
as, as last events show, in area of information and hybrid wars, use of protected information and
communication systems (ICT) become question of particular importance. Under protection we
should understand, in wide sense, ability to provide wanted values of noise immunity, imitation re-
sistance, information, energy and structural secrecy of systems functioning.

To the ICT, there are increasingly stringent requirements to ensure the effectiveness of their op-
eration in the face of complex external influences: natural and deliberate interference, interference
from other radio systems operating at close frequencies or in the general frequency range. High pro-
file for providing needed values of noise immunity and information security have research dedicat-
ed to use new types of signals, which called complex, wideband, multidimensional and noise-type.

Goal of creating protected ITC — is to create system that resistant to influence from many differ-
ent, actual for that system, effects (noises). An objective problem is that in process of informational
exchange correspondence: bit message-signal if fixed and as data carries used signals built with lin-
ear rules. Premises allows intruder, based on parametric estimating used in signal systems, to ac-
complish radio jamming with minimal power expense. There are threats to information security,
namely, the possibility of: unauthorized access to information assets, violation of integrity, confi-
dentiality, accessibility of data by intruders.

The main ways of the solution are to increase the noise immunity and information security of the
ICT on the basis of improving the methodological foundations of ICT construction by creating new
models, methods and technologies for managing telecommunications networks, information securi-
ty, services and quality of service, developing methods for information exchange, methods for the
synthesis of new classes of nonlinear discrete complex signals with the necessary ensemble, correla-
tion and structural properties.

The article proposes a method for discrete sequences synthesis with given mutually correlative,
structural and ensemble properties for use in telecommunication systems in which high demands are
placed on secrecy, noise immunity, noise immunity, and information security of system operation.

The distinction or code division of subscribers of a multiuser ICS is based on the fact that each
subscriber is allocated an alphabet of signals (code sequences) with which he transmits the infor-
mation. The most commonly used criterion for distinguishability is the minimum of the Euclidean
distance [1]. The criterion is that two signals are easily distinguishable if and only if the rms dis-
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tance between them is large. The need for joint consideration of signals Y (t) and X (t) arises when
using manipulation, for example, in cases where the signal X (t) is modulated by a binary sequence

or when it is modulated by some carrier itself. Thus, as a measure of signal distinctiveness, the fol-
lowing quantity is used:

THIY®) X OF =
=-T —1{][\( 2(t) + X2 (t)]dt £ 2] X (b)Y (t)dt} , @

where T —signal period of X (t) and Y (t).

The first integral on the right-hand side of (1) is the sum of the energies of the signals X (t) and
Y (t),0<t <T. Consequently, for fixed energies, the signal Y (t) is very different both from the sig-
nal X (t), and from signal — X (t) only if the parameter

R= ] X ()Y (t)dt @

is small.
Parameter R, when solving problems of search, detection, estimation of parameters (in this case,
a consistent filtering or correlation reception is used), is a response consistent with the signal Y (t)

filter on the input signal X (t). For example, if in a multiuser ICS with code division signals X (t)
and Y (t) are allocated to two different stations (subscribers), then the parameter R is a measure of

the level of mutual interference created by each of the signals to the reception of the other.

In the ICT, various systems (sets of linear recurrence sequences, Kasami, Gold, Kamaletdinov,
etc.) that have relatively small values of the side lobes of auto and cross correlated functions have
found application as a physical carrier of information [2]. However, these signals have low structur-
al secrecy, limited ensemble properties, and also exist only for a limited number of signal period
values. In the case of truncation (increase) in the period of such signals, their correlation properties
deteriorate. Therefore, the actual task is to develop theory and practice of synthesis and analysis of
discrete signal systems with the required correlation, structural, ensemble properties.

Studies have shown [3] that the required (in various conditions) performance indicators of the
system can be realized, including through the use of broadband radio systems, for which the expan-
sion of the spectrum is carried out using nonlinear discrete sequences.

In some ICS, the number of simultaneously used signals can exceed several hundred. We know
of large sets of periodic sequences that have correlation functions with relatively small side-lobe
values of the mutually correlated functions. To generate such sequences, shift registers with linear
feedback are used. The rules for constructing these classes of sequences indicate a low structural
concealment of the generated sequences, and, consequently, signals providing information trans-
mission in telecommunication systems. Here, by structural concealment, is understood the complex-
ity of determining by an attacker the rule (law) of constructing a discrete sequence used to manipu-
late information bits.

The need to use secure radio channels forces researchers to look at both the modes of functioning
of protected radio channels and the aspects of the formation and application of complex signals.
Therefore, in our opinion, today new approaches and new views are needed on the application pro-
cesses and functions of complex signals in order to build secure ISS. Fundamental here, in our opin-
ion, is a new understanding of the methods of providing information secrecy and imitating re-
sistance, that is, functions that are implemented in traditional systems with the use of systems and
means of cryptographic information protection. A productive step, from the point of view of a new
direction in the use of complex signal systems, is the synthesis of so-called cryptographic signal
systems. Synthesis of such signals is based on the use of key data.
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For protected radio channels, the signal systems under consideration are determined by the ap-
plications in which they are applied. In particular, it can be either separate signals or signal pairs, or
large sets of discrete signals with the necessary but objectively limited values of "tight packing”,
mutual-correlation and ensemble properties.

A cryptographic discrete signal is proposed to be understood as a sequence of symbols of an ar-
bitrary alphabet and an arbitrary period, the only rule of construction of which is randomness or
pseudo-randomness. Such a discrete signal has the necessary but limited values of "dense packing”,
correlation and ensemble properties. With this approach, the structural concealment of the signal is
provided through randomness or pseudo randomness.

In work [4] the problem of synthesis of nonlinear cryptographic discrete signals was formulated
and solved, providing the required values of noise immunity, information and structural stealth of
the functioning of the telecommunication system. In general, the problem of synthesizing optimal
binary cryptographic signals of a given period is formulated as follows. It is necessary to find a lot
of discrete binary sequences - cryptographic sequences (CS) with a given number of symbols pos-
sessing the permissible level of maximum side lobes of the periodic autocorrelation function
(PACF). Further, the solution of the synthesis problem is reduced to the preliminary selection of a
certain limited set of discrete sequences, which seems promising in terms of providing the neces-
sary cross-correlation properties.

It should be noted that in the process of research, a hypothesis was voiced about the possibility
of using a cryptographic algorithm for the synthesis of a signal system. For these purposes, the
choice of the National cryptographic standard of the block symmetric transformation of
DSTU 7624: 2014, which determines the code "Kalina™ [5], was justified.

Table 1 shows the results of the synthesis of CS for certain values of the sequence period. Analy-
sis of the data in Table 1 shows that for a sequence period, for example, 63 the number of pairs of
CSs corresponding to the established limit value 17 is more than 12x10° (12214869). For sequences
with a three-level cross-correlation function (CCF), the number of pairs corresponding to this
"boundary" is only 975 pairs. Thus, the ensemble of nonlinear CSs is more than 10° times exceeds
the ensemble of said linear signals. Exceeding the volume of cryptographic signals over an ensem-
ble composed of m-sequences is more than 10” times.

Table 1 — Ensemble properties of cryptographic signals

PACF AACF PCCF ACCF
o = £ 88 % 82 % g 8% % 885
=] > 0O — O C w— O C y— w— O C w— O C
= - o3 S8 S 2 °cox Ch=~
=3 S o TR T I T < S8 T I
%) T » Qo+ o Q¥ o o Qo F o Qo+ o
© 22 E83 EE3 ENa 23 EEg
82 S35 S35 ERS S5 E>5
2an 2an S 2an 2en
F®°* —c* ° F&* -
w w l_ w w
31 9 7743 3622 29977 024 1465 137 14 537 423
63 17 10 868 7 166 59 056 712 12 214 869 54 822 445
127 23 3482 1302 6 062 162 47 053 1619 780
511 59 3819 1951 7292 380 122 835 3466 713
1023 100 8513 6 194 36 235 584 5293538 35083 491

2 Derived signal systems synthesis based on cryptography discrete symbol sequences

Among the systems of phase-shifted signals, many are formed on the basis of Walsh systems [2].
It is known that auto and mutually correlated functions of Walsh sequences have large lateral peaks.
To improve the correlation properties of the signals, derivative signal systems (DSS) are generated
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by multiplying Walsh sequences (source sequences) by a signal that has certain properties (produc-
ing a signal), in particular, have small side peaks of the autocorrelation function.

The authors formulated a hypothesis about the possibility of using nonlinear cryptographic se-
quences as production, the theoretical bases of their synthesis are given in [4]. The method of syn-
thesizing derived signal systems based on the use of CS includes the following steps.

1. The selection of M cryptographic sequences of a fixed period N, which have the minimum
values of the maximum side lobes (Rmax.) PACF.

2. A set of Walsh codes (the matrix N - N) is formed in which each line corresponds to a separate
code.

3. The sequences (each of the Walsh code lines of the original sequences) are multiplied by the
cryptographic signal, forming N PSS.

4. Investigate the correlation properties of the generated PSS (in particular, PACF, AACF). To
investigate the mutual correlation functions, they form a matrix of dimension N - N. The number of
such matrices is L - N.

In Table 2, KP (M = 14), selected from the set of sequences, are given by the criterion of the
minimum value of the maximum side lobes PACF (Rmax < 10), on the basis of the Hadamar matrix
(N = 64). The calculations of the statistical characteristics of the correlation functions (PACF) of
the selected CS are also presented here.

Table 2 — CS having minimum values of the side lobes of PACF

1 111000111110100001111101110011001100010100011010110
1001001100101

2 100001001000010010111001101000000011001001000001011
1001110011101

3 000010010000100101110011010000000110010010000010111
0011100111011

4 000010010000100101110011010000000110010010000010111
0011100111011

5 000100100001001011100110100000001100100100000101110
0111001110110

6 010010000100101110011010000000110010010000010111001
1100111011000

7 000010010111001101000000011001001000001011100111001
1101100010110

8 000100101110011010000000110010010000010111001110011
1011000101101

9 001001011100110100000001100100100000101110011100111
0110001011010

10 0100101110011010000000110010010000010121100111001110
1100010110100

11 000000001010001001100000111110000110110111000110100
0010111100101

12 000000010100010011000001111100001101101110001101000
0101111001010

13 000000101000100110000011111000011011011100011010000
1011110010100

14 010001111000110000010011001000000001101111101110010
1011000010110

Table 3 shows the results of studies of the statistical characteristics of the correlation functions of
various classes of signals, including DSS when used as generating cryptographic signals. Calcula-
tions were carried out for the values of the sequence periods (from 30 to 2052).

Analysis of the data in Table 3 shows that the statistical characteristics of the DSS are close to
the corresponding characteristics indicated in the table of linear and nonlinear signal classes. In this
case, the values of the maximum side peaks of the PSS cross-correlation functions are less than for
linear M-sequences commonly used in modern telecommunication systems.
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Table 3 — Statistical characteristics of correlation functions of different signal classes

Signal Type Characteristics R m‘R‘ D‘lé‘z D%g)
gnal Typ N \/N N TN
AACF 16-2,4 03-3,4 14-77 1,9-108
Ch'\‘a?;‘(':'t’;i?s:m PACF 0,02-0,5 0,02-03 0,03-03 0,06 - 05
Sequences ACCF 13-33 05-0,7 2,4-182 3,6-27
PCCF 0,8-33 07-08 5,.8-453 5.9-453
AACF 0,8-2,4 04-05 09-1 1-11
PACF 0,7-25 02-0,7 02-05 03-0,9
DSS ACCF 1-25 02-0,7 02-05 03-0,7
PCCF 14-28 02-0,7 04-05 0,6-0,9
AACF 07-25 04-0,5 09-1 09-1,2
Nonlinear PACF 09-25 03-07 02-05 03-0,9
cryptographic ACCF 12-27 0.4-07 03-05 0.5-0,7
sequences ! ! ! ! ! ! ! !
PCCF 15-28 05-0,7 03-0,5 0,8-0,9
AACF 0,7-1,25 0,32 0,26 0,41
Linear PACF 1NN 1v'N 0 0
m-sequences ACCF 1,4-50 0,54 0,48 0,73
PCCF 1,9-6,0 0,8 0,62 1

Calculation of statistical characteristics of correlation functions (PACF) CS

1)640-8-4-40-8004044-8-48-4-4044-44-40844-4-8-40-80-4-8-44480-44-4440-4-48-4-8
440400-80-4-4-80 PFAKmin: -4 PFAKmax: -8 MO: -0.09375 |IMOJ: 0.46875
DISP: 0.5763694553724894 |DISP|: 0.3384787011890674

2)644-88480-8800-4-44040-84-4-8844-84448448-88448444-8448-8-44-80404-4-40
08-80848-84 PFAKmin: 4 PFAKmax: -8 MO: 0.15625 |MO|: 0.59375
DISP: 0.6774495430488349  |DISP|: 0.3469815618916576
3)644-88480-8800-4-44040-84-4-8844-84448448-88448444-8448-8-44-80404-4-40
08-80848-84 PFAKmin: 4 PFAKmax: -8 MO: 0.15625 IMQJ: 0.59375
DISP: 0.6774495430488349  |DISP|: 0.3469815618916576

4)644-88480-8800-4-44040-84-4-8844-84448448-88448444-8448-8-44-80404-4-40
08-80848-84  PFAKmin:4  PFAKmax: -8MO: 0.15625 IMOJ: 0.59375
DISP: 0.6774495430488349  |DISP|: 0.3469815618916576

5)644-88480-8800-4-44040-84-4-8844-84448448-88448444-8448-8-44-80404-4-40
08-80848-84  PFAKmin:4  PFAKmax: -8MO: 0.15625 IMOJ: 0.59375
DISP: 0.6774495430488349  |DISP|: 0.3469815618916576

6)644-88480-8800-4-44040-84-4-8844-84448448-88448444-8448-8-44-80404-4-40
08-80848-84  PFAKmin:4  PFAKmax: -8 MO: 0.15625 IMOJ: 0.59375
DISP: 0.6774495430488349  |DISP|: 0.3469815618916576

7)644-844004-440-8404040-800800-8-4-448444-444484-4-4-800800-8040404-804
-440044-84 PFAKmin: 4 PFAKmax: -8 MO: 0.0703125 IMO|: 0.4296875
DISP: 0.5553298776598447  |DISP|: 0.350712702793093

8)640-8440-44-884-8408004-80-4400-8-40044000004400-4-8004-40-8400804-8438
-84-4044-80 PFAKmin: 4 PFAKmax: -8 MO: 0.0 |[MO]: 0.40625
DISP: 0.5634361794742422  |DISP|: 0.3836429502240921
9)640-8440-44-884-8408004-80-4400-8-40044000004400-4-8004-40-8400804-8438
-84-4044-80 PFAKmin: 4 PFAKmax: -8 MO: 0.0 |MO|: 0.40625 DISP: 0.5634361794742422
|DISPJ: 0.3836429502240921
10)640-8440-44-884-8408004-80-4400-8-40044000004400-4-8004-40-8400804-848
-84-4044-80 PFAKmin: 4 PFAKmax: -8 MO: 0.0 |IMOQ|: 0.40625
DISP: 0.5634361794742422  |DISP|: 0.3836429502240921
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11)64840-8-8-4488400-4-848808400-4-4-8-4004-44-44-4400-4-8-4-400480884-8-40
04884-4-8-8048 PFAKmin:4  PFAKmax: 8 MO: 0.0703125  |MOJ: 0.5234375
DISP: 0.6476900319675074  |DISP|: 0.3767205345969094
12)64840-8-8-4488400-4-848808400-4-4-8-4004-44-44-4400-4-8-4-400480884-8-40
04884-4-8-8048 PFAKmin:4  PFAKmax: 8 MO: 0.0703125  |MOJ: 0.5234375
DISP: 0.6476900319675074  |DISP|: 0.3767205345969094
13)64840-8-8-4488400-4-848808400-4-4-8-4004-44-44-4400-4-8-4-400480884-8-40
04884-4-8-8048 PFAKmin:4  PFAKmax: 8 MO: 0.0703125  |MOJ: 0.5234375
DISP: 0.6476900319675074  |DISP|: 0.3767205345969094
14)648-444004-4-44-4-80-40808-4-8-4-88-80040-444844-40400-88-8-4-8-48080-40-
8-44-4-440044-48 PFAKmIn: -4 PFAKmax: 8 MO: 0.0  [MOJ: 0.5
DISP: 0.6236095697723273  |DISP|: 0.3618734420321171

The results of the PCCF DSS study based on CS show that the number of pairs of signals for a
sequence of 64 symbols for which the values Ry« do not exceed 17 (this, the so-called "tight pack-
ing" boundary, achieved in the class of the best, from the VKF viewpoint, sequences with a three-
level PCCF), is 604 pairs (about 30% of the total number of possible combinations of pairs of sig-
nals). Number of pairs of signals for which the values Rmax do not exceed 20 — 1577, which is 77%
of the total number of pairs of signals. At the boundary Rmax < 25 - maximum number of selected
pairs of signals is 1984 (96,8 %). Such values Rnax occur for sequences that have become most
widespread in modern telecommunication systems of the M-sequence.

3 Conclusions

The considered class of complex derivative signals obtained using the proposed method on the
basis of the use of nonlinear cryptographic signals has, on the one hand, structural properties analo-
gous to the properties of random (pseudo-random) sequences, on the other, the required ensemble
and correlation properties.

The characteristics of their auto- and mutual correlation functions of such signals are not inferior
to those of the best ones in terms of the correlation properties of discrete sequences (M-sequences,
Gold and Kasami sets, Kamaletdinov ensembles, etc.). In addition, cryptographic signal systems
exist and possess the above properties for a wide range of sequence period values. It is also neces-
sary to note the special property of such signal systems - the possibility of their recovery in space
and time with the use of keys and a number of other parameters that are used in the synthesis of sig-
nals. The characteristics of the signal systems synthesized using the developed method allow us to
talk about improving the quality of the performance of the telecommunications system: noise im-
munity and information security.

Improvement of these indicators is achieved, in particular due to the possibility of forming, with
the resulting method, large ensembles of discrete sequences of almost any period necessary (for cer-
tain system applications) values side lobe functions cars - mutually and butt-correlation function in
a periodic and aperiodic modes, as well as the statistical characteristics of the correlation functions
(CF) are not inferior to those of the best in terms of CF, linear to asses signals. Said allows to in-
crease the noise immunity of the reception signals.

The mathematical and software providing the proposed method and computational algorithms for
the synthesis of complex nonlinear discrete cryptographic signals systems as well as derivatives of
signal systems for which the coprocessors are used as the producing ones are developed. Software
and mathematical support obtained in the course of research, realizing the methods of synthesis and
research of the properties of systems of non-linear signals, including PSS, is ready for possible use
in the composition of prototypes and elements of modern digital communication means.
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KOMMYHHKAIIMOHHBIX CHCTEMax, a Takoke U1 (JOPMUPOBAHMS MPOU3BOJHBIX CHTHAIBHBIX CHCTEM C IIEJIBIO MOBBIIICHHUS YPOBHS HX
HOMEXO03aLINIIEHHOCTH, TOMEXOYCTOWYNBOCTH, CKPBITHOCTH U HH(OPMAIIMOHHO 6€30MacHOCTH.

KiioueBsle ciioBa: MHpopMmanoHHas 6€30MacHOCTb, TOMEX0YCTOHYMBOCTD, CHCTEMa CUTHAJIOB, ITUPOKOTIOJIOCHBIE CHCTEMBI.
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Abstract. A method for diagnosing data of computer systems functioning in the system of residue classes (SRC) has
been developed. This method is based on the use of orthogonal bases, which are formed from a complete base system.
The presented method allows to increase the efficiency of control over the data submitted to the SRC. The examples
of the implementation of this method are given in the article.

Keywords: reliability, data diagnostics, number system in residue classes, computer devices of the processing data.

1 Introduction

The bases of the modern means for processing information of a communication node (CN) tele-
communications network (TN) are computer devices of the processing data (CDPD).

The problem of achieving high efficiency of the telecommunications system as a whole is im-
proved, especially such characteristics CDPD CN TN as the veracity, performance and reliability of
the processing data. From the literature [1-3] it is known that the use of non-positional number sys-
tem of residue classes (RC) can provide high performance custom implementation of numerical al-
gorithms, consisting of a set of arithmetic operations. However, the need to ensure a reliable and
fail-safe operation of the CDPD the development and implementation of new operational methods
for effective monitoring and diagnostics data errors in RC, other than the methods used in conven-
tional binary positional number systems (PNS) [4]. The aim of the research outlined in this article,
is to increase the efficiency of the process diagnostic of data errors in the CDPD operating in RC.
Thus, important and relevant researches for the development and improvement of method the rapid
diagnostics of data errors in the CDPD operating in RC.

2 Main part
In general, the process of correction (detection and reclaim) errors in the code information struc-

ture of the data A presented in RC consists of the following major steps:
— control data (process discovery of the existence errors in the non-positional code structure

A=(a]a]-Ja]a]a.]-fa )RO);
— diagnostics data (localization the place of errors with a given depth of diagnostics);
— reclaim errors in the code data structure (recovery distorted residues 3, (j :L_n) of the wrong

number A and obtain the correct number A).
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The number A=(aa,||..|a ,[a]a..].-]la,) in non-redundant RC is represented by the set

{a} (i =1,_n) of residues a = A(modm,) for the system information bases (modules) {m,

} in the

numerical information interval [0, M) (where M =1_[mi — the total number of information code
i=1
words). Herewith the greatest common divisor (GCD) (m,,m;)=1; i, j=Ln (i = j).

In order to the fail-code RC has the necessary corrective abilities required to contain certain in-
formation redundancy. In this case, first, it is necessary to define (identify) and, if possible, quantify
the pre-existing (natural) in the source code structure information redundancy. Secondly, with the
task of providing additional data correction capabilities, introduce an additional (artificial) infor-
mation redundancy (apply the method of information redundancy) by introducing additional (con-

trol) bases {m, } RC.

For solving the problem of ensuring the data in the RC additional correction capabilities, we as-
sume that to n information bases added one additional m, =m, , control base is relatively prime to

any of the existing information bases. In this case number A=(a,|a,|..|a,||a,.,) in RC is repre-

sented by the set {m;} (j=1n-+1) bases in full (working) numeric [0,M,) interval, where

M, =M -m,_, — the total number of code words for a given RC.

It is known [1] that for non-positional coding structures in RC minimum code distance defined
by the expression d .. =k +1, it depends on the number k of control base and the amount of each

r
of them. If the condition Hmzi <m, for control bases m, is met, then the introduction in the sys-
i=1
tem of bases RC one control m, =m,, base is equivalent to having r control bases m, ,m, ,...,m, .
Given the fact that all the numbers taking part in the processing of data in the CDPD (transmission
and processing of information), as well as the result of the operation is in information numerical

interval [O, M ) it is obvious that if the result of the data obtained by the final result that A>M , it
means that the obtained number A distorted (by ingorrect). Thus, if A<M, itis concluded that the
number A is correct, and if A>M , the number A is wrong. Are assumed to be only single (only
one of the residues {a,} of A) error or packet errors of length less than | :[Iog2 (m —l)]+1 bits
within one residue by modulo m.. Note that the principle of comparing the value A with a value
information numerical interval [O, M) is base all existing methods of monitoring data in RC [3-5].
The essence  of  diagnosis  non-positional  code  structure (NCS) in RC
A=(aa,].|a]ala.]-]a.a,..) consists in revealing of distorted residues m, (i =1,_r).
Consider the list of scientific assertions, the results of the evidence which can form the basis of
the method of diagnostic errors data presented in non-positional residue number system [1,4,5].
Recall that in the future will provide only single error (in one residue a, (i =1,n—+1), number

A=(a]a,]..|a,|a,. ). presented in RC).
Assertion 1. Let an ordered system of bases in RC m<m_,,i=1n with n information and one

m, =m,,, control bases, and let the number A=(a|a,|..]a_]aa.,|--|a,|a,.,) undistorted

n+1

(right), A<M, /m_,, where M;=M-m,_,

and M :l_Imi . The value A does not change if the
i=1
number will be represented in RC from which it is withdrawn one base m., i.e. if in the representa-
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tion of A to remove the residue a. Thus obtained number A =(a|a,..|a 1|a4].-|a.[a..) is
called the projection of the number of A by modulo m,.
Assertion 2. If in the ordered system bases of RC set the correct number A, then the projections

A (i =1n +1) of this number equal to each other, A=A =A =..=A=..=A =A_ <M, /m_,.
Indeed, for the correct number A has relation holds
A<M, /m_ <M,/m<..<M,/m<..<M,/m. Then, in accordance with the results of asser-

tion 1, we have that A=A

Assertion 3. Suppose that for an ordered system bases of RC all possible projections
A=(ala]-Ja.laal-Jala.) Ai=Ln+l) number A=(aa,].|a.]a]a.]-{a]a.)
coincide. In this case the number A=(a,|a,||..|a,||a,.,) is correct.

Show it. Assume that the number A=(a,|a,|..]|a_,|a]a.,]--|a,]a,.,) is incorrect due to distor-
tion residue a, by modulo m,. Replace in number A distorted residue a on the right & . In this
case, received the correct number A=(a,|a,|..|&]..]a,|a,.;). Then, in accordance with the result
of assertion 3, wehave A =A =..=A=..=A =A .

However, A =(a|a,]..{a_]a..]--|a,[a..;) and A =(a|a,|..|a]|a.]-]a]a...) concurrent-
ly, ie. A=A. In this case the following relation must be performed
A=A=A=A=A=.=A=A=A_=A_ . However, by the condition of assertion 2 projec-
tion A (i # j) of the number A differs from projection A by the value of the residue a, by the
base m,. Because of this A = A, , this contradicts the hypothesis that number A is wrong.

Assertion 4. If in the ordered system of bases RC projection A =(a]|a,..a ] a4].-|a.]a.)

then this case

n+1?

number A=(a,]a,|-.|a_|a]a.y].-|a.]a,.) satisfies the condition A > M, /m

is considered that the residue a, of number A by modulo m, authentically not distorted. Note again

that will provide for single mistake.
Indeed, if residue a of number A by modulo m, distorted, then the projection of A consisting

of the undistorted a; (j =1n +1) and i = j residues must be a wright number. However, by condi-
tion A > M,/m_, —awrong number, which contradicts the assertion 2. In addition, we note that
if all the values A > M, /m,_, (i =1,_n) then distorted residue a,.; .

On the basis of the above scientific assertions, consider the method of diagnostics data presented
in RC. Suppose given a number to be tested A=(a,|a,|..]|a_|a]a.,]--|a,|a,..) in RC with n

information m, (i =1,_n) and one control m, =m,,, bases. It is necessary, firstly, to inspect (to de-

termine the correctness) of number A, and, secondly, to make a diagnosis residues & (i =1n +1)

of number A, i.e. identify distorted (or undistorted) residues. On the basis of evidence on the 3 and
4 assertions developed a method of diagnostic data presented in RC, which is shown on fig. 1,2.
The combination in time the process definition and analysis (comparison of the projections in the

PNS Aijs with module M) values Aijs :(Zai : Biijod M of the projections Aj of the diag-
j=const i=1

nosed number A=(a]a,|..|a_,[a]a.4].-|a.|a,..) allows increasing the efficiency of the proce-
dure diagnosis data errors in the CDPD CN of TN in n time.
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Definition the private M, working bases RC
Ml =M, - My..My_y -y -My,.my =My,
Mz =M -My.m_, -m-m,..m,-mg;,

Ivli :n]l'mZ"'mi—l'mHl“'mn 'mn+l’

Mn =m-My My, -my-my,my, -myy,
Mn+l =M= |\/Io / M, =M -M.m, -m;-m,..m,, -m,.

Definition the private B; =M, -m, / m, =1(modm,) orthogonal bases for this RC

M =ﬁmi v M =ﬁmi =M-m,, M, :ﬁmk
i=1 i=1 k=1

k=i

m; =L, m -1, j=1,n+1—number of bases by initial RC;

2 i =1,n— number of bases RC in set of private working bases RC ( j=i +1)
By B,, By - B(n—l)l By
B, B,, By, - B(n—l)z B,
Bl(n+l) Bz(n+1) BS(n+1) o B(n—l)(n+l) Bn(n+l)

Definition the projections A; number A=(a,|a,|..||a|..|a,|a,.,)

A =(a]al-Jalala.l-Jala..).

A = (a1|| ay|-fai]aa..].Ja.| an+1)’

A= (@l Jala]-la]a.).

A =(ala)-Ja.ala.]-|a.la.)
A =(alla]-Jalala-a]a)

Fig. 1 — Method of operative data diagnostic in RC

Consider the example using the method for the diagnosis in RC one-byte (1 =1) machine word
(8 bits) the CDPD CN of TN. RC is given one control m, =m,, =11 and information m; = 3, m; =

4, m3=5,my =7 bases.
In this case, provided the requirements of the uniqueness of the representation of the code words

in this information numerically [0,M ) range.

n+l

For this RC we have: M, =]]m =4620 — the total number of code words in a given RC;

i=1
M :l—Imi =420 — the number of information code words. In this case, the total (working) [0, MO)

i=1

and the information [0, M ) numerical ranges defined respectively as [0,4620), and [0,420).
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Calculation the value of projections AJ. in PNS Aijs =( Z a -B;)mod M,

j=const i=1
j=1L,n+1

1 n

A =| . a.-BiljmodMl:(ai-Bll+a2-821+...+a -B,,)mod M,,

n

( ai-Bizjmosz:(ai-BlZ+a2-Bzz+...+a -B,,)mod M,,
APst( a»Bikjmode=(a1-Blk+a2-sz+...+a -B, )mod M,

a - injmod M,=(a B, +a,-B,, +..+a,-B,)modM,,

B
Aniajens = [Z a - Bi(n+l)j modM, , = (a1 By T8, By + 8- By ) modM__ ..

Comparison the values Apys =| Y. & -B; [mod M, with module M =M, /m,_,.

j=const i=1
j=1,n+1

Definition authentically undistorted {azj} and perhaps of distorted {ézj} residues

of number A
{azj} j=1+1 n+1 {azj} j=11
Aoe >M —a, Aps <M = a,,
Aps =M > a,, Apens <M = &,
Aos =M > a,. Apys <M -7,
Anipns <M =8,

Fig. 2 — Method of operative data diagnostic (continuation Fig.1)

All possible sets of private bases RC are shown in table 1.

Table 1 — Set of private working bases RC (1 =1)

j : msq mo ms My Mj
1 4 5 7 11 1540
2 3 5 7 11 1155
3 3 4 7 11 924
4 3 4 5 11 660
5 3 4 5 7 420

CS&CS, Issue 2(6) 2017

Suppose that in the course of transmission or data processing instead of the correct result
A =(10[0]21) of the operation A, =100<M =420 was obtained number form
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Awc =(0]0]0]2J1), Aus =3180>M =420. Necessary to conduct control and diagnostics of the

number ARC (diagnosis his residues a, ( =1, 5))

2.1. The first stage.
1. Determine all values B, (i = 1_5) of orthogonal bases for a complete system of bases m; = 3, m,

=4, m3=5my=7ums=11RC (Table 2).
Table 2 — Orthogonal bases B, RC

B, =(1,0,0,0,0)=1540, m, =1
B, =(0,1,0,0,0)=3465, m, =3
,=(0,0,1,0,0)=3696, m, =4
B, =(0,0,0,1,0)=2640, m, =4
. =(0,0,0,0,1)=2520, m, =6

2. Using the data in table 2, for the well-known [1] formula, determine the value of A, :
A = (0-1540+0-3465+0-3696 + 2- 2640 +1- 2520 ) mod 4620 = 3180 (mod 4620).

3. Perform comparison value number A, and M =420. So, how A, >M =420, it is con-
cluded that the obtained result A distorted by any one of the residues a, correct num-
ber A = (1]0]0]2]2).

2.2. The second stage.

1. We define the values private B;orthogonal bases for each of the 5 sets of bases RC. Thus, for

i=4and j=5, we have:

B,; =(1,0,0,0),
B,; =(0,1,0,0),
B,; =(0,0,1,0),
B,; =(0,0,0,1).

In general, the values B; the private orthogonal bases determined according to the following

= =1(modm,), where m; =1,m —1 - the weight of an orthogonal basis B; .

The results of calculations of values B; the private orthogonal bases are presented in table 3.

comparison B,

Table 3 — Private orthogonal bases B; for | =1

E}" g 2 3 4
1 385 616 1100 980
2 385 231 330 210
3 616 693 792 672
4 220 165 396 540
5 280 105 336 120
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2.2. Determine the correct of residues number A. At first, we form all possible projection A
number A.. =(0]0]0]2[1):

[of12]2).
0]0]2[2),

(0
(0fof2[2)
(00]2]2).
(offofz).
(

0]0foj

A
A
A,
A
A =(0[ol0]2)-

Using the data from table 3, we represent the values of the projections Aj (j =1,5) number

Ave =(00fo]2J1) in PNs:
Apys =(8,- B, +a, B, +a,- B, +a, B, )mod M,
(0-385+0-616+2-1100 +1-980)mod1540 =100 < 420.
Aons =(8,- By, +a,B,, +a,-By, +a,B,,)mod M, =
(0-385+0-231+2-330+1-210)mod1155 =870 > 420.
Aspws :(a1 ‘By+a,-By+a; By +a,- BAS)mOd M, =
(0-616+0-693+2-792+1-672)mod 924 = 418 < 420.
AAPNS :(a1’ Bl4 +a,- Bz4 +a3'Bs4 +4a,- B44)m0d M4 =
(0-220+0-165+0-396 +1-540)mod 660 =540 > 420.
AE»PNS :(a1 ‘Bg+a, By+a;-By+a,- B45)m0d M, =
(0-280+0-105+0-336+2-120)mod 420 = 240 < 420.

Among all the obtained projections A number A projections A, A, and A less than the value
M =420, but projections AQ and AAis greater than M =420. Consequently, the result of an incor-
rect diagnosis A number will be the following assertion. Among the five residues number
A = (O||O||O|| 2||1) is the residues of a1, a3z and as may be wrong, and the residues of a; u a4 — are

not distorted.
It is known that the efficiency of diagnosis is convenient to characterize such a quantitative indi-
cator, the depth D of diagnosis. In the RC depth D diagnosis data we mean the level of detail loca-

tion of an error in the NCS on the form A=(a,]|a,|...|a, & a..]--|a,|a,.;). consisting of a set of
residues {a },i=1n+1.

As noted above, it is assumed single (only one residue of NCS) error.
Quantitatively, the depth diagnostics data D in RC can be evaluated by the relation D=1/r,

where r — the number m, of residues {mzl,mZZ ,...,mzr} that can be a mistake. The maximum value

of depth D, diagnosis is achieved when an error in NCS A is detected with accuracy to one resi-
due. In this case, the maximum depth D, diagnosis to mean the identification of one (r =1) resi-
due NCS A, which contains the error, i.e.,, D, =1/r=1. For the above example the number of

diagnosis A, =(0[0]0]|21) we have that r =3, i.e. D=1/3~0,33.
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3 Conclusions
In this article improved the method of diagnostic in RC, which basis on the use orthogonal bases
B, of the private set of modules. Orthogonal bases B; formed from complete system of bases

m. (i=1,n+1). Their use makes it possible to organize the process of parallel processing projec-
tions A =(a|a,|..{aa..]--|a,|a,..) number A=(aa,|..|a_]aa.]--|a,]a..) of the code

structure in RC. This allows to raise the efficiency of diagnosis data in RC.

Implementation the process of diagnostic data errors in RC is shown in the example. The pro-
posed method has allowed increasing the efficiency of the diagnostic data errors in the CDPD CN
of TN operating in RC.
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KiiroueBble CJIOBa: HaJICKHOCTh, THATHOCTHKA JaHHBIX, CHCTEMa CUMCIICHHSI B OCTATOYHBIX KJIAaccax, KOMIBIOTEPHBIC YCTPOICTBA
00pabOTKH TAHHBIX.
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Abstract. The shortcomings of application of fast Fourier transformation algorithm at detection of separate tones of
a signal are considered. The relevance of application of algebraic methods at demodulation of signals in modern in-
formation transmission systems is emphasized. The Goertzel algorithm of selective spectrum analysis is considered,
the method of the linear algebraic processing of complex signal structures in case of detection of separate tones in a
signal range is offered. The analysis of efficiency of the known and proposed method of selective spectrum analysis is
carried out. It is concluded that the application of the method of linear algebraic processing of complex signal struc-
tures will allow us to calculate the parameters of the signal spectrum of only the needed nomenclature of frequencies
by solving the system of linear algebraic equations without the use of fast Fourier transformation.

Keywords: fast Fourier transform (FFT), filter with infinite impulse response (IIR-filters), system of linear algebraic
equations (SLAE), digital signal processing.

1 Introduction

In the modern conditions characterized by complexity of the tasks solved by radio systems and a
variety of an interfering situation development, enough perfect systems it is possible only on the
basis of modern methods of optimization. The common problem of synthesis of radio engineering
systems can conditionally be subdivided into two private tasks: the choice of the "best" signals for
achievement of the required result taking into account a real situation and optimum processing of
the accepted signals. The traditional method of the primary identification of parameters and demod-
ulation of controlled signals is currently their analysis on the basis of the fast Fourier transform
(FFT) algorithm. Use the FFT algorithms for processing of OFDM signal assumes the existence of
exact information on the signal. At the solution of problems of radio monitoring and demodulation
these data are, as a rule, unknown [1].

The device FFT optimized on computing expenses on the basis of decimation algorithms on the
frequency or time not always is preferable from the point of view of excess dimensionality of the
task. For example, if the signal range on an interval of discretization of the channel consists of small
number quadrature frequency components f, f,,..., f_ >>0, then for its complete processing it is

enough to calculate only the amplitude coefficients. If to use a FFT, then based on properties of a
computing algorithm determination will be carried out for 2-T - f_ >>m amplitudes, i.e. excessive-

ly excess problem will be solved [2]. In this regard, development of the software and hardware tools
of digital signal processing oriented only on use FFT algorithms not always is justified. Develop-
ment of theoretical and practical bases of use of the ordinary apparatus of linear algebra for optimi-
zation of computing expenses and increase in characteristics of accuracy of recognition and demod-
ulation of complex signals is of interest. We will consider some algorithms and methods of signals
processing that allow to find separate tones of a signal, without solving an excess problem.

2 The Goertzel algorithm for detection of separate harmonious components

The Goertzel algorithm is a procedure for calculating the discrete Fourier transform. It makes it
possible to reduce the number of necessary multiplications, but to a very small multiplier. The com-
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plexity of this algorithm is equal to n* therefore it does not belong to FFT algorithms. Goertzel al-

gorithm is useful when the Fourier transformation component is required to calculate small quanti-

ty, — as a rule, no more than log, n from n a component. As FFT algorithms calculate all compo-

nents of transformation, in these cases it is necessary to discard unnecessary components [3].
Algorithm Goertzel allows to calculate the value of k -th bin of N dot DFT:

QD .27
Sy ()= > X)WL, W =9Xp[—JWnkj o

n=0

It represents an IR filter of the second order with two real coefficients in the feedback and one
complex coefficient in the direct link of the filter. The structure of the Goertzel's digital filter is
shown in Fig. 1.

x(n)

2-cos(2mnk'N)

Fig. 1 — lIR filter implementation of the Goertzel algorithm

In order to obtain the indicated values of the k -th DFT coefficient in the Goertzel algorithm, on-
ly each (N —1)-th value of this coefficient is preserved, which provides one operation of complex
multiplication in the filter straight chain and N real operations for calculating the intermediate re-
sults in the return circuit of the filter. Note that it is the refusal of receiving all output samples
(therefore, their storage) in the straight filter circuit, which provides the Goertzel algorithm with
saving in the number of computations in comparison with the definition of the nth DFT coefficient
S, "in the forehead", according to the relation (1).

The filter’s y(n) output is equal to the DFT output frequency coefficient, X(m), at the time in-

dex n= N, where the first time index value is n=0. To be equivalent to the DFT, the frequency-
domain index m must an integer in the range 0<m <N —1. The z-domain transfer function of the
Goertzel algorithm is

1_ g izamN 1

He(2)=Y(2)/X(2) T1-2cos2zm/N)-z 47272 @)
where z*'=e ' and z? =e 12,
The differential equations of the filter Goertzel in a time domain are defined as follows:
1.  The coefficients of return circuit of the filter are calculating:
v(n) =2cos(2zm/ N)-v(n—1) —v(n—2) +x(n) . 3
2.  The coefficients of straight filter chain are calculating:
y(n) =v(n)-Wy -v(n-1). (4)

Thus, the main advantages of the Goertzel algorithm over the standard radix-2 FFT for single
tone detection consist in the following:
o N does not need to be an integer power of 2.
o The tone frequency can be any value between zero and sampling rate.
o The amount of filter coefficient storage is reduced.
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o No storing a block of input data is needed before processing can begin (as with the
FFT). Processing can begin with first input time sample.

o No data bit reversal is needed for Goertzel.

o If you implement the Goertzel algorithm M times to detect M tones, Goertzel is
more efficient than FFT when M <log, N .

o At computing an N -point X(m) DFT bin value is that equation (3) need only be
computed once after the arrival of the N -th input sample. Thus for real x(n) inputs
the filter requires N +2 real multiplies and 2N +1 real adds to compute an
N -point X (m) [4].

One of disadvantages given an algorithm is that it does not allow to calculate a large number a
component of Fourier coefficients. In tasks when it is necessary to calculate components of coeffi-
cients for several a component at once, this algorithm will not be effective. The use of FFT will also
not allow to reduce the number of the calculated Fourier coefficients. In such cases it is proposed to
use the method of linear algebraic processing of complex signal structures.

3 The method of linear algebraic processing of complex signal structures

Application of the Goertzel algorithm and the FFT method for calculating parameters of the sig-
nal spectrum is computationally cost and difficult to implement. To simplify the calculation of sig-
nals spectrum coefficients it is proposed to use the method of algebraic demodulation of complex
signal structures. The idea of this method consists in statistical detection of amount of the observed
fixed values of phases of harmonic oscillations on subcarrier frequencies.

For this the system of linear algebraic equations (SLAE) is composed:

A-X =B, (5)
where A - the matrix of amplitudes of the quadrature components on a modulation interval; B - the
vector of the signal values in the digital representation in each sample of the modulation interval;
X - the vector of required values of amplitude for a given modulation interval.

The dimension of the matrix A is defined by the number of samples N which are taken into ac-
count in the analysis of a signal on one interval of modulation and the number of considered quad-
rature of harmonics (2-n, ). Depending on relation of vertical and horizontal the matrix’s dimen-

sion the system (5) can be underdetermined (N <2-n, ), determined (N =2-n, ) and redefined
(N>2-n, ). We will consider these cases in more detail.
The simplest case is when the system (5) can be strictly determined (N =2-n; ), so practically

always SLAE is compatible and the solution of the system exists and the only. The number of the
equations equals to the number of the required unknowns (2-n, ) determining the amplitudes of

quadrature signal's components. To solve the SLAE on the i-th modulation interval, it is necessary
to select (2-n, ) evenly located samples of the samples array P ={p,, p,,...} beginning from the

position where the full clock cycle of the signal begins to be observed. The square matrix of coeffi-
cients at unknown of SLAE is formed by the following rule:

Alzua”H, i, j =0,...,(2-nfmax —1);

a,; =sin[2z(f, +q-Af)-t],

o<j<n, . -1 , (6)
a,; =cos[2z(f, +q-Af)-t],

n,<j<2-n -1

f max

where 9=0,1,...,n,

max
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The vector of the absolute terms is formed in the form a vector of signal’s measurements on a
duration of one modulation interval:

B, :{bo’bl"'-'bzmmax—l}’ b=p, (7)
where i:O,...,2-an -1.
The solution of the defined SLAE
A-X,=B = X,=A"-B (8)
gives the necessary estimate of the amplitudes’ vector of the quadrature components

X, ={xé,...,x(12n 1)} corresponding to the permissible values of the subcarriers of the frequen-
" max T

cies. The next case when the system (5) is underdetermined (N <2-n; ) while at the such sys-

tems either have an infinite number of solutions, or do not have a solution at all. The underdeter-
mined SLAE can be solved by the method of the pseudo-inverse matrix of Moore-Penrose. Accord-
ing of the method of the pseudo-inverse matrix among the set of the solutions by underdetermined
SLAE the normal solution is chosen — the solution with minimum norm among the solutions satis-

fying condition | X, || = min.. The normal solution exists and it is the only and is found by a formula:

X, =A-B, 9)
where A" - the pseudo-inverse matrix of Moore-Penrose with dimension 2-n, x2-n,

max

The matrix A" is defined by the equation:
A-A-A=A. (10)
The solution (9) which is pertinent for writing down in the form of X," = A"-B, gives a zero er-

ror “A-Xf - Blu =0, that is the solution is the pseudo-solution and among all pseudo-solution has

as the normal solution, the minimum norm [5]. The most advantageous from the point of view of
the maximum accounting of information on a signal is the case of the solution redefined SLAE
(N >2-n, ). Forformation redefined SLAE additional measurements of a signal from the sample

containing P bigger quantity of the equations with the same number of unknown are used.

The degree of the redefined system is characterized by coefficient x=W/2 and describes

asymmetry of the matrix dimensions W x 2. This w = rvdJ where Fd - a discretization frequency

of the signal; V - a modulation rate; the sign | . | — means the rounding to the nearest smaller inte-

ger; the number 2 — means quantity used quadrature a component by means of which the signal,
and, therefore, the number of unknown is set. The matrix A, and the vector B, are formed using the

maximum number of measurements on a modulation interval T , determined by value
Nuszp/td:
A, =a;| i=0....,(Num-1),

j = 0(2nf max _1)’
3 =sin[27z(f,+q-Af)-t],

(11)
0<j<n -1
a,, =cos[2z(f,+q-Af)-t],
ne<j<2-n; ., —L
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B, ={by, - By} B =0,
v=0,...,(Num-1).

(12)

The SLAE has the form:
A,-X,=B, (13)

The system (13) has the set of solutions. In practice most often use criterion of the least squares,
leading to a assessment of the form:

XZ = (AzT 'Az)ilAzT ‘B,. (14)

The solution of system (14) is the approximate, but the result turns out more exact, than at the
solution of strict system (8). The noise stability of the solution is achieved by averaging the effect of
the interference with a number of signal measurements exceeding the minimum necessary. The cal-
culation of the phase angle vector by solving system (14) by the method of algebraic processing of
complex signal structures requires approximately the same number of operations like when using
the FFT method. When the dimension of the matrix A, equal to Numx2 the number of operations

required to solve the system (14) is approximately equal to Num-log, Num. The main feature of

this method is that for computation of parameters of a range of signals of the selected nomenclature
of frequencies, there is no need to calculate all parameters of a signals spectrum.

Finally, we can consider the important case for practice when the SLAE is weakly determined. A
weakly determined system is a system described by the matrix A with a determinant not equal to

zero | A|= 0, but the number of conditionality | A™|-| A| is very large. As some equations appear-
ing in such system are represented by a linear combination of other equations actually the system is
underdetermined (N <2-n, ). Depending on a concrete type of a vector of right-side part B or

exists an infinite set of solutions or none exists. For the solution of such type of systems the method
of regularization is used. This method is based on the use of additional a priori information on the
solution, which can be both qualitative and quantitative. The concept of regularization reduces to
the replacement of the SLAE solution of the form (5) by the problem of minimization of a
Tikhonov functional:

Q(X,2)=|A-X =B| +4:|X —=x0[", (15)

where 4 — the small positive parameter of regularization; x0 — a priori estimate vector.
The problem of minimization of a Tikhonov functional can be reduced to solving another SLAE:

(AT-A+1-1)-X =AT-B+1-%0, (16)

which at 4 — 0 passes into initial weakly determined system, and at big 1, being well defined, has
the solution x0. Obviously, some intermediate value establishing a certain compromise between the
acceptable conditionality and proximity to an initial task will be optimum [6]. The method of alge-
braic processing of complex signal structures allows carried out demodulation of signal by solving
the SLAE without using FFT method. At demodulation of a signal by this method it is necessary
that the SLAE was redefined since only the redefined SLAE allows to consider as much as possible
information on a signal and gives the only solution of the system. Due to redefinition of SLAE the
noise stability of this solution by averaging of action of noises at a large number of measurements
of a signal is reached. The use of this method in case of demodulation of signals will allow to calcu-
late parameters of a range of signals only of the necessary nomenclature of frequencies.

3 Conclusions

When processing complex signal structures for computation of parameters of a range of several
tens tones in case of application of an algorithm of a FFT is solving a overly excess task. When us-
ing the Goertzel algorithm for the solution of this task which is implemented in the form of IIR fil-
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ter of the second order the efficiency of the algorithm comes down to computing complexity of the
FFT. To effectively solve this problem it is proposed to apply the method of algebraic processing of
complex signal structures, which will allow us to calculate the parameters of the signal spectrum of
only the needed nomenclature of frequencies by solving the SLAE without the use of FFT.
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NpH onpe/eJieHUH 0TAeIbHBIX TOHOB CHTHAJA.

AHHOTanmsi. PaccMOTpeHbl HEJOCTaTKU NPUMEHEHHs aIropuTMa OblcTporo npeobpasoBanus Pypbe npu 0OHAPYKEHUH OTIEIbHBIX
TOHOB CHI'HaJjia. nO)l‘-[ep](I/IBaeTCﬂ AKTYaJIbHOCTb IPUMECHCHUA anre6pauqec1<1/lx METOJOB ITPHU AEMOAYJIAIIUU CUTHAJIOB B COBPEMCH-
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IapaMeTphl CIIeKTpa CUTHAJIOB TOJIBKO HEOOXOANMOM HOMEHKIATYpHI, myTeM pemmernst CJIAY 6e3 ucnons30BaHns OBICTPOTO Mpeod-
pazoBanust dypoe.
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