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Abstract. Reasons of crisis of error-correcting coding are considered. Underlined the urgency of applica-
tion of pseudo random codes in modern systems transmission of information. Presented constructive math-
ematical method of decoding pseudorandom codes based on the use of the method of branches and bor-
ders. Is proposed for modification of the classical algorithm of branch and bound. Is proposed, assess-
ment of computing complexity of methods of decoding of pseudorandom codes on basis of the classical
and modified algorithm of branches and boundaries is made, and also assessment of computing com-
plexity of the offered method in comparison with exhaustive search method. Program implementation of
method of decoding of pseudorandom codes is developed.

Keywords: pseudorandom code, branch and bound method, computational complexity, error-correcting
coding.

1 Introduction

Formulation of the problem. Scientific and technical progress in the field of telecommunications
in the modern society gives ample opportunities for information exchange. It is a powerful method
for development of different information technologies, which strongly enter in daily life of
humanity. Business by means of electronic commerce, using Blockchain, application of cloud
computing — is not the complete list of achievements of IT area. At the same time the nomenclature
and number of technical means of processing and information transfer which work on wireless
communication networks are increased from year to year. Therefore, search of new solutions of
rational use of frequency and energy resource of transmission channels for creation of the
technologies allowing to increase data transmission rate and reduce the required power of
transmitters is urgent.

In the theory of information transfer is known the historical role of the methodology based on
use of random codes in the proof of fundamental theorems for noisy channels [1,2]. However,
proofs on the basis of an random choice of a code usually are called nonconstructive as till today
random (pseudorandom) codes (PRC) for support of error correcting and confidentiality of process
of information transfer are not used. It is a consequence of absence of acceptable computing com-
plexity of methods of creation and decoding of PRC which provide ability of correction, the close to
maximum likelihood.

Implementation of constructive algorithms of creation and processing of PRC can be expected
only when using of determinate algorithms of generation of pseudorandom characters of code
words. Attractiveness of PRC technologies consist in a possibility of creation of signal and code
constructions, which will allow to raise at the same time as the frequency, and energetic efficiency
of information transmission systems. However, the main barrier to broad use of PRC is absence of
methods of decoding not based on algorithm of exhaustive search.

Computing complexity of the algorithms based on computation of Euclidean distances increases
exponentially with increase in block length of a code and in case of required values of block length
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is unacceptable. Receiving simple linear algebraic methods of decoding is encountered with diffi-
culties following from nonlinearity of the determined algorithms of generation of the pseudorandom
sequence. Thus, the ideas of application of PRC will be applied constructive if develop the linear
(linearized) methods of decoding of such codes.

Objective: development of a constructive mathematical method of decoding of PRC on the basis
of application of the modified method of branches and boundaries, assessment of computing com-
plexity of operation of decoding and its comparing with exhaustive search algorithms based on use
of the rule of maximum likelihood.

MAIN PART
2 Statement of the task of decoding, as main objective of the linear programming

The procedure of obtaining of code book of arbitrary pseudorandom code can be provided as fol-
lows. The general flow of binary characters of a source is subject to coding whishes divided on the
sequences by length of k bits. These sequences are intended for creation of pseudorandom error
correcting code. At the same time each combination from k binary characters of a source is trans-
ferred to decimal value x,— sequence number by which is determined appropriate sequence of

pseudorandom numbers xy,X,,...,X,4, that is x,—IS ancestor number of the code word
Xj={xj0,le, xjn_l} with appropriate number j=xjo, je[O,...,(Zk-l)] Thus, for each block from

k binary characters of a source are put in compliance block from n not binary numbers of a code.
Numbers of code words determine informative parameters of a signal. For example, amplitudes of
the quadrature components of subcarrier frequencies [3]. Magnitude

R=k/n, 1)
is speed of error correcting code and shows a ratio of amount of information binary characters of
the message with amount of not binary characters of a codewhich are used for transmissions on
communication link. Speed of a code (1) can be both more and less than one. Reason of this proper-
ty is ability of a choice of length of the code word PRC irrespective of length of the initial block of

binary characters k.
On an output of the channel after impact of noise the sequence has an form:

=X 4+E=]x] j j I *
XJ —XJ+_4_{X 0+§o, X 1+(t:l,..., X n_l+§n_1} - {X O,X l""’X n-l}’

where == {éo, él,..-,én_l} is vector of coordinates of noise. These codes allow to provide rather

low probability of decoding with an error on the block of a code in case of simple increase in block
length n if throughput of the channel was not exceeded.

Now pseudorandom codes are not applied in information transmission systems because the
known methods of decoding of such codes are based on implementation of the rule of maximum
likelihood and are possible only in case of symbol-by-symbol comparing, the received channel
word with all possible options which are stored in the receiver. Decoding procedure is based on
search of the minimum value of length of the difference vector of Euclidean distances between

points Xj* 1 X;:

min‘Xj* _Xi ‘:\/(Xoj*'xoi )2+' . -+(Xn-lj*'xn-li )2 )
where ic [0...(2“-1)]

Thus, computing complexity of such methods of decoding increases exponentially with length of
block code n.

For solution of this problem of decoding in case of creation of PRC is offered to use a procedure
of computation of characters of code words by recurrent rule of the linear congruent generation




ISSN 2519-2310 CS&CS, Issue 1(5) 2017

(LCG). This rule allows to linearize the issue of decoding of PRC and essential to reduce its compu-
ting complexity. It is possible by replacement of computation Euclidean distances on rule of small-
est projections (SP) which are identical on the end result

n-1
minY
g=0

Using of SP in a complex with method of decoding of PRC on the basis of the modified method
of branches and boundaries will allow to provide polynomial computing complexity. Process of ob-
taining code words PRC on the basis of the linear congruent generation is as follows [3,4]. Each
next inumber of the pseudorandom sequence of arbitrary j code word is generated by the recurrent

X X' ‘ . where ic [0...(2“-1)} .

rule of generation of the sequence of LCG in case XoJ ;

xJ=(a-x; ) +b)ymodm 2)

where a — multiplicative parameter, b — additive parameter of conversion, mod — operation of
computation of the module m. Magnitude m =2* is power of the alphabet of words PRC. For

simplification of mathematical calculations the upper index in designation of variables x;! will not

be used, that is number of the code word is fixed x;J — x; .

In a general view the offered method of decoding of a pseudorandom error correcting code in the
conditions of distortions of characters is considered. This method is based on use of a mathematical
algorithm of branches and boundaries for directional search of the decision.

Operation of decoding is reached if in the conditions of possible distortions, the ancestor num-
ber x, of a segment of the pseudorandom sequence (PRS) is correctly defined. Magnitude X, (the

first number in code word of length n) in binary representation correctly defines the transferred bi-
nary sequence of a source. For search of number all characters of PRS of a code are used, as all of
them are connected to ancestor number a recurrent chain of non-linear computation (2).

Whereas in (2) non-linear operation of computation of the module is used, it is a hindrance to
implementation of directional search of the decision. Necessary perform linearization of operation
of decoding by introduction of additional integer non-negative numerical parameter vy.

Quantitative valuey is equal to a multiplier by equivalent linear algebraic operation of computa-
tion of the module m. Then mathematical expression (2) changes the next way:

X,y =X +b—yim, ie[0,...(n-1)]. (3)

Mathematical expression (3) is fair only in case of execution of restrictions which follow from a
mathematical gist of an algorithm of LCG PRC:

(m-1)a+b
o<y <|—|,
m 4)
y; — integer, ie[0,...,(n-2)].
For compensating of distortions of arbitrary initial code word of a source x in result of summing
with elements of a vector of Gaussian random variables = for each of numbers of the code word

x; , i€[0,....n—1] will be entered couple of auxiliary non-negative variables Wy;,;, Wy;.,5.

This pair characterizes possible double-sided deviations of number x;” which are a conse-
guence of action of a vector of a noise Z. One variable from this pair enters in calculation with sign
"+", it means that it is added to the number distorted by a noise x;", other—with sign «-», it means

that it is subtracted from X; . Then for observed code word X" = {x*o,...,x*n_l} system of equations
is formed:
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*
X1 =Xg—Wa+Wy,,
1 0 3 4y
: ()

Xn1 =X g =Won g +Wpp.

In each of the equations (5) one of pair of auxiliary variables w with an even or odd index will
equal zero because the deviation from action of a noise can be only towards reduction, or towards
increase of true number. At the same time variables X; must satisfy to inequality 0<x; <(m-1). For
decision of the task of decoding is planned to use the linear programming (LP), then the left ine-
quality of this restriction (non negativity support) is automatically executed according to terms of
the canonical task LP.

Issue LP-in a canonical form requires of representation of all restrictions of area of admissible
decisions in the form of equalities. Therefore, for changeover from the right inequality to equality
non-negative integer auxiliary variables X,,, X,,1,..., X5, is entered:

>

0 =(m—1—x 0)+W1—W2;
Xni1 =(m—1—x 1)t W3~ Wy,

(6)

Xon1 =(m—1—x nlj-FWan —Woy,,.
2

In case of execution of restrictions (6) is reached execution of the following system of equali-
ties:

Xog+X,=m-1
Xg+Xpy =m=1 (7)

Xn—l + )~(2n—1 =m _1

On the basis of (3) and (4) are defined values y; corresponding to multipliers of equivalent al-
gebraic representation of operation of computation of the module m:

y—l( * x*+b) A+ 2w+ tw - Lw,
0 m 0 1 m 1 m 2 m 3 m 4

y =i(ax* -x +b)—3w A, tw,  —Lw,.

n-2 m n-2 n-1 m 2n-3 m 2n-2 m 2n-1 2n (8)

Minimum of objective function L, which needs to be provided when decoding PRC according to
the rule of the smallest projections considered above, has an appearance:

2n
L= W =W +Wy+...4+Wy_g + Wy (9)
i=1

The physical sense of objective function consists in finding of the minimum sum of projections
of the ends of the difference vector between a point X" on an output of noisy channel and a point X
of the code book of PRC which is closest to X".

Mathematical expressions (5), (6), (8) and (9) represent a canonical statement of the main prob-
lem of the linear programming (MPLP). For solution MPLP is applied simplex a method and its
implementation in the form of table algorithm. MPLP contains 3n-1 equations and has 5n—-1 un-
known variables 2n variables choosing as the free, and remaining 3n-1 is as basis variables ex-
pressed through free. The free variables are w;,..., W, .

——

Then conversions of the equations (5), (6), (8) and (9) gives the following statement of the inte-

ger task LP. It is necessary to find the non-negative values of variables X;,y;, w, satisfying to
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system of restrictions equalities (5), (6), (8) and providing a minimum of objective function (9).
For decision of formulated integer task LP is applied table algorithm of simplex method. On the
basis of the received expressions the simplex table is built (Table 1).

Rules of filling of the table are as follows:

— names of basis variables to the first column of basis variables (B.V.)are entered,;

— names of the free variables to the first line of the free variables (F.V.) are entered,;

— free terms from the equations (5), (6), (8) and (9) are entered to the second column of free
terms (S.Ch.);

— starting with the third column are entered coefficients of free variables from the equations (5),
(6), (8) and (9) with changing signs on opposite.

Decoding of the code word PRC that was distorted by noises comes down to the correct deter-

mination of value X, — ancestor number of the code word PRC that correctly defines k bit combi-

nation of binary characters of a source.

The initial table contains the basic plan (a task has variant of solution), where B.V. values are
equal to elements in the corresponding lines of the F.T. column, and values of the free variables are
equal to zero. In a line of objective function in the F.T. column is a value of size of objective func-
tion. This value is used for realization of directional searching of the decision on a method of
branches and borders. Decoding on the basis of a method of branches and borders is iterated that
means creation of a tree of decisions with tops of minimum values of basic plans. Route by a tree
from initial top to some fixed top determines the admissible sequence of the choice of integer values
for task variables. Main goal of decoding by proposed method is receiving integer variables of X
and y at minimum possible value of objective function L.

Table 1 - The initial simplex table

F.V
B.V. F.T. Wy | Wy | W3 | Wy Wona | Wonz2 | Wang | Wop
Xo X 1 -1 0 0 0 0 0 0
X, X' o | 0o | 1| 1] .. 0 0 0 0
Xn1 X0 0 0 0 0 0 0 1 1
Xn (m-1-x7) 1|10 |0 0 0 0 0
X1 (m-1-x7) 0 0 | -1 1 0 0 0 0
Xon-1 (m-1-x",,) o]0 | 0] o0 0 0 1 1
- * a a 1 1
y —laxy—X,+b = 2= =
° ( 0 ! ) m m m
1/ =« * a a 1 1
e | leaXeatt) m | m | m | m
L 0 T T I T -1 -1 -1 -1

Formally the method of branches and borders can be described by the sequence of the following
stages.
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On the first iteration the plan of Table 1 is analyzed on permissibility on the basis of content of
cells of a column F.T.. If all elements of column of the free terms are not the negative then the plan
is permissible. If all elements of line of objective function L (except an element in the F.T. column)
are negative, then the plan is optimum.

If any element of F.T. column is negative, plan is not permissible and the table is modified ac-
cording to an algorithm of the solution of a dual problem of LP. The line with the negative element
is allowing. If such lines are several, then the line is chosen which has maximal on an absolute val-
ue negative element. In the allowing line is looked for an element which has the negative sign. If
such elements are several, then among them is selected maximum on an absolute value. The column
which has this element is considered allowing. On crossing of the allowing column and line is an
allowing element.

Modification of the table with exchange between couple a "free-basic™ variables from headings
of allowing line and column and recalculation of maintenance of cells must make for transition to
the next plan of task as follows:

- headings of variables which correspond to the allowing column and line are interchanged the
position;

- an allowing element changes on inverse;

- elements of an allowing line are divided into the allowing element;

- elements of allowing column are divided into the allowing element and are changed their sign
on inverse;

- to all other elements from old table is added multiplication of an element of the allowing line
from old table which is in the same column, on an element of the allowing column from new table
which is in the same line.

After modification, received table repeatedly is analyzed on permissibility. After obtaining per-
missible plan, it is analyzed on an optimality.

If in a line of objective function is at least one positive element, then the plan not optimum and
the table is modified according to an algorithm of the decision of the direct task LP. Column which
has positive element is selected as allowing column. If such elements are several then among them
is selected maximum. In the allowing column are analyzed elements which match on a sign with
element of F.T. column. If such couples of elements a few, then it is necessary to calculate the rela-
tion of the free term to appropriate element of allowing column. The allowing line is the line which
has the minimum value of this relation. On crossing of the allowing column and line is an allowing
element.

The table is modified and content of cells is recalculated by rules which are considered above.
After modification of table, table repeatedly is analyzed on permissibility and optimality. These it-
erations cyclically repeat till that moment will not be found permissible and optimum plan which is
called the basic plan of the task.

Further the received basic plan is analyzed on existence of integral numbers in F.T. column. Var-

iables x;, i€[0,....(2n-1)] and y;, je[0...(n-2)] which are contained in the cells of F.T. col-

umn must contain integral numbers. The first line which has not integer, specifies the name of the
variable (xi, yj or wy) for which will be created an additional constraint of integrality.

For reduction of computing complexity of this method of decoding is offered to use the modi-
fied method of branches and boundaries. Gist of this modification consists in provision of priority
of the analysis of integrality only of variables y;. Experimentally proved that when the integrality
of those variables provides integrality of other variables of decoding task. This modification signif-
icantly reduces the number of iterations of search of the decision, as a result, reduces computing
complexity of decoding procedure of PRC. Additional restriction is created by introduction to the
basic plan of an additional line for an additional auxiliary basis variable. The mechanism of intro-
duction of additional restrictions in details will be considered below in case of presentation of a
specific example of implementation of the decision of the task of decoding. On the basis of addi-
tional restrictions is executed branching of a decision tree. Let's assume that for providing of
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integrality is selected variable y;. Area of admissible solutions of zero step of the task breaks on
two not crossed subareas for the following step G,» and G,® on the basis of the rule:

Gl(l) = {Y eGO, yi < LYiJ};

Gz(l) _ {Y c G(O), yi > I-yl -|} (10)

The rule (10) means that in new areas value of variable needs to be reduced to the next smaller
integer number |y; |, or on the contrary, be to increased to the next bigger integer number [y;].
Then, on the technology described above, it is necessary to find sequentially basic plans of tasks for
areas G,* and G,Y. After execution of branching and formation of restrictions, basic plans are

analyzed on permissibility and optimality, if necessary is executed modification and recalculation of
tables, and also analysis of integrality. Actions is iterated until all elements in lines of the F.T. col-
umn will be integers. At the same time some integer variables can be in composition of the free, it
means that they are equal to zero.

3 Decoding of PRC on basis of modified method of branches and boundaries

Example of application of offered method for decoding of a pseudo random error correcting code
on the basis of use of the modified method of branches and boundaries is considered.
Parameters of a pseudorandom error correcting code are values: k=5; n=5. For LCG technolo-

gy parameters are selected: m=2%=32 a=5 b=19. Sequentially changing numbers of the binary
sequences on length k=5 characters x, =0,1,...,31 and using the rule (2) for computation of char-
acters of code words and is obtained code book of PRC which is provided in Table 2.

Table 2 — Code sequences of the complete code book of PRC

Xo X Xo X Xo X Xo X

0 0,19, 18, 13, 20 8 8,27,26,21,28 | 16 16, 3,2,29,4 24 24,11, 10,5, 12
1 1,24,11,10,5 9 9,0,19, 18,13 17 17,8, 27, 26, 21 25 25,16, 3,2, 29
2 2,29,4,7,22 10 | 10,5,12,15,30 | 18 18, 13, 20, 23, 6 26 26,21,28,31,14
3 3,2,29,4,7 11 | 11,10,5,12,15 | 19 19, 18, 13, 20, 23 27 27,26, 21, 28, 31
4 4,7,22,1,24 12 12,15,30,9,0 20 20,23,6,17,8 28 28,31, 14, 25,16
5 5,12,15,30,9 13 | 13,20,23,6,17 | 21 21, 28,31, 14,25 29 29,4,7,22,1
6 6,17, 8, 27, 26 14 14, 25, 16, 3, 2 22 22,1,24,11,10 30 30,9,0,19, 18
7 7,22,1,24,11 15 15, 30,9,0,19 23 23,6,17,8, 27 31 31,14, 25,16, 3

For transmission on the channel is selected code word generated by number x,=0 or

—

X={0,19,18,13,20} , which as a result of summing with a noise vector = and is changed

X"={0,18,22,15,20} . For simplification of an example the numbers of the code word distorted by

transmission are rounded to integer values. On the basis of expressions (5), (6), (8) and (9) and ac-
cording to rules of filling of initial simplex table (Table 1) is formed starting table of this example
(Table 3).

Table 3 contains the permissible, optimum basic plan of not integer problem of LP (elements of
column FT are not negative, elements of line L — are not positive). However the plan does not meet
of condition of integrality (FT column contains in lines y0+y3 not integer values). According to

developed of modified method of branches and borders additional restriction is formed for area
G,® . Firstly (in the analysis of lines of Table 3 from top to down), not integer variable y0 is cho-
sen. That variable y0, which is equal in the Table 3 to size 0,0312 will got value of the next small-
er integer | y0|=0.

10
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Performance of inequality is required yo<o0. For formation of a line of constraint for new table it

IS necessary to execute transition from restriction inequality to restriction equality, by introduction
of an additional non-negative variable v: yo+v=0. Let's express a variable v as basic:

v=0-y0. (11)
Table 3 — First iteration (Step 1)
FT wl w2 w3 w4 wb w6 w7 w8 w9 w10

x0 0 1 -1 0 0 0 0 0 0 0 0
x1 18 0 0 1 -1 0 0 0 0 0 0
X2 22 0 0 0 0 1 -1 0 0 0 0
X3 15 0 0 0 0 0 0 1 -1 0 0
x4 20 0 0 0 0 0 0 0 0 1 -1
x5 31 -1 1 0 0 0 0 0 0 0 0
X6 13 0 0 -1 1 0 0 0 0 0 0
X7 9 0 0 0 0 -1 1 0 0 0 0
X8 16 0 0 0 0 0 0 -1 1 0 0
X9 11 0 0 0 0 0 0 0 0 -1 1
y0 0,031 0,1562 | -0,1562 | -0,0312 | 0,0312 0 0 0 0 0 0
yl 2,718 0 0 0,1562 | -0,1562 | -0,0312 | 0,03125 0 0 0 0
y2 3,562 0 0 0 0 0,1562 -0,1562 | -0,0312 | 0,0312 0 0
y3 2,312 0 0 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312
L 0 -1 -1 -1 -1 -1 -1 -1 -1 -1 -1

Definition yo in the form of a linear combination of free variables is set by line yo of Table 3:
Yo =0,1562w1-0,1562w2 —0,0312w3 —

(12)
—0,0312w4 +0,0312.
Using (12) in (11), the equation of additional restriction is created:
v= —0,0312-0,1562w1+0,1562w2+
(13)

+0,0312w3—-0,0312wA4.

On the basis of (13) the additional line for a fictitious variable v is entered into the basic plan.
As a result size of the table increases, and it is transformed to Table 4.

Table 4 — First iteration (Step 1) with additional restriction

FT wl w2 w3 w4 w5 w6 w7 w8 w9 w10
x0 0 1 -1 0 0 0 0 0 0 0 0
x1 18 0 0 1 -1 0 0 0 0 0 0
X2 22 0 0 0 0 1 -1 0 0 0 0
X3 15 0 0 0 0 0 0 1 -1 0 0
x4 20 0 0 0 0 0 0 0 0 1 -1
x5 31 -1 1 0 0 0 0 0 0 0 0
X6 13 0 0 -1 1 0 0 0 0 0 0
X7 9 0 0 0 0 -1 1 0 0 0 0
x8 16 0 0 0 0 0 0 -1 1 0 0
X9 11 0 0 0 0 0 0 0 0 -1 1
y0 | 0,0312 | 0,1562 | -0,1562 | -0,0312| 0,0312 0 0 0 0 0 0
yl | 2,7187 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312 0 0 0 0
y2 | 3,5625 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312 0 0
y3 | 2,3125 0 0 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312
v | -0,031 |-0,1562 | 0,1562 | 0,0312 | -0,0312 0 0 0 0 0 0
L 0 -1 -1 -1 -1 -1 -1 -1 -1 -1 -1
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Table 4 for subarea G, contains the impermissible plan because FT column has a negative

element. According to the rules described above is necessary to execute the solution of a dual task.
Allowing line — a line of restriction v, the allowing column — a column of a variable w1 and the
allowing element which is located on crossing of a line v and column w1l are chosen (look at shad-
ed elements in Table 4).

For transition to the permissible plan is necessary to execute modification and recalculation of

Table 4 according to rules which were considered above. Modification of the plan gives Table 5.

Table 5 — Modification of initial Table 4 (Step 1)

FT \Y w2 w3 w4 w5 w6 w7 w8 w9 w10

x0 -0,2 6,4 0 0,2 -0,2 0 0 0 0 0 0
x1 18 0 0 1 -1 0 0 0 0 0 0
X2 22 0 0 0 0 1 -1 0 0 0 0
x3 15 0 0 0 0 0 0 1 -1 0 0
x4 20 0 0 0 0 0 0 0 0 1 -1
x5 31,2 -6,4 0 -0,2 0,2 0 0 0 0 0 0
x6 13 0 0 -1 1 0 0 0 0 0 0
X7 9 0 0 0 0 -1 1 0 0 0 0
x8 16 0 0 0 0 0 0 -1 1 0 0
X9 11 0 0 0 0 0 0 0 0 -1 1
y0 0 1 0 0 0 0 0 0 0 0 0
yl | 2,7187 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312 0 0 0 0
y2 | 3,5625 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312 0 0
y3 | 2,3125 0 0 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312
wl 0,2 -6,4 -1 -0,2 0,2 0 0 0 0 0 0

L 0,2 -6,4 -2 -1,2 -0,8 -1 -1 -1 -1 -1 -1

The decision received in Table 5 is analyzed on permissibility. As the plan is not permissible

then its modification is executed. As allowing line is selected x0, and allowing the column - w4.

Recalculation gives Table 6.
Table 6 — Modification of Table 5 (Step 1)

FT \ w2 w3 x0 w5 w6 w7 w8 w9 w10

wi 1 -32 0 -1 -5 0 0 0 0 0 0
x1 19 -32 0 0 -5 0 0 0 0 0 0
X2 22 0 0 0 0 1 -1 0 0 0 0
X3 15 0 0 0 0 0 0 1 -1 0 0
x4 20 0 0 0 0 0 0 0 0 1 -1
x5 31 0 0 0 1 0 0 0 0 0 0
X6 12 32 0 0 5 0 0 0 0 0 0
X7 9 0 0 0 0 -1 1 0 0 0 0
x8 16 0 0 0 0 0 0 -1 1 0 0
X9 11 0 0 0 0 0 0 0 0 -1 1
y0 0 1 0 0 0 0 0 0 0 0 0
yl 2,875 -5 0 0 -0,7812 | -0,0312 | 0,0312 0 0 0 0
y2 | 3,5625 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312 0 0
y3 | 2,3125 0 0 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312
wl 0 0 -1 0 1 0 0 0 0 0 0

L 1 -32 -2 -2 -4 -1 -1 -1 -1 -1 -1
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Table 6 contains permissible and optimum basic plan. This plan is noted on a tree of decisions
(Fig. 1) by corresponding top G, which has value of objective function L=1.

Restriction for area Gz(l) is formed so that the variable y0 will got value of the next bigger inte-

ger [yo|=1. For this purpose, performance of inequality yo>1 is required. yo<0. For transition
from restriction inequality to restriction equality is entered an additional non-negative variable v:
y0o—-v=0, Or:
v=y0—1. (14)

For designation of an additional variable in (14) is used the same name v, all fictitious variables
are auxiliary and their size at achievement of the final decision of a task does not matter. When ob-
taining of intermediate basic plan any additional fictitious variable is appeared as a part of basic
variables of a task (in heading of any line) for reduction of dimension of tables the corresponding
line will delete.

Definition yo through values of free variables gives:

v=-0,968+0,1562w1-0,1562w2 —

—0,0312w3+0,0312w4, (16)
What to allows to enter a line of additional restriction into the Table 7.
Table 7 — The second iteration with additional restriction (Step 1)
FT wl w2 w3 w4 w5 w6 w7 w8 w9 w10
X0 0 1 -1 0 0 0 0 0 0 0 0
x1 18 0 0 1 -1 0 0 0 0 0 0
X2 22 0 0 0 0 1 -1 0 0 0 0
x3 15 0 0 0 0 0 0 1 -1 0 0
x4 20 0 0 0 0 0 0 0 0 1 -1
X5 31 -1 1 0 0 0 0 0 0 0 0
x6 13 0 0 -1 1 0 0 0 0 0 0
X7 9 0 0 0 0 -1 1 0 0 0 0
X8 16 0 0 0 0 0 0 -1 1 0 0
X9 11 0 0 0 0 0 0 0 0 -1 1
yo | 0,0312 | 0,1562 | -0,1562 |-0,0312 | 0,0312 0 0 0 0 0 0
yl | 2,7187 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312 0 0 0 0
y2 | 3,5625 0 0 0 0 0,1562 | -0,1562 |-0,0312 | 0,0312 0 0
y3 | 2,312 0 0 0 0 0 0 0,1562 |-0,1562 |-0,0312| 0,0312
v | -0,968 | 0,1562 | -0,1562 |-0,0312| 0,0312 0 0 0 0 0 0
L 0 -1 -1 -1 -1 -1 -1 -1 -1 -1 -1

Table 7 for subarea G,® contains impermissible plan, because column FT has negative element.

According to the rules described above are chosen as the allowing line — a line of restriction v, and
as the allowing column —a column w2. For achievement of permissibility of plan is executed modi-
fication of Table 7.

As a result Table 8 is obtained permissible and optimum basic plan of Table 8 is noted on a tree
of decisions (Fig. 1) by corresponding top G,® which has value of objective function L =6,2.

Tops G,% and G, of first step of the decision, which correspond to Tables 6 and 8 must be

branched for the purpose of achievement of integer values of other integer variables.

The choice of the next top (table) among the "hanging™ tops of a tree of decisions for the subse-
quent branching is carried out from the point of view of its greatest prospects. For obtaining next
basic plan is chosen table which has the smallest (among the "hanging"” tops) value of objective
function. Then next top of tree of decisions which will be used for branching, is Table 6 with value
L=1.

13
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Table 8 — Modification of Table 7 (Step 1)

FT wl v w3 w4 wb w6 w7 w8 w9 w10

x0 6,2 0 -6,4 0,2 -0,2 0 0 0 0 0 0
x1 18 0 0 1 -1 0 0 0 0 0 0
X2 22 0 0 0 0 1 -1 0 0 0 0
X3 15 0 0 0 0 0 0 1 -1 0 0
x4 20 0 0 0 0 0 0 0 0 1 -1
x5 24,8 0 6,4 -0,2 0,2 0 0 0 0 0 0
x6 13 0 0 -1 1 0 0 0 0 0 0
X7 9 0 0 0 0 -1 1 0 0 0 0
x8 16 0 0 0 0 0 0 -1 1 0 0
x9 11 0 0 0 0 0 0 0 0 -1 1
y0 1 0 -1 0 0 0 0 0 0 0 0
yl | 2,7187 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312 0 0 0 0
y2 | 3,562 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312 0 0
y3 | 2,312 0 0 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312
w2 6,2 -1 -6,4 0,2 -0,2 0 0 0 0 0 0

L 6,2 -2 -6,4 -0,8 -1,2 -1 -1 -1 -1 -1 -1

On the second step is chosen next not integer variable y1 for formation of additional restriction
of area G, . So that chosen variable y1 is equal in the Table 6 to size 2,875 will have value of the
next smaller integer | y1|=2. Additional restriction is formed by an example of expressions (12) and
(16) that leads to Table 9.

{
Step 0 L 9
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Fig. 1 — The tree of decisions for the modified method of branches and borders

Table 9 for subarea G, contains impermissible plan, because column FT has negative element.

According to the rules described above are chosen as the allowing line — a line of restriction v, and
as the allowing column —a column wé6.

Modification of the table lead to the plan presented in Table 10.

14
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Table 9 — First iteration (Step 2)

FT \Y w2 w3 x0 w5 w6 w7 w8 w9 w10

wi 1 -32 0 -1 -5 0 0 0 0 0 0
x1 19 -32 0 0 -5 0 0 0 0 0 0
X2 22 0 0 0 0 1 -1 0 0 0 0
X3 15 0 0 0 0 0 0 1 -1 0 0
x4 20 0 0 0 0 0 0 0 0 1 -1
x5 31 0 0 0 1 0 0 0 0 0 0
X6 12 32 0 0 5 0 0 0 0 0 0
X7 9 0 0 0 0 -1 1 0 0 0 0
X8 16 0 0 0 0 0 0 -1 1 0 0
X9 11 0 0 0 0 0 0 0 0 -1 1
y0 0 1 0 0 0 0 0 0 0 0 0
yl 2,875 -5 0 0 -0,7812 | -0,0312 | 0,0312 0 0 0 0
y2 | 3,5625 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312 0 0
y3 | 2,3125 0 0 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312
wl 0 0 -1 0 1 0 0 0 0 0 0

\Y -0,875 5 0 0 0,7812 | 0,0312 | -0,0312 0 0 0 0

L 1 -32 -2 -2 -4 -1 -1 -1 -1 -1 -1

Table 10 contains impermissible plan (a negative number in a line x7 of the FT column). As
other numbers in this line are not negative, then continuation of calculations for this table does not
make sense, because getting permissible decision is impossible.

Table 10 — Modification of the Table 9 (Step 2)

FT v w2 w3 x0 w5 \Y w7 w8 w9 w10

w4 1 -32 0 -1 -5 0 0 0 0 0 0
x1 19 -32 0 0 -5 0 0 0 0 0 0
X2 50 -160 0 0 -25 0 -32 0 0 0 0
x3 15 0 0 0 0 0 0 1 -1 0 0
x4 20 0 0 0 0 0 0 0 0 1 -1
x5 31 0 0 0 1 0 0 0 0 0 0
x6 12 32 0 0 5 0 0 0 0 0 0
X7 -19 160 0 0 25 0 32 0 0 0 0
x8 16 0 0 0 0 0 0 -1 1 0 0
x9 11 0 0 0 0 0 0 0 0 -1 1
y0 0 1 0 0 0 0 0 0 0 0 0
yl 2 0 0 0 0 0 1 0 0 0 0
y2 7,937 -25 0 0 -3,9062 0 -5 -0,0312 | 0,0312 0 0
y3 2,312 0 0 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312
wl 0 0 -1 0 1 0 0 0 0 0 0
w6 28 -160 0 0 -25 -1 -32 0 0 0 0

L 29 -192 -2 -2 -29 -2 -32 -1 -1 -1 -1

Plan of Table 10 is noted on a tree of decisions (Fig. 1) by corresponding top G, which has
value of objective function L = co. The top G,@ is final of branch, and is not subject to further
branching.

The next restriction for area G, is built so that the variable y1 will have got value of the next
bigger integer number [y1]=3. Additional restriction was created by an example of expression (16)

leads to plan of Table 11. Table 11 contains impermissible plan because FT column has a negative
number. According to described above by the rules allowing line and column are additional varia-
bles v (exchange of positions between two additional fictitious variables).
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Table 11 — Second iteration (Step 2)

FT \Y w2 w3 x0 w5 w6 w7 w8 w9 w10
wi 1 -32 0 -1 -5 0 0 0 0 0 0
x1 19 -32 0 0 -5 0 0 0 0 0 0
X2 22 0 0 0 0 1 -1 0 0 0 0
X3 15 0 0 0 0 0 0 1 -1 0 0
x4 20 0 0 0 0 0 0 0 0 1 -1
x5 31 0 0 0 1 0 0 0 0 0 0
X6 12 32 0 0 5 0 0 0 0 0 0
X7 9 0 0 0 0 -1 1 0 0 0 0
X8 16 0 0 0 0 0 0 -1 1 0 0
X9 11 0 0 0 0 0 0 0 0 -1 1
y0 0 1 0 0 0 0 0 0 0 0 0
yl 2,875 -5 0 0 -0,7812 | -0,0312 | 0,0312 0 0 0 0
y2 | 3,5625 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312 0 0
y3 | 2,3125 0 0 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312
wil 0 0 -1 0 1 0 0 0 0 0 0
\Y; -0,125 -5 0 0 -0,7812 | -0,0312 | 0,0312 0 0 0 0
L 1 -32 -2 -2 -4 -1 -1 -1 -1 -1 -1

Modification leads to Table 12.
Table 12 — Modification of Table 11 (Step 2)

FT \ w2 w3 x0 w5 w6 w7 w8 w9 w10
w4 1,8 -6,4 0 -1 0 0,2 -0,2 0 0 0 0
x1 19,8 -6,4 0 0 0 0,2 -0,2 0 0 0 0
X2 22 0 0 0 0 1 -1 0 0 0 0
X3 15 0 0 0 0 0 0 1 -1 0 0
x4 20 0 0 0 0 0 0 0 0 1 -1
X5 31 0 0 0 1 0 0 0 0 0 0
X6 11,2 6,4 0 0 0 -0,2 0,2 0 0 0 0
X7 9 0 0 0 0 -1 1 0 0 0 0
x8 16 0 0 0 0 0 0 -1 1 0 0
X9 11 0 0 0 0 0 0 0 0 -1 1
y0 | -0,025 0,2 0 0 -0,1562 | -0,0062 | 0,0062 0 0 0 0
yl 3 -1 0 0 0 0 0 0 0 0 0
y2 | 3,5625 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312 0 0
y3 | 2,3125 0 0 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312
wil 0 0 -1 0 1 0 0 0 0 0 0
Y, 0,025 -0,2 0 0 0,1562 | 0,0062 | -0,0062 0 0 0 0
L 1,8 -6,4 -2 -2 1 -0,8 -1,2 -1 -1 -1 -1

For disposal of impermissible plan is necessary to execute exchange — values y0 <> x0.

This transformation leads to plan which is presented in Table 13.

Table 13 contains permissible and optimum basic plan. Important point is possibility of removal
of a line of a fictitious variable v in Table 13 during transition to next basic plan and its place will
have used for record of new restriction. The basic plan, which was received in Table 13, is noted by
top G,® on a tree of decisions (Fig. 1) and corresponds to value of objective L =1,96. This top
corresponds to the smallest value of objective function among all available "hanging" tops. That's
why this top and its Table 13 are chosen for further branching for achievement of integer of val-
ue y2.
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Table 13 — Modification of Table 12 (Step 2)

FT Y wl w3 y0 w5 w6 w7 w8 w9 w10

w4 1,8 -6,4 0 -1 0 0,2 -0,2 0 0 0 0
x1 19,8 -6,4 0 0 0 0,2 -0,2 0 0 0 0
X2 22 0 0 0 0 1 -1 0 0 0 0
x3 15 0 0 0 0 0 0 1 -1 0 0
x4 20 0 0 0 0 0 0 0 0 1 -1
x5 30,84 1,28 0 0 6,4 -0,04 0,04 0 0 0 0
X6 11,2 6,4 0 0 0 -0,2 0,2 0 0 0 0
X7 9 0 0 0 0 -1 1 0 0 0 0
x8 16 0 0 0 0 0 0 -1 1 0 0
x9 11 0 0 0 0 0 0 0 0 -1 1
x0 0,16 -1,28 0 0 -6,4 0,04 -0,04 0 0 0 0
yl 3 -1 0 0 0 0 0 0 0 0 0
y2 | 3,5625 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312 0 0
y3 | 2,3125 0 0 0 0 0 0 0,1562 | -0,1562 | -0,0312 | 0,0312
wl 0,16 -1,28 -1 0 -6,4 0,04 -0,04 0 0 0 0

%

L 1,96 -7,68 -2 -2 -6,4 -0,76 -1,24 -1 -1 -1 -1

Steps of the decision is repeated to achievement of integer of all elements of the FT column. At
the same time perspective and final tops of a tree of decisions gradually are defined. From a step to
a step quantity of final (not perspective and not subject to branching) tops begins to increase, and
task quickly strives for the only optimum integer decision which corresponds to the smallest
achievable value of objective function. Received value L corresponds to the minimum size of the
sum of lengths of projections of a vector of hindrance Z. It allows of implement offered rule of de-
coding (SP). Full process of decoding for the reviewed example is illustrated by a tree in fig. 1. The

top G, is final, which corresponds to the plan of the decision presented in Table 14, at the same

time value of objective function is equal L = 7. Value of a variable determines the most probable
(by MLE) the decoded code word.

Table 14 — Final table (Step 4)

FT v wil w3 y0 v w6 Y w8 w9 w10

w4 1 0 0 0 0 1 0 0 0 0 0
x1 19 0 0 1 0 1 0 0 0 0 0
X2 18 32 0 5 0 5 0 0 0 0 0
X3 13 160 0 25 0 25 0 32 0 0 0
x4 20 0 0 0 0 0 0 0 0 1 -1
X5 31 0 0 -0,2 6,4 -0,2 0 0 0 0 0
X6 12 0 0 -1 0 -1 0 0 0 0 0
X7 13 -32 0 -5 0 -5 0 0 0 0 0
x8 18 -160 0 -25 0 -25 0 -32 0 0 0
X9 11 0 0 0 0 0 0 0 0 -1 1
x0 0 0 0 0,2 -6,4 0,2 0 0 0 0 0
yl 3 -1 0 0 0 0 0 0 0 0 0
y2 3 0 0 0 0 0 0 -1 0 0 0
y3 2 25 0 3,9062 0 3,9062 0 5 0 -0,0312 | 0,0312
w2 0 0 -1 0,2 -6,4 0,2 0 0 0 0 0
w5 4 -32 0 -5 0 -5 -1 0 0 0 0
w7 2 -160 0 -25 0 -25 0 -32 -1 0 0

L 7 -192 -2 -30,8 -6,4 -28,8 -2 -32 -2 -1 -1
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On Fig. 2 for an example the tree of decisions received by decoding of PRC on the basis of the
classical method of branches and borders which does not use priority at search of variables for
achievement of integer values is shown. In the analysis of a tree of decisions is seen that the objec-
tive of decoding are achieved already at 4-th step, however process of branching continues to the
7th step that is caused by need of check of all "hanging" perspective tops and confirmations of cor-
rectness of decoding.

—— —— — — — — — — — — — ——— — —p— .t . — — — — — — — — ——
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Fig. 2 — Tree of decisions for a classical method of branches and borders

Important result of use of the offered modified method of search of integer variables is that val-
ues of objective function in nodes of a tree are increased quicker (at increase of number of step of
branching), unlike values by Fig. 2. It allows to conclude that computing complexity of method of
decoding of PRC on the basis of the modified method of branches and borders significantly de-
creases by putting of a priority for achievement of integrality of the variables y performing function
of linearization of operations of calculation of the module m. Approximate estimate of increment of
computing efficiency in the reviewed example can be defined by simple calculation of the relation
of quantity of nodes of trees of the decisions which are shown in Fig. 1 and Fig. 2: 21/11~1,91,

4 Assessment of computing complexity of decoding of PRC

For confirmation of the fact of receiving a constructive method of decoding of PRC which has
polynomial computing complexity is necessary to held comparison with method of simple search.
For assessment of computing complexity of decoding of PRC by modified method of branches and
borders uses the known result [5] where is described that atoupper limit of quantity of tops of a tree
of decisions for a classical algorithm amount:

S~N°%log, N, (17)

where N — effective value of quantity of unknown variables of a task.
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The number of elementary operations (multiplication and addition) which are performed at
modification one simplex of the table by size of (3n-1)(2n) cells (as in the example reviewed
above) problems of LP, using (17), it is possible to define total of elementary operations for solu-
tion of problem of decoding:

S=N°log, N-2-(3n-1)-(2n) . (18)

It is known [6] that at the solution of problems of linear programming for obtaining of any
permissible and optimum basic plan it is necessary to execute, approximately, no more N/2 itera-
tions of recalculation of tables. Therefore final assessment of quantity of executed elementary oper-
ations constitutes:

S=N°log, N-2-(3n-1)-(2n) g = (19)

=N®log, N-(3n-1)-(2n).

Total of variables of basis task in the starting table constitutes 3n-2, where n - length of block
PRC. At branching of nodes of tree of decisions according to the modified method of branches and
borders the priority is given to achievement of integer of variables y; ,i<[0....n-2]. Achievement

of integrality of variables y;, practically, guarantees achievement of the full solution of a task (all
variables will be integer). At the same time the quickest approximation to decision is observed (the
decision is reached for smaller quantity of steps).

Also, variables x and X are a part of basic variables (Table 15). But appeal to lines of these vari-
ables at conditions of integrality are executed extremely seldom. For variables x restrictions only
are formed in case the corresponding variable is outside the admissible range of values [0...m-1].

The probability of this case on condition of uniform distribution of numbers, and an exception of a
possibility of emergence in the code word of two identical numbers is equal 2/2" — for variable x
and 1/2" — for variable X. The corresponding probabilistic weight coefficients which determine the
weight of variables x, X, y and at calculation of effective quantity of variables N of problem of LP
are presented in Table 15 .

Table 15 — Weight coefficients of variables

Quantity of variables Name and range of placement Weight coefficients
n X;,1€[0,....,n—1] o~(n-1)
n Xi,ie[i,...,2i—1] 2"
n-1 yi-i€[2i,...,3i-2] 1

Using of the weight coefficients presented in Table 15 allow to determine size of effective value
of quantity of unknown variables of a task N:

N=(n-1)+n-2 " +n-.27"Y, (20)

On the basis of expressions (19) and (20) computing complexity of a method of decoding of
PRC on the basis of the modified method of branches and borders is estimated. Results of compari-
son of computing efficiency of developed decoding method with similar parameter of simple direc-
tional search of the decision at decoding of PRC are presented in Fig. 3.

As appears from the dependences presented in Fig. 3 with growth of length of the block compu-
ting complexity of directional search of the decision algorithm of decoding grows exponential, and
using of the offered decoding method computing complexity grows to polynomial law. With
lengths of PRC blocks n > 37 is reached advantage of offered decoding method on computing com-
plexity comparison with directional search of the decision. For example, with a block length PRC
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n = 50 advantage is equal almost 1000, and n = 60 — approximately by 10° times. It is confirmation
of achievement of the object of this work.

5 Conclusions

The Fireciional / The main result of this article consists in
search:of decision receiving a constructive method of construc-
tion and decoding of the LKG pseudorandom
v == codes on the basis of the offered modified
" . ™ mathematical method of branches and bor-
ders. The possibility of representation of a
i \ problem of decoding in the form of tasks of
\ integer linear programming due to insignifi-
The offered cant decrease in objectivity of the rule of def-

b Ak |
e \ | decoding method inition of the next code word is proved. This
st 1 A N . ¥ result disproves the settled stereotypes con-
| faagm: gpm;

cerning a possibility of decoding of random
and pseudorandom codes by exclusively
methods of directional search of the decision
on the basis of the rule of maximum like
hood. The offered rule of the smallest projec-
100 tions of different vectors is a basis for lineari-
zation of objective function of the decoder.
% 2 3 4 % & 7% ® o oo PLDecreasein ol:_Jjectlwty of decoding is com-
pensated by increase of lengths of PRC
Fig. 3 — Comparison of computational blocks.

complexity The most acceptable method for the solu-
tion of an integer problem of decoding of
PRC is the mathematical method of the directed search of the optimal solution — a method of
branches and granits. The instrument of linearization of objective function is replacement of nonlin-
ear operation of calculation of the module on its algebraic equivalent. Using of this replacement in
the equations of recurrent interrelation of symbols of code words allows to formalize a problem of

decoding in the form of an initial problem of integer linear programming.

Modification of a classical method of branches and borders by introduction of a priority of
search of integer variables of a task in nodes of branching of a tree of decisions, allows to reduce
several times quantity of the steps necessary for obtaining the optimal integer solution of a problem
of decoding.

The complex consideration of the main problematic issues connected with creation and pro-
cessing of pseudorandom codes and also the received strict mathematical solution of a problem of
decoding PRC which have done in this work allow to make the reasonable assumption of a possibil-
ity of practical realization of PRC technologies in perspective systems of information transfer.
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Resume: In the work the approach, which makes it possible to modify the method of expanding the spectrum for the
realization of the reserved coding of voice communication in vocal data, is proposed. The results of investigating the
dependence of different estimations on the values of the assigned parameters are represented. The development algo-
rithm can make it possible to increase the effectiveness of the reserved exchange of voice communications, due to the
more effective use of reticence and capacity of vocal material. The use of the orthonormalized basis instead of pseu-
dorandom sequence, allows more effectively from the position of the volume of the coded information to use vocal
material for the reserved transfer of communication.

Key words: speech signals, steganography, spread spectrum, measures the differences, the correlation coefficient,
the mean square error, relative error, the signal-to-noise ratio.

1 Introduction

For the large commercial and corporate structures, there is a need for accomplishing the protect-
ed exchange of the data by those presenting commercial secret. The use of methods steganography
of the concealment of the fact of the transmission of information makes it possible to carry out not
only protection of business data, but also in particular, it makes it possible to hide the indirect signs
of the fact of the realization of negotiations. Most frequently for the transfer of the informational
announcements that not containing the numbers is used spoken language. The use of a spoken lan-
guage as the means of communication is caused, so by simplicity of its perception by man. Further
voice communication, the secretly transferred information, registered in the form of the voice sig-
nal, and converted into the digital form.

It is worthwhile to note that the often information resources for the reserved transfer of voice
communications, by the methods of cryptography are limited. This is caused by the fact that for the
concealment of protected voice communication it is necessary to use the data, whose volume sever-
al times must exceed the volume of the protected vocal. Therefore, a quantity of methods and algo-
rithms, which it is possible to use for, purposes the reserved transfer of voice communications not
great. The development of method and algorithm of those realizing the principles of the reserved
transfer of voice communication in vocal data, can make it possible to increase the effectiveness of
the reserved exchange of voice communications, due to the more effective use of reticence and ca-
pacity of vocal material. By effectiveness in the work is understood, the use of an approach for cod-
ing of voice communication with the guarantee of its reticence, which makes it possible to increase
the volume of transferred voice communications without the need for an increase in the volume of
vocal material. Cryptography of those making it possible to accomplish a reserved transfer of voice
communication in vocal data are widely known several methods. To the bases, the method of the
least significant bit (LSB) and method of expanding the spectrum (SSp) carry [1,3,6]. Its durability
is the main disadvantage in the method of LSB; therefore, wide application obtained the method of
expanding spectrum [6]. The essence of method consists in the addition to the section of the initial
voice signal of pseudorandom sequence in accordance with the expression [5,7,8]:

y=X+a e, (1)
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where X — the initial section of vocal data; U — the section, which corresponds to pseudorandom
sequence; a — weight coefficient; e — the code mapping of the binary bit of hidden voice commu-
nication, determined from the formula:

e=2e-1, m=1...,M; (2)
where e, — bit of control information in the binary number system e, < {0,1}; e, — the code
mapping of the binary bit of control information e e {~1,1}; m - the ordinal number of the bit of

control information is m-th. The weight coefficient of am determines the reticence of system. In the
works [9, 10] it’s proposed to select equal:

= (x,6)/d]". ©)

The decoding of the bit of control information from the data occurs by determining the sign of
the scalar product of the section of the data and of the pseudorandom sequence:

& = sign((y,)); (4)
where sign( ) —the operation of the isolation of sign.

The use of a large volume of vocal data for the transfer of short voice communication is a draw-
back in approach described above. This is caused by the fact that in one section of the data coding
the one-bit of protected voice communication is possible. With the frequency of discreteness of
48Gts, it is possible to reach the capacity of vocal data of 92 bytes/s. For increasing the capacitance,
it is proposed in one section of vocal data to code 4 bytes of information, i.e. to reach the capacity
of 3000 bytes/s.

2 Proposed method
Model of the reserved coding:
V=X +A-wW, U, -b-¢ -G, i=1.,J; (5)
where X, — initial section (vocal material); Y, — section containing the coded information by ste-

ganography (Filled container); «; —the constant of proportionality, which determines mutual ener-

gy pseudorandom sequence and initial section; 4 — coefficient determining reticence and the dura-
bility of the coded information by steganography; w;, — the secretly coded byte of voice communi-

cation; U, — function from the orthogonal basis of Radamacher, illustrated by Fig. 1, M — it corre-
sponds to a quantity of utilized functions.
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Fig. 1 — Plot of orthogonal basis Rademacher
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The decoding of information from filled container occurs, by means of the scalar product of the
section of vocal data containing voice communication and corresponding function of the utilized
orthogonal basis:

W, =(y,0;), i=1.,J3; (6)

where w; — the decoded from the section of voice signal byte of voice communication.

3 Experimental results

For investigating the sensitivity of the measures of the quality of the concealment of information
examined, were carried out computational experiments with the use of different sounds of Russian
speech. In Fig. 2,3 are represented the sections of the voice signals, which correspond to some
sounds of Russian speech, and distribution of their energy on the frequency intervals.

The use of a large volume of vocal data for the transfer of short voice communication is a draw-
back in approach described above. This is caused by the fact that in one section of the data coding
the one-bit of protected voice communication is possible. With the frequency of discreteness of
48Gts, it is possible to reach the capacity of vocal data of 92 bytes/s. For increasing the capacitance,
it is proposed in one section of vocal data to code 4 bytes of information, i.e. to reach the capacity
of 3000 bytes/s.
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Fig. 3 — An example of hide digital speech audio

In the work are used such estimations of difference as relative error (NSKO), signal to noise ra-
tio (SNR), correlation coefficient (R). Each of these estimations makes it possible to reveal differ-
ences in the compared signals [6,7]. In particular, relative error (NSKO) reflects a difference in en-
ergy of the sections of signals in the time domain referred to the standard of the initial signal:
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N N
NSKO = Z(Xn - )"(‘n )2 zxnz ; (7)
n=1 n=1
where x, — the value of the amplitude of the initial section of the data; X, — the value of the ampli-

tude of the section of the data containing additional information, N — quantity of counting of the
compared sections of signals.

This measure makes it possible to reveal differences in the envelopes of the amplitudes of the
sections of voice signals. The less the changes introduced with the introduction of additional infor-
mation, the nearer the value of this estimation to zero [1,8,10].

Also to account for the degree of a difference in the initial signal and result of introducing the
additional information is used the estimation, sensitive to the time of the recovery of the compared
sections of the signals:

N
> %,
SNR=10-lg—"=t—; 8
=~ \2
z:l(xn — X, )
n=

The higher the estimation SNR, the less the changes was introduced. In the case of the equality
of two sections (initial and subjected to changes during the coding); the estimation will be equal to
infinity (o). For the evaluation of the degree of the similarity of two sections of the data, frequently
is used the evaluation of mutual energy of these signals, determined by correlation coefficient:

N 10 ~ 1N _
Z(Xn _an_lxnj’(xn _an_lxnj

R=—= —; 9)
N 1N 2 - 1N
Ex-tgn] (n-18%)

The nearer correlation value to one, the higher the similarity of the section of the data containing
control information and initial.

Table 1 presents the results of evaluating the measures of difference for all sounds of Russian
speech examined. In this case for the analysis the sections of the voice signals, recorded with the
frequency of discreteness 8 kHz and code length of 16 bits, were used. For the application of the
method of expanding the spectrum voice signals were divided in the sections of identical duration
on T=32ms. It is important also to note that the study of the measures in question was accomplished
in the implementation of the imposition of noise on the signal in the absence of cross-correlation
and use of a weight coefficient of the form:

Table 1 — Evaluation of the differences of the original signal and implementation results
using steganographic technique spreading

Ne Estimation of reticence PC Estimation extracted PC

‘ b NSKO SNR R NSKO SNR R
1 0 0.1x10® 69.52 0.9989 171.4 -44.66 0.0107
2 0.5 0.1014 24.19 0.9332 42.76 -32.62 0.0431
3 0.98 0,3825 12,82 0,7158 0.0684 23.29 0.9669
4 0.99 0.3903 12.65 0.7100 0.0171 35.33 0.9915
5 1 0.3981 12.48 0.7043 =0 0 1

4 Conclusions

The use of the orthonormalized basis instead of pseudorandom sequence, allows more effectively
from the position of the volume of the coded information to use vocal material for the reserved
transfer of communication. Steganographic coding has a number of stages. The first includes coding
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in the orthonormal basis. The second accomplishes adaptive filtration, so that the decoding of com-
munication would possess higher authenticity and it was not subjected to distortions. The third stage
is direct coding with the adaptive coefficient. As showed experiments, reticence can be ensured due
to the use as the coefficients of those reflecting the value of energy of initial section.
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IMocrymuna B stuBape 2017

Annomayus. B cmamove paspabameisaemcs memoo KOHMPOIs OAHHbIX 6 cucmeme ocmamoynwix kiaccos (COK),
KOMOpbLl OCHOB8AH HA UCHONb308AHUU NOSUYUOHHO20 NPUSHAKA HENOZUYUOHHOU KOO08OU cmpykmypbl. Paccmompenbi
8apUAHMbL NPUMEHEHUS NPedNodcern020 Memoda koumpona oannvlx 6 COK, a makoice npumepbl KOHKPemHO20 Bbi-
noanenus onepayuu koumpoan oaunwvix 8 COK. Ilpusedensl OanHble CpABHUMENbHOZO AHAIU3A KOAUYECmEa 000py-
008aHUA CUCEMbL KOHMPOJIS 8 3A8UCUMOCHIU 0N BETUUUHBL PA3PAOHOU CEMKU KOMNBIOMEPHOU CUCTEMbL.

Knroueswvie cnosa: cucmema ocmamounvix Kiaccos, 00cmogepHocmb KOHmMpOJis C)aHHle, cucmema nepeda!m u o6pa60m1<u
aaHHle, nOS’MMMOHHblZZ NPU3HAK HENO3UYUOHHO2O KO()(Z, HeNno3uyuoHHas K0008as cmpykmypa.

1 BBeaenue

W3BectHO [1], 4TO 3HauMTENbHOE BpeMs KOHTPOJS JAHHBIX CHHMXKAeT oO0IIyr0 3((EeKTUBHOCTh
MIPUMEHEHUS HeNO3UIIMOHHBIX K0a0BbIX cTpyKTyp (HKC) B cucreme ocrarounsix kiaccos (COK),
IPU pean3aluy 1eTOYUCIECHHBIX apu(METUYECKHX MOAYJIbHBIX omnepauuii. CyliecTByromue Me-
TOJIBI OTIEPATUBHOTO KOHTPOJISI KOMITOHEHTOB KOMITBIOTEPHON CHCTEMBI 00paOOTKH IIETOYHCICHHBIX
naHHbIX (KKC) mo3BoisitOT CyIIecTBEHHO CHU3UTHh BpeMs KOHTPOJIA, OJHAKO MPHU 3TOM BO3HMKIIA
3a/1aya MOBBIMICHHS JOCTOBEPHOCTH 3TOr0 KOHTpoust [2-4]. Takum 006pa3oM, akTyaabHBI HUCCIIEI0-
BaHU, MOCBSIIEHHBIE PEIICHUIO 3a/lauya MOBBIIIEHHUS JOCTOBEPHOCTH KOHTpois naHHbIX B COK.
[lenb cTaThu — pa3paboTKa METOA MOBBIIEHUS TocTOBepHOCTH KOHTpousi naHHBIX B KKC, dhyHK-
uuonupyromeit B COK.

2 OCHOBHAA YACTh

N3BecTHBIN MeTO onepaTUBHOIO KOHTpoJd AaHHBIX B COK OCHOBaH Ha MOJy4YE€HHH U UCHOJIb-
30BaHMM TaK Ha3bIBAEMOr0 MO3ULMOHHOrO Mpu3Haka Heno3uuumoHHoro kona (ITTTHK). Jlanubrit
[MTTHK SIBIIACTCS OJIHOM n3 XapAKTEPUCTHK KOHTPOJUPYEMOU HKC

A=(8q,a,..., &i_1, &, B4, - » Ay, Ay ), ipencraBneHsoil B COK ocuoBanmsmu {m;}, (i=1,n+1),

C OJHHUM KOHTPOJBHBIM d,,,1 OCTaTKOM II0 KOHTPOJbHOMY OCHOBAHHIO (MOI[yJ'IIO) M4, IPH 3TOM

n n+l
M =]]m;; My=]]m. Koutpone HKC Buma A=(ay,8,.., 89, &, &1, 8, yq) OCY-
i=1 i=1

niecTsisieTcss Ha ocHoBe ucnosb3oBanus [IITHK, koTopslil B cBOIO ouepenb onpenensiercs Ha OCHO-
Be crienuanbHoro koaa (CK). B obuiem Buge crpykrypa CK
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A (A A) 5 (A
00 = (248, 248, . 2 240 8
MPEJICTaBISIET COO0M MOCIeI0BATEIEHOCTD IBOUYHBIX Z|(<A) (K =0,N —1) pa3psa0B, COCTOSAIIYIO U3

€IMHUI M TOJIBKO OJHOT'O HYJIS, HAXOAJIICTroCsa Ha Ny —M MECTEC (C‘II/ITaH CIIpaBa, OT pa3psaa ZC()A) )

HaJIEBO, /10 pa3psala Z,(\,A_)l). ITapamerp np ssisercsa INITHK Henmo3nnuoHHON KOIOBOM CTPYKTYPBI
A=(a,8y, ..., 8_1, &, &1, - » @y, Qny1) AAHHBIX, MpeacTaBieHHbIXx B COK. MaremaTndecku napa-
METp Np MPEACTABISIET COOOM HATypalbHOE YHCIIO, KOTOPOE ONPEAENIIeT MECTOIONIOKEHUE HyIle-

BOI'0 JIBOMYHOI'O paspsiaa Z® —0  3amuen CK KM, On on efensieT HOMEP Ji 4YHUCIOBOTO
pasp Ny N p P J

[ -m;, (J; +1)-m;) mHTepBana HaXOXICHUS 4ucia A, T.e. 3HaUeHUe N, ¢ ompeneneHHoi W tou-
HOCTBIO, KOTOPAast 3aBUCHUT OT 3HaueHUs BenuuHbl Moayist M; COK, ompenenser MECTONOI0KEeHHE
yncna A=(a, ay, ..., 8j_1, &, 8,1, - » 8y, 8nyq) HA gucnoBod ocu 0+ M. Paccmorpum, npouenypy
dopmupoBanus CK K,(\lnA). Jns BeiOpannoro ocHoBauus M; COK (npasuna evibopa ocnosanus m,
COK 6yoem UBTIOAHCEHO Hudice) o 3HAYCHUIO ocTaTka q qucia

A=(a,8y, ..., 8_1, &, 8,1, - » @y, py1) B Ooke xoHcTaHT HyneBu3auuu (BKH) KKC onpenenser-
Csl KOHCTaHTa BUJA KHr(n'_A) :(a'l, alz..., &1, &, g, - Ay +1). Janee, mocpencTBoM BbIOpaHHOMN
KH Y
KOHCTaHTBI n  HYJICBH3aLUH OCYIIECTBIIACTCS ONECPAIHs BHIYMTAHHS
- (A) Lo ' ' P
An, =A-KHL =(ay, 8, -, Bj_1, 8, Ay1, s B, By ) — (81, B9, vy @1, B, Bjygs e B, Bpyy )=

[a®, o, ... a8, 0, a8, ... &P, aD) .

i+l n+l

Ora  omepanys  COOTBETCTBYET  IPOLECCY  CMELICHHIO  KOHTPOJIMPYEMOro  4Hcia
A=(a,8y, ..., 8_1, &, 8,1, .- » @y, ny1) Ha JEBBIH Kpail mHTEpBaNa [ Ji -m;, (J; +1)-m;) ero mepso-
HAYaJIbHOTO (UCXOJHOI0) HaxoxK/eHHs. B oToM ciiydae Ay = j; -y, T.e. uncino A, KpaTHO 3Haye-
Huto Moyt m; COK. M3BecTHO, uTo npaBmibHOCTh yncia 4 B COK onpenensiercs ero Haxoxze-
HUEM WM HET B 4ucioBoM uH(popmanuoHHoM [0, M) unTtepBane. Eciu uncino 4 Haxomutcs BHE
oToro uHtepsana (4> M), To OHO CYMTACTCS MCKAKCHHBIM (HEIPaBHIBHEIM). B aToM ciyuae mo
3HAUEHHUIO N, HEOOXOAMMO MPOU3BECTU KOHTPOIb MPABUIBHOCTU WIIM HET UCXOJHOTO uucia A my-
TeM ornpeneneHus (pakra MonagaHus WK HEMomaaaHus UcxoaHoro uucia 4 B uarepsai [0, M).

YrtoOsl onpenenuth (Gakt HaxoxaeHHs yuciaa B mHGopmanmonHoMm [0, M) uucioBoM HMHTepBaie
He00X0JIMMO MPOBECTH COBOKYITHOCThH ONepaluii Buaa

A
An —Ka-my =2 )
Omneparuu (2) MpOBOAUTHCS OAHOBPEMEHHO M TIApAJUICIIBHO BO BPEMEHH TTOCPEICTBOM COBOKYTI-

HocTH U3 N koHCTaHT Ky - M BUza (KA =0,N —1):
An —0-m; =Z§M,

_2.mi — ZéA),

3)
—(N;—=2)-m; =z,
—(N;—1)-m; =Z{),

S £
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n+l

rae Nj =[] mk .
K=1;
K#i.

B stom cnywae CK npencrasutcs B Bune (1), a meron popmuposanus IIITHK n, B COK npen-
CTaBJIeH Ha puc. 1.

Br16op nnpopmanmonusix {m}, i= 1, N, ¥ KOHTPOJIBHOTO Mg =My (M <Miyg)
1 OCHOBAHUH 11 IPEACTABICHUS NaHHBIX A= (8y, 8y, ..., &_1, &, 11, s 8y, Anyg) B COKL
HOI[ (mi, mj)=1, 1 # J

Boibop ocuosanust m; e{m;}, (j =1, n+1) no KOTOpOMY OlpenesAeTcs HOMEp |

2 YHCIIOBOrO MHTEpBaa, [ J; -m;, (J; +1)-M;) B KOTOPOM HAaXOIUTCS YHCIIO

A= (a11 @2y Qi1 &5 &41, - @ an+1)'
v

OrmpeneneHye 1o 3Ha4EHUIO ocTaTKa a; ynciaa A= (8, 8y, ..., &j_1, &, Aisqs - Ay Ay

KOHCTaHTHI HyJeBu3anuu suga KH r(niA) = (all, alz, s ai'_l, q, ai'+1, - a'n, a'n+1) .

!

Onpenenenue sHaueHus J; -m; = A, = A— KHr(n/?) =(a1, A, e Biq, &, B, eenr An, By ) —

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

|

o ' ' ) (@ 1 1 1

: —(al,a2,...,ai_l,ai,ai+1,...,an,an+1)=[a1( ), al, ..,al 0, ai(+)1,...,ar(]1),ar(1+)1].
|
| v
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Omnpenenenne CK K,(\]nA) = {Z,(\lA_)l Zl(\fi)z Z(()A)} B BUJIC K,(\::A) = {Z,(@l Z,(\f?ZZ Z(SA)}-
n+l W
N=TImg. Ni=IM/m[, M =]Tm;. Ay —Ku-m :Z@)'
% .
5 Ay —0-m; = 2N,
Ap —1-m; =Zl(A),

An —(N=2)-m; =Z{,,
An —(N=1)-m; =Z (.

v

Onpenenenue [IMTHK uncna A= (8, @y, ..., &i_1, &, @j41, - 8ns 8nyq) » T-. OIPEICICHUE

6 YHCIIOBOTO 3HAYCHNUS Np 1T KOTOPOTO Z|(<A) = ZSA) =0, 1e. A, —Na-m; =0. IIpu sToMm
A A i

ZW =1, (A —1-m=0; 1£n,).

Puc. 1 — Meron ¢popmuposanus IIITHK B COK

B coBokynHoCTH (3) aHAIMTHYECKUX COOTHOUIEHUH CYIIECTBYET €IMHCTBEHHOE 3HAUEHHE Ny W3

(2) nna koroporo Z}(<AA) = Zr(]f) =0 (Kp=n,), Te. Ani —Np-m, =0. OcranbHble 3HadeHUs (2)

paBHBI Zl(A) =1 (A, —1-m;#0; 1#n,). B olwem ciyyae Konm4ecTBo JBOMYHBIX PaspsioB B
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n
samucu CK K,(\l a) paBHo 3HaueHH0 N . OTHaKO OTMETHUM, YTO JIJIsl ONpeIeNICHUs TOIbKO (pakTa nc-
KaKeHUs 9nclia A HeT HEOOXOAMMOCTH UMETh M aHAJIU3UPOBATh BCIO MOCIEIOBATEIBHOCTh U3 N

Na)

COBOKYITHOCTH 3HAYEHHI Z}(<A) CK K,(\lnA). Hns atoro mocrarouno umeth CK K,(\l IJIMHOIO BCETO
A i

N; =M /m[ nBomunsx paspsnoB (rae 3nauenne |M /mi[ oGo3nauaer menmyro YacTe 4mcia
M /m;, ero He MEHBIIYIO, T.€. IPOM3BOANTCS OKpyrJIeHHe ynciaa M /m; 1o OmkalIero 1enoro B
OOJIBIIIYIO CTOPOHY).

DT0T (akT 00BsICHsCTCS cieayromuM odpazoM. [Ipu nmpoBeaeHHH MpoLeaypbl KOHTPOJIS, IS
yCTaHOBJIEHUs (pakTa MPaBWILHOCTU WM HET unciua A=(ay, 8y, ..., &i_1, &, &1, - » &y, 8p4q1), HET
HEOOXOIMMOCTH aHAJIM3UPOBATh BCE YUCIOBBIE MHTEepBaibl [ -my, (Jj +1)-m,), rae Haxomurces
UCKa)XEHHOE YKCIIO, PACIOJIOKEHHOE BHE MH(GOPMAIMOHHOrO uucioBoro uHTepBaia [0O,M). B
ITOM Cily4yae Uil YCTaHOBJICHHS TOJBKO (hakTa MpaBMIIbHOCTH (WM HET) yucia A, ompeaeicHue
HOMEPOB ¥ aHAJIHM3 MECTOIOJOKEHHS 3TUX HHTepBasioB [ -my, (Jj +1)-M;) He MMEIT HHUKAKOro

3Hauenus. Jns xonrposss HKC 4 B COK nocrarouHo 3HaTh MECTOIOJIOKEHUE HYs B 3anucu (1)
CK (3HaTh 4YHMCIICHHOE 3HAYCHUE Ny ) TOJIBKO B YHUCIOBBIX MHTepBaiax [ -my, (j; +1)-my), mexa-

mux B UHGOpMAIIMOHHOM 4yuciioBoM uHTepBasie 0+ M , U B mepBoM, HaXOISAIIUMCS MOCTIEe 3HAYe-
HHUs M, uHTepBaine, pacrmoioxeHHOM Ha orpeske 0+ Mg (Puc.2). s KOHTponst IaHHBIX

A=(a,8y, ..., 8_1, &, & 1, - » 8y, ny1) HOcTaTOUHO 3HATH CK K,(\lr_"*) amHo0 Beero N; =]M /my[

ABONYHBIX Pa3ps10B.

N;-m; =M [ m;[-m; = (j; +1)-m;(0+N; -m; —1)

m: T m ﬂ |< m: T m;

1 1 1
’ | y (Ji+1)-m; =N;-m;

| |
| |
|
| >| :
|
| - |
| | |
2-m; 1)-m; n; i i i
: »—L»— o’o . —l—»o—l—»oébo— oo 0 —p :
'0-m; my— 2em—-1  (i=D-m=1 j-m—-1 M-I M M, :
|
| |
| |
| |
| |
| |
| |
| |

Jo L

Viie +Vuac =V, = N;-mj(0+N;-m; —1) |

V”(' :M(O—M_l)

Puc. 2 — Cxema KOHTPOJIS JaHHBIX B COK JJI1 TIPOU3BOJIBHOT'O 3HAYCHUS MOIYJIIA mi

Takum o6paszom, cyTb MeToaa KoHTpousi naHHbIX B COK cocrout B cnenyromem (cm. Puc. 3).
Jns korrpomupyemoir HKC A= (&, 8y, ..., &i_1, &, 41, -, &y, 8n41)» TpencrasinenHoit B COK,

onpenensercs [ITTHK n, myrem ¢popmuposanus CK K(nA) {Z(A) Z(A) .Zl(A) ZéA)} B BUJIE TIO-

CJIC€I0BAaTCIBHOCTHU U3 Ni JABOUYHBIX pa3pAaa0B. BBI60p OCHOBAaHHA M, COK MMPOU3BOAUTHCA CIIC-

OUuaJIbHbIM 06pa30M, B COOTBCTCTBHUHU C ONMPEACTICHHBIMA KPUTCPUAMMU.

Hcxonst u3 3HaueHus ocraTka @ uucna A=(ay, ay,..., &4, &, &, ..., a,, 8y,1), BbIOUpaeTCA
KOHCTaHTa HyjeBu3auuu Bujga KH r(n'?‘) = (a'l, 8,0y 81, &, Bjy, -onr Ay, A +1). Jlanee npoBOIUTHCS
peammsauust onepauun Ay = A—KH r(n?)' Hcnons3ys N; koHctant K, -m; (K A=0,N; —1) , OJI-
HOBDPEMEHHO IPOBOJSTCS Oliepaliy Berautanus Ay —Kpa -y, B pesynbTaTe KOTOPbIX 00pasyercs

3Ha4YE€HHE JBOMYHBIX Pa3psI0B Z}(é) , T.e. popmupyercs CK Kl(\lr_'A). 3navenue [IITHK n, ompene-
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JISIETCS U3 PaBEHCTBA Ami —ny-m; =0.

Onpenenenne CK
KW = {zﬁ,f‘il s A ng)} anicna A= (y, 8y, ..y Bj_1, &, i1, -oos By By ) -

v

|

|

|

|

|

|

. _ (A _qg- 7(A _ _q. '
2 Ornpenenenne HITHK na: A, —na-m =0, ZnA =0; ;™ =1, Ay, —I-my =1; I #n,. |
|

|

|

|

|

|

|

|

v

[TpoBeaeHue nporeypbl KOHTPOJIb JaHHBIX A = (al, Ay, .oy Q_q, &, Aigq, - By, Ay +1) B COK.

Ecimu np>N;, To uncino 4 nenpasunbHoe (Mckakennoe). Ecim ny < N;, To

YuCII0 A MpaBUIbHOE (HEUCKAKEHHOE).

Puc. 3 — Meroa konTpo:s nanasix B COK

IIponienypa koHTpoJs umcaa A coctout B cieayrouieM. Eciu ny > N;, To cuuTaercst 4ro 4ucio
A — HenpaBuibHOE yncio. B npotuBononoxHoM ciaydae (Na < N;j) uucio 4 — npaBuibHOE.
Paccmotpum mpumepsl peanuzanuu Merona KoHTpods st koHkpeTHoi COK, kotopas 3amana

OCHOBaHUAMHU My =3, Mp =4, M3 =5, My =7 u Mg =My, 4 =My =11. lannas COK oGecneunna-
er o0paboTky naHHbIX B opHoOanWToBod (l= 1) paspsgaoit cerke CIIOJ. Ilpu »3TOM
4
M=]]m =420, My= M -m,,4 = 4620. Kpome storo Gyaem cumurars, uro M; =11. B stom
i=1
caydae N; =N, =]M /mi[ = ]M /mn+1[ = ]420/11[ = ]38,18[:39.
B Ta0x. 1 npuseneno cogepkumoe bKH CIIO/] oTHOCHTENBHO OCHOBaHUA M =M, 1 = 11.

Taomumna 1 — KorcrauTer KHr(nA) HYJIE€BU3ALUHI
n+1

KOHCTaHTBI HYJICBU3allUU
OcTatok
m =3 m, =4 my =5 my =7 m, =mg =11
a =dyy
a'y a’ a's a' as
0000 00 00 000 000 0000
0001 01 01 001 001 0001
0010 10 10 010 010 0010
0011 00 11 011 011 0011
0100 01 00 100 100 0100
0101 10 01 000 101 0101
0110 00 10 001 110 0110
0111 01 11 010 000 0111
1000 10 00 011 001 1000
1001 00 01 100 010 1001
1010 01 10 000 011 1010

[pumep 1. IIpoBecTH KOHTPOJb JAHHBIX, MPEJCTABIICHHBIX B BUAEC A = (01, 00, 000, 010, OOOl)
npu M, =M, 1 =Ms =11. [To 3HaYeHuto ocTaTKa Ag = 4,1 = a5 = 0001 gucna 4 B BKH (Ta6m. 1)

BBIOMPAETCSl KOHCTAHTa KHr(nA)1 =(01,01,001,001,0001) wnyneBuzanuu. Jlanee omnpenensem

Aﬂm =A- KHr(mA)1 =(00,11,100,001,0000) . ITocpeactBom peanuzanuu cooTHoIIeHus (3) dpopmu-
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pyem CK Buma K(nA) K(g) ={11...110111111111}. Ucxons u3 Buaa CK u UCTIOIB3ysI BBIpAKCHHE

An,., —Na- MM,y =0, ompenensenm, ut0 Na =9 (Ay | —Np-My,y =99-9-11=0), re. Z{N =Z{M.
Tak, kak N; =39>n, =9, To ommbku Het. [IpoBepka: 4 =100 < M =420 (uncio A npaBUILHOE).

[Ipumep 2. [IpoBecTr KOHTPOIIH TaHHBIX A:(OO, 01, 000, 010, 1010). Ilo 3nauennto a5=1010 B
BKH (Tabn. 1) Beibmpaercs koncranta Buga KH rqu) =(01,10,000,011,1010). Ilomyuum, dgto
n+1

A, =A-KH{Y =(10,00,000,110,0000). Tax xax Ay  —Na-My,; =440-44-11=0, to CK

UMEET BUJ K(nA) K(4O) ={11..11..11} u n, =40. Tak kak N; =39<n, =40, To ommbka B
naHHbIX pucyTcTByeT. IIpoBepka: 4 =450 > M =420 (uucno A HelpaBUIbHOE).

[Ipumep 3. [IpoBecTr KOHTPOJIb TaHHBIX A = (01 11, 010, 000, 1001). ITo 3Hauenuto a5 =1001
B BKH (Tabum. 1) BeIOMpaeTcs KOHCTaHTa KH(A) =(00, 01,100, 010,1001). Omnpenenaum dTO

n+l

A, :A—KH(A) =(01,10,011,101,0000) . Tax xax A, —Na-M,; =418-38-11=0, 1o CK

n+1

AMEET BUJI K(nA) K(38) ={011...11...11} u n, =38. Ucxons u3 Toro, uto N =38 < N;=39 ne-

JaeTcsk BBIBOJA: 4HCIO A TpaBWibHOE (HE HCKaxeHo). OgHaKo MpoBepKa IOKa3bIBAaET, YTO
A=427> M =420, 1.e. A HenpaBunsHoe uucio (Puc. 4). B aTom ciyuae nmpu KOHTpoJie JaHHBIX
JOTyIIIEHa OIIOKa.

|
: (0+4619) I
R 7 :
|| Nyt Py =IM /iy [y <1420/ 11[11=39-11=429 (0+428) | |
: L My =5 =11 Mgy = s =11 o . =ms =11 -} :
: | (0+10) -l 41: (418+428) | ~ (4609 +4619) | |
| = A | - I
| i o420 427) BT | Mo=4620,
| — . e 8 — -—— e 8 I
|07 23 4567889 W0NE 477475‘479 |v27 YAyl f25’429 4609 4677 4679 :
I \ |
: | Ve =M =420 (0+419) J LH( =9 (420~ 428)‘ Jn1 Py =38-11=418. :
: r‘ l-‘ (J"n-%—l t 1): /VrH—l =39. |
L Vi=Vpe +Vye =429 (0+428) S Una #D-my =39-11=429, l
|
| |
|

Puc. 4 — Cxema koHTpoms ganHbix B COK g m; =11

W3 npumepa Ne3 crenyeT, 4To mpUMEHEHHE PACCMOTPEHHOTO METOJa Ui ONEePaTUBHOTO KOH-
Tpouis nanHbIX B COK He BO Bcex ciydasx o0ecneyrBaeT JOCTOBEPHBIN pe3ynbTaT KOHTpos. [leii-
CTBUTEIILHO, CYHIECTBYET COBOKYMHOCTH (Jn.q+1)-M,,y — M HempaBUIbHBIX A 4YMCeN, KOTOpPbIC

onpexaensitores cuctemoir koHTpois (CKH) KKC kak mpaBumibHBIE, 9TO O0YyCIaBIMBAET HU3ZKYIO
JIOCTOBEPHOCTH KOHTpoJst. JIist mpumepa Ne3, Takux umcen Oyaer 6osee 80% (Tabi. 2).

Tabmuua 2 — COBOKYITHOCTh KOJJOBBIX CJIOB

Uucnosoit auanazon [418, 429)

Cosoxynnocms Henpasuibhbix A uucen, Komopule onpeoensoncs
cucmemoti konmponsi CI1O/] kax npasunvhsie

418, 419 420,421, 422, 423, 424, 425, 426, 427, 428

Ipasunvrvle yucna A
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Takum 00pazoM, OYEBHIHO, YTO PACCMOTPEHHBIH METOJ[ ONEPAaTHUBHOTO KOHTPOJS JAaHHBIX B
COK ofecrneunBaeT HU3KYIO JOCTOBEPHOCTh KOHTPOJIs [2]. Hu3kas 10cTOBEpHOCTh KOHTPOJIS JTaH-
HBIX BbI3BaHa HAJIMYUCM HCHYJICBOT'O 3HAUCHUA O OCTATKA B BBIPAKCHUUA

a=Mpglmyg—[Myglmyg]=MIm —[MImg,]. (4)

B cBoro ouepenp Hanmnumne HeHyneBoro « =0 ocrarka onpenensercs (akToM HE KpaTHOCTH 3Ha-
yeHust M koHTposnpHOMY Moayinto My, COK, koTopelii onpeznenser BeIUYMHY YUCIOBOIO MHTEP-

Bana [Jni1 Moty (Jnyg +1)-My,1) BO3MOXHOTO HaxoxaeHus yucia 4. B aTom ciydae KOHTpOJb
naHHbIX A=(&y, 8y, ..., 8j_1,8, &1, -, 8y, 8p,1) OCYLIECTBISIETCSI HA OCHOBE MCIIOJIB30BAHUS KOH-
TposibHOro M, ;1 ocHoBanus COK, myrem dpopmuposanus CK

A A A
K&”A)z{zgﬂ_ zZ® .z )}. (5)

n+l n+l n+l

['eomeTpruecKr HU3KYIO JOCTOBEPHOCTh KOHTPOJISL IaHHBIX MOXKHO IMOSICHUTH CIIETyIOIIUM 00-

pasom (Puc. 2). Uucnooit unpopmannonnsiii uarepsan [0, M = ]ﬂ[ M;) HEe BMEIIAeT IeJI0e YUCIIO0
i=1

OTPE3KOB JUTMHHOIO PAaBHBIX 3HAYCHUIO My =My,1. B 3TOM ciyuae Ha uucnosoit ocu 0+ M, cyme-
CTBYET YUCIOBON UHTEPBAT [ Jn,g - Myyg, (Jnaa +1) Myyq) (amm [(Npyyq —1)-Myuq, Nppug - My,q ) BHYT-
pu KoTOporo Haxoautcs unucio M. IloaToMy B TaHHOM MHTEpBaje OJHOBPEMEHHO HaXOAUTCS COBO-
KyImHOCTB ( J4q +1)-My,q) — M HenpaBuibHbIX uucen (wiu N, -M,y — M) 1 coBokynHOCTE M —
Jn+1 - Mpyq paBmbHbIX gucen (wm M — (N1 —1)-m,, ;). B nporecce koHTpoIs HaHHBIX A, IPH
HPOBE/ICHUHU MPOLIEYPhl HYJICBH3ALMH, BCE, KaK HempaBmwibHbIe ( j,,.q +1)-M,,.1) — M, Tak u npa-
BUWIbHBIE M — .1 -M,,; YUCIa, CMEIIAIOTCS Ha JIEBBIH Kpail (K OJHOMY NpPaBUILHOMY YHUCITY
Jns1-Myyp) uaTEpBana [ o1 Myyg, (Jnpg +1)-Myyq). B atom ciryqae CKH KKC 0yner nnentudu-
IIUPOBATh (ONpeeNsATh) HenpaBmwiIbHbIe [N, 1 - M, 1) — M] 4ncna xak npaBHUIIbHEIE.

[Ton noctoBepHOCTHIO KOHTPOJIA AaHHBIX B COK Oynem nmoHMMaTh BEPOSTHOCTh MOJIyUYEHUS HC-
TUHHOT'O pe3yjbTaTa ONepalud KOHTPOJI JaHHBIX. B kadecTBe mokaszaTeins Uisl KOJIMYECTBEHHOU
OLIEHKH JIOCTOBEPHOCTBIO KOHTPOJIsI JaHHBIX B COK MO>KHO BOCIIO/IB30BaTHCSI COOTHOIIEHUEM

Py= Ve Voc, (6)

rae B obmeM cinydae: Ve =M — koaudectso (ot 0 1o M +1) npaBuibHbIX (A < M), nexaiux B
pabodem umcioBoM [0, M) numamasone, kogoBbix cios st ganHoi COK; Voo = (VHC +Vye) —
o0IIee KOJMYEeCTBO KOJOBBIX CIIOB, KOTOPBIE B PE3yJIbTaTe MPOBEACHUS KOHTPOJS JaHHBIX CUMTA-
1oTcsi npaBUIBHBIMK; Ve = (N; -m; — M) — xonuuecTBo HenpaBWIBHBIX (A > M ) KOJOBBIX CIIOB,
KOTOpbIE B pe3yJbTaTe MPOBEICHHUsSI KOHTPOJS AAHHBIX CUMTAIOTCS MPABUIBHBIMH (OTMETHM, YTO
Ni :]M /mi[: Ji +1.

C y4yeToMm BBIIIEU3TI0KEHHOTO0, TOKa3aTelb JOCTOBEPHOCTH (6) OINpeeIieTCsl COOTHOLUIEHHEM

M M

= = . (7)

M+Ni'mi—M Ni'mi

Pax

IIpu paBencTBe M; =My, umeeM, 9to Vo = (N,11-M,,1 —M). Ecmm m; =m, 4 To BEIpaxe-
Hue (7) npumeT BUA
B M B M
M+Npyy Mg =M Npyg My '

(8)

Pc)K

Tak, kak 3aBetoMo Np 1 -My1 > M (cMm. (4), puc. 2, 4), To B 3TOM ciaydae Bcerga Py, <1.
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Ecnu B kauecTBe OCHOBaHHMS MM, OIPEEISAIONIET0 BEIUYUHBI YUCIOBBIX J; - My +(J; +1)-m; un-
TepBaJIOB, BO3bMEM HH(popmanuonHoe ocHoBanue COK, mHampumep, m; =m;, TOrIa
n
N; =]M /m;[=N; =]M /my[ u N; =] m; . B aTom ciyuae, Beipaxkenue (7) mpumeT BH]
i=2
M+N-my—M  N;-my

Pyx 1. (9)

B sToMm citydae nomy4um, 4to (cM. BelpakeHue (4)) Bcerna /4 =1, 1.e., mpu m; =my, CKH KKC

Bcerja o0ecrneunBaeT JOCTOBEPHBIN pe3ynbTaT KOHTpods naHHbX B COK.

[IpennaraeMplii MeTO/I TOBBIIICHHS TOCTOBEPHOCTH KOHTPOJISI OCHOBAaH Ha M3BECTHOM METOJIE
orneparuBHOro KoHTpois uHpopmaruu B COK, KOTOpHIH, B CBOIO 04Yepeb, COCTOUT U3 MPOLEAYP
nojy4denus u ucnosibzoBanus [ITHK [2].

CyTtb npenaraéMoro MeTo/ia MOBbIIIEHHs JOCTOBEPHOCTH KOHTpoJis AaHHbIX B COK cocrout B

obecrnieueHUN MakcUMaiabHOU P, =1 NOCTOBEpHOCTH KOHTPOJIS JaHHBIX, IyTeM 00CCHEUCHUS BbI-
nonHeHue ycinoBuss @ =0 (cMm. BeipakeHue (4)). B aTtoMm cinydae s BBIUMCICHUS 3HAYCHUS
N;=]M/m[ BeOupaercs Momyab M, ONpENENAIONMHA HOMEp J; YHCIOBOTO HHTEpBaia
[ -my, (J; +1)-m;) nHaxoxnenus uucna A=(ay, ay,..., &1, &, 841, --» &y, 841) » TOIBKO M3 COBO-
kynmHocTH N wHpopMarmoHHbix Moayieir COK, koTopbie, eCTeCTBEHHO, KpaTHbI 3HadeHuio M. B
sToM cirydae @ =M —[M /m;]-m; =0, 9To 1 obecrieynBaeT MakCHMaJIbHOE 3HAYCHHUE ITOKa3aTels
I0cTOBEpHOCTH KOHTpost Py, =1 (cMm. Beipakenue (7)).

[TpuBenem npumep NpUMEHEHUS Pa3pabOTAaHHOTO METO/IA JJIsl TIOBBIIICHUS IOCTOBEPHOCTH KOH-
Tpons ganHbix B COK.

[pumep 4. U3 BemmenpusenenHoir COK BeiOupaem, Hampumep, WHOOPMAIMOHHOE OCHOBAHHE
m; =my =3 (Puc. 5). I[Ipu stoMm Nj=N; =M /m; =4-5-7=140. B stoM ciydae pabounii 4nuc-
noBoit [0, My) mumanason COK pas3buBaercs Ha uHTepBansl [ j;-my, (j +1)-my). [ng 3HadeHus

my =3 uHbOpMaMOHHbIH YnciaoBoi nHTepBan [0, M) pasduBaercs Touno Ha N;=M /m; =140
OTPE3KOB JJIMHOIO TPU €IUHUIBI Kaxabli (cMm. Puc. 5). B tabnuue 3 npuseneno conepxxumoe bKH
OTHOCHTENIBHO OCHOBaHMs My =3.

| |
|
| B 1
0 as 4= =3, R |
: |(()+2T] [<(3+ST] r(‘)‘)-:—l()l)>l [<(42()+42271 :
|| | | | | l ok
| S e -~ M,=4620 |
: | I I I — e e — 'mAIOI»— eee .rm] A "/\‘4421 l e e e : ’I :
: J : 12 3 45 6 99 100 w2 4 79{ 420 422 423 4619 :
| |
] L J |
: Vo=Vae=M=(M/!m)-m=(j;+1)-m=N,-m=140-3=420 (0+419) :
| |
S |
Puc. 5 — Cxema xonTpomst nanusix B COK g m; =3
ITycth HEOOXOOMMO MPOBECTH KOHTPOJIb 4YuciIa A= (Ol, 11,010, 000,1001). Ilo 3HaueHHIO
a =01 B bKH (Tabu. 3) BbIOMpaemM KOHCTaHTY HYJIEBU3ALINH BUJA

KH f{\) = (01, 01, 001, 001, 0001).
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Tabmuna 3 — Conepxumoe bBKH g my =3

N KoHcraHThl

! m =3 m, =4 mg =5 m, =7 ms =11
00 00 00 000 000 0000
01 01 01 001 001 0001
10 10 10 010 010 0010

Jlanee onpenensem A, =A—KH g{j) = (00,10, 001,110, 1000) .

Ecmn Ah’h —Np-My =426-142-3=0, to CK nmeer cienyromuii BULI:
KEW =Kfgo? =€z 2§ .. Z{» z{}= =q1..11..13.

Tak xak N; =140 <np =142, To ecTb ommbKa B yucie 4.

IIpoBepka: A =427 > M =420. Yucno A> M , T.e. OHO HETIPABUIIbHOE (MCKAKEHO).
B TaGnuie 4 npuBeeHBI pe3yIbTaThl paciyeTa U CPABHUTEIBHOTO aHAIN3a IOCTOBEPHOCTH KOH-
TPOJI AAHHBIX [UIS PA3JIMYHBIX 3HAYEHHH KOHTPOIbHOro ocHoBaHust M,,; COK, koTopas 3amana

UH()OPMAILIMOHHBIMU OCHOBaHUAMHU My =3, My =4, My =5um, =7.

Tabnuus 4 — Pesynbrat pacuéra 3Hauenuit /f; u /.1 AoctoBepHocTH KoHTpois B COK

e Jf,, | Bemrpeun
o Mg | M MMy | MmN = MY MMy | g i in [;,]

1 11 | 420 38,2 39 429 0,979 1 2,1

2 13 | 420 32,3 33 429 0,979 1 2,1

3 17 | 420 24,7 25 425 0,988 1 1,2

4 19 | 420 22,1 23 437 0,961 1 3,9

5 23 | 420 18,2 19 437 0,961 1 3,9

6 29 |420 144 15 435 0,965 1 3,5

Kpome oneparnBHOCTH KOHTpOJIS NaHHBIX BaxkHOW xapakrepuctukod KKC saBnsercs xonuue-
CTBO 00opynoBaHus cuctembl KOHTpoms. Otmernm, uto B COK konmuectBo obopynoBanuss CKH B
OCHOBHOM 3aBUCHUT OT KOJIMYECTBA CyMMAaTOPOB, PEATTU3YIOIIMX onepanuu Bujaa (3).

Takum 06pazom, kommmuectBo obopynoBanus CKH 3aBucHT OT BeTHYUHBI 3HAYCHUS
n+l

N; =[] mg (i=1,n).
K=1;
K=i.
B sToMm ciiyuae, ¢ yuetom TpeboBanuss o =0 u TpeOOBaHHS HE CHUIKEHHUS ONEPATUBHOCTH
KOHTpOJIsS, Juisi MuHUMHU3auuu koiudectBa obopynoanuss CKH B COK HeoOxoaumo BbIOpaTh

MaKCHMAIIbHBIN 10 BETUYMHE MH(POPMAMOHHBIAH Moaynb. s ynopsaodennoit (m, <m; ;) COK

3TO OyleT OCHOBaHUE M), .
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[TpenBapuTenpHas OICHKA KOJIMYECTBAa 000pyI0BaHUs I |— 0aliTOBOM pa3psaHON CETKH Tpe-
craBieHus MamMHHOTO ciioBa KKC mMoxer ObITh IpoBeieHa OCPEACTBOM 3HAYEHUs KO PUINECH-
Ta 3(p)PEeKTUBHOCTH NPEACTABICHHOTO B BUJE:

kO _ N _M/m _m,
N, M/m, my

ITpuseném nmpumep koHTposd ganHblX B COK i 3HaueHus m; = m; .

[Ipumep 5. MakcuManbHBIM U3 HHOOPMAITMOHHBIX OCHOBaHUH 1 BeienpuseaeHHo COK sB-
asercst My, =m, =7. IIpu stom N;=Ny,=M/m; = 3-4.5=60. Pabounii uucnosoit [0, M)
AWANa3oH pa30MBaeTCs Ha MHTEPBANBL [, -My, (J4 +1)-my), T.e. Ha My /m, =4620/7 =660 ot-
peskoB. Jlnst 3HaueHus My =7 wuHbopmammonHbii [0,M) wuHTepBanm pasOuBaeTcsi Ha
Ny, =M /m; =60 uucnoBEIX OTPE3KOB IIMHHOIO ceMb equHHLl (cM. Puc. 6). B Tabmume 5 npuse-
neHo cogep:kumoe BKH KKC otHOcuTenbHO ocHOBaHHMS My =7 .

0+4619
r‘ Nymg=(MImy)-my=60-7=420 7
< 4 |
L( (0419 ’.| |
| my =" 7 r my=17 | |
— e -...‘ ! — e ]
01234567 NGE 4 4 AT 419 M40 4619 4619

£

V,=Vype=M=(M/my)-my=(j; +1)-my=Ny-my =60-7=420

|

|

|

|

|

|

|

|

|

|

: (0_6} |.4ml :4|3 413—4|9 )‘;_”3
| -~

|

|

|

|

|

|

: (0+419)
|

|
|
|
|
|
|
|
|
|
|
|
mﬁ%ﬁ@“wﬁml
:
|
|
|
|
|
|
|
|

Puc. 6 — Cxema xouTpomst qanusix B COK s m, =7

Tabmuna 5 — Conepxumoe bKH g m, =7

Koncranrsl
“ m =3 m, =4 mg =5 my =7 mg =11
000 00 00 000 0000 0000
001 01 01 001 001 0001
010 10 10 010 010 0010
011 00 11 011 011 0011
100 01 00 100 100 0100
101 10 01 000 101 0101
110 11 10 001 110 0110
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[Tyctb HEOOXOIMMO TMPOBECTH KOHTPOIb YHUCia A= (01, 11, 010, 000, 1001). ITo 3HayeHuro
a, =000 B BKH (Ta6u1. 4) BbIOMpacM KOHCTAHTY KHrﬁfn\) = KH!* =(00,00,000,000,0000) . Tarnee
OTIpe/IeisieM 3HAUYCHHUEC Aﬂn =A = A-KH{ =(01,11,010,000,1001) . TTocpeacTBOM peanu3aluy

cootHomenuit (2) popmupyem CK Buma K,(\IZA) = K& ={Zé9) z®..zZW Z(()A)}={11__,11_"11}_

Hcxons us Buma CK u ucnonesys BelpakeHue A, —Np-M, =0, ompenensem, yro np =61
n
(A, —Nnp-m,=427-61-7=0). T.x. N, =60 <n, =61, To ommMOKa B TaHHBIX A IPUCYTCTBYET.
n

IIposepka: A=427> M =420.

B tabnune 6 npuBeneHbl pacueTHbIE AAHHBIE YCIIOBHOI'O KOJIMYECTBA 00OPYAOBaHMS CHCTEMBI
koHTpoist KKC, pynxnumonupyromeiit B COK, 1 1aHHbIe CpaBHUTEIBHOTO aHAIN3a COKPAILICHUS KO-
nuuectBa ooopynoBanusa CKH s my =m,,.

Tabnuna 6 — CpaBHUTENbHBIE JaHHBIE KOTMYecTBAa 000pyaoBaHus cuctemMbl KoHTposst CITO /]

MunuManbHOE
Paspsianas cetka | - Nndopmanmonnbie I:SZT%OHL_ nHpOpManHn- MakcumManbHOE UH- K(I)
Gaitrosoit CTTIO]T ocHoBarusg COK M n+1 onHoe My dopmarmonroe M, 9.
(p, N, k) i:ﬁ OCHOBAaHHC OCHOBAaHHE ocHOoBanue COK
( ) COK o
=1 m=3,m=4, ms =11 m =3 m, =7 2,3
(p:8’n:4’ m3:5, m4:7
k=3)
=2 m=2,m =5, m, =17 m =2 mg =13 6,5
(,0=16,n:6, m3:7, m4:9,
k=4) mg =11, ms =13
=3 m=3m=4, my =23 m =3 mg =19 6,3
(p=24,n=8, | m-5m-=7,
k=5) m =11, mg =13,
m; =17, mg =19
=4 m=2,m=3, my; =31 m =2 My =29 14,5
(p:32,n=10, m3=5,m4:7,
k=5) m, =11, mg =13,
mg =17, m; =19,
Mg =23, My =29
=8 m=3m=4, my; =59 m =3 myg =53 17,6
(p=64, n=16, m3:5,m4:7,
k=6) mg =11, mg =13,
m; =17, mg =19,
Mg =23, My =29,
myy =31, my, =37,
M3 =41, my =43,
ml5 :47, ran =53
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3 BriBOaBI

B nanHoit paboTe paccMOTpeH METO[ MOBBIMIEHUS JOCTOBEpHOCTH KOHTpoJis AaHHBIX B COK.
IIpencraBiaeHHbI MeTOX OCHOBaH Ha ucnoas3oBanuu IIITHK Ny, KOTOpIN sABIsg€TCA OJHOU U3 Xa-

paxrepuctuxk CK. Mcnonp3oBaHue JaHHOTO METO/Aa 0OecHeunBaeT BHIOOp 3HAUEHHS MOy M,

KOTOpOE ompejesieT HoMep uucioBoro uHTepBasia HaxoxaeHus HKC, u3 Bcelr coBokymHocTH N
BO3MOKHBIX HH(popMarroHHbIX ocHoBaHMi COK. [IpumeHneHne paccMOTpEHHOTO MeTo/a odecte-
YHBAET MOJIyYeHHUE JJOCTOBEPHOT'O pe3yiibTaTa KOHTpoJs AaHHbIX B COK.
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MeToa KOHTPOJIIO JAHUX Yy CHCTeMi 3aJMIIKOBHUX KJIACIB HA OCHOBI BUKOPHCTAHHSA NMO3ULIIHOT 03HAKM Heno3uLiifHOT Ko10BOoi
CTPYKTYPH.

AHoTanist. Y crarTi po3po0isieThesl METOA KOHTPOJIIO AaHUX Yy cucTeMi 3anumikoBux knacis (C3K), sikuii 3acHOBaHMI Ha BUKOpPHC-
TaHHI NO3ULIHHOT O3HAKK HEMO3UIHOHHOT KOJIOBOT CTPYKTYPH. PO3IIISIHYTO BapiaHTH 3aCTOCYBAaHHS 3aIPOIIOHOBAHOTO METOJY KOHT-
pomo manux y C3K, a Takox IpHKIIa i KOHKPETHOTO BUKOHAHHA omepanii korTpomo nanux y C3K. Haseneni naHi mopiBHSIEHOTO
aHaJ3y KiJIBKOCTI 00JIaJHAHHSA CHCTEMH KOHTPOITIO B 3aJICKHOCTI BiJl BEJIMYAHU PO3PSIHOI CITKH KOMITTIOTEPHOT CHCTEMH.

Kiio4oBi ciioBa: cucrema 3aMIIKOBUX KJIAcCiB, JOCTOBIPHICTh KOHTPOJIO JaHHUX, CUCTEMa mepeadi Ta 00poOKH JaHMX, MO3HIiiHA
03HaKa HeMO3ULIHOTO KOy, HEMO3HIlifiHa KO/I0Ba CTPYKTYpa.
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OT MATEMATHYECKOMH JIOTMKH K SI3IKAM
MMPOTPAMMUPOBAHUA HCKYCCTBEHHOI'O HHTEJIVIEKTA
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1. CBoOopL, 4, T. XapbkoB, 61022, YkpanHa.
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IMocrymuna B ssuBape 2017

Annomayusn. Paccmompen npoyecc cmanogienusi meopuu SKCNEPMHuIX CUCIEM HA npumepe GOopmMupo8anus sA3ulka
npozpammuposanus uckyccmeennozo unmennekma IPOJIOI. [lokazan croschviii nyms 0CO3HaAHUs npooiem ucKyc-
CMBEHHO20 UHMENIEKMA U MOMUBYL, KOMOPble NPUBENU K NOABLEHUI) SKCHEPIHBIX CUCTEM, NOCHPOEHHBIX HA OCHO8E
Mmamemamuyeckou ao2uku. Q6cyHrcOaromes OCHO8HbIe udeu U npoyedypsl, KOMopble Npuseu K HOCMpPOEHUI CHAYANA
omaoena Mamemamuyeckoll 102UKY - meopuu npeouxamos, npeocmagieHuio npoyedyp Mo meopuu Ha sunepepagpax
u 3amem K cosdanuro asvika IIPOJIOI. Ommeyaemcs npozpecc 6 pazeumui UHMENIEKMYAlbHbIX CUCHeM U npooie-
Mbl, KOMopble CMmosim nepeo uccie0o8amensimu.

Knrouesvie cnosa: meopus npeouxamos, eunepepagor M/HIJIH, 361k npoepammuposanus [TPOJIOL .

1 BBeaenue

Pa3zButue BBIYMCIMTENBHON TEXHUKHM CTHUMYJIMPOBAIO PAa3BUTHE MPOrPaMMHOro oOecreuyeHwus,
0CcOOEHHO $SI3BIKOB MPOTPAMMHPOBAHHUS BBICOKOTO YpPOBHsS. BooOmie s3bpIKM MpOrpaMMHUPOBAHUS
OOBIYHO CO3/aBaJIM MO MPUHIMITY YJO0OCTBA pelIeHUs Kakoro-aubo kiacca 3agad. [Ipu sTom 6071b-
IIMHCTBO M3 HUX K MaTeMaTHKEe MMEJM BeCbMa OTAaJeHHOe OTHoueHHe. OJHaKo IJs S3bIKOB HUC-
KYCCTBEHHOI'0 MHTEIIJIEKTA CUTyalus CloKuiaacs nHaye. Ho Bce 1o mopsaky.

Kion éJIBy)I IIénnon
(Claude Elwood Shannon)

Anjien Hp1o3411
(Allen Newell)

®puapux Jwasur I'otnod Ppere
(Friedrich Ludwig Gottlob Frege)

Pa6otan B8 RAND wu VYHuBepcurere
Kapuern-Memnon. Paspabortan mpo-
rpammmer  Logical Theorist (doxasas-
wyio 3axonvl uz knueu Paccena u Yam-
xeoa «Principia Mathematica») n
«General Problem Solver» mist urpsr B
maxMartbl. OMH W3 co3JaTelield sI3bIKa
IPL.

© Kyxmuu B., 2017

Joxropckas nucceprauus B Maccauy-
CETCKOM TEXHOJIOTHIECKOM HHCTUTYTE,
pabora B kommanuu berr (Bell Labs) u
MuunraHckoM yHuBepcutere. OcHOBa-
TeJb TEOPUH HH(POPMAIINH U TEOPUH aB-
TOMATOB.

BriepBble HCTIOIB30Ball IOHATHE «OUTY.

Bxian ®pere B JOrMKy CpPaBHMBAIOT C
BkiagoM Apucrorens u K. ['epens. B
pabore Begriffsschrift (Mcuucnenue
nonsatuit) @pere (1879) coznan poruky
MPEUKATOB, BBEJ KBAaHTOPHI M MHOTOE
JIpyroe, 4T0 CHOCOOCTBOBAJO MOSIBIIC-
uuto kauru «Principia Mathematica» u
TeopeMsl 0 HerostHoTe ['enes.
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Urak, nmociie mo3aHero yBiaeyeHus maxmatamMu AiieHoM HbprosnoMm, co3/1aBIIuM JIEMCTBYIONIYIO
nporpammy (1954) [1,2] na ocroBe meronoB Kiona lllennona [3], MaccoBo MOTSHYIHCH SHTY3HA-
cThl-niocaenoBatend. Ho o MaremaTuueckoi Joruke, Kotopas Obuia TaBHO co3/1aHa Oyarogaps ycu-
musim @punpuxa ['otnoda Opere [4] 1 ero COBpeMEHHUKOB, ITOKa HUKTO HE BCIIOMHUHAJ, YTO, BIPO-
4yeM, He yAuBUTENIbHO. WUrpel nmokazanuce nurepecHee. OgHAKO, TPUTOIHBIM METOJ AJi PEIICHUS
3a/la4d CO3JaHMs MMAXMATHBIX TPOTpaMM MpPaKTHUYECKU 0e3 MpuMeHeHHs (HhopMamu3Ma MPeIoKIIT
Aunan Teropunr [5]. He Hagesch Ha MateMaTHKy OH BMecTe ¢ Anton30 Uépuem cumTal, 4To BCE M3-
BECTHBIC UM IMPOTPAMMEBI HACTOJIBKO CKJIOHHBI YBJICKATHCS COOCTBEHHBIMU JICHCTBUS, YTO OCTaHO-
BUTh UX MOJKHO JIUIIb HACHIIBCTBEHHO (me3uc Yepua-Tvropunea). IloToMy B mporpaMmbl Tak 4acTo
BBOJISITCSI ONIEPATOPHI U MPOIEAYPHI, CACPKUBAIOIIUE MPBITh MAIIIWH, KOTOPHIE CaM03a0BEHHO «pO-
I0TCS» B 0a3ax JaHHBIX, B TO BpeMsl, KOT/Ia MOJIb30BATENI0, MHOM pa3, HEKorja kaaTh. B pesynbrare
ycunuid corpynaukoB kopropamuu RAND Jxona oy u I'epoepra CaiiMoHa, moaiep>KuBaeMbIX
ne I'potom u ero kojuteramu rcuxosnoramu 0bu1 coszaad s3eik UITJT (IPL, 1956), npeammecTBeHHUK
si3bika JIMCII (nosisuncs nozonee 6 pezynomame ycunuu Jorcona Maxkapmu (1960)). SAzpix JIMCII -
S3BIK 00pabOTKH CIKCKOB, OBUT MOCTPOEH Ha CHCTeMe JsMOa-BbrunciaeHnii A. Yepua, kak u Apy-
rue QyHKIMOHAIbHBIE SI3BIKH ATOT'0 CEMENCTBa, pa3paboTaHHbIe TOCIe0BaTessMu [6-8].

Anan TeropuHr I'epoepT AsekcannepCaiiMmon Kak Dpopan
(Alan Mathison Turing) (Herbert A. Simon) (Jacques Herbrand)

di\

Yl

A. THIOPHHT BHEC CYLIECTBEHHBINI PaspaboTuuk Teopun opranusa- OcHoBHBIC TPY/IBI B MATEMaTHYE-
BKJI4Jl B OCHOBAHMs HHPOPMATHKH, 114 ¥ ynpasienus. OuH U3 co- CKOI1 JTIOTHKe, TEOpUU TOJIEH KJlac-
pa3paboTal TEOPUIO U METoJ B3jloma  S/ATENEH COBPEMEHHOM TeoprH COB, BBEJ PEKYPCHBHbIC PYHKLMH,
HeMeIrKoro mudparopa BO Bpems YNPaBICHYECKUX gemeﬁnﬁ (meo- pa3padoTasl MaTeMaTHYECKUI METO/1
2-if MHPOBO BOFHL. DUA O2PAHUYEHHOU PAYUOHAIBHO-  PE3ONIOLUH.

PaGoran B HarmonansHoit pusnye- cmu). Teopema OpOpana 0 AENYKIUH SB-
CKOM 1a60paToOpyy U YHUBEPCHUTETE TIpodeccop KOMIBIOTEPHBIX HAYK  JIACTCS PE3y/IbTATOM AUCCEPTALUH
Manuectepa. Co3faTelb IPOEKTa ¥ TICHXOJOTHM B YHHUBEPCHTETE [0 TEOPUM JOKA3ATENBCTB.

[1EPBOrO KOMITBIOTEPA C MAMSTBIO. Kapuern-Mennona. HoGeneBckas

TpeUTokKMIT TECT CBOET0 UMEHH JUIS npemust 1o SKoHomuKe (1978).

oueHku uHTesekra (1950).

Boo0iiie nHTEpecHBIC JIFOIU — 3TH MOCISI0BATEIH: OOBIKHOBEHHO MOJYYHB B CBOC pacropsiKe-
HUE HOBBI METOJI, YCJIOBEK Cpa3y WIIET, TJi¢ Obl €ro MPUMEHUTh U KakK ObI €ro MOJU(HUIIUPOBATD,
HE TOJILKO JIUISl yI0OCTBA PEIICHUS] HY)KHOM MPOOJIEeMbl, HO U JJIsl CO3JIaHHsI CBOETO0 COOCTBEHHOTO
TBOpeHus. [Ipu 3TOM mOCIeIHHI MOTHB HACTOJIBKO PACIPOCTPAHEH, YTO MHOTHE HAayYHBIE JKypHa-
JIbI TICPETIOJTHEHBI BapHAaHTAMK PEIICHHs 33]a4, KOTOPhIC MPH OJMKAUIIEM PacCMOTPEHUH Majio
OTJIMYAIOTCSI OT CaMOM MepBOii, rJie COOCTBEHHO M ObUT BIEPBbIE MPUMEHEH 3TOT TUPAXKUPYEMBbIi
METO/I (NOOENKU, XOMS B03MONCHO U HebeCnoie3Hble).
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Hcnons3zoBanne (HopManbHOW JTOTUKH IS CO3IaHMS JIOTUYECKOTO METO/a «OMPOBEPIKCHHS HA
ocHoBe pe3ostrorn» JHxonom Podeprcorom (1965) okazanock peosrorronHbm [9, 10].

Ha ocnoBe »TOr0o Meroza, XOTs U C LEIbIM PSAIOM OTJIHYUiA, ObLT co3nan s3b1k [TPOJIOTT Anaii-
HoM Konmpayepowm, (1971), ucnons3yromiuii JOTuKy npeaukaroB mnepsoro mnopsaka [11]. Kcerarw,
MaTeMaTUYECKHI METO]T PE30TIOIIMN OBbLT paHee MPUMEHEH IOHBIM MaTeMaThKoM JKakom DpOpaHom
[12]. To ecth, k Hauamy 70-Xx rOA0B ObLIM CO3JAHBI S3BIKH MPOTPAMMHUPOBAHHS HCKYCCTBEHHOTO
unremnekra JIMCII, ITPOJIOI', PLANNER, QA4, MACSYMA, REDUCE, TSM u ux monuduka-

UK, OPUCHTUPOBAHHLIC HA BBIIIOJITHCHUC PAa3HLbIX 3a1a4.

Jxon Anan Poouncon A. Koamepayep Huibc Huibcon
(John Alan Robinson) (Alain Colmerauer) (Nils J. Nilsson)

BHec onpeensionumii BKIag B pas- 3anuUTIiI JUCCEPTAIUIO B YHUBEP- PykoBoauTers LleHTpa Hekyc-
BUTHE JIOTHUCCKOro NpOrpaMMupo- cutere I'perodus. CTBeHHOTO uHTeIeKkTa CTeHdopa-
BaHUs1, JOKTOPCKAs JUCCEPTALIUSA B Pa6oran podeccopom B yHUBEP- CKOTO YHHBEPCHTETA.
IIpurcTOHCKOM YHUBEPCHUTETC. curete Mompeans (2de cozdan Q- [TpoBeN aHAH3 CBOHCTB PE30JIiO-
Pa6orain B koniepae DuPoint u B system), 3ateM B yHHUBEPCUTETE 1IUM, BBIIYCTHI HECKOJIBKO yueo-
ynusepeutere Paiica, raie chopuy- Mapcens. HI/IKZ)B (6 m.u. «IIpunyunvr ucxkyc-
JIMPOBAII IPAKTUYECKUH METOJL pe- Cosngatens s3e1ka ITPOJIOT . -

CmMe6eHHOoco uHmeJmeKma»).
30JIFOIIMH B JIOTHUKE.

B 70-e roxpr 20-To Beka MHOTHE yYSHBIE U HH)KEHEPHI CEPhE3HO 3aHSUINCh OTPaOOTKOM (hopma-
JM3Ma, CTaH/IapTU30BaHHBIM MPEICTaBICHUEM 3HAaHUH B CUMBOJILHON (hopMe, MOHATHOIN MalIHaM.
Ha stom nmyTH cTano o4eBUAHO, YTO ycTpolcTBa Ha 6a3e s3b1k0B MM (MCKYyCCTBEHHOTO MHTEIUIEK-
Ta) JIOJDKHBI caMM coOMpaTh M 00pabaThiBaTh HH(MOPMAIHIO, HE HY)KAAsICh IPU 3TOM B TPaJUIMOH-
HBIX aJITOPUTMax IPOrpaMMHUCTOB, KOTOPbIE TOJBKO HAIOJHAIM Obl I100abHyI0 0a3y JaHHBIX, a
YTO C 3TUMH JIaHHBIMU JIeJaTh BIIOCIIEACTBUH, pemiaja Obl yke cama mporpamMma. To ecTh S3bIKU
nporpamMmupoBanuss UM cramm xapIMHaIbHO OTIMYATHCS OT OOBIYHBIX SI3BIKOB MPOTrPAMMHPOBA-
HUS, U0O B 3THU SA3bIKM ObLT BCTPOEH MEXAHU3M PELIeHUs 3ajiau.

Ho, rnmaBHOE — 3TO TO, YTO MOSBUIIUCH SA3BIKU MPOTPAMMHPOBAHUS HCKYCCTBEHHOTO UHTEIIEKTA,
OCHOBaHHBbIE Ha MaTeMaTHKe. Mcronb3ys 3TH SA3bIKM NPOrpaMMHPOBAHMUS CTAJIO BO3MOXHBIM HE
TOJIBKO MPOCMOTPETh BECh X0 PELICHUS 3a/lauM, HO U MOMPAaBUThH €€ PEelIeHHE, B Clydae eciH 4To-
TO HE HPaBWJIOCh WJIM IO HE TaK.

JlpyruMu ciioBaMu MPOTrPaMMUCTHI CTaIH BUIETH, YTO MPOUCXOAUT CO 3HAHUSIMH, KOTOpPbIE OHU
BBOJIMJIM B MAaMATh BBIYMCIMTEIBHOM MAIIMHBI HA BCEX 3Tamax pelieHus 3aaui. ITO 00CTOsTENb-
CTBO, KOHEYHO, OTJINYAJIOCh OT HEHPOHHBIX CUCTEM, I/I€ MIOHATh, YTO TaM «TBOPHUTCS» B 3TOM «Uep-
HOM SIIIMKE» — HEUPOKOMIIbIOTEpE, ObLIO HEBO3MOXKHO. Tak Kak 3HaHUS B MaMSATh BBIYMCIUTENb-
HOM MalIvHbI BBOJUJIMCH Ha OCHOBE JTAHHBIX M OLIEHOK AKCIEPTOB, TO U CHUCTEMbI CTAIM HA3bIBaTh
sKcrepTHbIMU. Huoke neranbHee pacCMOTPUM OCHOBHBIE MJEW M IIPOLEAYPBI, KOTOPHIE TO3BOJIWIN
co3math 136k VIU — ITPOJIOT .
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2 MartemaTuH4yecKas JIOTHKA U TeOpHs NMPeIuKATOB

Kak n3BecTHO, OCHOBO# JIOTHKH SIBISIETCS CY)KJIeHHE. B MaTeMaTHueCKOW JIOTMKe — 3TO IMOCe-
JIOBATEIBHOCTD  (8aJiCEH NOPSA0OK C1e008aHus) KBAHTOpP, CYOBEKT, CBs3ka W TpeIuKaT
(mar. praedicatum — ckazannoe). [l CBSI30K M KBAaHTOPOB B TEOPUU NPEAUKATOB, KOTOpas €CTh
YaCcThI0 MAaTEMaTHUECKOW JIOTHKH, TPUHSATHI CIICAYIONIHE 0003HAUCHHS.

Tabmuma 1 — [IpunsaTeie 0003HaYEHUS

CBA3KH

KBAHTOPbBI

~, ¥  KoHproHKIHA — U
v , + qu3pronkius — UJIN*
= nMmmmkanus — ECJIN... TO **

3 cywecmsosanus
(3 x - natioemea maxoii x)
Y obwmnocmu

-- orpunanue - HE (VY x - ons kaswcoozo x)

*N - 603MOJICHA OUZLIOHKYUS 6 CIPO20 PA3OETUMETLHOM CMbICTE.
**ECJIU - aumeyedenm, nocviika TO — KOHcekseHm, 3aKioueHue.

Takum 00pa3oM CykJIEHHE MOKHO 3aIicaTh, HAPUMEP, TaK
(V x) [C/IOH (x), = IJBET (x, CEPBIH] . (1)
Ecimu 0603HaunTh CHMBOJIOM T UCTHHY, @ CAMBOJIOM F — JI0%b, TO BIOJHE OYEBHIHBIMU OYyIyT
SIBIISITHCSI YTBEPIKICHHSI ITPEIICTaBlIeHHbBIE B Ta0. 2.
Tab6muma 2 — [IpuHsaTeie 0003HaYCHUS

TOT amo T
TVF omo T
FCF samo F
TATTAF omo T
amo F

FAF
amo F

B Tabn. 3 MNPUBCACHLI HC BIIOJIHE OYCBUAHLIC, HO IIPABUJIBHBIC B MaTeMaTHIEeCKON JIOTHUKE

YTBEPXKICHHUS.
Tabnuua 3 — [Ipumep yTBepkaeHU

--X1v X2 IKBUBAICHINHO X1 = X2
T T amo T T=T
-FO T amo T F=T
-TV F omo F T=>F*
-FVF omo T =T

* Jlooicno maxoe ymegepaicoenue: «u3 UCIUHHO20 YMEEPICOeHUs
criedyem J0JACHOe YMEEPHCOeHUEN.

B o0miem ciiyuae, MOKHO TOBOPUTH O TPEX BHIAX MPEUIOKECHHUH. DT0 (haKkThl, OOBIYHBIC MPE/I-
noxenust 1 npasuia (Taom. 4).

Tabnuna 4 — Bunbl npeanoxxeHui

PAKTDI IMPEJJJIOXKEHUA I[TPABUJIA
JIurepaibl
P, G(y) ~S(2) L(y) = H(x)
P(x) -D(y) v Q@)
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BaxxHO OTMETHUTH, UTO B TEOPUH MPEAUKATOB BCE CBSI3KM MOYKHO 3aMEHHUTH TOJBKO AByMs. Jlis
3TOr0 HYKHO JIOTOBOPUTHCSA, UTO BCE MPEIOKEHHS, B KOTOPBIX UCIOJIB3YETCS TOJIBKO JU3bIOHKIUSA
U OTpPHUIIAHHUE, TOJDKHBI ObITh CBSI3aHbI, HAIIPHUMEP, KOHBIOHKIIUEH 10 YMOJIYaHHIO (TaK Ha3bIBaeMasl,
KoHbIOKTHBHAS popma). T.e. ecnu chopMupoBaHBI ABa MPEATOKEHUS, TO UX MOXKHO MEpenucaTh B
BUJIE OJHOI0, IIOCTABUB MEX/y HUMU CBSI3KY - KOHBIOHKIIMIO. B03MOXXHa M TU3bIOHKTUBHAs Qop-
Ma, KOT/ia BCE MPEJI0KEHUS CONEPKAT TOJIBKO KOHBIOHKIIMIO U OTPULAHUE, HO IPU ITOM I10 YMOJI-
YaHUIO CBSI3aHbl TU3bIOHKIMEH. OJTHAKO 3TO (popMa MEHEe MPUHSITA B TEOPUU IIPETUKATOB.

HNHTEepecHo, 4TO B TEOPUHU NMPEIUKATOB UMIUIMKALIMIO 3aMEHSIOT HA KOHBIOHKIMIO, HAIIPUMED,

X1 = X2 skBuBajiecHTHO --X1\ X2 (2).

Kpome Toro, cymecTByIOT U Apyriue BUAbI IPeoOpa3oBaHus MPEATIOKEHUN, KOTOPBIE UCIIOIb3Y-
IOT BCE CBA3KM (IPE/ICTABICHBI HHUKE). B Teopuu NpeinKaToB CYIIECTBYET MHOXKECTBO YCTOSIBIIIHMX-
cst popmyi, MOOOHO TOMY, KaK 3TO CAEIaHO B 3jeMeHTapHoi anreope (Tabum. 4-5).

Tabnuua 5 — @opMyIbl TEOPUH MPEIUKATOB

ITPABUJIA ne MOPT'AHA

--(X1 < X2) sxeusanrenmmno
-XI ~--X2

(X1 ~ X2) 5Kx6UBaIEHMHO
-XI v --X2

Tabauna 6 — @opMyJibl TEOPUU MTPEIUKATOB

I[TPEOBPA3OBAHUE KBAHTOPOB

I[TPEOBPA3OBAHUME KBAHTOPOB

(FX[--P()]

OBIIHOCTHU CYHIECTBOBAHUA
\4 J

(-- VX[ P(X] —-(3X)P(KX)

IKBUBANEHMHO 9IKBUBALEHIMHO

(VX[--PT;

OOBIYHO KBAHTOPHI MEPEHOCAT B HA4ajI0 MPEIOKEHHUS U UCKIIOYAIOT cpa3y KBAaHTOPhI OOIIHO-
cti. C KBaHTOpaMH CYILLECTBOBaHUs cioxHee. [[jig paboThl ¢ HUMHU MCIIOIB3YIOT TaK Ha3bIBaeMble
CKOJIEMOBCKHE (DYHKIIMM M KOHCTAHTBI, TO €CTh Takhe (YHKIUU U KOHCTAHThI, KOTOPbIE HaBEpHSKa
€CTb, HO MBI UX IIOKa HE 3HaeM. Toraa MOXHO 3aMEHUTh KBAaHTOP CYLIECTBOBAHMS 3TUMU BEJINYH-
HaMU, HallpuMep, B CIEIYIOIIEM BUJIE

(YDILE)P(X y)]= (vy)[P(g(y), )] . 3)
@EX)P(x) = P(A), (4)

3nece A u g(y) — ckoleMoBCKME KOHCTaHTa M (pyHKius. Mcmonb3ys 3TH GopMysbl MOXKHO

peoOpa3oBhIBaTh CIOXKHOCOYMHEHHBIE MPEUIOKEHUS. A TPOLEAYpbl HENPOCTHIX IEPEXOJI0B C
€CTECTBEHHOTO 53bIKa Ha SA3BIK MPEJNKATOB XOPOIIO Mpe/cTaBieHbl B padore [13,14]. Paccmorpum
puMep Mpeodpa3zoBaHus CIOKHOCOUMHEHHOTO MPEUI0KEHNS B TPU OWHAPHBIX.

Tabnuua 7 — I[Ipumep npeodpazoBanus

(VX){P() ={(VY)P(y) = PExy)I A ~(vW)[Q(xy) = P(Y)1}}

~P() v ~P(y) v P(f(x1.y))

~P(x2) v Q(x2,9(x2))
~P(x3) v ~P(g(x3))
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31ech MpH 3aMUCH OTACIBHBIX MPEMIOKCHUH (mpaduyuonno 0usi meopuu npeouKamos) MEHSIIOT
apryMEHTBI, Jieas UX He3aBUCUMBIMU. MTak, riobanbHast 6a3a NaHHBIX COCTOUT U3 (PaKTOB (nume-
panos), NpeioxKeHu 1 npaBui (KOTOPbIe MOXKHO MEPEBECTU B MPEATIOKEHNS) IO YMOIYAHHIO CBSI-
3aHHBIX KOHBIOHKIUEH.

Paccmotpum, Kak U3 ABYX MPEAIOKEHUN cO34aTh HOBoE. JJis 3TOr0 B TEOPUU MPEIUKATOB CY-
IIIECTBYET nHpouedypa u ee pe3yivmanm — pe3oayus. ITa MpoLeaypa sSBISIETCS BaKHEHIIUM Me-
XaHU3MOM I'eHepaluy HOBOro 3Hanus (cMm. Tabi. 8).

Tabnuua 8 — [Ipumep pesomronun

PE3OJIIOLIMA - Co3nanne HOBOTO MPEAIOKEHUHN U3 IBYX

Pesouronust AByX npeayioKeHun
QvP u --PLG
CraBUM MeXy NPEIJIOKEHUSIMU TU3BIOHKIUIO \/
Q vP o« --PLUG

DTH J1Ba NPEUIOKEHUS
MO>KHO MPEACTaBUTh KaK
Qv Pu P=>G

IIPU 3TOM
BrigenseM TaBTOIOTHIO P
QU L h G i
Yo6upaeM TaBTOJIOTHIO* 0 }"(13
N .

Q- G.

* Bcezoa be3 ywepba ModCHO OmOPOCUMb TUMEPAT ULU YACTb NPEONONCEH U, eClU OHU NPUHUMAIOM 3460 0MO
UCuHHOE 3HAUeHUe.

Crenytoleii, o MOPsAKY, HO HE N0 BOKHOCTH MPOLEAYPOH B PELICHUH JIOTUYECKUX 3a/1a4 sIB-
JSIETCSL Memoo onposepiceHus Ha ocHose pezontoyuu. ONPOBEPKEHNE HA OCHOBE PE30JIIOLUH —
3TO JI0KA3aTeNIbCTBO MCTHHHOCTH 1EJIEBOW (DYHKIIMM METOJOM «OT IPOTHBHOIO»: 3aJaHa IieJieBas
bynkuus - B popme npeaioxenus win npasuia (1). bepem ee orpunanue (2). [lepeBogum ero B
dopmy npemnoxenus (3). [IpumMeHsieM Pe30IIOLHUI0, TO €CTh MOJY4YaeM BCE HOBBIC U HOBBIC IIpe/I-
noxenwus...(4). Eciu B pe3ynpTare MoACTaHOBOK MOJYYHM ITYCTOE MPEUIOKEHNE, TO MBI IOKa3ajH,
4TO IeneBas (YHKIWS WCTHHHA. J[OCTOMHCTBO ATOrO MOAXOJA 3aKIIOYAeTCsl B €ro MPOCTOTe U
CPaBHHUTEIILHO KOPOTKOM ITYTH JIOCTHKEHHS Pe3yJIbTara.

Ipumep. Chopmynupyem 3anauy: Ecinu XKopa xonut B Te ke camble MecTa, Kyaa xoaut Ko, a
Kons B mikose, To rae xe XKopa?

dakr: B(KOLIA SCHOOL); (5)
IMpasumo: V(X)[B(KOLIA x) = B(GORA X)]; (6)
Iens (Bompoc): (IX)B(GORA X)). @)

Ha ocHoBHoil1 Bompoc 3aaaun «I'ae XKopa?» MOXKHO OTBETUTH, €CIH CYLIECTBYET pEeLICHUE, HHA-
4ye ToBops, eciau (IX)B(GORA, X)) €CTh CJeICTBUEM HayalbHOM 0a3bl 3HaHUN (AKCHOM), TO €CTh
Habopa (GaKToB U MPaBUIL

3neck  (IX)B(GORA, x))- IlieneBoe mpemiokeHne. Ero otpumanue (cM. T1abdm. 6) - 370
(VYX)[~ B(GORA,X)] .

Pesomrormst Byx npemioxennii ~B(KOLIA, y) v B(GORA, y) 1 B(KOLIA SCHOOL) na-
et otBeT B(GORA, SCHOOL) nipu yaudukaipu Yy = KOLIA.

YHUpHUKAIHS — 3TO COTTIACOBAaHHUE apIyMEHTOB JBYX JIUTEPAJIOB, U TOTO, YTOOBI MOXHO OBLIO
NPUMEHUTH Pe30oluio. Mcronp30BaHue pe3oioun TakkKe paccMOTpeHo B padote [15].

BakHocTh YHH(HKAIIUK MTPH JOKA3aTEIHCTBE TEOPEM BIIEPBbIC MMOJUEPKHYIIN aBTOPhI padort [16,
17], nmpuuem Ha HEOOXOAMMOCThH COTJIACOBAHHOCTH IOJICTAHOBOK ykasbiBaeT [17]. Tem He meHee,
BOTIPOC O €IMHCTBEHHOCTH PEIICHHS], OCTaBasICh OTKPBITHIM, BBI3BaJ OOJIBIION MHTEPEC MaTeMaTH-
KOB, O pe3yJIbTaTax UCCIIEeJOBAHNN KOTOPBIX MPAKTHUKH Majo YTO 3HAIOT.
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3 IlIpeacraBiieHue TeOPUM NPeIUKATOB HA ruNeprpadax «u/uiam»

PaccmoTpuMm mpescTaBiieHHe 3JIEMEHTOB TEOPUHU TpEAuKaToB Ha Tpadax. PomoHagampHUKOM
teopuun rpadoB cuutaerca JI. Ditnep. Ho kak oGmemupoBas Hayka Teopusl rpadoB Hayala CBOE
pacrpocTpaHeHHe IMOCe MOsABICHUs MepBoii MoHorpaduu Ha 3ty Temy [I. Konura [18]. Dro emie
pa3 moATBEPKIAaeT U3BECTHBIN TE3UC O BAXKHOCTH MOIMYJIAPU3aLUU HAYYHBIX PE3yIbTaTOB.

Jleonapn Jiinep (1707-1783) Jenemr Kénur (1884-1944)
Leonhard Euler Kénig Dénes

(nopmpem xucmu A.3. Xanomanna)

ABTOp (yHIAMEHTAJIBHBIX PabOT [0 MaTeMaTHKe, Ma- Joxropckas crenesb (1907). IIpodeccop Bynameni-
TeMaTHYeckoil hu3nKe, MEXaHUKe, ONITHKE, KOpaode- cKoro yHuBepcuTeTa. [lox BiustHHEM paboT
CTPOCHUIO U TCOPUH MY3BIKH. I'. Munkosckoro (Hermann Minkowski) namcasn
Axanemuk bepiunckoit, Typunckoil, Jluccabonckoi 1 mepByro MoHOTpadwHo 1o Teopuu rpados «Teopus ko-
[Napmxckoit HayK. HEYHBIX B OeCKOHEUHBIX Tpadosy» (1936).

[Tocne nosiBaeHust 3Tol MOHOTrpapuU MHOKECTBO UCcieoBareneil pa3padoTany pa3andHble BU-
abl rpadoB, co3aanu OOJIBIIOE YUCIO MPUIIOKEHUH, OJTHAKO HIDKE HAac OyIyT MHTEpecoBaTh TaKHUe
rpadbl, KOTOpbIE MOXHO MCIIOJNb30BaTh JJII UHTEPIPETAMU TEOpUU IpenukaroB. MIMeHHO Takue
paszpaboTanHbie B padotax [19] onucanus runeprpados U/NJIN MoxHO ObUIO MPHUMEHSTH B YacT-
HOCTHU U JJI1 TEOPUH NPEAUKATOB.

Hcnonb3oBanue rpagoB B MCYUCICHUM MPEAUKATOB YACTO IO3BOJIET YINPOCTHTh, COKPAaTHTh
MpoLEeAYypsl U clenarh uX HarsiaHbIMU. [Ipumep noctpoenus rpadga U/MJIN . BaxxHo OTMETUTS,
YTO 37€Ch BCTPEUYAeTCs KOHBIOHKIMSA M Iu3bioHKIus. Hampumep, B TIPIMOUM CUCTEME ITPO-
JIVKIIAH (To ecTh pelenue cTpouTcs oT GaKToB, HCIIONb3Ys IPABHIA, U JOCTHIAIOTCS HEM3BECT-
Hble HaM IeNU. 371eCh JAU3BIOHKLUS ONMHCAaHa K-CBS3KaMu (0ObeAMHEHHE CBS30K, 37eCh K = 2), a
KOHBIOHKIIMSI HE MCMOJIb3YeT CBS30K. DaKThl, HApUMEpP, MOTYT OBITh OINHKCAHBI CIOKHOCOYMHEH-
HBIM NIPEAJIOKEHUEM

Q(w, A) Al[~R(V) A~P(V)]v ~S(AV)] (8)

Pemennem OyneT MHOMXECTBO MpPENIOKEHUH, KOHBIOHKTUBHO (110 YMOJIYAHHUIO) CBSI3aHHBIX
MEXy co00ii) Ha KOHIIEBBIX BEpIIMHAX rpada:

Qw, A), 9)
~R(v) v ~S(A,V) , (10)
~P(v) v ~S(AV). (12)
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Ow , A) A [[-R(v)n ~P(v)]v ~S(4,v)]

e

Ofw, 4)

[~R(V)  ~P(v)]v ~S(4,v)

~R(v) n ~P(v) ~S(A.v)

N

R (7)

“P(v)

Puc. 1 — Tuneprpad yrsepxxaennit /NI (npsamas npooyxyust)

Opnako a5 HamMX Leei 6osee moje3Ha odpaTHas cucTema npoaykuuii B aTom cimyuae pere-
HHUE CTPOMTCS OT e (MCIONb3ys MpaBUiia) U COrIacyeTcst ¢ (haKTaMH, YTO COOTBETCTBYET B Ma-
TEMaTHKe JI0Ka3aTelbCTBY TEOPEMBI. 3/1€Ch PAllMOHAIBHO HCIOIb30BaTh rUneprpadbl HHOrO BUA,
r/ic KOHBIOHKIIMS onucaHa K-CBsi3kaMu, a TU3BIOHKIIUS BOOOIIE HE MCIOIb3yeT CBA30K. PaccMoT-

pUM MpPUMEHEHHUE 3TOTO MOIX0a Ha IpUMepe.
Jlokaxkem 11eN1b B CIEAYIOLIEH TeOpeMeE:

DakTel R(A),
QA
Ilpapuna: I11: R(y) = P(y),
I12: S(z) = P(B),
Lems  P(2) AQ(X) -

P(z)nQ(x)

/ \

‘ ‘ O(x)

[ ] |

P(v) P(B)

\ m -
R(y)
ﬂ S(:)

R(A)

o4)

Puc. 2 — Uckmrodenne BeTBH Tpada
npu oOpaTHON cucTeMe MPOAYKIUI

(12)
(13)
(14)
(15)
(16)

[To ycnoBusm TeopeMbl 1Be moauenu P(z) u
Q(X) IOIKHBI OBITH HENIPEMEHHO NOCTUTHYTHI. [1o-
ITOMY 371€Ch CTOHT K-CBsi3ka (K = 2). OHa CBsI3bIBaCT
00e monenyu B OJHy OOIIyI0 1esb. B ganHOM ciy-
Yae TMpaBuia MPOIIE NPHUMEHATh B BHIC MMILTHKA-
un. Kpome Toro, nmpaBuiia MPUMEHSIOTCS B 00paT-
HOM TOpsiIKe, HanpumMep, K jutepainy P(z) - npu-
MEHSIeM  pa3BepHyToe  Hao0OpOT  TPaBHIIO
P(y) <<=R(y) (upu ycnoBuu korma Z=1Y).
Torga nosas noguens R(Z) unpu Z=A ona no-
CTUTACTCs, TaK Kak B 0a3e MaHHBIX HMelcs (akt
R(A).

Ha npagoii BetBu rpada (Puc. 2) momiens Q(x)
AHAJIOTUYHO JTOCTUTAETCS TPHU TOJICTAHOBKE X = A,
tak Kak umeercst haxt Q(A) .

BetBb rpada nocrpoennas Ha npasuie 12 ¢op-
mupys HoByto 1enb P(B), Hukak He mocturaercs,

HO MTOCKOJIbKY Ha oOl1iee peleHne 3To He BIHSIET, TO 3Ta BETBb MONPOCTy oTOpackiBaercs. Pemienne
BKJIIOYAET JIEBYIO M IPaBYIO BETBU rpada, a CPEIHIO BETBb, KOTOPAsk HE COIIACyeTCsl — MOMPOCTY

yIlaIM.
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4 Tlepexon Kk si3bIKy nporpammupoBanus «IIPOJIOT

S3eik I[TPOJIOI' — »TO s3BIK «HAC/EOBaHHBIM OT Matemarukum» (mathematically-derived
languages). IIposioroBckue npeIoKeHNs ObIBAIOT TPEX TUIIOB: (GaKThI, IPABHUIA U BOIPOCHL.
* QaKTHI COAEPIKAT YTBEPKACHUS, KOTOPBIE SBISIIOTCS BCETa, O€3yCIOBHO UCTHHOM.
* [IpaBuna comepkaT yrBep KIeHHsI, ACTHHHOCTh KOTOPBIX 3aBUCHT OT HEKOTOPBIX YCIOBUIA.
* C mOMOIIBIO BOMIPOCOB MOJIb30BATEIh MOKET CIPALIMBATH CHCTEMY O TOM, KaKHe yTBEp-
KJICHUS SIBIISTIOTCSI HCTUHHBIMH.
[Ipennoxenus ITPOJIOI'a cocTosAT U3 roJioBhl U Teaa. Teno — 3T0 CIUCOK LieNel, pa3esIeHHbIX
3anAThIMU. DaKThl — 3TO MPEATIOKEHHSI, UMEIOIUE MyCTOe TeJIO0. BOMpOCk MMEIOT TOJBKO TEIO.
[TpaBuiia UMEIOT roioBy | (Hermycroe) Teio (mpumep, cMm. Tabi. 9).

Tabmuma 9 — I[Ipasuna [TPOJIOT"a (npumep)

Hpennoxenus ITPOJIOIa I'onoBa Teno

DaKThI

0] Pomutens (Tom, 600)

D2 Popurens (600, mar)

[IpaBuna

npl [penox (X, Z) :- Pomurens (X, Z).

np2 Ipenok (X, Z) :- Pogurens (X,Y), mpenok (Y, Z).
Bormpoc ?- mpenok (Tom, mar).

B kon1e kaxmaoro ¢akra touka. @akrt - ums coOcTBeHHOE. [lepeMeHHbIe — HMEHA HapUIIATEb-
Hble. J[M3bIOHKIUS — TOYKa ¢ 3anaToil. KoHbIOHKIMS — 3amaras, UMeeT MPUOPUTET Mepesa AU3b-
IOHKIIHAEH.

Conocrasnenue B ITPOJIOI'e cooTBeTCTBYET JEMCTBUIO B JIOTUKE, HA3bIBAEMOMY YHUUKAIUEH.
Cy1ecTByIOT HEKOTOpbIE OTJIWYMS OT TEOpUH NpeaukaroB. IIpaBuia MCHOIB3YIOT MMIUIMKAILUIO
(paHee B TeOpUH MPEAMKATOB OT UMIUIMKALMU YXOIHIH, 37eck oHa ocTtaercs). B I[IPOJIOI'e Bcerna
MPUMEHSIOT 00paTHYIO MPOIYKIUI0. PaccMOoTpuM npolenypy pe3oitoluu, TO €CTh CO3JaHUE HOBO-
ro npemtoxkenus u3 e G(A) u npasuina P(y) = G(y). 3aech rosnosa npasuia G(y), a Telo mpa-
Buna (ycrosnas yacmo) P(y). llpu coBnagennu nenu G(A) u ronossl npasuia G(y = A), o6e you-
paroTcs M OCTAaeTCs TOJBKO TEJIO MpaBuia ¢ 3aMEHOM MEPEeMEHHON (Konkpemusayus). ITO SKBUBA-
JIEHTHO IIPOLIEAYpE

G(x)

oy VG(Y) VP(y) < P(y). (17)

KBanrtopsl mpescraBineHsl He siBHO. KommeHTapuu: /* D10 kommeHTtapuit ¥/ u % D10 TOXKE
kommeHTapuit %. Kak 3amator Bompocel? a) Ilpocroit Bompoc: ? - poautens (000, nar).
0) «Bompoc-otBeT» (9mo paxmuuecku dokazamenbcmeo meopem). ? - nex (aabgoHc, 10s1)

- > na (18)

IIporpaMMa HauMHaeT c 1eNed W, IPUMEHSs MpaBUila, TOAMEHSIET TEKYIME LENH HOBBIMH, J10
TEX TOp, MOKA 3T HOBBIE IEH HE OKAXYTCA MPOCTHIMH (3adannbimu) dhaktamu. To ectb 310 00-
paTHasi NEAYKLUMS, HO360NAIOWAA 0AdCE 8 YCOGUAX HEYBEPEHHOCMU 6 eOUHCHEEHHOCHU pelle-
Hus, odecneuums 6bINOJIHEHUE UMEHHO YKAZAHHOU 3a0au.

IIponece, B pe3ynbTaTe KOTOPOro MPOJIOT-CHCTEMa YCTaHABIUBAET, YAOBJIETBOPSAET JH OOBEKT
3a1pocy, 4acTo JIOBOJIbHO CJIOXEH U BKJIIOYAET B ceOsl JTOTMUECKHUM BBIBOJI, HCCIIEIOBAaHUE pa3Iny-
HBIX BApUAHTOB M, BO3MOXHO, go3gépamul. Bce 310 nenaerca aromarumuecku camon [TPOJIOTI -
CUCTEMOMH U 10 OO0JIbILIEN YaCTH CKPBITO OT MOJIb30BATEIIS.

3anAras MEeXAY LeTIMH 0003HAYaeT KOHbIOHKYUIO LeNei: OHU 6ce JOJKHBI OBbITh NCTUHHBIMH.
Opnaxo B [TPOJIOI'e BO3MOXKHA U Ou3brOHKYUA TIENEH: TOKHA OBITh UCTUHHOM, 1o KpatiHel mepe
o0na w3 1enei. JIu3ploHKIMs 0003HAa4YaeTcsi TOUkou ¢ 3amstoil. Hampumep: P :- Q; R. umraercs
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Tak: P —uctunHo, ecnu UCTUHHO Q wunu uctuHHO R. CMBICT Takoro mpeioxkeHus TOT Ke, 4TO U
CMBICII CJIEAYIOMIEH mapel npeioxenuid: P ;- Qu P :- R.
[Topsatok BBINOJIHEHUS OTIEPALIMA:

P:- Q, R. % P — uctunno, ecnmu Q u R ucrunnsl. U3 Q u R cnexyer P %. (19)

T.e., uroObI pemnts 3anauy P, cnauana pemmre nogzanaqy Q, a 3amem — noazanady R. UtoOs
noctuub P, cnauana nocturnute Q, a 3amem R. Takum oOpa3zom, paznuuue Mexay "IeKiapaTuB-
HbIM" U "TpolieNypHBIM" POUTEHUSAMU 3aKJIFOUAETCS B TOM, UTO MOCJIEIHEE ONPEAEIAET HE TOJIbKO
JIOTUYECKHE CBSI3U MEXIY I'OJIOBOM MPEUIOKEHUS U LEISIMU B €T0 TeJe, HO €lIe U HOpAOOK, B KO-
TOPOM 3TH 1esin 00pabaTeiBatoTCs. Besikuil pa3, Kak peKypCHUBHBIN BBI30B MPOLEIYPHl BEIYUCIUTD
MPUBOJMT K HEycnexy, npouecc BeruuciaeHuid Bo3ppaiaercss k [IPOCMOTPY u nponomxaercs ¢
Toro npemyioxxkeHus C, KOTOpoe UCHOIb30BAIOCH MOCIEIHUM. [I0CKONbKY IpUMEHEHNE NPEI0KE-
Husg C He NMPUBEJIO K YCHEIIHOMY 3aBEPIICHUIO, IPOJOr-CUCTEMA JIOJKHA NIl POJOKEHUS BbI-
YHUCIICHUN TONPOOOBATh ATBTEPHATUBHOE NPEITIOKEHHE.

B nelicTBUTENBHOCTH CUCTEMA AHHYJIUPYET PE3ybTaThl YACTH BBIYMCIICHMM, IPUBEAIINX K He-
ycrexy, U OCYIIECTBIISIET BO3BPAT B Ty TOUKY (mpemioxkenue C), B KOTOPOI 3Ta HEyCHElIHas BETBb
HaunHaznack. Korga mpouenypa ocymiecTBiasieT BO3BpaT B HEKOTOPYIO TOUKY, BCE KOHKPETU3ALMU
MIEPEMEHHBIX, CIICJaHHBIE MMOCJIC 3TOM TOYKH, aHHYIMPYIOTCS. Takol mopsjaok oOecreunBaeT CH-
CTEMATUYECKYIO MPOBEPKY IPOJOr-CUCTEMOM BCEX BO3MOKHBIX AJIbTEPHATUBHBIX MYyTEW BbIYUCIIE-
HUS 10 TE€X IOp, NOKa He OyAeT HalJeH NyTh, BEAyIIUH K yCIeXy, WU XKe 10 TeX Mop, MOKa He
OKaXETCs, UTO BCE IIYTH MNPUBOJAT K HEYCIIEXY.

Paccmorpum Ha npumepe, kak [TPOJIOI" pemaer 3amauy, npencrasiennyto B tadi. 9 [20]. Cu-
CTeMa MOMBITAETCS TOCTHYb ATOM 1enu. J{is Toro, 4ToObl 3TO clenarh, OHa MPOO0yeT HANTH Takoe
IpEJIOKEHUE B IpOrpaMMme, M3 KOTOPOrO HEMEMJIEHHO ClIeqyeT yHnomsiHyTas ueiab. OueBHIHO,
€AMHCTBEHHBIMU MOAXOAAIIUMH JIJISl 3TOTO MPEUIOKEHUIMHU ABISIIOTCA npl U np2.

TP eIOKL TODT, AT

o0 Tpa BTy npl IO PR ERITY Bpl

pomnTens( Tony, Y)

POTHTENE( TOM, JAT) npemox( Y, mat)

(HEeT)

uz darTa

Y = GoB ponHTens( TonL, Gob)

npemox( Bob, mazT)

o Tpasmy aplt

pomyrens( bod, maT)

(ma)

Puc. 3 — I'pad 3amaum tabdi. 9 (o6pamnasn npodyxyus)
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BHauase cucrema npoOyeT npeyioKeHne, CTosIee B porpaMMe rnepbiM: mpeaok (X, Z):- po-
muteab (X, Z). ITockoibKy 1einb — mpeaok (TOM, MAT), MOAXOASIIME 3HAYCHHUS MEPEMCHHBIX
X =T1om, Z = nar. Torjga ucxojiHas 1ejib MPeAOK (TOM, MAT) 3aMEHSETCS HOBOM LEJIbIO: POAU-
Tenb(ToM, nat). OgHako B mporpamme HeT (aKkTOB U MpaBHIIa, TOJIOBBI KOTOPBIX OBLIM OBI COMOCTA-
BHUMBI C 1I€JIbI0 POAMTENb (TOM, MAT), IO3TOMY maKas ueib oKazvleaemcsa neycneuwtnou. llpouc-
XOJUT 6038pam K WCXOJHOU 1IeJH, 4TOOBI ONpoOOBaTh BTOPOM BapHaHT BBIBOJA LI€JIH BEPXHETO
YpOBHS IIPENIOK (TOM, 1ar).

Ucnone3yem mpasuiio np2. Kak u pasblie, nepeMeHHbIM X U Z TPUIHUCHIBAIOTCS 3HAYCHHUS:
X =T1o0M, Z = nar. B 3T0T MOMEHT niepeMeHHON Y elle He NMPUIIMCAaHO HUKAKOIo 3HaueHus. Bepx-
HSSI 1IeJb TIPEAOK (TOM, TaT) 3aMEHsIETCS IBYMS HENISIMH: poauTeb (ToMm, Y), nmpeaok (Y, mar).
Teneps nepen coboit dge 1enu, CUCTEMA MBITACTCS TOCTHYb UX B TOM MOPSIKE, KAKOM OHU 3aInca-
HbI. JlocTHYb MepBOM M3 HHUX JIETKO, TOCKOJIBKY OHA COOTBETCTBYET (PaKTy POAMUTEb (TOM, 600) 13
nporpamMmel. [Iporiecc ycTaHOBIEHHS COOTBETCTBUSL — COMOCTaBiIeHUs (yHUDUKAIWS) BBI3bIBACT Y
= ©000. Tem caMbIM JOCTUTACTCS TIEpBas 1e)ib POAUTEb (TOM, 600), a OCTaBINAsACS IPEBpAIACTCS
(u3-3a yHu(UKauu) B npeaok (000, mat). [ TOCTHKEHUS STOU 1IeJTM BHOBH IPUMEHSIETCS TIpa-
BWIO npl. 3aMeTUM, 4TO 3TO (BTOPOE) MPUMEHEHUE MPaBUJIa HUKAK HE CBSI3aHO C €r0 MEPBBIM IIPHU-
MeHeHueM. [loaTomy crucrteMa HMCMoNb3yeT HOBOE MHOXKECTBO NMEPEMEHHBIX IMpaBHJIa BCSIKUN pas,
KaK OHO mpuMeHseTcsi. YToObl yKa3aTh 3TO, MbI IEPEUMEHYEM TIEPEMEHHEBIC paBuia npl sl HOBO-
ro ero NMpuMeHeHHs cieayromum obpazom: mpenok (X', Z') :-poaurtenn (X', Z"). T'onosa 3Toro
MpaBujia J0HKHA COOTBETCTBOBATH HAIIeH TEKyIIeH 1enu npeaok (600, mar). [Tootomy X' = 600,
Z' = nar.

5 3akaouenue

Ecnu uckmounts U3 00CYX ACHUS MHOTOUUCICHHBIE MOOEIbI MAIIMH B PA3IMYHBIX HACTOJIBHBIX
urpax, To Hauboyiee MHTEPECHBIM OBLJIO COOOIICHNE, YTO IKCIIEPTHASI CHCTEMa cama Harucaiza Ho-
BEJUIy U 3Ta HOBEJIA OKa3aJach B YMCIE JECATKA BHIOPAHHBIX ISl OKOHYATEIBHOTO KOHKYpCa HU-
4yero He nojo3penatomuM ktopu. [IpaBna B mpoekte, KoTopbiit amuics ¢ 2012 roga, B KOMIIbIOTED
BBOJIMJIMCH JJAaHHBIE O CIOJKETE, U O MEepCOHaXax, a porpamma Mo CleluaJbHON cXxeMe (paspabo-
manHou Komanoou npogpeccopa Xumocu Mayybapou uz ynusepcumema "Mupai™ ¢ Xaxooame)
CKJIaJIbIBajIa yXKe CAaMOCTOSTENIHO BCE JETANIN JUTEPATypHOU KOHCTPYKIMH. XOTS U 3€Ch BCE KaK
y mronei. BcmomuuTe 3amMeuatenbHOro nucarens A. [[roma u B HacTosIee BpeMsi HEMHOTHX SIBHBIX
Y MHO’KECTBO HESBHBIX aBTOPOB MHOTOYMCJIEHHBIX CepHajioB. Tak YyTO TEXHOJIOTUSI HAlTUCAHUS Y-
KUMH PyKaMU IPUIYMaHHOTO U KPaTKo C(OPMYITHPOBAHHOTO JIUTEPATYPHOTO MTPOU3BEACHUS, XOTh
OBl Ja)ke MaIllMHON, HE HOBA.

[Toka cucTeMbI HCKYCCTBEHHOTO MHTEIUIEKTa CIIOCOOHBI TOJIBKO MMOMOYh HaM PEIIUTh HEKOTOPHIE
HE OUYE€Hb CJIOXKHBIE 33/1a4M, II€ CKOPOCTH PEAKLMU MAIIUH MIPEBOCXOAAT CKOPOCTH PEaKIUH Yeso-
Bek. Hanpumep, poOoThl B GaHKOBCKOM cHCTEME MO3BOJISIOT MPHU MPaBUWIBHO COCTABIEHHOM MpoO-
rpamme 3apabaThIBaTh Ha KOJeOaHHUSIX KypCOB BAJIOT M LIEHHBIX OymMar. YesaoBeK Bpsi I CMOXKET C
HUMH KOHKYPHPOBATh, Pa3Be YTO B CUTYAIHSIX, KOTJa IPOrpaMMBbl POOOTOB OKaKyTCsl OECCHITBHBI.
HexoTtopble BHIbI YMCTBEHHOM JEATEIBHOCTH TAKXKE MOXHO MEPETIOKHUTh Ha MJIEUYU CUCTEM HUCKYC-
CTBEHHOTO WHTeJUIeKTa. Ho moka 4enmoBeKy MpUAETCS cCaMOMY CITPABISITHCSI ¢ MHOTUMH 3a/1a4aMH,
n60 BpeMsi poOOTOB, CLIOCOOHBIX 3aMEHHUTH YEJIOBEKa B MHOT00Opa3uy JKU3HEHHON JEATeNbHOCTH
elle He MPUILIO. BHyIIAeT HEKOTOPHIA ONTHUMH3M TOJIBKO HUCTOPUYECKOE OOBEAMHEHHE METOI0B
OIMCAHMSI SKCIIEPTHBIX U HEHPOHHBIX cucTeM [21] Ha 6a3e Hewerkoit noruku [22,23] u Habuparo-
U CKOPOCTH TPOTPECC B CO3AAHUN TEXHHUECKUX YCTPOMCTB DIIEMEHTOB HH(PPACTPYKTYPHI.

B pabote [24] Obuta BbICKa3aHa TUTIOTE3a «HEOOXOAMMOTO Pa3BUTHS»: JE00As SBOIIOIHOHHUPY-
IoIasi MHTEJUICKTyalbHas CHCcTeMa (B YaCTHOCTH IMBIUIM3AIMS WM CaMOOOYUYAIOMIMKCS HCKYC-
CTBEHHbIH, MM THOPUIHBIA® CyepHHTEIIEKT), BCE BPEMs yCHIIHBACT CBOM HHTEIUICKTYaIbHbIC

! B03MOXKHOCTH (JOPMUPOBAHHS [IAHETAPHOTO MHTEIUICKTA HA Gase rIOGAIBHON CeTH, BO3IEHCTBOBATH HA KOTOPYIO
YEIOBEYECTBO HE CMOXKET, 00CYKAalI0Ch B paboTte [24].
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pecypchl (T.€. TOJKIIOYAIOTCS BCE HOBBIC W HOBBIC OJIOKM WHTEIJICKTYAJIIbHOM CETH) PacTeT ee
ycnoxHeHue. Y npexxHuilt o0bemM 00ydaroniux 3a1ad U COOTBETCTBEHHO NPEAJIOKEHHBIX PEIICHHI
BCKOPOCTH OKQ)KETCSl HEIOCTaTOYHBIM, B TOM CMBICIIE, YTO TPU ATOM BO3HHUKAIOT MPoOIeMsl ¢ (op-
MHUpPOBaHMEM MPOU3BOJHBIX PELICHUH, pAacCTyT PaccoriacoBaHMs, KOTOPbIE BOCIPUHUMAIOTCS Kak
omnOku. T.e. HapyaeTcss yCTOWYMBOCTh KApTUHBI MUpA. EJMHCTBEHHBIM BBIXOJIOM 371€Ch MOXKET
OBITh yBEJIMUEHHE O00BbEMa M3BECTHBIX 3HAHUH, KOTOphIE oOecreuynBaroT dHPeKTUBHOE OOyUCHHE.
OTO yBENMYEHHE MOXKET ObITh 00ECIIEYeHO HAYKOW, pAaCIIMPEHUEM TOPU30HTa BOCIIPHUATHS, TOCTY-
IIOM K HOBBIM UCTOYHHMKAM, BBIXOJIOM U3 3aMKHYTOI'0 Kpyra NpeXHUX MOHATUH U IPEICTABICHUM.

Ho noka Haykoli B caMOM HIMPOKOM CMBICJIE BBIHYKJCHBI 3aHUMAThCA JIFOJH, IYCTh JaXe C Mo-
MOIIbI0 MHOKECTBA TEXHUYECKUX MOMOIIHUKOB. CMyIIaeT SBHOE HECOOTBETCTBUE CKOPOCTH PEaK-
IIUH TIPUPOTHOTO HEWpPOHA U HEHpPOHA UCKYCCTBEHHOM CETH, TO €CTh CKOPOCTH OTAEIBHBIX Orepa-
LU BBIYMCIUTEIbHBIX CUCTEM. Te€M He MEHee CKOPOCTh MOIYYEHHs PELICHUs YeJIOBEKOM YacTEHb-
KO 3HAYUTEIBHO MPEBOCXOIAUT CKOPOCTh JOCTIDKEHUS pe3yibTara y COBpeMeHHbIX MamuH. Oco-
OEHHO B yCJIOBHUSX OJJHOBPEMEHHOIO pEIIeHUs] MHOTHX 3a/1ad. B uem xe aeno? Jleno ckopee Bcero
B TOM, YTO MO3T YEJIOBEKAa — 3TO MeramporeccopHas cucrema. OTHOBpEMEHHOE TOIKIIOUEHHE 3TO-
IO TUTaHTCKOI'O YHUCIIA ITPOLECCOPOB YCKOPSIET MOIYy4YE€HUE PELICHUs B TAKOE )K€, €ClIi He Ooubliee
qucio pas. [loaTromy Bce ycuins uccieaoBarenei nojie3Ho MPUMEHUTh B 00J1aCTH pa3paboTKu Me-
ranpoLEeCcCOPHBIX CHCTEM HOBBIX MOKOJEHUi [24,25]. BaxkHO TakKke OTMETUTb, YTO OCBOCHUE HO-
BBIX 3HAHHUH Y JIFOACH IMPOUCXOAUT MOPOH Ja)ke HENPOU3BOJIBHO. M Koraa Mbl XOTMM CO31aTh MC-
KYCCTBEHHYIO HHTEIUIEKTYaJIbHYI0O CHUCTEMY, CIIOCOOHYIO OCO3HaBaTh ce0sli M MOHMMAaTh Hac, U
HaMEpEHBI 3al0JHUATE €€ 0a3y JaHHBIX M 3HaHUI, BOT TYT-TO ¥ BOSHUKAIOT MPOOIEMEI.

Bo-nepBbIX, y 4yenoBeka mMacca 3HaHUH, KOTOPbIE OH I0JIaraeT U3BECTHBIMH (110 YMOJIYAHMUIO),
MaIllMHE BCE ATO HAJI0 Pa3KEBATh U MOSICHUTD.

Bo-BTOpBIX, 3amonHeHre 6a3bl JaHHBIX MAIIMHBI JOJDKHBI JIe1aTh SKCIEPThl, a UX padoTa - BbI-
COKOOIIJIauMBaeMasl.

B-TpeThux, Bpems, KOTOpOe 3aTpayuBaeTCs Ha 3alojiHeHUe 0a3 JaHHBIX, a TAKXKe MPOBEPKY U
MEPENpPOBEPKY ATOTO 3AIOIHEHUS, JOCTATOYHO 3Ha4yMTenbHOe. [loToMy, moka He HalayT 3¢ dek-
TUBHBIA MaIIMHHBIN CIIOCOO aBTOMAaTHYECKOTO 3all0IHEHUs 0a3 JaHHbIX, WU XKe He 00yJar 3Ty UH-
TEJIEKTYAIBHYIO CHCTEMY BCE ATO JIeJaTh CAMOCTOSTEIBHO, A0 OBICTpee HE TIOUIET.

Camoe uHTepecHOe, 4T0 0OHapYKUJIa LIUBUIM3AIMSA - 3TO U3YUYEHHUE TPUPOJIBI U CO3/JaHHE HOBBIX
TEXHOJIOTUH, MHOTOKPAaTHO YCHJIMBAIOIINX BO3MOXXHOCTH JIFOZICH, YTOOBI emie Oosee yCHemnHo Imo-
3HaBaTh MHP U CO3[aBaTh TO, YTO MPEBPALIAET KHU3Hb B YBJIEKATEIbHYIO UTPY. A KaK U3BECTHO, HU-
4ero Tak OoJyiee HE MPUBJIEKAET JIFOJICH, KaK UTPBI U YIOBJIETBOPEHHE COOCTBEHHOTO JIFOOOITBITCTBA,
TaK CBOWCTBEHHBIE IPUPOJIE YEIIOBEKA.
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Big MmaTeMaTHYHOI JIOTiKH 10 MOB POrpaMyBaHHS IITYYHOI0 iHTEJIEKTY.

AHoTanisi. Po3risiHyTo nporec CTaHOBIICHHS TEOpil eKCIEPTHUX CHCTEM Ha NMPUKIani popMyBaHHS MOBHU MPOrPaMyBaHHS IITYYHOTO
inrenexty ITPOJIOT. IToka3zaHui CKIaJHMI LUIAX yCBIOMJIEHHS IPOOJIEM IITYYHOTO iHTENEKTY i MOTHBH, SIKi IIPUBENH 10 MOSBU
EKCIIePTHUX CHUCTEM, MOOYZOBaHMX Ha OCHOBI MaTeMaTH4HO{ joriku. OOroBOPIOIOTHCS OCHOBHI i€l 1 MpoleaAypH, sKi NPUBEIH 10
moOyZ0BY CIIOYATKY BiILTy MaTeMaTHYHOI JIOTIKU - TeOpii MpeAnKaTiB, MOJAHHAM MPOLERyp i€l Teopii Ha rimeprpadax i moTiM 10
crBopenHst MoBH [IPOJIOI'. Big3HauaeThcst mporpec y po3BHTKY IHTENEKTYyalbHIX CHCTEM Ta MPOOJIeMH, IO CTOSTH Iepest JOCHia-
HUKaMH.
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Abstract. The paper considers proposals on the implementation of cryptographic primitives comparative analysis
and substantiation, development and experimental confirmation of methodical bases application possibilities of sys-
tem unconditional and conditional criteria selection and application, and methods and technique of comparative
analysis and making the decision on asymmetric post quantum cryptographic primitives type directional encryption,
and keys encapsulation and electronic signatures mechanisms. Some criteria and indicators that can be used for
comparative analysis of properties of the candidates for the post quantum cryptographic primitives are presented.
Comparative analysis of the existing mechanisms of perspective electronic signatures in accordance with ISO/IEC
14888-3:2016 standard and some cryptographic primitives that are considered possible to use in the post quantum
period is carried out. The results of the cryptographic primitives conducted estimation are presented. Conclusions
and recommendations on the use of certain cryptographic primitives estimation methods are made.

Keywords: electronic signature mechanisms analysis, weight indices, electronic signature, electronic signature esti-
mation criterion, electronic signature comparison analysis methods.

1 Introduction

In 2016 there were the series of important events, that have significantly affected to the intensive
development of post quantum cryptography. To them should be referred the statement on the
Internet — Alfred J. Menezes and Neal Koblitz articles [7], organization and conduction by NSA and
NIST USA VIl international conference on post quantum cryptography, which took place in Febru-
ary 2016 in Japan [12,14]. An extremely important event was the publication in the USA report
«Report on Post — Quantum Cryptography. NISTIR 8105 (DRAFT)» [9], in which fully confirmed
the possibility of electronic signatures (ES) asymmetric cryptographic systems successful quantum
and the main cryptanalysis, problems and opportunities, and stages of their decision are identified.

NIST USA announced a competition to develop the standards of post quantum asymmetric cryp-
tographic primitives [12], understanding the need to find new electronic signature asymmetric cryp-
tographic primitives and asymmetric end-to-end encryption, which will be relevant and can be ap-
plied in post quantum period. The specified one due to two factors. First, there is significant pro-
gress in the development of quantum computers, including experimental demonstration of physical
qubits realization are carried out, which can be scaled up to larger systems.

Second, likely transition to post quantum cryptography will not be easy, because it is unlikely to
be a simple replacement of the current asymmetric cryptographic primitives standards. Significant
efforts will be needed to develop, standardize and implement a new post quantum cryptosystems.
Therefore, should be a significant transition stage, when as current and post quantum cryptographic
primitives are used.

Proposals must be received by NIST to November 30, 2017. Filed proposals received before
September 30, 2017 will be considered in terms of fulfillment of requirements completeness, and
then pass through the stages of open civil research and standardization according to the announced
requirements [12,14]. They shall apply to: directional encryption (E2EE) asymmetric mechanisms,
keys encapsulation (KE) and electronic signature (ES). But a preliminary analysis of a creation
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condition of a quantum computer and its capabilities in the future also confirms the previous list and
essence of requirements announced by NIST.

The specified one, in our view, requires special attention to the selection estimation and compar-
ing crypto primitives criteria and indicators, that would allow to take into account all the announced
requirements and, if necessary, extend or narrow them.

The European Union has also started the preparation of a new post quantum standards. A new di-
rection "Quantum-Safe Cryptography" are formed by European Organization for Standardization
ETSI in the cluster "Security” [3,10,15]. According to the results of these studies are predicted the
groups standards for post quantum period adoption. ETSI has published a group report "Quantum-
Safe Cryptography. Quantum-Secure infrastructure” [3], in which fixed bases of perspective infra-
structure, provided mechanisms, described primitives types, that will be used. Separately require-
ments are nominated and estimation criteria are formed for future candidates.

ES and E2EE, and their application mechanisms are allocated among the set of asymmetric cryp-
tographic primitives. The specified one is explained by their wide application in a significant num-
ber of applications and potential large losses in case of discrediting ES and EZ2EE, that are used at
present [4-6, 8].

Our experience obtained during the conducting research on projects AES and NESSIE [1,11],
and in national standards for hash function DSTU 7564:2014 developing and adopting, and block
symmetric encryption algorithm DSTU 7624:2014 [4,8] etc., allows to conclude, that the extremely
important problem is substantiation of the estimation criteria system choice and comparison of each
cryptographic primitives with other, and development and application the scientifically based tech-
niques of them analysis and comparison in accordance with the nominated requirements. These
methods and developed on their basis technique or techniques should take into account all require-
ments, that are nominated for asymmetric cryptographic primitives and allow to help make the deci-
sion about winners based on use the unconditional and conditional criteria system, as partial and
integral.

The objective of these proposals are the substantiation, development and experimental confirma-
tion of methodical bases application possibilities of system unconditional and conditional criteria
selection and application, and methods and technique of comparative analysis and making the deci-
sion on asymmetric post quantum cryptographic primitives type directional encryption, and keys
encapsulation and electronic signatures mechanisms.

2 The state of cryptographic primitives comparative analysis techniques development
and application

After analysis, it was determined that the first time techniques of estimation and comparative
analysis of cryptographic primitives type block symmetric cipher (BSC), streaming symmetric ci-
pher (SSC), electronic signature (ES) and cryptographic protocol were proposed in [22,25], and de-
tailed in [24]. They are based on the use of unconditional and conditional partial and integral crite-
ria system, and indicators, that allow to assess the degree of nominated to the candidate require-
ments fulfillment. In our opinion the main task of these techniques are the formalization of deci-
sion-making processes regarding fulfillment of nominated to them requirements, taking into account
the strengths and weaknesses of cryptographic primitives, that are candidates for the post quantum
standard, reduce the influence of subjective factors in decision-making,. For example, following
techniques can be applied to estimate and compare the ES, E2EE and KE mechanisms, which are
the candidates for the post quantum standard in our case.

At the formal level such estimation and comparison techniques ES, E2EE and KE mechanisms
can be summarized. But, since to these crypto primitives are nominated different requirements, then
for each of the primitives they may be supplemented or simplified and display the entire spectrum
of nominated requirements. Also, these techniques can ensure transparency of decision-making, ex-
perts independent, and help substantiate making appropriate decisions and confidence in them. Fur-
ther in research technique we’ll mean a fixed set of methods, methods of practice, tested and studied
for the expedient implementation of specified work, that leads to a predetermined outcome [24].
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In research in the broad sense we’ll mean the search of new knowledge or a systematic investiga-
tion in order to establish the facts. In a narrow sense this is the scientific method (process) of study
anything.

3 Criteria and indexes of cryptographic primitives ES and E2EE estimation

In criterion we’ll mean the sign based on which estimate, determination or classification of any-
thing are carried out [24], that is, in fact, we’ll mean a measure of estimate. Our previous research-
ers have allowed to conclude, that cryptographic primitives comparison can be done using two cri-
teria sets: unconditional and conditional [24]. This approach allows to make an estimate and com-
pare the crypto transformations, that are candidates, in 2 stages. This approach is based, in particu-
lar, and on taking into consideration or use expert estimates.

At the first stage, at first checked the crypto transform conformity for the partial unconditional
criteria system, and then unconditional integral criterion is calculated for each crypto primitive
based on partial criteria. At the second stage appropriate estimates are obtained using at first partial
conditional criteria system, and then integral conditional criterion is calculated on their base.

This two-step approach allows to reject crypto transformations, that do not meet the uncondi-
tional requirements, i.e. requirements, that must be fulfilled unconditionally. Moreover integral un-
conditional criterion allows to accept the decision regarding each of crypto primitives.

The partial conditional criteria using, and then integral conditional criterion using on their base,
allow to estimate the crypto primitive quality in a broad sense, as the quality in average, and then
compare crypto primitives, that are candidates for the post quantum algorithm, using the value of
the integral criterion for each of crypto primitives. Estimation indexes of ES and E2EE asymmetric
crypto transformations by unconditional criteria, that are recommended for use, is given further.

3.1 Unconditional estimation criteria of cryptographic transformations

To unconditional criteria will refer those criteria, which fulfillment is mandatory for crypto-
graphic primitive, that is unconditional. Moreover, in our view, for asymmetric crypto transfor-
mations type ES and E2EE you can select the same unconditional criteria system. But this does not
preclude the consideration possibilities of requirements features and according to the choice in the
analysis and estimation of cryptographic primitives additional partial unconditional criteria. Let’s
consider and choose at first the partial unconditional criteria system, based on the NIST require-
ments [12,14].

Requirements analysis, that are nominated by NIST for asymmetric cryptographic transformation
type ES and E2EE partial unconditional criteria, our experience in the development and estimation
of crypto transformations type ES, BSC, SSC etc. properties [24], achieved results in the practical
solution of cryptanalysis problems, including based on quantum cryptanalysis algorithms imple-
mentations [24], allow to choose unconditional estimation criteria ES and E2EE at least, listed in
Table 1.

As the listed partial criteria are unconditional, then the selection criterion is a logical variable
yes/no (1/0), so the unconditional criterion can be written as:

W, W, Wy, Wy, Wy, We, W,, Wy) €(1,0). 1)

In view of described above partial unconditional criteria W1-W8 and condition (1), the crypto
transformation compliance function to requirements, that are set out above, written as integral un-
conditional criterion:

fi() =W, AW, \W,) AW, AW, AW, AW, AW, =W, @)
where the symbol «A» indicates the Boolean variables conjunction operation according to (1). It
should be noted that in (2) W3 is taken in parenthesis, that should be used either W, or Ws.
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Table 1 — Unconditional estimation criteria of ES and E2EE

Ne Unconditional criteria Denotation

Reliability, simplicity and transparency of mathematical base
1 (mathematical transformations) used in the implementation of post w1
quantum cryptographic transformations ES and E2EE.

Practical security of E2EE type cryptographic transformations in the
mechanism "semantically secure encryption” implementation

2 against known attacks using a quantum computer and cryptanalyst W2
access to the 264 selected ciphertexts for security model IND—
CCF2.

Practical security of ES type cryptographic transformations against
3 known attacks using a quantum computer and cryptanalyst access to W3
the 264 selected ciphertexts for security model EUF-CMA.

The validity of real security (stability) ES or E2EE cryptographic
transformations against all known and potential cryptanalytic at-
4 tacks of post quantum period based on the use of common parame- w4
ters and keys with the necessary size and properties (128-bit keys
and more classical stability (safety)).

Theoretical security of ES or E2EE type cryptographic transfor-
mations in post quantum period against existing force, analytical

E and special attacks for existing threats models (at least for the model W5
EUF-CMA for ES and IND-CCF2 for E2EE).
The possibility of replacing existing standardized cryptographic

5 primitives to the post quantum ones and application in the existing W6

cryptographic systems and protocols in certain conditions and re-
strictions.

Computational efficiency — complexity of direct |, and reverse
| . cryptographic transformations ES and E2EE, and generating

rev
asymmetric key pairs | . is not above polynomial, providing the

7 s W7
necessary complexity (performance) values 1, , | I inprac-
tical use in applications with their hardware and software, and pro-
gram implementation.

rev’ “key

The performance of limitations for minimum and maximum lengths
of private and public key, sizes and unprofitability of ciphertext and
ES, the absence of weak private keys for post quantum period secu-
rity models.

w8

That is, the post quantum cryptographic transformation ES and E2EE quality can be estimated
using the integral unconditional criterion — compliance function as integral unconditional criterion

;0 =1, ©)
if cryptographic transformation ES and E2EE corresponds to demanded requirements and
f;,0=0, (4)
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if cryptographic transformation ES and E2EE does not correspond to demanded requirements.

Thus, according to (1-4) can formalize the decision according to the candidate conformity for
post quantum type ES and E2EE cryptographic transformation to nominated for it demands. Thus, if
the condition (3) is carried out, the crypto primitive is corresponding to the unconditional require-
ments, otherwise, that is when we get (4), then the corresponding crypto primitive does not meet the
requirements and it is rejected from the further consideration.

3.2 Conditional estimation criteria of cryptographic transformations ES and E2EE

Qualitative and quantitative comparison of type EP and E2EE cryptographic transformations can
be carried out using preferences partial conditional and generalized conditional criterion [22, 24,
25]. Table 2 provides a list and designations of estimating partial conditional criteria of type ES
and E2EE cryptographic transformations, whose requirements are nominated by NIST [12,14].

Table 2 — Conditional estimation criteria of ES and E2EE

Ne Conditional criteria Denotation

Additional security features:
- perfect forward secrecy;

1 - resistance to side-channel attack; K1
- resistance to multi-key attacks;
- resistance to failures.

Stability requirements

1) classic security 128-bit / 64-bit quantum protection (stability re-
serve AES-128);

2) classic security 128-bit / 80-bit quantum protection (stability re-
serve SHA-256/ SHA3-256);

2 3) classic security 192-bit / 96-bit quantum protection (stability re- K2
serve AES-192);

4) classic security 192-bit / 128-bit quantum protection (stability re-
serve SHA-384/ SHA3-384);

5) classic security 256-bit / 128-bit quantum protection (stability re-
serve SHA2-512, SHA3-512);

Additional requirements to stability

6) classic security 512-bit / 256-bit quantum protection (stability re-
serve SHA-512/ SHA3-512, DSTU 7564: 2014 — 512 bit);

3 7) classic security 512-bit / from 128-bit to 256-bit quantum protec- K3
tion (stability reserve DSTU 7624:2014 (Kalyna — 512));

8) classic security 512-bit / quantum protection (stability reserve
DSTU 7624:2014 (Kalyna — 512)).

Encryption errors.

4 The low percentage of encryption errors. K4
5 The possibility of multiple E2EE or ES. K5
Flexibility:
1) additional scheme options (optimization, implicit keys exchange
6 etc.); K6

2) cross-platform;
3) the possibility of parallelization.

Correctness verification.
Checking the correctness of basic and optimized implementations.

57



ISSN 2519-2310 CS&CS, Issue 1(5) 2017

Continuation of Table 2

Ne Conditional criteria Denotation

Effectiveness verification:

Calculation of time needed for key generation, encryption, decryp-
tion, digital signature, signature verification or keys establishing
(testing is carried out on optimized versions).

K8

Test conditions
The main platforms:
1) NIST PQC Reference Platform;
9 2) Intel x64; K9
3) Windows or Linux, the GCC compiler;
4) Additional testing of other conditions (8-bit processors, digi-
tal signal processors, dedicated CMOS etc.)

Possibility and conditions of free distribution post quantum crypto

e transformations ES or E2EE. K10

11 Confidence level to the post quantum crypto transformations ES or K11
E2EE at different levels of use.

12 Perspective and justification the use of post quantum crypto trans- K12

formations ES or E2EE.

As basic components of the generalized preferences criterion proposed to use such partial condi-
tional criteria as shown in Table 2.

4 The partial unconditional criteria and integral unconditional criterion calculation

At the first stage the estimation and verification of post quantum crypto primitives ES and E2EE
mechanisms is carried out by partial unconditional criteria and integral unconditional criterion. Par-
tial unconditional criteria are defined by the data, given in Table 1. Estimates are made using the
criteria given in Table 1, using the expert estimates methods. Unconditional criteria values are re-
ceived as a result of expert estimates

(\Nl'WZ(\AIS)’W4’W5’W6'W71W8) , )

that take the binary values 1 or 0 (yes/no). Integral unconditional criterion is determined based on
these values according to (2)

FOVL W, (W5), W, We, W, W, W ) (6)

In the integral unconditional criterion f () =1 post quantum cryptographic primitive passes the
test and verification, otherwise, in the integral unconditional criterion f () =0, it is rejected and is
not considered further.

Introduced so integral criterion allows to establish, whether the considered type ES or E2EE
crypto transformation is responded to nominated unconditional requirements. In case of positive
estimation ES or E2EE by integral unconditional criterion, their subsequent comparison and estima-
tion can be made on the basis of partial conditional criteria and as a result, integral conditional crite-
ria [20]. It should be noted that in (5) and (6) W3 is taken in parenthesis, that should be used either
W5 or Ws.
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5 Expert estimation methods

In expert estimates understand the search method and the result of applying the method, that ob-
tained based on the use of personal expert opinion or collective expert group opinion, and a set of
logical and mathematical procedures aimed at obtaining information from specialists, its analysis
and generalization in order to prepare and making rational decisions [19, 20].

5.1 The expert estimations method application

Application of the expert estimates method generally associated with the implementation of the
experts selection procedures, the experts selection and establishment the expert opinion consistency
degree.

Expert estimation methods used in situations, when the choice, substantiation and estimation of
decisions cannot be made based on accurate calculations [19].

The expert estimates results statistical processing similar to measurement results statistical pro-
cessing. On the expertise reliability significantly influenced such factors as the expert group size,
the experts competence level, the questions composition, offered to experts, etc. [19].

Individual expert estimates also bear the stamp of chance; mood, health, environment, and
knowledge and expert experience.

5.2 The experts selection procedure

Expert — a competent person to produce the estimate, that has special experience in a particular
area and participating in the research as sources of information [19].

Among the a priori estimation methods of experts quality are the widespread self-concept meth-
ods as the most simple in mathematical terms. In this methods group, each expert evaluates himself
on any scale — point or verbal-numerical. One of the main problematic tasks by this estimation is the
problematic task of same understanding the scales grading by experts.

A variety of self-assessment is a differential method, which usually the estimate is given by the
two criteria groups, that characterize expert acquaintance with expertise objects and by criteria, and
expert introduce with the main information sources in this area.

It is possible to determine the level of expert competence in mutual estimation. In a simpler case,
each expert from the given experts group indicates the list of experts, whom he considers as compe-
tent in this area. Coefficient expert competence is defined as the ratio of the lists number, in which
is given expert, to the total lists number. This method allows to receive the increased experts esti-
mates.

Another approach consists in the mutual estimating by experts of each other: q; — estimate in

points of the i-th expert. The combination of these estimates forms the definitely orderly matrix.
The consistent application of the same procedure to this matrix and interim values vector of compe-
tence estimates, obtained in the previous step, gives the finite values vector of experts competency
estimates in the result [19]. Another approach based on the fact, that the expert competence must be
estimated by how its assessment coordinated with estimates of most.

An effective means of experts estimating is the test method. It is important the following testing
moments [19]:

1 - test should be designed for specific expertise objects;

2 - it is necessary the scale, that allows to determine the expert estimates accuracy degree;

3 - the probability of random guessing the true estimate by expert in text experiment should be
sufficiently small.

In the case of test method can achieve the simplification, if it is enough data about results of spe-
cialist participation in similar expertise. In this case, about the expert competence can be judged on
relative to the number of "accurate™ estimates are made by him, to the total number of estimates are
rendered by him.
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Thus, there are several possible experts choice variants. Variant choice depends on how accurate
should be estimate and on the complexity of the estimation procedure.

5.3 The experts selection

Depending on the problem task scale, that is solved, the expertise organization is carried out by a
person, who makes the decision or management group is designed by him. The selection of quanti-
tative and qualitative experts composition is carried out based on the analysis of problem task
breadth, required estimates reliability, experts characteristics and resource costs [19].

The latitude of solved problematic task determines the need for involvement in expertise special-
ists from different fields. However, the minimum number of experts is determined by quantity of
various aspects and directions, that need to be taken into account when deciding the prob-
lematic task.

The reliability of experts group estimates depends on the knowledge of individual experts and
the number of experts in the group.

The spending resources on the expertise is proportional to the number of experts. Usually to the
estimation are attached 5-12 experts [19]. Characteristics of the experts group are determined by
the individual experts characteristics: competence, creativity, relevance to the expertise, conformity,
thinking constructive, collectivism, self-criticism [19].

Competence — the degree of expert qualification in a particular field of knowledge.

Conformity — propensity to authorities influence.

Relevance to the expertise — negative or passive specialist attitude to solve the problematic task,
high employment and other factors significantly effect to the experts functions performance.

Thinking constructive — pragmatic aspect of thinking.

Collectivism — should be taken into consideration during the open discussions.

Self-criticism —it is manifested in the self-concept degree of own competence and taking into ac-
count other experts opinions and decision making of this problematic task.

5.4 The expert opinions coherence degree establishing

In case of participation in the survey several experts, discrepancies in their estimates are inevita-
ble, but the value of this difference is important. Group estimate can be considered sufficiently reli-
able only on condition of good coordination the individual professionals responses.

For analysis of estimates scatter and coherence used statistical characteristics — the measures of
scatter or statistical variation [19,21].

5.5 The algorithms ES and E2EE estimation by conditional criteria

In case of a positive estimate of cryptographic transformation ES or E2EE by integral uncondi-
tional criterion, further comparison and estimation can be made based on determination the condi-
tional criteria (Table 2) and their comparison by integral conditional criterion.

The main method of calculating the integral conditional criterion value is the partial conditional
criteria clotting in integral conditional criterion. As the main methods of partial conditional criteria
clotting can choose the analytic hierarchy process based on pairwise comparisons or method of de-
termining the weight indices [20].

6 The analytic hierarchy process based on pairwise comparisons and features
of its application for estimation ES and E2EE

For application the analytic hierarchy process must choose conditional criteria and indicators
system for getting the values according to conditional criteria. With this set of indicators, means the
use of conditional criteria can calculate the integral conditional criteria value and, as a result, make
the ES or E2EE comparison by conditional integral criterion.
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The method pairwise comparison essence consists in the following [2,20]. The set of pairwise
comparisons matrices is constructed. Pairwise comparisons are carried out in terms of the domi-
nance one element over another. Obtained opinions are expressed in integers, taking into account
the scale, for example, the used nine.

6.1 The essence and conditions of use the pairwise comparisons method in cryptography

In pairwise comparison the expert compares researched objects of their importance in pairs, sets
the most important object in each pair. All possible objects pairs expert represents in a record of
each combination (object 1-object 2, object 2—object 3, etc.) or in the matrix form [18,20].

The method of pairwise comparisons is very simple and it allows to explore a large number of
objects (compared, for example, by ranking method) and with greater accuracy [20].

Let E1,Ey,....E, — plenty of n elements (alternatives) and vi,vs,...,v, — according to their weight
or intensity. Let’s compare pairwise weight or intensity of each element with weight or intensity of
any other element of the set relative to the total for them property or goal (relative to the element—
"father").

When constructing a pairwise comparisons matrix for all criteria is necessary to determine the
coherence ratio [20] for each criteria as follows.

The estimate of the eigenvector component calculated by the formula:

1

i = (Wi xWy; g x..xW )" (7)
Normalized estimate of priority vector calculated by the formula:
=0 ~2, (8)

where z — matrix coherence ratio, calculated by the formula:

=36 ©
i=1

n
Matrix coherence ratio value is in the range [0, > O nax ], Where ;.. — the maximum possible
i=1

eigenvector component estimate value for selected case.
Let’s further consider the results of cryptographic primitives estimation by this estimation meth-
od on the ES ISO/IEC 14888-3:2016 algorithms example.

7 Method and suggestions of the estimation and ES comparative analysis based
on the weight indices

7.1 General formulation of the comparative analysis problem

The other class of clotting partial conditional criteria in the integral conditional criterion methods
are formalized methods based on defined weight indices. Preliminary analysis is shown that most of
them can be applied essentially to clotting the private conditional indicators [13,16,20,21]. Let’s
consider them on an example ES algorithms ISO/IEC 14888-3:2016 similarly as in section 6 (it is
clear for what reasons cannot be considered post quantum crypto primitives ES and E2EE, because
they do not exist in the approved form).

Let need to estimate the ES set according to the specified standard [4,5], which consists of:

1) k ES algorithms, which is necessary to estimate;

2) m indicators, by which each of ES alternatives are estimated;

3) n experts, which conducts ES estimation.
As partial indicators can be used indicators similar to partial conditional criteria specified above.
We can distinguish the following methods of weight indices:
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- weight indices and ES estimation using the Fishburn scale;
- weight indices and ES estimation based on the ranking method;
- weight indices and ES estimation based on the points attribution method;
- weight indices and ES estimation based on the numerical method.
Let’s consider and compare the mentioned methods by an integral conditional criteria ultimately.

7.2 The method of determining weight indices and ES estimation using
the Fishburn scale

In the method of weight indices and ES estimation using the Fishburn scale the following steps
are carried out.

1. Every indicator x,, i =1,...,m is assigned an estimation of its importance. Then the system of
weights is constructed so that [20,21]
m
{izlai =1, ’ (10)
g 20,i=1..,m

where &, — i-th indicator weights, i — indicator number, m — indicators quantity.
2. Indicators are ranked by the importance decreasing of each, so that:

Xp > Xy = Xg > e = X > > Xy
3. Weight indices using the Fishburn scale are determined:

ai:2-(m—i+1). (11)
m-(m+1)

4. The weight indices value and their average value are entered in Table 3, where a, — weight
indices arithmetic average for the i-th indicator, and w, =a, —weight indices values.

Table 3 — The weight indices value and their average value

Indicators
X . X
Experts % 2 m
a; a; = A
a21 a22 e aZm
n anl anz U a'nm
W; W, W, e W,

7.3 The method of determining weight indices and ES estimation based
on the ranking method

In the method of weight indices and ES estimation based on the ranking method the following
steps are carried out.

1. The most important indicator corresponds to rank (estimate) m, the following — (m-1) and etc.,
the rank equals to 1, is the least important indicator. Then, the weight indices are determined by the
formula [16,20]:

wo=—, j=1..m, (12)
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X, —m-thindicator, r; — j-thrank (estimate), n— experts quantity, m— indicators quantity.

2. Results of the experts survey are written in Table 4. In the penultimate string of this table
ranks sum (estimates) is written, that have been exposed by experts, and in the last string of table
indicators weight indices values are recorded. According to the estimation rules in accordance with
specified method, we build the table for indicators and tables for all ES algorithms.

Table 4 — The weight indices value

Indicators
X, X, ... X,
Experts

r'11 r12 r-1m
Iy I, ... (P
n rn1 rnZ nm

n
=25 h " "

i=1
w; W, W, W,

7.4 The method of determining weight indices and ES estimation based
on the points attribution method

1. In method of determining weight indices and ES estimation based on the points attribution
method first experts, depending on the importance indicator, give grades from 0 to 10, whereby it is
permitted to estimate the indicator importance by fractional values, as well as the various indicators
can attribute the same points [13,16,20].

2. It is determined the each indicator weight, calculated by each expert [20]:

= (13)

2 by

j=1

where r; — j-th indicator weight, defined by i-th expert, h; — i-th expert point, exhibited j-th

indicator, n — experts quantity, m — indicators quantity.
3. The final indicators weight indices are determined by the formula [20]:

n
25
VR =
] m n '

ZZ".J

j=li=1

(14)

All obtained values are entered to the table (Table 5).

7.5 The method of determining weight indices and ES estimation based
on the numerical method

The method of weight indices and ES estimation based on numerical method is implemented so.
1. For each indicator is calculated the relative scatter ratio by the formula [20]:

X X

S = imax —_ “imin (15)
| )
Xi max
Where X; s Ximn - IN @ccordance with the max and min i-th indicator value, m - indicators quanti-
ty.
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Table 5 — The weight indices value

Indicators | Indicators weights
m
Xg | X | .| X > hy
Experts = y I, Fim
r11 — h’ll "12 — hlZ rl — I"ELm
m
1 hll h12 hlm J;lhu §h1 §h1 §h1
i J i J i J
h h h
m [, —_ 21 -2 [ —_.2m
2 hoy | hyy | oo 1y >hy, & m 2 m LM m
=R >y, >y, 2y
j=1 j=1 j=1
m rnl — hnl rn2 — hn2 rnm — hnm
n h h h Z h . m m m
nl n2 nm ] nj z hn' z hn' z hn
J o = =
n n n n
Dh L R=Xh | L=XT, . =Yk
i=1 =1 =1 =1
r r. r
Wl = 1 W2 = 2 Wm = m
W m m m
: 2T 2T 2T
j=1 =1 i=

2. The indicators value is determined by any of the above methods.
3. The weight indices get the most important value for those indicators, those relative scatter is
more significant. All obtained data are entered to the table (Table 6).

Table 6 — The weight indices value

I Indicators X, X, X
Xi min lein X2min Xmmin
XI max leax X2 max Xm max

é‘i 51 52 5m

Wi Wl W2 Wm

L (16)

7.6 The ES mechanisms research results analysis according to the
conditional integral criteria

The listed above results were obtained by selected ES algorithms estimation methods. The com-
parison of ES algorithms was made based on expert estimates. After that calculations were made by
aforementioned methods.

It is believed that the results of ES algorithms estimation by various methods of weight indices
were obtained almost identical — almost the same ES algorithms order from the best to the worst.
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Numeric scatter of weight indices values for one algorithm is negligible, only numeric values for
ES algorithms IBS-1,2 in the analytic hierarchy process based on pairwise comparisons different
from weight indices values for these ES algorithms by other estimation methods. This is condi-
tioned by more strong influence of subjective expert opinion on estimates result in a certain method.
Table 7 shows the results of ES algorithms estimation by all estimation methods. Figure 1 shows
graphically the results of ES algorithms estimation by various methods.

Table 7 — The results of ES algorithms estimation

Methods of determining weight indices

EC-GDSA-0,125
EC-DSA -0,099
EC-SDSA - 0,048
EC-FSDSA - 0,048
EC-RDSA - 0,025

EC-GDSA -0,147
EC-KCDSA -0,142
EC-FSDSA -0,118

EC-SDSA -0,117

EC-RDSA - 0,106

EC-GDSA -0,142
EC-DSA-0,139
EC-FSDSA - 0,115
EC-SDSA -0,111
EC-RDSA - 0,103

Pairwise based on the
comparisons meth- using the based on the : A based on the
o Fishb | Ki hod points attribution ical
ishburn scale ranking metho numerical method
method
IBS-1 - 0,256 IBS-1 - 0,159 IBS-1 - 0,147 IBS-1 - 0,137 IBS-1-0,15
IBS-2 — 0,256 IBS-2 — 0,159 IBS-2 — 0,147 IBS-2 — 0,137 IBS-2 - 0,15
EC-KCDSA - 0,144 EC-DSA - 0,15 EC-KCDSA - 0,143 | EC-RDSA —0,132 EC-DSA - 0,144

EC-FSDSA -0,128
EC-DSA -0,127
EC-SDSA - 0,127
EC-GDSA - 0,126
EC-KCDSA -0,124

EC-GDSA-0,141
EC-KCDSA -0,138
EC-FSDSA - 0,126

EC-SDSA -0,123

EC-RDSA - 0,109

o
o O
g w

o
N
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Weight indices values

Analysis of the comparisons results
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ES mechanisms

~ Mthe Fishburn scale

the ranking method
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Fig. 1 — The results of ES algorithms estimation by different methods

Table 8 shows the averaged results of ES algorithms estimation by all estimation methods.
Figure 2 shows graphically the averaged results of ES algorithms estimation by various methods.

Table 8 — The averaged results of ES algorithms estimation

Algorithm Averaged estimate Algorithm Averaged estimate
EC-DSA 0,1318 EC-SDSA 0,1052
EC-KCDSA 0,1382 EC-FSDSA 0,107
EC-GDSA 0,1362 IBS-1 0,1698
EC-RDSA 0,095 IBS-2 0,1698
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Analysis of the averaged comparisons results
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Fig. 2 — The averaged results of ES algorithms estimation by different methods

8 Features and requirements for cryptographic primitives in post quantum period

8.1 Intruder and threats models in the post quantum period

The analysis are showed, that a quantum computer can be considered as the basic intruder model,
and methods and algorithms, that implemented on quantum computers — as threats models.

In our opinion the second problem task is successfully solved. So today there are quantum meth-
ods and developed based on these algorithms that allow to carry out attacks on asymmetric cryp-
tosystem RSA, DSA, ECC and NTRU [24]. These include, first of all, should be referred quantum
algorithms such as [24]: Grover quantum algorithm; Shor factorization algorithm; Shor algorithm
for discrete logarithm; Wang algorithms etc.

Given the haste, with which USA and EU have started to build post quantum computers, and ad-
vances in this direction, it’ll appear immediately in an explicit form after some time. So in the
"1000-qubits" computer qubits actually are organized in clusters of 8 qubits each.

8.2 Preliminary analysis of asymmetric post quantum crypto transformations

In the Table 9 are shown general characteristics of mathematical apparatus, on which ES mecha-
nisms are based, using which can be developed quantum-protected ES algorithms [3,12,14,23,24].

Shown in the table 10 ES mechanisms are proposed by ETSI for further study and research as
possible candidates for quantum-protected ES circuits. Analysis of the data, that is given in the
Tabl. 9,10, allows to conclude about advantages and disadvantages of some crypto transformations.

Table 9 — Directions of quantum-protected asymmetric algorithms

) Cryptograph-
Cryptography scheme | Signature Enpryp K_ey DEIE Core Ops. ic
tion size type .
Maturity
Hash-Based Yes No ~ 20 Hash out. Hashing High
Multivariate Matrix Low, medium
Quadratic Yes No ~10k | GF(2m) LSE schemes
L-B: NTRU Maybe Yes < 0.1k Zq Matrix Medium
General lattice Maybe Yes ~ 100k | GF(2m) mult. Medium
Code-Based Expen- Yes ~100k | GF(2m) Matrix High, with
sive - mult. prec. to impl.

66



ISSN 2519-2310 CS&CS, Issue 1(5) 2017

Table 10 — Comparison of key lengths and signatures for quantum-protected ES algorithms

Security Public key Signature
e SHTEE (Bits) (Bytes) (Bytes)
Lyubashevsky | = - 1664 2 560
NTRU-MLS 128 988 988
Lattice Aguilar et al 128 1082 1894
Guneysu te al 80 1472 1120
BLISS 128 896 640
Quartz 80 72 237 16
uov 128 413 145 135
MQ Cyclic-UOV 128 60 840 135
Rainbow 128 139 363 79
Cyclic-Rainbow 128 48 411 79
Parallel-CFS 120 503 316 480 108
Code Cayrel et al 128 10920 47 248
RankSign 130 7 200 1080
Cyclic-RankSign 130 3538 1080
Merkle 128 32 1731
Hash Leighton-Micali 128 20 668
XMSS 256 64 8 392
SPHINCS 256 1056 41 000
Isogen Jao-Soukharev 128 768 1280
geny Sun-Tian-Wang 128 768 16

8.3 Substantiation parameters and keys in comparing

The preliminary results of available post quantum algorithms comparison have been obtained
during the study. Restrictions were used due to lack of complete information. Table 11 presents
some comparison parameters and properties.

Table 11 — Indexes and properties of post quantum crypto primitives

Crypto- The The The Direct Reverse
Parameters/ graphy public key | private key signature conversion conversion
Algorithms stability length length length speed speed
1 2 3 4 5 6
1. NTRU 128 988 256 988- 0,5 0,02
2. BLISS 128 896 256 640 0,02 0,02
3. Quartz 80 72237 3000 16 2 0,05
4. XMSS 128 1700 280 2083 2 0,2
5.SPHINCS 128 1056 1088 41000 2 0,2
6.RankSign 130 7200 21600 1080 0,02 0,02
7. Jao-Souk 128 768 768 1280* 5 5
Note: Cryptography strong is given in bits, data size — in bytes, and the transformations speed — as a
Zggféigiﬁgt relative to speed of corresponding RSA algorithm transformation with a key length of
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8.4 Comparative estimation of the using cryptographic algorithms

Table 12 is given the result of determining the weighting indexes according to expert estimates
for the electronic signature mechanisms for standard automated systems cryptography (number
from Table 11).

Table 12 — The weights indices of standard signature mechanisms

Criteria 1 2 3 4 5 6
1 0,263 0,181 0,123 0,072 0,181 0,181
2 0,203 0,281 0,065 0,105 0,143 0,203
3 0,138 0,232 0,054 0,083 0,138 0,354
4 0,134 0,229 0,075 0,134 0,075 0,353
5 0,153 0,089 0,058 0,274 0,153 0,274
W 0,178 0,202 0,075 0,134 0,138 0,273

The level of estimates consistency is 0,3, which satisfies the requirements. BLISS algorithm has
a level 0,763, XMSS - 0,237 after conducting estimates.

In the table 13 is given the result of determining weight indices of encryption mechanisms in
cloud environment.

Table 13 — The encryption weights indices for cryptography in the cloud

Criteria 1 2 3 4 5 6
1 0,319 0,068 0,068 0,182 0,182 0,182
2 0,233 0,055 0,082 0,164 0,233 0,233
3 0,329 0,064 0,107 0,107 0,196 0,196
4 0,243 0,056 0,084 0,135 0,242 0,242
5 0,246 0,062 0,062 0,140 0,246 0,246
W 0,274 0,061 0,081 0,146 0,220 0,220

The level of estimates consistency is 0,3, which satisfies the requirements. NTRU algorithm has
a level 0,685, Jao-Sukharev — 0,315 after conducting estimates.

9 Conclusions

1. In comparing post quantum algorithms it is proposed to use the system of unconditional and
conditional partial and integral criteria. To unconditional criteria will refer those criteria,
which fulfillment is mandatory for cryptographic primitive, that is unconditional. Conditional
is called criteria, which performance for any ES is carried out by only defined condition.

2. The researches results are showed, that as the main criterion for integral estimation can be
recommended to use the integral unconditional criterion, that is derived based on partial un-
conditional criteria. If at least one partial criterion does not meet conditions, then this ES is re-
jected.

3. To determine the integral conditional criterion regarding ES standard is possible to use several
methods, such as: analytic hierarchy process based on pairwise comparisons and method of
determining weight indices.

4. Conducted analysis and studies allowed to compare the properties of selected estimation
methods, and to identify the advantages and disadvantages of each method. To obtain the final
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result by this method, it is necessary to multiply the level 1 priorities vector and acquired val-
ues level 1 matrix, and ranging obtained numerical values from the highest to the lowest.

5. In post quantum period as the basic model infringer can be considered a quantum computer,
and as the basic model of threats — methods and algorithms of quantum cryptanalysis.

6. Table 9 shows general characteristics of mathematical apparatus, on which ES mechanisms
are based. Tables 12 and 13 are shown the results of weight indices determination according
to expert estimates for post quantum crypto primitives that are presented in Table 11.

7. In general, according to the results of the comparative analysis we can conclude, that the best
choice among all candidates is the choice of algorithms that use lattices. The disadvantage of
these algorithms is that according to recent studies, these algorithms have reduced complexity
for quantum attack "meeting in the middle", but this complexity is satisfactory for minimal
requirements. So these algorithms are the best choice for the transitional period, which will
give the time with sustainable algorithms to search the further improve decisions of these al-
gorithms, or search of other options.
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