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Abstract. The classic methodological approaches to the determination of channel capacity have been considered. The
contradiction between analytical and geometric definitions of maximum achievable transmission rate has been
shown. Objectivity of maximum likelihood rule usage in low-quality channels with low signal/noise ratio has been
analyzed. The correct formulation of the mathematical and physical content of channel capacity has been made. In-
variance of capacity to a noise distribution in continuous channels has been proved. The main causes of the crisis in
the development of information transmission theories have been indicated.

Keywords: differential entropy, channel capacity, maximum likelihood rule, uncertainty sphere, random encoding.

Introduction and problem formulation

Currently, the definitions of fundamental limits of speed, reliability of data transmission, channel
capacity, value of signal/noise ratio, as the key indicator of predicted communication quality, have
become the most extensively used categories in communication theory and its applications. The
works of Kotelnikov [1] and Shannon [2], published in 19461948, are considered to be the discov-
ery of the fundamental laws of compression, data transmission and marks the birth of information
theory in its modern sense. The theory based on the deep intersection with probability theory, statis-
tics, computer science and other fields of knowledge was the basis for the development of commu-
nications, data storage and processing, and other information technologies.

This theory can be defined as a science dealing with the study and optimization of information
encoding/decoding algorithms in order to create economical and reliable ways of its transmission
through communication channels and its memory storage. The theory has arisen from the needs of
radio, radar, telephone, television and computer technology, and is the theoretical base for the con-
struction of communication systems. This theory focuses on the problem of optimal (in terms of
speed, reliability and efficiency) usage of available technical devices for transmission, transfor-
mation, distribution and storage of information. At present, by the depth and amount of the re-
searches, information theory can be matched with many branches of mathematical physics.

Undoubtedly, the main category of modern information theory is the concept of noisy channel
capacity defined by Shannon [2,6]. According to his interpretation, capacity is a boundary of the
data transmission rate, which cannot be exceeded with any encoding/decoding methods under any
high level of transmission reliability, but it can be approached arbitrarily close to by choosing the
proper methods of encoding and decoding. Channel capacity was expressed in statistical terms by
introducing mathematical characteristic of the joint probability distribution of two random varia-
bles, called the amount of information. It is equal to the maximum amount of information in the
signal at the channel output relative to the signal at its input, where the maximum is taken over all
probability distributions of the input signal. The amount of information, in its turn, is expressed
through another value, which has long been used in thermodynamics — the entropy, and represents
the difference between the entropy of the channel output signal and the conditional entropy, if the
input signal is known. Methodological role of capacity is extremely high in information theory, be-
cause it is not only the basis for the coding theorem stated by Shannon, but also is instrumental in
proving the majority of other fundamental theorems and the existing limits.

© Rassomakhin S., 2016 5
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Despite the undeniable achievements in information theory, it has been criticized recently. The
reason for this is not only a lack of practicality and constructiveness in various statements of theo-
rems but, moreover, the theory development crisis is manifesting. Visible technological progress in
communication services cannot hide the absence of significant increase in specific efficiency of tel-
ecommunication equipment. The channel and physical layer protocols of information transmission
system (ITS) are rather expensive. Error correcting codes, which have history of theoretical and ex-
perimental studies that amounts to more than 70 years, almost are not used in practice. The reason is
not only the computational complexity of constructing and decoding cumbersome constructions in
high-speed channels, but also the unacceptability of substantial residual amount of erroneous decod-
ing probability for a transmission of data and program texts. It can be said without exaggeration that
the specific efficiency of telecommunications has not changed since the twenties of the last century.
The development of technique and communication technology is purely extensive. Performance
improvement is achieved mostly by the development of transceiver technological base, as well as
the bandwidth expansion and transmitter power (which, actually, determines the mathematical defi-
nition of capacity). It has negative moral, material and ecological effects. The problem of electro-
magnetic compatibility is becoming all the more essential. Overloaded traditional radio frequency
ranges and a small bandwidth of metallic communication lines have forced switch to the optical
range (however its potential is not infinite). As a result, ITS has become less reliable and more ex-
pensive. Mobile technology is not undergoing radical changes, but only extensive modifications.
Geostationary orbit of communication satellites is approaching the saturation limit. The increase in
demand rate for communication services is exceeding the rate of ITS performance increment. This
serves as a testament of the explicit crisis in the theory and practice of data transmission system
construction.

The purpose of this work is to reveal three main causes of the crisis — the errors embodied in the
"base™ of information theory which are the root cause of its evolution dead end, in particular:

- proving obvious methodological errors in the existing definitions of continuous channels capac-
ity;

- justifying incorrectness of the statement that capacity is the limit of attainable rates for any con-
tinuous channel models;

- «debunking" the view that the decision-making based on maximum likelihood rule is the best
way to estimate noisy channel output state at low signal/noise ratio.

Undoubtedly, the issues being considered can be seen as debatable, especially out of context of
newly obtained scientific results which are not the subject of this work and are waiting for being
published. This paper should be considered as the motivations for searching fundamentally new so-
lutions in the mathematical theory of communication, which correspond to the true physical content
of information transmission process.

1 The differential entropy of continuous distributions and analytical determination of
Gaussian channel capacity

Considering the work’s subject, at first let’s pay attention to some well-known facts. The first
definition of the capacity of discrete binary channel without memory with symmetric transition
graph determined by the error probability po, is given in [2], and uses statistical measure of uncer-
tainty of discrete choice, called entropy:

C=V~rgw(z;1(>)<{H(X)—H(X|Y)}, @)

where X, Y —the messages at the input and output of a noisy channel; P(X)={p(0),p(1)} — prob-

ability distribution of binary alphabet symbol; Vv — the number of binary symbols transmitted
through the channel per second;

H(X)=~{p(0)log[p(0)]+p(1)log[p(1)]} @
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— the entropy (uncertainty) of a binary message source (if information is measured in bits — loga-
rithm base equals two);

H(X|Y)=—{po log[po]+(1—py )log[1-p, ]} @3)

— the channel unreliability — the entropy (uncertainty) of noise. If the channel quality specified by
the parameter poy, s known, maximum (1) is achieved with equiprobable source symbols

p(0)=p(1)=1/2 and amounts to:
C=V[1-H(X|Y)]. 4)

The definition 1, =C/V is often used for calculating the average amount of information, which

a single binary symbol on the output of a discrete noisy channel contains. It is particularly used in
assessing the index of specific effectiveness of ITS [3].

The equation (4) has been generalized for the case of non-binary channel without memory (see,
for example, [4,10]). By now, in addition to the above cases for discrete channel models, analytical
definitions of channel capacity with erasing and some "exotic" examples of asymmetric transition
graphs discussed by C. Shannon in his original paper [2] are known.

By itself, any discrete channel model is a kind of an add-on to the model of continuous (in time
and level) channel. The equations (1)-(4) are objectively understandable, are clear from the physical
and mathematical point of view and will not be discussed further. They need to be considered in
order to keep track of the continuity of the methodological approach used by Shannon for an analyt-
ic derivation of the continuous channel capacity equation. The class of continuous channels with
defined capacity is narrowed to "Gaussian" [2, 5, 7, 8] in the current paradigm. Its incorrectness will
be shown below.

For a continuous source, when the messages are selected from the infinite set, Shannon, follow-
ing the logic of (1)-(4), introduces the concept of the entropy of a continuous distribution (often re-
ferred to as the differential entropy):

0

H(X)=— [ f(x)log[f(x)]dx, (5)

where f (x) — the probability density function (PDF) of continuous random variable x. According-

ly, the joint and conditional entropy of two statistically related random arguments which determine
the input and output of a continuous channel are given by:

H(X,Y)= I j x,y)log[ f(x,y)|dx dy; (6)
0 © ,y):|
YX f xy Iog ——= |dx dy. (7)
) Uw { f(y)

The main properties of the entropy of the continuous case (5) include the following:

1) for a given constraint on the average power o2 of the continuous process centered relatively
to zero, the entropy (5) is maximal if this process is Gaussian, i.e.

1 X2
()= | 5] ®
in this case T(z;g((H(x)) =log2nec? ; (9)

2) unlike Shannon’s discrete definition (5) — (9) [see. 2] the differential entropy measurement is
relative to the given coordinate system, i.e., it is not absolute. This means that when the argument of
the logarithm after calculating the integrals is less than unity, the differential entropy (5) — (8) can
take on negative values! Such computing subjectivism has no a sensible physical interpretation till
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now, and therefore, in most cases, simply is suppressed. Although Shannon tried to justify this fact
asserting that, the possibility of negative differential entropy notwithstanding, the sum or the differ-
ence between two definitions of entropy is always positive [2]. However, such justification does not
prevent the collapse, which will be shown below in the analytical determination of capacity by av-
erage mutual information (ratio of differential entropy).

In a continuous channel, the input source signals x(t) are continuous functions of time, and the
output signals — y(t)=x(t)+&(t) are their implementations distorted by summing them with

noise. The noise implementations &(t) are also a continuous function of time. Continuous channel

capacity is defined in [2] as the maximum (over all possible input distributions) of the function
which essentially similar to the expression (1):
1

C= T(ZFT rp&;({H(Y) H(Y|X)}j , (10)
where F — the frequency band which restricts the channel; T — duration of channel output observa-
tion; 2FT — number of degrees of freedom, defined on the duration T, as the number of independent
measurements of function with a limited spectrum, defined by the sampling theorem [1,2]. In the
formula (10) H(Y) — denotes the channel output entropy, and conditional entropy H(Y! X) defined
by the expression (7). The difference, the maximum of which is sought in (10), is usually referred to
as the average mutual information between the input and output per one channel usage:

1(X,Y)=H(Y)-H(Y|X)= j _[f x,y)log () 38/) (11)
Then for one channel usage: o
C= rfn(a;({I(X,Y)}. (12)

It is convenient to consider the relationship of Shannon’s information definitions for a continu-
ous channel using the Venn diagram, shown in Fig. 1.

I(X,Y)
H(X|Y) T

H(Y[X)

H(X) < AR 1 (v)

H(X,Y)
Fig. 1 — Relationship definitions of entropy for continuous channel

Therefore, the capacity of a continuous channel where noise is additive and not statistically asso-
ciated with the signal, per one dimension equals the maximum of average mutual information for all
variants of input distributions. [2,4,7,8] state that

C=2F-maxi{H(Y)-H , 13
nax{H(Y)-H(&)} (13)
WhereH(é) — the noise entropy. The theorem 16 in [2] postulates that when noise and signal are

independent and additively interactive, the data transmission rate per one channel usage equals the
difference between the channel output entropy and noise entropy:
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R=H(Y)-H(&), (14)

accordingly

C:rlqi\;({R}. (15)

The formulas (10), (12), (13) and (15) represent, in fact, various ways of defining the same phys-
ical magnitude for different types of measurements (total or per one channel usage). Let’s continue
the reasoning for the Gaussian channel in accordance with the logic of the presentation in [2], which
is traditionally used in textbooks and monographs on information theory:

H(&)= log</2neN | (16)

where N — the noise power. To maximize the rate, based on the properties (9), it is necessary to
require that the source distribution is to be also Gaussian with the power S:

H(X)=log/27eS . (17)

Since signal and noise are not linked statistically, due to the stability of normal distribution to the
composition of any number of summable random variables [9], the distribution of their sum will be

also normal with a total power which equals (S+N)

H(Y)= Iog1/2ne(8+ N). (18)

As a result, we arrive at the well-known formula

C=F] log(2ne(S+N))-log(2neN) | (19)

or C=F Iog( (20)

S+Nj
It should be noted that the distribution of channel output is to be normal in the only case, when
both signal and noise are Gaussian. The formula (20) being derived, only the signal and noise
probability density functions has been used, and the methods of information receiving have not
been mentioned, thereby this formula is referred to as "Capacity of Gaussian channel” [2-8].
Now let’s focus on a strange behavior of the component analytical determination (19). To do

this, we should recall that the minuend is the channel output entropy H(Y), and the subtrahend is
the noise entropy H(&). What happens to the value C in case of the noise power decrease? It fol-

lows from (20) that if F>0 then ’llimOC =o0. At the same time the formula (19) shows that the ca-
—>
pacity increases indefinitely not due to the growth channel output entropy (which, on the contrary,

decreases), but due to the fact that the noise entropy (the subtrahend in (19)) tends to minus infinity:
' =—o0. 21
I im H (&)=-o (21)

This observation contradicts the physical meaning which is inherent in the definition of the dif-

ference (14). This change in the sign and adding of the subtrahend to the output entropy occurs al-
ready at "weak" noise: N < (Zne)_l. It is difficult to understand the physical meaning of this phe-
nomenon. Although in the form (20) the capacity formula shows the monotonicity of the function
C(N) at N —0, that allows to explain this phenomenon by the difference between determining
differential and discrete entropy, noted earlier. However, due to the lack of a clear physical interpre-
tation of this phenomenon, correctness of the analytical derivation of capacity by using the concepts
of the differential entropy and the average mutual information is doubtful.
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As we will see later, attributing to this formula the ability to determine the upper limit of data
transmission rates for the Gaussian channel is even more doubtful.

2 Geometric definition of capacity

After the publication of his work [2], a year later Shannon published a paper [6], which provides
another method for determining capacity based on multi-dimensional geometric construction of the
signal and noise space, represented in the "flat" image in Fig. 2. Any implementation of a continu-
ous random signal, which has duration T, and which frequency spectrum is limited to F, is repre-
sented as a point in n = 2FT - dimensional space. If the transmission system is “good”, those points
— S; are uniformly distributed within the hyper sphere with the radius determined by the average
signal power and the dimension of the space

s ~/nS (22)
and volume V ~ L(ﬁ)n , (23)

ST r(n/2+1)
where T'(n/2+1) — gamma function. For uniform distribution of signal points, an arbitrary choice
ofn coordinates — random variables with zero mean and variance, which equalsS can be used.
Providing the dimensions of space n increase unlimitedly, the distribution of points will monoto-
nously approach the uniform. This asymptotic property of uniformity is the basis for the construc-
tion of random codes, almost any of which is "good"” [7]. The random signal realization is a channel
form of a codeword of a random code and can be obtained by two following ways:

21 sin(2nF(t—i-At))

S(t) = zoj S —— (i) At=1/(2F); (24)
2FT _ i i
S(t) = é {sz(il) sin (2nF?j +S(i_1)+1 COS (ZRF?} . (25)

The formula (24) is an expansion of a random signal in the basis of the sinc -functions and has a
continuous spectrum effectively bounded by the frequency F.

Fig. 2 — The geometric representation of the information transmission system space

10
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For (25) the Fourier expansion in the orthogonal (on the interval T), harmonic basis is used.
Thereby the realization S(t) is periodic on T, and if it is repeated indefinitely, it will have a discrete
spectrum bounded above by F, non-zero measurements of which are arranged with a frequency step
of T.

Both methods (24) and (25) may be used in the description of capacity attainment by means of
coding given by Shannon in [2] (quoting 1): «...Let m = 2* samples of white noise be constructed,
each of duration T. These are assigned binary numbers from 0 to m-1. At the transmitter, the mes-
sage sequences are broken up into groups of k and for each group the corresponding noise sample
is transmitted as the signal. At the receiver the m samples are known and the actual received signal
(perturbed by noise) is compared with each of them. The sample which has the least R.M.S. dis-
crepancy from the received signal is chosen as the transmitted signal and the corresponding binary
number reconstructed. This process amounts to choosing the most probable (a posteriori) signal...».
The formulas (24) and (25) in conjunction with the above quote is a description of the process of
construction and decoding of a random code, where the decoding is performed according to the
rule, which is traditionally called the Rule of Maximum Likelihood (MLR). With an unlimited in-
crease in the length of the code block (synchronous increase parameters k and n =2TF), if a noise
IS not too large, the probability of an error in the received codeword can be arbitrarily small. Thus,
the geometric definition of capacity is the highest attainable rate of an arbitrary code which is de-
coded with the MLR and an arbitrarily low unreliability is provided.

In the geometric interpretation of the best code (Fig.2), the point son channel output,

Sivi e[O,m—l], which correspond to the transmitted code words, are displaced under the influence
of Gaussian noise within the spheres of uncertainty with the radius

fy ~~NN (26)

and the volume

Jr’ (VN)". @7)

Vyr———
N r(n/2+2)
In accordance with the law of large numbers, when n increases, the probability of finding the dis-

placed points outside the sphere with the radius ry +s/ Jn tends to zero (e — an arbitrary small val-

ue). Spheres of uncertainty become more delineated. Shannon compares them with regular billiard
balls [2,6,8]. Since the signals of codewords and noise do not depend on each other, the total radius
of hyper spherical space, which contains m spheres of uncertainty, is characterized by the radius
and volume:

rsn = 4/N(S+N), (28)

Ve z%(ﬂ/n(&r N)) (29)

With n - and s/Jﬁ—)O we can determine the maximum amount of non-overlapping spheres,
which can be packed in the volume Vg, , in such a way that there is practically no empty space
between them:

FT

(30)

S+Nn_JS+N2
N N

Mc = Vsin/Vn :\/

Let’s recall that, if codewords are constructed in accordance with the rules (24) or (25), 2FT =n —
the dimension of geometrical code space. Finding the logarithm (30) and averaging over the time T
gives the maximum achievable code rate, or (according to the modern information theory) — chan-
nel capacity:

11
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N 31)

The results of (20) and (31) are the same apparently; allegedly it confirms the definition of Cas
the maximum achievable information rate in a channel with an additive noise and arbitrarily small
unreliability. However, it should be noted, that according to the logic of the formulae derivation
(31), (and of the quote discussed above as well), the value C is the limit rate of the best code, when
the Maximum Likelihood Rule is used in decoding. If this was not true, and the receiver would not
need to store samples of the signal realization segments in its memory in order to use them in the
MLR comparisons (as it is described in the above quote from [2]) and when N >S, it would be suf-
ficient to switch to the noise receiving (would there be any difference which of these two processes
could be reliably distinguished from their mix?), in order to compensate the noise in the output mix-
ture of the channel. We can refer to [8] or other works, which consider the physical and mathemati-
cal meaning of capacity, and see, that the value C, in the theorems proved by the author, is strictly
an upper limit of rates for the codes in the Gaussian channel when the MLR is used, but not for the
Gaussian channel itself, transmission and signal processing method notwithstanding. In the prevail-
ing views on information theory there is no difference between these two concepts, because in the
scheme of ITS, introduced by Shannon [2], the channel’s encoder and decoder are present by de-
fault. The possibility to build an effective ITS, which does not use coding, is not considered at all!
This contradicts the practical observation, noted in the introduction, that the error-correction codes
are hardly used in the systems where mistakes are not allowed. To answer the question: what the
value C denotes: just the upper limit rate of information transmission over a channel with additive
noise or the upper limit data transmission rate over the channel when the MLR is used for encoding
and decoding (unreliability is arbitrarily low in any case), let’s turn to the analysis of mathematical
and logical correctness of the reasoning used in the derivation of the formulas (20) and (31). For an
objective analysis we need to change the conditions for which the formulas (20) and (31) have been
obtained, i.e. consider the channel models different from the Gaussian one.

C:%IogmC =F Iog(SJrNJ.

3 Comparison of the analytical and geometric definitions of capacity for
non-Gaussian channel

Let’s consider the following model of a continuous channel with the bandwidth limited value F,
(where F - the frequency band which restricts the channel)and additive, stationary and signal-
independent noise. Let the signal be Gaussian process with the probability density function:

1 x?
fi(X)=——exp| - — |, 32
)= 7ors p[ sz @)
with the mathematical expectation and variance
M[x]=0, D[x]=S. (33)

The entropy of the signal is determined by the expression (17). The noise in the channel adds a
random error to any signal measurement. This error has a uniform probability density in the range

of {—E,E}, a>0:
2 2

1/a, npu ye[-a/2,a/2];
fz(y = (34)
0, mpu |y|>a/2.
The corresponding numeric characteristics of distribution (34) are:
M(y)=0, D[y]=N=a%/12. (35)

12
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The entropy of the noise is defined by the value:
H(N)=loga. (36)
In some cases, the exposure of the quantizer of level signal when it is measured with the values
of the sampling interval At=1/2F and the limited (greater than zero) value a (the quantization step)
can be described with such a noise model [3].
By the theorem 18 in [2] Shannon defines the limits of the capacity value for arbitrary non-

Gaussian channel in the following form:

S+lecsFlogS:‘N, (37)

1 1
Where N; — an entropy power, i.e., the power of equivalent Gaussian noise which has the same en-
tropy as the original non-Gaussian noise do. For this model, we can calculate the entropy power by
equating the values (16) and (36):

Flog

12

Now let’s calculate the capacity of the channel described, using an analytical approach (11) —
(14). The channel output entropy, in this case, is the differential entropy of the process, which ob-
tained by adding two independent processes:

—normal (signal) - with a mathematical expectation and variance (33);
— uniform (noise) - with a mathematical expectation and variance (35).
To calculate the entropy of the output channel H(Y) it is necessary to define the probability density
function of the overall process f(y). The function, in this case, will be a composition of two distribu-
tions [9]:
f(z)= [ fi(w)f,(z-w)dw. (39)

Using (32) and (34) in (39) makes it possible to write:
2 w2 [—(z=w) 1 a+2z a-2z
f(z)_;[/zg[(ZnS) exp(T dw = z[erf(\/ﬁj+erf(\/ﬁﬂ, (40)

“dt .

where erf (A

A
2
=L
I
Due to the independence of those two processes, numerical characteristics of the composition
(40) are:

M[z]=M[x]+M[y]=0; D[z]=D[x]+D[y]=S+N. (41)

The distribution (40) is not Gaussian, although is very similar to it. To make a comparison, Fig. 3
shows the probability density function (PDF) (40) and the similar PDF of the equipotent centered
Gaussian process with the normalized dispersions a = 2\/§; S=N=1.

Naturally, values of the differential entropy computed for PDF composition of two normal pro-
cesses (formula (18)) and for the PDF composition of the case considered, are very similar as well.
For example, for the values of numerical characteristics shown in Fig. 3 in (18) we have:

H(Y)=log+/2me-2 =2,547.

Calculation of the entropy of the distribution (40) yields:

13
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H'(Y)=— [ f(z)logf (z)dz = 2,544,
I.e., the entropy of the channel output with a uniform noise almost coincides with similar entropy of
the Gaussian channel but it remains a bit smaller

H(Y)~H'(Y). (42)
f(z) . ‘
S8« Gaussian
/ \ PDF

02— PDF

form :
0.1

0 z
-4 -2 0 2 4

Fig. 3 — Comparison of Gaussian and composite PDFs

This result is a natural consequence of the central limit theorem of the probability theory [9]. We
can write the expression for the analytical calculation of the capacity per one usage of this channel
which has a uniform PDF of noise in the following form:

C'=H'(Y)-logv12-N, (43)

where value N determined by the formula (35).
The comparison of value (43) with the capacity per one usage of Gaussian channel, derived from
(19), under the same energy conditions, gives

o H'(Y)-log~12-N
C log \[2ne(S+ N)—log+/2neN '
Example 1 For the case of equipotent signal and noise S=N=1, considered for the PDF in Fig. 3,

we have:
— the entropy power determined in (38) N, =0,703;
— the boundaries (37) defined by Shannon 0,638<C’'<0,755;
— the actual value calculated from (43) C'~0,751;
— the Gaussian channel capacity, defined by the expression (19) under equivalent energy condi-

(44)

tions
C=0,5;
— the ratio of capacities, which defined by (44)
C'/C=1,502.

The conclusion: the results of an analytical entropic definition of channel capacity with uniform-
ly distributed noise lead to the following statement:

14
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The channel capacity with uniformly distributed noise half as much again as the

. i . . i 4
Gaussian channel capacity calculated for equipotent signal and noise! (4)

Now let’s use the geometric method, discussed in Sec. 2, to determine channel capacity with uni-
formly distributed noise. To that end, we compare the geometric representation and the characteris-
tics of uncertainty spheres of (Fig. 2), within which the signal points are shifted by the action of
normal and uniform noise. Let’s introduce the concept of normalized (to the dimension of the signal
space n) displacement of a signal point under the influence of noise:

W2
— for Gaussian noise r :(EZE)niZ] ; (46)
Nz
— for uniformly distributed noise
1, L)
3 :(—Zauin ; (47)
Nz

where &n;, &u;, ie[Ln] - random value i -th coordinates of additive noise for a normal and uni-
form noise respectively. The probability distribution densities of these quantities are determined by

the formulas
2
f(en)= JZtr_NeXp{_ ilN] @8)

1/V12'N, npu E_,ue[—«fS-N,«fS-N};
0, npu |§n|>x/3-N.

Normalized radii of uncertainty spheres a and Efor two noise distributions, under considera-

f(Eu)= (49)

tion, are determined by the mathematical expectation of random variables (46) and (47), which are
the functions of random summands having the PDF (48) and (49), and "delineation degree™ of the

spheres determined by their dispersion D[r,] u D[r,]. The analytical result for normal noise is

known [9]:
o B2
D[r,]= N{lﬂr(”;lj/r[gﬂz} (51)

Analytical calculation of similar numerical characteristics for the uniformly distributed noise r,
and D[ru] is difficult because a multidimensional compositional PDF of a random variable (47) is a

discontinuous (piecewise-linear) function. Therefore, these characteristics have been calculated by a
statistical model. The results of the analytical and statistical research of the characteristics of uncer-
tainty spheres for a normal and uniform distribution of the noise coordinates are illustrated in
Fig. 4-6. The results are expectable due to the law of large numbers. Fig. 4 shows the "virtual”
cross-sections by the plane of the multidimensional picture of the displacement points for a normal
(left) and uniform (right) distribution of noise coordinates, and calculated for three different values
of space dimension at the number of tests equal 10°. The images of the cross-sections of the spheres
are obtained under the even noise power (equals 1) and are normalized per space dimension for
convenient comparison.
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n-DJr] The main conclusions from the
results of the statistical experiment
and analysis of the illustrations are
___________________ N following:

wdn s 2 1) the spheres of normal and uni-
- —11*D[r ] form noise hav_(_a approxmately
' 5 equal average radii, while the value

r, tends to limiting and normal-

] M - ized value slightly faster than E

5 This phenomenon is illustrated in

Fig. 5;
2) the dispersion of scattering of
n the radius values for the sphere of
10 20 30 40 50 uniform noise is smaller than the
dispersion for the sphere of normal

Fig. 6 — The dispersion of the radii of uncertainty spheres noise (the contours of the spheres on

for the normal and uniform noise as a function of the right is more defined), and cal-
the dimension of space culations yield the following limit

ratio:

0.2

r!i_r)?O(D[rn]/D[ru]):Z,S, (52)

i.e., the effective width of the "ring" of scattering for uniformly distributed noise less, on average, in
J2,5 times(practically, in any space dimension n), than the same parameter for normal noise.

Limiting absolute values of the dispersions for the radii of the spheres are:
lim {n-D[r, ]} =N/2, lim {n-D[r, J{ =N/5. (53)

This phenomenon is illustrated by the graphs in Fig. 6 for N =1. For the normally distributed noise,
the absolute dispersion of the radius increases and tends to the limit value "from below", but for
uniformly distributed noise it decreases and tends to the limit value (53) "from above". Finally, we
can draw the main and obvious conclusion:
3) the average radii of the uncertainty spheres for the types of the noise PDF under consideration
coincide asymptotically:
limr. =limr,=+/n-N. (54)
N—o0 N—o0
This result is a consequence of the law of large numbers. Of course, it can be generalized for any
kind of centered PDF of signal and noise, i.e. for any continuous channel with additive noise, which
are not statistically associated with signal. The parameters of the geometrical representations of ITS
at n — oo are affected only by the average power values of continuous signal and noise, but not the
type of their distribution!
For similar reasons, the radius of the hyper sphere on non-Gaussian channel output space also
coincides with the value determined by the expression (29), then using (27), (29) and (30) we arrive
S+N

at the same value of channel capacity with uniformly distributed noise: C'=C =Flog , Which

contradicts the definition (43) and the statement (45). Thus, two Shannon’s works [2] and [6] pub-
lished at one year interval contradict each other when being applied to a non-Gaussian channel. To
the question "which of two methods of determining the capacity, the analytical (entropic) or geo-
metrical, is correct?” — there is the definite answer: the geometrical one. The correctness of the ge-
ometrical approach can easily be verified by the statistical modeling of a random code [12]. Analytical
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method gives the result which coincides with the result of the geometrical method in the only case
when signal and noise are Gaussian processes. It's just a coincidence which can be explained by the
properties of normal distribution, which has a special significance in the theory of probability and
stochastic processes. Due to the mentioned reasons, the methodology of using “entropic power" and
the boundaries defined by (37) are not correct.

The results of the analysis for both non-Gaussian and Gaussian channels (as, indeed, for any oth-
er model) have shown that these channels have the same capacity C=C', the value of which de-
pends only on the signal/noise ratio and the channel bandwidth. Therefore, the definition of C (20)
as the limit of information transmission rate in a Gaussian channel with additive noise is not correct,
to say the least.

The true physical meaning of capacity in the geometric derivation is to determine the maximum
of information transmission rate through a channel with any kind of additive noise when the chan-
nel encoding and the maximum likelihood rule in decoding are used.

Consequently, capacity is not a channel characteristic, it is the natural limit which arises for any
continuous channel model, as soon as we decide to use the encoding of information (in the sense of
making the decision according to the results of the comparison between the channel output and the
known samples of valid signal realization). As a result, it is necessary to partition the signal space at
the channel output into the fields of "similarity” which, in fact, are the spheres of uncertainty in the
geometric representation in Fig. 2. These fields will not overlap as long as the noise power at a
fixed transmitter power budget does not exceed a permissible value. This value does define the so-
called capacity (actually, the limit rate of the best achievable code). The dominant axiomatic inevi-
tability of code usage and the decision-making process based on the “the greatest similarity"” princi-
ple are the source of fundamental limitations in the existing information theory paradigm. In other
words, the scant achievements of the modern information transmission theory are the consequence
of invariable usage of the so-called maximum likelihood rule.

In conclusion of this section we’d like to present some considerations as an additional argument
for proving the incorrectness of the existing analytical definition of capacity as the maximum aver-
age mutual information, considered in Sec. 1. In the quotation from [2] (see Sec. 2), decoding is

considered as the process of comparing the noise sample with one of M = 2% combinations of the
source symbols. Therefore, obviously, the entropy of that sample can be defined correctly not by the
formula (17), but as the uncertainty of discrete choice (according to the principle (2)), i.e.

H(X)=log2" =k. (55)

Therefore, it is this definition that should be used in the calculations (17) — (20). This leads to the
another collapse, because in the same expression two different definitions of the entropy (for the
discrete and the continuous choice) will be present which, according to Shannon, exist in different
measurement systems.

4 The rule of maximum likelihood

Cramer Theorem (1740):

“There is no other method of treatment of the experimental results,
which would give a better approximation to the truth than the maxi-
mum likelihood method.”

The name of the rule (method) - the Maximum Likelihood Rule (MLR) is appropriate to its role
in the statistical estimation of the random experience realizations and the decision-making processes
under conditions of multiple-hypothesis. Modern information transmission paradigm in all known
practical applications deals with the decision-making process concerning the noisy channel output
state under the conditions of equiprobable hypotheses, i.e. all the source messages are assumed to
be equally probable, and the effect of noise in the channel on them is assumed to be same (symmet-
ric). This explains why other statistical methods and decision-making criteria are no alternative to
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the MLR. Without much exaggeration we can say that the rule of maximum likelihood came to the
statistical theory of communication from our life experience. We always try to hear the phrase in a
disturbing noise or to recognize the object in low visibility conditions, subconsciously using the al-
gorithm: "what (known to us) does it most look like?" This explains why the usage of the MLR in
all standard applications of the information transmission theory is axiomatic.

The quotation from [2], which has been already referred to (see Sec. 2 of this paper), reflects the
justifiable (taking into consideration our physiological experience) opinion of Shannon that the de-
coder on the channel output has to make a decision on the received codeword (signal) by comparing
the proximity (in the mean square sense) of the received sample of a random process at the channel
output with the samples available to the receiver.

The same approach can be observed in the description of the ideal (according to Kotelnikov) re-
ceiver for the non-coded modulation [1] (quotation 2): «... we assume that, depending on the total
oscillation y(t), which affects the receiver input, it is certain to reproduce one of the possible mes-

sage values S;(t),...,Sy (t). ... Obviously ... full range of possible values y(t) can be divided in-

to mnon-overlapping areas. ... The correct messages will be reproduced more or less frequently
according to the configuration of the areas determined by the receiver. ... We will call the receiver
the ideal one when it is characterized by such (correctly selected) areas and thereby gives the mini-
mum number of incorrectly reproduced messages when noise is applied».

Consequently, the basic postulate of the modern theory of potential noise immunity [1], as well
as the error-correcting coding theory [2], is the rule of processing noisy signals (codes) based on the
maximum likelihood (or the maximum similarity), which is used by the authors as the foundation
for the further theories.

If the values of apriority probabilities of source messages are the same, the mathematical formu-
lation of the MLR in the selection of k -th hypothesis from malternatives is following:

f(Scly)
f(Sily)

where f(Si |y) — the likelihood function recorded for message S;. The problem of finding the most

>1, for all ie[Lm], i=k, (56)

reliable solution comes to maximizing the likelihood function, and, in some cases, may have an ana-
Iytical (non-exhaustive search) resolution based on methods of finding the extremum known from
the mathematical analysis. In cases for a continuous channel (see the quotations 1 and 2 above), the
likelihood function for the message S; on the duration T can be expressed via the Euclidean

(Hilbert) distance:
2 Y2
£(sly) {j[s y(t{]dt} . (57)

In accordance with the maximum likelihood (maximum similarity) principle, the hypothesis,
which has maximum of the function (57), is considered to be true [1,2]. Resorting to such a rule, we
automatically introduce a limit on the permissible intensity of noise, i.e. we limit from below S/N
ratio at which the output signal point will not be outside its own area of similarity. This process
originates all the basic statements and, so-called, the fundamental limits of information transmission
theory. These limits (the most important of which is, undoubtedly, channel capacity) are extremely
rigid, unfortunately, and that is the reason for the scant achievements of the information transmis-
sion theory.

What is the value of probability P, which describes the similarity of the process at the channel
output to the true transmitted message at the low S/N ratio? The answer is obvious — it is very
small. Let assume that the channel alphabet allows you to send m different messages that may ap-
pear with an equal regularity. Then, for the fixed signal power S and increasing of noise power N it
IS true that:

limP=m™; limP=0. (58)

N—o0 m—o
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With any heavy noise (if the rate is higher than channel capacity) the process at a channel output
with high probability is not similar to the true transmitted message, since its representing point is
equally likely to be in the area of similarity of almost any of the m possible messages. When signal
points in n-dimensional space are packed most densely [11], the number of uncertainty spheres,
which are adjacent to the similarity sphere of the true transmitted signal may be too large. It does
not allow to create a multi-dimensional ordered manipulation codes (such as Gray code), which
minimize the number of distorted binary symbols at errors of the true message transformation to the
nearest to it in the ITS space. For example, at n=24 there is the densest packing based on the
Leech lattice and built with the Golay binary code [10, 11], in which the surface of one sphere is

adjoined by 196560 surrounding spheres. If on the basis of this lattice any redundant (24, k) -codes

with k=1,2,...,18, are constructed, it will be possible to provide mutual equidistance between all
signal (code) points. Even if channel capacity is exceeded insignificantly (small overlapping of the
uncertainty spheres), reception of any codeword on the channel output on the basis of MLR is al-
most equiprobable and practically independent from the transmitted word (message). In such condi-
tions maximum likelihood rule usage certainly leads to an error in the reception. Therefore, there is
a paradox and contradiction: on the one hand, MLR is the best way to receive, which minimizes the
probability of errors at a low noise; on the other hand — the rule itself is the cause of limitations on
the permissible rate and/or noise power. Can the decision-making rule be modified when we use
encoding and probabilistic estimation of the channel output state?

5 Can codes work without Maximum Likelihood Rule?

It is convenient to estimate the possibility of changing the decision rule, when the true message
IS not considered to be the closest one to the realization on the channel output, with the help of the
presentation of ITS space by Poisson field of points [12]. A random or ordered algebraic code being
constructed, its codebook (a plurality of signal points) forms a random (Poisson) field of the points
in a n-dimensional space, as following conditions are always satisfied:

1) at a fixed average power budget of the transmitter all the points of code words are placed in
the limited volume of the multidimensional space, and with increasing nthis placement asymptoti-
cally approaches a uniform (for random code) one, i.e. the density of the field of points is constant
throughout the volume of code space;

2) the probability of occurrence of an arbitrary number of points in any volume of space does
not depend on the quantity of points falling into any volumes which do not intersect the chosen one;

3) the probability of two or more points falling into the elementary volume is negligible in com-
parison with the probability of one point falling into it.

Let’s assume that the transmission rate in an arbitrary Gaussian channel exceeds its capacity. In
the geometrical representation it will lead to the mutual crossing of the uncertainty spheres which is
shown for the fragment of channel output space in Fig. 7. To simulate the situation let’s use the
known [9] analytical description of PDF ¢(A) of the random variable of the displacement under the

noise influence A:\/ﬁ-rn (here r, is determined by the formula (46)):

2A™ A?
‘P(A):r@w ool 3 9

The numerical characteristics ¢(A) are derived from (50), (51) as follows:
M[A]=+n-r,, D[A]=n-D[r,]. (60)

Let the message, which corresponds to the point 1,be transmitted over the channel under the
noise. Displacement caused by the noise is such that the point 2 is available for the receiver to ob-

serve at the channel output. Let’s also assume that value of displacement is A = (M[A]+6). Using
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the MLR in this situation will identify the point 3 (which is the closest one to the received point 2)
as true transmitted, which, obviously, leads to the error.

Let’s modify the decision-making rule as follows: taking the point 2 observed at the channel out-
put as the center and let’s reconstruct the surface of the sphere with the radius M[A] around it.
Then, checking all codebook points one by one we can identify the point which is the closest to this
surface. This point will be considered as true transmitted. In accordance with the rule described in
Fig. 7, the point 1 located at a distance & from the surface of the auxiliary sphere is the true transmit-
ted. This corresponds to the error-free receiver solution in this example. Let’s name this decision-
making rule the "Uncertainty Sphere Rule™ (USR). According to this rule, not the message, which is
the most similar one to the observed channel output realization, is considered to be the true, but the
message, which is the nearest one to the surface of the sphere with the radius M[A] drawn around
the observed output point.

Likelihood function of an arbitrary signal S; for the USR can be written in the form:
-1/2
f(sily)=|[[si()-y(t)dt—M[a?| . (61)
T

The signal having a maximum value of the function (61) is considered to be truly transmitted.
The described rule will lead to the error-free decision only on condition that the auxiliary sphere
around the received point (on the Fig. 7 — a point 2) has a radius which is exactly equal to the mag-
nitude of the noise displacement of the transmitted point, i.e. if the noise power added to the trans-
mitted signal (codeword) in a particular realization of the observed channel output is known pre-
cisely.

However, since it is impossible to know the exact power of the noise component in the particular
received realization of a signal-noise mixture, then the auxiliary sphere can be outlined only by a
radius which is equal to its mathematical expectation M[A]. This can lead to a wrong decision if any
other codebook point will occur in the layer (with the thickness of &) between two concentric

spheres with radii A =(M[A]+3) and M[A] (the hatched ring in Fig. 7).

On the basis of the Poisson field properties, the probability of a wrong decision can be calculated
as a function of S, N, n. The occurrence of at least one code point within the space between two

concentric spheres will lead to the error. For the Poisson field, the probability of this event is:
P(hA)=1-exp(-A(m)-V(4)), (62)
where A — a field density, containing m points:
A(m)=m/Vs,n; (63)
the value Vs, 1s defined by (29);

V(A) — the volume of a concentric layer around the auxiliary sphere:

Vs 7 [[MIAT a7} wheno<a<m[a) o
C(5+3) |{a"-M[aT'} when A >M[a].

Using (62) - (64) and averaging the result in accordance with the distribution (59) we can calcu-
late the probability of error in decoding by USR:

Py = [0(AP(1,4)da. (65)
0
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Fig. 7 — Geometric illustration the of uncertainty sphere rules (USR)

With the set values S, N and n, the number of signal points m¢ in the code space which corre-
sponds to the capacity is derived from (30), and the density of the field of points k(mc) is calculat-

ed by the formula (63). Introducing the coefficient o changes of the transmission rate per one
channel usage, we can model the situations, when the rate R exceeds the capacity C, which leads to
intercrossing uncertainty spheres:

R>C>R=a-Coa>1= m=(m¢)"; (66)

or, by contrast, does not reach the channel capacity (uncertainty spheres do not intersect having a
certain margin):

R<C»>R=a-Coa<l= m=(mg)". (67)

For these expressions the argument, that regulates the simulated rate, is the number of points of dif-
ferent signals (codewords) for a fixed volume of signal space. For m > m. the channel capacity is

exceeded, and for m <m. — the transmission rate does not reach the channel capacity. The coeffi-

cient o in (66) and (67) is located in the exponent because the transmission rate is measured by the
logarithm of m.

The results of the calculation of a wrong decision probability (65) for USR with different values
of the coefficient o and S=N =1 are shownin Fig. 8.

Alas, the main conclusion from the analysis of the curves in Fig. 8 is disappointing — the USR
(so attractive in the case of Fig. 7) leads to the same result as the MLR does! For R > C the proba-
bility of error, when the space dimension (the number of degrees of freedom or the random code
block length) increases, tends to unity monotonically.

When R < C — the probability of error can became arbitrarily small with the corresponding in-
crease of n. This result can be explained by the properties of multidimensional spheres, namely,
almost all their volume is concentrated in a small area adjacent to the surface. In this area surround-
ing immediately the surface of the auxiliary sphere, PDF (defined by the expression (59)) reaches
its highest values. Therefore, when the dimension of the space increases, the effective volume of
layers around of the auxiliary sphere grows faster than the density of the field of points decreases.
Certainly, we can try to formulate other criteria and decision-making rules, but, obviously, the re-
sults will be no better than the result of the MLR (Cramer's theorem). On the basis of the conducted
simulation, it is possible to make an unambiguous conclusion — the MLR is the best and the only
acceptable rule of statistical solutions for the codes — there are no alternatives to it.
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Fig. 8 — The dependencies Pe(n) when using RSU and different rates
(I—>R=105C; 2—>R=095C; 3—-R=0,8C;
4—>R=07C, 5—>R=06C; 6—>R=05C)

6 Discussion of results and conclusions

The main conclusions from the results of the analysis of mathematical and physical nature of
channel capacity, as well as from the modern information transmission theory contradictions are
following:

1. The probability-entropy approach to the analytical determination of capacity of continuous
channels, which uses the concept of the average mutual information between input and output (5) —
(15), can be considered as the correct one only in case when the distribution of the source and the
noise is Gaussian (16), (17). Since the usage of this approach for non-Gaussian models of continu-
ous channels leads to the erroneous results (39) — (45), then the unjustified conclusion about the im-
possibility of analytical determining the capacity for such models has been made in many published
works.

2. The mathematical definition (31) describes correctly the channel capacity value for any con-
tinuous channel where noise is a stationary random process. The value of channel capacity is not
affected by a noise distribution type and is determined only by the signal/noise ratio and channel
bandwidth. Different noise distributions manifest only in changes in the speed of approaching to the
capacity when the duration of the samples of random noise code sequences increases.

3. The correct geometric definition of channel capacity determines its physical nature as the limit
of in-formation transmission rate in a channel with any kind of additive noise, when the cod-
ing/decoding is used and the maximum likelihood rule is applied in decoding. Channel capacity is
the physical limit only for systems, which use the maximum likelihood method.

4. The maximum likelihood rule is the best and only decision-making rule for the decoding. At
the same time capacity is an indirect determination of the lower boundary of the signal/noise ratio
when the noise displacement of message points in the multidimensional space of the output channel
is not outside of the fixed "are-as of similarity"”. The existence of these areas is defined by the max-
imum likelihood method nature. Thus, on the one hand, the maximum likelihood rule is the best
rule of the statistical decision-making, and on the other hand, it causes the appearance of the physi-
cal limit — channel capacity. Abandoning the MLR usage, which causes the appearance of the phys-
ical limit of data rates, in case when the work of receiver consists in solving the probabilistic and
statistical problem, is impossible!
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5. These considerations give rise to the following logical causal chain of factors that has led to
the crisis in the information transmission theory development:

Representation of the signal receiving process under the noise influence as probabilistic and
statistical problem;

{

The usage of coding as the best realization of the maximum likelihood method;

{

Appearance of physical limit rates — channel capacity.

As shown in this paper, we cannot break the chain represented above:

— it is impossible to exceed the capacity without abandoning the maximum likelihood method;

— it is impossible to abandon the maximum likelihood method when the work of receiver con-
sists in solving the probabilistic problem.

Thus, the root of the considered problems is a probabilistic approach to receiving signals under
the noise influence and even the most ambitious assumptions give no alternatives to it. However, it
is not so. We do use not all the opportunities, which the nature offers for handling noisy digital sig-
nals in continuous channels. However, this will be discussed in the further publications.
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Annomayus. Ilpusooumcs onpedeierue 8pemManapamempus08aHHbX MyTbMUNApaiieibHbiX RPOSPAMM, KOMopble (8
omauuue om 0OWenPUHIMOL MPAKMOGKU NAPALIENbHbIX NPOSPAMM) COOEPICAm CReyuDuKayuu MOMEHMO8 HAYand
BbINOIHEHUs. ONePaYUl/PYHKYULL, a Mmaxice nOOMHOdICecmea maxux onepayutl/ynkyui. O60cHO8bI6AEMCS HE0OX0-
oumocms  paspabomki HOGbIX MemOd08 GepUPUKAYUY  BPEMANAPAMEMPUIOBAHHBIX NAPATLIEIbHBIX NPOSPAMM.
Packpulearomess smanvl peutenus 3a0a4u  KOMRUWIAYUOHHO-CEMAHMUYECKOU  8epupurayuy  8pemMsanapamempuso-
BAHHBIX MYIGMUNAPATICALHbIX NPOZPAMM 6 UHMEPECcax Co30aHUsL CUCEM A6MOMAMUYECKO20 CUHME3d BbICOKO-
IPexmusHbIX NAPALIETLHBIX NPOZPAMM Ol GLIMUCIUMETBHBIX CUCHEM PA3IUNHbIX Klaccos. TIpusodumces uinio-
Cmpupyowutl NPUMEP OCHOBHBIX IMAN08 Menooaq.

Kniouesvie cnosa: epemsnapamempuzosantvle Myibmunapaiileibhble npocpammsl, 6epuGQuUKayus NapaiienbHblX NPOSPamMM,
KOMRUNAYUOHHO-CEMAHMUYECKAs 8ePUPUKAYUS, CEMAHMUKO-YUCTIOBbIE CReYUDUKAYUU.

1 Anaau3 l'[pOﬁJ'[eMaT]/IKI/I H IMMOCTAHOBKA 3aJa4u

AHanu3 TUTepaTyphl MOKA3bIBACT, YTO OJHWM M3 TIEPCIIEKTUBHBIX HAINPABICHUN Pa3BUTHUS TEX-
HOJIOTUH MapaljIeIbHOTO MPOrPaMMHUPOBAHHUS SIBIISIFOTCS] UCCIIEIOBAHMS B 00JIACTH aBTOMAaTUYECKO-
ro IMPOrpaMMHUPOBaHMSI BpeMsITapaMeTPU30BaHHBIX MYJIbTHITAPA/UICTBHBIX IporpamMM [1-3].

Bpewmsimapamerpu3oBaHHas MyJbTHIapaiiebHas Mporpamma ompenensercss (B OTIWYHE OT
MPUHATON B HACTOSIIEE BPEMs TPAKTOBKH CTATHUECKUX MMAPAILICIBHBIX MPOrpaMM) KaK KOHCTPYK-
111, KOTOpasi COAEPKUT B SBHOM BHUJIE crieln(DUKAIINY CIEAYIONINX KaTeropuii nHpopMaImm:

—  MHOXECTBO OOBEKTOB — JAHHBIX, HAJI KOTOPBIMHU JIOJDKHBI BBITIOJNHATHCS JICHCTBUS (3a/1aBa-
€Mbl€ COCTaBOM Ollepaluil/pyHKIMI aJrOpUTMHUYECKOTO S3bIKa BHICOKOTO YPOBHS);

—  MHOXECTBO JAeicTBUiA (onepauuii/pyHKIN), KOTOPBIE TOJDKHBI OBITH BBHITIOTHEHBI HAa/I IaH-
HBIMH TSI pEIICHUS 3a/1a4H;

—  MHOXECTBO CTATHUYECKUX CBS3CH, 3aJar0ONIMX OTHOIICHHUS YIOPSAIOYEHHOCTH Olepa-
WA/ PYHKIIUN TIO TaHHBIM U TIO YITPaBJICHUIO;

—  YIOPSAIOYEHHOCTh omepanuit/QyHKIUH B OWHAMUKE NapauieIbHOTO BBIYUCIUTEILHOTO
mpolecca, 3aJaBaéMyld MHOXXECTBOM MOMEHTOB BpEMEHM Hadala BBIIOJHEHUS oOlepa-
Ui/ QyHKINIT;

—  pa3zaeneHHe MHOXECTBa omeparuil/(hyHKIui Ha BpeMeHHbIe QparMeHThl (MHOKECTBEHHBIC
BpeMeHHbIe onepaTopbl (MBO)), BKIIIOUArOIIMEe COBOKYITHOCTh OMNEPAINi/QYHKITUH, BHIMTOJIHECHHE
KOTOPBIX HAUMHACTCS OJTHOBPEMEHHO B KOHKPETHBI MOMEHT JIMCKPETHOTO BPEMCHH,

— pa3zeneHHe MHOXECTBA JAaHHBIX HAa (PparMEeHTHl JaHHBIX, MOCTABJICHHBIE B OJHO3HAYHOE
COOTBETCTBHE MHOXXCCTBECHHBIM BPEMEHHBIM OIEpaTOpaM U HUCIOJb3YeMbIC B COOTBETCTBYIOIIHE
MOMEHTHI IUCKPETHOTO BPEMEHU;

—  HaJmM4ue WHPOPMAIMK O Pa30MEHUHA MHOXKECTBA KOMaHJ Pa3IMIHBIX (PparMeHTOB Ha TMOJ-
MHO’KeCTBa (HHTH), BBIITOJIHIEMBIC COOTBETCTBYIONTUMH MO TYJIIMHU/TIPOIIECCOPAMU;

—  Hanuyue uH(pOpMaIMK O €AUHUIIAX U3MEpPEHUsT PU3NIECKUX BETUYHH JAaHHBIX.
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HoBu3Ha knacca BpeMsimapaMeTpU30BaHHBIX MYJIbTUNAPAICIBHBIX MPOrpaMM O00YCIIaBIUBAET
HEe0OXOIMMOCTh pelIeHMs] 3aJjaui pa3pabOTKU HOBBIX METO/J0B BepuU(UKAIMH, OPUEHTUPOBAHHBIX
Ha IpUMeHeHue (hopmara CTPYKTyp CEMaHTUKO-YHCIOBOM crierudukanmu [1].

B xauectBe 0IHOTO M3 ATANOB BEpUPHUKAIUN BpeMsapaMeTPHU30BaHHBIX MYJIbTUIIAPATUIETBHBIX
IpoOrpamMM TpEAaracTcs HCIOJb30BaTh KOMIMWISIMOHHO-CEMAaHTHYECKYI0 Bepudukanuio. OcHo-
BOI KOMIWISILIMOHHO-CEMAaHTHUYECKON BepU(UKALUU SIBISIETCS HUCIIOJIIb30BAHUE 3a/1aBAEMBIX IOJIb-
30BaTelIEM €IMHUIl U3MEPEHUs («CEMaHTHKN») MUCXOJHBIX JAHHBIX U BBIXOAHBIX PE3YyJIbTaTOB 3a-
Jla4, aBTOMaTUYECKOE OIPEJCICHUE B MPOLECCE PELICHUs 33]1a4 €IMHUL] U3MEPEHUS IPOMEKYTOU-
HBIX U BBIXOJHBIX PE3YyJbTAaTOB U UX CPABHEHUE C €JUHULIAMHA U3MEPEHHUs BBIXOJHBIX PE3YyJIbTaTOB,
3a/IaHHBIMU T10JIb30BATEIIEM.

Lenbto cTaThu SBISETCS ONMCAaHHE HOBOTO METOAA KOMIMJISIMOHHO-CEMAaHTHUYECKOW BepuQu-
Kalluy BpeMsIapaMeTPU30BaHHbIX MYJIbTUIIAPAILIEIbHBIX IPOTPAMM B HHTEPECAX CO3JaHUS CUCTEM
aBTOMATHYECKOT'O CHHTE3a BBICOKOA()()EKTUBHBIX MapauIeIbHBIX MPOTPaMM JJIsl BEIYUCIUTEIbHBIX
CUCTEM PA3JINYHBIX KIJIACCOB.

2 OcHOBHAA 4YaCTh

I/ICXOIIHI)IG JaHHBIC KOMHI/IJU[III/IOHHO-CeMaHTHqGCKOﬁ BepI/I(l)I/IKaIII/II/II

o ucxojHas cratuueckas Cu-nporpamma 3a/1auu;

o Cu-TeKCT BpEMEHHOW MYJIbTUNAPAJUICIBHONW IMPOTPaMMbl, COOTBETCTBYIOILECH HC-
xoaHo# CH-IiporpamMMe U Y0BJIETBOPAIOLIEH TpeOOBaHUAM/OrpaHUYEHUSAM [10J1b30BATEIS;

o cemaHTuueckas 0a3a nanubix (BJ1) «SEM» eauuuin m3mepeHus: GU3NUECKUX BEIH-
YHH;

o CeMaHTHKa (eIUHHIIBI U3MEPEHUS) HCXOHBIX JTAHHBIX M BBIXOAHBIX CH-IIPOrpamMMEl,

3aJaBaeMble MoJib3oBareneM — ctpykrypa US_SEM.
Tpebyercs:
o IPOBEPHUTH CEMAHTUYECKYIO0 KOPPEKTHOCTh UCXOAHOW CH-TIpOrpaMMBbI 33/1a4H;
. IPOBEPUTh CEMAHTHUECKYI0O KOPPEKTHOCTh BpeMslapaMeTpU30BaHHONW MYJIbTHIIApall-
JIeTbHOW IIPOTrpaMMBlI.
. IIPOBEPUTH JIOTUYECKYI0 HKBUBAJICHTHOCTh BPEMEHHOW MYJIBTHUIIAPAIIIEIBHON IIPO-
rpaMMbI U UCcX0qHOM CH-TTpOrpaMMBbl 331a4H.

BbIXOIHBIMU JaHHBIMU SBISIFOTCS:

1. Cemantuxko-uncnoBas cnerudukaius (CUC) ucxogHoro kojaa mporpaMMsbl (CIIUCOK €TUHUIL
M3MEPEHUs] UCXOIHBIX JaHHBIX 3a]1a4d, 3HAYCHUH Pa3MEPHOCTH PE3yJIbTaTOB MPOMEKYTOUHBIX BbI-
YUCICHUN U 3HAYCHUH Pa3MEPHOCTH Pe3y/IbTaTOB BHINOIHEHUS CU-TIPOTPaMMBl).

2. Pe3ynbraThl MPOBEPKH MICHTHYHOCTH 3HAYEHUIH Pa3MEPHOCTH Pe3yabTaTOB BhIMONMHEHUsT CH-
IPOrpaMMbl U MOJIb30BATENbCKON CEMAaHTHUECKON Crieln(UKALIUK 3a1a4H.

3. Pe3ynbpTaThl mpoBepKH CEMaHTUYECKOH KOPPEKTHOCTH BPEMEHHOW MOJIENIN U TEKCTa BpeMsiIa-
paMeTpu30BaHHON MYJIbTUIIAPAIIIEIIBHOM IPOrpaMMBI.

OCHOBHBIE TaITbl METOJ]a KOMITMIIAIIMOHHO-CEMaHTHYECKON Bepru(UKauN BpeMsapaMeTpH30-
BaHHBIX MYJIbTUNIAPATUIETHHBIX TPOTPaAMM MpUBEEHBI Ha puc. 1.

PaccmoTpuM conmeprkaHie OCHOBHBIX 3TallOB METO/1a KOMITHIISIIMOHHO-CEMaHTHYECKOU Bepupu-
Kalluu.

Otan 1 (cumBoin 2 Ha puc. 1) obecnieunBaer st Cu-TIporpaMMbl (CM. pHC. 2) CHHTE3 CTPYKTYP
BF u CF cemanTuko-uncioBoii cnenudukanuu (tadin. 3 npeacrasuser BF).

Ha srtame 2 (cumBon 3 puc. 1) obecneunBaercs rpadudeckas Bu3yaimsanus ucxomHoun Cu-
nporpammsl B Bugie Cu-rpada (cm. puc. 2), ucxoas uz ctpykryp CUC BF, chopmupoBanHbIx npu
BhImostHeHUH 1-ro stama. [loctpoerne Cu-rpada oCymiecTBIsSeTCs ¢ TOMOIIBIO CPEICTB BH3YaITH-
3aI[M apauIeIbHBIX alllapaTHO-TIPOrPaMMHBIX 00BEKTOB, ONTMCAHHBIX B [1].

Tpertwnii stan (cumBOa 4 Ha puc. 1) o0ecreynBaeT CUHTE3 €IMHUIl U3MEPEHHS TaHHBIX, (popMu-
PYEMBIX «BHYTPEHHUMU» U «BBIXOIHBIMU» oneparopamu Pj ctpyktyp CUC u Cu-rpada.
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! HUcxoanblie 1anHbIE:

Ucxonnas Cu-nporpamma 3a1auu;

Enununer u3mepenns (RAZM) nCXOAHBIX/BBIXOIHBIX
JaHHBIX 33124k — cTpykTypa US_SEM;

basa manneix SEM enununn usmepenus (RAZM)
(hU3NYECKUX BEITHYHUH.

2 Cunres crpykryp BF, CF CUC
ucxogHor Cu-nporpaMmbl
~ 3
Cunre3 Cu-rpada
ucxogHo Cu-nporpaMMsl 3a1a4u
4

Beenenwue B crpykrypst CUC BF, CF
eIMHHL I3MEpEHUs (PU3NIECKUX BEIUYUH C
nonmy4yenueM ctpykryp BF_SEM, CF_SEM

KoMmunsiuoHHO-ceMaHTHUeCKas: BeprUpUKAIIS

ctpykryp CUC BF, CF, Cu-rpada, BF_SEM, CF_SEM

-6
Cuntes ctpykryp PBF, PCF CUC

BpeMsIapaMeTpU30BaHHON MyJIbTHIIAPAIUICITBHON
Cu-nporpaMmel

Beenenune B crpykrypst CUC PBF, PCF
eIMHUI] U3MEPEHUs (PU3NYECKUX BEJTMYUH C
nony4yenuem crpykryp PBF_SEM, PCF_SEM

KOMHI/IJ'ISH_II/IOHHO'CeMaHTI/IqCCKa}I BepI/I(l)I/IKaLII/I}I
ctpykryp CUC PBF, PCF, PBF_SEM, PCF_SEM

-9
HpOBepKa CEMAHTHUYECKON KOPPCKTHOCTHU
crpykryp CUC BF_SEM, CF_SEM, PBF_SEM,
PCF_SEM
-10

BbIXxoaHbIe JaHHBIE:
® CEeMaHTUYEeCKasi KOPPEKTHOCTh UCXOIHOM
Cu-nporpaMmsl;
® CEMaHTUYECKass KOPPEKTHOCTb BPEMEHHOM
MapajuieIbHON IIPOTrPaMMBbl;

® JIOTUYCCKAas S9KBUBAJICHTHOCTH IIPOrpaMM.
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CuHTe3 eAMHUIl N3MEPEHHs JaHHBIX IMPOU3BOIUTCS MCXOJSM M3 3aJaHHBIX IOJIb30BAaTENEM €/Iu-
HUI[ U3MEPEHUs] UCXOAHBIX M BBIXOJHBIX JAaHHBIX CH-IIpOrpamMMbl 3aJaud, TUIIOB ONEpalui, BbI-
nonHsAeMbIX onepaTopamu Pj, Cu-nporpamMMel, 1 00mENpUHATON 0a3bl JaHHBIX €IUHUL U3MEPCHUS
(bU3NIECKUX BETUYMH.
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Puc. 2 — Cu-rpad ncxomnoii passersisttomieiics Cu-iporpaMMsI

YerBEpThIii 3Tall (CUMBOJI 5 Ha pHC. 1) MyTeM KOMIWISIMOHHON BepU(PHUKAIIMHN BBINOIHSIET MPO-
Bepky cuHTe3a cTpykryp CUC Cu-mporpammsl U cooTBercTByromero Cu-rpada. Metoauka Kom-
NWISIIMOHHOM Bepudukanuu paccmorpena B [1,4]. Kpome atoro, 4-it atam obecrieunBaeT mpoBepKy
cemaHTHueckoil koppektHoctn crpykryp CUC BF_SEM, CF_SEM wucxomnoit Cu-TIpOrpamMMBblL.
ITpoBepka ocymecTBIAsETCS MYTEM CPaBHEHHS PACCUUTAHHBIX €IMHHI] U3MEpPEHHs AaHHBIX, COOT-
BETCTBYIOIIMX BBIXOTHBIM OIlEpaToOpaM CHHTE3WpOBaHHOW CTpykTypel BF_SEM wucxomnoit Cu-
MIPOTrpaMMbl, C €TUHUIIAMU U3MEPEHHSI BHIXOIHBIX TAaHHBIX, 33JaHHBIMHU TT0JIb30BATEIIEM.

Ha 5-m srane (cumBoa 6 Ha puc. 1), anamoruuHo 3tamy 1 (cumBon 2 Ha puc. 1), BeIMOTHSIETCS
cunres ctpykryp PBF, PCF CUC BpemsinapameTpru30BaHHOM MyIbTHIIApAJUIETBHON POTPAMMBI.

Ha sramne 6 (cumBout 7 Ha puc. 1) ocymectsisiercs BBeneHue B ctpykrypsl CUC PBF, PCF eau-
HUI] U3MepeHns GU3NIECKUX BeTMUUH ¢ noimyyenueM crpykryp PBF_SEM, PCF_SEM.

Ha sramne 8 (cumBon 8, puc. 1) ocyriecTBisieTcss KOMIWIAIMOHHAs Bepudukanus crpyktyp CUC
PBF, PCF ¢ oqHOBpeMEHHO MPOBEPKON CEMAaHTHUECKOW KOPPEKTHOCTH PACHIMPEHHBIX CTPYKTYP
CUC PBF_SEM, PCF_SEM BpewmsinapaMeTpru30BaHHON MYJIbTHIIAPAIUIEITBHON TporpamMmel. [Ipo-
BEpKa IMPOBOJUTCS MYTEM CPaBHEHUSI PACCUUTAHHBIX €AMHUII U3MEPEHHUS TaHHBIX (COOTBETCTBYIO-
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IIMX BBIXOJHBIM OIEPaTOpaM CHHTE3MpoBaHHOI cTpykTrypel PBF_SEM) ¢ eamHumiamu u3MepeHus
BBIXOJIHBIX JJAaHHBIX, 33/1aHHBIMU T10JIb30BATEIIEM.

[IpowrocTpupyeM coaep)kaHue OCHOBHBIX ATAllOB METOJa KOMIHJISIMOHHO-CEMAaHTHYECKOM
Bepudukanuu ¢ nomoipo Cu-nporpaMmsl, NpeacTaBieHHON Ha puc. 3. B coctaB MCXOIHBIX JaH-
HBIX BXOJAT TaKkxke (hparMeHT 0a3bl JaHHBIX SMHUI] U3MEpeHHs QU3NUSCKUX BeTHYHH (CM. Tadi. 1)
U [IePeUCHb JIAaHHBIX, 331aBacMBbIX [10JIb30BaTeNeM (CM. TadlI. 2).

#include <stdio.h>
void main(void)

inta,b,c,r, k,I,m,p, s;t;
scanf("%d %d %d\n",&a,&b,&c);
k=a*b;
I=b%a;
if(k < a-c)
{m=(Kk%2)*2;
r=1%*2;

S=p-n
t=(m*2)/a;
printf ("%4d %4d\n" s,t);

Puc. 3 - Ucxonnas Cu-nporpamma

basoBas ctpyktypa BF (cm. Tabu. 3) omuceiBaeT HOMepa M cocTaB oreparopoB Pj3amaun (mac-
cuB N), ux tunsl (MaccuB TYP), uncio Bxonubix (MaccuB SJD) u Beixogubix (Maccu WJID) cBsizeit
Kakgoro omneparopa Pj, unentuduxaropsl oneparopos (MaccuB RES), ykazaTtenu Ha Hayajio 1emno-
YeK CONPSUKEHHBIX U BHEMIHUX oreparopoB (MaccuBbl NSJ u NWJ) mist xaxaoro onepatopa Cu-
nporpammbl. Cuate3 ctpykTyp BF u CF CUC ocymiecTBisieTcss B COOTBETCTBHH C METOIMKOM, W3-
J0KeHHOH B [1].

Tabmuna 1 — @parmMeHT cemMaHTHYECKOH 0a3bl TaHHBIX «SEM»

KOD_RAZM RAZM KOD_RAZM SEM
2 M 14 pan/c
3 KT 15 M/(c*c)
4 c 16 pan/(c*c)
5 A 17 1/m
6 K 18 Kr/(M*M*M)
7 MOJIb 19 MEM*M/KT
8 KT 20 A/(M*m)
9 pan 21 A/m
10 cp 22 MOJIb/(M*M*M)
11 M*M 23 1/c
12 M*M*M 24 M*M/c
13 Mm/c 25 K1/ (M*M)
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Tabmuua 2 — Ctpykrypa US_SEM eaunu u3mepeHus, 3aaBaeMbIX I0JIb30BaTEIEM

N_OP REZ VHOD_VIH KOD_SEM
3 a 0 2
4 b 0 2
5 c 0 2
11 S 1 2
12 t 1 11

Tabnuua 3 — basosas crpykrypa BF oneparopos ncxonnoit Cu-nporpaMmbl

Pe3ynbpraThl KOMIUIALIMOHHON
BepUpUKALIUKU CTPYKTYp CeMaH-
TUKO-YUCIIOBOM  cnenudukanuu
Cu-nporpammel 1 Cu-rpada
(View of test results) npencrasie-
Hbl Ha puc.4.

Pesynbrarel cuHTE3a cemMaHTH-
KO-YMCJIOBOU crienupuKanuu
BF_SEM Cu-nporpammsl  npesn-
CTaBJICHBI B Ta0I. 4.

Fla|> DAl N wn il | > DAl |N wn
dH BB EEEHEHEEBEIREEEEHEEEEEEEE
0[0|58|-1/0|0|0|1]|0|0|0|1]ain|26|0|12|24|2|1|48]2|0|0|2|2]| =
1/0|58(-1{0{0|1|1({0|0|0|1|binf27/0|3|26{3|1(50(1/0|0|3]|1
2(0(58(-1/0(0|2({1|0(0|0(1]|c.in|28|0|12(29(2|1|51|2|0|0|2|2]| =
3/0|47|-10{0|3]1]0]0|0|2| a [29]/0|1|31/3|1|53]{1|0|0|3|1]| +
410(47|-1/0(0|4|21|0|0]|0]|2| b |30/0]12|34]2|1|54|2|0|0|2|2]| =
5(01(47|-110|0(5]1]0|0|0|2] c |31{01|50(36|3|1|5|1|3|[0|3|1]| bp
6/0(47|-1/0|0|6(2|0|0|0|2| r |32/2|3|39|/3|2|57{1(0|0|3|1] *
7/0(47|-1]0]|0|8|1]0|0|0|2| k |33]/012(42|2|2|58|2|0|0]|2]|1]| =
8(0(47|-1/0|0(9]1|0|0|0|2| | |34/0|2(44/3|2|60{1|0|0|3|1]| -
9(0|47|-1/0(0|10{2|0|0|0(2| m |35/0|12(47(2|2|61|2|0|0|2|2]| =
10| 0 |47|-1/0|0|12|/2|0|0|0|2| P [36/0|1|49|2|2(63|/1|/0|0|2|1| +
110 |47|-1/0|0|14|1|0|0|0|2| s |37/0|12|51|2|2|64|2|0]|0|2|2]| =
12| 0 |47|-1/0|0|15/1 (00|02 t |38/0|50|53|2|2|66/1|3|0|2|1] bp
13/ 01202 |0|16|/4 |00 |2|1| = |39/ 3|54|55{2|3(67|1|0[{0|2|1]|]lo
14/ 0|12|2]2|0]20/2|0|0|2|1| = |40/0|53|57|{2|3|68/1|/0|0|2|1]|ao0
15011242 |0(22|/1|{0|0|2|1| = |41/0|53|59/2(3/69|1{0|0|2|1]|ao0
16/|0|3|6]2|0]23/1(0]|0]|2]|1 4210 |53(61{2|3|70/1|/0|0|2|1]ao0o
17/01(12/8|2|0|24/4|0]|0]|2|1| = |43]/0]2|63|3|3|71|1|0|0|3|1]| -
18/05(10{2|0{28/1|{0|0|2|1| % (44| 0|12|/66|/2 |3 |72{2|0|0|2|2]| =
19/ 012|121 2|0|29|5|0|0|2|1| = |45/0|3|68|2|3(74/1|0|0|2|1| *
2000(2(14{2|0|34|1/0|0|2|1| — |46/0|4|70|2|3|75/1(0|0|2|1] /
21/ 0(25(16|2|0|35(1|0|0|2|1| < |47{0|12|72(2|3|76|2|0|0|2|2]| =
22/ 0(51(18{1|0|36(5|1|2|1|2|upl |48/ 0 |50|74|2|3|78]1980 0|2 | 1| bp
23/ 0|57|-1{0|1|41/5]0|0|0|1|C2 |49/980(49|76|1|4|-1/0|0|0|1]|O0|stop
24/1|15(19|/3(1(46{1|0|0|3|1| % |50|0(48(77|{1|4|-1/0|0|0|1]|O0|sout
25(0(31(22|2|1|47/1|/0|0]|2|1| * |51/0(48|78|1|4|-1/0|0|0|1]|O0|tout

palin 3 NerMEHT 0B C:iMyproghChAesult TSR TRT
palin CEAZEN 3 NEMEHTOE. C:ky_proghChResultsCHSWAWETEZ TT

TECT KOPPEKTHOCTM $ARNOE:

MEKCMMANEHDE KOAWMECTED 3 AemeHTos . 0- 35

MEKCHMANEHDE KOMWYECTED CEASEN | 0-38 N
TECT COOTBETCTEBMA YACNA CONPAXEHHBEL< W BHEWHW= CBA3EW: OF.
TECT YWMCNA CEAZEA N0 CONPAXEHHEIM 3NEMEHTAM: Ok

TECT YWCNA CEAZEA NO BHEWHWM 3NEMEHTAM: 0K

TECT COOTEBETCTEBMA ELIEOAOE NO CONPAAEHHBIM INEMEHTAM: OK

TECT COOTBETCTEWA BEIBOAOE MO BEHEWHWM 3NEMEHTAM:  OK

TECT COOTEBETCTEWMA YWCTA BXOLOE INEMEHTA W KONHWHECTEA EMD COMNPAAKEHHBE-: DK

Puc. 4 — Pe3ynbpTaTel KOMIWISIIMOHHON BepU(UKAIIIH
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Tabmuua 4 — Ctpykrypa BF_SEM — pe3ynbTar cuHTE3a €AMHUI U3MEPEHHSI OTIEPATOPOB
nucxogHoi Cu-nmporpaMmsbl

0 [58|-1/0|0]0]|1]aln M 26 |12 |24 2 |1 48| 2 = M*m
1|58|-1/0|0|1|1]|bn M 271 3 |26 3| 1|50]|1 * | bespazm.
2 |58 -1{0]|0|2|1]c.n M 2812|1292 | 1|51 2 = | 6espasm.
3147|1003 |1]| a M 29| 113113 ]1|53]|1 + m¥u
4 147111004 |1]| b M 30112 (34| 2|1 |54|2 = m*m
5147 -1{0|0|5|1]| c M 31/50(36|3|1|5| 1| bp |o6espasm.
6 |47|-1{ 00| 6|2 r |oespasm. |32 3 39| 3|2 |57|1 * | bespazm.
7147110108 |1]| k m*w 133124212 |2 |58 2 = | bespasm.
8 (47|10 |09 | 1| 1 |6espasm. | 34| 2 |44 3|2 |60 1 - m*m
9 |47 -1{0|0|10| 2| m m*w |35]12 47|12 | 2 |61 2 = m*m
10(47(-1{0 |0 (12, 2| P m*w 136|149 2|2|63|1 + | bespasm.
1147|100 (24| 1| s M 3711251 2|2 |64|2 = | 6espasm.
1247 | -1/ 0| 0|15 1| t m*w | 3850|532 |2|66|1| bp |o6espasm.
13(12/ 0 (2|0 (164 | = M 3954|552 |3|67|1]| Lo |6espasm.
1411212 (2 |0]20| 2| = M 40 |53 (57| 2|3|68|1]| ao m*m
15(121 4 (2| 0|22|1| = M 41 1531592 |3|69|1| a0 |obespasm.
163 |6 (2]0|23|1 m*w | 42153612 |3|70|1| ao m¥u
171121 8 (2 |0 |24| 4| = m*w |43 2 633 ]3|71|1 - m*m
18| 5|10 2 |0 |28| 1| % |6Gespasm. |44 |12|66| 2 | 3 |72 2 = m*u
191121122 | 0|29 5| = |obespasm. |45 3 |68| 2 |3 |74| 1 * M*m
2002141 2|0 (34| 1| - M 46| 4 |70 2|3 |75 1 / M
21 125|162 | 0 |35| 1| < |bespasm. |47 12|72 |2 | 3 |76 2 = M
22 (51118 | 1 |0 |36|5 | upl |bespasm. |48 |50 | 74| 2 | 3 |78 | 1 | bp | obespasm.
23|57 | -1 0| 1415 |C2_|oespazm. |49 49|76 1 | 4 |-1| 0 | stop | bespazm.
24| 511913 |1|46|1 | % m*w | 5048|771 |4 |-1|0 |s.out| wm*m
25| 3 (22| 2|1 |47|1 ]| * mM*w | 5114878 1|4 |-1|0 |t out M

B nanHo# Tabnuile MpuHATH clneayomme o0o3HadeHus: maccuB RAZM — enuHuIBI M13MEpeHus
WCXOJHBIX JaHHBIX U JAHHBIX — PE3YJIbTATOB BHITIOJHEHHS OMEpAIUil: «M» — METP; «HET» — OTCYT-
CTBHE BBIYHMCICHHOTO 3HAYECHHS BBIXOJHOW MEpPEeMEHHOM; «O/pa3» — Oe3pa3mepHasl BEIIMYWHA;
«WM*FMy», «M*M*M» — CHHTE3UpOBAaHHBIC €AMHUIIBI H3MEPEHHUS TPOU3BOIHBIX BEJTHYKH.

Tabnuia 4 otoOpaxaeT pe3yabTaThl aBTOMAaTHYECKON MPOBEPKU HMJIECHTUYHOCTU 3HAYCHHUH pa3-
MEPHOCTH PE3YJbTATOB BHIMTONHEHUSI CU-TPOTrpaMMBbl U MOJIb30BATENIbCKON CEMAaHTUYECKON CHEIU-
(dbukauu 3a1a4n.

3 BbIBoabI

B HacTosee BpeMsi BO MHOTUX OOJIACTSAX HAYKH U TEXHUKHU HaXOMIST Bce Ooliee MUPOKOe MpH-
MEHEHHUE BpeMsnapaMeTpU30BaHHbIE MYJIbTUIIAPAIIJICNIbHBIE MPOrPaMMBbl, 4TO OOYCIOBMIIO aKTY-
QIILHOCTH BOMIPOCOB BEpU(PHUKALIMU U TECTUPOBAHUS MTPOTPaMM JaHHOTO KJacca.

PaccMmoTpenHBIN METOJ KOMIMIISAIIMOHHO-CEMAaHTHYECKON BepUUKAIIMN BpeMsIapamMeTpHu30-
BaHHBIX MYJIbTUIAPAIUIETBHBIX MPOTPaMM, B OTIUYHE OT YK€ M3BECTHBIX METO/OB, 00ecreunBacT
yYeT IeJI0M COBOKYIMHOCTH TPymm (haKTOPOB, OKA3bIBAIOIIMX CYIIECTBEHHOE BIUSHHE Ha d(dPek-
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TUBHOCTH TMPOTPAMMHBIX CPEJICTB MapauIeJIbHBIX BBIYMCIUTENBHBIX cucTeM. K Takum QaxTopam
CJIENYET OTHECTH:

® 1CII0JIb30BaHKE PEATbHOTO BPEMEHHU B Ka4eCTBE OJHOI'0 M3 OCHOBHBIX IApamMeTpoB (popMasib-
HOT'O CHHTE3a MapajuieIbHBIX MPOrPaMM M COOTBETCTBYIOIIMX MM BPEMEHHBIX MapalIeIbHBIX MPO-
LIECCOB;

® JBHOC OTPA)XCHUEC B KOHCTPYKIUAX MapalJICJIbHBIX IIpOorpaMM COCTaBa (baKTI/I‘IeCKI/I HCIIOJIB3Y-
€MBIX ME€TOJOB HapaHHCHBHOﬁ 06pa6OTKI/I JaHHBIX;

® SBHOC OTPAKEHHE B KOHCTPYKIHSX MapaUIebHBIX MPOrPaMM €IUHUI] U3MEPECHHsI (CEMaHTHU-
K#) 00pabaThIBacMbIX TAHHBIX;

e [OJICPKKY (B SBHOM BHJIEC) CTPYKTYPaMH BPEMCHHBIX MapaUIeIbHBIX MPOTPAMMHBIX U alla-
paTHBIX MPOJYKTOB TpeOOBaHUI apXUTEKTYPHOU W/WiH MPOOIEMHON OPUEHTALINY;

e MOIEPXKKY (B SIBHOM BHJIE) CTPYKTypaMH MapajlIeIbHBIX MPOTPAMMHBIX U alapaTHbIX MPO-
IYKTOB TpeOOBaHHMI M OTpaHUYCHUH MOJb30BaTeCH (Hanpumep, obecneuenue mpebyemoco epeme-
HU BbINOJHEHUST NPOSPAMMbL, 3A0AHHOU MAKMOBOU YACmMomsl 0O0pabOmMKU OAHHLIX YUDPOBbIM
YCMpPOUCmeom u m. n.).

PaccMoTpeHHBIN B JTaHHO# CTaThe METOJ MO3BOJISCT aBTOMATH3UPOBATh MPOIIECC BEPUPUKAITUH
BpeMsTIapaMeTPU30BaHHBIX MYJIbTUIIAPATUICTBHBIX ITPOTrPAMM, YTO YMEHBIIACT OOIIUE TPyHA03aTpa-
ThI HA UX pa3paboTKy.
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Compilations method and semantic verification time parameterized of multiparallel programs.

Abstract: It provides definitions vremyaparametrizovannyh multiparallelnyh programs that (in contrast to the conventional treatment
of parallel programs) contain moments of the start of operations specifications / features, as well as a subset of such operations /
functions. The necessity of development of new methods of verification vremyaparametrizovannyh parallel programs. Reveals the
stages of solving the problem, a compilation of semantic verification vremyaparametrizovannyh multiparallelnyh programs for the
creation of automated synthesis systems, high-performance parallel programs for computing systems of various classes. We present
an example illustrating the basic steps of the method.

Keywords: time parameterizing, multiparallelism, parallel programs, verification of parallel programs, compilation-semantic
verification, semantic-numerical specification.
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Metoa koMminsuiiiHo-ceMaHTHYHOI Bepudikauii yaconapaMeTpU30BAHUX MYJIbTUIIAPATEIBHUX NPOrpPaM.

AHoTauisi. HaBoguTecs BU3HauUeHHS YaconapaMeTpU30BaHUX MYJIbTHIIAPAIEIBHUX MPOTrpaM, AKi (Ha BiAMIHY BiJ 3araJlsHONIPUHHS-
TOTO TPaKTyBaHHs MapajelbHUX IPOrpaM) MIicTATh creludikailii MOMEHTIB OYaTKy BUKOHAHHS ONeparii/QyHKIii, a TaKokK miaM-
HOXXKHHHU TaKuX onepauiit/pynkuiil. OGrpyHTOBY€eThCS HEOOXiTHICTE pO3pOOKH HOBUX METOZIB Bepu(ikallii yacomapaMeTpru30BaHUX
napajenbHUX MporpaM. Po3KpuBalOTHCS eTany BUPIICHHS 3aBJaHHSI KOMITIIALIHHOTO-ceMaHTHYHOT Beprdikamii yacormapamMeTpu3o-
BaHMX MYJbTHIIAPAIEIBHAX NPOTpaM B iHTEPecax CTBOPEHHS CHCTEM aBTOMATHYHOTO CHHTE3y BHCOKOC()EKTHBHUX MapasielIbHUX
Iporpam Jutsi 00YHCITIOBAIBHUX CHCTEM Pi3HHX KiaciB. HaBoanThes mpukiiaz, Mo iII0CTPyE OCHOBHI €Tary METOY.

KiouoBi cioBa: dacomapameTpu3oBaHI MITbTHIApalieNbHI IMporpamu, Bepu@ikamis MapalelbHUX MporpaM, KOMITULAMIHHO-
CeMaHTHYHA BepuQiKallis, CeMaHTUIHO-YHCIOBI crienugikarii.
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Abstract.. Discussed what can help us (humanity) artificial intelligence. The unification of artificial neural networks
and decision-making expert systems based on the logic has discussed. The integration of formed (human) con-
cepts of the system of fuzzy logic and artificial neural networks, allowed us to understand what is happen-
ing in the problem-solving process of neural network. The human brain is MEGA processor, therefore, all the
efforts of researchers should be focused on the development of MEGA processor systems of new generation. Noted
that for the implement intelligent system similar to the human brain, it is necessary to ensure her connection with the
outside world and the ability of self-study.

Key words: neural networks, expert systems, megaprocessor systems.

1 Introduction

The theme of this publication: the ways of development the artificial intelligence and a bit on
what we are to expect from it in the nearest future. Over time humans have more or less figured out
how to deal with hard manual labor. As a result various mechanisms and appliances have appeared.
Gradually, the mankind gets rid of not qualified manual work.

The price to pay for this is a sedentary lifestyle, the absence of physical workload, and as a result
a lot of health issues. At present the world many is trying to abandon already and from intense intel-
lectual work. Even not so much intellectual, but rather simply require to think about. Arguing that
the need and of it get rid. Up till now, it has been possible to get rid of the monotonous (and there-
fore exhausting), moderately challenging intellectual work. Too, with help different of machines
and gadgets. However at many, there is a temptation to go further and liberate humanity from was
intellectual work at forever. Better even not to reflect than us have to sacrifice in this case. The fact
is that many people wants to get rid of work completely and dedicate himself to only for various
games and entertainment. Therefore, there is such a strong interest in artificial intelligence systems,
which actually originated from the simple desire to play chess with the computer. Intrigued by this
idea, talented humans created quite a lot of useful things, what nowadays is interpreted as a break-
through on a path to progress. Though, perhaps, it's not a breakthrough but rather a breakaway.
They had to figure out how the human being thinks, how one ought to think in principle, and how to
teach the machine to do the same. Indeed, how does a human being get to know the world? The key
element of the cerebral cortex is neurons, which are cells with a paradoxical reaction to irritation.
Weak irritation makes them enraged whereas strong irritation leaves them almost indifferent. A
strong response of one neuron subdues its neighbors. It is interesting that the human being is para-
doxical in the same degree. Powerful noise doesn't prevent you from falling asleep whereas a word
said in whisper while you sleep would make you wake up in fright. The extreme shock is capable to
immobilize human and other beings, suppressing them desire and ability to escape.

The cerebral cortex is a multi-storey building, where the top looks like a service floor, i.e. a huge
bunch of "cables” each of which connects neurons to one another. Any external disturbance that
comes to the brain via these "cables”, causes alarm among neurons. This alarm can be increased or
reduced additionally by chemical components injected into the blood. Hence, emerge centers of ex-
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citation recognized as reflections of various patterns. When these visual imagery partially coincide
(on 60-70%) with imagery previously stored in the human memory, happens them identification.

The mechanism of motor reaction goes off. It is no wonder that people want to create some arti-
ficial mechanism acting in a similar way. The idea of the device with the ability to recognize the
input images is the idea of perception, neurocomputer and neural network.

At first, the man had decided to take away the ability of higher powers to predict future, realiz-
ing that each sequence of operations and actions can be interpreted as a computation. And then he
wanted to create something in his own likeness.

The fact is that the early successes of developers of the artificial intelligence have lowered the
demands to its level. Nowadays, the main feature of the artificial intelligence is considered to be the
ability to find solutions independently. Hence, the natural intelligence has become an important,
but only a special case of the intellect in general [1]. Each set of interacting agents having the abil-
ity to perceive and respond to the environment changes may be regarded as the intelligent system.
The result of this interaction can be considered as a solution of the problem (or even realization of
some actions).

2 The appearance of the perceptron, neurocomputer and neural network

It all started with Frank Rosenblatt's Perceptron Mark I, which recognized with some errors the
letters of the alphabet as early as 1960 [2].

Fig. 1 - The simple perceptron

As usual for science, ten years later, M. Minsky, who had been a schoolmate of Rosenblatt,
strongly criticized the capacities of the perceptron, which led to delay in the development of neuro-
computers (Fig.2,3) in the following decades [3]. But later, people still decided to use the percep-
tron as intended, because nothing else had occurred to them. The neural network is the web com-
posed of neurons, which we have to teach. It is necessary to give it several tasks with solutions and
adjust network settings so that the network would be able to generate these solutions independently.
Though there are networks that do not require training. But there is a lot of the problems with
trained networks too. If the tests show that the number of errors decreases after training, then it
means we got lucky, the training is successful. But when the number of errors grows, the network
just remembers all that it was told during the training, and really learned nothing (the politically-
correct term for it is overtraining). Then the network is considered as untutorable and it should be
rejected.
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There is another reason. When the network is rather powerful, it is capable of providing its own
solution, which the experimentalists did not expect. The network violates their view of the world in
this case. Such cleverness is discouraged and this excessively smart network is rejected too. The
rational response to this situation is to increase the quantity and quality of training tasks to keep the
stability of the world view. The hypothesis "of necessary  development
(www.csd.univer.kharkov.ua/content/files/catl6/zarajenie_razumom.pdf)": Expanding intelligent
system requires a greater amount of the basic knowledge to prevent the destruction of the current
world view. Human beings demonstrate the same thing: if the student after studies answers “perfect-
ly well” looking honestly in your eyes, but can’t solve any problem on this subject, then the experi-
enced teacher knows that the person in front of him is "untutorable”. But sometimes the examiners
make a mistake and take such student for "untutorable” if he suggests other continuations and vari-
ants hidden from the examiner.

—_—— e e ——— —y

Inpur level
| hidden
level
k" hidden
Output level

level

Fig. 2 - Artificial neuron and network
(X---, X, - input signals coming from other neurons; w,,...,w, - synaptic weights of a neuron;

b - the threshold value (threshold); y - the output of the neuron; = ¢(v) - activation function)
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Fig. 3 - Type of the activates
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The examiner may be a prisoner of stereotypes imposed by the training program or simply might
not be adequately equipped to deal with discussion about new approaches to possible solutions of
the problem. But now even the highly advanced neural networks cannot match the human intelli-
gence in the slightest degree.

In addition, M. Minsky was right in some way because a neurocomputer with the insufficient
number of neurons is not capable of solving a specific class of problems. This is a lower limit. But
there is an upper limit. An excessively extended neural network can produce an undesirable result.
Such a computer will revise results all the time, get snarled in its output and will turn out to be
completely useless (the loss of the solution uniqueness).The same can be observed on human be-
ings. The intellectual who is instructed to solve a simple problem, will torment the problem origina-
tors with doubts and arguments, so all simple tasks should be entrusted to "the men of action", not
burdened with extensive education and intellectual abilities.

All investigators have been aware of the difficulty to understand how neural web produces
knowledge. But as always, people need a result. Only enthusiastic mathematicians wish to go deep-
ly into the needless details. Indeed, customers need a device that can do something useful, but they
are too busy to investigate how it works. It is sufficient for them to obtain the user’s manual. Enthu-
siastic people, who are not aware of what is happening in the “black box”, i.e. neurocomputer, have
made a lot of such devices by using the methods of selection and sorting. These neural networks
learned that what their stubborn creators required, but for the rest neither the first nor the second
were fit. Such is the apotheosis of empiricism.

3 Continuation of the history
of the artificial intelligence development

So, Allen Newell [4,5], after a late fascination with chess, has created a program (1954), based
on the methods of Claude Shannon [6], which produced a long line of followers. However, the
mathematical logic, which had been developed long ago by efforts of Friedrich Ludwig Gottlob
Frege and his contemporaries, was not put into practice, which is not surprising. Games seemed to
be more interesting. However, a method suitable for solving the problem of creating chess pro-
grams without the use of a correct mathematical formalism, was proposed by a real inventor — Alan
Turing [7]. The efforts by the RAND Corporation employees John Shaw and Herbert Simon, sup-
ported by de Groot and his colleagues, resulted in the development of the IPL language (1956), the
predecessor of the LISP computer programming language, which was created by John McCarthy
(1960). Incidentally, LISP (LIst Processing Language) [8,9] is based on a system of Lambda calcu-
lus formulated for the first time by Alonzo Church [10]. The use of formal mathematical logic to
represent and execute computer programs, proposed by John Alan Robinson (1965) proved to be
revolutionary [11].

1. Two expressions P(a) and P(c) = G(d);

2. P(c) = G(d) can be replaced ~P(c) v G(d);

3. When the unification of the variables a —c;

4. Using the procedure of resolution P(a — ¢) v ~P(c) v G(d);

5. Remove tautology P(c) v ~P(c);

6. Get the third expression G(d).

Based on this method, albeit with a number of differences, Alain Kolmerauer [12] developed in
1971 the PROLOG language which uses the first-order predicate logic. By the way, the Resolution
method was applied earlier by young mathematician Jacques Herbrand. Thus, in the early 70s, the
programming languages for artificial intelligence had been created (LISP, Prologue, PLANNER,
REDUCE etc., oriented towards various tasks).

Using the artificial intelligence programming languages based on mathematics, one can review
the entire solution of the task and correct it, if necessary. Such systems are referred to as expert sys-
tems. Of course, this is different from the neural systems, where one can not understand what's go-
ing on inside the “black box™ — , i.e. neurocomputer. At that time, the logic programming expert
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systems possessed one essential shortage — they operated with only two logic values "true™ and
"false". Sadly, that's just not the way life works.

4 Historical association of artificial neural networks
and expert systems of decision making on the basis of logic

It was necessary to go to the structure of fuzzy concepts. Therefore, the theory of fuzzy sets and
fuzzy logic, proposed to the mankind by Lotfi Zadeh in 1965 [13], turns out to be very useful. For
example

ANB g (X)=min(z, (%), 15 (X)) ;
AU B 5 (X) =max( (X)), a5 (X)) ;
where 1(x) - show belonging to this type.

In 1993, Bart Kosko [14] proved the important theorem that any mathematical system can be ap-
proximated by fuzzy logic. The integration of fuzzy logic concepts, formulated by mathematicians,
with artificial neural networks was initially performed by J.-S. Roger Jang from the Taiwan Univer-
sity (the neuro-fuzzy system refers to combinations of artificial neural networks and fuzzy logic)
[15]. This allowed us to understand what is happening within the neural network while solving the

task. Thus, a historic unification of artificial neural networks and decision-making expert systems
based on the logic has happened.

wl

Y, =T (S(w, %), S(W,, X,)) y=T(S(w1,x1),S(W2,x2))

Yo =S(T (W, %), T(W,, %)) y=S(T(W1,x1), T(W2,x2))

w2

Fig.4 - Fuzzy neurons, where T (W, X,) =min(w, X,), S(w,, X,) = max(w,, X,)

5 The problem of learning and prospects

The human beings fill their databases and knowledge bases during all their his life. However,
when we want to create an artificial intelligent system and going to fill data and knowledge bases,
that’s when the problems arise. At first, a human being possesses a set of knowledge that he be-
lieves to be known by default. All this knowledge should be spoon-fed and explained to the artifi-
cial intelligent system. Secondly, databases should be filled by experts and their job should be high-
ly paid for. Third, the time necessary for database filling, checking and rechecking is rather consid-
erable. All this is somewhat disappointing.

But, already today neural networks allow us to establish the reasons for the poor performance of
car engines, a neurocomputers allow to identify the similarity of different objects and processes.
Expert systems provide pilots warning function and give its recommendations to action. These sys-
tems assist aircraft pilots, train drivers, crews of ships and car drivers, but the final decision is usu-
ally left up to the person. Thus in the short term, we can look forward to the development of artifi-
cial intelligence, efficiency and work speed of which will be comparable with the human brain.

6 Conclusions

The rate of human decision-making often far exceeds processing speed data of modern artificial
neural networks and expert systems (especially for mode multi-task). Here the matter is likely that
the human brain is MEGA processor. Simultaneous processing by this huge number of processes
accelerates the decision-making.
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Therefore, it's obvious that, all the efforts of researchers should be focused on the development
of MEGA processor systems of new generation. A Multi-processor system should possess an indi-
vidual memory for each processor and a shared memory, as an analogue of libraries in the human
society.

The Supercomputer Tianhe-2 located in National Supercomputer Center in Guangzhou demon-
strates performance of 33.86 petaflops (almost 34 quadrillion (thousand trillion) floating point oper-
ations per second). In Britain, the Cray XC40TM, one of the fastest supercomputers in the world,
will be launched soon. It has 480,000 cores, 2 million gigabytes of memory and can store up to
17 million gigabytes of data. At its peak, it is able to make 16,000 trillion calculations per second.
The best achievement of IBM is the neuro-synaptic processor True North — 16 million digital neu-
rons and 4 billion synapses. But it is still not enough ...

To create the artificial intelligent system, it is necessary to provide its connection to the outside
world and the ability to self-learn. For example, as the IBM company is developing the interactive
artificial intelligence system based on the Watson supercomputer that has access to the technologies
of the cloud system Watson Developer Cloud. Besides, developers, while examining the intelligent
systems, have realized the benefits of the network structure, each element of which has:

- independent access to external data and general information;
- internal memory, in addition to libraries;

- sufficient autonomy.

Besides, tend to use the their synergy.

References

[1] McCarthy J. A proposal for the Dartmouth summer research project on artificial intelligence / J. McCarthy, M. L. Minsky,
N. Rochester, C. E. Shannon. — Dartmouth , 1955.

[2] Rosenblatt F. Perceptron simulation experiments / F. Rosenblatt // Proceedings of the IRE. — 1960, March. — Vol.18. — Ne3. -
P.301 — 309. —[also Project Para Technical Report VG-1196-G-3, CAL June 1959].

[3] Minsky M. Perceptrons. An Introduction to Computational Geometry / M. Minsky, S. Papert. — Cambridge, Mass.: M.L.T. Press,
1969. — 258 p.

[4] Newell A. The chess machine: an example of dealing with a complex task by adaptation / A. Newell // ACM. Proceedings of the
Western Joint Computer Conference (1955, March 1-3) . —1955. - P.101 — 108.

[5] Newell A. GPS, program that simulates human thought / A. Newell, H.A. Simon // Defense Technical Information Center.
—1961. — Ne10. —P. 109 — 124,

[6] Shannon C.E. A Mathematical Theory of Communication / C.E. Shannon // The Bell System Technical Journal. — 1948. — V.27.
—P.379 — 423; 623 — 656.

[7] Turing A. M. On computable numbers, with an application to the Entscheidungs problem / A. M. Turing // Proc. of the London
Math. Soc. Ser. 2. - [1936-1937] . — Vol. 42. — P. 230 — 265.

[8] Newell A. Programming the Logic Theory Machine / A. Newell and F.C. Shaw // Proceedings of the Western Joint Computer
Conference (1957, Feb.) . — 1957. —P. 230 — 240.

[9] Lisp 1.5 Programmer’s Manual / J. McCarthy, P. Abrahams, D. Edwards, et al. — Cambrige, Massachusetts : MIT Press, 1962.

[10] Church A. Introdaction to mathematical logic. VVol.1. / A. Church. — Princeton: Princeton University Press, 1956. — 485 p.

[11] Robinson J. A. A Machine-Oriented Logic Based on the Resolution Principle / John Alan Robinson // Communications of the
ACM. —1965. —Ne 5. — P. 23 — 41.

[12] Colmerauer A. Un systéme de communication en frangais / Alain Colmerauer, Henry Kanoui, Robert Pasero et Philippe Roussel
/I Rapport préliminaire de fin de contrat IRIA, Groupe Intelligence Artificielle, Faculté des Sciences de Luminy, Université Aix-
Marseille |1, France, October 1972.

[13] Zadeh L. A. Fuzzy sets / Lotfi A. Zadeh // Information and Control. — 1965. — VVol.8. — P. 338 — 353; Fuzzy sets and systems //
System Theory [Fox J., editor] . — Brooklyn, NY: Polytechnic Press, 1965. —P. 29 — 39.

[14] Kosko B. Fuzzy systems as universal approximation / B. Kosko // IEEE Transactions on Computers. —1994 . —Vol. 43 . — Ne 11.
—P. 1329 - 1333.

[15] Jang J.S.R. ANFIS: adaptive-network-based fuzzy inference system / J.S.R. Jang // IEEE transactions on systems, man, and
cybernetics. —1993. —Vol. 23. — Ne 3. — P. 665 — 685.

Peuenzent: Anexcannp Kysnenos, 1.1.H., ipod., XapbKoBCKHid HanuoHaNbHBIN yHHBepcuteT nMmenn B.H. Kapasuna, Xapwkos,
YkpauHa.
E-mail: kuznetsov@karazin.ua

[Moctynuna: Host6ps 2016.

40


https://scholar.google.com/citations?view_op=view_citation&hl=ru&user=xPAxmk0AAAAJ&citation_for_view=xPAxmk0AAAAJ:rO6llkc54NcC
mailto:kuznetsov@karazin.ua

ISSN 2519-2310 CS&CS, Issue 4(4) 2016

ABTOp:

Bragnmup Kyxmus, I.¢.-M.H., npod., 3aB. kagenpsl, XapbKOBCKMH HanMOHaJIbHBIN yHHBepcuTeT nMenn B.H. Kapasuna, Xappkos,
YkpauHa.

E-mail: kuklinvml@gmail.com

Byaer Jin HCKycCTBEHHBIii HHTEJNIEKT HAM MIOMOTaTh?

AnHoTanus. OOCyXIaeTcsi 4eM MOXKET HaM (UesIOBEYeCTBY) MOMOYb UCKYCCTBEHHBIM MHTEIUIEKT. PaccMoTpeHo BaxkHOE 00BeIHHE-
HHE CHCTEM Ha OCHOBE HEIPOHHBIX CETeH M SKCIICPTHBIX CHCTEM Ha 0a3e MaTeMaTuyeckoil toruku. OobequHeHne chOpMUPOBAHHBIX
(4eTT0BEKOM) TIOHATHH CHCTEMbl HEYETKOH JIOTHKH € MCKYCCTBEHHBIMH HEHPOHHBIMH CETSMH MO3BOJIMIIO HOHATD, YTO MPOUCXOJHUT B
Iporecce peeHus 3a1a9y HeipOHHOH ceThlo. Tak Kak 4eloBeYeCKUil MHTEIUIEKT 3TO METralpoIiecCOpHasl CHCTEMa, TO TI0YEePKHYTO,
YTO OCHOBHBIE YCHIIHS CJICIyeT HallpaBUTh Ha CO3JaHHE METralpoIeCCOPHBIX CHCTEM HOBBIX ITOKOJICHHH. OTMEUeHO, UTO IS pean-
3aI[UM MHTEJUIEKTYaJIbHOW CHCTEMBI, aHAJIOTHYHOW MO3TY YesIoBeKa, HeOOXOANMO OOECIIeUUTh €€ CBS3b C BHEIIHMM MHPOM M BO3-
MOYKHOCTb CaMOOOYUEHHUSL.
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Byne mryynuii inTesiekT Ham 1onoMaraTu?

AHoTauisi. OOroBOpIOETHCS YiM MOKe HaM (JIFOZICTBY) JONMOMOTTH IITYYHHUH iHTENEKT. PO3risiHyTO BaskiuBe 00'€THAHHS CHCTEM Ha
OCHOBI HEHPOHHUX MEPEX 1 eKCIEPTHUX CUCTEM Ha 0a3i MareMaTtn4Hoi Joriku. O0'eqHaHHA c(HOPMOBAHUX (JTFOIUHOIO) IOHATH CHC-
TEMH HEYITKOI JIOTIKM 3 IITYYHUMH HEHPOHHUMH MEpEKaMH J03BOJIJIO 3pO3YMITH, IO BiAOYBA€ThCS B IMpOIECi pillieHHS 3agadi
HEWPOHHOIO Mepexero. Tak SIK JTIOACHKUH IHTENEKT IIe MeranpoLecopHa CUCTEMa, TO MiAKPECIEHO, 0 OCHOBHI 3YCHIUIA CIif CHpS-
MYBaTH Ha CTBOPEHHS METaNpoLECOPHUX CHCTEM HOBHX IOKONiHb. Bim3HaueHo, mo [uist peanizamii iHTENEKTyalbHOI CHCTEMH, IO
aHaJIoTiyHa MO3KY JIFOJMHU, HEOOX1THO 3a0e3MeUnTH i1 3B'I30K i3 30BHILITHIM CBITOM 1 MOXKJIMBICTh CAMOHABYAHHS.

KurouoBi ciioBa: HeipoHHI Mepexi, eKCIIepTHI CHCTEMH, METarpoecOpHi CHCTEMH.
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Annomayus. Vccredyromes memoosl 8blYUCHEHUA an2eOpauieckoll UMMYHHOCIU Kpunmozpaguyeckux 0y1evix
yHKYULl U HeNUHEeHbIX V3108 3aMeH (HOOCMAHOBOK) CUMMEMPUUHBIX wugpos. [lpusoosmcea pesyivmamsl cpagHu-
MeNbHO20 AHANU3A ANeOPAUECKOU UMMYHHOCIU HEUHEHbIX V37106 CUMMEMPUUHBIX WUDPOS.

Kntouesvie cnosa: cummempuunvle wudpol, areedbpauyeckuil UMMYHUMEN, HeUHelHble Y3bl 3aMeHbl .

1 BBeaenue

Kpunrorpadguyeckoe npeodpa3zoBaHue UrpaeT BaXXHYIO POJib B 00€cTie4eHUH 0E30IacHOCTH CO-
BPEMEHHBIX HH()OPMALMOHHBIX CHCTeM U TexHonoruit [1, 2]. CummerpruHbie mudpbl, B CUILY CBOW
npocTOThI, 3P(PEKTUBHOCTH U MHOTO()YHKIMOHAIBHOCTH, IPUMEHSIOTCS PAKTUYECKH BO BCEX CO-
BPEMEHHBIX KPUITONPOTOKOJIAX, & TAKXKE KaK COCTaBHAsl YacTh JAPYIMX KPUNTOTPa)UUECKUX IMpPHU-
MHUTHBOB: B XCIIMPOBAaHNH, (POPMHUPOBAHMY TICEBAOCTYYalHBIX MOCIEIOBATEIBHOCTEH, TeHEpaIIHH
napoJei u np. CienoBaTesbHO, aHATU3 U UCCICOBAaHHE METOJI0B CHHTE3a CHMMETPUYHBIX KPHII-
TONPUMUTHBOB, pa3padOTKa U TEOpeTHueckoe 000CHOBaHHE KPUTEPHEB M MOKasatenei a(dexTus-
HOCTH, B TOM YHCJIC OTJCIbHBIX Y3JIOB COBPEMEHHBIX HMIM(POB, SBISICTCS BAKHON U aKTyallbHON
HAYYHO-TEXHHYECKOH 3a1adent.

Ki1roueBbIM KOMIIOHEHTOM COBPEMEHHBIX CHMMETPHYHBIX MIM(PPOB SIBISIOTCS HETMHEHHBIC Y3JIbI
(HeNMHEeWHbIe TIOACTAaHOBKH, TAOJHIIBI 3aMeH, S-0J0KH), KOTOPHIE BBITOJIHAIOT (YHKIIUH CKPBITHS
CTaTHCTHYECKHUX CBSI3eH OTKPBITOrO TEKCTa M MIM(PTEKCTA, MEPEMEIIMBAHUS U PACCCHBAHUS JTaH-
HBIX, BHECCHHs HEIMHEWHOCTH B TMPOLEAYpY 3amm(poBaHMs JUIS MPOTHUBOCTOSHHS PA3IHYHBIM
KPHUIITOAHATMTUICCKUM M CTATUCTUYECKUM aTakaM. TakuM o0pa3oMm, OT mokasareneit 3G dexTuBHO-
CTU HEJHMHEHHBIX Y3JI0B (COaTaHCHPOBAHHOCTH, HEIWHEHHOCTH, aBTOKOPPEISINH, KOPPEISIHOH-
HOM MMMYHHOCTHU U TIp.) HETIOCPEJACTBEHHO 3aBUCAT 3()(PEKTUBHOCTH CUMMETPUYHOTO MIH(pa, €ro
YCTOHYMBOCTH K OOJIBIIMHCTBY M3BECTHBIX KPHNTOIPAPHUECKHX aTaK U YPOBEHb 00ECIeYMBaEMOM
UM 0€30MacHOCTH HHPOPMAIIMOHHBIX TEXHOJIOTHH.

OtnenbHble MoKa3arenu 3()(QEeKTUBHOCTH HETMHEHHBIX Y3JI0B CUMMETPUYHBIX MH(POB pac-
cmotpenbl B [3-9]. TonsiTne anreOpanveckoro MMMyHHUTETa BIIepBbie BBeAeHO B padotax [10, 11]
IUISL OLICHKH CTOMKOCTH OyNeBBIX (QYHKIHMH K T.H. anreOpandeckoMy KpUITOAHAIU3Y, TPEIIOKEH-
HOMY B pabote [12]. B pabore [13] 3tu monoxenust ObUTH 0000IIEHBI 17151 OYJIEBBIX OTOOPaXKECHUI
(S-06710K0B), ST BBIYMCIICHHS aNreOpandeckoro MMMYHHUTETa MCIOJIb3YETCsS MaTeMaTH4ecKuil ar-
napat 6a3ucoB ['péoHepa.

B nanHoI#i paboTe paccMaTpuBaIOTCs pa3IMYHbIe METOABI pacueTa aaredpandeckoro MMMYHUTE-
Ta, U3y4aeTCsl MX B3aUMOCBSI3b M MPUBOJISATCS PE3YJIbTaThl CPABHUTEIBHBIX UCCIIC0OBAaHHUN anreOpa-
MYECKOW MMMYHHOCTH HEIMHEHHBIX Y3JI0B HauOoJiee M3BECTHBIX COBPEMEHHBIX CHMMETPUYHBIX
¢ poB.
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2 AuredOpanveckuii HMMYHUTET 0yJieBbIX PyHKUIMH

IMousiTHe ajredépamyeckoro MMMYHHTeTa ObUIO BIIEpBBIC BBeAcHO B padorax [10,11] u mo-
JApOOHO PACCMOTPEHO B JUCCEpTAllMOHHON pabote [14]. [l maapHEHIero u3ja0XKeHus MaTepuana
BBEIEM HEOOXOIUMBIC OIpPECACHUsT U 0003HAUCHHS, MPHUICPKUBASCH paHee MPHUHATHIX B [14]
(bopMyYITHPOBOK.

ITycte GF(2) — mBonunoe moie u GF(2)" —n -mepHOe BekTOopHOE npocTpancTBo Hagy GF(2).

Bynesa ¢pynxyus f(X) or n mepemenunix — 310 otobpaxkenue f(X):GF(2)" — GF(2), rue

X=X, X))

Tabauya ucmunnocmu 6yneBort Gyukiuu f(X) OT N MepeMEHHBIX — 3TO ABOWYHBIN BBIXOHON
BEKTOp 3HAYCHUM (DYHKI[MH, KOTOPHIA COAEPXHUT 2" DIEMEHTOB, KAKIbIA SJIEMEHT MPUHAICIKHUT
muoxectBy {0, 1}.

Aneebpauueckas nopmanvhas gopma (norunom JKeeanrkuna) oynesou pyukiuu f(X) or n me-
PEMEHHBIX 3aIMChIBACTCS B BH/IC:

f(x)=a,®ax ®ax ®@..0a X, Da,XX, Da XX D...0a, X, X, D..®8, XXXz X,
rae kodddunuentsr & €{0,1} u xaxnas OyneBa QpyHKUUSA peanu3yercs MOJMHOMOM JKeramkuna
CIIMHCTBEHHBIM 00pa3oM, T.e. Kaxkaoe npejcraBieHne f(X) coOTBETCTBYyeT yHUKAILHOW TaOIuIIe

HUCTHHHOCTH.
Aneebpauueckas cmenenv Deg(f) Oynesoit dpynkium f(X) — 4wciao mepeMeHHBIX B CaMOM

JUIMHHOM CJIaraeMoM aJire0pandeckoil HOpMabHON (pOpMBl (YHKIIMH, WMEIOIIEM HEHYJICBOU KO-
sddunument a, . [Ipu stom cunraem Deg(0) =0.

O6o3naunm yepe3 V, MHOXkecTBO Beex oToOpaxenuit GF(2)" — GF(2), T.e. 3T0 MHOXECTBO
BCEX BO3MOXKHBIX OyneBbIX QyHKIMi f(X) OoT N mepeMeHHBIX.

MmuoxecTBo V, B Oynem paccMaTpuBaTh M KaK KOJBLO OyIeBBIX QYHKIUH U KaK BEKTOpHOE (JIH-

n
HelfHOe) MPOCTPaHCTBO HAJl ABOMUHBIM HoneM, T.e. V, = GF (2)* .

bynesa pynkuus g €V, HaszpiBaercs annueunamopom ynkuuu f €V, , ecan
f-g=0
WIIN
(f +1)-g=0.
MHOX€eCTBO Pa3InYHBIX AHHUTHIATOPOB OyneBoit (yHkumu ¢(X) oOpasyeT JUHEHHOE MpPO-
CTPaHCTBO, KOTOpPOE 0003HAYNM KaK

Ann(f)={geV,|f-g=0}.

JInHeiHOe POCTPAaHCTBO aHHUTHIISITOPOB cTeneHn < d 0003HaYMM

Al(f)={geV,| f-g=0,Deg(g) <d}< Ann(f).

[ToHATHE aHHUTHIIATOPOB OYNEBBIX (PYHKUMH TECHO CBA3aHO C OIEHKON 3((HEeKTUBHOCTH anreo-
pandeckoro KpurroaHaau3a noto4ynbix mudpos [10]. B wacTtHOCTH, MpH UCTOIB30BaHUH (HITb-
Tpytomero reseparopa (cm. Puc. 1) mceBmocmydaiinbix mnocnemoBatenbHocTeit (IICIT) mowmck
HAYaJIbHOTO COCTOSIHUSI PETUCTpa CABUTa C JIMHENHHOM o6paTHoil cBs3bio (PCIIOC) conpsixkeH ¢ mo-
HIDKEHUEM CTETNIEHH COBMECTHOM CHCTEMBbI MOJIMHOMUANIBHBIX OYJIEBBIX YpaBHEHUI.

AJITOpUTM aireOpanveckoro KpunroaHaiusa, npeaioxennsii B [10], mo3Bonser, npu ompeze-
JICHHBIX YCJIOBHUSIX, IO YaCTH INepexBaueHHOW BeIxogHOW mocienoBatensHocTH (IICID) Haxomuts

HavanbpHoe coctostare PCJIOC ¢ BpeMeHHO#M CII0KHOCTHIO O((Srfi )3) , TJ1e

i~ Nl
> _Zi!(n—i)!

i=0
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u d - HauMeHbIIasl CTENCHh HEHYJICBOIO aHHUTWIIATOpA GUIbTpyromei OyneBoit Gynkiun f (X)
wiu ee uaBepcun f (X)+1.

PCJIOC

Puc. 1 — CtpykrypHas cxema gunbtp-reneparopa [1CII

Takum 00paszom, 3amadeii anreOpanyeckoro KPUIITOaHAIM3a SBJISIETCS TOUCK HEHYJICBBIX aHHU-
THIIATOPOB WIIH, TI0 KpaiiHel Mepe, OlleHKa MX MUHUMaIbHOU crerenn. C 9Toii 1enbio B padore [11]
BBEJICHO ompeaeneHue aneeopauueckoi ummynnocmu Al (f) Oymnesoit dynkun f €V, :

Al(f)=min{Deg(g)|g € Ann(f)mwmg € Ann(f +1)}.
Bennuuna Al(f) uncieHHO paBHa MUHMMAalbHOM CTeleHM Takod OyneBoil ¢yHkmmu g€V, ,
yro f-g=0wm (f +1)-g=0.
HCHOJ’ILSyﬂ BBCACHHOC BBIIIC ITOHATHUEC JIMHENHOro MMpOCTPAaHCTBA AHHUTUIIATOPOB CTCIICHU < d
3aIlInIcMm:

Al(f)=min{d | AT(f) = 0mm AT (f +1) %0}, (1)

T.e. JUI1 OLEHKU anredpamueckoidl MMMyHHOCTH OyneBoit ¢yHkuumu f €V, nocratouno HalTH

HEHYJICBOHM 0a3uc MPOCTPaHCTBAa AHHUTWIIATOPOB HAUMEHbIIIEH cTerneHu d .

Benmmunaa d 1M0O3BOMISET KOMMYECTBEHHO OLCHUTD CIIOKHOCTH alre0pandeckoro KpUNToaHaIi3a
U, IPU JOCTaTOYHO OONbIIOM d , FapaHTUPOBATH YCTOWYMBOCTH MOTOYHOTO KPHUITOAITOPHTMA K
anredpanvecKkoi aTake.

AJITOPUTM BBIYHMCJICHHS AJIre0panvecKoil NMMYHHOCTH OyJeBbIX (pyHKnmii. OquH U3 BO3-
MO>KHBIX aJITOPUTMOB pacuera ajredpandyeckoii UMMYHHOCTH OyneBbIX (DYHKIUH MpEACTaBlEH B
aucceprannoHHoi padorte [14]. OH OCHOBaH Ha MOCTPOSHUHU Oa3uca JTMHEWHOTO IMPOCTPAHCTBA aH-

aurmstopoB A (f) 3amannoii crenenn d . WrtepatuBHo yBenuuuBas d W HOBTOPSSE IIOCTPOCHHE

6asnca npoctpanctea A (f), oumenky Al(f) momyanm ucmons3sys dopmymy (1), T.e. yepes HeHy-

JeBoi 0a3yuc aHHUTUIISTOPOB HAUMEHBIIEH CTENEHU.
JU1sl U37I0KEeHNs CYTH alrOpUTMa HEOOXOIMMO BBECTH CIIEAYIOIUE JOMOJHUTEIbHbIE 0003Haue-
HUS.

MoHOM (0THOYJIEH) OTHOCUTEIBHO MEPEMEHHBIX X,,..., X, 3aIMIIEM B BUJE
n X, U, =1,
Xu — HXiUi — ir i
i1 Lu, =0,
rae Bektopa X,UeV,', X =(X,...,X,),u=(U,,...,u.).
CrerneHb OfHOWICHA X' OMNpENENACTCS BECOM XEeMMHHTra (YHUCIOM HEHYJCBBIX KOOPIUHAT)
w, (u) BekTopa U =(U,,...,U,), T.c.
Deg(x") = w, (u).

C yuetrom 3TuX 0003Ha4YeHui OyieBy pyHkuuio f(X)B anredOpanveckoir HopMaabHO# Gopme (B
dopme nonmHOMa JKeraikuHa) 3anuIeM B BHIE
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f)= > ax', a eGF(2). (2)

ueGF (2)"
®yukuuto (annueunsmop) g € Ay (f) Taxke npeacraBum B Bue noianHoma JKerankuaa

g(x)= > bx", 3)

veGF (2)":w, (v)<d
rae b, e GF(2) — neusBectHble KO3(hGHUIMEHTH aHHUTHIATOPA, W, (V) — Bec XeMMHHTra BEKTOpa
V=(V,..,V,).
®yukuns g npuHamiexur npocrpanctey Aj(f) Tomsko B TOM cimyuae, ecnu s JiroGOro
x € GF(2)" Bemomnusiercs paencrso f(Xx)-g(x)=0.
[Toacrasus (2) u (3) moy4um:
f)-90)=| 2, ax’ 2 bx'= >
ueGF (2)" VeGF (2)":w, (v)<d UeGF (2)" \ veGF (2)"™:w, (v)<d

rge uvv= (ul V VU Vv Vn) , V — IU3bIOHKIMSA (Joruueckas oneparus NJIN).
[Tocne rpynnupoBKY CllaraeMbIX 1O 00I1EMY MHOKHUTEII0, MTOTYyIUM PAaBEHCTBO:

> [LZ anp-o @

weGF (2)" \ _a,,b,:a, vb,=w

KOTOpO€E BBINOJIHAETCS uist iroboro W e GF(2)". CrieroBaTenbHo, MIMEEM CUCTEMY JTMHEHHBIX OJ-
HOPOJHBIX YpaBHEHUN

{ Y. ab, =0, vweGF(2)" (5)
a, by, vb,=w

OTHOCHTENIBHO HEM3BECTHBIX Koa(duumentos b, anaurmmsatopa g(X).
Pemenue naHHO# cucTeMbl ypaBHEeHHUil (Hampumep, MmeTogoM [aycca) 3amaer Gasuc mpoCTpaH-

crea Ay (f).
ITpumep. Inst n=2 u d =1 umeem:
f(X) =2y +aX +ayX, +8, %X, ,
g(x) =by, +b,yXx, +by; X, .
[Mocne moxcranoBku B f(X)-g(x) =0 nomyunm
f(X)-9g(X) =ayby, + (a0 + a0y, + 850000 ) X, + (BgPo; + 84100, + 80,000 ) X, +
+ (@b, + 80040 + @06 + 8,0y + 83,0, )X, X, =0,
OTKyJla UMEEM CHCTEMY JIMHEHHBIX OJHOPOIHBIX YPaBHCHHUI:
8oy =0,
8gobho + @y + 83y =0,
Aol + 80y + 85,0y =0,
a0y, +8gibyg + a0y, +ay by +ayby, =0
OTHOCHTEIIBHO HEM3BECTHBIX Dyy,0,,, 0, — koaddummenros pynkmmu g(X) .

Torna, Harpumep, it pyaknun f(X) =X +X, (r.e. npu a,, =a, =0 n a, =a, =1) momyanm
CHCTEMY:
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blO + boo =0,
By, +0y =0,
b01 + b10 =0,

KOTOpOfI y,I[OBJ'ICTBOpHCT TOJIBKO Ba pCH_IeHI/IH:
by =B, =by, =0, Te. g(x)=0,
by =b =by; =1, T.e. g(X) =1+X +X,.

HemnocpencTBeHHas nmpoBepKa mokasbiBaeT, 4to ¢(X) =1+ X + X, NeHCTBUTENBHO SABIACTCS aH-

HUruwiaATopoM ¢Gyskuun f(X) =X +X,:

FO)-9(%) = (% + %) A+ X +X,) =X + X%, + X + XX, + %X, +X, =0.
O00011ast BBIIIEU3I0KCHHOE, OMPEAEINM OCHOBHBIC IIard aJropuTMa MOMCKAa 0a3suca mpo-
CTPAHCTBA AHHUTHWJIATOPOB [14].
Bxox: neN,d e{l,...,n}, dyukius f(X) (3amaHHas COMCKOM OJHOYWIEHOB X' C HEHYJIEBBIMH
ko3¢ dunuentamu a, B (2)).
Beixon: Jluneitnoe mpoctpanctBo Aj(f), 3amaHHOe B BHIE MapaMeTpHYECKOro ceMeicTBa

MHOrowieHoB JKerankuHa oT N OyJeBbIX MEPEMEHHBIX cTerneHn < d .
Hlar 1. [Ipeacrasnsiem pyukuuu f(X) u g(x) B Buge cymm (2) u (3), COOTBETCTBEHHO.

Ilar 2. PackpsiBaeMm ckoOku B mpousBenenun f(X)-g(X) u, rpynmupys ciaraembie b x"
IIyTe€M COPTUPOBKH 110 &, Vv b, =W, nomy4aem ypaBuenue (4).

Ilar 3. CocraBisieM CHCTEMY JHHEHHBIX OJJHOPOIHBIX ypaBHeHHH (5).
Ilar 4. Haxoaum oO1iee pemienne CUCTEMBI (5) B TapaMeTPUIECKOM BHJIE U TIOAAEM Ha BBIXOJ
aJIropuTM™Ma.

3
B pa6ore [14] npuBoauTCs OlleHKA O(m-(S:) ) OUTOBOI CIOKHOCTU PACCMOTPEHHOTO aJIro-

pUTMa, rae M — KOJIUYECTBO HEHYIEBBIX KOAQPUIUEHTOB @, B (2).

Vcnonb3ys npuBeIeHHBIN allrOpUTM MOUCKa 0a3nca NpOCTpaHCTBAa AaHHUTHWIIATOPOB MOJKHO BBI-
YHUCIIUTH anredpandecKyro UMMYHHOCTB OyneBoil ¢ynkimu f(X) mocnemoBarensHO nepeOupas Bce

3HaueHust d >0 10 Tex mop, MoKa He MOJMyYMM HEHYJIEeBOe MpocTpaHcTBO aHHHTMIsITOpoB Aj (f)
wm A (f +1).

Munumanssoe 3HaueHue d >0, g kotoporo Aj(f)=0 wmmm AJ(f +1)#0 coorBercTByeT
3HAYCHUIO allredpanyeckoil UMMYHHOCTH OyneBoit pynkiuun f(X) .

AJNTOPUTM BbIYMCJIeHHS ajredpandeckoii ummynnoctu Al (f).

Bxox: ne N, ¢pynkuus f(X) (3agaHHas CIIMCKOM OJHOYICHOB X' C HEHYJIEBBIMH KO3 (HIIHU-
eHTamHu 4, B (2)).

Boixoa: 3uaucnue anredpandeckoit ummynaocta Al ().

Hlar 1. [TpucBauBaem d =1.

Iar 2. Beraucnsiem npocrpanctso anaurmisitopos Aj(f) u A (f +1).

Iar 3. Ecmu AJ(f)=0 u Aj(f +1) =0, To npucBanBaem d =d +1 u nepexoaum k [lary 2.

Iar 4. Ecmu A{(f)#0 w/mmm A (f +1) =0, To npucBaunBaem Al(f)=d u nomaem Ha BBI-
XOJ aJITOPUTMA.
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3 Anredpanyeckuii HMMYHHMTET OyJeBbIX 0TOOpa:keHuii (S-0,10K0B)

[Tonstue anredbpandeckoit UMMYHHOCTH OyieBbiX (yHkiwuit B [13] 0000IeHo Ha ciyyait Oysie-
BeIX otobpaxenuii F :GF(2)" — GF(2)" (sexmopnvix 6yneevix ¢hynxyuir), KOTOpbIE PeaTu3yrOTCsa
y3J1aMU 3aMeH (maobauyamu noOCmaHos8ox, S-01o0xkamu) OJJIOYHBIX CAMMETPUYHBIX IIH(PPOB.

Jliis onpenenenus anreOpandeckoi nMMyHHOCTH Al (F) Boconb3yeMcst TepMUHAME U OTIpeie-
JCHUSIMH U3 paboTs [15].

3adukcupyem HaTypaidbHblEe YMciaa N, M u HekoTopoe moie K. PaccMoTpuMm KOHEUHYH CH-
creMy S U3 M anreOpanydecKux ypaBHEHHH

B(X, %, X,) =0,
P, (X, X,,..., X,) =0,
2(X1 2 ) (6)
P, (X, X,y X,) =0
OT MMEPEMEHHBIX X, X, ,..., X, ¢ koapurmentamu Hajg nmojgem K.

[Tycte K[X,,X,,...,X,] — MHOXeCTBO BCEX MHOTOUWIEHOB OT HEPEMEHHBIX X;,X,,..., X, C Ko3ddu-

OUCHTaMHM Hal I1I0JICEM K. Ha saTom MHOkecTBe OMIPCACJICHBI OICpalli CJIOKCHUA U YMHOXCHUA, a
CaMO MHOXCCTBO HA3BIBAIOT KOJIbYUOM MHO2OUYJIEHOS. 910 KOJIbIIO KOMMYTAaTUBHO (T.C. JJIs JIFOOBIX

snemenToB a,b e K[x, X,,...,X,] BbImonHsercs paBeHcTBO a-b=Db-a), ¢ eaunuuei (11 Bcex
a e K[x;, X,,..., X,] BbIOJIHsIETCS paBEeHCTBO a-€=a,rae e=1).

Henycroe nmonMHokecTBO | KOMMyTaTHBHOTO KOJbla C €AUHHICH R Ha3bIBaeTcs udearom B
R (o6o3navaercs kak | < R), eciu BBIMOMHSIOTCS CIEAYIOIIUE 1B YCIOBUS:

— U1 JII0OBIX deMeHToB a,b e | anement a—bel ;
— i M00BIX a€l U ce R snemedt a-ceR.

OneMeHTsl @,,4a,,...,8, COCTaBIAIOT Oasuc udeaia
l=(a,a,,..a)={a n+a, L+..+a -L;n,,..LeR}cR.

[MpunsiTo cuntath, uyto uaean | <R donyckaem xoneunwiii 6azuc, €Civ B HEM HaHIyTCs TaKue
SJIEMEHTH! a,,8,,...,8, , 410 | =(a,8,,...,a,).

OynnamentanbHas meopema Tlunbepma o 6Oaszuce yTBEpKIACT, 4YTO KaXKIbId HICal
I <K[x,X,,...,X,] nmomyckaer KoHe4yHBIi Oa3zuc, T.e. HaWmgyrcs Takme f(X,X%,,...,X),

f(X Xy X))y oees F (X, %500, X,) €1, 9TO
I =(f,f,,...f)={f -+, -+ .+f  -r;0n6,..neKX,X,.., X1}

C cucremoit S (6) cBsmxkem wunmean |, mopoxieHHbI MHOrowreHamu B (X, X,,..., X)),

Py (X, X0 X)) 5 -evs Po(X, X540, X,) , OTBEUAIOIINM YPAaBHEHUSIM CUCTEMBI:
1(S)=(P,R,,.. R) ={P, -, +P -, +..+P -1 ;10,1 e K[X, X, .., X ]}

Ecmm F €1(S), to torna mns xaxmoro pemennst (X, X,,..., X)) cucremsl (6) Oyner BBIIOI-
HSITHCSI PABEHCTBO

F(Xy, Xy, X,) =

= B(Xy, Xyreees X)) (X gy Xogyoony X, )+ Po(Xgy Xy, X)Xy Xy X)) Hoa
HP Xy, Xyyoey X)) -1 (X, Xy X, ) = '
=0-1,(X,, Xppeee, X)) +0-6,(X, Xgyooy X, )+ 4041 (X4, X,y X)) =0
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Ecmm {P,PR,,...,P.} u {P1,P2,..., Pk} — nBa 6a3zuca ognoro uneana | , Torga cucrems! anredpau-
YECKUX YpaBHEHUU

P(X, %,,.., X,) =0, El(xl,Xz,...,Xn):O,
P, (X0, Xpreey X, ) =0, P2(X,, %y, X, ) =0,
P (%, %) =0, P (%, Xy, X, ) =0

OKBHUBAJICHTHBI, T.€. MHOXXCCTBA UX peH_IeHI/Iﬁ COBIIAJArOT.

Crie1oBaTeIbHO, MHOXKECTBO PELICHHH CHCTEMbI alnreOpandecKuX ypaBHEHUI OIHO3HAYHO
OMIPEIEIIACTCS MIeaIOM CHCTEMBI, a Pa3JInYHbIe 0A3MChl OJHOTO HMJeala OTBEYAlOT SKBHBAICHTHBIM
cucremam [15].

I[Ipeamnonoxum, 94To UMeeTcss HeKOTOPBIi MHOTOWIEH N(X,X,,...,X,) € K[X,, X,,..., X,] u TpeOyer-

Cs 32 KOHEYHOE YKCIIO IIAroB BBIACHUTD, MPUHAUISKUT Ji oH uaeany | < K[X,X,,...,X,], 3aqan-

HoMy cBouM Oasucom | =(f, f,,..., f ). Jpyrumun cinoBamu, Hy>KHO PEIIUTh T.H. 320a4y 6X0xcOe-

HUA: — BBIACHUTH, CYNIECTBYIOT JIM TaKHe MHOTOWICHBI (X, Xy, ..., X,), (X, Xy, X,)s oo
r(X,X%,.X,), aro h="f.-r+f,-,+.+f -r, uw hel=(f,f,,..f).

3aayy BXOX/JCHHS PEIIAIOT MOCPEICTBOM YIPOLIEHHs BhIpakeHust it h(X, X,, ..., X,) HCIOJIb-

3ys T.H. peOVKYUI0 MHO20UIEeHd.
3ammmem MHOrowreH h(X,X,,...,X,) B Buxe cymmel: h=h. +h,,, rne h. — crapmmii onHouneH

(MoHOM), a h,, - cymma ocraBmmxcst ogHowteHoB B h . [Ipenmonoxum taxxke, uro h. neamtes Ha
crapumit wien f. omHoro m3 muorounenos f,, r.e. h. = f.-Q u h= f_.-Q+h,, nmt mexoroporo

opHouneHa Q. Torna onepayus pedykyuu 3a1aeTcs BBIpaKEHHEM

h=h-f-Q=f.-Q+h, —f.-Q-f,-Q=h, +(-f,)-Q, (7)
rae f,, - cymma ocraBmmxcs ognownenos B f; = f. + f,, . IIpu 3ToM crapmmii 4wieH MHOTOWICHa
h, Menbme crapmero wieHa MHorowieHa h. Ecmm MuorowneH h mpuHagmexuT wunpeary
| =(f,f,,..., f,), Torona u pexynupoBaHHBIi MHOTOWIEH h Takxke OyIeT NMpUHAIIIEKATH ITOMY
uneany. Jleicrsurensho, ecmu he(f, f,,...,f ), rorma h—h =fQe(f,f,,..., f ). Caenona-

TEJIBHO, 33J]auy BXOXJICHUS TEIepbh MOYKHO PelIaTh yXe He JUIsi MHOrowieHa N, a s peaynupo-
BaHHOTO MHOTOwWIeHa N, . Ecim 3a koHewHoe umncio penykiuii (7) MEOrowieH h cBexercs (pemxyuu-

pyercst) K HyJ1ro (HOJIb IPUHAIISKHUT Jrodomy naeany), toraa he (f, f,,...,f ).

basuc f,, f,,..., f wmneama | =(f, f,,..., ) HaspBaercs pazucom I'péonepa >roro nneana, eciu

Besikuid MHorowieH h e | penymmpyercs x Hyiro nipu momouwt f, f,,..., f . MHade: HabGop MHOTO-
yienoB f, f,,..., f sBisercs 6asucom I'pédnepa B mumeane | =(f, f,,..., f ), ecim s maroboro
hel omnownen h. memurcs Ha omuH n3 ogHownenos f., f,.,..., f, o [15].

Jly1st oniepaniuy peayKIui MHOTOWICHOB UCTIOIB3YETCSs TOHSATHE CTapIIero OJHOYIeHa (MOHOMA).
JIpyrMH CIIOBaMH, TIPEINOJaraeTcs, 4YTo Ha MHOXKECTBE BCeX OJHOWIeHOB Koibia KX, X,,..., X, ]

3a/1aH JuHelinblll nopsa0ok (MOHOMHAJIBHOE YIOPSIOYEHHE = ), YIOBJIETBOPSIOIINM CIEAYIOIINM
cBoiictBam [16]:

- m X' <x" cumenyer, uro X" X' =<x"-x' mia mo6bex omHowieHoB X', X', X" (OJHOYIEHBI
ompezeneHsl Kak B (2), T.e. X,U,V,WeV,", X = (X,..., X, ),U= (U, ..., U,),V=_(V,...,V,), W= (W,..., W.) );

- 1< x" g moboro oxHouneHa X'.

B kauecTBe IPUMEPOB MOHOMHAIILHOTO YIOPSAOUEHHS IIPUBEIEM:
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- crosapuulil (nexcuxoepaguueckuil) nopsiook (lex): X' <, X', eclli CyLIeCTBYeT Takoe i, 4To
U <V, m U;=V; 11 j<i (crepsa ynopsjounBaeM NEPEMEHHBIE B OJIHOUIEHAX B TPEOYEMOM ajl-
(aBUTHOM TOPSZIKE, & TOTOM CMOTPHM JI0 TIEPBOTO PA3JINYUs B OJJHOUICHAX);

- cmenenno-cnosapuviil nopsaoox (deglex): x* <., X', ecm W, (U) <w, (v) um w, (u) =w, (v),
HO Tpu 3TOM X' < X' B CIIOBapHOM MoOpsike (YHOPSIOYMUBAEM IO CyMME CTEIICHCH, B ciiydae pa-
BCHCTBA CYMM CPaBHHUBAEM [0 CJIOBAPHOMY MOPSIKY);

- cmenennoii obpamuwiil croéapuuiii nopadox (degreviex): x* <. . X', ecmm W, (U) < w, (V)

wm W, (U) =W, (V), HO pu 3TOM X' >, X' B CIOBapHOM IOpsAKe (YHOPsSJOYHBAEM 110 CyMMe CTe-
NIEHEeH, B Cllydae paBEeHCTBA CYMM CpPaBHHMBAEM 110 00PaTHOMY CJIOBAPHOMY MOPSKY).

Perienue 3amauu BXOXACHUS, m.e. OnpeoeieHue npuHadiedlchocmu muocounena h uoeany
I =(f,f,,.., f,),3aK1049aeTcs B IOCTPOSHUU BCEX BO3SMOXHBIX PEAYKIUI h ¢ MOMOLIBIO 3IIeMeH-
ToB Oasuca I'péOnepa uneana | . Muorowren h mpunamnexut upeany | =(f,f,,.., f ) Torna n
TOJIBKO TOT/Ia, KOT/Ia B Pe3yJIbTaTe PeAyKIIMHU MOTydeH Hyib [15].

st xaxmoro uaeana | < K[x,X,,...,X.] cymectByer 6a3uc ['péonepa, a camo mocrpoenue Oa-
3uca ['péOHepa OCHOBAHO Ha paspenieHun 3ayenienuil [15].

Mmuorounerst f, u f, umeroT 3auenenue, eciau UX CTAPUIME WIEHBI JAETATCS OJHOBPEMEHHO HA

HEKOTOPBI OJHOWIEH @, OTIMYHBIA OT KoHcTaHTel Ilycts f.=w-q, f..=w-q,, THe @ —

]
HauOONBIIMH OOWMI nenuTens crapmux oxHowieHoB f. um f ic- PaccMoTpuM  MHOTOWsIEH
Fi,j =f-q,— fj -0, €| u penynupyem ero ¢ nomomsto 6asuca f, f,,..., f 1o rex mop, moxa 3to

BO3MOXKHO. Eciu HOJ'Iy‘ICHHLIﬁ B PE3YyJIbTATC MHOT'OYJICH F' j =0 , TOraa roBopsT, 4TO 3alCIIJICHHUC

i
paspemmmo. Muauwe, nobaBum kx Oasmcy f,f,,..,f  wmeama | momydeHHBIH MHOTOUICH
fm+l = F

peaynrpoBaHHs KOHEYHOT0 YHCIIa 3aneruieHnid mowyanm vadop f, f,,..., f , f

m

i.j» TIOCJIE YEro MpoLEAYpY MOMCKa M PEAYLMPOBAaHUs 3aleluieHni npoxoikuM. Tlocne

mets--s Ty » B KOTOPOM
KaXI0€ 3alleIUICHHE Pa3pelnMOo.
B cootBercTBuu ¢ Opunnuanmosoii nemmou 6azuc f, f,,..., f wmneama | <K[x,X,,...,x,] a8-

nsiercst 6asrcom ['péOHepa TONBKO TOT/a, KOT/Ia B HEM HEeT Hepa3pellnMbIX 3areruieHuii [15].

Pa3perenne 3anemnyieHnil mo3BoJseT onpeneinuTh dHPEeKTUBHBINA aIrOpUTM MOCTPOCHHUs Oasuca
I'péonepa npeana | =(f, f,,..., f.) (arcopumm Byxoepzepa).

lar 1. [IpoBepsiem Hamu4Me 3alleneHU B Habope fl, fz,..., fm. Ecau 3anennenuit HeT, Toraa
Habop f, f,,..., f, saBasercs Gasucom I'pébnepa uneana | =(f, f,,..., f ). Ecou 3anennenue ects,
TO ocymiecTBisieTcs nepexon k [lary 2.

Ilar 2. Ilo naiineHHOMy 3areruieHuto MHorowienos f, u f ; COCTaBIsieM MHOTOYICH
F;=f-0,—f, -0 upexymupyem ero c nomomsio nabopa f,, f,,..., f, moka sro Bozmoxno. Eciu
MHorowien F ; PeIyLHPOBAIICS K HEHYJIEBOMY MHOTOUIEHY f
—x [ary 4.

Ilar 3. lo6asnsem muorowten f ., k Habopy f, f,,..., f u nepexomum x Ilary 4.

ms1» TO iepexoaum K Illary 3, nnaue

lar 4. Umem panee He paccMOTpeHHOE 3aierienue u nepexoaum k lllary 2. Ecnu Bce 3auen-
JIEHUsI PacCMOTPEHBI, TO BBEIBOAMM noiydeHHslit Hatop f, f,,..., f , f f,, » B KOTOpOM Bce 3a-

LEeTUIeHHs pa3peIInMbl. JTo U ecThb 6a3uc ['péonepa ungeana | =(f, f,,..., f).

m? Tm+lrer

B Hacrosimee Bpemst (2016 roa) U3BECTHBI M APYTHE AITOPUTMBI IOCcTpoeHus Oaszuca ['péOHepa,
Hanpumep, anroputmer F4, F5 [17,18].
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basuc I'pébHepa MOXKHO ynpocmums ClenyromuMu crnocodamu [15].
1. Munumusayus 6asuca I'péonepa. Ecmu f u f, nea snemenra Gazuca ['pEOnepa, mpuuem ux
crapumme wienst f. n f;. nensres npyr na npyra, nanpumep, f J.C‘ f.., Torna Muorounen f;

MOXXHO ynanute u3 Hatopa f, f,,.., f . basuc ['péOHepa Ha3BIBAIOT MuUHUMATLHBIM, €CIH

fic me nenures na f,. qns Beex i j.

2. Peoyyuposanue 6asuca Ipéonepa. Ecnn HekoTOpbId wieH (| MHorowieHa f, memurcs Ha
crapumii wien muorounena f,, torna pexymmpyem g ¢ nomomsto f; u pesynprar pemyk-

UM 3anuiIeM BMecTo wieHa ( B MHorowieH f,. IIpu atom 6asuc I'pé6nepa octanercs Oa-

3ucoMm ['péGHepa, YMCIIO DIIEMEHTOB Oaswrca He M3MEHHTCS, OJHAKO CTEIEHH MHOTOYJICHOB
f,, f,,..., f,, monmxatorca. basuc I'péOHepa Ha3BIBAIOT pedyyuposanmvim, €CIA HU OIUH

uieH MHOTOwIeHa f; He nenuTes Ha crapumi unen muorownena f; it Beex i+ j.

m

Munumanvnvrii pedyyuposannviii 6azuc I pédonepa nneana | < K[x,X,,...,X,] onpenenen ogno-
3HAYHO (C €IMHUYHBIMH KO(D(DHUIIMECHTaMU TTPH CTApIIUX CTENEHIX JIEeMEHTOB Oasuca), T.e. HE 3a-
BUCHUT OT BbIOOpa mcxonaHoro 6asuca mapeana | =(f, f,,..., f) ¥ or mocienoBarensHOCTH TIPOBO-
JHMBIX OIepalyii (HO 3aBUCHT OT YIOPSJOYEHHS IIEPEMEHHBIX X, X,,..., X, ) [15].

[lonatne munumanrbrHo2o pedyyuposannoco basuca Ipébnepa OBLTO NCTIOIB30BAHO B pabdoTe
XKan-Ilapns ®oxepa (Jean-Charles Faugere) [13] ¢ nenpio omnpeaeneHust anreOpandeckor um-
MYHHOCTH S-OJIOKOB (HeaUuHEeuHbIX Y3108 YCI0HCHEeHUsL) OTOYHBIX CHMMETPHYHBIX IHU(PPOB.

PaccmoTrpuMm HenmuHelHbIH y3en (S-0710K) 61a049HOr0 cummerpudnoro mudpa (cMm. Puc. 2), koto-

phlii peanusyer 6yineso oroopaxkenune S :GF(2)" — GF(2)™ [1-9].

X, —>] —> Y, = F(X, %00 X,)

X,—» L Y, = (X, %, X,)
S-box

X —» Vo = £ (0 X000 X,)

Puc. 2 — CtpykTypHas cxema HeJIMHEHHOTo y3J1a 0JJOYHOI0 CUMMETPUYHOTO mudpa

S-0710K 3amaercs cucTeMol anreOpandeckux YpaBHEHUH HaJl TBOMYHBIM TTOJIEM:

F (% X500 %) = Wi
Fo (%0, X000 X0) = ¥,

(7)
(X, X X)) = Yoo
T.C. COBOKyHHOCTBIO 6YJ'ICBBIX MHOI'OYJICHOB
Yi— fl(Xv Xyyeeny Xn)’
Y, — £,(, %00 X)), (8)

Yo — F (X0 %5000 X,)
B Koublle KX, X,,...; X, Yis Voyeens Yy ] OT IEPEMEHHBIX Xy, Xpyeee Xy Vi Yoy ooy Yy € KODdUIIIEHTAMEI
Han nosieM K =GF(2).
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C cucremoii ypaBHeHuit (7), anreOpandecku 3aJal0LUX CTPYKTYpy S-Oioka, cBsbkeM uaean |
MOPOXKIAEHHBIN MHOTOUJIEHAMU (8):

1(S) =¥y — FL0% %o X0 Vo = B (X0 Xas ey X )oY = T (X0 %g,0, X)) =
={(,— )L+, = F) L+ (Vo= F) Toi G D Ty € GR ()X X1y X Voo Yoreoes Yl -

Anrefpanyeckasi MMMYHHOCTh HEJIMHEIHOr0 Yy3/ja GJIOYHOr0 CHMMETPHYHOro Immdpa
ompezessieTcsl Kak MUHUMaJIbHas CTeneHb MHorowieHa P u3 uaeana |(S) [13]:

Al (S) =min{deg(P), P € 1(S) <GF (2)[X,, Xy -s X1s Y1 Yor s Y1} 9)
HpUYeM MHUHUMABHBIA peaynupoBaHHblii 0azuc ['péonepa uneana |(S) mpu creneHHOM 0OpaTHOM
cioBapHOM yropsinoueHun (degreviex) cogepxut nuHeiHbI 0azuc nommHomoB P u3 1(S), Takux,
yro Al(S)=deg(P). dpyrumu crnoBamu, Juis BblUucieHus: anreOpandeckoid ummyHHoctu Al (S)
JOCTaTOYHO MOCTPOUTHh MUHUMAIIBHBIN pelylIUpOBaHHbIi 6a3uc ['péoHepa uneana |(S), 3amanHoro

ypaBHEHUSIMH (8) U HaWTH MHOTOUYIEH MHHUMAJIbHOW CTENEHH CpPeIu DJIEMEHTOB 3TOro 0asuca.
3HayeHUEe MUHHMAJIbHON CTENCHM W SIBISICTCS 3HAa4YeHUeM anreOpamdveckoit mmMmyHHocTH Al (S)

y3J1a 3aMeH 0JIOYHOTO CHMMETPUYHOTO Iudpa.
Cas3pb anredOpandeckoil IMMYHHOCTH S-010Ka (9) u OyneBoit pynkmuwu (1) mokazana Ha ctp. 337
B pabore [19].
Paccmotpum OysieBy GyHKIHIO fo (X, Xy, o0 X,y iy Yoreerr Vi) - GF ()" — GF(2) , 3nauenus ko-
TOPOH ONPENIEIUM CICAYIOINM 00pa3oM:
fs (X Xa e X Vs Yo oees Yin) :{1,Vi_, J 0820 20) =Y,
" m 0,31, j: fi(4, X, X)) 2 Y

MHOX€ECTBO pelIeHU ypaBHEHUS

fo (X, X0 X0y Vs Vo eeny V) —1=0

COBIIAJIa€T ¢ MHOXECTBOM perieHuid cuctembl (7). CiemnoBaTenbHO, UMEEM Pa3JIMYHbIC Oa3HChI
(fs-D) mu (y,—f,y,—f,....y,— f,) oqHOrO Hueasa SKBUBATECHTHBIX CHCTEM, T.C.

I(fs _1) = I(yl_ f1' Y, — fl""’ Ym — fm)'
Nnean npocrpancta anaurmiasitopoB Ann(fg) B xombre GF(2)[X, Xy, .0 Xy Yoy Yoreens Y] COB-
nagaer ¢ uneaiaom |(fg —1), cnenosarensHo, anredpandeckas UMMYHHOCTB (9) OyieBoro oroopa-

xernst S:GF(2)" - GF(2)" coBmamaer ¢ MUHUMAIBHOM CTENEHBIO HEHYIIEBBIX MOJIUHOMOB, MPH-
HaJJIeXKAIUX aHHUTIIITopy ynkiuu o :

Al(S)=min{Deg(g)| g € Ann(f)}.

Takum o6pa3zom, 1000 S-0J0K MOKHO OJHO3HAYHO omnucarh OyieBoi ¢pynkiumeit [19], a anreo-
pamyecKyr0 UMMYHHOCTB 3TOW ()YHKIIMM MOYKHO BBIYHCIINTH, HAIIPUMED, MPH MOMOIIHU aJTOpPUTMA,
PacCMOTPEHHOTO BBIIIE, B ITYHKTE 2.

4 3naveHus ajaredpanyeckoii UIMMYHHOCTH HeJIMHEHHBIX Y3JI0B
COBpeMEHHBbIX M ppos

B nannoit paboTe npoBeieHbl CPABHUTENBHBIE UCCIIEAOBAHUS anredpandeckoil UMMYHHOCTH He-
JMHEWHBIX Y3JI0B COBPEMEHHBIX CHMMETPHYHBIX IMHU(PpPOB. B kauecTBe OOBEKTOB HCCIECIOBAHUS
BbIOpAHBI IUPOKO U3BECTHHIE U CTAHJAPTU3MPOBAHHBIC HA HAIIMOHAJIBHOM W/WIIM MEXIYHApPOIHOM
YpOBHE OJIOUHBIE CHMMETPHYHBIE KPUTITOITPEOOPa30BaHUSI:

— xkpunroanroput™m AES (cranmaptusupoBan B CIILA, kak ¢enepanbHblii cTanmapT o0padboT-
ku naHHbIX FIPS-197 [20], a takke Ha MEXAYHapOAHOM YPOBHE B KayecTBE OJOYHOTO
mmdpa B ISO/IEC 18033-3 [21]);
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— xkpunroanroputm Camellia (cranmapTu3upoBaH Ha MEXIYHapOIHOM YpPOBHE B KadyecTBE
omounoro mudpa B ISO/IEC 18033-3 [21]);

— kpunroanroputm CAST (ctangapTH3MpOBaH Ha MEXIYHAPOJHOM YPOBHE B KauecTBe 0JIOU-
noro mmmdpa B ISO/IEC 18033-3 [21]);

— xpunroanroputM SEED (cranmaptusupoBaH Ha MEKIyHAPOJIHOM YPOBHE B KadecTBE 0JI0U-
noro mmmdpa B ISO/IEC 18033-3 [21]);
— kpunroanroput™ «Kannna» (HaumnoHanbHbl crannapt Ykpaunsl JCTY 7624:2014 [22]);
— kpunroanroputm «Ky3neunk» (ctangaptusupoBat B Poccun kak TOCT 34.12-2015 [23]);
— amroput™m «BelT» cummerpuunoro mmdpoBaHus U KOHTPOJS LETOCTHOCTH PecmyOmmku
benapycs (cranmaprusuposan B CTh 34.101.31-2011 [24]);

— kpunrorpaduueckas xem-ynkuus Whirlpool, ocHoBanHas Ha HCHONB30BaHUK OJOYHBIX
CHMMETPHYHBIX KPUITONPeoOpa3oBaHuii (CTaHIapTH3UPOBAHA HA MEXKITYHAPOJIHOM YPOBHE
B ISO/IEC 10118-3:2004 [25]).

Jl71s1 BIUMCIIEHUS aNre0pandeckoro MMMYHUTETA UCIIOJIb30BaIOCh BeipaxkeHue (9).

JIns HermocpeICTBEHHBIX BBIYMCICHUN HCIIONB30BaH MAKEeT MPHKIAJHOTO MPOrPaMMHOTO odec-
neueHuss Magma [26], koTopblii peanu3yer MHUPOKUN CHEKTp (QYHKUHU, CBSI3aHHBIX C alreOpoid,
TEOpHeH IpyI, KOJICI] U TIOJIEeH, TeOpUei Yrcesl 1 MHOTHMH IPYTUMH pa3ziellaMi MaTeMaTHKH.

Hccnemyembie y3ibl 3aMeH, kKpome S-Omoka xemr-¢pyHkuun Whirlpool, Osimn moapoOHO pac-
cMoTpeHbl B padote [9]. B Tabnuie 1 npuBeaeHbl HEKOTOPBIC PE3YIIbTAThl ITUX HCCICIOBAHUI.

Tabnuna 1 — Kpunrorpadguueckre cBONCTBa HEMUHEHHBIX Y3710B OJOYHBIX MHU(POB

N A AD PC Cl Al
AES + 112 32 7 0 0 2
SEED - 110 40 7 0 0 2
CAST-128 - 120 0 4 8 0 2
Camellia + 112 32 7 0 0 2
«Kamnaa» + 104 72 7 0 0 3
«Ky3Heunk» + 102 72 7 0 0 3
«BelT» + 104 72 7 0 0 3
Whirlpool + 95 80 7 0 0 3
B — coanancuposannocmo; AD — ancebpauueckas cmenenn,
Ipunameote 0do3nauenusn:
N — nenunetinocmo; PC — kpumepuii pacnpocmpanenusi;
A — asmoxoppensiyus; Cl — koppensiyuonnwiti ummyHumem.

B nocnenneit kononke «Al» Tabin. 1 npuBeaeHsl 3HaUueHUS alredpanyeckoil IMMYHHOCTH HEJIH-
HEIHBIX y3JI0B 3aMEHbI COBPEMEHHBIX IN(POB. DTH JaHHbIE MOIy4deHbl o Gopmyne (9) mocpen-
cTBOM mocTpoeHus OasucoB ['péoHepa mneanoB |(S), 3agaHHBIX COBOKYITHOCTSIMH MHOTOYJICHOB

(8) u3 ypaBHeHMit (7) COOTBETCTBYIOMINX S-OJIOKOB.

[Tomy4yeHHbBIE pe3yabTAaTHl TO3BOJISIIOT CYIUTh O HEAOCTATOYHOH anreOpandeckoil MMMYHHOCTH
HEJIMHEHHBIX y3710B OJIOUHBIX MHU(POB, KOTOpbIe ObUIM pa3padboTanbl B KoHIE 90-x — Hayane 2000-x
roaoB. Paccmorpennsie anroputmel (AES, SEED, CAST-128, Camellia), npeacraBnennsie B co-
BpeMeHHOM MexayHapoaHoM crangapte ISO/IEC 18033-3, o6namaoT cpaBHUTEIBHO HU3KOH aj-
re0Opandeckoii IMMYHHOCTBIO W TIOTEHIIMATBHO MOTYT PAacCMaTpUBAThCS B KAa4eCTBE PEAbHBIX
KaHJMJIaTOB Ha MOCcTpoeHue 3(P(HEeKTUBHBIX adredpanuecKux aTak.

Hanportus, Onounbsle cummeTpuuHble KpuntoanroputMel «Kammnaw, «Ky3neuuk», «BelT», a
Tarxke Kpunrorpaduyeckas ¢pynkius xemuposanus Whirlpool, paspaboransl ¢ yaeTom BO3MOKHO-
ro MPUMEHEHHsI anreOpandecknx atak. HelmHeHbIe y3Ibl 3aMEH 3TUX aJITOPUTMOB O0JIaaf0T BbI-
COKOIl anredbpanyeckoil HIMMYHHOCTBIO U, 110 BCEH BUJMMOCTH, OCTAHYTCS YCTOWYMBBIMH K HOBBIM
METOAaM aNreOpandecKoro KPUITOaHaIH3a.
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5 BeiBOaABI

1. Meronb! anredpanyeckoro KpUITOaHaIn3a, yKe ¢ MOMEHTA MOSIBICHUS NEPBbIX MyOIMKauil
[27,28], mpeBpaTiiinch U3 aOCTPAKTHBIX U MAJIOMPUMEHUMBIX MATEMATHUYCCKUX HJICH B Pa3BUTHINA U
IIUPOKO OOCYKJaeMblii B Hay4HOM COOOIIECTBE pasiesl COBpeMeHHOW kpumntoioruud. Ha cero-
JTHSIIHANA JeHb B 9TOW 00JacTU 3HAHUN MPOBOAUTCS OTPOMHOE YHCIIO UCCIIEI0BATEIbCKUX MPOECK-
TOB M, OYEBHUJHO, YTO YK€ B OJNMKaWIIME TOJbl CIEIyeT OKUAATh MOSBICHUS Y(P(PEKTUBHBIX BBI-
YHUCIUTENbHBIX AJITOPUTMOB aJIreOpandeckoro KPHUNTOAHAINW3a COBPEMEHHBIX CHMMETPHYHBIX
mmdpos.

2. B nanHoi#t pabore ObUIM PAaCCMOTPEHBI JUIIb OT/EIbHbIE aCIEeKThl AIreOpanvyeckoro KpunTo-
aHaJaM3a, B YaCTHOCTH, MCCIICJOBAHBl METOMABI BBIYMCICHHUS anreOpanyecKoi MMMYHHOCTH HEIH-
HEHHBIX Y3JI0B CHMMETPHYHBIX MIM(PPOB. DTO MOHATHE, BIEPBbIC BBEJACHHOE ISl TOTOYHBIX KPHUII-
ToanroputMoB B pabdorax [10, 11], 6110 0000mIeHO B [13] Ha ciaydaii OyJieBbIX OTOOpakeHUid, T.e.
JUIS HEJIMHEWHBIX Y3JI0B C MPOU3BOJLHONW Pa3MEpHOCTHIO BXOJIOB-BBIXOJOB. Ajredpanyeckas UM-
MYHHOCTB, B HEKOTOPOM CMBICIIE, XapaKTEPHU3yeT CIOKHOCTh PEIICHHUS CUCTEMbl YPaBHEHUH, OITH-
CBHIBAIOIIMX HETMHEHHBIN y3€J U, TAKUM 00pa3oM, MO3BOJSET MONTYYUTh IPEICTaBICHUE 00 YCTOM-
YUBOCTH CUMMETPUYHOTO Imiudpa K anredOpandyeckoMy KpunroaHanusy. B wactnoctu, B padote [10]
MPEJIOKEH AITOPUTM aNreOpanyecKoro KpPUMNTOAHAIW3a MOTOYHBIX IHU(POB, MOCTPOSHHBIX IO
cxeme GpmibTp-reneparopa. CI0XHOCTh peaTu3alliy 3TOTO aJrOpUTMa SIBISIETCS PYHKIUEH OT 3Ha-
YeHHsI anreOpanyecKoil HIMMYHHOCTH KpunTorpaduueckoit OyneBoi ¢hyHKIUH.

3. Beraucienne anredpandeckoil UMMYHHOCTH HEJIMHEWHOTO y371a B 00IIEM ciydae CONpPSHKEHO
c mocTpoeHueMm Oa3uca ['péOHepa maeana KoJblla MHOTOWICHOB, 33/IaHHOTO MHOTOWICHAMHU W3
ypaBHEHH 0JIOKa MMOJICTAHOBOK. DJTa 3aj1a4a PeIaeTcsi BEIYUCIUTENHHO YPPEKTHBHBIME aITrOPHUT-
mamu byx6eprepa, F4, F5 u np. [15-18]. Kpome Toro, paccMOTpeHHBIE MaTEMaTHYSCKHE METOIbI
MOT'YT TaKX€ HCIOJIb30BaThCsl M Ui moucka 3ddexktuBHbIX anreOpanueckux arak [19], uro mon-
TBEPKJIaeT MEePCIEKTUBHOCTh U aKTYAJIbHOCTh MPOBOJIUMBIX PabOT B JaHHOW 00JIacTH.

4. B nanHO# paboTe MpHUBEICHBI 3HAYCHUS alITeOpanvdeckoro MMMYHHUTETa JUIsS y3JI0B 3aMEH He-
KOTOPBIX 00pa3I[0B COBPEMEHHBIX HIHM(PPOB. Y CTAaHOBJIEHO, YTO KPUITOAITOPUTMBI, pa3paboTaHHbIE
Ha pyoexe 90-x — Hagana 2000-X rojoB, He 00Ja1al0T MPEACTHHBIMU 3HAUCHHISIMH aNreOpandecKon
MMMYHHOCTH M MOTEHLUAIBHO MOTYT pacCMaTpUBAThCs, KaK KaHAMJATHI s peanu3anuu 3¢dek-
TUBHBIX ajreOpanveckux atak. B Toxke Bpems Oiounbie mudpbl mocienuero mokojenus («Kamu-
Hay, «Ky3Heunk», «BelT») yuuThIBatoT BO3MOXKHOCTh MOTEHIMAIBHOTO MPUMEHEHUs anreOpanye-
CKOTO KPUNTOAHAJIM3a U 00JIaaf0T MPEeIbHBIMHA 3HAYCHUSIMH alTreOpandeckoro UMMYHHUTETA.

5. IlepcneKTUBHBIM HampaBJIEHUEM SIBJISIIOTCS UCCIIEI0BaHHUS METOJIOB alre0pandyeckoro Kpuii-
TOAHAJIN3a, B YaCTHOCTH, IPUMEHEHHE TEXHOJIOTHH KBAHTOBBIX BBIYMCIICHUH UIS PEIICHUS CHCTEM
anreOpandecknx ypaBHEHHH, OMMCHIBAIOIMX CUMMETpUyHbIN mudp. [lo MEHeHUIO aBTOPOB AaHHON
paboThI, IMEHHO B 3TOM HaIlpaBJIEHUH UCCIICOBAHUH CIIEAYET 0)KUIATh HanOoJIee 3HaYNMbIe U WH-
TepecHbIE Hay4HbIE PE3YJIbTaThI.
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Abstract. The modern attacks uses special structures of the rings in the NTRU similar algorithms. The article was
proposed post-quantum parameters NTRUPrime without these structures. Have investigated the possibility of using
these parameters for encryption on the part of the most important characteristic which distinguish NTRU methods
from the rest of algorithms, namely, speed regulation characteristics. In fact, standard ANSI X9.98 — 2010 is used for
this, but with NTRUPrime mathematics. Use AVX2 commands for multiplication of polynomials and effective imple-
mentation of necessary operations yielded minimal reduction in performance

Keywords: ANSI X9.98 — 2010, NTRUPrime, Encription Speed, Decryption Speed.

1 Introduction

In connection with problems concerned with scope for using modern asymmetric algorithms un-
der the conditions of the availability of quantum computers, cryptographic algorithms, the reliability
of which is based on lattices [1], are of the greatest interest. It is this class that NTRU similar algo-
rithms belong to. The standard of asymmetric encryption ANSI X9.98 — 2010 [2] has a number of
drawbacks [3]. The work [3,4] offers new parameters that is, a different polynomial and different
modulus for use (NTRU Prime, hereinafter referred to as NTRUPrime). We have investigated the
possibility of using these parameters for encryption on the part of the most important characteristic
which distinguish NTRU methods from the rest of algorithms, namely, speed regulation characteris-
tics. In fact, standard ANSI X9.98 — 2010 is used for this, but with NTRUPrime mathematics. This
is the third paper out of a series of works devoted to this class of algorithms [5,6]. Further analysis
on the part of cryptographic security (further - cryptosecurity), including that under the conditions
of using quantum computers will be carried out in the next works of the series.

2 Distinctions of classic NTRU-method from NTRUPrime and their analyses in view
of computing complexity *

1. The field (Z/gZ)[X]/(X"N =X —1) is used in place of the ring (Z/qZ)[X]/(X" =1). The
value of 739 is suggested as N.

2. The value of 9829 is used instead of the value of the parameter q = 2048, which is employed
to calculate the modulus of the polynomial coefficients. The values of parameters N and q define
the n%?e of the method, which was given by the authors [3], namely, Streamlined NTRU Prime
9829,

3. The number of 1 and -1 in a private key (the value d; ), and in a blinding polynomial (the val-
ue d;) depend upon N and the required cryptosecurity, but for all the parameters di = d,. For
NTRUPrime df =d, =202.

! - We use the notation parameters adopted in the NTRU standard [2].
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4. The full set of parameters for the classic NTRU ensure security from 112 to 256. The chosen
set of parameters (N=739, q = 9829), as the authors [3] state, ensures the value of security no less
than 128.

Using the ring in the classic method in carrying out multiplication (the most complex operation
in encryption - decryption) was just realized with the help of calculating the coefficient index ac-
cording to the modulus N, the use of the field requires multiplication according to the modulus
XN X -1.

The value q defines the modulus for calculating all the polynomial coefficients. Calculating by
the modulus g = 2048 does not require using the operation of division, g = 9829 requires the said
operation. Besides, the value g specifies the length of a public key. The public key is a polynomial
of power N, whose boundary coefficients values are defined by the value g. The public key length
is 11N bits for g = 2048, it is 14N for g = 9829. We obtain 10346 bits or 1294 bytes for N = 739.
The authors [3] suggest using a combined radix (2-10) for assuming a public key in a packaged
format, than the public key requires 1232 bytes. The saving of less than 5% of address space for as-
suming the public key will lead to time consumption for setting this key, the more so, as it is an out-
side user public key, and such a transformation must be performed for each new user.

The preliminary analysis of the main parameters show that the computing complexity for
NTRUPrime is anticipated to be more, than that for the classic NTRU. It is this analysis that is real-
ized in the paper.

3 Calculating additional parameters for NTRUPrime

In connection with the need for implementing the classic NTRU for new parameters, it is neces-
sary to calculate additional parameters which are used to implement the classic NTRU.

This parameter and formulae for their calculation are given in Table 1.

Basic operations

Operations of converting between byte strings and polynomials, operations of polynomial multi-
plication and inversion calculation are used as basic operations. The conversion algorithms are giv-
enin[2].

3.1 Operations of polynomial multiplication

Their own multiplication algorithms are used for encryption and decryption:
for encryption: ¢ =a01_1 *b;
for decryption and generation of a public key: ¢ = 3(a01_1 * b) + b;

where:
Z][X]

a01_1 is a polynomial in field [32—
(XN =X —1)

[ZJ[X]
b, ¢ is a polynomial in field _\92/) "
(XN =X -1

The work [3] proposes using Karatsuba, multiplication methods and their combinations. We
have verified the efficiency of these methods for the polynomials with N = 739 and have not
achieved the operation speed increase. This is due to a great number of zero elements in the poly-
nomial coefficients (not less than N/3) as well as the actual lack of multiplication operations, an ad-
dition operation is employed in place of them.

We used the algorithm of multiplication of polynomials [4]. Operations AV X2 are used instead
of SSE operations.

This algorithm has been redesigned with the new modules:

We used the algorithm of multiplication of polynomials [4]. Operations AV X2 are used instead
of SSE operations.
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Table 1 - Additional parameters for NTRUPrime 2

. . Calculation Valle for_
Designation Purpose f NTRUPri
ormula
me
Amount 1(-1) _
do in polynomial G de =N/3 246
bLen Le_ngth pf a random sequence. blen = S 192
It is defined by cryptosecurity
Maximum length of a message for 3N 1)
encryption. It is determined taking 2= _blen
maxMsgl.enBytes into account bLen and the manner 2 3 -1 113
of encoding bytes of a message.
Number of bytes to define the
Llen length of a message to be fLog256 max MsgLenBytes—\ 1
encrypted
: The length of the encoded data bLen + (Llen + maxMs-
Buffer LenBits buffer gLenBytes)*8 1104
Number of 1(-1) in a polynomial,
dmo which is created after transforming dmoO = d; 202
the message being encrypted
H :siSLhen Hash being used 3 Depends upon crypto security SH2A§656,
Number of bits for defining the
C number of a polynomial More [ Log,N | 11
coefficient
Minimum number of calling up a 4d ¢
minCallsR hash function to create a blinding More ( —h’w 35
polynomial Hashlen
minCallsMask | Minimum number of calling up a More 16N 1 1
5*HashLen

hash function to mask a message

Remark:

2 - Here we use the notation parameters adopted in the NTRU standard [2];

% - The authors [3] declare cryptosecurity of over 128 for the parameters chosen, therefore the
cryptosecurity value is chosen to be 192, and the appropriate hash function is SHA256.

This algorithm has been redesigned with the new modules:

x" —x - 1 modulo reduction is performed using code:

int j, k = N;
c[@] += c[N];

for (j =

1; j < N-1; j++, k++);

c [j] += ¢ [k] + c[k + 1];
c [N-1] += c[k];

This operation requires only N additions. Loop may be performed in parallel.
Q modulo reduction is performed with AV X2 operations.

3.2 Inversion of the polynomials

The inversion operation is applied to calculate the public key that is defined by the formula
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h=f"gp,

where:

f = 3F+1, F is a polynomial with coefficients -1, 0, 1. The number 1, -1 is the same and is
equal to ds;

g - is a polynomial with coefficients -1, 0, 1. The number -1 is equal to dq = N/3, the num-
ber 1 equals dg +1;

p=3.

As it is stated in the work [7] the algorithm “almost inversion” is the most efficient one among
the considered algorithms of calculating inversion for the classic NTRU, but, unfortunately, this al-
gorithm cannot be used for calculating inversion with reference to the polynomial x”-x-1 so as
with reference to g that is not the power 2. In this case it is necessary to apply Extended Euclidean
Algorithm that is optimized at the expense of replacing data swapping by address swapping.

4 Algorithms of encryption and decryption

4.1 Encryption algorithm

Algorithm 23 and Algorithm 24, respectively, are defined in [2].

The main stages of these algorithms and their optimization are considered next.
Components:

Parameters N, g.

Additional parameters (Table 1).

Input:

The message m, which is a byte string of | bytes length,

The public key h.

Output:

Chiphertext e, which is a byte string or Error, if length | exceeds the parameter maxMsgLenBytes.
The algorithm of encryption is composed of the following steps.

Step 1. Forming byte string M of bufferLenBits/8 bytes length as:

b {] octL || m || pO,

where:
b is a random bit string of length bLen;
octL, m are the length of a message (octL) and the message itself (m). To specify mes-
sage length the parameter Llen is used;
p0 is the number of zero bytes, which add a message m to the maximum length. It is cal-
culated by the formula maxMsgLenBytes + 1 —I.

To optimize this step padding byte string pO with zeroes is not obligatory it is sufficient to add
one 0.

Step 2. Transformation of the obtained byte string M into the polynomial MTrin with coeffi-
cients {-1, 0, 1}. To optimize this step we transform 6-bit sequences in place of converting 3-bit
ones. As a result, we obtain 4 bytes that comply with 4 MTrin coefficients. To replace the 6-bit da-
ta an array of constant, with a size of 64 elements is used that has the form:

0x00000000, 11{0, 0, 0, 0},
0x01000000, 11{0, 0, 0, 1},
0xFF000000, 11{0, 0, 0, -1},

If we do not obtain all the coefficients as a result of processing the byte string M, the remaining
coefficients are filled with zeroes.
Step 3. Forming the byte string sData with the format:
OID || m || b ]| hTrunc,
where:
OID - is an identificator that is taken from parameters;
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m - is @ message for encryption (byte string);
b - is a random bit string of length bLen;
hTrunc - is a part of a packaged public key of length bLen bits.

To optimize this step, a common memory is used for the byte strings sData and M, which ena-
bles not to copy messages for forming the byte string sData. The public key is written in a container
at its setting, which enables not to realize its transformation in a byte string at forming sData.

Step 4. Forming a blinding polynomial r. The formation algorithm (Algorithm 18 [2]) uses IGF
algorithm to form a bit string, which is further used to define the numbers (indices) of the polyno-
mial coefficients that possess the value 1, and then -1. Defines two algorithms of forming IGF [2]:
IGF-2 (Algorithm 20) and IGF-RBG (Algorithm 21). We use Algorithm 20. According to algo-
rithm 20, the hash function is called minCallsR times. For each call the byte string sData is added
by the call number. To optimize this algorithm the hash calculation step for constant part is per-
formed one time.

Step 5. The multiplication operation R = r*h is the most time-consuming one.

Step 6. Calculating the bit string oR4. We calculate Ri according to the modulus 4 for each co-
efficient R. Then we perform packing of the obtained coefficients: 4 coefficients per byte. Finally,
we obtain the bit string oR4.

Step 7. MGF transforming for the byte string oR4 with allowance for the parameter
minCallsMask and obtaining the polynomial mask. The byte string is formed similar to Step 4. But
oR4 is used as an input bit string and minCallsMask is applied as a call up number. The obtained
byte string is used to form the polynomial. 5 polynomial coefficients are formed out of each byte
whose value does not exceed 3°. To optimize the coefficients calculation an array of constants of
273 sequence long is used.

The beginning of the sequence is:

{0,0,0,0,0};

{1,0,0,0,0};

{-1,0,0,0,0};

Step 8. Calculating the ciphertext

rl = (r + Mtrin) %3

if (rl.count (1) < df or rl.count (-1) < df or rl.count (0) < df ) goto Step 1
rh:=rh+rl

To optimize step all the necessary operations are carried out for each coefficient.
Step 9. Transforming the polynomial rh into the byte string em.

4.2 Decryption algorithm

It is made up of the following Steps.

Parameters. N, q

Input. Ciphertext (byte string em) and its length (len), private key f.

Output. OpenText (byte string m) and its length (1) or Error.

Step 1. Transforming byte string em into the polynomial e.

Step 2. Setcm’:=f * e.

Step 3. Set d := cm’ mod 3.

Step 4. if (d.count (-1) < df or d.count (-1) < df of d.count (0) < df)

Return Error;

Step 5. Set coR4 := ConvertToBytes((e - cm’) mod 4).*

Step 6. Generating the mask polynomial. MGF transformating for the bit string coR4 in view of
the parameter minCallsMask and obtaining the polynomial mask (see Step 7 of the encryption algo-
rithm) and generating cMtrin.

Step 7. Transforming cMtrin into the bit string.

4 - For optimizing steps 3-5 are realized as one step for each polynomial coefficient.
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An index table is used for optimizing:

Input 0 0x0001 OxO00FF 0x0100 0x0101 0x01FF OxFFOO OxFFO1
Output 0 3 6 1 4 7 2 5

If the element OXFFFF is available among the input elements, then return Error.

Step 8. Defining an open text and its length.

In realizing this Step it is necessary to check the length of an open text (it cannot exceed the
maximum possible one) and the availability of the required number of zero elements at the end.

5 Experimental results

All the experiments have been performed on the computer Intel® Core™ i5-4400 CPU -
3.10 GHz, OS Windows 7 (64 bit).

With the help of profiling the functions have been defined that require the maximum time at en-
cryption and decryption. These are functions of polynomial multiplication.

The time of realizing the functions of multiplication for polynomials with coefficients (-1, 0, 1)
for encryption and coefficients (-3, 0, 3) with the exception of the first coefficient for decryption as
well as the functions of encryption and decryption has been determined. For comparison similar re-
sults for the classic NTRU and NTRUPrime are given. The parameters which satisfy the following
criteria were chosen for the classic NTRU out of all the parameters:

- cryptosecurity level S =192;
- the value N closest to 739;
- ratio of the number of nonzero elements to N closest to 404/739 ~ 0,55.

N =677, di = 157 are the closest parameters that satisfy all the conditions.

Table 2 shows the result of the calculation experiment. These results are shown for the imple-
mentation [4] (first column), and realization of our (second column).

Table 2 — Results of the calculation experiment

MUL (ms) Encryption (ms) Decryption (ms)
Classic
NTRU 0,021 0,0132 0,054 0,0394 0,076 0,0232
NTRUPrime 0,0288 0,055 0,04

6 Conclusions

Since the advent of quantum computers, the NTRU cryptosystem, that is based on cryptosecuri-
ty of lattice [1], will become one of the most perspective asymmetric cryptography methods satisfy-
ing security and operation speed conditions.

The classic NTRU [2] has been used since 2010, had shortcomings that can be eliminated due to
applying the new parameters [3].

A possibility of using the parameters from [3] to the algorithm [2] has been show and imple-
menting the suggested combination scheme has been carried out in the paper.

The results obtained are given in the table 2. Our implementation is superior to the implementa-
tion of [4]. The classic method provides better speed characteristics than the new one by a factor of
practically 2, which has been anticipated. Indeed, the use of the module, inconvenient in terms of
computational complexity, leads to this result. But in view of the fact that the NTRU algorithm is
tens and hundreds of times smaller as the existing asymmetric methods of encryption in speed char-
acteristics, such a deceleration not being critical.

The cryptosecurity of the suggested methods and possibility of using other parameters to in-
crease cryptoresistance will be considered in detail in subsequent works.
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