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Abstract. The paper deals with the comparative analysis methods of electronic signature mechanisms properties. The
existing methods of comparative analysis of electronic signatures based on expert estimations methods — analytic hi-
erarchy process and variations of weight indices methods are investigated and analyzed. Some criteria and indica-
tors, that can be used in the comparative analysis of electronic signature mechanisms properties are presented. The
comparative analysis of the existing perspective electronic signatures mechanisms according to the standards DSTU
ISO/IEC 14888-3:2014 and DSTU ISO/IEC 9796-3 is carried out. The results of the conducted electronic signature
mechanisms evaluation are shown. Conclusions and recommendations on the use of defined electronic signature al-
gorithms evaluation methods are made and provided.

Keywords: electronic signature mechanisms analysis, weight indices, electronic signature, electronic signature esti-
mation criterion, electronic signature comparison analysis methods, electronic signature realization and application.

1 Introduction

The significant number of standardized electronic signatures (ES) mechanisms [1-3,7] are ap-
plied in order to provide in different information technology electronic trust services at the interna-
tional, regional and national levels. In the European Union (EU) it is made a number of normaliza-
tion projects relatively ES [6,14]. And it would seem, that they solve problems at least to 2030 year.
However, according to the recent researches, in terms of requirements and development of post
quantum ES standards, appeared new, both theoretical and practical, problems of substantiation
construction methods, analysis and comparative analysis of ES. Thus developers and users of elec-
tronic trust services applications have the ability to select ES from the significant number of exist-
ing international and national standards, primarily DSTU ISO/IEC 14888-1,2,3 [1,2], DSTU
ISO/IEC 9796-3 [3], DSTU 4145-2002 [7] and others. Providers and users have the ability to select
ES for application in the indicated conditions, moreover depending on the requirements and adopted
models of threats and violator [6]. Therefore, in our opinion, now so important and, that require the
solving, are theoretical and practical issues of methods substantiation and choice, and creation on
their base the analysis techniques and comparative analysis of existing and perspective ES.

The special importance of solve the above mentioned problems is connected with the deploy-
ment of the development and implementation ES works, and other cryptographic primitives, that
meet the post quantum period requirements [6]. This is stems from the fact, that to the post quantum
cryptographic primitives demands are made not only relatively cryptographic stability, but also it is
a significant number of feasibility and technical-operational requirements.

First time, according to our analysis, such analysis techniques and comparative analysis ES were
proposed in [4,8,15-17] and detailed in [6]. The essence of the suggestions reduced to separation ES
evaluating criteria on unconditional and conditional and then their use to calculate the values of
integral conditional and unconditional ES evaluating criteria. In this case offered unconditional cri-
teria and integral unconditional criterion on their base are effective and allow to estimate or com-
pare ES. However, methods of calculating integral conditional criterion values based on pairwise
comparisons and hierarchies methods, proposed in [4,6,8,15-17], to a large extent depend on the
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experts competence and objectivity in their assessments. At the same time, there are other methods,
including deserves attention method of weighting coefficients [9,11-13,18-20,22-24] and practical
guidelines, that support it.

The objective of this article is the methods theoretical substantiation and practical implementa-
tion and development on their base ES evaluation technique and comparative analysis on condition-
al and unconditional criteria, their practical use to compare existing ES [1-3,6,7], and also the
guidelines development for assessment and comparative analysis post quantum period ES.

2 Problem formulation

Analysis of a number of sources [4,6,8,15-17] showed, that an important stage of selection per-
spective cryptographic primitive is the decision on determine the most perspective ES method or
methods, and also other cryptographic primitives, and the final stage is their comparative analysis
according to determined partial and integral conditioned and unconditioned criteria. In fact, this
problem practically not solved relatively cryptographic primitives, the evidence of this is carrying
international projects AES, Neisse and SHA-3 [6]. In our opinion, at acceptance decision regarding
recommendation of certain cryptographic primitives as standard, mainly taken into consideration
their assessments and special services opinions, and experts subjective assessments. Although ex-
perts opinions and influence, in our opinion, were not significant. Therefore the important theoreti-
cal and practical problem is the substantiation and choice, according to the requirements, the sets of
indicators and assessment criteria, substantiation and choice estimate method or methods and prop-
erties comparative analysis, and also the development and practical application of scientifically
grounded assessment techniques and comparative analysis cryptographic primitives of certain class.
In our case concentrate on existing and perspective standardized ES mechanisms, that are improved
or will be developed for use in post quantum period.

The specified problem will consider mainly on algorithms, whose stability is based on complexi-
ty of discrete logarithm at finite field and the group of points of elliptic curves (EC): DSTU
ISO/IEC 14888-3:2014 [1,2] and DSTU ISO/IEC 9796-3 [3]. In DSTU ISO/IEC 14888-3 is rec-
ommended to use 12 different ES mechanism, based on the use mathematical apparatus of finite
fields, elliptic curves and EC points pairing.

Thus, the objective of research, which is the subject of the article is review, analysis and com-
parative analysis of ES with appendix according to DSTU ISO/IEC 14888-3: 2014 and DSTU
ISO/IEC 9796-3 on the totality unconditional and conditional criteria [6], and also separately analy-
sis and development of recommendations on the use methods and this type technique for ES analy-
sis and comparison, using as example DSTU ISO/IEC 14888-3: 2014 [1,2] and DSTU ISO/IEC
9796-3 [3] algorithms, as well as possible for ES assessment, that will be developed for use in post
quantum period.

3 The achievements state of the methods and assessment techniques and ES comparative
analysis development and application

From described above follows the necessity and actuality of solving the problem, a great extent,
automation and significantly reduce decision-making subjectivity relatively the benefits of the cryp-
tographic primitives certain set, such as ES. The solution of tasks certain components of this prob-
lem is contained in [4,6]. Thus in [6] for ES evaluation and comparative analysis are proposed
pairwise comparison methods and hierarchy method [4-6,8,10,15-17,21].

Later in the criterion will understand the sign on which basis is carried out the assessment, any-
thing determination or classification [6], that is, in fact, will understand the measure of evaluation.
Previous researches and [6] allow to substantiate the conclusion, that the evaluation and standard-
ized ES algorithms comparison should implement using two sets of criteria: unconditional and con-
ditional [6]. Given the [6], ES type cryptographic transformations evaluating can be carried out in 2
stages.
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In the first stage it is checked the conformity standardized algorithms to requirements of uncon-
ditional criteria — partial and integral, and in the second, using conditional criteria — partial condi-
tional criteria and integral conditional criterion. Just by using partial conditional criteria and integral
conditional criterion, and it is possible to compare different ES type cryptographic transformation.

3.1 Expert assessment methods

In expert estimates understand search method and the result of applying the method, obtained
based on the use personal expert opinion or collective opinion of the expert group [12,13,22-24],
and also a set of logical and mathematical procedures, aimed at obtaining information from experts,
its analysis and generalization for the preparation and making rational decisions [12,13,22].

Expert assessments methods — methods of organization work with specialists-experts and pro-
cessing of experts opinions [12,13,22-24]. Essence of the method expert assessments — in basis of
the making decision, forecast, conclusion is laid the specialist or team of specialists opinion, based
on their knowledge and practical professional experience.

Expert assessments groups

U U

Individual assessments Collective assessments
based on the use of some experts based on the use of the
opinion, independent of each other collective expert opinion

Making decision independently from Making decisions based on the
each other or based on leader opinion general agreement without voting

Fig. 1 — Scheme of expert assessments groups

Expert assessment stages [12,13,22-24]:

1. Research objective statement

2. The choice of research form, determining the project budget

3. Preparation of information materials, questionnaire blanks, procedure moderator

4. Selection of experts

5. Expert examination

6. Analysis of results (expert assessments processing)

7. Prepare a report with the results of expert assessment

There are known the following expert assessments methods (ways to develop both collective and
individual expert assessments) [12,13,22-24]: associations method; pair (binary) comparison meth-
od; vectors advantages method; focal objects method; individual expert survey; midpoint method;
simple ranking method; setting weight coefficients method; successive comparisons method; attrib-
ution points method. Methods for receiving individual opinion [12,13,22-24]: method "Delphi"”, in-
terview method, report method.

Methods of expert group teamwork [12,13,22-24]: brainstorming (brainstorm), method "635",
business game, commission assessment (method of "meeting”, "round table™), method of "court".

3.2 ES mechanisms evaluation by unconditional criteria

To unconditional criteria will refer the criteria, which implementation for the ES type crypto-
graphic transformations is mandatory, that is unconditional.

Analysis of the application state, development and assessment experience of the ES type crypto-
graphic transformations properties, primarily in a group of EC points, the achieved results in the
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practical solution of cryptanalysis tasks and various attacks implementing, allow as basic to choose
the following unconditional evaluation criteria [6]:
W s — mathematical base reliability, which used in the cryptographic transformations for ES;
W, — ES type cryptographic transformations against known attacks practical protection;
W — ES real protection against all known and the potential cryptanalytic attacks;
W — ES type cryptographic transformation statistical safety;
W — ES type cryptographic transformation in a group of EC points theoretical protection;
W — the absence of ES type cryptographic transformation weak private key;
W, — the complexity of the direct 1, and reverse |,, cryptographic transformations regarding ES
is not higher than polynomial character.
Since the presented partial criteria are unconditional, then the selection criterion is a logical vari-
able yes/no (1/0), so unconditional criterion can be written as [6]:

(st Wizs Wiss Wags Wos, Wae, Ws, ) € (1’ 0) : (1)

Given the described above partial unconditional criteria Wgs—W,s; and condition (1) crypto-
graphic transformation accordance function can be presented as:

fqbe ( ) = Wiy AW, A W5 AW, AWis AW AW, 2)

Hence, the quality of ES cryptographic transformation can be estimated using unconditional in-
tegral criterion — ES cryptographic transformation accordance function to requirements

f,.()e(0;1) andon f, ( )=1 ES cryptographic transformation, that estimated, complies with

the requirements.

Introduced thereby integral criterion allows to establish, whether the considered ES type crypto-
graphic transformation complies considered discussed requirements. If the ES complies with the
requirements, it can be reasonably recommended for use.

Provided a positive assessment of ES by integral unconditional criterion, further comparison and
evaluation can be made based on the conditional criteria and integral conditional criterion [6].

3.3 ES mechanisms evaluation by conditional criteria

Research has shown that qualitative and quantitative comparison of ES type cryptographic trans-
formations can be carried out using generalized conditional preference criterion [6] or integral con-
ditional criterion.

As the main partial conditional criteria can (proposed) use the following:

Wy — the possibility and conditions of free distribution and use of international or national ES cryp-
tographic transformations standard in Ukraine taking into account Ukraine normative acts to
export, import and restrictions on its use, including the provision of electronic trust services;

Wy, — the level of trust in international and national cryptographic transformation in a group of EC
points standard, that defined by the results of researches and the degree of application exten-
sion and recognition in different countries, and internationally recognized systems, including
for the provision of electronic trust services;

Wys — the perspective of international or national standard application in Ukraine taking into ac-
count recognition and application perspective information and telecommunication systems,
cloud computing and other information technology etc.;

Wy, — timing and spatial complexity of hardware, software, and hardware and software implementa-
tions ES means, and management and key certification, including for the provision of elec-
tronic trust services etc.;

Wys — the possibility and conditions for the use of standards with different values of general system
settings and keys, methods of making and maintenance public key certificates, including for
the providing electronic trust services, etc.;
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Wye — ES flexibility degree from the standpoint of use in various applications, by different require-
ments and restrictions, in different conditions, the unification and standardization degree, in-
cluding for the providing electronic trust services, etc.;

Wy — the level of protection in the implementation of different types of threats, in different condi-
tions of cryptanalytic attacks and rejection common parameters properties from the defined
etc.;

Wyg — the possibility and conditions of use in the construction of anonymous signatures for national
and international use, and the level of ensuring the anonymity.

Table 1 — Relations scale (degree of actions importance)

e L Sl ines Definition Explanation
degree
1 Equal importance Two ac'gions do thg same contribution
to achieve the objective
There are understandings in favor of
3 Some advantage of one action importance| advantage of one of the actions, but
over another (weak importance) these understandings not enough
convincing
There are reliable data or logical
5 Substantial or strong importance statements in order to show the ad-
vantage of one of the actions
7 Obvious or very strong importance Con\_/ir_]cing evidence in favor of one
activity to another
Evidence in favor of the advantage of
9 Absolute importance one action to another supremely
persuasive
Intermediate values between two adjacent he situati hen it |
2468 statements The situation when it is necessary to
compromise decision
If to the actions i at comparison with the
action j is ascribed one of the above| If coherence was postulated in obtain-
Inverse values given mentioned non-zero integers, then to ac-| ing N numerical values to form the
above non-zero values | tions j at comparison with the action i is| matrix
ascribed the reverse value

If their application it is important to choose the method of clotting the partial conditional criteria
to integral conditional criterion. The conducted analysis and practical researches have shown [4-6,
8-11, 15-21] that as a method of clotting the partial conditional criteria can choose the analytic hi-
erarchy process based on pairwise comparisons and the weight indices determining method.

When using the analytic hierarchy process based on pairwise comparisons, obtained statements
expressed in integers taking into account nine-point scale (table. 1) [4,6].

3.4 The ES mechanisms according to DSTU ISO/IEC 14888-3:2014 by unconditional
criteria evaluation

Table 2 shows the results of comparative analysis regarding unconditional criteria for ES mecha-
nisms according to DSTU ISO/IEC 14888-3:2014. Further comparison and evaluation based on
conditional criteria and integral conditional criterion will be carried out for all standard ES mecha-
nisms, other than ES mechanisms DSA, KCDSA, Pointcheval/VVaudenay and SDSA, that mecha-
nisms, based on the finite fields mathematical apparatus.
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Table 2 — Results of comparative analysis regarding unconditional criteria

ES criterion
ES algorithm
DSA
KCDSA
Pointcheval/VVaudenay
SDSA
EC-DSA
EC-KCDSA
EC-GDSA
EC-RDSA
EC-SDSA
EC-FSDSA
IBS-1
IBS-2

Ws1

2

Wss | Was | Wes | We | Wy

2

I I = =1 =]E=]
L L L L L i L L e
i I I I i =) =1 =]E=)
RlRrRrRPrRPRRPR R RPR R R R R
A = =1 =]E=]
i L L L L L i L L e
RlRrRrRPrRPRRPR R RPR R R R
L I I I = =1 =]E=)

3.5 The ES mechanisms according to DSTU ISO/IEC 9796-3:2014 by unconditional
criteria evaluation

Table 3 shows the results of comparative analysis regarding unconditional criteria for ES mecha-
nisms according to DSTU ISO/IEC 9796-3:2014.

Table 3 — Results of comparative analysis regarding unconditional criteria

ES algorithrES criterion Wsr | Ws2 | Wes | Wasa | Wss | We | Wer | W
NR 1 1 1 1 1 1 1 1
ECNR 1 1 1 1 1 1 1 1
ECMR 1 1 1 1 1 1 1 1
ECAO 1 1 1 1 1 1 1 1
ECPV 1 1 1 1 1 1 1 1
ECKNR 1 1 1 1 1 1 1 1

Further comparison and evaluation based on conditional criteria and integral conditional criterion
will be carried out for all standard ES mechanisms.

4 The analytic hierarchy process based on pairwise comparisons and features of its use
for the ES algorithms evaluation

For use the analytic hierarchy process must choose a conditional criteria system. With such set of
indicators, using the conditional criteria can calculate the integral conditional criteria value, and,
consequently, make the comparison by integral conditional criterion.

The elements pairwise comparison method [4,6] can be described as follows. The set of paired
comparisons matrices is constructed. Paired comparisons are carried out in terms of the dominance
of one element over another. Obtained statements are expressed in integers, considering the nine
scale in table 1 [4,6].

10
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4.1 The analytic hierarchy process application analysis and conditions in cryptography

Analytic hierarchy process (AHP) — the systematic approach to the complex problems of making
decision mathematical tool. AHP does not prescribe to the decision making person (DMP) any
"right" decision, and allows him to interactively find this option (alternative), which the best agrees
with its understanding of the problem essence and requirements to its solution [5,10,15,21].

This method belongs to the criteria class and is widely utilized at present, including in evaluative
activity. Method is based on alternatives evaluating hierarchical procedure. It is represented as fol-
lows [5,21]:

Level O: objective — to estimate the weight of approach to the evaluation.

Level 1: criteria — the reliability of the results; the conformity to the evaluation objectives.

Level 2: criteria — the reliability, due to the authenticity of the information; the reliability, due to
the latitude of the information.

The analytic hierarchy process contains the priorities synthesis procedure, that are calculated on
the basis of objective experts’ statements.

The analytic hierarchy process application [5,21]:

1. The construction of the hierarchy
quality problem model, includes objective, Objective
alternative options of the objective achieve

and criteria for alternatives quality evalua- /\
tion.

2. Setting all hierarchy elements priori-
ties using the pair comparisons method.

3. The synthesis of global alternatives
priorities by elements on hierarchy priori-
ties linear convolution.

4. Check the statements on consistency. Alternative 1 | | Alternative 2| | Alternative 3
5. Decision making based on the results.
If using AHP using so-called objectives
tree (fig. 2). Figure 2 — Simple AHP hierarchy (Objectives tree)

Criterion 1 Criterion 2 Criterion 3 Criterion 4

4.2 The pairwise comparison method application analysis and conditions in cryptography

In pairwise comparison the expert compares investigated objects of their importance pairwise,
establishing the most important object in each pair. All possible pairs of objects expert represents
in a record of each combination (object 1 — object 2, object 2 — object 3, etc.) or in the matrix
form [4,6].

The paired comparisons method is very simple and it allows to explore a large number of objects
(compared, for example, by a rank method) and with greater accuracy [4].

Let E3,Es,... E, — the plenty of n elements (alternatives) and vi,va,...,vy — respectively their
weight or intensity. Let compare pairwise the weight or intensity of each element with weight or
intensity of any other element of the set relative to common to them property or objective (relative
to father"—element). In this case, the pairwise comparisons matrix [E] is as follows:

The pairwise comparisons matrix has a reverse symmetry property, that is, a;=1/a;, where
a;=Vvi/vj. In conducting pairwise comparisons should answer the following questions: which of the
two compared elements is more important or has greater impact, which is more probable and which
has a greater advantage.

When comparing the criteria, usually ask, which criterion is more important; when comparing al-
ternatives in relation to the criterion — which of the alternatives has more advantages or more prob-
able [4,6].

11
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El EZ En
B, wlv, | vlv, v,lv,
[E]= E, | volvy | volvy | | vy,
E
n Vn/V1 Vn/V2 Vn/Vn

When constructing a pairwise comparisons matrix for all criteria, it is necessary to determine the
consistency ratio [4,6] for each of criterion as follows. The assessment of eigenvector component is

calculated by the formula (3):
1

q = (\/Vyi ><Wyi+l x...nyn)“ , (3)
The normalized assessment of priority vector is calculated by the formula (4):
r=q+z, (4)
where z — consistency matrix ratio, which is calculated using the formula (5):
n
2= 0. (5)
i=1

n
The consistency matrix ratio value is in the range [0, Zqimax], where ¢;.., —the maximum pos-
i=1
sible eigenvector component evaluation value for the selected case.

4.3 The ES mechanisms according to DSTU ISO/IEC 14888-3:2014 comparative analysis

Let us consider the practical application of the analytic hierarchy process based on pairwise
comparisons on the example of ES mechanisms according to standard DSTU ISO/IEC 14888-
3:2014. Comparing the ES algorithms relatively conditional criteria, construct for this objectives
tree (fig. 3).

Now do the evaluation of each criterion. For this construct the pairwise comparisons matrix rela-

Choosing the best algorithm

lf."._‘ If.".r If."._.

]

My 7y

EC-DSA EC-KCDSA EC-3DSA EC-FSDSA IBS-2

Figure 3 — Objectives tree (for DSTU ISO/IEC 14888-3:2014)

12
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tive to the compared ES algorithms for each criterion (tabl. 4). As an example, we present a pair-
wise comparisons matrix relative to the compared ES algorithms for criterion W,,. For this we con-
struct table 5, using the formulas (3) — (5).

Table 4 — The criteria contribution to achieve a common objective, pairwise comparisons matrix

W, W, W3 W4 Wy Wys W7 Wys Qj Tj
W1 1 1/6 4 1/4 1/2 1/3 1/7 3 0,575 0,048
W, 6 1 4 5 4 3 1/7 5 2,38 0,198
W3 1/4 1/4 1 3 2 1/2 1/7 1 0,636 0,053
W4 4 1/5 1/3 1 1/4 1/4 1/7 1/6 0,376 0,031
W5 2 1/4 1/2 4 1 1/3 1/7 1/4 0,575 0,048
Ws 3 1/3 2 4 3 1 1/7 1 1,167 0,097
W7 7 7 7 7 7 7 1 7 5,489 0,456
W,g 1/3 1/5 1 6 4 1 1/7 1 0,832 0,069

Other pairwise comparisons matrices are constructed similarly [4,6]. To calculate the resulting
priorities vector multiply the level 1 priority vector and the level 1 acquired values matrix (fig. 4).

(0.048) (0201 0.087 0.082 0.076 0.166 021 0.051 0.205)
0.198 | 0201 0.169 0.165 0.061 0.166 0229 0.102 0.19
OAOSST 0201 0.124 0.165 0.103 0.166 0.192 0.086 0.19

- 0.031‘ \f o | 0029 0025 0021 005 0049 0027 002 0028
0.048 | 0.067 0.054 0.06 008 0099 0.043 0.036 0.047
0.097 | 0.067 0.054 0.06 0.08 0.099 0.043 0.036 0.047
o;ss‘ 0.118 0244 0233 0275 0.128 0.129 0334 0.147
0.069 ) \0.118 0244 0233 0275 0.128 0.129 0344 0.147)

V2= Mv W (0.099 0.144 0.125 0.025 0.048 0.048 0256 0.256)

Figure 4 — The resulting priorities vector calculation

The consistency ratio is 12,03. The consistency ratio of the pairwise comparisons matrix by cri-
terion W,4 is 9,54.

Table 5 — The pairwise comparisons matrix by criterion W,

< < <

%) . , < , < < . — N

C | 98| 88| 28| 28| 28| & | 2| 4 | &

(Ld > O o n (L,L) = - ) J
EC-DSA 1 1 1 5 3 3 2 2 1,914 | 0,201
EC-KCDSA 1 1 1 5 3 3 2 2 1,914 | 0,201
EC-GDSA 1 1 1 5 3 3 2 2 1,914 | 0,201
EC-RDSA 1/5 1/5 1/5 1 1/3 1/3 1/5 1/5 0,278 | 0,029
EC-SDSA 1/3 1/3 1/3 3 1 1 1/2 1/2 0,639 | 0,067
EC-FSDSA 1/3 1/3 1/3 3 1 1 1/2 172 0,639 | 0,067
IBS-1 1/2 172 172 5 2 2 1 1 1,121 | 0,118
IBS-2 1/2 172 172 5 2 2 1 1 1,121 | 0,118

Let us consider the obtained numerical results. The investigated ES algorithms based on the
transformation of group of EC points and pairing EC points can arrange the places, that they occu-
pied on the results of comparison (1 — the best, 8 — the worst):
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. IBS-1 - 0,256;
. IBS-2 — 0,256;
. EC-KCDSA - 0,144;
.EC-GDSA - 0,125;
.EC-DSA-  0,099;
.EC-SDSA - 0,048;
. EC-FSDSA — 0,048;

8. EC-RDSA - 0,025.

Thus ES IBS-1,2 have the greatest advantages by an integral indicator. The ES algorithm EC-
RDSA has the worst result, that is substantiated by the attacks implementation on the algorithm and
the inability to use nationally. It should be noted, that the results cannot be taken for use, most like-
ly, this is the ES comparison technique. For real use you'll need to choose conditional criteria and
conduct researches.

~NOoO o, wWwN

4.4 The ES mechanisms according to DSTU ISO/IEC 9796-3:2014 comparative analysis

Let us consider the practical application of

the analytic hierarchy process based on pair- Choosing the best
wise comparisons on the example of ES clgorithen
mechanisms according to standard DSTU

ISO/IEC 9796-3:2014. Comparing the ES al-
gorithms relatively conditional criteria, con-
struct for this objectives tree (fig. 5).

Now do the evaluation of each criterion.
For this construct the pairwise comparisons
matrix relative to the compared ES algorithms
for each criterion (table. 6).

The consistency ratio is 7,7037.

As an example, we present a pairwise
comparisons matrix relative to the compared
ES algorithms for criterion W,;. For this we ] o
construct table 7, using the formulas (3) — (5). Figure 5 — Objectives tree

Other pairwise comparisons matrices are con- (for DSTU ISO/IEC 9796-3:2014)
structed similarly [4,6].

Table 6 — The criteria contribution to achieve a common objective, pairwise comparisons matrix

Wyr | Wya | Wiz | Wyg | Wis | Wie o I
W1 1 | w6 | 4 | wa | w2 | 13 | 05503 0,0714
W, 6 1 4 5 4 3 3,3604 0,4362
W3 s | wa | 1 3 2 | 12 | 07565 0,0982
Wy 4 | us | w3 | 1 | w4 | us | 05054 0,0656
Wys 2 | us | 12 | 4 1 | 13 | 08327 0,1081
Wys 3 | 13 | 2 4 3 1 1,6084 0,2205

To calculate the resulting priorities vector multiply the level 1 priority vector and the level 1 ac-
quired values matrix (fig. 6).
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Let us consider the obtained numerical results. The investigated ES algorithms can arrange the
places, that they occupied on the results of comparison (1 — the best, 6 — the worst):

1. ECPV - 0,252;

2. ECNR - 0,165;
3. ECAO - 0,155;
4. ECKNR-0,139;
5. ECMR - 0,133;
6. NR - 0,108.

Table 7 — The pairwise comparisons matrix by criterion W),

o x o) > x
o e = < o . :
zZ o O o 8 é Q; T
NR 1 1/5 2 1/2 1/5 1/3 0,487 0,072
ECNR 5 1 1/4 3 2 3 1,680 0,25
ECMR 1/2 4 1 1/2 1/4 1/2 0,707 0,105
ECAO 2 1/3 2 1 1/4 1/3 0,693 0,103
ECPV 5 1/2 4 4 1 1/2 1,647 0,245
ECKNR 3 1/3 2 3 2 1 1,513 0,225
The consistency ratio is 6,72.
(0.0717) (0072 005 0.105 0.103 0245 0.025)
0.436 0.101 0.16 0.080 0.140 0334 0.127
10,098 .| 0042 027 008 0161 0373 0.146
BL=1 0065 “7 | 0046 0.104 0343 0.157 0063 0280
0.108 0.167 0.167 0.167 0.167 0.167 0.167
10220 \0.152 0.183 0.193 0.192 0.136 0.142)

B:= BlT-B2=(0.108 0.165 0.133 0.155 0252 0.139)

Figure 6 — The resulting priorities vector calculation

The most perspective in DSTU ISO/IEC 9796-3:2014 are ES mechanisms ECPV (elliptic curve
Pintsov-Vanstone message recovery signature) and ECNR (elliptic curve Nyberg-Rueppel message
recovery signature). ECPV uses symmetric encryption (to include information in the signature) and
does not provide limits on the amount of renewable information. NR algorithm has the worst result
by an integral indicator, that is substantiated by mathematical apparatus, that is used in this algo-
rithm.

5 Method and procedure of evaluation and comparative analysis ES algorithms based
on weight indices

In the case, when get information about parameters comparable systems importance using infor-
mal methods is not possible, necessary to use formalized methods. Among them are methods based
on determining the weight indices. There are several such methods [9,11,18-20], some of them are
considered detail below.

Let us consider the general problem formulation for ES evaluation technique based on the de-
termining the weight indices method.

Let there are [9,11,18-20]:

1) k systems (ES mechanisms), which is necessary to evaluate;

2) m indicators, according to which systems are evaluated,;

15
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3) n experts, that carry out the evaluation.
We define some partial indicators, at which can be evaluated ES mechanisms:

X, — the possibility of free distribution and use of international or national ES cryptographic trans-

formations standard in Ukraine;
X, — the level of trust in international and national cryptographic transformation in a group of EC

points and based on mathematical apparatus of pairing EC points;
X, — the perspective of international or national standard application in Ukraine;

X, — the timing and spatial complexity of hardware, software, and hardware and software imple-

mentations ES means;
X; — the possibility of the standards use with different values of general system settings and keys;

X; — the ES algorithm flexibility degree from the standpoint of use in various applications, by dif-

ferent requirements and restrictions;
X, — the level of protection against the different types of threats in different conditions of cryptana-

Iytic attacks;
X, — the possibility of use ES algorithm in the construction of anonymous signatures for national

and international use, and the level of ensuring the anonymity.

Now determine the weight indices values of indicators themselves. We carry out the expert eval-
uation of the above partial indicators for this purpose. We’ll use the following methods for the
weight indices determining [9,11,18-20,22] for evaluation: 1 - using the Fishburn scale; 2 - based on
the ranking method; 3 - based on the points attribution method; 4 - based on the numerical method.

After the weight indices values of indicators themselves determining, it is necessary to make the
system expert evaluation by the chosen determining weight indices methods.

For this, for each system it is need to perform the indicators ranking in connection with that,
which indicator is the most determined in chosen system, better than other describes it. That is, ar-
range the indicators in relation to the chosen system, from more significant to least significant.

5.1 The weight indices determining method, evaluations and comparative analysis of ES
mechanisms according to DSTU ISO/IEC 14888-3:2014 using the Fishburn scale

Let as input is selected the following:

n — the number of experts, n=5

m — the number of indicators, m=8

We construct the table of the Fishburn scale method indicators value for ES algorithms of stand-
ard DSTU ISO/IEC 14888-3:2014 (EC-DSA, EC-GDSA, EC-KCDSA, EC-RDSA, EC-SDSA,
EC-FSDSA, IBS-1 and IBS-2), accordance with the rules of the evaluation according to the speci-
fied method. The results are shown in table 8.

Table 8 — Weight indices values

Indicators
Experts
p Xl X2 X3 X4 XS X6 X7 XS
1 0,194 0,167 0,111 0,139 0,056 0,028 0,222 0,083
2 0,194 0,167 0,111 0,083 0,028 0,056 0,222 0,139
3 0,222 0,139 0,111 0,056 0,028 0,083 0,194 0,167
4 0,222 0,111 0,139 0,028 0,083 0,056 0,194 0,167
5 0,167 0,139 0,028 0,056 0,111 0,083 0,222 0,194
W, 0,200 0,144 0,100 0,072 0,061 0,061 0,211 0,150

Similarly, we construct tables for all ES mechanisms according to DSTU ISO/IEC 14888-
3:2014. After the evaluation, we obtain the following results, shown in fig. 7.
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(0211 0.172 0.128 0.078 0.044 0.072 0.161 0.156
02 0.189 0.144 005 0.056 0.094 0.128 0.139
0.194 0.167 0.139 0.05 0.05 0072 0.161 0.167
0.067 0.061 0072 02 0.194 0.189 0.106 0.111
0.061 0.05 0.056 0.167 0.172 0.167 0.167 0.161
0.061 005 0056 0.161 0.161 0.183 0.178 0.15
0.183 0.122 0.128 0206 0.078 0.044 0211 0.167
0.183 0.122 0.128 0206 0.078 0.044 0211 0.167,

M_Fishbem =

V_Fishbem = w_pokazl
V_Fishbem = (0.2 0.144 0.1 0.072 0.061 0.061 0211 0.15)

Rez_Fishbem = M_FishbemV_FishbemT

Rez_FishbemT=(0.15 0.142 0.147 0.106 0.117 0.118 0.159 0.159)

Figure 7 — The priorities resulting vector calculation

Further carry out analysis of the results according to fig. 7. For this we place Rez_Fishbern val-

ues as they decrease, i.e.

IBS-1 - 0,159;

IBS-2 — 0,159;

EC-DSA-  0,15;

EC-GDSA - 0,147,

EC-KCDSA -0,142;

EC-FSDSA - 0,118;

.EC-SDSA - 0,117;

8. EC-RDSA - 0,106.

It should be noted, that the results cannot be taken for use, most likely, this is the ES comparison
technique. For real use you'll need to choose conditional criteria and conduct researches.

NogakrowdhE

5.2 The weight indices determining method, evaluations and comparative analysis of ES
mechanisms according to DSTU ISO/IEC 9796-3:2014 using the Fishburn scale

Let as input is selected the following:
n — the number of experts, n=4
m — the number of indicators, m=6

Table 9 — Ranking indicators by experts

Indicators X, X, X X, X X,
Experts
1 1 6 5 2 3 4
2 3 4 6 1 5 2
3 1 4 5 3 6 2
4 2 3 6 1 4 5

We construct the table of the Fishburn scale method indicators value for ES algorithms of stand-
ard DSTU ISO/IEC 9796-3, accordance with the rules of the evaluation according to the specified
method. The results are shown in table 9-10. Similarly, we construct tables for all ES mechanisms
according to DSTU ISO/IEC 9796-3:2014.
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Table 10 — Weight indices values

Indicators
Experts X, X, X, X, X, X,
1 0,285 0,047 0,095 0,238 0,190 0,142
2 0,190 0,142 0,047 0,285 0,095 0,238
3 0,285 0,142 0,095 0,190 0,047 0,238
4 0,238 0,190 0,047 0,285 0,142 0,095
W 0,249 0,130 0,071 0,249 0,118 0,178

After the evaluation, we obtain the following results, shown in fig. 8.

Further carry out analysis of the results ac-

) . . 0.142 0.130 0.273 0.106 0.249 0.094
cording to fig. 8. For this we place Rez_1 values

0.273 0.130 0.082 0.190 0.379 0.226

as they decrease, i.e. A 1. |0:091 0,180 0.166 0.249 0.237 0.059
1. ECPV — 0,245; —710.225 0.190 0.566 0.106 0.154 0.118
2 ECNR - 0.223: 0.118 0.273 0.237 0.522 0.142 0.094
3. ECAO — 0’ 186" 0.273 0.094 0.142 0.202 0.201 0.08
4. ECKNR -0,179;
5. ECMR — 0.160 V_F:=[0.249 0.130 0.071 0.249 0.118 0.178]
6. NR- 0,144, Rez 1:=M_1.V_F"
It should be noted, that the results cannot be - o

taken for use, most likely, this is the ES compari- Rez_1"=[0.144 0.223 0.16 0.186 0.245 0.179]

son technique. For real use you'll need to choose

conditional criteria and conduct researches. . . .
Figure 8 — The priorities resulting vector

calculation

5.3 The weight indices determining method, evaluations and comparative analysis of ES
mechanisms according to DSTU ISO/IEC 14888-3:2014 based on the ranking method

n — the number of experts, n=5

m — the number of indicators, m=8

We construct the table for indicators, accordance with the rules of the evaluation according to the
specified method (table 11).

Table 11 — Weight indices values

Indicators
Experts
Xl XZ XS X4 X5 XG X7 X8
1 7 6 5 4 2 1 8 3
2 8 7 5 3 1 2 6 4
3 8 6 4 3 2 1 7 5
4 7 6 3 4 1 2 8 5
5 6 7 5 3 2 1 8 4
r= I 36 32 22 17 8 7 37 21
i=1
W, 0,2 0,178 0,122 0,094 | 0,044 | 0,039 0,206 | 0,117

Similarly, we construct tables for all ES mechanisms according to DSTU ISO/IEC 14888-
3:2014. After the evaluation, we obtain the following results, shown in fig. 9.

18



ISSN 2519-2310 CS&CS, Issue 3(3) 2016

{0.189 0.183 0.156 0.1 0.067 0.061 0.072 0.172)

0.189 0.161 0.122 0.056 0.072 0.094 0.15 0.156

0.194 0.5 0.172 005 0061 0.106 0.144 0.122

A Raci = 0.05 005 0067 0.133 0.194 02 0.133 0.172
= 0.05 0.061 0.056 0.167 0.167 0.167 0.167 0.167
0.056 0.061 0.05 0.156 0.15 0.161 0.183 0.183

0.178 0.122 0.089 0.106 0.078 0.044 0211 0.172

\0.178 0.122 0.089 0.106 0.078 0.044 0.211 0.172/‘

V_Ranj :== w_pokaz2

V_Ranj= (02 0.178 0.122 0094 0044 0039 0206 0.117)
Rez_Ranj = M_Ranj-V_Ranj’

Rez_Ranj = (0.139 0.143 0.142 0.103 0.111 0.115 0.147 0.147)

Figure 9 — The priorities resulting vector calculation

Further we carry out analysis of the results according to fig. 9. For this we place Rez_Ranj val-

ues as they decrease, i.e.

IBS-1 - 0,147,

IBS-2 —0,147;

EC-KCDSA -0,143;

EC-GDSA -0,142;

EC-DSA  -0,139;

EC-FSDSA -0,115;

.EC-SDSA -0,111;

.EC-RDSA -0,103.

Thus ES IBS-1 and IBS-2 have the greatest advantages by the integral indicator. ES algorithm
EC-RDSA (as in the case of the analytic hierarchy process and method based on the Fishburn
scale comparison) has the worst result, that is substantiated by attack implementation on this algo-
rithm and its inability to use nationally.

N~ wNE

5.4 The weight indices determining method, evaluations and comparative analysis of ES
mechanisms according to DSTU ISO/IEC 9796-3:2014 based on the ranking method

n — the number of experts, n=4
m — the number of indicators, m=6
We construct the table for indicators, accordance with the rules of the evaluation according to the
specified method (table 12). Similarly, we construct tables for all ES mechanisms according to
DSTU ISO/IEC 9796-3:2014.
Table 12 — Weight indices values

Indicators

Experts

P X, X, X, X, Xs Xo

1 5 1 4 6 3 2

2 4 2 6 5 3 1

3 5 3 6 4 2 1

4 5 2 4 6 1 3
= le I, 19 8 20 21 9 7

i=
W, 0,226 | 0,095 | 0,238 | 0,250 | 0,226 | 0,083
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After the evaluation, we obtain the following results, shown in fig. 10. Further we carry out

analysis of the results according to fig. 10. For
this we place Rez_2 values as they decrease, i.e.

1. ECNR -0,209;
2. ECPV -0,207;
3. ECKNR -0,200;
4. ECAO -0,179;
5. ECMR -0,168;
6. NR -0,157.

Thus ES ECNR has the greatest advantages
by the integral indicator. ES algorithm NR (as
in the case of the analytic hierarchy process
and method based on the Fishburn scale com-
parison) has the worst result, that is substantiat-
ed by mathematical apparatus used in this algo-
rithm.

0.130 0.270 0.178 0.059
0.107 0.059 0.238 0.202
0.071 0.190 0.071 0.166
0,154 0.261 0.059 0.261
0.250 0.130 0.095 0.238
0.107 0.059 0.154 0.238

0.107 0.250
0.273 0.119
0.238 0.261
0.130 0.130
0.226 0.059
0.261 0.178

M 2=

V2 :=[0.226 0,095 0.238 0.250 0.226 (1.083]
Rez 2:=M 2.V _2"

Rez 2" =[0.157 0.209 0.168 0.179 0.207 0.2]

Figure 10 — The priorities resulting vector
calculation

5.5 The weight indices determining method, evaluations and comparative analysis
of ES mechanisms according to DSTU ISO/IEC 14888-3:2014 based
on the points attribution method

n — the number of experts,
m — the number of indicators,

DSTU ISO/IEC 14888-3:2014.

n=>5
m=8

We construct the table for indicators, accordance with the rules of the evaluation according to the
specified method (table 13). Similarly, we construct tables for all ES mechanisms according to

Table 13 — Weight indices values

Indicators Indicators weights
m
X[ X2 | X | Xa| X5 | Xg | X7 | Xg Z h.
]
Experts = fi1 i Fis iy lis N6 liz fig
1 715(2|4(6]1]|10]| 8 43 10,163]0,116 0,046 | 0,093 0,139 | 0,023 | 0,232 | 0,186
2 6|5(3(4(9]2|8]|7 44 10,136 0,114 | 0,068 | 0,091 | 0,204 | 0,045 0,182 | 0,159
3 8|6 |1|5|4]3|9]|7 43 0,186 | 0,140 0,023 {0,116 | 0,093 | 0,070 0,209 | 0,163
4 715(13(8[(4[2|9]|6 44 10,159 0,114| 0,068 | 0,182 | 0,091 | 0,045| 0,204 | 0,136
5 9162 |5]|4]3|10|7 45 10,196 | 0,130 0,043 |0,109| 0,087 | 0,065| 0,217 | 0,152
Z r, | 0,84 10,614 0,248|0,591|0,614|0,248 | 1,044 | 0,796
i1
W, 0,168 0,123 0,050 0,118 | 0,123 | 0,050 | 0,209 | 0,159

After the evaluation, we obtain the following results,

analysis of the results according to fig. 11.
For this we place Rez_Bal values as they
decrease, i.e.

1. IBS-1 —-0,137;
2. 1BS-2 - 0,137,
3. EC-RDSA -0,132;
4. EC-FSDSA -0,128;
5. EC-DSA -0,127,
6. EC-SDSA -0,127;
7. EC-GDSA -0,126;
8.

EC-KCDSA -0,124.

M 2:=

shown in fig. 11. Further we carry out

0.130 0.270 0.178 0.059 0.107 0.250
0.107 0.059 0.238 0.202 0.273 0.119
0.071 0.190 0.071 0.166 0.238 0.261
0.154 0.261 0.059 0.261 0,130 0.130
0.250 0.130 0.095 0.238 0.226 0.059
0.107 0.059 0.154 0.238 0.261 0.178

V.2 ::[0.226 0.095 0.238 0.250 0.226 (].083]

Rez 2:=M 2.V 2"

Rez_ 2" =[0.157 0.209 0.168 0.179 0.207 0.2]

Figure 11 — The priorities resulting vector calculation
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5.6 The weight indices determining method, evaluations and comparative analysis
of ES mechanisms according to DSTU ISO/IEC 9796-3:2014
based on the points attribution method

n — the number of experts, n=4

m — the number of indicators, m=6

We construct the table for indicators, accordance with the rules of the evaluation according to the
specified method (table 14).

Table 14 — Weight indices values

Indicators Indicators weights
X, | Xy | X | Xe | X | S
X | Xo | X5 | Xq | X5 | %o Zhij
Experts = iy i i3 Fia Iis 6
1 8|7 |10|2 |5 ]| 4 36 | 0,222 | 0,194 | 0,277 | 0,055 | 0,138 | 0,111
2 71819 |1]4]3 32 | 0,218 | 0,250 | 0,281 | 0,031 | 0,125 | 0,093
3 9|5 |7 |1]3]2 27 | 0,333 | 0,185 | 0,259 | 0,037 | 0,111 | 0,074
4 86 (10| 1| 4] 3] 32 [0250 0,187 | 0,312 | 0,031 | 0,125 | 0,093
n
er 1,023 | 0,816 | 1,129 | 0,154 | 0,499 | 0,371
i=1
w; | 0,256 | 0,204 | 0,282 | 0,038 | 0,125 | 0,092

Similarly, we construct tables for all ES mechanisms according to DSTU ISO/IEC 9796-3:2014.
After the evaluation, we obtain the following

results, shown in fig. 12. 0.162 0.037 0.089 0.290 0.185 0.233
Further we carry out analysis of the results 0-108 0.175 0.215 0.178 0.120 0.170

: . : . |0.155 0.065 0.086 0.229 0.295 0.164
according to fig. 12. For this we place Rez_3 M_3:=1 0061 0.282 0.115 0.202 0.123 0.212

values as they decrease, i.e. 0.197 0.248 0.284 0.107 0.100 0.049
1. ECPV —0,202; 0.226 0.06 0.179 0.231 0.167 0.128
2. ECNR -0,170;
3. ECKNR - 0,162: V_3:=[0.256 0.204 0.282 0.038 0.125 0.002]
4. ECAO -0,148; Rez_3:=M_3-V_3"
5. ECMR -0,138;
6. NR —0,130. Rez 37=[0.13 0.17 0.138 0.148 0.202 0.162]

Like in the previous method, ES NR has the
worst result, that is substantiated by mathemat-  Figure 12 — The priorities resulting vector
ical apparatus used in this algorithm. calculation

ES mechanism ECPV has the best result.

5.7 The weight indices determining method, evaluations and comparative analysis
of ES mechanisms according to DSTU ISO/IEC 14888-3:2014
based on the numerical method

n — the number of experts, n=5
m — the number of indicators, m=8

We construct the table for indicators, accordance with the rules of the evaluation according to the
specified method (table 15). Coefficients values are selected from the method based on the
Fishburn scale.
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Similarly, we construct tables for all ES mechanisms according to DSTU ISO/IEC 14888-
3:2014.

Table 15 — Weight indices values

Indicators
Evaluation %) X5 %3 X4 *s Xe %7 *s
X, 0,167 | 0,111 | 0,028 | 0,028 | 0,028 | 0,028 | 0,194 | 0,083
Xi max 0,222 | 0,167 | 0,139 | 0,139 | 0,111 | 0,083 | 0,222 | 0,194
0, 0,250 | 0,333 | 0,800 | 0,800 | 0,750 | 0,667 | 0,125 | 0,571
W, 0,058 | 0,078 | 0,18 | 0,186 | 0,175 | 0,155 | 0,029 | 0,133

After the evaluation, we obtain the following results, shown in fig. 13.

(0.065 0075 0.131 0.196 0.131 0229 0.075 0.098)
0.059 0.059 0.101 0.156 0.156 0205 0.117 0.147
009 0.103 015 016 0.16 018 0.069 0.09
0.166 0.147 0.166 0.055 0.055 0.055 0.178 0.178
015 015 015 0.113 0.113 0.113 0.113 0.097
0.155 0.155 0.155 0.117 0.117 0.117 0087 0.1
0095 005 0158 0.18 021 0.168 0032 0.108

L0095 005 0158 018 021 0.168 0032 0.108)

M_Chisl =

V_Chisl == w_pokaz4

V_Chisl = (0.058 0.078 0.186 0.186 0.175 0.155 0.029 0.133)
Rez_Chisl = M_Chisl-V_Chisl®

Rez_Ch.islT=(0.1-14 0.138 0.141 0.109 0.123 0.126 0.15 0.15)

Figure 13 — The priorities resulting vector calculation

Further we carry out analysis of the results according to fig. 13. For this we place Rez_Chisl
values as they decrease, i.e.
IBS-1 —0,15;
IBS-2 - 0,15;
EC-DSA -0,144;
EC-GDSA -0,141;
EC-KCDSA - 0,138;
. EC-FSDSA -0,126;
.EC-SDSA -0,123;

8. EC-RDSA -0,109.

Also in this case it should be noted, that the results cannot be taken for use, most likely, this is
the ES comparison technique. For real use you'll need to choose conditional criteria and conduct
researches.

NogakrowhE

5.8 The weight indices determining method, evaluations and comparative analysis
of ES mechanisms according to DSTU ISO/IEC 9796-3:2014
based on the numerical method

n — the number of experts, n=4

m — the number of indicators, m=6

We construct the table for indicators, accordance with the rules of the evaluation according to the
specified method (table 16). Coefficients values are selected from the method based on the
Fishburn scale.

22



ISSN 2519-2310 CS&CS, Issue 3(3) 2016

Similarly, we construct tables for all ES mechanisms according to DSTU ISO/IEC 9796-3:2014.

Table 16 — Weight indices values

Indicators
Evaluation & " . . . .
X 0,190 | 0,047 | 0,047 | 0,190 | 0,047 | 0,095
X max 0,285 | 0,190 | 0,095 | 0,285 | 0,190 | 0,238
0, 0,333 | 0,752 | 0,505 | 0,333 | 0,752 | 0,600
W, 0,101 | 0,229 | 0,154 | 0,101 | 0,229 | 0,183

After the evaluation, we obtain the following results, shown in fig. 14.

0.246 0.053 0.109 0.262 0.108 0.219
0.054 0.108 0.224 0.180 0.216 0.216
0.250 0.166 0.054 0.250 0.054 0.222
0.073 0.083 0.357 0.179 0.223 0.083
0.052 0.240 0.211 0.213 0.214 0.064
0.227 0.170 0.204 0.113 0.113 0.171

M_4:=

V4 :=[[).1[l1 0.229 0.154 0.101 0.229 {1.183]
Rez 4:=M_4.V_4"

Rez_4"=[0.145 0.172 0.15 0.166 0.175 0.162]

Figure 14 — The priorities resulting vector calculation

Further we carry out analysis of the results according to fig. 14. For this we place Rez_4 values
as they decrease, i.e.
1. ECPV -0,175;
2.ECNR -0,172;
3.ECAO -0,166;
4. ECKNR -0,162;
5.ECMR -0,150;
6. NR —0,145.

Also in this case it should be noted, that the results cannot be taken for use, most likely, this is
the ES comparison technique. For real use you'll need to choose conditional criteria and conduct
researches.

6 The analysis of ES researches results according to DSTU ISO/IEC 14888-3:2014

For chosen ES mechanisms evaluation techniques were obtained results, that are shown in previ-
ous chapters. ES mechanisms comparison was made based on expert evaluations. After that, calcu-
lations were made by aforementioned techniques.

One can assume, that the results of the evaluation ES mechanisms according to DSTU ISO/IEC
14888-3:2014, by different methods have been obtained almost identical — almost the same ES
mechanisms arrangement from the best to the worst. Numeric scatter of weight indices values for
one algorithm is almost negligible, only numeric values for ES mechanisms IBS-1,2 in the analytic
hierarchy process based on pairwise comparisons differ from weight indices values for these ES
mechanisms according to other evaluation methods, that is substantiated by more strong influence
of the subjective experts opinion.
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Fig. 15 graphically shows the results of the ES mechanisms evaluation by different evaluation
methods.

0,25
m the Fishburn scale
<L <
<L 4] (7] — o B
02 11O a . P
8 % 0 o o the ranking method
& S 9 =2 =

ECRDSA
ECFSDSA

M the points attribution
method

=
=

W the numerical method

Weight indices values
=
o

@ the analytic hierarchy
process

ES mechanisms

Figure 15 — Analysis of the comparisons results

7 The analysis of ES researches results according to DSTU ISO/IEC 9796-3:2014

For chosen ES mechanisms evaluation methods were obtained results, that are shown in previous
chapters. ES mechanisms comparison was made based on expert evaluations. After that, calcula-
tions were made by aforementioned techniques.

ES mechanisms according to DSTU ISO/IEC 9796-3:2014 assessments have a similar ranking
order by different evaluation methods — from highest to lowest.

Fig. 16 graphically shows the results of the ES mechanisms evaluation by different evaluation
methods. The numbers from 1 to 6 are indicated the ES mechanisms: 1 — NR; 2 — ECNR; 3 -
ECMR; 4 -ECAO; 5-ECPV; 6 - ECKNR.
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Figure 16 — The results of the ES mechanisms evaluation by different methods
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8 Conclusions

1. In connection with the specific requirements for cryptographic transformations, including
for ES, the main criteria should be divided into two classes: conditional and unconditional.

Unconditional criteria are those criteria, whose execution for any cryptographic transformations
is mandatory, that is unconditional.

Conditional are called criteria, whose execution for any cryptographic transformations is oc-
curred only on certain condition.

2. As aresult of conducted researches, it was determined, that as the main criterion for integral
evaluation can be and is recommended to use the integral unconditional criterion, that is derived by
partial unconditional criteria.

If at least one partial criterion does not meet conditions, such cryptographic transformation is re-
jected as being, that does not meet the requirements.

3. The proposed comparative analysis technique of standardized ES based on the use of the
partial unconditional and conditional criteria set, upon which calculated integral conditional and
integral unconditional criteria value.

4. The research results allow to conclude, that in terms of evaluation objective the best use the
weight indices determining method, because the experts subjectivity has the a significant impact to
the result in the analytic hierarchy process based on pairwise comparisons.

5. The comparative analysis results of standardized ES algorithms DSTU ISO/IEC 14888-
3:2014 allowed to make the following conclusions and recommendations: the maximum integral
conditional criterion value for DSTU ISO/IEC 14888-3:2014 has been achieved for algorithms IBS-
1 and IBS-2 by all evaluation methods.

The ES mechanisms according to DSTU ISO/IEC 14888-3:2014 evaluation results have been
obtained almost identical by different methods. Numeric scatter of weight indices values for one
algorithm is almost negligible, only numeric values for ES mechanisms IBS-1,2 in the analytic hier-
archy process based on pairwise comparisons differ from weight indices values for these ES mech-
anisms according to other evaluation methods, that is substantiated by more strong influence of the
subjective experts opinion in this method.

According to all evaluation methods in the first place are ES mechanisms IBS-1 and IBS-2, and
in the last place — ES mechanisms EC-RDSA (only for the determining the weight indices method
based on the points attribution method on the last place based ES mechanism EC-KCDSA).

6. Comparative analysis of signature mechanisms according to DSTU ISO/IEC 9796-3:2014
has shown that the most perspective mechanisms are signature mechanisms ECPV (elliptic curve
Pintsov-Vanstone message recovery signature) and ECNR (elliptic curve Nyberg-Rueppel message
recovery signature).

ES algorithm NR has the worst result, that is substantiated by mathematical apparatus used in
this algorithm.

7. To obtain more precise evaluation results and for exact match of ES arrangement mecha-
nisms by all evaluation methods, it is necessary to perform the evaluation procedure several times
and carefully approach to the choice of experts that will conduct the evaluation.
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Metoabl W pe3yJbTaThl CPABHHUTEIBHOI0 AHAJIM3A IJIEKTPOHHBIX MOJNHUCEH C JONMOJIHEHHEM H € BOCCTAHOBJIEHHEM
COOOIIEHHIA.

AHHOTanus. B crathe paccMOTpEHBI METOBI CPABHUTEIBHOTO aHAJIH3a CBOWCTB MEXaHH3MOB 3JIEKTPOHHOH noamnucu. VccnenoBansl
U TIPOaHATU3UPOBAHBI CYLECTBYIOIIME METOIbI CPAaBHUTEIBHOTO aHAIM3A 3JIEKTPOHHBIX MOJIKCEH HA OCHOBE METOJIOB 3KCIIEPTHBIX
OLICHOK — METOJI aHAJIM3a UePapXMil U BapUAaIlMX METO/A ONpeieleHHs BECOBBIX KoddduienToB. IIpuBeieHb HEKOTOPbIE KPUTEPUH
U TI0Ka3aTeNd, KOTOPBIE MOTYT OBITh MCIOJb30BaHBI IIPH CPABHUTEILHOM aHAJIM3€ CBOHCTB MEXaHM3MOB HJICKTPOHHBIX I0JIUCEH.
[IpoBeneHO cpaBHUTEIBHBIH aHAIN3 CYIMIECTBYIOIINX MEPCHEKTUBHBIX MEXaHH3MOB AJICKTPOHHBIX ITOJIIHCEH COTJIACHO CTaHIapTaM
JICTY ISO/IEC 14888-3:2014 u ICTY ISO/IEC 9796-3. IlpuBeneHO pe3ybTaThl MPOBEICHHOIO OLICHUBAHUS MEXaHU3MOB JJICK-
TpoHHOHN TmoxnucH. CuenaHbl BEIBOABI M NPEIOCTaBICHB PEKOMEHAIMN 10 IPHMEHEHHIO METOIOB OIEHKH OINPEAETICHHBIX ajro-
PHUTMOB JICKTPOHHBIX TIOJIIHCEH.
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cpaBHHUTENbHOTO aHanu3a DI, peanuzanus u ucnonszoBanue D1
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Abstract: In this article the method of increase of productivity and reliability of functioning of the data processing
system is suggested based on the use of position-independent computing system in the residual classes (SRC). The de-
veloped method takes into account properties of symmetry of tables of realization of basic arithmetic operations and
is based on the use Y part of the numerical data of the aggregate tables, realizing module operations multiplication,
summation and deduction in SRC. Method of bit-by-bit tabular realization is recommended in the digital information
processing systems for the productivity improvement of decision of computing tasks.

Keywords: specialized digital devices and systems, base of non-position number system, modular number system,
cryptographic transformations.

Introduction

Stormy development of the computing engineering presently allows to provide the control of op-
erating parameters of the real-time systems in the set limits, that in the turn allows to warn emer-
gency situations. Treatment of large volumes of information for the comparatively short interval of
time with the set level of reliability of functioning is the distinctive feature of such systems. The
existent data processing system (DPS) functioning in the binary base notation system (BNS) not
always are able to decide the set problems in accordance with the produced requirements. One of
basic lacks of such DPS is the sequential processing of information, because information submitted
in BNS that is stipulating the presence of bit-to-bit communications. This circumstance does not
allow parallelizing the decided algorithms at the level of elementary microoperation. The objective
of the paper is to develop method of digit-by-digit tabular realization of arithmetic operations in the
system of residual classes.

1 Analysis of the last researches

Application of untraditional architectures which are built by with the use of the notation systems
(NS) of possessing the maximal level of internal parallelism is grounded in literature [1]. One of
such NS is the system of residual classes (SRC). Short form of the residues is one of the SRC prop-
erties that allows to use the tabular method of realization of arithmetic operations, which, as is gen-
erally known, provides the ultra-high computing speed, i.e. the result of arithmetic operation can be
got in the moment of receipt of entrance operands (for one cycle), what is unattainable for BNS.

Simultaneously with this circumstance wide introduction of technologies of the Programmable
Logic Device allows successfully realizing the methods of tabular information processing in SRC at
creation of fast-acting and high-fail-safe structures of DPS [2-4].
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2 Basic materials of researches

The search of ways of increase of productivity and reliability of information processing resulted
in the necessity of development of tabular method of realization of module operations.

Known tabular method of realization of operation of module multiplication in SRC, will be real-
ized by means of the use of code of tabular multiplication (CTM) [5-7]. In this case the table
ab(modm) of module multiplication for arbitrary base m; SRC is symmetric in relation to left

(main) and right diagonals, and also vertical and horizontal lines. Symmetry in relation to a left di-
agonal is determined to commutability operation a,b, of multiplication, and symmetry in relation to
a right diagonal is determined to, that
(m —a)(m —b)=ab (modm).
Symmetry in relative to a vertical and horizontal line is determined from the condition of multi-
ple of value of the module to the sum of symmetric numbers of table of multiplication
ab +a(m —b)=0(modm),
al +b(m —a)=0(modm,).
Coming foregoing from is obvious, that for tabular realization of operation of module multiplica-
tion ab(modm,) it is enough to have numerical information only about its eighth part. Hereof is

possibility to simplify the table of module multiplication, due to the exception from the operating
device (OD) of DPS of part of surplus equipment (elements And in the blocks of matrix circuit). For
the most effective realization of operation ab.(modm,) methods allowing in four times to decrease

the table of module multiplication are used. The decision the set problem is possible as a result of
development and application of the special codes.

The method of determination of result of operation of module multiplication ab/(modm,) in
SRC by means of the use of CTM is following: if two operands are set in CTM a =(y,,a) and
b, :(;/b, ,’), in order to get product of these numbers with respect to base m;, it is enough to find
product of ab’(mod m) and invert its generalized index y; in case if y, it is differs from ,, i.e.

ab (mod m)=(y,al (mod m)),

where:
:{7“ ify, #7,
Vo iy, =7,
and
. |a, ify, =0,
i={mi-ai, if y =1.

Foregoing conclusions behave only to realization of operation of module multiplication [1].

During realization of arithmetic operations of summation and deduction basic difficulty consists
that it is enough difficultly to synthesize the tabular algorithms of implementation of these module
operations, because the tables of realization of operations of summation and deduction are different
on the digital structure, hereupon, its do not possess those properties of symmetry, which the tables
of module multiplication are possess. However got it is accomplished other results can be, exploring
marketability one module operation by tables realizing operation reverse to her, and the opposite.

At research of digital properties of tables of module operations of summation and deduction [8] a
next analytical correlation is proved

I:(ya’a‘il) +(7/b’b|'):| +

+{[mi _(7a'ai’)]_(7b, .')}=0(mod m), 1)
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where a =(7,.a/), b =(,.b) — input operands represented in the special code of tabular presen-
tation of operands offered in this article (SCTPO) We will write down expression (1) in a this form

() + () =m = {[m = (7, 8) ]~ (7%, 00)}- (2)

It ensues from expression (2), that for the receipt of result of operation of module summation in
SCTPO it is enough to know the result of operation of module deduction, i.e. there is possibility
effectively (from point of diminishment of amount of equipment of ROM) to use CTM simultane-
ously for three module operations: multiplication, summation and deduction. On the basis of ex-
pression (2) we will consider a method by means of which it will be possible to carry out implemen-
tations of any of three arithmetic operations in SRC: multiplication, summation and deduction. Op-
eration of module summation is carried out by means of the algorithm described by expression (2).
We will make the algorithm of implementation of operation of module summation by a table, for

implementation of operation of module deduction (a/—b’)modm,. In compliance with expression
(2) we will consider the method of realization of operation of module summation.

1. The minuend & =(y,,a/) is inverted on the module of m, i.e. we will get the following ex-

pression: & = ((;/a +1)mod 2, a{). We abandon a subtrahend (,,b/) without the changes.
2. By means of ROM realizing operation of module deduction, on input operands a' and b’ the
result of operation is determined as (& —b/)modm, . As well as for the algorithm of module multi-

plication the index of x result of operation of module deduction is formed in compliance with the
values of indexes of the corresponding operands, i.e. in concordance with the values (y, +1) mod 2

and y,, where:

7, if (7, +1)mod 2y,
- {9/, if (ya +1)mod 2=y,.
Consequently, the result of operation of module deduction will have the following form:
(7.(a/—b/)modm, ).
3. We invert the got result of module deduction on the module of m;, i.e.
((7 +1)mod2,(a —b/)modm, ).

For construction of tables of basic arithmetic operations there is most showy application of
method of the special encoding, which is described higher, and is allowed simultaneously to de-
crease the size of tables of summation, deduction and multiplication in four times.

During realization of operations by tabular methods additional diminishment of equipment due
to that a not single table is built which will realize a result in a binary code is possible in a number
of cases, but k to more shallow tables realizing solutions on each of to digits of result, where k —

register capacity, necessary for storage of number on the examined base k = [Iogz(mi —1)] +1.

Thus very often unification of tables occurs, i.e. reduction of amount of different types of tables
necessary for realization of arithmetic unit. The chart of realization of the generalized ® arithmetic
operation (® — it is multiplication, summation and deduction) on the arbitrary module of mj is rep-
resented in the table 1, and symmetry in relation to a vertical line, horizontal line and diagonals is
similarly indicated. Subject to symmetry of tables of realization of basic arithmetic operations (mul-
tiplication, summation and deduction), and also on the basis of the methods of reduction of tables
considered above, is information taken in the table 2 % part of table 1, and in particular, its second
quadrant. In a table 3 numeric data of the second quadrant of the table 1 are represented in a binary
code. On the basis of the table 3 we will take in a table 4 values respective to the first (low-order
position) digit of result. Thus for realization of DPS we will use only those table elements (blocks)
4, which correspond to the single values of low-order position digit of result.
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Table 1 — Table of realization of the generalized arithmetic operation to the module of m

a a a
a -1 m=1 a
b ' B B ™
) e (@, @b)modm=c,, (@ ®b;)modm=c,, (a ® b, )modm = ¢
0 (a, ® b)) modm=c,, T =N R =
s
b, | (¢, @b, )mod m=c (am_1 ® b5 )umod M=C (@, @b, )modm=17, ., (a,,®b, )mod m= i
T 7 ol TG | S SRR o T
= =
/?:‘_\_‘L‘
bm—l (GU ®b )mOd m= 0 m+1 ( M- ® bm l)qu'm - 1 m+ (am—l ®‘b';14m_0¢niz C el mel (am 1 ®b )mﬁd m= m+1
B 1 N o B —S5XY ] S
o A
= a, , ®b Jmodm= a _, ®b Ymodm - _
by (au?ém_l_)_medmfcum_” ( mT—l 1) (’”T‘l)(m_n ( ’”Tl i) o) (am , 88 )mOd'm-i_C(r_n:l)(m—l)
Table 2 — Second quadrant of the table 1
a @ a -t
a -
b am—l am—l aL‘l
b, (a, ®b,)modm = ¢, (a, ®b,)modm = ¢, (@, ®b,)modm =c,, "'Wl ®by)modm = n-l
b, b, (a, ®b,)modm = ¢, (a, ®b)modm = ¢, (@, ®b,)modm =c,, (am_-l ®b)modm=c =)

b, b, (a, ®b,)modm = c,, (a, ®b,)modm=c,, (a, ®b,)modm = c,, (”m 1 ©b,)modm = (mﬁl]
b&_1 bL“ (a, ®bm__l)modm =€ (A ®bL_1)modm = | (4 ®bL_l)modm =C et (a,, ®b, )modm=c, ; ,,
2 2 2 2 2 2 2 2 2 272
Table 3 — Information of the second quadrant of table 1 represented in a binary code
a a a, D1

2
9
b am—l am—'z a@
2
c c :
-1 H —1 B
b Cﬂﬂ.a ? CUU(.:-l:- 2 Cm.a ? Cm(.a-lj- 2 Cma 27200y (me'{ ':me(i—l}
0
<2 Cgp »C, <> Cyg, »C Cyg »C ceosC oy 2C g
> Coo, > Coo, > €10, > C10, > 20,5 €20, (mTIJUl (mTIJUa
c
—1 —1 L
b bm—l me s CDI(.H:- 7T Cl L= Cl Legy? ™" Cgla P2y 7 (mT)l" (mT)l(H:'
1
<5 Cgy, »C €y 5C Cyy »C s
> Gy - Cog ERSERELE TN IR IRELS T (T—lJll ™y,
c
m—1 T om—
b bm—? Cuz_‘ 7602“_1) ERE 617 3612U 0 ng‘ 2022, ( 3 12 (f:l?(k—lj
2
-2 Cog, 5 Coa, 2 €125 €12, 262,56 “’C(mT71321’C(m'_:1)23
c | c c -l c
5 5 o o ey 17 1, e N T S ("’—Ix’”—‘IJ‘ ’ t’"—‘l N
m—1 m+1 - - - - -
2| T2 | es€C oy 5C L € et C ot s 4 wesC€ ol e sC _1 1
0 0, 1(”’—31 1(’%19 255 25 EE T

By a similar appearance, based on a table 3, we will take in the tables of 5-7 values the proper to
the second, k-1 and k (high-order position) the digits of result of the generalized arithmetic opera-
tion.
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Table 4 — Values of the first digit of result of the table 3

a al ag am__l
a, 2
b am—l am—? am_—l
2
c
b, Cop, Cig, Caq, (”’Tlm.,
c
b, -1 Co1, C, Coy, (”’T‘IJL,
c
b, b, Coy, Cia, Cya, (”’T_lp.,
b b c c. .
L= L o, 1% 2% D
Table 5 — Values of the second digit of result of the table 3
a & a, Ay
2
a, a
b a'm—l am—z m+1
2
by Coo, Cio, Cy, (”‘Tfl)o1
b, By Coy, Cuy, Cay, (”‘T&n1
b, by, Coz, Ciz, Cy, (mT‘l)z1
b b c
m-1 m+1 m-1 m-1 m-1 m-1, m-1
Table 6 — Values of the k —1 digit of result of the table 3
a a1 az am—l
&
b a‘m—l a‘m—z am+l
2
bo COO(H) ClO(H) C20(k4) (mT_l)O(H)
bl bm—l COl(H) Cll(k—l) CZl(k—l) (mTil)l(H)
bZ bm—2 COZ(H) Clz(m) sz(k—l) (mT_l)Z(H)
b b _ _ _ P
m-1 m2+l O(mTl)(H) l(mTl)(H) 2(mT1)(H) (mTl)(mTl)(H)

In spite of the fact that the size of every table is diminished and was multiplied the amount of ta-
bles, on the whole gaining in an amount the equipment takes place, as to the limit surplus of tables
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is brief and, as we see, the blocks of table, which correspond to the significant digits of result, will
be realized only. Because the result of operation appears by an absolute code, there is no necessity
in logical elements forming of the SCTPO index.

Table 7 — Values of the k digit of result of the table 3

a a, a, Ay
a, 2
a
b am—l am—Z m+l
by Coo, Cio, Ca0, (mT‘l)ok
b by, 4 Cos, Cua, Cay, (%)h
b, b, Coz, Cip, Cs, ("‘7’1)2 )
b b c c c c
m-1 m+1 m-1 m-1 m-1 m-1, m-1
2 2 PR ok 2T o GG

The results of calculation of amount of logical elements during complete and bit-by-bit tabular
realization of tables of the DPS operation device (OD) are resulted in the table 8. It is visible from
the table 8, that tabular realization of arithmetic operations in BNS is not effective, and with the in-
crease of digit grid of OD is impracticable.

Table 8 — Results of calculation of amount of equipment of the DPS OD

Capa- Complete . . .
city BNS Modules of SRC tabular ElES) p't . Gain
L tabular realization [%]
() realization
=1 | 98.98 _ ot mfg m=4, m=5, 263 132 4981
_ 216 . 216 _ 232 | m=2, m=5, m=7,
1=2 m=9. m=11, m=13 1259 546 56,63
02 024 _ o8 m=3, m=4, m=5,
1=3 - m=11, m=13, m=17, 2833 1433 49,42
m=19
m=2, m=3, m=5,
_ 282 932 _ 964 m=7 m=11, m=13,
I= m=17, m=19, m=23, 6943 3788 45,44
m=29
m=2, m=3, m=5,
m=7, m=11, m=13,
_ 264 064 _ 9128 m=17, m=19, m=23,
1=8 M=29. m=31. m=37 39079 24914 36,25
m=41, m=43, m=47,
m=53
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At the same time application of the SRC allows effectively (from point of increase of productivi-
ty and diminishment of amount of equipment of matrix circuit) to apply the tabular methods of real-
ization of arithmetic operations.

Conclusion

Thus, the method of increase of productivity and reliability of the real-time DPS which functions in
the SRC is offered in the article. Productivity of calculations of the DPS in the SRC rises due to the
use of tabular principle of realization of arithmetic operations by introduction and use of SCTPO.
Reliability of functioning of the DPS in the SRC rises due to diminution of intensity of refusals of
tabular circuits of realization of arithmetic operations by diminution on 40-60% (depending on a
computer word length) of amount of equipment of the DPS OP.
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Iocrynuna B aBrycre 2016

Annomayua. Paccmampusaiomea Hecummempuynvle KpURMOCUCEMbl HA OCHOBE ANeebpauieckozo Koou-
POBAHUA, UCCLEOYIOMCA COBPEMEHHOe COCMOsANUEe, CYWecmeyiowue npoOmusope us u nepcneKmugsl npax-
MUYECKo20 UCNOIb308AHUA HA NOCM-KBAHMOSbIU nepuoo. IIpedrazaemca Hoeas cxema Kpunmonpeobpaso-
BAHUS, CYUECBEHHO NOBBIUAIOWAS OMHOCUMENbHYIO CKOpOoCcmb nepedauu ungopmayuu. Ilokazano npe-
UMywjecmseo npeonazaemol KOHCMPYKYuu no CPAGHEHUIo ¢ yoce ussecmuvlMu cxemamu Max-Onuca u
Huoeppaiimepa.

Kniouesvle cnosa: necummempuyunvie KpURMoCUCmeMol, NOCM-KEAHMOBAs. Kpunmozpagus, Kpunmozpagus
Ha 0CHOBE KOOO08E.

1 BBeaenue

Jlns  mpepocTtaBieHHs 0a30BBIX YCIYr O€30MacHOCTH B COBPEMEHHBIX HH(pOpPMaIMOHHO-
TEJIEKOMMYHUKALIMOHHBIX CUCTEMAX NMPUMEHSIOTCS pa3iIyHble KpUNTOrpaduyecKue MeXaHu3Mbl, B
YaCTHOCTH, HECUMMETPUYHbBIC (IBYXKIIOUYEBbIC) KPUITOCHCTEMBI, B KOTOPBIX 3a/1auya MOMCKA CEK-
PETHOrO KJIf0Ya MO0 HM3BECTHOMY OTKPBITOMY KIIIOUY CBS3aHa C PELIEHUEM M3BECTHOW U OYEHb
CIIO)KHOW MaTeMaTH4ecKoil 3aqaun (pakTopusalyu, TUCKPETHOTo Jorapudmuposanus u mp.) [1-3].
OpHako ¢ MOSBJIEHHUEM KBAaHTOBBIX BBHIYHMCIICHHUM, OCHOBAaHHBIX Ha MPHUHIIMIIAX KBAHTOBOM MeXaHU-
KM, B YaCTHOCTH, Ha IPUHLIUIIE CYNEPIIO3ULINN U SIBIEHUH KBAaHTOBOW 3aIlyTaHHOCTH, CKOPOCTb pe-
IICHUs OMPEE/ICHHbIX MaTeMaTHYeCKUX 3ajad 3HauuTenbHO Bo3pactaeT [4]. CymectByeT psn
KBAHTOBBIX ANTOPHTMOB, HaIpuMep, anroputme! Joitua u Moxmu, Caiimona, I'posepa, Illopa u apy-
r've, BBIIIOJHEHHE KOTOPhIX 3aHHMAaET ropas/io MEHbIE BPEMEHHU, YEM BBIIIOJHEHHE JII000T0 BEepo-
SATHOCTHOTO KJIaccudeckoro anroputma [5-11]. Anropurm [llopa no3Bosnsier HaiiTh 3a KoHeUHOE (U
NpUEMIIEMOE) BpEMsI BCE MPOCThIC MHOXKUTEIH OOJNBIIMX YKCENT WM PEIINTh 3a/1a4y TUCKPETHOTO
Jorapu(MHUpPOBaHUS, U, KaK CII€ACTBUE, HANTH CEKPETHBIN KIII0Y COOTBETCTBYIOLIETO aCUMMETpUY-
noro kpunroanropurma (RSA, ECC, unmu apyrux) [10]. CnenoBatensHo, pa3paboTKa U TeOpeTHYE-
CKO€ 00OCHOBaHHME HOBBIX KPUNTOTpahUUYECKUX aJTOPUTMOB, B KOTOPBIX CIIOKHOCTH MOHMCKa CEK-
PETHOTO mapameTpa MO0 MU3BECTHOMY OTKPBITOMY KIIKOYY OCTA€TCSl BBICOKOM J1ake€ C y4ETOM BO3-
MOKHOTO NIPUMEHEHMEM KBAaHTOBBIX BBIUMCIECHMH (T.€. Ui IOCT-KBAaHTOBOI'O IEPHOJIA), SIBISETCS
Ype3BBIYAHHO BOKHON HAay4HOM 3a1adeit [12-14].
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Cpeau BO3MOXHBIX KaHIMAATOB Ui MOCT-KBaHTOBOW kpunrorpaduum (Post-Quantum
Cryptography) ocoboe MecTo 3aHMMAIOT aarOPUTMBI, IIOCTPOCHNUE KOTOPHIX OCHOBAHO HA WCIIOJIb-
30BaHUM AIreOpandeckux KOAOB, 3aMAaCKMPOBAHHBIX O KOJ OOLIEr0 MOJOXEHHS (CIydalHbINA
Ko, mosHbli Koxa) [15-18]. B pycckosi3pIuHON JaHTEpaType MOJ0OHBIE aIrOPUTMBI ITOYUHIIH
Ha3BaHUE TEOPETUKO-KOMOBbIX cxeM [19,20], wnm KpunTo-KOIOBBIX MpeobpazoBanuii [21,22].
Hapsiny ¢ BBICOKOW CKOPOCTBIO KPHITOTPAPHUECKOTO MPEoOpa30BaHHUs U BO3MOKHOCTBIO COBME-
IIaTh KOHTPOJb OIIMOOK C 3alIMTOW OT HECAHKIIMOHMPOBAHHOTO O3HakomuieHus [23] kpumro-
KOJIOBBIC ITPEOOpa30BaHUsl OCTAIOTCS CTOMKUMU JIaXKe B CIIy4ae UCIOIb30BAHUS KBAHTOBBIX BBIYHC-
nennid. Kpome TOro, Ha CEroHsIIHUN JIeHb YK€ U3BECTHBI PazIMYHbIe KPUNTOTpaduyeckue mpu-
MUTHBBI (aIrOpUTMBI HecumMeTpuuHoro [15,16,18,20] u cummerpuunoro [17] mmdpoBanus, reHe-
paTophbl MCEBAOCITYUalHBIX MTOCIEI0BATEILHOCTEH U IOTOYHOTO mudpoBanus [24 - 26], mpoTOKOIIBI
J0Ka3aTeIbCTBA C HYJIEBBIM pasriamrenuem (Zero-knowledge proof) [27,28], cxemsl smekTpoHHOM
udposoit noamucu [29,30], unenrudukanuu [31,32] u np.), OCHOBaHHBIC HA HCIOJIH30BAHUU All-
re0Opanvdeckux KOJOB, YTO JENIAeT 3TO HANpPaBICHHUE YHHBEPCAIBLHBIM MHCTPYMEHTOM, MO3BOJISIO-
MM Ha €AMHOM MaTeMaTHYECKOM U MPOrPAaMMHOM OOECII€YCHHU PEeaTu30BaTh IIUPOKUHA CIIEKTp
3 HEKTUBHBIX MEXaHU3MOB KpUNITOrpaduvecKoi 3amuTbl nHGopMaruu. Y X0Ts U3BECTHBI TAaKXKe U
BBIYHMCIIUTENILHO Y PEKTUBHBIC aTaKU HA OT/JCIbHBIC BAPUAHThI TEOPETUKO-KOAOBBIX cxeMm [19, 33 -
36], 6a3zoBas koHcTpykius [15], npemnoxkennas okono 40 jer Haszal, OCTaeTCs CTOMKOW KO BCEM
M3BECTHBIM METOJaM KPHUIITOAHAIN3A, YTO C UCTOPHUUECKON PETPOCIIEKTUBBI MOJITBEPKAACT HAIEK-
HOCTb U MEPCIEKTUBHOCTh KPUIITO-KOIOBBIX MPe0oOpa30BaHuil, 0COOCHHO B KOHTEKCTE TOCTPOCHHUS
3 PEKTUBHBIX TOCT-KBAHTOBBIX AJITOPUTMOB KpUnTorpaduieckoii 3amuTsl [37].

B nmaHHO# cTaThe paccMaTpHUBAIOTCS OOLICTEOPETHUECKUE TIOJOKECHUS alreOpandecKoro Kou-
pPOBaHUSI U HECUMMETPUYHBIE KPUIITOCUCTEMBI Ha X OCHOBE. McCienyroTesi COBpeMEHHOE COCTOSI-
HUE, CYIICCTBYIOIIUE MPOTUBOPEUUS M MEPCHCKTHBBI MPAKTHUYECKOTO UCIIOIB30BaHUS HECHUMMET-
PHUYHBIX KOJIOBBIX KPUITOCHCTEM Ha MOCT-KBAHTOBBIN mepuoj. [Ipemnaraercs HOBas cxema KpHUII-
TOMPEOOpa30BaHMsl, CYIIIECTBEHHO IMOBBIIIAIONIAS OTHOCUTEIBHYIO CKOPOCTh Iepeaadr nHpopma-
un. [Toka3aHo MpenMyIecTBO MpeajgaraeMoil KOHCTPYKIMH MO CPAaBHEHHIO C YK€ HW3BECTHBIMHU
cxemamu Mak-Diuca u Huneppaiitepa [15,16].

2 O0mme monokeHns ajredpanyeckoi Teopuu 0JIOKOBBIX KOJ0B, HCIIO/Ib3yeMble Il ONUCa-
HHS TEOPETHKO-KOI0BBIX CXeM

BBenemM OCHOBHBIC TEPMHUHBI U OHpelelieHus aiaredpandyeckoi Teopun koauposanus [38-40],
UCTIOJb3yeMble B JAJIbHEHIIEM TpPU PACCMOTPEHHHM HECHMMETPHUYHBIX KOJOBBIX KPHUITOCHCTEM
(TEOpETHKO-KOIOBBIX CXEM), B TOM YHCJIe alrOpUTMOB (opMupoBaHus U nposepku DLIIT.

Sadukcupyem koHeunoe none GF(() u paccMOTpuM BEeKTOPHOE MPOCTPAHCTBO V, , KAK MHOXe-
CTBO N -mOChenoBarebHoOCTei C anemenTamu u3 GF(Q) ¢ MOKOMIIOHEHTHBIM CJIOKEHUEM U YMHO-
KEHHEM Ha CKaJsIp.

Jluneunvii (N,K,d) koo V, nan GF(Q) ects moanpocTpancTBo B V, , T.e. HEIYCTOE MHOKECTBO
N-mocIiefoBaTebHOCTEN (K0006bix c108) C snementamu u3 GF(Q), rme kK — pasmeprnocme nuneii-
HOT'O TIOIPOCTPaHCTBa, O - MUHMMaIBHBIA Bec XeMMHUHTa (YHCIIO HEHYJIEBBIX JIIEMEHTOB) W, (C)
MIPOU3BOJILHOTO HEHYJIEBOTO KOJIOBOT'O ciioBa C koxa V, :

= mn w .
d vceV, ,c=0 h(c)

B BUOY JIMHEHHOCTHU moAInpoCTPpaHCTBA Vk Ha6op BCCOB pa3IMYHLIX HCHYJICBBIX KOJOBLIX CJIOB

COBIIagacT C Ha60pOM paCCTO}IHI/Iﬁ 1o XCMMI/IHI‘y MCKAY Pa3JIMYHbIMHA KOAOBBIMU CJIIOBAMHU, T.C. d
HAa3bIBAIOT TAKKE MUHUMALbHLIM KOOOBbIM paccmosruem 110 XCMMI/IHFy Koaa Vk . BCJ'II/I‘-II/IHy

R = — Ha3bIBalOT omHocumenvHol CKopocnbvio KOaCl, a 0 = — HAa3bIBAIOT OMHOCUMENbHbIM MUHU-
n n

MATIbHBIM KOOOBbIM pPaccmosaHuem.
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OcHoBHas mpobiemMa TeopuH H30BITOYHOTO KOJUPOBAHUS BIEpPBbIE chopMyarpoBaHa B paboTe
K. llennona [41]: HaliTH KOJBI C OOJBIION OTHOCHTEIIBHON CKOPOCTHIO R 1 ¢ O0OIBIIIMM MUHUMATTb-
HBIM KOJIOBBIM pacctosiiueM 0. OHa BBITEKAaeT U3 CISAYIOIIEH TEOPEMBI.

Teopema 1 [41]. Tlycte C(Pg) — npomycKHas CiocoOHOCTh AUCKPETHOTO CHMMETPUYHOTO KaHajia
¢ BeposITHOCTBIO ommbOku Po. Tornma mms moboro £> 0, eciiu R < C(Pp) 1 N 10CTaTOYHO BEJIHKO,
cymectByer (N, Kk, d) koa ¢ oTHOCHTENBHON CKOpOCTHIO K/ N >R, BepoATHOCTH OMIMOKH KOTOPOIO
P <é

Teopema 1 mokazaHa BEpOSTHOCTHBIMH METOJAMH M HE Ja€T MEXaHU3Ma ISl TIOCTPOSHUS KOJIOB
¢ BeIcOkHMH R u ¢ . [lyist TuHEHHBIX OJIOKOBBIX KOJIOB CIIPABEIMBA CIICAYIOIIAs OlICHKA (TPaHMIIa
BapmramoBa-I'uibepra).

Teopema 2 [40]. Eciu BBIIOJIHSIETCS pABEHCTBO

g > f’z‘jcal(q—l)‘ , (1)

torja cymiectByet jqunernsii (N, K, d) kox mag GF(q).

Ha mpaxTuke yaiie MCIOJb3YIOT aCHMIITOTHYECKUE TPAaHUIIbl, KOTOPBIC JAIOT MPEICTABICHUE O
MPeIeIbHBIX KOJOBBIX XapaKTEPUCTUKAX MPU OSCKOHEUHO OoJbInon jmuHe kona. [Ipomorapudmu-
pyem BeipaxkeHue (1), momydaum

da-2 i
n—k> Iogq(zq_l(q ~1) j :
i=0
YerpemuM N —> 00, MOTyYHM aCHMITTOTHYECKYIO TpaHuIly Bapiramosa-I minoepra:
R<1-H,(s). 2

-1
rie H, (X) - ( - nynas ¢pyHKuMs SHTponMU Ha oTpeske | 0, 4= , IpUYeM

H, (x)= xlog, (q-1) - log, (X) - @- %) log, (1—x), 0< x < I~

Takum 0Opa3om, mpodiaeMa MOMEeX0yCTOHYMBOTO KOJUPOBAHUS COCTOUT B MOMCKE PETYIISPHBIX
AJITOPUTMOB TIOCTPOCHUSI TAKUX JIMHEHWHBIX O70K0BBIX (N, K, d) KO/MOB, MapaMeTpsl KOTOPBIX YII0-
BJIETBOPSIIOT KOOBOHM Tpanuie (1) u/niM acHMITOTHYECKHE KOJIOBBIE IPAaHMIIBI KOTOPBIX YIOBIIE-
TBOPSIIOT (2).

JInneitnbnid xox V, (kak JHHEHHOE IMOIIPOCTPAHCTBO B V, ) 3amaercss HAOOPOM Oa3HCHBIX (JIH-
HEWHO HE3aBHCUMBIX) BEKTOPOB

(90,01 Jo1ees gO,n—l) )
(91,0’ Op1eem gl,n—l) '

(9100 Geaarer Gk ana) s
KOTOPBIE OOBIYHO MPEICTABIIAIOTCS B MATPHYHOM BUJIE YEPE3 MOPOKIAIOIIYIO MATPHUILY
900 Y01 - Yona

G _ gl,O gl,l gl,n—l

gkfl,O gkfl,l gk—l,n—l

panra rank(G) =Kk u pasmeproctu Kxn .
[TpousBonbHOE KOIOBOE CIOBO ¢ = (Cy,Cyy.eyC, ;) KOAA V, €CTh NHHEIHAS KOMOMHAIMS CTPOK

u3 Matpuisl G . KoanpoBaHue 3akiIi09aeTcsi B COMOCTABICHUH KaXKIOTO UHPOPMAYUOHHOLO CILOBA
i =(iy, 1y, 1, ;) ¢ cumBomamu u3 GF(Q) HekoTtopomy KomoBomy cioBy (cq,¢;,...,C, ;). Hanbomnee
HPOCTOH CIIOCO0 KOTMPOBAHHMS 331aCTCsI BBIPAKCHUEM
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c=IG. 3)
[TocpencTBoM MHENWHBIX omnepanuii Haj cTpokamu MaTpully G ynoOHO MPUBECTH K KaHOHUYe-
CKOMY BUY

1 0 .. 0 0o Dok - Yona

* * *
gl,k gl,k+l gl,n—l

o

G*= - 1|P, (4)

0 0 .. 1 g:—l,k g:—l,k+1 g:—l,n—l
rae | - equanuHas moamarpuna pasmepom Kx Kk, P - moamarpuna pasmepom K x(n—Kk) B mpasoii
yactu MaTpunbl G*, || - CUMBOJI KOHKaTeHaluu (00beInHeHus).

Torma mpu UCMONB30BaHUH BeIpaKEHHsS C=IG HMeeM cucmemamuueckoe TPaBUIIO KOIUPOBa-
HUS C = i||iP , T.e. nH(MopMaoHHbIid BeKTop 1= (iy,1,...,1, ;) OyIeT B IBHOM BHJE COzepKaThCs B
KOJIOBOM CJIOBE € = (Cy,Cpyeery Cpy) -

JIuHe#HOe MOAMPOCTPAHCTBO, OTOKICCTBIISAONIEEe KO V, , HIMEET OPTOrOHAIBHOE JOMOJHEHHUE

(o603naunm ero U, ). Basuc momnpocrpanctsa U, , 3amaercs BeKTopamu
(oo Posees g na)
(hios gy,

(hn—k—l,O’ hn—k—l,l""’ hn—k—l,n—l)

1 OOBIYHO MPEJICTABIISCTCS B MATPUIHOM BHJIE Y€PE3 MPOBEPOUHYIO MATPHUILY

hoo hos o Py

ho  hy o Ry

H=
hn—k—l,O hn—k—l,l hn—k—l,n—l
panra rank(H)=n—-k u pasmeproctu (N—Kk)xn.
VYcnoBue opToroHaabHOCTH BeKTOpoB U3 V, m U, , B MaTpU4HOM BHJIE 3aIIMCHIBACTCS KaK
GH' =0, (5)

e O/ HyJleM TIOHUMAaeTCs HylieBasi MaTpuia, pazmepHocta K x(n—k).

JIuneitHoe noanpoctpaHcTBo U, Ha3bIBAIOT OyanbhbiM (IBOMCTBEHHBIM) K V, KOJOM Haj
GF(q). Onpeoenenue xooa V, uepez opmoconanvroe dononnenue U, |, (depe3 AyalbHBIH KOI)
MOXXHO CQOPMYJIMPOBATh CIEAYIOIUM 00pa3oM: MPOW3BOJIbHAS N -MTOCIIENOBATEIHHOCTEH
c¢=(cy,¢yyeenC,4) Comementamu w3 GF(Q) siBiseTcst KOJOBBIM CIOBOM Koaa V|, TOTJa M TOJIBKO

TOT/Ia, KOT/Ia OHA OPTOTOHANEHA KaX/I0i CTPOKe IpoBepouHoil Matpuusl H , T.e. mpu cH' =0.
[TocpeacTBoM JNHMHEWHBIX onepaluil HaJ CTpOKaMH IMpHUBeAeM MaTpully H K KaHOHHYECKOMY

BUIlY

h, R, . h. 10 . 0
H*: hl,O hl,l hl,kfl O 1 gl,n—l — P*”I , (6)
h:—k—l,o h:—k—l,l hr:—k—l,k—l 0 0 .. 1
rae P*- mommatpura pasmepom (N—K)xK B neBoit wactu matpuiel H*, | - equHnuHas moamart-
puna pasmepom (N—K)x(n—Kk), || - CUMBOJI KOHKaTeHAIMu (06beOuHeHus).
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Torna n3 yenosus G*H*' =0 umeem P*=—P' (c onepamusamu vax GF(Q)).

Enunuuneie BekTopa-cTonbusl B Matpunax G* m H™* moryt ObITh BbIOpaHbI MPOU3BOJIBHO C
COOTBETCTBYIOIIUM (POPMUPOBAHUEM EIUHUYHBIX MOIMATPUIl M CUCTEMATHUYECKUM pa3MElICHUEM
WH(POPMAIIMOHHBIX CHMBOJIOB B KOJIOBOM CIIOBE.

OCHOBHOH 11€J1hI0 NU30BITOYHOTO KOJUPOBAHUS HH(DOPMALIUH SIBISIETCS KOHTPOIb (0OHApYIceHue
u ucnpagieHue) OMMOOK, TPOM3OLICHNIMX MpPH Nepeaade COOONICHHs 10 KaHaly C IIyMaMu
[38-40]. [y KOHTpOJIA OMIMOOK KOJUPYIOIIEE YCTPOUCTBO BHOCHUT HU30OBITOUYHOCTH (MPOBEPOUHYIO
yacme onunbl ¥ =N —K) B nepenaBaeMbie AaHHble. Ha mpuemHOI CTOpOHE, aHATU3UPYS CBOICTBA
MIPOBEPOYHON YACTH M €€ COOTBETCTBHE TEepeaBacMbIM JaHHBIM, JCKOJEP YMEHBIIACT BIUSHUE
omKrOOK, BOSHUKIIKX IPH Iepeaave.

O003Ha4YMM BEKTOp OIIMMOOK, BO3JCUCTBYIOUIMI HA IEpeJaBacMoe KOJIOBOE CIOBO ¢, Kak N-
HocJIen0BaTeNnbHOCTh € = (€,,€,,...,€,,) C s1ementamn u3 GF(Q). MckaxeHHOe KOJIOBOE CIIOBO

0003HAYNM BEKTOPOM c*=c+e=(c,+€,,¢;+€,....,C, ; +€,4) -
Cunopomom B TEOPUHM KOJMPOBAHUS HA3bIBAIOT BEKTOP S=(S,,S;,..,S, ;) C dJIEMEHTAMU U3
GF(Q), xoTopsIii XapakTepu3yeT BO3ACHCTBHE BEKTOPa OLIMOOK Ha IPOU3BOIBHOE KOJOBOE CIIOBO:
s=c*H ' =cH  +eH" =eH", (7)
T.C. 3HAUCHHME BEKTOpa S 3aBHCHUT TOJIBKO OT BeKTOpa oummbok €= (g,,e,...,6, ;) U He 3aBHCHT OT

BBIOPAHHOTO KOJIOBOTO CJI0BA ¢ = (Cy, Cpyeeey Gy y) -

Takum 00pa3oM, mporecc JeKOIUPOBaHHS COCTOUT B aHaim3e cuHapoma: npu S=0 mpuHuMa-
€TCsl pereHne 00 OTCYTCTBUU OIMMUOO0K; Mpu S # 0 mpuHUMAaETCs penieHne 00 NCKaKEHUU KOJTOBOTO
CJIOBa HEHYJIEBBIM BEKTOPOM OIIMOOK. JlanbHeimue neiicTBrs 3aBUCIT OT MPUHSATOMN CTpaTeruu: B
crcTeMax OOHApYXEeHHs OMIMOOK C MEPECIPOCOM OCYIIECTBIISICTCS 3allpOC HA MOBTOPHYIO Tiepeaa-
4y KOJIOBOTO CJIOBA; B CUCTEMAax C MPSIMbIM HCIIPABJIECHHEM OILIMOOK OCYIIECTBISETCS TOMCK BEKTO-
pa e=(ey,€,,...,e, ;) MO BEIYMCICHHOMY 3Ha4eHHI0 S#0.

Crefyer OTMETUTb, UTO MpH OoybmX N ¥ K 3amava mowcka BEeKTOpa € IO HEHYJICBOMY CHH-
ApoMy S AJisl CllydyailHO BBIOPaHHOTO B MPOCTpaHCTBE V, JMHEWHOro koja V, sBIsSeTCs 4Ype3BbI-
YaifHO CJIOKHOM MaTeMaTHuecKoi 3amaueil. B obmeMm cioydae 3Ta 3agaya oTHocuTes K kiaccy NP-
cnoxHbIX [37]. OqHako 1uis anredpandeckux KOIOB, CO creiuduueckoil crpykrypoii Matpuiy G u
H, nekoaupoBaHue (3ajaua MOKWCKa BEKTOpA OUIMOOK € H/WJIM BOCCTaHOBJIEHHE 0€30IIMO0YHOrO0
KOJIOBOTO CJIOBA C ) SIBJISIETCS OJTMHOMHUAIIBHO Pa3peIInMoi 3a1a4uei.

Anrebpanyeckoe KOJUPOBaHME OCHOBAHO HA HCIHOJIb30BAHMU CIIELHUAIBHBIX anreOpanyecKux
YpaBHEHHIA, MO3BOJISIONIMX OJHO3HAYHO MPEJICTABUTh HH()OPMAIIMOHHBIE U KOJOBBIE CIIOBA, BEKTO-
pa omMOOK M CHHAPOMOB U CBECTHU 33Jauy JIEKOJUPOBAHUS K PELICHUIO CUCTEM JIMHEWHBIX ypaBHe-
Huil. JleWcTBUTENBHO, KX BEKTOP U3 V, MOXHO NMpEACTaBUTh MHOTOUYWIEHOM OT (opMalibHOU
NepeMeHHol X creneHu He Boimie N—1. IIpu 5TOM 3J€MEHTHI BEKTOPa OTOXKAECTBISIFOTCS C KO-
¢bunreHTaMi MHOTOWIEHA, 2 MHO)XECTBO MHOTOWICHOB MMEET CTPYKTYPY BEKTOPHOTO MPOCTpaH-
CTBa, HCHTUYHYIO CTPYKTYpE MPOCTPAHCTBA V, , @ TaK k€ CTPYKTYpPY KOJIbIIa MHOTOWIEHOB IT0 MO-

nyiro aBywieHa X' —1. PaccMOTpUM ciieyrolie MHOTOYIEHBI:

- uH(opManHoHHkIi MEOrowIeH 1(X) = ipX° +i X" +...+i,_, X" (cooTBeTcTBYeT BekTOPY i);

- KOJIOBBIH MHOTOUNEH C(X) = CoX’ +CX' +...+C,_,X" ' (COOTBETCTBYET BeKTOpY C);

- MHOTOUNEH OO0k (X) = ,X° +€X +...+€, X" (COOTBETCTBYeT BEKTOPY € );

- KOZIOBBIH MHOTOWIeH ¢ ommbkamu C*(X) =c*, X° +¢* X' +..+Cc* X" (cooTBeTcTByeT Bek-

Topy C*);

- cunpomusiii Muorouner S(X) =X +8X +...+s,_, X"

(COOTBETCTBYET BEKTOPY S ).
3agaaum, HarpuUMep, ¢ MOMoMIb0 KopHed X, X ,..., X, , , € GF(Q™), npuBeneHHbII HEHYIEBOI

maOrowieH g(Xx)=(x— X,)(x—X,)...(x — X, ;) creneHu r =n—K u npaBuIO KOJUPOBAHUS
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c(x) =i()9(x), (8)

KOTOPOE SIBJISIETCSI MOJIMHOMHUAIIBHBIM aHAJIOTOM BBIpaskeHHs (3).
MuorouneH ¢(X) mo anamoruu ¢ Mmatpuneii G Ha3BIBAIOT 10POXHCOAIOWUM, 2 COOTBETCTBYIOLIAS

emy Marpuria G MOKeT OBITh MOJTydeHa NUKINYECKU CABHHYTOHM IMOCTPOYHON 3amuchio K0 du-
iueHToB MHorowieHa ¢(X) [38-40]. Jluneitnpie 0J0KOBbIC KOJIbI 3aJaHHBIC TAKUM 00pa30M Ha3bl-

BAIOT YUKIUYECKUMU, T.K. U3 TIPHHAIIICKHOCTU MIPOCTPAHCTBY V|, HEKOTOPOH MOCIEA0BATEIbHOCTH
¢ (¥ COOTBETCTBYIOIIEIO MHOTOWICHA C(X)) CleAyeT TakKe ¥ MPUHAIICIKHOCTD JIIOOOH IHUKINYEC-
CKH CIBHHYTOW MOCJICJOBATEIBHOCTH (YTO B TEPMHHAX MHOTOUWICHOB TPAKTYETCs KaK MHOTOYICH
x'c(x), i€0,1,...,n—Kk—1 c omepanuamMu B KOJblie MO MOAYTIO ABydneHa X" —1).

Mmuorounen ¢(X) B obmem ciyuae ompexmeneH Han GF(Q™) u Toraa KomoBble MHOTOUJICHBI
c(X) Taxxke OymyT ompeneneHsl Haa pacupenHbiv noem GF(q™). Oxnako B ciydae, eciu Bce
KopHH X, X;,.y X, €GF(Q™) sBISIOTCS Takke BCEMH KOPHSMH HEKOTOPOro Habopa MHHH-

MaJbHbIX MHOTOWIEHOB sneMenToB GF (Q™), Torna moposknaroruuit muorowren g(X) Bceraa Oyaer
uMeTh Kodppuumentsl u3 noanois GF(q), npuuem:

g(x)= H.OK. Hfi(x) ,

rae i mpoberaer mo BceM KiiaccaM cOnpspKeHHbIX anementoB mois GF(Q™), f(X) - MuHuMmans-

HbIi MHOTOWIEeH dneMenTa ' € GF(Q™), « - npumurtuBHbI snement, H.O.K. - HanMeHbliee 06-
1ee KpaTHoe.
3HaueHHe MHOTOUJIEHA B €I0 KOPHE PaBHO HYJII0, T.€. i Beex X; e{Xy, Xy,..., X, ;} BbIIONI-

HACTCA paBCHCTBO
C(X;) =CoX| +CX{ +..+C X,

4TO B MATPUYIHOM BHUAC COOTBETCTBYCT 3AIlIUCH:

1 X, XZ .. X

1 X, X . XM
(€:CCrnCyy)-|L X, X2 .. XJ7| =0.

L Xy X7y X

[Tony4yeHnHoe BBIpaXKEHHE COOTBETCTBYET YCIOBHUIO B3aUMHON OPTOTOHAJIILHOCTH MPOU3BOJIBHOTO
KOJIOBOTO CJIOBA ¢ = (Cp, €1, C2, ..., Cn-1) U MATPHUIIBI B TIPaBOi yacTu npou3sseaeHus. Ciea0BaTenbHo,
MIOJIOKUM

X X Xt
GHT =0, H = X? X{ o X | ©)
Xr?fkfl xr::-—k—l Xr?:li-—l
rne H — mpoBepouHas mMaTpuiia Koja, 3alaHHasi KOPHAMH ITOPOXK/IAIOIIETO MHOTOYJICHA.

Jlnst moctpoenust Matpuibl H ¢ snementamu u3 noamonss GF(() crieayer 3aMeHHUTh KaxIbIid
JIIEMEHT X} e GF(q™) B (9) BekTopoM-cTONOIOM U3 M 3eMenToB nosst GF(Q).

Ecnu BBIOpaTh B KauecTBe KOpHEHl MHorowieHa ¢(X) 2t moapsia ClEAyrOIIUX 3JIEMEHTOB
Xo=a!, X, =a',.., X ., =a"**eGF(qQ"), Torna, no reopeme boysa-Uoyaxypu-XoKBuHIeMa
[38-40], monyuennsnii xon (BUX) Oymer wMeTh MHHHMAIbHOE KOJOBOE PAaCCTOSHHE DPAaBHOE
d =2t +1. Jlns koma BUX nax GF(q™) mpoBepouHasi MaTpuiia IpUMET BUJT

41



ISSN 2519-2310 CS&CS, Issue 3(3) 2016

a o . alY
0 j+l (j+1)(n-1)
a « .. a
H = | (10)
o gttt gt

3agaHHble TAKMM 00pa3oM KOJbI HasbIBAIOT koodamu Puda-Conomona, ux (n,K,d) mapamerps
uag GF(Q™) ceszansl cootHomennem d =n—K+1 (Bepxusist rpanuiia CHHITTOHA), T.€. OHU 00JIa-
JAI0T MAKCUMATbHO-00CMUdNCUMbIM K0008bim paccmosinuem (MIIP) [38-40]. Orpanudenuem Ha
noxmone GF(q) ¢ 3amenoii Bcex ' € GF(Q™) B (10) COOTBETCTBYIOIMMH BEKTOPAMH-CTOIOLAMH
u3 m anementoB nonss GF(Q) momyuaror koxer Hany GF(qQ), (n,k,d) mapamerpst KOTOpPBIX ymo-
BJICTBOPSIOT OrpaHu4enuto (HuxkHsst rpanuna bBUYX) d > n—km+1.

[peanonoxuM, 9T0 KOJIOBOE CIOBO ¢ MCKA3WJIOCh MPH €ro Inepeiadye, a 4Yucio OIMMOOK Ha

Omoke m3 N CHMBOJIOB HE MPEBBIACT HCIPABISIONIEH CIOCOOHOCTH t:Ld__l anredpaunye-
2

ckoro (n,k,d) xoma. [pyrumu cioBamu, MmEHOTOWIEH €(X) comepkuT He Gonee  HEHYIEBBIX KO-
spdunmentoB. U3 (7) u (9) cnexyer paBeHCTBO

X, Xz XM
1 X XZ o XM
(So:SpeenrSpia) = (80,€1,€5,mmn8y 1) |1 X, X3 . X

2 N-1
1 Xn—k—l Xn—k—l Xn—k—l
YTO 3KBUBAJICHTHO cneny}omeﬁ CUCTEMC ypaBHeHHfIZ

n-1
So =€ +& X, +6,X¢ +..+e,,X¢ =) e Xy,
i—0

n-1
S =€+ X, +6,X +..+e X/ =>eX,, (11)
i=0

n-1
2 n-1 i
wa=&teX oyt Xyt te X = Zei Xk
i=0
3amava JeKOAMPOBAHUSA BEKTOpa C* COCTOMT B HaXOXAECHWHU Bcex €, | = 0,..., N - 1 mo u3BecT-

HBIM JIEMEHTaM BeKTopa S=(S,,S;,...,S, 1) - Cucrema ypaBuenuii (11) comepxur n—K HenmuHew-

S

n

HBIX YpaBHEHUS OT N HEW3BECTHBIX, MPSIMBIX METOJIOB €€ PeIlIeHHs TaKOW CUCTEMBbI He U3BECTHO. B
anreOpanyeckoit Teopun komupoBaHus [38-40] s HAXOXKIEHHS AJIEMEHTOB  BEKTOpPA
e=(&,,€,...,6, ;) UCIOIB3YIOT UCKYCCTBEHHBIH IPUEM, COCTOSIINIA B PACCMOTPEHUH MHOTOUWICHA

JI0KaTOpOB OMHUO0K A(X), KOPHSIMU KOTOPOTO SIBIISFOTCS HEHYJICBBIE JJIEMEHTHI BEKTOpa €, T.C.
AX) =[x+ X)), (12)
i

rac j — WUHACKC HCHYJIECBBIX 3JIECMECHTOB BEKTOpa €, Xj - T.H. JIOKaTOp OH_II/I6KI/I, HpOI/I3OI_HCI[IJ_ICI71 B

J-OM CHMBOJIE KOJOBOI'O CJIOBA.
Packpoem ckoOku B BeIpaxkeHnH (12), moryaum

AKX =X+ X+ L+ X+ Ao, (13)

rJie CTereHb U MHOro4JieHa A(X) 3a4acT YUCJIO NPOU30IICANINX OIIKOOK Ha OJIOKe U3 N CHMMBOJIOB,
u _<t, T.C. YUCJIO HCHYJICBBIX 3JICMCHTOB BEKTOpA €.
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Habop kosddunuentos (Ao, A1, ..., Ay-1) MHOTOWwIeHA (13) 0HO3HAYHO 3a7a€T €ro KOPHHU, KOTO-
pbI€ OJTHO3HAYHO YKA3bIBAIOT (JIOKAIM3YIOT) PACIIOJI0KEHHUE MPOU3OMICANINX OMNOOK.

YmuoxuM muorowted (13) na X ' u Beruncium ero 3uadenue B Xj, HOTyquM:
U+ u+i-1 i+1 i
exX;" +eA X e X+ X =0,

Jj .
rae X; € GF(Q"), T.e. Xj = &’ (rae o - npumutuBHsIi snement nons GF(Q™)) anst nexkoroporo J;.
b b+Jj b
CrnenoBaTenbsHO, Xja+ =AM =X j+ a, T.€. CIIPaBEIJIMBO BBIPAKEHHE

e X A X g+t e X, +8 X =0

j+u j+u
HOCJ’IG,Z[HGC PaABE€HCTBO BBIIIOJIHACTCA I J'II-O6BIXj u | HpocyManyeM I10 BCEM | =0..n-1:

N-1
i i i i
(e X!,, +ed, X, +re X! +e X! )=0.
i=0
W3MeHHM MOPSIIOK CYMMHpOBaHUS, BbIHeCEM KO3 (duimeHTsl MHOTOWIeHa A(X) 3a 3HaK CyM-
MHUPOBAHHA, [TOJTYIUM:

N-1 N1 NSl N1
Zeix;+u + A, -Zeix}+lj_l+...+ﬂ1 -Zeix}+l+ﬁo -Zeix} =0.
i=0 i=0 i=0 i=0

3HayeHue KaXJ10To CJIaraéMoro B MOCJIEIHEM BbIPR)KEHUU COOTBETCTBYET MPOU3BEICHUIO KO3 (]-
¢unmentoB MHorowieHa A(X) Ha COOTBETCTBYIOIIME CHHAPOMBI B BeIpaxkeHuu (11), Tak 4ro 3a-
IULIEM
Sj+u t Ayt - Sj+u-r + ... F A1 Sj+1 + Ao - Sj = 0.
[Mepenuiiem BbpakeHHE A1 KAXAOTO | = ()...U, MOTYYUM CUCTEMY JIMHCHHBIX YPABHCHUIA:
Syt A1 Syrt ...+ Ao s1+ A 5o =0,
Syr1 + Ay Syt ...+ A so+ Ao s1 =0, (14)

Sou+ Ayr - Saua+ .o + A1 - Syrr + Ao - Sy =0.

Cuctema u3 U uHeHHBIX ypaBHeHUH (14) ¢ U HEM3BECTHBIMU pa3pelIrMa, CI0XKHOCTb €€ pellle-
HUS PAaCTET MOJIMHOMHAIBHO OT yuciia Hen3BecTHhIX [38-40]. Tak, Hampumep, ISl peIIeHUsT CUCTe-
Mbl (14) meronom ['aycca HEOOXOAMMO BBITTOJIHUTD u® apupMeTHUeCKUX omnepanuii (CI0XKeHud u
yMHOkeHuH Haj snementamu nosis GF(Q™)).

Pemenne cuctemsr (14) naer 3HaYeHUsT KOAPPUIMEHTOB MHOTOUYJICHA JOKATOpOB omubok (13).
Kopusimu MHorounena (13) sBnstoTcs nmokaTopsl — Takue snemenTsl nons GF(Q™), koTopsie oxHo-
3HAYHO YKa3bIBAIOT PACIIOJIOKEHHE HEHYNEBBIX 3JIEMEHTOB BeKTOpa ommbok €. CienoBaresbHO,
TS TOKAJTM3AIUK OIMOOK HEOOXOMMO HAWTH KOpHHU ypaBHeHus (13).

Hawubonee npocras mporeaypa noucka kKopaeir A(X) cOCTOUT B IMOJCTaHOBKE B MHOTOYIEH BCEX
n snementoB Xj € GF(Q™) u BBIGOPE TaKUX 3IEMEHTOB, KOTOPBIE 00paInaroT B Hyib A(X) . B nure-

paTtype Takoii mpuem moiaydus Ha3BaHue mpoueaypa Yens [38-40]. Mcnonb3ys cxemy ['opHepa me-
penuiieM MHOTOWIeH A(X) B BHIE

AX) =X+ A X+ A X T A A+ Ay = (o (X A )X+ A )X+ e+ A )X+ A,
Jlns BeIYKMCICHHUS 3Ha4YeHHs MHorowieHa A(X) B Takod ¢opme morpedyercs He Oonee U—1

apu()METHUECKUX onepaiyii (CIOKeHUH 1 yMHOKeHUH Hag snementamu nojist GF(Q™)), T.e. cox-
HOCTbB ITOTO dTara JeKOJUPOBaHHs HEe MPEeBbICUT N(U —1) apudmeTHuecKux onepanuii.

[Tocne nokanu3anuu OMMOOK - HAXOXKIACHUHM JIOKATOPOB OMHMOOK Xj, HEOOXOAMMO BBIYHCIIUTH
3HAYEHHUS OIIUOOK B J-OM CHMBOJIE, T.€. BBIYMCIUTD 3JIEMEHTHI BEKTOpa € W BOCCTAHOBUTH KOJOBOE
CIIOBO: C = C* —e. Jlnsg HaxOXIeHUs 3HaueHUH omuboK Bocmoib3yemcs BoipakeHuem (11). Iox-
CTAaBMM 3HAUEHUs HaWJEHHBIX JIOKATOPOB Xj M HEM3BECTHbIC 3HAUCHUS € B CHCTEMY YpaBHEHMH.
OcranbHble € TIpH | # | paBHBI HYJ0. ClleJ0BaTeNIbHO, cUcTeMa ypaBHeHuit (11) 3anuiiercs B BUE:
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So :Zeixti)’

ied

s, =>.eX],

iel

Spka = zeinI]—k—l '
icJ

rae J — MHOXECTBO MHJIEKCOB HEHYJIEBBIX 3JIEMEHTOB BEKTOpa OMIMOOK, T.€. HA0Op HOMEPOB JIOKa-
TOPOB OIMMOOK, TIPHYEM /J/ =Uu <t. IlomyuenHas cucremMa u3 N—K JTUHCHHBIX ypaBHEHUH CO-
JIEPKUAT /J / = U <t HEM3BECTHBIX 3HAYCHHI OINOOK €, mpuueM t < n — k. CiemoBaTeabHO, CUCTE-
Ma pa3pelimMa, €€ pPelIeHHe JacT HEM3BECTHhIC HEHYJIEBbIC 3HAYCHHS OITMOOK BekTopa €. J[s pe-
IICHHSI CUCTEMBbI ypaBHEHUH OT U HEW3BECTHBIX MeTojoM ['aycca, HE0OXOIUMO BBIIOJHUTH U
apu(pMETHYECKUX ONeparuil (CI0OKEHUNH U YMHOKCHHH HaJ DJIEMEHTAMH TIOJIS GF(qm)). Hns Boc-
CTAHOBJICHUS KOJIOBOT'O CJIOBA JIMHBI N KOJOBBIX CHMBOJIOB JIOCTATOYHO CHSATH JIeHCTBHE HalICH-
HOTO BEKTOpa OImuOO0K: C = C* — €, T.€. BBIMOJHUTD U apuPMETHICCKUX OTepaIui.

Takum 00pa3om, 3amaua JeKoaupoBaHus anrebpandyeckoro 6mokosoro (N,K,d) koma (Haxosxmie-

HHS BEKTOpa OmHOOK € = (€,€,...,€, ;) ) CBOAUTCS K PEIICHUIO BYX CHCTEM JIMHEHHBIX ypaBHEHUIT

oT U<t :{TJ HEM3BECTHBIX M BBIYMCIICHUIO N 3HaYeHUH MHOrowieHa A(X) cremenu U. s

oOpallieHus: MaTPUIl U PEIICHHs] CUCTEM JIMHEHHBIX ypaBHEHUU MOTpeOyeTcs mopsiaka u® apudpme-
TUYECKUX ONEpalii, YTO TpH OOJBIIHUX U MOXET IMOTPeOOBAaTh CYIIECTBEHHBIX BBIYUCITUTEIIh-
HBIX 3aTpaTr. Ha mpakThke A AEKOIUMPOBAaHUSA aNreOpandecKux KOJIOB HCIONBb3YIOT alTOPHUTM
bepnexamma-Maccu, cyTh KOTOPOTO COCTOUT B HTEPATUBHOM IMOCTPOCHUH MUHUMAIBHOTO PETUCTpa
CABUra C OOpaTHON CBSI3bI0, TEHEPUPYIOLIETO HM3BECTHYIO MOCIEAOBATEIHHOCTh CHHIPOMOB
S=(Sy,S1s-+1Spk1)- CHOXHOCTH TaKOTO AITOPUTMA COCTABIISCT u? apu(MeTHyecKux omnepanui.

Emie 6onee 3 peKTUBHBIM, C TOUKH 3PEHUS BBIUMCIUTENBHOMN CII0KHOCTH, SBIISIETCS] pEKYPPEHTHBIN
anroput™ beprnexammna-Meccu [38-40]. AcumnroTryeckas CIOKHOCTh JEKOJUPOBaHHs KOJOB Pu-
11a-CoOMOHA B 9TOM CiIyuae He mpeBocxoxuT Bemmanus O(nlog?n), mprdem odeHs 6i1H3Ka K BEITH-
qune O(nlogn).

Kozsr Puna-CosoMoHa UMErOT HEOOJIBIIOK AIHHY — YUCio KopHei X, Xi,..., X, ., € GF(Q™)

He MOXeT OBITh Goubine uncia dnemenTos nons GF(qQ™) u, cnemosarensno, N <q" —1 (mpoueny-
pamu MOAM(UKAIINK KOJOB MOYHO YBEIMYUTH JUIMHY KOJa ele Ha 2 cumBoiia). OrpaHndyeHneM Ha
noanoie GF(Q) MOXHO MOJYYHTH OOJNBIIYIO [UTMHY N Kojaa Mpu (GUKCHPOBAHHOM (, OJHAKO KO-
noseie (N,k,d) mapameTpsl JieaT 3HAYNTEIBLHO HUKE KOJOBBIX rpanwuil (1), (2) U ¢ yBenuueHreM
JUTMHBI N 3TO TEHJCHIMS yCHUIMBaeTcs. TeM He MEHee CYIIECTBYIOT KJIacChl aareOpandeckux Ko-
JI0B, KOTOpBIE JiexkaT Beiie rpanul (1) u (2).

Onpeoenenue 1 [38-40]. Tlycte X = (Xo, X1, ..., Xn.1) Bextop Hax GF(Q™), mpuuem Bce X — pas-
nuunsle snementsl GF(QM). Ilycts Takxke B = (Bo, By, ..., Bn.1) — Bexktop Hag GF(Q™) ¢ Heobs3a-
TenbHO pasauuHeiMu Bj anementamu GF(Q™). Torma (n, k, d) 0606menssii koa Puma-Conomona
OPCy(X, h) cocTouT u3 Bcex BEKTOPOB BU 1A

(Bo'F(X0), B1-F(X1), ..., Bra'F(Xn1)),

rne F(X) — mo6oit mMHorounen ¢ koddounuentamu u3 GF(q™), cremens KOoToporo He mHpeBOC-
xomut K.
Kon OPC sBnsiercst MJIP xomom, ero nposepounas marpuua OPCy(X, h) pasna:
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Yo Y1 Yn—l
Xl Yo X2 'Y1 Xn—l Yn 1
H = Xl2 Yo X22'Y1 an—l Yn T

Xlnikil Yo inikil'Yl X::lkil Yn—l (15)
1 1 .. 1 )(Yy, 0 0
X, X, .. X, |l0VY 0

= X2 x* . X% ||0 o0 0 |

XXt o Xt loooL Y
rae Bektop Y = (Yo, Y1, ..., Y1) Takoii, uto VY; € GF(Q™), Yi # 0 u ayansueim k OPCy(X, B) sBns-
ercst OPChk(X, Y).

Yepes onpeneneare OPC BBoAUTCS OOIIMPHBIN KIace T.H. albTepHAHTHBIX K010B [38-40].

Onpeoenenue 2 [38-40]. Anbrepuantabii (N, K, d) xkox A(X, B) coctouT u3 Bcex CIIOB Koja
OPCy(X, B) Takux, 4ro ux KommoHeHThl JexaT B nosie GF(q). JApyrumu cnoBamu, A(X, B) paBen
orpannyenuio kogaa OPCy(X, B) na noamone GF(Q), T.e. on cocTouT 13 Becex BekTopoB C Hax GF(q),

JUIs KOTOPHIX BhIMONHSAETCs paBeHcTBo cH ' =0, rae H — mpoBepounas matpuna OPCy(X, B), 3aza-
BaeMas BeipakenueM (15). [Toposxnaromas marpuna A(X, B) MoxeT ObITh MmosTydeHa 3aMEHOM Kax-
noro anementa Matpuibl H B (15) cooTBeTCTBYROIIMM BEKTOPOM-CTONIOIOM utnHBl M Hax GF(q).

[Mapametpsr koma A(X, B) cBs3zanbl cooTHomeHneM: N —mr <k <n-—r; d >r + 1, npuyem noka-
3aHo [38-40], uto cpenu OONBIIOTO YHCIIA BCEX BOSMOXKHBIX aTbTEPHAHTHBIX KOJOB MpH (PUKCHPO-
BaHHOM N ¥ K HalyTCs TaKue KObI, MapaMeTPbl KOTOPBIX JIeXkKAT BbIlie KOA0BbIX rpanuil (1) u (2).
Onuum u3 yactHeiX ciydaeB A(X, B) sBisttorest kozpl ['ommbr [42,43].

Onpeoenenue 3 [40]. Anbrepuanthbiit (N, K, d) kox Ionmer (L, G) vag GF(Q) coctouT u3 BCcex
BEKTOPOB C = (Cy, Cp, ..., Cn) TAKUX, YTO

Rc(X) =0 mod G(X), (16)
e
R()=Y 5
i1 X—Q,
G(x) — mHOrounen ¢ koddppunuentamu u3 GF(q™) (Maorounen Ionmel), L = (a1, @, ..., an) — noa-

MHOeCTBO 31eMenToB 13 GF(q™) Takux, uto G(a) #0 Vo el.
Ncnonb3ys Beipakenue (16) mpoBepodnyro marpuirly koja ['OmIbel MOKHO 3a7aTh CIICAYIOIIAM
00pa3oM. MHOTouJIeH X - ¢ B KOJIbIIE MHOTOWICHOB 110 Moy o G(X) nmeeT 00paTHBIN MHOTOUJICH:

G(x)—G(e;
(x—a)t =SV ZC@) g,y
CremoBarenbHO, BEKTOp C = (C1, C2, ..., ¢n) TpuHALIekKUT koay ['ommel (L, G) Torma u TOJBKO
TOrJa, Korma
ZCiMGfl(ai)zo. (17)
i—1 X—O[i

Ecrn G(x)=>g,X',rae gi e GF(@") n gr =0, 10
i=0

G(X)-G(x)

PP O, (X +X P+t ™)+ g, (X P o )+ g, (X )+ O
i
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IIpupasauBasg cornacHo (17) HylIO Bce KO3 HUIIMCHTHI IIpU Xr_l, Xr_2 1, MoJIy4yruMm, 4TO
y b 3 2
yCJIOBUC CH' = 0 BBITOIHHUTCS TOIBKO €CIU

ngil(al) ngil(az)
H — (gr—1+algr)G_l(a1) (gr—l+a29r)G_1(a2)
(9, +,0, +..+a9,)G (o) (9,+@,0,+..+a; " 9,)G (a,)
9,G(a,)
(gr—l+angr)G71(an) —
(gl+ang2+"'+ar:_lgr)G_l(an)
g9 0 .. 0} 1 1 .. 1)GYa) O .. O
194 9 -« 0| a . « 0 GYa,) .. 0
6 6 - glgt At a0 0 . Gl
Marpuna
9 O 0
gr—l gr 0
9 09 .. 0
- ooparuma. CrieioBaTeaIbHO, IPOBEPOYHAS MaTPHUIIA
1 1 ... 1 G‘l(al) 0 0
ol & @ - 0 GYa,) .. 0 |_
at ot . ot 0 0 .. G Ha,)
Gia) Gla) . Gla)
aG ) Gl a,) .. aG'(a,)
"GN a) o 'GHa,) .. a'GYa,)

taxke 3amaet (N, k, d) kox lNonmet 7L, G) nax GF(Q).

[Mocnenuee Boipaskenue mpu Y = (Y1, Yo, ..., Yy), Y1 = GYn), Y2=GCH), ..., Yn=GY(a) o&-
BUBaJICHTHO BhipakeHuto (15). [Iposepounyro matpuiy / (L, G) nan GF(q) ¢ snementamu u3 GF(q)
MOYHO TI0JIy4UTh IIyTeM MpeCTaBIeHus Kaxaoro >nementa u3 GF(Q™) BekTopoMm-cTon6mom mu-
Hel M cumBoutoB u3 GF(Q). CipaBeinBa cieayromias oleHKa.

Teopema 3 [40,42,43]. Tlapametpsr (N, K, d) koma Tommer /7(L, G) cBsI3aHbI COOTHOIICHUSMHU:
n=/L/ k>n—mr,r=degG(x),d>r+1.

Jlns cenapabenbHbIX (korna MHorowieH G(X) He MMeeT KPaTHBIX KOPHEH HU B OJHOM pacIIupe-
HUH TI0JIs1) TBOMYHBIX KOJOB [ Okl MHHUMAaNIbHOE KOJ0BOE paccrosiaue d > 2r + 1. [Ipuuem, ecnu
G(X) - menpusoauMslii MHorounen crenenu I Hag GF(Q™) u L = GF(Q™), Toraa cymecrsyer kox
Tonnst Hag GF(q™) nesxamuit Ha rpanune Bapimamona-I'un6epra [40,42,43].

Teopema 3 rapaHTHUpyeT CYIIECTBOBAHHME AJbTEPHAHTHBIX KOJOB, MOCTPOCHHBIX UE€PE3 MHOTO-
wieH ['onmel, ¢ KOJOBBIMH XapaKTepuCTUKaMu, yaosierBopstommmu (1), (2). Ilpu cooTBeTCTBYIO-
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meM BeiOope BekTopa-mabiaona Y = (Y, Yo, ..., Yy) yaaercs mocTpouTh OJIOKOBBIC KOJBI JICKAIIHE
BhIllie TpaHuibl BapriamoBo-I'unbdepra [40,42,43]. DT0 CBOMCTBO PacCCMOTPEHHBIX KOJOBBIX KOH-
CTPYKIIMH yKa3bIBaeT Ha MEPCICKTUBHOCTh MPUMEHEHUS aJIbTEPHAHTHBIX KOJIOB, B TOM YHCJIC U KO-
noB [ommbl, s pemieHus pa3InYHbIX MHKCHEPHBIX 337a4 KaK B O0JIACTH TOBBIIICHUS MTOMEXO-
YCTOMUYUBOCTH TEpeIavu JaHHBIX, TaK M I KPUNTOrpaduyecKoi 3amuThl HHOOPMAIMOHHBIX pe-
CypcoB. B wacTHOCTH, HCIIOJTb30BaHHE PACCMOTPEHHBIX MMOJIOKCHUH anreOpandeckoi Teopuu 0Jio-
KOBBIX KOJIOB B KPHUNTOTPA(PUUCCKHUX IIEIAX MO3BOJISCT PEaTn30BaTh HECUMMETPHUHBIC KPHUIITOCH-
CTeMbI J0Ka3yeMoi croiikoctu (provable security), koTopslie, IOMHMO BBICOKOH CKOPOCTH ABYX-
KJIIOYEBOI'0 KPUNTOTrpauuecKoro npeoopa3oBaHus U BOZMOKHOCTH COBMEIIATh KOHTPOJIb OIIHOOK
C 3alMTON OT HECAaHKIIMOHUPOBAHHOTO O3HAKOMJICHUS [15-22], ocTaroTcst CTOMKMMU JaXe B Caydae
HCII0JIb30BaHUS KBAHTOBBIX BhIUUCIcHUH [28].

3 HecuMMeTpUYHbIE KPUNITOCHCTEMbI HA OCHOBE aJIredpanvyecKux 0JIOKOBbIX KOJI0B
(TeopeTnuKo-KOA0BbIE CXEMbI)

PaccMoTpuM cXeMbl HECHMMETPHUYHOTO KPHUITOrpaduieckoro mpeoOpa3oBaHUs, MOCTPOCHUE
KOTOPBIX OCHOBAHO Ha MCIIOJIb30BAaHUM aJIre0pandeckux KOAOB, 3aMAaCKUPOBAHHBIX 1O KOJ 0o01ie-
r0 NOJOKEHHs (CITydaiHbIA KO, MOJHBIH ko) [15-22]. PaccMOTpUM COBpEMEHHOE COCTOSIHUE, CY-
IIECTBYIOLIUE MPOTUBOPEUHS U MEPCHEKTHBBI UX MPAKTHYECKOTO HCIOJIb30BAHUSA B TOM YHCIE Ha
IIOCTKBAHTOBBIH MEPUOI.

Kpunrocucrema Mak-Jauca. IlepBoii u Hambosnee M3yuyeHHOM CXEeMOW HECUMMETPHUYHOIO
mdpoBaHus, OCHOBAaHHOHN Ha HMCIOJIb30BAaHUU alIreOpanvecKux OJIOKOBBIX KOJIOB, SIBJISICTCS TPE/-
noxenHas B 1978 roay kpunrocucrema Mak-Onuca (McEliece) [15]. Ona obnamaer HeoCrOpUMBbI-
MU TPEUMYIIECTBAMH: BBICOKOH CKOPOCTHIO KPUNTOrPaUIECKOTO MPeoOpa3oBaHusl, a TAKKE BO3-
MOKHOCTBIO COBMEIIATh KOHTPOJIb OIIHOOK C 3aIIUTON OT HECAHKIIMOHMPOBAHHOTO O3HAKOMJICHUS
[15-22]. [Togo6HBIe (KpUOTO-KOIOBBIE) MPEOOpA30BaHMs OCTAIOTCS CTOMKHMH U IIPH HCIIOJIB30Ba-
HUH KBaHTOBBIX BbIYHCIICHUH [28]. OTKPBITBIM KIIF0OUOM B cxeMe Mak-Diuca sSBIsIeTCs MaTpuiia

G, = XGPD, (18)

rie G — mopokmarommasi marpuia anreopandeckoro (N,k,d) xoma man GF(Q) (B opuruHagbHON

crathe [15] mpeanaranock MCHONB30BaTh PACCMOTPEHHBIH BbIIIE NBOWYHBINH Ko ['ommer), X - He-
BeIpOsKIeHHAs K xK Mmarpuia ¢ anementamu u3 GF(Q), P u D — mepectaHOBOYHAS U THATOHAIIb-

Has NXN MaTPHIBI (111 JBOUYHBIX KOJOB UCIOIB3YETCsI TONBKO MaTpuia P ).

Matpuubsl X, P u D sBisitoTCS CEKpETHBIM KIHOYOM, KOTOPBIM MacKUPYET UCIOJIb3yEeMBbIH ai-
reOpandeckuil 6JI0KOBBIIM KOJ MO Cy4alHbIH KO (KO OOIIEro MOJOXKEHHS), T.€. OTKPBITHIN KITI0Y
G, mpeacTaBiseTcs 3J0YMBIIIICHHUKY KaK CIydaiiHO c(OpPMUpPOBAaHHAs IMOPOJKAAIOIIAs MaTpUIa

HEKOTOPOTO JMHEWHOTO KOJa, JUII KOTOPOrO0 HEM3BECTEH aJTOPUTM OBICTPOTO JICKOIUPOBAHUS.
HanpoTuB, ymoJiHOMOYCHHBIN MMOJIB30BATENb, 3HAIOIIMN CEKPETHBIH K04 (MaTpunbl X , P u D),
MOXET CHATH HCﬁCTBHG MaCKI/Ip}IIOHII/IX ManI/IH 1 BOCIIOJIB30BaATHCA 6I)ICTpBIM aJ'IFOpI/ITMOM JCKO-
JTUPOBAHUS ANre0pandeckoro Koja ¢ nmopoxaaromei matpunei G .

Kpunrorpamma npejictaBiseT co00i BEKTOP JUIMHBI N, KOTOPBIA BEIYHUCIIAETCS [0 TIPABUITY
¢, =1G, +e, (19)
/1€ BEKTOP
cy =1Gy
SIBISICTCS KOJIOBBIM CIIOBOM 3aMacKHpPOBAHHOTO KO7a, T.e. ¢, mpuHamiexut (N,K,d) xomy c mo-
poxnaromieit matpuneit G, , | — K-paspsiansiit unpopmanmonssiii Bexrop Hag GF(Q), Bektop € —

CerCTHBIﬁ BCKTOP OI_HI/I6OK BECa
w, (e) <t :[dT_lJ
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Bektop € crenyer paccMaTpuBaTh Kak OJIHOPA30BBIM CEAHCOBBIM CEKPETHBIN KIIOY, €r0 BEC
omnpeJeNnseT CI0KHOCTb JEKOIUPOBAHUs HCKaKEHHOTO KOOBOTO CJI0Ba (KPHIITOrpaMMbl) Cy . 310-
YMBIILTEHHUKY HEOOXOIUMO JEKOAMPOBATH KOJOTPAMMY Cy HCIONb3Ys M3BECTHYIO €My MOPOIK-
narouyto Matpuny G, . OgHako JeKOAMPOBaHME CIIy4alHOro Koja (IIpH COOTBETCTBYIOLIMX Hapa-
merpax N,K,q u w,(€)) BerurciuTenbpHo HenocTmxkuMo. He 3nas matpuupst X , P u D 31moymbii-

JIGHHUK HE MO>XET BOCCTAHOBUTH Marpully G U BOCIOJIb30BAaThCS QJITOPUTMOM JEKOJIUPOBAHUS
HOJIMHOMUAIIBHOM CIIOXHOCTH. M3 3THX cooOpakeHuil BenuuuHy W, (€) cleayeT MakCHMHU3UPO-

BaTh, Harpumep, npu W, (€) =t CI0XXHOCTh JEKOAUPOBaHHs OyIeT MaKCHMAIIbHOM, YTO 00ECIeduT

HaAMBBICIIMI YPOBEHb CTOMKOCTH KOJIOBOM KPHUIITOCHCTEMBI JJIs 3aJIaHHBIX rapameTpoB N, K, (.

Jl1sl yIIOJIHOMOYEHHOIO TOJIb30BaTells (3HAIOUIET0 CEKPETHBIN KIIH04Y) JEKOJUPOBAHHUE — I10JIU-
HOMHUAJIBHO paspemumast 3azada. JledCTBUTEIbHO, JISTUTUMHBINA IOJIb30BATENb, MOIYYUB BEKTOP

Cy » CTPOUT BEKTOP C =Cy -D™".P'. Marpuna A =PD coxpaHsieT Bec U pacCTOsSHHE M0 XeM-
MUHTY, T.€. JIJIs JTIOOBIX KOJOBBIX CJIOB C M C' BBIMTOJIHAIOTCS PAaBEHCTBA!

w, (c) =w, (cA), w,(c,c')=w,(CA,C'A).

9710 03Ha4YacT, 4YTO BECKTOP ¢ ABJIACTCA NCKAKCHHBIM HEC Oosice yeM B t paspiaaax KOOJOBBIM CJ10-

BOM aJIre0panvecKkoro Koja ¢ nmopoxaaroiieii matpuneit G 1 ero MOXKHO JAEKOJUPOBATh OBICTPBIM
AJITOPUTMOM HOJIMHOMHUAIIBHOM ciioxkHOoCcTH [19].
VTIOJIHOMOYEHHBIN TI0JIb30BaTENb, UCTIONB3YS AITOPUTMOM HNOJTMHOMHUAIBHOM CII0KHOCTH, JIEKO-

aupyet BekTop ¢ = 1"G+e', T.e. HaxomuT |'. 3arem oH BbIUMCIsACT K-pa3psaHblii HHGOPMALIMOH-

HeIi BekTop | =1'X ",

Taxum obGpa3om, B kpuntocucremMe Mak-3i11ca OCHOBHBIM CPEICTBOM MACKHUPOBKU JIMHEHHOIO
61o0koBoro (N, k, d) koga mo IMHEWHBIN Cy4aiHbIil KO (KO OOIIEro MOJ0KEHHS) SABIISIOTCS MaT-
punsl X, P, D. JlononHUTENbHBIM CEKPETHBIM MapaMEeTPOM, KOTOPBIH MOKHO HCIIOJIb30BATh B CIIy-
vyae KoxoB [ommbl, siBusiercs MHOrowieH [ommber G(X), win, B Oojiee MIMPOKOM CMBICIE, BEKTOP
Y=o, Yy, ..., Yn1) B ciiy4yae ambTepHaHTHBIX KOZOB (cM. Beipaxkenus (15)-(17)). W3menenue
111a0JI0Ha HE CHUXKAET KOHCTPYKTUBHBIX KOJIOBBIX XapaKTEPUCTHK, T.€. C TOUKU 3pEHHs KPUIITOrpa-
¢uyeckoro npeodpa3oBaHMs HE MPUBEAET K CHUKEHUIO Oe3onmacHocTu. O/HAKO 3HAHHE BEKTOpa-
mrabmona Y = (Yo, Yy, ..., Yn1) (wim maorowreHa G(X)) siBisieTcss HCOOXOAMMBIM ISl TIPABHIBHOTO
JEKOUPOBaHUST HH(OPMALMOHHOTO COOOIEHHUs, T.€. JUIsl KOPPEKTHOTO pacliM@poBaHUs Ha
IIPUEMHOMN CTOPOHE.

Ony0sMKOBaHO OOJIBIIIOE YKCIO PA3IMYHBIX aTaK Ha KPUMTO-KOJIOBBIE CXEMBI 3alTUTHI HH(OP-
marun [19,33-36], HekoTOpbIe M3 KOTOPHIX OKA3aJIUCh JTOCTATOYHO 3()(HEKTUBHBIMU OTHOCHTEIIHLHO
OTJIETTbHBIX BapUAHTOB KOJIOBBIX KpuntocucteM. OpHako 0azoBast KOHCTpyKius [15], mpemnoxen-
Has okoJio 40 yeT Hazaj, OCTaeTCsl CTOMKOM KO BCEM M3BECTHBIM, Ha CETOJHSIIHUMI JeHb, METOJaM
KPHUITOAHAJIM3a, B TOM YHCJIE U B CIIy4ae UCTOIH30BAHNS KBAHTOBBIX BBIYMCIUTEIHHBIX CUCTEM.

Haubonee ectecTBEeHHBIM HalpaBlIeHUEM B Pa3BUTUU METOJOB KPHITOAHAIN3a KOJAOBOH CXEMBI
Mak-Dnuca SBIsS€TCS UCIOIb30BaHUE HealreOpandeckux METOJI0B JeKoaupoBanus. JlelficTBUTE b-
HO, €CJIU CYIIECTBYET BBIUUCIUTENBHO 3((HEKTUBHBIN CIIOCO0 JAEKOAMPOBAHUS KOJIOBOTO ciioBa (19)
TOJIBKO TI0 U3BECTHOW moposkaaromiet matpuie (18), Torna uadopmanmonHoe coodmenne | mo-
XeT ObITh () (HEKTUBHO BOCCTAHOBJICHO M 0€3 3HaHMs CeKpeTHOro Kitova (marpuir X , P u D).

Cpenu yHHBEpCATBHBIX METOAOB JIEKOJAUPOBAHUS JTHHEHHBIX OJIOKOBBIX KOJIOB, 33/IaHHBIX TIPO-
M3BOJIBHOM TMOpOXKJAloIIel MaTpullei, ocob0e MECTO 3aHUMAIOT ePECTaHOBOYHBIE AJITOPUTMBI
[38-40]. OcHoBHas ujaes Takoro JAEKOAMPOBAHUS COCTOUT B MCIOJb30BAaHMH Pa3JIMYHBIX HAOOPOB
nH(pOpPMaIMOHHBIX MHOXecCTB. [IpeacraBum nopoxaatomyro marpuny (19) B KaHOHUYECKOM BHJIE
(4). EnvHnyHble BeKTOpa-cTONOLBI B (4) MOTYT OBITh BEIOpAaHBI IPOU3BOJIBHO C COOTBETCTBYIOIIUM
(bOpMUPOBaHUEM CIUHUYHBIX MOJMATPHUIl M CUCTEMATHYECKUM pa3MelleHHeM K CHMBOJIOB WH-
dopmarronsoro MuoxectBa. Ocrtasimecst (N—K) CHMMBOJIOB OHO3HAYHO BBIYHCISIFOTCS TIO 3Jie-

MCHTaM I/IH(I)OpMaI_II/IOHHOFO MHOKecTBa. Ilo3uium 3tux (n—k) CHUMBOJIOB 3a1at0T Ppa3sMCUICHUC
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€IMHUYHBIX BEKTOP-CTOJOLIOB COOTBETCTBYIOIIEH MpoBepouHoi Marpuubl H * (6). Eciu BbiOpath
pasmerenre (N—K) eAMHUYHBIX BEKTOP-CTONOIOB B (6) TAKUM 00pa3oM, YTOOBI OHU MOKPBLTH BCE

t mo3uumMii HEHYJIEBBIX AJIEMEHTOB BEKTOpa OIMIMOOK €, TOrAa KOJAOBOE CIIOBO, BBIYHUCIEHHOE 110 K
CUMBOJIaM WH()OPMAITMOHHOTO MHOXKECTBA, HE OYyJeT coAepKaTh OMIMOOK, T.e. cioBo (19) MoxHO
JEKOUPOBaTh Jake 0e3 3HAHUs CIEHHAIbHON alNreOpanyecKol CTPYKTYphI MOpoXKaaromen (mmpo-
BEPOYHOI) MaTpHIIbl UCIIOJIB3YEMOI0 aIredpandyeckoro Koja.

Takum o0pa3zom, MpH peanu3aluy IMEPECTAaBHOIO JEKOIMPOBAHMS KOHKpETHAas KOMOWHAIWs
omKOoK OyAeT UCIpaBIIeHA, TOJIBKO €ClIU yIacTcsad HalTH Takoe HH(POPMALlMOHHOE MHOXKECTBO, KO-
TOPOE LIETUKOM COJEPKHT 3Ty KoMOUHaImi0. Takoe MHOKECTBO, SBJISIOIIEECS KPOBEIbHOM KOMOU-
Halued omunOoK, U HabOp MPOBEPOUYHBIX MHOXECTB, KOTOpPbIE IOKPBIBAIOT BCE HAOOPHI OLIMOOK
JaHHOTO THIIA, Ha3bIBAIOT MOKphITUEM [38]. 3amaua jexonepa COCTOUT B TOM, YTOOBI HAWTH MPOBE-
POYHOE MHOXKECTBO, KOTOPOE MOKPHIBAET HEM3BECTHYIO KOMOMHAIIMIO OLIMOOK.

PaccMoTpuM rpaHuIBl A KOJIMYECTBA KPOBEIBHBIX MHOXECTB. lIpearnonoxxum, 4To ¢ IOMO-
mweio (N, Kk, d) koxa ucnpasisoTCs Bce KOMOMHAIMY U3 T MM MEHBIIEro KoJimuecTBa omubok. Pac-
CMOTPUM KOMOWHAIIMIO TOJBKO M3 ! KpaTHBIX OMMOOK, TaK KaK BCE OIIMOKH MEHBIIEH KPaTHOCTH
Oynyr mnokpeIThl. OOIiee KOIMYecTBO KOMOMHAIMKA OMMOOK BO BCeX N MO3ULUAX PaBHO

‘ n!
G ti(n—t)!
CTBO KOMOHWHAIMH OIMMOOK, KOTOpPBIE MOTYT OBITH TOKPBITHIE TAHHBIM MHOXECTBOM PAaBHO
NP _ =kt . HaumeHsbl1ee KOJIMUeCTBO MHOKECTB, KOTOPBIE MOTYT UCIPAaBUTh BCE KOMOU-

ti(n—k —t)!
Hanuu u3 t ommoboK, orpaHnuMBacTcs BeipakeHreM [38]:
n!
N > c! _ tI(n—1)! _ ni(n—k —t)! .
(M=K (n-)i(n-k)!
ti(n—k-t)!

Ha puc. 1 npuBeneHbl 3aBUCMMOCTH HAUMEHBILIETO YKcia KPOBEIbHBIX MHOXKECTB, KOTOpPbIE I10-
TpeOyeTcst A1l UCIIpaBJIeHNs BCeX KOMOMHAIMU U3 T olIMOOK MPON3BOIBHOIO JTUHEHHOTO 0JI0KOBO-
ro kojna. Onenku N npuBeneHs! B Iorapu(pMUIeckoM MaclTade B 3aBUCUMOCTH OT OTHOCUTENIbHON
cKopocTu KoaupoBanus R = k/n u paccunraHsl 11 mapaMeTpoB JIBOMYHBIX cerapadebHbIX KOJIO0B
Tomner: N = 2" k>n—mr, r =deg G(x),d >2r + 1.

3aBHCMMOCTH, TPUBEACHHBIE Ha pHC. |, MOXXKHO HMHTEPIPETHPOBATH KaK OILEHKH CTOWKOCTH
KPHUITO-KOJIOBBIX IPe0Opa30BaHMil, BbIpa)KEHHbIE B HAUMEHBIIIEM YHCII€ TOKPBIBAIOLINX MHOXKECTB,
KOTOpbIe OoTpedyeTcst mepedparhb i AEKOAUPOBAHUS THOO0H KOHPUTypaluyu BEKTOpa OMHUOOK €.
OTH 3aBUCUMOCTH HE YUUTBIBAIOT BEIUUCIUTEIBHYIO CIOXKHOCTH (DOPMHUPOBAHUS CIIOB-KAHIHIATOB,
BBIUUCIIIEMBIX 110 BBIOpaHHON KOH(UTrypanuu HH(OPMAIMOHHOIO MHOMKECTBA (peanbHas CMmoli-
Kocmb 6yoem euje eviuie).

Kak cnenyer 3aBucMMOCTEH, MpenCcTaBIeHHbIX HA puc.l, HauOOJBIIYI0 CTOMKOCTh cxeMa Mak-
Onuca obecrieunBaeT MpH UCIOIb30BaHUH KOJI0B C OTHOCUTENBbHON cKOpocThio R = 2/3, uto corna-
CYeTCsl C BBIBOJIaMHU OOJIBIITMHCTBA MccienoBanuii [28].

B Tabnuue 1 npuBeneHsl mapamMeTpsl HEKOTOPBIX cxeM ¢ kojgamu [ommbel u R = 2/3, oneHku
CTOMKOCTH K aTake MepecCTaHOBOYHOIO JEKOJUPOBAHMS, OLIEHKU BBIYUCIUTEIBHOM CIOKHOCTH
KOJUpoBaHUs (3ammdpoBaHusi) U JAeKoAupoBaHMs (paciivdpoBaHMs), a TaKKe AaHaJOTUYHbBIE
OLIEHKU JUI1 HeCUMMeTpHuHoro mudpoBanus RSA u 0J0YHOrO CUMMETPUYHOTO HIH(PPOBAHUS
AES (FIPS-197) / Kalyna (DSTU 7624:2014) [44, 45].

Jlnst cxembl Mak-Dmuca 3Ha4eHus B Tabnuie 1 oleHUBAUCh CIeTyIOIUM 00pa3oMm:

- pa3Mep OTKPBITOTO KIII0Ya OIIEHMBAJICS KaK YHCIIO JBOMYHBIX 3JIeMeHTOB Martpuisl G, — Kn

. HOCKOHBKy 00BeM KpPOBCJIIBHOI'O MHOX>KECTBA paBCH N — k, MaKCHUMAaJIbHOC KOJIMYC-

(20)

ouT;
- pa3sMep 3aKpHITOTO KIIIOYA ONEHWBAICS KaK 4uMcio dIeMeHToB Matpuibl X (k* 6ur) mmoc
YHCIIO 3JIEMEHTOB, HEOOXOIMMBIX JUIsl XpaHEHHs TIpaBuIIa epectanoBky (Nlog, n o6ur).
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Puc. 1 — Ouenka croiikoctu cxembl Mak-Dmuca Ha cenapa0esIbHbIX JBOMUHBIX KoAax [ ommbl

K aTake€ NCPCCTAHOBOYHBIM JCKOAUPOBAHHUEM

Tabmuua 1 — Onenka xapakTepUCTHK KpUIITOcucTeMbl Mak-Onuca

VPOBeHD CTOMKOCTH (527 Y¥ema MIanmosass Kpnrmodtanise )

OLIHIEAeMEIe [IADPANE TPEI JocTaToYHE DI Breicoxant CEBepXBEIC 0K
{280 2]18} {2192 2256} {:;:. 2512}
Kpurrro cicrenta Max-3 mca
[MapameTpre! (2 & &) (2 048, 1300, 137) (4 096, 2 584, 253) (16 384, 10 322, 367)
Pasmep cexpeTHOro meda, GHT 1712 528 6726 208 106 773 0a0
PasMep OTHPEITOTD KIEOHE, BHT 2 662400 10 534 064 169 115 648
Crno®socTs nHbpoEaHEA, onepaui X0k 1300 2 584 10 322
CnosHoCTE pacinidy 0F amHud,
ortepamuit nan M) 4 624 15876 187489
Oera cTORKOCTH (3KBHBANEHTHAA NIHHA
102 1886 636
IO A CHMMETpHIHODD [Hbpa), JogdV
Onerica eTOHKOCTH K KEAHTOEOMY 49 a1 A
KPHOTOEHATHY, GHT
Kpmrocacrena RSA
Pasmep MOEYIA H OTEPLITOTO (SaKPEITOTD) 5 048 7 680 15360
Emoda, OHT
Cno®HOCTE HélHElleDBaHHH (paCLl_mc]JpUBaHHﬂ), 32.10° L7101 L4100
HTOEBL DIEDAIHA
OieHKa CcTORKOCTH (SKEHBANEHTHAA NIHHA
112 192 258
IO A CHMMETPHSHOrD [adpa), Sur
OneHKa cTORKOCTH K KEAHTOEOMY 40 41 44
KPHOTOEHATHY, GHT
Erovemni crnvmeTpiraee it wonpp AES (FIPS-197) / Kalyna (DSTU 7624:2014)
Pasmep CERPETHOID HI0YA {omemca 128 196 356 513
CTORKOCTH), BHT
CnosH0CTE H.EHElleDBaj-IHH {pacumdyp opanua), 40 43 56 7
ONEPANHEA Ha CIOBO
Orerica eTOHKOCTH K KEaHTOEOMY 64 93 128 256
KPHOTOEHATHY, BHT
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Ca0XHOCTh MM(POBaHUS OIIEHUBAIACH KAK MAaKCUMAIILHOE YHCIIO OTEpalnii, KOTOpble HEOOX 0-
MO BBITIOJIHUTE JI7Is1 (DOPMHUPOBAHMS KOJOBOTO CJIOBAa TOCPEACTBOM MATPHUYHOTO BBIYHCIICHHS
Beipakenus (19). s gsomunoro (N, k, d) koma ato coorBerctByeT K omepanusm XOR Hag n 6ut-
HBIMH CIIOBaMHU. EcCiH BBIYUCIICHUS pean3yloTCs MO yrpaBieHueMm 32(64)-OuTHOl onepamnoH-
HOM CHCTEMBI, TOTJIa Kakjoe N OUTHOE KOJOBOE CIOBO IMPEICTAaBIACTCS Kak Habop u3 n/32 (n/64)
MAIMHHBIX CJIIOB M JUIsA BBIYMCIICHUS KaXXJOT0 M3 HUX MOTPeOyeTcs BBHIOIHHUTH HE Ooiiee K ome-
paruii XOR.

CH0XHOCTh pacmM(pOBaHUs OLIEHUBAJIACh KAK MAaKCUMAJIBHOE YHCIIO apu(METHYECKUX OIepa-
umii Hag koHeuHbIM 11o1eM GF(2™), koTopble HEO6XOMMMO BHIIOIHUTE /S JEKOJAUPOBAHHS KOMIO-
BOTO CJIOBA ¢ omnOKaMu. [Ipy 3TOM CIIOKHOCTb ISKOXMPOBAHMS OLCHHBANACh Kak t°. B mpakTude-
CKUX MPHJIOKEHHUAX OIEpaluy cloxkeHus snemenTos nons GF(2™) peanusyrorcs onepanueii XOR,
a Olepaluy yMHOXKEHHsI — TaOJIMYHBIM CIIOCOOOM, T.€. uepe3 oOpalleHue K sueiike mamsTu ¢ 3a-
JIAHHBIM BXOHBIMH apryMEHTaMH aJPEecoM, TaK 4TO OLEHKA t° BBINISUT BIIOJNHE IPABIONOLOGHOIA.

OneHka cTOMKOCTH KOJOBOM KpUIITOCHCTEMBbl Mak-Jiuca K KBAHTOBOMY KPHUIITOAHAJIU3Y IPO-
BejieHa B paborax [46, 47]. B wactHOCTH, B [47] IpUBOAKUTCS OLIEHKA YKCIIa UTEPAIlUi /IS JEKOIH-
poBaHHs KBaHTOBBIX aliroputMoM ['poBepa (Grover’s algorithm). Dra omeHka uMeer BU:

n
C2Iogn , C — 1 ’
(1_ R)l—R

rne R=Kk/n - orHocuTeNnbHAS CKOPOCTH UCIIOIB3yEMOTO KOJIA.
3HaveHus, IpUBEIeHHbIE B Tabnuie 1, paccunTtansl 1o cootHomeHuto (21). Ha npakTuke ouen-
Ka (21) cHMXKAET CTOMKOCTh KPUIITOCUCTEMBI (MPUMEPHO 8 08A PA3d YMEHbULACMC Sl IKEUBANEHMHAS
ONUHA KI0Ya), 9TO, BIPOYEM, BIIOJTHE OKUIAAEMO JUIS HAJICKHBIX TTOCTKBAHTOBBIX aJITOPUTMOB (KAK

U 07151 DOLULUHCINGA CUMMEMPUYHBIX WUPDPOB).

s kpunrocucreMbl RSA 3HaveHuss B Tabnuie 1 omeHMBAIUCH cienyrommM odpasoM. Cko-
pocTh KpunronpeoOpazoBanus (muppoBaHus U paciiu(poBaHus) OIEHUBAIACH KAaK CIIOXKHOCTh
MOJyJIbHOTO BO3BEJICHHUS B CTereHb. B padote [48] mokasano (ctp. 613), uto B 00mIeM ciiydae s

(21)

3
|-OGuTHBIX Yuceln onepanus MOAYJIIBHOTO BO3BCACHUSA B CTCIICHDL Tpe6yeT nopsaaka EP)IBOI/I‘IHBIX

oneparmid. ITycts p u q — aBa |-OMTHBIX MPOCTHIX YKCIia, MOIYJIb peodpa3oBanust RSA (oOmiecu-
CTEMHBIH mapameTp) paBeH N = pq (2|-6uTHOE YKCIT0), @ OTKPBITHIM (CEKPETHBIM) KITFOUOM SIBIISFOT-
cst 2|-outHbie urcnaa e u d. Torma CI0OKHOCTh MOJYJIBHOTO BO3BEJCHHUS B CTEICHD MPH IUPPOBa-

HuM (pacmmdpoBanuu) morpedyer g(ZI)3 =121° oneparmii. Bonee >heKTUBHBIM SBIAETCA TIO-

CIIeTIOBATENILHOE BBIYHMCIICHUE BO3BEIACHHUS B CTENeHb 1Mo Moay/sim (P — 1) u (g — 1), cooTBeTCTBEH-
Ho. Takoit anroputm moTpedyeT B 1Ba paza OOJIbIIEEe YUCIO OMEpaluii, OJTHAKO B CBSI3M C YMEHbB-
[IEHHEM Pa3MepHOCTH MOAYIIel o0liee Yncio onepanuii cokparurcsa. CloKHOCTh peodpazoBaHus
|3

3 .
COCTaBUT 25 =3I° u 3HaueHMs, NpUBEICHHBIE B TaOMHIE 1, COOTBETCTBYIOT JTOH OlEHKe. Pa3-

Mep MOJYJISi B COOTBETCTBYIOIAsI OIICHKA CTOMKOCTH (KaK SKBUBAJICHTHAS JUIMHA KIFOYa CHMMET-
puuHoro mudpa) ykazana B padore [49].

OrieHkr 00beMa KBAHTOBBIX PECYpPCOB, HEOOXOMUMBIX Ul PEUICHUS HEKOTOPBIX aCHMMETPHY-
HBIX KpUnTorpaduyeckuii 3a1au ¢ momorsko anroputMa lllopa, npu pa3nuyHbIX mapameTpax 3TUX
3a/1a4, ¥ CpPaBHEHHE MX CO CIOKHOCTBIO PEIICHUs MMepeOOPHOrO 33/1a9 IPH MOMCKE KITI0Ya CHM-

MeTpuyHoTo mmdpa npuseneHs! B [50]. B wacTHOCTH, 11 M -GUTHOTO YKCiIa JaeTcs orenka 4m’
BPEMEHHOMW CIIOHOCTH KBaHTOBOTO anroputMma ¢akropusamnuu Illopa u 3HaueHMs, TpHUBEICHHBIC B
tabnuie 1, COOTBETCTBYIOT ITOH OICHKE.

Omnucanue GnouHbix cuMmerpuuHbix mudppoB AES (FIPS-197) u Kalyna (DSTU 7624:2014)
npuBeneHo B [44, 45]. MccrnenoBaHue CIOXHOCTH KBAaHTOBBIX aJITOPUTMOB KPHUIITOAHAU3a CHUM-
METpHYHBIX MMPOB npeacrarieHo B [51]. B wactHOCTH, KBaHTOBBII anroput™ ['poBepa s pe-
IICHUs] TIepeOOPHBIX 33734, B TOM YHUCIE, MepeOOpHOro MOMCKa M -OMTHOTO CEKPETHOTO KITFYa
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T [om "
CUMMETPUYHOTO mH(pa, TpeOyeT BHIMOIHEHUS Z\IZ utepauuii. Ha npaktuke e 3TO NpUBOAUT

K COOTBETCTBYIOLIIEMY CHIDKEHHIO CTOHKOCTH (8 08a paza yMeHbUlAemcs: dK6UBANeHMHA ONUHA
K04a,).

Cnenyer oOpaTHTh BHUMaHHE Ha BBICOKYIO CKOPOCTh KPUOTOTPAa(UUECKOro MpeoOpa3oBaHUs B
cxeme Mak-Onuca, KOTopas NpUOIMKAETCS MO0 CKOPOCTH IU(GPOBAaHUS K OJIOYHBIM CHMMETpPUY-
HBIM mudpam. JlelicTBUTENBHO, TPU UCITIONB30BAHUH KOJa ['ONImbl ¢ peKOMEHJ0BaHHBIMU B aBTOP-
cko# cratbe [15] mapamerpamu

n=1024,k=524,t=50,d =2t + 1 = 101,
IJIsL 3aIlIM(pOBaHKs MaTPUUHBIM criocoOoM (BbruucieHue |Gy +€) noTpedyercsl BBIIOJIHUTH HE

6onee 524 onepanuii XOR Ha oHO 0OpabaThiBaeMoe CIOBO.

Jlnst mpuMepa, OAMH U3 CaMbIX OBICTPBIX COBPEMEHHBIX OJOYHBIX CUMMETPUUYHBIX mH(poB AES
(amepuxanckuit cmanoapm wugposanuss FIPS-197) tpebyer mis 3amudpoBaHus He MeHee 4
oneparmii XOR Ha 32-x OMTHOE CIIOBO Ha KakaoM payHzae [44], uro mpu 10 payHIax COCTaBHT
He meHee 40 oneparuii XOR.

BTopeIM Ba)XHBIM TMPEUMYIIECTBOM CXeMbl Mak-Onuca SBISETCS BO3MOXKHOCTh COBMEMIATH
Kpunrorpadguuckoe nmpeodpazoBaHue ¢ KOHTPOJIEM BO3HUKAIOIIUX OMIHMOOK. JleiicTBUTEIbHO, eCiH
npu ¢GopmupoBaHuu Kpuntorpammbl (18) wmcmonb3oBaTh ciay4alHBIA BEKTOp OMIMOOK €, Beca
w(e)<t, Toraa mosBIsIETCSI BO3MOXXHOCTh OJHOBPEMEHHO C KPUITOTpadhUUECKHM PpeoOpa3oBaHUuEeM
JAHHBIX KOHTPOJIMPOBATh OLUIMOKHM B Ipejenax HCIpaBiSIONIed COCOOHOCTH. YMEHbILIEHUE Beca
BEKTOpa € CHU3UT KPUNTOTpaduvecKyt0 CTOMKOCTh cXxeMbl Mak-JJuca, 0JIHAKO MOBBICUT MTOMEXO-
YCTOWYHMBOCTh MEpPE/Iavyn JAHHBIX, T.C. B TAKOW «THOPUIHOI» cxeme M3MeHssi W(E) MOXKHO ajarl-
THBHO pearupoBaTh Ha MOTPEOHOCTh B COOTBETCTBYIOIIUX YCIyrax 0e30MacHOCTH.

O0603HaYMM JI0JTI0 BEca BEKTOpa OMIMOOK BEKTOpa €, MPUXO/ISIIErocss Ha MCKYCCTBEHHOE BHECE-
HUe Tpu (HOPMUPOBAHUU KpunTorpammbl (cM. Beipaxkenue (18)) cumBosnom p=w(e)/t. Toraa
CTOMKOCTh KPUIITOCUCTEMBI, IOCTPOCHHAsI Ha alreOpandeckux Kojax, OyAeT ompelneisiThbCs BelH-
YHHOI p - t, a o0ecrieunBaeMasi IOMEX0YCTOHYNBOCTh NIEPEAaBaEMBIX KPUIITOIPAMM OIIPENENIAThCS
senmunnoi (1 - p) - t.

Tperbe u, O4EBHIHO, OJTHO M3 BAKHEHIINX MOJOXKHUTEIbHBIX CBOMCTB KpUNTOCHUCTEMBI Mak-
Onmca sBISETCS BHICOKAsI YCTOMYMBOCTh K KBAHTOBOMY KpunToaHanu3y. [lo cpaBHEHHIO ¢ IpyrH-
MU HECUMMETPHUYHBIMU KPHUNTOCHCTEMaMH, Hampumep, ¢ RSA, cl10XKXHOCTb KBaHTOBOI'O KPHIITO-
aHaJM3a KOJIOBOW KPHUIITOCUCTEMEI C YBEIIMYCHUEM €€ MapaMeTpOB BO3paCTaeT OYeHb ObICTpO. Dak-
TUYECKHU, CJIOXKHOCTh KPUITOAHAIM3a KBAHTOBBIMHU QJITOPUTMAMHU COTMIOCTaBHMA C PELICHUEM Iepe-
OOpHBIX 3a7ay MOMCKA SKBUBAJIEHTHBIX KIIOUeH CUMMETpUYHbIX MmudpoB. [lanHble Tabmuus 1
HarJIsIHO MOJTBEPKAAI0T ATy TEHACHIUIO.

OCHOBHBIMHU HEIOCTaTKaMHU PACCMOTPEHHOM KOJIOBOM KPITOCHCTEMBI SBISIOTCS OTPOMHBIE 00B-
€Mbl KJIFOUEBBIX JAHHBIX (JIECATKU METabuT), a TaKXKe CHUKEHHE OTHOCUTENILHOW CKOPOCTH Nepesa-
9y uHPOpManuu (HauOoIbIIast CTORKOCTh KPUITTOCUCTEMBI JJOCTUTAETCS TIPU OTHOCUTEIILHOU CKO-
poctu komupoBanus R = k/n = 2/3). Hmxe OymeT moka3aHo, YTO OTHOCHUTEIBHYIO CKOPOCTh Iepe-
Jaqu JTaHHBIX MOKHO CYIIECTBEHHO IOBBICHTH (paccMaTpHBaeMble B JaHHOH paboTe KOIOBBIC
KPHUIITOCUCTEMBI CHUMAIOT 3TOT KOHCTPYKTHBHBIH HEIOCTATOK CXeMbl Mak-Dica).

Kpunrocucrema Huneppaiitepa. AlbTepHATUBHBIM NIPUMEPOM KPHIITOCUCTEM Ha KOJaX €CTh
cxema Huneppaiitepa, BriepBbie npensoxeHHas B [16]. OTKpBITHIM KJIFOUOM B 3TON KPUIITOCHCTEME
€CTb MaTpHIla

H, = XHPD, (22)
rae H — nposepounas marpuna anredpanueckoro (N, K,d) koma mang GF(Q) (B opurnHambHOl
cratbe [16] mpemraramock ucmoap30BaTh 00001IeHHBIE KO Puma-ComomMona), X - HEBBIPOKICH-
Hast (N—Kk)x(n—k) marpuna c snementamu u3 GF(Qq), P u D — nepectanoBo4Has ¥ JraroHalb-

Hast NN MaTpuibl (JUIS ABOMYHBIX KOJIOB UCIIOJB3YeTCs TOIBKO MaTpuia P ).
Matpuubst X, P u D (xak u s kpunrocucteMbl Mak-Diuca) sBISIOTCS CEKPETHBIM KITFOUOM,
KOTOPBII MacKMpYyeT MCIIOJIb3YeMblil anreOpandeckuii OJOKOBBIM KO MOJ CiIydalHBIA KO (KOJ
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OOIIIETO MOJIOKEHUS), T.€. OTKPBITHINA KiIt0U (22) MpeACTaBiIsIeTCsl 3JI0YMBIIUIEHHUKY KaK CIy4aifHO
c(opMHpOBaHHAs POBEPOYHAS MATPHUIIA HEKOTOPOTO JIMHEHHOI0 KoJa, Uil KOTOPOr0 HEM3BECTEH
aJITOPUTM OBICTPOTO JIEKOAUPOBAHUSI.

HamnpoTus, ynoJHOMOYEHHBIN MOJB30BaTENb, 3HAIOIIMN CEKpEeTHBIM Kiatou (Marpunbl X , P u
D), MOXET CHATh JCHCTBHE MACKUPYIOIIMX MAaTPUI] ¥ BOCIOJB30BAThCS OBICTPBHIM AITOPUTMOM
JEKOJUPOBaHUs aJIreOpandeckoro Koja ¢ mpoBepouHoil Matpuueil H .

Kpunrorpamma S, mnpexacrasiser coboii BekTop UIMHBI (N —K) 1 BBIYUCIAETCS 110 PABHITY

SXZG-H;, (23)

IJe BEKTOp € — BEKTOp JUIMHBI N U Beca W, (€) <t, KOTOpBIi HeceT KOH(MUACHINATIBHYIO HHPOP-

Maruio (MHGOPMAIIMOHHOE COOOIIeHHe, Mo yIexKaree 3amudppoBanuio). HanbombInas cTORKOCTh
obecrieunBaercs ipu W, (€) =t.

VI10THOMOYCHHBIH T10JIb30BaTeNb (MMEIOLIHiT CeKPETHBII KITF04) HAXOAUT OJHO U3 (° perreHuii
BbIpakenus S, =c, -Hj . HaiizeHHoe pelenue - cyTh KOJ0BOE CIIOBO ¢ ommbKamu ¢, = | -G, +e.

Haiee, kak ¥ B cxeme Mak-Dinca, yHoJHOMOYCHHbIN M0JIb30BATENb CTPOUT BEKTOP ¢ =c, -D*- P
U JICKOJUPYET MOydyeHHOe clIoBO. OHAKO, BMECTO BOCCTAHOBIICHHS HH(OpMAIIMOHHOTO cioBa |',

—k
OH BBIUMCIIAET KO/I0BOE clioBo C'= |-G, a 3arem u BekTop ommbok ¢'=c¢ —¢'. Ha nocneanem ma-

re IPOU3BOIUTCS BBEIYHCIICHUE BekTopa € = e’ P - D, koTopslii HeceT KOH(DUIEHITMAbHYIO HH(OP-
MaIuIo.

Takum oOpazom, B kpunrocucteme Huneppailitepa OCHOBHBIM CpPEICTBOM MAaCKUPOBKH JIMHEH-
HOTO KOJa MOJ| CIy4YaifHbIN KOJ SBISIOTCA (Kak U B Kpunrocucreme Mak-Onuca) matpunsl X, P, D.
Ecnu ucnonb3oBath Koapl ['ommbl, Torga MHOrowieH G(X) MOMKET BBICTYIATh JOMOJHUTEILHBIM
CEKPETHBIM MapaMeTPOM.

B pa6ote [19] moka3aHo, 4TO CTOWKOCTH KpunTocucteM Mak-Dnuca u Humnepaiitepa sKBuBa-
neHTHB U 3(()EKTUBHYIO aTaKy Ha OJHY U3 CXEM MOKHO JIETKO TpaHC()OpMHpOBaTh B aTaKy Ha
IpYTylo cxeMmy. B 3ToM cMbIciie OIIeHKH CTOMKOCTH KpunTocucteMbl Mak-Onuca, IpUBe/IEHHbIE B
Tabnuiie 1, cipaBeATMBEI U IO OTHOIIIEHUIO K KpunTocucreme Hunnepaiirepa. Jlpyrue xapakrepu-
CTHKHU 3THX KpUIITOCHCTEM (CKOpOCTh IM(ppoBaHus/pactnppoBanus, 00bEMbl 3aKPHITOTO U OT-
KPBITOTO KJTI0Ya) TAKXKE COMOCTABUMBI.

OueBHIHBIM MPEUMYIIECTBOM TEOPETUKO-KOJOBON cxeMbl Hupeppaiitepa 1mo cpaBHEHHUIO C
KpunTocucTeMoil Mak-2Onuca SBiseTcs MOTEHIIMATLHO O0IbIlas OTHOCUTENbHASI CKOPOCTh Mepea-
YK JaHHBIX. J[efiCTBUTENbHO, OTHOCUTEIbHAS CKOPOCTh B KpUNITOCHCTEME Mak-Jiuca onpenenseT-
Cs OTHOCHUTENBHOM CKOpPOCThIO wHcmoib3yemoro (n,k,d) koma, T.e. paBHa R=Kk/n, mpudem

HauOOoJbIIasg CTOMKOCTh AocTuraercs nmpu R=k/n=2/3 (cm. puc. 1). UndopmannonHoe cooOriie-
Hue B cucreme Huneppaiitepa crnepBa mpeoOpa3yercsi B paBHOBECHYIO IMOCIEIOBATENbHOCTh €
IJIMHBI N U1 Beca W, (€) <t, a 3aTeM yMHOXKAeTCs Ha IIPOBEPOUHYIO MATPUIy Kak B (23).

ITonmoxum w, (e) =t (B 3TOM ciay4yae OyzaeT oOecliedeHa MaKCHMaJlbHAasi CTOMKOCTh KPUITOCH-
creMbl Juig 3anaHHbIX (N,K,d) mapamerpoB koza). Torma mMakcumanabHOE 4HMCIO OUT MHGpOpMAIIK-

OHHBIX JIaHHBIX, KOTOpBIE MOXHO 3ammdpoBate B cucteMe Hupeppaiitepa mpu HCIONb30BaHUH
nsounyHoro (n,k,d) xona, Oyaer onpenensTcs BhIpaKeHHUEM:

n!

— t_ -
Iinf_LIOQZCnJ_ IOgZ tl(n—t)l

rac LXJ - HauOoJIbIIIEE 1I€JI0€ YHCJI0, MCHbIIIEE X .

Kpunrorpamma (23) npeacrapisier coO0i CUHAPOMHBIN BEKTOpP JAJIUMHBI N—K, T.€. OTHOCUTENb-
Hasi CKOPOCTh Tepe/lauul JaHHBIX B Kpunrocucreme Hupmeppaiitepa (Ui TBOWYHBIX KOJIOB) OyneT
OTIPEIETISATHCS BHIPAXKEHUEM:
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. lawtal|

n-k
HOCJ’IGI[HGC BLIpa)KeHI/IC JICTKO 0606H_[aCTC}I Ha cnyqaﬁ HCABOWYHBIX KOJOB C OCHOBAHUEM q .

R*z{log ((q— 1)’ ti(n— t)'JJ. 24)
n-k

Ecnam mpenmonoxuts, 4to nHGOpMAIMOHHAS TOCIEI0BATEIHFHOCTh OyAET MpeoOpa3oBBIBATHCS
BO BCE BO3MOXKHBIE BEKTOpa € JUIMHBI N ¥ Beca 0<w, (e) <t, Toraa nocienHee BbIpaKEHUE IIPU-

R*llog [Z(q— i} i )jJ o5

n—k
ANTOpPUTM KOAUPOBaHMS WH(OPMAIMOHHON ITOCIICIOBATSIILHOCTH B PAaBHOBECHYIO TOCIIEIOBA-
TEJIHOCTh € JJIMHBI N ¥ Beca W, () UId HMPOM3BOJIBHOIO OCHOBAHMSA (| MPHBOAUTCS, HArpHUMED,
B pabore [52].
Beipaxkenue (25) gocturaeT Makcumyma JUist T.H. cogepuiennvix kooos (perfect codes), komoBbie
(n,k,d) mapameTpsl KOTOPBIX YAOBIETBOPSIOT BEpXHEW rpaHuile XeMMUHTa AJI1 MOIIIHOCTH (4UCIa

MET BUI:

KOJIOBBIX €110B) A, (Nn,d) IPOU3BOJILHOTO JIMHEHHOTO  -uuHOro kona [38-40]:

n

A, (n,d)<— g . (26)
Z(q— Do |'(n )

Momnocts nuHeitnoro (n,k,d)kona max GF(q) paBma (°, ciemosarensHo m3 (26) ciepyer
OrpaHM4YC€HUEC HA YHCJIO I/IH(bOpMaIII/IOHHI)IX CHUMBOJIOB KOJa

k<n-log (Z(q—)l,(n )J

Ecnn nmapametps! (n,k,d) xona yaoBIETBOPSIOT BEpXHEH IrpaHulle XEeMMHUHIa, T.€. JOCTUTAETCs

paBeHCTBO B (26) 1 KOJ COBEPIIEHEH, TOT/1a

log (Z(q— 1)’ T )J=n—k, (27)

YTO I0CJIe MOACTaHOBKHU B (25) naer R*=1, T.e. oTHOCHUTEIbHAS CKOPOCTH NEPEIAYl MaKCUMaJIbHA
u Kpurnrorpamma B cxeme Huneppaiitepa He Oynet copepkaTh H30BITOUHBIX CUMBOJIOB.

B kadecTBe nmpumepa npuBeeM COBEpPLICHHbIN JBOWYHBIN (( =2) K01 XeMMHUHIa UCIPABIISIO-
it oqHy omm6OKy (t=1). OH onpeneneH it 1I00OTO MOJOXKUTEIBHOTO IEJIOT0 M > 2 U UMeeT
komoBeIe mapametpsl (2" —1,2" —m-1,3) [38 — 40]. OueBuaHO, YTO TS STHX 3HAUCHHIA

t

Y ——=2",n—k=m
i= Il(n - I)I

U OTHOCHUTEJBHAS CKOPOCTH (25) paBHa 1.

JIpyrium TpuMepoM SIBJISIETCS COBepIeHHBIN aBonuHbIi Ko ['onest (perfect binary Golay code)
¢ mapamerpamu (23,12,7) [38-40]. On no3Bossier ucrnpaButh t=3 OMmMHUOKM W IS 3THX 3HA-
YEHU UMeeM

t

D> ————=2048, n—k =12,
i= I'(n_l)
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T.€. OTHOCUTENbHAsI CKOPOCTH (25) Takke paBHa 1.

K coxanenwuro, B [53-54] mokazaHo, uTo J11000# HETPUBHAIBHBINA COBEPIICHHBIN KO UMEET Ia-
pamMeTpsl KojJa X3MMUHIa WIKA Koja l'ones, T.e. JOCTHKEHHE MAaKCUMaJIbHOW OTHOCUTEIIBHOU CKO-
poctu B cucteme Huneppaiitepa orpaHiuuBaeTCsi TOIbKO 3TUMU KOHCTPYKIUSMHU.

BonpmmHCTBO JIpyrux KOJOB, B TOM uucie W KojAbl [ommbl, 00s1aal0T KOHCTPYKTUBHBIMU
(n,k,d) mapamerpamu, JiexKalIMMHU CYIIECTBEHHO HUXE BEpXHEW rpanuilsl (26) (peanvHvie Ou-
CMAaHYUOHHble Xapakmepucmuku K000 I onnel eviwe). Hampumep, 1 xona I'onmsl ¢ napamerpa-
mu N =1024, k =524, t =50 (ucmoas30BaH B aBTOpcKoM Bapuante [15] cxemsl Mak-Diuca) oTHO-
cuTenbHas ckopocTh mmdpoBanus (24) B cxeme Hunmeppaiitepa paBHa R*~ 0,57, 4to Hecyile-
CTBEHHO OOJIBIIIE TIO CPAaBHEHUIO CO CKOPOCThIO R ~ 0,51 B cxeme MakDnuca. C yBeTU4eHUEM JTH-
HbI KOJ]Ja KOHCTPYKTHBHBIE MapameTphl KOJO0B ['OMIbl yXyAlIaloTCs, YTO MPUBOIUT K CHUKEHHIO
cKopocT R™*. DTy TEeHICHIMIO HAIJIAIHO JEMOHCTPUPYIOT Pe3yJbTaThl pacyeTOB, MPE/ICTaBJICH-
HbIE B TaONUIlE 2, B KOTOPOW NMPHUBOIATCS OLIEHKH OTHOCUTEIBHON CKOPOCTH Mepeiayn JaHHbBIX JUIs
KpunrtocucrteM Mak-Onuca u Huneppaiitepa npu UCHoOIb30BaHUU KOJIOB C MapaMeTpaMu U3 Tab-
Jnel 1.

Ta6HI/IHa 2 — OtHOCUTEIIbHAS CKOpPOCTH nIepcaavun JaHHBIX OJId PA3JIMYHBIX KPUIITO-KOJOBBIX CXEM C
JABOMYHBIMHU KOAaMH T"onmer

K n,k
onossie (NK,d) | 1 054 524 101) | (2048, 1300, 137) | (4096, 2 584, 253) | (16 384, 10 322, 867)
napaMeTpel
Cxema ~ ~ _ _
Moo ~0,51 ~ 0,63 ~ 0,63 ~ 0,63
Cione ~0,57 ~ 0,57 ~0,53 ~ 0,48
Hwupneppaiitepa
PSS ~0,79 ~ 0,84 ~0,83 ~ 0,81
cxeMa

OueBHIHO, UTO C yBEIMUYEHUEM JJIMHBI Koaa ['onmbl ckopocTs (24), (25) nns cxemsl Huneppaii-
Tepa CHIDKAETCS W HE MPEBOCXOJUT OTHOCHTEIBHOW CKOpOCTH KoaupoBanusi R=k/n. B aBrop-
ckoit crathe [16] B cxeme HumeppaiiTepa mpemiaraioch HCIOJb30BaTh 00001IeHHbIE KO/bI Pua-
Conomona, ux (n,k,d) mapamerps! cBszanbl cootHotneHneM d =N—K+1, T.e. yI0BIETBOPSIOT

BepxHeit rpanuiie Cunrrona [38 — 40]. Toraa, manpumep, it ( =1024 pacimpenssiit kox Pu-

na-Cosiomona Oymet umets mapametpsl (1 024, 524, 501) u onenka (24) 1aeT OTHOCHTEIBHYIO CKO-
pocth it cxembl Hupeppaiitepa R*~ 0,66, yto Ha 30% BbIIIEe IO cCpaBHEHUIO ¢ R ~ 0,51 ans cxe-

Mbl Mak-Omnuca. Onnako B padote [19] mpemnokena 3¢ ¢dexkTuBHAS aTaka Ha KPUIITOCHCTEMBI C
0000mmeHHbIMU KotaMu Puna-ConomoHa, T.e. MpUMEHEHHE 3TOro Kilacca KOJIOB HECOCTOSTENBHO.
Takum 00pa3om, cTOilKHE KO BCEM M3BECTHBIM aTakaM Kpunrocuctembl Mak-Omuca u Huneppaii-
Tepa Ha JBOMYHBIX KoJax [OMIbl CpaBHUMBI [0 OTHOCHTEIBHOM CKOPOCTH MEpenaud JaHHbIX.
HawuGonbiias cToikocTh 00eCHeurBaeTCs JJIsi OTHOCHUTEIBHOM CKOPOCTH Tiepeauu JaHHbIX 1/2 ..
2/3 m 2TOT CyIIECTBEHHBIH HEIOCTATOK YaCTHYHO CHUMAETCS B MpEAJaracMoi HIDKE KpPUITO-
CHCTEME.

Ilpepnaraemasi kpunrocucrema. Ilo cBoeld cytm mpemyaraemas KpPUIITOCHUCTEMA SIBISETCS
JTambHEHITNM pa3BUTHEM cxeMbl Mak-Jiuca ¢ JONOJHUTEIbHBIM KOAUPOBAaHUEM HH(POPMAaIUOH-
HBIX JaHHBIX 0 cxeme Humeppaiitepa. Ha puc. 2 cxemarnaHo u3o0paskeH Impoiiecc Kpunrorpadu-
YeCKOro NpeodpazoBaHMs C UCIIOJIb30BAaHHEM KOJIOB:

— B cxeMme Mak-Onuca nHdopmanus pazMeniaeTcsi B KOJ0BOM CIIOBE 3aMaCKMPOBAaHHOIO KOJ.
3amudpoBaHre COCTOUT B 100aBJIEHUU CIIy4aillHOTO BEKTOpa OUIMOOK, KOTOPBIM MOXHO HH-
TEpIPETUPOBATh KaK CEAHCOBBINA (0JHOpa30BbIil) Kitou. PacmmdpoBanue cocTOUT B JIEKO-
JTUPOBAaHUU KOJOBOT'O CJIOBA, T.€. CHATHS ACUCTBUS CIy4yalfHOTO BEKTOpa OMIMOOK C KOJOBO-
IO CJIOBa, COJiepKalero MH(HOPMAIIMOHHYIO TIOCIIEJOBATEIbHOCTD;

55




ISSN 2519-2310

CS&CS, Issue 3(3) 2016

Hexodusie dcatipie

Hudopumanuonnoe coobuenne: Bextop J

CXEMA MAR-3JIHCA

Sangposanie

Paciiugpoemine (Deraduposwine)

CexpeTHHI KoY MaTpHOH &, 2, D Eogopoe cnogo Crnyaaf Heit Hraopupyerca
. > BEKTOP olIHGOK .
OTEPHTHE KIOY MaTpHla Gy = XGFD cy =10, te cy =i{0y te
CeaHcoBR#A K109 CIyqaAHER BEKTOD & Hudepmanma Hsenexaetea
CXEMA HUJTEPPATITEPA
Hexaduvie dpinnie Juminpposarie Paciiugpoemine (Dexadupoawine)

Hudopuannonnoe coobluleHRe: BEKTOR &
CeKpeTHHEA K109 MaTpHILH & , P, D
OTEpHTHE KIF0Y: MaTpHUa A, = XHED

CeaHCoBRIA KIHOY: CJ'IBT‘-I&I;'IHOE KOogoBoOe

CnydafiHoe
EOLOECE CIOEC

Sz=e-H§=(e+c)-H_‘:_,

Hruopupyerca

SX=€-H§=(€+C)-H§

Hudopmanus Hzenexactca
CIGEO ¢ (HE HCIOMBSVETCA)
IIPEITTATAENAT CXENMA
Hexodume depinnie Jwmndpocdaie Paciiugpoemine (Deroduposmine)
Hudopuanuonnoe coobuesne: ,5;, =10, +e ,g;_, =IG, +e
BekTopa [ ¥ ¢ (ABE 9aCTH CoOBIIEHHA) Hudopmanna Hupopmanna Hsenexaetca Hsenexaerca

CexpeTHEI ¥IH0Y: MaTpHOH X, P, D (mepBad qacTs) (ETOpad HacTs)

OTEpHTHE Emod: MaTpHUa Oy = XFPD

Puc. 2 — Kpunrorpaguueckoe npeodpazoBaHue ¢ UCMOJIb30BAaHUEM KOJIOB

— B cxeme Huzeppaiitepa nnpopmanms pa3meniaercsi B BEKTOpe OMMOOK (IIOCPEICTBOM paB-
HOBECHOro KoaupoBaHus). Ilo chopmupoBaHHOMY BEKTOPY OIMIMOOK BBIYMCISETCS CHH-
JpOMHasl MOCJIEI0BATENBbHOCTh 3aMACKUPOBAHHOIO KOJa, KOTOpasi HE 3aBUCUT OT KOJIOBOTO
CJIOBA, T.€. K HCXOJHOMY BEKTOPY OIIMOOK MOXET ObITh J0OABJIEHO MPOU3BOJIBHOE KOJIOBOE
CJIOBO (110 YMOJTYaHUIO CUNUTAETCs HyJeBbIM). CHHAPOMHBIN BEKTOP MO3BOJISIET OJHO3HAYHO
JIEKOIUPOBATh 3TO CJIOBO Ha MPUEMHOM CTOPOHE, TOJBKO Terepb MHPOpMAIUs U3BIEKACTCS
HE U3 KOJIOBOTO CJIOBA, a U3 BEKTOPa OLIMOOK;

— B IpeuiaraeMoi cxeme HH(pOopMalMoHHas MOCIEA0BATEIbHOCTh pa30MBAETCs HA IBE YACTH.
[lepBas yacTh momemiaercss B KOJOBOE CIIOBO, BTOpasi — B BEKTOpP OIIMOOK (IOCPEICTBOM
PaBHOBECHOT'O KOJUPOBaHUA). [y MOBBIIIEHNUS CTOMKOCTH 3TH JIB€ YaCTU MOTYT OBITH J10-
TIOJTHUTENIHO TTpeoOpa3oBaHbl (MepeMelianbl, 3amudpoBansl U T.1.). [lansiie Bce mpeodpa-
30BaHMs BBIMOJHAIOTCS Kak B cxeMe Mak-Dnuca. Ho Ha npueMHol cTopoHe nHbopmanus
M3BJIEKACTCS KaK M3 KOJOBOTO clioBa (1-s1 4acTh), TaKk U U3 BEKTOPA OIMIUOOK (2-5 4acTh).

Takum oOpazom, mpeanaraemas cxemMa oOBEIUHSAET CHOCOOBI MpeoOpazoBaHUs MHPOPMALUOH-

HBIX JaHHBIX cxeM Mak-Onuca u Huneppaiitepa, 4To 1MO3BOJISET CYIECTBEHHO MOBBICUTh OTHOCH-
TEJbHYIO CKOPOCTh Nepeiaul JaHHBIX. 3amudpoBanue ocymecTsisercs no npasuiy (19), roe | —
nepBasi “H(GOpPMAIMOHHAs YacTh cooOIIeHus (kKak B cxeme Mak-Dmuca) U € — BTopas 4acTh WH-
dopmanmonHoro coobuienust (kak B cxeme Hupeppaiitepa). Ecnu npenmnonoxuts, uro W, (e) =t,

TOrJa OTHOCUTCIIbHAA CKOPOCTh 6y2lCT OIPECACIIATHCA BBIPAKCHUCM!

n!
k+|log,| (g-1)" ——
I(n—t)!
Rk n tI(n—t)! | (29)

I7Ie B YUCIIUTENE TIEPBOE CIaraéMoe COOTBETCTBYET MEPBOI YacTH MH(POPMAIIMOHHBIX TaHHBIX | , a
BTOpOE CllaraeéMoe — BTOPOil yacTH € .
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Jlia cnyqast 0 <w(e) <t BbIpaskeHue (28) nepenuiueTcs B BUIE

k+| log, i(q—l)i |I(nnl|)l

R** — i . Qg)
n

Jlist ciyyasi ICOJIb30BaHUsI COBEPUIEHHBIX KOAOB BhIpakeHue (29), kak u (25), gocturaer Mak-
cumyma. JlelicTBUTENbHO, TTOACTaBUB (27) B (29) monydnm:
k+n-k

n

Kpome Toro, mpeyraraemasi cxema 3a c4eT HHPOPMAITMOHHOTO KOJMPOBAHUS BEKTOpa € T03BO-
JISIET TOBBICUTh OTHOCHUTEIIBHYIO CKOPOCTh M JIJII HECOBEPIIEHHBIX KOJOB. B kauecTBe mpumepa B
Tabyuie 2 IpUBEIEHBI OIEHKA OTHOCHUTEIBHONW CKOPOCTH Tepenadynd WH(pOpMauu Mpu UCIOIb30-
BAaHHMH PA3JIMYHBIX ABOMYHBIX KOAOB ['omnmbl. O4eBUIHO, YTO UCIIOJIB30BAHUE MPEIIaraeMOoi CXEMBI
mu(poBaHUs YBEINYMBAET OTHOCUTEIBHYIO CKOPOCTh Iepefauu JaHHbXx Ha 30-40% mo cpaBHe-
HUIO C JIYLIUM MOKa3aTeleM cpeau cxeM Mak-Onuca u Huneppaiitepa.

R**—

1.

4 BuIBOABI

HecuMmMeTprudHbIe KPUNITOCHCTEMBI Ha OCHOBE ajreOpandecKuXx OJOKOBBIX KOAOB OBLIM Tpe.l-
J0keHbI 0KoJ10 40 JeT Ha3aa ¥ BOCIPUHUMAJIKNCH TOT/1a OOJIBIITMHCTBOM HCCIIE0BAaTENeH KaKk HEKOe
HK30THYECKOEC M MAJONPUMEHHMOE HamlpaBieHne B Kpunrorpaguu. OdUeBUAHBIE HETOCTATKH
(orpomMHBIE OOBEMBI KIIFOUEBBIX JaHHBIX M CHI)KEHHE OTHOCUTEJILHOW CKOPOCTHU Mepeaayuun) B Teue-
HUE JUIUTEIBHOIO BPEMEHU CIACPKUBAIM MX JajbHEHIlee pa3BUTUE U MPAKTUUYECKOE HCIIOJIb30Ba-
Hue. U ToapKo B mocneAHNE ToJIbl, KOT/Ia CTajlo MOHITHO, YTO MHOTHE CYIIECTBYIOIINE, CTaHAapTH-
3UpPOBaHHbIE U LIMPOKO HCIIOJIb3yEMbI€ Ha MPAKTUKE KPUITOAITOPUTMBI MOTYT OKa3aTbcs Oe33a-
IIUTHBIMU MIPOTUB aTaK KBAaHTOBOTO KPHUITOAHAIN3A, KOJIOBBIE KPUIITOCHCTEMbI TOMYUUIH 3aCiy-
YKEHHO€ BHHMMAaHHUE uccaenoBarenen. JekoaqupoBaHue ClIydalHOro KoJa — YpE3BbIYANHO CIIOMKHAs
BBIUMCTUTENbHAS 3a/1a4a U MepeOOPHBIN OUCK MPU €€ PEIICHUH — BEPOSITHO JIy4Iliee U3 U3BECTHBIX
Ha CEroJHSIIHUNA JeHb perieHue. KBaHTOBbIE alrOpUTMbI YCKOPSIIOT 3TOT MPOILECC, YTO CHHXKAET
BPEMEHHbI€ 3aTpaThl KPUIITOAHAIN3A, HO ATO CHUKEHHE HE SBJISETCS KPUTUYHBIM (IPUMEPHO B /IBa
pa3a yMEHbIIAeTCs SKBUBAJICHTHAs JJIMHA KIH0Ya).

@DakTUYECKH CIIEyeT MPU3HATh, YTO KOJOBBIE KPUINTOCHUCTEMBI SIBIIIIOTCS PEAIbHOW allbTepHA-
TUBOW COBPEMEHHBIX HecUMMeETpHUHbIX kpunrocucteM (RSA, ECC, unu npyrux) B 4acTu mocTpo-
€HUS HAJCKHBIX MMOCTKBAHTOBBIX anropuT™MoB. [IpuBenennbie B Tabnuie 1 pacueTsl HArJISAHO MOA-
TBEPKJIAl0T 3TOT BbIBOJA. KpoMe Toro, 0COOEHHOCTH MOCTPOEHHS KOJOBBIX CXEM MO3BOJISIOT OJIHO-
BPEMEHHO C KPHUIITO3AIIUTON peann30BaTh JOMNOJHUTEIbHYIO YCIYTY KOHTPOJS BO3HUKAIOIIMX
olIMOOK, 4TO, O€3yCI0BHO, NMPEACTABISIET UHTEPEC NIl TEIEKOMMYHUKAIIMOHHBIX CHCTEM CIIELH-
aIbHOTO Ha3HAYECHUSI.

JI71st IPaKTUYECKOTO MPUMEHEHHUSI KOJOBBIX KPUIITOCUCTEM HEOOXOAMMO PEIIUTh (MU CMUPHUTCS
C UX CYIIECTBOBaHHEM) HECKOJIbKO KOHCTPYKTUBHBIX MpobOiem. IlepBas, u nHaubonee oueBugHas, -
OTPOMHBIE 00BEMBI KIIFOUEBBIX JIaHHBIX. B CBSI3U ¢ BO3MOXKHOCTHIO MCIOJIb30BaHUSI KBAHTOBBIX BbI-
YUCIUTENBHBIX CUCTEM 3TH 00bEMBI MMPUACTCS 3HAYUTEIBHO YBETUYHUTH (IPUMEPHO B YETHIPE paza).
Tak Hampumep, /Ui pacCMOTPEHHBIX BapHaHTOB (Tabiuma 1), 00beMbl KIHOUYeH TOCTUraloT COTEH
MeraOuT ¥ MOKa He MPEACTaBISIETCS BO3MOKHBIM UX YMEHBIIUTHh 0€3 CHIKEHHUS CTOUKOCTH KPHII-
TocucTeMbl. Kiltoun B KOIOBBIX CXeMaxX — 3TO FeHepaTOpHbIE (TOPOKIAIOIIUE U/WUIIH IPOBEPOYHBIE)
MaTpUlbl JUHEHHOTO KOJa, KOTOPbIE JIOJKHBI BBIMJISIACTH JUISl 3IOYMBIIUICHHUKA KaK CIIyYailHbIM
HaOOp JTMHEHHOHE3aBUCUMBIX BEKTOPOB. C)kaTh UM KaKMM-TO 00Opa3oM YMEHBIIUTH 3TOT HA0Op He
MPEACTABISIETCS BOZMOXHBIM.

Bropas npobnema — HU3Kas OTHOCUTENIbHAsA CKOPOCTh Mepe/iayl JaHHbIX — B JaHHOW paboTe ya-
cTH4YHO perieHa. [Ipemnoxena HoBas cxema MHQPpPOBaHUS, KOTOpast, (PaKTHUUECKU, OOBEAUHSACT U3-
BECTHbIE CIIOCOOBI KOAUPOBAaHUS MH(OPMAIIMOHHBIX JAHHBIX (Mpumensiomcs 6 cxemax Max-Onuca
u Huoeppatimepa). B pe3ynbTaTe OTHOCUTENTbHAS CKOPOCTh YBEIMYUBAETCS, YTO MOBBIMIAET dPdek-
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TUBHOCTB KPUIITOCUCTEMBI B 11esioM. Eciu rcnonb3oBaTh 3¢ (HEeKTUBHBIC (8 cMbicae OUCTAHYUOHHBIX
ceoticma) KOJbl, OTHOCUTEINbHAsI CKOPOCTh Oynet 6mu3ka k 100%.

Jlaxke 17151 KOHCTPYKLUH, KOTOPBIE JIeKAT 3HAUNTENIbHO HUKE BEPXHUX KOJOBBIX I'PAaHUI] HAOIIO-
naercst cymectBeHHoe (Ha 30-40%) moBbllIEHHE OTHOCUTEIBHON CKOPOCTH TMeperayd JaHHbIX
(cM. Tabnuny 2). [To MHEHHIO aBTOPOB, 3TO YIy4IlIEHHE MMO3BOJISIET IPUCTYIUTh K pa3paboTKe KOH-
KPETHBIX MPOTOKOJIOB KPUITOTPA(hUIECKON 3aIUTHI C HCIOIb30BAaHUEM KOJOBBIX CXEM M HayaTh X
MPAaKTUYECKOE BHEIPEHUE.
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Abstract. The work deals with the main stages in the history of the development of different generations of cellular
communication and options for the organization of their architecture. A brief overview of the main features and prin-
ciples of construction of cellular networks of different generations. The analysis of the features and principles works
of modern cellular networks of the fifth generation. Defined possibilities forward directions of modernization of exist-
ing cellular communication networks and opportunities to increase their potential.

Keywords: cellular network, 5G, MIMO, LTE, WiMAX.

1 Introduction

Today wireless technology has a fixed position in our everyday life. In order to satisfy rising
demand for high-speed wireless connection in near future, the wireless based networks of today will
have to advance in various ways. Various current constituent technologies such as high-speed pack-
et access (HSPA) and long-term evolution (LTE) will be used to develop future wireless based
technologies. Nevertheless, auxiliary components may also constitute future new wireless based
technologies, which may adjunct the evolved technologies. Ultra-dense deployments, direct device-
to-device communication, different ways of accessing spectrum and considerably higher frequency
ranges and instigation of massive antenna configurations these are all kinds of new technology
components [1].

From analog voice calls to current technologies mobile wireless communication has come to
high quality mobile broadband services with end-user data rates of several megabits per second over
wide areas and tens to hundreds, of megabits per second locally. Evolution of various mobile devic-
es such as smartphones and tablets and extensive improvements in terms of potentiality of mobile
communication networks, have resultant exponential growth in network traffic. This paper tries to
include a survey from 1G to 5G technologies and general 5G architecture.

We assume that in future there would be network with unbounded access to information and
sharing of data which is accessible anytime and everywhere for everyone and everything. To make
it true, new technology components need to be examined for the evolution of existing wireless
based technologies. Present wireless based technologies, like Wi-Fi, LTE technology, HSPA and
3rd Generation Partnership Project will be incorporating new technology components that will be
helping to meet the needs of the future. Nevertheless, there may be certain scenarios that cannot be
adequately addressed along with the evolution of ongoing existing technologies. The instigation of
completely new wireless based technologies will complement the current technologies which are
needed for the long term realization of the future networks.

2 Evolution of wireless technologies

Wireless communications history starts with communicating the letter ‘S’ for 3 km in the form of
three dot Morse code with the help of electromagnetic waves by lItalian inventor G. Marconi. After
this inception, wireless communications have become an important part of present day society.
Since satellite communication, television and radio transmission has advanced to pervasive mobile
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telephone, wireless communications has transformed the style in which society runs. The evolution
of wireless technologies is shown in Fig. 1.
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Figure 1 — Evolution of wireless technologies

It shows the evolving generations of wireless technologies in terms of data rate and mobility.
With evolution of wireless technologies, the data rate, mobility, coverage and spectral efficiency
increases. Technologies of 1G and 2G use circuit switching while 2.5G and 3G uses both circuit and
packet switching and the next generations from 3.5G are using packet switching. Along with these
factors, it also differentiate between licensed spectrum and unlicensed spectrum. All the evolving
generations use the licensed spectrum while the Wi-Fi, Bluetooth and WiMAX are using the unli-
censed spectrum. An overview about the evolving wireless technologies is below.

The 1st generation was announced in initial 1980’s and has a data rate up to 2.4kbps. Major sub-
scribers were Advanced Mobile Phone System, Nordic Mobile Telephone, and Total Access Com-
munication System. It has a lot of disadvantages like below par capacity, reckless handoff, inferior
voice associations, and with no security, since voice calls were stored and played in radio towers
due to which vulnerability of these calls from unwanted eavesdropping by third party increases [4].

The 2nd generation was introduced in late 1990’s. Digital technology is used in 2nd generation
mobile telephones. Global Systems for Mobile communications (GSM) was the first 2nd generation
system used for voice communication and having a data rate up to 64kbps. 2G mobile handset bat-
tery lasts longer because of the radio signals having low power. It also provides services like Short
Message Service and e-mail. Vital eminent technologies were GSM, Code Division Multiple Ac-
cess (CDMA), and 1S-95 [4].

The 2.5G generation generally subscribes a 2nd generation cellular system merged with General
Packet Radio Services (GPRS) and other amenities doesn’t commonly endow in 2G or 1G net-
works. A 2.5G system generally uses 2G system frameworks, but it applies packet switching along
with circuit switching and has a data rate up to 144kbps. The main 2.5G technologies were GPRS,
Enhanced Data Rate for GSM Evolution (EDGE), and CDMA 2000 [4].

The 3G generation was established in late 2000 and imparts transmission rate up to 2Mbps.
Third generation systems merge high speed mobile access to services based on Internet Protocol
(IP). Aside from transmission rate, unconventional improvement was made for maintaining quality
of service. Additional amenities like global roaming and improved voice quality made 3G as a re-
markable generation. The major disadvantage for 3G handsets is that, they require more power than
most 2G models. Along with this 3G network plans are more expensive than 2G [4]. Since 3G in-
volves the introduction and utilization of Wideband CDMA, Universal Mobile Telecommunications
Systems and CDMA 2000 technologies, the evolving technologies like High Speed Up-
link/Downlink Packet Access and Evolution-Data Optimized has made an intermediate wireless
generation between 3G and 4G named as 3.5G with improved data rate of 5-30 Mbps.
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LTE technology and Fixed Worldwide Interoperability for Microwave Access (WiMAX) is the
future of mobile data services. LTE and Fixed WiMAX has the potential to supplement the capacity
of the network and provides a substantial number of users the facility to access a broad range of
high speed services like on demand video, peer to peer file sharing and composite Web services.
Along with this, a supplementary spectrum is accessible which accredit operators manage their net-
work very compliantly and offers better coverage with improved performance for less cost [3-4].

4G is generally referred as the descendant of the 3G and 2G standards. 3rd Generation Partner-
ship Project is presently standardizing LTE Advanced as forthcoming 4G standard along with
WIMAX. A 4G system improves the prevailing communication networks by imparting a complete
and reliable solution based on IP. Features like voice, data and multimedia will be imparted to sub-
scribers on anytime and everywhere basis and at quite higher data rates as related to earlier genera-
tions. Applications that are being made to use a 4G network are Multimedia Messaging Service,
Digital Video Broadcasting, and video chat, High Definition TV content and mobile TV [2-3].

With an exponential increasing users demand, 4G will be replaced with 5G with an advanced ac-
cess technology named Non- and quasi-orthogonal or filter bank multi carrier multiple access and
Beam Division Multiple Access (BDMA). BDMA technique concept is explained by considering
the case of the base station communicating with the mobile stations. In this communication, an or-
thogonal beam is allocated to each mobile station and BDMA technique will divide that antenna
beam according to locations of the mobile stations for giving multiple accesses to the mobile sta-
tions, which correspondingly increase the capacity of the system [5]. Incentives to move towards
5G is based on current drifts, it is commonly assumed that 5G cellular networks must eliminate six
weaknesses of 4G i.e. higher capacity, higher data rate, lower End-to-End latency, massive device
connectivity, reduced cost and consistent quality of experience provisioning. These challenges are
concisely shown in Fig. 2 along with some potential facilitators to address them. An overview of
the challenges, facilitators, and corresponding design fundamentals for 5G is shown in Fig. 2 [8].
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Figure 2 — 5G challenges, potential enablers and design principles
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3 5G cellular network architecture

Before the demonstration 5G technology to end user it is necessary to modernize the existing ba-
sis. Current technologies like OFDMA will work at least for next 50 years, so there is no need to
change wireless setup which had come about from 1G to 4G. In order to please user requirements,
we could only complement existing fundamental network. This will provoke the package providers
to drift for a 5G network as early as 4G is commercially set up [5]. We have to make drastic chang-
es in the strategy of designing the 5G wireless cellular architecture, to meet the users demands and
to overcome challenges that has been put forward in the 5G system. A general researchers’ obser-
vation has shown that most of the wireless users stay inside for 80 % and outside 20 % of time
[6]. In present wireless cellular architecture we have an outside base station in the middle of a cell,
that allows a mobile user to communicate. While users inside, the signals from outside base station
will have to travel through the walls, and this will result in high penetration loss, which correspond-
ingly costs with reduced spectral efficiency, data rate and energy efficiency of wireless communica-
tions. To overcome this challenge there was proposed a new designing technique for scheming the
5G cellular architecture [5]. With this designing technique, the penetration loss through the walls of
the building will be slightly reduced. This idea will be supported with the help of massive MIMO
technology, in which geographically dispersed array of antenna’s are deployed which have tens or
hundreds of antenna units.

To build or construct a large massive MIMO network, firstly the outside base stations will be fit-
ted with large antenna arrays and among them some are dispersed around the hexagonal cell and
linked to the base station through optical fiber cables, aided with massive MIMO technologies. The
mobile users present outside are usually fitted with a certain number of antenna units but with coop-
eration a large virtual antenna array can be constructed, which together with antenna arrays of base
station form virtual massive MIMO links. Secondly, every building will be installed with large an-
tenna arrays from outside, to communicate with outdoor base stations with the help of line of sight
components. The wireless access points inside the building are connected with the large antenna
arrays through cables for communicating with indoor users. This will significantly improves the
energy efficiency, cell average throughput, data rate, and spectral efficiency of the cellular system
but at the expense of increased infrastructure cost. With the introduction of such an architecture, the
inside users will only have to connect or communicate with inside wireless access points while
larger antenna arrays remained installed outside the buildings [5]. For indoor communication, cer-
tain technologies like Wi-Fi, Small cell, ultra wideband, millimeter wave communications, and vis-
ible light communications are useful for small range communications having large data rates [6].
But technologies like millimeter wave and visible light communication are utilizing higher frequen-
cies which are not conventionally used for cellular communications. But it is not an efficient idea to
use these high frequency waves for outside and long distance applications because these waves.
Technical comparison between recent 802.11 standards. will not infiltrate from dense materials effi-
ciently and can easily be dispersed by rain droplets, gases, and flora. Though, millimeter waves and
visible light communications technologies can enhance the transmission data rate for indoor setups
because they have come up with large bandwidth. Along with the introduction of new spectrum,
which is not being conventionally used for wireless communication, there is one more method to
solve the spectrum shortage problem by improving the spectrum utilization of current radio spectra
through cognitive radio (CR) networks [6].

Since the 5G cellular architecture is heterogeneous, so it must include relays, macro-, micro- and
small cells. A mobile small cell concept is an integral part of 5G wireless cellular network and par-
tially comprises of mobile relay and small cell concepts [7]. It is being introduced to put up high
mobility users, which are inside the automobiles and high speed trains. Mobile small cells are posi-
tioned inside the moving automobiles to communicate with the users inside the automobile, while
the massive MIMO unit consisting of large antenna arrays is placed outside the automobile to
communicate with the outside base station. According to user’s opinion, a mobile small cell is real-
ized as a regular base station and its allied users are all observed as a single unit to the base station
which proves the above idea of splitting indoor and outdoor setups. Mobile small cell users [7] have
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a high data rate for data rate services with considerably reduced signaling overhead, as shown in
[5]. As the 5G wireless cellular network architecture consists of only two logical layers: a radio
network and a network cloud. Different types of components performing different functions are
constituting the radio network. The network function virtualization cloud consists of User and Con-
trol plane entities that perform higher layer functionalities related to the User and Control plane,
respectively. Special network functionality as a service (XaaS) will provide service as per need, re-
source pooling is one of the examples. XaaS is the connection between a radio network and a net-
work cloud [8].

The 5G cellular network architecture is explained in [5,8]. It has equal importance in terms of
front end and backhaul network respectively. In this paper, a general 5G cellular network architec-
ture has been proposed as shown in Fig. 3. It describes the interconnectivity among the different
emerging technologies like Massive MIMO network, Cognitive Radio network, mobile and static
small-cell networks. This proposed architecture also explains the role of network function virtual-
ization cloud in the 5G cellular network architecture. The concept of Device-to-Device communi-
cation, small cell access points and Internet of things has also been incorporated in this proposed 5G
cellular network architecture. In general, this proposed 5G cellular network architecture may pro-
vide a good platform for future 5G standardization network.

Figure 3 illustrates a 5G mobile network architecture that utilizes the enablers discussed previ-
ously [8]. The key elements in the architecture are summarized below.

» Two logical network layers, namely a radio network (RN) that provides only a minimum set of
L1/L2 functionalities and a network cloud that provides all higher layer functionalities.

» Dynamic deployment and scaling of functions in the network cloud through SDN and NFV.

* Lean protocol stack achieved through elimination of redundant functionalities and integration
of AS and NAS.

 Separate provisioning of coverage and capacity in the RN by use of C/U-plane split architec-
ture and different frequency bands for coverage and capacity.

» Relaying and nesting (connecting devices with limited resources non-transparently to the net-
work through one or more devices that have more resources) to support multiple devices, group
mobility and nomadic hotspots.

 Connectionless and contention-based access with new waveforms for asynchronous access of
massive number of MTC devices.

« Data-driven network intelligence to optimize network resource usage and planning.
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Figure 3 — A general 5G cellular network architecture
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4 Conclusions

The modern world needs everything recently developed especially in terms of technologies also.
First generation starts in the year of 1980s but now it seems to be older than a century because of its
speed. From there onwards a new step or ladder is leaned as proportional to speed and year. In this
paper, a detailed survey has been done on the generations history of cellular networks, network ar-
chitecture and performance requirements for 5G wireless cellular communication systems that have
been defined in terms of capacity, data rate, spectral efficiency, latency, energy efficiency, and
quality of service. A 5G wireless has been explained in this paper with massive MIMO technology,
network function virtualization cloud and device to device communication. This paper may be giv-
ing a good platform to motivate the researchers for better outcome of different types of problems in
next generation networks.
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AHHoTanus. PaboTa mocBsIeHa pacCMOTPEHNIO OCHOBHBIX 3TAalOB B UCTOPUHU PA3BUTHUS PA3IMUHBIX TMTOKOJIEHUI COTOBOH CBSI3U U
BapHaHTOB OPraHU3AIMH UX apXUTEKTYpPHl. BEIONHEH KpaTKuii 0030p OCHOBHBIX 0COOEHHOCTEH (YHKIMOHHPOBAHHS W IIPUHIIUIIOB
OpraHu3alMy CEeTel COTOBOM CBS3M pa3iaMuYHOro mMokosieHus. IIpoBeneH aHanu3 BO3MOYKHOCTEH M NPHUHLMIIOB MOCTPOEHUS! COBpE-
MEHHBIX COTOBBIX CeTel IIToro nokojeHws. O0GO03HAa4YeHBI IEpCIeKTHBHBIC HANpaBJICHHUS MOJEPHH3AINH CYIIECTBYIOIINX CeTel
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Annomayusn. [Iposeden ananuz npudun Kpusuca nomexoycmouuueozo koouposauus. Obocnosana nepcnex-
MUBHOCMb NPUMEHEHUS NCe8O0CIYYAlIHbIX KOO8 U paspabomana ux mamemamuveckas mooenb. Paccmom-
PEeHbL CPpABHUMENbHbIE BEPOAMHOCHHbIE XAPAKMEPUCNUKY DABHOMEPHBIX U HOPMANbHBIX CAYYAUHBIX KOOOS.
Ilposedena oyenxa ceoticme npocmeumux pasHOMePHbIX NCeB800CAYYAUHBIX KOO08, NONYYEHHLIX MemoooM
JUHEUHOU KOHepYIHMHOU eeHepayuu. [Ipednoscensvl pekomeHdayuu no evlbopy napamempos iuHetuHbIX KOH-
2PYIHMHBIX 2eHePAMOPO8 KOOOBbIX CUMBOIO08.

Knwuegole cnosa: rxoouposanue, nces0oCiyuatinbie KOObl, e6KIUO0E0 NPOCMPAHCMEO KOOd, CMAMUCUY e~
cKue mModenu npoyecca 0eKoOUPOBAaAHUSL.

1 BeBeagenue

B Teopun cucrem mepemaun MHPOPMALWU HW3BECTHA UCTOPHUYECKAs] POJIb METOIOJIOTUH, OCHO-
BAaHHOW Ha HCMOJIb30BAaHUM CIIy4yailHO BbIOMpPAaEMBbIX KOJOB, B J0Ka3aTeNbCTBE (yHIaMEHTAJIbHBIX
TEOpeM JIJIs 3allyMJICHHBIX KaHaioB [ 1,2]. OgHako, 10Ka3aTelbCTBA HA OCHOBE CIy4aiiHOTO BHIOOpa
KO/1a OOBIYHO Ha3bIBAIOTCS HEKOHCTPYKTUBHBIMH, IIOCKOJIBKY JIO CHX IOp HU OJIHA MOIBITKA pa3pa-
OOTKM KOHKPETHBIX KOJOB U METOJIOB UX 00pabOTKM He yBeHuUanach ycrnexoM. OCHOBHas MpUYUHA
9TOTO 3aKJIKYAETCSA B OTCYTCTBUU BBIYMCIUTEIBHO PEATU3YEMBIX METOJOB IIOCTPOEHUS IICEBIOCTY-
YJaifHBIX KOJIOB, a TAKXKE METOJOB UX JIEKOJUPOBAHUS.

B Teopun cucrem nepepaun MHGOpPMALUU HW3BECTHA UCTOPUYECKAs POJIb METOJIOJOTHH, OCHO-
BaHHOH Ha MCIOJB30BAaHUU CIY4YailHO BBHIOMpPAEMBIX KOJOB, B JOKAa3aTEJIbCTBE (PYHIaMEHTAIbHBIX
TeopeM JUIs 3alIyMIIeHHBIX kKaHatoB [1,2]. OnHako, JOKa3aTenbCcTBAa HA OCHOBE CIy4aiiHOro BbIOOpa
KoJla OOBIYHO HA3bIBAIOTCS HEKOHCTPYKTUBHBIMH, TOCKOJIBKY JIO CHX IOP HHU OJIHA MOMNBITKA pa3pa-
OOTKM KOHKPETHBIX KOJOB U METOJIOB MX 00pabOTKU He yBeHuanach ycrnexoM. OCHOBHas MpUYMHA
3TOTO 3aKJIHYAETCsS B OTCYTCTBUU BBIYMCIUTEIBHO PEATU3YEMBIX METOJIOB IIOCTPOEHUS MICEBIOCTY-
YJalfHbIX KOJOB, a TAKXKE METO0B UX JIEKOAUPOBAHUS.

[TocraHoBKM MpoOJIEM U MOCTYIMPOBAHUE BAXKHEHUIIUX IMOJIOKEHUH TEOpur MHGOpMALUU JaIu
TOJIYOK JJIs1 TOMCKA PELIEHUS 3a/1a4 C UCIIOJIb30BAHUEM UCKIIIOUUTENBHO AETEPMUHUPOBAHHBIX (He-
CIIy4allHbIX) CUTHAJIOB U alreOpanyecKux METOJIOB KaHaJbHOTrO KoauposaHus [3]. B aToit o6nactu
JOCTUTHYTBI CEPbE3HBIE PE3YNIbTAThI, UMEIOUINE BaXXHOE TEOPETHUECKOE 3HaueHue. MaremaTuue-
CKUH Mporpecc MpHBeIl K KPU3UCY MPAKTUKU — 00beM (yHIaMEHTaIbHBIX HCCIIeI0BaHUM SBHO TIpe-
BbIIIAeT TpeOyeMble MPUKIIaJHble MOTPEOHOCTH U SBJISIETCS HECOMOCTAaBUMBIM C HEJOCTATOYHBIM,
Ha Halll B3I, IpUpallleHueM Mokas3aTenel yaenbHol 3 pexTuBHOCTH cUcTeM mnepenauu nHdop-
maru (CITH). OCHOBHOM MPUYUHOM 3TOTO SBISETCS MOYTH SKBUBAJCHTHBIM OOMEH MpUpaIleHus
sHepreTHyeckoi 3((HEeKTUBHOCTH HA MPOUTPHIII B YACTOTHON 3((EKTUBHOCTH, XapaKTEPHBIN IS
CHCTEM ¢ KOMOWHATOPHBIM alNredpanyecKuM KOJUPOBAHUEM.

[lepcrieKTUBHBIM HaINpaBJIEHUEM PA3BUTHUS TEOPUU MOCTPOECHMS KOJIOB CIEAYeT CUUTATh HCCIie-
JIOBaHUE METOJ0B ICEBAOCIYyYaiiHOrO KOAMPOBAHUS (MOIYJISIMU), KOTOpble MPUOIMKAIOT CTaTH-
CTHUYECKHE XAPaKTEPUCTUKH KAHAJIBHBIX CUTHAJIBHO-KOJOBBIX KOHCTPYKIUI K XapaKTepUCTUKaM
peanu3anuii IyMOBBIX OCJIEI0BATEIbHOCTEMN.
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2 AHAJIM3 CylIeCTBYIOIIMX Pe3yJIbTATOB

OCHOBHBIM PE3yJIbTATOM, KOTOPBIH Ta€T OOBEKTUBHBIC MPEANOCHIIKU ISl PA3BUTUS TEXHOJIOTHI
CIly4aifHOrO KOJHMpOBaHUs, sBIsieTcs TpakToBKa llleHHOHa (M3NYECKON CYIIHOCTH MPOITYCKHOH
CIOCOOHOCTH HempepbIBHOrO kaHana C mpHu OrpaHUYeHUM CpeIHEel MOIIHOCTH meperaryuka P.
[Tponiecc mpuOIMKEHUST K MPOIYCKHON CIIOCOOHOCTH B ATHUX YCJIOBHSIX OIUCBIBAETCS CIEAYIOIIUM
obpazoMm [1]. «... IlycTe co3maHbl M=2 BBIOOpPOK OejIoro mryma, Kaxkjaas JUIMuTelbHOCTH 1. Mm
MPUITKUCHIBAIOTCS JBoM4HbIe yrciaa oT 0 mo (M-1). B mepeaaryuke mociiejoBaTeIbHOCTH COOOIIIE-
HUI pa30MBAOTCS HA TPYIIBI 0 K ABOMYHBIX 3HAKOB M ISl K&XKIOW TPYIIbI B KAYECTBE CUTHAJA
nepeaaeTcsi COOTBETCTBYIOIIas BbiOOpKa myma. [IpuemMuuky 3t M BBIOOPOK M3BECTHBI, U MPHUHS-
ThI HMCKa)KEHHBIA IIyMOM CHUTHAaJ CpaBHUBAaeTCs C Kaxaod M3 HuX. Beibopka, koTopas umeer
HaMMEHBIIIEEe CPEAHEKBAIPATUYHOE PACCTOSIHUE OT MPHUHATOTO 3alIyMJICHHOTO CUTHAA, IPUHIUMA-
€TCsl 3a MepelaHHblil CUTHAJI, 10 KOTOPOMY BOCCTaHABIIMBAETCA COOTBETCTBYIOIIEE ABOUYHOE UHC-
710. DTOT MpUEM 3KBUBAJICHTECH BBIOOPY HambOJee BEPOSATHOTO (AalOCTEPHOPH) CUTHaAIa. Yucio uc-
MOJIb3yeMBIX BBIOOPOK 1ryMa M OyneT 3aBUCETh OT JOMYCTUMON YacTOTHI OIIKUOOK p, HO 7Sl IOYTH
BceX HaOOPOB BHIOOPOK UMEEM

lim lim

p—0T—o0

logM(p,T) P+N
T

=Flog , (@))

(F,Z[e F — [IoJIoCa 4aCTOT KaHajia, N — CIICKTpaJibHasd IMJIIOTHOCTb MOIIHOCTU aJAWUTUBHOI'O H_IYMa)

Takum 06pa3oM, HE3ABUCHMO OT TOTO, HACKOJIBKO MAJIbIM BBIOPAHO P, MOXKHO, BHIOMpas | nocra-

P+N
TOYHO OOJIBIINM, IPUOIU3UTHCS CKOJIb YTOJHO OMU3KO0 K mepenade TF log

JIBOUYHLIX €IU-

HHUIl 32 BpeMsi | ...». DaKkTMYeCKM, JaHHOE ONMCAHHE COOTBETCTBYET MPOLECCY AEKOIMPOBAHHMS
CJIy4aiiHO BBIOPAHHOTO KOJa IO MPaBWIIy MaKCUMAJILHOTO MPaBaonoaoous [3], a mpomyckHas cro-
COOHOCTb — 3TO MPEIENIBHO JOCTH)KUMAsi CKOPOCTh Nepetadyn MHGOpPMAaLUH MPpH TOMOIIH UCTIONb-
30BaHus Jiyduiero koga. CienoBaTesbHO, JTYYIIUM SIBISIETCA KOJ, MOJYYEHHBIM KaKk MaTeMaTH4e-
CKO€ OKMJIaHUE 10 aHCAMOJTIO CITy4aifHO BRIOMPAEMBIX KOJIOB.

B paGotax [4] u [5] pa3paboTaHbl 3JI€MEHTHl TEOPUH, CIIOCOOHOM MpHIaTh UAESIM CIy4ailHOTO
KOJMPOBaHUS ONPEENICHHbIM KOHCTPYKTUBHU3M 3a CUET IPUMEHEHHUS dBPUCTHUECKUX METOJIOB KOp-
PEKIIMH CBOMCTB KOJIOBBIX KHHI CIIydalHbIX KOJI0B. OJIHAKO, 3TOT0 HEAOCTATOUHO JUIsl pa3paboTKH
pOOaCTHBIX AJITOPUTMOB KOJMPOBAHUS MU, OCOOCHHO, JEKOJWPOBAHMS TaKMX KoM0B. Ilockombky
BBIUUCIIUTENIFHO PeaTU3yeMbIMU aITOPUTMAaMHU JACKOJUPOBAHUS (CO CIONCHOCHMBIO He 8biude NOaU-
HOMUATbHOU Om OlUMbl 0JI0KA) MOTYT OBITH TOJIBKO QJITOPUTMBI IEKOIUPOBAHUS KOJIOB, TIOCTPOEH-
HBIX C UCIIOJIB30BAaHUEM JIETEPMUHUPOBAHHBIX METOJOB I'€HEPALIUN KOJOBBIX CIIOB, p€Yb MOKET UJI-
T UCKJIIOUUTEIBHO O «IICEBAOCTy4YallHOM» KOIUMpOBaHUU. [IpH ompenesneHHbIX YCIOBUSAX TaKHe
KOJbI MOTYT MPHUOJMKAThCSl IO CBOMM BEPOSATHOCTHBIM XapaKTEPUCTUKaM JEKOIUPOBAHUS K CIY-
YJaifHBIM KOJaM, JIOMyCKasl MPU 3TOM BO3MOXKHOCTb pa3pabOTKU anreOpanyecKux ajropuTMOB Je-
KOJUPOBAHUSI.

OCHOBHBIMU TNPUYMHAMHM, CACPKUBAIOIIMMH MPAKTUUYECKYIO DPEaTU3alli0 ICeBIOCTyYailHbIX
koz0B (IICK), sBisitoTCs: BO-TIEPBBIX, OTCYTCTBHE (HOPMAIM30BAHHOIO MAaTEMAaTHUECKOTO armapara
MOJIy4YEHHUsI KOJOB C XOPOIIMMHU KOPPEKTHPYIOIIMMH CBOICTBaMH, a, BO-BTOPBIX, — OTCYTCTBHE
MPAaKTUYECKUX CIIOCO0OB He mepebopHoro nekoaupoBanus. B padore [6] o0ocHOBaHa MepCreKTHB-
HOCTb MPOCTEHIIEro aaredpanyeckoro MeToja reHepaluyd paBHOMEPHBIX KOJOB, OCHOBAaHHOI'O Ha
METO/I€ TMHEWHOM KOHTPYIHTHOM reHepaliy, 0JHaKO He MOJIyuYeHbl peKOMEHIalluH 110 BbIOOpY ma-
pameTpoB reHeparopoB. Kpome Toro, paccMoTpeHHBI B pabote [6] MeToa JeKOAMpPOBaHUS HA OC-
HOBE PELICHMsI 3a1a4Uyl 1IEJIOYUCIEHHOIO JMHEHHOIO IPOrpaMMUPOBAHHUS 110 METOAY OTCEKAIOIINX
wiockocteil 'omopu, okazancs HECTOMKHUM K 3allUKJIMBAHUIO, YTO SIBUJIOCH MPUYMHON OTCYTCTBUS
BO3MOXXHOCTH TapaHTHUPOBAHHOI'O IOJYYEHHs pELICHMs. YKa3aHHbIE NPUYMHBI HE IO3BOJIIOT
MPUMEHSITh METOJ JUIS IPAKTUUECKH TpeOyeMbIX 3HAaUeHUN JJIMH OJIOKOB KOJIOBBIX CIIOB.
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Ilesibl0 CTATBU SBISETCS pa3paboTKa MaTEeMaTHUYECKOW MOJENH CIy4alHBIX U ICEeBAOCTyYai-
HBIX KOJIOB ISl IIPOBE/ICHUS aHAIN3a U 00OCHOBaHUS TPeOOBAaHMN K METOAY MOJIy4eHHs KOJOBBIX
KHWTI, a TaKX€ K YUCIIOBBIM I1apaMeTpaM JMHEWMHON KOHIPYSHTHOM reHepauuu. A Tak ke paspa-
00TKa CTaTUCTHUYECKUX MOJEJIEH JUIsl OLEHKU BEPOSATHOCTHBIX CBOMCTB CIIy4aillHBIX M IICEBIOCITY-
YalHBIX KOJOB.

3 MaremaTu4yeckasi MOJeJIb M MPOCTPAHCTBEHHASI CTPYKTYPa CIy4YaliHBIX KO/I0B

[Iponiennypa mosy4eHHus KOJIOBOW KHHUTH MPOHM3BOJIBHOTO CIY4allHOTO KOJa MOXET OBITh Mpe.-
CTaBjIeHa ciemyromuM oopazom. I1ycTh KOTUPOBAHUIO MOUICKHUT MOCIEIOBATEIBHOCTD IBOMYHBIX
CHMBOJIOB, pa3ouTas Ha Oyioku JunHON K OuT. KaxkoMy 13 GJIOKOB MOXKET OBITh COIOCTABIICHO Ie-
J0€ 4yncio, 0003HavaroIee yCIOBHBIN JIEKCUKOrpaduyeckuii HoMep KOMOMHAIMN JIBOUYHBIX CHM-
BOJIOB. TakuM 00pa3oM, Bce BO3MOXKHBIC COOOIICHHUSI HCTOYHUKA OKa3bIBAIOTCS POHYMEPOBaHHbI-
MH 9rcIaMu | w3 auanasona ot 0 g0 M=2% Kojosas krura ciyuaiinoro xoxa Kb dopmupyercs,
Kak HabOp BEKTOPOB:

Kb ={kbi}, ie[0,(M-1)];

TR )y oy [
Kbi =3Xg X1 4oy Xpg ¢
%,—/

" (2)
rae: — N — JyMHa 0710Ka Koja; — XL , {i IS [O,(M —1)]; ke [0,(n —1)]} — HE3aBUCHMBIE, OJJMHAKOBO

pacmpe/ielieHHbIC CITyJaiiHbIe BEIMYMHBI ¢ (DYHKIMEH IJIOTHOCTH PACIPEICICHHS BEPOSTHOCTEH
f(X) u HyneBbIM cpegauM My=0.

Oo6o3naunm R=K\n — ckopocTh Koma (mooscem b6vime Kax 6oabule, MaxK u MeHbule eOUHUYDL).
Jlucnepcus o pacnpesenenus f(X) mpu koaupoBaHuu HH(OPMATHBHBIX MAPAMETPOB CUTHAIIOB B
KaHaJe OIpeieseTCs] BhIpaKeHUEM:

2
Oy —oc-R-P’ 3)

rae: P — 6ro/pkeT MOIIHOCTH, BBIJIEICHHBIM Ha Iepenady OJHOro OuTa COOOIIEHMs] MCTOYHUKA;
o — k03¢ (HUIIMEHT, 3aBUCSIIUI OT BUJIa MOAYJIALIMU B KaHAJE.

Bri6op pacnpenenenus f(X) ompemenser THII yKIaIKH TOYSK KOJOBBIX CIIOB CIIy4allHOTO KO/ia B
N - MEPHOM EBKJIMZOBOM rnpoctpancTBe. Eciu dynkims f(X) HenmpepblBHA B HEKOTOPOM JHaria3oHe
X, TO yKiaaka oobemHas; ecau f(X) oTaMyHa OT HYINS TOJIBKO HA HEKOTOPOM KOHEYHOM MHOXKECTBE
3HAYeHUH X, TO YKJIaJaKa MOBEPXHOCTHAsA. I[lOCKOJIBKY TOBEPXHOCTHOE PACIIONIOKEHHE TOYEK B
MHOI'OMEPHOM TNPOCTPAHCTBE SIBJISAETCS YACTHBIM (BBIPOKIACHHBIM) ClIydaeM 00bEMHON YKJIaJIKU, TO
IUISL TIONMYYEeHUs JYYIIUX XapaKTEPUCTHK KOJOBBIX KHHI CIIEIYET HWCIOIb30BaTh HEMPEPHIBHBIC
¢bynkuuu pacnpenenenust f(x).

Kito4eBbIM BOIIPOCOM TMOCTPOEHHS CIYYailHOTO KOJa SIBJISIETCS BBIOOP TEOMETPHUU MOJIpO-
CTpaHCTBa KoJia B N - MEPHOM IPOCTPAHCTBE. DTa reOMETPUs MOJHOCTHIO ONpEAeNseTcs BUIOM
HenpepbiBHOTO pacnpenenenus f(x). meer cMbici, 0e3 Kakoro-aubo CHUKEHHS OOLIHOCTH, pac-
CMOTPETh BCETO JIMIIb JBa BapUaHTa: HOPMAILHOE (2aycco60) U PABHOMEPHOE B 3aJlaHHOM JlMara-

i
30HE paclpeelieHus] CAMBOJIOB KOJIOBBIX CJIOB X .
HopmajabHblii_ciayuaiinelii_koa. O003HauMM KOJOBYIO KHUTY (HaObop m3 M BEKTOpOB) HOp-

ManbHOro kona, kak Kbn = {kbni} . CuMBOIBI KOIOBBIX CJ10B BekTopoB KON, HesaBucumbr u pac-

MMPCACIICHDBI 110 3aKOHY:

1
_ 2\ 2
f, (x) _(chx ) exp > 1. (4)
20
HOCKOHBKy Ipu NOCTPOCHUUN MOACINU IAJId CTATUCTUYCCKHUX HUCIBITAHUN U HUCIOJIL30BAaHUU po-

IPaMMHBIX JTaTYMKOB CIIy4alHBIX YHCEN CPEIHSS M0 pealn3aluyd aHcaMOIsl KOJOBBIX CIIOB MOII-

X
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HOCTh (IMCTIepCHsI) CUMBOJIOB MOKET OKa3aThCsl OTIMYHOU OT TpeOyeMOoro 3Ha4YeHHs, orperesse-
MOTO BBIp@KEHHEM (3), UMEET CMBICI MPOBEICHUE HOPMUPOBKU KOJIOBOM KHUTH:
Kol | 2
M-1 n
S P
Kbn = Kbn-

m=0 n

()

Brimonnenue (5) rapanTupyeT GUKCUPOBAHHYIO CPEAHIO MOITHOCTH (3), MPUXOIANIYIOCS Ha
OJIMH CUMBOJI KaXI0T0 U3 M paBHOBEPOSTHBIX KOJOBBIX CIIOB HOPMAJILHOTO CIIy9allHO BHIOpaHHO-
ro koja. Mcrone3oBanue rayccoBa pacrpeneneHus (4) npu N — oo obdecnedynBaeT HOPMUPOBAHHE
KoZa 00beMHO-c(hepruIecKol YKIIAJKU: KOJIOBBIC TOYKH ACHMIITOTHUYECKH PACIONarairTcs BHYTPU

ruriepcdepsl ¢ IEHTPOM B Hadyalle KOOPAMHAT M PaaHycoM [ =4/ nof .

Ha puc. 1 npuBeneH Buj ceueHus: NOANPOCTPAHCTBA HOPMAJIbHOTO CIIy4allHOTO KOoJa ¢ KOJOBOM
KHUTOH, ornpenenseMoii (4), (5) npou3BoIbHON INIOCKOCTBIO, IPOXOAALIEH uepe3 LeHTp runepcde-
pel. [Ipy 5TOM NpUHATHI 3HAYEHHUS

P=a=R=1n=12 (6)

'
(=]
T

Puc. 1 — IlmockocTHOE ceueHMe oANMpOCTPAHCTBA HOPMAJIBHOT'O cnyqaﬁHoro Koaa

BBuay ocoGeHHOCTEH reoMeTpuu MOANPOCTPAHCTBA KOJOBOMH KHUI'M HOPMAaJbHBIN CiydaiHBIN
KOJ1 MOKHO Ha3bIBATh cunepcghepuyeckum KoOoM.

PagnomepHblii cayyaiinblii koa. Vcnonszyem o6o3znagenne Kbu = { kbui} JJIsL KOJOBOM KHU-

' Koga ¢ paBHOMCPHBIM paCIIPpEACIICHUEM CUMBOJIOB CJIOB. CDYHKI_[I/IH IJIOTHOCTU PACTIPCACIICHUA
BGPOHTHOCTGI\/'I CHUMBOJIOB KOJOBBIX CJIOB UMECT BU/:

1
> Tpu |x|£\f3o'xz;

f, (x)=124/30, (7)
0 B OCTAIBHBIX CIyYasX.
VYcnoBue HOPMUPOBKH CITyY9aifHO BEIOPAHHOTO KOJIA:
Rp - [Kbiim | 2
_ . m
Kbu = Kbu -4 <
m=0 n
(8)

ToukH KOZOBBIX CIIOB PaBHOMCPHOI'O cnyqaﬁHoro KOJia pacmojararoTcss BHyTpd N -MEPHOI'O I'-

nepky6a ¢ pasmepom pebpa, paBHbIM I =2,/3c> . CeueHue MOANPOCTPAHCTBA KOJA MPOU3BOJIBHOI
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IUIOCKOCTBIO, TIPOXOJIAIIEH Yepe3 napy KOOPAMHATHBIX oceil N MEepHOro MmpocTpaHCTBa MPH PUKCH-
POBaHHBIX YCJIOBHSIX (6) MOKa3aHO Ha puUC. 2.

2

-2 -1 0 1 2

Puc. 2 — [InockocTHOE cedeHue MOANPOCTPAHCTBA PABHOMEPHOTO CIy4aifHOro Koja

PacrionoxkeHrne TOYEK KOJOBBIX CJIIOB PaBHOMEPHOI'O CIIyYalHOrO KOJa JesaeT BO3MOXKHBIM
MIPUMEHEHHUE I HErO Ha3BaHUS 2UnepKyOuuecKutl Koo.

4 CraTucTHuyecKasi MOJeJb ISl HCCJIeIOBAHUS BEPOSITHOCTHBIX CBOWCTB
CJIy4YailHbIX KOJA0B

OOBEKTUBHON XapaKTEPUCTUKON MOMEXOYCTOMYMBOCTH CIIy4alHBIX KOJIOB SBJIETCS BEJIMYMHA
BEPOSATHOCTH OIIMOKH MPH JEKOIMPOBAHUU, IPUBEACHHAS K OJOKY KOJa MpH 3alaHHOM OTHOLLICHUU
curHay/mym. Buny oOBEKTUBHONH HEBO3MOXKHOCTH AHAIMTUYECKON OIICHKH BEPOSTHOCTHBIX Xa-
PaKTEpUCTUK CIy4allHO BBHIOMPAEMBIX KOJOB, €AMHCTBEHHBIM CIIOCOOOM OIpeJesIeH s MpearoyTe-
HUSI MEXy TUIIEpCHEPUIECKUM U TUIEPKYOUYECKIM KO/JIaMU SIBIISIETCS X CTATUCTHYECKOE MCCIIe-
noanue. CTpyKTypa CTaTUCTHYECKON MOJENIN UIsl UCCIENOBAaHUS BEPOATHOCTHBIX CBOMCTB CIly-
YaliHBIX KOJIOB B TAyCCOBOM KaHaJle TIPUBECHA Ha pHC. 3.

Kb

Random(Num) kb
{ uniform }
<_~
. Inc{C err}
d = ‘kb —kbi‘
V4

Random(Noise) . _
{ Gaussian } min{d} = d, @

Puc. 3 — CtpykTypa 0JHOTO IIUKJIa CTATUCTUYECKON MOJIETH

Ha KaX0M 1IMKJIE MCTIBITAHUM MOJIENH MPOU3BOIUTCS PABHOMEPHO CIyYaiiHbINH BBHIOOP HOMEpa
Num ommnoro u3 M komoeeix cnos kbng,. wm kbu,, , Bexrop xoroporo ckmaneiBaercs ¢
BEKTOpOM rayccoBoii momexu, Random{Noise}oGnajaromeil MOIHOCTEIO, BEIMHCISEMOH IIPH
3aJ]aHHOM OTHOIIEHMM CHTHAI/IIyM h. 3aTeM, METOIOM MOCIENOBATENLHOIO Mepedopa BHIYUCIIS-
I0TCS DJIEMEHTHI MACCHBA B3aMMHBIX paccrostHuii d., ie [O,(I\/I —1)] MEXy MCKOKEHHBIM KOJIO-

BbIM CJIOBOM U BCEMU CJIOBAMU KOHOBOf/i KHUTH. 32 UCTUHHBII HOMCEPp MPUHUMACTCA HOMEP KOAOBO-
T'O CJI0Ba, OJMKANIIEro K aHATM3UPYEMOMY U COOTBETCTBYIOIIETO MUHUMAIILHOMY PacCTOSIHUIO Cy.
B ciygae, ecniu HaiiieHHBIN HOMEp OFDKAMIIIEro CIOBAa HE COBMAAAeT ¢ BeauyrnHoi NUm, mpou3Bo-
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JIUTCSI MHKPEMEHTalus cueTunka omubok Cerr. Peanmusyemblil anrOpuT™M COOTBETCTBYET JIEKOIH-
POBaHUIO MO MPABHIIy MaKCHUMAIBHOTO MPaBAonoao0us. KoarmuecTBo MUKIOB UCIBITAHUNA MTOA0U-
paetcs, ucxols U3 TpeOyeMOll TOYHOCTH OIICHKHM W BEIMYMHBI 337aBacMOTO OTHOIICHUS CUT-
Hay/mym. [locie mpoBeaenust cepuu u3 K ucnbiTanuii BEpOSATHOCTh OMIMOKH BBIYUCIISETCS OTHO-
menrem p = Cerr/K.

Ha puc. 4 npeacraBieHbl pe3ynbTaThl CTATUCTUYECKOTO MOJICIIMPOBAHUS THIIEPCHEPUICCKOTO U
TUIMEPKYOMUECKOT0 KOJIOB B PABHBIX YHEPIEeTHUSCKUX YCIOBHSX MPHU TPEX PA3THUYHBIX OTHOIICHHSIX
curHan/mym h=2,3,4. BeposTHOCTH IEKOIUPOBAHMS C OIIMOKOW P MpeACTaBICHbI, Kak ()yHKIIMH
JUTMHBI OJIOKa CITy4ailHBIX KOJIOB N Tpu (PUKCHUPOBAHHON CKOPOCTH KogupoBaHus R=1.

p P oos

0.06

0.04

0.02

P

0.1

0.08

Puc. 4 — Pe3ynbTaThl CTATUCTUYECKUX
WCCIIEIOBAHUI CITy4alHBbIX KOJIOB, IJIE:
HSs - cunepcghepuueckuii koo,

Hc — cunepxybuueckuii koo.

0.06

0.04

0.02

Ananuz pPe3yJIbTaTOB CTATUCTUUCCKHUX HCIIBITAHUN ITI03BOJISIET cAcIaTh 3aKJIKYCHHUE O HECO-
MHCHHOM IPECUMYUICCTBC FI/Il'IepKy6I/I‘-ICCKI/IX CJIy‘IafIHI)IX KOAOB, MOJYy4YacMbIX IIPpU PaBHOMCPHOM
pacnpeaciicCHuu CMMBOJIOB KOJIa B IIPEACIIAX 3aJaHHOI'0 YU CIIOBOI'0 JMalla3oHa (7)

5 MaremaTruuyeckasi MoJeJIb M POCTPAHCTBEHHAS CTPYKTYPA MCeBI0CTYYANHBIX KOJ0B
JINHEHHON KOHIPYIHTHOM reHepanuu

[TockonbKy paBHOMEpPHOE paclpesieiieHHe CUMBOJIOB O0ECIEUMBAET JYYIIHE XapaKTEePUCTHKH
CIIy4allHbIX KOJIOB, TO JJISl TIOJy4EHUs MCEBAOCTYYalHBIX KOJIOBBIX KHUT II€JIECOO00Pa3HO HCIOJb-
30BaTh JCTEPMUHUPOBAHHBIC AITOPUTMBI, 0OecrieurBaroIre anmpokcumaruio (7), (8).

Haubonee npocThM U pacnipocTpaHEHHBIM aJITOPUTMOM T'€HEpAllMi PaBHOMEPHO paclpeesieH-
HBIX TIceBrocHy4aiHbIX nocnenoBatenbHocTei (IICII) siBnsieTcs ucnonb3oBaHME JTUHEHHOTO KOH-
rpyautHoro reneparopa (JIKI') [6]. IIpu dopMupoBaHnn KaHaIbHOTO KOJia MOJydyaeMble YHUCIIA,
PaBHOMEPHO paclpe/ieIeHHbIE B 3aJJaHHOM JIMana3oHe, OTOXKIECTBISIOTCS C HEKOTOPBIMH 3HAUEHU-
SIMU OJTHOTO U3 MH(OPMATHUBHBIX NapaMeTPOB CUTHaja (aMIUIMTYA0H, yacToToi nimu dasoit). [loxa-
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XOJSAIIAMH TIEPEHOCYUKAMHE ISl TIOCTPOCHHSI YUCIOBBIX KOJOB SIBISIOTCS aMIUIUTYAHO-(a30BBIC,
YacTOTHBIE, aMIUIUTYIHO-YAaCTOTHBIE M BPEMSHMMITYJIbCHBIE METOJbl MOAYJISIMH, OMYCKalollne
MHOTOYPOBHEBYIO MKy TPAJAalMK OJHOTO MM HECKOJIBKUX HH(POPMATHBHBIX apaMeTpoB. [Ipen-
CTaByieHHEe (PU3NYECKON MOJENN CIy4allHBIX KOJIOB B KaHAJe He SBJSETCS MPeIMeTOM JaHHOM cTa-
TbH, IOATOMY B JAJIIbHEHIIIEM pacCMaTpUBATHCS HE OY/IET.

B cootBeTcTBUUM €O CBOMCTBAMM JTMHEUHBIX KOHTPYIHTHBIX MOCIEI0BATEIBHOCTEH [6] 3J1eMEHTHI

BEKTOPOB KOJIOBEIX c10B Kb, = { Xos Xg s -X:,_l} MMEIOT CICAYIOIIHNE 3HAYCHHUS:

- X, =ie [0---(M —1)], — 4uCIo, ONpeeNsiolee IOPAIKOBLIl HOMepi 610Ka JBOUYHBIX
CHMBOJIOB MCTOUHHUKA U SBIIsTIOIIEecs mopoxaatrommm ynciom [1CII;

«— X, =mod [axL_1+b, m] , kel.n1 9)
yucna [1CII, nopoxxnaembie X(i) 1o pexyppeHtHomy ainroputmy JIKI';

*— a,b,m — uenpie momoXxuTENBEHBIE KOHCTAHTHI, YAOBIETBOPSIONIAE YCIOBHSIM: M >M, b u
M - B3aUMHO TPOCThIC YKCia, BennunHa (a-1) kpaTHa 11000My IPOCTOMY YHCITY, KOTOPOE MEHBIIIE
M U ABJISETCS €T0 JEIUTENEM;

*— (a-1) kpaTHO YeThIpEeM, €CJId M KPATHO YETHIPEM.

OueBHTHO, YTO TPU BBHITIOJIHEHUHU JaHHBIX YCIOBHI MPOU3BOJIBHOE K-TOE YHCIIO I-TOr0 KOJIOBOTO
i
BEKTOpPA CBS3aHO ¢ moposaaronmM unciom IICIT X, 3aBHCHMOCTBIO:

ak -1

bm|, kel...n-1
a-1

x| =mod| akx' +

(10)

Taxum obpaszom, g nomyyeHus odoro koposoro ciosa [ICK JIKIT goctaTouHo 3anaHue HO-
Mmepa | u ocymiectBieHus (N-1) peKyppeHTHBIX BbIYHCIeHHUH o npasuiy (9) wiu (10). Dto, B OT-
JMYUE OT CIyYalHBIX KOJOB, M30aBJIsIET OT HEOOXOAMMOCTH XpAaHEHHUs B MaMSTH IepelaTInka H
IIPUEMHUKA MOJHBIX KOMOBBIX KHUT. Kaxkaas urepauus (9), (10) cogep>KUT TOJIBKO OHY HEJIUHEH-
HYI0 MaTE€MaTHYECKyI0 OIEpall0 BBIYUCIECHUS MO MOAYI0 M. 3OTO MOTEHIHAIbHO oOO0Jeryaer
HaXO0XXJICHHE MPOCTOr0 MaTeMaTHYeCKOro alropuTMa He MepebOpHOro JEeKOAMPOBAHUS, MIPU 3TOM
MpoLecC JEKOJAUPOBAHMS, IO CYTH, MOXKET ObITh OXapakTepu3oBaH, Kak ¢axmopusayus [1CII.
JleTepMUHUPOBAHHOCTH AJIFOPUTMA TeHEpaIK NICEBAOCITYYaiiHbIX KOJOBBIX CIIOB SIBJIIETCS PUYU-
HOM perynspHoil mpocTpaHcTBeHHON cTpykTypbl kKonoBbix KHUT [ICK JIKI. Oto siBnsiercs ecre-
CTBEHHBIM, TIOCKOJIbKY ITOJIy4a€MBbIil KOJI OTHOCUTCS K KJIACCy JIMHENHBIX.

st mpumepa, Ha puc. 5 npencrapienbl ceuenus npoctpancta [ICK JIKIT neBsiThio meprneHu-
KyJsipHBIME TTockocTsivu ipu k=10, n=10, R=1, a=5, b=19, m=2%,

I'eometpus kogosoit kauru IICK JIKI' nemoHCTpHpyeT HEpaBHOMEPHOCTh pacIlpe/iesieHUs B3a-
MMHBIX PacCTOSIHUM KOJOBBIX TOUYEK B Pa3JIMYHBIX IUNIOCKOCTAX. HecMOTpsl Ha 3TO KOPPEKTHO OTHE-
ctu TICK JIKT k knaccy runepkyOndeckux KojoB. [[ist BoIpaBHUBaHUS SHEPI€TUUYECKUX YCIOBUH C
YCIOBUSMH, B KOTOPBIX paccMaTpUBAINCh ciaydaifHble koAbl HS u HC, mocie nepBuyHOro Gpopmu-

posanus 1o npasuiaM (9), (10), kogosas kuura IICK JIKI KbL = {ﬁ} , TIEpe]I TIOJYUICHUEM Ce-
YeHUH, MOKa3aHHBIX HA PUC. 5, TIOBEPTHYTA IEHTPUPOBAHUIO U HOPMHUPOBKE:
1
M—-1)(M?-1)2
2 12

6 Crarucruueckoe ucciaegosanue IICK JIKT

[IpencraBiser MHTEpEC CpaBHEHHE BEPOSITHOCTHBIX CBOMCTB mceBaociydaiiHoro koga JIKI ¢
MOJIYyYUEHHBIMH paHee CBOWCTBAMU PABHOMEPHO CIy4YalHBIX runepkyomdeckux kogo Hc. [lns
CTaTUCTHYECKON OIIEHKH BEPOSTHOCTH JEKOAUPOBAHUS C OIIMOKON MCIIOIb30BAIOCH MPABUIIO MaK-
CHMaJIbHOTO TPaBAONOIO0MS U AITOPUTM, TIOKa3aHHBIA Ha pHC. 3.
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Puc. 5 — Ceuenus npoctpanctsa [ICK nuHeliHOM KOHTPYIHTHOI reHepanuu

OTtcyTCcTBUE CBOICTBA PABHOMEPHO CIYYAaWHOTO PACTPEEICHUSI YHCIOBBIX CUMBOJIOB KOJOBBIX
cioB IICK JIKT, xotopoe siBisieTcs clelICTBUEM HCIOJIB30BaHUSA JETEPMUHUPOBAHHOTO CIOCO0a
TeHEPAIH dTUX CUMBOJIOB, TIPOSBIISIETCS B CKAYKOOOPa3HOM M3MEHEHUU OCTAaTOYHON BEPOSTHOCTH
JEKOUPOBAHMSI C OTMOKOW P TNpU M3MEHEHUH JUIMHBI OJI0Ka Koja N. Pe3ynbTaThl BHIYUCIUTENb-
HOTO JKCIIEpUMEHTa 10 uccienoBannio BeposaTHOCTHBIX cBovcTB [ICK JIKT mnmsa Tpex 3HaueHwmit
OTHOIICHHUS CUTHAJI/IIIYM B TayCCOBOM KaHajle MpeAcTaBlIeHbl Ha puc. 6.

5 6 7 8 9 10 11 12 13 14 15 16 17 18 19 20

Puc. 6 — Pesynbrarte cratuctudeckux uccnenoBanuii [ICK JIKT

75



ISSN 2519-2310 CS&CS, Issue 3(3) 2016

AHanu3 MOJyYeHHbIX Ha pHC. 6 3aBUCUMOCTEH MO3BOJSET BBISIBUTH HECKOJIBKO OCOOEHHOCTEH
MICEBJOCTYYailHBIX KOJOB MO CPaBHEHUIO CO CIy4allHBIMU KOJaMH, XapaKTEpUCTUKU KOTOPBIX MO-
Ka3aHbl BbIIE HA puc. 4. JJaHHBIE 0COOCHHOCTH MOYKHO OIUCATh CIIEIYIOIUM 00pa3oM:

— (pyrkuuu p(n) He SIBASIOTCS MOHOTOHHBIMH;

— MPU COXPAHEHUHU TOPSAIKA BEJIWYMHBI 0 Ha YPOBHE, COOTBETCTBYIOILEM THIEPKYOUUYECKHM
cllydailHbIM KogaMm HC, HaOironaeTcss HEKOTOpOe 3aMeVIeHHE CHUKEHHS CpellHEeH BEepOsITHOCTH
OKMOKH ¢ POCTOM JUIMHBI OJIoKa N. DTO O3HAYAET, UTO JJIs JOCTHKEHUS TPeOyeMOii BETUYUHBI Be-
POSITHOCTH OIIMOKHM TPH 33JJaHHOM OTHOIICHMH CUTHAI/mIyM Tipu ucnonb3oBanuu [ICK JIKT B
yCIIOBUAX (PUKCHPOBAHHOW CKOpocTH R HE0OX0IuMO MCTIOIB30BaTh KOBI ¢ OOJbIIEH JUIMHOH OJ10-
Ka N, 4eM Mpu UCTIOIb30BaHUU KO10B HC.

Kpome Toro, craructuueckoe uccnenoanue [ICK JIKT mo3Bonmmino chopmynupoBaTh 1aBa J0-
MOJIHUTENBHBIX TPEeOOBaHUS K BBHIOOPY MapaMeTpOB KOHIPYIHTHOM TreHepanuu. Bo-nepBbix,
Haujy4liee (B CPeAHECTATUCTUICCKOM CMBICIIC) 3HAUCHHEM a/I/TATUBHON KOHCTaHThI D pexyppeHT-
HOTro anropurma (9) sBisercs cieayroluee NpaBuio:

b =2"14p, (12)
rae 3=1,3,5... — HEUeTHOE.
Bo BTOpBIX, HEAOMYCTHMbIC 3HAYCHUS MYJIbTHILIMKATUBHON KOHCTAHTHI @ B yciaoBuH (9) ommu-
CBIBAKOTCS Bpra)KCHI/IeMI

a=2%1, mpu Q>3. (13)

[Tonyuennsie BoipaxkeHus (12) u (13) gomnonHsOT HAOOP MpaBUII MO BEIOOPY MapaMeTPOB CTaH-
JApTHOW KOHTPYIHTHOH T'eHEPAIMH B MPHIIOKECHUSX TIOCTPOSHUS TICEBJIOCTYIaliHBIX KOJIOB.

7 BuIBOIBI

OCHOBHBIM PE3yNbTATOM JAHHOW pPabOTHI SIBISIETCS CUHTE3 YHUBEPCAJIbHBIX MaTeMaTHYEeCKHX
MOJIETICH CITydalHBIX KOJOB THNEPCHEpPUUEeCKON M TUMIEPKYOMYECKOW YKJIAJKH, a TaKXKe MOJCIH
IICEBJIOCITYYalHOTO KOJa JIMHEMHOW KOHTPYIHTHOM T€HEepallH.

Pe3ynbTaThl CTaTUCTHUECKOTO MCCIIENOBAHUS MOJYYEHHBIX MOJENIEH MO3BOJWINA OLECHUTh BEPO-
SITHOCTHBIE CBOMCTBA KOJIOB U CHENATh OJHO3HAYHOE 3aKJIFOYEHUE O INPEANOYTUTEIBHOCTH KOJIOB
TUNIEPKYOUUECKOU YKIIAIKHU.

Hcnonbs3oBaHne neTepMUHUPOBAHHOTO MeToAa reHepauuu koaoBbix cinoB [ICK Ha ocHoBe me-
toga JIKI' mo3BOJISIET MOMYYUTH THUIIEPKYOMYECKHUE KOMBI, MPAKTHYECKU COBIIAJIAIOIINE MO CBOUM
CBOWCTBAM CO CIy4YaliHBIMU KOJIAMHU.

B xoxe craructuueckux wucciueqoBaHui cHOpPMYIUPOBAHBI JTOMOJHUTENIbHBIE TpeOOBaHUA, Ka-
caronuecs Beioopa napameTpoB renepanuu [ICK ¢ npumenenuem JIKT .
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