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Abstract. Main theoretical statements and practical research results of pseudorandom sequences over arbitrary al-
phabet generation based on multimodulo transformation in the finite field GF(p") are given, results of properties
analysis on distinguishing, unpredictability, irreversibility, repetition period and complexity (performance) are
brought.

Keywords: pseudorandom sequence, pseudorandom sequence generator, multimodulo transformation, Galois field,
distinguishing, unpredictability, irreversibility, repetition period, complexity.

1 Introduction

The keys management tools are important components of cryptography systems, which charac-
teristics and properties on, depend their resistance and the level of security in whole. At the differ-
ent stages of key management it is needed to generate key data, key information and different op-
tions, having quite complex properties requirements. In practice, depending on the requirements,
two methods are applied for key generation, based on random and pseudorandom sequences (PRS),
which are brought about in the form of corresponding cryptographic tools.

As main demands to such generators are set out requirements of direct and reverse unpredictabil-
ity (structural security), irreversibility concerning the used key, distinguishing of sequences, promp-
titude and repetition period difficulties for pseudorandom sequences are set out [1]. Wherein the
level of key generators warranty depends to a considerable extent on the key source entropy, which
should be from 128 to 512 bits for now.

Nowadays was developed a range of methods and PRS generation means on its basis. Their pe-
culiarity is that they are built, well researched and applied as a rule for alphabet with m =2 basis.
At the same time a range of updates needs PRS generation means that can be resumed in space and
time with acceptable complexity and random basis beginning with m = 2. The studies have shown
that this problem can be solved through the transformations known as multimodulo.

Some regulations of multimodulo transformations for prime field GF(p) are published in the

work [2]. PRS generation on basis of multimodulo transformation in Galois field GF(p) is offered
in the work [2]. Such a method really allows generating PRS with random alphabet m, specified pe-
riod of repetition and certain but not researched enough distinguishing properties. The elaboration
of PRS generation method with certain alphabet of m symbols on basis of multimodulo transfor-
mations using Galois field GF(p) elements, besides results of irreversibility and distinguishing
properties research are published in the work [3]. The work [3] consists of definition of the condi-
tions of pseudorandom sequences existence with equally possible letter distribution of m alphabet in
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the class of multimodulo transformations and valuating of lower limit of irreversibility.

But in the mentioned works [2,3] a range of theoretical grounds of properties doesn’t have gen-
eralized character of unified theory, in addition to that there wasn't undertaken enough field re-
search, which would verify theoretical results as regard to distinguishing, irreversibility, unpredict-
ability, repetition period and complexity. The results of studies in works [2,3] also have constrained
character, as they were undertaken only for multimodulo transformations over prime Galois field

GF(p).

The aim of the work is development of theoretical basis of PRS generation method with arbi-
trary alphabet of m symbols based on multimodulo transformations using elements of arbitrary Gal-
ois field, which at the theoretical stage would allow providing properties of distinguishing, irrevers-
ibility, unpredictability, repletion period and complexity for the finite field GF(p”) [1,4-6]. As a
regard to this method it is needed to undertake a range of theoretical and field studies concerning
definition of necessary and sufficient conditions of providing of predetermined repetition period,
alphabet basis, probability of appearance of alphabet symbols at repetition period, features of irre-
versibility, unpredictability and distinguishing considering guarantees [4-7].

2 Method of multimodulo transformation in the finite field

Let us consider PRS generation method with certain symbols alphabet, for example m, on based
on arbitrary Galois field GF(p“). For general case we will think that there is made up k transfor-

mations of units of Galois field GF(p") extension, corresponding to modules
(F(X), £,(), (£,(X), £,(X)),....(f(X), f,,(X)) and the last module m. General options which
are enough to generate elements a, of GF(p") field is tuple (f(X), p,n,ej), where f(X) — irre-
ducible polynomial of degree n over finite field GF(p), and @, — primary element chosen from

magnitude {6} of division ¢(p" —1), where o( ) — Euler’s function [8]. In such a case generation
of field elements is carried out according to the rule:

a, =(0,) (mod(f (X), p.n)). (1)

It is shown [9], that if the above-said requirements to tuple (f(X), p, n,6’j) have been fulfilled,

(1) would generate finite Galois field with repetition period p" —1. Let us denote that above-said is

true for p=2,3,5,7 and subsequent prime numbers. When p =2, there will be extension of Galois
field F(2).

In the following, let (f,(X), p,,n,) be tuple of general options, for example of polynomials

(among them irreducible) f (X),s =(1,k —1), and n, — their degrees, from this point on we need

irreducibility of polynomials to provide their coprimality when necessary [9].
Also let degrees of polynomials (among them irreducible) n, fulfill requirements:

n>n,, N,>n, ..., N_,>n, 4, (2)
wherein basis of m alphabet is any number, besides ineqautions are fulfilled:
pt >>p™, p™ >>p®,., pT? >> ptt, p™t >>m. 3)

The statement 1 is fair.

Statement 1.

Deterministic PRS generator, which is functioning according to algorithm of multimodulo trans-
formations:

b, =((6;) (mod(f (X), p.n). (£,(X), ). (£,(X), Py, ).... (4)
e (£ (X) P ) (£, (X ),

where (fS(X), ps,ns) — tuple of general options, m — certain integer, k — degree of multi modulari-
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ty, p,, — number (not necessarily prime), m — positive integer, provides generation of PRS (sym-

bols) with repetition period p" —1, equally possible with a certain basis of m alphabet, under condi-
tion that:

1) (1)—(3) requirements are fulfilled,;

2) modules (couple of polynomials)

(F O 1O (1) (), (o (X), (X)) 5)

are coprime and tuple (f, (x),m) is undefined.
In (4) (f,,(x),m) means that module m is given as a polynomial.

Under fulfillment of (4)—(5) conditions PRS (symbols) generation is provided with following
properties and characteristics:
— arbitrary alphabet m basis;

— p" —1 repetition period,;

— symbols are generated equally possible or “almost” equally possible;
— by ensemble of isomorphism’s gp(p" —1).

The statement 2 is fair too.

Statement 2.

Deterministic PRS generator, which is functioning according to algorithm of multimodulo trans-
formations:

b, =((6,)*" (mod(f (X ), p.n) (£,(X), P (£,(X), Pz, ).... 6)

o (Fa(X) Py nkl),(fm(x)v EB

where K, +1i — current generator key, wherein K, is primary key and i is session key, which is

noninvertible with complexity not less than O(n) [10].

Let us further observe isolated case of statements 1 and 2 for three modulo transformation, when
elements of Galois field extension are also generated according to (1), but (2)—(6) take the form of

(7)-(10):

n,>m. (7

p™ >>p". (8)

b, = (&-){mod(f(x), p).(f,(X), pl,nl),[fm(x), HJ - ©)

b= (6, )“”[mod(f(x), p).(£,(X), pl,nl),(fm(x),m - (10)

For conditions (7)—(10) let us present statement 1 for three modulo transformation in form of
theorem 1.

Theorem 1. Deterministic PRS generator, which is functioning according to algorithm of multi-
modulo transformations on the basis (1) according to the rules:

b, = (Q-)'[mod(f(x), p.n).(£(X) p, nl),[fm(x), Fﬁﬂ (11)
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b, =/ (6,)"| mod(f (x), p,n)(£,(x), pl,nl),[fm(x)fﬁ]] , (12)

under fulfillment of conditions (2)—(8) provides generation of PRS (symbols) numbers with unde-
fined basis of m alphabet, with repetition period p" —1, with equally possible appearance of sym-

bols at the repetition period p" —1 and with ensemble of isomorphism go(p" —1).

Theorem 1 for three modulo transformation proving.
Regarding the last module m it can take arbitrary value and it will be presented as polynomial.

Let us mark that f(x) and f,(x) in (11) are irreducible polynomials, which can be presented over
the field F(2), i.e. as polynomial of n degree over F(2).

In regard to repetition period, since {6,} — primary elements, for providing maximum period
p" —1 it is necessary and enough for f(x) to be irreducible over the field GF(p”) [9]. Since f(x)
is irreducible over the field GF(p“), according to (1) elements of Galois field are generated with

period p"—1 and each element appears only one time.

Let us define m-symbols (finite alphabet) appearance equiprobability degree, i.e. define condi-
tions, under which symbols of m alphabet appear equally possible. Symbols will be determined
with the help of polynomials f_(x) not higher than n_ degree.

Let us present all elements of field GF(p") as positive integers from ¢° =1 to p" —1.
Then let us sort numbers 1+ p" —1 according to the ascending order
1,2, 3., [F(x), |[F(x)+1,..., 2F(x), 2 F(x)+1,..., 3F(x), JF(x)+L...  (13)

P =1-f(x), p" = f(x),..., p" -1,
where |f(x) is element value of field f(x).

Let us bring the row (13) according to module | fl(x] , as a result we will get:
1,2,3,...,|f(x}L0,123,...,|f(x)1 012 3,...[f,(x)]L0,1...V, (14)

where 0<V <|f,(x)-1.
Let us present the array (14) as:

1 2

123,....|f.(x)-10; 123,...,[f,(x]-10;... (15)

z-1

f—}%
12,3, |f(x)-10; 1, 2 3,..., V,

where V <|f,(x)-1.
On the whole there will be sequence elements ((z —1)| fl(x] +V in the PRS (15). Besides in the
last unit there will be no sequence elements beginning with (V +1) to |f1(x)| -1 and 0.

Farther on symbols 1, 2, 3,...,V appear z times V +1V +2,...,[f,(x] =10 — (z-1) times.

Probabilities of elements 1, 2, 3,..., V appearance will be correspondingly:
z

n

p-1’

R = (16)

and V+1V +2,...,[f,(x]-10
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z-1
R, = . 17
2 pn _1 ( )

Thus symbols 1,2,3,...,|f1(x)| —1,0 appear almost with almost equal probability, i.e. equally pos-

sible at the period p" —1 as a result of conversion according to the second |f1(x)| module.
Let us observe the stage of conversion according to the third module, which is according to the
theorem 1, can be undefined number |f, (x).

While analyzing for frequency let us define an array 01,2,3,...,|f,(x)] -1 as

123,...,|f,(x). (18)
We will bring (18) together according to module |f, (x) and get the row:
123,...,|f,(x)-10123,...,|f,(x) -10123,...,| f,(x] -10123,....V, (19)

where 0<V <|f, (x)-1.

Analyzing in (19) 0123,...,/f,(x)—1 symbols appearance probability we will get the same

assed values as in (16) and (17).
It is also should be pointed out that in (16) V symbols appearance unequiprobability is no more
than 1 in number of appearance of symbols 0,1,2,3,...,V, and also as an assessed value of proba-

bility for each symbol Ap =

n

Thus theorem 1 for three modulo transformation is proved. Also it should be mentioned that
above-described theorem 1 proving can be applied to k-modulo transformation, of course under

condition when couples of polynomials (f(X), f,(X)),(f,(X), f,(X)),....(f_,(X), f ,(X)) are
coprime and tuple f_(X),m is undefined, module m value is meant.

On the whole the procedure of PRS generation based on multimodulo transformation can be
brought to the following.
1. To set or generate system options — general options tuples (fS(X ) P, ns) according to the re-

quirement of statement 1.
2. To set or install secret key of generator kK, k =1+ p" —1.

3. Determine initial value of generator % using the rule:
a, = 6" (mod(f (x),n)),
where (f (x),n) — basic transformation module.
4. Determine element a, of generator using the rule:
a = ai—le(mOd(f (X)1 n)): R(f(X),m)(aoai)’
where 1>1 — number of PRS generating element, a,_, — (i —l) element of an array over a field of

extension p".
5. Determine element b, of PRSG using the rule:

by =& (mod(f,(x),n,)) = Ry, 00 (@) = R(fl(x),nl)(R(f (x),n)(aogi ).
where 1< (f,(x),n)<(f (x)n ).
6. Determine element ¢, of PRSG using the rule:

0 =Rty Rty stoim - R R (@68 )- 0 < < olp),
where i>1 — the number of PRS generating element, (f,(x)n,)....,(f,(x),n,) — intermediate mod-
ules.
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7. If necessary determine hash-value number i from b, and accept it as random word number i,
I.e.
y,=H (bi)'
The scheme of algorithm (variant) that implements above-described method of determined ran-
dom number generator (DRNG) is illustrated on fig. 1.

mll mgl ms,...,M l ‘
_k, Hkmod(fl(x),ml) EO, a1 6mod(f1(x),my) ]_.a' aimod(f2(x),my) b bi(mod(f3(x),m3), ..., (f(x),my)) ¢

QT H(bj)
\ A\
pseudorandom pseudorandom
numbers numbers

Fig.1 — The scheme of algorithm of determined random sequences generation in the finite
field of p" —1 division by method of multimodulo transformation

3 Properties of PRS of multimodulo transformations

Let us farther observe the method of PRS generation with certain alphabet of symbols, e.g. m,
based on multimodulo transformations in finite Galois field GF(p”), n>1. It is considered that k

transformations of Galois field GF(p”) extension elements are carried out according to modules
(F(X), £, (£,(X), £,(X))..., (f_,(X), (X)) and the last module m . General options is tuple
(f(x) p,n,ej), where f(X) — irreducible polynomial of n degree over field GF(p), and 6, —

primary element chosen from magnitude {0} of division (p(p" —1).

We will also observe special case of theorem 1 for three modulo transformation. In this case
Galois field extension elements are also generated according to (1). And in such a case (2)—(6) look
like:

n>mip">>p";
b, = ((9]- )KO+i mOd(f(X)- p)’(fl(x )’ plinl){fm(x )’ Fﬁ]] J

where K, +1 is current generator key, K, +1i is primary key and i is session key as above,

Complexity assessment of PRS generator inversion.
Let us make complexity assessment of discrete logging for three modulo and multimodulo trans-
formations.

In a case of finite Galois field GF(p) we have:

b, = (6, " (mod(P).(7,),(m), (20)
where X =K, +1i belongs to definition, under condition, that some array of symbols b; is known,
primary element &, and tuple of options (P, £;,m).

While using «brute force» attack can be applied the following main methods: keys search, table
attack and attack with dictionary [11,12].

While applying «brute force» attack it is considered that the length of key k is not more than the
one of generated PRS and counterfeiter while searching key X , make an attempt to get a value

10
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b =b,. (21)

Under condition fulfillment (21) generator key will be determined.
For assessment of possibility of applying «brute force» attack can be used such data as N, —
number of keys, safe time t;, P, — probability of successful cryptanalysis, etc [11,12,13]. Value t;

can be determined according to the formula [13]:

g:%fa,
where vy — capacity of cryptanalytic system, K =3.15-10" — the number of seconds in a year.
Table attack and attack with dictionary based on using mathematical tool called «birthday prob-

lem»: method of collisions creation [14]. For this method options: collisions probability P, , crypt-

analyst’s attempts number k and exhaustive set of possible output values n are bounded with each
other with parametric equation [14,15]:

or of closed form :
k?-k+2nIn(1-PR)=0. (22)

Correlation (22) allows assessing a number of experiments needed to carry out to implement col-
lision with applying mathematical tool «birthday problemp».

In some cases couple «generator key — PRS output unit» can be received with the help of a dic-
tionary. In such a case couples «generator key — PRS output unit» are generated or collected in the
special dictionary. And key search is implemented by method of PRS embedding searching that
corresponds to generator output according to the dictionary.

Let us carry out an analysis of possibilities and conditions of implementation of attack like

«brute force», which is carried out in regard to (20) with an aim of field (Hj )X(mod p) element de-

termining. In a case of (20) for achieving (21) let us observe model of transformation of m-ary
symbol into p-ary one.

Let the lengths of symbols in binary representation be 1,1, and |, correspondingly to modules
p, pl and m. Let us define the possibility of guessing through b, symbol of p-ary symbol, in es-
sence definition of "'

Theorem 2. For conditions (20) possibility of correct (guessing) transformation of P.; m-ary b,
symbol into p-ary HJ.KO” is determined with correlation:

P, =2"", (23)

where | and | — binary representation of lengths of symbols p and m.

Let us observe theorem 2 proving. When the length of m-ary b, symbol in binary representation
is |, the number of his possible modes is defined as 2" . During transformation according to mod-
ule p; the length of symbol in binary representation will be |, and the number of possible modes

will be defined as 2'n Where degree of alphabet extension can be assessed as
|
H zz%m =2,
During transformation according to module p the length of symbol in binary representation will
be 1., and the number of possible modes will be defined as 2" Degree of alphabet extension dur-
ing switching to transformation according to p will be:

I _|
:ulzzpzlpl =2,

11
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Correspondingly the possibility of guessing an alphabet symbol according to module p, is de-

fined as
P =1 =o', 24
n i @)
The possibility of guessing an alphabet symbol according to module p is defined as
Pp=21 oW
’ %’1 . (25)

Thus theorem is proved. The general possibility of guessing an alphabet P, symbol according to
module p during switching from m-ary source to p-ary will be defined with multiplication of
events p, (24) and P, (25), i.e:

P, =P, P, =2""n. 20 =gl (26)
Using (26) the one can define complexity |, of one alphabet symbol according to module p
during switching from m -ary source to p-ary as

|G :}{3 = 2|p_|m.

Thus while applying of generator scheme without hashing the complexity |, of key reconstruc-
tion X =K, +1 is determined with a formula:

leg =g -1 =277 ‘exp(gln(p)“ In In(p)(l‘”)). (27)
For a case of applying of generator schemes with guessing a field element, discrete logarithm so-
lution and hashing the complexity .., of key reconstruction X =K, +1i is determined with a for-

mula;

lkre = IG Aoy = 2Ip7lm -exp(gln(p)” In In(p)(liu))' 2%- (28)
It is necessary to point out that formulae (27) and (28) received for a case, when PRS is produced
by mean of applying only one m -ary symbol. If for producing of PRS x of m-ary symbols is used

and value of i is getting bigger according to a known rule, then (27) and (28) can be applied to as-
sessment of cryptographic resistibility of offered PRS generator. If i is getting bigger according to
an unknown rule, then besides it is necessary to solve a task of determination of rule of its changing.
But as we consider that cryptanalyst knows the rule of i changing, (27) and (28) are recommended
for assessment of PRS generators inversion complexity of a type that is observed. In the Table 1
are given assessments of PRS generator inversion complexity according to (27) and (28). Data
analysis of Table 1 allows making a conclusion that PRS generator inversion complexity has an ex-
ponential character and it is bigger than complexity of «brutal force» method.

Table 1 — Complexity of generator inversion

p ’ p:l_ 1 m
Method
2256’ 2128’ 28 2256’ 2128’ 264 2512, 2256, 28 21024, 2512, 2256 22048, 21024, 2512
Ikr 5.0543-10%° [ 7.0143-10°% | 2.1618-10'% | 1.4827-10°*° 1.1867-10°%°
n
160 | 6.1103-10 | 8.4798-10°%® | 2.6135-10*%® | 1.7925-10%3 1.4346-10°%
Ikru | 256 | 1.7199-101% | 2.3868-10™ | 7.3562:10%° | 5.0453-10°" | 4.0381-10°%
384 | 3.1726:10*" | 4.4029-10%° | 1.3570-10%° | 9.3071-10%"° 7.4490-10>'
512 | 5.8524-10™° | 8.1219-10*° [2.5031-10°®° | 1.7168-10%° 1.3741-10°""

12



CS&CS, Issue 1(1) 2016

Let us observe one more way to solve a task of PRS generator inversion of the form (20), which
is based on residue classes. For this aim let us give (20) of the following form:

b, =©®% (mod P)(mod B, )(mod m),
©*(mod PYmod B)=gq,-m+h, 0<q -m+b <P, (29)
©%(mod P)=I,-P,+q,-m+b, 0<I,-P+qg,-m+b <P,

©"(mod P)=1,-P, +q,-m+b,(mod P).

Direct analysis (29) is showing that x;,l.,q; are unknown and should be determined. Now let us
take into account that rule of changing of X; is known. On the basis of (29) it is possible to make
equation system of the following form:

©"(mod P)=1;-P,+q,-m+b,(mod P),
©**(mod P)=1,,-P,+q,,-m+b_,(mod P),

i+l

(30)

©**(mod P)=1,,

The equation system (29) analysis is showing that each new equation in the system adds 2 varia-
bles, but there exists linear dependence between x. and X, etc. On the whole in a system of k di-

P+ -m+by,, (mod P)

vision there will be 2k +1 variables, even if we consider that only x; is variable.

Thus an equation system of the form of (30) with 2k +1 variables has no solution. Also it
should be pointed out that by analogy with three modulo transformation, during multimodulo trans-
formation every new additional modulo transformation adds two variables.

Thus properties of inconvertibility of PRS generator in essence are connected with solving of
discrete logarithm equations, e.g. for three modulo transformations of the form of (6) as to i and
Ky +1.

For a successful cryptanalysis of generator, firstly, it is needed to solve a discrete logarithm
equation and find element — operand. First of all in this case operand of correspondent element of
A field should be found, and then a discrete logarithm equation with complexity 1, should be
solved.

For condition (20) a possibility of correct transformation (of guessing) of P., of m-ary b, sym-

bol into p-ary 6" is determined with correlation (23).
The equation system analysis (29) is showing, that every new equation in the system adds 2 vari-
ables; in addition to this there exists linear dependence between x; and X, etc. In a system of K -

division there will be 2k +1 variables. That is why an equation system of the form of (30) with
2k +1 variables has no solution.

4 Investigation of distinguishing properties of PRS generated on the basis
of multimodulo transformations

Applying of PRS on the basis of multimodulo transformations in the finite fields GF(p) and

GF(p”) is possible only under condition of providing good distinguishing properties. Where by

distinguishing is meant degree of resembling of PRS to physically random sequence. The main re-
quirements to such sequences from the point of distinguishing are given in [4,6,7].
Below are given the results of assessments in regard to properties of distinguishing of PRS gen-

eration based on multimodulo transformations in finite Galois fields GF(p) and GF(p”), which
output values are hashed.

13
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The four types of PRSG are considered. The first one is PRSG in the field GF(p) without hash-
ing; the second one is PRSG in GF(p) with hashing, the third one is PRSG in the field GF(p”)
without hashing, the fourth one is PRSG in GF(p”) with hashing according to [13,14].

4.1 PRSG with multimodulo transformation in the field GF(p)

Data used during PRSG implementation is given below. On the whole there were implemented
10 PRSGs with different output options (Table 2).

PRSG options without hashing.

The value of the first module p with the size of 1024 bytes was chosen from ISO/IEC 9796-3
standard [15], besides it was the same for all implementations:
p=fffffffffffffco0fdaa22168c234c4c6628b80dclcd129024e088a67cc74020bbea63b139b22514a0
8798e3404ddef9519b3cd3a431b302b0a6df25f14374fe1356d6d51c245e4850576625e7ec6f44c42e9
a637ed6b0bff5ch6f406h7edee386bfh5a899fabae9f24117¢c4b1fe649286651ece65381Ffffffffffffffff.

The value of the second module p, (160 bytes) was also chosen from ISO/IEC 9796-3 standard

[15], the same for all implementations:
p, =ffd5d55fa9934410d3eb8bc04648779f13174945.

The value of the third module was chosen the same for all implementations, i.e. the alphabet ba-
sism=2.

The value of primary element 8 (1023 bytes) was chosen from ISO/IEC 9796-3 standard [15],
the same for all implementations:

O =Tfffffffffffffffe487ed5110b4611a62633145c06e0e68948127044533e63a0105df531d89cd912

8a5043cc71a026ef7ca8cd9e69d218d98158536f92f8alba7f09ab6h6a8el22f242dabb312f3f637a2
62174d31bfeb585ffae5h7a035bf6f71c35fdad44cfd2d74f9208be258ff324943328f67329cOfffffffffff
fFfff.

The value of generator k key for all implementations was generated at random under condition
that k =1+ p—1. The values of PRSG options are given in the table 2.

Table 2 — PRSG options in GF(p) used during testing

Size Size Size
implementation b ’ m ’
Ytes | pytes bytes
1 1024 160 2 1023 | e6894898f9976ba42761f201cc2ff016
2 1024 160 2 1023 | 84b1c668a99815a269¢eb15fc87315efc
3 1024 160 2 1023 | f4bf155fa99f25a259ebf5f1f73f5efl
4 1024 160 2 1023 | 44b4554a541473419942eb45a2595e41
5-SHA-1 (3) 1024 160 — 1023 | f4bf155fa99f25a259ebf5f1f73f5efl
6-SHA-1 (4) 1024 160 — 1023 | 44b4554a541473419942eb45a2595e41
7-SHA-256 (1) 1024 160 — 1023 | e6894898f9976ba42761f201cc2ff016
8-SHA-384(1) 1024 160 — 1023 | e6894898f9976ba42761f201cc2ff016
9-SHA-384 (2) 1024 160 — 1023 | 84b1c668a99815a269eb15fc87315efc
10-SHA-512 (1) | 1024 160 — 1023 | e6894898f9976ba42761f201cc2ff016
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The results of experimental research of theses generators are given in the tables 3 and 4.

4.2 PRSG with transformations in the field GF(p”)

The research of such a PRSG was carried out without hashing. On the whole 5 PRSGs with dif-
ferent output options were implemented.
The value of the first module f,(x) was chosen from DSTU 4145 [16] the same for all imple-
mentations:
f,(x)=x43 1+x5+x3+x+1.
The value of the second module f,(x) was chosen from DSTU 4145 the same for all implemen-

tations:
f,(x)=x163+x7+x6+x3+x+1.

The value of the third module f,(x) was chosen from DSTU 4145 the same for all implementa-

tions:
f,(x)=28.

The value of primary element & was chosen from DSTU 4145 the same for all implementations:

0= X425 + x424 + x423 + x422 + x419 + x418 + x417 + x412 + x406 + x403 + x400 + x395 +
X394 + x393 + x392 + x390 + x389 + x387 + x385 + x382 + x381 + x380 + x375 + x371 + x370 +
X369 + x368 + X367 + X366 + x361 + x358 + X357 + x355 + x354 + x352 + x351 + x350 + x349 +
X348 + x347 + x346 + X345 + x343 + x339 + x338 + x333 + x332 + x331 + x330 + x328 + x325 +
X322 + x321 + x320 + x319 + x318 + x314 + x311 + x310 + x309 + x308 + x307 + x304 + x302 +
X299 + x298 + X297 + X294 + x293 + x291 + x288 + x280 + X277 + X276 + X274 + x271 + x270 +
X268 + X266 + X264 + x263 + x261 + x260 + x259 + x258 + x257 + x256 + X255 + x254 + x253 +
X252 + X251 + X248 + X247 + x243 + x239 + x238 + x236 + x235 + x231 + x230 + x228 + x225 +
X223 + X219 + x217 + x215 + x213 + x211 + x210 + x209 + x207 + x205 + x203 + x202 + x201 +
x199 + x198 + x196 + x195 + x194 + x193 + x191 + x188 + x186 + x185 + x184 + x182 + x180 +
X179 + x176 + x173 + x172 + x170 + X169 + X167 + x166 + x162 + x161 + x158 + x157 + x155 +
X153 + x152 + x151 + x149 + x147 + x146 + x142 + x140 + x137 + x136 + x134 + x133 + x131 +
x129 + x128 + x124 + x123 + x119 + x117 + x115 + x114 + x113 + x109 + x107 + x106 + x104 +
x103 + x102 + x97 + x96 + x92 + x89 + x87 + x86 + x83 + x81 + X78 + X75 + X72 + X69 + x68 +
X64 + x60 + X58 + x57 + x56 + X55 + x54 + x52 + x51 + x49 + x47 + x45 + x42 + x38 + x37 + x35
+ %32 +X31 +X30 + X26 + X25 + x22 + X115+ X14 + X11 + X9+ X7 + X6 + X5+ x4 + X + 1.

The value of generator k key was generated at random under condition that k =1+ p" —1.

1 -DRNG in GF(p”): k =x207 + x206 + x205 + x204 + x203 + x202 + x201 + x200 + x199 +
x198 + x197 + x196 + x195 + x194 + x193 + x192 + x187 + x186 + x185 + x183 + x182 + x181 +
X179 + x177 + x174 + x173 + x172 + x171 + x165 + x160 + x129 + x128 + x122 + x120 + x119 +
X117 + x116 + x115 + x114 + x113 + x112 + x111 + x109 + x104 + x101 + x98 + x82 + x81 + x80
+ X77 + X75 + X74 + X73 + X72 + X71 + X70 + X69 + X68 + X67 + X65 + X64 + X4 + X2 + 1;

2 — DRNG in GF(p”): k =OxFFFF OEEA7821 00000003 05bfal24 00072FFB 00000007
00000015;

3 — DRNG in GF(p”): k =0x151 1596FBBC 47F9B44C ADBC8541 9841BACD FF841632
001F589F OEEA7821 0034814F 05BFA124 02F846FB 07894ABC 05519584;

4 — DRNG inGF(p"): k=0x3CE 10490F6A 708FC26D FESC3D27 CAF94E69 0134D5BF
F988D8D2 BAAEAEDE 975936C6 6BAC536B 18AE2DC3 12CA4931 17DAA469 C640CAF3;

5 — the implementation 2 of DRNG in GF(p”) with hashing with the help of SHA-384.

The data of experimental research of theses generators are given in the tables 3 and 4.
For testing of developed PRSG was applied NIST STS method, recommended by the National
Institute of Standards and Technology USA [6]. NIST STS packet consists of 16 static tests. These
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tests are applied for checking of the hypothesis about randomness of binary arrays of undefined
length have generated by RSG or PRSG. Taking into consideration the results of all the tests the
decision about, whether array of zeros and units will be set at random or not, is made.

With application of NIST STS method was carried out a testing of pseudorandom sequences and
also properties comparison of these sequences with properties of PRS generator of pseudorandom
bytes BBS (test sample, recommended by NIST). The data about PRS tests pass according to the
rule 1 [6] is given in the table 3. And the data about BBS generator was taken for reference.

Table 3 — The results of PRS testing on distinguishing according to the rule 1

Generator Tests quantity, which passed | Tests quantity, which passed
more than 99% arrays more than 96% arrays
BBS 134 (70,8%) 189 (100%)
1-DRNG GF(p) 136 (71,95%) 189 (100%)
2 - DRNG GF(p) 124 (65,6%) 189 (100%)
3- DRNG GF(p) 140 (74,07%) 187 (98,94%)
4 - DRNG GF(p) 130 (68,78%) 187 (98,94%)
5- SHA-1 (3) 128 (67,72%) 189 (100%)
6 - SHA-1 (4) 129 (68,25%) 189 (100%)
7 - SHA-256 (1) 129 (68,25%) 189 (100%)
8 - SHA-384 (1) 143 (75,66%) 189 (100%)
9 - SHA-384 (2) 130 (68,78%) 188 (100%)
10 - SHA-512 (1) 122 (64,55%) 189 (100%)
1-DRNG GF(p”) 138 (73%) 189 (100%)
2 _ DRNG Gp(pn) 132 (69,84%) 187 (98,94%)
3 -DRNG Gp(pn) 126 (66,67%) 189 (100%)
4- DRNG Gp(pn) 134 (70,8%) 187 (98,94%)
5-SHA-384 2- DRNG GF(p") 139 (73,5%) 189 (100%)

In the table 4 is given the summary data about tests passes by generators according to the

rule 2 [6].

Table 4 — The results of PRS testing on distinguishing according to the rule 2

Generator

Tests quantity, in which
possibility value is
P<0,01

Tests quantity, in which
possibility value is
P <0,001

2

3

BBS

1-DRNG GF(p

3-DRNG GF(p

(p)
2 - DRNG GF(p)
(p)
(p)

4 - DRNG GF(p

5 - SHA-1 (3)

6 - SHA-1 (4)

7 - SHA-256 (1)

8 - SHA-380 (1)

9 - SHA-380 (2)

10 - SHA-512 (1)

NIOIFRINININ O | W O

O|O0O|0O|0O|0O|0| Ol O] ©O| ©O|C
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Continuation of Table 4

1 2 3
1-DRNG GF(p") 0 0
2 - DRNG GF(p") 4 0
3-DRNG GF(p") 2 0
4 - DRNG GF(p") 1 0
5-SHA-384 2- DRNG GF(p") 1 0

In the fig. 2 and 3 as examples are given phase portraits of distinguishing received with the ap-
plication of NIST STS [6] test method. Their analysis allows making a conclusion about high quali-
ty of distinguishing (randomness).

Generator 8-SHA-384 test results
The proportion passing

1 OO OO0 OGO~
0,995
0,99 +
0,985
0,98 +
0,975
0,97 +
0,965
0,96
0,955

0 20 40 60 80 100 120 140 160 180 200

Test number

Fig. 2 — The results of experimental research of DRNG 8-SHA-384

The proportion passing Generator 5-SHA-384 2-DRNG test results

1 +— OO > O— OO OO—-O OO -~ O— ORI~
0,995
0,99 -
0,985
0,98 -
0,975
0,97
0,965
0,96
0,955

SO XK &

0 20 40 60 80 100 120 140 160 180 200

Test number

Fig. 3 — The results of experimental research of DRNG 5-SHA-384 2-DRNG GF(p“)

The PRS analysis was carried out according to rating K1 — K4 AIS 20 [4] requirements, which
are summarized in the table 5.

Also let us point out that ratings are hierarchically dependent, i.e. each following rating com-
pletely includes the previous one and adds its new requirements. Above-given results of research
allow making a conclusion that PRS of multimodulo transformations can be applied almost for most
of the cryptographic applications. Restrictions can occur only because of complexity of transfor-
mation (performance).

Aforementioned requirements are setting up all the level of security from the lowest (an applica-
tion of DRNG as a counter) to the highest (analyst even knowing certain internal states of generator
cannot compromise the whole array).
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Table 5 — Comparison of functional ratings K1-K4

Functional Requirements to Cryptographic systems, which DRNG of this rating
rating DRNG is applied for
K1 K1(i) Interactive protocols
K2 K1(i) + K2(ii) Steam ciphers
K3 K1(i) + K2(ii) + | Key generation, Generation of digital DSS (secret key x

K3(iii) + K3(iv) | or random number k), Password generation

K1(i) + K2(ii) + | Key generation, Generation of digital DSS (secret key x
K4 K3(iii) + K3(iv) + | or random number k), Session key for symmetric crypto-
K4(v) graphic mechanisms, Password generation

Besides AIS 20 testing method can be applied either in actual time, during the process of re-
search or technological testing.

5 Conclusions

Currently a number of methods and on its basis means of PRS formation have been developed.
Their peculiarity includes the fact that they are built as a rule for binary basis m=2. The aim to
develop PRS generation methods and means with necessary properties of probability and undefined
(certain) alphabet basis is important and necessary. From our point of view the rating of multimodu-
lo transformations should be called the most promising among ratings of such transformations.

Determined PRS generator, which is functioning according to three modulo transformation on
the basis (11) or (12) under conditions (2)—(8) fulfillment, provides generation of PRS (symbols)

numbers with certain basis of m alphabet, repetition period p" —1, equally possible appearance of

symbols at the repetition period p" —1 and ensemble of isomorphisms (p(p” —1).

On the whole the method and directly PRS generator based on multimodulo transformation can
be applied in a number of cryptographic and other applications, in which are set conditions of the
high equiprobability and the necessity of undefined basis of PRS symbols appearance.

For through study of PRS generation complexity additional studies are needed. As rough as-
sessments can be used the ones given in [10] concerning the complexity of cryptographic transfor-

mations in the finite field GF(p“).
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Tloctynuna B dpespane 2016

Annomayus. AHoHcuposansvl HOBble ONUCAHUS PUUUECKUX ABLeHULl U HOBble (husudecKue d¢h@exmopl, Komopwvle yoa-
J10Cb OOHAPYIHCUMb 8 NOCTIEOHEe 8DPEeMS, CO30A6As U AHATUSUPYS KOMNbIOMEPHbIE MOOeNU NPOYeccos. MO BblACHEHUe
YVC08ULL NOAGNEHUSL OKEAHCKUX 80JIH AHOMAIBLHO 6ombuiol amnaumyovl. OOHapysicenvl cmpyKkmypHo-gazoevle nepe-
X00bl 8 NPOCMPAHCMBEHHOU KapMuHe MOHKOU 001auHOCmU. Bblasnensl Konuuecmeentble U KayeCmeeHHble XapaK-
MepUCmuKY pacnpeoeieHis UOHO8 NO SHePSUAM NPU MOOYIAYUOHHOU HEYCIMOUHUBOCTNU UHIMEHCUBHBIX Ie2MIOPOBCKUX
601K 6 naasme. Buvisachena npupooa npeumyuwjecmeeHHo20 UsLyueHus U NO2N0WeHUs MANCENbIX KEAHMOE8 OCYUNIAMO-
POM Ha e20 cOOCMBEHHOU Yacmome, 3aX6aA4eHHbIM 6 NOMEHYUATbHYIO AMY 6 Yeaosusx omoauu. Obnapysicen HOBbIIL
nopoz UHOYYUPOBAHHO20 U3NYYEHUs U NPeOCMABNIEHO NOACHEHUe NPUPOObl NOAGIEHU UMNYIbCOE KO2EPEHMHO20 U3-
JYUeHUs: 8OU3U IMO20 NOPO2a.

Knroueswvie cnoea: KomnbromepHole Modeﬂu, umumayuoHHoe MO@E/ZMPOB‘HHM@, d)u3uquKue AB6JICHUA, ¢M3MU€CKM€

agppexmut.

1 BBenenue

TpaguioHHOe NpeaCTaBIeHNEe O MOJCINPOBAHUU CBSI3aHO C HEOOXOAMMOCTBIO WIUTIOCTPALIUHN U
BU3YyaJIM3alluM MPOLIECCOB Ul CO3aHUs TEXHOJIOTHH M 0TpabOTKM mpolenyp pearupoBanus. On-
HaKO B MPAKTUKE MCCIEI0BAaHUS MPUPOJIbI, MOAEIUPOBAHUE CTAHOBUTCS JIEHCTBEHHBIM METOJIOM
OOHapy>KeHHsI HOBBIX (PM3NYECKHUX SBICHUN U 3PPEKTHUBHBIM CIOCOOOM BBISBIEHUS HOBBIX 3aKO-
HoMmepHocTed. [lone3sHpiM anst co3naHus 3(PPEeKTUBHBIX MMHUTALMOHHBIX MOJIENEH SBISETCS HC-
II0JIb30BAHUE DIBPUCTUYECKUX, OCHOBAHHBIX Ha SMIIMPHYECKHUX JAaHHBIX IOAXOJOB K ONHCAHHIO
IIPOLIECCOB, BHECEHNUE B U3BECTHBIE YHUBEPCAJIbHbIE YPABHEHUS U ONMCAHUS MOJIE3HBIX U3MEHEHUI.
160 no muenuto A. [lyankape «rJ1laBHbIM 00pa3oM ypaBHEHHs HAC JOJDKHBI YIUTh TOMY, UTO MOX-
HO U 4TO CJIEIYET B HUX U3MEHUTH». PallnoHabHO NPUMEHATH NPUOIUKEHHBIE METO/Ibl, OCHOBAH-
HbI€ Ha MaJIBIX MapaMeTpax U aKkTUBHO IPUMEHATH YMCIEHHOE MOJEINPOBAHUE JIUISl BBISICHEHHSI OC-
HOBHBIX MEXaHHU3MOB H3Yy4YaeMbIX MporieccoB. He orpaHnuymBasch HCCIEOBaHMEM IIYCTh Jaxe
BEChbMa BAXKHBIX, HO YACTHBIX peIIeHHH /i (OPMYIHPOBAHUS HYKHBIX MOJCKA30K MPaKTHKaM.

Huxe anHoHCHMpOBaHbI HOBbIE ONMUCAHUS (PU3UYECKUX SIBJICHUN U HOBBIE (pusnueckue 3HQexTsl,
KOTOpBIE Y/1aJI0Ch OOHAPYXKHTh, CO3/IaBasi U aHAIM3UPYS MaTeMaTHYECKHE MOJIEIN MPOIIECCOB.

[IporpaMMmebl, peanusyroniye MaTeMaTHYeCKHEe MOJIENH OOCY)KJTaeMbIX HIKE 3a7ad C OYeHb
OOJIBIIIMM YHCIIOM YpaBHEHUH co3aanbl ¢ ucnonb3zoBanueM texHonoruu JCUDA. JCUDA obecrie-
yuBaeT B3aumojaeiictBue c texHonorued CUDA wu3 Java-nporpammel. Co3nannbie JCUDA-
MporpaMMbl 00€CIeYrBaIOT BBIIIOJHEHUE MPOTrPAMMHOIO KOJ[a, HAIIMCAHHOTO Ha SI3bIKE MPOrpam-
MupoBanusa “C” co BCTaBKaMU K0/1a, XapakTepHbiMu 1715 TexHosorun CUDA.

2 MareMaTu4yecKne MOJA€eJIH ONMMCAHUSI MOTYISIHOHHBIX HEYCTOHYNBOCTEH
OKEaHCKOI'0 BOJTHEHUS

PaCCMOTpCHBI MMpOUECCChbl pa3BUTUMA MO,Z[yJ'ISII.[PIOHHOfI HGYCTOﬁqHBOCTH BOJIH OOJIBIIION AMILINUTY-
ABbI. O6CY)KHaeTC$I MaT€MaTUiuCCKasa MOACIIb, KOTOpasd ONMUCHIBACT IMOABJICHUE BOJH aHOMAJbHOM
AMIIVIMTYAbI HA MOBEPXHOCTH OK€aHa B YCJIOBHAX CYHICCTBOBAHHA BOJIHCHUS KOHEYHOM aMIIIH-
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Tynel. OTMEYaeTcsi, 4YTO aMIUIMTYJa aHOMAaJbHO OOJIBIIMX BOJIH B Hayajie HEJIMHEHHOIO peXuMa
HEYCTOMYMBOCTH MOYTH B TPU pasza MNPEBOCXOJUT MX cpeaHue 3HadeHus. [lokazaHo, 4TO 4acTOTHI
MOSIBJICHHSI AaHOMAJIBHBIX BOJIH B CTaTHCTHKE 10 aHCAMOJIO U 10 BPEMEHU B MOJIENAX OMHCAHUS
OKEaHCKOT'0 BOJIHEHHUSI PAKTUYECKU HE OTIUYAOTCS.

Ha naganbHON CTaguu HEJIMHEWHOrO peXMMa HEYCTOMYMBOCTH BO3MOKHO IIOSIBJIEHHE BOJIH U
BCIUJIECKOB Orudaroiieil ¢ BechbMa OO0JbIION aMIUIUTYI0M 3HAYUTEIBHO Yallle, YeM 3TO CIeAyeT U3
CTaTUCTUYECKU OOOCHOBAHHBIX OLIEHOK.

[Ipy HanMuYuM KMCTOYHUKA M CTOKA (PacHpeleNI€HHOTO BBIBOJA, IMOTJIOIIEHUS M AMCCUIIALINN)
SHEPTUM BOJIHBI ypaBHeHue JlalTxwia (pa3HOBUAHOCTh HeIMHEHHOTo ypaBHenus lllpenunrepa)
MIPUHUMAET BUJL

A SA—IfA—IRA| AP +g, (1)
ot
rze O - IeKPEeMEeHT MOTJIONICHHUS,
0 - BHEIIHUW UCTOYHHUK BOJTHOBOW SHEPTHUH;

~

T u h -npocrpancrBenHsie onepaTops.
HeycToiunBOCTh MOHUMAIOT KakK BO30YKICHUE CIIEKTPa

2 U, (1) -epfip, (O} epliot—ik,x},

n=0

rie U, (t)-exp{ig, (1)} - MemenHo MeHsolascs KOMILIEKCHas aMILIUTY/Ia N-HOH MOJIbI CIIEKTPa.

Anomanvno 0Oonvuiue 80nHbI U GONHBI-YOUNULL 6 OKeane. llpesncraBiser ocoOblii MHTEpEC
cllydaid MOAYJISIIMOHHOM HEYCTOMYMBOCTH I'PAaBUTAL[MOHHBIX MOBEPXHOCTHBIX BOJIH Ha INTyOOKOM
BOJIE I CYJOXOJCTBA B pallOHAX C BBICOKMM YPOBHEM OKEAHCKOI'O BOJHEHM. [[j1s1 4aCTOTHI BOJIH
OOJIBIIION aMILTUTYIBI CIIPABEUINBO CIIETYIONIEE BHIPAKCHHE

A2K2
o =kW = gk - {1+ > + ..} (2)

riae A - oTkiaoHeHue moBepxHocTH, W - ¢a3oBas CKOpOCTh BOJIHBI, § — YCKOPEHHE CBOOOJIHOTO

manenns, f(K) =gk, +K) —/gk, . h(K) = gk, + K) w

Jlyig aHanu3a pa3MaxoB BOJIH (T.€. PACCTOSTHUS MEX]ly BEpXHEH TOUKOM rpeOHs BOJIHBI U HUYKHEN
TOYKOH BIAJWHBI) BBIJICIMM W3 HUX TpPeTh HauOonpmux. Kpurepuii, 1o KOTOPOMY BBIAEISAIOT
aHOMalbHO Oonbliye BoiHBI 00bIHO U, >2U,,,, rae Uac - aHomanbHas BoiHa, a UswH -

CpellHee 3HAUYCHHS TPETU CaMbIX OOJIBIIIUX Pa3MaxoB.

Memoowl onucanus.

1. Ha nuHeliHOW MO aMIIUTyJaM BO3MYLICHHH CTaauu MOZIYJISIMOHHON HEYCTOWYMBOCTU
BO30YXJlaeTcs CIEKTp KOJIeOaHUHM, BOJHOBBIE YHMCIIA KOTOPBIX PACHOiaratoTcsi CHUMMETPUYHO
OTHOCHTENIBHO BOJHOBOTO urciia Ko OCHOBHO# MO/ibI KOHeuHO# amrututyasl K, +K | = 2K, .

2. OCHOBBIBasICh Ha 3TOW OCOOCHHOCTH MOIYJISAIIMOHHOW HEYCTOHYHBOCTH, ObIJIa TOCTPOCHA TaK
Ha3blBaeMasi S-Teopus, KOTopas yYUTHIBAJIa B3aMMOJEHCTBHE TOJNBKO «CIIAPEHHBIX» MOJ| CHEKTpa
2k, = ks +k_¢ =k_+k_, . OTOT BapuaHT ObLI €TaIbHO UCCIIEN0BaH B padoTax [1-3].

3. bonee ofmiee omucaHue IMO3BOJSET B BBIPAKEHUU JJIsI HEJIMHEHHOTo CjlaraeMoro BHIa
{A| A} B ypaBrernuu (1) ymepKuBaTh BCe CIaraeMble, He OTPAHHYHBASCH CHMMETPHYHBIME (B
MPOCTPAHCTBE BOJHOBBIX BEKTOPOB) MO OTHOLICHHIO K HAKAYKE MO/IaMH CIIEKTpa.

Pesynomamut modenuposanus.

Ha pucynke 1.a xpy)xKkaMu OTMEUEHO TIOSBJICHHUE BOJH aHOMalbHOW aMIuIUTybl Uag B pamkax
S-teopun u B o0mieM ciydae paccMoTpenus, 6e3 npubmmxenuit (puc.1.b). [locpenune (puc.l.6)-
XapaKTepHbI BHUJ aHOMalbHO# BosHBI. CrpaBa (puc.l.) - TpexMepHas peaiu3aius OKEaHCKOTO
BOJIHEHHUSL.

21



CS&CS, Issue 1(1) 2016

A/4u(())
Q
Umax
3 Uswi
Ucr
0 10 20T
A/Ao(0) a
o(0)
K o
WV v
3 Uswr
Ucp
0 >
10 20°7
b

Puc.1 - Cpennss ammmutyna Ucp , cpenHss aMIUIUTyAa TpeTr Hanbombmmx MoJ Uswy 1
caMbIii 00JIbIION pa3Max BOTHBI U3 aHCaMOIIT Upax , Kak PYHKITUN BpeMeHU

Cmamucmuka. B paborax [2,3] Oblia mpoBefeHa cTaTUCTHYECKash 00OpabOTKa MHOKECTBA
pacyeToB Ha OCHOBE S- TEOpUHU W HaOpaHa CTATHCTHKA IO aHCAaMOJISIM, KOTOpas MoKa3aia XopoIee
COOTBETCTBHE C JaHHBIMH HaO0[eHUs U3 kocmoca. [lo3nHee [4] Obuta HabpaHa CTaTHCTHKA IO
TEKyIIUM H3MEHEHUsM (10 BPEMEHH): AHaIHW3 TMPOCTPAHCTBEHHOTO BOJIHEHHS ITOBEPXHOCTH
MPOBOJIWIICS Yepe3 MHTEPBAJIbl BPEMECHH, 3aBEIIOMO IPEBBIMIAIONIME BPEMS XHU3HH aHOMAJIbHBIX
BosH. OIHOBpEMEHHO OblLa MPOBEACHA BepH(PHUKAIM PE3yIbTATOB S-TEOPUH, KOTOpas IMoKa3ania
Ka4yeCTBEHHOE COOTBETCTBHUE ATHX JIBYX MOJICIICH.

Np : Np
2400+ 24001

12001 12001

e 0 L
6 4/40(0) 352 6.4 4/A40(0)
Puc.2 - Pacnpeznenenue aMIIUTy ]l pa3MaxoB 3a BCE BPEMsI pacyeToB B CIIy4ae ONUCAHUS B
paMkax S-teopui (a) U B 001IeM ciaydae paccMoTpeHus 6e3 npulmkenuii (b)

Ha pwuc. 2 myHKTUpHBIE JIMHUYM ONPEACISIIOT TPAHHIy MEXIy MOJAMH MAllOW aMIUTUTYABI U
TPEThIO CaMbIX OOJIBIIMX MOJ M BEJIMYMHOM, B JIBa pa3a NpEBbIIIAIOIIEH CpeHee 3HAaYeHHE OT
TPETH CaMbIX OOJIBIINX MOJ:

a) - Bcero pazmaxoB 173526, Tpers HauOOIBIINX pa3MaxoB 57842, pazmMaxoB B 2 pa3a Ooblie
CpEIHEro TpeTH HauOOoJIbIINX pa3MaxoB §;

b) - Bcero pazmaxoB 176386, Tperp HanOONBIIMX pa3MaxoB 58795, pazmaxoB B 2 paza OoJblie
CpEIHero TpeTH HanboJIbIuX pa3mMaxos 10.

Buo16oowi: AnomanbHo Oosbiiue BoiHBI (Uag > 15-20 MeTpoB, BO3HHUKalOLUE B pe3yJbTaTe
uHTEep(EepeHIIMN CUIBHOTO BOJHEHHS MOps (cpeowss evicoma-pazmax 6oiH 4-6 m, nepuoo 10-
12 cex, ¢pazosas ckopocme — 6onee 20 mlcex, epynnosas — 6 08a paza menviue, ONUHbL 3AMYXAHUSL
BOJIHEHUsL - MBICAYU KUIOMempos) C HENPEMEHHBIM Y4YeTOM HEIMHEHHOTo B3aMMOJCHCTBUS,
MPEJCTaBISIOT co00i IyT (TpyMIry) 0OBIMHO M3 3-X BOJIH, OJHA M3 KOTOPBIX HaWOOJbINAs, YaCTOTa
MOSIBJIEHUs! (CTaTHCTUKA MO aHCaMOJII0 U 10 BPEMEHM) — OJHa Takasl BoJiHOBas rpymma Ha 10-20
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ThICsTY BOJIH. i Takux ;uHHBIX BOJH (200-250 M) MakcuMaibHO JOCTHXKUMAs aMIUIATY/Ia 10 00-
pymenus - okono 30 M. Hanbosiee BEpOATHO MX TMOSBJICHHE B Haydaje Pa3BUTHS MOIYJISIIMOHHOMN
HEYCTOMYHMBOCTHU (6 unmepsaie comuu KuiomMempos om cpanuybl 30Hbl 6eMpo8020 6030YHCOeHUs
60/IH, 6pems pazeumusi Heycmouuusocmu - 10 obpamuvlx unkpemenmos — okono 2,5-3 uacos).
Kpome Takux I[yroB BOJH BO3MOKHO BECbMa PEIKOEC MOSIBIICHUE YEIUHCHHBIX BOJIH (C pa3Maxom J0
30 M) maxke Tpu HEOOJIBIIIOM BOJHCHHH - PE3YJbTaT OOBIYHON HMHTEPEPEHIMH Ha OONBIINX pac-
CTOSIHUSX YK€ OCJTa0JICHHBIX TAKUX JIIMHHOBOJTHOBBIX BETPOBBIX BOJIH.

2 3MeHeHMs B CTPYKTYpe TOHKOH 00/1a4HOCTH

PaccmarpuBaeTcst pa3BUTHE IPOCTPAHCTBEHHBIX CTPYKTYpP KOHBEKIMH M CTPYKTYpHO-(ha3oBbIE
nepexopl B TOHKHX CJIOSX Ta3a M IKHIKOCTH MEXKIY COCTOSHHSMH, OO0JIQJaioIUMH Pa3HOM
TOIOJIOTHEN B OTCYTCTBHHM HIIM NPU HAJIWYAH TEMIIEPATYPHOW 3aBHCHMOCTH BSI3KOCTH. M3ydeHbI
IpOIECChl  (POPMUPOBAHUS  JIOJTOKUBYIIUX TMPOCTPAHCTBEHHBIX CTPYKTYp U CTPYKTYPHBIX
tpancdopmanmii. JlaHHas MOJETb CIOCOOHA OMMCHIBATH MMOJOOHBIC COCTOSHHS M CTPYKTYPHBIC
[epex0/1bl KOHBEKI[HH TOHKOTO 00JaYHOTO CIIOS.

Ecnu uucio Penest (Ra) mpesbimiaeT Kputudeckoe 3HadeHue Ragr, To ecth Ra=Ray(1+é), B
CIIOE Ta3a WJIM XHIKOCTH MEKIY IIOXO MPOBOISIIMMHU TEIUIO TOPH30HTAIBHBIMHU ITOBEPXHOCTSIMU
(BIOJb OCH Z) BO3HHMKAET TpPEXMEpHas KOHBEKIIHs, OIKChIBacMas ypaBHeHHeM IIpoktopa —
CHUBAIIMHCKOTO, KOTOpPOE OIpEeAesieT JUHAMUKY TEMIIEPaTypHOTO IIOJS 3TOr0 IIpolecca B
TOPH30HTAIBLHON IUTOCKOCTH (X,Y):

d =gz@ﬂ/-V((DVd))—(1—V2)2®+%V(V®|®|2)+52f , 3)
rae f - BHEIIHUI aJTMTUBHBIN IIyM; £ - ONPEICIISAIONIas MPEBBIIICHHE TOPOTra Pa3BUTHSI KOHBEKIIUH,
CUUTACTCS IOCTATOYHO MAJIOW M IOJIOKHTEIBHO OMpeaeieHHoN BemuunHoi. Craraemoe Buza
N (DVD) OTBEYACT 33 TEMIICPATYPHYIO 3aBUCHMOCTD BA3KOCTH. PellieHne MOXKHO HCKaTh B (hopme

CD=eZaj exp(ik;F) ¢ |IZj =1,
J

1. B YCII0BUAX npeneﬁpe;»cenuﬂ 3asucumocmsio 6A3Kocmu om memnepamypsl NTVHAMHKaA

¢byHKIMU cocTosHUS | = Zaz_ OT BpeMeHHU uMeeT Bu [5-7], n300paxkeHHbIH Ha puc.3.
i

20

dl

; %
0 20 40 60 80 100 120
t (t,=16,1,44,1 =56)

Puc.3 - IloBenenue npon3BoAHoOM Ol /0t MHTETpalbHOM KBaJApaTHUHON GopMbl | = Zj af

CO BpEMEHEM

XapakTepHble BpeMeHa IepexonHbix mponeccoB (puc.3): 7, =1.6, BpeMs BO3HHUKHOBEHHS

«amopgHoro» cocrosiHus; 7, =4.4 - Bpems (POpPMUPOBaHMS BBIPAXKEHHBIX BaJOOOPA3HBIX CTPYK-

23



CS&CS, Issue 1(1) 2016

TYyp; 7, ~5.6 - Bpems (OpMUPOBaHMs CUCTEMBI A4€eK Ul OAHOW M3 pealu3aluil mpolecca ycTa-
HOBJIEHHSI KOHBEKTUBHOI'O IBH)KEHUS.

_________________

Puc. 4 - KoHBeKTHBHBIE CTPYKTYpPBI: BAJIBI (2) U KBaApaTHbIE T4eKH (b)

MoxHO yOeauThcsi B TOM, YTO BpeMeHa (POPMUPOBAHUS COCTOSIHUH Tn 0OpaTHO MPOMOPIIHOHATBHBI
pasHOCTH ~ MexkTy —3HaueHmamu | = > A’ mocrme  CTpyKTypHO-(hazoBoro  mepexosa
i

1) = (Z A2i ) i 10 aroro nepexona 107 = (Z A2i I
i i
To ecTs, . [ {(z A _ZA?)(n-)}-l =Al" JIerko BuzETH, 41O 7,/ 7, ~ Al, / Al,.

Takum o00pa3om, Ha OCHOBE YHCIEHHOrO HccienoBaHus mozaenu IIpokropa-CuBammHCKOTO
IIOKAa3aHO, 4TO (bYHKHHeﬁ COCTOsIHUA, OGJ’I&I[&IOH.ICI‘O OHpC,I[CJ'ICHHOfI TOHOJ’IOFI/IGf/i, ABJIACTCA CyMMa
KBaaApaToOB aMIJIUTYd MO/JT

2
1= A"
I
i

Kpome Toro, Gonee ObICTpBIE pEITAKCALMOHHBIE IPOLECCH, TO €CTh CTPYKTYpHO-(pa30BbIe
Mepexo0/ibl MPEANIECTBYIOT Oosiee MeATIEHHBIM [8,9].

Puc.5 - ®parmeHT TOHKOM 00J1a4HOCTH — HECOBEPIIEHHbIE KOHBEKTUBHBIE BAJIbI
(oxpyorcnas oopoza 6 p-ne 2opooa Xapwros 12.09.2012)

Ha unTepBasie Mex1y BTOPBIM U TPETbUM BCIUIECKOM MPOU3BOAHON KBaapaTUUHON (POpMBI (CM.
pucC.3) U3yYUM JUHAMUKY «CIEKTPANIbHON 1e(PEKTHOCTU» CTPYKTYPbI
D=>a?/ Zj cH
j#1,2
OCHOBAHHOM Ha OTHOIIEHMM KBaJApaToOB AaMIUIUTYJ MOJ CIEKTPa, HE OTBEYAIOLIEr0 CHCTEME
KBaJIpaTHBIX SYEEK K MOJHOM CyMME€ KBaJpaTOB MOJ, a TaKKE€ TaK Ha3bIBAEMYIO «BH3YaJbHYIO
aepexktHoctb» d =N, /N, rae Ngef - 4ucio nedeKTHBIX NPOCTPaHCTBEHHBIX A4eeK (ILIOMaIb

CTPYKTYpBI, 3aHATas HEPEryJspHbIMH sueiikamu) U N - YUCIIO sYeeK B WACATbHOW peryssipHOM
CTpYKType (TOJIHAS TUIOMIA/lb CTPYKTYPHI).

Ha puc.6 mnpexacraBieH ¢GparMeHT NPOCTPAHCTBEHHOW CTPYKTYphl KOHBEKI[MM TOHKOTO
obiaunoro cnost (p-n «benoe o03epoy, e. 3mues, 06.10.2012 2.). Ha pwuc.7 mnpencrariieHa
MPOCTPAHCTBEHHAs! KOPOTKOXKUBYIIAsi KOHBEKTHBHAS CTPYKTYpa, 00JIaaro1as JajJbHUM MOPSIKOM,
HO HapyYIICHHBIM OJM)KHUM MOPSIIKOM

=2 a =15/14
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Puc.6 - IIpocTpaHcTBEHHas CTPYKTYypa Puc.7 - IIpocTpaHcTBEHHAs KOPOTKOXKUBYLIAs
KOHBEKITUH TOHKOT'O OOJIAYHOTO CIIOS KOHBEKTHUBHAsI CTPYKTYpa

[Tpu mpubnMKEeHNN K CTAOMIIBHOMY COCTOSTHHIO IMPOCTPAHCTBEHHAsI CTPYKTYpa U30aBIISETCS OT

MHOKECTBA I[C(I)CKTOB, ImpuiaeMm Ha6J'IIOI[aeTCﬂ Koppesuusa MEXIY OTHOCHTEIBLHOM ,Z[OJ'IGI\/’I

HaO0JII0/TAEMBIX BU3YAIBHO (F€OMETPUYCCKH) JC(PEKTOB CTPYKTYPHl M BEIUYHHON CIICKTPaIbHOU
nedeKTHOCTH (CM. puc.d).

2E-005 —

1,6E-005 —

k=]
[
o
)

i=]
[S)
=3
)

\ 1,2E-005 —| i
L]
\

[
dlldt
I

=

1
=]
n

8E-006 —

/
//
/

4E-006 —

Defectiveness parameters D and d

0,00 4 Ry D

——Y—T——Tr—T—T 777
46 48 50 52 54 56 58 60 62 64 66 68
Computing time, t 0

Puc.8 - CpaBHUTEIIbHBIN aHATH3 CTICK- Puc.9 - U3menenne npoussoaHoi Ol/0t mpu
TpanbHoit (D) n Bu3yanbHOM pasBuTHH mporecea, |y| = 0,5
(d) medextHOCTH (UuCO MOO - 50)

2. Koneekyusa npu yueme memnepamypHoil 3aéucumMocmu 8A3Kocmu. YUeT 3aBHCUMOCTH
BS3KOCTH OT TeMIIepaTypbl onpeensercsa ciaraeMbiM Bujia YV (OVD®) B (3), nponopuoHaIbLHBIM
y. Tlpuuem y > 0, coOTBETCTBYET caydaro rasa, a y < 0 - sxxuakoctu. [lpu |y | << 1 BiusHue 3T0rO0
cllaraeMoro Ha xapakTep Ipolecca HeBenuko. [Ipoliecc KOHBEKIIMM MPOUCXOIUT O CLIEHAPHIO, 00-
cyxaaemMoMy Bbliiie. Ho mpu mpuOImkeHun BEIMYUHBI Y K €IMHUIIC, JOMOJHUTENBHBIN MEXaHU3M
oOMEHa PHEPTUU MEXIY KaXJI0W TPOWKOW MOJI OpUEHTUPOBAHHBIX IO CTOPOHAM PAaBHOCTOPOHHETO
TPEYroJIbHUKA, BIMCAHHON B OKPYXHOCTb €IWHUYHOIO paauyca |IZ]- |=1, paspymaeTr MeXaHHU3M

MHOT'OBOJTHOBOTO B3aUMOJICHCTBUSI KyOMYECKOH BEKTOPHOW HeMWHEWHOCTH. [Ipudem mocneacTBus
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ATOrO Pa3pylICHUS B CIIydae pPa3HOrO 3HAKA Y OKA3bIBAIOTCS MPAKTUYECKU OAMHAKOBBIMU. [Ipexre
BCET0, OBICTPBINA POCT MOJI CTIIEKTpa Ha JTUHEHHOU cTaanu GopMHupyeT «amopdHoe» cocTosiHue. O1-
HAKO CITYCTsI HeOOJBIIIOE BpeMsl IIPOUCXOJAUT BTOPOM CTPYKTYPHBIN mepexona (cMm. puc.9) B pe3yib-
TaTe KOTOPOro OPMHUPYIOTCS YCTONYMBBIC MPOTSDKEHHBIC M Y€TKO BBIPAKEHHBIE BaJIbl, IPOCTPaH-
CTBEHHOE pacIpeelieHIe TEMIIEPATYPHOTO MOJIsi KOTOPBIX IpecTaBieHo Ha puc.10.

B mpuponme momoOHBIE CTPYKTYphl TOHKOH 00JIa4HOCTH HE penkocth (cMm. puc.l1l). Takum
o0pa3om, 3aMeTHasi 3aBUCUMOCTb BS3KOCTH OT TeMIIEpaTyphl ClIocoOOHa (OPMUPOBATH YCTONYHBBIC
KOHBEKTHBHbBIC Basibl. HeKOTOpble OTIMUMS Ui ra3a W KHIKOCTH MEHSIOT JIMIIb aMIUTUTYIY
KOHEYHOW CTPYKTYphl KOHBEKTHBHBIX BaJIOB, HE HW3MEHSS XapakTepa CTPYKTYpHO-(a30BBIX
nepexomos [7-9].

0 50 100
300

250

200

150

100

50

0 50 100 150 200 250 300

Puc.10 - TemneparypHoe 1noJje, OTBedarolee Puc.11 - ®opMupoBaHre KOHBEKTUBHBIX
(OopMHPOBAHNIO KOHBEKTUBHBIX BaJIOB BAJIOB, JUIMHOM B COTHU KM
npu |y = 0,5 (cesep Ascmpanuu, navano nepuooa
0o0oicoetl)

3 HarpeB noHOB npu pacnajie HHTEHCHBHOI0 JIEHIMIOPOBCKOI0 MOJIA B IJ1a3Me

Paccmotrpeno  pasButne 1D mapameTpuuecKMx = HEYCTOMYMBOCTEH  MHTEHCHUBHBIX
JUTMHHOBOJIHOBBIX JICHTMIOPOBCKUX BOJIH. MIOHBI OMMCHIBAIOTCS MOJIECIBHBIMU YacTUIIAMU B 000MX
CiIy4asix, KOTJa CpEeIHssi DSHEeprusi mojisi MeHblne (TuOpuaHas Mojenb 3axapoBa) W OOJIbIIE
(rubpunnas monens CuiinHa) TEIUIOBOW SHepruu 1uiasMel. [1o1o0HBIe MOJIENN MO3BOJSAIOT YUECTh
BO3JICHICTBUE HEPE30HAHCHBIX, 3aXBAUEHHBIX MOTEHIHAJbHBIMH SMaMU KoJIeOaHWI dYacTull,
BIIMSIHUE TIEPECEUEHUs] MX TPAeKTOPUM Ha pa3BUTHE HEYCTOMYMBOCTH WU OemanbHO ORUCAMb
npouyeccol Hazpeea uonoe. 110kazaHO, YTO DHEPrus WMOHOB INPHU HACBHIIIEHHM HEYCTOMYHMBOCTEU
OKa3bIBA€TCs MOPsIIKAa OTHOLIEHUS JIMHEHHOTO MHKPEMEHTA K YacTOTE B Cilydae, KOTJa HadajabHast
SHEPTHsl MOJISI 3aMETHO NMPEBBINIAET TEIJIOBYIO SHEPTHIO IIa3Mbl. B 3TOM ciydae pacrpeznelieHue
CYIIECTBEHHO OTIMYAeTCs OT MaKCBEIUIOBCKOTO M XapaKTePH3yeTcsl HAJTMYUEM TPYIIbI OBICTPBIX
yacTUll. B ycnoBusx ropsuyed IUIa3Mbl, HMOHAaM [EPENACTCA JOJIsI HDHEPIUM HWHTEHCUBHBIX
JICHTMIOPOBCKUX KOJIEOaHUI TOpsiiKa OTHOIICHUS HA4aJdbHON SHEPTUU MOJS K TEIUIOBOW SHEPTHU
ia3mel. [Ipu 3TOM, Tak Kak pacnpeaeneHrue HOHOB 01M3K0 MaKCBEUIOBCKOMY, MOXHO TOBOPUTH O
TEMIIEpaType HOHOB.

KoppekTHbiii anmapaT onMcaHusi IapaMeTPUYEeCKOM HEYCTOMYMBOCTH JJIMHHOBOJIHOBBIX
JICHTMIOPOBCKUX KosieOaHu (akTHUecKu ObUT CO3/1aH B OCHOBoIoaratouux padorax B.I1. Cununa
n B.E.3axapoBa IlepBrie uncineHHsle 1D »sKcnepuMeHTHI 1O MapaMETPUUYECKOMY pachaay
JICHTMIOPOBCKUX KOJICOAHUN MOATBEPIMIA TEOPETHUECKUE MPEJCTAaBICHUS (JIETaJbHO CCHUIKU Ha
9TH pabOTHI MpeACTaBICHBI, HarpuMmep, B [10,11]).
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PaccMoTpuM MOAYISIIMOHHYIO HEYCTOMYMBOCTh WHTEHCHBHBIX JICHTMIOPOBCKUX KOJICOAHW B
CITyJasix, KOT/Ia CpeIHssl DHEPTUs MOJsl MEeHbIIe (MoJens 3axapoBa) U Oonbiie (Moaens CuianHa)
TEIUIOBOM DSHEpruu Iuiasmbl.  JIJIs 3TOrO MCHONB3yeM THAPOJWHAMUYECKHE YpPaBHCHUS IS
AJIEKTPOHOB IIJIa3Mbl M METOJl KPYIHBIX YACTHIl JJIsi TPEACTaBICHUS HWOHOB IUIa3Mbl. Takoe
OMMHMCAaHWE MOXHO CYHUTaTh THOPUIHBIM. OTpaHHYUMCS OJHOMEPHBIM OIKMCAaHWUEM, TaK Kak
OJTHOMEPHBIC MOJIENIU TPOLECCOB, KaKk oTMeTwi JIk. JlaycoH, 4acTo COXpaHSET OCHOBHBIC YEPTHI
MIPOLIECCOB, CYIIECTBEHHO YIPOIIasi OMHMCAHWE W MOHMMaHue (u3mdeckux sBieHuit. Kpome Toro,
ucrnonb3oBanHoe Hwke unciao yactun N=20.000, B TpexmMepHOM ciiydae N3 ~ 10 coorsercrBoBa-
JI0 YKCITY YaCTHI] peabHOU IIa3Mbl. DTO MO3BOJISLIIO CUUTATh MOJICTUPYIONINE YaCTHUIIBI (haKTHde-
CKH OTJICIbHBIMH HMOHAMH. [ MOpUIHOE ONMHMCaHUE MO3BOJSET y4eCTh HEPE30HAHCHOE B3aUMOJICH-
CTBUE 3aXBAYCHHBIX YACTHUI[-HOHOB C MOJaMH HU3KOYACTOTHOW COCTABJISFOIICH CIIEKTpa HEYCTOM-
YHBOCTH, IIEPECEUCHUE TPACKTOPHI HOHOB IMOTCHIIMAIBHBIMHU MOJISIMU BO3HHKAIOIINX KaBEpPH IUIOT-
HOCTH IIJIa3MBI, YTO MPUBOJIMIIO K HECTAOMIBHOCTHU TIOCTICHUX U K MOSBICHHUIO TPYII OBICTPHIX Ya-
ctuil. ITH 3()(EKThI OCTaOTCS BHE PACCMOTPEHUS B TPAJAUIIMOHHOM THIIPOJAMHAMUYECKOM OIHCa-
HUU U B KMHETHYECKOM OIMCAHWUU C UCIOJIH30BAaHUEM YPaBHCHUU i1 QYHKIMH paclpeaeiieHus
YaCTHII.

K npenmytiecTBy rHOpHIHOTO OMMCAHUS CIEAYET OTHECTH MPEXK/IE BCETO 603MOMCHOCHMb KOU-
YeCmeEeHHO020 U KAueCmE8eHHO20 ORUCARUA pacnpedeieHus uoHo8 no Inepzuam [11,12] B pexume
HACBIIIECHUS HEYCTOWYNBOCTH.

CucTeMbl ypaBHEHHI [T ABYX MOJIEJICH M UX CpaBHEHHUE MPUBEICHBI, Hanpumep, B [10].

Boicokomemnepamypnas nnazma N1, >> E, [ 147 :

2 ~2,,2
aEn_iME - .E =0 %_i&'zni—mEmZO;
ot 2a)pe ot 2n, &
d?x —ikjhe @
-2 E, -exp{ik,nx.}; » E,=—>—(E,E,+EE,+ > E,,E
dtz Z p{ } n 4mwpe ( m;ﬂ n-m —m)
Huskomemnepamypnas naasma n,T, <<|E, [ l4r:
oE, drw Vi, . .
__—p‘Jl(an) 'eXp(|¢0) in-m '[E—m *"]z(an—m)exp[2|¢0]+ Em ’ ‘]O(an—m)] =0;
ot kon
E, = (—@)vmtl— 3(@,) +3J;(an)]+1Jl(an)[En e e
kon 3 2
—2_J (a, )ZE J,(@a,)- Z(n m)(E, . -E, -e? +E  -E’ €], ®)
16 en, 16 en, e
d, :iz E, -exp{ikynx}; o _jag, = S [E. - 3,(a,) expl2ig 1+ E, 0 - 3, (a,)];
dtZ M - n 0" ot 0 2en0 ~ i—m m PR 0 m o\%m/1
rme Vo, =T /m,, —€ m T ,n, - 3apsm, Macca, TeMmepaTypa M IUIOTHOCTb 3JIEKTPOHOB

lkgy
@, ~ w,, =[47e’n, Mm%, v, =en =en, -~ I exp[—imk, - X, (X,,t)]-dx,, , E, - KOMmoHeHT diek-
—lKgy

TPUYECKOTO TOJISI KOPOTKOBOJIHOBOTO CIIEKTPA: E = z E, exp{ik, x}= 2 E_exp{imk,x}, Js (a,) -

¢byakmus  beccens, apryMeHT KOTOpOH L=m-a,=¢ek,|E,|/m, a)pe, E,=|E, |exp{ig,} ®©
.= E, |exp{iy,} MEIIEHHO MEHAIOMMECS aMIUIMTYJbl JUIMHHOBOJHOBOM M KOPOTKOBOJIHOBOM

JIEHTMIOPOBCKHX BOJIH.
MakcumanbHble OTHOCHTENIBHBIE HHKPEMEHTBI HeyCToﬁqHBOCTeﬁ B Mojaenu 3axapoBsa

olw (1 IE, f 6)1’2 u B Mojienn Cununa 6/ o, =0,44- (Me)

1/3

® "24xn,T, M
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Jlist YrciIa 9acTHI, MOJACTHPYIOMMX HoHbl S=2-10%, oTHOmIEHHE Macch MeKTpoHa K Macce HOHA
BeIOUpanock M, /M =0,5-10"° (nerkue uons) u m, /M =10"°/8( Tsxenbie nousl). KpynHsle ya-

CTHIbI PABHOMEPHO pacIpesie/ieHbl Ha MHTepBane -1/2<¢<1/2, HaualabHbIE YCIIOBHMA I YaCTHIL
dé /dr|_y=V,|.,=0 wumcno mox cuekrpa —N <n<N, N =S5/100 Havanbhas HOpMHpOBaHHAs

AMILIMTY/Ia MHTCHCUBHBIX KONCOaumii a,(0) = ek, | E,(0) |/m,e?, =0.06. Hauanbupie ammmarymsr BU
MOJ 3ajaroTcsi BhIpakenneM €, | _=ek,|E, (0)|/mwi, =(2+9)-10° B momenn Cummza u
e, |._o=ek,E,(0)/ m,@’, =(0.5+9)-10" B momemn 3axaposa, rae g <[01] - cuyuaiinoe umco,

W, |, Takke ciydaiiHpIM 00pa3zoM pacmpejensiuch B HHTepBane 0+27. Benuunna

2 2
| = Z(%) :Z(%) U pacrpeiejICHUE YaCTHIl 10 SHEPTUSIM SBJISUTUCH LEIbI0 MCCIICAOBAHUI U
~ dr ' 2rodt
OCHOBHBIM PE3YJILTATOM paC4YCTOB.
Pesynibmamut mooenuposanua. B npouecce pasBUTHS HEYCTONUMBOCTH TIPH MIPEKPAILECHUH PO-

cra sHeprud MOHOB B CHIIMHCKOM Mojenu AOoCcTUrHyThl 3HadyeHus | [ 0,08 (nerkue HOHBI),
I, 00,005 (TsKenble HOHBI) ¥ B 3aXapoBCKOM | [] 4,58 (erkue nonsl), | [10,8 (TAKeble HOHBI).

OTHOIIICHHE KUHETHYECKOM SHEPTHH HOHOB K HaYaIbHOM sHepruu nons [11,12]
E, M
Zkin % 0.27-1-(=)- 6%/ . (6)
A m
U JUIS XOJIOAHOM 1u1a3mbl (Moaens CuiiMHA) OKa3bIBAETCS MOPSAKA OTHOCUTENIBHOIO MHKPEMEHTA
JUIS BBIOPaHHOTO COOTHOIICHUS Macc. B ciyyae BrICOKOTeMIepaTypHOM M1a3Mbl 7S JIETKUX MOHOB

310 cootrommenue nopska | E,(0) f /4zn,T, =W, /n,T,, a Juist TSOKENBIX - IOYTH B 6 pa3 MEHbIIE.

300 1600 4

1200
200

ftv,) Sl

800
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400 4

0 -
-0,03 0,00 0,03 0,004 0,002 0,000 0,002 0,004
v, %

Puc.12 - Pacnipenenenue noHoB no ckopoctsiMm ~ Puc.13 - Pacnipenenenue HOHOB 1O CKOPOCTSIM
JUIS CITy4yasi BBICOKOTEMIIEpaTypHOU IIa3MBblI ¢ JUISL CITydasi XOJIOHOM IUIa3MBbl C JIESTKUMHU

JIETKMMH HOHAaMU V =KV [ 27760 uonamu Vv, = kv /276

B cayuae BwIcOKOTEeMIepaTypHOM Imia3mMbl TOJbKO 10-14% dYacTHII-MOHOB HaXOASTCS BHE
KOHTYpa (YHKUMH OT PHEPIrUU YacTUll, OTBeyarollell MaKCBEUIOBCKOMY pactpenesnenuto. s
ciiydasi XOJOJHOM IUTa3Mbl SIBHO BBIp@KEHA TpyIMIa OBICTPBIX dYacTHIl. 1o ecTh, uIs
BBICOKOTEMIIEPATypHOH IUIa3Mbl  paclpesielieHne YacTHI-MOHOB MO0 JHEpPrusM OJIM3KO K
MakcBeIIOBCKOMY, TO €CTh  MOXXHO TOBOPHUTH O  TeMIepaType JIeTKHX  HOHOB
T. = (|E,(0) F /47)?nZT,, onnaxo ais Gonee TSKENBIX MOHOB MX TEMIEPATYpa OKa3bIBAETCS He-
CKOJIKO MEHBIIIE.

Pacnpenenenre MOHOB 1O SHEPTUAM B THOpHIHON Mojen CHITMHA CYIIECTBEHHO OTJIMYAETCS OT
MakcBeIIOBCKOTO M XapaKTepH3yeTcss HaJu4heM OOJNBINOW J0JMU OBICTPBHIX YacTull. Pasnnune B
pacrnpeiesieHi HOHOB T10 YHEPTUSIM MOTYT OBITh MOSICHEHBI TEM, YTO B MOJIENI 3axapoBa ObLIO 00-
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Hapy>XeHO (OPMHPOBAHHE MHOTOUMCIEHHBIX KaBEpPH IUIOTHOCTH, NMpuYeM B Mojenu CuinHa Ka-
BEpPH OKa3aJIOCh 3aMETHO MEHBIIIE, U OHU OBLIHN TITy0XKe.

Cnez[yeT OTMCTHUTH, UYTO MacIITa0bl BO3MyH_IeHI/II71 HOHHOHM IUIOTHOCTH MEHBIINE I[e6aeBCKOFO
paaMyca MOHOB T, =V, /®, HE JIAIOT BKIaaa B (OPMHUPOBAHME HU3KOYACTOTHBIX DIEKTPUYECKUX

noJiei u3-3a s exra SKpaHUPOBKU. B TepmuHax r,k, /27 - HOHHBIA Ae0aCBCKHI pagnyc MOKHO
OLICHUTDH KaK

vk o || M o | M
rDikO /27[:RDI A — (_)1/2 =<V, > — (_)1/2 (7)

2my, @,, ) m, @,, ) m,
B pexxume pa3BuTOi HEYCTOWYMBOCTH 3Ta BEIMYMHA OKaszbiBaeTcs mopsiaka Rp; < 10-3, a uucno
MOJI CIIEKTPpa MOHHOMW IUIOTHOCTH HE MPEBbINIACT BeMUYMHBI 1/Rpj, 4TO HE MPOTUBOPEUYHT MPOBE-

JICHHOMY aHaJIH3y.

4 U3ayvyeHue U MOTJIOIIEHHE TSKEJIbIX KBAHTOB OCHHJLIATOPOM, 3aXBa4eHHbIM
B NOTEHIUAJBHYIO MY (npupooa r¢ppexkma Meccoaysrpa)

PaccmarpuBaercst xapakTep M3JIydyeHHsI 3aXBau€HHOI'O BO BHEIIHIOI NOTEHIMAIbHYIO SIMY OC-
musaTopa. CoOCTBEHHas 4acTOTa OCLMIUIATOPA 3HAYUTENIBHO IPEBOCXOJUT YacTOTY €ro Koiyeda-
HUH B HOTEeHIMATIBbHOH siMe. V3ydeHa mModensb uziyuenus maxkozo ocyuniamopa é cayiae omauy-
HOUl om HynAa IHepzuu omoauu. B TOM ciydae, eClid HEprus OTJa4y paBHA YHEPTUU KBAaHTA HU3-
KOYaCTOTHBIX KOJeOaHWH B MOTEHLUAIBHOU sIME, Hab100aemca HAUOOIbUIAA UHMEHCUGHOCHb
JAUHUT NO2TIOWEHUA U U3TIYYEHUA HA COOCMEEHHOIl yacmome ocuuurATopa. OTME4aeTcst HEKOTO-
pO€ CHIDKEHHE aMIUIMTY/Abl JIMHUN M3JIy4eHUs U IOIVIOIIEHHs H3-3a APOKaHUs MOTEHLHATbHOM
SIMBI, 00YCIIOBIIGHHBIX, HAl[pUMEp, HATHYHEM (OHOHHOTO criekTpa. OleHeHbl BpeMeHa pellaKkCauu
HU3KOYACTOTHBIX JIBUKEHUH B MOTCHLHUAIBHOW sIME M3-3a M3JIy4eHHs] (DOHOHOB B OKPYKAIOLIYIO
cpeny. JlemaeTcs BBIBOA, UTO ITH MPOLECCH HE CIIOCOOHBI MOBIHATh HA OOHAPYKEHHBIE OCOOEHHO-
CTH IPOLIECCOB U3IYYEHHUS U MOIJIOLICHNS BBICOKOYACTOTHBIX KBAaHTOB. [IpuMeHeHue TaHHOH Mo-
JIeNId JJI ONKCAHUsSl U3JIyYEHHs U MOIVIOIIEHHS I'aMMa KBAHTOB B KPUCTAJUIMUECKUX CTPYKTYypax
BO3MOKHO JakK€ MpPHU HaJIMYUM (POHOHHOTO CIEKTpa, €CIM BpeMs pellaKkCalliM HHU3KOYaCTOTHBIX
JBUKEHUH B MOTEHIIMAJIBHON siMe TipeBbIIaeT Bpems ku3Hu BU ocrmunstopa [13,14].

Pacnonmoxxum B Havane  koopamHar  BY  ocumuiATop,  CKOpPOCTH  KOTOpPOTO
V, =V,,C0S@pt =am,Cosewyt. Memennbie Konebanust Takoro OCHMILIATOPA B MOTEHIUATBHON sSMeE

IPOUCXOAT CO CKOPOCTEIO V, =hQcos(Qt) , mpuueM ) << . 3aKOHBI COXPAHEHHS TPH TOTJIONIE-
HMY KBaHTa BHemHero nois E, = fi(a, +€) ocummnaropom ¢ maccoit mokos M, u 3apsgom € ume-
10T BH/T
nap+Q)fc=mV,, Q=mVZ/2, (8)
B ycinoBusx a = ha,/ MC* <1 ABMKeHHe OCHHILIATOPA BAOMB ock OZ OMHCHIBACTCS YPABHEHH-
em z=bsinOt , rie Q=V, /b, otkyna cnenyer [15] cootromenne @,b/C=kb=2.
BekTopHbIif TOTEHITHAT B TOYKE, TJI€ HAXOJUTCS YacTHUIIA - OCHUIIISATOP,

A = J2- g, exp{i(w £ Q)t +ikbsin Qt}- Cos{o} = J2- quos{5}ZJ n(kb)exp{i(w+ Q)t +imQt}

V, =V,,-C0S@,t - ckopocts ocrusitopa. TakuM 00pa3oMm, B CHCTEME CYLIECTBYET M dHepreTude-

CKHX ypOBHGfI, Nnepexoabl HA KaXIbIN U3 KOTOPBIX MOT'YT OCYHICCTBJIATHCA HE3aBUCUMO. HpI/I 9TOM
ciIeayer O6paTI/ITI) BHUMAaHHC Ha U3MCHCHUC YacCTOThI npu oTaade

k-t J tdt - (dV,, / dt) = +kV, /2=1Q 5 cucreme moKos JaCTHITEI-OCIUILIATOPA.

B knaccuueckoi MOJCIIM MHTCPBAJI BpCMCHU IIEPCAaYN UMITYJIbCA U QHCPIUHU 4aCTUIC- OCLIUILIIA-
TOPY AOCTATOYHO HHHTGHBHBIﬁ, B KBAHTOBOM CJIy4da€ 3TOT IMPOLECC MT'HOBCHHBIH.
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JloO6uBasACh BBINOJIHEHUS TPEOOBAaHUN BPEMEHHOTO CHHXPOHU3Ma, YOeIUMCS B TOM, YTO TOJBKO MPU
3HAYEHUSIX YaCTOThI BHEIIHETO MOJsA @ = (M F1)Q + @, BHIPAKEHUE [JIs SHEPTUH B3aUMOJEHCTBUS

OCHUJIIIATOPA C ITOJIEM OKa3bIBACTCA OTIIMYHBIM OT HYJIA 1 MOXKET OBITE IMpEaACTAaBJIICHO B BUJIC

e-v
H'=-e-v,A /c=——2q\2-> J (kb)-coss. 9)
C m
BepositHocTh miepexoja ( o - IIIOTHOCTh COCTOsIHMIA) Ha coOcTBeHHOM YacTtote BU ocrmuisatopa @y
paBHa
Ar’ 87e’
R :FlHif e Zh—cga’gﬂ Xap [+ Vo [1) - 37 (Kb) - Cos*6 , (10)

HpHYeM, U3JIy4CHUE Ha 4acTOTe @ =@y, —C) W HOIJIOLIEHHE @ = @)+ ) ONUCHIBACTCSA MOMOOHBIM
BeIpakenueM, rie m=0 u J_, (kb) cienyer 3amenuts Ha J,(Kb) .

HetpyaHO BHAETH, YTO B Cllydae KOJEOIIOMIErOCs B MOTEHIMAIBLHOM SME OCIMIUIATOpA C da-
cToToi Q M ammuTy0# KoneGanuii b (Tak kak J7(2) >> Jé (2)), MHTEHCHBHOCTH IMHUIA MOTJIO-

IIEHUsI ¥ U3JIy4eHHs] Ha COOCTBEHHOW 4acTOTe OCLMILIATOPA (9 IHOYTH HA MOPSIOK MPEBOCXOJUT
WHTEHCUBHOCTD JIMHUI H3JIy4eHUs Ha 4acToTe o - {2, W MOIJIOHICHUS Ha YacToTe wp + (2. 3ame-
TUM TaKxke, 4To npupoaa BU ocummstopa, sHEprus KojiebaHuii KOTOPOro B MOTEHIMAIBHON siMe
paBHA SHEPrUM OTJAuM, HE BIUSAET Ha 00CYXJaeMblii XapakTep M3Iy4eHUs U MOIJIOLUICHHUS Ha €ro
COOCTBEHHOI 4acToTe.

Ecnn Bpems penakcanuun HY nBrkeHUs B IOTEHIMAIBHOMN SIME 3HAUUTENIBHO NPEBBIILIAET BPEMS
xu3Hu BY Bo3Oyxaenus, To npouecc HY penakcanuu He BIMSET Ha XapakTep 00CYXAaeMOro BbI-
1ie u3j1ydeHus u nornomenus BY kBaHTOB.

OtmeTuM, 4TO B TPEXMEPHOM cllyyae XapakTepHoe Bpemst penakcanuu HY neukenus nopsaka

3 22 3
Tr = 3(ppAs I M) (@, [ 7°Q2°) nponopuuoHanbHOE BecbMa 00IbLIIOMY MapaMeTpy pyA. / m, (31ech
Py - INIOTHOCTB CPEAbl V - CKOPOCTh 3BYKa, A, =27V, /C()- nnnuHa n3iydaeMoil 3ByKOBOI BOJIHBI).
VYder ObICTPBIX OCIHJUTSIIANA MOTSHIIHAILHOW SIMBI TPUBOJIUT K CHMKEHHUIO aMILUTHTYIBI BEKTOPHOTO
noteHnuana A, ¥ sHepruu B3aumopeiictBuss H' ymeHblraer BeposiTHOCTE mnepexona B exp{-W}
pas, rue exp{-W}=(1- b‘Zbe) , TIPU BBITIOJHEHHH YCJIOBHii Ha sHepruio b’Q* << Z:biza)l2 U aMm-
i=1 i=1
IUTUTY/IBI OTKIOHEHHH b” > Zblz .
i=1
Tax Hanpumep, mornoieHue siapamu atomos 57Fe u 119Sn ramma-kBanToB 14,4 k3B u 23,8 k3B
COOTBETCTBEHHO, COTNIACHO BBIPAKEHMIO y0/C~2 | mpuBOIUT K KONEOAHHSIM aTOMOB B MOTEHIH-

aIbHOW sIMe KpHUCTasla ¢ pa3MaxaMmu (yABOCHHOM aMIUIMTYJIOW) paBHBIMHU 0,55x10%cm  m
0,33x10% cm. Bpems penakcaiuy Takoro kojae0aTeIbHOro ABMXKEHHS aTOMOB JKeJle3a U 0J0Ba U3-3a
renepanuu 3Byka nopsaka 0,1 u 0,01 cek coOTBETCTBEHHO, YTO Ha MHOTO TOPSIKOB OOJIBIIE Bpe-
MEHHM >KU3HU BO30YXIEHHOTO sijipa aTroma. [IprBeieHHbIe OLIEHKH OCJIa0JIeHUs] MHTEHCUBHOCTH JIH-
auit [ exp{-W}ocrarorcst cipaBeanuBeiMu qaxe st Temmeparyp Jdebas 6, (Hanpumep, st xe-

nesa 6, =467°K, @y, KO, /7110"). TIponecc n3TydeHns W MOTIOIMIEHHS HA COOCTBEHHOI

JacCTOTC dapa g ONPCACTIACTCA HATUYNEM 3HAYUTCIBbHOIO YUCJjia aTOMOB, KOJ'I€6J'IIOH_[I/IXC$I B IIOTCH-
MUAJIBHBIX AMaX KpHUCTaJllla, KaK C BO36y>KI[CHHLIMI/I, TaK U C HC B036Y)KJICHHLIMI/I AApaMHu.

5 HoBblii MOpoOr MHAYUHPOBAHHOTO U3JIyYeHUSs

[TokazaHo cyiiecTBOBaHHE HOBOTO MOpPOTa MHIYLMPOBAHHOTO H3iMydeHHs. OOHapy)eHO H3Me-
HEHUE XapaKTepa Ipollecca TeHepalu U3JIyYeHHs] B IByXYPOBHEBOW CHCTEME NPHU HpesbluieHuU
HAYAbHOU UHEEPCUU 3aACelleHHOCHmell 6elUYUHbl, PAGHOI KOPHIO KEAOPAMHOMY U3 NOIAHO20
yucna cocmosanuil. Ilpyu npeBbIIEHUN 3TOTO NMOPOra YUCIO KBAHTOB HAYMHAET PACTH HKCIIOHEHIIU-
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IbHO CO BPEMEHEM, BO3HUKAECT T'€HEepallysl B 3HAUUTEIbHON CTENEHU KOTEPEHTHOTO M3Iy4eHUs B
BU/JIE UMITYJILCOB C KOPOTKHUM MEpeTHUM GPOHTOM U MPOTSKEHHBIM 33 JHUM (PPOHTOM.
NHnytmpoBaHHBIM WIIM BBIHYXKJIECHHBIM HA3bIBAIOT HU3JIYYCHHE, BOZHHUKAIOIIEE BCIIECJICTBUE BO3-
JEHCTBUS BHEIIHETO MOJs Ha MCTOYHHK M3ITydeHUs Ha TOW ke camoil yactore. CyliecTBOBaIU
TPYQHOCTH WHTEPIIPETANNS WHIYIIUPOBAHHOTO W3IYYCHHsI KaK M3IydeHUs: KorepeHtHoro. M6o B
KBaHTOBOM OIHMCAHMU, TJI€ B OTJIMYUE OT KJIACCHUYECKOTO CiIydasi Hesb3sl ObLI0O HUYEro CKa3zaTh O
¢dazax monel, U3IydaeMbIX OTACIHHBIMA aTOMaMU W MOJICKYJIAMH, TIPEIICTABICHHE O KOTEPEHTHO-
CTH U3Ty4EHHs MpaKTHUeCKu He ucmnoibiyercs. Tem He meHee, Y. TayHc, onupasice Ha MHOTOYHC-
JICHHBIC DKCIEPUMEHTATbHBIC (AKThI MMOJIATAN, YTO «...9HEPTHUs, U3TydaeMasi MOJICKYISIPHBIMU CU-
CTEeMaMHM, UMEET TO K€ CaMO€e pacIpe/ieIeHHE MOJIA U Ty e CaMyI0 YacTOTY, YTO U UHAYIUPYIOIlee
U3ITy4eHUE, a CICIOBATEIILHO M MOCTOSIHHYIO (BO3MOXHO HYJIEBYIO) Pa3HOCTH (ha3y.
CormacHo mnpeacTtaBieHusM A. DiHITelHa, onucanue 1D nByXypoBHEBOW CHCTEMBI TPH
HaJIMYMHU M3TyYEHHUS Ha YaCTOTE NEPEX0Ia &, — &, = hc,, CIEAYIOLIEE
N, [0t =—(Uy +Wy; - N ) - Ny + W, - N -0y, o /0t =—wy, - Ny -1y + (U, + W - Ny ) -1,
a|\|l</8t=(l"21+W21'Nk)'nz_(wm'Nk)'nl (11)
MpUYEeM TIOJIHOE€ YHWCIO YacTHUIl CUCTEMBI Ha TEPBOM K Ha BTOPOM YPOBHE IOCTOSIHHO
n, +n, =Const, U,,-N, - CKOPOCTb M3MEHEHHUsS KOJMYECTBA KBAHTOB BTOPOI0 BO30YKIEHHOIO
YPOBHS 32 CUET CIIOHTAHHBIX MPOILECCOB M3IydeHHUs. CKOPOCTh M3MEHEHHS KOJIMYECTBA KBAHTOB

(4acTHI]) Ha HTHX YPOBHSX 3a CUET MHJIYIIMPOBAHHBIX MPOIECCOB u3ydeHust Wy N, -1, u mormomie-
HUA W, - N, -n;, N, - gmicno KBaHTOB M3IyYeHUs Ha 4acToTe mepexona. MoXKHO, Ha KaueCTBEH-
HOM YPOBHE IIPEJIIOJI0KUTh, UTO CJIaraeMble B MPaBbIX YacTAX ypaBHeHUH (11) nponopuuoHaabHbie
N, , OTBeHarOT MHIYLMPOBAHHBIM MPOLIECCAM, TAKXKE KaK M YHCIO KBAaHTOB N, , 3allCAHHOE Tam

incoh h incoh h
ske. Pamonanso npencrasuts N, =N, ™ +N, ", rre N, ™ u N," - coorsercrBenHo unc-

Jla KBAHTOB CIIOHTAHHOT'O U MHAYLIMPOBAHHOTO M3Iy4eHUs. To eCThb MOXKHO pacCMOTPETh JIBE MOJIe-
JIM OTIMCAHUS - TPAJTUIIMOHHYIO 1 KAYECTBEHHYIO - MOAU(DHUINPOBAHHYIO.
TpaauumoHHas cucremMa ypaBHEHHIA:
oM, /T =—2N,—2M,-N,;  &N,/dT =N,+M,-N,-6-N, . (12)
KauecTBeHHas crcTeMa ypaBHEHHH C pa3/ieIeHHEM KBAHTOB MO X MPOUCXOXKIEHHIO

&M /T =—2N,—2M-N, . &N, /8T =N,—6-N, _.
aNC/aT:M'NC_H'NC . (13)

e N, =N"/u4, N, =N"/gy, M=plpgy, M=M,=ulpy T =Wy pty-t=p-7, Ny=N/ s,
eIMHCTBEHHBIM yIOOHBIM JUIs aHAIIN3a CBOOOIHBIM TTApAMETPOM SIBIAETCT N, =N /24
JIns KOPpPEeKTHOCTH CpaBHEHUs] OyleM CUMTaTh, YTO OOIIEEe YHUCIO PEeabHBIX COCTOSHUM
N =n, +n, =10"%, a moporosast uHBepcHst 4, =+/N =10°. Ilepexon K eaMHOI mIKane BpeMeHH Oy-
€M OIIEHHBATh COTJIACHO COOTHOLICHHIO T =7 4, TAe T - BpeMsl B K&XKJOM OTJECIBHOM CITydae.
HavanwHbie 3HA4YCHUA OoInpeneInM CIIEAYIOIIUM obpazom M(T =0)=M,(T =0) =1,
N, (T=0)=N,_/ =310/ yg;; N (T=0)=N_/ 1, =3-10*/ g1; N,(T =0)=N, / 14, =3-10"/ p,.
[TornomeHne SHEPTHH TOJIsI YIUTHIBAaeTCs 3HaueHeM 0=01y, .

N3menenue xapakrtepa mporecca i TpaaulMoHHOM cuctemsl (12) mpencraBieHo Ha puc.l4,
JlaHHBI PHUCYHOK OTOOpa)kaeT IWHAMMKY pa3BUTHs Ipoliecca NpU H3MEHEHHM IapaMeTpa
N, = (30+0.01), rme: 1-Ng=30; 2-Ng=10; 3-Nog=5; 4-Ng=2; 5-Ng=1;6-No=0,5; 7-
No=0,2; 8-No=0,1;9-Ng=0,03; 10 - No = 0,01.

Cnenyer oOpaTuTh BHUMaHHE Ha M3MEHEHHE XapaKTepa pocTa 4Hciia KBaHTOB IPH Iepexojie
yepes nopor [16]

N, =N, = iy, = 2(N)¥* =2(n, +n))". (14)
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LUV . -05 . .

0 5 o T 0 10 20 T
Puc.14 - Iloenenue Bennuunsl In{dN, / N,dT} Puc.15 - IloBenenue Benuund My, Np, N

OT BPEMEHH IS 3HAYECHHUS IIapameTpa u Nipc IpH OTCYTCTBUHU MOTTIOMCHHS

N, = (n,+n,)/(n,—n)?

Ha puc.160 mnpezncraBieHbl 3aBUCHMOCTH, OTpayKaroliye noseaeHne Beanaud My (myHktup), Ni
(rouku), N¢ (crutomHast muaust) ¥ Nine (IITPUXITYHKTUPHAS JIMHUS) TIPH OTCYTCTBUHU MOTJIOIICHHS
(0=0)u N, =N/ =0.05.

[Ipu OonblIMX 3HAUEHUSX HAYAIBHONW MHBEPCHUM HAYMHAET MPOSBIATH ceOs MHIYIHPOBAHHOE
U3Iy4YeHUE, IPHUeM Bce 00Jiee YETKO BBIACISCTCS PEXUM SKCIHOHEHIIMAIBHOTO POCTa YKMCa KBaH-
TOB. B oTCyTCTBUE MOIIIONIEHNS YHEPTUH KBAHTOB, COTJIACHO KaueCTBEHHOMY omucanuio (13), mo-
Clie YMEHBIICHUSI aMIUIUTY/Ibl UMITYJIbCa MHIYIUPOBAHHOTO M3JTyYSHHS YMCIIO KBAHTOB CIIOHTAH-
HOTO M3IIy4eHUs MPOJ0IDKAeT pacTu. B TpaaunnonHoii monenu (12) mporecchl NoraomeHus orpa-
HUYMBAIOT POCT TOJHOTO YMCJIa KBAHTOB M YPOBEHBb M3IYYEHHUS BBIXOJUT HAa CBOE CTAllMOHAPHOE
3HayeHue. OJJHaKO CpaBHUBAS JIMHAMMKY IPOLIECCOB MOYKHO MOHATH, YTO MOCJIE YMEHBIIEHUS aM-
TUTATY/IBI UMITYJTbCA HHYIIMPOBAHHOTO M3ITyYeHUsI OCHOBHOW BKJIAJ] B MOJTHOE YHCJIO KBAHTOB Ja€T
CIOHTaHHBIN nporecc. To ecTh, Ha BpeMeHaX, MPEBbIMIAOIINX ATUTEIbHOCTh UMITYJIbCA UHYIIH-
POBaHHOTO M3JTYYEHUSs, TOMUHUPYET CIOHTAHHOE HEKOTEPEHTHOE M3ITydYeHHE.

Craenyer oOpaTUTh BHUMaHHUE Ha TOT (akT, YTO B ciaydae (PUKCUPOBAHHOIO KOHEYHOTO YPOBHS
MOTEPh WM TOTJIONICHUSI SHEPTHH KBAaHTOB, pa3Mep MMITYJbCa WHAYIMPOBAHHOTO W3JITyYEHUS HE
MEHsIeTCs 1aXke MPH 3HAYUTEIbHOM YBEJIMUEHUN YPOBHS MHBEPCHH 3aceseHHocTel (puc.16).

Tak Ha puc.16a npencraBieH BUJ KOT€PEHTHOTO UMITYJIbCA B PEATBHOM BPEMEHHU B OTCYTCTBUU
norsoieHus (0=0) asst pa3IuvHbIX 3HAYCHUI UHBEpCHU (LLo):

\2:10°: 2:10°: V10-10°: 4/20-10°: /50-10°: 107 2-10": 2107 J10-10"

Ha puc.166 mpencraBiieH BUI KOTEPEHTHOTO MUMITYJIbCA B PEATbHOM BPEMEHH B ITOTJIONIAIOIEH
cpene (6=4x10°) 1t Tex ke 3HAUYCHHI HHBEPCHH (Lo).

Takum oOpazom, eciau GOpMHpPOBaHUE TIEpEAHETO (PPOHTA MUMIYIIbCa WHAYIIMPOBAHHOTO U3JY-
YEHHUs OIpeJessieTCsl HaualbHbIM YPOBHEM HMHBEPCHH, TO JUIMTEIBHOCTh €ro 3aHero ¢ppoHTa o0y-
CJIOBJIEHA B OOJIbIIEH CTENEHU YPOBHSIMHU MOTEPh YHEPTUHU KBaHTOB B cucteme [17].

OO6cyxnaeMblii B 1aHHON paboTe MOPOr MHAYLHPOBAHHOIO M3JIyYEHHs] OTBEYAET CIydvaro,
KOTJIa CITy9aifHO pacmpezielieHHOe 1Mo (ha3aM CIIOHTaHHOE M3JIyYeHHE CPAaBHUMO C M3ITy4YeHHEM HH-
AyuupoBaHHbIM. [IpeBbllleHMe TOpOra, KOTOPHIM Upe3BbIYAHO HM3KUHM (Hampumep, Mpu
N =n +n,=10", mnoporoBas uHBepcHs n,—n =, =N =10°, OTHOCHTENbHAs HMHBEPCHS

(n,—n)/(n,+n,)~10"°), NPUBOAUT K TIOABJIEHHIO UMITYJIECOB MHIYIHPOBAHHOTO M3MyUeHHs, KO-

TOpPOC B 3HAYNTEIILHON CTEIEHH SABIISICTCS KOTCPCHTHBIM.
[Tpu yuere mormomeHus, Jake HEOONBIIOTO, UIUTEIHPHOCTh TAKOTO UMITYJIbCA M3ITyUeHUs
c1abo MeHseTCs TPU POCTE WHBEPCHH, TIO KpaltHEH Mepe, TOCTaTOYHO J1ajeKo OT IMopora.
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lg(Nc)
0

5 6 7 8 9
12.5 25 T —+a : o +
Puc.16.a - Bug KorepeHTHOTO HMITYJIbCa Puc.16.6 - Bug korepeHTHOro UMIyibca
B PEAJIbHOM BPEMEHU IIPU OTCYTCTBUU B PEAJIbHOM BPEMEHU B IOMVIOIIAIOIIEN Cpene
MOTJIOLICHUS

HNMeHHO 3TH 00CTOSTENbCTBA AAIOT OCHOBAHME IPEAINOJAraTh, YTO JAHHBIH MEXaHU3M MOKET
SIBJIATHCS OJJHOM W3 MPUYMH (GOPMHUPOBAHUS B KOCMHUYECKUX YCIOBHSX, B arMocdepax 3Be3n (rae
OTHOCHTEJIbHBIC YPOBHU WHBEPCUU KPaliHE HEBEJIMKHU), KOTCPEHTHBIX UMITYJIbCOB IPUMEPHO OJIHOM
JUIUTEIIBHOCTH.
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Abstract. The work is devoted to consideration the blind electronic signature mechanisms based on algorithms, de-
scribed in ISO/IEC 14888-3:2006 and national standard DSTU 4145-2002. It is tested protocol security based on
these algorithms by the anonymity criterion. It is proved, that the considered protocol is protected by the anonymity
criterion, that is impossible to identify the author of the signed document.

Keywords: anonymity, electronic signature, blind signature.

1 Introduction

The requirement of providing electronic anonymity service (non-traceability), for example, in
systems of secret electronic voting, electronic money and so on is mandatory in some applications
of electronic trust services. Recognized mechanism of providing anonymity service is the use of
blind signature mechanism. Blind is a signature, that is imposed on the previously disguised mes-
sage by trust third face.

The recognition typical blind signature scheme involves, as usual, three faces [7]: signer — A, is-
suer of the document — B and verifier — C. The issuer creates a document that signer must sign
anonymously. That is, the signer shouldn’t know the document semantic content and final signature
form. For this issuer masking document uses specific cryptographic conversion and sends it to the
signer. Then signer signs the disguising document and sends it to the issuer. Issuer removes the dis-
guising conversion from the document, and electronic signature (ES), created by the signer, remains
under the document in an open type. Thus verifier gets signed document, that verifies its integrity,
authenticity and sets authorship using the signer public key.

Considering the relevance, currently Committee ISO/IEC JTC1/SC27 (one of participant is
Ukraine) developed the package of standards concerning electronic trust services. Blind signature is
one of such services and concerning it is developing inter-national standard ISO/IEC DIS 18370-2
[2], which will regulate types of blind signature, its using and standardize the specific mechanisms,
and blind signature protocols.

Blind ES mechanisms and protocols, based on GOST 34.10-2001, Schnorr and EI Gamal algo-
rithms are proposed in [7,8]. But nowadays in Ukraine ES algorithms, that defined in DSTU
ISO/IEC 14888-3 and DSTU 4145-2002, are permitted or those, that are recommended for use.
Therefore, the task of developing and detailed investigation of these ES algorithms in terms of their
use in blind signature mechanisms is important. For this it is necessary to prove the safety of blind
signature on elliptic curves mechanism and protocols in general, and the safety of protocols during
their implementation using standards on ES, that are recommended for use. Also it is necessary to
give the assessments to the cryptographic sustainability directly to ES methods and algorithms on
elliptic curves.

The purpose of this article is identifying opportunities and conditions of implementation, justifi-
cation and development of generalized mechanism of the safe blind ES on elliptic curves, and proof
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the safety and determine the conditions of specific blind ES protocols implementation using specific
algorithms, defined by DSTU ISO/IEC 14888-3 and DSTU 4145-2002.

2 General description of blind electronic signature mechanism on the elliptic curve

Let the blind ES on the elliptic curve mechanism (scheme) has interaction of three faces [7]: B —
subscriber (issuer of the document/message m), A — the signer and verifier C. In this case verifier
can be any of them, or a trusted third part. As indicated in the introduction, issuer creates a docu-
ment m, that the signer has to sign anonymously, that is the signer doesn’t have the access to its
semantic content — in practice — to the real hash-value. For this purpose the issuer, getting the sub-
scriber consent, disguising the document, and actually — hash-value, using specific cryptographic
conversion and sends it to subscriber.

After signing the disguised document, signer sends it to the issuer. The issuer carries out the op-
posite, relatively disguise, transformation and removes it, leaving ES unharmed. Verifier, after re-
ceiving the signed document, verifies its integrity, authenticity and sets authorship using the signer
public key.

The certain general parameters of cryptographic transformations on elliptic curves analysis must
be previously generated and safe distributed by safe manner to ensure security of mechanism. The
list of transformations and requirements to them are defined in the relevant standards [1,4]. Also,
asymmetric key pairs for signers A must be generated, and verifier C must have access to signers
public keys (certificates). The issuer must have general parameters and disguising and undisguising
keys.

Signer A begins the signature statement stage directly [5-7]. He chooses a random or pseudo-
random value of disposable ES key k, 1<k<(n—1) and calculates a point on elliptic curve

E=k-Gmodn=(xc,Yc), where G — basic point with order n. Further signer A sends point E to
the issuer B.

Issuer B computes hash-value h of message m and chooses a disguising parameter o, where
1<a <(n—-1). Then issuer calculates point C =« -Emodn=(X.,Y.), and also calculates values r
and r' according to the following formulas:

r=x.modn and r'=x. modn.

Issuer B uses to blind the valid hash-value h the obtained values r and r', for example, for EC

DSA, gets h':

h'=(=.hymodn.
r

Further issuer B sends the value h' to signer A, that using the obtained values h', r', session
key k and his personal (private) key d, signs the disguised hash-value h' and gets s' for the se-
lected standard, for example, for EC DSA:

s':umodn’

and sends the value s' to the issuer B.
Issuer B authenticates the blinded signature s' using usual ES verification, that is defined in the
relevant standard [1,4], using signer A public key Q. If s' is verified by B, that he forms from it

message m blind signature in form <r,s >, that is undisguises s', turning it into s.
In signature {m,<r,s >} verification, verifier calculates point R =(Xg, y;), using algorithm, that
is specified in the relevant standard [1,4], and signer A public key Q.
Signature is considered to be authentic, if the following ratio is performed [7]:
r=x,modn,
where x; — coordinate of point R.
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3 Checking the protection mechanism for anonymity criterion

For blind signature schemes, unlike other varieties of ES, the attack of anonymity violation is ac-
tual. Assuming, that applied ES is resistant to all known and potential attacks, then blind signature
mechanism have to prove the resistance to attack of anonymity violation for the proof its safety.

The essence of the attack on anonymity is concluded that it can be implemented by signer on
condition, that he will have all known to him blind signature scheme parameters together with the
issuer identifier for each signature statement session. Accumulated thereby database (DB) can be
used in the attack, which is to try to determine the author of a certain document m with a signature
<r,s >, which will be verified by the signer public key Q.

In the proposed protocol anonymous violation attack can be carried out, for example, as follows.
Signer A for each row of his DB should calculate the possible blinding parameter «'. Then he, us-
ing calculated parameters (h',r',s"), for each DB row calculates point R'. Finally — row, in such
way constructed DB, for which the ratio is executed

I =X, modn,
indicates the message issuer. In practice point R' always coincides with the verification point R
and does not depend on the parameters h',r',s' and, so, does not allow to identify the author of the

document m. To prove this assertion in a standard electronic signature verification value R', that is
calculated for the relevant standard is used. According to specified condition, the blind signature
protocol is considered to protect for the anonymity criterion, because it is impossible to identify the
author of the document m [7,8].

4 Safety analysis of blind ES against anonymity attack

As noted above, all algorithms are verified on anonymity and, even, if signer A will keep all pa-
rameters h',r',s’, then later he can not establish a correspondence of these parameters for the issu-

er, for which the signature was made. But, if this is true for ECDSA algorithm fully, then for the
other algorithms there is feature — «' is expressed by two ratios, that will take the same value only
for the subscriber B, that formed final signature on these parameters. And the probability, that there

will be yet another issuer, for which two expressions of «' will have the same value, equals 27". So
it is believed, that the blind signature mechanisms, implemented using, for example, EC GDSA, EC
KCDSA and DSTU 4145-2002 provide a blind signature with traceability anonymity [6]. This is
considered more detail below.

Point to a possible way of ensuring anonymity using hardware or hardware and software means
of cryptographic information protection (CIP). The use of such means for blind signature, like the
use of cryptographic modules for users key generation in the Certification Authority (CA). User can
generate own key on the station in the center, but because of using certified means CIP, the user can
be confident, that only he has the key and CA are not copies of this key.

Cryptographic means (module) for blind signature can be used in the same way. It is considered
more detail. Let D be a micromodule, which will be recorded asymmetric key pair for signature im-
plementation and ensure confidentiality on receipt blinded hash-value. In this case, signer A is only
cryptographic module D operator, because he has no direct access to the keys. Also cryptographic
module D can completely replace A, then the issuer B is granted access to work with the CIP means
and signer is unnecessary in such condition.

In this case, the following operations are performed [6]:

1) subscriber B encrypts h' directly on the cryptographic module D public key;

2) obtained E(h") is sent to D directly or using operator A;

3) D decrypts h' and creates s';
4) r' and s' sent to the issuer B, and h' is removed from D’s memory.
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Signer can not make an attack on anonymity, because he will not have one of the parameters, be-
cause of h' is processed only in D and A has not opportunity to decrypt E,(h").

The proposed mechanism, as the analysis revealed, can be used in providing services of blind ES
in the clouds. Also it can be used at electronic voting. At the voting voter enters to the cabin, where
there is an automated station and carries out a vote according to the paragraphs 1) — 4). The vote
anonymity and confirmed the validity and integrity of each voice are ensured by using the blind
signature mechanism and CIP means, that are programmed on this [6].

5 Blind electronic signature protocol based on DSTU ISO/IEC 14888-3:2006 (EC DSA)

At first it is built and performed detailed analysis of blind signature protocol for electronic signa-
ture algorithm EC DSA [1,5,6].

Signer A generates or chooses a random or pseudo-random value of private key d,
1<d < (n-1) and calculates public key Q:

Q=d-Gmodn.

The signer A begins the signature statement stage directly. He chooses a random or pseudo-
random value of one-time ES key k, 1<k <(n—1) and calculates a point on elliptic curve E :

E=kaOdn=(XanE)’

where G — basic point with order n.
After that signer A sends point E to the issuer B.
Issuer B computes hash-value h of message m:

h=H (m)

and chooses a disguising parameter « , where 1<a <(n-1).
Then issuer calculates point C:

C=a-Emodn=(X.,Y.),
and also calculates values r and r' according to the following formulas:

r=X.modn and r'=x. modn.

Issuer B uses to blind the valid hash-value h the obtained values r and r', gets h':
h'=(.hymodn.
r

Further issuer B sends the value h' to signer A, that using the obtained values h', r', session
key k and his personal long-term key d, signs the disguised hash-value h', gets s' according to
the ratio:

. d-r'+h

modn

and sends the obtained value s' to the issuer B.
Issuer B authenticates the blinded signature s' using usual ES verification, that is defined in the
relevant standard, using signer A public key Q. For EC DSA [1]:

R'=(g.G+£—:-Q)modn. 1)

We’re calculating R' according to (1) and point out, that the mathematical expression of the
blind signature s' is verified by subscriber B:
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o h' r . h'k r-k B
k k
kM odn=E,  thatis X, =x..

d-r'+
If s' is verified by B, that he forms from it message m blind signature in form <r,s >, previ-
ously turning s' into s:
s s“(r/r")
o

modn.

In signature {m,<r,s >} verification, verifier calculates point R = (Xg, y;), using algorithm, that
is specified in the relevant standard [1], and signer A public key Q:

Rz(h-GJr[-Q)modn:(xR,yR).
S S

We point out, that the mathematical expression of the final signature s is verified by verifier:

R:(E-G+£-Q)modn: OIerh-G modn:—kaG(dHh) modn =
S S (dr'+h"Y)-r/r’
= kangHh) modnzwmodn:kaG modn =

@dr+ " hy-r/r r+
r

=aEmodn=(x;,Y;)=C=(X.,¥.)
Signature is considered to be authentic, if the following ratio is performed [7]:
r=x,modn,
where X, — coordinate of point R.

In the proposed protocol anonymous violation attack can be carried out, for example, as follows.
Signer A for each row of his DB should calculate the possible blinding parameter «":

a'= s-(r/r) modn.
S
Then he, using calculated parameters, for each DB row calculates point R":
R'=a"“Emodn= (X, Yg) -
Row, in such way constructed DB, for which the ratio is executed
I =Xz modn

indicates the message issuer. In practice point R* always coincides with the verification point R
and does not depend on the parameters h',r',s"' and, so, does not allow to identify the author of the

document m.
To prove this assertion in a standard electronic signature verification value R', that is calculated

for the relevant standard [1] is used. For EC DSA [1]:
dr'+h'

M.Emodn: k
S S

r
r 1

R'=g"“"Emodn= -Emodn=
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1 r'
dr+7-h r dr+h
k

:—r'-Emodn:L-Emodn:dHh
S S

-kGmodn=

(K.G_FE.G)modn:(L-Q+E-G)m0dn.
S S S S

According to specified condition, appropriate blind signature protocol is considered to protect for
the anonymity criterion, because it is impossible to identify the author of the document m [7,8].

6 Determination the parameters for blind electronic signature protocol based on
DSTU ISO/IEC 14888-3:2006 (EC GDSA)

The proof of blind electronic signature protocol safety for EC GDSA executes similarly to sec-
tion 5. The results of analysis and parameters of blind signature protocol based on ES algorithm EC
GDSA are shown in tables 1 and 2 [1].

Table 1 — Formulas for the blind and final signature and its verification

Parameters EC GDSA
Blinded signature s'=(kr'=h)dmodn
Blinded signature verification R'= (F-G +%-Q) modn, r =X, modn
Final signature s:s‘-%-amodn
R=L.g+3 dn= = x, mod
Final signature verification = (F' +F'Q) modn = (Xg, Yg), 1= X, modn

Table 2 — Parameters of blind electronic signature protocol and verification protocol protection for
the anonymity criterion

Parameters EC GDSA
Public key Q:d’l.G modn
Point E E=k-Gmodn = (X, Ye)
Hash-value e=h(m)
Point C C=a-Emodn=(x.,Yc)
Values r and r' r=X.modn, r'=x. modn
Blinded hash-value h'= r?ﬁ mod n
(04
, S , r h
) e L. a'=——modn, ¢'=—-—modn
Parameter for anonymity verification o' r "h'
r.I
R'=a“Emodn=(Xy,Ys) =
Anonymity verification , r=X,.modn
ymity R'=(E-G+E-Q)modn "
r r
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7 Determination the parameters for blind electronic signature protocol based on
DSTU ISO/IEC 14888-3:2006 (EC KCDSA)

The proof of blind electronic signature protocol safety for EC KCDSA executes similarly to sec-
tion 5. The results of analysis and parameters of blind signature protocol based on ES algorithm EC
KCDSA are shown in tables 3 and 4 [1].

Table 3 — Formulas for the blind and final signature and its verification
Parameters EC KCDSA

s'=(k—eYdmodn,

e=(r&h)ymodn

Blinded signature

Blinded signature verification R'=(e"G+s“Q)modn, r=x, modn
Final signature S=s"amodn
Final signature verification R=(e-G+s-Q)modn=(Xg, Yg)

Table 4 — Parameters of blind electronic signature protocol and verification protocol protection for
the anonymity criterion

Parameters EC KCDSA
Public key Q=d™*-Gmodn
Point E E=k-Gmodn=(xg, Ye)
Hash-value h=H(m)
Point C C=a-Emodn=(x.,Y.)
Values r and r' r=H(x.|ly.)modn, r'=H(x: | y:)modn
Blinded hash-value h'= rohn @r'modn
(24
. e L , S ., roh
Parameter for anonymity verification a'= ~ modn, a'= ; modn
, P R'=a“Emodn=(X;,Yg) =>
Anonymity verification , F=X,.modn
ymity R'=(e-G+s-Q)modn R

8 Determination the parameters for blind electronic signature protocol based
on DSTU 4145-2002

The proof of blind electronic signature protocol safety for DSTU 4145-2002 executes similarly
to section 5. The results of analysis and parameters of blind signature protocol based on ES algo-
rithm DSTU are shown in tables 5 and 6 [4-6].

Table 5 — Formulas for the blind and final signature according to DSTU 4145-2002
and its verification

Parameters DSTU
Blinded signature s'=(e+drymodn
Blinded signature verification R'=(s"G+r-Q)modn, r =X, modn
Final signature S=S"“amodn
Final signature verification R=(s-G+r-Q)modn=(Xg, Yg)

41



CS&CS, Issue 1(1) 2016

Table 6 — Parameters of blind electronic signature protocol and verification protocol protection by
the anonymity criterion

Parameters DSTU
Public key Q=-d-Gmodn
Point E E=k-Gmodn = (xg, Yg)
Hash-value h=H(m)
Point C C=a-Emodn=(x.,VY.)
Values r and r' r=h-x. modn, r'=h"x. modn
-h
Blinded hash-value h'=2c"" modn
Xe &
. e .S . X -h r
Parameter for anonymity verification o = - modn, a'= . modn = o modn
-
R'=a“Emodn=(x,Ys) =
Anonymity verification ' (Xer ¥ , F'=X;. modn
R'=(s-G+r-Q)modn

9 Safety analysis of blind signature protocol

It is necessary to perform blind signature verification on the protection from attacks on ES algo-
rithms, because blind signature based on ordinary ES.

Blind signature uses ordinary ES algorithm, only when making final signature change of s' val-
ue is performed, using a special coefficient. Because this coefficient is not associated with key pa-
rameters, then this transformation not poses a threat to secret parameters at blind signature creation.
That is such signature will have the same resistance as the ordinary ES.

9.1 Attack «Full Disclosure» based on signed data

The security of all ES algorithms, that were considered above, based on difficulty of solving dis-
crete logarithm in the group of points an elliptic curve. It is necessary to solve the equations based
on public key Q calculation, that are individual for each of the considered algorithms, relatively d ,
for finding the secret key [3].

As noted above, the same attacks exist for blind signature protocols, such as for standard ES al-
gorithms.

Let’s consider the possibility of finding private key d based on attack with known signed (inter-
cepted) messages. Let intercept and sign messages [3,6].

Blind signature for EC DSA has the form:

o' d-r'+h'

modn,
that is, we get the following relatively d :
g = Ksimhy 1I_h L modn
r 1
d= k's'—l_h' modn

Blind signature for EC GDSA has the form:
s'=(kr'-h)d modn,
that is, we get the following relatively d :
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Blind signature for EC KCDSA has the form:
s'=(k—eYdmodn, e'=(r'®©hYymodn,
that is, we get the following relatively d :

d= Sllmodn
1_el

9.

d= S mod n
k.—e"

Blind signature for DSTU 4145-2002 has the form:
s'=(e+drymodn,
that is, we get the following relatively d :

s’ —e'
d=——2<modn
r1
s'—e".
d=— “modn
r

Thus, in the case of blind signature we also have a system of equations with order i equations
with i+1 indeterminates. That has not any difference with standard algorithm [3].

Now we consider the situation with the final signature in the blind signature protocol.

The previously formed blind signature, relatively that is carried out opposite, relatively disguis-
ing, transformation is used at the final blind signature formation.

The final signature has the following form by using EC DSA:

st(r/r’
S = M modn ,
04
where o — random number from a specified range,  — the ratio of values of xc and xg coordi-
oy
nates [3,6].
Write the formula for s completely:
(e+dr)-— e tdr
s= " modn=—" mod n
o o
and obtain the following relatively d :
e,
d= L modn
i
S0 —€ ——
r.
d=—"modn
f

The final signature has the following form by using EC GDSA:
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s :s'-Ll-amodn.
r
Write the formula for s completely:
s=(kr'—h")d —amodn = (kre —h'a—)d modn
r r

and obtain the following relatively d :
Sl

d= modn
kiha—h' a—
1

d= S . modn
kira—h',a—

The final signature has the following form by using EC KCDSA:
s=s“amodn.
Write the formula for s completely:
s=(k—e)damodn=(ka—e'a)d modn
and obtain relatively d the formula:

S
d= L ——modn
ka—-e'|a
q -
S.
d=——"——modn
ka—-e' a

The final signature has the following form by using DSTU 4145-2002:
s=s“amodn.
Write the formula for s completely:
s=(e+dr)amodn=(ea+dr'a)d modn
and obtain relatively d the formula:

[ s —ea
d=—-—="—modn
ra
S, —ga
d =——"——modn
ra

Thus, it is necessary to solve the system of i-th order with i+1 indeterminates for full disclo-
sure, that is the definition of private key d by i received ES.
In case, if the message M is encrypted, hash functions values h,h,,...,h are indeterminates. As

the result, we obtain a system of equations with 2i+1 indeterminates, so the encryption of signed
messages allow to significantly increase the security [3].

9.2 Analysis of protection ES against attacks on implementation

Let the developer can lay a loophole in the software implementation of signature production. The
theoretical and experimental results relatively the protection of blind signature in the blind signature
protocols based on standard ES algorithms from such attacks for all mentioned above algorithms are
given below [3,6].

For EC DSA the violator knows:
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r'y=z(x.y;)=xmodn;

r',=z(x,—y;)=xmodn.
Thereby:
r=r',=xmodn.
We have for s’ and s',:

S'l:Mmodn;
K,
s', :Mmodn.

Because k, =k, =k and r', =r', =x modn, then:

s'l:dr+h1modn;
kl
s'zzdr:hzmodn.

1
We have the following, solving relatively d and k:
d- s, h',—s',h',
r'(s’,—s")
_dr'+h’,

1

modn;

k modn .

For EC GDSA:
The violator knows:
k. =k,=ke(@,n-1);
r=r,=xmodn=r".
We have for s’ and s',:
s', =(kr'—h')dmodn=(kr'-=h',)d modn;

s', =(k,r',—h',)d modn=(kr'-h',)d modn.

We have the following, solving (2) and (3) relatively (k,d):
h'15'2_h'2 Sll
r'(s’,—s")

d= 51 modn .
kr'—h',

k= modn;

For EC KCDSA:
k. =k, =ke(@,n-1);
r=r,=r'=H()=r";
W, =r'+h', =r'+h';
w', =r',+h',=r'+h’,.
We have for s', and s',:
s, =(k—w')d modn;
s',=(k—w',)dmodn.
We have the following, solving (4) and (5) relatively (k,d):
- W'1SI2_W'23I1
B S'z_sll

k modn;

(@)
(3)

(4)
()
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d= 51 modn.

(k_Wll)

k. =k, =ke(@,n-1);
R =R, =kG =(X;, Yz) =R;

We propose for DSTU 4145-2002:

fk, = fk, =x; = Tk;
y, =h" fk;
y, =h", fk;

Y=Ly, =1,
We have for s', and s',:

s, =(k+dr')modn; (6)
s', =(k+dr',)modn. (7)
We have the following, solving (6) and (7) relatively (k,d):
d =212 modn;
ry—rs,

k=(s',—dr')modn.

There are exist attacks on the ES program implementation for blind signature protocols based on
ES algorithms EC DSA, EC GDSA, EC KCDSA, DSTU 4145-2002. If violator able to make the
«production signature» program twice uses the same value k for the two messages, then he detects
private long-term key d in real time and can impose the false messages and distort the true.

To protect against such attacks must use a reliable CIP means of ES type in the content of avail-
able for it conformity certificates, expert opinions and possibility of continuous monitoring of the
integrity and authenticity of the production ES program. The best method to protect against such
threat is a hardware implementation of ES production and verification procedures [3].

9.3 Analysis of protection ES against related keys attack

We will understand such key pair (k,k,), with the knowledge of one of them with polynomial

complexity uniquely or with necessary probability is determined another, as related keys.

Let’s consider an attack on related keys on the above discussed ES algorithms [3,6].

At first we define the required input. We’ll consider, that long-term key d is valid during some
time AT . Make ES for messages m, and m,, assuming, that the session data k, and k, are related,

that is, k; +k, =n, where n —base point G order [3].

9.3.1 Analysis of protection algorithm EC DSA against related keys attack

Let’s consider the attack with related keys on a blind signature:

A,
k
Then, when making signature for m, and m, the following steps are performed:
For message m, For message m,
1)?11':(%-h1)modn 1) hz':(rri-hz)modn
1 2
2) k, e[L,n-1] 2) k,=(n—k) e[L,n-1]
3) (X11y1):k1'G 3) (Xz’yz):kz'G
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4) 1, =7(kG) = (%, y;) = modn r,'=7(k,G) = 7((n—k,)G) modn =
4)  =7z(nG-kG)modn=rz(-kG)modn =

=x(X,-y,)=xmodn=r'
5) Sl'ZMmodn 5) Sz'zwmodnzml’n

1 2 2
It is  followed, that n'=r' from  the  described  above,  because:

(X, Y) =7(x,—y,)=xmodn=r". Thereby, r,"=r" and messages m, and m, have the same
first signature components r," and r,".

Next, we find the conditions, for that s,'=s,", that is find private key d, for that the messages
m, and m, ES are coincide:

odn

$,'=S,';
Mmodn:Mmodn;
1 2
Mmodn:ﬂmodn;
K, n—k,

(n—k)(dr,'+h Ymodn =Kk, (dr,'+h, Ymodn;
(dr,'n—dr, 'k, +h 'n—h 'k;)modn = (dr, 'k, + h, 'k;) modn;
(—dr;'k, —h, 'k;)mod n = (dr, 'k, +h, 'k;) modn;
(—dr, 'k, —dr;'k;))modn = (h, 'k, + h, 'k;) mod n;
—2dr, 'k, modn =k, (h,'+h,Ymodn;

= modn ;
2r, 'k,
d——hlehz modn
2r"

Thereby, if the user-violator generates itself long-term key by the defined rule, then the messages
m, and m, will have the same blind signatures— r,'=r," and s,'=s,".

Let’s consider the attack with related keys on a final signature similarly:

5= (1) odn,
04
Then, when making signature for m, and m, the following steps are performed:
For message m, For message m,
1) slzwmodn ]_) szzwmodnzwmodn
o (94 o
S =5,
St '(r1/r1 ) modn = S -(r2/r2 ) modn:
o (04
R R
(d-r'+h")=+ (d-r,'+h, )+
i modnz—rlmodn;
ko (n—k)o

(n—k)a(dr, "+ h ")~ mod n = ke (dr; “+ h, )= modn;
I I

1 1
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(nedr, “+ nathy, '~k ardr, '~ karh, )~ mod n = (k e, '+ kyah, ) rr_l modn:
h 1

(—kyardr, '~k )~ mod n = (k e, '+ kyarh, ) ~=modn;
A r
~(kadr, + kla%-% h)mod n = (k,adr, + kla%-% h,)modn;

1 1 1 1
—(k,adr, +k,ah, ) mod n = (k,adr, + k,ah,) modn;
(—k,adr, —k adr;) mod n = (k,ah, +kah,)modn;

—2k,adr, modn =k a(h +h,)modn;
d= ka(h +h,)

modn;
2k.ar,
d :—Mmodn.
2n

Rules of long-term key formation for blind and final ES are coincide. Thereby, if the user-
violator generates itself long-term key by the defined rule, then the messages m, and m, will have
the same blind signatures too— r,'=r," and s,'=s,".

It proves once again, that set of attacks on the final blind signature is the same as on the standard
ES. Blind signature formation algorithm coincides with the usual ES construction algorithm, and
the final signature formation in protocol uses a previously formed blind signature, relatively that is
carried out opposite, relatively disguising, transformation [3,6].

9.3.2 Analysis of protection algorithm EC GDSA against related keys attack

Let’s consider the attack with related keys on a blind signature:
s'=(kr'=h)d modn.
Then, when making signature for m, and m, the following steps are performed:

For message m, For message m,

. L h . ' h
1) h'==-—=modn 1) h,"=-=--—~%modn

h «a r, o
2) k e[Ln-1] 2) k, =(n—k)) [,n—1]
3) (x.y) =k -G 3) (%, Y,) =k, -G =(n—k)G=nG-kG
r,'=7z(k,G)=7((n—k,)G)modn =

4) ' =7(kG) =7(x, y,) =% modn 4)  =7z(nG-kG)modn = z(—kG)modn =

=7(X,—-y;)=xmodn=r’
s,'=(k,r,'=h,)d modn =

=((n—k)r,'—h,)dmodn

It is  followed, that r,'=r' from  the  described  above,  because:
(X, Y) =7(x,—y,)=xmodn=r". Thereby, r,"=r" and messages m, and m, have the same
first signature components r," and r,".

Next, we find the conditions for that s,'=s,", that is find private key d, for that the messages
m, and m, ES are coincide:

5) 5= (k, ', )d modn 5)

S1I:szl;
(k,r,'—h, Yd modn = ((n—k,)r,'—h,)d modn.
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Both parts can be reduced by d :
(kn,'~h, Ymodn = (n—k,)r, ~h, )modn;
(k.r,'+k,r,Ymodn = (—h,'+h Ymodn;
2k,r,'modn = (h '—h,Ymodn;
K, =ﬁmodn=umodn=umodn
2r,' 27(kG) 2%,
or
(2k,x,)modn = (h,'—h,)Ymodn. (8)
EC GDSA standard is more resistant to manipulation of ES means of creating collision and, in
fact, selective forgery [3,6]. Thus, it is necessary to solve the equation (8) to determine s, and s, '

respectively.
Let’s consider it in another representation:

hll_hzl
=21 2 modn
T
or
klzhl_—hzmodn,
2%
or

2k, 7(kG) = (hy,'~h, Ymodn. ©)
The first method of solving this equation is the method of trials and errors [3,6]. Its essence is to
form various k, , calculation x, and verification condition (9).
Let’s consider the attack with related keys on a final signature similarly:

T
s=s“—-amodn.

Then, when making signature for m, and m, the following steps are performed:
For message m, For message m,

r r r
1) s, =s,“—~-amodn 1) s,=s,"—%-amodn=s,"—-amodn
h , h

S =S,

(k' h,)d - @modn = (ky1, '~ h, )d -2 @ modn;
I r,
n hl h L' hz h .
(k=== L)damodn=((n—k,)r, —*+-—2. L)damodn;
I I

r;l. a 1 1 1
hy h, .

(k,, —=)damodn = (-k;r, ——=)damodn;
a a

(k,rdar—hd)modn = (—krda—h,d)modn.
Both parts can be reduced by d :
(k. —h)modn = (—kra—h,)modn;
(kra+kra)ymodn=(h —h,)modn;
2k,;ramodn =(h, —h,)modn;

h—h, ﬁmodn:umodn

k, modn=—-——->3modn =
2ra 207 (k,G) 200X,

or
2k,ax, modn=(h, —h,)modn;
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x, modn = D= odn
20k,
or
klmodnzmmodn,
20X,
or
2k, ar(kG)modn=(h —h,)modn. (10)

It is necessary to solve the equation (10) for determination s, and s, respectively. This equation

for the blind and final ES is the same, only that for formation the final signature random parameter
a [3] is attached.

9.3.3 Analysis of protection algorithm EC KCDSA against related keys attack

Let’s consider the attack with related keys on a blind signature:
s'=(k—e)dmodn.
Then, when making signature for m, and m, the following steps are performed:

For message m, For message m,
1) rg':@@q'modn 1) hz':rz@hzearz'modn
(24
2) k, e[L,n-1] 2) k,=(n-k)e[Ln-1]
3) (x, %)=k -G 3) (X, ¥,) =k, -G =(n-k)G =(nG—-kG)modn =
=(O¢ —k,G)mod n = (x,—y;)
4) X —>¢ 4) X, =% =0C,=¢
5 r'=H(c) 5) r'=r'=H(c)=H(c)
6) &'=r'®h’ 6) e,'=r,'®h,"=1,'®h,’
7) s,"=(k,—e,)d modn 7) s,"=(k,—e,Yd modn

Thereby, r,"=r,' and messages m, and m, have the same first signature components r,' and

r'.
Next, we find the conditions for that s,'=s, ", that is find private key d, for that the messages
m, and m, ES are coincide: s,'=s,"; (k,—e Yd modn=(k, —e, Y)d modn.
Both parts can be reduced by d :
(k,—e,Ymodn=(n—k, —e,Ymodn;
(k, +k)modn=(n+e '—e,)Ymodn;
2k, modn=(e,'-e,Ymodn;

k=2"% _282 modn;
K = (r'eh)-(r'®h,)
2
Let’s consider the attack with related keys on a final signature similarly:
s=s“amodn.
Then, when making signature for m, and m, the following steps are performed:
For message m, For message m,

1) s,=s,“amodn 1) s,=s,“amodn

modn:umodn.
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a(k,—e Ydmodn=ea(k, —e,)d modn;
ad(k,—e,Ymodn=cad(n—k, —e, Ymodn.
Both parts can be reduced by d and «:
(k,—e,Ymodn=(n—k, —e,Ymodn;
(k, +k)modn=(e,'—e,Ymodn;
2k, modn = ((r, ®h, ) - (r, ®h,)) modn;
2k, modn=(h,'—h,Ymodn;
r,+h,

2k1modn=((rl+h1®rl')—( @r,"))modn;
o (94

2k, mod n :(M—Lhz) modn;
(04 (94

2klmodn:umodn;
o

klzumodn.

20
So, ES algorithm EC DSA is vulnerable to attacks on related keys, and ES algorithms EC
GDSA and EC KCDSA - protected, from the three algorithms of standard DSTU ISO/IEC

14888-3:2006 [3].
9.3.4 Analysis of algorithm DSTU 4145-2002 protection against related keys attack

Let’s consider the attack with related keys on a blind signature:
s'=(k+drymodn.
Then, when making signature for m, and m, the following steps are performed:

For message m, For message m,

1) k, e[L,n-1] 1) k, =(n—k) e[Ln-1]

2) f, =7(kG)=7(Xe,, Vg ) = Xg, 2 f, =7((n—k,)G) =7(nG-kG) =
= 7(Xg, =Y, ) = X,

3) (ki fi) = (ki X)) 3) (ky, fi,) = (K, X))

4)hl':umodn 4) hz':ﬂmodn

e e
5) Vi=h'X =1’ 5) Y, =M% =1
7) s,"=(k +dr,)Ymodn 6) s,'=(k,+dr,Ymodn

Let’s carry out an analysis of results, that are obtained in line 5. In this case r,"=r,", but r,' and

h,' are known, so:

xElz%;
, , h' h’
Y, =0 :hz %:ylézrl é

This means, that if we know r,* and h,*, we can find X .

So, components r,', r,' are interconnected and computationally easy to find at known m, and
m,, although r'=r,".

Next, let’s consider the conditions, for that s,'=s, '
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§'=5,";
(k, +dr;Ymodn = (k, +dr, Ymodn;

(k, +dr ") modn:(n—k1+drl'%) modn;
(drl'—drl'%)modn:(n—kl—ki)modn;

d(r,'—r, '%) modn = (-2k,)modn;

2k, modn — 2k, hy

—h' ——medn.
(rl'_rl'ﬁ) rl(hl_hz)

d=-

Let’s carry out an analysis of protection level to the case, when values y, and vy, are calculated
as sums:
ylz(hl'-'_XEl); yzz(h2'+xE2);
r1':y1:(hll+xEl); |‘2':y2:(h2'+XE2);
r'= (hz I_hl + hl + XEl) = (hz + XEl) ,
that is r," related with r," on X .

We have for the basic field in the case of product:

Vi _ ol

rz':hz'xElzhz'Ezr and  r'=h'xg.

1 hl, !
Thus, we have in the case of calculation r,* and r," due the sum h ' and X, and h," and xg
the following:
n'=(h'+ Xe, (k).
and
= (hz + Xg, (kl)) = ((hz - hl )+ n ).
We have, in the case of calculation r," and r,", due the multiplication the following:

=X (k)3
o
p=n-—.

h,

Let’s consider the attack with related keys on a final signature similarly: s=s"amodn.
Then, when making signature for m, and m, the following steps are performed:
For message m, For message m,
1) s,=s“amodn 1) s,=s,“amodn
S| =S5
a(k, +dr,Ymodn=ea(k, +dr,Ymodn;

a(k, +dr,Ymodn = a((n—kl)+dr1'-%) modn;

XC]_ hZ XC]_ hl. )

a(k,+dr,)Ymodn = a(—k, +dn '( ymodn;

a(k, +dr,)Ymodn = a(—k, +dr, " %) modn;
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(ak, +adr,Ymodn = (—ak, +adr, " %) modn;

(edr,'—adr; " %) mod n = (—ak, —ak,)modn;

d(ar'—ar" %) mod n = (—2ak,)modn;
d=- 2ak, modn;
ar,'-ar, KZ
Tp—l modn:—z—klmodnz—Amodn.
a(rl'_rl'.az) rl'_rl'.i2 h (hl_hz)

It can make the conclusion that, as in the case of the multiplication r,' depends on h' and
Xg, (k). and r," dependson r,", h" and h,", that is depends are identical in its nature.

The above results of researches allow to make the conclusion that, the ES algorithm
DSTU 4145-2002 has weak protection against attacks on related keys [3,6].

10 Conclusions

1. Improved blind ES mechanism provides documents authenticity confirmation without re-
vealing their authorship and can be implemented using standard ES EC DSA, EC KCDSA,
EC GDSA, and DSTU 4145-2002.

2. In case of given blind ES to the checking protection ES mechanism criteria the anonymity
criterion adds. The inability to identify the document author by the signer is proved in its applica-
tion, if he uses all known parameters, that were used at signature statement.

3. Should find out, can signer calculates the signature in not disguised form, using DB inter-
mediate values, which he creates at signature statement on examination blind ES mechanism for the
anonymity criterion.

4. It is shown that blind signature mechanisms, based on standards DSTU ISO/IEC 14888-3:
2006 (EC DSA, EC GDSA and EC KCDSA) and DSTU 4145-2002, ensure their security, that is
they are stable for the anonymity criterion. Researches, also, have shown, that the ratios between
the disguising parameters to be chosen so, that the signer could not identify the document author
with their use.

5. The main advantage of the proposed blind signature mechanism, comparatively existing, is
that the signer and validator actions are the same, as described in the relevant standards for ordinary
signature and verification in the group of points of elliptic curves. The only difference is that the
signer receives a hash-value instead of calculates its by himself. Steps, that distinguish blind signa-
ture from ordinary, are performed by the issuer. This technique makes blind signature functionality
implementation into existing information and telecommunication systems so, that almost not to re-
quire additional efforts. It is only necessary to implement the protocol for the issuer, and signer and
validator can use existing tools to develop and verify ES.

6. We can directly refer to existing standards and not to enter into conflict with them (signature
verification by one standard, both for the ES and for the blind signature) on the considered approach.

7. The blind signature algorithms are vulnerable to the same attacks, as the standard ES algo-
rithms, because the blind signature algorithms in blind signature mechanism coincide with the ES
algorithms of relevant standards.

8. The final signature is formed from the blind, for that is carried out multiplication and divi-
sion by a random number, which does not affect to the resistance to attacks, so in forming the final
signature also using the same standard EP algorithm.

53



CS&CS, Issue 1(1) 2016

9. ltisalso found, that all reviewed algorithms provide only tracked anonymity. The CIP mod-
ules, that proposed in the section 4 of this article, must be used to ensure complete anonymity. The
mechanism alteration can be able an alternative, but it will result in the loss of all its advantages.
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Abstract. Considered the problem of finding general criteria to assess the effectiveness of indivisible codes.

Keywords: noise immunity, indivisible code, unsymmetrical channel.

Since recently, the problems connected with the telecommunication, in particular with binary en-
coding, transmission, and decoding of the digital information, have acquired a special importance.
The latter phenomenon is well comprehensible because of the wide use of personal computers in the
telecommunication processes.

As the flows of digital information transmitted steadily grow, the probability of errors caused by
the channel noise also increases. The classical approach to removing the influence of noise consists
in adding redundancy to the encoded messages [1]. The codes with redundancy are usually subdi-
vided into two classes: divisible and indivisible ones [2]. It is well-known that for the divisible
codes, the code distance serves as an estimate of their efficiency [3]. Unfortunately, this is not the
case for the indivisible codes. Therefore, the problem of finding a general criterion for estimation of
the efficiency of the indivisible codes with redundancy arises naturally.

One of the most important tasks for a telecommunication system consists in transmission of the
maximal amount of information for a certain (fixed) period of time with the error probability
Pe Subject to the constraint p. <p < 1. In order to obtain an estimate of a code’s noise-immunity,
we determine a quotient of detected erroneous combinations as follows:

M
D=1-—:;
N (1)

here M is the number of allowed (i.e. regular) code words, whereas N is the total number of possible
combinations in the code.

The potential noise-immunity of a code is determined by expression (1). It is usually assumed
that the information source generates the code words with equal probabilities, as well as the proba-
bilities of them being transformed into both the regular and forbidden code words also coincide.
Such an assumption however ignores the real properties of both the telecommunication channel and
the information sources. Indeed, the latter most often generates the code words with unequal proba-
bilities. Moreover, the code words are transformed into regular and forbidden ones with different
probabilities, too.

In this paper, we take the above features into account by considering separately the probabilities
for i-th code word: (a) to be generated as P; > 0; (b) to be transformed into a forbidden word as

pif : (c) the same into a regular code word as P; ; and (d) to be transmitted correctly as pii .
It is evident that
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M
> B =1, (2)
i=1
and p'+p"+p =1 (3)
Now calculate the quotient of detected errors as
M ] M N ‘
Z:ZPipi =ZZ Pipij; 4)
i=1 i=1 j=M+1

here puf is the probability of transmission of i-th regular code word into j-th forbidden word. Simi-
larly, the quotient of undetectable errors is equal to

VziF’ipFii Rpj; (%)

i=1 j=1, j=i
here p: is the probability for i-th regular code word to be transformed into j-th allowed one.
Therefore, the summary quotient of errors equals

W=2Z+V (6)
whereas the quotient of correct transmissions is
M -
=2 Rp. (7)
i=1
Now making use of (1) - (7) it is readily verified that
Z+V +I1=1, (8)

which means that Z, V, II are equal to probabilities of transmission of the regular words into for-
bidden, other regular ones, and itself, respectively.

In particular case when p; = pf = p| = }{\I , Vi, j,, itis easy to verify that the values Z, V,

IT do not depend upon the characteristics of the information source. Conversely, if P;= 1/M for
each i, the values Z, V, Il depend only upon the probabilities p;’, p;’, p; .

One of the most important features of a code is the probability of transmission of a regular code

word to some other regular word, i.e. the probability of undetectable error
p, =V =1-Z 1T, 9)

which increases when Z decreases. Therefore, in order to diminish p. one needs either to maximize
Z or to minimize V. The problem can be solved by a reasonable encoding of the symbols generated
by the information source. An optimal encoding algorithm is proposed.

Example 1. We need transmitting three symbols A, B, C generated with probabilities P; = 0,6;
P, = 0,3; P3 = 0,1, respectively. They all are encoded by binary words. The channel is subject to
some amount of noise which causes the following errors: 0 can be transformed to 1 with probability
Qoz = 0,1 whereas 1 can be transmitted to 1 with than of gqip = 0,2. The problem of developing a
good coding system arises.

First choose the binary words 000, 001 and 011 to encode the symbols A, B, and C, resp. There-
fore, the combinations 010, 100, 101, 110, and 111 are forbidden ones. At last, M = 3, N = 8.

Probabilities of correct transmissions of the regular words are readily calculated and equal resp.:

p; =0,729 for A, p> =0,648 for B and pS =0,576 for C.

From (7), we obtain the probability of the correct transmission as IT = 0,6894. In addition, (4)
implies Z = 0,1684, whereas from (5) we have V =0,1422.

In order to minimize V, we have to exchange the encoding rule as follows: A is encoded by 000,
B —by 011 and C — by 001. Then it is obtained straightforward that V« = Vpin = 0,1314; Z" = 0,675;
I1- = 0,1936.

Otherwise, in order to maximize Z, we need encode A by 011, B by 000 and C by 001. In this
case, Z = Zmax = 0,2125; Vax = 0,1584; II = 0,6291.
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As it is illustrated by the above example, for an unsymmetrical channel (i.e. if o1 # q10), the
minimal p corresponds to the Vpin, but not to the Zmax.
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Abstract. The method of correcting of single errors in the system of residual classes (SRC) were presented in this pa-
per. The results of the analysis of corrective capability of arithmetic code shown the high efficiency of using of
nonpositional code structures in the SRC. The examples of correction of single data error witch provided by code of
the SRC are given in the article.

Keywords: the system of residual classes, validity of data control, information redundancy, correction of data single
errors.

1 Problem formulation

In general, for the control, diagnosis and error correction data is needed to possess a specific
structure of the code correction capacity. To do this, you need to enter some information redundan-
cy, that is, to apply the method of information redundancy. This applies to nopositional code struc-
ture (NCS) of the residual classes (SRC) [1-3]. In the SRC value of redundancy R=M,/M

n+k n
(M, = Hmi; M :Hmi.) uniquely determines the corrective possibilities of error-correcting code
i=1 i=1
nonpositional. Correcting codes in SRC can have any value of the minimum code distance (MCD)
d R This depends on the values of redundancy R. In SRC established between redundancy cor-

recting code R, the value d*® of MCD and the number k of check bases. Correcting code has a

min
(SRC)
min -1

value d®*®) of MCD, if the degree R of redundancy is not less than the product of any d
d,(57¢) 1

min

bases SRC. On the one hand we have that R > H m,, » on the other hand, on the other hand —
i=1

n+k

n K
R=My/M=]]m /J]m =]]m,.;. Inthis case, legitimately argue that d;*~’ —1=k, or
i=1 i=1 i=1

min
d®O =k +1. 1)
There are two approaches to the problem of ensuring NCS in SRC necessary corrective proper-
ties.
The first approach. Knowing the requirements for correcting the NCS properties, for example,
the number of errors witch detected t,, or corrected t_, , to introduce, by controlling the amount k

or magnitude {m_, } of bases necessary redundancy information R. Information redundancy R

© Krasnobayev V., Yanko A., Koshman S., 2016 58


mailto:rasnobaev_va@rambler.ru
mailto:al9_yanko@ukr.net
mailto:s_koshman@ukr.net
mailto:kuznetsov@karazin.ua

CS&CS, Issue 1(1) 2016

determines the minimum code distance d*“> NCS in SRC.

Then, in accordance with the theory of error-correcting coding (TECC) for the orderly
(m, <m,_,) SRC have that

tyer, <A —1, (2)
Lot <K ©)
4R g
t <|—mnh = , 4
cor. |: 2 :| ( )
k
t, <|=|. 5
cor. |:2:l ( )
The second approach. For a given type of NCS

Arc =@ lla, |- lla, lla lla., Il---lla, |l---1la,.,) (for a given value of k) correction capabilities
(defined value d*“)) code in SRC determined in accordance with the expressions (3) and (5).

Note that if ordered SRC expanded by adding k control bases to n information module, that
MCD d ) of the error-correcting code increased on the value of k (see the expression (1)). Zoom

min

values d{3* can also be due to the reduction of the number n of information bases, that is due to
the transition to computing with less precision. It is clear that between the correction capability R
of error correcting codes and precision calculations W in SRC exists an inverse relationship. The
same computer can perform data processing with high precision W , but a small correction capabil-
ity R. Or with less precision W, but with a higher possibility of the correction control R, diagno-
sis and correction of data errors, as well as higher speed data (the run-time of basic operations in
CSR inversely to the number n of information bases) [1,2].

Draw analysis of the possible correction of single data errors in SRC with a minimum of infor-
mation redundancy by introducing only one (k =1) the control base. In this case, in accordance
with a TECC in SRC [4-7], MCD equal magnitude d{®** =k +1. When k =1 we have MCD
d®f9 =2 that, in accordance with the general theory of error-correcting coding will guarantee only
detect any single error (error in one of the residues a, (i=1,n+1)) in the NCS. In general, the pro-
cess of correcting data errors in SRC as a positional numbering system (PNS), is composed of three
stages. The first stage — control data (the definition of the rightness or wrongness of the original

number A ). The second stage. Diagnosis wrong number A (defining a distorted residual & of
the base m, of SRC of number Ay ). And finally, the third stage, the correction of an incorrect re-
sidual & of the true number a,, that is correct a wrong number A, (getting the right number
Ape = Aor_). The degree of information redundancy R (correcting capacity of code) is estimated
by a size of MCD d™. In the SRC, as noted above, the value of MCD determined by the ratio

d®® =k +1, where k — the base control quantity in ordered SRC.

2 Scientific findings

In this article we consider the NCS Aq. =(a ||a, ||...lla ;& llall--la,]..-lla,,) in SRC
with minimal (k =1) additional information redundancy. In this case, it is determined that
dCRO =2,

In accordance with the general TECC, in the PNS with minimum code distance d"® =2 in the

code structure uniquely (reliably) is determined by a one-time mistake. In the PNS a single data er-
ror meant the distortion of one bit of information, the type of 0—1 or 1—0. To correct this single
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error in the PNS is necessary to satisfy the condition that d"*) =3,

min

In SRC, unlike PNS, a single error is the distortion of one residual a, with base m,. Since the re-
sidual a, of the number A..=(alla|.-lla,llala.l.la, la,,) with base m contains
z={[log,(m —-1)]+1} — binary digits, it is formally possible to assume that in SRC (at d{:") =2

min

(k =1)) within one residual a,, can be found a stack of errors of no more than z bits. However, in

the literature [4,5,8] shows that in some cases when d{$*©) =2 the value in the SRC is possible to

min
correct single errors.
Taking into account the specificity properties and features representation NCS in SRC oppor-

tunity to correct errors when dS*©) =2, you can try to explain as follows:

—asingle error in the PNS and in the SRC refers to different concepts. This was shown above. In
this regard, the MCD d‘®™® for PNS and d8*) for SRC has different meaning and quantitative

min min
assessment;
— existing (implicitly) in NCS natural (primary) information redundancy, which is available in
the residual {a} of the procedure due to the formation of these residual, positive (in terms of im-

proved noise immunity and reliability of data transmission and processing) begins to appear only at
presence of the artificial (secondary) information redundancy. Artificial information redundancy is
introduced into the NCS due to the use (in addition to n the information base) k control bases
SRC. A distinctive feature of SRC is a significant manifestation of primary information redundancy
only if secondary, due to the introduction of control bases;

— in the literature [2] was shown, the correction code in the SRC with a simple pairs base is to

the value MCD equal of value d&f® only if the degree of information redundancy is not less than a

min

product any d*®) —1 base of SRC.

min
The presence and interaction of primary and secondary information redundant, additional time

during the procedure (use of temporal redundancy) in the error correction process, provides in some
cases, able to correct single errors in SRC df" =2 (at k =1).

Really, if given the expression (3) and (5), for the orderly SRC, it can be draw a conclusion.
When  one  (k=1)  control based m, ., of the SRC, the NCS

A=@la,|l...la,llalla.,ll..lla,la,,) may have different meanings d{**). In this case, it de-
pends on the magnitude of the control base m,,,

If, for each individual module of SRC condition m <m_, (i=1,n), then, in accordance with

the expression (1), we can conclude that d*f® =2, i. e., in accordance with equation (2) we obtain

that t,, =1. If the totality of information bases {m;} for an arbitrary pair of modules condition
(RS) =3 u t,, =2. Thus, for the NCS in the SRC

min

m-m, <m,, (i, j=1n; i=j), in this case d
with k =1, MCD d&¢°) can be different depending on the magnitude of the control base m_., of

the SRC.
Consider the ratio by which the error can be corrected in the residual & [1]. Let the wrong num-

n+1

ber (A>M) A=(aq la,|l..I|a @ lla., .| a, || a,.) including error & =(a + Aa,)modm re-
liably contained in the residue a; modulo m;.
It is obvious
A=(A+A4)mod M,. (6)

Given that the amount of error may be represented as AA=(0||0]|...[|0|| Aa, ||O]|...[|0]|0), when
the correct (A< M ) number A can be determined as follows:
A=(A—A)mod My =[ (a, ||, ||...[| @1 G | @y |- Nl @y | @)= (0110 O]l Ag, [[O...
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-[0]]0)Jmod My =[a, |18, |... | &, | (& — Aa,)modm, [[a,., ... ||, [|a,.,]Jmod M.

Obtain a quantitative estimate of the value of A. Since the number A is correct, i.e. stored in the
numerical range [0, M), then the following inequality must be fulfilled

A=(A-Ad)mod My <M . @
Given that the value AA of the error value is equal A4=Agq, - B,, then the inequality (7) will
have the following form:
A-Aa -B —r-M,<M or
A—Aa -B —r-My<M,/m_,(r=1,2,3,.),
A& -a)B-r-M,<M,/m,_,,
A—(ai_ﬁi)'Bi_r‘Mo<Mo/mn+1’ (8)
(a— &) B <My/m,, —A+r-M,,
a—-a<(M,/m_,)/B—-A/B+r-M,/B,
a<&+(M,/m _,)/B—-A/B+r-M,/B,.
Given that the orthogonal basis for the module m, of the SRC is represented as B, =m - M,/ m,,
the expression (8) becomes:

n+1

y/(M-m_ )—A/B  or
g <& +m(l+r-m, )/ (M -m,)-A/B. (9)
Since the value of the residual a is a natural number, then the value of
m@+r-m_,)/(m-m ,)—A/B in the expression (9) must be an integer. Therefore, taking the

whole of the last relation, we obtain a formula for the correction of an error in the residual & of A
as

a<g+(m+r-m-m

n-+1

a, =(& +[m ‘(1+"'mn+1)/(mi 'mn+1)_21/ B,)modm ]. (10)

To confirm the results of theoretical studies, we consider examples of monitoring and correction
of the data in the SRC.

Example 1. Implement control and, if necessary, to carry out a correction of the number
Apc =(0]|0]10]|0|I5) which is set in the SRC with the information base m, =3, m, =4, m, =5,

n 4
m, =7 and with the reference base m =m,=11. However M :1_[mi =1—[mi =420 and

i=1 i=1
M,=M-m_, =420-11=4620. Orthogonal bases B, (i=1,n+1) of SRC are in [6].
I. Data control A =(0]|0]|0]|0]|5). In accordance with the control procedure [1], we define
the value of

n+1 5
Acs :(Zai-Bijmod M, :(Zai-Bijmod M,=(a B, +a, B, +a, B, +

i=1 i=1
a,-B,+a;,-B;)mod M, =(0-1540+0-3465+0- 3696 + 0- 2640 +5- 2520) mod 4620 =
= (5-2520) mod 4620 =12600(mod 4620) = 3360 > 420.

Thus, the process control is determined that Ay, =3360> M =420. In this case, the possible
occurrence of only once errors, it is concluded that the number of considered A,.;, =(0]|0[|0]|0]|5)
is incorrect (3360 > M = 420). To correct the number A,.., =(0]|0]|0|0||5), you must first make a
diagnosis data, i.e. identify distorted residual &, . Then it is necessary to determine the true value of
the residual a, to modular m. and then spend correcting distorted residual &, .

61



CS&CS, Issue 1(1) 2016

Il. Diagnostics data A, =(0]|0[|0[|0||5). In accordance with the method of projections [1,2],
we construct possible projections AJ. of the number Amo =(0|lO0]|O]|O]5):
A =(0]l0]|0]|5), A, =(0]l0]l0]|5), A,=(0]|0]|0]|5), A,=(0]|01|0]|5) u A =(0]|0]|0]|0).

The formula for calculating of the projections of values Aj sns 1N the PNS has the form [1]

Aipys = Za B, [modM; =(a,-B; +a,-B,; +...+a,-B,;)mod M. (11)
=1,
j:l,n+l.

In accordance with the formula (11) we can calculate all the values AjPNS' Next, we perform

(n+1) a comparison of numbers AjPNS with the number M =M, /m,_,,. If among the projections

n+1*

A have number no inside information [0, M) numerical range (i.e. A >M ), which contains k of

the correct numbers, than it is concluded that these k residual of the number A are not distorted.
Erroneous may be only the remains which are among the remaining [(n+1) —k] residual number

ASRC. Set of the partial working base for a given SRC and set of partial orthogonal bases are pre-
sented in  [6-9]. So, we have that
AiPNS (Za BulJmOd M (a1 ' Bll +a,- B21 +a;- le +a,- B41) mod Ml =

i=1
=(0-385+0-616+0-1100+5-980) mod1540 = 280 < 420.
We conclude that the residual a, of unca A — it is possibly &, distorted residual;
4
AZPNS :[Zai ) Biz]mOd Mz = (a1 BlZ +a,- Bzz +a;- Bsz +a,- B42)m0d Mz =

i=1
=(0-385+0-231+0-330+5-210)mod1155=1050 > 420.
Thus, we find that a, accurate not distorted residual,
ASPNS (za B.sijd M (a1 ’ Bl3 +a,- st +a,- Bss +a,- B43)m0d Ms =

=1
=(0-616+0-693+0-792+5-672)mod 924 =588 > 420 .
We find that a, accurate not distorted residual;
4
Aspns :[Zai ) Bi4]m0d M,=(a-B,+a, B, +a;-By +a,-B,)mod M, =

i=1
(0-220+0-165+0- 369 +5-540) mod 660 = 60 < 420 .
Conclusion: the residual a, to modular m, of number A, — perhaps distorted residual a,

Aons = [Za B,SJmodM

=1
Since M, =M =420, that the residual &, of the control module m, =m, will be always a range

of possible & distorted residual of number in the SRC.

The general conclusion. In the process of data diagnostics introduced in NCS
A=(0]10]0]|0]|5), decided not exactly distorted residual: a, =0 and a, =0. Erroneous may be

the residual of the bases m,, m, and m., i. e. residual @ =0, @, =0 and & =5. In this case it is
necessary to carry out the correction of residual &, a, and a;.
1. It is correction of data error A, =(0]|0[|0|0]|5). As known [1] formula
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a =(§i +[m‘ d+r-m,) —ADmod m,, (12)

PRI’ [
spend correcting &,, &, and a, of possible distorted residuals a,, a, and a,, where r=1,2,3,....
So we have that
a=la+ ml.(1+r-_mn+1)_ﬁ modm, = o+{3.(1+r-11)_3360} mod3= (0 +
m_,-m B, 11-1 1540
+3,27-2,18])mod 3= (0+[1,09]) mod 3= (0+1)mod 3=1;
a,=|a+ m,-(1+ r~_mn+1)_ﬁ modm, = OJ{E_@} mod7=(0+[19—
m,,,-m, B, 11-4 2640
—-1,27])mod 7 = (0+[0,63])mod 7 =(0+0)mod 7 =0;

a —|a+ mn+1-(1+[-mn+1)_ﬁ modm,_, = 5+{11-(1+11)_3360} S
m 41 5 11-6 2520

m
=5B+[2-13])mod11=(5+][0,7]) mod11=(5+0)mod5=0.

According to the resulting residuals a, =1, a, =0 and a; =0, rebuilding (correcting) the num-

n+1

n+l

ber of distorted A, =(0]|0]|0|0]|5), i.e. the correct number, will have the following form:

A, =(l0]|0]|0]I5). To verify the data correction, by the known formula [1], we define the value
of the number A =(1]|0]|0|0||5) as follows [4]

- 5

A:or.PNs :(zai ) BiJmOd IVlo :(ai'Bl"'az ) Bz +as'Bs+a4 ) B4 +a;- Bs)mOd Mo =

i=1
=(1-1540+0-3465+0-3696 +0- 2640 + 5- 2520) mod 4620 =14140(mod 4620) = 280.
Since 280 < M =420, so the number A,,, =(1[|0]|0]|0]|5) is correct. In order to clarify the cor-
rect procedures of correction of number A,,,, we spend calculation and comparison of the values
and the right residuals a, =0 and a, =0.

4-(1+11) 3360

In this case we have a, :(O{ Dmod4=0 and

11.3 3465
o (04[5 0r1D 3607 o o
11-4 3696

The obtained results a, =0 and a, =0 of calculations of residuals by modular m, and m, of
SRC, validate the correction of wrong number A, =(0]|0]|0||0]|5). Thus, the original number
A =(0]|0]|0]|0]|5) is wrong A,,,, where the single error Aa, =1 has occurred on the base m, .
This error is transferred the correct number A, to not correct A,,,. In order to determine whether
the correct number A, is true we will carry out additional research of processes of distortion and
correction of number A, by the base m, =3. The number N, of possible wrong (distorted) A

n+1

code words (only a single error) for each correct number Ay equals N, = Zmi —(n+1).
i=1

The results showed that the distortion of the residuals a, by modular m, =3 of the correct num-
ber A, can lead to only two wrong numbers A, =(0[/0]/0]|0]|5) and A, =(2]0]/0]0]5).
This fact indicates that the corrected number A, = A, =(1]|0]|0]|0]|5) is not only correct (which
lying in the range [0, 420)) but also true. The truth of the resulting number Ay, = (i||0 |0|0|I5) by
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the fact that only a single error Aa, =2 on the base m =3 transfer the number
(A=(A+AA)mod M, = (1]0]]0]|0]15) +(2]|0]|0|0]|0) =[(1 +2) mod 3]|0|0]| O
15]1=(0]|0]|0]|0|5)) to the only wrong number A, =(0[/0]0]/0]5).

Example 2. Assume that the correct number A,, =(1[|0]|0]|0||5) and let Aa =1. Then
A=(A+AA)mod M, =(L[|0]|0]|0]|5) +(1[|0]|0]|0]|0) =[(1+1)mod 3]|0]| 0|0 |5]=(2[| 0|00
|5). This number in SRC is corresponded to the number 1820 in the PNS, i.e. number Ag,, is
wrong. Carry out fix number A_,,. Before correction of number A, spend data diagnosis. For this
we first form the projection A, (] =1,5) of number Ags =(2]10]10]/0|5). It will have the follow-
ing code structure in SRC: A =(0[0]0]5), A, =(2]0]0||5), A =(2]0]0]|5),
A,=(2]|0][0]5) and A =(2][0]0]|0).

Next, we will define all the projections values A;pys :

Aoy = (5-980)mod 1540 = 280 <420 =M ;

Ayons = (2-385+5-231) mod 1155 =1925(mod 1155)=770>420=M ;

Aypns =(2-616+5-672) mod 924 = 4592 (mod 924) =896 > 420= M ;

Aypns = (2220 +5-540) mod 660 = 3140(mod 660) =500 > 420 = M ;

Aspns =2+ 280(mod 420) =560( mod 420) =140 < 420= M .

Soas A, Ay and A, >420, then it is concluded that the residuals a, =0, a, =0 and
a, =0 of number A =(2||0|0]|0||5) is not distorted. Distortions @, =2 and & =5 can be only
residuals a, and a,. At first spend correcting of residual & =2. We have that

ai:(a_lJ{n]l.(lJrr-_mM)__ADmodmlz(zJ{B.(l+ll) —1820Dmod3=
m,,-m, B, 111 1540
=(2+[3,27-1,18])mod 3= (2 +[2,09])mod 3= (2 + 2) mod 3 = 4(mod 3) =1.
Thus the corrected residual by modular m, is equal a, =1.
The similar way we obtain the value a, =5. According to the resulting residual a,, a, we cor-

rect the wrong number A, =(2]/0]/0]|0||5). Eventually, in the process correcting we obtain the
correct number A, =(1||0]|0]|0]5).

Example 3. Implement number control Ay. =(0]/0||0]|2]|2). In the case of distortion diagnose
and correct the data.

l. Data check A =(0]|0]|0]|2]|1). In accordance with a known procedure of control determine
A5 by the formula

n+1
Aons =(Zai : Bijmod M, = (0-1540 +0- 3465+ 0- 3696 + 2- 2640 +

i=1
+1-2520) mod 4620 = 7800(mod 4620) = 3180 > 420.
This number is wrong A, .

Il. Data diagnostic Amo =(0]l0]|0]|2]|2). We construct all possible projections AJ. of number

Awo: A =(0]0]2]1), A =(0]0[2]1), A=(]0]2]1), A =([0]0[)) and
A =(0]0]0]|2).

We define the values of all five projections AJ. in the PNS:
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A15Rc = (O 102 1) = A1PNs = (al'Bn +a, B, +ayBy +a, 'B41)m0d M, =
=(0-385+ 0616 + 21100 +1:980) mod 1540 =100 < M = 420;
Avsre = (O 102 ”1) = Apns =(a'By, +a, By, +ay By, +a,-B,)mod M, =
=(0-385+0-231+ 2-330+1:210) mod 1155=870 > M = 420;
Asspc = (O 102 ”1) = Aypns = (@ By + a, B,y + ag By + a,Byg)mod M, =
= (0616 + 0693+ 2:792 +1.:672) mod 924 = 418 < M = 420;
AAISRC =(0[|0]l0[|D) = AAPNS =(aBy, +ay'Byy + ay By, +a, By, )mod M, =
= (0-220 + 0165 + 2-396 + 1:540) mod 660 =540 > M =420
Assre =(01|0]|0|2) = Apys = (a"Bys + ay*Bys + a3 By + a,B,s)mod M =
=(0-280 + 0-105 + 2-336 +1:120) mod 420 = 240 < M = 420.
As a result of calculations of values AjPNS and comparing them with the value M =420 of the
interval length [0,420) of processing of correct numbers Ag,. in SRC we obtain the following.
Set of residuals a, =0, a, =0 is correct (residuals are not distorted), and the residuals & =0,
a, =0 and & =1 of the wrong number A =(0]10[10]12]|1) may be distorted (may be wrong).
I11. Correction is possible distorted residuals @,, @, u @, of the number A,,,.
It is necessary to be corrected, possibly distorted residuals a =0, a, =0 and a, =1 by the for-

mula a = (éi {mi (drem,,) —BAD mod m;. Then we have that

MM, [
a=a-+ ml'(1+r'_m“*l)—ﬁ mod m, = 0{3'(1”'11)—3180} mod 3=
m.m B 1.1 1540

=(0+[3,27-2,06])mod 3=(0+[1,21])mod3=(0+1)mod3=1.

In thisway a, =1. For value a, we have

a=| 8+ m?"(lH'_m”*l)—A mod m, = 0{5'(1”'11)—3180} mod5 =
m,,, - M, B, 11-4 3696

=(0+[1,36-0,86])mod5=(0+[0,5])mod5 = (0+0)mod5=0.
In this way a, =0. To obtain the value of the residual &

a =(é5 {ms'(“ r-m.) _ADmod m, :[1{11'(“ rid _ 3180Dmodﬂ:

m,.,, - M B; 11-6 2520
=(1+[2-1,26])mod 11=(1+[0,74])mod11=(1+0)mod 11=1.
We have that a, =1. According to the obtained values a =1, a, =0 and a, =1 of the recovered
residuals we correct the distorted number A,.=(0]0]0]|2]11) to the correct number

Age =[0]|0[12]12) . It is the check 100 < 420.

n+1

3 Conclusions

In contrast to the code of PNS, the arithmetic codes in the SRC has additional corrective oppor-
tunities was shows in the paper. Thus, it is available to the NCS both primary and secondary infor-
mation redundancy, in some cases, may allow the correction of single errors in SRC with MCL of

(KB) _
Oy = 2. However, for correction of single error require carrying out of additional time procedures
data processing i.e. use of addition to the information redundancy use of time redundancy. These
examples of realization of the specific implementation of correction procedures of single error show

65



CS&CS, Issue 1(1) 2016

practical feasibility of this method the error correction of error data witch present in the SRC.
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