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AHoTamisi: Y Ccy4acHOMY CBIiTI PO3BUTOK KBaHTOBMX OOUHWCIICHb CTaBUTH IIiJ[ 3arpo3y
KJacu4Hi kpunrorpadiuni anroputmu, 30kpema RSA, EC-DSA Ta DSA, siki BUKOPHCTOBYIOTBCS JIJIS
3abe3nedeHHsT 1u@poBoi Oe3meku. Lle cTBOproe HEOOXiAHICTH PO3POOKH TOCTKBAaHTOBHX
KpUNTOrpaQiuHuX pilleHb, 3JaTHUX MPOTUCTOATH arakaM KBaHTOBUX KOMII toTepiB. OcoOiuBo
BOXJIMBUMH € CTiIHKi aJTOPUTMHU €JIEKTPOHHOTO MiJAIMKUCY, aJl’ke BOHH 3a0e3MeuyoTh aBTeHTU(IKAIIIIO,
[UTICHICTh Ta He3amepeyuHicTh iHpopMalii y (iHAHCOBHX, IOPHIMYHHUX Ta JCPKaBHHUX CHCTEMax. Y
CTaTTI MPOBEACHO aHANi3 Ta MOPIBHSHHS KPUNTOrpadiuHUX CXEM €IeKTPOHHOTO MiJmHCYy, Mo O0epyTh
yuacth y pomatkoBomy koHkypci NIST «Digital Signature Schemes». JlocimimkeHO KITFOYOBI
MaTeMaTU4Hi OCHOBHM LUX aJTOPUTMIB, 30KpeMa KpUnTorpadito Ha pemriTkax, CXeMd Ha OCHOBI KOIIB,
0araToBUMIpHI TEpETBOPEHHS, i130reHii eminTUuHuX KpuBHX Ta metoan MPC-in-the-Head. Ouineno
iXHIO MPOMYKTUBHICTH, Oe3MeKy Ta e(peKTUBHICTh y KOHTEKCTi MOCTKBAaHTOBHX 3arpo3. IIpoBemeHo
JeTaJbHUN aHalli3 PO3MipiB BIIKPUTUX KIIIOYIB, MiANUCIB Ta HIBHAKOCTI ONMepawiil reHeparii KIouis,
MiANYMCcaHHs W MepeBipKy. BUsABICHO OCHOBHI MepeBard Ta HEJOJMIKM KOXKHOTO 3 MiAXOiB, BU3HAUYCHO
MEPCHEKTUBHI HANpPsIMU PO3BUTKY IMOCTKBAHTOBUX E€JIEKTPOHHUX IMiJNHCIB Ta IX MOMKJINBE MPAKTUIHE
3acTtocyBaHHs. JlOCHiIKEHHS € akTyaJbHHUM Y 3B’S3Ky 3 HEOOXiZAHICTIO IepexoAy Ha HOBI
KpunrorpadiuHi CTaHAApTH, IO TapaHTYBaTMMYyTh Oe3meKy naHux y MaiiOytHpomy. OTpumani
pe3yNbTaTH J03BOJSIIOTH OLIHUTH CHJBHI Ta CJaOKi CTOPOHHM PO3DISIHYTHUX AJITOPUTMIB, a TaKOX
BH3HAYUTH NEPCIIEKTUBHI HANPSIMH MOAAJIBIIONO PO3BUTKY MOCTKBAHTOBOI KpHITOorpadii.

KirouoBi cioBa: nocmxeanmosa xpunmoepagis, NIST PQC, enrexmponnuti nionuc,
KB8AHMOB0-CMIUKU, KBAHMOB0-0e3NneyHUll

Ax nuryBaru: T'opbenxo I., Octpsiacbka €., [lonomap B. Oninka Ta mopiBHSHHS KPUIITONEPETBOPEHb
TUIy eNeKTpoHHWH miamuc nomatkoBoro koHkypcy NIST CHIA «Digital Signature Schemesy.
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1. Beryn

Y cydacHoMy 1H(POBOMY CBITI EINEKTPOHHI MiJIUCH BiJirparoTh KIIOYOBY pOJIb Y
3a0e3MeYeHHI aBTeHTHYHOCTI, [IUTICHOCTI Ta He3zanepeyHocTi iHdopmalii. BoHH BUKOPHUCTOBYIOTHCS Y
(GiHAHCOBMX  TpaH3aKIisX,  EJNEKTPOHHOMY  JOKYMEHTOO0O0Iry, = mU(pOBHX  cepTUdikarax,
OJIOKYEHH-TEXHONOTIAX Ta Oararbox iHIUX chepax. Tak, HanpuKiIan, i B YKpaiHi Bke BIIPOBAIKEHO
CTaHIapT KBAaHTOBO-CTiIMKOro enekrponHoro miamucy JACTY 9212:2023 [4]. OmHak i3 PO3BUTKOM
KBAaHTOBMX TEXHOJIOTiIH TOCTa€ HOBUH BHKIMK — TPaIuliiHI KpHIITOrpadiuHi aJropuTMu MOXYTb
CTaTH BPa3MBHMHU JI0 aTak KBaHTOBUX KoMl 'ioTepiB. Came ToMy Kpumrtorpadis Ha pemriTkax €
MEPCHEKTUBHUM HANPSIMKOM JOCHTiPKEHb, IKHI aKTUBHO PO3BHBAETHCA B OCTAHHI POKH.

VY 3B’s3ky 3 uuM HamionanpHu#l iHCTUTYT ctanaaptiB i Texnomnoriid CHIA (NIST) 3amyctus
iHIIlaTUBY 3 PO3POOKH HOBHX, CTIHKHMX IO KBaHTOBHX aTak enekrpoHHHX miamuciB (EIT). Oxpim
OCHOBHOTO KOHKypcy, NIST Takox opranizyBaB JOJaTKOBHUH BifOip aJrOpUTMIB €JIEKTPOHHOTO
MiANUCY, SKAH BKIIIOYa€ HOBI IMEPCHEKTHBHI PO3POOKH, IO MOXYTh CTaTH ajJbTEPHATUBOIO BKE
BigiOpanum kannuaatam [3]. Lleit mpouec € BaXIMBUM AJs 3a0€3ME€UeHHS] MaKCUMaJIbHOI O€3MeKd Ta
e(eKTHBHOCTI MaiOyTHIX KpunrTorpadiuHuX CTaHIApTIB 1 BiH COPSAMOBAaHMK Ha OLIHKY HOBHX
MEPCHEKTUBHUX AITOPUTMIB, IKIi MOXYTh 3a0€3MEYUTH CTIMKICTh A0 aTak KBAaHTOBHUX KOMII IOTEPIB.
NIST posmisinae pi3Hi migxoau A0 MOOYZOBH MOCTKBAHTOBHMX MiAMHUCIB, 30KpeMa KpunTorpadiro Ha
OCHOBI PpEIiTOK, KOMiB, 0araTOBUMIpHUX PIBHSHB, 130T€HIM €TINTHYHUX KPUBHX Ta IHTEPAKTHBHUX
JIOKa31B 3HAHHSL.

Mertoro wi€i poOOTH € OLiHKA Ta EKCIIEPUMEHTAJIbHUN MOPIBHAJIBHUN aHalli3 MaTeMaTH4YHUX
MeToliB KpunromeperBopeHs Tumy EIl, sxi noBuHHI OyTH CTIMKMMHM 3TiJHO HAL[iOHAJIBHUX BUMOT 1O
KBaHTOBOCTIHKMX cTaHmapTiB kpunrtorpadiunux neperBopens EII ta konkypcy NIST CHIA «Digital
Signature Schemes». Y miif cTarTi TakoXX PO3MISAHYTO NMPHUHLUUIHM POOOTH €NEKTPOHHUX MiANHCIB, TA
AHATI3YIOThCS HAMOINBII TEPCIEeKTHBHI AalTOPUTMH, IO TMPETeHAYITh Ha pPOJNb MaiOyTHIX
KpunTorpadiyHUX CTaHIAPTIB.

2. llonepeaHi BU3HAYECHHS Ta KPUTePil NOPIBHSAHHS

Ha pmanwmit momeHT micnst Oinbmi, HiX poky oniHroBaHHs, NIST o0paB 14 amropurmis-
kauauaatiB EIN (auB. Tabn. 1) ans npyroro payHAy I0JaTKOBOTO KOHKYPCY €IEKTPOHHUX MiAMUCIB s
nporecy crannapruzanii NIST PQC [1].

Kputepii ans Bu3HayeHHS KaHAMIATIB y MEPIIOMY payHAlI BKIIOYAIM TOJOKEHHS MLIOAO0
€TaJIOHHOTO Ta ONTUMi30BaHOTO Koay C, TECTH 3 BIIOMUMH BiJIIOBIASMH, TMCHMOBY clrieli]iKaLiio Ta
HEeoOXiH1 3asiBM IO IHTENEKTyalbHY BiacHicTb. Lle Oynm enuni KpuTepii, 3a SKUMHU OLIHIOBAJIH
MakeTu mojaHHA. [Hmn ¢akTopu, Taki sk 0e3neka, BapTiCTh 1 XapaKTepUCTUKHU aJlTOPUTMY Ta peasizamii
KaHAWJATiB, HE BPaxOBYBaJHCA IiJ Yac MPOLECY IMEPEeBIpKH Iepel MEepUIMM pPayHIOM, a TaKoX
KpHUnroaHaiiz abo AaHi NPOAYKTUBHOCTI NOAAHHS HE BIUIMHY/IM Ha MPUNAHATTS KaHOUIATIB y IEPIIOMY
payHzi.

Bxe mns apyroro paynay NIST [2] Bu3HauMB TpH IIMPOKI acreKTH KPUTEpiiB OLIHKH, SKi
OylyTb BHKOPHCTOBYBATHCS MAJISl MOPIBHSHHS aJTOPUTMIiB-KaHIWAATIB HA POJNb MIANKCY B paMKax
nponecy crangapruzauii NIST PQC: 1) Oesneka, 2) BapTiCTh 1 NPOAYKTUBHICTE 1 3) XapaKTEPUCTHKH
peamizarii. Takox cxemMu MOBHHHI CYTTEBO BIPI3HIATHCS BiJ cxeM miamnuciB, ki NIST pxe BuOpas mis
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cTaHmapTu3aiii. 30KpeMa, B yMOBaX KOHKPETHO 3a3HA4YCHO, L0 MOJAHHS TMOBHHHI, SK MIHIMYyM,
BIJIMOBI/IaTH OTHOMY 3 HACTYITHUX KPUTEPIiB:

* CxeMH Ha OCHOBI PELIITKH MOBHMHHI 3a0e3MeuyBaTH MPHHAHMHI OIHY BEJHMKY IepeBary B
MPOIYKTUBHOCTI MOPIBHSHO 31 Bke cTannaptu3oBaHuMu Crystals-Dilithium i Falcon.

* AnropuT™mu, mo He 0a3ylOTbCs Ha PEIliTLi, NOBWHHI 3a0e3medyBaTH MPHUHANMHI OAHY
BEJIMKY IepeBary B npogyktuBHocTi Hag SPHINCS+.

[lomo GesnexoBux kputepiiB Bizbopy, To NIST nepepaxyBaB OaxkaHi BIaCTUBOCTI OE3MEKH,
TaKi SK CTIMKICTh O OIYHMX KaHATIB i aTak 3 KiUIbKOMAa KJIFOYaMH Ta CTIMKICTh IO HENPaBUIBHOTO
BUKODHCTaHHA. Y TOAAHHIX 3a0X0UyBajoCsi 3a3Ha4aTH IOJAaTKOBI Oa)kaHi BIAaCTHBOCTI Oe3leKw,
HaJaHI KpiM CTaHAApTHOI HEMmiAPOOHOCTI (HalpuKial, eKCKIIO3WBHE NPAaBO BIACHOCTI, MIiANUCH B
MOBIIOMJIGHHI Ta MOXJIHMBICTH MOBTOpHOrO mianucanss). Hapemri, NIST BumaraB y3araibHeHHS
BiJOMHMX KPUNTOAHATITUYHUX aTaK Ha CXEMH Ta OL[IHKY CKJIQJIHOCTI [IUX aTak.

Jpyrum 3a Ba)IJIMBICTIO KPUTEPIEM MiJ 4ac OLIHKA MOTEHIIMHNX aJrOPUTMIB OyIId BapTIiCTh i
MIPOAYKTUBHICTH, 30KpeMa, PO3MIp BIIKPUTHX KJIFOUIB 1 MiJMUCIB Ta OOYHCIIOBANbHA €(EKTHBHICTh
orepariii MiNUCaHHSA Ta TMEPEeBipPKH, a TaKOXK TeHepalii KIo4diB (TOOTO MIBUAKICTH aJTOPUTMIB).
Bumorn mo mam’sTi CTOCYIOThCS SIK po3Mipy KOy, Tak i BUMOT 70 ornepaTuBHOI mam’ati (RAM) mist
MIPOTpaMHUX peatizalliii.

Tabnuus 1 — Cxemu EIN npyroro paynny xonkypey NIST
Table 1 — Digital signature schemes of the 2nd round of the NIST competition

N Ilignmuc MaremMaTH4YHA OCHOBA
) Signature Mathematical foundation

; CI;OSSSS Komu/Codes

3. SQIsign I3orenii/Isogenies

4 HAWK Anre6paiq§i pngiTKI/I/
Algebraic lattices

5 Mirath (00’ eqHaHHS

MIRA/MiRitH)

s hgg}(l)llzl MPC-in-the-Head

8 RYDE

9. SDitH

10. MAYO _—

1 QR-UOV BaFaTOBI/IMl-ijII Hep-eTBOpeHHH/

o SNOVA Multldlmens.lonal

transformations
13. Uov
14, FAEST CI/IMeTpI/I‘.{Hi nepeTBope.HH;I/
Symmetric transformations

Cepen kaHamIariB, BU3HAYeHWX B TaOmuii 1: aBa anroputmu EIl Ha OCHOBI KOJiB, OJUH
anroput™ EIl Ha ocHOBI i30renil, oqun anroputM EIl, B 0CHOBI sIKOTO JIeKaTh oneparii Ha pelriTkax,
I’ SITh KaHAUaTiB Ha pons anroputMy EIl Ha ocHoBi MeTogy MPC-in-the-Head Ta yotupu anropurmu,
B OCHOBI SKHX JIe)aTh OaratoBUMipHi nepeTBopeHHs. Ha OCHOBI CUMETPHYHHMX KPHUITONEPETBOPEHB
Oy110 00paHo OHY CXeMY €JIEKTPOHHOTO IiAIHCY.

8 Computer Science and Cybersecurity (https:/periodicals.karazin.ua/cscs)
For personal use only. No other uses without permission.
Copyright © V. N. Karazin Kharkiv National University, 2025. All rights reserved.


https://periodicals.karazin.ua/cscs

ISSN 2519-2310 (Online) Computer Science and Cybersecurity. 2025. Issue 1 (27)

3. KopoTkuii orisig aaropuTMmiB miinucis

CROSS (Codes and Restricted Objects Signature Scheme) [5] — 1e mOCTKBaHTOBa cxeMa
€JICKTPOHHOTO TiAMICY, Mo 0a3yeThcs HAa Komax, po3poliieHa mys 3abe3neueHHs Oe3leKd B yMOBax
KBaHTOBHUX OO4HMCIIeHb. BoHa BUKOPUCTOBYE CTPYKTYpPH KOIB Ta OOMEXEHUX 00’ €KTiB JISI CTBOPEHHS
CTIKMX [0 KBaHTOBUX arak miamuciB. Ll cxema miAmumcy oTpuMaHa NIIISIXOM 3aCTOCYBaHHS
neperBopenHsi diara-Illamipa [0 iHTEPaKTHBHOTO MPOTOKONY ifAeHTH(IKAIil 3 HyJIbOBHM 3HAHHSIM
(ZK). CROSS 06a3yerbest Ha Tak 3BaHiil mpobiemi aekofyBaHHs oOMexxeHoro cuiapomy (R-SDP),
NP-cknagniii 3ama4i, SIKy MOXKHA pO3IVISAATH SIK BapiaHT KJIaCHMYHOI MPOOJEMH JIEKOIyBaHHS
cunapomy (SDP). Xoua Hemae noku Bigomux arak npotd CROSS, npo6iemu BigHocHo HOBi. NIST
YeKae IMOJIANIBIIOT0 aHalli3y OCHOBHHX ITpo0ieM i npoTokoiny inentudikamii ZKPoK. CROSS npotinios
JI0 APYTOro payHIy 4acTKOBO uepe3 3amikapieHicTh NIST y HbOMY SIK y CXeMi «HE Ha PeIiTKaxy, sika
JEMOHCTpPYE TepeBard MpoIyKTUBHOCTI mopiBHsAHO 3 SLH-DSA.

LESS [6] — wue kpunrorpadiuHa cxema, IO BHUKOPHCTOBYE KOAOBI CTPYKTYpU JUIS
3a0e3mnedyeHHs] Oe3MeKn B YMOBaX KBaHTOBHX 004YHCiIeHb. BoHa po3pobieHa Uit CTBOPEHHS CTIMKHUX 10
KBaHTOBHUX aTaK CJICKTPOHHMX IMiJNKCIB, BAKOPHUCTOBYIOUH CKIIAIHICTh JEKOYBaHHS JIIHIHHUX KOJIB.
LESS Oynyetbest muisixom 3actocyBaHHs neperBopenHst @iata-lllamipa mo intepaktuBHOro ZKPoK
PO3B’sI3KY 3ajiavi eKBiBaJICHTHOCTI oOuucioBaibHOTO Koxy. besneka LESS Ga3yeTbcst Ha ckiagHOCTI
npobnemu miHiiHOT exBiBaneHTHOCTI (LEP). V pesynbrari Oyio oTpuMaHO JyKe THYYKY CXEMY, sIKa
MPOTIOHYE JAJISl KOKHOTO PiBHS OE3MEKH KiIbKa KOMIIPOMICIB MiX MPOCTOTOIO, IIBUAKICTIO, PO3MipOM
BiJKPUTOTO KIF0Ya Ta po3mipoM mignucy. KpiM Toro, mapaMeTrpu Jierko BUOMpaTH Ta MacliTadyBaTH.

SQIsign [7] — e MOCTKBaHTOBa CXeMa EJIEKTPOHHOTO MiAMUCY, MO 0a3yeTbCs Ha 130TEHIAX
CYNEpPCHHTYJISIPHUX €MINTUYHUX KPUBHUX. BOHA BUKOpPHCTOBYE MareMaTH4HI BIaCTHUBOCTI 130TeHil s
3a0e3redyeHHsT OE3MEeKHM Ta KOMITAKTHOCTI miamuciB. Sk 1 kinbka iHmWX Kaaugarie, SQIsign
BUKopHucTOBYe mapanurmy @iara-Illamipa, mo0® mnepeTrBopuTH cxeMmy iaeHTHUGIKalil 3 HYIbOBUM
3HaHHSM Ha cxeMy mianucy. besneka 0Oa3yeTbcs Ha 3HAHHI CEKPETHOI i30TeHii eNiNTHYHOI KPHUBOI.
SQIsign mMae HOBMIA miaxia, i ToMy noTpedye nomaTKoBOI omiHku Ta aHamui3y. NIST crmoniBaeTses, mo
JO/IaTKOB1 JOCTIKEHHS IPU3BEAYTh 10 MOAAJBIIOI ONTHUMI3aLlii, sIKa MOKPAIUTh NPOLYKTUBHICTb.

HAWK [8] — ne cxema minmucy tumy hash-and-sign Ha 0CHOBI penIiTKy, sKa TiCHO TOB’s3aHa
3 Falcon. IlenTpanmsaumu maremaruaauMu 00’ektraMmu B HAWK € marpuiii ememeHTIB 3 OJHOTO
ciMeiicTBa KiJellb, SIKi BHUKOPHCTOBYIOTHCS B QITOPUTMax HAa OCHOBI pENNTKH, OOpaHWX s
crangaptusauii. Falcon BukopucToBye mBuake neperBopeHns dyp’e, sike BUKOPUCTOBYE apu(YMETHKY
3 twraBaodoro komorw. HAWK moknamaerscst Ha mpoOnemy Haikoportmioro Bektopy (omSVP) i
mpobnemMy i3oMopizMy pemriTkin Momynst momryky (smLIP), mo0 yHWKHYTH BHUTOKY CEKpETHOI
indopmarii. NIST Bupimms 3anummtn HAWK Ha 2-ii payH] uepe3 Horo BUCOKY €(peKTHBHICTb.

Mirath [9] (3mutts MIRA Tta MiRitH) — e cxema eneKTpOHHOTO MiANHUCY, 3aCHOBaHA Ha
ckiagHocTi BUpimeHHs mpobiemu MinRank. MIRA i MiRitH — me cxemu miamuciB, CTBOpEHI Ha
mapaaurMi 6araroctoponHix oOumciens (MPCitH). [limmucn mas 000X cXeM TeHepYIOTHCS IIITXOM
3actocyBaHHs nepeTrBopeHHs Piara-lllamipa mo ZKPoK po3r’sa3ky 3amaui MinRank. besmeka sk mis
MIRA, Tak i mns MiRitH 6a3yerbest Ha ckimagrocTi mpobimemu MinRank. Ii cxeMu MicTATE BapiaHTH,
SKi BUKOPHUCTOBYIOTh CTPYKTYpY TilepKyOy, sika € onTuMizamiero B pamkax napagurmu MPCitH, ska
BHKOPHCTOBYE JOJATKOBUN OOMIH CEKpeTaMH, IO JO3BOJIIE po3napanenoBary mporokoia MPCitH.

MQOM [10] — me cxema migmucy, modynoBana na mapagurmi MPCitH, sika Ga3yetbes Ha
CKJIQIHOCTI pO3B’SI3aHHS BUIAJKOBOi 0araTOBUMIpPHOI CHUCTEMH KBaJpAaTHUX PIBHAHb 3 DPIBHOIO
KITBKIiCTIO 3MIiHHHX 1 piBHSHBb. He3Baxaroum Ha Te, mo mpobOiemMa BHUPINIEHHS OaraTOBUMIpHUX
KBaJ[paTUYHUX CHUCTEM Oyna jgo0pe BUBUECHA, HEIIOJABHI PE3yIBTaTH MOXYTh MaTd HE3HAYHUI BILJIMB
Ha ii mapaMeTpu, HEOOXiTHI i JOCATHEHHS IIUThOBHX PIBHIB Oe3mekw. SIK 1 1HIN cXeMu, III0
0a3yroTbest Ha Meroax «in the head», MQOM 3abesmnieuye ayke Malli pO3MIpH BIAKPUTHUX KIFOUIB 1
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cepenHiii posmip miamuciB. NIST BBakae, mo 3MiHM B JIpyromy payHIi AONOMOXYTb 3HAWTH
ONITUMAJIbHI KOMIIPOMICH MiX MPOIYKTUBHICTIO Ta pO3MipaMH MiANUCIB Ha OCHOBI Pi3HHUX MPHITYIICHb
CKJIaJJHOCTI.

PERK [11] — me cxema eNeKTpOHHOTO MiANMCY, 3aCHOBaHa Ha CKJIAJHOCTI BHPILICHHS
npobnemun PERmuted Kernel. Bona po3pobnena jiis 3a0e3neueHHst OS3MEKH BiJl aTak K KIaCUYHUX,
tTak 1 kBaHTOBHX Komm torepiB. PERK — mignmc, sxkuii cxmamaerbes i3 ZKPoK  cekperHoi
nepecTaHoBKU. Xoua mpobiema, Ha AKky cnupaeTbess PERK, Oyma 3ampomnonoBana Onu3pko 30 pokis
TOMY, ICHy€ HEBH3HAYEHICTb MIONO i1 KOHKpPETHOI CKJIAAHOCTi. JlONAaTKOBiI IOCIHiMKEHHS IbOTO
MPUIYLICHHS JOMOMOXYTh MiJBUIIWTH BIEBHEHICTh Y KOHKpeTHHX napamerpax PERK mms pismx
piBHIB Oe3MeKH.

RYDE [12] — cxema miamucy, mobynoBana Ha napaaurmi MPCitH. Iloxi6Ho m0 iHImHMX cxem
nigmucy MPCitH, moOymoBa RYDE mnepen0avae reHepyBaHHS BUIIaJKOBOTO DPIBHAHHS DPa3oM i3
pimmenassM. NIST BucynyB RYDE no apyroro payHay KOHKypcy depe3 KOHKYPEHTOCIPOMOXHICTh
cxemu B kareropii cxem miamuciB MPCitH i VOLEITH. OcHoBHa ckiagHa mpobiema ITeKoayBaHHS
CHUHIPOMY DAaHTy TaKOX BUIVIAIAE€ HECTPYKTYPOBAHOIO, a BiANOBIZHE MPHITYIICHHS IIONO OE3MEKH
BUITIAJA€ KOHCEPBATUBHHM.

Syndrome Decoding in the Head (SDitH) [13] — 6a3yerbcs Ha ctpykTypi MPCitH i mpomonye
Ha0OpW TapaMeTpiB 3 BHKOPHCTAaHHAM JBOX MeTomiB onTtuMizamii. TooTo cxema SDitH mae nBa
BapiaHTH: BapiaHT rinmepky0a i moporoBwii BapiaHT. be3meka 0a3zyeThcsi Ha CKIQIHOCTI PO3B’SI3aHHA
d-posmonineHoro BapiaHTy MpoOIeMH NEKOMYBaHHS CHHIPOMY JUTSl BUTIAJKOBHX JIHIMHHUX KOIIB HaJ
KiHeBuMH noissMu. HesBaxkaroun Ha Te, mo SDitH TicHo moB’s3anmii 13 Bigomoro NP-ckiamgHoio
npobnemoro, NIST BBaxkae, mo SDitH Moke oTpumMars KOpHCTh Bix aHaIi3y Oe3MeKH.

MAYO [14] — e Bapiant UOV 3 MEHIIMMH BiIKPUTUMH KIF0YaMH. BiTHOBIIGHHS KITIOUa
MAYO 3BomuThcs 10 Tomryky mpoctopy «oil» UOV, a mimpobka miamucy MAYO 3BoguThCS 10
cripobu iHBepTyBaTH BimoOpakeHHs, cxoke Ha UOV. 3aBmsixu 1iii momarkoBiid cTpykTypi MAYO
3HaYHO TMOKpaIly€e po3Mip BiAkpuroro kmroya mopiBHAHO 3 UOV, ycmaaxkoByrouWm Manuid po3Mmip
mignucy UOV. Xoua BiH He Takuii mBuakuid, sk UOV, MAYO Bce mie myxe eheKTHBHUIA.

QR-UOV [15] € Bapiantom UOV 3 MEHmINMH BiIKPUTHMH KJIFOYaMU 3 BUKOPHCTAaHHSIM
(akrop-kxinpuga. Ha Bimminy Bixm marpuns UOV, eleMeHTH SIKMX HaleXaTb CKIHYEHHOMY OO .
3aBasky T0MATKOBIH cTpykTypi BimkpuTuit kiou QR-UOV Ha 50% menmuii mopisasHo 3 UOV. NIST
30epirae intepec g0 QR-UOV wuepe3 1oro KOHKYPEHTOCIPOMOXKHICTh, aje crpykrypa QR-UOV
notpedye nmomanbimoro BuBueHHs. NIST mepexbavae, 1m0 NpOAYKTHBHICTE MOXKE OyTH IMOKpalleHa, i
320X04Y€ PO3POOHHUKIB JI0 MMOJANBIIOT ONTUMI3AIIT iX BIPOBAIKCHHSI.

Anroputwm enekrponnoro mianucy SNOVA [16] e Bapiantom asropurmy UOV, sikuii 30epirae
XapakTepucTHKy kopoTkux mignucie UOV, BomHOYAac MPOMOHYIOYM MEHINY JOBXHHY BiIKPHTOTO
KJfoYa TOPIBHSHO 3 TpamumiHuMm anroputMoM UOV, mo 3a0esmedye mepeBard K y acleKTax
Oe3neky, Tak i B epekTUBHOCTI enekTpoHHUX mianuciB. Ilin yac mepmoro paynny SNOVA 3a3Hana
arakd, sKa BIUIMHYJIa Ha JiesKi 3 mojaHux HaOopiB mapametpiB. [lorim SNOVA oHOBuna cBOi
napamMeTpH, aje 3a3Haja HOBOI aTrakd. TMM He MEHII, AesKi 3 MpeACTaBICHUX HaOOpiB MapaMmeTpiB
SNOVA nepenecnu o6uai araku. Houzna SNOVA Ta ictopis ii arak 3mymrytors NIST mocraButu
g CyMHIB i1 Oe3MeKy HaBiTh OinblIe, HiX 1HII cxeMu cTpykTypoBaHoro UOV, cripsiMoBaHi Ha 3HaYHO
3MeHIIeHu po3mip kimoua. [Ipore Toii daktr, mo SNOVA Bce me mae OesmepeOiliHi Habopu
napameTpiB i3 HAHMEHIIMMHU BIAKPUTHMH KIIIOYaMH, TOCTYHUMH AJs cxeM Ha ocHoBi UOV, pobuth
HOTro MPUBAOIMBUM KaHAWAATOM ISl IPOAOBKCHHSI BUBUCHHS

UOV (Unbalanced Oil and Vinegar) [17] — me cxema €NEKTPOHHOTO MWIiANHUCY, SKa
3aJUIIA€ThCsl OE3MEeYHOI0 HAaBiTh NMPOTH KBaHTOBMX Komil'torepiB. Cxema UOV e Haiicrapimioro
Oe3nepepBHOI0 0araTOBUMipHOIO KPUIITOCHCTEMOIO, fKa Oyia 3anpornoHosana B 1999 poui. Ctpykrypa
UOV 6a3yeTbcst Ha CUCTEMi KBaJpaTHUX PIBHSHB, AJIS SIKOi iICHYE CEKPETHHMH MiANPOCTIp, HA SKOMY
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CUCTEMa OIHIOEThCS sK HylNb. L[ cxema 3abesneuye Oesneky EUF-CMA. Xoya UOV e 3pinoro Ta
JOCUTH CTaOlIBHOI0 CXEMOIO, aTaka 3a OCTAaHHI YOTHPH POKH HE3HAYHO 3HH3MIA Oe3MeKy AESIKHX
pexumiB ii mapamerpiB. NIST pexomeHaye CyCHiIbCTBY 3aJIMIIATHCA MUIBHUM 1 MPOJOBXKYBAaTH
KPUTHYHO aHamizyBaT 6e3neky UOV.

FAEST [18] — ue cxema eneKTpOHHOTO MiAMKCY, CTBOPEHA 3a OIIOMOTOI0 BiTHOCHO HOBOT
texHiku mix HazBorw VOLEitH. I1g texnika nos’s3ana 3 migxonoM MPCitH, sikuii BUKOPHCTOBYETBCS
KiIbkOMa iHIIMMU CXeMaMH MJIIMUCIB y Tmporeci mocTkBaHToBOI craHmaprusamii NIST. Xoua
teopetuuHa Oesnexka FAEST Ga3yerbcs nuine Ha MNPUITYLICHHSX CHMETPHUYHOIO KiIO4a, HOTO
MPONYKTUBHICT 3HAYHO Kpalla, HDK y OLIBLIOCTI iHIIMX CXEM i3 TAaKOI BIACTHBICTIO, BKIIOYAIOUYH
SLH-DSA. Opnakx npoxnyktuBHicte FAEST He KOHKYpeHTOCHIpOMOXKHa 31 CXeMaMH Ha OCHOBI
pemritkn, Takumu ik ML-DSA i FN-DSA. Takum unnom, FAEST € 6aratoo0insto4o0 cXeMoro s
Iporpam, siki He BUMararoTh MIPOAYKTHUBHOCTI, 110 320e31MeyeThCs MiIICaMA Ha OCHOBI PENIiTKH.

4. IlopiBHANNbHMI aHAJI3 MiANKCIB

VY npomy po3nimi y Tabmuugx 2-6, BiANOBIAHO, HaBEIEHO PE3YJbTaTH MOPIBHSIHHS PO3MIpIB
MIJNUCIB, BIAKPUTUX KIIOYiB, a TAKOXK MIBUAKOMIIO PO3DISHYTHX B TONEPEIHHOMY PO3MALIL MiHCIB
noaarkoBoro koHkypcy NIST. IMopiBasiHHs Oyiio npoBeneHo aist 1, 3 ta 5-ro piBHiB Oe3meku NIST
BIIMOBIIHO. YCi 3HAuUCHHS PO3MIpIB KIIOYIB 1 WiAMMCIB B Tabnuisgx 2-6 HaBeneHo B Oaiitax, a
IIBUJIKOJIiS B — y IIUKJIAX Tpoliecopy. B Tabnuili 2 po3risHyTO MOPIBHSHHS aJITOPUTMIB Ha KOJIaX.

Tabmuus 2 — [Nopisasuus cxem EIT Ha xomax
Table 2 — Comparison of code-based schemes performance

Bimcparit Higmuc Fenepa.u " Hinnucanns | Bepudikanis

Cxema | Ilapamerpn KJII09 (GaitT) KJIIOYiB (e o)
(0aiiTn) (IMKJIN)

R-SDP(G)-1-f 54 9120 130,000 3,713,000 2,125,000

CROSS | R-SDP(G)-3-f 83 22464 140,000 5,630,000 3,530,000

R-SDP(G)-5-f 106 40100 165,000 11,756,000 7,448,000

LESS-1-252 67484 1745 1,300,000 94,400,000 93,500,000

LESS LESS-3-400 35074 5585 4,000,000 336,800,000 | 365,100,000

LESS-5-548 85793 9464 10,000,000 | 981,200,000 [ 998,000,000

B rtabmumi 3 HaBemeHo mopiBHSHHA anroputMiB Ha MPC-in-the-Head meperBopeHHsX.
3armycky anropuTMIB Ta CepelHi OWIHKH 4Yacy Oyno 3IiHCHEHO Ta po3paxOoBaHO Ha KOMIT IOTepi Ha
mporecopi Intel Core 19-13900K nHa 3 GHz 3 BuxopucranHsM AVX2 iHcrpykmiid. Takox crmix
3a3HauynTH, Mo cxema SDitH posmmsmamacs anms BapiaHTa TimepkyOa, a iHmII cxemu B TaOmumi 3

pO3IIAAAIHCS B IIBUIKOMY BapiaHTi.

Tabnums 3 — IMopiusaasa cxem Ha MPC-in-the-Head neperBopeHHsx
Table 3 — Comparison of MPC-in-the-Head-based schemes performance
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Biakpuruii Migmuc Feﬂepa.u i Migmucannst | Bepudgikamis

Cxema IMapameTrpu KJII0Y (GaiiTi) KJII0YiB ) )

(0aiiTn) (mKJIn)

Mirath-1a-Fast 73 3,728 200,000 11,000,000 9,800,000

Mirath Mirath-3a-Fast 107 8,537 300,000 33,600,000 | 34,400,000

Mirath-5a-Fast 147 15,507 500,000 86,700,000 | 65,100,000

RYDE RYDE-1-Fast 69 3,597 35,900 6,700,000 6,600,000
Computer Science and Cybersecurity (https://periodicals.karazin.ua/cscs) 11


https://periodicals.karazin.ua/cscs

ISSN 2519-2310 (Online)

Komn’rorepHi Hayku Ta kibepoesmneka. 2025. Ne 1 (27)

RYDE-3-Fast 101 8,264 64,700,000 | 27,300,000 | 27,100,000
RYDE-5-Fast 133 14,609 | 77,500,000 | 49,000,000 | 44,500,000
gf256-L1-hyp 132 8,496 14,200,000 | 10,800,000 9,700,000

SDitH gf256-L3-hyp 180 19,544 16,600,000 [ 26,200,000 | 22,900,000
gf256-L5-hyp 244 33,924 | 28,700,000 | 49,900,000 | 44,000,000
PERK-I-fast5 240 8,030 89,000 7,000,000 4,900,000

PERK PERK-III-fast5 370 18,000 186,000 15,000,000 | 11,000,000
PERK-V-fast5 510 31,700 324,000 33,000,000 | 26,000,000
L1-gf251-fast 59 7809 480,000 11,520,000 | 10,160,000

MQOM L3-gf251-fast 92 17161 1,960,000 32,850,000 | 29,580,000
L5-gf251-fast 125 29919 4,830,000 81,550,000 | 75,580,000

Hwxue B Tabnuiii 4 po3misiHyTO MOPIBHIHHS aJITOPUTMIB Ha 0araTOBUMipHUX MEPETBOPEHHSIX,
TOOTO cXeM, B OCHOBI skux JexuTh npuHiun UOV. s cxemu UOV My po3misiiainyd KiIacHYHHMA
Bapiant, g cxemu MAYO mns piBHsa Oesmexku NIST I Oymo posmissHyTo Habip mapamerpis
MAYO one, sikuii Ma€ MEHII BIJKPHUTI KIIOYi Ta OUIBIIMNA PO3MIp MIiJIKCY, a TAKOXK OyJI0 00paHO
BapiaHT, o mMae AVX2 ontumizanii. lllogo cxemu mignucy QR-UOV, To Oyno po3misiHyTO eTaqoHHY
peamizanito Ha komi C 3 AVX2 incrpykuisimu ta AES PRG mns nabopiB mapamerpiB (q,v,m,l):
(127,156,54,3), (127,228,78,3), (127,306,105,3). [Jns amropurmy SNOVA B TaOmuii B IykKKax
3a3HAYCHO, IO JIO PO3MIPY MiJNUCY/BIIKPUTOTO KIFOYA JONATKOBO JIONAEThcst +16  Oaiir
COJI1/TI0YaTKOBOIO 3HAYEHHS, BIAIOBIIHO.

Tabmuus 4 — [opiBasaus cxeM EIl Ha GaraTroBUMipHHUX MEpETBOPEHHSIX

Table 4 — Comparison of multivariate schemes performance

Binkpurnii | IMignuc FeHepa.um Hinnucanns | Bepudgikanis
Cxema Hapamerpn K04 (0aiitu)| (0aiTH) 1HOHIB (UMKJIN) (uMKJIN)
(uMKJIN)
uov-I-classic 412,160 128 4,203,437 105,324 90,336
uov uov-IIl-classic 1,225,440 200 17,603,360 299,316 241,588
uov-V-classic 2,869,440 260 49,490,856 591,812 470,886
I 1420 454 216,704 872,216 392,541
MAYO I 2986 681 362,446 1,676,585 665,382
\Y 5554 964 910,684 3,582,362 10,737,685
I 24,255 200 8,587,000 1,586,000 1,224,000
QR-UOV I 71,891 292 32,311,000 4,599,000 3,410,000
A" 173,676 392 95,579,000 10,504,000 7,463,000
I 9,826(+16) | 90(+16) 9,595,012 10,964,945 3,161,199
SNOVA I 31,250(+16) | 136(+16) | 44,658,255 | 47,587,816 9,443,639
\Y 71,874(+16) | 188(+16) | 166,196,633 | 158,443,732 | 25,289,616

B Tabmumi 5 po3nisiHeMO €AMHY CXeMy HiAMUCY Ha PenIiTKax AonarkoBoro KoHKypey NIST, a
came HAWK Ta nopiBasiemMo ii 3i cxemoro Falcon, o Takok B OCHOBI Ma€ MareMaTHKy Ha pelriTKax.
Bona BukopucToBye mBuIke nepeTBopeHHs Dyp’e Ui miaNHCcaHHS MOBIJOMICHHS Ta MOKIANAETHCS
Ha npoOiemy HaikopoTtiioro Bekropy (omSVP). Ins HAWK Ta Falcon mu po3risgaemo napameTpu
st | (HAWK-512) ta V (HAWK-1024) pisHiB 6e3nekn NIST Ta pobuim TecTH 3 BUKOPHUCTAHHIM
AVX2 iHCTpPYKIIiH.
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Tabnuus 5 — [NopiBasiHas cxeMm EIT Ha anreOpaiuHux pemmiTkax

Table 5 — Comparison of lattice-based schemes performance
Binicpuruit Ilignmuc Tenep a.u 1 Hinnucanus | Bepudikanis
Cxema | ITapamerpm KJTIOY (GaiiTn) KJIK0YiB (i) (muicm)
(0aiiTn) (umKIn)

HAWK HAWK-512 1024 555 8,432,840 85,371 156,224
HAWK-1024 2440 1221 43,660,958 190,936 314,625

Falcon 1 897 666 19,872,000 1,009,764 81,036
5 1793 1280 63,135,000 2,053,080 160,596

B Tabmumi 6 posmmtayTo cxemm FAEST Tta SQISign, mo 06a3yioThCsi Ha CHMETPHUYHUX

MIEPETBOPEHHAX Ta i30TeHisfX, BignmoBimHo. OOmaBi cxemu EIl BHUKOPHUCTOBYIOTH IEpPETBOPECHHS
®iara-Illamipa 1t TPOTOKONTY 3 HYJIFOBHM 3HAHHSIM Ta MAIOTh Maji pO3MipH BITKPUTHX KITFOUiB, aje,
K TIOKa3aHO B TaOiMIl 6 HIKYe, € Oy)Ke IMOBIILHUMH, OCOONMBO B TOPIBHSIHHI 31 CXeMaMH Ha
permTiTKax.

Tabmuns 6 — [opisaanans cxem FAEST Ta SQISign
Table 6 — Comparison of FAEST and SQISign schemes performance

Biakpuruii Higmuc l"eﬂepa.um Mignucanns | Bepudikamis
Cxema | Ilapametpmu KJII0Y (GaiiT) KJIIOYiB (i) (i)
(0aiiTn) (uMKIIH)
FAEST-128f 32 4,506 5,000 12,787,000 9,783,000
FAEST | FAEST-192f 40 11,260 11,000 54,687,000 42,290,000
FAEST-256f 48 20,696 13,000 76,330,000 74,546,000
I 65 148 43,300,000 | 401,600,000 5,100,000
SQISign I 97 224 134,000,000 | 899,200,000 18,600,000
v 129 292 212,000,000 | 1,207,500,000 | 35,700,000

TakuM YMHOM, PO3IISIHYBIIM OKPEMO IOPIBHSHHS QJITOPUTMIB Ha PI3HUX MaTeMaTHYHUX
KOHCTpPYKIisIX (Tabm. 2-6), I TOBHOTH AOCHIDKCHHS Ha pUC. | MH HABOOUMO iX 3arajbHe
TTOPiBHSHHS.

u F nignec

“““““ ' - * Koau
|||||||||| . SHOWVA LESS & MPCitH
5 F— PERK o cpih EaraToBapiaTHEH
3 e ® M
£ 10000 > o
g MAYO ~ RYDE Mirath FAEST
oo A

Mianvcan=A + seprdikagia (Uwkme)

Puc. 1 — [lopiBHAHHS aNTOPUTMIB MIAMNKCY 32 CITiBBiIHOMIEHHIM BiIKPUTHI KITFOU-HTIAMNC Ta Yac
MiAnrCcaHHs+Bepudikarii
Fig. 1 — Comparison of signature algorithms by public key+signature length ratio and
signing-~+verification time
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B pesynbrari anamizy aaroputmiB miamucy 3 puc.l MoxxHa 3poOHUTH BUCHOBKH, IIO KOXKEH i3
MiAXOiB Ma€ BJIACHI MepeBaru Ta oOMeKeHHS, sIKi He0OXiTHO BpaXxOBYBaTH MPH PO3poOLi cTaHAAPTIB
KpUNTOrpagiqHOTO i IHCY.

[lomo po3Mipy BIAKPUTHX KIIOYiB Ta MiANHCIB, TO HAWMEHIIMHA PO3MIp MiAMUCY B CyMi 3
JOBXMHOIO BiIKDUTOTO KIIIOYA CIIOCTEPIraeThCsl y cxeMi Ha ocHOBI i3oreHiit (SQISign). Takox moBoi
HEBENUKi BIOKPUTI KIIOYI Ta MiANUCH JAEMOHCTPYIOTH cxemu Ha ocHoBi MPC-in-the-Head
neperBopes (MQOM, RYDE, Mirath), mo poOuth iX mnpuBaObAMBHMHU sl 3aCTOCYBaHb 13
oOMexkeHuMH pecypcaMu. HaromicTs, HaiOinpmmi Binkputi kimtoui xapakrepHi g UOV ta SNOVA,
0 MOXe OyTH 3HaYHUM HENOJIKOM Yy peallbHUX CLeHapisiX BUKOpUCTaHHs. Xoua B ToH xe yac UOV
Ma€ IyXe KOPOTKi MiANHMCH Ta BHCOKY IIBHAKICTH HiANHCAaHHS Ta mepeBipku. Haiimenmmii po3mip
HiANUCY B CyMi 3 JOBXHHOIO BiAKpuTOro kitoda 3abesmeuye SQIsign, Tomi sik y CROSS ta PERK
HIINUCH € 3HAYHO OLTBIINMMU.

HafimuBunmi anropuTMul 11 CTBOPEHHS MMIANKCY Ta BepuGikallii — CXeMH, B OCHOBI SIKHX
JeXaTh TEePeTBOPEeHHs Ha anreOpaiunmx perritkax i me HAWK (i Falcon), ane cxemn Ha OCHOBI
OararoBUMIpHUX TiepeTBopeHb, Taki Sk UOV ta MAYO, Takok AE€MOHCTPYIOTH HEIOTaHy IIBHJKICTh
I NVICAHHS, 10 POOHTH iX e(pEeKTUBHUMU /ISl BEIMKOMACIITA0HHX omepariid. CxeMHu Ha KoJax Taki sSK
CROSS i LESS, MatoTh HIKYY MPOAYKTUBHICTH y MPOIIEC] MiANUCAHHS Yepe3 CKIaIHI O0UHCICHHS.
AJle BOHM TIOTpPamlmiIv O IPYTrOTo payHAy YacTKOBO depe3 3arikaBieHicTh NIST y HHX Ak y cxemax
«HE Ha pelIiTKax», M0 AEMOHCTPYIOTH IepeBard NpoaykTuBHOCTI mopiBHsHO 3 SLH-DSA. Hlono
cxemn SQIsign Ha OCHOBI i30TeHill, TO TeHeparis MiAMUCY € TOBUIBHINIOW MOPIBHSHO 3 IHIIUMHU
KaHAWZATaMHM dYepe3 CKIAAHICTh MaTeMaTMYHUX KOHCTPYKLIH, 1 TaKUM YHHOM € CKJIaJHUM MJIs
BIIPOBAIKECHHSI.

SIKImo po3msgaTH anTOPUTMH 3 TOYKH 30py OE3MEKHM Ta CTIMKOCTI 0 arak, TO CXeMH Ha
ocHoBi koxiB (CROSS, LESS) BBaxkaroTecss O€3MeUHUMH, ajie MOTPEeOYIOTh JOMATKOBOTO aHAIIZY 3
TOYKH 30PY JTOBIOTPHUBAIOI CTIHKOCTI. A TaKOX iX CTPYKTypa € JOBOJI CIIeH(iTHOI0 TOMY, peaizaist
MOXke OYTH CKIJIaIHOIO, II0 BUMAara€ pereiapbHoro miaxoxy Ta ekcreptm3sn HAWK Tta ixmi cxemu Ha
pelriTKkax BUKOPUCTOBYIOTh TMEPEBIPEHI MaTeMaTudHi MPUITYIIEHHS, aje MOXKYTb OyTH ypazIUBUMH JI0
arak O1YHMMH KaHaJaMH.

Oxpemo Buainsgerbea cxema FAEST na ochosi texniku VOLEitH. Xowa Teopetnyna Oesneka
FAEST 0asyerbcst JiIe Ha NPHUIYIICHHIX CUMETPHUYHOTO KIFOYa, HOTO MPOXYKTUBHICTH 3HAYHO
Kpaiia, HiK y OUIBIIOCTI IHINIMX CXeM i3 Takoro BiacTuBicTio, Bkmrowatoun SLH-DSA. OcHoBHa
texnika VOLEIitH, mio nexxuTh B 0CHOBI cxeMu Oyna nmpeacTasieHa Tiibku B 2023. KoHeTpykiis Aemo
CKJIaJIHa Ta HOBA, a HAAIWHICTh Oe3neku Iyxe TexHiuHa. ToMy CribHOCTI KpunrorpadiB Ta HAyKOBIIIB
HEOOXIHMI Yac, 11100 BIIEBHUTHUCS B Oe3Ielli 1aH01 KOHCTPYKIIIT.

Cxema Ha ocHoBi i3oreniii (SQIsign) Bumarae onTuMmizamii Ta DIMOMIOrO aHAIi3y
KPHUITOCTIHKOCTI 4epe3 CKIaaHy CTPYKTypy. IHmI cxemu miamucy, ocoOiaMBO Ha OaraTOBHUMIipHHX
MEPEeTBOPEHHX, MOKIAIAI0ThCsl Ha JoOpe BHUBUEHI mpobnemu, Taki sik MinRank, Rank-SD, Tomo, i €
CTIIKUMU JT0 KBAHTOBUX aTak, aje JesKi 3 HUX MOTPeOyIOTh J0AaTKOBOTO KPUIITOAHAII3Y.

6. BucHoBkn

1. JlochimkeHHsT aNTOPUTMIB €JISKTPOHHOTO IIAIHUCY, IO OepyTh y4acTh y IPYroMy payHIi
nmonatkoBoro KoHKypcy NIST [3], mo3Bomsie OmiHMTH iXHI CHUIBHI Ta ClIaOKi CTOPOHHU 3 TOYKH 30py
Oe3mnexu, MPOAYKTHBHOCTI Ta e(eKTHBHOCTI peamidamii. KoHkypc crnpsmMoBaHWN Ha IOTIOBHEHHS
OCHOBHOTO TIPOIIECY CTaHAapTH3allil, 3a0e3Meuyoud Pi3HOMaHITHICTh KpUNTOTpadiIHNAX MiIXOIB, SKi
MOXYTh OyTH BUKOPUCTaHI B TIOCTKBAHTOBOMY CEPEOBHIIIL.

Hpyruit paynn nomatkoBoro KoHKypcy NIST mpencraisie BakIMBHI KpPOK y po3poOiri
NOCTKBAHTOBHX  aJTOPHTMIB  €JIEKTPOHHOTO  MiAMUCY. ANTOpUTMH, 1O  0a3yloTbcs  Ha
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MPC-in-the-Head, neMOHCTpYIOTh BHCOKY IPONYKTUBHICTb Ta €(EKTUBHICTh, TOAI SIK CXEMH Ha
pelriTKax, Kofax Ta 0araTOBUMipHUX MEPETBOPCHHSAX MAaIOTh IMOTEHIiall 3aBASKH CBOIM YHIKaJIbHUM
BJIACTHUBOCTSIM Ta 0araToOpivHOMY KpHIITOAHaIi3y, TOOTO HaIiliHil CTIHKOCTI 10 KBAHTOBUX aTak.

VYemimmHa —craHzapTU3alis Ta BIOPOBAa[KEHHs MOCTKBAHTOBHX MIANKCIB Yy CydacHi
KpunrorpaiuHi CHUCTEMH € KPUTHYHO BaXKIUBUM 3aBIAHHAM JUIA 3a0e3leueHHs IOBTOTPUBAIIOL
Oesnexkn nuppoBux TexHomorid. Tomy Oyno pO3MISHYTO KaHIWAATIB Ha €JICKTPOHHMU MiINHC Ta
MPOBENICHO TMOPIBHSUIbHUM aHami3. B pesynsrati Moxna ckaszatd, mo NIST 3amikaBnenuii B
aNbTepHATHBAaX CXeMaM Ha aireOpaiuHUX pelIiTKax, 00 IIyKae HOBI PILICHHS Ta KOHCTPYKLIl 1is
pi3HUX 3acTocyBaHb. [lepcriekTHBaMu MOJANIBIIOTO PO3BUTKY IIOTOYHHX JOCIIIXKEHb €:

* Onrumizanis po3Mipy HiAMUCIB Ta KIIIOYIB: Xoya 0ararto ajJrOpUTMIB JAEMOHCTPYIOTh FapHY
MPOAYKTHUBHICTB, SMEHIIIEHHS 1X pO3MipiB O3 BTpaTy Oe3MeKn 3aIUIIaeThCsl KITIOYOBUM 3aBJIAaHHSIM.

* 3MilHEHHS CTIHKOCTI 10 KOMOIHOBaHMX aTak: JesKi allfOPUTMHU, OCOOIIMBO HA OCHOBI KOJIIB
Ta 0araToOBHMipHHX TI€PETBOPEHb, IOTPEOYIOTh OJATKOBHX TIEPEBIpOK Ta OUIBII IIIHOOKOTO
KPHIITOAHAII3y IPOTH HOBHX aTaK.

* [IpakTYHE BIPOBAHKEHHS: Oarato aaropuTMiB IOKH IO HE MarOTh e(heKTHBHUX peai3aiiii,
ONTHMI30BaHMX JUISl arapaTHUX IUIAT(GOpM Ta MOOUTBHUX MPHCTPOIB 1 TOMY TPOIEC BIPOBAHKEHHS €
CKJIQ/THHM.

Konduiikr inTepecin

ABTOpH MOBIIOMJISIFOTH TIPO BiJICYTHICTH KOH(IIIKTY 1HTEPECIB.
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Abstract. In the modern world, the development of quantum computing threatens classical
cryptographic algorithms, in particular RSA, ECDSA and DSA, which are used to ensure digital
security. This creates a need to develop post-quantum cryptographic solutions that can be resistance
under quantum computers attacks. Stable digital signature algorithms are especially important, as they
provide authentication, integrity and non-repudiation of information in financial, legal and government
systems. The article analyzes and compares cryptographic digital signature schemes participating in
the NIST supplementary competition “Digital Signature Schemes”. The main mathematical
foundations of these algorithms are investigated, in particular, lattice cryptography, code-based
schemes, multivariate transformations, elliptic curve isogenies and MPC-in-the-Head methods. Their
performance, security and efficiency in the context of post-quantum threats are assessed. A detailed
analysis of the length of public keys, signatures and the speed of key generation, signing and
verification operations is carried out. The main advantages and disadvantages of each approach are
identified, promising directions for the development of post-quantum digital signatures and their
possible practical application are identified. The research is relevant in connection with the need to
transition to new cryptographic standards that will guarantee data security in the future. The results
allow to assess the strengths and weaknesses of the considered algorithms, as well as to identify
promising directions for the further researches of post-quantum cryptography.

Keywords: post-quantum cryptography, NIST PQC, digital signature, quantum-resistant,
quantum safe
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Abstract: This paper presents a system that employs the use of speech technology to control
electronic devices attached to PCs. The work in this paper is implemented in two major phases. Phase
one is the software part of the system. Its role is to accept voice signals from a microphone attached to
the PC and perform speech recognition on the signal, determine operating commands from the
recognized phrases and control devices attached to the computer ports. Phase two is a hardware logic
circuit connected between the PC's printer port and the devices being controlled. This logic circuit
which is implemented using simple logic gates performs addressing and control mode for the
electronic devices being controlled. The system runs on windows vista operating system and it is
capable of authenticating users and validating their action. User response for the system is provided in
both voice response and graphic display messages.
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1. Introduction

Speech is one of the most natural ways to interact. If an application can be controlled solely by
way of voice commands then the opportunity that lies is unlimited. Even though the idea of using
speech as an input mechanism for an application is not new, there are not a lot of applications that use
speech as input. In other words speech is still a big opportunity that is yet to be explored [1-3]

Most people currently are very busy as they strive to achieve their life long dreams and
ambitions. As a result they hardly have time to go about normal routines at home, office, train stations
or bus stops etc. This has led to high demand for automation of most domestic appliances. Speech is
the latest technology which has now arrived at our door steps [4-8].

In addition to having access to digital electronic domestic appliances, at least one in every two
households has a computer. Most modern homes boast of numerous and vast rooms. With our busy
schedules voice control of domestic devices comes in handy especially with the emergence of
Bluetooth audio transceivers. One can now control domestic appliances without necessarily being
close to them [9-10].

The main objective of this paper is to develop a system which would allow voice input to
control and monitor multiple electronic devices. The system is PC based. It makes use of the PC

© Mhnd Farhan, 2025 17
{c<)I3 This article is licensed under a Creative Commons Attribution 4.0



https://doi.org/10.26565/2519-2310-2025-1-02
mailto:mhndfarhan@yahoo.com
https://orcid.org/0009-0007-0541-6995
https://doi.org/10.26565/2519-2310-2025-1-02
http://creativecommons.org/licenses/by/4.0/

ISSN 2519-2310 (Online) KoM’ rotepHi Hayku Ta kibepOe3neka. 2025. Ne 1 (27)

microphone, speech recognition technology, and PC communication ports such as parallel port or any
other data communication ports available in the PC. This concept presents an opportunity to any
individual who has a PC and may wish to use voice as an input to control electronic devices around
them.

2. Design methodology

A. Software design

This software implements Automated Speech Recognition(ASR) command interpretation and
execution. It receives its input from a microphone connected to the PC. It is driving and manipulating
the parallel port. It is also responsible for installing and maintaining information on the domestic
appliances being controlled. The software in order to carry out its functions is implemented under the
following modules.
VoiceControl.Core
VoiceControl.DataAccess
VoiceControl.Port
VoiceControl.ParallelportUtility
VoiceControl.Security
VoiceControl.Service
VoiceControl.Speech
VoiceControl. UI( User Interface)
Each of the modules is dedicated to unique tasks that eventually build up to the overall
software application. Fig.1 shows the interaction between modules.
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Fig. 1 — Interaction between modules
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A-1. System Function

1 - VoiceControl.Core
VoiceControl.Core is responsible for modeling systems objects and all the domestic appliances
to be driven by the application.

2 - VoiceControl.DataAccess

VoiceControl.DataAccess tasks involve manipulation of system objects stored in the database.
It is charged with establishing a connection to the database, inserting, retrieving, deleting and updating
database objects.

3 - VoiceControl.Port

This module contains class objects that model both the serial port and parallel port. The port
module provides serial or parallel port class instances which are used to create serial port or parallel
port. These therefore access and initiate the actual PC ports for transmission or reception of data.

4 - VoiceControl. ParallelportUtility

This utility module contains the functions which are used to address parallel ports (LPT). It is
basically charged with reading or writing to the port. Manipulation of printer ports is a bit complex
unlike serial port. To manage LPT ports, the application employs the use of native code in order to
directly access registers in the PC which are dedicated to the ports. The application then opens and
writes binary or hex data type to the port depending on the operation to be executed.

5 - VoiceControl.Security

In this module, both systems and application level security are implemented. That is for the
application level security, authentication of system users is done. On the other hand, it validates every
action the user performs on the system. The module verifies whether a particular user is granted
permission to perform a certain function. It then either allows or denies the user access to that
function.

6 - VoiceControl.Service

The service module is basically an abstraction of the data access module. This acts as a
coupling layer between the user interface (UI) and data access module. In this case it has to be loosely
coupled allowing for independence of each module and seamless interaction between the calling
module and data access module.

7 - VoiceControl.Speech

The speech module provides the means by which input voice signals are recognized and the
system’s operation command extracted. It also employs the use of voice response to provide feedback
to the user.

8 - VoiceControl. Ul (User Interface)

This is the graphical user interface (GUI) module. It’s basically responsible for providing the
user interactivity front for the system. It contains forms with control buttons on it. The user is expected
to provide some of the input response through these controls.
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A-2. System Users

The voice control system manager is appointed to manage and maintain the devices and the
system process data. The user requires basic training on how to use the system and is assumed to be
familiar with computers, the Microsoft Windows operating system and commonly used Microsoft
Windows microphone input devices. The user’s voice is equally trained to increase the accuracy of
single word error rate (SWER) engine.

A-3. System Requirements

1 - Operating System
The application is designed to operate on Microsoft Windows Operating System 2000 or
higher. (Windows XPSP3, Windows Vista) with the necessary service packs applied.

2 - Database System
The application uses the Microsoft SQL Server (MSDE) 2000 or Microsoft SQL Server 2005
express or higher as the database platform.

3 - Runtime Environment

The application runs on the Windows.NET runtime version 3.0 or higher. The application is
developed and complied in C# .NET. The computer on which the application is installed requires that a
supported version of the runtime to be installed. The software natively installs the required runtime.

4 - Hardware

Any computer hardware capable of running the above mentioned system environment is
suitable for the application. The system however requires enough hard disk space to accommodate the
application database.

A-4. Software Features
The application is designed and developed under the following category.

1 - VoiceControl.Core
Class Rule

Class Gate

Class Light

Class Phone

Class PhoneBook
Class PhoneCall
Class Radio

Class ShortMessage

2 - VoiceControl DataAccess
Class ActionDAO

Class DataAccessUtility
Class GateDAO

Class IDAO

Class LightDAO

Class PhoneBookDAO
Class PhoneDAO
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Class RadioDAO

Class SpeechStateDAO
Class UserDAO

Class UserGroupDAO

Class VoiceGrammarDAO
Class VoiceParallelPortDAO
Class VoicePPPinDAO
Class VoiceSerialPortDAO

3 - VoiceControl. Port
Class VoiceParallelPort
VoicePPPin

Class VoiceSerialPort

4 - VoiceControl.Security
Class Action

Class User

Class UserGroup

5 - VoiceControl.Service
Class ActionService

Class GateService

Class LightService

Class PhoneBookService
Class PhoneService

Class RadioService

Class SpeechService

Class SpeechStateService
Class UserService

Class UserGroupService
Class VoiceGrammarService
Class VoiceParallelPortService
Class VoicePPPinService
Class VoiceSerialPortService

6 - VoiceControl.Speech
Class SpeechState

Class VoiceGrammar

Class VoiceSpeechEngine
Class VoiceSpeechTraining
Class VoiceTTS

7 - User Interface

The following forms are designed

Actions Form
Calls Form
Commands Form
Dashboard Form
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Gate Form

Light Form

List of Calls Form

List of Objects Form
List of Sms Form
Login Form

Gate Operations Form
Light Operations Form
Phone Operations Form
Radio Operations Form
Parallel port Form
Phone Form

Phone Book Form
Parallel port pins Form
Radio Form

Serial port Form

Sms Form

User Form

User Group Form

8 - Database Objects
The system has a database where it stores information about all installed devices, their status
and also information on the system and system users. Therefore a database is designed and the
following are the database objects developed:
Table of Actions
Table of Devices
Table of Gates
Table of Grammars
Table of Lights
Table of PhoneBooks
Table of Phones
Table of Radios
Table of SpeechStates
Table of UserGroups
Table of Users
Table of VoiceParallelPorts
Table of VoicePPPins
Table of VoiceSerialPorts

A-5. Software Testing
The application is tested at the following two levels.

1 - Unit Testing

This is done to verify implementation of class functions, procedures and properties. A third
party tool known as NUnit is employed for unit testing. This ensures that every function or procedure
developed returns the results expected of it.
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2 - Integration Testing

This is performed to check the overall performance of the application. The system is tested on
how it works or interacts with the port hardware interface, response to user input stress (also known
smoke test) and finally it is tested against the database.

B. Hardware Design

B-1. Connecting Circuits to the Parallel Port

PC parallel port is a 25 pin D-shaped female connector at the back of the computer as shown
in Fig.2. It is normally used for connecting computers to printers, but many other types of hardware
for the port are available today. Not all 25 pins are always needed. Usually one can easily do with only
8 output pins (data lines) and signal ground.

The data pins are transistor-transistor-logic (TTL) level output pins. This means that they
output ideally 0V when they are in low logic level (0) and +5V when they are in high logic level (1).
In the real world the voltages can be something different from ideal when the circuit is loaded. The
output current capacity of the parallel port is limited to only a few milliamperes.

The parallel port usually comes as a 25-pin female port and it is commonly used to connect
printers to a computer. Many geeks also use it to connect their own devices to their PCs. There are a
few more things to remember when using a PC's parallel port. It can load only 2.5mA and ~2.5 volts.
It is better to use opto-couplers or ULN2803 when interfacing with an external device.
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Fig. 2 — Pin out of DB25 connector

1 - Data Register

This is the register that allows the user to write values into the port. In simple words, these
pins can be used to output a specific value in a data register. Voltages in specific pins can also be
changed. These are called output pins. There are altogether 8 output pins available, ranging from DO to
D7.

2 - Status Register (Pins)
These are called input pins or status registers and can hold a value that the outside world gives

to the parallel port. So, this port acts like a reader and it has 5 pins for inputs. The pin range is S4 to
S7.
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3 - Control Register (Pins)

This register can be used in both ways, it enables a user to write values to the outside world, as
well as read values from the outside world. However, we need to remember that most of the control
pins work in an inverted manner. We can see them with a dash sign on the top of the pin. Pin range is
CO0 to C3. Ground pins are used as neutral; these pins are used as (-) in batteries. If we are connecting a
device to a parallel port in order to read or write, we have to use one or more ground pins and a
read/write pin to work. For example, if we are trying to light up an light-emitting-diode (LED), then
we have to connect the (-) of the LED to a ground pin and the (+) of the LED to an output pin. For
reading purposes, we use the same mechanism.

4 - Addressing the Parallel Port and Registers
Port addressing control is a great deal in port programming, as it is the door that enables
programs to connect to the external circuit or device. In normal PCs, a parallel port address can be one
of the addresses given below, but depending on the basic input/output system(BIOS) settings and some
other issues, the parallel port address can vary. However, it always lies in one of these address ranges.
e LPTI 03BC (hex) 956(decimal)
e [PT20378 (hex) 888(decimal)
e [PT30278 (hex) 632(decimal)

5 - How to Light up LEDs

To test the output, assume that we wrote value 2 to the data register and we want to know
which pin outputs +5V. The data register starts from pin number 2 and ends in pin number 9, so there
are 8 pins for output. In other words, it's an 8-bit register. So, when we write 2 to its data register, +5
voltages will be there in the 3rd pin. We have to take a scientific calculator and convert Decimal 2 to
Binary; then the value is 2(DEC) = 1 0(BIN), so 1 0 means ‘000 0 0 0 1 0’ is the status at the data
register. When we want to light up an LED, there is a special way to connect them to a data register.
Here we have to connect a ground pin to any pin starting from the 18th to 25th. All are ground pins, so
there is no difference. The output pin or positive of the LED should be connected to a pin in the data
register. When we write a value which enables that particular data register pin, then the LED will light

up.

+¥er

Fig. 3 — Relay controlling circuit

B-2. Relay Circuit
The circuit shown in Fig.3 is used to control the relay from the parallel port.

24 Computer Science and Cybersecurity (https:/periodicals.karazin.ua/cscs)
For personal use only. No other uses without permission.
Copyright © V. N. Karazin Kharkiv National University, 2025. All rights reserved.



https://periodicals.karazin.ua/cscs

ISSN 2519-2310 (Online)

Computer Science and Cybersecurity. 2025. Issue 1 (27)

The circuit needs an external power supply which has the output voltage which is right for
controlling the relay (5-24V depending on relay). The transistor does the switching of current and the
diode prevents spikes from the relay coil from damaging the computer. Since coils (solenoids and
relay coils) have a large amount of inductance, when they are released (when the current is cut off)
they generate a very large voltage spike. Hence a diode circuit is used to block that voltage spike from
hitting the rest of the circuit. The circuit is then used for controlling the electronic devices.

The 1N4001 diode in parallel with the relay is an essential protection component because
damage of the parallel port can occur because of high voltage inductive kickback from the relay coil
(the diode stops that spike from occurring).
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The circuit protects the parallel port against higher than +5V signals and also against wrong

polarity signals (power on the circuit is accidentally at wrong polarity).
More safety is added by replacing the 1N4148 diode connected to ground with 5.1V zener

diode. That diode will then protect against overvoltage spikes and negative voltage at the same time.
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The decoders are used to select the address and control level for a device. The system sends a
binary code sequence to the parallel port which is interpreted by the decoder. At the output of the
decoder, inverters are connected since the decoders used are active low. The outputs of the inverters

are then channeled through circuit with the relay switch which finally drives the devices. The complete
hardware logic circuit is shown in Fig.4.

C. System Process

The system in this paper is designed to receive voice signals from the microphone directly
connected to the PC .The microphone can be any ordinary microphone compatible with PCs.

The voice/speech which contains control commands is recognized and the command
interpreted by the control program. The program is responsible for creating speech grammar from the

commands of each device stored in the database. This grammar is then loaded into the speech engine
as the basis for recognition.
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Fig. 5 — Program process chart
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The following steps outline the control program’s process, while, Fig.5 shows the program
process chart.

o The application during start-up initializes the SR engine by loading it with speech grammar.
The grammar is created from the operating command phrases stored in the database.

e The application shall then wait for an input signal from the microphone attached to the PC. If
voice input is detected it proceeds to 3, otherwise the application will continue waiting for an
input.

e The application then initiates speech recognizer instances and parse recognition. If it succeeds
the application proceeds to 4, otherwise a system error message is generated and the
application goes back to 2.

e Using the initialized recognizer, the application determines the confidence level of the
recognized phrase. If it is more than 70% it proceeds to 5, otherwise it goes back to 2.

e The application analyzes the recognized phrase for operating commands. If a command is
found, it proceeds to 6, otherwise, it goes back to 2.

e Application determines whether the device to be operated is installed. If so, it proceeds to 7,
otherwise it requests for installation of the device and then goes back to 2.

e The system determines the status of the device before executing the operating command. If the
command has been executed, a message is generated informing the user that the command had
been executed. It then goes back to 2, otherwise, it proceeds to 8.

e The system executes the operating command. If execution of the command succeeds it goes
back to 2, otherwise it generates a message indicating an error has occurred then proceeds to 2.

3. Results and analysis
Before the user could speak to the microphone connected to PC with the required command,

the system verified whether the user is validated and authenticated .The application verified the user
by first confirming if the user existed in the systems database, as shown in Fig.6

Username Student

Password ssne

Invalid Username !

Fig. 6 — User login

After validating, it allows the user to log into the system with the existing user profile. The
system established users had not undergone voice training as shown in Fig.7 in order to facilitate
accurate speech recognition. It then offered the user a speech training session via a wizard developed
in the system to take users through speech training as shown in Fig.8.
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'

You have not undergone System Voice Training.
Please ge to speech Training Menu and initiate Voice Training for Better Results

Fig. 7 — Untrained user detected by the application
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Fig. 8 — Application voice training wizard

Upon completion, the user is allowed to install new devices in the system. This includes bedroom light,
sitting room light, a DVD player radio system and a gate. Each of these devices are then assigned operating
commands shown in the command table 1. When the system is fully initialized, the user exited graphics
thereafter activating speech operating mode for the system as shown in Fig.9.
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The system loaded the speech engine with grammar whose main parameters are the systems
installed devices commands and names. When speech is detected in the microphone, the system first
establishes its threshold. In order to achieve this, the application uses speech hypothesis to determine
the confidence level of the recognized phrase. It then uses the recognized phrase for example,
‘Bedroom Light ON’, to verify whether such an action is permitted for the user. The user had
permission to switch on or off any device. It goes ahead and checks if the light is ON. It was not ON
and so the system goes ahead and implements the command. It returns a voice response ‘Bedroom
Light Switched ON’ to the user. Table 2 shows various results.

Table 1. Commands table

DEVICE COMMANDS PORT ADDRESS CONTROL PINS

Bedroom Light Bedroom Light OFF 888 Pin02, Pin08, Pin09,
Bedroom Light ON Pin07, Pin06
Increase Bedroom
Light Intensity
Decrease Bedroom
Light Intensity

Sitting room Light Sitting room Light 888 Pin03, Pin08, Pin09,
ON Pin07, Pin06
Sitting room Light
OFF
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Gate 1 Gate 1 OPEN 888 Pin05, Pin08, Pin09,
Gate 1 CLOSE Pin07, Pin06
CD Player Radio Radio ON 888 Pin04, Pin08, Pin09,
Radio OFF Pin07, Pin06
Increase Radio
Volume
Decrease Radio
Volume
Table 2. Various results
RECOGNIZED VOICE
DEVICE STATUS PHRASE NEW STATUS RESPONSE
Bedroom Light OFF Bedroom Light OFF Bedroom Light is
OFF OFF
OFF Bedroom Light ON Bedroom Light is
ON ON
50% intensity Increase 60% Intensity is now
Bedroom 60%
Light Intensity
Sitting room ON Sitting room OFF Sitting room
Light Light OFF Light Switched
OFF
Gate 1 CLOSED Open Gate 1 OPENED Gate 1 Opened
CD Player Radio | OFF Radio ON ON Radio Switched
ON
0% Volume Increase Radio 10% Volume Volume is now
Volume 10%

4. Conclusions

A speech based voice control of multiple devices was discussed, designed and implemented.

The design and implementation was based on connecting a microphone and connecting the electronic
appliances through the parallel port. The software was developed to perform automated speech

recognition and response operations. The results obtained for the system allowed users to control
various home appliances using their voice speaking directly to the microphone attached to the system.
The system also allowed the users to get voice response feedback from the system on the
accomplishment of the request. The users were also able to inquire and get the status of the various
home appliances connected to the system. The user’s voice was also able to be trained by the system.
Though to keep the application simple, only the bare minimal features of the application were

emphasized.
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pealizoBaHa 3a JOMOMOTOIO MPOCTHX JIOTIYHUX BEHTHJIIB, BUKOHYE aapecallilo Ta Pe>KUM KepyBaHH:
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KurouoBi cioBa: [ onocoge kepyganis, MHOJNCUHA NPUCPOIB, MOBTEHHSL

32 Computer Science and Cybersecurity (https:/periodicals.karazin.ua/cscs)
For personal use only. No other uses without permission.
Copyright © V. N. Karazin Kharkiv National University, 2025. All rights reserved.


https://periodicals.karazin.ua/cscs

ISSN 2519-2310 (Online)

KOMIT'IOTEPHI HAYKH TA COMPUTER SCIENCE AND
KIBEPBE3IIEKA, 2025, Ne 1 (27) CYBERSECURITY, 2025, Iss. 1 (27)

DOI: https://doi.org/10.26565/2519-2310-2025-1-03
VK 004.738.5

DEVELOPMENT OF A UNIVERSAL ENERGY-EFFICIENT AUTOMATED METER
READING SYSTEM USING ESP32-CAM

Tetiana Korobeynikova', PhD (Engineering), Associate Professor;
e-mail: tetiana.i.korobeinikova@lpnu.ua; ORCID: https://orcid.org/0000-0003-2487-8742
Oleksandr Reminnyi', PhD (Engineering), Assistant; e-mail: sasha.reminnyi@gmail.com;
ORCID: https://orcid.org/0009-0005-5119-3695
Roman Baitala', student of the Department of Computerised Automation Systems;
e-mail: roman.baitala.ir.2023@Ipnu.ua;
Vladyslav Kyryk', student of the Department of Computerised Automation Systems;
e-mail: vladyslav.kyryk.ir.2023@Ipnu.ua;
Danylo Stetskyi', student of the Department of Computerised Automation Systems;
e-mail: danylo.stetskyi.ir.2023@lpnu.ua
!Lviv Polytechnic National University, Ukraine
Manuscript was received April 21, 2025; Received after review May 22, 2025; Accepted June 22, 2025

Abstract. The article discusses the design and development of a universal automated meter
reading system capable of handling multiple resource types, including water, gas, and electricity. The
developed system addresses common challenges associated with manual meter reading, such as
accessibility, inconsistent data recording, and human error. The primary innovation presented is
integrating the ESP32-CAM module to automate image capturing and data transmission to utility
services through a user-friendly mobile application. Special emphasis is placed on optimizing energy
efficiency to ensure extended device autonomy. The proposed system includes a robust algorithm for
image preprocessing, meter reading validation, and secure wireless communication. Rigorous testing
across Android and iOS platforms demonstrated the application's usability, functionality, and
consistent performance. Optimization efforts significantly improved device battery life from
approximately 50 days to four months. Future improvements are suggested, including developing a
custom hardware board to reach the industry-standard operational duration of one year.

Keywords: automated meter reading, ESP32-CAM, IoT, energy efficiency, mobile application,
neural network, utility management

In cites: Korobeynikova T., Reminnyi O., Baitala R., Kyryk V., Stetskyi D. (2025). Development of a
universal energy-efficient automated meter reading system using ESP32-CAM. Computer Science and
Cybersecurity. 1(27): 33—40. https://doi.org/10.26565/2519- 2310-2025-1-03

1. Introduction

Today, more than ever before, society strives to make life easier and automate all possible
processes. Moreover, process automation is gaining momentum, which has caused the appearance of
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new devices with a relatively large number of advantages, such as high autonomy of work, accuracy,
speed of work, and others [1-3].

One of these devices is devices or smart meters that automatically read indicators and transmit
them to utility services without human intervention. These devices and smart meters help people. They
have quite a lot of advantages. But its main problem is the price. This field is growing quickly, so we
chose it to develop our device that would help people read meters and transmit them to utilities [4-5].
Also, a rather significant drawback of the devices currently offered on the market was that the device
could transmit only one type of energy, i.e., water, gas, or electricity. That's why we made our solution
universal. And can interact with any counter. This feature is our main advantage after the price.

2. Problem statement

Today, numerous solutions allow customers to monitor data on resource consumption, such as
gas, water, and electricity. However, there are a lot of old meters that will enable only manual data
entry. One of the main issues is the difficulty of consistently recording meter readings. Many people
forget to take these readings regularly [6—7]. As a result, the process is often delayed or neglected,
leading to accumulated debt or billing discrepancies. Another significant issue is the accessibility of
meters. Many meters are located in inconvenient or remote places, which makes accessing them
challenging. Even if the customer manages to get readings, the issue of submitting data to a service
provider remains [8]. Human error can also play a role because individuals might mistakenly enter
incorrect values and, as a result, get inaccurate calculations and potentially higher bills [9-10]. The
primary feature of the system described in this work is its ability to automate the entire process of
collecting meter readings. This system eliminates the need for consumers to record data manually. It
captures readings at regular intervals, reducing the situation when customers forget to get readings.

Purpose: to develop a universal hardware-software solution for automated meter reading and
data visualization, ensuring reliability, convenience, and prolonged device operation.

Object: automated meter reading systems for utilities (water, gas, electricity).

Subject: methods and technologies for automatically capturing, processing, and transmitting
meter data.

Methods and tools: the system integrates hardware and software methodologies, utilizing the
ESP32-CAM microcontroller, deep-sleep power optimization techniques, image preprocessing
algorithms, neural network-based optical character recognition (OCR), and secure wireless
communication via Wi-Fi and Bluetooth. Kotlin Multiplatform was employed to create a unified,
cross-platform mobile application with rigorous functional, usability, and performance testing.

This work aims to create a hardware device that will take photos of your meter and a software
application to interpret data taken from photos to charts. Another essential requirement is the device's
lifetime because it must be on a high level for comfortable usage. Its battery should last a long time to
keep the device running smoothly and reduce the need for frequent upkeep, giving users a worry-free
experience. The final application should deliver a complete and automated data collection and
monitoring solution. This system will allow users to quickly see their consumption without repeating
the task of manual data submission, ensuring accuracy and timely updates to billing information and
eliminating the risk of billing discrepancies.

3. Algorithm for taking data from counter

The algorithm for reading and processing data from counters integrates both hardware and
software functionalities to ensure seamless operation:

1. Activation: The device activates once a month, following a predefined schedule.

2. Image Capture: The ESP32-CAM module captures an image of the meter display. The
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device ensures proper alignment and clarity using auto-focus or fixed-focus settings optimized during
setup.

3. Preprocessing: The captured image undergoes preprocessing via the onboard processor,
including contrast enhancement, noise reduction, and cropping to focus on the meter's reading area.

4. Data Validation: Recognized values are checked against expected ranges or historical data
to identify anomalies such as sudden spikes in usage.

5. Transmission: Processed data is transmitted securely to the mobile application via Wi-Fi or
Bluetooth, ensuring real-time updates for the users.

6. Standby Mode: Once the reading is complete, the device reverts to low-power standby
mode to conserve energy until the subsequent scheduled activation

4. Development and testing of mobile application and user interface

Development of a mobile application and user interface for automated meter reading systems.
The proposed mobile application is a critical interface between end-users and a universal automated
meter-reading device, emphasizing usability and intuitive operation. The application's architecture
focuses on secure user authentication and efficient device management, facilitating rapid setup and
seamless control.

User Authentication and Account Security.

To ensure both security and a personalized user experience, the application integrates a robust
user registration and authentication system. New users create an account by providing essential details,
such as a valid email and a password, enabling the secure association of user data and device
configurations with individual accounts. Upon returning, users log in to access their personalized
dashboard, manage devices, and monitor meter readings, maintaining a secure and streamlined
experience.

Device Integration and Connectivity.

The application simplifies the onboarding of new devices. Users can add devices through an
intuitive “Add Device” function, with connectivity options including Bluetooth and Wi-Fi. Guided
instructions assist users in pairing devices, establishing a connection efficiently, and enabling
immediate monitoring. This user-centric process minimizes technical complexity, ensuring accessible
setup and reliable connectivity.

Device Management Interface.

Following successful device pairing, the application presents users with a management
interface for real-time control. This interface includes options for basic settings adjustments and
initiating meter readings, emphasizing clarity and ease of use. Users can activate, deactivate, and
check device status and initiate updates, supporting continuous monitoring with minimal user effort.

This optimized design prioritizes accessibility and efficiency, allowing users to concentrate on
managing utility consumption with minimal setup and operational demands.

Application testing. To ensure the reliability and robustness of the mobile application, a
comprehensive testing strategy was implemented, encompassing functional, usability, and performance
evaluations across Android and iOS platforms. Initial functional testing validated core features,
including user registration, device connectivity, and data retrieval accuracy, ensuring each function
met specified requirements.

Usability testing was conducted with a focus group of target users to assess the interface's
intuitiveness and streamline workflows, particularly in device pairing and meter-reading functions. To
evaluate the app’s responsiveness and stability, performance testing examined its behavior under
various conditions, including network strengths and data loads. Cross-platform testing on Android and
108 devices also ensured uniform functionality and interface behavior, leveraging Kotlin.
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Multiplatform’s capabilities for consistent operation across platforms. This rigorous testing
process reinforced the application's reliability and capacity to deliver a seamless, user-centered
experience aligned with the demands of an automated utility management environment.

Why did we choose the ESP-32 cam itself for our device? For the development of our device,
we considered several microcontroller options that meet the key requirements: camera support and
energy efficiency. The leading candidate was the ESP32 board, but we also compared it with other
popular solutions: Raspberry Pi Zero W, Arduino MKR1000, and STM32F746G Discovery.

Table 1. Comparison of output data properties of expert systems and neural networks

Characteristics ESP32 Raspberry Pi Zero W STM32F746G Discovery

Camera Built-in support Additional module Possible with an adapter

Energy efficiency |High, up to 1.67 mAh |Medium (up to 100 mAh) | HLow (up to 200 mAh)

Price low medium High
Processor Dual-core, 240 MHz | Single core, 1 GHz Single-core, 216 MHz
Memory 520 KB of RAM 512 MB of RAM 320 KB of RAM

Review of Boards.

1. ESP32. The ESP32 is a microcontroller with a dual-core processor (240 MHz), built-in
Wi-Fi and Bluetooth modules, and support for external cameras via the ESP32-CAM module. The
ESP32 has become a popular choice for IoT projects thanks to its high energy efficiency and
affordability.

Advantages: built-in camera support; deep sleep modes that significantly reduce power
consumption (down to 1.67 mAh in our test); low cost; support for various peripheral devices;
Disadvantages: limited RAM (520 KB); specialized module (ESP32-CAM) is required for camera
operation.

Suitability: Ideal for budget-constrained projects requiring autonomy and camera functionality.

2. Raspberry Pi Zero W. The Raspberry Pi Zero W is a compact single-board computer with a
1 GHz processor and built-in Wi-Fi and Bluetooth modules. It is well-suited for projects requiring
greater computational power and flexibility.

Advantages: supports camera connection via the dedicated Raspberry Pi Camera module;
significant memory capacity (512 MB RAM); large user community and extensive software
availability; Disadvantages: high power consumption even in idle mode (up to 100 mAh); requires an
additional module for camera operation, increasing costs; relatively higher cost compared to ESP324.

Suitability: best suited for projects where performance and the need for a Linux environment
are critical, but energy efficiency is not a priority.

3. STM32F746G Discovery is a powerful board based on the STM32 microcontroller with a
216 MHz processor, used in projects with high computational requirements. The board supports
camera connections via adapters.

Advantages: powerful processor; large RAM capacity (320 KB RAM); ability to connect
cameras through external adapters.

Disadvantages: low energy efficiency (power consumption up to 200 mAh); very high cost;
complexity in use due to a multi-component design.

Suitability: Suitable for high-tech projects where computational power is critical but autonomy
is not.

By choosing the ESP32, we achieved the optimal balance between functionality, energy
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efficiency, and cost. Its support for cameras and low power consumption enables the creation of
autonomous devices that can operate for extended periods without battery replacement. Additionally,
the built-in Wi-Fi and Bluetooth modules provide seamless integration into IoT infrastructure, while
its affordable price makes this board the perfect choice for budget-friendly projects.

5. Analysis and Optimization of Device Operational Duration

A key aspect of our device is its extended operating time, which is crucial for such solutions.
We approached this issue with utmost seriousness.

First, we analyzed our competitors to determine how long similar devices could function
without battery replacement. The analysis revealed that, on average, competitor devices can operate
for a year. Using this information, we initiated tests to evaluate the operational duration of our device
under various modes using our firmware.

Initially, we tested the device with non-optimized firmware, configured to operate in a deep
sleep mode and activate once a month to read meter indicators and transmit them to utility services.
For power, we chose two batteries with a capacity of 2500 mAh each. This option was selected due to
the convenience of replacing batteries when necessary (Fig. 1).

———li—
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Fig. I - The device resources

Testing revealed that this setup, combined with the standard plug-in for our ESP32-CAM
board, was suboptimal. The batteries were discharged by 60%(1) after one month. Calculations
indicated that our board consumed 4.16 mAh in this mode, resulting in an operational duration of only
50 days:

Calculation: 60% = 3000 mAh; 3000 / 30 = 100 mA/day; 100 / (24) = 4.16 mAh

To determine how many days the device can operate at full charge (100%). 1. Total battery
capacity: 100% = 5000 (two batteries, each with 2500 mAh). 2. Daily consumption is based on the
calculations: 100 mAh/day. 3. Operational duration on a full charge: 5000 mAh / 100 mAh / day =
50 days; (5000 mAh) / (100 mAh) = 50 days.

Conclusion: The device can operate for 50 days on a full charge.

This performance was unsatisfactory and not competitive in the market. Faced with this result,
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we decided to make significant changes. Several options were considered, including optimizing the
firmware or increasing the batteries to four. However, adding more batteries was not appealing due to
the increased cost and the inconvenience of replacing four batteries every few months. Ultimately, we
opted to focus on firmware optimization.

After optimizing the firmware, we repeated the tests with the same two 2500 mAh batteries.
After one month, we were pleasantly surprised by the results: the batteries were discharged by only
24%. This meant our device could now operate for approximately four months. Calculations
confirmed that the board’s consumption had decreased from 4.16 mAh to 1.67 mAh.

Calculation:

Step 1: Battery usage after one month. Total battery capacity: 5000 mAh (two batteries of
2500 mAh. Discharge after one month: 24%. Consumed capacity in one month = 5000 mAh x 0.24 =
=1200 mAh.

Step 2: Daily consumption. Number of days in one month: 30 days. Daily consumption =
1200 mAh / 30 days = 40 mAh/day. Hourly Consumption: 40 mAh / day / 24 hours = 1.67 mAh/hour.

Step 3: Operational duration for 100% charge. Total capacity: 5000 mAh. Daily consumption:
40 mAh. Operational duration = 5000 mAh / 40 mAh/day = 125 days.

Step 4: Verify consumption rate decrease. Previously, consumption was 4.16 mAh/hour, now
1.67 mAh/hour. The device can operate at full charge for approximately 125 days (about 4 months).
This improvement was a significant step forward, and we decided to retain the optimized firmware due
to its enhanced energy efficiency.

However, despite these advancements, we have not yet achieved the one-year operational
benchmark set by our competitors. To reach this goal, further improvements are necessary. Our plans
include developing a custom board tailored to our device’s needs rather than relying on the standard
ESP32-CAM board. This step is expected to significantly enhance the device’s energy efficiency, as
competitors typically use custom-designed boards for their solutions.

6. Conclusions

This study presented a novel automated meter reading solution designed to overcome
traditional challenges faced in manual data collection. Initial analysis identified critical issues,
including inconsistent manual readings, difficulty accessing meters, human error in data transcription,
and the limited universality of existing devices. The proposed universal solution, built around the
ESP32-CAM microcontroller, effectively addressed these limitations by enabling the automated
collection and wireless transmission of readings for gas, water, and electricity meters through a
user-friendly mobile application.

One of the critical aspects of the proposed device was ensuring energy efficiency. Initial tests
with standard firmware configurations revealed suboptimal battery performance, lasting approximately
50 days on a single charge. Recognizing this issue, significant firmware optimizations were
implemented, resulting in a dramatic improvement in energy efficiency. Subsequent testing
demonstrated that the optimized system significantly reduced power consumption from 4.16
mAh/hour to 1.67 mAh/hour, extending the operational duration to approximately four months on two
2500 mAh batteries.

Despite these substantial improvements, the achieved battery life still fell short of the one-year
benchmark set by market competitors. As a result, the research identified the need for further
enhancements through custom hardware development. Developing a custom circuit board optimized
for system needs was identified as a crucial move to boost lifespan and energy efficiency for better
market performance.

The developed mobile application provided secure, intuitive device management, data
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visualization, and user authentication, leveraging Kotlin Multiplatform to ensure consistent
performance across Android and iOS devices. Comprehensive usability and performance tests
validated the application's ease of use, responsiveness, and reliability, confirming its suitability for
widespread adoption.

In conclusion, this project significantly contributes to modernizing utility management
systems by automating meter readings, enhancing accuracy, reducing human error, and improving
consumer convenience. Although there remains room for improvement in hardware optimization, the
developed solution successfully meets core objectives, establishing a solid foundation for future
development and scalability within automated utility management technologies.

Conflicts of Interest: the authors declare no conflict of interest.
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AHoTaunisi: Y wii crarrti OOTrOBOPIOETBCA NPOEKTYBAaHHS Ta pO3poOKa YHiBEpcaTbHOI
ABTOMATH30BaHOI CUCTEMH 3HATTS TOKa3aHb JIYWIBHUKIB, 3aTHOI MPAIIOBAaTH 3 Pi3HUMHU THUIIAMH
pecypciB, BKJIIOUAIOUYM BOIYy, a3 Ta eJIeKTpoeHeprito. Po3polbneHa cucrema BuUpIlIye 3arajibHi
npoOiieMH, TOB'S3aHI 3 pYYHUM 3HATTSAM [IOKa3aHb JIYWIBHHUKIB, Taki SK JOCTYIHICTb,
HETOCIIOBHICTh 3allUCy JaHUX Ta JIIOAChKI MOMHIKH. OCHOBHOIO 1HHOBAIIIEID € THTErpallis MOIYIIs
ESP32-CAM pyist aBTOMaTH3allii 3aXOIJICHHs 300pakeHb Ta TMepeaadi JaHuX 0 KOMYHAJIbHHUX CIyXO0
yepe3 3pydHud  MoOOUTbHMH  gomatok. (OcoOnuBHMII  aKIEHT 3pO0JIEHO Ha  ONTHMI3allii
eHeproeekTUBHOCTI AJisi 3a0e3MeUeHHS] TPUBAIOl aBTOHOMHOCTI IIPUCTPOIO. 3alpOIIOHOBaHA CHCTEMa
BKJIIOYa€ HAIIMHUI alropuT™M NoMepeaHboi 00poOKK 300pakeHb, MePEeBipKyY MOKa3aHb JiYMIFHUKIB Ta
Oesmeunuit  Oe3npoToBWil 3B'130Kk. PerenpHe TecTyBanHs Ha Iwiatdopmax Android Ta 10S
MPOIEMOHCTPYBAJIO 3pYYHICTh, (PYHKIIOHAJBHICTE Ta CTaOUTBHY poOOTy mporpamu. 3yCHiuis 3
ONTUMI3allii 3HaYHO 30UTBIIMIM Yac poOOTH IPUCTPOIO Bij Oarapei 3 mpubau3Ho S50 JHIB O YOTHPHOX
MicsuiB. [IpomoHyeThCs moaibliie BIOCKOHAIIEHHS, 30KpeMa po3po0Ka CIeI[ialIbHOT anapaTHOl TIaTH
JUIsL TOCSITHEHHST CTaHAAPTHOI TPUBAIOCTI pOOOTH B OWH PiK.

KuarouoBi cinoBa: asmomamuszosane 3uumysanns nivunvrukie, ESP32-CAM, 1oT, mobinbruil
000amoK, eHepeoeheKmusHiCmb, HeUPOHHA Mepedica, YAPAGLIHHI KOMYHATbHUMU NOCTY2aMU

Konduiikr inTepecis

ABTOpH TTOBITOMJISIOTH PO BiICYTHICTH KOH(MIIIKTY IHTEPECIB.
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AHoTamisi: Y CcyyaCcHMX yMOBaX 3pOCTaHHs Kibep3arpo3 creraHorpadis BiJirpa€e KIFOYOBY
ponb y 3abe3medeHH] KOH(INEHUIHHOCTI AaHWX, NPUXOBYIOUM iX Yy MacuBax HU(POBHUX AaHUX
(300pakeHHs, 3BYK, (haiyioBi cuctemu Tomo). Ha Bigminy Big kpunrorpadii, creranorpadisi npuxoBye
cam (¢akt mnepemaui iHdopmauii, moO poOUTH I He3aMiHHOIO [UI1 3aXUCTy JaHUX B
iHpOpMaLifHO-KOMYHIKAI[IfHUX cHUCTeMax 3 OOMeXeHUMH pecypcamu. HeoOXimHICTh CTBOpPEHHs
eHeproe(peKTUBHHUX 1 aJanTUBHHUX aJTOPUTMIB, SIKi HOEIHYIOTh CTIHKICTh KOHTEHTY, BUCOKY SIKICTBH
KOHTEWHEepa Ta HU3bKYy OOYHMCIIOBAJIbHY CKJIagHICTh, MiJAKPECIIOE aKTyallbHICTh NPOBEACHUX
JOCHIKeHb. Y po0OTI HpoBeAeHA OILiHKa OOYMCIIIOBAIBHOI CKIAJHOCTI HPOLEAYp MOMEPEeaHbOT
00pOOKHM BXiJHHMX aHUX Ta BU3HAYEHO iX BIUIMB Ha €(PEKTHBHICTH MOAAIBIIOI IHKACYAIil naHuX. B
SKOCTI OCHOBM [UI1 MOJENIOBaHHS OOpaHO OIMH 13 MOXJIMBHX BapiaHTiB 3[VIaJUKyBaHHS
ManoinopmaTuBHUX oOacTel BUXiAHUX 300pakeHb. BUKOHAHO OLIHKY: - MPOAYKTUBHOCTI 32 4aCOM
BUKOHAHHS IJISl PI3HUX THUIMIB 300pa)keHb; MOKa3HUKOM PSNR; WMOBIpHOCTI KOJBOPOBOTO INEpenamy
SICKpaBOCTI Ta KiNbKicTio copmoBaHux omnopHux OnokiB (OB) 300paxens. B xomi monemtoBaHHI
JOCIIPKEHO HACHTIKK 3TNIAJPKyBaHHA TEKCTYp BHUXIHUX 300pakeHb B YMOBax BapifOBaHHS pO3Mipy
MaTpUIlb 3IVIaJDKYBaHHS Ta 3HAUEHHS Pi3HHMIN SCKPaBOCTI MikceliB. 3po0ieHo migpaxyHOK 0a30BUX
ormepariii (apupMeTHYHNX, JOTIYHUX, TOPIBHSHB) IS KOXKHOTO OJIOKYy Ta BH3HAa4YeHa 3arajbHa
CKJIaJHICTh BIANOBIIHMX eTamiB anropurMy. ExcriepuMeHTanbpHa OLiHKA NPOBOAMIIACS LUIIXOM
BUMIpIOBAaHHS 4Yacy BHWKOHAHHA TPOIEMyp, OIHIN SKOCTi 300pakeHh 3a MeTpukor PSNR,
PO3paxyHKOM WMOBIpPHOCTI Tiepernay sICKpaBOCTI Ta MiIpaxyHKOM KiTBKOCTI chopmoBanux cepiit Ob.
Juia oninku e(peKTHBHOCTI AOCTIHKYBaHUX TPOIETyp, BUKOPUCTAHI TECTOBI 300paskeHHS 13 PI3HUMHU
TEeKCTypHUMHU XapakTepucTukamu. OTpuUMaHi pe3ylpTaTd MiATBEPIMIM, IO €Tal I1O0IepeIHbOIOo
3MIAKYBAHHS TTOKpAIIye BUXiTHI YMOBH i dhopMyBaHHs cepiii Ob (TopiBHIHO 3 iX BiICYTHICTIO).
BnposamkeHHs eTarry 3r1apKyBaHHS 3a0e31edy€e 3MEHIIEHHS IIIyMy Y MaJoiH(QOpPMaTHBHUX 001aCTsIX,
0 CIIpHSE IMIBHUINCHHIO OMHOPIMHOCTI OJIOKIB Ta PO3IIHMPIOE Jiana3oH KOMOIHATOPHKH HasSIBHHUX
rmapaMeTpiB KOAyBaHHSA (K CIociO MpoThmaii crmpobdaM HEaBTOPH30BAHOTO BUIIYyYEHHS KOHTEHTY).
I'Hydke HajmamTyBaHHS po3Mipy OJOKy Ta 3Hau€Hb IOPOTY 3arpyOJICHHS SICKPaBOCTI €JIEMEHTIB
300pakeHb, T03BOJISIE 3a0€3MEeUNTH aIaNTaIliIo MPOIIeCy 3MIAPKyBaHH 10 PI3HUX THIIIB 300paKeHb Ta
MIOTOYHUX PECYpPCHUX OOMEXeHb BHKOPHCTOBYBAHMX araparHUX Iutatdopm. 3ampornoHOBaHUN MiAXig
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J0 TorepeHboi 00poOKH TaHWX, CTBOPIOE MOTPiOHI yMOBH A ¢opMmyBaHHs cepiii OB, nmokparrye
CTIMKICTh KOHTEHTy Ta MIATPUMYE HHU3BbKId pIiBEHb Bi3yaJbHHX CIOTBOPEHb. AJaNTUBHE
HaJNalITyBaHHS TMapaMeTpiB 3MIa[KyBaHHA [O3BOJIsIE €(EKTHMBHO BUKOPHUCTOBYBaTH aJITOPUTM Ha
mwiatgopmax 3 oOMexxeHMMHU pecypcamu. Lle poOuTh fioro nepcneKTHBHUM IS 3aCTOCYBaHHS B CKIIai
MOOinbHUX  gomaTtkiB.  OTpumaHi  pe3yabTaTd  COPUSIOTH  HOAANBLIOMY  YAOCKOHAJICHHIO
cTeraHorpa)ivHUX METOAIB 3aXUCTy iHQoOpMalii Ta BiAKpPUBAIOTH HOBI MEPCHEKTUBU IS TONANBLINX
JIOCIIIKEHD.

KarouoBi caoBa: ingpopmayitina besnexa, 3a2po3u, Kibepamaxa, 0OUUCTIO8AILHA CKAAOHICTb,
IHKancynAayis OaHUX, HeCaHKYIOHOBAHUIL 0OCmYn, Cme2anopagis, K0OY8aHHA O0BIHCUH cepill

Ax uuryBatu: [onuapoB M., ManaxoB C., MonentoBaHHs i OIliHKa OOYHCIIOBAIBLHOI CKIIQIHOCTI
OCHOBHHUX IMIPOIEAYp, MOYATKOBHX €TAaIliB TiOPUIHOTO CTeraHOaIropuTMmy. Komn 'romepHi mayku ma
Kibepbesnexa. 2025; Ne 1(27): C. 41-59. https://doi.org/10.26565/2519-2310-2025-1-04

In cites: Honcharov M., Malakhov S. (2025). Modeling and evaluation of the computational
complexity of the main procedures, the initial stages of the hybrid steganographic algorithm.

Computer Science and Cybersecurity. 1(27): 41-59. https://doi.org/ 10.26565/2519- 2310-2025-1-04
(in Ukrainian)
1. Beryn

CyuyacHi mudpoBi TeXHONOTIl 3a0€3MeUyIOTh MIMPOKI MOXIMBOCTI A1 0OMiHY, 0OpoOKH i
30epiranHs iH¢popMallii, 3yMOBIIOIOYM HOBI MEPCHEKTHBM B Tally3l PO3BUTKY iH(opMaliiiHo-
KOMYHiKaIiitaux TexHoioriit [1-2]. [opsn 3 mmm, po3BuTok iH(oOpmManiiHux TtexHomnorid (IT)
HEMUHYYE CTBOPIOE IEPEeIyMOBH sl TOSBH HOBHUX 3arpo3 iHdopmaniiiHoi Oe3meku (IB), Takux sk
HECAHKIIOHOBAaHMK MOCTYII, NMEPEeXOIieHHsAM 1 (anbcudikauia nanux ta Oarato iH. Lle 3ymoBiroe
notpedy B TOCTIHHOMY BIOCKOHAJeHHI Ta po3poOlli HOBUX TEXHOIOTIH 1 METOIIB MapupyBaHHS
cydacHHX 3arpo3 [3-4]. YV npoMy KOHTEKCTI cTeraHorpadis € BaXJIMBUM 1HCTPYMEHTOM JUIs
MIPUXOBYBaHHs TOTPiOHOI iH(opMarii y MUPPOBUX HOCISX — MEPEHOCHUKAX JaHHWX Pi3HOTO THILY,
JIO3BOJISIOUM 30epirati KOH(IMEHIIHICT, MPUXOBAHOTO KaHANy Iepefavi NaHuX 0e3 MpHUBEpHEHHS
yBaru 1o ¢akry ioro icHyBanHs [1,5]. Lle 3abe3mneuye HenoMiTHY niepeaaqy KOH(IASHIIHHINX TaHUX,
poOisiun  cTeraHorpadiro BaKJIMBOIO CKJIAJIOBOI0 B 3arallbHOMY CHEKTpPi BIJIOMHX IHCTPYMEHTIB
Oesnexu. Po3poOka creraHorpadiqHAX METOINIB, MO OJHOYACHO ITOETHYIOTH BUCOKI CKPHTHICTH
(yHKIIOHYBaHHS 1 CTIHKICTE 10 CHpoO <«BIIOMY» MOTalHOTO KOHTEHTY, Ta MAalOTh BHCOKI
o0unciroBaIbHy €()eKTUBHICTh W aNanTHBHICTH A0 PI3HUX amnapaTHux IiardopM, € akTyadbHHM
3aBHaHHAM. KITFO4oBUM MUTAHHSM Yy 3a3HadeHil KOMITO3UITiT ()aKTOpiB i YMOB, € JOCATHEHHSI OaaHCy
MK 30€peKeHHSIM XapaKTePHUX CTAaTHUCTHUYHHUX BJIACTUBOCTEH BUKOPHUCTOBYBAaHOTO KOHTEWHHepa —
[IEPEHOCHUKA JaHUX Ta MIHIMaJbHUM PIBHEM HOTO [E€MACKyHOUHMX CIIOTBOPEHb B YMOBaXx BIUIUBY
CTOXaCTHYHUX PECypCcHUX OOMeXeHb (Hampukiam, motodHa 3arpy3ka CPU, 3anmmkoBuit 3apsin
aKyMYJSITOPHOI Oarapei rajpkeTy, 0OMeXeHHS Ha BAKOPUCTOBYBaHY CMyTY 9acToT i T.i.) [1,5,8].

[IpakTrune 3acTocyBaHHS cTeraHorpadii OXOIUTIOE€ MHUPOKUHN CIIEKTP CIICHAPIiB: Bil 3aXUCTY
koHbineHIIHHOT 1HDOopMarii B kopropatuBHUX IKC mo 3abe3nedenHs Oe3mekd MaHUX y MOOUTEHUX
npuctposx [2,6,9]. CywacHi MeTOAW CTETaHOBCTAaBKM TIOBHHHI OJHOYAacCHO BpPAaxOBYBaTH, SK
CTaTUCTHUYHI XapaKTEPUCTHKH BHKOPHMCTOBYBAaHMX HHU(POBHX HOCIIB, TaKk 1 O0COOIMBOCTI JIOACHKOT
30pOBOi CHCTEMH, 00 3a0e3MeYnTH HETOMITHICTh 3MiH y KoHTeitHepi [1,5,7-8]. Takox, 3 orsany Ha
PI3HOMAHITHICTh amapaTHUX IUIaTGOpPM, BiJ| MOTYKHHX CTAIllOHAPHUX CEPBEPIB JO MEPCOHATBHHUX

42 Computer Science and Cybersecurity (https:/periodicals.karazin.ua/cscs)
For personal use only. No other uses without permission.
Copyright © V. N. Karazin Kharkiv National University, 2025. All rights reserved.



https://doi.org/10.26565/2519-2310-2025-1-04
https://doi.org/
https://periodicals.karazin.ua/cscs

ISSN 2519-2310 (Online) Computer Science and Cybersecurity. 2025. Issue 1 (27)

MOOITBHUX MPUCTPOIB, BUKOPUCTOBYBaHI METONW 1HKAICYSLil JaHUX, MOBHHHI OyTH THyYKUMH Ta
ONTUMIi30BaHUMH IJIs1 POOOTH B yMOBax oOMekeHHX OOUMCIIOBANBHUX pecypciB [7]. B mpomy cenci,
oco0nMBa yBara NpUAUISETHCS PO3POOLI METOAIB M TEXHIK, SIKi TO3BOJISIOTH ONIEPaTUBHO i e()eKTHBHO
CyMIILIaTH BIACTHBOCTI LU(POBUX KOHTEHHEPIB 1 KOHTEHTY, MiHIMI3ylOUM PU3UK BUSBICHHS (akTy
CTETaHOBCTAaBKHM CTATHCTUYHUMHU Ta/4M Bi3yalbHUMU (8 Mexcax Oanoi pobomu) METOJaMH aHai3y
[5,7]. BignoBimHo, marepianmu Ii€i poOOTH MarOTh Ha METI MOJANBIIEC BIOCKOHAJICHHS OKPEMHX
npouenyp OOpoOKH BHXITHMX JAaHMX 300paKeHb KOHTEHHEPY 1 KOHTEHTY, LUIIXOM aHamizy W
onTUMizauii KIIOYOBUX eTamiB OOpOOKM OaHWX, IO B MiACYMKY CHPHUATHME MiABHILEHHIO IXHBOI
MPAaKTUYHOI 3aCTOCOBHOCTI Ta TMOKpAIIEHHIO aJanTHUBHICTG aJlTOPUTMy [JO PI3HUX CTaHiB
KOMOIHATOpUKM 30BHIIIHIX (haKToOpiB, 1 CTATUCTHMYHHMX BIAcTUBOCTEH, Oe3mocepeaHbo 00'€KTiB
00po0OKH (8 Oaromy pasi HanieMoHO8UX 300padicend) [3-4].

2. CTpyKTypa TeCTOBOI0 AJITOPUTMY TAa NPU3HAYEeHHS (PYHKUIOHAJIbHUX MOYJ1iB

B  xomi  JmocCHijpKeHb  TPOBENCHO  MOJCIIOBaHHS  3-X  BapiaHTIB  3DIJDKyBaHHS
ManoiH(QOpMaTUBHUX NUISHOK BUXIAHUX TECTOBUX 300pa)KeHb, 3 MOMIIMBICTIO 3MIHH JOIYCTHMOTO
3HAuUEHHS PI3HUII ACKPaBOCTi cycinHix mikceniB (P, ) Ta po3Mipy MaTpullb 3ra)KyBaHHS 300pakeHb,
Ha 3a/aHy (ikcoBaHy BenuuuHy [4]. OCHOBHO METOO TOINEPEIHBOI MiJATOTOBKY BUXIJHUX JaHHX €,
MEPEeTBOPEHHSI CTPYKTYPH BXIIHUX 300pa’keHb JUIS 3MCEHIICHHS 3arajbHoOi OOYMCIIOBAIBHOI
CKJIaJJHOCTI alropuT™My OOpOOKHM Ta CTBOpEHHS MOTPIOHUX YMOB Uil MONANBIIOTO YCKIIaJHEHHS
aHamizy U HeaBTOPM30BaHOI eKCcTpakuii mnpuxoBaHoro koHTeHTy [3]. Llg minroroBka (dani
nepedobpobra) nependavae 3MEHIICHHS KITBKOCTI Bi3yaJbHO HEMOMITHUX TNEpEenaiiB sSCKPaBOCTI
€JIEMEHTIB 300pakeHb, TOOTO MPOBEACHHS NpoueAypy (OHOBOTO 3IIIaIKyBaHHS MaJIOiH)OPMATUBHUX
obnmacteli BUXigHHMX 300paxkeHb. [locmimxkeHi BapiaHTH mnepenoOpoOku 3abe3neuyloTh HeoOXigHi
MOYAaTKOBI YMOBHM JJisl TOKPAIICHHS TMpPOLECY IHKANCyssimii AaHUX, IHTEHCU(IKYIOUM Hpolec
(dopmyBaHHs cepiii omopHux OmokiB (OB) Ta po3mHMpIOIOYM TMOTEHIIHHY KOMOIHATOPUKY
MYJIBTHIUIEKCYBaHHSI TOTOYHMX mapamerpiB cdopmoBanoro wmacuBy cepii Ob [4]. Kopotko
PO3IIITHEMO OCHOBHI BiIMiHHOCTI, IIIOJI0 OCOOJNMBOCTEH OIIIHKH OOYHCIIOBAIBHOI CKJIAIHOCTI
MIPOLIEAYD, SKI TPUTaMaHHI ISl KOKHOTO 13 MOJICTbOBAHUX BapiaHTIB mepenoOpoOKy.

Orninky OOYHCITIOBAIbHOI CKIJIAHOCTI MOJIENThOBAHMX BapiaHTIB MepelnoOpOOKH BUIXiTHHX
300pakeHb, BUKOHAHO CIHMPAIOYMCh HA aHaNi3 KUIBKOCTI 0a30BHX omepariiii, moTpiOHUX mpu oOpooii
KOYKHOTO BHXiHOTO OJIOKa Ta, BiIOBITHO, 3aTaJIbHOI KIIBKOCTI IUX OJIOKiB. YMOBHO OyJ1eMO BBaXarH,
0, BUXigHE 300pakeHHA Mae po3Mip M*M en, a po3Mip cyOONIOKIB mpH HOTO CETMEHTAIlii I
mofanbemoi o0poOku, craHoBUTh NXN enemeHTiB. T.4., pe3ynpryroda KiTbKICTH CyOONOKiB, IO
YTBOPIOIOTBCSL B PE3yibTaTi (parMeHTarii BUXIIHOTO Kaapy TECTOBOTO 300pakeHHS, CKIIaJac
npubmuseo (M/N)?, a 3aranbHa NpOLENypPHA CKIAIHICTh aJITOPUTMY BHM3HAYAETLCA, K J00YTOK
KITBKOCTi OJIOKIB, Ha KUTBKICTh BUKOHYBAaHHX OTIepalliil Ui KOOKHOTO OKpeMoro cyo0moky. Tak, skiio
00pobka omnoro Omoka morpebye O(N?) onepauiit (de «O» ye acumnmomuyna oyinka CK1AOHOCHI
anzopummy, wo ONUCYE BEPXHIO MeXCy KilbKocmi onepayiil), pe3yabTyioua CKIAIHICTD IS BUX1THOTO
300paxkenns cranoputume O(M?). Cnix mMatu Ha yBasi, mo (GakTHYHA IPOMYKTUBHICTh 3AJIEKHUTh HE
JUIIE BiJ aCHMITOTHYHOI CKJIQJHOCTI, a 1 BiI NMEBHUX HE3MIHHWX YHWHHUKIB, THITy BHKOHYBaHUX
oTieparliii Ta 0COOMBOCTEHM BUKOPUCTOBYBAHOI artapaTHoOl IIaThopMH.

BaxxmuBo po3yMmiTH, IO PO3MIPHICTE OOpaHOTO OJOKY MATPHIl 3TIALKyBaHHS «N», €
KIIFOUOBUM TIapaMeTpoM, SIKUH caMuM Oe3nocepeHIM YHHOM BILTHBAE HAa PE3YJIBTaTH MPOBEJICHOTO
3MIAKYBaHHS BHUXITHOTO (DparMeHTy 300pakeHHs, Ta €(EKTHBHICTH ITOAAIBIIOTO BHKOPUCTAHHS
METOAy KOAyBaHHsS MOBXHUH cepiil. Tak, manuii po3mip OnokiB (N = 3+5 en.) 3a0e3neuye BHCOKY
IIBUJIKICTH, ajie BPaXOBYE JIOKAIBHUN PO3MOMALT SICKPABOCTI €IEMEHTIB, a 3aHAATO BEIMKHAN PO3MIp
onoka (ranpuxnad, N > 7 en.) 30Ubliye 00YHCIIOBAJIbHI BUTPATH, Ta NOTPEOYyE TOJATKOBUX 3aXOIiB
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(migxomiB) Ui BpaxyBaHHs BiJOMOCTEH MPO MOSBY/IIOYATOK JIiHIi KOHTYpPiB, 30epiraiouu T.4. BaKJIUBY
iHpOpMaIlifo Ta 3MEHIIYIOYM HACTiJKA YTBOPEHHS HETHIOBUX apTedakTiB. B mimomy, 3miHIOIOYH
PO3MIpHICTh MaTpHULIi 3I71aPKyBaHHS, MOXKHA 3a0€3MeUYUTH HEOOXiJHUH KOMIPOMIC MiX AOMYCTHMUM
CTYIIEHEM CIIOTBOpEHb KOHTEHHepa NEepeHOCHHKAa [aHUX Ta OACPKYBaHOI OOYHCIIOBAIBLHOIO
cknagnicTio. T.4., BuOip morpiOHOro 3HaueHHA «N», 3aJEeXKHUTh BiJ KOHKPETHOTO 3aBIaHHS, TUILY
BHUKOPHCTOBYBAaHHX 300paskeHb (V 38'513yi napu «koHmeunep—KoHmenmy), po3mipy «M» Ta ZOCTYHHHUX
- BUIBHUX OOYMCIIOBAaJbHHUX 1 €HEPreTHYHHX PECYpCiB BHKOPHCTOBYBAaHOI amaparHOi miardopMmu
(RAM, CPU, zanuwkosa emuicmo AB i m.i.). Tomy onepaTHBHHIA Ta OOYHCIIOBAIBHO IIAHUIN aHATI3
CKJIaJHOCTI CTPYKTYpU BHUXIJHHMX MAacHBIB JaHHX, Ma€ 0a3yBaTHCS Ha MeXaHi3Max, KOTpi HMpOWILIN
peTenbHy eKCIiepuMEeHTalbHy ampobarito [1,5,8].

Jabopamopuuii _eapianm. llefi BapianT 0OpoOKM He mependadae Hiskoi MepenoOpoOKH i
BUKOPDHCTOBYETBCS JIMIIE JUIS HOPIBHAHHS PE3YyNbTAaTiB MOIENIOBAaHHS IHIIMX BapiaHTiB: - 3a
PE3yJIBTaTUBHICTIO Ta Mapamerpamu GopMyBaHHS MacuBy cepiii Ob; - 00uncIIIOBaNbHOIO CKIaHICTIO;
- OTPUMYBaHHM CITiBBiTHOIIEHHSAM MacuBiB cepiii Ob y moB'sa3aHiil cucTeMi «KOHTEHT-KOHTEHHEPY,
KOTpa BIUIMBa€E Ha MapaMeTpu KOMOIHATOpWKH, Oe3mocepeHbO Ha eTari cTeraHorpadivHoi BCTaBKH
nmannx. ToOTO, B TaHOMY BWTQJIKY, BUXiIHE 300pakeHHS PO3OMBAEThCS HA OJOKH 3aJaHOTO PO3MIpy
NxNen, 6e3 Oyap-skoi 3MiHM 3HaueHb SCKPABOCTI MIKCENiB, a BCi HACTYIHI €TalHd aITOPUTMY
BHKOPUCTOBYIOTh BHXiJHE 300pakKeHHs, K BOHO €. BimmoBigHO, oOYnCIIOBAIbEHA CKIIAJHICTH IIHOTO
Bapianty cranoButh O(M?), IO BiANOBIZaEe ONEpalisM YUTAHHA 300paXKEHHs Ta HOTO PO3OUTTS Ha
ONOKM BCTAaHOBJIEHOTO PO3Mipy, TOOTO 3 TOYKH 30pYy 3alydeHHS OOYHMCIIOBANBHUX PECYPCiB, Mid
BapiaHT € YMOBHO «HAWOIIBII PECypCOMICTKAMY. BoueBHab, IO BIICYTHICTH OYIb-SKOI MTOTIEPEIHBOT
00p0o0OKH, 3BYy)Ky€ YMOBH i OUThI edexTuBHOTO (hopMyBaHHs cepiii Ob ¥ TakuM YHMHOM OOMEXYyeE
mucniaputer Ob 300pakeHb B CHCTEMI «KOHTEHT - KOHTEHHEp» Ta MOTEHIliHHY koMmbinatopuky Ob Ha
erami MyiasTHIDICKCYBaHHS OB KOHTEHTY (K Mexawizmy 3 npomudii cnpobam HecankKyioHO8aHO20
BUTYYUEHHS KOHMEHMY).

Hepwuii éapianm. Buxigae 300pakeHHST PparMeHTY€EThCS Ha KBajparHi 0J0ku NXN e, 1m0

BimoBimae Oyapb-skOMy HemapHOMY 3Ha4eHHIO (3%3, 5x5 i 1. iH). [na KOKHOTO ONOKY OLIHIOETHCS
PI3HHUIIA MIX SICKPaBiCTIO HOTO IEHTPAIILHOTO €JIEMEHTY Ta SACKPaBICTIO Horo nmepudepiiHuX MiKCemiB.
B pasi, skmo g pi3HMIM MEHIIA 32 BCTAHOBJIEHY MOporoBy BenwuuHy (P,), 3Ha4eHHS SACKpaBOCTI
BiAMOBIIHOTO TIepudepiifHOro eleMEeHTa 3MIHIOEThCS Ha 3HAYCHHS SICKPABOCTI HOTO IEHTPAIBHOTO
miKceno. SIKIIo K 1 pi3HUIS MEepeBUINyEe BCTaHOBJIEHE P,, To 3HaYeHHs mepu@epiiiHOro eleMeHTy
3aMuIaeTsCsl 0e3 3MiH. TakuM YHMHOM, 3IVIaJDKYBaHHS KOXKHOTO HACTYITHOTO OJOKY 3IIHCHIOETHCS
HIJISIXOM TIOCHIJOBHOTO MOPIBHSHHS Ta 3MiHHM IOTOYHHX 3HA4YCHb NMepuepiiHuX MiKCeNiB, BIIHOCHO
BUXIJIHOTO 3HAYCHHS LEHTPAJIbHOTO €JIeMEHTY. B 1boMy pa3si, oO04MCiOBaIbHA CKIIAAHICTE 00pOOKH
onHoro 610Ky, cknanae O(N?), OCKiIbKU 171 KOKHOTO O5I0KY BUKOHYeThest (N2 - 1) mOpiBHSAHL Mixk
LHEHTPAILHUM Ta MepuepiiHIMU eneMeHTaMu. 3araibHa KiJbKICTh OJIOKIB y 300pa)keHHI po3MipoM
MxM popisaroe (M/N)%. Tu., pe3ynsTyioua OOYMCIIOBaIbHA CKJIAJHICTh PO3PAXOBYETHCA, SK
O(M?*/N?)xO(N?), mo cnpomyerses 1o O(M?). B nanomy BUmaKy, oneparii 3aMiHu 3Ha4eHb MiKCENiB
HE BIUIMBAIOTh HA aCUMOTOTUYHY CKJIAJHICTh, OCKIIbKH BOHH BUKOHYIOTBCS B MEXKaxX 00poOKH OIOKY
3a O(N?). Lleii BapiaHT € NPUWHATHUM 3 TOYKU 30PY PECYPCHHX BUTPAT, OCKIIBKH 3AJIEXKHICTh Bij
HaCIiAKIB 301bIICHHS po3Mipy ONOKY (Mampuyi 321a0icy6anHs), HiBEIIOETHCS IpU 00poO1Ii BCHOTO
MacuBy 300paxkeHHs. B minmomy, mms 300pakeHb 31 3HAYHUMH 31 3HAYHUM PO3KHAOM SICKPABOCTI
CKJIaJIOBUX E€JIEMEHTIB, el BapiaHT MOXE BHUSBUTHCH MEHII €(EKTHBHUM, OCKIIBKH 3IJIAIKyBaHHS
0a3yeThCsl JIMIIE HAa BIIOMOCTSAX NPO CTaH LEHTPAJIBHOTO MiKCENlo, II0 He 3aBkAu BimoOpaxae
3arajbHi CTPYKTYpHI BIACTUBOCTI OJIOKY, 0COOMMBO MpH 301IbLICHH] HOTO PO3MipiB (binvute 5 %5 en.).
Jpveut eapianm. BuxinHe 300pakeHHs MOAUISIETHCS HA cyOOmoku po3mipoM NXN (de «N»
8i0n08ioae 6y0b-AKOMY HENaApHOMY 3HAYEHHIO), TCIS 4OTO AJISl KOKHOTO OKPEMOTo OJIOKY OL[iHIOETHCS
PI3HULA MiXK SICKPaBICTIO HOTO LEHTPAJILHOTO €JIEMEHTY Ta SICKPaBICTIO BCiX 1HIIMX MikcelniB. B pasi,
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SIKIIO OTPUMaHa Pi3HMIS OEPEBHUIIYE BCTAHOBICHHUI MOpIr 3arpyOneHHs - P,, To Bci Taki eneMeHTH
OJIOKY, 3aMIHIOIOThCS Ha CEPEJIHE 3HAUSHHS SICKPABOCTI BCIX €JIEMEHTIB JaHOTo OJIOKY (mobmo, He
SHAYEHHAM aMATIMYOU YeHMpAnbLHo20 nikcento, AxK y 1-my eapianmi). SIKIo K0qHA OTPUMaHa Pi3HUALSL
He TepeBullye 3amaHuil mopir «P,», To Bce 3anMImaeTbes K €. [HIIMMH clIOBaMH, 3IMIaKyBaHHS
SICKPaBOCTI 3MIMCHIOETHCS MUISXOM 3aMiHM BCiX 3HA4YCHb €JIEMCHTIB, IO BIAPI3HAIOTHCS BiJ
LEHTPAJILHOTO TIKCeNo OUIbII HiXK Ha Benn4uuHy «P,», Ha HOBE 3HAUCHHS, IO BiATOBIIAE CEPEIHBOMY
3HAUEHHIO YCiX eleMeHTiB Onoky. OGuucaoBalbHa CKIAAHICT OOPOOKM KOXKHOTO OJIOKY CTaHOBHTH
O(N?), ockinbku BUKOHY€eThCs (N? - 1) HOPIBHSHE MiXK IIEHTPAIBLHUM MIiKCENEM i Horo nepudepiiinuMu
eseMeHTaMu. B pasi 3aMiHM aMIUTITYIM HA HOBE 3HAYEHHs, OOUMCIIOETHCS CEPENHE 3HAYEHHS BCix N?
eJeMeHTIB, 1o TakoK Bumarae O(M?) omepainiii. 3arajbHa KiIbKICTh CYOOIOKIB y 300paxeHHi
posmipom MxM nopisaroe (M/N)?. T4., cymapHa OOYMCIIOBalbHA CKIAIHICTH 2-TO BapiaHTy
BU3HavaeThes, Kk O(M?/N?) xO(N?), mo cupoutyerbes 10 O(M?). Onepaiiii 0G4HUCIEHHS CEPEIHBOTO
3HA4YCHHS HE BIUIMBAIOTH HAa AaCHMITOTHUYHY CKJIAJHICTh, OCKUJIBKH BOHH BHKOHYIOTBCS B MeEXax
00po0Oku Gioky 3a O(N?). Xoua aCHMIITOTHYHA CKJIAJHICT JAPYroro i MEpIIOro BapiaHTiB 36iraeThbes,
OJTHAK peallbHUI Yac BUKOHAHHS MOKe OyTH Jemo OUThIIMM 4depe3 JOAaTKOBI orepaiii 00unCIeHHs
CepenHboro 3HaueHHs (0711 6cix cyO6nokig). B mimoMy, TOpIBHSHO 3 TEPIIMM BapiaHTOM, APyTHi
BapiaHT 3MTaJPKyBaHHS € OUThII e(EeKTUBHIMNM (3 MOYKU 30pY (hopMYBanHA NOMPIOHUX CIMAPMOBUX
VMO8 07151 GUKOHAHHSA KOOYBAHHSA MemoOOoM cepitl), OCKITIBKY 3aMiHa Ha CepeHe 3HAYeHHS BPaXOBYE BCi
mikceni Onoky, mo 3abesmedye miaTpuMKy/hopMyBaHHS OIUIBIN OMHOPIAHMX AUISHOK 300paKeHHS.
OpHak OOYHCIIEHHS CEpeHbOTO 3HAYeHHS SCKPABOCTI BCiX CyOOIIOKiB, JOAA€ BUTPATH, SIKI MOXYTh
OyTH TIOMITHHUMH B pa3i BUKOPHCTAHHS BEIMKHX CyOONOKiB (nHanpuxnad, 6invwi wise 11%11 en.), un
BEITMKHUX PO3Mipax BUXITHOTO 300paXeHHS Ta/9H HA TIPUCTPOSX i3 HU3LKOIO IPOXYKTUBHICTIO.

Tpemiti sapianm. BuximHe 300pakeHHsI MTOMUIAETHCSA Ha CyOOIOKH TOTPiOHOTO po3Mipy NXN.
ITicns mporo TSI KOXKHOTO CyOOIIOKY OOYHMCITIOETHCS PI3HHUIT MK SICKPaBICTIO BCIX MOXKIIMBHX I1ap
mikceiB, IO BiANOBizae momapHoMy MopiBHAHHIO N? enementiB. B pasi, skmo xoda 6 ofHa mapa
IMKCEITiB Jlaja Pi3HUIIO, 0 OEPEBHUIINYE 3aaHUKA TOPIr 3arpyOneHHst «P,», To mei OJI0K 3aJIUITAETHCS
0e3 3MiH (K cnocib 30epediceHHs MONCAUB020 KoHmypy). Y BHUIAIKY, SIKIIO >KOIHE TMOPIBHSIHHS HE
nepeBunrye mopir «P,», yci 3Ha4eHHS IMIKCENB 3MIHIOIOTBCS HA CEpeIHE 3HAYEHHS SCKPaBOCTI.
OGuucIoBaIbHA CKJIAAHICTL 00poOKM omHOro 650Ky cranoButh O(NY), OCKiIbKM BHKOHYETHCS
HonapHe IOpiBHAHHA BCix N? ell., a KinbKicTh Takux map gopisaioe C(N% 2) = N? (N? - 1) /2. VY pasi
3aMiHW BHXiJHUX 3Ha4eHb, OOYMCIIECHHS CEPEIHLOTO 3HadeHHsS BCix N? enemenTiB, norpebye O(N?)
oreparii, ajge Usd CKIaIHICTh € MEHII 3Hauyuorn nopisasHo 3 O(N*). 3aransHa KilbKiCTh GJIOKIB y
300paxenHi po3mipom M*M nopirioe (M/N)?. T4., CKIaQHICTh HBOTO BapiaHTy OOUHMCIIHOCTLCA, K
OM?/N*)xO(N*), mo cnpomyerbes mno OM’ x N°). 1lg cknamHicTh BKasye Ha KBaJpaTHUHY
3aJIeKHICTh, SIK BiJ] pO3MIpY BHXIIHOTO 300pa)KeHHS, TaK 1 Bif po3Mipy cyOOJIOKIB, IO pOOHTH LEi
BapiaHT HEMPAaKTUYHUM IS BENUKUAX CYOONOKIB, BEIHKHX 300pakeHb Ta CHUCTEM 3 OOMEXEHOIO
00U CITIOBAILHOIO TIOTYKHICTIO.

Tak, Hampukianm, Ui BUXiAHOro 300paxeHHs po3mipom 1050%1050 pix (M = 1050) Tta
cy06mokiB 7x7 en. (N = 7), 3aranbHa ckiamdicts cknagae 1050°x7 = 54 muH. omepauiil. A mis
cy06510KiB po3mipom 3 %3 e, BoHa Bke cranoButuMe 1050°x3% = 9 MyH. omepalii, 10 € MEHIION
nopiBHsHO 3 N = 7, Ta nepeBUIye CKIaaHICTh iHIINX BapiaHTiB. [Ipu poMy, el BapianT 3a0e3neuye
OlTbII peTenbHUI aHalli3 CTPYKTYpU 300pakeHHs, L0 MoXe OyTH KOPHCHUM Ui BHUNAJKIiB, 1€
300paKeHHsT HE PsCHIE YacTMMH NepeXolaMH SICKpaBOCTI CYCiAHIX €JeMEHTIB 1 CTBOpIOE s
CTeTaHOAHANITUKA KOMQOPTHI YMOBH Ui Bi3yajbHOI JIOKaizalii (BHSABJICHHS) MOMIJIMBUX 3MiH
MOYAaTKOBOTO CTaHy OKPEMHUX eJIeMEHTiB abo ninaHok. OmHaK, MOPIBHSHO BHUCOKa OOUYHCIIOBAJbHA
CKJIaJHICTh POOMTH Ie BapiaHT HENMPAaKTHUHUM JUIs OUMBIIOCTI BUMAJKIB 3aCTOCYBaHb NPH YMOBI
BEIMKHUX 3HayeHb M uyu N, 10 JeKilbKa 3HELIHIOE HOro NMpaKTUYHE BHKOPHCTAHHS B pPEalbHUX
CLICHAPIfAX, 0COOIMBO HA MPHUCTPOSIX 3 OOMEKEHOIO MOTY>KHICTIO a00 B yMOBax Ae(ilUTy pecypcis.
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3. Oninka 004N CII0BAJBHOI CKIAIHOCTI MponeaAyp nepenodpoOKH BUXITHAX JaHUX

Pe3ynprat  eKCIEpUMEHTANBHOI  OIIIHKA ~ OOYHMCITIOBAIBHOI  CKJIAMHOCTI  peali30BaHHX
MpoTeayp, PO3DITHEMO Ha MPHKIAAI 2-TO BapiaHTy HepemoOpoOKH, Sk HaHOUIBIT 30aMaHCcOBAaHOTO 3
TOYKH 30py HACHIOKIB 3[VIa/DKyBaHHA. B Mekax MOIETIOBaHHS JOCTIIKYBadUCS dYacoBi
XapaKTEPUCTHUKN POOOTH TECTOBOTO aJTOPUTMY, BIUIHMB PO3MIPHOCTI BHKOPHUCTOBYBAaHHX CYOONOKIB i
napameTpiB 3miamKyBaHHs (P;) Ha SKICTh BiATBOpEHHS 300paskeHHS, SKa OIIHIOBAJIACH 3a TIOKA3HUKOM
PSNR (nixosoeo snawenns C/IL). OxkpeMo TPOBEICHO PO3paxyHOK KiibkocTi copmoBanux OB Ta
HMOBIPHOCTI Tepenaay sICKpaBOCTI JJIsl JIEKIIBKOX THUIIIB TECTOBUX 300payKeHb W IX MEpeTBOPEHUX
KOIIiH, OTPUMAaHKUX IIC/s MPOLEAYpP Nepeao0opoOku 3a Bap. Ne2, Ta HaBEJCHO OLIIHKY O0YHMCITIOBAIBHOT
CKJIAJJHOCTI IIbOTO BapiaHTy Ui OOpaHWX 3pa3KiB 300pakeHb. B sIKOCTI TecTOBMX 300pakeHb Oyiu
oOpaHi xapakTepHi 300paxxeHHs 3-x pizHuX TUIiB (MHemocxema, [leiizax i [leitzax (ds6a ocmanni 6
sapianmi «Komn’tomepna epagixay, moomo CG)), MO BiIPI3HAIOTHCS 3HAYCHHSIMU HMOBIPHOCTI
nepenany sckpasocTi [10] mMixk cycigniMu mikcensimMu (Ous. puc. 1). BUKOpUCTaHHS XapaKTEPUCTHKH
HMOBIPHOCTI Tiepenajy SICKpaBOCTI MK CyCiTHIMH €JIEMEHTaMH, JIO3BOJISE BH3HAYUTH 3arallbHHUN
pPiBEHb TEKCTYpHOI CKJIQAHOCTI BUXITHUX 300pakeHb JUIS HACTYIMHOTO 3aCTOCYBaHHS 10 HHUX,
HaiOIpI 30amaHCcOBaHUX MapaMeTpiB 3rIa/KyBaHHS. Takox, Ha puc.l HaBeAEHO BIAMOBIIHY CXeMy
po3roptku (mobmo, eubipxu eremenmis 01 peanizayii mux yu iHwux npoyedyp oopobku (y oanomy
BUNAOKY, OYIHKU UMOGIPHOCI nepenady scKpasocmi)), sika BHUKOPHUCTOBYBajlacs B MeXax IaHOTO
LUKy TECTOBHX BHIPOOyBaHb. Ba)KITMBO MiIKpEecHWTH, L0 Jil04a CXeMa PO3TOPTKH € OJHUM i3
KIIIOYOBHX MapaMeTpiB, sIKid 3abe3leduye MOCHIJOBHE BHKOHAHHS 2-X pi3HUX (yHKUid: - Ha erami
npeaoOpoOKH BU3HAYA€E MOCTIIOBHICTh O0XOAY W aHai3y BHXIAHUX JAaHHMX, a Ha eTami GOopMyBaHHS
MacuBy IoBXHH cepii Ob, 3a0e3nedye CTiKicTh KOHTEHTY [0 CHpo0 HOro HEaBTOPH30BAHOTO
BuirydeHHs [11-13], Tak sk TiIBKK JIETITHMHAM KOPUCTYBadaM BinoMa i Jiroya cxema. BoueBuap, 1mo B
3aJIeKHOCTI Bl HaNaIITyBaHb JITOPUTMY CXEMHU PO3TOPTKH Ha erami nepenoOpoOku i GopmyBaHHS
cepii  Ob moxyTp BigpizHsaTHca. B wimomy, pi3Hi cxemm opranizamii posroptku cepiii Ob
BiJNOBIAAIOTh Pi3HUM CTaHaM BiATIOBIAHOTO €JIEMEHTY CKJIAJCHOrO KIJItoua eKcTpakTopa aaHux [3,11].
BukopucraHHa pi3HHX CXeM PpO3TOpPTKM Ta cnocoOiB BHOIpKM Hilounx map mnapamerpiB (ToOTo,
6e3nocepennbo cam OB + nmoexkwuHa cepii) abo TUTBKM IX OKpPEMHX €JIEMEHTIB (HANpHKIaa, TUIBKA
camoro Ob), dopmye mupoke koMOiHATOpHE MoOJe U MPOTUCTOSHHS CIpoOaM HEaBTOPH30BAHOTO
BIJIYYEHHsI KOHTEHTY, MOCHIIIOIOUM POJIb I[bOTO €JIEMEHTa B CTPYKTypi Kiroda exkcrpakropa [3]. T.u.,
BHKOPUCTAHHS PI3HUX CMOCOOIB OpraHizailii cXeM PO3TOPTKH Ta BUOIPKH ii OKpPEeMHX CKIIJJOBHX,
YTBOPIOE OKpeMy Tmo3ullito (muB. pobotu [11-13]) B 3arampHil CTPYKTypi CKIQJEHOTO KIIFOYa
eKkcTpakTopa AaHux [3].

B mexax manoi poboTm Ha 000X eramax alropuTMy (321a0xcysanHs ma opmyeanHs cepiil
Ob), Oyno BUKOPHCTAaHO OHY i Tex cxemy po3ropTku «Ilo paokaxy (Puc.1()). Ciin 3ayBakuTH, 10
BHKOPHCTaHAa CXE€Ma PO3TOPTKHM HE € OOYHCIIOBAFHO CKJIaJHOI0. BomHOuac 3acTocyBaHHS OUTBII
CKIIAIHUX CXEM PO3TOPTKH 3HAYHO YCKJIAIHIOE POOOTY aTaKylOdoro Ta IMiIBUINYE 3aralbHy CTIHKICTH
KOHTEHTY A0 crmpob #oro «3momy» [14-15]. 3okpema, ABOMPOXigHI Ta BUITATKOBA CXEMH, 3HAYHO
TTOCHJIIOIOTh Bi3yaJIbHYy (DparMeHTaril0 BHXITHOTO KOHTEHTY, B pa3i XHOHOTO Mig0Opy MIFOUHX
rmapaMeTpiB KOMyBaHHS KOHTEHTY. [HIMMH ClI0BaMH, B TaHOMY pasi, 3p0CTa€ KUTbKICTh (POPMOBAHHUX
cepiit Ob 1 po3mmproeTbess KOMOIHATOPHE ITOJIE MOMKITMBUX BapiaHTIB iXHBOI 00p0OOKHU. 3 OJHOTO OOKY
IIe BUTVISAAE AyXKe Mo0pe, aje MiaBUINYETHCS 00UNCITIOBaIbHA CKIIAIHICTD TIPOIEAYP, 0 CYyIepEeInTh
3arajisHOMY BEKTOPY 3yCHJIb, CTOCOBHO 3HIKECHHS 00UMCITIOBANBHOI CKJIAHOCTI BCHOTO AJITOPUTMY B
nutomy [2]. JletanbHuli aHATI3 ITUX B3a€MOTIOB'I3aHUX TIPOIIECIB, HaBeeHO B poboTax [11-15].

OTpuMaHi B XOJlI MOJENIOBAHHS YacOBI XapaKTEPUCTHKHU I TECTOBHX 300paK€Hb PI3HOTO
tuny (auB. puc.l (a,6,2)) B yMOBax 3aCTOCYBaHHS 2-TO BapiaHTy nepenoOpoOKku, HaBeaeHo B Tabm. 1. Y
Hill HaBEJICHO Pe3yJbTaTh BUKOHAHHS I’ SITH OJHOKPATHUX MOBHUX IMKIIIB MPOLENYp 3TIa/KYBaHHS Ta
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oOuncneHnii cepenHiil yac ix BukoHaHHs [4]. s NOpiBHAHHS BUKOPUCTOBYBAJIMCS /IBa BapiaTHBHI
napaMeTpu: - po3MipHICTb cyOOokiB N Ta mopir 3arpyoneHns «P,», o JT03BOJIsSE OIIHUTH IX BIUIUB
Ha 004MCIIOBaIbHY €()EeKTHBHICTS 1 KICTh 3TIaIKyBaHHA AJIS1 PI3HUX THITIB TECTOBUX 3pa3KiB.

MMoBipHicTh TIepemamy ACKpaBOCTI/KONbOPY MIKCETiB € BakIIMBOI XapaKTEPHCTHKOIO
nuGpoBHUX 300pa’KeHb, 0 MAE CYTTEBE 3HAUCHHA Y 3a/adax X aHauizy, kiacudikauii Ta cerMeHTalii
[10]. [ig «nmepenagom» OyaeMo po3yMITH 3MiHY 3Ha4€HHs BiANOBIIHOTO mapamerpa (B AaHOMY pasi
SICKPaBOCTI) MK CYCITHIMH elleMeHTaMH 300pa)kKeHb, 3TiIHO 3 BHOPaHOI CXeMH pPO3TOpTKH (TOOTO,
ITOCJTITOBHOCTI BHOIPKH MOTPIOHUX 3HAYEHB), SIK IIe MMOKa3aHo Ha puc. 1 y poborti [15]. Lg Bennunna
TPaKTYEThCA, K IMOBIPHICTh BHITQJKOBOI MOJIi, KOTpa BiJIMOBia€ MEPEXOAy MIiX NiIOYMMU CTaHAMHU
SICKPaBOCTI CYCiNHIX TMiKcelmiB 4uM OnokiB. BoHa 3aneXuTh B CTaTUCTUYHUX BIACTHBOCTEH
KOHKPETHUX 300pakeHb, IX CTPYKTYpH Ta 3aCTOCOBAHOI IIKaJH KBAaHTYBaHHS CKJIAIOBHX CJIICMEHTIB.

Jia oniHkM MIMOBIpHOCTI Tiepemnaay sICKPaBOCTi 10 yBaru OepeThCsl TOBKUHA Cepiil OMHAKOBUX
mikceniB abo mimmx cyOOmokiB (y Mexax MOJENoBaHb, aHajorigHux Ao [7,16]). Lle mo3Bomse
BUJIUTUTH YMOBHI JUISSHKA 3 BUCOKOIO Ta HHM3BKOIO CTPYKTYPHIH CKJIAIHICTIO, IO € HMPUHIUIIOBO
BOKIMBMMHM TPH  TONAIbIIiH  0OpPOOKH 300paxkeHb. VIMOBipHICT mepemagy —sCKpaBOCTi,
OIIOCEPEIKOBAHO XapaKTepU3y€ IHTEHCHBHICTh IMEPEXONiB MK DPI3HUMH DIBHSIMH SICKPaBOCTI abo
KOJTLOPOBHMH BiATIHKAMH CYCIZHIX (32 pO3TOPTKO0) €IeMEHTIB. 3HAYHU Mepera] BKa3ye Ha CKIIaJIHe
- HacW4eHe PI3HUMH [OeTaSIMH 300pa)KeHHs, TONI SK TOCTYIIOBi, IUIaBHI ab0 MPOTSHKHI 3MiHU
CTPYKTypH 300pa’keHb CBiIYaTh MPO NEBHY OMHOPIAHICTh 300pakeHHS W HU3BKHN piBEHH HOTO
JeTalnizaiii, o 3yMOBITIO€ HI3bKi 3HAaYE€HHS BiAMOBIIHOT TIMOBIPHOCTI.

3oopascenta muny «Muemocxemar 3oépadcerna muny «IIopmpem» (CG)
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Puc. 1 — Buxigni TecToBi 300paskeHHs (a, 0, T) Ta BUKOpHUCTaHA CXeMa PO3TOPTKH (B)
Fig. 1 — Source test images (a, b, d) and the scanning scheme used (c)
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Tabmuus 1. Yac BukoHaHHA™ omepalliil [uig 2-ro BapiaHTy 0OpOOKH TECTOBUX 300pakeHb
Table 1. Execution time* of operations in the second processing variant for different image types

Tun TecTOBOI0 300paKeHHs
3HaYeHHS MOPOTY Vi Hoprper [eiizax
3arpz’l§-ﬂ)eﬂﬂﬂ HeMocxeMa (Komn. epagpixa - CG) (Komn. epaghixa - CG)
z

N=3 N=7 N=3 N=7 N=3 N=7
Pz=3 0.498 0.501 0.479 0.516 0.497 0.51
Pz=17 0.501 0518 0.477 0.504 0.491 0.514
Pz =14 0.493 0.51 0.471 0515 0517 0.567

* - Yac eukonanus [c] npu piznux posmipHocmsx 010Ki6 [po3paxoeano cepedHill uac 3a pe3yiomamamu n’smu
OOHOKDAMHUX NOGHUX YUKILIE NPOYeOYD 321aA0HCYBAHHA]

Y Mexax JaHOrOo MHKIY JOCTiIKeHb, OIlIHKAa WMOBIPHOCTI Iiepenaay SCKpPaBOCTI
BHKOHYBAJIACh BiZlpa3y y JBOX IMPOCTOPOBUX METPHUKAX: - 3azaibHo 1 .10kanbho (muB. puc. 1 B [10]).
Ilepmmii BapianT (dani noswawaemovcs, ax «p(0)») monsrae B OOYMCICHHI HMOBIPHOCTI JJI BCHOTO
BHUXITHOTO MAacHBY/Kaapy 300paxeHHs. [lpyrwmii BapianT (nosmauaemocs, sk «p(1)») monsrae B
o0urcieHHI HMOBIpHOCTI Tiepenagy OKpeMo Ui KOXHOTo i3 cyOOmokiB (po3mipom NXN), Ha sKi
MONUJICHO BHUXIMHE TECTOBE 300paxeHHS. BimmosimHo, y Tabin. 2 TNPEACTaBICHO MOPIBHSIBHI
pe3yabpTaTi 00UMCIeHHS IMOBipHOCTEH nepenany sickpaBocTi P(0) Ta P(1) BuxigHux 300pakeHb Micsa
peamizarmii mpomenyp 3mIaJLKyBaHHS 3rigHO 3 mponexnypamu Bap.Ne2 (ams. m.2). PospaxyHku
MPOBENICHO JUIsl 3-X Pi3HHUX 3HAYEHB MapaMeTpy nopory 3arpyonenns P, (3,7,14 rpanariii sickpaBocri),
KOTp1 BIJMOBIJAIOTh PI3HUM PEXUMaM OOpOOKH Ta 2-X po3MipHOCTe#l cy00mokiB (3 %3 Ta 7x7 ei.).
3HaueHHsT WMOBIPHOCTEH HAJaHO Yy JCCATKOBOMY (OpMArTi, MO J03BOJSE SKICHO OLIHUTH CTPYKTYpPY
00po0IIoBaHOTO 0OpaXkeHHs i KiacuikyBaTH HOTO THIL.

Ta6muns 2. FIMoBipHiCTS Iepernajty SCKpaBOCTi MicIs 31IaKyBaHHS IS 3-X THITIB 300pakeHb
Table 2. Probability of brightness difference after smoothing for 3 types of images

Tlopir P(0) — nokadposuii ananiz (3aeaneHa cmamucmuxa)
3arp¥l?.11)eﬂnﬂ MHuemocxema Hoptper (CG) Meiizax (CG)
zZ
N=3 N=7 N=3 N=7 N=3 N=7
Pz=3 0.006; 0.007; 0.029; 0.02; 0.05; 0.022;
Pz=7 0.006; 0.007; 0.032; 0.025; 0.063; 0.033;
Pz=14 0.007; 0.007; 0.033; 0.029; 0.073; 0.048;

P(1) — 6nounuii ananiz (noxarena™ cmamucmuxa)

Pz=3 0,003; 0,005; 0,023; 0,016, 0,027; 0,01;
Pz=7 0,003; 0,006; 0,028; 0,024, 0,045; 0,023;
Pz=14 0,004, 0,006; 0,03; 0,029, 0,06, 0,04,

* - Umosiprocmi ompumani 0151 mecmosux 300pasicens niciia npoyeoyp 321a0xcysanus. Lli snavenns
0036801510Mb OYIHUMU GNIUE 32]1A0NCYBAHHIL HA CIMPYKMYPY 300padcenb ma CMynitb iX 3MIiHU SCKPABOCMI.
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BukopucranHs pi3HHX pO3MIpHOCTEH CyOOJOKIB Majo Ha MeTi MPOIEeMOHCTPYBaTth iX
B3a€EMO3B 30K (uepe3 UMOGIipHICmb) 3 OJICPIKYBAHUMU HACHIIKAMU TEPETBOPECHb. Tak, OJIOKK MEHIIOL
PO3MIpPHOCTI 3a0e3MedyIoTh MOMIpHE 3IVIaPKyBaHHS 3 MiHIMAlIbHUM - IIaJHUM BIUIMBOM Ha ApiOHI
Jetani, Toml SK OUIbINi OJOKM JEMOHCTPYIOTH IHTEHCHU(QIKALiI0 HpoLecy, L0 MOMITHO 3HHXKYE
JOKaNbHy BapiatuBHICTh (Oug. Tabn.2, cmosnyi N=7 ona «llopmpem CGy i «lletizanc CGy) uum
3yMOBIIIOE TIOSIBY TEBHUX apTe(akTiB (6i0HOCHO opueinaiy) Ta AeKibKa 301NblIye 00UHCITIOBATIbHY
CKIafHicTh. T.4., 3aCTOCOBaHMH MiAXiA JO3BOJSE OLIHWUTH, SKUM YHHOM PO3MIpHICTH CyOONOKIB i
napameTp «P,» BIIMBaIOTH Ha KiHIEBI pe3yabTaTu 0OpoOKH, sIKi, B CBOIO YEPry, HAAAIOTh MOXIIUBICTD
3a0€3MeYNTH KOMIPOMIC MiX 30€peKeHHSAM JeTajeld, SMEHIIEHHIM IIyMiB i CTBOPEHHAM OZHOPIAHUX
IOUITHOK 300paXkeHb (IO € BKpail KopucHUM st ¢opMmyBaHHS macuBy cepiii OB Ta 3MeHIIeHHSIM
00UYHMCITIOBAJIBHOI CKJIAHOCTI 3arajlbHOTO AITOPUTMY Ha HACTYITHHUX e€Tanax ajaropurmy [4]).

[Ipu ominmi #iMoBipHOCTI Tepenaay ans Bchoro kaapy (P(0)), cmocrepiraerbcs 3arajibHa
TEHJICHIlIT Ha 11 3pocTaHHs i3 30inmbiieHHsSM P,, He3anexxHo Bim po3mipHOcTi cy0o6mokiB (N). Ilpu
bOMY, 30UIBIIEHHS PO3MIPHOCTEH OJNOKiB, NMPU3BOIUTH OO0 CYTTEBOTO 3MEHIIEHHS WMOBIPHOCTI
niepenany sickpaBocTi (mabn.2, cmosoyi «llopmpem CGy i «lletizanc CGy), TOOTO 3TMaKyBaHHS
TEKCTypH BHUXIAHOTO 300pa’keHHS MOCHIIOETHCA. OnHaK 13 3pOoCcTaHHAM 3Ha4eHHs «P,» 15 TeHxeHmis
MIOMITHO HiBemtoeTbesl. Tak, Hanmpukiaaa: - s 300paxkeHHs tuny «lletizaxc CGy» npu po3MipHOCTIX
OmokiB 3x3 Ta 7x7 en., IHTEHCUBHICTh MPOIECY 3IMIa/KyBaHHS YHOBUTEHIOETHCS B 1,5 pasu (3 2,27 o
1,52). Ilpuuomy anst yMOB JOKalmbHOi ctatucTHkH (P(1)), mis Takux ke mapamerpiB o0pooku (N ta
P,), BinmoBimHa pi3HHUNS cTae mie Oinpmoo — B 1,8 pasu (3 2,71 do 1,5; 2,71/1,5=1,81). Kpim Toro,
CJIiT BpaXOBYBaTH TOH (hakT, M0 301IBIICHHS YMOBHOT BEpXHBOT MEXK1 3arpyOJIeHHS ITapamMeTpy «P,», B
MeXKaxX KOXKHOI pO3MipHOCTI CyOOJIOKiB, HEMUHYYE TTPU3BOAUTD 10 MOTipIICHHS ¢(heKTy BUPIBHIOBAHHS
BUXITHOI TEKCTYpH depe3 30epekeHHsS Habarato OUTBIIOI KUTHKOCTI ApiOHMX (HE3HAYHMX) MepenamiB
SICKpPaBOCTI B 00poOroBaHuX Oiiokax. [Hakme Kakydu, eekT 3riaKyBaHHS 3HAYHO OUTBIITOI0 MipOtO
3QJICKUTH BiJl BUKOPHCTOBYBAHOI PO3MIPHOCTI OJIOKIB 1 OOpaHOTO BapiaHTy iX OOpOOKH, HIK Bif
TEHEHITiT 301IBIIICHHSI TapaMeTpa «Py».

Y pexumi Omounoro anamizy (tobro, P(1)) #MoBipHOCTI «mepemamy» nJisl BCIX THITIB
300pakeHb, JIEII0 HUXKYl, [0 BIAMOBIAA€ OUIBII CTAOIIBHUM TEKCTypaM ISl KOYKHOTO 3 OTPUMYBaHUX
cyoomnokiB. lle cBimuuTh Mpo e(EeKTHBHICTH MeXaHi3My OJIOKOBOI JIEKOMITO3UINT 3 ycepeaHEeHHIM
MepernaiB ICKPaBOCTI CKIIAJOBHX €JIEMEHTIB.

BimHocHO 300paxkeHb Ty «Muemocxemay, 0OOUNCICHHS 10KAIbHOI CTATUCTUKU OYiKYBaHO
nae OLTBII HU3BKY MMOBIPHICTD Mepenaay sCKpaBoCTi (OXHOPIAHICTD), HIX 11 pO3paxyHOK IS BCHOTO
Ka/Ipy, IpUYIOMY 30UTbIIIEHHS BEPXHBOT MEXi 3arpyOJIeHHs mapaMeTpy «P,», MPakTUYHO He BILIMBAE HA
npornec 3MIaKYBaHHA, [IO0 OOYMOBIIOETHCS CIEUUPIYHUMH OCOOIMBOCTSAMH CTPYKTYpH ITUX
300pakeHb. B 11bOMy CeHCi, 301IbIICHHS PO3MIPHOCTEH CyOOJIOKIB, NIPU3BOAMTH JO 3HAYHO OUIBIII
OYCBHUJIHIIINX PE3yJbTaTiB, MPUUOMY, B JIAHOMY BHUIAJKY, PAJAUKAILHO BIIMIHHMM BiJl HACIiIKIB
00pOOKH IHIIMX TUMIB 300paxeHb (Ous. mabda.2). g BIAMIHHICTE MOJIATAE Y 3pOCTaHHI BIpOTiTHOCTI
Nepenajgy SCKPaBOCTI €IEMEHTIB (mobmo menOenyii 30ibieHHs: cmpyKkmypu3ayii mexcmypu) Tpu
301IbLICHH] PO3MIPHOCTI BUKOPHCTOBYBAaHHUX OJIOKIB (B JaHoMmy mpukiazii 3 3 go 7 en.). [Ipudomy B
YMOBax OOYMCIEHHs JOKaNbHOI cTaTUCTUKU (P(1)), us TeHneHuis € OiJpll BHUPAKEHOIO. B sxocTi
KOMEHTapsl, TaKol HETHUIIOBOi MOBEAIHKH CHOCTEPEKYBaHOTO MPOLECY, MOKHA MPUIYCTHTH, ILIO: - Y
pa3i oOpoOKM MHEMOcXeM Mpu 30UIbIIEHHI Po3MipiB CyOONOKiB, 3pocTae HMOBIPHICTH «3aXBaTy»
OKpEeMHX IUISHOK KOHTYpPIiB Ta/duu (parMeHTiB O0'€KTiB i3 OZHOTOHHOIO 3aJMBKOIO (SCKPAaBICTIO)).
[IpuponHo, mo Ha Manux OJOKaX TaKWW MPOLEC € MEHII BUPaKCHUH. | B mepiry uepry, Taka cuTyaris
00yMOBIIEHa came MPHUPOAOI0 TaKUX 300paXkeHb, 10 MICTAThH BEJUKY KiIbKICTh OHOTOHHHUX O0OnacTer
1 IPOTSHKHUX KOHTYPiB BUKJIIOYHO MPaBUIBHOI ()OPMH, KOTPi POPMYIOTH OCHOBHI 00'€KTH CIIEHH, SIKi
BigoOpaxaroTbcsa. OueBUAHO, IO MPH TAaKUX BIIMIHHHMX pHcax LBOTO THIY 300paxeHb (puc.l(a)),
BapilOBaHHs MOPOToM 3arpyOiieHHS «P,» He NPU3BOAWUTH 10 TaKuX crnenuivyHUX HacaiakiB. Boxu
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(HacmigKu) BUSIBISITbCA TUIbKM HPU JOCATHEHHI 3HaYeHb oOpaHOro mopora (P,), TOpiBHSHHHUX 3
piBHEM KOHTPACTY, 110 MPUTaMaHHUN AJIS1 OCHOBHHMX KOHTYpIB. A Taka CHTyalisl € HEOPUHHATHOIO, 3
OISy 3aBAaHb cTeraHorpadii, Tak SK BHXiAHE 300pakeHHs 3a3HAa€ HEMPHITyCTUMHX 3MiH CBOTO
BUXITHOTO cTaHy. B wminomy, oTpumani pesynbratu (Tabn.2) IEeMOHCTPYIOTb, LIO Mepexid Bix
100aJbHOTO 10 OJIOKOBOTO pO3paxyHKy HMOBIPHOCTI MOKpAIly€ TOYHICTb 11 OLIHKH Ui OKPEMHX
IOUITHOK  300pakeHb, 3 TIOMITHOIO TEHICHLIEI 3MEHIICHHS WMOBIPHOCTEH Tpu 301IbIICHH]
BHUKOPHCTOBYBaHHX OJ0KiB. OpepkaHi BiIOMOCTiI CIYTyIOTb OCHOBOIO JISI MOAAJBILOrO aHaizy
BIUIMBY NapaMeTpiB 0OpOOKH Ha SIKICTh IIEPEeTBOPEHb 300paKeHb Ha HACTYNHUX €Tarax ajJrOpUTMY.

Crain 3a3Ha4uTH, WO HPOLEAYPH 3IIAJXKYBAaHHA CYTTEBO 3MiHIOIOTH (akTypy 300pa’keHb,
BIUIMBAIOYM HA PO3MOIN SICKPaBOCTI Ta IpaiieHTiB KWMoBipHOCTi ii mepenaay [10]. 3okpema, mpu
maHoMy/criabkomy 3rmapkyBanHi (P, = 3-5), 30epiraeTscst 3HauHa YacTKa JTOKATBHUX MEPEnaiiB, M0
BiToOpaka€eThcsl y AEKiNbKAa OUTBIIMX 3HAYCHHSX WMOBIPHOCTEH. Alle 3 POCTOM BEPXHBOI MEXi
MIPUITYCTUMOTO 3arpybmeHHs sickpaBocTi (P, = 7-14) mounHaeThcs TIeBHE PO3MUTTS KOHTYpIB
HE3HayHe 3MEHIIECHHs JAeTami3alii, [0 NPU3BOAUTH 10 BHUHUKHEHHS Ha 300pa’keHi Bi3yaJIbHO
MaJIOMIOMITHUX apTe(akTiB y BUIIAJI MacmTaOyBaHHS OJHOPIMHUX (CXOXKHX 33 CTPYKTYpOIO OJIOKiB)
IUTTHOK/(pparMeHTiB 110, BIIACHE, 1 BU3HAYA€ MPOIeC 3MEHIICHHSI IMOBIPHICTh Tiepenaay sSCKpaBOCTi,
MOPIBHSHO 3 BUXIJHUM MacWBOM 300pakeHHs (muB. puc. 3 B po6Oori [10]). Takum unHOM, «CHITBHEY
3TIAKyBaHHS MOYKE TMPHU3BOJUTH JIO0 BTPAaTH KPUTHYHOI iHQOpMAIi PO CTPYKTYpy 300paskeHHS,
3HIDKYOYM HOTO YIiTKICTh 1, MOTEHIIITHO, MOTIpITyFOYM pe3yJbTaTH MMOJANBIIOI CerMeHTAalil Yu
po3mizHaBaHHs 00'ekriB. Lle migkpecitoe HEOOXiAHICTh MIATPUMKHA OalaHCYy MDK Mmax MOXKIUBUMH
rmapamMeTpaMH 3IIapKyBaHHA (3HadeHHS «N» 1 «P,») Ta 30epekeHHAM TOTPiOHOI AeTamizartii
00poOmroBaHNX 300pakeHb. 3a0e3IeUeHHS IHOTO OaIaHCy € KITIOYOBHM AaCIIEKTOM JUTS TiATPUMKH
Bi3yallbHO HE3MIHHOi SKOCTI OOpOOIIFOBaHMX 300pa)Ke€Hb, OCOOJMBO B 3aaadyax, IO TOTPEOYIOTh
TOYHOTO PO3Ii3HABAHHSA 00’ €KTIB UM CKJIATHAX TEKCTYP IUX 300paKeHb.

Ha puc. 2-4 npexacraBiieHi TeCTOBI 300pa’keHHS ITICISA 3aCTOCYBAaHHS IPOIEAYP 2-TO BapiaHTy
3MIa/DKYyBaHHA, a TAKOXK BIATIOBIIHI 3aJIe)XKHOCTI KimbkocTi chopmoBanux cepit Ob [17] na neprmomy
erami anroputMmy [4], B yMoBax 3acTOCyBaHHS pi3HHX 3Ha4eHb mapamerpa P,. Lli Bizyamizamii
JIO3BOJISIIOTh HAOYHO OI[IHUTH, SKMM YHHOM TapaMeTpy 3IIaJKyBaHHS BIUIMBAIOTh HA CTPYKTYpy H
Bi3yalbHYy SIKICTh 300pa)X€HHS Ta, B HACTYITHOMY, KIIBKICTE cepiit Ob (8owce 3 «anachumy» nopozosum
3HAYEHHAM, BUKOPUCTNOBYBAHUM NPU NOPIGHAHHI 8MICMY CYCIOHIX ONO0KIB).

[pencrarneni 3anexHocTi (AUB. puc. 2-4(o1c,3)) XapaKTepU3YIOTh BIUIMB PO3Mipy CyOOJIOKIB
(NxN) 1 3HauenHs mapametpa «P,» Ha kinbkictb copmoBanux cepiit Ob s BUNamKy po3ropTku
tuny «llo psaoxam» [4,11]. Y 1boMy KOHTEKCTI aHaji3 HaBelIeHUX 3HauyeHb PSNR (mikoBe
CHIBBIJHOIICHHS CUTHAJI/IIIyM) JIO3BOJISIE KIJIBKICHO OIIHHMTH SKICTh 300paKeHb IMicis  1X
3MVIAJKYBaHHS, IO € BAYXKJIMBUM JUIS1 KUIBKICHOTO TIOPIBHSIHHSI PI3HUX MiJX0AIB 10 00poOKu. OTpuMaHi
pe3ysibTaTH CBiYaTh MpPO T€, MO KOPEKTHUH BHUOIp mHapaMeTpiB mepeAo0poOku (xommetinepy i
KOHmMennty) 3Ha4HO MiJBHUILY€E €(EKTUBHICTD 3arajJbHOTO AJITOPUTMY, 3HI)KYIOUH HOTO O0YHCITIOBATILHY
CKJIaJHIiCTh 0e3 MOMITHHX BTpaT y BI3yaJIbHOI SIKOCTI MEPEeTBOpPEHUX 300paxkeHb. be3yMoBHO, 110
BUKOPHCTaHHS MaJIUX PO3MIpPHOCTEH MaTpullb 3IVIaJKyBaHHS BHOCHTH MEHILIHUI piBEHb CIIOTBOPEHb
(3pazku (a,6,0) Ha puc.2-4) npu 30epeKeHHI XOPOIIUX CTAPTOBUX YMOB ISl BiJIIIPAIIOBAHHS €TaITy
¢dopmyBanns cepiit Ob (cicmoepamu (o) na puc.2-4). llpu upoMy, 3a1eXKHO Bif THITYy 300pa)kKeHH:,
PI3HHUIIA B KIUIBKOCTI cepili, mo QopmyroThes (dus. cicmoepamu () i (3) Ha puc.2-4) npu pizHUX
PO3MIpHOCTSX OJIOKIB, BiPi3HAETHCS HAWOUIBII iCTOTHUM YHHOM (B 4-6,5 pasu). OJHaK, HaBiTh Taka
ICTOTHA BiAMIHHICTH y KUIBKOCTI (pOpPMOBaHHMX Cepiii He 3MEHILIYy€ LiHHICTh OTPHUMAHOIO KiHIIEBOTO
e(eKTy: - CTBOPEHHS YMOB ISl 3HIDKCHHS OOUYMCIIOBAJIBHOI CKIAJHOCTI ajNropuTMy (Ha eTari
KOJyBaHHSI 3 TepeTBOpeHHsIM [4]) 31 30epeeHHSIM BHUCOKOI SKOCTI BUXIIHOTO 300pakeHHS. Sk
MpUKIaa, Ha MiHiaTiopax (1) Ha Puc.2-4 mpencrasieHi 3pa3ku 3 HalkpamuM ciiBBigHomeHHsM C/11T
(3enennii ¢on). BiamosimHo, Ha 3paskax (Puc.2-4(6), uepsonuii ¢own) BimoOpaxkeHi pe3ynbTaTh
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00pOOKH 3 HAUTIPIIOKO SIKICTIO BiHOBJICHHS JUIsi 00pPaHOTrO Jliana3oHy HaJlalTyBaHb: - N = 7, mobmo

genuxi onoku ma P, =

3, mobmo binvua wymaugicme npu NOPIGHAHHI UOPAHUX Nap i, 8iON0GIOHO,

BENUKA KITLKICMb 3MIH, W0 BHOCAMbCS 8 GUXIOHI 3HAYeHHs sickpagocmi. [lomapHe MOPiBHIHHS 3pa3KiB
(n) 1 (0) 3HiMae Bci MUTAHHS MIONO SKOCTI OEPKYBAHOTO PE3YJbTATY.

3o0pa:xkenna Tuimy «MHeMocxeMa»
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a) N =3x3; Pz=3; PSNR=38.1185; 6) N=7x7; Pz=3; PSNR =36.3381;
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d) N =3x3; Pz=14; PSNR = 38.5959; e) N=7x7; Pz=14; PSNR = 36.6394;
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ac) Kinexiemws OF npu pisnux Pz ma N = 3x3 en.; 3) Kinexicms OB npu pisaux Pz ma N = 7x7 ex;

Puc. 2 — Kinekicts Ob B 300pakensi «Muemocxemay nist pisHux 0nokis (N) 1 3HadeHb «P,»
Fig. 2 — Number of BBs in the «Mnemonic schemey image for different blocks (N) and «P,» values
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3o6paxenns tuny «IMopTper» (Komn tomepna epagixa - CG)

a) N =3x%3; Pz=3; PSNR=38.1977; 6) N=7x7; Pz=3; PSNR =36.3381;

9) N =3x3; Pz=14; PSNR = 38.4849; e) N=7x7; Pz=14; PSNR = 36.8263;
30000 7000
g 25000 a ‘_3000
g 20000 g 3000
‘2 4000
B 15000 i
= 2 3000
10000 II 5000 I ‘ i
5000 1000 ' ' '
11 15 20 30 40 50 [Pz] 11 15 20 30 40 50 [Pz]
x) Kireriemv OB npu pisrux Pz ma N = 3x3 en.; 3) Kinwxicmb OB npu piznux Pz ma N = 7X7 e1;
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Puc. 3 — Kinbkicts OB B 300pakenni «Ilopmpemy s pizaux 0i0kie (N) 1 3Ha4eHb «P,»
Fig. 3 — Number of BBs in the «Portraity image for different blocks (N) and «Py» values
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3o6paxenns tuny «Ilefzam» (Komn tomepha zpagixa - CG)

a) N =3x3; Pz=3; PSNR=38.1185; 6) N=7x7; Pz=3; PSNR = 36.3381;

g) N=23x3; Pz=7; PSNR = 38.2767; 2) N=7x7; Pz=7; PSNR =36.4341;

0) N =3x3; Pz=14; PSNR = 38.5959; | e) N =7x7; Pz=14; PSNR = 36.6394; _
50000 7000
S 40000 S 6000
a B 5000
g 30000 ‘& 4000
E 20000 E 3000
- 10000 ‘ 2000 J J

1000

0 J ‘ ‘ ‘ M _m 0 J J J A -

15 20 30 40 50 [Pz] 7 15 20 30 40 50 [Pz]
ac) Kinexicme OB npu pisnux Pz ma N = 3%3 en.; 3) Kinexieme OB npu pisrnux Pz ma N = 7x7 exn

Puc. 4 — Kinpkicts OB B 300pakenHi «Ileiizaxcy nns pisaux omokis (N) i 3HaueHb «P,»
Fig. 4 — Number of BBs in the «Landscape» image for different blocks (N) and «P,» values

[lpu upoMy nuHaMika Mporpecy, B YacTHHI 3MEHIICHHS Bi3yaJbHHX apTe]akTiB, Ho0Ope
MIPOCTEKYETHCS 1 B paMKax KOXKHOTO 3 OKPEMO B3SITHX CTOBIIIB Ha Puc.2-4.
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Ha puc. 5 mnpencrarneni ricrorpamu 3HaueHb PSNR [1,5,8] B 3alekHOCTI Binl pi3HUX
napaMeTpiB oOpoOku st 2-ro BapiaHTy 3mIapKyBaHHs. LIi pe3ynbraty 107aTKOBO MiATBEPIKYIOThH
HEOOXiHICTh 30a7aHCOBAHOTO MiIXOAy JO BHOOPY JMIF0YMX THapaMeTpiB 0OpoOKH, 110 3abe3mneuye
noTpiOHMIA PiBeHB 3TIaIKyBaHHSA TEKCTYpH 0€3 BTpaTH BOXJIMBUX JeTajel 300pakeHb.
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a) 3naverna PSNR ona 306paxcenna « Muemocxema» npu pisnux snavennax Pz ma posmipi 61o0kie N.
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6) 3nauenna PSNR oaa 306pasxcenna «Ilopmpem» npu pizHux sHavenHax Pz ma posmipi énokie N.
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8) 3navenna PSNR ona 300padxcenna « Koyn. zpagixa» npu pistux sHavenuax Pz ma posmipi 6noxie N.

Puc. 5 — 3nauennst PSNR B ymoBax 3minu napamerpis P, ta N Ui 2-To BapiaHTy 3IVIaJKyBaHHS
Fig. 5 — PSNR values in conditions of changing P, and N parameters for the 2nd smoothing variant

OTtpumaHi AaHi JO3BOJSIOTH OLIHUTH €()EKTHBHICTh Pi3HUX CHOCO0IB 00pOOKH, BU3HAYHTH
ONTUMaJbHI TapaMeTpH Ta JOCATTH OalaHCcy MiK SAKICTIO 300paKeHHS Ta OOYHCIIOBAIBLHOIO
CKJIQJIHICTIO allTOPUTMY Ul MOJAbIIOi iHKancymsauii nanux. Lle, y cBoo depry, BIuIMBae Ha 0a3y
MOXIIMBUX II€PECTAaHOBOK [UIs JilOYMX MapamMeTpiB cepii Ta MOXe MiJBUILYBaTH MOMITHICTh
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apredakriB. Ilpu 1pomy OB Oinbmioi pPoO3MIPHOCTI MEHII CXWMJIbHI JIO 3pPOCTaHHS KiUIBKOCTI
chopMoBaHUX cepil, Hixk OJoKH Masoi po3mipHocTi [4].

Buxonsuu 3 HaBeIeHUX PE3yNbTaTiB, MOKHA KOHCTATyBaTH, IO: - 3MEHIIEHHS PO3MIPHOCTI
MaTpHIb 3M1a1KyBaHHS (CyOOIOKiB) Ta 301NIbIICHHS 3HaUeHHA napamerpa P,, B yMOBax BUKOPHCTaHHS
2-ro BapiaHTy mnepenoOpoOKH, MPU3BOIATH 1O 3POCTaHHS HMOBIPHOCTI Iepenany scKpaBocTi (Ous.
mabn.2), TOOTO CIPUSIIOTh 30€PEIKEHHIO OUTBII BHCOKOI SKOCTI OOpOONIOBaHUX 300pakeHb, HIXK 3a
IHIIMX BapiaHTiB HAJIAIITYBaHb.

BpaxoByioun npupomHO CKIagHIIy CTPYKTypy 300paxkeHb tumy «lleiizascy (B manomy pasi
Kommn.I'padika (CQG)), pesyasrar ix 0OpoOKu qae 0€3yMOBHO OiNbIIY KiTBKICTh (HOPMOBAaHHX OTIOPHUX
0710KiB (TOOTO OiNbIIE Cepiif), MOPIBHIHO 3 OyIb-IKUMH 1HIIMMH TUIIAMU 300paxkeHb (0us. gpeim (i)
Ha puc.2-4). llpu upomy, 3i 30LTBIICHHSIM PO3MIPHOCTI BHKOPHCTOBYBaHHX CYOOJIOKIB, OTpPUMaHHNA
pe3ynbTat, 3a KUIbKICTIO cepill, 3MEHIIY€eThes B pasu (Ous. gpevimu (dic) i (3) na puc.2-4). OgHak nist
OlmbII ILIKaBHX, 3 TOYKM 30py 3aCTOCOBHOCTI CTEraHOBCTaBKHU, 300paxeHb («Ilopmpemy Ta
«Ileiizaxncy), BUKOPHUCTAHHS Ha eTam NepenoOpoOkw, ONOKIB Maioi pO3MIPHOCTI Ja€ OIHAKOBY
MUHAMIKY 3MiH MU MPAKTHYHO 30irarommxcs pe3ynbrarax oOpoOku (ous. Puc.5 (0-)). IHmmmm
clIoBaMH, 30iTBIIEHHS PO3MIPHOCTI BiKHA 3MNIAPKyBaHHS, IOMITHO TMOTIPIIy€e SKICTh BUXiTHHUX
300paxkeHb (Ous. uepgonuil ¢peiim (6) Ha puc.3-4), IpoTe Nae CyTTEBUI BUTpAIl 31 3MEHIICHHS Yacy
00pOoOKHM TaHMX Ha HACTYIHHX €Talax ajJrOpUTMY 3a paXyHOK 3HAYHOTO 3MEHIIIEHHS KUTHKOCTI OJIOKIB,
10 BUMAraroTh iXx 00poOKH (qUCKpeTHe KOCHHYCHe nepeTBopeHHs [4,7]). IlopiBastHES dpeiiMiB (k) i
(3) Ha puc. 2-4, HAOYHO MiITBEPHKYE 1eH PaKT.

B wminomy, onTtumanpHUMH HapamMeTpaMy HajallTyBaHb Ui 3a0e3nedeHHs 30a1aHCOBAHOIO
eexTy MK SKICTIO OTPHUMYBaHUX 300pa’keHb, KiTbKicTIO cdopmoBanux cepiti Ob [12,17] Ta
3a0e31euyBaHO0  OOYMCITIOBATLHOIO €(EKTUBHICTIO €: - PO3MIPHICTh MATPHIb 318 DKyBaHHS
(cy006moKiB) Bif 3 Mo 5 eleMeHTIB Ta 3HaUEHHS Hopory 3arpyonenns P, y mexax Bix 3 mo 15 rpagariit
ssckpaBocti. CaMe Takuii miarma3oH HalTATyBaHb CTBOPIOE MOTPiOHI yMOBH T (DOPMYBaHHS MacHBY
cepiit Ob, 1o 3a6e3neyye MOTPiOHI MEPEeTBOPEHHS Ha HACTYIMHUX eTamnax anroputmy [17]. Kpim Toro,
pO3ITUPEHNA aHai3 BCi€l CYKYIHOCTI Pe3yibTaTiB MOJETIOBAHb IOKa3ye, IO OOpaHi mapaMeTpu
3MIaDKyBaHHA CHPUAIOTH BUCOKIM aJanTHBHOCTI aJTOPUTMYy [0 PI3HOTO CTYNEHA [eTai3amii
300paxenp [4]. Lle mo3Bomsie epekTrBHO MaciTaOyBaTH PO3MIAHYTI MEXaHI3MU JIJIs1 OOPOOKH HE JIUIIIE
KJIACMYHUX THIIB 300pakeHb [7], a W aus IHIIWMX, Bapialid Bi3yaJlbHOTO KOHTEHTY (HAIpPUKIIAJ,
MITYYHO CTBOPEHUX 300pakeHb Tuny «Komn tomepna I paghixay (puc.3-4), 3 IpuTaMaHHUMHU 10 HUX
OCOOJIUBOCTSMHU TEKCTypH). Taka MpolieaypHa aJanTHUBHICTh BIIKPHUBAE INMHPOKI MOMKJIHMBOCTI IS
MOJANIBIINX JIOCTIKEHb 1 BIOCKOHAJCHHS PO3POOJICHUX MIAXOMIB 110 OOpOOKHM 300pa)KeHb 3
ypaxyBaHHSM TXHBOTO 3MICTy Ta OJEpP)KyBaHOIO CTAaTUCTHYHOTO AWCIIAPUTETY B AWHAMIYHIN crcTemi
KOMOIHATOPHUX TAp «KOHMEHm — KOHmeUHep», 10 CTBOPIOE HEOOXIIHI MEePeayMOBU IS PO3POOKHU
OUTBII THYYKHX 1 €HEproe)eKTUBHUX alTOPUTMIB CTETAHOBCTABKH, MPUCTOCOBAHUX I POOOTH B
pi3HUX yMOBax (0OMEKEHHIX) Ta 3 ITMPOKOI0 HOMEHKJIATYPOIO BUXITHHUX JTAHHX.

4. BUCHOBKH

1. BukoprcraHHs pi3HHX BapiaHTIB MONEPEIHLOI 0OPOOKM BHUXITHUX JaHWX HA TIOYATKOBHUX
eTarnax aJITOpUTMY CTETaHOBCTaBKH, 3a0e31euye HeoOXiqHI IepeIyMOBH ISl (pOpMYBaHHS OTHOPITHIX
cepiit Ob, Mo € ¢dakTopoM BILTUBY IS MOAATBIIOI €()eKTUBHOI 1HKAIICYIIAIl JaHUX Ta MOKPAIICHHS
CTIMIKOCTI KOHTEHTY JI0 CIIpoO HOTo HEaBTOPHU30BaHOTO Buiry4eHHs [3, 11-17].

2. Pesympraté 3mIa[KyBaHHA BHUXIJHHX TEKCTYp Ta KiIbKicTh (opmoBanux cepid OB,
3ayexarhb BiJl TUIYy 300paKeHb, PO3MIpPHOCTI OJIOKiB, mopory 3arpyonenss (P,), BuKoprcTaHoi cxemu
posroptku [11,13,15] Ta oOpaHoro BapiaHTy 3rIaKyBaHHS [4], IO TO3BOJISIE AAANTyBaTH aJTOPUTM
JI0 PI3HUX CIICHAPIiB il Ta peCypCHUX 0OMEKEHb.
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3. BukopucranHasa pizHHUX cxeM po3roptku cepiii OB Bigirpae kiiodoBy poiib y 3a0e3ne4eHH1
KOMIPOMICY MDX CKIAJHICTIO peaji3alii aJroputMmy, HOro 3aXUCHUM MOTEHLIANIOM Ta
00UNCIIOBAILHOIO e(eKTuBHICTIO [11-16]. Cxema po3ropTKd BH3Hadae crocid BUOIpKH MOTPiOHUX
napameTpiB 300pakeHb, BIUIMBaIouM Ha ¢opMmyBaHHs MacuBy OB Ta CTpyKTypy BUKpHUBIEHB
aTakoBaHMX 300paKeHb, IO YCKIAJHIOE HEABTOPU30BaHY EKCTPAKIiI0 KOHTEHTY. TaKuM YMHOM, BHOIp
CXEMH PO3TOPTKH € KpUTHUYHUM JUIsI OasaHCcy Mik 0e3Mekoro Ta e(heKTHBHICTIO allTOPUTMY.

4. VmoBipHicTh mepenamy SCKpaBOCTI € KIIOUOBMM MapaMeTpoM y Iudposiii o6pobi
300pakenp [7]. Lleli mapamerp mae 3MOry aHalli3yBaTH TEKCTYpHI Ta KOJIpHI XapaKTEePUCTHKH
300pa’keHb, BHUSABIATH 3MIiHHM SICKPABOCTI/KOJIBOPY MDK CYCIAHIMH MIKCENSIMH, & TaKOX OL[iHIOBATH
TEKCTYypHy  HEOJHODIAHICTH OKPEMHX JUISHOK 300paxeHb. MOro BHKOPHCTAHHS CIIPHSE
BJIOCKOHAJICHHIO METOJIiB IepenoOpoOKy 300pakeHb, 3a0e3MMeuyoun Kpally aJanTallito aaropuTMIB 110
cnenudiuHUX yMOB OOpOOKH, 30Kpema Juis 3amad creraHorpadii. Kpim Toro, anamiz WMOBIpHOCTI
Tepernajy SCKpaBoCTi JO3BOJISIE ONITUMI3yBaTH MPOIIECH CErMEHTAIlil 300paykeHb 1 BUSBIEHHS 00’ €KTIB,
10 TiABUIYE 3arayibHy e(peKTHBHICTh 1 TOUHICTh aNTOPUTMIB 00pOOKH 300paKeHb.

5. 30imbIIeHHS BEpXHBOI MeXi 3arpyOieHHs mapamerpy «P,» Ha eTam mepeaoOpoOku
BHUXITHUX JaHUX, IS OyIb-IKOI PO3MIpHOCTI OJIO0KiB, HEMHHYYE TMPU3BOAUTE JI0 TOTipIIeHHS e(heKTy
BHPIBHIOBaHHS X BUXITHOI TeKCTypHu. ToOTO, eheKT 3rIaKyBaHHS 3HAYHO OLIBIIIOI0 MipOIO 3aJIEXKHUTh
BiJl BUKOPHCTOBYBaHOI PO3MIpHOCTI OJIOKiB Ta 0OpaHOTO BapiaHTy iX OOpoOKH, HIX BiA TEHICHIIil
30UTBIIIEHHS TTapaMeTpa «Pyy».

6. Oninka 00YMCITIOBAIIBHOI CKJIATHOCTI MPOIEAYp 3TIaKyBaHHA IMOKasye, mo 1-if Ta 2-i
BapiaHTH MalOTb OJHAKOBY ACHMITOTHYHY CKJIaIHICTb. BOHHM JEMOHCTPYIOTH KBaJpaTU4Hy
obuncmoBanbHy ckiaanicte O(M?), mo poOuTh iX ONTUMANLHMMM IS CHCTEM 3 OOMEKEHMMH
pecypcamu, 3abe3meuylodud TOCTaTHIM pIiBEHb ONHOPIAHOCTI TPH TOMIPHUX OOYHCITIOBAIEHUX
suTparax. Tperiil BapianT, 3i cknagnictro O(M?*xN?), 3a6e3nedye HalBUIY AKICTh 3IIaIKyBaHHS, aJle
€ HEMPaKTUIHHUM JUIS BETUKHUX 300pakeHb UM OJIOKIB, YEpe3 BUCOKY PECYPCOMICTKICTB, IO 0OMEKYE
OT0 BUKOPUCTAHHS B PeaIbHUX CIEHApiiX MiH.

7. Bubip mapaMeTpiB momnepenHs0i 00pOOKM BUXIAHUX 300pakeHb (KOHTEHHEpY W KOHTEHTY)
BiJIiTpa€ KIIOYOBY POJIb y JOCSTHEHHI MOTPiOHOrO OajmaHCy OTPUMYBAaHHMX pe3yiasraTiB. OCKUIBKH
300paKeHHs] XapaKTEePU3YIOThCS PI3HUMH TEKCTYypaMH Ta 3HAYHUMH BapiallisiMu JeTayed, ToMy
NpaBWIbHE HAJAIITYBAHHS TaPaMETPiB JO3BOJISIE YITKO PO3AUISATH BXKIIMBI €IIEMEHTH MiXK OCHOBHHUMHU
neramsiMi  Ta  (QoHOBUMH JisiHKaMu. lle 3Ha4HO TOKpalmye SKICTh 1HKAICYINsii KOHTEHTY,
3MEHINYIOYH TIOMITHICTh apTe(aKTiB i MiABUIIYIOUH CTIHKICTh 0 BUSBJICHHS MPUXOBAHUX JaHUX.

8. OntumaneHi 3Ha4eHHs1 po3MipHOCTi OnokiB N Bix 3 1o 5 ta mopory 3arpyonenns P, sin 3
1o 15 3abesmneuyroTs OaaHc Mi 30epeeHHSIM Bi3yalbHOI SKOCTI 300pakeHb 3 PI3HUM KOHTEHTOM Ta
edpexTuBHICTIO QopmyBaHHs cepiii Ob. KpiM Toro, aganTuBHE 3raJKyBaHHS MaOiH()OpPMaTUBHHX
oOacTei, Crpusie CTBOPSHHIO OJTHOPIAHUX OJIOKIB, IO YCKIIAJIHIOE CTATUCTHYHUIN aHami3 i MiJBHIIy€E
MICTKICTh KOHTEWHHepa I IPUXOBYBaHH iH(OopMaLlii.

9. BapitoBaHHs1 po3MipOM MacKH 3IMIaKyBaHHS Ta THIIOM 300paKeHHs-KOHTEHHEpa T03BOJISIE
JOCATTH KOMIIPOMICY MK JOIYCTHMMHUM piBHEM CIIOTBOpEHB i KinbkicTio chopmoBanux OB [3]. Le
3a0e3reuye THYYKICTh y HaJalITyBaHHI BapiaHTIB MYNBTHIUIEKCYBAaHHA JAaHHUX, Ji¢ KO)KEH piBEHb
BiJNOBiZa€ MEBHiM MO3ULI{ B CTPYKTYPi KOMIO3UTHOTO KJTIOUa eKCTpakTopa ganux [3,17].

10. Y nmnopmanpmioMy IUIAHYETHCS TPOBECTH EKCHEPUMEHTAIBHY OLIHKY CKIIQJHOCTI
BHKOHYBaHUX TNPOLENYp IUIA Pi3HUX CXEM PO3rOpTKH U mpoctopoBoi opientanii Ob [11,13], mo
JO3BOJIUTh BH3HAYUTH 3arajibHi YMOBH 1 OOMEXKCHHS, SIKi BIUIMBAIOTh Ha 3a0€3IEUEHHS PECYpPCHOTO
KOHCEHCYCY MpH 00poOI1i pi3HUX THITIB JaHUX Y KOMOIHATOPHIN CUCTEMI «KOHMEHM—KOHMEUHEDP».
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Abstract. In today's environment of increasing cyber threats, steganography plays a key role
in ensuring data confidentiality by hiding it in digital data arrays (images, sound, file systems, etc.).
Unlike cryptography, steganography hides the very fact of information transfer, which makes it
indispensable for data protection in information and communication systems with limited resources.
The need to create energy-efficient and adaptive algorithms that combine content robustness, high
container quality, and low computational complexity emphasizes the relevance of the research
conducted. The paper evaluates the computational complexity of input data preprocessing procedures
and determines their impact on the efficiency of subsequent data encapsulation. As a basis for
modeling, one of the possible variants of smoothing low-informative areas of the source images was
selected. The following assessments were carried out: - performance by execution time for different
types of images; PSNR metric; probability of color brightness difference and number of formed basic
blocks (BBs) of images. During the modeling, the consequences of smoothing the textures of the
source images were investigated in the conditions of varying smoothing matrix sizes and the value of
the pixel brightness difference. The number of basic operations (arithmetic, logical, comparisons) for
each block was calculated and the overall complexity of the corresponding stages of the algorithm was
determined. The experimental evaluation was performed by measuring the execution time of the
procedures, evaluating the image quality using the PSNR metric, calculating the probability of
brightness difference, and counting the number of formed series of BBs. To evaluate the effectiveness
of the investigated procedures, test images with different textural characteristics were used. The
obtained results confirmed that the pre-smoothing stage improves the initial conditions for the
formation of BBs series (compared to their absence). The introduction of the smoothing stage ensures
noise reduction in low-information areas, which contributes to increased block homogeneity and
expands the range of combinatorics of available encoding parameters (as a way to counteract attempts
at unauthorized content extraction). Flexible settings for block size and brightness coarsening
threshold values for image elements allow the smoothing process to be adapted to different image
types and the current resource limitations of the hardware platforms used. The proposed approach to
preprocessing data creates the necessary conditions for forming BBs series, improves content
robustness, and maintains a low level of visual distortion. Adaptive settings for smoothing parameters
allow the algorithm to be used effectively on platforms with limited resources.
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AHoTanisi: Y cTaTTi NpeicTaBlIeHO IPYHTOBHE IOCTIUKEHHS Ta NOPIBHAHHS OCHOBHHX
HOPMAaTHBHO-TIPAaBOBHX akTiB €Bponeiickkoro Coro3y y chepi kibepOesneku, cepen akux: upekTuBa
NIS2, 3aranpumii permamenT mnpo 3axucT ganux (GDPR), Permament mpo mudpoBy omepauiiiny
critikicte (DORA) Ta crapmapr PCI DSS. Ili nokyMeHTH pO3IISAAlOTHCS SIK OCHOBOIIOJIOXKHI
esleMeHTH (hopMyBaHHA cydacHoi nmomituku €C y cdepi 3axucty nudpooi iHpopmMalii, o OXOILIIIoE
MepcoHaNbHI JaHi, QiHaHCOBY iH(opMauil0 Ta KpUTHYHY iH(PAcTpyKTypy. Y poOOTi OKpecieHO
KITFOYOBI 3aB/IaHHS KO)KHOTO 3 aKTiB, IPOaHaIi30BaHO XHIO c(pepy 3acTOCyBaHHS, BUMOTH JI0 Cy0’€KTiB
perymioBaHHs], MEXaHi3MH YIpPaBIiHHSA pPH3UKAMH, 3BITYBaHHS INPO I1HIMICHTH, B3A€EMOIII0 3
MoCTa4yalbHUKaMH, a TAKOXK CaHKUINHHI mojaokeHHA. OcoOnuBYy yBary NpuaijIeHO MOPiBHSHHIO AKTIB 3a
BIIMBOM Ha Oi3Hec Ta IT-iHPpacTpyKkTypy, a TakoX BHUSBICHHIO B3a€MO3B’S3KIB MK HUMHU.
BcranoBneHo, mo xoua KOKEH IOKYMEHT Ma€ BIAacHUM (OKyC - 3aXHUCT HEPCOHAIBHHUX [aHHX,
CTiiKicTh QiHaHCOBOI iH(ppacTpyKTypH, Oesleka IMPPOBUX MEPEkK UM 3aXUCT TpaH3aKLid 3
IDIATIKHAMH KapTKaMH — BCi BOHHM CIIPSIMOBaHI Ha CTBOPEHHS IIJTICHOI €KOCHCTEMH KiOep3aXuCTy B
mexax €C. CrarTs TakoX aHami3ye MIKHApOAHI aHAJOTH 3rafjaHux akTiB, Taki sk GDPR-momi6HI
3akoHn y CHIA Tta Bpaswmnii, cranmapru NIST Tta ISO, mo cBiguuTe mpo TIoOambHUA XapakTep
mpobnemMu 1dpoBoi Oe3nmeKkr Ta MOMIYK CHUTBHUX MiAXOMIB 0 ii BHpIMIEHHA. Y MiACYMKY, poOoTa
M IKPECITIOE BAKIIUBICTh KOMITJIEKCHOTO Ta TapMOHI30BAaHOTO ITiIXOMY IO KiOepOe3ImeKu K KITFOY0BOL
YMOBH CTaJOr0 PO3BHTKY ITM(GPOBOTO CYCHUIBCTBA. 3 ONMSALy HA aKTyalbHI 3arpo3H, 30KpeMa
TCOTOITHIHI KOH(IIKTH Ta 3pOCTaHHS MacmTabiB KiOep3JI0YMHHOCTI, €(PEeKTHUBHA IMITIEMEHTAITis
€BPOTICUCHKUX CTAaHAAPTIB HaOyBae OCOONHMBOTO 3HAYEHHS JUIS KpaiH-TIapTHEpPiB, 30KpeMa YKpaiHw,
siKa oTpeOye aganTarii BiIOBIAHIX HOPM IS ITiIBUINEHHS HAIlIOHAIBHOT KiOepCTIHKOCTI.

KurouoBi caoBa: nopmamueni 0oxymenmu, €8PONENUCLKULL COI03, Pe2yIsImopHi OOKYMeHmi,
Kibepbesnexa, 6iznec, saxucm ingopmayii
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1. Beryn

Y cyyacHOMY CBITI HHM(POBI TEXHOJOTIT CTalM HEBII €MHOIO CKJIAJ0BOIO CYCIIJIBHOTO,
C€KOHOMIYHOI'O Ta IIOJITHYHOTO JKUTTA. Pa3zoM 13 Oe3MpeleCcHTHUMU MOMKJIMBOCTSAMH, SKI BOHH
BIZIKPUBAIOTH IS PO3BUTKY €KOHOMIK Ta CYCHIJIIBCTB, BOHH TaKOXX CTBOPIOIOTH HOBi 3arpo3H — Bif
KibepriaxpaiicTBa O MacOBHX aTaKk Ha KpUTHYHY 1HQpacTpykTypy. Y IbOMY KOHTEKCTI MHUTaHHS
kiOepOe3nekn HaOyio OCOOJNMBOI Bard sSK Ha HAI[IOHAJHLHOMY, TaK 1 Ha MDKHApPOJHOMY PIBHSX.
€pponeticekuii  Coro3, sSIK OJHE 13 MPOBITHMX IHTErpaliiHUX 0O0’€lHAHL Y CBITI, BH3HaYae
KibepOe3neky SK MPIOPUTETHUH HANPSMOK CBO€I IMONITHKH, MpParHy4yd CTBOPUTH BHCOKHU PpiBEHb
Kibep3axucTy AJ1sl CBOIX rpoMaisiH, Oi3Hecy Ta Jep)KaBHUX 1HCTUTYIIIH.

HopmaruBHo-nipaBoBe perynroBaHHs KibepOesneku B €C € OaratopiBHEBUM Ta JWHAMIYHUM
nporecom. Moro po3BHTOK BimoGpakae IparHEHHs KpaiH-uieHiB 3a0€3MEUNMTH AK HAMIHHHI 3aXHCT
KPUTHUYHOI iHPPACTPYKTYPH Ta NEPCOHANBHUX JaHUX, TaK 1 CTaIUi PO3BUTOK HU(PPOBOi EKOHOMIKH. 3
uiero Metoro €C MpuiHAB HU3KY BaXKJIMBUX HOPMaTUBHO-IIPABOBUX aKTiB, CEpesl IKUX 0coONMBe Micle
3aiimarote [upextuBa NIS Tta ii oHoBnena Bepcis — NIS2, GDPR, DORA, a Takox PCI DSS [1-4].
KoskeH 13 ux JOKyMEHTIB Ma€ CBOIO c(hepy 3acTOCyBaHH:, OCOOIMBOCTI Ta 3aBJaHHs, OMHAK YC1 BOHU
CHpSIMOBaHI Ha JOCSTHEHHS CHUIBHOI METH — 3a0e3nedeHHs! KiOepcTidKocTi Ta nudpoBOi JOBipH B
€Bponeiicbkomy Coro3i.

AHaniz Ta NOPIBHSHHSA LUX HOPMAaTHBHUX akKTiB J03BOJSIE [IHOIIEC 3pPO3YyMITH, SIKHMHU
nusixamu €C HaMaraeTbesl BpETynioBaTH NUTaHHS KiOepOe3neky, ypaxoByOdH MOCTiHHI TEXHOIOTIYHI
3MIHH Ta €BOJIOLiI0 Kibep3arpo3. OcoOnuBOi akTyadbHOCTI e HaOyBae B yMOBax IEONOJITHYHUX
BHKIIMKiB, 30KpeMa B KOHTEKCTi arpecii pociiicekoi ¢enepamii mpoTu YKpaiHu, mo Imie OinbIie
I IKPECITIIO BAXKIIUBICTh KiOepOe3rekn /I 3aXUCTy JIepKaBHUX IHCTUTYIIIN Ta KpUTHYHUX CEPBICiB.
Meroro wmi€i crarTi € IOCHIIKCHHS Ta NMOPIBHSHHSA OCHOBHHMX HOPMAaTHBHO-IIPAaBOBHX JIOKyMEHTIB
€pporeticskoro Cotosy y cdepi KibepOe3neku, BU3HAUSHHS iXHIX CHUIBHUX PHC Ta BiAMIHHOCTEH, a
TaKOX aHaJi3 BIUIMBY Ha JIep KaBH-UIEHH Ta Oi3HeEC.

2. KiirouoBi HopMaTuBHO-IpaBoBi fokyMeHTHn €C

Artaku Ha ocHoBi LI moxna xinacudikyBaru 3a OaraTbMa pi3HUMH mapaMmeTpamu. Tak,
HaNpHUKIaA, KilbKa cucTeM Kiacudikauii atak Oynu mpeacrasieHi B poborax [7, 8]. Takox NIST B
CBOEMY 3BITi 100 arak Ha MamuHHe HaBuaHHS LI npexcraBus pisHi Thmu knacudikanii [1, 25]. B
LIBOMY PO3ALTI OyAyTh PO3IVISIHYTI ACAK] TUIH KiIacu(iKalii.

2.1. Jlupexmusa NIS2 ma ii ocobrueocmi

CNIS2 Directive (Network and Information Security Directive 2) — 11e OHOBIICHa CTPYKTypa
€Bponeiicekoro Coro3y 3 KibepOesrneku, sika 3aMiHioe opuriHansHy JupektuBy NIS (2016) [1]. Bona
po3po0bsIeHa IJIs MOCUIICHHS KibepOe3neku B €Bporneiicbkomy Coro3i IIJIIXOM BCTAHOBJICHHS BUCOKOTO
3arajgbHOTO PiBHA O€3MeKH sl MepekeBHX Ta iH(OpMaliiHMX cucTeM. Ii OCHOBHOIO METOI0 €
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MOCHJICHHST KiOEPCTIHKOCTI KPUTHYHHMX CEKTOPiB, a TaKoK 3abe3nedeHHs yHiIKOBaHUX CTaHIapTiB
Kibep3axucTy AJIsl BCiX Cy0’€KTiB HMPPOBOT EKOHOMIKH, HE3aJIeKHO Bifl IXHBOI raiy3i Ta po3Mipy.

JupexTrBa CTaBUTh 3a METY KiUIbKa KIIIOYOBUX 3aBIaHb, SIKI Pa3oM YTBOPIOIOTH CHCTEMHHM
miaxig mo kibepOesmeku. Hacammepen ue 3MillHEHHS MOMIMBOCTEH IepaB-wieHiB y cdepi
KibepOe3neku, o nepeadadae po3BUTOK HAliOHAJIBLHUX CTPATErii, CTBOPEHHS KOMIIETEHTHUX OPTaHiB
Ta e()eKTUBHUX MEXaHi3MiB pearyBaHHS Ha IHOUICHTHU. [pyriuM BaKJIMBHM 3aBIAHHSM € MOKPAILIECHHS
CHIiBIpalli MK Jep)KaBaMHU-WICHAMH, IO CIpPUSE CBOEYAaCHOMY OOMiHY iHQOpMaIie mpo
Kibep3arpo3u Ta KoopauHauUii il y Bumaiaky MaciutabHux arak. llle omna mera — 3MEHIIEHHS
¢parmMeHTanii Ha BHyTpimHbOMY puHKY €C, amKe pi3Hi MiAXOAU 10 PETYIIOBAHHA B OKPEMUX KpaiHax
CTBOPIOBAJIM MPOTAIMHHU Yy 3axucTi uu¢poBoi iHppacTpykrypu. Hapemri, JlupexktuBa 3amnpoBamxye
00OB’SI3KOBI BUMOTH 3 YIPABIIHHA pPU3MKAMH Ta 3BITYBaHHS MpPO KiOEPIHIMIEHTH, IO CYTTEBO
MTOCHITIOE BiTIOBIABHICT OpraHizalliil 3a cTaH kidepoe3mneku [1].

OcHoBHI BUMOTH J[MpeKTHBH OXOIUTIOIOTH KiNbka HampsiMKiB. llepm 3a Bce, e ympaBmiHHS
pu3uKaMy, ske Iepeadadae BIPOBAIKEHHs cyO’ekramu (omeparopaMd OCHOBHUX IOCIYT Ta
MoCTavaIbHUKaMHU IHU(POBHX MOCIYT) TEXHIYHUX, OTIEpAIlifHUX Ta OpraHi3amiifaux 3axomiB. [lo Takux
3axo/iB Hanekarth [1]: cucTeMaTHYHUI aHalli3 PU3HKIB Ta Po3poOKa MONITUKA Oe3NeKkn; eeKTHBHE
pearyBaHHs Ha iHIUICHTH; 3a0e3neueHHs Oe3repepBHOCTI Oi3HECYy Ta TUIaHyBaHHS BiTHOBJICHHS ITiCIIS
IHIUIEHTIB; Oe3meka 3aKymiBellb Ta BUKOpUCTaHHsA [T-cucreM; a TakoX MOJITHKA MOHITOPHUHTY,
TECTYBaHHS Ta ayIuTiB KibepOe3neKu.

JpyruM Ba)XTMBHUM KOMIIOHGHTOM € 3BITYBaHHS PO IHIUASHTH. BixmoBimHo mo JupekTusw,
CYTTEBI 1HITUACHTH MTOBHUHHI OyTH MOBIJOMJICH] IO BiATIOBIIHUX KOMIIETCHTHHX OPTaHiB MpoTIroM 24
TOIUH 3 MOMEHTY iX BusBIeHHs. lIpym 1poMy oprasizaiisi Mae HagaTd IOBHE IOBIIOMJICHHS IPO
IHIIUAEHT HE Ti3HiIIe, HiXK Yepe3 72 TOAWHM, a OCTATOUYHUHN 3BIT — HE Mi3HIIIE, Hi)K Yepe3 OIUH MICSITh
micnst momii. Takuit miAXim AO3BOJISE JEpKABHAM OpraHaM OIEPaTUBHO pearyBaTH Ha 1HITUACHTH,
KOOPAWHYBATH Jii MK Cy0’€KTaM{ PUHKY Ta 3MEHIITYBaTH ITOTCHITIHII BIUITMB HAa CyCHUTBCTBO [1].

Oxpemy yBary JupekTuBa npuaiisie nocradanpbaukam IKT-mocmyr, Bcranosmowodn 0008’ 130K
OIIHKMA Ta KOHTPOJIO JaHIfora mocradaHHs. lle o3Hadae, mo opradizailii TOBHUHHI BIIPOBAKYBATH
3axomu Oe3meku Ui 3a0e3leYeHHs HAMIMHOCTI CBOiX MApTHEPIB Ta KOHTPAreHTIB, a TaKOX
BpaxoByBaTH KiOEPPU3WKH Yy JOTOBIPHUX BIAHOCHHAX 13 KPUTHYHMMH ITOCTadadbHUKaMH. Takuit
IIIX1]1 IOTIOMara€e CTBOPUTH OLIbIII CTIMKY ekocucTeMy UG poBuX mociyr y mexax €C [1].

BaxuuBoro ocobmuBictio NIS2 € mocuieHHs poli KepiBHUX OopraHiB. Bigrernep BOHH HeCyTbh
BIJINOBIIAJIBHICTh 3a CXBaJCHHS Ta HAIA[ 3a BIPOBA/PKCHHSAM 3aXOMiB KiOepOE3NeKu y CBOIX
opraHizaiisx. Y pa3i HeZOTpUMaHHS BUMOT JIMPEKTHBH KEpPIBHHUKH MOXYTh OyTH TPHUTATHYTI JIO
BIJINIOB1IAJIBHOCTI, IO MIJAKPECIIOE BAXKIUBICTh KiOepOE3NeKkH K CTPATeriYHOTO MUTAHHS JUIS KOXKHOT
kommaHii [1].

3pemitoro, kokHa jaepkaBa-wieH €C 3000B’s3aHa MPU3HAYMTH HAIIOHAJIBHI KOMIIETCHTHI
OpraHy, SKi 37IHCHIOIOTH HAINIsAJ 32 BUKOHaHHAM BUMoOT [upexTtuBu. e cnpusie yHidikamii miaxonis
JI0O MOHITOPUHTY Ta KOHTPOJIIO B Mexax €C, a TakoK CTBOPIOE MEXaHI3MU e(EKTHUBHOI B3aEMOJIIT MiX
KpaiHamu y cdepi kibepOe3nekH.

2.2. Pecnamenm GDPR ma iio2o ocobnusocmi

General Data Protection Regulation (GDPR) — ue 3aranpHuil persiaMeHT npo 3aXUCT AaHUX,
npuiiasaTuii €Bponeiicbkkum Coro3oM i Takuii, mo HaOyB yuHHOCTI 25 TpaBHsa 2018 poky [2]. Bin €
KJIIOYOBUM HOPMAaTHBHHM JOKYMEHTOM, SIKMH BH3HA4Ya€ MpaBWiia OOpPOOKH MEpCOHANBHHUX IaHHX
rpoMazsH €C. OcoOnuBiCTh HOTO JOKYMEHTA MOJIATAE B HOTO eKCTepuTopianbHii aii: mpaBuina GDPR
MOLIMPIOIOTHCS HE JIMILE HA OpraHizalii, mo nepedyBaioTh y Mexax €ppormneiicbkoro Corosy, ane i Ha
Oyab-AKi KOMIaHii, 0 0OpOOIISIOTh MepCOHANBHI MaHi rpoMaisH €C, He3alleKHO BiJl Micls TXHBOL
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peectpanii [2]. V takuii cnoci6 GDPR cyTTeBOo mifBHIy€e piBeHb 3aXHCTy MEPCOHANIBHUX JaHUX 1
rapanTye rpomaasinaM €C KOHTPOJIb HaJl TUM, SIK IXHi JIaHi 30UpaloThCs Ta BUKOPUCTOBYIOTHCS.

OCHOBHUMHM TpHHIUINAMHU, Ha skuxX Oazyerbcs GDPR, € 3akoHHICTB, CrpaBemIUBICTH i
mpo3opicte 00poOku nanux [2]. lle o3Hauae, 10 MEpPCOHANBHI JaHi MOBUHHI 0OpOONATHCS Ha
3aKOHHHX IIiJICTaBaX, YECHO Ta MPO30pO Juid Cy0’ekra maHux. Hampukiaa, KoMmoaHis Mae 4iTKO
MOBIIOMUTH JIIOAWHI, fKi AaHi 30MpalOThCs, AJS YOrO BOHM MOTPiOHI Ta AK JOBro iX IUIaHYIOTh
30epiraru. Lle cTBOproe AOBipY Mixk KOpHCTYyBa4eM 1 opraHi3alli€ro Ta 3a0e3redye mpaBo 0COOH 3HATH,
10 BigOyBa€eThCs 3 11 MePCOHATBHUMU JaHUMHU.

[HIIMM KITIOYOBUM TPUHIIUIIOM € OOMEXEHHS METH: NMEPCOHANbHI JaHi MOBUHHI 30MpaTHCs
Jve Uil KOHKPETHHX, SIBHHX 1 3aKOHHUX LiJIed Ta HE MOXYThb 0OpoOmarucs mani y cmocio,
HECYMiCHUH 3 IIUMH itsiMu. Hampukoian, sIKio koMmaHis 30upae eeKTpOHHI aipecH [Tl peecTpailii B
cepBici, BOHa He Ma€ MpaBa BUKOPUCTOBYBATH I1i IaH1 JJIs HAB’ S3JIUBOT peKJIaMu 0e3 JT0IaTKOBOI 3TOH
KopucTyBaya [2].

Minimizamis JaHWX O3Ha4ae, MI0 OpraHi3amii MOBWHHI 30MpaTH JUIIE Ti AaHi, SKi CIpaBi
HEOOXigHI /sl JOCATHEHHS 3a/ieKiapoBaHuMX wijeid. Takum dYuHOM, 30ip HAUIMIIKOBUX JaHUX
3a00pOHSIETHCS, IO 3aM00irae 3IIOBKUBAHHAM Ta MiABHUINY€E Oe3neKy ocoducToi indopmartii. [IpuHmm
TOYHOCTI BUMAara€e BijJ oprafizamiii 3a0e3MednTH aKTyallbHICTh NaHUX: iH(opMallis MOBHHHA OyTH
TOYHOIO ¥ OHOBITIOBATHCS 3a OTpeou [2]. Lle BakimBO, 00 YHUKHYTH TIOMIUIOK 200 BUKOPUCTAHHS
3acTapiiuX JaHWX, M0 MOXKYTh MPHU3BECTH JI0 MOPYIIEHHS IIPaB 0COOU.

[lpuanmn oOMmexxeHHs 30epiraHHs BKa3ye Ha Te, IO INEPCOHAJbHI JaHi HE TOBHHHI
30epiratucs IOBIIE, HDXK II¢ HEOOXiTHO I AOCSITHEHHS Iiielt oOpoOkm [2]. Opraxizarii MamTh
BH3HAYATH CTPOKH 30epiraHHs JaHUX 1 3HUIIYBaTH a00 aHOHIMI3yBaTH iX ITCIIS 3aBEpPIICHHS 00POOKH.
Ile cyTTeBO 3HMKYE PU3UKH BUTOKY iH(OPMAIIii Ta 3IIOBKUBAHHS.

IimicHicTh 1 KOH(DIMCHIIHHICTD € OMHUMH 3 HanBaxuBimux BuMor GDPR, ockinbku BOHH
BUMArarmTh 3a0€3MCUNTH HAJNCKHY OC3IeKy NEepCOHANBHUX JaHWX, Y TOMY YHCHII 1X 3aXHCT Bif
HECaHKI[IOHOBaHOiI ab0 He3akOHHOiI 0OpOOKW, BHITAKOBOI BTpaTH, 3HUIICHHS YA TOIIKOIKCHHS.
Opranizamii MOBMHHI BIPOBa/PKyBaTH TEXHIYHI Ta OpraHi3amiiHI 3axomu Oe3mekw, Taki SK
mudpyBaHHs, peryspHe pe3epBHE KOIMIIOBaHHS Ta KOHTPOJb JIOCTYITy, IOO TapaHTyBaTH Oe3leKy
naHux [2].

GDPR 3actocoByeThbcsi O opraHizaimiii, posramoBaHux y Mexax €C, siki oOpoOsIoTh
nepcoHanbHi gaHi. KpiM Toro, #oro BUMOTM NMONIMPIOIOTHECS M Ha oprasizaiii, mo nepeOyBaroTh 3a
Mexxamu €C, SKIIO BOHM TIPOMOHYIOTH TOBapuW 4YHM TMOCHyrd rpomaasHam €C abo MOHITOPSTH
noBeainky oci6 y mexxkax €C [2]. TakuM YuHOM, HaBITH KOMIIAHIl, 110 HE MaiOTh (i3UYHOI
npucytHocTi B €C, mignaaators mijg giro GDPR, sikiio BoHU mpalooTh i3 rpoMaasaamu €C.

[opymennst Bumor GDPR Moke mnpusBecTH 10 HakjIaJeHHS 3Ha4HUX MTpadis, ski
CTaHOBJATH 10 20 MinbiiOHIB €Bpo a00 10 4% pPIYHOrO CBITOBOTO OOOPOTY KOMITaHIi — 3aJI€KHO BiJ
TOro, sika cyma € Oumpimioro [2]. Taki QiHaHCOBI caHKLii CTUMYIIOIOTh KOMIaHIii JOTPUMYBaTHCS
MPUHIMITB MPO30POi, 3aKOHHOT Ta Oe3meuHoi oOpOOKH MEepCOHaJbHUX NAHHX, a TAKOXK CTBOPIOIOTH
HOBUI1 piBEHb BIAMOBIAAILHOCTI JyIs Oi3HECY B TU(MPOBOMY CEPEIOBHIIIL.

2.3. Pecnamenm DORA ma iio2o ocobnusocmi

Digital Operational Resilience Act (DORA) — ne Pernament €Bpomnelicskoro Corosy,
CHPSIMOBAaHMI Ha TIOCWJICHHS HUPPOBOI cTiKOCTI piHaHCOBOTO cekTopy. BiH HaOyB uMHHOCTI 16 ciuHs
2023 poky, a ¥oro 3actocyBaHHs po3mnodanock 17 ciuns 2025 poky [3]. Lle#t periaMeHT € KIIO4OBUM
kpokoM €C y 3a0esneueHHi CTIHKOCTI (IHAHCOBMX YCTaHOB JO PU3HKIB, TIOB’A3aHUX 13
iHpopManiiiHuMu Ta KomyHikauiiHumu TtexHonorisimu (IKT), 30kpema kiOepiHUMAEHTaMH Ta
TexHiuHUMH 300aMu. DORA cTBOproe enunuii cranaapt uupoBoi omepauiifHoi CTIMKOCTI Ui BCiX
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¢iHaHCOBHMX oOprasizalid, o0 rapaHTyBaTH IXHIO 34aTHICTb BHUTPHUMYBAaTH, pearyBaTH Ta
BiJHOBIIOBaTHCS Micis mopyuieHs y cdepi IKT [3].

Onniero 3 ocHoBHuX BHMOr DORA € ympaeninas IKT-pusukamm, sxe mepeabayae, Mo
(iHaHCOB1 yCTaHOBU MIOBUHHI BIPOBAKYyBAaTH KOMIUIEKCHI PaMKHU YIIPaBIiHHS pu3ukamu. Lle Bkiirodae
iIeHTH]IKaLil0 PHU3UKIB, IXHIO MNPOQITAKTUKY, CBOE€YACHE BHSBJICHHS IHIUICHTIB, €(EKTUBHE
pearyBaHHs Ta BiHOBIICHHS micis mofii [3]. Takuii minxix J03BOJSIE OPTaHi3aIlisIM MTirOTYBAaTUCS IO
MOTEHUIHHUX Kibep3arpo3 Ta 3abe3neuye Oe3nepepBHiCTh HagaHHs (piHAHCOBUX MOCIYT HaBiTh MiJ Yac
KPHU30BUX CUTYyaLil.

PernameHT Takox 3anpoBaKye 000B’SI3KOBE 3BITYBaHHS PO iHIMACHTH: (PiHAHCOBI YCTaHOBH
MOBHHHI TMOBIZOMJIATH HALiOHANBHI PETYIATOPHI opraHu mpo 3HauHi iHumaentu y cdepi IKT. Ie
JI03BOJISIE JIEP’KaBHUM OpraHaM OIEpaTHBHO pearyBaTH Ha IHIOHUJICHTU Ta KOOPAWHYBATU 3aXOOH IS
3ano0iraHHsl CUCTEMHUM pu3ukaMm Yy ¢inancoBomy cektopi [3]. Takum umHom, DORA cmpuse
CBOE€YACHOMY O00OMiHY iH(OpMAIIi€r0 Ta 3HWKYE PU3UKH MOMIUPEHHS Kibep3arpos.

[lle omHi€rO BayKIIMBOIO BUMOTOIO € PEryIIpHE TeCTyBaHHS MU(POBOI OmNepaIiitHoi CTiHKOCT,
sKe rependadae MpoBeNeHHA K 0a30BHX, TaK 1 HepeloBUX TeCTyBaHb AJs IEeBHUX ycTaHoB [3]. Lle
JIOTIOMara€ BU3HAYATH CIIA0Ki MICIIS y CHCTEMax Ta Mpoliecax opraHi3alliii, a Takok 3a0e3MeunTH IXHI0
TOTOBHICTh IO pearyBaHHS Ha KiOepiHIMAEGHTH. PerymsapHi TpeHyBaHHS Ta CHMYIAIIi arak
M IBUIIYIOTH 3arajibHy KiOepcTiiKicTh pinancoBoi ekocuctemu €C.

Kpim Toro, DORA mnepexbauae ympaBiiHHS pU3HKaMH TPeTiX cropiH. DiHAHCOBI yCTaHOBU
3000B’s13aHi BcTaHOBIIOBaTd BuMoru a0 IKT-mocraganbHWKiB, YKIaJaTH BiAIMOBiAHI KOHTPAKTH Ta
3a0e3neuyBaTy HaJCKHUA MOHITOPUHT iXHBOI JistbHOCTI [3]. Lle monokeHHS Mae Ha METi 3MCHITUTH
PY3WKH, TIOB’SI3aHi i3 30BHINIHIME IMAPATHAKAMH, Ta TapaHTyBaTH, IO BCi YYaCHUKHA IH(PPOBOTO
JIQHITIOTA BiJTIOBITAIOTH BUCOKUM CTaHAapTaM KibepOe3meKy.

OcobmuBe 3HageHHs B DORA mpupmimsierbess oOMiHy iH(OpMariiero Mk (¢iHaHCOBUMH
ycTaHOBaMH. PermaMeHT 3aoxodye OOMIH 3HaHHSAMH IIpO KiOep3arpo3d Ta Bpa3IMBOCTI, 100
ITIBUIITATH KOJEKTUBHY CTiiiKicTh (iHancoBoi cuctemu €C [3]. Takuil miaxia TO3BOJSE IIBUIKO
imeHTH(iKyBaTH HOBI 3arpo3u Ta e(PEeKTHUBHO pearyBaTH Ha HUX y MAPTHEPCTBI 3 IHITUMH Y9aCHUKAMHU
PHHKY.

DORA mnommproeTscsi Ha MIMPOKUH CHEKTp (HiHAHCOBHUX YCTaHOB, cepell sSKuX: OaHKW,
CTpaxoBi Ta MEPECTPaxoBi KOMIIAHIi, iIHBECTHIINHI (ipMH, IJIATIXKHI YCTAHOBH, €JIEKTPOHHI TPOIIOBI
YCTaHOBH, IMMOCTA4YaJIbHUKU TOCIYT 3 OOMIHY KPHIITOBAIIOT, IICHTPaJbHI KOHTPAareHTH, [CHTPAbHI
JIeTIO3UTapii IIHHKX TIarepiB, YIPaBIAOUi KOMIaHii IHBECTUIIHNX (POH/IB, a TAKOXK MOCTAYaTbHUKA
IKT-mocnyr, mo o0ciayroByroTh (iHaHcoBi opranizaiii [3]. Taka mmpoka cdepa 3acTOCyBaHHs
3a0e3redye KOMIUIEKCHAHN IMiIXiJ] 10 3aXHUCTy QiHaHCOBOI iHQPacTpyKTypH BiJl Kibep3arpos.

VY pasi mopymenHss Bumor DORA 1o ¢iHaHCOBUX YCTaHOB MOXYTb OyTH 3acTOCOBaHi
cepio3Hi cankuii. Lle MoxyTp OyTu angmiHicTpaTHBHI INTpadu, poO3Mip SKUX BHU3HAYAETHCS
HaIllOHAJFHAMHU PETYISTOPaMH, a Takok oOMekeHHsI abo 3a0opoHa Ha HaJaHHS MEBHUX MOCIyT [3].
Kpim Toro, peryiasitopu MOKyTh BUMaraTd yCyHEHHs IOPYILIEHb y BCTaHOBJIEHI TepMiHU. Taki 3axoqu
CIpsIMOBaHI Ha 3a0e3le4yeHHs BHCOKOTO pIiBHS BiAMOBiJAJLHOCTI ()IHAHCOBHX YCTaHOB Ta
CTHMYIOBaHHS XHBOTO JOTPUMAaHHS €JMHUX MPaBWII HU(PPOBOI onepaniiHoi CTIHKOCTI.

2.4. Amaxa ompy€enHs 0anux

Artakn Ha erami HaBuaHHS ML HasuBaioTbes arakamu orpyeHnsa [1, 9]. Ilig wac arakm
OTpY€HHS JaHUX [5, 9] 37T0BMHCHUK KOHTPOJIOE MiIMHOKHUHY HaBYaJbHHUX JaHUX, BCTABISIOUH a0o
3MIHIOIOUM HaBYaJbHI 3pa3ku. Y arami orpyeHHS mozaeni [10] 3710BMHCHUK KOHTPOJIOE MOJENb Ta il
napameTpu. ATakd 3 OTPYEHHSIM JaHMX MOXYTb 3aCTOCOBYBAaTHCS J0 BCIX MapajurM HaBUYAHHS, TOI1
SIK aTaKW 3 OTPYEHHSM MOJIEIi € HaiOIbLI momupeHnMu y geneparuBHOMY HaB4aHHi [11], ne kiieHTH
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Ha/ICWJIAIOTh JIOKAJIbHI OHOBIICHHS MOJIEJNi Ha cepBep, 1o 00polIisie BXiAHI AaHi, i B aTakax Ha JaHIIoT
MOCTaBOK, JI¢ MIKI[UIMBUH KO MOXKe OyTH OAaHWM A0 MOJeNi MoCTadalbHUKaMH TEXHOJOT1l MOAeTi.
[ix ¢penepaTHBHUM HaBYaHHSAM TYT MA€ThCS HAa yBa3l METOJ] MAIIMHHOTO HaBYAaHHS, OPI€EHTOBAHMH Ha
YMOBH, B SIKMX KiJIbKa Cy0’€KTiB (4acTO 3BaHMX KJII€HTaMM) CHUIBHO HaBYAIOTh MOJEIb, MPH LBOMY
JlaHi, SIKi BUKOPUCTOBYIOTBCS JUIsl HAaBUAHHS, PO3MOIUISIOTECS IeleHTpati3oBaHo. Lle Bimpi3use fioro
BiJ MAalIMHHOTO HABYaHHS, B AKOMY JaHi 30epiraroTbcsi EHTPaIi30BaHo.

[lepmri araku oTpyeHHS, BUSIBIICHI B JoJaTkax KibepOesmeku, OynM arakamMH Ha JOCTYIHICTb
npoTu reHepauii npodiniB xpobaka Ta kimacuikaTopiB cramy, sKi HeBHOIPKOBO BIUIMBAIOTH HA BCIO
MOJIeTIb MAaIIMHHOTO HAaBYaHHA Ta, IO CYTi, CIPUYMHAIOTH aTaKky THUITYy «BiAMOBa B OOCIyrOBYBaHHI»
Jutst kopuctyBadiB cucremu L1I.

ATaky OTpyeHHS! BB@KAIOThCS OJHMMH 3 HaiiHeOe3mewyHimmx cepex arak Ha LI ta MoxyTsh
CIOPUYMHUTH a00 TMOpPYIICHHS JOCTYHNHOCTI, abo mnopymeHHs miuticHOcTi. 30KpeMa, aTaku 3
MOPYIICHHSIM IOCTYIHOCTI CIIPUYMHAIOTH JETPaAalilo MOJEIi MAaIIMHHOTO HaBYaHHS Ha BCiX eTamax,
TOJI SK IIBOBI Ta OEKIOPHI aTaku 3 OTPYEHHSIM € OLIBII MPUXOBAHUMH Ta BUKIHKAIOTH MOPYIICHHS
LTICHOCTI Ha HEBEIMKOMY HaOoOpi HaHuUX. ATakM OTPY€HHsS BUKOPUCTOBYIOTH IIHUPOKHH CIIEKTp
KOHKYPEHTHHUX MOXIIMBOCTEH, TaKuX SIK OTPY€HHS HNAaHUX, OTPYEHHS MOIENi, KOHTPOJb MITOK,
KOHTpPOJIb BUXIZHOTO KOAY Ta KOHTPOJIb TECTOBUX NAHMX, L0 MPHU3BOIUTH 10 KUIBKOX MiJKaTeropii
aTak OTPye€HHs. 3a MOJEJUIIO 3arpo3d BOHM MOXKYTh BHUKOPHCTOBYBAaTHCh SIK Yy CLEHapisx Oinoi
CKPHHBKH, TaK 1 YOpHOI CKpUHBKH [ 18], 110 Oymu po3msHyTi B po3aiii 1.3 miei crarTi.

Cepen MeTomiB 3amo0iraHHs aTakaM OTPYEHHS JaHUX BHIUIAIOTH qBa HaiiedekTupHinmmi [1]:

* OunrieHHs HaBYaIbHUX AaHuX. Lli MeTomn BUKOPHUCTOBYIOTH TOH (haKT, IO OTPY€EHI HAOOPH
3a3BHYail  BIIPI3HAIOTHCS Bil 3BHYAWHWX HABYANBHUX HAOOPiB, SAKi HE KOHTPOJIOIOTHCS
3JI0BMUCHUKaMH. TakuM YMHOM, METOIM OYMIICHHS AAHUX NPHU3HAYEHI AJISl OYMIIEHHS HAaBYAIbHOTO
HaOopy Ta BUJAJICHHS OTPYyEHUX HAOOPIB Nepes; BUKOHAHHAM HAaBYaHHS MAIIMHHOTO HAaBYaHHS.

* Hapiiline HaBuaHHA. AJBTEpPHAaTUBHUM IIIIXOJIOM [JO IIOM SKIIEHHS aTaKk 3 IMOPYLICHHSIM
JOCTYITHOCTI € Monmuikartiss anroputMmy HaBdaHHS ML 1 mpoBefeHHS HAIIHHOTO HABYAHHS 3aMiCTh
3BMYAHOrO0 HaBUaHHA. Y KIJIBKOX CTaTTAX BH3HAYECHO METOAM HAMIMHOI onTuUMi3alli, Taki sK
BUKOpHCTaHHs (yHKIii ckopodeHux BTpar [20] abo BUIAAKOBE 3MMTaJKyBaHHS ISl JOAABAaHHS IIyMY
i vac HapdaHHs [21].

2.5. Cmanoapmu PCI DSS ma ix ocobaueocmi

Payment Card Industry Data Security Standard (PCI DSS) — me MiXHapogHH# cTaHIapT
Gesrneku, Po3pobIeH il IIst 3aXMCTy AAHHX BIACHUKIB IUIATIKHUX KapTok [4]. Moro ronoBHOO MeTom0
€ 3a0e3reveHHs] OE3MeYHOro cepefoBuina ajisi oOpoOkH, 30epiraHHs Ta NepeNaBaHHs AAaHUX IPO
KpemuTHI KapTku. Bci opranizamii, siki nmpuiiMaioTb, oOpoOIIsiioTh abo 30epiraloTh JaHi MIaTLKHUX
KapTOK, MIOBUHHI JOTPUMYBATHCS BUMOT IILOTO CTaHAAPTY, 1100 3MEHIIUTH PU3UK HECAHKI[IOHOBaHOTO
JOCTYITy, IIaXpaicTBa Ta BUTOKY KOoH(iAeHIiitHO1 iHdopMaii.

PCI DSS € yniBepcanbHuM Ha0OpOM BUMOT, 000B’I3KOBUM JJIsl KOMIIaHil pi3HOTO MacTady:
BiJl HEBENHMKHX [HTEpHET-MarasuWHiB 10 BEIMKHX ()IHAHCOBHX YyCTaHOB. BiH chpuse 3MilHEHHIO
KibepcTiikocTi KOMMaHid, SKi MpamioloTh y cdepi eNeKTpOHHHX IUIaTexiB, Ta (opmye HOBipy
CHOXKMBaYiB 10 HMGPOBUX TpaH3akwiin. CTaHmapT BKIIOYAE JBAHAALSATH TOJOBHUX YMOB, SIKi Pa3oM
3a0e3MeuyI0Th KOMIUIEKCHUH 3aXUCT IaTixHoi indopmarii [4].

[epmioro BUMOTOIO € 3aXHCT CUCTEM, 10 OOPOOISIOTH IUIATKHI JaHi, BKIIOYaoun (pisuaHuit
3axHcT OONaJHAaHHA Ta MporpaMHoro 3abesmedeHHs. lle mependadae BuKopucTaHHS (haepBOIIiB,
CerMeHTalil MepeXi Ta 1HIIUX 3aX0IiB JUIA 3a00iraHHA HECAHKLIOHOBAHOMY JOCTYITy. J[pyra BuMora
CTOCYETBCS 3aXMCTy JIaHUX BIACHHKIB KapTOK BiJ CTOPOHHBOIO JOCTYIy, 30KpeMa MUISIXOM
mudpyBaHHS AaHUX SK i1 Yac NepeAaBaHHs, TaK i i Jac 30epiranns [4].
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Takoxx PCI DSS nepen6auae 000B’3K0BHI 3aXUCT MEPEK, AKi 0OpOOIAIOTE aHi PO KapTKH,
BiJ HecaHKLiOHOBaHOTO aocTyny [4]. Lle o3Hayae, mo koMmnaHii MOBHHHI BIPOBaKYBaTH CydacHi
METOIU KOHTPONIO JOCTYIY, MOHITOPMHI MEpEKEBOro TpadiKy Ta CHCTEMHU BUSBICHHS BTOPTHEHb.
JonatkoBo CTaHAapT BUMAarae 3axHCTy BiJ IIKIIJIMBOTO MPOTPaMHOTrO 3a0e3MeueHHs, SKe MOXe
MIPU3BECTH 10 KOMIIPOMETALil MIaTIHKHUX JaHUX.

CyTTEBOIO BUMOIOIO € OOMEKEHHS IOCTYITY 10 IJIaTOHKHUX JAHUX: BiH Ma€ Ha/JaBaTUCS JIMLIE
aBTOPU30BaHNM KOPHCTyBadaM, 10 MiHIMi3ye pu3MKd BHYTpimHiX 3arpo3. PCI DSS Takox akueHTtye
yBary Ha HEOOXiAHOCTI MOCTIMHOTO TECTYBaHHS Ta PO3BUTKY O€3MEKH CHUCTEM, HI00 CBOEYACHO
BHUSIBJIATH BPA3JIMBOCTI Ta 3aro0iraTu MOKIMBUM artakam [4].

Kpim mporo, xommnanii moBHHHI BHOpPOBaPKYyBaTH Ta HiATPUMYBAaTH IisUIBHICTH €(EKTHBHUX
TIOJIITHK OE3IeKH, sIKi BCTAHOBIIOIOTH MPaBUiia 0OPOOKH IUIATHKHUX JaHUX Ta 000B’SI3KM TPaIliBHUKIB.
Crangapt Bumarae oOMexeHHs (Di3MYHOTO JTOCTYIY JI0 MPUMIIIEHb, JIe po3MilleHe OONMaTHaHHS AJIs
00pOOKM MaTiXHUX NaHUX, a TAaKOXK MOCTIHHOTO MOHITOPUHTY iHIIMIEHTIB, SKi MOXKYTh CBITYUTH TIPO
CIpoOu HECAHKIIOHOBAHOTO JOCTYITY [4].

PCI DSS naronomrye Ha He0OXiJHOCTI 3aXMCTY BiJl 30BHIIIHIX aTak IIISTXOM BIPOBAKEHHS
Cy4acCHHX MeXaHi3MiB KiOep3axucTy, TAaKUX SK CHCTEMH BHSBIECHHS BTOPTHEHB, MIXXMEpEKeBl eKpaHH
Ta aHTHBIpYyCHI pimeHHS [4]. BaXTMBUM € TakoX YIpPaBIiHHS MITPHUMKOIO Ta OOCITyTOBYBaHHSM
oOmagHaHHA ¥ TIporpaMHOTO 3a0e3ledeHHs, M0 Iepeadavyae perysaspHi OHOBIEHHS CHCTEM Ta
nary-MeHepKMeHT. OcTaHHs, aje He MEHII Ba)KJIMBA BUMOra — pO3poOKa Ta BIPOBAKEHHS MONITHK 1
potieayp Oe3neKH, SKi rapaHTyIoTh BiAIOBIIHICTh YCIM BUMOTaM CTaHAAPTY.

PCI DSS Takox 3ampoBaikye cucTeMy Kiacudikamii KoMmaHil 3a piBHAME 3aJ€KHO Bil
KUTBKOCTI 00poOIIIOBaHMX TpaH3akilid Ha pik [4]. Lle mo3BoIIsie BCTAaHOBIIOBATH Pi3HUN PiBEHH BUMOT
o ceprudikamii 3aexHO Bim o0caTiB misubHOCTI. Jlo Tepmroro piBHS HajleXarh KOMIaHii, IO
00p0o0III0OTE TIOHA 6 MITBHOHIB TPAaH3aKITINA Ha PIK, IS AKHX Tepen0adeHo HaKOPCTKIII BUMOTH JI0
6esnexu. Jlo npyroro piBHsS BXOASTH OpraHizaiii, o o0pooisioTs Bix 1 10 6 MinbiiOHIB TpaH3aKIIii, a
JI0 TpeThoro — KommaHii 3 obcsaroMm Bim 20 Tucsd g0 1 minpifoHa TpaH3akiliii Ha pik. Hapemri, mo
YEeTBEpPTOrO PIBHS HaJIeXaTh KOMITaHii, ki 06po0sarore 1o 20 Trcay TpaH3akiiil mopoky [4]. Takuit
IMIIX1 TO3BOJISIE THYYKO aIanTyBaTh BUMOTH 10 Pi3HUX Oi3HECIB, OTHOYACHO 3a0€3MeTyI0UN BUCOKUH
piBEHB 3aXHCTy JaHUX IUIATDKHUX KapTOK Y BChOMY (DIHAHCOBOMY JIAHIIIOTY.

3. IlopiBHAHHS TOKYMEHTIB

3.1. llopienaunsa nopmamugHo-npasosux doxkymenmie €C

st OpIBHSUIBHOTO aHai3y HOPMAaTWBHO-TIPaBOBUX JNOKyMeHTIB €C Oyno oOpaHO HacTymHi

KpHTEPii:

- MeTa peryioBaHHS;

- Kareropii cy0’€KTiB pery;IroBaHHS;

- 00O0B’sI3KM Opranizarii;

- BHMOTH JI0 KibepOesmeky;

- CaHKUIi 32 MOPYLICHHS;

- B3a€MO3B’SI3KH M JOKYMEHTaMH.

Pesynbrari nopiBHSAHHS HaBeACHO y Tadimi 1.
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Tabnuus 1 — [MopiBHSHHS HOPMaTUBHO-NIPaBOBUX JAOKyMeHTIB €C 3a KpuTepisimu
Table 1 — Comparison of EU Regulatory Documents Based on Criteria

Categories of

All organizations that

110 MParOTh 3 HUMHU

Financial institutions

Kpurepii
Criteria GDPR DORA NIS2 PCI DSS
3abe3meucHHs [TigBumeHHs piBHA
dpoBoi cTiHKOCTI KibepbOe3nexn 3abe3neueHHs
3axuCT NepCOHATBHUX .
. . (hiHaHCOBUX YCTaHOB MEPEKEBHX Ta 0e3reKH JaHuX
Meta JaHuX (i3uuHEX 0ci0 y . . i .
1o IKT-pusukis iHpOpMaLIfHUX cHCTEM IIaTDKHUX
peryJiloBaHHsA Mexax €C
BEC KapTOK
. Ensuring the digital
The purpose of | Protection of personal data Suring gl . .
. A N resilience of financial Enhancing the Ensuring the
regulation of individuals within the . . .
EU institutions to ICT cybersecurity level of security of
risks network and information|payment card data
systems in the EU
Cy0’€KTH 3 «BUCOKHM S
Opranizarii, sxi
CTyICHEM
. . . 00pOOIIIOTE,
. N ®iHaHCOBI yCTaHOBH KPUTHYHOCTI»,
Vi opranizarnii, mo .| mepenarots abo
. Ta BKITIOUAIOUN IH(POBI, .
Kareropii 00pOOIAIOTH TIEPCOHATBHI . ; 30epiraroTh
. e . IKT-nocrayaJbHUKH, | €HEPreTUYH1, MEAUYHI, .
cy0’ekTiB naHi rpoMajsH €C IUTaTKHI

TPAHCTIOPTHI CEKTOPH

KapTKOBI JaHi

confidentiality, integrity,

and availability of data

security: detection,
protection, response,
recovery, audit

organizational measures,

. Entities with a high .
subjects process personal data of EU . 1ahig Organizations that
- and ICT providers degree of criticality, .
citizens . . . . .. process, transmit,
working with them including the digital, or store payment
energy, healthcare, and car dpda};a
transport sectors
3abe3nedeHns 12
OCHOBHHUX YMOB
Vipansisns YrpaBiiHHSA PU3UKAMH, Oe3mexw,
3BiTYBaHHS PO BKITFOYAI0YH
3akoHHa 00pOOKa JaHUX, IKT-pu3ukamu, | 3By p
. IHIUACHTH, OIlIHKA upyBaHHs,
R 0OMEKEHHS METH, IHIMACHT-PETIOPTHUHT, .
O00B’s13KH T . MOCTaYaIbHHUKIB, KOHTPOJIb
S MiHIMI3allisl, TOYHICTb, TECTyBaHHSI, . . .
opranizanii . BIIMOBIIAJIbHICTH JIOCTYILY,
3aXUCT YIIpaBIIHHA PU3UKAMU . .
. . KCPIBHULTBA MOHITOPUHT
o TPETiX CTOPIH
Responsibilities .
Lawful data processing, . .
of . . Risk management, Ensuring 12 core
o . purpose limitation, data | ICT risk management, o ) .
organizations e . . incident reporting, security
minimization, accuracy, incident reporting, . .
. . . : supplier assessment, requirements,
protection testing, third-party risk . .
management including
management .. .
accountability encryption, access
control, and
monitoring
Texniuni Ta
opraHizamiiHi
BripoBapxeHHs 3aXOU JUIS
BnpoBamxkeHHs .
3a§e3ne§eHHﬁ ) IKI")F Se3MeKH: TEXHIYHUX, 3aXUCTy JaHUX
xoH(ineHuiinocTi, - 3ax1/'10T opraHizailiiHux 3aX0iB,| IUIATIKHHUX KapT
Bumoru g0 MUIICHOCT1 U NOCTYITHOCT1 pearsz;HHﬂ ’ TE€CTYBaHH, Ta CUCTEM, 10 iX
Kibepoe3nmexkn JaHux . ’ 0e3mepepBHICTh Oi3HECY |  00pOOIIIOTH
BiJTHOBJICHHS, ayTUT
Cybersecurit i . Implementation of Technical and
ybel y Ensuring the Implementation of ICT p
requirements

technical and

testing, and business
continuity

card data and the

organizational
measures to
protect payment

systems that

process them
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CaHkuii Bix
3aJexHo BiJ| pillICHHS TUIATDKHAX
HaIliOHAJIBHOTO CHCTEM,
peryisitopa: mrpadu, AJMiHICTpaTHBHI BiJTKJTFOUCHHS BiJ]
OOMEKECHHS CaHKIIi1, MOTEeHIIIHA 00poOKu
i i i i i [IJIATEXIB,
Cankuii 3a Jo 20 muH. €Bpo abo 10 AUATBHOCTI, BEMOTA B.IHHOB.IHMLHIC.TB . .
o) YCYHEHH:I IOPYIICHb | KepIBHUKIB OpraHizarii (inaHcoBi
NOPYLIEHHS 4% cBiTOBOTO 00OPOTY
mrpadu
. o Depending on the Administrative
Sanctions for | Up to €20 million or up to pending o Ve .
c 1. N decision of the sanctions, potential Sanctions from
violations 4% of global turnover . Ly
national regulator: liability of the payment systems,
fines, activity organization's disconnection
restrictions, executives from payment
requirement to processing,
eliminate violations financial penalties
Moxe
JIOTIOBHIOBATH
Moske nepeTuHaTHCS 3 GDPR wmoo
NIS2 (ocobnuBo B . 1o
[MowmproeTbes Ha Ti 3aXUCTY
acriertax cami ramysi, mo i (hinaHCOBUX
, GDPR ¢oxycyerscs Ha kibepOe3mnexn) i 3 3, .
B3aemo3B’s13KH . DORA, ta B3aemozie 3 | TepCOHANBHUX
. MIEPCOHATFHAUX JTAHMUX, GDPR (sxmmo #nerbes . ;
MixK . GDPR y gactuni IaHUX; Mac
JOKYMEHTaMH MoJe JOTOBHIOBaTH NIS2 Tp0 MEpCOHATILHI IHIIMAEHTIB 1 JAaHUX CHIIBHI Tl 3
a6o DORA aHi
Aan) DORA/NIS2
Interrelationsh . Applies to the same
. GDPR focuses on personal [ May overlap with bp
ips between . . sectors as DORA and | May complement
data and can complement | NIS2 (especially in | . . . )
documents . interacts with GDPR in GDPR in
NIS2 or DORA cybersecurity aspects) . .
. terms of incidents and protecting
and with GDPR (when .
. data financial personal
personal data is
. data; shares
involved)
common goals
with DORA/NIS2

3.2. [lopieHAHHA HOPMAMUBHO-NPABOBUX OOKYMeHmi6 3a enaueom Ha 0Oisnec ma IT-

ingpacmpyxmypy

GDPR B niepury 4epry BIUIMBa€E Ha OpraHi3amiiHi MPOIECH, 3MYIIYIOUH KOMIIaHii TeperiTHy TH
MOJIITUKK  KOH(IJACHIIHHOCTI, HAJaroAWTH MEXaHIi3MU JJii OOpPOOKM 3aluTIB CYO’€KTIB [aHMX,
HaNpHUKIAA: 3alIUTH Ha JOCTYI, BUIPABICHHS YW BUAJICHHS AaHUX. Ta MPU3HAYUTH BiAMOBIiIATBHOTO
3a 3axuct maHuX. B IT-iHQpacTpykTypi Ile o3Hauae HEOOXiTHICTh BIPOBA/KEHHsI IHCTPYMEHTIB
mudpyBaHHS, AHOHIMHOCTI, KOHTPOJIIO MOCTyIry Ta joryBaHHs. GDPR 3HauHo migBuinye piBeHBb
3aXHCTy EPCOHANBHUX JIAaHUX, aJie MaliKe He CTOCYEThCs (hiHAHCOBUX TpaH3aKLii Oe3nocepeaHbo [2].

Ha Bimminy Big GDPR, DORA 3o0cepemxyerbcs Ha HuQpoBiid cTifikocTi QiHaHCOBUX
opramizamiif. Bin BrummBae Ha Oi3Hec uepe3 morpeOy B ympaiinHi IKT-pu3mkamu, peryiaspHOMY
TECTYBaHHI TOTOBHOCTI JI0 1HIIU/ICHTIB, & TAKOX y CTBOPEHHI MEXaHI3MIB pearyBaHHs Ta BiJIHOBJICHHSI.
Kommnanii moBuHHI yKiIagaty 4iTki KOHTpakTH 3 [T-mocrauansHukamu, 3abe3neuyBatu 6e3nepepBHiCTh
Oi3Hecy HaBiTh y pa3i kibeparak abo TexHIYHHX 3001B. 3 TEXHIYHOTO OOKY, I1e O3HAYa€ BIPOBAKSHHS
CHCTEM MOHITOPHHTY, aBTOMaTH30BaHUX TECTiB O€3MEKH, pe3epBHOTO KOIIIOBAHHS, CETMEHTAIIii Mepex
tomo. DORA omnocepenkoBaHO TOCHIIIOE 3aXUCT 1 MEPCOHAJIbHUX, 1 (PIHAHCOBUX AaHUX 3aBISKU
MTOKPAIIEHHIO CTIHKOCTI cucteM [2, 3].

HupektnBa NIS2 Takox Mae 3HAYHWN BIUTMB Ha OpTraHI3aMiMHY CTPYKTYpPY KOMIIAHIH,
OCOOJIUBO THX, 1[0 HAJIEkKATh IO KPUTHYHO BAXKJIUBUX CEKTOPiB. BoHa BUMarae cHCTEMHOTO ITiJIXOTy
10 YOpaBIiHHS KiOeppu3UKaMH, CTBOPEHHS 1HLMACHT-MEHEPKMEHTY, O€3MEeKH JIaHLIOTiB MTOCTaYaHHs,
a TakoX TMPSAMOi  BIAMOBIMAaNbHOCTI KEpIBHUITBA 3a BHOPOBYDKEHHS  Kibep3axucrty. B
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IT-indpacTpykTypi Le NPU3BOAUTH IO 3allpOBaLKEHHS 3aco0iB MOHITOPHHTY, XYpHAalIIOBaHHS,
TeCcTyBaHHS Oe3leKH, a TaKkoX Npolenyp 3abesmedeHHs Oe3rmepepBHOCTI OizHecy. Sk pesymbrar,
TTOCHJTIOETCS 3aXHCT K MEPCOHANBHMX, TaK 1 (DIHAHCOBHUX NAHWX Yy paMKax 3araJibHOi KidepOe3meku
[1].

PCI DSS 6e3nocepenHbo BIUIMBAE Ha KOMIIaHii, SKi MPALOIOTh 13 IVIATKHUMH KapTKamu. Bin
BHMara€ CTaHIApTH3allii mporenyp OOpOOKHM IIATDKHUX JAaHWX, BIPOBAKEHHS MONITHK OE3MeKH,
OOMEXEHHS JIOCTYITy, (Pi3MYHOro 3aXHUCTy OONaIHaHHI, a TAKOXK PETYISIPHOTO TeCcTyBaHHs Oesrneku. B
IT-cdepi komnanii moBUHHI 3a0e3meunTH WKPYBaHHS JaHUX KapTOK, BCTAHOBIIEHHA OpaHIMayepiB,
CUCTEM BUSBIICHHS BTOPIHEHb, 0OMexkeHHs fgoctymy no cucreM. PCI DSS 6e3nocepennbo HalineHui
Ha 3aXMCT (PiHAHCOBUX TpaH3aKIIN Ta JAHWX BJIACHHKIB KapTOK, 3a0€3Meuyoud HaAIHHICTh IIaTiKHO1

iHppacTpykTypH [1].
4. MizkHapoIHi aHAJI0TM HOPMATHBHO-NIPABOBHUX aKTiB €C

PerynsaropHa cucrema €sporneiicbkoro Corosy y chepi unudppoBoi Oe3reku BBaXKa€ThCs OHIE0
3 HaPO3BHMHEHIIKX Y CBiTi. BomHOUac Ba)ITMBO 3a3HaYMTH, 0 OaraTo IHIIMX KpaiH Ta M>KHAPOAHUX
opraHizaliii CTBOPHIM BIIACHI HOPMATHBHI JIOKYMEHTH, SKi 32 CBOEI0 METOI, CTPYKTYypOIO Ta
MIPUHIIATIAMY € TIOAIOHUMU JI0 €BPOTICHCHKHUX.

3okpema, permamenT GDPR, mo BcTaHOBNIOE €1HI paBUIIa 3aXUCTY MEPCOHANBHUX AaHUX Y
Mexax €C, mMae 4YHCICHHI BINMOBIIHUKHM Yy 3aKoHOJaBCTBax iHmMX kpain. Y CIIA nitoTh Kinbka
rany3eBux akTiB, Takux sk HIPAA — 3akoH mpo 3aXUCT MEPCOHANBHUX MEIUYHHX JaHHUX, SKUAH
MICTHTh BUMOTH ILIOAO Oe3leku iHpopMaliifHuX cucreM y cdepi oxopoHu 3mopo’s [S5]. us
OCBITHBOTO ceKTopy po3pobieHo FERPA, mo rapantye cryaenTam i ixaiM 6aTbkaM mpaBo Ha JOCTYII
J0 OCBITHIX 3alMCiB Ta iXHE KOopHryBaHHs [6]. BomHouac B OkpeMHX MITaTax 3alpOBaKyHOTHCS
IMPIL 3aKOHU Mpo KoHizeHUiHHicTh, 30kpema CCPA y KamidopHii, mo mae crokuBadaM MmpaBo
3HaTH, SIKi MEPCOHaJbHI AaHi 30UpaloThCs MPO HUX, 1 BUMarartu ix BupanenHs [7]. YV IliBoenHii
Awmepuni bpasunis npuiinsna 3akon LGPD, skuii BBaxkaeTbcsa maiixe moBHuM ananorom GDPR — sk
3a NpUHLOUIAMH OOpOoOKM HaHuX, Tak 1 3a mpaBamMu KopucTyBauiB [8]. Oxpemy poib Bimirpae
Konsenmis Ne 108 Pagu €Bponu, 10 sxoi npueananacs i YkpaiHa, — BOHA € TIEPIIO0 MiKHAPOIHOIO
Yrozi010, 0 BCTAHOBMIJIA 000B’SI3KOBI IPaBUJIA IIOAO 3aXUCTy MEPCOHANBHUX AaHUX SIK Y ACPKaBHOMY,
TaK i1 IpUBaTHOMY ceKTopax [9].

PermamenT DORA, cnipsMoBanwmii Ha 3a0e3nedeHHs TUGPOBOI CTIHKOCTI (HiHAHCOBOTO CEKTOPY
€C, takox Mae ¢yHkmioHanbHI aHanoru. Y CHIA MixOaHKiBcbKa KOOpAWHAIIIIHA paja po3podmia
FFIEC Cybersecurity Assessment Tool — iHCTpyMeHT Ui OLIHIOBaHHS PIiBHS KiOep3aXWINEHOCTI
¢dinancoBux ycranoB [10]. CrpykrypHo Ommspkoro 1o DORA € i momens NIST Cybersecurity
Framework, ska oxorumroe TOBHHIA KUTTEBUH NHMKI Oe3meKku: Bix ineHTudikamii 3arpo3 1o
BiTHOBJICHHS TiC)IS iHIMIEHTIB [11].

HupextuBa NIS2, sxa 3000B’s13y€e omeparopiB KpUTHIHOI iHPPACTPYKTYPH BIPOBAKYBATH
kibep3axucT, Mae€ 4YHCIEHHI BiJOOpaXeHHS y peryJIioBaHHIX IHMMX KpaiH i cdep. Haitbimpm
oueugHor0 mapanemwto € NIST Cybersecurity Framework y CIIA, skwii € yHiBepcaIbHUM
IHCTPYMEHTOM IS IMiIBHINEHHS KiOepcTidkocTi opranizamiit [10]. ¥V ramysi enepretuku B CIIA Ta
Kanani 3actocoByrotscst ctanmapti NERC CIP — 000B’s13k0Bi HOpMH O€3MEKH I €HEPTeTHIHUX
xommadii [12]. Bemuka bpuranis micns Buxony 3 €C yxsammra UK NIS Regulations — mokymenT, mo
(hakTHIHO € HAITIOHABFHOIO afanTaricro eBponeicykoi nupektusu NIS [13]. o Haibmmkanx g0 NIS2
3a IHIMIaTHBaMH JTOKYMEHTIB TaKOK MOXHa BimHectH MixkHapomuui ctanaapt ISO/TEC 27001, skwii
CTOCYIOTBCS YIIPABIIIHHS 1H(GOPMAIIHHOIO OE3MeKor0 Ta 3a0e3MedeHHs] Oe3MepepBHOCTI IiSTHHOCTI
[14].

VY cdepi miaribkaux cucteM MikHapogaauil crangapt PCI DSS 3naxonuTh 9iTKi BiIITOBITHUKH
y Hu3mi gaokymeHTiB. 3okpema, ISO/IEC 27001 sk 6a30Buii cTaHAapT yNpaBiiHHA 1H(GOPMAIIHHOO
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0E3ICKOI0 YacTO BUKOPUCTOBYEThCs y (QiHaHncoBoMy cektopi [14]. ¥V CIHA mnonpiOHy ¢yHKIIi0O
BukoHyI0Th pekoMenpanii NIST SP 800-53 ta 800-171 — me KOMIUIEKCHI KaTajoOrd TEXHIYHHX,
¢i3nyHMX 1 agMIHICTPaTHMBHUX 3aXOAiB 3axucTy iHpopmauiiinux cucrem [15, 16]. YV ramysi
€JIEKTPOHHOI KOMepwii Ta XMapHUX TMOCIYr aKTHBHO BHKOPUCTOBYeThCs cranmapt SOC 2, mio
JI03BOJISIE OLIIHUTH piBeHb Oe3neku, KOH(IAEHIIHOCTI Ta MOHITOPUHTY B KOMIAHIAX, SIKi 00pOOIsAIOTh
JaHi kiieHTis [17].

3araioM, MKHapOJHa MPAaKTUKA AEMOHCTPYE, IO KIIOYOBI MPUHIMIM HUQPPOBOI Oe3rnekn —
yOpaBliHHS PU3HKAMH, MPO30PICTh, 3aXMUCT MEPCOHATIBHUX NAHMX, BiAMOBiJAIBHICTH OpraHizamiil —
CTaJlil yHiBEpPCAILHUMHU.

5. BUCHOBKH

1. ¥V nmocnimkeHHI MpoaHaTi30BaHO OCHOBHI HOpPMaTWBHO-TIpaBoOBi JokymeHTH €C y cdepi
kibepbesneku: JupextuBy NIS2, Pernament GDPR, Pernament DORA Tta crangapt PCI DSS.
2. Vci 1i TOKYMEHTH CIpPSMOBaHI Ha MOCUJICHHS KiOEpPCTIMKOCTI Ta 1udposoi mosipu B €C,
aJie MaloTh Pi3HI aKIEHTH:
e NIS2 ¢okycyerbes Ha Oesmelli MepexeBHX Ta iH(GOpMAIifHMX CHCTEM, 30KpeMa I
KPUTHYHOT IHPPACTPYKTYpH.
e GDPR cTBOpIOE CHCTEMY 3aXUCTY MEPCOHANBHUX JaHUX, BCTAHOBIIOE TIpaBa TPOMAJISH 1
npaBuiia o0poOku iHdopmarii.
e DORA perymoe 1udpoBy CTIHKICTh (DiHAHCOBOTO CEKTOpPY, 30KpeMa YIpaBIIiHHS
IKT-pusukamu.
e PCI DSS BcraHOBIIO€ BUMOTH 10 O€3MeKH 00pOOKH IIaTiHOi iH(opMaIlii, 0COOIUBO ISt
e-commerce KOMIaHii.

(%)

. Takok TOKYMEHTH MalOTh 0araTto TOYOK NEPETHHY:
GDPR pomosaioe NIS2 i DORA y nmuTaHHSX 3aXHCTy MEPCOHANBHUX AAaHUX Mijg 4ac
KiOepIHITUICHTIB.
DORA i NIS2 matoTh chiibHi BAMOTH IIOAO YIPABIIHHS PU3UKAMHU Ta KiOEpCTIHKOCTI.
PCI DSS Bucrymae sk MpakTHUYHAN 1HCTPYMEHT peatizallii BUMOT 3 0e3MeKH TUTaTIHUX
JAaHUX, 0 MiIKPITIIIOE UG POBY OE3TEKy 3arajioM.
4. EdextuBHe BHIpOBaKEHHS IMMX JOKYMEHTIB y KpaiHax-wieHax €C crpusaTuMe:
M IBHUINEHHIO KiOEePCTIMKOCTI; 3MIITHEHHIO AOBIpH A0 ITMUGPOBHX TEXHOJOTIH;, CTAJOMy pPO3BHUTKY
G poBOi EKOHOMIKH; 3aKpiruIeHHto mo3uiii €C sk modamsHOTO Jifaepa y chepi mudpoBoi 6e3meKH.

Konduikr inTepecis
ABTOpH MOBIAOMJISIOTH TIPO BiCYTHICTH KOH(IIIKTY iHTEPECIB.
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Abstract. The article presents a thorough study and comparison of the main regulatory acts of
the European Union in the field of cybersecurity, including: NIS2 Directive, General Data Protection
Regulation (GDPR), Digital Operational Resilience Regulation (DORA) and PCI DSS standard. These
documents are considered fundamental elements in shaping the EU's current policy on digital
information protection, covering personal data, financial information and critical infrastructure. The
paper outlines the key objectives of each of the acts, analyses their scope of application, requirements
for regulated entities, risk management mechanisms, incident reporting, interaction with suppliers, and
sanction provisions. Particular attention is paid to comparing the acts in terms of their impact on
business and IT infrastructure, as well as identifying the interrelationships between them. It has been
established that although each document has its own focus - personal data protection, financial
infrastructure resilience, digital network security, or payment card transaction protection - they are all
aimed at creating a comprehensive cyber security ecosystem within the EU. The article also analyses
international analogues of these acts, such as GDPR-like laws in the United States and Brazil, NIST
and ISO standards, which demonstrates the global nature of the digital security problem and the search
for common approaches to solving it. In conclusion, the paper emphasises the importance of a
comprehensive and harmonised approach to cybersecurity as a key condition for the sustainable
development of a digital society. Given the current threats, in particular geopolitical conflicts and the
growing scale of cybercrime, the effective implementation of European standards is of particular
importance for partner countries, in particular Ukraine, which needs to adapt the relevant standards to
enhance national cyber resilience.

Keywords: regulatory documents, European Union, regulatory documents, cybersecurity,
business, information protection
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