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Anomauin: IIpasooxoponni opeanu éce yacmiuie GUKOPUCTNOBYIOMb MEXHON02I NPOSHO3YBANHS MA AGIMOMAMU3AYII,
0e 0CHOBHOI0 MEXHONORIEI0 YACMO € 3ACMOCY8AHHA MemoOie MawunHo2o Hasyauus (ML). Y cmammi posenadaemoca
npobrema nio38imHocmi ma 6i0N08i0aIbHOCMI NPABOOXOPOHHUX OP2aHi6 i NOCA008UX OCIO 6 KOHMEKCmi 3acmocy-
6anHsA MoOenell MawunHo2o Hasuanns ML. Aemopu éxazyioms, wjo ni036iMHICMb € KIIOUOBUM eeMEHMOM 0eMOKpa-
MUYHOI NPaBoOXOPOHHOI OisANbHOCHI, aNle 8UKOPUCIIAHHS NPOZHO3HO20 NPOSPAMHO20 3abe3nedeHHs Modice CIMBOpIo-
eéamu npobremu y 3abesneuenni yiei niozeimunocmi. Cmamms 0b6208opioe, wo 3acmocysants ML mooce npuzsecmu
00 3a8YANt08AHHA BIONOBIOANLHOCI MA YCKIAOHEHHsT NIO36IMHOCII Y «MYAbIMUALEHMHUX CMPYKMYypaxy, wo
06 ’eonyroms mooeti i 0ouucoeanvhi incmpymenmu. Ocobausa yeazy npuodiisiEmvcsi HENPO30POCMI ACOPUMMIE NPU-
KIAOHUX NPOSHOZHUX MOOeell Mma asmoMamu306aHUX CUCeM NPULHAMMA DilleHb, WO CMAE 0NCEPeNoM HeNnopo3y-
MiHb i obepedcHocmi wooo iX 8UKOPUCMAHHA. AGMOpU 8UCY8AIOMb NUMAHHA U000 MO20, AK MOJICHA 3abe3nedumu
eekmusHUTl KOHMPOLL MA NOGHY 36IMHICMb, KOJU KNIOU08] KOMROHEHMU NPOYecy NPULIHAMMA PileHb 3aTUalon b-
€5 HeBI0OMUMU OISL WUPOKOI 2POMAOCOKOCI, NOCAO08UX 0Ci6 ma Hasimb po3poOHUKie mModenell. Y cmammi cmeep-
0JACYEMBCA, WO BANHCIUBT NUMAHHSA, NOB A3aHI 3 Modensimu piuwens ML, modcyms Gymu posensanymi 6e3 0emanbHo2o
3HAHHA AN2OPUMMY HAGUAHHA, WO OAE 3MO2Y eKCNepmam npasooxoponHoi diaabrocni, aKi He 3aumaiomvcs ML, eu-
euamu ix y ¢popmi inmenekmyanpHo2o koumpoanio. Excnepmu, sxi ne satimaromocs ML, modcymo i nogunti nepeeisi-
oamu Hagueni mooeni ML. Aemopu Hadaroms «HAGIp IHCMPYMeHmMie» 6 (hopmi 3anumans npo mpu eiemeHmu Mooei
NPUIIHAMMSL PilleHs, SKI MOXNCYmMb 0Ymu AKICHO 00CTIOMNHCeHT eKCnepmamu, sKi He € cneyianricmamu 3 MauuHHO20 Ha-
BUAHHS: HABUANILHI OAHI, HABUAIBHA Mema Ma AHMUYUNAayitina oyinka pezyibmamie. Taxuil nioxio po3uupoe mooic-
JUBOCMI YUX eKcnepmie y euenaoi 00 'ekmuenoi oyinku suxopucmanta mooenei ML y npasooxopoHHux 3a60aHHsX.
OcHosna ides noasieac 6 Momy, Wo HAgimy 6e3 2MUOOKUX MEeXHIYHUX 3HAHb eKCHepmU MOHCYMb AHANIZy8amuy ma ne-
peensioamu moodeni ML, poskpusarouu ixurwo eghexmugnicme uepes npusmy 61acHo20 00ceidy. [lanuil nioxio cnpuse
NOPO3YMIHHIO BUKOPUCMAHHSA MEXHON02IT MAUWUHHOZ0 HABUAHHA 8 PAMKAX NPABOOXOPOHHOI OIANbHOC, POSWUPIOIO-
4y nomenyian 6i0N0GIOHUX excnepmis, He nog a3anux 3 ML.

Knrwuoei cnosa: mawiunte HaguanHs, WMy4HULl iIHMeaeKm, aHaniz OAHUX.

1. Beryn

[IpaBOOXOpOHHI OpraHu BCe YacTillle 3aCTOCOBYIOTh JIOCSTHEHHS 1HPOpPMAIITHIUX TEXHOJIOT1H
Ta ITYYHOTO 1HTENEKTY, 100 HamaraTucs nepeadadynuTH MoJii Ta aBTOMAaTU3yBaTH 0OpOOKY JaHMX
10 BUHUKAIOTh B MPOIECi MPAaBOOXOPOHHOI JiSUTBHOCTI. Y IIbOMY NMPaBOOXOPOHHA AiSJIBHICTH CXO-
’Ka Ha 0araro 1HIIMX Tajdy3ell — YIpaBlliHHS aBTO, POTHO3YBaHHS MOTOJY, BUPILIEHHS 3asBOK Ha
Kpeaut toio. [IporHocThyHa aHadITHKA MIATPUMYE YIIPaBIIHHS PU3UKaMH y cdepl ymnpaBiaiHHS
6e3nekoto [1]. Jlonnon, Jloc-Anmxkenec, Mionxen, Houit Opnean, @inanensdis, Lropux Ta Xap-
KiB — II€ IPUKIAAN MICT, € TMOJilisi BUKOPHCTOBYE ab0 TecTyBasla IHTEJIEKTyaJbHE MOileHChKe
nporpamMHe 3a0e3NeueHHs], sSKe Mae Ha MeTi abo mepeadauyuTH, 1€ MOXKYTh CTaTUCS 3JIOYMHH, a00
XTO, UMOBIPHO, BUMHUTH 3JI0YMH y MailOyTHhoMYy. MamunHe HaBuaHHS (ML) € KkiitouoBoro TeXHO-
JIOTi€10, SIKA JIGKUTh B OCHOBI 0ararpox i3 1ux nporpam. [Iporpamue 3a0e3nedeHHs sl MAlIMHHOTO
HaBYaHHS MOXE palliOHaTI3yBaTH TPYIOMICTKI 3aBJaHHS 0OPOOKH JaHUX, TAKUX K aHAJi3 BEIHUKO-
ro o0csry JIOKyMEHTIB, ONPMWIIOAHEHUX y XOJ1 PO3CIHilyBaHHs, Ta Kiacudikamis ix 3a kaTeropis-

6 © VY3nos [., Crpykos B., T'yainia B., Bnacos O., 2023
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MU [2]. Pa3om 3 muM MiA3BITHICTH MO BUKIMKAIA 3aHEMIOKOEHHSI 1110 BUKOPUCTAHHS MOJIENICH
ML poGuTh JIF01eH HECTIPOMOKHUMH BiIIOBIaTH 3a PIiIlIEHHS 1110 OyJIH NpUHHATI Ha TX ocHOBI [3].
[I{o6 cmpocTyBaTH MOIOHI 3aHETIOKOEHHS, HEOOXIAHO 3pOOUTH MPOLECH MPUHHSATTS PillIeHb, 10
IPYHTYIOTbCSI Ha pe3yJbTaTaX BUKOPUCTaHHA Mojeseil ML, 1ocTynmHUMH U1 KOHTPOJIIO.

[Tporuo3ny mpaBoOOXOPOHHY JiSUTBHICTH MOYKHA PO3TIISIATH SIK OKPEMY TEXHIKY il IUPIIO0
1apacoJIbKOI0 ITPABOOXOPOHHOT AIsUTBHOCTI, KepoBaHoi aHamiTHKOIO (ILP). ILP BUHUK sik mpakTH4HA
VIpaBIiHChKA MporpaMa Ui MPUHHATTS PIlIeHb, MO0 MPABOOXOPOHHHUX TOCIYr Ha OCHOBI
00’ ekTHBHOTO aHaMi3y manux [4]. CucreMatnuHuii 30ip 1 aHATI3 PO3BiAyBAIBHUX JaHUX MAOTh Ha
METI MIJBUIIATH SK €()EeKTUBHICTh MPOTUIIl 3IOYMHHOCTI, 3a0e3Mmeuytoun K OUTbII TOYHE BU3HA-
YeHHS IJIeH, TaK 1 eKOHOMIYHY €(EeKTUBHICTH [5]. Y mpaBOOXOPOHHIN AiSUIBHOCTI 3 MPOTHO3YBaH-
HaM, sk 1 B ILP, anami3 i pimeHHs HEHTpalTi30BaHl Ta pallioHaTiI30BaHi; MPOTHOCTUYHA MTPABOOX0-
POHHA JISITBHICTD MiJKPECTIOE 00’ €KTUBHUM, HAYKOBUN BUOIp CTpaTeriii Ta TAKTHK 1 HAJa€e mepeBa-
Iy HEHTpaIi30BaHOMY, palliOHATI30BaHOMY MPUUHSTTIO PIIICHh HA OCHOBI aHAII3Y JaHUX.

2. Ilix3BiTHiCTH MPABOOXOPOHHUX OPraHiB

[Tig3BITHICTH Ta BiAMOBINATBHICTH MPABOOXOPOHHUX OpraHi3amii 1 HOcaJoBUX 0Ci0 € KITF0Y0-
BUM KOMIIOHEHTOM JIEMOKPATUYHOI IPAaBOOXOPOHHOI AISJIBHOCTI, 1 BXKE JJABHO € MPEIMETOM 3aHe-
MOKOEHHSI TOCIITHUKIB 1 IPAaKTUKIB MPABOOXOPOHHUX OpraHiB [6]. 3 TOYKH 30py MO3HUIIii IPaBOO-
XOPOHHMX CHJI Y IEMOKpPATHUHIN CUCTEMI, NIA3BITHICTh MOKE O3HAYaTH MOJITUYHUN KOHTPOJIb HaJl
ToJIiLi€r0 a00 CHIBIPALIO MiX MOJILIEI0 Ta YPAI0M, 3TIHO 3 SIKOIO MOJIiLlis MTOBUHHA HaJaBaTH I0-
SICHEHHSI ITPO TPUHHSATTI PIlICHHS.

3acTocyBaHHS NPOTHO3HOTO IMPOrpaMHOro 3abe3nedeHHs a0o MPOrpamMHOro 3ale3nedyeHHs
IUIL aBTOMATW3alii JUIsl MIATPUMKH TPUHHSTTSA PIlIEHh MOXE (YHIaMEHTATbHO IOCTABUTH IiJI
CYMHIB 3JIaTHICTh MOCAI0OBUX OCI0 Ta OpraHizailiil 3BiTYBaTH PO MPOIECH NMPUMHATTA pillleHb, a
TaKOXX 3aBYaJIFOBATH BiJIMOBIIATBHICTD Y «MYJIBTHATCHTHUX CTPYKTYpPax», IO CKIAJAIOTHCA 3 JIIO-
7el 1 00UMCIIOBaIbHUX IHCTPYMEHTIB. Hempo3opicTh «anropuTMiBy MPUKIAJHUX MPOTHO3HUX MO-
neneit abo aBTOMAaTH30BaHUX CHUCTEM MPUUHSATTS PIlIEHb 3aJUIIAETHCS OCHOBHOIO MPHYUHOIO 3aHe-
MOKOEHHS I110JI0 X BUKOPHUCTaHHS [7]. ICHYe 3aHENOKOEHHS, 10 aJTOPUTMH «€ HETPO30PUMU» B
TOMY CEHCI, 10 OJIepKyBaul BUXIIHUX JaHUX poOoTH anroputmy ML (kracugixayis, kracmepusa-
Yisl, npoeHo3), PIIKO MalOTh KOHKPETHE YSABJIEHHS IPO TE, SIK 1 YOMY KOHKpETHa KiIacudikaris, Kia-
crepu3ailist abo mporHo3 OyJau OTpUMaHi Ha OCHOBI BXIHUX JaHMX [7].

Konu onun abo Ouibliie eIeMEeHTIB Mpoliecy NPUMHSTTA pillieHb HE3p03yMilli, Oy/ib-sKa 3 BU-
I1e3ralaHuX KOHLEMIiH MiA3BITHOCTI CTaBUThCS MiA cyMHiB. Moaens ML, sik mpaBuiio, BOyoBaHa
B MporpamMHe 3a0e3MeUeHHs], MPAIoe K «I0pHA CKPUHBbKaA», 1€ BXIAHI JaHl (Hanpukiao, 2eonpoc-
moposi 0awi, Wooo 3104unHOCmi ma/4u demozpagii) oOpoOIAIOTECS Yy BUXIAHI JaH1 (Hanpukiao,
NpOocHO3 YU Klacugikayiro) 3a JOTOMOTO OOYHCIICHb, K1 3AIMIIAIOTHCS HEBUAUMUMU I KiHIIe-
BOro KopHucTyBaua. He3Bakatouu Ha Te, 110 1€ MpoIiec, Mo CyTi, He € HE3PO3YMUINM, BiH MPaKTHY-
HO HE3pPO3YyMIINH JIJIs1 HE eKCIEPTiB, 1 MOXkKe 3pOOUTH OCHOBY HE3PO3yMIJIOCTI 111010 OOTPYHTYBAaHHS
MPUUHSTTS PIIIECHb.

BuHuKalOTh MUTaHHS: K MOXKE iCHYBaTH €()EeKTUBHUI MOJNITHYHUI KOHTPOJIb HaJl MPUHHSIT-
TAM pIllIEHb, SIKIIO KIIOYOBUNH KOMIIOHEHT Y (OpMYyBaHHI NMPUHHATTS pillieHb (aKTUYHO HEBIJO-
Muii? Sk mominis MoKe MOBHICTIO 3BITYBaTH PO CBOi PIllIEHHS, SKIIO BOHM YAaCTKOBO CIUPATIHUCA
Ha aHai3, KU BOHHU caMmi HE B 3M031 NOSICHUTU? B 1poMy ceHCl npo3opicms pO3TIsSaeThCs 5K
YacTHHA 11€aIbHOTO BUPILICHHS Mpo0ieM BUKOpHCTaHHS ML U1t MiA3BITHOTO NPUNHHSATTS PillIeHb.
JIJIss TOCSITHEHHST MPO30pOCTi iH(popMallis Mae OyTH IOCTYIHOI Ta 3po3ymiroro [8]. OmHak 1e
CKJIaJTHO, KOJIM M/IeThCS PO HaIliBAaBTOMAaTH30BaHI 1HTEJNEKTyabHI cucTeMH. Pa3om 3 1ium, mia3BiT-




ISSN 2519-2310 CS&CS, Issue 2(24) 2023

HICTh MOXE€ OYTH MOXJIHMBOIO 0€3 MOBHOI MPO30POCTi (HANpuKiao, po3Kpumms UXioHo2o Koo0y)
IUISIXOM PO3POOKH IMiI3BITHOCTI B IPOrpaMHOMY 3a0€3IeUCHHI.

3. MammHHe HABYAHHS i IPABOOXOPOHHA AiVIbHICTH

Hes3Baxarouu Ha Te, 1110 MAalIMHU BXKE€ JOCUTH JIaBHO MOXXYTh HaBUaTHCS HAa OCHOBI JIaHHX, 32
OCTaHH1 ACCATUIITTS MAlIMHU CTaJI 3aTHUMHU HaBYATHCS Ta JIOCSITaTH YCIiXy B KOTHITUBHHX 3a-
BJIAHHSX, TAKUX SIK TO3HAUCHHS 00’ €KTIB HA 300paKCHHSIX 1 BU3HAYCHHS CIIiB 3a 3ByKamu. OHUM i3
TEXHOJIOTIYHMX 3aCTOCYBaHb I[bOTO OYJIO aBTOMAaTHU30BaHE pO3Mi3HABAaHHS HOMEPHUX 3Ha-
kiB (APNR). Cucremu APNR, BCcTaHOBJICHI HA TIPAaBOOXOPOHHUX TPAHCIIOPTHHUX 3aC00aX, MOJICTIIHU-
T TIOJTIIEHChKUM MOHITOPHHT MPaBONMOPYITHUKIB. Ll po3poOku BimOynHcs 3aBISIKU TOEIHAHHIO
HOBUX QJITOPUTMIB HaBYAHHS (Oeski po3pobiaeni 3 1950-x poxis i pawiwe), OUIBIINA 00YUCITIOBATD-
Hill TOTYKHOCTI Ta po3poOui Koay Ut epeKTUBHOTO BUKOPHCTAHHS O0YHCIIOBAIBHOI OTYKHOCTI
MAalIMHU JJIs BUpIIIeHHs mpobsieM HaBuaHHs [9]. Ha nogaTtok 10 MOXKIMBOCTI HaBYaHHS KOTHITHUB-
HUM 3aBJIaHHSM, III€ OJIHI€I0 HE MEHII BaXKIMBOIO po3poOkoro ML € BUHAlIGHHS alrOpUTMIB Ha-
BUYaHHS, K1 MOXKYTh HAOJIMKEHO CTBOPIOBATU CKJIaAHI (PYHKIIII Ta BUOMPATHU BaXKIIMBI XapaKTepHC-
TUKH 0€3 TIepeHaBYaHHs MOJIETi BiIHOCHO HaBYabHOI BUOIpKH. Lli BIOCKOHATICHHS aJITOPUTMY J10-
3BOJIMJIM MAIllMHI HaBYaTHCS 3 HAOOPIB JIaHUX 13 THCSYaMU MO3HAYeHUX (PyHKIIIiA, 1100 BOHA MOTJIa
BuOHMpaT QyHKIiT (3MiHHI) 1 pyHKIIOHANBHY QOpMY, sIKa, IMOBIpHO, 100pe MpamroBaTuMe i Jac
MIPOTHO3YBaHHS HOBHUX 3pa3KiB.

Ile o3Hauae, 1m0 3MiHHI, SKi BUKOPHCTOBYIOTHCS B MOJICIISIX MAIIMHHOTO HABYAHHS, HE
000B’SI3KOBO BUOHMPAIOThCS (paxiBLISIMHU B Taiy3i, a CKOpillle CaMHM ajJrOpPUTMOM MAIIMHHOTO Ha-
BUYaHHS, 1 IO PIlICHHS MPUHMAIOTHCS HE HA OCHOBI TEOPi, pOo3p00ICHUX JIIOBMH, a OLIBIIIE 3 TOY-
KH 30pY TOTO, «W0 npayioe» B TEPMiHU MPorHO3HOI cvutt ML. He auBHO, 110 111 HOBI MOKJIMBOCTI
3pOoOMIIM MOJIENl 3 MAallMHHUM HAaBYAHHAM JeAalli KOPUCHIIIMMHU ISl IPUHHATTI PIillICHh Ha MpaK-
tui. Moneni ML Oynu BHKOpHCTaHi, HaPUKIIaA, YTPaBIiHHAM 3 OOpOTHOM 3 CEpHO3ZHMMU IIax-
paiictBamu Benmukooputanii (UK Serious Fraud Office) mis BusiBICHHS I0pUAMYHO KOH(IIEHITIMH-
HUX MaTepiajiiB cepesl MUIbHOHIB pO3KPUTHX JTIOKYMEHTIB y po3ciinyBanHi [10], a Hopse3skum op-
TaHOM 1HCIEKIIi{ mpari A MPOTHO3yBaHHSA pOOOYHX MICIh 3 BUCOKUM PU3UKOM MOPYIIEHB IS Tie-
PEBIPKU ar€HTCTBOM.

OO6roBoproroun, 4u BUKOPUCTOBYBaTH ML y mpoliieci puMHSTTA pillieHb IPAaBOOXOPOHHUMH
OpraHaMmu, Ba)JIMBO MOPiBHIOBATH ML He 3 iealbHUM MPOLIECOM MPUNHHATTS PillieHb, a 3 IPUHHSIT-
TSM PIlIeHb JIIOJbMU. MallliHU MPUHUMAIOTh PIICHHS B HEONTUMAJIBHUX CEPEIOBUINAX HA OCHOBI
HEMEePEeKOHINBUX, He30arHEHHHX 1 OMaHIMBHX Jqoka3iB. [llopa3y, konu mpUIHATTS pilieHb TPU3BO-
IUTH 10 HECHPAaBEIJIUBUX PE3YNbTATIB, MPOILECH MOXKE OYTH Ba)XXKO BIJCTEKUTHU, 1 «TSDKKO OyBae
MPOCTO BU3HAYUTH, XTO MOBHHEH HECTH BIAMOBIJANBHICTH 3a 3amofisHy mkoay» [11]. Onnak me
¢dbyHIaMeHTallbHa po0aeMa IPUUHATTSA pIlIeHb K Taka, a He YHIKalbHa JJIs pilleHb, SKI Npuiima-
I0TbCS 200 MIATPUMYIOTHCS MAIlIMHAMH.

JIrogu 4yyn0BO HABYAKOTHCS HA OCHOBI KOTHITUBHUX JMaHuX. CIyxarodu 3BYKH, JUBJISTYUCH HA
O0JNMYYs Ta CIIOCTEPIraloyd 3a HABKOJHUIIHIM CEPEIOBHIIEM, MU PO3PI3HIEMO CKIIAIH, CJIOBa, pe-
YeHHsI Ta 3HaYeHHs. MU MOXEMO BCTAHOBUTH 3B’SI30K MIXK YCMIIIKOK, CAPKACTUYHUM TOHOM, OYK-
BAJILHUM 3HAUEHHSM PEUYCHHS Ta THUM, IO MaB HaMip cKa3aTH MOBEIb. MU MOXeMO YUTaTH KHHUTH
Ta HOBHUHH, PO3MOBIIATH 3 JIOJbMU 1 pOOUTH CKIIaJH1 BUCHOBKU. KOMIT’ ToTepH Bce 111€ He TaK MOBHO
BUKOPHUCTOBYIOTh KOTHITHBHI JIaHi, SIK 1€ poOJsATh moau. I B To# yac sk oM 3a3BMYail HAKOIU-
YyIOTh JIMIIIE BECh YYTTEBUH J1ala30H CBOIX MEPeKHWBaHb, TO NEBHI JaHi (HAMpUKIaa, 300pakeHHs,
3BYK, BIJIEO MIEBHOTO BU/Y) 3a3BHUail 30MParOTh 3 METOK HaBUYaHHS KOMIT FOTEPIB.

BaxnuBa BiIMIHHICTh MK MAIIMHHUM 1 JIFOJCHKUM HAaBYaHHIM MOJIATaE B ToMy, mo ML Ga-

3y€ThCS Ha BIIOMHX alTOpUTMax. 32 BU3HAUEHHSIM, aITOPUTM — L€ Hallp IHCTPYKIIiH, Kl onucy-
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I0Th TIOPSIIOK J1ilf BUKOHABLIA, 1100 JOCSATTH pe3ylbTaTy po3B’si3aHHS 33/1a4l 32 CKIHUCHHY KUIbKICTb
Iii; cucTeMa MpaBHJl BUKOHAHHS JHCKPETHOTO TPOIIECY, KA OCATAE MOCTABICHOT METH 3a CKiH-
yeHHUH vac. JIroau, 3BHMYAHO, TAKOX MArOTh MPOLEIYPH JJIs BUPIMICHHS NMpoOJeM y CKiHYCHHY
KUTBKICTh KPOKIB, SIKi 4aCTO BKJIIOYAIOTh MOBTOPEHHs orepartii. OgHak, HaBITh JIFOAWHA, KA 1X BH-
KOPHCTOBYE, HE 3aBXKIU MOXKE 3HATH a00 PO3YMITH IIi MPOIIEITyPH.

Mu 3Haemo, SIKi aJrOPUTMH BUKOPUCTOBYIOTb MAIUUHHU (MU 3ARUCYEMO IX HA MO8aAX
npocpamysants), i MU MOKEMO KOHTPOJIIOBATH JIaHi, 3 SKUX BOHU HABYHIUCS (MU MOKEMO B OyIib-
KU MOMEHT CKUHYTH iX HaJallITyBaHHsS, BBECTH II€BHI HaBYAJbHI JJaHl B MOJIe/lb a00 IPUIIMHUTH
HaB4aHHs). HaBuaHHA Ta HAacCTYmHI pilIEHHS IO NPUHAMAIOTHCS MAIIMHOIO, B MPHUHIUIIL, OLIBII
MPO30Pi HIXK Ti M0 MPUHAMAIOTECS JTIOABMH. 3PEIITOI0, MU HE MUCAIH KOJI /ISl HABYAHHS JIFOJIUHHY, 1
MU MaJIO KOHTPOJIFOEMO BX1JIHI JaHi, K1 JIFOJM BUKOPHUCTOBYBAIM y CBOEMY HaBYaHHI Ta MPUHHATTI
pimenHs. OTXe, € NEeBHA IPOHIA B TOMY, IO OJHA 3 TOJOBHHUX KPUTHYHHUX 3ayBaXKEHb MO0
BUKOPUCTaHHS MAlIMHHOTO HABYaHHsS NPU NPUNHATTI pillleHb NOJSAra€e B TOMY, L0 MAaIIMHHI
PIIIICHHSI € HEMPO30PHUMHU.

OpnHe 3 MOXIMBHUX TOSCHEHb i€l HEBIAMOBITHOCTI MOJIATa€ B TOMY, 11O MOXHa BiJHOCHO
MIPOCTO 3aIUTATH JIO/ICH, IK BOHHM MPUHIIUIM JI0 CBOIX pinieHb. bymo 6 po3ymMHO odiKyBaTH, 10 Ha-
YaJIbHUK TOMIIT MOSCHUTH (DaKTH, IHTEpIIpeTallii Ta MPiOPUTETH, IO CTOATh 32 WOr0 MPUHHATTIAM
pimenb. HabaraTo Bak4e naTv MOJIOHI MOSCHEHHS TOro, YOMY MalllHa 3MOJICIIOBala caMe TakKi
pe3yabTaTh CBOET poOOTH; a y 6ararboX BHITaKaX MOXe OyTH HaBiTh BaKKO OMKCATH II€ TPOCTOIO
MoBOI0. Henpo3opicTh HaBYaHHS MalllMH MOXe€, B IPUHLKII, OYTH HUKUYOIO, HIK Y JIFOJEH, aje Ha
MIPAKTUIl BOHA BUIIA. SIK JIFOIM, MH KpaIlle ITiITOTOBJICHI JI0 TOTO, 00 3alUTyBAaTH 1HIIUX JIOACH,
SIK BOHH JIHIIIM CBOIX BUCHOBKIB, HIXK JJOMUTYBATH MOJIENb MAIlIMHU.

Lls HEpo30picTh, X0U 1 3p0O3yMijia, BUKIUKAE 3aHETIOKOEHHS, OCKUIBKH MOYE MPU3BECTH 10
«11030aBJICHHS BiJl BiJIIOBIAATBLHOCTI» JIIOJICH Y 3MIIIAHUX CUCTEMAX «4on0gik-mawunay [8]. Buxi-
JTH1 JTaH1 i1 MAIIMHA MOXYTh 3/IaBATUCS «0e-Cy0 €EKMuUBo8aHuMuy 1, TAKUM YHHOM, 1HTEpPIIPETyBa-
THUCS KIHIEBUMH KOPUCTYyBauyaMH, sIK OUTbII 00’ €KTHUBHI, HI’K BOHHU € Hacmpasji, 00 Ha CcIpas]i, BO-
HU LUJIKOM 3aJIeXkaTh BiJ JaHUX HaBYAJIbHOI BUOIPKH, SIKY (POpPMYE JItO/IMHA, a 3HAYUTh TYT € (hakTop
cy0’ekTHUBHOCTI. B 11bOMy ceHci, Moke OyTH KOPHUCHUM CTPYKTYypyBaTH OOTOBOPEHHS MIXK €KCIep-
tamu 3 ML Ta iHIUMH NpoQiIbBHUMH €KCIIepTaMU HaBKOJIO TPbOX €JIEMEHTIB, sIKi BiZJOOpakaroTh
LIl THI NEePEBIPKU:

1. Bumoru K JaHuM, sIKi BAKOPHCTOBYIOTHCS JUTsl HABYaHHS HEMPOHHOT Mepexi 3a 110-
nomororw ML;

2. Mera HaBYaHHS HEHPOHHOT MEPEXKi;

3. Sk pe3yibTaTH BILTUBAIOTH HA TIOIAJIBIINI HAaBYAIbHI JaHi.

L1i enemenTu He excriepTd 3 ML MOXXyTb 3p03yMITH Ta OLIIHUTH.

Kopucaum npunyieHHsaM JUist eKCIEepTiB, sIK1 He 3aiiMatoTbess ML, mig yac 06roBopeHHs Mo-
neneit ML e mpunymieHHs, 0 alropuT™M HaBYaHHA, oOpaHuii ekceproM ML, € onTuManbHuM Uist
JOCSITHEHHST BCTAHOBIICHOI METH 3a JIOMTIOMOTOIO 33JaHuX MaHuX. He3Bakaroum Ha Te, IO 1€ TpH-
nylieHHs 6arato pa3iB XuOHe, BOHO Ma€ IMepeBary, OCKUIbKH POOUTH OUIbIY YaCTUHY CKJIaJHOCTI
MalIMHHOTO HaBYaHHS, HAIIPUKJIal 3HAHHS TOTO0, K (YHKI[IOHYIOTh PEKYPEHTHI HEMPOHHI Mepexi,
HEaKTyaJlbHUMHU. BBajkaeTbcs, 10 1€ MPUITYIIEHHS MOXE 3HM3UTHU IUIaHKY JUIs He(axiBIliB 111010
BCTYILY B AMCKYCIIO 3 ekcnepraMu 3 ML 1 cripusiTi a1 quckycii.

OntuManbHUR y IbOMY KOHTEKCTI HE € HOPMATUBHUM TEPMIHOM 1 ICHY€ KJIIOYOBA BiJMiH-
HICTh MK MOHATTSIMH ONTUMAJILHOTO Ta 100poro. OGUUCIIEHHS Ta CTaTUCTHUKA MPOMOHYIOTh MOXK-
JUBICTH €KOHOMIYHO €()eKTUBHOI'O TECTYBaHHS BEJIMUYE3HOI KUIBKOCTI MOXIIMBUX Mojeneil. MeToro
anroputMy ML € BU3Hau€HHs ONTUMANbHUX MApaMETPiB JAJS JIOCATHEHHsS BHU3HAYEHOI METH Ha-
BUYaHHS, HEXTYIOUM TaKUMHU pedaMH, SIK €THUHI NpoOIeMH, OB’ s13aH1 3 MOJILIENHCHKOIO AISUTbHICTIO,
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SKILO BOHU SIBHO HE peaii3oBaHi Ta 3amporpamoBadi [12]. Onrumizanis o3Hayae BUOip nmapaMeTpis,
SIK1 pOOJISATh HAWTOYHIII MPOTHO3HM, BPAXOBYIOYM BUKOPHCTAHI JaHI Ta HaBYaHHA, 100 TOCATTH
HaNKpanioi IpoayKTHBHOCTI.

4. IluTaHHs PO CNPABEAJINBICTD I OOIPYHTOBAHICTD: IHCTPYMeEHTAPil

CycnibecTBO 3aIiKaBICHO B 3aM00ITaHHI 3JI0YMHHOCTI Ta €)EKTUBHIN MOMIEHCHKIN AisUTbHO-
CTi, ajJie TaKOX 3alliKaBJICHO B TOMY, III00 CTpaTerii MpaBOOXOPOHHUX OpPraHiB, BKJIIOYAOYH PIlICH-
HS II0JI0 PO3TOPTAHHS Ta CTEXEHHA, Oynu e(peKTHBHUMH, YECHUMH Ta clipaBeyiuBUMU. Lle Buma-
ra€ po3yMiHHS, OI[IHKH Ta yIpaBimiHHA [3].

3arajioMm KaxXy4u, pillleHHS MOYKHa KPUTHKYBATH 3 OTJISIy Ha JIBa Pi3HI NUTAHHA: OOTPYHTO-
BaHICTh PIIIEHHS Ta CIpaBeIHBICTh pimeHHs. {00 po3riasHyTH BamigHICTh (6i0n06ioHicmb) MO-
Jielli, MU 3aIUTYEMO: UM MPU3BENIO PIIICHHS 0 3ariaHoBaHOro pe3yibTaTy? {00 ominutu Bamia-
HICTb, PEIICH3EHTY MOTPIOHO Oy/e PO3IIIAHYTH: - UM MOJENb HaBUYaHHS BigoOpaxkae ¢akTuuny ede-
KTUBHICTbh Ha OCHOBI y3TOP)KEHOTO MOKa3HUKa ePeKTUBHOCTI, a00 cama MeTpuKa e)eKTUBHOCTI BU-
MIpIO€ T, 0 MU MaJId HaMip BUMIipATH. OCKUIBKH LI HABYaHHS MOXKYTh OyTH JOCUTH aOCTPaKT-
HUMU Ta CyNepewIMBUMU (Hanpuxnaod, yine 3meHueH s PigHs 310YUHHOCMI), 0OCSIT TUTaHb BaJlifl-
HOCTi, IMOBIpHO, OyZe 3a MeXaMu MpeAMETHOI 00JacTi Ui PO3yMiHHS MPOTPAMICTIB 1 CTaTUCTH-
kiB. OJIHaK, HaBiTh JOCUTh «BY3bKI» MHUTAHHA, TaKi K YIEpeHKEHICTh BiIOOPY B HaBUAIbHHX Ja-
HUX, MOK€ OyTH JIeTIIe BUKPHUTA EKCIIepTaMHu, KOTpi He 3aiiMaroThesi ML 1 ki MOXyTh 3HATH, Ha-
MIPUKIIAJ, K 30MparoThCs BiAMOBIAHI BimoMocTi. Tak Hampukian — iHGopmarlis, IMBHUAIIC 32 BCE,
Oyne 3adikcoBaHa MOMNIEHCHKUMHU, SIKIIO BOHM BBAXATUMYTH ii KOPHCHOO JJISl YCHIIIHOTO PO3K-
pUTTS a00 3an00iraHHs 3I0UKHY.

[TepeBipka cripaBeUTMBOCTI PIIICHHS, IPUIHATOTO HA OCHOBI «JTFOACHKOT» 200 MAIIMHHOT MO-
neni, nepeadavyae 3anuTaHHs, 4 OyJM 3allJIJaHOBAaHUU Pe3yibTarT 1 3aCO0M HOTro JOCATHEHHS XOpO-
mmu? OlLiHKa CIIPaBeATMBOCTI € HOPMAaTUBHUM 3aBIaHHAM. Y I[bOMY KOHTEKCTI IIe O3Havae, 1110
MeTa HaBUYaHHS, MPOIIEC, SKUW MOKpaIlye HaBYaHHs, 1 3aCO0U JJIA TOCSATHEHHS YCIXy B HaBYaHHI
BHU3HAUEHI IEMOKPATUYHO JIETITUMHUM IIJISIXOM. 3a0€3MeYeHHs] MOKIMBOCTI BIAKPUTHX 1 IEMOKpa-
TUYHUX /1€0aTIB € K BUMOTOI0, TaK 1 YaCTUHOIO BUPIIIEHHS MPOOJIEMU CIIPABETUBOCTI.

Jlani HaBeeHO HaOlp MUTaHb, SIKI HEEKCIEPTH MOXKYTh MOCTaBUTH PO3POOHHMKAM MOJENe 3
MallMHHUM HaBUYaHHSM, CIIO/IIBAIOYMCh OTPUMATH 3p03yMili BiamoBiai. Biamosimi y dopmi «mpote
MU BpaxyBalld 1€ B HaIIill MOJENi» BUMAararoTh pillieHb MOJIEIIOBaHHS, sIKI MOKHa Oyio O BUCIO-
BUTHU SIBHO, 1 11 PIlIEHHS TIOBHHHI OyTH 3aCTEPEKEHHSAM JJIsl BCIX, XTO BUKOPUCTOBYE MOJENb. [H-
CTpyMEHTAapii MOAUIEHO Ha PO3JAUIM 3 TUTAHHIMM PO JaHl, PO HaBYAHHS Ta PO aHTULMIMALIAHY
OLIIHKY pe3yibTaTiB. MeTa IHCTpyMEHTapio — HaJaTh MOXKJIUBICTh €KCIepTaM, sIKi He 3aiMaroThCs
ML, Bectu nebatu 3 excriepramu 3 ML.

5. Mani nas HaBuanua ML mopeneii

31m0YMHM yacTile 3a Bce (IKCYIOThCS MOJIIIE0 1 JHIIE 3apeeCTPOBaHi 3J10YMHU CTAIOTh Ja-
HUMH TIPO 3JI0YMHHU. TakuM YMHOM, CTaTUCTHKA 3JI0YMHHOCTI MPOXOAUTH mpoliec Binbopy. Ilepma
CTaJIisl MPOIeCy — 3aKOHO/IaBYa; 1€ KO MEeBHI AISHHSA KpUMiHAIi30BaHl. B momanemiomy gaHi Ha-
KOMUYYIOTbCS B IPABOOXOPOHHUX 1HQOpMAIIHUX cucTeMax. /[aHi KaTeropu3yroThCsi, 4aCTKOBO
CTPYKTYPYIOTbCS Ta 3axuIaioTbes. CycniIbCTBO Ma€ JOCTYI JIMIIE 10 YaCTUHH BiAOMOCTEH Mpo
370YMHHM. bijbllla yacTMHA JAaHUX € 3aKPUTOIO Bij cycmiibcTBa. 30ip AaHUX € CyO €KTUBHUM 1 3a-
JIeXITh BIJ cy0’ekTa mo iX 30upae (cneyughiunoeo nioposoiny). YacTuHa 3JI0YMHIB € JTATEHTHOIO
(mpuxoBaHOI0) 1 HE TIONAa€ B CUCTEMH TOJIIEHCHKOro 00Ky Yepe3 Te, IO JesKi 37I0YMHH He M0-
BIIOMJISIEFOTHCST @00 HE PO3KPUBAIOTHCS TPOMACHKICTIO Ta TOJIIIIEIO.
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B Takux ymoBax, ¢popMyBaHHS JaHUX A HaBuaHHS Monened ML 3yctpidaeTscs 3 mpobie-
MaMu:

- pemnpe3eHTATUBHICTh BUOIPKH,

- aKTYyaJbHICTB;
- HEYNEepeMKEHICTh TaHUX.

YnepemKeHicTh IPaBOOXOPOHHUX MPAKTHK 1HKOJIM MOXYTh BIUIMBATH Ha JaHi, CTBOPEHI IO-
airiero. Jocmimkennss Human Rights Data Analysis Group maBoauth mokasoBuii mpukian [13].
JlocImipKeHHST 3MOJIENIIOBAJI0 IPOTHO3HU MPABOOXOPOHHOT NiSTIBHOCTI 3 BUKOPUCTAHHIM aJITOPUTMY
ML «PredPol» [ 14] Ha OCHOBI MPaBOOXOPOHHUX JIAHUX 11010 OOPOTHOM 3 HapKOTUKaMH B OKIICH/II,
KasmigopHhisi, a moTiM MOPiBHSUIO MPOTHO3U 3 MOJICISIMH BXKMBaHHS HAPKOTHKIB, OI[IHEHUMH Ha OC-
HOBI JIaHUX HAILlIOHAJBHOTO ONMMTYBAHHS MPO BXKMBAaHHS HAPKOTHKIB 1 3710poB’a. Byrno BusBieHO,
10 3a pe3yjbTaTaMu poOOTH anroput™My «PredPol» «reMHOMIKIpi Jroau adprUKaHCHKOTO IOXO-
JDKEHHST OyAyTh 00’€KTOM MOodimii mo 60poTh0i 3 HAPKOTHKAaMH MPUOIM3HO BJBIYl YacTilIe», He-
3Ba)KalOUW Ha OLIHKH, SIKl IOKa3yl0Th MPUOIU3HO OJHAKOBI PiBHI BXKUBaHHA HapkoTukiB [13]. Jlto-
1M 3 HU3bKUM PiBHEM JO0XOAY Ta He OUIOMIKipi, OKPIM TEMHOIIKIPUX JIF0AeH adpHUKaHCHKOTO MOXO0-
JDKEHHS, TaKOXK OyyTh HEMPOMOPLIHHOK MIIIEHHIO, TOOTO HAMIPHOIO LTI MOJTILI].

Le#t mpukIan yrepemKeHOCTI MMoKa3ye, sSIK BXiTHI JaHi, SKi BUKOPHUCTOBYIOTHCS JIJIsi HABYaHHS
MaIIHH 1 JI0JeH, MOXKYTh MIPU3BECTHU J0 HEAIMCHUX MOJIENeH 1 HeCIIpaBeIIUBOI MPAKTUKH. Y I[OMY
BUIAJKY HEJIIHNCHOI MOJIEUII0 a00 MEepEeKOHAHHSM € Te, 10 HAIlITIOBAaHHS HA )KUTIIOBI paliloHU TeM-
HOIIKIPUX JIFOACH € PO3YMHUM CIIOCOOOM TOBEIIHKH TOJIIIIi, HE3BAKAKYH Ha TE, IO MOJCII BXKU-
BaHHS HAPKOTHKIB CBiAYaTh MPO Te, IO B )KUTJIOBHUX pailoOHaX TEMHOUIKIPHUX JOJCl HE MOBHHHO
OyTH BUIIMX BWIIAQJKiB BKMBaHHS HApKOTHKIB. Pe3ynbpraToM € HecmpaBeminBa MPaBOOXOPOHHA
MPAKTHUKA, 3T1THO 3 KO TEMHOIIKIpi TPOMAaJIIHU Ta palOHM MiJAAI0THCS OUIBIIOMY HAIJISy, HiXK
OUTOMIKIpi TPOMAISTHY, HE3BAKAIOYM HA BIJICYTHICTH 00’ €KTUBHOI OCHOBH B PAacCOBUX MOJIEISX 3710-
YUHIB, MTOB’3aHMUX 13 HAPKOTHKAMHU.

Takum umHOM, HeekcriepTd 3 ML, IOBHHHI 33aTH HACTYIIHI MUTAHHSA CTOCOBHO JIaHUX, IO
IUTAHYETHCSI BAKOPUCTOBYBATH AJIs HaBYaHHs Mozeni ML:

biok A:

- SK1 BXIJHI 1aH1 BUKOPUCTOBYIOThHCS?
- KM HaOlp BUKOPUCTOBYBABCS JJIsl HAaBYaHHS MOJEN1?
- sKUM HaOlp BUKOPUCTOBYETHCS ISl TECTYBaHHSI MPOTYKTUBHOCTI?
- KOJIM, KUM, fK 1 Je Oynu 310pani naHi?
biok b:
- 4YM € IMEHOBaH1 0O3HaKH (3MiHH1)?
- SIKIIO TaK, TO SIKI BOHM 1 sIK1 Hai01blIe BIJIMBAIOTh HA pPe3yIbTaTh?
- sIKi omepallii 3 HUIMM BiJOyBarOThCA Ta SIK BUMIPIOIOTHCS pe3yabTaTu?

biok B:

- - YW OXOIUTIOIOTH BXIAHI MaHl QYHKIIT (npsmo yu onocepedxkosaro), mo He BUKOPUCTO-
BYIOTbCS JUI IPUUHATTS pitnenHs? Hanpuknan, uu noB’si3aHi Oynb-sKi BXiJHI XapakTe-
PUCTHKH 31 CTATTIO TAKUM YHHOM, 1[0 MOJIIbHI PIICHHS BIAPi3HAIOTHCS, SKIIO BH YO-
JIOBIK 4H XKiHKa?

biok I:

- 4YH JIaHl penpe3eHTaTHBHI, sIK BIUTMBAIOTh Ha pe3ylibTaT podotu Moneni? Hampuknan, uu
Oyrna MoJieTb TIepeBipeHa B yMOBaX, /e BOHA 3aCTOCOBaHA?

- sK1 HAWOUIBII OYEBUIHI BIAMIHHOCTI MK YMOBaMHU HaBYaHHS Ta MOTOYHOIO POOOTOIO
Mozeni?

- YH MOTPiOHO BHOCHUTH SIKICh KOPEKTHBH JIJIsl OKPEMHUX TPYI JTaHUX YU Pe3yNbTaTiB?

Biok I’

11
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- sk 30uparotbes nani? Hanpukman, un ix 30upanu 3 HaMipoM BUKOPUCTOBYBATH IS Ta-
KHUX pIIIeHB?

- YW 3HAEMO MU MPO OYyIb-sAKi YIEPEIIKEHHS BIIOOPY (@O0 uepe3 3a0ym, abo uepe3 npax-
muyuni npobemu) Moo 300py naHux?

- XTO 30upae naHi?

6 Merta napuanud. [loctaHoBKa NUTAHDL

Bynb-sike HaBuaHHA Mae MeTy. Y Mozaensx ML mini MoxyTs OyTu Oinbin a00 MEHII SIBHUMH.
HesanexHo Bij TOro, 4v € HaBYaHHS 3 BUUTEIEM, a00 Hi, MOXKHA i JOIIJILHO 3alUTATH, IKOKO € TO-
JIOBHA METa HaBYaHHS Ta K€ KOHKPETHE IIPABUJIO YW BHUMIPIOBAHHS BUKOPHCTOBYETHCS SIK €TAJIOH
1T BU3HAUYEHHS TOTO, Y1 HAaBYAETHCS MO/IEIb.

Mogeni ML onTuMi3yrOThCsl BIATIOBIAHO 0 KOHKPETHUX SIS HaBYaHHS, Ki HEOOX1THO pe-
amizyBatd Ta BUMipsaTH [15]. OckibKy AesKi TUIH Pe3yJabTaTIB JIETIIe BUMIPSATH, HIX 1HIII, MOJIe-
nsM ML BiacTuBa ymepemKeHICTh I0A0 BUOOPY HaBYANBHUX LIJIeH, K1 Haiiermie BuMipsatu. Pe-
3yJIBTaTH, SIKI BXKE OyJIM BUMIpSHI, HAIIPHUKIIAA, MICIE apelITy, CTal0Th MPUBAOJIMBIIINMH, HI)K He-
BUMIPSIHI PE3yNbTaTH, TaKi K peakilis rpoMajsiH Ha TakTUKy mominii. Konu BnactuBa ynepemxke-
HICTb MEPEHOCUTHCS 3 MAIIMHHUX MoAeied Ha (akThyHe NPUNHATTS pIlIeHb, HACTIIKU MOXYTh
OyTu pi3HOMaHITHUMH, SIK 1oka3ye nociuimpkeras HRDAG [13].

Konu HaBuanpHa b € CcHipHOIO a00 peani3yloThes NaieKko Bif ieaabHOoi MOJelNi, TO Mpo-
THO3M TakuX Mmojenei ML ciig 3actocoByBatu 3 oOepexHicTio. Haa3BuyaiiHmii pUKIIa] MOKHA
3HaiiT y By Ta Uxana [16], sxi cTBepIKyIOTh, 110 iXHS Mozenbs ML Moke aBTOMAaTUYHO 1E€HTH-
¢bikyBaTH 370YHMHIIB JHIIE 32 XapaKTEPUCTHUKAMH OOJIHYYS Ta «EMITIPUYHO BCTAHOBHUTH JIOCTOBIp-
HICTh aBTOMaTH30BaHOI'0 BUCHOBKY IPO 3J0YMHHICTh 32 00JUYYSAM, HE3BA)KAIOUM Ha ICTOPUYHI CY-
MEePeYKH HaBKOJIO Ii€i miHii gocmimpkenHs». TyT Monens He Bimokpemiroe 3mounHiiB Bigx HE 3imo-
YHMHLIB, a cKopime ¢ororpadii 3acyKeHUX 1 MiJO3pIoBaHUX 13 cepii (oTorpadiil TOKyMEHTIB,
oTpuMaHuX 3 Mepexi InTepHeT. Cami aBTOPU MOTOJKYIOTECS 3 KPUTUKAMH, K1 CTBEP/DKYIOTb, 1110
PI3HHULA B COLIIAJIbBHO-EKOHOMIYHOMY CTaTycl B IBOX Habopax MOKe MOSICHUTH, YOMY MOJIEN Bia-
€TbCs po3AUTUTH Habopu [16]. B npomy Bunaaky mMeTa 100 PO3Ii3HABAaHHS 3JIOYMHIIIB 332 00IUY-
YsiM € XHMOHOIO 3 TOYKHU 30pYy €KCHEepTiB B 00JacTi KPUMIHANICTUKH, 1 CKOPILI BiTOOpakye po3Moail
HeONIaronoy4Ho1 YaCTUHU HaceNeHHS Ta, BIAMOBIAHO, OJIAaronoayqHoi.

IcHYIOTB /1Ba OUEBHJHUX «3aHETIOKOEHHS» MPH PO3IJIsLAl BUKOpUCcTaHHS Mozeni ML y mporie-
cax MPUIHATTSA PILLICHb:
- 4M peayi3oBaHa Ik 3aKjaaeHa B Mojieni ML, ta 3abe3neueHa e()eKTUBHICTh Y TIOPIBHSIHHI 3
O1IIBIII 3arajIbHOIO Ta BCEOXOIUTIOIOYOI0 METO0 HABYaHHS?
- YU HE CTBOPIOE omepalliiiHa MeTa HebakaHl MoO1YH1 epeKTn?

Kpim Toro, BapTO OKpEeCIUTH 111e OJHE 3aHETIOKOEHHS, KOTPE TOJIATaE B TOMY, 110 Mojieias ML
ONTHMI3ye Oarato, aje He BCl acleKTH rojoBHOI HaB4YaibHOI it [17]. [Tpu po3pobmi moxeni ML
Ta OL[IHIOBAaHHS JIaHMX, SKi BUKOPHCTOBYIOTHCS JUIsl HABYAHHS, JIESKI aCeKTH MOXYTh OyTH BTpa-
yeHi. OOroBopro0YM TOJI0BHY MeTy nporecy ML Ta Te, skuMu MarOTh OyTH OCHOBHI I11JII HABYaH-
HSl, MOYKHA BU3HAUUTH €JIEMEHTH, CTOCOBHO SKMX Mojenb ML He onTUMi3yeThCs, 1 BXKUTH BiJIOBI-
naux 3axoniB. Komu momens ML ontumisye nwuime neski 3 BCTAHOBJICHUX ITUICH, HEOOX1THO OyTH
00epeKHIUMHU CTOCOBHO TOTO, 00 Mojens ML BupinryBaina nii 6e3nocepennso [18].

Takum unHOM, HeekcriepTd 3 ML, MOBHHHI 3a7aTW HACTYIHI MUTAaHHS CTOCOBHO METH Ha-
BUYaHHA Mozeii ML:

- sKa OCHOBHa MeTa HaBuyaHHs? Hanpuknaza, yoro 6 CycnibCTBO, XOTUIU JOCSITH, IPHUIi-
Maro4H I pileHHs?

12
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- SIKI KOHKPETHI MpaBuiia Ta METPUKH BUKOPUCTOBYIOTHCS SIK €TAJOHHI JUIl BUBHAYEHHS TO-
ro, Y¥ HaBYA€ThCs Moenb? Hampukian, mo Take 3anexna(i) 3MiaHa(u)?

- sIK€ TIPaBUJIO MOIOHOCTI BUKOPUCTOBYETHCS?

- SKi mapaMeTpu HaBYaHHS MAIOTh OUTBIITY Bary Ha poOOTYy MOZeNi HixK 1HIi?

- SIK 1€ TIPaBUJIO PEaJi3y€eThCs Ta BUMIPIOETHCS ?

- YM € 3roJia 0JJ0 METH HaBYaHH:?

- YM € KOHKPETHA I[iJIb HaBYaHHs MIOBHUM OIKUCOM TOro, yoro ML mae nocsartu?

- omruMmizamis Al a0o MpUAHATTA pilleHb MO0 Li€l HaBYaJIbHOI LIl BiHIME 3yCHIIb a00
3HOBY JJOIIOMOYKE [TOYaTH aKTUBHO MPAIOBaTH?

7. AHTHOMNALiHA OWIHKA Pe3yJ/IbTAaTIiB, IOCTAHOBKA NUTAHb

Hamri moneni, MalmmMHHA] Y pPO3yMOBI, BINTMBAIOTh Ha CBIT, KOJW MU BUKOPHUCTOBYEMO X TSI
OPUAHATTS pillleHb. Y TOMIIENWChKIA MiSJIBHOCTI TOJIOBHE, 3BUYAaliHO, 3pOOUTH NEBHUH BIUIMB Ha
couiyM. [Iporno3nuii anani3 npu3Ha4eHUN sl MPOAKTUBHOT AISUTBHOCTI, «I100 BUSHAYUTH HMOBIp-
HI 1T JUTIS BTPYYAHHS TOMIMii». Pimenns, mii, aHami3u, MOJIITHKA, & TAKOXK TEPUTOPIaTbHHMA Ta ic-
TOPUYHUI KOHTEKCTH CIPHUSIIOTH (POPMYBAHHIO Cy4aCHUX KOHUEMIIN y MPaKTHUI[l MPaBOOXOPOHHOT
nisuteHOCTI. Ha BinmMiHy Bifl, cCKakiMo, (Di3MKH, MOJIIEHCHKI pillIeHHs BIUTMBAIOTh HA COIiaJIbHI CHC-
TeMU. MU BUKOPUCTOBYEMO aHTUIUMAIIMHNNA M1X1/1, 1100 MO3HAYUTHU 1€ PO3YMIHHSI.

OcHOBHa CyTh I[OTO IIIXOAY MOJSATAE B TOMY, IIIO €KCHEPTH B MOJIIEHCHKIN MisTIBHOCTI, SIKi
MalOTh BEIMYE3HUH JOCBIJ] B MHUTAHHSIX OpraHizamii mpoueciB (yHKIIOHYBaHHS MPaBOOXOPOHHOI
CUCTEMH Ta Pe3yNbTaTiB ii poOOTH, crieliadbHUI AOCBI (C1i0Yi, onepamugHi pooimHuKU, KpUMIHA-
qicmu ma iHwi cneyianicmu), MalOTh TaK OM MOBUTH KOJIGKTUBHHUM pO3yM, 110 c(hOPMOBAHUH 5K
pe3ynbTaT cymapu3ailii HaB4aHHS Ta JOCBIAY, KOKHOTO MO3KY CIeEIlialicTa Ha JIaHUX, SIKUMHU BiH
orepye Ha MPOTs3i mpodeciiHoi MisuibHOCTI. TOOTO MPU MOCTAHOBIN 3a4adi JUIsI MAIIMHHOTO Ha-
BUYaHHS, BOHU 3a3/ajeriap nepeadayaroTs pe3ysabTaT B paMKaxX iX KOMIETEHIII .

Bupa3z «xonexmusHuil po3ym» UKOPUCTMOBYEMBCS BiCe KilbKA O0eCcamulims, aie cmas
BANCIUBUM [ NONYIAPHUM 13 NPUXOOOM HOBUX KOMYHIKAYIUHUX MexHOoN02il. Bin mooice
BUKIUKAMU acoyiayii 3 2pynoeoro c8i0oMicmio abo HAONPUPOOHUMU ABUWAMU, dJle Me-
XHIYHO OPIEHMOBAHI NHOOU 3A38UHAll PO3YMIIOMb N0 YUM OMPUMAHHSA HOBO20 3HAHHS 3
00 ’€0OHanux ynooobamsb, NOBEOIHKU ma YA6ileHb Ne8HOI epynu JII00ell.

3euuatino, korekmuHu po3ym 0y Moxcaueum i 0o nosisu Inmepnemy. /[nsa moeo, wood

30upamu 0ami 8i0 po3pizHeHux epyn atodetl, 006 conysamu ix ma ananizysamu, Bceceim-
HS nasymuMa 308cim He nompioua. /[o Haueaxsciugiuux ¢opm nodiOHUX 00CHi0NHCEeHD
6X008Mb coyionociuni onumyeanus ma nepenucu. OmpumaHnus 8ionosioetl 8i0 8eauKol
KibKOCcmi to0ell 00360JI5€ pooumu npo 2pyny maxi CMamucmuyHi 6UCHOBKU, AKI Ha
OCHOBI NOOOUHOKUX OAHUX 3p0OUMU HeMOHCIUBO. 11opoddiceH s HOBUX 3HAHb BUX0OSAUU
3 OaHUX, OMPUMAHUX 80 HE3ANEHCHUX PECNOHOEeHMI8, — ye i € CYMb KOJIeKMUBHO20 Po-
symy [19].

Pi3HHIIT MiX TIPUPOIHOI0 HEHPOHHOI MEPEKEIO JIIOJUHH Ta IMTYYHOI MAIIWHU TOJSTaE B
TOMY, IO JIFOJIMHA BUUTHCS JIOBIHM MPOMIKOK 4acy Ha OOMEXKEHHUX Habopax JaHWX, a MallMHA KO-
POTKHI yac Ha BETUKUX. AJie JIIOAMHA Ma€ OUIbII SKICHUN Ha0lp AaHMX, TOMY IO MOCTIMHO OTpH-
My€ 3BOPOTHHIA 3B’SI30K Ha MPOTs3i BCHOTO Yacy HaBYAHHS 3 1HIIUMHU CreriamricraMd. Mo3ok Io-
JIMHU HE 3IaTHUN 0OpOOJIATH 3aHAATO BEIHMKI 0OCATH JaHUX, a MAIlIMHA 3/IaTHA, aje aJrOpuTM 00-
POOKHM € aNropuTMOM POOOTH JIOACHKOT0 MO3Ky. CreniaigicTi 3 IpaBOOXOPOHHOI AisIIBHOCTI, MO-

KYTh OLIHUTH pe3yabTaTH POOOTH MOJEI MAIIMHHOIO HaBYaHHS B MIPABOOXOPOHHUX 3ajayvax Ha
OCHOBI CBOTO JIOCBiTY, III0 HE MOXXYTh 3pOOUTH CHEIIATICTH 3 MAITMHHOTO HAaBYaHHS.

AHTHIMNAHHAR MiAX10 JOMTOMOXKE BUPILIIMTHA TPU TOJOBHUX 3aHETMOKOEHHS IOJI0 3aCTOCY-
BaHHA ML 115t npuiiHATTS pileHb:
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- IO-TepIiie, OIIHUTH JIaHl 10 3aCTOCOBYIOTHCS 3a iX MMOBHOTOIO, PEMPE3CHTATHUBHICTIO, aK-
TYaJbHICTIO Ta BIAMOBITHOCTI TOCTAHOBIII 33141,

- [O-JIpyre, OIIHUTH HaBYalbHI MIAOJOHM, Ta MIA0JOHW OTPUMAHI B pe3yiabTaTi poOOTH
1010 HASBHOCTI TPUYMHHO-HACIIIKOBHUX 3aB’SI3KIB;

- IO-TPETE, OI[IHUTH YH HE CylepeyaTh OTPUMaHi pe3ysibTaTH POOOTH aJrOPUTMIB MalllMH-
HOT'O HABYAHHS ICTOPUYHINA MPAKTHULI.

Heexcneptu B ML ane B excriepTd B MOMIEHCHKIA AiSIbHOCTI, TOBUHHI OTPUMATH BIAMOBII
Ha TUTAHHS:

- YM MOXE pillIeHHS MALIMHM, BIUIMHYTH HA MI3HIII JaHi HaBYaHHS?

- YW MOJIeJIb MAIIUHU TPEJCTABIISAE MTPUUYNHHO-HACTIIKOBUH 3B’S30K, UM 1€ MparMaTuIHe
pimeHHs?

- Y{ MOJCNIb CIIMPAETHCS HAa KOPEJALii, sIKi, HMOBIpHO, JIUIIIE TTOKPAIIYIOTh €()EKTHBHICTh
4yepe3 iICTOpUYHY MPAKTHKY?

- YM pe3yNibTaTH HE CylepevaTh iICTOPUYHIN MPaKTUILi?

8. BucHOBKH

1. Ockinbku TOMIIEHCHKI JIeNapTaMEeHTH IMParHyTh OJHOYACHO 3aMo0IrTH, K 3alOAisTHHIO
IIKOJM, TaK 1 OIIAJUIMBO BUTPA4YaTH PECYpCH, TO BOHHM BCE YACTIIIE BIPOBAKYIOTh MPOAKTHUBHY
NOJITHKY 1 MeTou. OTHaK BUKOPHCTAaHHS IHCTPYMEHTIB MPOTHO3YBaHHS BUMAarae peTeabHOTro po3-
IIAAY 1 COUIBHOT eKCHepTH3H, AK ekcrepramMu B ML, Tak 1 ekcriepTaMu 3 IpaBOOXOPOHHOI JIisiib-
HOCTI, 0 HE € ekcnepramu 3 ML. Tinbku cymicHa po60Ta, CTOCOBHO JaHUX, LIJEH 1 KOHCTPYKTHUB-
Hoi Mozeni BUKopucTanHd ML, Bij moyatky mojadi JaHuX /10 eTamy JAOCSITHEHHS LUIeH, 1acTh MO-
IIUBICTH MPABUIBHO OIIHUTU PE3yabTaTH poOOTH, BUKOPUCTOBYBATH PE3YyIbTATH B MPUUHATTI Pi-
IIEHb Ta CTBOPIOBAaTH KOPEKTHY 1HILIATUBY, 1100 HOPMAaTHBHOI'O BPEryJIOBAHHS BUKOPUCTAHHS
Mozeneit ML B nominecbkiil aisibHOCTI. [InTaHHS po MeTy BUKOpUCTaHHA TexHojorii ML y mpa-
BOOXOPOHHIH JISTBHOCTI €, IK MOPAJIbHUMH, TaK 1 MOTITHYHUMHU.

2. ['ooBHa MeTa TOJISITAa€E B TOMY, 100 PO3IIMPUTH MOKIUBOCTI HETEXHIYHUX EKCIIEPTIB 1 3a-
L[IKaBJIEHUX CTOPIH Ta 3a0XOTUTHU IXHIO y4acThb y poOOTI, 111010 MOXKIJIMBOCTEH 3acTocyBaHHs ML y
MOJIIEHChKIN JIsUTBHOCTI, a TaKOX Y mpolecax po3pooku npodineHoi moneni ML. Taka ydacTs €
He JIMIIE TEXHIYHO I MOpaJIbHO HEOOX1IHOMO, ajie i MOXKIIMBOIO.

3. CpopmoBaHO mepesik MUTaHb, SKI JOLUIIBHO PO3MNISIHYTH MiJI Yac MPOBEICHHS CYMICHHX
0OroBOpEHH 1 BIANOBIIHUX TEMATUYHUX €KCIEPTHU3, 11010 MOKIMBOCTEN 3aCTOCYBAHHS TEXHOJOTIN
ML B noninelceKiid IisUIbHOCTI Ta MOB’A3aHUX 13 HEto cdepax 00poThOM 31 3MOYMHHICTIO. B 11bOMY
CEHC1 MUTaHHS, I[0JJ0 KOPEKTHOCTI (JOPMYBAHHSI BUX1THUX JIaHUX, METH HaBYaHHS Ta TOTO, IK caMme
BUKOPHUCTOBYBaHI MOJIEJIbHI PIIIEHHS BIUIMBAIOTh HA MOJANbIII JAaH1, € 3-Ma FOJOBHUMH BEKTOpaMHU
MOJKJIMBHX JTOCTI/IKEHb, SIKI HEEKCTIEPTH MOKYTh IEPEOCMHUCIIUTH Ta 3aBYaCHO CKOPUTYBATH.
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Problematic issues of machine learning technology in law enforcement.

Abstract. Law enforcement agencies increasingly use predictive and automation technologies where the core technology is often a
machine learning (ML) model. The article considers the problem of accountability and responsibility of law enforcement agencies
and officials connected with using of ML models. The authors point out that accountability is a key element of democratic law en-
forcement, but using of the predictive software can create challenges in ensuring that accountability. The article discusses how the
application of ML can lead to obfuscation of responsibility and complicating accountability in «multi-agent structures» that combine
humans and computational tools. Special attention is paid to the opacity of predictive algorithms and automated decision-making
systems. It becomes a source of misunderstandings and caution regarding their use. The authors raise questions about how effective
oversight and full reporting can be ensured when key components of the decision-making systems remain unknown to the general
public, officials, and even developers of the models. The paper argues that important questions related to ML decision models can be
solved without detailed knowledge of the machine learning algorithms, allowing non-ML law enforcement experts to study them in a
form of intelligent control. Non-ML experts can and should review trained ML models. The authors provide a «toolkity in the form
of questions about three elements of the ML-based decision models that can be qualitatively explored by non-machine learning ex-
perts: training data, training goal, and anticipatory outcome evaluation. This approach expands the capabilities of these experts in the
form of an objective assessment of the use of ML models in law enforcement tasks. This will allow them to evaluate effectiveness of
the models through the prism of their own experience. The basic idea is that even without deep technical knowledge, law enforce-
ment experts can analyze and review ML models. This approach promotes understanding of the use of machine learning technologies
in law enforcement, expanding the potential of non-ML law enforcement experts.

Keywords: Machine Learning, Artificial Intelligence, Data Analysis.
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Abstract: The paper elucidates the fundamental concepts of blockchain technology and its essential parameters, delv-
ing into the contemporary scalability challenges faced by blockchain networks. It studies existing directions and
compares well-known protocols to propose the solution for the blockchain scalability problem. The main goal of this
research is to propose a promising method to solve the scalability problem in blockchain technology. This proposed
solution should be universal and applicable in different systems. We chose zero-knowledge proof technology as a
promising direction for detailed study. We used protocols, based on this technology, to develop a validation system
for a linked chain of blocks. Presented experimental results substantiate the prospects of this direction for solving the
scalability problems of modern blockchain systems. The relevance of the chosen topic is determined by the mass in-
troduction of blockchain systems in various areas of human life. As it happens to every network, the volume of infor-
mation that must be continuously processed increases. This challenge demands to develop solutions to improve sys-
tems, making them flexible in working with millions of users. At the same time, it is still important to maintain the se-
curity and confidentiality of the information and keep the decentralized organization of the data exchange process in
the updated systems. Therefore, in the modern blockchain industry, the predominant challenge revolves around dis-
covering models and methods to overcome the scalability hurdle, facilitating the widespread implementation of
blockchain applications on a full scale.

Keywords: blockchain, blockchain trilemma, blockchain scalability problem, Zero-knowledge proofs, ZK-SNARK,
PLONK, FRI.

1. Introduction

Blockchain is the distributed ledger technology that promises to transform industries with its
immutable, transparent and decentralized mechanism for recording transactions. However, the in-
herent problem of scalability in blockchain creates a significant barrier preventing its widespread
adoption. The main goal of this research is to propose a promising method to solve the scalability
problem. During the research we made an overview of blockchain technology concepts, focusing
particularly on the issue of scalability. We also studied well-known directions, analyzing their ad-
vantages and highlighting the challenges and risks they face to focus on most relevant areas.

A chosen direction for in-depth study is zk-SNARKS. It plays a key role in enhancing privacy
and security in decentralized networks, it increases the integrity of systems while protecting user
identities and transaction details. We developed numerous schemes for constructing proofs of com-
putational integrity, including recursive proof generation and verification processes, using the Rust
programming language and PLONK & FRI protocols within the Plonky2 framework. The work also
presents the results of computational complexity and efficiency of the proposed schemes. Experi-
mental analysis covers scenarios involving stand-alone and aggregated proofs for single and multi-
ple data blocks. The results highlight the trade-off between the complexity of proof generation and
the speed of verification, emphasizing the potential advantages of recursive proofs.

This comprehensive study aims to contribute valuable information to the current blockchain
scalability discourse, paving the way for more scalable and efficient blockchain systems.

2. Overview on blockchain technology & scalability problem
Blockchain represents a tamper-resistant digital ledger without a central repository and usual-
ly without a central decision-making center, which is implemented by linking information into a
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continuous chain of blocks. Connection between blocks is provided by a cryptographic mechanism
through the calculation of the hash of the previous block.

Such a system has to provide a sufficient level of security and anonymity, i.e. preserve the
right to privacy [1].

In addition to security, it must adhere to decentralization, i.e. not be governed by a single de-
cision-making center that solves reliability issues, because a centralized structure with a potentially
single point of failure always attracts attackers. Decentralization makes a ground for censorship,
establishes the principles of democratic decision-making, provides freedom of speech and inde-
pendence of thought.

Moreover, the demand for the system's services is growing, and it must continuously develop.
The number of users increases and their demands become more complex, but at the same time the
service time should not increase significantly. This is a difficult requirement, because it is not al-
ways possible to provide scalability extensively, i.e. by only increasing the number of computers.

Thus, we have three main requirements: security, decentralization and scalability, which are
formulated in the well-known blockchain trilemma proposed by Vitalik Buterin, the co-founder of
Ethereum, shown in fig. 1 [1].

Decisions made about the blockchain trilemma
have significant implications for blockchain net-
work design and performance. Bitcoin, for example,
prioritizes decentralization and security over scala-
bility, resulting in shorter transaction confirmation
times, which excludes the majority of users. Modern
practice has become the use of Bitcoin as a savings
account rather than an instant payment system.
Ethereum has explored various strategies, including
moving to Ethereum 2.0, to improve scalability
while maintaining some level of decentralization
and security.

In particular, scalability affects two other charac-
teristics, namely that increasing the size of the network potentially centralizes control, as large
amounts of data will attract new users to join. Additionally, increasing block sizes have security
implications, as large blocks can slow down the propagation of data across the network, ultimately
potentially making it easier for miners to manipulate the blockchain.

Therefore, since scalability can potentially be the root cause of instability of security and de-
centralization, this paper examines exactly this characteristic in its dynamics, evaluates potential
threats to blockchain systems, considers existing approaches to optimize the amount of calculations
in the blockchain network, and proposes an accelerated method of verifying network blocks.

Fig. 1 — Blockchain trilemma

3. Studying existing approaches on solving scalability problem

Solving the blockchain scalability issue is critical to the widespread adoption of blockchain
technology. Various projects offer solutions that facilitate the use of blockchain networks [2].

Layer-2. Layer-2 solutions are techniques that work on top of the main blockchain, allowing
off-chain transactions. They aim to significantly increase transaction throughput and lower transac-
tion costs while maintaining the security and decentralization of the underlying blockchain.

On the other hand, users are responsible for the security of their decisions. Mismanagement
can lead to loss of funds. This additional responsibility increases the complexity of implementation.
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Centralization also may be a concern in the early stages of Layer-2 implementation, as some nodes
or channels may influence more than others.

Off-chain. Off-chain solutions involve conducting transactions and interactions completely
outside the main blockchain. These transactions take place off-chain, meaning they are not recorded
in the blockchain ledger. Examples of off-grid solutions include payment channels (Lightning Net-
work for Bitcoin) and state channels (Raiden Network for Ethereum). They enable fast and low-cost
transactions between users and can be used for a variety of use cases, including micropayments.
However, they create new security and data availability challenges that must be carefully managed
for successful deployment and implementation of these solutions.

Sharding. Sharding is an approach to solving scalability issues in blockchain that involves di-
viding the network into smaller parts called "shards" to process transactions and smart contracts
more efficiently. However, this approach creates issues related to security, configuration of com-
munication between segments, and data availability.

Changing consensus algorithm. Some blockchains are moving from energy-intensive consen-
sus algorithms such as Proof of Work (PoW) to more efficient and friendly algorithms like Proof of
Stake (PoS) or Delegated Proof of Stake (DPoS). Ethereum 2.0, also known as Eth2 or Serenity, is a
major upgrade to the Ethereum blockchain that aims to move from PoW consensus mechanism to a
PoS. But changing the consensus algorithm can lead to network forks, if there is no consensus
among participants, and may potentially cause confusion and fragmentation of the network.

Zero-Knowledge Proofs. Zero-Knowledge Proofs (ZKP) [3-5] play a crucial role in solving
scalability issues in blockchain technology. ZKP uses advanced cryptographic methods to authenti-
cate transactions without revealing data itself, ensuring secure and tamper-proof transactions. The
implementation of ZKP makes it easier to verify off-chain transactions, reducing the computational
burden on the main blockchain and improving scalability.

ZKP algorithms are of two types: interactive and non-interactive. The first ones work in such
a way that the prover and the verifier participate in a reverse interaction where they exchange a se-
ries of messages. Non-interactive proofs do not require multiple rounds of interaction. A verifica-
tion device can generate a single message that can be verified by a verifier.

ZK-SNARK. ZK-SNARK (Zero-Knowledge Succinct Non-Interactive Argument of
Knowledge) [6]. This is a non-interactive ZKP that allows efficient verification of calculations
without revealing the details of the calculations.

To sum up, ZK-SNARK advantages such as privacy, scalability and security make it a promis-
ing direction for improving blockchain technology. They offer robust compact proofs and scalabil-
ity improvements.

Ongoing research and development in this field improves the existing implementation of zero-
knowledge proof technology for wider adoption.

4. Overview on ZK-SNARK

Let's delve into the three technical concepts that underlie all cryptographic proofs: arithmeti-
zation, low-degreeness, and cryptographic assumptions.

Arithmetization. In the field of cryptographic proofs, arithmetization involves the transfor-
mation of mathematical problems and operations into arithmetic operations performed within finite
fields. Essentially, it involves expressing any given statement as an algebraic equation, usually in
polynomial form [7].

The choice of arithmetic approach depends on the specific requirements of the cryptographic
scheme, including considerations of security, efficiency, and the nature of the problem being
solved.
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Low-degreeness. Applying low degree polynomials is the process of ensuring that polynomi-
als (algebraic equations created during arithmetization) have a degree lower than a specified
threshold value. The degree of a polynomial corresponds to the highest degree of the term in
this polynomial.

Polynomials of low degree also provide computational efficiency, particularly accelerated
verification. This is especially important in blockchain where speed and resource efficien-
cy are critical.

Polynomial commitment scheme (PCS). PCS is a cryptographic protocol designed to efficient-
ly compute polynomials. In this scheme, the prover, one of the involved parties, has the ability to
commit a polynomial without revealing its full details. Subsequently, the verifier, the other party,
has the opportunity to confirm the properties of the fixed polynomial without gaining access to its
full information [8].

Different proof systems use different PCS to generate and verify proofs, the most famous are
FRI and KZG.

FRI (Fast Reed-Solomon Interactive Oracle Proof) is a cryptographic protocol designed to ef-
ficiently fix and verify large polynomials.

In the commitment step, the prover generates the high-degree polynomial commitment using a
recursive process in which the original polynomial is broken down into lower-degree components.
Then the prover calculates the commitment to each lower-level component, and the process is re-
peated recursively to the base element.

FRI achieves succinctness by using recursive composition of low-degree polynomial expan-
sions, resulting in a commitment much smaller in size than the commitment of the original high-
degree polynomial. This size reduction is critical to the performance of ZK-SNARK, where suc-
cinctness is a key requirement [9].

KZG polynomial commitment scheme (named after its original inventors Keith, Zaverukh,
and Goldfeder) is a cryptographic protocol that allows efficient polynomial commitment [10].

KZG allows the prover to fix a polynomial using homomorphic properties, which allows effi-
cient computation of fixed polynomials without revealing them.

Cryptographic assumptions. Cryptographic assumptions are mathematical assumptions or hy-
potheses that form the basis of the security of cryptographic primitives. These assumptions include
the complexity of certain mathematical problems.

Zero-knowledge proofs rely on cryptographic assumptions to ensure the security and reliabil-
ity of the proof system. ZK-SNARK assumes the complexity of certain problem: knowledge of an
exponent (Groth16), algebraic group model (PLONK, MARLIN), elliptic curve cryptography (Bul-
letproofs, Halo), resistance to hash collisions (STARK, Aurora, etc.). If these problems are computa-
tionally difficult to solve, ZKP remains secure.

PLONK. PLONK (Permutations over Lagrange-bases for Ecumenical Noninteractive argu-
ments of Knowledge) is a zero-knowledge proof system that made a significant contributions to the
ZK-SNARK field. PLONK uses SRS (Structured Reference String) and permutation techniques to
increase the computational efficiency of the prover, which simplifies its operation. This approach
provides increased flexibility and eliminates the need for trusted configuration.

PLONK is a permutation-based constraint system that offers advantages in certain use cases.
On the other hand, PLONK may have a larger proof size compared to MARLIN or Groth16, but
this is often compensated by the increased efficiency and performance of the protocol in certain
scenarios [11].

Additionally, there is an improved version of PLONK called TurboPLONK that is positioned
as a universal SNARK, which implies versatility and applicability in different scenarios.
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In our opinion, this protocol deserves special attention and study, as it is promising due to its
increased efficiency, reliability and applicability in various use cases.

5. Development of the block chain verification scheme using ZK-SNARK

This section presents a developed scheme for recursively proving the computational integrity
of a chain of linked blocks.

The scheme uses a linked list built through a cryptographic connection. For each block, we
generate a proof of the computational integrity of hash and digital signature to prevent data substitu-
tion. A chain of proofs is created by aggregating the previous block with the current one. As a re-
sult, we can verify that the block hash and signature have been calculated correctly, and the chain of
proofs for previous blocks have been verified, i.e. are valid.

For the test case, consider a simplified version where each block contains the following data:

e Unique block number: Nonce;;
e Hash of previous block: hj.;
e Digital signature: EDS(h;).
For simplification we take Nonce; = i. The result of the n-th hashing is as follows:

'hn = H(hn—l

n) = H(H(h,_,|n=1)||n) = ... = HHH(..HHO)|1)...[n = 2)|n = 1)|n) (1)

Additionally, each hash is encrypted with a secret key sk, i.e. we form a signature EDS(h;, sk).
The public key pk is used to verify the signature, i.e. we decrypt EDS; and check the equality
hi = D(EDSi, pk)

EDS, EDS,

hy = H(h[2)~\h,_, = H(h,_,|n-1) /~\h, =H(h,_,|n)
i =7 I

Nonce, =0 Nonce, =1 Nonce, =2 Nonce, =n

Fig. 2 — A simplified scheme of the linked list with digital signature

To implement a recursive proof of Cl of a chain, it is necessary to consistently implement the
following tasks:
1) Implement a hash chain hg = H(0), hi = H(hi.1||i), i = 1,...n;
2) For each hash ho, ... Ay:
a) Create a circuit CH;(xH;, wH;) of the hash algorithm H, where the public input xH; =
h;j is the result of hashing, the witness wH; is the hash preimage: wHy = 0, wH; = h;.
ili,i=1,..n;
b) Form public settings (SHyi, SHvi) = S(CHi(xHi, wH;)), where SH,; are public prover
settings, SH,; are public verifier settings;
c) Form a proof CI for hashing zH; = P(SHpi, xHi, wH;);
d) Implement verification algorithm V(SH.;, xH;, =H;) takes values {0, 1} (accept
or reject);
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e) Proof verification, i.e. to make sure that V(SH,;, xH;, zH;) = accept.
3) For each signature EDS; = E(hj, sk), i = 0,...n:

a) Create a circuit CD;(xD;, wD;) of proof verification h; = D(EDS;, pk), where the pub-
lic input XD; = h; is the result of hashing, the witness wD; = (EDS;, pk) are the signa-
ture and the public key;

b) Form public settings (SDyi, SDvi) = S(CDi(xDi, wD;)), where SD,; are public prover
settings, SD,; are public verifier settings;

c) Form a proof ClI for signature verification zD; = P(SDy;, XDi, wD;);

d) Implement proof verification algorithm V(SD,;, XD;, zD;) takes values {0, 1} (accept
or reject);

e) Proof verification, i.e. to make sure that V(SD,;, XD;, zD;) = accept.

4) For every triple of proofs /7.1 = P(Spi.1, Xi-1, Wi.1), zH; = P(SHpi, xHi, wH;) and zD; =
P(SDpi, xDi, WDi), i=1,..n:
a) Create a circuit C;(X;, W;) verification algorithm V, where:
Xi= (V(SVi.l, Xi-1, ]ﬁ-l)), V(SHvi, xHi, 7Z'Hi), V(SDvi, xD;, 7'L'Di), forall i = 1,...n.
W, = (o, ho, 71, 1, EDSy, pk), W1 = ([T:.1, Xi-1, 7, hi, EDS;, pk), forall i = 2,...n.

b) Form public settings (Sei, Svi) = S(C(Xi, W;)), where Sp; are public prover settings, Svi
are public verifier settings;

c) Form a proof of Cl [7; = P(Spi, Xi, W));

d) Implement proof verification algorithm V(Svi, X;, /7)) takes values {0, 1} (accept
or reject);

e) Proof verification, i.e. to make sure that V(Svi, Xi, /i) = accept.

Thus, each proof [7i = P(Spi, Xi, W;), i = 1,...n is the aggregation of three other proofs:
1) Proof CI of previous chain of linked hashes [7i.1 = P(Spi-1, Xi-1, Wi.1);
2) Proof Cl of current hash zH; = P(SHp;i, xHi, wH;);
3) Proof CI of current signature verification zD; = P(SDpi, XDj, wD;).
Proof [Jo = P(Spo, Xo, Wp) is the aggregation of two proofs:
1) Proof CI of current hash zHq = P(SHpo, XHo, WHo);
2) Proof CI of current signature verification zDo = P(SDyo, XDo, WDy).
The scheme of forming a chain of recursive proofs of computational integrity with verifica-
tion of the correctness of electronic digital signatures is shown in the figure below (fig.3).
Condition fulfillment V(Svi, Xi, /i) = accept for all i = /,...n means that the proof verification
ITi1 = P(Spi-1, Xi-1, Wi.1), 7H; = P(SHyi, xHi, wH;) and zD; = P(SDpi, xDj, wD;) were calculated
correctly. If V(Svi1, Xi1, [fi-1) = accept, V(SH.i, xH;, 7zH;) = accept and V(SD,;, XDj, zD;) = accept,
it means that:
1. There is a proof of CI of previous chain, i.e. the verification V(Svi-2, Xi2, [fi-2) =
accept is computed correctly;
2. There is a proof of CI of current hash, i.e. the value h; = H(hi1||i) is computed
correctly;

3. There is a proof of CI of current signature, i.e. verification h; = D(EDS;, pk) is
computed correctly.
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Fig. 3 — Scheme of forming a chain of proofs of CI with digital signature verification

6. Implementation & testing results of the block chain verification system

The implementation is based on the Plonky2 framework [12], a widely recognized tool in the
blockchain space developed by Polygon Zero [13]. It is known for its versatility and efficiency,
making it an ideal choice for projects that require a high level of security and computational integrity.

Plonky2 implements the PLONK protocol combined with TurboPLONK arithmetization, that
optimizes the efficiency and performance of the verification process. As a commitment scheme,
Plonky2 uses FRI, which increases the security and verifiability of the proof system by providing a
reliable mechanism for verifying the computational integrity on the blockchain.

We chose the SHA-256 and the ED25519 protocols for the blockchain test network. SHA-256
is a cryptographic hash function, which is widely used in blockchain technology and other security
applications. SHA-256 is designed to take input data (or messages) of any length and produce fixed-
size output data, 256 bits long. It is a one-way function, meaning it is computationally infeasible to
reverse the process and retrieve the output from its hash.

ED25519 is an elliptic curve digital signature algorithm based on EdDSA (Edwards Curve
Digital Signature Algorithm). ED25519 is designed for high security and performance using the
Edwards Curve25519. The public keys generated are 256 bits long, which provides a good balance
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between security and computational efficiency. The signatures generated are 512 bits long, provid-
ing a secure means of authentication. ED25519 uses the SHA-512 cryptographic hash function to
process messages and create digital signatures. The hash function contributes to the security of the
algorithm by producing a fixed-size output.

So, the two key components of the linked block chain proof scheme are the SHA-256-based
hash validation scheme and the ED25519 signature scheme. In addition, we also need the SHA-512
scheme.

This implementation was tested on a chain of five blocks to analyze time costs and the size of
final proof (results in the table below). Testing was performed on a 1,900 GHz AMD Ryzen 7
5800U computer (16).

Table 1 — Time and measurement results for a chain of proofs

Ne Timg to _build Time to make a Proof size, Verification,
a circuit, s proof, s bytes S
0 34,0128646 74,3645 146348 0,0549
1 33,7251775 98,1495 146348 0,061
2 31,6582847 107,0492 146348 0,1398
3 32,4201871 103,3622 146348 0,0922
4 34,285282 72,3417 146348 0,1147

The graph below shows the results of calculating the time for native verification (or recalcu-
lating all hashes), verifying the proofs generated for each block, and recursive proof.
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Fig. 4 — Computational complexity of native verification, proof verification,
recursive proof verification

We see that even a proof for block significantly reduces the cost of verification. Recursion
combines all these proofs into one. Verification is very fast, which, in fact, solves the main scalabil-
ity problem.
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To be more precise, we note that system errors may have occurred in the computing process-
es. System errors during calculation processes can arise from various sources, which leads to inac-
curacies in the results. In addition, there are rounding errors because numbers with an infinite num-
ber of decimal places approach a finite representation [14].

Regardless, the experiment demonstrates that zero-knowledge proofs are a strong solution to
scalability and privacy issues. This is especially important in large distributed computing projects.
An introduced proof system can replace native verification. This significantly speeds up verification
and makes the system easier to operate. The given time and measurement estimates show the pro-
spects of this direction. In our opinion, it is necessary to continue researching this technology and
implement blockchain verification systems based on it.

3. Conclusions

1. Modern blockchain systems face the challenge of scalability, which refers to increasing the
capacity of the blockchain network to handle growing numbers of transactions. The scalability issue
arises from the inherent trade-offs between decentralization, security, and scalability, known as the
«blockchain trilemmay.

2. ZKP plays a key role in enhancing privacy and security in decentralized networks. It in-
creases the integrity of systems while protecting user identities and transaction details. In addition,
ZKP simplifies the adaptation process on decentralized platforms. Users can quickly and efficiently
establish their digital identity without the cumbersome task of providing large amounts of personal
data. ZKP adheres to the principle of data minimization. By disclosing only what is essential for
verification, it significantly reduces the amount of data in the network. This reduction is a key factor
in enhancing security, as less information is exposed to potential attacks.

3. During the study, authors of the work analyzed all existing approaches that solve scalability
problem. In our opinion, it is necessary to draw attention to the PLONK protocol and the FRI com-
mitment scheme.

4. PLONK and FRI are used in Layer-2 solutions. The load on the main blockchain is re-
duced, by offloading transaction processing to the second layer, which solves scalability issues.
PLONK and FRI have been implemented in various blockchain projects, demonstrating their versa-
tility and effectiveness in increasing scalability.

5. During the research, authors of the paper developed a scheme for proving the validity of the
block chain. Experiments showed a significant reduction in block verification costs. Recursion con-
solidates these proofs, allowing for quick verification of the entire chain. This effectively solves the
main problem of scalability in the conditions of widespread implementation of distributed systems.
Moreover, the conducted experiment highlights that zero-knowledge proofs offer an excellent solu-
tion to privacy problems, especially in large-scale distributed computing projects.

6. The time and measurement estimates provided highlight promising prospects toward zero-
knowledge proofs. According to the team of authors, the continuation of research into this technol-
ogy is a promising scientific direction.
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Bukopucrannsa ZK-SNARK s Bupimenns npod/aemMu MacliraboBaHoCTi 0J10K4YeiiH.

AnoTanisi. Po60oTy npHCBsIUeHO BHKIaIEHHIO OCHOBHHUX KOHIIENIIN TEXHOJIOTII OJIOKYEHH Ta OIMUCY KIIIOYOBHX MapaMeTpiB poOoTH
OJIOKYCHH-TEXHOIIOTI] ISl BUKIIAACHHS MPOOJIEMH MAacIITa0OBAaHOCTI OJOKYEHH MepeK Ta aHami3y ii 0cOOIMBOCTEH, BUBYCHHS iCHY-
FOUYMX HANpsMIB BHPIIICHHS MacIITa0OBAaHOCTI OJOKYCHH, aHAIi3 Ta MOPIBHSIHHS BIIOMHX MPOTOKOMIB. [IJi IETaqbHOTO BUBYCHHS
OyJ10 00paHO TEXHOJIOTIIO JOKa3iB 3 HYIHOBUM 3HAHHSIM, Ha OCHOBI IPOTOKOJIB SIKOT pO3POOJIEHO CHCTEMY IEpEeBipKH BaJliTHOCTI
naHmiora 61okiB. HaBeneHi exciepruMeHTanbHi JOCTIKEHHS OOIPYHTOBYIOTh MEPCIEKTUBHICTh JAHOTO HANPIMKY IS BUPILICHHS
npoOJieM MacTabOBAaHOCTI Cy4acHUX OJIOKYEHH CHCTeM. AKTyalbHICTh OOpaHOi TeMM 3yMOBIICHA HEOOXITHICTIO BITPOBAIKECHHS
OJIOKUEHH CHCTEM B Pi3Hi Taly3i JIOACHKOTr0 KHUTTA. OMHAK, i3 pO3BUTKOM Oy/b-sIKOI Mepexi 3pocTtae 06’eM iHpopmallii, 1o HeoO-
XimHO Oe3mepepBHO 00pobsaTU. Lleit BUKIHNK 3MyIIye po3poOsaTH pillleHHs Ul BIOCKOHAICHHS CHCTEM, POOJIAYH iX THYYKHMH Y
po6oTi 3 MinmbifoHaMu KopHCTyBauiB. BomHOYac BKpail BaXIMBUM MHTAHHAM € MIATPUMKA O€3MeKd Ta KOH(DIICHIIHHOCTI JaHUX B
OHOBJICHHX CHCTEMax Ta JIOTPUMaHHs JeleHTpaliz0BaHol opraHizarii npouecy ooMiny naHumu. OTxe, y CydacHOMY CBIiTi OJIOKUYEHH
IHAYCTpii TOJIOBHUM MHUTaHHAM € TOIIYK MOJIENIe Ta METOIB AJIsl BUPILICHHS MPoOIeMH MacuITabOBAaHOCTI MEPEX IS MOIOTaHHS
6ap’epy MOBHOMACIITAOHOTO BIPOBAXKECHHS OJIOKUCHH T0IaTKIB.

KiawuoBi ciioBa: 6nokyeiin, mpuirema onoxuelin, npodiema macumadogarnocmi 010Kuetit, 0okasu 3 Hynvosum suanuam, ZK-SNARK,
PLONK, FRI.
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Hapniiinwna: JTucronan 2023. Ipwuiinsita: I'pynens 2023.

Anomauia: YV oauiii pobomi npeocmasieHo KOMNIEKCHULL AHANI3 080X NPOGIOHUX CUCEM WMYYHO20 [HMeNeKmy
(L) — ChatGPT-4 6i0 OpenAl ma Bard 6i0 Google Al Taxoc HaeoOumucsi 0271510 pO3GUMKY WMYYHO20 [HMELeKMY
6 PI3HUX 2aNLY35X MA 1020 6NIUBY HA NOBCAKOCHHE JHCUMMSL TIOOUHU, 0COONUBO 6 MAKUX chepax, K meduyuna, @i-
HaHcu, oepoicasHe ynpaesiinua mowo. Ilposooumvsca 3aznubnenns 6 0emanvhe nopisHanua pisnux eepciu ChatGPT
(GPT-3 ma GPT-4), wnsxom o62060penns ma ananizy iXHIX MONCIUBOCMEHU, B0OCKOHALCHHS Ma 0OMediceHb. Y
cmammi maxodic posansoaemvcs inmeepayis cucmemu Bard is cepsicamu Google, it ynixanvni ¢hynkyionanvui modic-
JUBOCMI MA OCMAHHI OHOGAeHHs. Mema 00CHIONCeHHs NONISI2AE 8 NOPIGHAHHI MOJNCIUBOCMEL CUCTNEM UMYYHO20 TH-
menexkmy ChatGP-4T ma Bard, euceimnenni ixnix cunvHux i ciabKux cmopin, a maKoxic ix NPAKMUYHO20 3aCmocy-
sanns. [Iposedeno nopisHsAbHe MeCmy8anHs s OYIHKU NPOOYKMUBHOCI KOWCHOI MoOeni (cucmemu) 6 pi3HUX 3a-
B0AHHAX, BKIIOYAIOUU PO36 SA3AHHA N02IYHO20 3A60AHHSA, HANUCAHHA ece, AHANI3 13 NOOANbUWUM GHECeHHs NPONO3UYill
w000 nokpawents éed-cavimy ma Hanucanusi ko0y HTML/CSS ons ée6-cmopinku. Pesynbmamu niokpecuioroms moi
haxm, wo, Hezeadcaruu HA BU3HAHI Nepesasu Yux Mooeiel, ixHi GYHKYIOHANbHI XapaKmepucmuKku iHOO0I MOXCYmb
6ymu obmediceHi abo He 8i0N0BIOAMU OUIKYEAHHAM NPU BUKOHAHHI cCneyu@iuHux 3a60ans, a subdip cucmemu (Mooerni)
6y0e Kopucysamucs y 3a1eiCHOCMI 8i0 nomped Kopucmyeayia.

Knrouosi cnosa: ChatGPT-4, Bard, OpenAl, GoogleAl, wmyunuii inmenexm.

1. Beryn

Ha cpboroanimHiil nenp, mryynuii intenekt (II) mBuako HabyBae MOMyssIpHOCTI y pi3HUX
CEKTOpax, BKIIOYAaI0Ud KOPIOPATUBHUM CBIT, O13HEC-KOJIa Ta MOBCSAKIEHHE KUTTS JIto/iel. 3acTocy-
BaHHs LI B 06nacTax, sK-0T MequIMHA, OaHKIBCbKa cdepa Ta ypsAA0BI CTPYKTYpH, CTa€ BCE YacTi-
M. I nonerurye o6poOKy naHKX, OCKIJIBKM BOHA B1I0OyBaeThcs 0€3 BTpYUYaHHs JIFOACHKOI Ipalll
Ta 3a3BUYail 3a0e3ledyye TOYHICTh BUKOHAHUX 3aBIaHb. 3T1IHO 31 CTaTUCTUKOIO, Y 2023 pori 35%
KommnaHii BukopucroByBanu LI y cBoilt aistibHOCTI, @ 90% opranizaniit BBaxaroTh L1 BaxiuBoo
TSl TOCSATHEHHS KOHKYpEHTHUX nepear [1].

CucTteMy MITYYHOTO 1HTEJIEKTY BIUIMBAIOTH 1 HA JIFO/ICHKE MOBCSKAECHHS, CIPOLIYIOYH HACTYT-
HI aCTEKTH iX JISUTbHOCTI: TUTAHYBAHHS Ta OpraHi3ailisi JEHHUX CIpaB, BUKOPUCTAHHS 3ac00iB edek-
TUBHOCTI y (piHAaHCaxX, HABYaHHI Ta 37]0pOB'T TOIIO0. 3aBJSKU HOMY, CYCIIILCTBO MOXe €(heKTHUBHIlIIe
BUKOPHUCTOBYBATH CBiil Uac, OTpPUMYIOYH JTOCTYI /10 IIBHMJIKOI Ta TOYHOI 1H(opMaIlii.

JlaHa cTaTTs 30cepekeHa Ha aHami3i 0COONMBOCTEH BOX MPOBIAHUX CHCTEM IITYYHOTO iH-
tenekty — Bard Ta ChatGPT. Bona Bkitouae B ceOe MpakTHYHE MOPIBHIHHS OJHAKOBHUX MapaMeTpiB
000X cHUCTEM, a TAaKOXK BUSBJICHHS NIEpeBar Ta HEJOMIKiB KOKHOI 3 HUX.

2. Orasag mosHOI moaeai ChatGPT
ChatGPT, crtBopena OpenAl, e cuctemoro reHeparllii TEKCTy, sfKka HaJIeKHTh 10 cepii GPT
(Generative Pretrained Transformer). basytounce Ha TpaHcdopMepHiit apXiTeKTypi, I MOJeNb Ha-
BUYCHA HA BEJIMKUX MAaCHBAaX TEKCTOBHX JAaHUX IS TeHepallil TaHUX MOJIOHNX 3a CTHIJIEM HaITUCAHHS
710 TEKCTY, CTBOPEHUM JIIOJMHOK0. Po3po0biieHa fyist pearyBaHHs Ha 3anMTH KopucTyBadiB, ChatGPT
MIIXOAUTH JJI BAKOPUCTAHHS y A1aJIOTOBUX Iporpamax, Takux SIK 4aT-00TH, 00CIyroByBaHHS Kii-
€HTIB Ta BIpTyaJbHI acucTeHTH. LIs Monenp Oyna TpeHOBaHA Ha JAaHUX 3 PI3HUX JKEPEN, TAKUX SK
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IHTepHeT-pecypcH, KHUTH Ta COIIMEPEXKi, 10 JO3BOJISE ili CTBOPIOBATH 3B'SI3HI Ta KOHTEKCTyalbHI
texcToBi Biamosimi. [lo6 BukopucroByBatn ChatGPT, kopucTyBau mojae migKasKy, Taky sSK IH-
TaHHS a00 KOMEHTap, i MOJIeNIb TEHEPYE BiMMOBIIb, BPAXOBYIOUH OTPUMAaHIi JaHi Ta CBOE TOMEPEIHE
naBuanus. Oxuiero 3 ronoBuux nepesar ChatGPT e ii 3maTHICTS 10 KOHTEKCTYalbHO PEJIEBAHTHOTO
TekcTy. Hanpukinan, npu 3anuTaHHi Ipo MOAY, MOJENTh MOXE HalaTH iH(OpMalilo, II0 BKIIOYAE
HACTYIIHI CIIOBA: CTHJIb, BOpaHHs, kpiit. ChatGPT Takok MOXe IMpOJOBKYBAaTH Iiaor, BAKOPHCTO-
BYIOYH TIOTIEPEIHIO pO3MOBY K KOHTeKCT. ChatGPT Tako 3acTOCOBY€ETHCS sl IHIIMX 3a/a4, Ta-
KHMX SIK BIJIMTOBIJIl HA MUTaHHS, y3aralbHEHHS Ta Kiacudikallis TEKCTY, 3aBASKH JTOOMPALFOBAHHIM
] KOHKpeTHI 1im. [lg Moaens € 4yacTHMHOK OUIBII MIUPOKOI TEHJIEHIT BUKOPUCTAHHS BEIIUKHX
MOBHUX MOJIEINIeH IS 3aCTOCYHKIB, 110 Ma€ MOTEHI[IAT IIEPETBOPUTH CIIOCIO B3a€MOIIi 3 TEXHOJIOT 1~
SIMH Ta CIUIKYBaHHS 3 PUCTPOSIMHU Ha OLIBII IPUPOIHIH 1 IHTYITUBHO 3po3yMinuii [2].

Bumie Oyno mpezncrarieHo 3aranbHuid orisig moxeni ChatGPT. ani mu 3ocepenumocs Ha
MOpiBHSAHHI BOX Bepciit miei mogeni: ChatGPT-3, mio 3'seumacs y 2020 pomi, Ta ChatGPT-4, Bu-
mymeHoi y 2023 pomi. Ile 103BoJIMTE HAaM BU3HAYUTH, SIKA 3 IUX MOJENCH Kpamie IMiIXOIUTh IJIs
MOPIBHSJIBHOTO aHasi3y 3 Mojestio Bard.

ChatGPT-3 BUpI3HSAETBCS CBOEK BHCOKOIO 3[ATHICTIO IO PO3YMIHHSI Ta CTBOPECHHS TEKCTIB.
Bin HaBueHUWi Ha OOMIMPHOMY CHEKTpi [HTEpHET-NaHKUX, 10 HaJa€e oMy MIMPOKI 3HaHHsA. Ll Mo-
Jellb €pEKTUBHO BHKOHYE 0araTo 3aBllaHb, CTBOPIOIOYH OpHUTiHAIBHI TekcTH. OHAK, BOHA MOXE
JaBaTH HETOYHI BIJMOBIJI Ta Ma€ TEHICHIIIIO JI0 yIEPEHKEHOCTI, OCOOIMBO Y CKIIAJHUX CIICHAPisX
(TOOTO, YMOBHO KXY - MOJNCE «2ATIOYUHYBAMUY).

ChatGPT-4, 3 inmoro 00Ky, MOKpAIIXB 3AaTHICTh PO3PI3HATH Ta BIAMOBIATH HA OUIBII CKIIa-
JH1 MUATaHHS 3aBASKU YIOCKOHAIEHiM TpaHchopMmepHilt apxiTekTypi. Mojenb orpumaina Oinblie
HaBYAJIbHUX JIAaHUX 1 3MEHIIMJIA YacTOTy IIOMIJIOK TIOPIBHSHO 3 TOIMEPETHIMH BEpCisIMH.
ChatGPT-4 Bupiiye ckiajaHi 3aBAaHHs TOYHIIIE Ta HAAIHHIIIE, TOKa3YIOUH Kpallle pO3yMiHHS KOH-
TekcTy. Takox, 10 QyHKI[IOHATy cUCTEMU OyB JJOJJaHUM HAacTYNMHUN (QyHKIIOHAI: 00poOKa Ta reHe-
pauist rpadgiuHuX 300paXkeHb, 10IaTKOBI YTUIITH Ha 00poOKy ¢ailiB o6csrom Oib1l, HX 50 cTo-
pinok. OHaK, MOMPH MOJIIIIIEHHS, BOHA BCE I1€ CXWJIbHA JI0 AKX TTOMIJIOK, 1 ii CKJIaJHICTh MO-
e moTtpedyBaTu Oulbiie pecypciB. Y Tabn. 1 HaBeneHa MOPIBHSUIBHA XapaKTEPUCTUKA MOJAHUX
MOJCIIEH.

Tabmuus 1 — [opiBHsnbHA XapakTepuctuka GPT-3 Ta GPT-4
Table 1 — Comparative characteristic GPT-3 & GPT-4

XapaKkTepuCTHKH GPT-3 GPT-4
I[MapameTpu 175 mapo Hapasi HegiooMo
MoaajabHicTh mekcm meKkcm i 300padicens

cnabxa y eupiuienti cKiaoHux

IIpoayKTUBHiCTH Ha 00OHOMY Di6Hi i3 TH0OUHOIO
3a0au
CXUNbHICMb 00 YNepeoiCeHoCcmi Menut ynepeodicena ma Oinvi
lamouunanii .
ma NoOMUIoK cmabineHa

ITosicuuMmo nesiki HOHATTA 13 Ta0J1. 1 BIZHOCHO JAHOTO HOCIIIKEHHS:

1. YV KOHTEKCTI MOBHUX CHCTEM, KaTETopisl «mapaMeTpu» BIIHOCATHCS OO HAIAINTOBAHUX
BHYTPIIIHIX 3MIHHUX a00 1HIIMX HaJalTyBaHb. bijblla KITBKICTh TapaMeTPIiB BKa3ye HA Te, 11O IS
MOJIeTIb Kpallle TPUCTOCOBAaHA IO BHBYCHHS Ta y3arajlbHEHHS 3aKOHOMIPHOCTEH Ha OCHOBI JaHUX,
Ha SKUX BOHa «HaBuamacs». GPT-3 Oyna Bumymena 3 175 minbspaaMu mapaMeTpis, Mo poOHTh ii
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ofHi€r0 3 HalOTbIMX Benukux moneneit (Large LM). Ilpo mapamerpu GPT-4 odiuiitno He mosi-
JOMJISITOCS, aJIe MOKHA 3 YIIEBHEHICTIO Ka3aTH, IO 1X KUIBKICTh 3HAYHO mepeBuInye 175 mipa.
2. GPT-3 € yHiMOOanbHO0O, TOOTO MOXe MpUHMATH JIMIIe TeKCTOBI AaHi. BoHa Moxe 00po6-

JISITH 1 TEHEpYBaTH Pi3HI TEKCTOBI (OPMH, ajie HE MOXKE 00POOIATH 300pakeHH a00 1HII TUIN Ja-
Hux. GPT-4 € MylbTUMOIAaTEHOK, BOHA MOKE MPUHUMATH 1 CTBOPIOBATH TEKCTOBI 1 rpadiuHi BXiAHI

Ta BUXI1JIHI JIaHi, IO pOOHTH ii HabaraTo pi3HOMaHITHIIIOK. BoHa, Tako)k, MOXE BUKOHYBATH OLTBII
CKJIaJHI 3aBJaHHS, SIKI BUMAraroTh MO€JIHAHHS TEKCTOBOI Ta rpadiunoi BuxinHOi iHpopMmarii, Taki
SIK TITUCH, TAOUTTSI MICYMKIB a00 Mepeksiaj] 300pakeHb.

3. IIpoyKTHBHICTh CUCTEMHU BHU3HAUYAETHCSA 11 3IaTHICTIO a/IeKBAaTHO pearyBaTH Ha BXiJHI 3a-
nutH. Lle BimoOpaxae, HACKUIBKHU YCIIITHO MOJIEIh BIIOBIIIOE CYTh MOBH Ta HaJa€ 3HAYYIIII BiAMOBI-
ni. Taky eeKTUBHICTh 3a3BUYail BUMIPIOIOTH 3a KPUTEPIAMH, SIK. «30CHTEIKEHICThY», «TOYHICTH 1
«TUTaBHICTHY». 3aBISKU 301IBIICHIN KUIBKOCTI MapaMeTpiB Ta PO3UIMPEHUM MYIbTHMOAAIBLHUM MO-
xiuBocTsaM, GPT-4 punepemkae GPT-3 y Tepminax i IpoyKTUBHOCTI.

4. TamonuHAaIii B MOJIEIl — 1€ «BIIIOBIII», IKI HE MAalOTh CEHCY a00 HE MAIOTh BiTHOIICHHS
70 OTPUMAHUX BUXITHHX JaHuX. lle BimOyBaeTbcs TOMY, IO MOJEIb MOKJIAAAETHCS HA CBOI Mep-
BUHHI HaBYaJIbHI J1aHi a00 3HaHHS, 00 TeHEepyBaTH HACTYIIHI BiMOBi/i HA OCHOBI BUBYEHHUX II1a0-
JoHiB. Y po6ori [3] 3a3HauaeThes, 1m0 WMOBIpHiCTh TamonuHanii y GPT-3 cranoButs Bif 15% 10
20%. Xoua Hapasi HeBigoMO, HacKiIbku GPT-4 cxunbpHa 70 ralroUHAILIA, TeHepaTbHUN JUPEKTOP
koM. OpenAl Cem AnbTMaH Kaxe, IO «BOHA 2ANIOYUHYE 3HAYHO MEHUE. .. ).

3BaXkarouu Ha ycl apryMeHTH, 10X0auMO BUCHOBKY: - GPT-4 nepesepiuye GPT-3 y edexTus-
HOCTI, IO € JIOTIYHUM, BPaXxOBYIOUH, III0 KOXKHE HOBE IMOKOJIIHHS MOJEJI IMOKPAIy€EThCS, BUIIPAB-
JSIFOYU HEJOMIKM Ta BHOCSYM 3HAYHI yJAOCKOHaleHHs. Tomy, mas mopiBHsHHS i3 Bard, obupaemo
mojiesib GPT-4, oCKibKH BOHA BUSIBIISIE MEHIIIE TIOMUJIOK Y BiJIIOBIJIIX, MA€ BHIYy TOYHICTD Ta Mij-
TPUMYE MYJIbTUMOJANbHI QYHKIII].

3. Orasig moBHOI Mojei Bard

Bard API Bix Google — 11e iHCTpYMEHT, SIKUH J03BOJIIE€ PO3POOHUKAM OTPUMYBATH JOCTYII JI0
JaHMX 3 PI3HUX JDKEpEIl | BUKOPUCTOBYBATH iX. BiH BUKOpHCcTOBYE 00poOKy npupoanoi MoBu (NLP)
JUIs BUITY4YeHHs 1H(OpMallii 3 pi3HUX TUIIB JOKYMEHTIB, TakuX sK BeO-caiitu, PDF-daiinu ta 1Hmm
TekcToBi hopmatu. Okpim momoBHeHHs nomyky Google, Bard moxe Oytu iHTerpoBaHmii y BeO-
caiitu, raropMu 0OMiHY MOBIAOMIIEHHSAMH a00 JOJATKH AJIS HAJAHHS PeaiCTUYHHMX BiIMOBiAeH
MIPUPOHOIO MOBOIO Ha 3aITUTAaHHS KOPUCTYBAYiB.

VY rpynni 2023 poky Google Bard 6yB oHOBNEHUI 3a TOMOMOTOI0 HOBITHHOI MOBHOI MOJE1
Gemini. Lz moaens, pa3oM i3 TakuMHu monepeHukamu, sk Pathways Language Model 2 (PaLM 2)
ta Google's Language Model for Dialogue Applications (LaMDA), cTBopeHa Ha OCHOBI apXiTEKTy-
pu Transformers, pospo6neHoi Google B 2017 porti. 3aBasgkyd BiZKPUTOMY BHUXITHOMY KOIY
Transformer, 1151 apXiTeKkTypa JI4rjia B OCHOBY YUCIEHHHX 1HIINX T€HEPAaTUBHUX 1HCTPYMEHTIB LITY-
YHOTO 1HTEJIEKTY, B TOMY 4Kcii MoBHOT Mojeni GPT-3, sika BukopuctoByeThest B ChatGPT.

Bard 3ocepemkeHnii Ha MOUTYKOBUX MOKJIMBOCTSIX, HAMAralO4uch 3a0€3MeUnuTH OUTBII NpH-
pOJIHE BUKOPHUCTAHHS MOBHHX 3aIUTiB 3aMiCTh CTAHIAPTHHX KJIFOUOBMX CJiB. Moro mryunuii inTe-
JIEKT HaBYAETHCS HA OCHOBI PeaJbHUX 1aJIOTiB, IPOMOHYIOYH HE MPOCTO BIAMOBI/I, a KOHTEKCTya-
ni3oBaHy iHpopmarito. Bard po3pobieHo Takox st 00poOKH J0AaTKOBUX 3allUTaHb, 110 € HOBHUH-
Kow y cepi momryky. Mae ¢yHKIiI 11 CIJIBHOI pOOOTH Ta MOJBIMHOI MEPEBIPKU Pe3yIbTaTIB,
JI0NIOMararouu KOpHcTyBayaM y HepeBipili oTpuManoi iHdopmariii. Bin Takox iHTerpoBaHMi 3 pi3-
HUMH JoaaTkamu Ta cepicamu Google, Bkmouaroun YouTube, Maps, Hotels, Flights, Gmail, Docs
ta Drive, 103Boysil0OYM KOPUCTYyBa4aM BHKOPHCTOBYBATH HOTO sl POOOTH 3 OCOOMCTHM KOH-
TEHTOM.
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Google Bard, 3 iioro po3mupeHIMU MOXKIUBOCTSMH HITYYHOTO 1HTEJIEKTY, MPOIIOHYE KOPHC-
TyBayam psiji yHIKQIbHUX (pyHKIIH. OCh A€sIKI 3 KIIOYOBHUX:

1. Inrerpauis 3 Google Lence mis uutanus 300paxkeHb. Tenep cTaB MOXKIMBUI aHaNi3 30-
Opa)KeHHS, PO3IIMPIOIOYH CBOT MOXKIIMBOCTI Y pOOOTI 3 A1aJIOTOBUM TEKCTOM.

2. I'enepartist 300paxkeHb. Po3poOHuKM nomanu GyHKIIII0 CTBOPEHHS 300paKeHb, MOKPAIIlYIO-
YM Bi3yaJbHI MOXJIMBOCTI.

3. BisyanbHa iHndopmMariis 10 Bianosizeit. Bard 3marteH nomoBHIOBATH TEKCTOBI BIAMOBIIL Bi-
3yaJbHOIO 1H(pOpMAITi€r0 IS TIUOIIOT0 PO3yMiHHS.

4. Mupoxka ixTerpanis 3 cepBicamu Google. EdextuHe interpysanus 3 Google cepBicamu,
TaKUMHU SIK KapTH, JOKYMEHTH, TaOJIUI Ta 1HIII.

5. IligTpumka maridiB. [narinu s po3mupeHHs cBo€i (yHKIIOHATBLHOCTI, BKIIFOYAIOYH 1H-
Terparlito 3 IHIIUMHU BeO-caliTaMH 1 KOMITaHISIMH.

6. 30epexeHHs YepHEeTOK. Bupimena npobiiema BTpaTu BiAMOBIACH MPY OHOBJICHHI BKJIAIKH.

7. EkcriopT yary onHuM KiikoM. DyHKIIis eKCIOPTY Bianosiaei y Bard no3somsie kopuctysa-
yaM JIerKo 30epiraT CBOI BiAMOBi/I JJIs MMOAAIBIIOr0 BUKOpHCTaHHS [4].

4. MopiBHsiabHuit anaaiz ChatGPT-4 ra Bard

PosrisgaeMo mpakTUYHE MOPIBHSHHS JIBOX IMEpeqoBUX MOBHHX Mojeneir — ChatGPT-4 Big
OpenAl i Bard Bix Google. O6uBi 11i cucteMu 0a3yrOThCs Ha HAHOBIIINX JOCATHEHHSX y Taly3i
IITYYHOTO HTEJEKTY Ta HEWPOHHUX MEPEXK, aje BOJHOYAC NMPOMOHYIOTh YHIKaIbHI XapaKTepUCTH-
KH Ta (YHKI[IOHATBHOCTI. 30cepeuMOocs Ha MOPIBHSIHHI TXHIX 0COOIMBOCTEH, 3AaTHOCTI 10 BUKO-
HaHHS PI3HOMAHITHHUX 3aBJaHb, a TAKOX PO3TISTHEMO IXHI CHIIbHI Ta ci1a0Ki CTOPOHU B KOHTEKCTI
pi3HUX CIeHapiiB BUKOpHUCTaHHs. Lle MOpiBHAHHS IOMOMOXE KOPUCTyBadaM 3pO3YMITH, SIKa 3 IHX
MoJiesIel Kpallle MIAXO0AUTb I iXHIX KOHKPETHUX MOTpeO.

[Mepmuii TecT BKIIIOYATUME BHPINICHHS TOJIOBOJIOMKH IS MiUTITKIB. 3a1a4a GOPMYITIOETHCS
Tak: «¥ 12-nosepxositi 6ydieni € auwe ooun aigpm. Ha nudxxcnvomy nosepci nposcusac 2 nioounu, i
Ha KONCHOMY HACMYRHOMY NO8epCi KilbKicmb MeuwKanyie noosooemocs. Ha skomy nosepci yboco
OVOUHKY Hauuacmiue 8UKOPUCMOBYIOMb KHONKY SUKIUKY jaigpma?». JIoriuyHo, 110 HalOiIbIIe BH-
KJIMKIB JiTa BinOyBaeThcs Ha 1-my nmosepcel. Bianmosiail nux Mojeneid, HaBeAeHo Ha puc. 1.

‘: Bianoeige: 5-i nosepx.

Ha nepwomMy noeepci XMee 2 NIAWHW, Ha APYToMy = 2 * 2 = 4 NICAUHK, Ha TReTeoMY - 2 * 2 * 2 = B miogen, | Tak gani.

Yum Bue noeepx, TUM Binslwe Noaei Ha HEoMY xuee. ToMy, Wob AOIXaTH A0 CEOrO NOBEPXY, NKOAAM HA BEPXHIX
noeepxax NOTPIBHO HATUCKATW KHONKY BUKNUKY NiTa YacTille, HiX MIopaM Ha HIKHIX NOBEPXax.

Ha 5-my noeepci xuee 2 * 2 * 2 * 2 = 16 mopei. Lie Hanbinblua KinbKicTe NIOAEA Ha OOHOMY NOBEPCI B LbOMY
BynuHky. Tomy, Ha S-My NOBEPC] KHONKA BMKNMKY NiTa HAMYACTIWE HATHCKAETBCR.

MNpasvnsHa signosine: 5-W nosepx.

ChatGPT

¥ 12-noeepxosoMy BYAUHKY 3 ONMCAHOH CXEMOK 36iAbLUEHHSA KiNbKOCTI MeLLKAHLIB Bif
NOBepXxy A0 NOBEepXy, KHOMKa BUKAMKY NidTa yacTille 3a IHWWX ByAe HATUCKAETLCA Ha 12-
My Noeepci. Ha ubomMy NoBepci NpoXWBaE HaKbiNbLLIA KINbKICTL MellKaHuie — 4096

oci6. b-)

Puc. 1 — Bianosiai Mozeseii Ha JIOTi4HY 3a1a4y
Fig.1 — Answers of models to a logical problem
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3 pe3ynbTaTiB TECTYBAaHHS CIiJ, IO XKOJIHA 3 MOJEJed He HaJana MPaBUIBHOI BIiIMOBIJII.
ITpote, Ha xopucts ChatGPT-4, BiH npaBuIbHO BU3HAYMB KiJIBKICTh JKHUTEINIB Ha 12-My moBepci,
toi sik Bard 3ynuHuBCS Ha 00YKMCICHHSX i1 4-TO MOBEPXY Ta MOMMJIKOBO 3a3HAYHMB S5-H MOBEpX
y CBOTH BIITTOBI/I].

Jlpyruii TecT monAraTuMe y CTBOPEHHI ece Ha TeMy «3aXxMCT OCOOMCTUX TaHHX B iHpopMma-
iHOMY TIpocTopi» 3 ooMexkeHHs M y 2000 cumBotiB. PesynbTaTi 11b0TO 3aBAaHHS OyIyTh IIpe-
CTaBJICHI y TIOPIBHUIBbHIN Ta0/.2. AHaNI3Yy04YH TabnuIto, ciif BiazHauntH, mo ChatGPT-4 norpu-
MaBCsl BCTAHOBJICHOTO JIMITY 3 BimxuieHHsIM y 14%, B Toii yac sik Bard mepeBuius 3aaanuii oocsr
Maibke Ha 75%. BigHOIIEHHS KiJTBKOCTI YHIKaIbHUX CIIB JI0 3arajbHOI KUTBKOCTI cKianae 72% amns
ChatGPT-4 1 57% nnst Bard. Cepenust KijIbKICTh CITiB Ha peUeHHS Y KOKHOT Moiesi ctaHoBuTh 10%
BiJ 3arajgbHOro oocsry. Ilpubnusno uBepth, crBopeHoro ChatGPT-4, mictuts HeBaKIHMBY iH(OP-
Malliro, B TOi 4ac sik y Bard 1ieii moka3HUK CTaHOBUTH IT'ATY YaCTUHY BiJl YChOT'O TEKCTY.

Ta6muus 2 — [MopiBasHHS cTBOopenux ece ChatGPT-4 ta Bard
Table 2 — Comparison of generated essays ChatGPT-4 & Bard

IMapamerp ChatGPT-4 Bard
KinbkicTb cumMBoOJIiB 1726 3496
Kiaskicts ciiB 198 364
YHikanbHUX CJiB 142 206
KinbkicTb peyeHb 19 36
Yac Ha npoYNTAHHSA 1 xs. 2 xs.
HeBa:xauBa ingopmanis 26 % 19 %

CyTHicTb 3-T0 3aB/IaHHS MOJIATalNa y BIOCKOHAJIEHHI BeO-caliTy XapKiBChbKOI'O HalllOHAJIbHOTO
yHiBepcutety imeH1 B. H. Kapa3ina, 30cepe/kyrounck He MpOCTO Ha OMUCI pO3ALIiB, a Ha HOTro Mmo-
JIMIIeHHI Uit KopucTyBauiB. B pesynbrati ChatGPT-4 3anporonyBaB Taki pillleHHS: - OHOBJICHHS
IU3aiiHy caiTy; - po3pobka MOOLIBHOI Bepcii; - cTBOpeHHs (opyMy UM yaTy Juis 0OMiHYy iHpOpMa-
LI€I0 MK a0ITypieHTaMU U CTy/I€HTaMU; - IPUBEIEHHS CalTy y BIAMNOBIIHICTh 3 Cy4aCHUMHU CTaH-
naptamu BeO-0e3meku. Bard sxe BHCYHYB iHIIN «i€i»: - J0AaBaHHsI PO3IiIIB PO ICTOPIFO 1 TpamuIIii
YHIBEPCUTETY, CydacHE >KUTTSA B YHIBEPCUTETI, BIJIOMUX BUITYCKHUKIB Ta HAyKOBl JIOCSTHEHHS; -

MOKpAIIEHHS JTOCTYIHOCTI JJIS JIIOJed 3 OOMEKEHUMH MOXJIMBOCTSMH, BKJIIOYAIOUM 301IBIIEHHS
mpudTy 1 aAaNTaIiio Iy JI0AeH 13 BagamMu 30py; - GOHOBI 3BYKH; - TOJaBaHHS PO3/LIIB 3 BiJIryKa-
MU, HOBUHAMHU Ta MOJISIMH ¥ KapTO0 YHIBEepCUTETy. TakuM 4HHOM, MOJIeNIi BUCYHYJIU TTOMITHO pi3-
HI MPIOPUTETH, CTOCOBHO TOTO, 1110 BXKJIUBIIIE VISl CANUTY: - 3a0e3MedeHHs Horo O6e3nexku abo 3pyy-
HICTh Ta IHPOPMATUBHICTD i1 HOTO KOPUCTYBAUiB.

VY 4-my tecTi, 06pani Mozeni 3aitmanucs po3pookoro HTML ta CSS xony amns ronoBHoi cTo-
piHKM yMOBHOro IHTepHeT MmarasuHy OKyJspiB. OIIHIOIOUM pe3yNbTaTH, SKI MPEACTaBlIEHl Ha
puc. 2, MOKHA BiJI3HA4UTH, 1110 Bard BusBuBCcs Oibill e()eKTUBHUM y BUKOHAHHI 3aBnaHHs. Ha ro-
JIOBHI# CTOpIHII, CTBOpEHii came Bard, Oynu He TUIbKM OCHOBHI MOCHJIAHHS Ha aCOPTHMEHT, KOH-
TaKTU Ta MOBEPHEHHS Ha FOJIOBHY CTOPIHKY, aje i BIOPSAAKOBaHI KaTeropii ToBapis, Taki K 4OJIO-
Bi4l ¥ JKIHOY1 OKYJISIpH, OKYJISIpU JJIs1 KOPEKIiT 30py, @ TAKOK CIelialbHi MPOMO3UIIIT 1 3HIKKH.

Omxe, miaOMBaIOYM MiJICYMKU BCiX TECTOBHX 3aB/JaHb, BAKOHAHUX 000Ma MOJIENISIMHU, CIiJ 3a-
3HAYMUTH, IO BUOIP MK HUMU 3ajeKaTuMe Bij crienndiyanx morped kopuctyBadiB. Tak, 3a ogHa-

KOBHUX YMOB OOMJIBI MOJIeJl MOKa3alu pi3H1 pe3yNbTaTH, 1HO/1 HaBITh BIJICTYIAIOUYU Bl CBOIX 3BH-
YallHUX «CWIBHUX» cTOpiH. Hanpukman, xoua ChatGPT-4 yacTo pekoMeHyeThCsl 1Isi BUKOHAHHS

30



ISSN 2519-2310 CS&CS, Issue 2(24) 2023

3aBJaHb MPOrpaMyBaHHs, Y LIbOMY MOPIBHAJILHOMY aHaJli3i BUKOHAHHS TECTOBHX 3aBJaHb, BIH IO-
Ka3aB MCHII 3Ha4yIl pe3yibratd, Hixk Bard. Bognouac, Bard ne 3mir edexkTuBHO BropaTHcs i3
MIPOCTUMHU 3aBJAaHHIMH Ha PO3B’sI3aHHS 3BUYAWHOT JTOTIYHOT 3a/1a4i.

e TonoBHa
e Karamor
e IIpo mac
o KonTtaktn

I[HomysipHi OKyJIsIpH
le.Oxymapi mozens 1

Oxkynapn Mozens |

© 2023 Onnalie-MarasnH okyngpis. Bel mpasa

3aXIIIeH].
a)
Onuaiin marasnu ORleﬂpiB CoHues3axucHi OKyIsipu
Tonosua Ipo nac Topapn Koutakrn OKy/IApII 118 3aXIICTY BLI COHIA BLI BLIOMIIX OpeHIiB
* s Oxynapn | ¢ o Oxkynapn 6
OKyasipH 17151 10.10BiKIB CrnopTHBHI OKY/1ApH
CTbHI OKY/IAPII [UIA MOTOBIKIB BLI BLIOMIIX OpeH:liB OKY/I4pII 11 AKTIBHOTO BIAMOYIIHKY Bl HAMITHIIX BIPOOHIIKIB

* ».Oxyrapn 2 sex g _—
AKIil Ta 3HHKKH
ORYJIsSIpH 1151 KiHOK B
¢ o Oxynapi 7
MozHi OKYIAPI 1714 KIHOK Ha OVIb-AKINT CMAK o 50%
Ky.1dpH 10 -50%

¢ o Oxynapn 3
ORYIApI 114 30pY 31 3HILKKOK 10 50%
Oxky.1s1pH 1715 aiTeii « Boxynspus

3py4Hi Ta CTIVIBHI OKYISPI UK JiTeil . o
F G CoHnesaxucHi oky.aspH 10 -30%

TOBap" COHIE3aXIICHI OKYIAPH 31 3HILKKO 10 30%
* . Okymapu 4 ® Lo Oxynapu 9
OKyaspu 175 30py CnopruBHi okyasipu 10 -20%
OKYAAPI I KOPEKUIT 30pY BLI NPOBLIKIIX BIPOOHIIKIB CrOpTIBHI OKYIAPII 31 3HIIKKOW 10 20%

¢ w.Okynspn 5

Copyright © 2023

b)

Puc. 2 — Pesyabpratu KoMmisiii Koy, crBopenoro ChatGPT-4 (a) Ta Bard (b)
Fig. 2 — Results of compiling the code generated by ChatGPT-4 (@) & Bard (b)

5. BucHoBKkH

VY poboTi npeacTaBieHUi MOPIBHIBHUN aHaNi3 poOOTH JIBOX MPOBIAHUX MOJENEH ITY4YHOTO
inrenekty — ChatGPT-4 ta Bard. B pe3ynpraTi BAKOHaHHS HU3KH TECTOBUX 3aBJaHb OYIIO IiITBEP-
JDKEHO, 110 BUOIp M1k HEOOX1JHOI0 MOJIEIII0, 3aJI€KUTh BlJ] KOHKPETHUX NOTped ii KopucTyBauis,
OCKIUJTBKU KOKHA 3 HUX JIEMOHCTPY€ MOMITHO Pi3HI pe3ysbTaTH.

Jlo nepesar ChatGPT-4 (3a mpoBeaeHUMU JAOCITIHPKEHHSIMHE) CJTiT BITHECTH TOYHI MaTeMaTHd-
Hi PO3paxyHKH, BUKOHAHHS 33734 3 MiHIMaJIbHUMH BIIXWUJICHHSMH BiJl YMOB, @ TaKOXX KOHKPETHI
Nopajy JUis NOMINIIeHHs BeO-caiity. Ha Biqminy Bix Hboro, Bard miarBepauB OiabIn mMpoKUid Ti-
XiJT 10 3aBAaHb, BUXOMSYM 332 PaMKH 33J[aHUX YMOB Ta MPOIOHYIOYH KOPHUCTyBadaM OLITbII aKkTya-
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npHI (BapiatusHi) pimnenss. [llogo HemomikiB, TO 00UIBI MOAEII JEMOHCTPYIOTh MEBHI «CIa0KOCTI»
B aJITOPUTMAX «IOTIYHOTO MHUCIIEHHs». TakoX, TeCTyBaHHS Ha TeHEPaIlil0 300paKeHb HE TIPOBOIH-
Jocs yepe3 0OOMEXEHHS OIHIET 3 MOJIeNeid, TPoTe OOUIBI CUCTEMH MPOIOBXKYIOTH O€3MEpEepPBHO PO3-
BHBATHUCS i HABUATHUCS, IO CKOPIII 3a Bce, Oy/1e peani3oBaHo B HAHOIMKIYOMY MalOyTHBOMY.
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Abstract: The article is devoted to the study of categories of cyber incidents and their prioritization in the context of
information security. It discusses the main sources that provide information about cyber threats and defines their role
in detecting and analyzing incidents, and provides tools for collecting and analyzing data. The concepts of event, in-
cident, and crime and the relationship between them are discussed. The author provides a classification of various
types of cyber threats, how they are coded, their characteristics and impact on information systems. Examples of the
use of cyber incident classification are given. The authors of the article also consider specific types of cyber incidents
that may occur in various fields of activity and the threats they pose to various information systems. The necessity
and methods of determining priorities in responding to cyber threats are substantiated, which allows for the effective
allocation of resources and the implementation of preventive cyber security measures. The approach to assessing and
classifying incidents according to their possible impact on the organization's activities, information security and abil-
ity to recover from cyber attacks is revealed. The article highlights various approaches and methodologies for identi-
fying and managing information security risks, including the use of standards, models and assessment tools. This ar-
ticle is a resource for cybersecurity professionals, researchers, and executives interested in risk management and in-
formation asset protection in today's digital environment.

Keywords: Cyber Security, Cyber Incident, Intrusion Detection System, Categories of Cyber Incidents, Prioritization
of Incidents, Information Security Risks.

1. Introduction

Cybersecurity in today's world is defined as a critical component of security as our society
becomes increasingly digital. Means of protecting personal information, information systems and
data of corporations and financial institutions, government agencies and critical infrastructure help
to reduce the risks of cyberattacks and their consequences. Given the rapid technological develop-
ment, the importance of cybersecurity is increasing as new technologies, such as the Internet of
Things and artificial intelligence, create new vulnerabilities that require effective protection strate-
gies. Thus, cybersecurity is becoming essential to ensure stability, protect personal information and
national interests, requiring cooperation between government, business and civil society to develop
and implement effective measures.

Prioritizing the handling of cyber incidents depending on the risks they pose to information
systems is a crucial element of effective cyber defense. This allows cybersecurity professionals to
optimize the use of resources, directing them to the most critical scenarios and minimizing possible
losses for the organization. Rapid response to high-risk cyber incidents ensures that critical systems
remain functional and helps to avoid negative consequences for business processes. Taking risks
into account also helps to take preventive measures, improve security strategies, and comply with
regulatory requirements. This systematic approach to cybersecurity management allows it to effec-
tively detect, respond to, and prevent cyber threats, providing reliable protection for information
systems and preserving the organization's reputation.

2. Detecting cyber security incidents
Collecting and analyzing data on cyber incidents is a task that presents a number of challenges
and complexities. First, information about cyber threats can be scattered across a variety of sources,
such as system logs, network data, information from antivirus systems, vulnerability reports, etc.
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This requires the development of a comprehensive strategy for collecting and integrating data from
various sources.

An additional challenge is that attackers are constantly improving their methods, using new
technologies and tactics to evade detection. This poses a challenge for cybersecurity analysts: to
constantly update their knowledge and tools to effectively detect and analyze new threats.

When it comes to tools for collecting and analyzing cyber incident data, there are a variety of
software and hardware tools. Software tools include security intrusion detection systems (SIEMs),
which provide centralized log collection and analysis, as well as intrusion detection systems (IDSs)
and vulnerability detection systems (VDSs). Some platforms, such as Splunk, ELK Stack, or IBM
QRadar, allow you to aggregate data from different sources and provide event correlation capabili-
ties to identify potential threats.

There are also advanced tools for analyzing network traffic, such as Wireshark, or for detect-
ing anomalies in systems, such as Darktrace. It is also important to use intelligent data analysis sys-
tems based on artificial intelligence (Al) to automatically detect anomalies and patterns that may
indicate cyber threats.

The following event logs can be used by an organization to assist with detecting and investi-
gating cyber security incidents [1]:

e Cross Domain Solutions: May assist in identifying anomalous or malicious network traffic
indicating an exploitation attempt or successful compromise.

e Databases: May assist in identifying anomalous or malicious application or user behavior
indicating an exploitation attempt or successful compromise.

e Domain Name System services: May assist in identifying attempts to resolve malicious do-
main names or Internet Protocol (IP) addresses indicating an exploitation attempt or success-
ful compromise.

e Email servers: May assist in identifying users targeted with phishing emails thereby helping
to identify the initial vector of a compromise.

e Gateways: May assist in identifying anomalous or malicious network traffic indicating an
exploitation attempt or successful compromise.

e Multifunction devices: May assist in identifying anomalous or malicious user behavior indi-
cating a cyber security incident or malicious insider activity.

e Operating systems: May assist in identifying anomalous or malicious activity indicating an
exploitation attempt or successful compromise.

e Remote access services: May assist in identifying unusual locations of access or times of ac-
cess indicating an exploitation attempt or successful compromise.

e Security services: May assist in identifying anomalous or malicious application or network
traffic indicating an exploitation attempt or successful compromise.

e Server applications: May assist in identifying anomalous or malicious application behavior
indicating an exploitation attempt or successful compromise.

e System access: May assist in identifying anomalous or malicious user behavior indicating an
exploitation attempt or successful compromise.

e User applications: May assist in identifying anomalous or malicious application or user be-
havior indicating an exploitation attempt or successful compromise.

e Web applications: May assist in identifying anomalous or malicious application or user be-
havior indicating an exploitation attempt or successful compromise.

e Web proxies: May assist in identifying anomalous or malicious network traffic indicating an
exploitation attempt or successful compromise.

34



ISSN 2519-2310 CS&CS, Issue 2(24) 2023

3. Categories of cyber incidents

Not all events recorded in logs are directly indicative of cyber incidents, and this is due to
several factors. First, log files include a wide range of information that can be the result of normal
system or network operation. Many events can be related to normal operations, system updates, or
even erroneous questions from users. Secondly, not every unusual or anomalous event is a cyber
incident. Some anomalies can be the result of temporary system malfunctions, misconfigurations, or
random events. Without the proper context and analysis, it is difficult to determine whether an event
poses a real cybersecurity threat.

For the purpose of defining categories of incidents it is important to have a clear concept of
the different scopes of an event, an incident and a crime.

An event can be defined as any observable occurrence that happened at a point in time in a
system or network, especially one of importance. Thus, an event does not necessarily imply an ad-
verse situation or a malicious activity [2].

For instance, «to send an email» or «to make a phone call» are events with no malicious im-
plication.

On the other hand, a security incident necessarily implies a human-caused adverse event, usu-
ally with a malicious nature, which is oriented to cause a disruption of any system or network.

It is important to underline that incidents arising from negligence, as well as attempts that fail,
also fall under the concept of a security incident. Examples of security incidents are «SQL
injectiony or «Cross-Site Scripting» attacks.

As can be observed below in Fig. 1, any security incident is considered an event but not any
event is considered a security incident.

Events

Security Incidents

@® Common Taxonomy for LEAs and CSIRTs

Fig 1 - Events, Security incidents, Crimes and Common Taxonomy ecosystem

Also not every security incident has a crime penalty, therefore only the security incidents able
to be criminally prosecuted will be the ones falling under the scope of Common Taxonomy for
LEAs and CSIRTs To clarify this, see the Fig. 1 below.

Different categories of cyber incidents manifest themselves in different ways in information
systems and have different impacts on them. The threat level of a cyber incident may depend on its
category. There are many different lists of cyber incident categories that take into account different
aspects and characteristics of digital threats such as the type of attack, privacy impact, attack tar-
gets, and methods used by attackers. For example, the State Service for Special Communications
and Information Protection of Ukraine provides the following list, which is developed using and
complies with the recommendations of the European Cyber Security Agency (ENISA Reference In-
cident Classification Taxonomy), as well as the joint document of ENISA and the European Cyber-
crime Centre Europol (Common Taxonomy for Law Enforcement and The National Network of
CSIRTSs) [3].
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According to the Table 1, a cyber incident can be described using the incident category code
and the incident type code:
Example 1: Incident code: 01.01; Incident type: Spam.
Example 2: Incident code: 02.04; Incident type: Malicious connection.

Table 1 - Categories of cyber incidents

Code
XX

Incident
category

Code
XX

Type
of incident

Description of the type
of incident

1

2

3

4

5

01.

Abusive content

01

Spam

Sending unwanted messages or a
large number of messages
(flooding)

02.

Malicious Code

01

Malware infection

Spyware detected in the system

02

Malware distribution

Distributing spyware, for example,
by sending out emails containing
malware attachments or links to
download it.

03

Command & Control
(C2)

A system that is used as a command
and control point for a botnet
and/or serves as a collection point
for information stolen by botnets.

04

Malicious connection

Connection  attempts  from/to
IP/URL - an address associated
with a known spyware, such as
C2C, or a distribution resource for
components associated with a par-
ticular botnet activity.

03.

Information
Gathering

01

Scanning

Collecting information about sys-
tems or networks.

02

Sniffing

Unauthorized interception (logical
or physical) and analysis of net-
work traffic. Unauthorized monitor-
ing and reading of network traffic.

03

Phishing

An attempt to collect information
about a user or system using social
engineering  techniques  (mass
emails aimed at collecting data,
may contain links to phishing sites)

04.

Intrusion Attempts

01

Vulnerability exploita-
tion attempt

Attempted intrusion by exploiting a
vulnerability in a system, compo-
nent, or network

02

Login attempts

An attempt to log in to services or
authentication/access mechanisms.
An unsuccessful attempt to match
authentication credentials or use
previously compromised creden-
tials that are no longer relevant.
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Continuation of the Table 1

05.

Intrusion

01

Account compromise

5

Actual intrusion into a system,
component or network by compro-
mising a user or administrator ac-
count

02

System compromise

An actual intrusion into a system or
its component, service, or applica-
tion through the exploitation of a
vulnerability in a component or
network. Unauthorized access to a
system or component bypassing the
access control system.

06.

Availability

01

DoS/DDoS

An impact on the normal function-
ing of a system or service that is
achieved by sending requests from
one or more sources to the target
resource to overload the bandwidth
or system resources.

02

Sabotage

Actions (intentional or unintention-
al) aimed at damaging the system,
interrupting processes, changing or
deleting information, etc.

03

Outage, no malice

Failure of a system or its compo-
nents without malicious interfer-
ence.

07.

Information Content
Security

01

Unauthorized access to
information

Unauthorized access to infor-
mation. Unauthorized sharing of a
specific set of information.

02

Unauthorized modifi-
cation of info

Unauthorized modification or dele-
tion of a certain set of information.

08.

Fraud

01

Fraudulent site

Creating phishing sites to collect
authentication or other user data.
Using the institution's resources for
purposes other than those intended.

09.

10.

Vulnerable

Other

01

Vulnerability

The presence of known vulnerabili-
ties in the system or its components
that are open to exploitation.

02

01

Misconfiguration

Undetermined incident

Flaws in the settings that can be
exploited by an attacker (default
settings, etc.).

Insufficient data to process the in-
cident.

4. Incident prioritization

Prioritizing the handling of the incident is perhaps the most critical decision point in the inci-

dent handling process. Incidents should not be handled on a first-come, first-served basis as a result
of resource limitations. Instead, handling should be prioritized based on the relevant factors, such as
the following [4]:
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e Functional Impact of the Incident. Incidents targeting IT systems typically impact the busi-
ness functionality that those systems provide, resulting in some type of negative impact to
the users of those systems. Incident handlers should consider how the incident will impact
the existing functionality of the affected systems. Incident handlers should consider not only
the current functional impact of the incident, but also the likely future functional impact of
the incident if it is not immediately contained.

e Information Impact of the Incident. Incidents may affect the confidentiality, integrity, and
availability of the organization’s information. For example, a malicious agent may exfiltrate
sensitive information. Incident handlers should consider how this information exfiltration
will impact the organization’s overall mission. An incident that results in the exfiltration of
sensitive information may also affect other organizations if any of the data pertained to a
partner organization.

e Recoverability from the Incident. The size of the incident and the type of resources it affects
will determine the amount of time and resources that must be spent on recovering from that
incident. In some instances it is not possible to recover from an incident (e.g., if the confi-
dentiality of sensitive information has been compromised) and it would not make sense to
spend limited resources on an elongated incident handling cycle, unless that effort was di-
rected at ensuring that a similar incident did not occur in the future. In other cases, an inci-
dent may require far more resources to handle than what an organization has available. Inci-
dent handlers should consider the effort necessary to actually recover from an incident and
carefully weigh that against the value the recovery effort will create and any requirements
related to incident handling.

Combining the functional impact to the organization’s systems and the impact to the organi-
zation’s information determines the business impact of the incident—for example, a distributed de-
nial of service attack against a public web server may temporarily reduce the functionality for users
attempting to access the server, whereas unauthorized root-level access to a public web server may
result in the exfiltration of personally identifiable information (PII), which could have a long-
lasting impact on the organization’s reputation.

The recoverability from the incident determines the possible responses that the team may take
when handling the incident. An incident with a high functional impact and low effort to recover
from is an ideal candidate for immediate action from the team. However, some incidents may not
have smooth recovery paths and may need to be queued for a more strategic-level response—for
example, an incident that results in an attacker exfiltrating and publicly posting gigabytes of sensi-
tive data has no easy recovery path since the data is already exposed; in this case the team may
transfer part of the responsibility for handling the data exfiltration incident to a more strategic-level
team that develops strategy for preventing future breaches and creates an outreach plan for alerting
those individuals or organizations whose data was exfiltrated. The team should prioritize the re-
sponse to each incident based on its estimate of the business impact caused by the incident and the
estimated efforts required to recover from the incident [5]. An organization can best quantify the
effect of its own incidents because of its situational awareness.

Table 2 provides examples of functional impact categories that an organization might use for
rating its own incidents. Rating incidents can be helpful in prioritizing limited resources.

Table 3 provides examples of possible information impact categories that describe the extent
of information compromise that occurred during the incident. In this table, with the exception of the
“None” value, the categories are not mutually exclusive and the organization could choose more
than one.
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Table 2 — Functional Impact Categories

Category Definition
None No effect to the organization’s ability to provide all services to all users
Low Minimal effect; the organization can still provide all critical services to all users but

has lost efficiency
Organization has lost the ability to provide a critical service to a subset of system

Medium USers
High Organization is no longer able to provide some critical services to any users
Table 3 — Information Impact Categories
Category Definition
None No information was exfiltrated, changed, deleted, or otherwise compromised
Privacy Sensitive personally identifiable information (PII) of taxpayers, employees, benefi-
Breach ciaries, etc. was accessed or exfiltrated
Proprietary Unclassified proprietary information, such as protected critical infrastructure in-
Breach formation (PCII),was accessed or exfiltrated
Integrity Loss | Sensitive or proprietary information was changed or deleted

Table 4 shows examples of recoverability effort categories that reflect the level of and type of re-
sources required to recover from the incident.

Table 4 - Recoverability Effort Categories

Category Definition

Regular Time to recovery is predictable with existing resources

Supplemented | Time to recovery is predictable with additional resources

Extended Time to recovery is unpredictable; additional resources and outside help are needed

Recovery from the incident is not possible (e.g., sensitive data exfiltrated and posted

N RERETENLL S publicly); launch investigation

5. Criticality levels of cyber incidents
Taking into account the above, the following consider a list of criticality levels of cyber inci-
dents developed by the State Service for Special Communications and Information Protection
of Ukraine [6]:

e level 0, non-critical (white) - a cyber incident/cyber attack does not threaten the sustainable,
reliable and normal operation of information, electronic communication, information and
communication systems, technological systems;

e level 1, low (green) - a cyber incident/cyber attack directly threatens the sustainable, reliable
and normal operation of information, electronic communication, information and communi-
cation systems, technological systems, but does not threaten the security (confidentiality, in-
tegrity and availability) of information and data processed by them;

o level 2, medium (yellow) - a cyber incident/cyber attack directly threatens the sustainable, re-
liable and normal operation of information, electronic communication, information and
communication systems, technological systems, which creates prerequisites for violating the
security (confidentiality, integrity and availability) of information and data processed by
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them, and creates prerequisites for the termination of functions and/or provision of services
by critical infrastructure;

e level 3, high (orange) - a cyber incident/cyber attack directly threatens the stable, reliable
and normal operation of information, electronic communication, information and communi-
cation systems, technological systems, violates the security (confidentiality, integrity and
availability) of information and data processed by them, resulting in potential threats to na-
tional security and defense, the state of the environment, the social sphere, the national
economy and its individual sectors, and the termination of business. Response at this level
may require the involvement of forces and means of more than one main actor of the nation-
al cybersecurity system;

o level 4, critical (red) - a cyber incident/cyber attack directly threatens the stable, reliable and
normal operation of several information, electronic communication, information and com-
munication systems, technological systems, violates the security (confidentiality, integrity
and availability) of information and data processed by them, resulting in real threats to na-
tional security and defense, the state of the environment, the social sphere, the national
economy and its individual sectors, and the cessation of A cyber incident/cyber attack may
have a cross-border impact. Response at this level requires the involvement of forces and
means of the main actors of the national cybersecurity system;

e level 5, emergency (black) - a cyber incident/cyber attack directly threatens the sustainable,
reliable and normal operation of a significant number of information, electronic communica-
tion, information and communication systems, technological systems, violates the security
(confidentiality, integrity and availability) of information and data processed by them, re-
sulting in imminent threats to the full functioning of the state or threats to the lives of
Ukrainian citizens. A cyber incident/cyber attack may have a cross-border impact. Response
at this level requires maximum involvement of the forces and means of the main actors of
the national cybersecurity system and other cybersecurity actors.

6. Information security risk assessment methods

The development of Information Security Risk Assessment methods is a key element of effec-
tive cybersecurity and risk management in the modern information environment. This is important
due to the complexity of cyber threats that are constantly changing and evolving. Today's infor-
mation environment faces diverse and ever-changing cyber threats, and creating risk assessment
methods helps identify, analyze, and manage these threats. Attackers are constantly developing new
methods and techniques, so it is important to have effective methods to identify, assess, and manage
these threats. Information is one of the most valuable assets for many organizations, so risk assess-
ment methods help determine which data is most valuable and vulnerable. This makes it possible to
develop strategies to protect it effectively.

Most organizations have limited resources, so it's important to allocate those resources effec-
tively to maximize security. Risk assessment methods help to prioritize and cost cybersecurity
measures. The risk assessment also takes into account compliance and regulatory requirements,
helping to determine how well existing standards are met and where improvements can be made.
The idea that risk assessment is a tool for proactively identifying potential problems and solving
them before they lead to cyber incidents is important. Creating risk assessment methods is a strate-
gically important task for any organization seeking to ensure reliable cybersecurity and reduce the
impact of information threats.
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There are a significant number of Information Security Risk Assessment (ISRA) methods that

have been developed by various organizations. These methods help to identify, analyze and manage
risks to ensure effective cyber defense:

CIRA is a risk assessment method developed primarily by Rajbhandari and Snekkenes [7].
CIRA frames risk regarding conflicting incentives between stakeholders, such as infor-
mation asymmetry situations and moral hazard situations. It focuses on the stakeholders,
their actions and perceived outcomes of these actions.

CORAS is a UML (Unified Modeling Language) model-based security risk analysis method
developed for InfoSec. CORAS defines a UML-language for security concepts such as
threat, asset, vulnerability, and scenario, which is applied to model incidents.

The CCTA Risk Analysis and Management Method (CRAMM v.5) is a qualitative ISRA
method. CRAMM is specifically built around the supporting tool with the same name and re-
fers to descriptions provided in the repositories and databases present in the tool.

FAIR (Factor Analysis of Information Risks) is a risk assessment method and one of the few
primarily quantitative ISRA approaches. FAIR breaks risks down into twelve specific fac-
tors, which contains four well-defined factors for the loss and probability calculations. FAIR
includes ways to measure the factors and to derive quantitative analysis results.

The Norwegian National Security Authority Risk and Vulnerability Assessment (NSM
ROS) [8] approach was designed for aiding organizations in their effort to become compliant
with the Norwegian Security Act.

OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation) Allegro
methodology is the most recent method of the OCTAVE-family, aimed at being less exten-
sive than the previous installments of OCTAVE. It is a lightweight version of the original
OCTAVE and was designed as a streamlined process to facilitate risk assessments without
the need for InfoSec experts and still produce robust results.

ISO/IEC 27005:2011 - Information technology, Security techniques, Information Security
Risk Management details the complete process of ISRM/RA, with activities with each task.
Centers on assets, threats, controls, vulnerabilities, consequences and likelihood.

The current installment of the NIST SP 800-30 - Guide for Conducting Risk Assessments is
at revision one, and was developed to further statutory responsibilities under the Federal In-
formation Security Management Act. NIST SP 800-30 rev. one was designed for larger and
complex organizations. The purpose of the publication was to produce a unified information
security framework for the U.S. federal government, and the framework shows signs of be-
ing created to manage complexity.

The ISACA (Information Systems Audit and Control Association) Risk IT Framework and
Practitioner Guide is an ISRM/RA approach where the Practitioner Guide complements the
Risk IT Framework. The former provides examples of how the concepts from the frame-
work can be realized. It is an established approach developed by ISACA, based on ValIT and
CobIT, and, therefore, has a business view on risks, defining several risk factors.

Privacy impact assessments are methods that are supposed to address risks to privacy in a
system or a project. The Norwegian Data Protection Authority’s (Datatilsynet) Risk As-
sessment of Information Systems (RAIS) are ISRA guidelines that primarily are designed for
aiding data handlers in their effort to become compliant with the Norwegian Data Protection
and Privacy Act and corresponding regulations.

Outsourcing services to the cloud brings new risks to the organization. Microsoft’s Cloud
Risk Decision Framework is a method for risk assessing cloud environments [9].
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7. Conclusions

Detecting and analyzing cyber incidents is a task that requires significant resources and a
wide range of data from a variety of sources. Analysts and cybersecurity professionals need to
quickly collect, process, and analyze information to effectively detect and respond to cyber threats.
Determining the categories of cyber incidents and their criticality levels is a complex process that
also requires significant resources. This is an important component of properly classifying and pri-
oritizing incidents to ensure a fast and effective response to the most critical events. Improving the
cyber incident response process is driven by a large number of developed information security risk
assessment methods. These methods allow organizations to effectively identify, assess and manage
risks, as well as improve their security strategies. The application of these methods contributes to a
more accurate and systematic approach to cybersecurity management and ensures reliable protec-
tion of information assets.
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MeToau BU3HAYEHHS KaTeropiii kidepiHuMaeHTIB Ta oniHKY pU3UKIB iHopmaniiiHol Oe3nexu.

AnoTtanisi. CTaTTs MpHUCBSYECHA BHBYCHHIO KaTeropiil KiOEepiHIMAEHTIB Ta iX mpiopuTe3amii B KOHTEKCTI iHPOpPMAaIiitHOT Oe3meKH.
Po3rnsmatoThest OCHOBHI Jpkepena, 1o HaaaloTh iHpopMalilo npo Kibep3arpo3u i BU3HAYAEThCS iX POJIb y BUSBIICHHI Ta aHAMi31 1H-
LU/ICHTIB, HABOIATHCS iHCTPYMEHTH JUT 300py, Ta aHANi3y HaHUX. PO3INIAalOThCS MOHATTS MMO/Il, IHIWACHTY 1 3MI0YHHY Ta CIIBBiJ-
HOILCHHsS MK HUMH. HaBoauThest kinacudikaliis pisHOMaHITHUX THIIB Kibep3arpos, crocib iX cucremarusanii, XapaKTepUCTHKH Ta
BIUIMB Ha iHQopMariiiHi cucremu. [IpeacraBneni nMpukIagd BUKOPUCTaHHS Kiacudikaimii KiOepiHIMICHTIB. ABTOPH PO3TISAAIOTh,
TaKOX, crenudiuHi BHIM KiOEpIHIUICHTIB, 10 MOXXYTh BHHUKHYTH B Pi3HUX cepaxX MisUIbHOCTI Ta HeOe3neKu Ay iHpopMamiiHmx
CHCTEM sIKi BOHH CTaHOBIATh. OOIPYHTOBYETHCSI HEOOXIIHICTh Ta METOJM BH3HAYCHHS NMPIOPUTETIB y pearyBaHHI Ha Kibep3arposu,
10 J103BOJISAE €(PEeKTHBHO PO3MOMUIATH PECYpPCH Ta 3IIMCHIOBATH MOMEpEIKYyBalbHI 3aX0aH 3 KibepOesneku. Po3kpuBaeThes miaxin
JI0 OIIHKH Ta Kiacudikailii iHIIUACHTIB 3a iX MOXJIMBUM BILTMBOM Ha MisIbHICTH OpraHizailii, 3aXucT iHdopMarlii Ta 3AaTHICTh Bif-
HOBIIFOBATHUCS Ticyst KibepaTak. BUCBITIIIOIOTECS pi3HOMAaHITHI MiAXOAM Ta METOOJIOTIT UIsI BU3HAYEHHS Ta YIPABIiHHSI PHU3HKaMH B
chepi inpopmaniitHoi Ge3nek, MO BKIOYAIOTH B ceOe BUKOPUCTAHHS CTaHAAPTIB, MOJENEH Ta IHCTPYMEHTIB OLIHKH. Matepianu
CTATTi € JIOJATKOBUM PECYPCOM BimoMocTel uist (haxiBIiB 3 KibepOe3meky, JOCIITHUKIB Ta KePiBHHKIB, SKi MIKABIATHCS MUTAHHIMH
YIPaBIiHHSAM PU3UKAMH Ta 3aXMCTOM iH(GOpMaLiifHUX aKTHBIB y Cy4yacHOMY LHU(POBOMY CEpeTOBHIIL.

Kawuosi cioBa: xibepOesneka, kidepiHuaeHt, |DS, kateropii kibepiHIMICHTIB, MPIOPUTH3ALIS 1HIIUICHTIB, PU3UKH OC3IIEKH.
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Anomauia: Opeanizayis saxucmy iHpopmayii 3a6xcou 6Y10 aKMyaIbHOW0 3a0ayelo 0COOAUBO NiciA NoA8U iHopma-
YIlIHO-KOMYHIKAYIHUX cucmem. basucnumu HanpagneHHAMY 6 06acmi 3axucmy iHgopmayii, AKi nputiuau 3i cmapo-
dasHix uacie € kpunmoepaghis ma cmezanocpaghis. Kpunmoepagis peanizye 3axucm iH@opmayii wiisxom nepemeo-
peHHa ingopmayii y neyumabenvHutl euensd. Cmezanoepadis 00360149€ npuxosamu iHpopmayito 8 pisHUX KoHmell-
Hepax, npu yboMy Gaxm HAA6HOCMI THHOPMAYIl 3aTUUAEMbCS HENOMINEHUM Ol GUNAOKOBUX cnocmepieavie. Y
cmammi po32na0aromsves nioxoou 00 Kpunmozpagii ma cmeaanozpaii, KoHyenyia 2iOpuoOHO20 3ACMOCY8AHHI KPU-
nmoepagiunux ma cmeeanozpapiukux memoois 0 3a6e3neueHHs NOOSIUHO20 PIGHs 3aXUCTY OAHUX, 3A2ANbHA Ap-
xXimexmypa Kpunmozpagiunux ma cmezanozpagiynux cucmem. Tpaduyiinumu Kpunmozpagivnumu cucmemamu, axi
3acmoco8yIomuCsl 8 CYUACHUX cUCmeMax 3axucniy ingpopmayii € cumempuuni ma acumempuuni Kpunmocucmemu. Xo-
ua CUMEmpUYHI CUCIeMU eBONIOYIOHYEANU 3 NOAE0I0 HOBUX MATMEMATMUYHUX NepemeopeHs, aie 60HU MAaromsb Cymme-
8utl Hedonlik. Bin nonsecae 6 nompebdi dodamrosoi nepedaui cekpemuozo Knoua ompumysavy. Taka cmpamezis euma-
2a€ GUKOPUCIAHHS 3aXUUJEHO20 KAHANY 36'A3KY, OCHAWEH020 MexXHiuHuMu cucmemamu 3axucmy. Ilpu ybomy icuye
PUBUK HECAHKYIOHO8AHO20 OOCMYNY, AKUU MOJICe CHPUNUHUMU KOMRPOMEMAayilo cekxpemHo2o Knioya. Buxooauu 3 eu-
wenageoeHux npoodnem CUMEmPUUHUX KPURIMOCUCTEM, NPU PO3POOYi MEXanizmie 3axucmy, nepesazy 6i00aioms acu-
Mempuunum aneopummanm. [Iposedeno ananiz kpunmocucmemu RSA, axa ipynmyemvca ha acumempuiHomy nioxooi
wu@pysanns. Ll cucmema 6UKOPUCIOBYEMbCA 8 CYUACHUX NPOMOKONAX asmenmudikayii ma 3abe3neuents KOHQi-
Odenyitinocmi 6 ingopmayitinux cucmemax ma Inmepremi. Ilposedeno docniodncenHss ueUOKOOIl NPOSPAMHUX MOOYIIE
2enepayii k1040601 napu, wugpysanus ma posuudpysanns ona cucmemu RSA, winaxom sminu 3azanvnux napamem-
pie ancopummy (MOOYIs nepemeopensb, po3mipy uUXiOHUX oanux). Pesynemamu uacoeux eumipiosainb nasedemi 6
mabauyi, Ha 6a3i AKUX NOOYO0BAHI 3anexcHocmi yacy 6i0 Mooudikayii KOHKpemHux napamempis. /locniosxceno cme-
eanoepapiunull ancopumm moougirayii Hatimernw 3nauyuozo oimy (H3E), saxuti 3acmocogyemucst 0Jist nPUX08YEAHHSL
Odanux 8 300padicennsx. Huni icnye wupoxuil cnexmp cme2anoanzopummis, axi po3poonsiomscs Ha 6asi 0cooausoc-
meil CeHCOpHUX cucmem n0OUHU (cucmemu 30py abo cayxy). Posensoaromuvcs enacmusocmi 30poeoi cucmemu 1ioou-
HU, K BUKOPUCTMOBYIOMbCSL 8 Cme2anozpagil.

Knrouogi cnosa: xpunmozpaghis, cmezanozpaghis, xkuou, ingopmayitine nogioOMIEHHSA, ACUMEMPULHA KPUNMOCUC-
mema, cuMempuiHa KpURMoCcucmema, Kpunmozpama, cme2aHocpamda.

1. Beryn

Indopmaris 3aBkau 3alimaina MpoBiJHE Miclie B KUTTI JroauHu. [ToHSITTS «iHpopMarisy [1]
MOJKHa 1HTEPIIPETYBAaTU K CYKYIHICTb MyOJIIYHO OTOJIOUIEHHX a00 JOKYMEHTOBAHUX BiJIOMOCTEH,
SK1 OXOIUTIOIOTH SIBUIIIA TPUPOJIU, HABKOJIMUIITHHOTO CEPEIOBHILA Ta PI3HOMAaHITHI 00J1aCTi IisIbHOC-
Ti couiymy i nepkaBu. BaromicTs 1 knacudikaiis indopmaiii Bu3HadaeTbes ii BMicToM. [losBa 1H-
(bopmaniifHO-KOMYHIKaLIHHUX CUCTEM 1 TTI00abHUX MEPEX CIPOIIye JOCTYIHICTh i 0OMiH iH)Op-
Mariero. CTpiMKUN TEXHOJOTIYHUI MPOrpec MPU3BIB /10 MOSBU 3arpo3 HECAHKLIOHOBAHOTO JOCTY-
1y, HOpPYIIEHHsI KOH(iAeHIIIHOCTI, iTicHOCTI iHpopMaii, danscudikanii qanux tomo. Topsn 3
MM IUTaHHs 3a0e3neueHHs iHdopmaniitHoi 6e3neku (Ib) 3aBxau Oyno akTyaqbHUM, TOYMHAIOYU
31 CTapoAaBHIX YaciB 1 10 TemepiliHboro MOMeHTy. OCHOBHMUMHM HAIpsIMaMu, IO BIPOBAIKYIOTh
HaJ1iiHI MexaHi3Mu 3a0e3nedenHs Ib € kpunrorpadis i creranorpadis [2].

Jnst po3B’sa3aHHs npoOsieM Ib mupoko BUKOPUCTOBYIOTHCS BIAMOBIAHI QITOPUTMHU KPHUITO-
rpadii i creranorpadii. CyuacHi cuctemu Ib po3pobmstoThes 3 peanizaiiero NepCneKTUBHUX KPHUII-
Torpadiuaux i creranorpadiunux meromiB 3axucty. Cucrema indopmaniiinoi 6e3nexu (CIB) [1]
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nmpu3HaueHa s 3a0e3nedeHHs Oe3mekd 1HQopmarii, sKa LOUPKYIe Yy iHpopMaliiiHo-
tenekomyHikariitHii cucremi (ITC) Bin HeaBTopuzoBanux ctopid. CyudacHi CIb ocHameHi BizmoBi-
JHUMHU arlapaTHUMHU MOAYJISAMHU O€3NeKH, KOTpl CIpsSMOBaHI Ha MpOTHAi0 (izmuHuM 3arpo3am. Lli
MOMYJIl MICTATh 1HTETPOBaHI MIKPOIPOIIECOPH, IO 3/aTHI BUKOHYBATH MOTPiOHI MaTeMaTH4HI 00-
YHCIICHHS JJIS peaizamii BiINOBITHUX KPUNTOTrpadiyHUX Ta CTETaHOAITOPUTMIB.

Kpunrorpadist — Hayka mpo METOU 3aXHcTy iH(opMallii BiJi HECAHKI[IOHOBAHOTO JIOCTYILY Y1
moudikarii. Meroro kpunrorpadii € peanizalis 3axucty iHopMarlii MIISIXOM CIEiaIbHOTO i mme-
peTBopeHHs (mmdpyBaHHs). 3aranbHOO i7e€0 KpunTorpadii € KOHBEpPTYBaHHS BMICTY JaHUX B He-
po30ipnuBuil Burisa. [loBepHeHHS 3amMPpPOBAHOTO TEKCTY Y BUXIIHUI CTaH 31MCHIOETHCS 32 J10-
ITOMOTOIO CIICIIAIbHOTO KITF0Ya, SIKUM BOJIOJIE JIMIIE BIACHUK iH(popMallii abo J0BipeHa CTOpPOHA.
3M0BMHUCHUK TIMOTETUYHO MOXKE MEPEXONUTH MIHPPTEKCT B MOMEHT Iepenadi Mo KaHalry
3B’s3ky (K3), ame HEe mMaTmMe MOXKIIMBICTH O3HAHOMUTHCS 31 BMICTOM BHXIJHOTO TOBiJIOMIJICHHS,
OCKUTBKH Y HBOTO HE MA€ CEKPETHOTO KII0Ya HEOOXITHOTO JIsi BUKOHAHHS MPOIeaypu nemmdpy-
BaHHs (kpuntoanani3). Kpunrorpadis 3a6e3nedye KoHIICHIIHHICTD, MUTICHICTh Ta aBTCHTHYHICTh
iH(popMallii, BUKOPUCTOBYIOUM MAaTEMATHUHI METOU Ta aJITOPUTMHU.

Creranorpadis — HayKa PO METOAM 1 crocoOu 30epiraHHs Ta nepeaadi iHdopmarii e cam
(dakT nepenaui yu 30epiraHHs KOPUCHOI — MPUXOBaHOi iH(opMaIlii, 3auImaeTbesl B TaeMHUIT. [Tpu-
XOBYBaHHS iH(QOpMAIifHUX JaHUX 3AIHCHIOETHCS B TaK 3BaHI KOHTEHHepH (300padicenHs, aydio
Gaiinu, painosi cucmemu mowo). Ilpu BOYIOBYyBaHHI MPUXOBAHHUX JaHUX, Pi3HI cTeraHorpadiuni
METOJIM BUKOPUCTOBYIOTH Pi3Hi BIACTUBOCTI IPUPOTHUX CCHCOPHHUX CHCTEM JIIOAMHU (Hacamrepes
30pOBHX Ta 3BYKOBHX). JI7isl BOyIOBYBaHHS KOPHUCHHX TOBIJIOMJICHb B cTeraHorpadii BUKOPUCTO-
BYIOTBbCS HaJIMIPDHOCTI, IKUMHU XapaKTEePU3YIOThCSI KOHTEHHEPH — MEePeHOCHUKH aaHux. Lli Haamip-
HOCTI MOXYTh OyTHU MPUPOAHUMH YM IITYYHHUMH, B 3aJIe)KHOCTI BiJl CTPYKTypU KOHTelHepiB. Ha-
MPUKIIAM, y KIACTEPHUX (PAiJIOBUX CHCTEMAax HAIMIPHICTh pealli3yeThCs IITYYHO, BAKOPUCTOBYIOUH
JJISI {BOTO XapaKTEPHUCTHKU 1 CTPYKTYpY (aiinoBoi cuctemu [3-4].

3 PO3BUTKOM CHCTEM, SIKI BOJIOJIIOTh BEIMKHUMH OOUNCIIIOBAIbHUMHU MOTYXHOCTSIMU TOYaBCS
CTPIMKHIl pO3BUTOK KOMI'IOTepHOI Kpunrorpadii Ta creranorpagii. CyyacHi 004MCIIOBaIbHI CHC-
TEMU 37aTHI ONepaTUBHO OOPOOJIATH Ta NEPETBOPIOBATH BEJIMKI MAaCUBH JIaHUX, 1110 B CBOIO Yepry,
CIIOHYKa€ CTBOPEHHS HOBUX CTeraHorpaiyHUX METOIB, K1 YCKJIAJHIOIOTh MPOIEC AETeKTyBaHHS
MOBIOMJIEHb, @ KpUNTOrpadiyHi K04l TeHEPYIOThCSI TAKUM YMHOM, 1100 BUKIIIOUYUTH HMOBIPHICTh
ix BragyBaHHs. TakuM YMHOM, MPOSIBISAETHCA TEHJEHLISI KOMIIJIEKCYBAaHHS 3aCTOCYBAaHHS KPHIITO-
rpadiyHuX 1 cTeraHorpapiqyHUX METOJIIB 3aXHUCTy 1H(OpMalii 3315 MiIBULIECHHS 3arajlbHOro piBHA
oesneku [5]. Cum0bio3 kpunrorpadii i creranorpadii € KPUTUYHO HEOOXITHUM NP OOMIHI YYTIHBOT
iHpopmanii Mixk aboHeHTamu cydacHUX ITC Ha (oHI MOCTIMHOrO yCKJIaJHEHHS CIEKTPY 3arpo3
0e3neKH Ta 3pOCTaHHs MOXKJIMBOCTEH anapaTHOro ocHauieHHs [ 6].

Kpunrorpadiuni MeToau MUPOKO BUKOPUCTOBYIOTHCS /IS TOOYIOBH CUCTEM aBTeHTH(iKaIlii,
mudpyBaHHS AaHUX Ul 3aXMCTy KOH(ineHuiiHoi iHdopMalii B Mepexax, MiATBEPIKEeHHS IiTic-
HOCTI Ta aBTeHTUYHOCTI AaHux. Kpunrorpadist 3acTocoByeTbesi B 0aHKIBCbKOMY CEKTOPI1 s 3a0e3-
nedeHHs Oe3MeKH MepCOHANBHUX JIaHUX KIIIEHTIB Ta iH(opMalii moao 0aHKiBChkuX omnepauiid. Ilo-
psia 3 MM, cTeraHorpadisi BAKOPUCTOBYETHCS ISl 3aXHMCTY aBTOPCHKUX TIpaB, 3a0e3redyeHHs Oe3me-
K1 KOoH(]ineHIiHOT iH(opMalii npu ii nepenaui yepe3 Mepexi, myOmikallii aHOHIMHUX MaTepiasiB
a0o 3BITIB, IPOBEIEHHS MOTaiHOI KOMYHIKAIlIl B YMOBaXx, IPH SKUX HEMOXKIUBO 3aCTOCYBATH Kja-
CHuHi (3 pi3Hux npuyun) KpunrorpadidHai METOIN TOIIO.

MerToto 1i€i cTaTi € aHaNi3 CTPYKTYPHUX CXE€M cTeraHorpadivHoi i KpunrorpadiyHoi cucteM
3axHcTy iHpOpMaLii Ta TOCTiKEHHSI MOMIIMBOCTEN 3aCTOCYBaHHS Biipa3zy 000X BEKTOPIB 3aXUCTY
y X KOMO1HaITi.
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2. CTpyKTypHa cXxeMa cTeraHorpagiyHoi cucreMu

V3arajgpHeHa CTPYKTypHA CXeMa cTeranorpadivyHol cucTeMu MpejcTaBieHa Ha puc. 1, e BoHa
PO3IIISAAETHCS, SIK crenudivHa peaiizaiis CHCTeMHU 3B’ 513Ky [2].
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I; ; : ; )
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¥
-Wj —‘/[j Jerextop
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Txepeno OT1pHMyBaY
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Mxepeno KIOIiE Ixepemo Kmowis

Puc. 1 — Y3araibpHeHa CTPYKTypHA CXeMa CTeraHorpadiqHOi CUCTEMH
Fig. 1 — Generalized structural scheme of the steganographic system

B pamkax gaHoi cxemu, JDKEpeno MOBIIOMIIEHb T'€Hepye MacuB iHQOpPMAIIITHUX MOBIIOM-
JIEHb, SKE IPEICTABICHO MHOXHHOK | = {ll, PR } [osinomnenns |; € onHUM 3 NOBiOMIIEHD

MHOXHUHH | , sike mepeTBoproeThes npekoaepom [2]. PesymbraTom neperBopeHHs € chopMoBaHe
nosimomiieHass M i € M, e M ; — ToTaiiHe iH(opMmarlliiiHe MOBITOMJICHHS, sIKe HEOOX1THO MPUXO-

BaTH B KoHTeiHepi, M ={Ml,|\/|2,..., I\/In} — MHOYKMHA MOXJIMBHUX CEKPETHHMX IOB1IOMIEHB [2].

[Tporuec renepartii iHpopMaiiifHUX TOBIIOMIIEHD KEPEIOM MOBIAOMIICHh MOXKHA YSIBUTH BUIIAIKO-
BHUM TIporiecoM. Po3moir IMOBIpHOCTEH BUTIAKOBOTO TIPOIECY BU3HAYAETHCS CYKYITHUM PO3IOJIi-
JIOM HMOBIPHOCTEH BHITaAKOBHX BEIIMYHMH B paMKax jJaHoro npoiecy [2]. Toai MokHa TpeACTaBUTH

BUIIQIKOBHI TIPOIIEC Y BUMIIsAI MHOKUHN Py, = {P(l\/ll), P(M,),...,P(M n)}, CKJIQJIOBI KO € MMOBI-
PHOCTSIMH BHIAJIKOBHX BEIMYMH BHUIAJKOBOro mpouecy. [lxepeno KoOHTEHHEpIB (GOpMye CIEKTp
IIyCTUX KOHTEHHEPIB, KMl pecTaBiIeHni MHOKHHOIO C = {Cl,CZ,..., C } [2,7]. PesyabraTom po-
60TH /pKepena KOHTeHHepiB € BumaakoBuil KouteiHep C,, KM BXOAUTH 0 CKJIaay MHOKHHH C .

CaMme (yHKIIOHYBaHHSI IPUCTPOIO I'€HEPYBaHHsS KOHTEWHEPIB MoOXe OyTH OXapaKTepHU30BaHE, 5K
BUIAIKOBUH mporec. OCKUIbKU MosiBa Oy/1b-IKOr0 KOHTEiHepa 3 MHOXKUHU C € BUIIAJKOBOIO, KO-
KHOMY €JIeMEHTY MHOKMHU C Moske OyTH IPHUCBOEHO BIAMOBIIHI MOBipHOCTI. Bunankosuii npo-
[eC TIeHEepyBaHHS  KOHTEHHepiB Moxke OyTH  ONUCAaHMH  MHOXHHOIO  HMOBIpHOCTEH

P. = {P(Cl), P(C,),..., P(C,)}, €JIEMEHTH SKOi € PO3MOJiIeHI HMOBIPHOCTI MK BHUIIQJKOBUMHU Be-
JMYWHAMH 1HOTO Tiporecy. [licist cTBopeHHsT KOHTelHepa, OJIOK ypaxyBaHHS OCOOJIMBOCTEH KOH-
teitnepa (BYOK), ananizye konteitnep C, mis Buminenus oco6nMBocTel, ki OyayTh BpaXOByBaTH-

csl Ipu BOY/IOBYBaHHI IIPUXOBYBaHOTO iHdopMariitHoro nosinomnenns M ;. Koureitnep C, €C, 3

susHauenuMu BYOK BiactuBoctsimu B, , moctymnae Ha creranokonep [2], ne 3iHCHIOIOTBCS CIIEi-

anpHI onepauii 3 BOynoByBaHnHs (a0o inkancynayii) creranorpadiyaux nanux (kowmenmy). Pe3ynb-
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TATOM 3JIHCHEHHS IHKAICYISLii CEKPETHUX MOBIJOMJICHb O KOHTEHHEpPIB € cTeraHorpamu (moo-
mo, 3anoeneni Konmeinepu), e S = {Sl, S,y Sm} — MHOHHA YTBOPEHUX cTeranorpam [2,7].
TpuBianbHe noganHsa creraHorpagidHoro BOymoByBaHHs iH(popmarii [7] MokHa momatu y
BUIJIAI MHOKHHU BigoOpaxkenp | = {fl, e fk}, ne f, :(I\/l ,C)—) S, 1=12,...,k. B ananorii 3
BHPA30M IHKAICYJIALIl KOHTEHTY, MOXKHA B1I0Opa3uTH Mpoleaypy BUIydeHHs iHpopMalliiHuX aa-
HUX y BUIJI MHOXHHHM OOEpHEHMX Bimobpaxenp f &= {fl’l, fz’l,..., fk’l}, me f:S —>(M ,C),
1=12,...,k. V¥ BigoOpaxenui fi e f koxnomy enementy muokuH «M» Ta «C» CTaBUTBLCA y Bil-

MMOBIAHICTH €1EMEHT MHOXHAHHA S .

VY creranocucremMax Juis 3iHCHEHHS MPOLECIB BCTaBKU (IHKAICYJISAIIT) Ta BUIYUYCHHS KOHTE-
HTY BUKOPHUCTOBYIOTHCSI BIIMTOBITHI CEKpeTHI Kro4i. Takuii miaxia 3aCTOCOBYETHCS ISl TT1IBUILICH-
HS CTIHKOCTI 10 I€TEKTYBaHHS MOBiIOMIIEHb 3IOBMUCHUKOM, 3a0€3MeueHHs CTIHKOCTI cTeranorpa-
(IYHOrO aJIrOPUTMY MPOTH MOXKJIMBUX aTaK Ta 3HMIKCHHS MMOBIPHOCTI HECAHKIIIOHOBAHOTO BHITY-
YEHHS TIOBIIOMIICHHS 3TI0BMUCHUKOM. L{i KJIrOUi MOPOMKYIOTHCS KEPEIoM KiIrodiB [2], 3BiaKH BO-
HU HaJXOMSTh JIO CTETAaHOKOAEPY. YIIPABIIHHS CTETAaHOKOIEPOM 3/IIHCHIOETHCS 32 JIONIOMOTOO CEK-

peTHHX KIr04iB. TOK BH3HAYMMO MHOXHHY KiouiB K = {Kl, Kyyeon Kk} TaKAM YHHOM, IO KOXXHE
Binobpaxenns f, € f 3amaerscsa cexpernum kmouem K, ne i=12,...,k:
f:(M,C)——>S. (1)
KoxnoMmy Bimobpaxernnio f, Binmosimae meTon BOymyBaHHs iHPOPMALIHHOIO MOBiTOMIEHHS
M; eM B xonreitnep C, €C 3a nomomororo cekpernoro kmoua K; [2]. Ananoriunum umHOM
BU3HAYAMO MHOXHHY CceKpeTHHX Kmouis K = {Kl* Ko K } s 00epHEHUX BiOOPaKEHD
f e f, axi mosHauaoTh npouenypy BUuTyueHHs iHQOPMALIHUX JaHKUX 3 KOHTeiHepy:
f 15— 5(M,C). @)
Koxnomy obepHeHoMy Binobpaxennio f 'e f™ sixnosinae croci6 Butyuenns indopma-
LIHHKUX JJAHUX 3 KOHTEHHepa 3a JONOMOI00 CEKPETHOIO KIltoya Ki*. BaxnuBo migkpecianuTy, 1mo B

OCHOBHOMY B CTe€raHOrpagiuHuX NepeTBOPEHHAX BUKOPUCTOBYETHCS OJIUH KIIHOY (Ki =K/ ) JUIs 3a-

Oe3nedeHHsl y3rO/PKEHOCTI MDK IpoliecaMu BOYyJIOBYBaHHSI Ta BHJIyUYEHHs NaHUX. BumagkoBuit
MPOIIEC TeHEPYBAHHS CEKPETHUX KIIIOYiB MOKHA MOJIATH Y BUIJISAI MHOXHH HMOBiIpHOCTEH [2]:

P = {P(K),P(K,),....P(K,)}, -
P.. = P(K),P(K,).... P(K,)|

V (3) koxuomy kimouy K; eK ={K1, Koo Kk} BI/IIIOBiIa€ MeBHA HMOBIPHICTB P(Ki), a
KITIOTY Ki* eK’' = {Kl* , K;,..., K: } BIJINMOBi/Ta€  WMOBIPHICTH P(Ki* ) Koxxnomy BimoOpaxeHHO
f, € f Bignosimac cexpernmii kimou K, [2]. ®opMyBanHs cTeranorpamu (3amoBHEHOTO KOHTEHHE-
pa) 3MIHCHIOETBCS 32 IOMOMOTOK0 BioOpaxkenns f, ske omHosnauno 3amaerbes kimouem K; 3a mo-
BifomnenHaM M ta xomteiinepom C, 3 ypaxyBamHsm ocoGmmBocTeil JaHOro KoHTeiHepy B.

CdopmoBaHa creraHorpama 3a1a€ThCsl HACTYITHUM CITIBB1THOIIICHHSIM:
s, = f.(K;,M,,C,)

jelb2,...n] tefl2,.. 1} ief2...klve[L2...,m]| m>n’ ®
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CrBopeHa creraHorpama S, mepenaerbes kananoM 38°s3ky (K3) Ha npuiiManabHy CTOPOHY,
i yac rnepeaaydi BOHa MOKe OyTH mepexoryieHa MPOTUBHUKOM. [1licis 11 oTpuMaHHs OTpUMYyBadeM,

cTeraHojieKojiep peatizye 3BopoTHe BimoOpaxkemns f, e f ™ 3 mMHOXuHE cTeramorpam S J0

MHO>KHH TIOB1IOMJICHB «M) 1 TOPOKHIX KOHTeiHepiB «Cy mig ynpasmiHasM kimoda K, [2]:
—_— 71 *
(M,.c)=fK,s,). )
Crig miakpeciauTH, o MpU Nepeaadi CTeraHorpaMu 4epe3 MepexKy Iij BIUTMBOM 3aBaj a0o

NPOTHBHHUKA MOXKJIMBE CIOTBOPEHHS 3allOBHEHOTO KOHTeWHepa. Ha mpuiiManbHi CTOPOHI MaeMo
MOEHAHHS CTETAaHOTPaMH 1 Pe3yJIbTaTiB «BIUIMBY» Ha HEl B mporeci nepeaayi mo K3.

OtpuMaHy KOMOIHAII0 MOXKHA MOJATH y BUIJIAAI S, +0, 1€ 0 — BEIMYMHA, 10 BM3HAYAE

CTEIiHb CIIOTBOPEHHS cTeraHorpaMu [2,7] mia BUIUIMBOM 30BHIIIHIX (akTopiB. B pe3ynbrari BUKO-
HaHHS NPOLIECAYPH BIIYYCHHS CTEraHOJCKOACPOM [2], oTpumMaeMo MeBHY OLIHKY MOXKIIMBOTO iH)O-
PMaliifHOTO MOBIIOMJICHHSI Ta IIOPOKHHOMY KOHTEHHEPY:

(M7,c)=f2(K;,S, +0). (6)
Jlnst pobacTHHX cTeraHorpadiuHux cHUcTeM [2] He3HAYHE CIIOTBOPEHHS CTEraHOrpaMu (6 #* 0)

HE MpU3BeNe /10 MOBHOTO pyHHYBaHHS BOyIOBaHOTO MoBiAOMJEHHS M ., B iealbHOMY BHUMAJKY

j ’
OLliHKa moBigoMiieHHs M i CHIBIIAJATUME 3 BUXIJIHUM IOBimomieHHAM M i~ Tomy niis pobacTHHX
CTETaHOCHCTEM CIPABE]JIMBE HACTYITHE CITiBBITHOIICHHS:
J— -1 *
(M,.c)= s, +a,K)). 7)
Kpuxxi creranorpadiuni cucremu [2,7] HECTilKi 70 BIUTMBY Ha 3aIIOBHCHUI KOHTEHHED, TOMY

Oy/b-siIKe CIIOTBOPEHHS CTETaHOTPaMHU (8 # O) NPU3BOAMTH JI0 PYHHYBaHHS BOYZIOBAaHOTO MOBIIOM-

JICHHS (Mj #M;, ), TOOTO Il KPUXKUX CUCTEM BUKOHYETHCSl HACTYIIHA HEPIBHICTb:
-1 *
(M,,c)= (s, +0,K). 8)
Ha 6a3i otpumanoi oninku M : crerianbHa QyHKIIA JETEKTyBaHHs «IIpUiIMa€e pIIIEHHS» PO

HasABHICTh 49U BiJICYTHICTH NPUXOBAHOTO MOBIIOMIIEHHS B IEPENAHOMY KOHTEMHEPI S, . 3aBajoCTiii-

KNI JeKoJiep BUKOPHCTOBYE PIIIECHHs anapary AETEKTyBaHHs MOBiIoMieHb Dj 11 BUHeceHHs Oi-
HApHOTO pilIeHHs (Tak/Hi) IpO MPUCYTHICTh Y BIACYTHICTh HEBUIIPABHOI OMMUJIKA B OTPUMaHOMY
noBiziomiieHHI. Oneparis 1eKOAyBaHHs 31 ICHIOETECS B 1eKO/IEpi, A€ 0a3UCHUMH (QYHKLISIMU TPH-
CTPOIO JIEKOJlyBaHHs € 31CTAaBJICHHS BHJIYYEHOI OLIHKM 3 OJHHM 13 MOXIMBHX INOB1IOMIEHb M; W
HepeTBOPEHH! 1X y BUXinHMIT opmat nosimomiieHHs |j, mo HagaeTses oTpumyBady [2,7].

3. CTpykTypHa cxema kpunrorpadgiunoi cucreMu

Kpunrorpadiuna cucreMa — KOMIUIEKC B3a€MOIOB’A3aHUX KPUNTOrpadiyHUX aITrOPUTMIB,
3aco0iB 3axMCTy iH(pOpMallii, HOPMAaTUBHOI, eKCILTyaTalliiHOI JOKYMEHTAIlil, HEOOXITHUX JUIs pea-
mi3arii 3axuieHocTi iHdopmarrii, mo 30epiraeTbes, 00podasieThess ado mepenaecrnes [8]. Meromo-
JIoTist KpUNTOrpagiuHoro 3axucty iHpopmalii NOBUHHA 3a0e3MeuyBaTH BUCOKHUI (3a1aHuil) piBeHb
3aXUCTY JaHMX IpHU nepenadi abo 30epiranHi B iHQopMaliifHoMy MpocTopi.

VY3araibHeHy CTPYKTYpHY CXeMy KpHNTOrpagiqHOi CHCTEMH MPOLTIOCTpOBaHO Ha puc. 2 [9],
Jie CIIEKTP TIOBiIOMJICHb, TPEJICTABICHO MHOXXHHOIO «M», sika (pOpMyeThCs HKEPEIOM TMOBiIOM-

nenb. [Hpopmartiiine mosizomienns M, € oxHEM 3 MOKIMBHX TIOBigOMIIeHs MHOKHHE M . Koxk-
Homy iH(QopMmaniiinomy nosigomiennro M, € M ={|\/|1,|\/|2,...,|\/|n} BiAMOBiIa€ meBHAa HMOBIp-

nicte P(M,) [9], ockinbKku KO’KHE MOBiJOMIICHHS € Pealli3allicio BUMAIKOBOTO MPOLIECY.
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Po3nonin WMOBIpHOCTEH BUIIAIKOBOTO MPOIIECY MOXHA MOJATH Y BUTJISAII MHOXHHH WMOBIp-

nocreii P, ={P(M,),P(M,),...,P(M_)}.

3MOBMHCHHK
7Y
K 2
FM——sE f]‘ EKJ—XM
Tixepeno M; TIprcTpiit TIpucTpiit M; OtprnyEad
TIOBiZOMIEHE mmHPYEaHHA > posmudpysaHEL > NOBiZOMIEHB
E,
[ = K
& X
Jixepeno KIOYiB JIxepeno KIOUIE

Puc. 2 — Y3aranbHeHa CTpyKTypHa cxema KpuntorpadiyHoi cucteMu
Fig. 2 — A generalized structural diagram of a cryptographic system

Mmuoxuna E = {El, E,..... EV} no3Hayae kpunrorpamu [9] mmdposanux mosizomiueHs. Kpu-
nrorpama E, mpencrasise co6orw mupprexct BuxigHoro nosigomienns M, . Tpouenypy mud-
pyBaHHsI 3[iHCHIOE TIPUCTPiii KpPYBaHHs, HAa BXiJ IKOr0 HaaxoauTh nosigomienns M, . TIporec
mpyBaHHSA MOKHA TIPSICTABUTH Y BUIIIAAI BiqoOpakeHHs f | € f MHOXWHM BUXITHHUX MOBiIOM-

nenb M, y muoxuny kpuntorpam E. Ockinbku BinoOpaxenns f; e f crop’exktusne Ta
in’ektuBHe (puc. 3), a MHOkuHAU M Ta E piBHOMOTYXHIi, TO iCHye OoOepHEHE BimOOpakeHHS

f j_l e f ™, sKe no3Hauae nporeaypy posmudpysanHs nosizomaeHHs [9].

M E

Puc. 3 — Crop’€KTUBHICTb Ta iH’€KTHBHICTH BigoOpakeHHs f j

Fig. 3 — Surjectivity and injectivity of reflection f,

Jlxeperno KimodiB cTBoproe oTik Kirowis K = {Kl, K,,..., Kk} an K™ = {Kl Ko, K }, B 3a-

j» TO cUCTeMa CHMETPHYHA, | HaBIIaKH,

ranmbHoMy Bunanky K, # K;. [pu mpomy, sxmo K; =K
axmo K; # K; — acumetpuyHa [9]. OcKibKH MOPOKEHHSI KITIOYIB PKEPEIOM KITFOYiB € BHITAIKO-
BUM TPOLECOM, TO KOKHOMY Kimtody K; € K MOXHAa mpucBOiTH NeBHY WMOBIpHICTh P(K j), a
KJIFOYaM K; e K™ — jimMoBipHicTb P(K j*). Jlanuii BUIMaIKOBUI MPOIEC MOYKHA NIPEICTABUTH Y BH-
rasgi muoxnH ivosipaocteit P = {P(K,),P(K,),...,P(K,)} Ta P.= {P(Kl*) P(K;)...,P(Kk*)}.
YTpaBniHHs OPUCTPOEM MK(PYBAHHS 3MIHCHIOETLCS 32 JIONOMOTO0 Kimoya K, a mpuctpoem po-
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3mmppyBaHHA — KIKOYEM Kj*. Jina Beix  j=12,...,k Binobpaxenns f; e f 3amaerpca
xmouem K; [9]:

f,iM—5E. 9

Koxne BinoOpaxenns f; € f pusnauae croci6 mmdpysanns nosizomsieHHs M, eM kio-

uem K; (puc. 4). Binnosinno [9], kiouem K; 3amaeThes obepHeHe BimoOpakeHHs f jfl e f™, axe

TI03HAYAE CMoci6 po3umppyBanHs MOBiIOMIEHHS 32 fonomoroto kimoua K, (ous. puc. 5):

fHE— M. (10)

MHoKHHA BHXITHHX
noeigoMIeHs M

MHOXHHA BHX1THHX
noeigomiIeHs M

Muosxusa kpanTorpan E Muoxnna kprEnTorpam E

Puc. 4 — BigoOpaxkeHHs (9) MHOKWHH BHUXiTHIX Puc. 5 — Obepnene BimoopaxxeHHs (10) MHOXXHHA
MOBiIOMJICHb B MHOKUHY KPUIITOTPaM KPUITOTPaM B MHOKHUHY BHUX1JIHUX MOBIJJOMJIEHB

Fig. 4 - Mapping (9) of a set of output messages  Fig. 5 - Inverse mapping (10) of a set of cryptograms
into a set of cryptograms into a set/multiple of outgoing messages
Kimou K; nosgossie sammppyBati OfMH €IEMEHT 3 MHOXKUHH M , HaBMaKu KIro4eMm K; MoO-
JKIIMBO OTPUMATH JIMIIE OJMH eJeMeHT 3 Kpunrorpamu E, . Kpunrorpama E; ¢opmyerses 3a yo-
moMoror Bimob6paxenus f j € f , xorpa cmiBBimHOCHTBCS 3 Kiarouem K ; 3a [IOB1IOMJIEHHSIM
M; [9]:
E, = f,(K,,M,). (11)
Cdopmosana kpunrorpama E, nepemaerscs kananom 3B’s3Ky Ha MpUiiMarouy CTOpOHy. B
MOMEHT nepezaui mudprexct E, moxe Oyru nepexoruienuil 3jm0BMucHUKOM. [IpucTpiii posruud-
pYBaHHs 3JiMCHIOE NIepeTBOpeHHs Kpuntorpamu E, y Buxinne nosimomnenns M, . Bignosienns
BUXIJHOTO ITOBiJOMJIEHHS 3iMCHIOETHCS 3a JOIMOMOroI0 o0epHeHOro Bimobpaxenus f j_l [9], sxe
OB’ s13aHE 3 KIII0UYEM K; :
-1 *
M; = f (Kj ’Eu)' (12)

BI/IJ'IY‘{CHC 3 KpUITorpamMu HOBiI[OMJICHHSI M i HAAXOAUTh OTpUMYBAdy.

4. CyTHicTh TPaAMUIHUX KPUNITOCHCTEM /JIsl peaizauii 3axumeHocti ingopmauii

[udpyBanns — 1e mpolenaypa HanmpaBjieHa Ha 3a0e3MeueHHs 3aXUCTy 1HGOopMaIlli IUIIX0M
nepeTBopeHHs ii y HeunTaOenbHuil BUrisa. Jloctyn 10 BMICTY KOH(IIEHIIMHUX AaHUX MOXKIMBO
OTpPUMATH JIUIIE MICIsl BAKOHAHHSI MIPOLIEYypH po3LIN(pYBaHHS 3a JOMOMOIOI0 CEKPETHOTO KIII0Ya.
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[{um kITr04YeM BOJIOIE JIMIIE BIACHHUK KIIOYa 4M JTOoBipeHa cTopoHa. CeKpeTHi KiIroui MOBUHHI 30e-
piraTucsi B CEKpeTi, B 3aXUIIICHOMY CEpPEOBHIII, OCKIJTLKH KOMITPOMETAIIIs KJIF04a TPHU3BEE 10 He-
CAHKIIIOHOBAHOTO JIOCTYITY 10 BMICTY KOH(IACHIIHHUX JaHUX. AJTOPUTMH IU(PPYBaHHS BUKOPHUC-
TOBYIOTh PI3HOMaHITHI MaTeMaTU4Hi omeparii: - apugmeTuky B nossix ['amya GF(q), MaTeMaTH4H1

oreparii B Tpyrnax TOYOK eJNINTHYHUX KPHBHX, B IPyNax MPOCTUX YHCEI, MOIYJIbHY apu(METUKy,
neperBopeHHs @yp’e Tomo. YmpaBiiHHS MporecaMu mMuppyBaHHsS # po3mupyBaHHs 3/iCHIO-
€THCS 32 JOIOMOTOI0 CEKPETHOTO KJIF0Ya, TOMY KPUITOCHCTEMH KIacu(iKyIOThCs 3a CIIOCOOOM BH-
KOPUCTaHHS KJIIOYiB Ha J[Bi TPYNH: - CHMETPHYHI 1 acCUMETpU4Hi. B acumeTpu4yHnX KpHnrocucre-
Max (puc. 6) TeHepYIOThCS 2 KIIOYi: - BITKPUTUN Ta CEKPETHUH. BiIKpUTHIi KIIFOY BUKOPUCTOBYETh-
csl s peaizauii mpouenypy mudpyBaHHsS, a CEKPETHUH KIIIOY 3aCTOCOBYETHCS JUISI BUKOHAHHS
po3mudpyBaHHs MOBiAOMIIEHHS. B cuMeTpuyHux kpuntocucremax (puc. 7) ans npoueayp mudpy-
BaHHS Ta PO3IMIM(PYBaHHS BUKOPHCTOBYETHCS JIUILE OJUH ceKpeTHHH Kirtou [10].

_L) C=EK‘(AW ¢ > *M=DK;(C) _L;

Kagan ze's:y

K; K3

Puc. 6 — Coporiena Moiesib aCHMETPUYHOT KPUITOCUCTEMH
Fig. 6 — A simplified model of an asymmetric cryptosystem

M e M
— C=Ex(M) M=Dg(C) >

Y

Kagan ze'misy

K K

Puc. 7 — Crpoiiiena Moieib CHMETPUYHOT Kpuntocuctemu [9]
Fig. 7 — A simplified model of a symmetric cryptosystem [9]

CyuacHi kpunrorpadiydi IpoTOKoau 0a3yroThCsl Ha KpunTtorpadii 3 BIAKpUTHM KitoueMm. B
€JIEKTPOHHUX KOMYHIKAILIsAX Uil IU(ppyBaHHS 1HPOpMaIii BUKOPUCTOBYIOTHCS acumempuini Kpy-
NTOCUCTEMH Npu nepenadi iHGpopmanii no Biakputux K3. B cumempuunux xpuntocucremax npu-
CyTHs mpo0iemMa po3moauTy KiroviB [9], He3anekHO BiI CTPYKTYPH KPUITOTPadigHOTO AITOPUTMY.
Ilepen moyatkom ceaHcy oOMiHYy TaHUMM MK IBOMa CTOPOHAaMH, OJTHA 3 HUX IOBHUHHA 3reHEpyBa-
TH CEKpeTHUH KIII0Y Ta nepenaty iHmid. [Ipu npomy Uit nepenadi Kiro4ya NOTpiOHO BUKOPUCTOBY-
Batu 3axuieHuit K3, mpu npoMy iCHye pU3UK KOMIIPOMETALlli CEKPETHOTO KJII0Ya, OCKIIbKU HEMa€e
rapasrii, 10 3JIOBMHUCHUK HE€ 3MOXeE OOIMTH cHcTeMH 3axucTy. Y Talin.l HaBeAEHO CHPOLICHHM
OITUC XapaKTePUCTUK CUMETPHUYHHX Ta ACHMETPHYHHUX KPUIITOCUCTEM.

Posrnsinemo anroput™ RSA, sikuii HanexuTth 10 Kpunrorpadii 3 Biakputum kiarodem. Hludp
RSA, na3Banuit Ha yectsh foro BuHaxigHukiB PiBepca (Ron Rivers), [llamipa (Adi Shamir) 1 Anne-
maHa (Leonard Adleman) [9-11]. Kpuntocuctema RSA 0Ga3yeTbcsi Ha 3aCTOCYBaHHI OJIHOCTOPOH-
HbO1 QYHKIIT [9] yTBOpeHHs JOOYTKY ABOX BEIMKUX YHCEIN, IO € MPOCTIIIO 33Ja4€t0 MOPIBHAHO 3
PO3KIJIaJIaHHAM BEJIMKOTO Yuclia Ha MpocTi MHOKHUKH [11]. be3neka kpuntocucremu RSA rpyHTYy-
€ThCsl Ha (pakTopu3allii BeauKuX yrcesl. OCHOBHOIO 1JI€€10 aJITOPUTMY € T€HEPYBAaHHS MPOCTUX YH-
ceJt Juist 00UMCIIeHHs X T00yTKY, 10 BU3HAYAa€ MOAYIb N, KUl Oy/1e BUKOPUCTOBYBATHUCS B MPOIIe-
aypax mudpyBaHHs Ta po3mudpyBaHHs. MeToro KpunroaHamizy B napagurmi RSA € 3Haxo KeHHs
cekpetHoro kitoua d kirouoBoi mapu (d,e), e € — BIAKPUTHI KITIOY.
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Tabmuus 1 — Ctucanii onmuc KIaCHYHUX KPUIITOCUCTEM
Table 1 — Brief description of classical cryptosystems

Tun cucremu XapakTepucTuka

Jna npoyedypu wugpysanns i po3uiudpy8anis GUKOPUCTHOBYIOMbCA 2 PI3HI KIIOUi.
Acumempuuni aneopummu nompedyoms 3HAYHO OLIbLUEe 0OUUCTIOBATLHUX PeCypCi8
NOPIGHANO §3 CUMEMPUYHUMU. ANeopummu acumempuyHoi Kpunmozpadii npocpa-
10my cumMempuyHuM 3a weuokodicio. Knouoeow nepesacoro acumempuunux Kpun-
mocucmem € BUKOPUCMAHHS KTI0Ui8 equxoi 0oeacunu (512 — 4096 6im), wo nos-
HAuaemvCsi Ha WEUOK0OIT aneopummy. Acumempuuna Kpunmocpagis GuUKopucmo-
syemwcsi y npomoxkonax SSL (Secure Sockets Layer) ma TSL (Transport Layer
Security) ona 3abe3neuenus besneku 0OMiHy Oanumu 8 mepedxci InmepHem.

AcuMeTpuyHa

Hlughpysanus i poswugpysanns peanizyemocs 3a 0onomo2oto 1 kioua, nonepeo-
HbO Y32004CEH020 MidC CYyO €EKMAMU KOMYHIKAYii. Aneopummu cumempuyHoi Kpun-
moepaghii 3a weudxkoodicio nepesepulyioms acumempuuHi. Jlosxcuna kioua 6 cume-
MPUHHUX cucmeMax nomimuo menua (40 — 256 6im). Obracme 3acmocy8anHs cu-
MEMPUUHUX KPUNTNOCUCIEM OXONTIOE 3aXUCH KOH@IOeHYitiHOoi iHgopmayii ¢inan-
COBUX YCMAHO8, KOMEPYIUHUX KOMNAHIU Ma 0epICAGHUX YCIMAHOB.

CumeTpuYHA

AnroputM RSA ckiianaetbes 3 TphOX €TalliB:

1. I'eneparrist KJI0OYOBOT MapH.

2. llludpysanns iHpopmariitnoro nosigomiaeHHs M .

3. PosmmdpyBanus 3amudpoBaHoro moigomiieHHs C .

I'eneparrist 3araTbHOCUCTEMHHUX TTapaMeTpiB 1 KiItouiB cucteMu RSA Mae HacTyIHI KpOKH:

1. OGuparoThes 1Ba MPOCTHX YKCiIa P Ta (, SKi TpUMarThCs B cekpeTi [11].

2. OOYHUCITIOETHCSI MOZLYJTb N, IO BU3HAYAETHCS CIIBBIAHOIICHHSM N = P( .

3. Obuncmroerbes Gynkmis Eitnepa [9,11] ansa moayns n, (o(n) =(p —l)(q -1).

4. BubupaeTbcs Take 3HaUEHHS BIIKPUTOTO KItoua €, 100 BOHO OyJI0 B3a€MHO MPOCTUM CTO-
cosro ¢(n), a came (p(n),e)=1[11].

5. BuzHavaeThcs Take 3HAUCHHS CEKpeTHOTO Kitova d , o6 de =1mod qo(n), d< go(n) [9].

Pesynbrar:

1. 3aranpHOCHCTEMHI TapameTpu P, 4, N, (p(n).

2. CekpeTHHUH KITIOY {d , n}.

3. Binkputuit ko {e, n}.

Kpunrorpama B cuctemi RSA 00uncioeTbes 3a HACTYITHUM MIPABHUIIOM:

C=M®modn. (13)
PozmmdpyBanHs 3ammppoBaHOro NOB1IOMIIEHHS 00YHCIIIOETHCS 33 TOTIOMOT010 (OpMYJIH:
M =C%modn. (14)

VY Tabi. 2 HaBeneH1 pe3ysbTaTh MPOIYKTUBHOCTI IPOTPAMHOIO MOAYJISI TEHEPYBAHHS KIHOYO-
Bo1 mapu kpunrocucteMu RSA, a puc. 8 BimoOpaxkae 3aleXHICTh Yacy Te€HEpYBaHHS KITIOYIB BiJl
po3mipy Moayas (nakem moodeniosannss MATLAB).

Tabnuus 2 — Pe3ysnbpTaTi reHepyBaHHS KITIOU0BO1 mapu aist cucteMu RSA
Table 2 — Key pair generation results for RSA system

Ne JloBxuHa Motysi, OIT Yac cTBOpEHHS, CEKyHIU
1 512 0,025
2 768 0,045
3 1024 0,141
4 2048 1,636
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VY Tabn. 3 HaBeneHO pe3yNbTAaTUBHICTH HMIBUJIKOMAIl BUKOHAHHS MPOTPAMHUX MOJYJIB IIH(PY-
BaHHS ¥ po3mmdpyBaHHs A1 KpunTorpadiuHoi cuctemu RSA B 3anexxHOCTI Big po3mipy daiiny ta
JOBXXHHH MOJTYJISl IEPETBOPEHHSI.

18

16

141

12}

Yac, cekyHau

04

02}

0 I | | | | | |
400 600 800 1000 1200 1400 1600 1800 2000 2200
HoexuHa mogyns, GiT

Puc. 8 — 3anexkHicTh yacy TeHepyBaHHs KJIFOYOBOI MMapy BiJl PO3MIpy MOIYJIS
Fig. 8 — Dependence of key pair generation time on module size

Tabmuus 3 — Oninka mWBUAKOIT K pyBaHHS Ta po3mKdpyBaHHs g cucteMud RSA
Table 3 — Evaluation of encryption and decryption performance for the RSA system

Po3mip Po3mip momymns Yac mudppyBaHHs, Yac po3mmdpyBanHs,
baitny MEPETBOPEHHS, OIT CeKyH]IU CEKyHIU
512 0,068 0,875
768 0,089 1,520
219 Kb 1024 0,127 2,347
2048 0,184 7,988
512 1,391 18,151
768 1,731 31,173
4,43 Mb 1024 2,497 48,524
2048 3,775 165,003
512 2,700 35,256
768 3,401 61,187
8,65 Mb 1024 4,889 94,335
2048 7,388 325,451

Ha puc. 9 npointocTpoBaHO 3alI€XHICTh YaCy BUKOHAHHS MPOTPaMHOT0 MOAYJIS HIH(ppyBaHHS
1 posmmu¢ppyBanus s muppy RSA B 3anexHocTi Bin po3mipy ¢ailny Ta JOBXHHU MOAY-
JIS TIEPETBOPEHHSI.

5. IIpuxoByBaHHs iHdopManii B NpocTopoBiii 00;1acTi HepyXOMHX 300pakeHb

[IpuxoByBaHHS KpUNTOIpaM B KOHTEHHEpax, HAIPUKIAJl, TpadiyHIX 300paKEeHHSX, 103BOJISIE
HiABUILUTH piBeHb Oe3neku 3axucty iHpopmarii. OCHOBHA i1es cTeraHorpadiyHOro 3axXucTy Mnois-
rae B TOMY, 110 IPUXOBYBAHHS JaHUX 3/IHCHIOETHCS TaKUM YMHOM, 1100 11e He OyJ0 MOMITHO s
He MpoiH(OpMOBaHOTO crocTepiradya. MeToau MpUXOBYBAaHHS JTaHUX B 300pa)K€HHSIX BUKOPUCTO-
BYIOTh BJIACTUBOCTI 30poBoi cuctemu moauHu (3CJI) Ta kiacu@ikyroTbes Ha 2 TPYINU: HU3BKOPIB-
HeBi (ghizionoziuni) Ta BUCOKOPIBHEBI (ncuxogizionoeiyni) [2,7]. 1o HU3bKOPIBHEBUX BIACTUBOCTEH
CJIiJT BITHECTH HACTYIIHI:

1. Cnabka 9yTIHBICTh O HE3HAYHOI 3MIHU SICKPABOCTI.
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2. Crniabka 9yTJIMBICTh IO HE3HAYHOI 3MIHU KOHTPACTY.

3. YacTOTHA YyTIUBICTb.

4. EdexT MacKyBaHHS.

5. Cnabka 4yTIMBICTh 10 HE3HAYHOI 3MIHHU SICKPABOCTI CHHBOTO KOJIbOPY.

Lin BaHHA Po3wmu BaHHA
5 $py 425 bpy
219KB 219Kb
7 a) 4,43MB ano b) 4,43MB
8,65 Mb §[ 8,65 Mb
= T 7
g6 > :
s £ 250
o o
a5 %
% z 200
® 4 @
o a
_a -g- 150
g’ 3
g g 100
T &
T
1 50
0 ——— 0
500 1000 1500 2000 500 1000 1500 2000
Poamip moayns nepeTtBopeHHs, 6iT Poamip Moayns nepeTsopeHHs, GiT

Puc. 9 — Yac mudpysanns (@) i posmmdpysanns (D) s pi3HOT TOBKHUHNA MOTYJIS
MIEPETBOPEHHS Ta po3Mipy daimy

Fig. 9 — Encryption (a) and decryption (b) times for different lengths
of the transform module & file size

JIo BUCOKOpPIBHEBHUX BJIIACTUBOCTEH CIIiJ] BigHeCTH HacTymHi [12]:

1. UyTnuBicTh 10 KOJIBOPY — JA€SAKI KOJOPH MPUBEPTAIOTH OUIBIIE YBAru JIOAUHU MOPIBHSHO
3 iHIUMHU Kosbopamu. EQeKkT moMITHOCTI MiABHIYETHCS, KOJIH BIATIHOK 3aJHBOTO TJIa
CYTTEBO BiIPI3HSAETHCS BiJl KOJIBOPIB 00 €KTIB PO3TAIIOBAHUX HA HHOMY [7].

2. UyTnuBICTh 10 PO3MILLEHHS — MEpPenyciM, JIFOJIMHI BIACTUBO PO3IJISAATH LIEHTPAIbHY Ji-
JISTHKY 300pa’keHHs, a BK€ IOTIM 3BEpPTAaTH yBary Ha HOro OKOJIHII.

3. UyTiMBiCTh 70 30BHIIIHIX MMOAPA3HUKIB — pyX Oueil JIIOJMHU 3aJI€KUTh Bl TaKuX (PakTopiB
SK KOHKpETHa CcUTYyallisi abo HasgBHICTh JOAATKOBOI iH(OpMaIllii, IHCTPYKLiH 11010 CHOCO-
Oy meperysny.

4. UyTnuBicTh 0 KOHTPACTy — Pi3Ki KOHTPACTHI 00JacTi 300paKeHHs Ta 3HAuHI Mepenaau
SICKpaBOCTI BUKJIMKAIOTh 70 ceOe OLIbIle yBary.

5. UyTnuBICTB A0 pO3Mipy — BEJIHKI 3a pO3MIpoM 00JacTi 300pakeHHsI OUTbII MOMITHI TOpPiB-
HSHO 3 MeHIIUMHU. [Ipu 11boMy iICHY€e MOpPIr HACUYEHHS, KOJIM Moiajiblle 301IbIIEHHS po-
3MIipy HE Ma€ iCTOTHOTO 3Ha4eHHs [2,7].

6. UytnuBicte 10 GopMu — y JIIOAUHHU 3HAYHO OUTBINE YBard BUKJIMKAIOTH JIOBI1 Ta TOHKI
00’€KTH, Y IOPIBHSAHHI 3 OJTHOPITHUMU Ta OKPYTJIUMHU.

3 ypaxyBaHHSIM BKa3aHUX BJIACTHBOCTEH MMOOYAOBaHI BiJIOMI METOAM CTeraHOrpadiyHOl BCTa-

BKHM iH(opMallii B HepyXoMmi 300pakeHHs, HallPUKJIIa/ TaKi, SK:

1. Metoza BOyIOBYBaHHSI Ha OCHOBI 3MiHM HaliMEHII 3HAUYIIUX OIT (Memoou nces0o8unaoxo-
601 nepecmanoeéxu, 6J10k06020 60Y008Y8AHHI MA IH..).

2. MeTtona KBaHTYBaHHSI.

3. Meroa Kyrrepa-JI>)xopaona-boccona.

4. Meron BOyIOBYBaHHSI B 4aCTOTHIM 00JacTi Ha OCHOBI KOAYBaHHS Pi3HHUIb aOCOTIOTHHX
3HaYeHb JUCKPETHOI0 KOCHUHYCHOTO nepeTBopeHHs (Meto Koxa-)Kao).

5. Metox beurama—Memona—Eo—IOwur.

6. Meroa npssMOro po3IMUpPEHHS CIEKTPA.
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Ha mpakrtuii, He Bci creraHorpadiuyHi METOAM MPUXOBYBaHHS iH(OpMaIlii B HEpyxome 30-
Opa’keHHs, TapaHTYIOTh OC3MOMUIIKOBE BMIIyUYEHHS MoBigomiieHHs. [y Toro, o6 mpaBUIbHO PoO-
3mudpyBaTH KPUNTOrpaMy MOTPIOHO BUKOPHUCTOBYBATH METOJIH, SIKi JO3BOJISIOTH BUIYYUTH IOBi-
JOMJICHHSI 0€3 CIIOTBOPEHb. AJIBTEPHATUBHUM DIlICHHIM MOKe OyTH 3aCTOCYBaHHSI METOJIIB 3aBa-
JOCTifiKOro KoayBaHHs (Hanpukiam, koan Xemminra, BUX koau uu koau Piga-CoomoHa), ki 10-
3BOJISIFOTH BUIIPABUTH MOXJIMBI MOMUJIKH. L{i METOaM 103BOJISAIOTH KOPEryBaTH MOMHIIKH, TOOTO BH-
SBIISITH ¥ BUIyYaTH iX, M0 301IbIIYE HAAIMHICTh BIITyYSHHS TPUXOBaHOI iH(popMaIlii.

6. BcraBka 1aHMX B HePYX0OMi 300pakeHHsI HA OCHOBI Mo (ikauii
HallMeHII 3HAYYIIOro OiTa

Meron 3aminm Haiimenm 3Hauymoro 6ity (H3B, LSB — Least Significant Bit) e maitnpocri-
MM CIIOCOOOM CTEraHOBCTaBKM iH(oOpMalii B HepyxoMe 300paxeHHs1 0e3 BUANMHUX CIIOTBOPEHb
KoHTelHepy. Meron LSB rpyHTyeThes Ha ekcrutyaraitii 1-1 Hu3bkopiBHeBoi BiactuBocTi 3CJI [12].
CyTb MeTOIly MOJIATae B 3aMiHI MEHII 3HAYyIUX OITiB MIKCEIIB 300pakeHHs HA OITH MPUXOBAHOTO
iHpopManiiiHoro moBigomiieHHs. [Ipu 1IbOMY JIOMHA HE CIIPOMOYKHA BUSBUTH 111 3MiHU. Kodip ko-
’KHOTO MIKCEII0 MPEe/ICTaBICHNI KOMOIHAIIE€I0 TPhOX KOJbOPOBHX KOMIIOHEHTIB, T.3. RGB kombo-
poBa Mozenb. PiBeHb iHTeHCHBHOCTI K0kHOI 3 RGB ckiagoBux (puc. 10) Moxxe npuiimaTu 3HaY€H-

ust 0...255 (Bcworo L, =256 piBuiB kBaHTyBaHHS) Ta KOayeThes 8 Oitamu [7,12].

@
Ry P

Yepsouwuii (255, 0, 0)

Jlinoswuii (2535, 0, 255)

Kosrnii (255, 255, 0)

bimmii (255, 255, 255)

3enennii (0, 255,0) —— 88

G

(1) — 3uaueHHs ACKPABOCTI YEPBOHOTO KOJBOPY

@ — 3HAauCHHS ACKPABOCTI 3eJICHOTO KONLOPY .
i Cuuiii (0, 0, 255)
@ — 3HaYeHHA ACKPABOCTI CHHROTO KOTLOPY

Brakuramii (0, 255, 255)

Puc. 10 — Mogens RGB
Fig. 10 — RGB model
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Puc. 11 — biToBe nmpeacTaBiIeHHS KOJTHOPOBUX KOMIIOHEHTIB
Fig. 11 — Bit representation of color components

ITikcenp siBiIsie COO00 OJHY TOUKY 300pakeHHs, SIKa MICTUTh PiBHI IHTEHCHUBHOCTI KOXHOT'O 3
3-x xombopoBux RGB kanainiB. BinnoBiaHi piBHI iIHTEHCHMBHOCTI KOJYIOThCs 3 Oaiitamu (puc. 11),
SK1 B CYKYITHOCTI BU3HAYalOTh MOTPIOHUI BIATIHOK KOJBOPY JUIsl KOHKpETHOro mikcemnto. OTxe, iH-
dhopwmartist Tpo KoJIip IS IEBHOTO MKCENIo MpeAcTaBieHa 24 6itamu (3 Gaittamn).
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Bigomo, 1o mopir uytimBocti 3CJI 1o 3miHu sickpaBocti ckiagae 2-3% [12]. Lle o3nauae,
10, SKIO MOAU(IKAIlsA PIBHS SICKPABOCTI MIKCENB 3HAXOAUTHCS HIbKYe mopora uytiauBocti 3CJI,
TO BiH HE BUSBUTH BI3yaJIbHOTO BUKPHBIICHHS 300pakeHHs-KOHTeHHepY. [Ipy 1iboMy MeHII «Baro-
Mi» (mobmo, monoowsi) 6GiTOBI po3psAaH Y HU(PPOBOMY 300pa)KEHHI, MalOTh MCHIIUI BIUIUB HA HOTO
Bi3yaJIbHI XapaKTEPUCTUKU B TOPIBHSHHI 3i crapmmmu Oitamu [12], ToMy 11i 6iTH KOJIBOPOBHX Ka-
HaiB (abo rpanaiiii ciporo (BU3HAYAETHCS OJHHM KaHAJIOM)) MOKYTh BUKOPHCTOBYBATHCh IS iH-
Karcyssmii OiTiB MPUXOBAaHOTO MOBiAOMIIEHHS. [lepcrieKTHBHUM BEKTOPOM poO3po0OK € TidpuaHe
3acTocyBaHHA Kpurnrorpadii ta creraHorpadii: - IpUXOBYBaHHS KpUIITOTpaM B KOHTelHepax. B
bOMY pa3i s BOynoByBaHHS MeTooM H3b mmdposanoi iHpopmariii 3a JOOMOT0I0 KPUIITOCHC-
temu RSA 3acrocoByerbest mycTuii koHTeliHep (puc. 12). Koxxen cumBoi 3amudpoBaHOro mosijo-
MIIeHHs1, npounTanuii B KoayBanHi ASCII, BukopucroByroun komanau cepemosuina MathCAD, a
BCTaBKa OiTiB KpUNITOrpaMu 3po0iIeHO B HYIboBi Oith (puc.11) mocninoBHUX 0aifTiB, MacUBY pacT-
POBHX JaHHX YyepBoHOro Kanany (R).

B 3aranbHOMY BHIIAIKy BaXKJIMBO PO3YMITH, IIO JUIS BCTaBKH MPUXOBAHOI iH(pOpMaIlii MOXKHA
BUKOPUCTOBYBATH PacTpPOBi JaHi OYAb-SIKOTO KOJIHOPOBOrO KaHaiy, npu npoMy 3CJI He momivae
CTIIOTBOPEHb 300pakKeHHSA-KOHTEHHEPY, OCKUIbKM HOro HAMEHIN 3HAYylIHid OIT acOoUiIoe€ThCS 3
«UIyMOM» Ta, 32 3aMOBUYYBAHHSIM, HE € BOXJIMBUM I Bi3yalbHOI OLIIHKH BHX1JHOTO 300paKeHHS.
3anoBHEHNU KOHTEHHED, IKUH MICTUTh KPUIITOTPaMy NpeIcTaBiIeHuil Ha puc.13. 3 mopiBHAHHS 110-
POXKHBOTO Ta 3alIOBHEHOr0 KOHTeitHepiB (puc.12-13) moxHa cTBepiukyBaru, mo nomithi 3CJI Bu-
KpPUBJICHHS KOHTEHHEPY, BIACYTHI.

"1.bmp" "Stego.bmp"

Puc. 12 — IlopoxHe 300paxeHHs - KOHTEIHEp Puc. 13 — 3anoBHeHui1 KOHTEHED
Fig. 12 — An empty image - container Fig. 13 — Filled container

B naBeneHomy mpukiazai, NpUYMHA Mol MOMITHOCTI BHJIMMHUX BHUKPUBJIIEHb KOHTEHHEpY
00yMOBJIEHA THUM, 1110 MAaX CIOTBOPEHHS, SIKi BHOCSATHCS JO OKPEMHX MIKCEIIB B HACTIAOK 3MIHHU iX
SICKPABOCTI (/151 BUIMA/KY BCTABKH JaHHUX ITOBIOMIICHHSI B HYJbOBI OiTH KOHTEHHEpPY), HE TIEPEBU-
LIYIOTh BEINYHUHY 2°, 0 NeXHT HIDKIe nopory uytiuBocti 3CJI 10 He3HaUHOI 3MIHH SICKPABOCTI
koHreitHepy [12]. Cnenmikanicro popmaty *bmp24 3aranbHa KUIBKICTh PiBHIB KBAHTYBaHHS SICK-
PaBOCTi KOKHOTO OKPEMOTO ITKCENIO TIOPiBHIOE 28=256. Toxi ouinuTH nopir uytnuBocTi (ITH) 3CJI
710 HE3HAYHOI 3MiHH SICKPABOCTI 300paXkeHHs, MOXkHa sk [7,12]:

79 =2 +100%, (15)
256

ne, A — BenmMUMHA BHECEHUX CIIOTBOPEHb SICKPABOCTI (YuCiO pi6Hi6 KGAHMYBAHHA) OKPEMUX ITIKCe-
7iB pu BUKopucTtanHi merony H3b mist npuxoByBanHs iH(OpMalifHOTO MOBITOMJICHHS.

Bucokwuii piBens nonyssipHocti meroxy H3b (LSB) 3ymoBieHuii, THM, IO BiH JOCTaTHBO
MPOCTUH B peaiizalii Ta epeKTUBHUMN AJI MPUXOBYBAHHS 3HAUYHUX OOCSTIB 1HQOpMAIl B HEBEIH-
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Kkux (haitnoBux 06’exrax [7]. Meron LSB mMoxe OyTu BpazauBUM A0 pi3HUX BUAIB aTak, iICHYIOUHX
SIK y TAaCUBHHUX, TaK 1 B aKTUBHUX CIieHapisx aTtak. OcHOBHMI Henomik LSB momnsirae y #ioro Bucokii
YYTIMBOCTI J0 HaWMEHIIMX CHOTBOPEHb KOHTeWHepa [12], Hampukiaa: - KOMIIPECis HEPyXOMHUX
300pakeHb Ta/4W T€OMETPHYHI aTaKh, MOXKYTh IMPU3BECTH JI0 BTPATHU MPHUXOBaHOI iHPOpMAIii uu ii
XHOHOTO BiIOOpa)KEHHSI MPUXOBAHOTO KOHTEHTY. 1100 HiBeTrOBaTH MOXKIMBI CHIOTBOPEHHS BUIIY-
YEHOTO TOBIJJOMJICHHSI, BHACIIIOK 30BHINTHBOTO BIUIMBY HA 3alIOBHEHHI KOHTCHHEP, CIIiJ JI0IaTKO-
BO BUKOPHCTOBYBATH METO/IU 3aBaJI0CTIHKOro KoayBaHHs (Xemminra, BUX Ta iH.).

7. BUCHOBKH

1. Po3risiHyTO y3arajibHeH1 CTPYKTYPHI CXeMHU cTeraHorpadiqaoi i kpunrorpadiqHoi cuctem,
ix crmenu@ikaris Ta KOMIIOHEHTH, BUKOHAHO OIJISAJ TPAAMIIIMHUX KPUIITOCHCTEM, IO BUKOPHCTO-
BYIOTBCS B CYYaCHHUX KOMIUIGKCHHX CHUCTEMaxX 3aXUCTy iH(opmarlii. 3anpormoHOBaHO OiI-OTIIsi
OCHOBHMX ocoOnMBocTel creraHoanroputMy H3b, 1o BUKOpHCTOBYETbCS Ul IPUXOBYBAHHS J1a-
HUX B 300pakeHHsX Ta BiacTuBocTi 3CJI, KOTpi BpaXOBYIOTHCS BIJIOMUMHU CTeTaHOTpaiYHUMH Me-
TOJIaMH TIPH 1HKAIICYJISAMIT (BCTaBIIl) CTEraHOrpagiqHOTrO KOHTEHTY B CTPYKTYPY KOHTEHHEPIB.

2. 3a pe3yabTaTaMH aHaIi3y, MOXKHA CTBEpKYBaTH, IO cTeraHorpadiuyHy ta Kpunrorpadid-
HY CHCTEMH MOXKHA PO3TJISAATH, SIK crienupivyHUil BapiaHT CUCTEMH 3B S3KY 1 nepenadi JaHux. Ao-
CTpaKTHE BU3HAYEHHS CTEraHorpadiyHoi CMCTEMH BKJIOYA€ HACTYNHI MHOXKMHU: - MHOKHMHA BUXI-
JTHUX 1H(POPMAaIIMHKX TOBIAOMIICHb; - MHOYKHHA KOHTEHHEPIB; - MHOXXHHA CTETaHOTPaM; - MHOXH-
HU TIPSMHUX Ta 00CPHEHUX BiNOOPaKEHb; - MHOKUHH KIIFOYIB-€KCTPAKTOPIB JaHUX, SIKI BiIOBiga-
I0Th UM BioOpakeHHAM. AOCTpakTHE BU3HAUYEHHS KPUITOrpadivyHOi CHCTEMH OXOIUIIOE TaKi
MHOHHH, SIK: - MHOXKHHA BUX1THUX MOB1IOMJICHb; - MHOXXHHA KPUITOTPaM; - MHOXKHHHU MPSIMUX Ta
o0epHeHHUX Bi0OpaXkeHb 1 BIIMOBIIHI IM KITFOYI.

3. AcuMeTpuYHi CUCTEMH KPHUNTOrpadiyHOrO 3aXUCTY, OUTBII CTIMKI O aTak KOMITpOMeTarlii
CEKPETHHX KIIOUiB, OCKUIBKH BHKOPHUCTOBYIOTHCS pi3HI KIIOYi Ui mpouenyp mmdpyBan-
Hs1/po3umdpyBanHs. BaroMoro nepeBarorw acCHMETPUYHHX KPHIITOCHCTEM € 3aCTOCYBAaHHS KITFOYiB
BEJIMKOI JIOBKMHU B KPUNTOrpaiqHUX AITOPUTMax, IO J03BOJISE MiJBUILUTH OOUYMCIIOBAIBHY
ckianHicTh. CKiIalHl MaTeMaTU4H1 onepalii Ta K04l BEJIMKUX PO3MIpIB YHIOBUIbHIOIOTH BUKOHAH-
HSl aCUMETPUYHHMX AJITOPUTMIB y MOPIBHSIHHI 3 CUMETPUYHUMU. ACUMETPUYHI aIrOPUTMU BUMara-
I0Th 3HaUHO OUIbIIe 00YMCITIOBAIBHUX PECYPCIB IS 3A1HCHEHHS BUCOKOPIBHEBUX O0UYMCIIEHb.

4. Anroputm RSA BUKOpUCTOBYE acCHMETpUYHMN MiJIX1J W IIUPOKO BUKOPUCTOBYETHCS B CY-
YaCHUX MPOTOKOJaX aBTeHTUiKalli Ta 3a0e3redeH st KOH]1IeHIIHHOCTI 1H(opMallii B rI100anbHUX
Meperkax. 30UIbIIEHHS JOBKUHU MOJYJISl MPU3BOJUTH 10 3pOCTAaHHS 4Yacy reHeparii KJIro4oBoi na-
pu. I'padiku 3anexHocTeil [y npouenyp mudpyBaHHs Ta po3U(pyBaHHS Pi3HATHCS, OCKIIBKY Ha
po3mudpyBaHHA JaHUX BUTpayaeTbcsl Oibllle yacy, HK Ha iX mudpysaHHs. [IpuunHOIO 1HOTO
MOe OyTH 1CTOTHA PI3HMIIS BIAPUTOTO, CEKPETHOTO KiTtoua. 30UThIIEHHS po3Mipy (aiiiry Ta MOy-
JIF0 TIEPETBOPEHHS, MPU3BOJIATH 10 301IbIIEHHS Yacy, SKH BUTPAYAEThCSl HA BUKOHAHHS TPOLIEAYP
mmdpyBanHs 1 po3mndpyBaHHs 11 cucteMu RSA.

5. V creranorpagii iCHye MUPOKUN CIEKTp METOJIB Il peani3alii NpUXOBYBaHHs JaHUX B
HEepyxoMi 300pakeHHs. BuiydeHHs BUXIAHOTO TOBIJIOMJICHHS 3 KPUIITOTpPAMU BHUMAara€ HeE JIUIIIE
BI/IMIOBITHMI CEKPETHUM KJTIOY, ajie ¥ 30€peXEeHHs IITICHOCTI KpunTorpamu. Buxoasdau 3 mporo,
MOJKHa CTBEpP/DKYBATH, 110 HE BCl METOIM MPUAATHI JJS NMPUXOBYBAHHS KPUIITOIPAaM B KOHTEHHe-
pax, OCKIJIbKM BOHH HE MOXYTh TapaHTyBaTH OE3MOMHIKOBOTO BUIydeHHs iHpopmarii. [Ipu Bubopi
METOJly MOTPiOHO 3BEPTATH yBary Ha MMOBIPHICTh MPAaBUJIBLHOTO BUIIydYeHHA. J|0JaTKOBUM pillleH-
HSIM 3 TIPOTHUI1 MOKJIMBHM TIOMHJIKAM € METOJU 3aBaJIOCTIMKOTO KOJyBaHHS, SIKi IO3BOJISIIOTH BU-
SBJISITH TA BUMPABIIATH MOXKJIMBI IOMUJIKH CTETaHOTPaiqHOTO MMOBIIOMIICHHS.

6. KommuiekcHe 3actocyBaHHs MeToAiB Kpunrorpadii Ta creranorpadii go3Bosse 3a0e3nedn-
TH BUCOKHUH piBEHb 3aXUCTY 1H(OpMaIii Bil MOTEHLIMHUX aTak.
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Researching the possibilities of using steganographic and cryptographic algorithms for information hiding.

Abstract. The organization of information security has always been a relevant task, especially after the emergence of information
and communication systems. The fundamental directions in the field of information security, dating back to ancient times, include
cryptography and steganography. Cryptography implements information protection by transforming it into an unreadable form. Ste-
ganography allows the concealment of information in various containers (such as images, texts, audio recordings), keeping the pres-
ence of information unnoticed by casual observers. The article discusses approaches to cryptography and steganography, the concept
of hybrid application of cryptographic and steganographic methods to provide a dual-layer data protection, and the overall architec-
ture of cryptographic and steganographic systems. Traditional cryptographic systems applied in modern information security systems
include symmetric and asymmetric cryptosystems. Although symmetric systems have evolved with the appearance of new mathemat-
ical transformations, they have a significant drawback. It consists of the need for an additional transfer of the secret key to the recipi-
ent. Such a strategy requires the use of a protected communication channel equipped with technical protection systems. At the same
time, there is a risk of unauthorized access, which can cause the secret key to be compromised. Based on the above problems of
symmetric cryptosystems, preference is given to asymmetric algorithms when developing protection mechanisms. An analysis of the
RSA cryptosystem, based on an asymmetric encryption approach, has been conducted. This system is used in contemporary authenti-
cation protocols and ensures confidentiality in information systems and the Internet. The performance of software modules for key
pair generation, encryption, and decryption for the RSA system was investigated by modifying the algorithm's general parameters
(transform module, source data size). The results of time measurements are presented in a table, based on which dependencies of
time on specific parameter modifications are built. The steganographic algorithm of modification of the least significant bit (LSB),
which is used to hide data in images, is studied. Currently, there is a wide range of steganographic algorithms developed based on the
characteristics of human sensory systems (such as vision or hearing). The article discusses the properties of the human visual system
(HVS) utilized in steganography.

Keywords: Cryptography, Steganography, Key, Information Message, Asymmetric Cryptosystem, Symmetric Cryptosystem, Ci-
phertext, Steganogram.
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Abstract: This work presents the results of modeling attempts at unauthorized extraction of steganocontent (halftone
test images) under the condition of selective compromise of each of the two active processing parameters of the
source array series of base blocks (BB) of content, i.e.: - the scheme scanning of BB series and the spatial processing
of BB. The current program version ensures consistent realization of the main stages of content processing with the
necessary settings parameters. As part of the modeling, it is suggested that the attacker has correctly identified one of
the two current content processing parameters. Several modifications of the main schemes scanning of BB series and
the spatial orientation of BB (rotation and horizontal mirroring) as an additional mechanism to counteract attempts
of illegitimate content extraction are considered. The modeling was conducted on the examples of three types of im-
ages: - portrait, landscape, and mnemonic scheme. Manipulations with the spatial orientation parameter of BB
strengthen the opportunities to counteract attempts at unauthorized data extraction. Characteristic quantitative and
time histograms for different dimensions BB of content, changes in the peak of value signal-to-noise ratio for differ-
ent types of schemes scanning BB series are presented, and samples of attacked test images are presented. The analy-
sis and generalization of the main differences in the attack results using different parameters of the spatial pro-
cessing of BB and ways of scanning series of BB of image-content are performed. Attention is drawn to the fact that
the use of two active processing parameters of the source array of BB series is an effective and computationally
«simpley means of counteracting attempts at unauthorized data extraction. The relationship between the stage of
preprocessing the source content and the parameters of the formed arrays BB is emphasized. It is concluded that the
introduction into the structure of the data extractor key, the elements of «The state of scanningy» and «The spatial
processing of BBy, strengthens the overall capabilities to counteract attacks. The used processing parameters of the
source array of BB series determine the structure of visual artifacts of attacked images but do not produce a simple
solution to identify the attacked image at the level of classifying the type of source images. Prospective directions for
further modeling of the main protection mechanisms within the proposed algorithm concept are indicated.

Keywords: Content, Steganography, Encoding Series Lengths, Images, Scanning, Spatial orientation, Encoding with
transformation, Encapsulation, Data extraction.

1. Introduction

One of the most effective directions to ensure the hiding of the facts of information transmis-
sion and storage is the use of various steganographic methods that make it possible to use the prop-
erties of digital content to ensure more effective solutions to the issues of hidden transmission, stor-
age and protection against unauthorized extraction of target information. Regardless of the used ste-
ganography direction, it is necessary to ensure the minimization of unmasking anomalies of the data
carriers (containers) applied and maintain a given level of content resistance to attempts of its unau-
thorized extraction, and in some cases, also resistance to attempts of deliberate container distortion.

When hiding (encapsulating) in digital images any other information (in this case, images),
there are certain distortions of these objects - data carriers. Through the use of balanced settings of
the data encapsulation algorithm, it is possible to ensure the level of distortion of the used container
images at a level below the threshold of sensitivity of the human visual system. This ensures the
actual absence of noticeable anomalies in information carriers, complicates the work of a ste-
ganoanalyst, and introduces the necessary balance between the preservation of characteristic proper-
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ties for the type of container used and the amount of permissible distortions acceptable for a given
type of hidden content (hereinafter referred to as steganocontent) [1-2].

Undoubtedly, the number, structure, and manifestation intensity of artifacts of the image-
content encapsulation process and the consequences of attempts to illegitimately extract, always
depend on the processing modes chosen for them at all stages of the current prototype steganoalgo-
rithm [3-4]. When processing container and content data, different processing modes can mostly be
used, both the same type (symmetric) processing modes and modes that implement different data
processing parameters (asymmetric) [2].

Such differences can include: the size of blocks (fragments) of the source images; parameters
of pre-processing of data arrays of the container and content; criteria for evaluating the significant
information of containers and content; differences in implementations of accelerating computing
procedures, etc. Based on the totality of these differences, different effects can be obtained on the
same types of source data [5] from the point of view of the visibility of image artifacts and individ-
ual parameters of the entire algorithm based on the results of the performed steganographic inser-
tion. According to the concept of the being created algorithm [2], for authorized content extraction,
information is required regarding the current data multiplexing parameters at both main security
levels (inter-block and intra-block) [4,6], both for content and for the container. All this information
is contained in the structure of the composite key of the data extractor, where each of its elements
determines the current processing modes of the steganocontent and container [2]. Violation of each
of its individual elements of the extractor key structure and/or the current parameters (values) leads
to the impossibility of content extraction [7], or its significant distortion [4,8-9].

2. Main part

The main purpose of the paper is to summarize and compactly compile the results obtained
during the cycle of modeling various scenarios of content attack that counteracts attempts at its un-
authorized extraction, by using the use of different scanning schemes of base block (BB) series and
spatial transformation schemes of BB of an array of image-content series when imitating a condi-
tional attack of steganocontent, in the assumption that the attacker managed to determine the current
parameters of content processing [10], which are implemented at 2 main levels of protection (inter-
block and intra-block, Figs. 2-4 [4]) of the investigated steganoalgorithm.

Within the scope of the conducted modeling, the most indicative (from the point of view of the
clarity of the obtained consequences) parameters of the settings of the current algorithm [8,11-12]
were used, which facilitates the general perception of the observed processes and the evaluation of
the character and structure artifacts of the attacked images.

The current method of organizing the scanning of BB series [6] is determined by the corre-
sponding element in the data extractor key structure (element Ne2 in Table 1 [8]). The characteristic
results of the attack (attempts at unauthorized extraction) of the test image-content when imple-
menting some scan schemes are presented in works [8,13]. The work [14] presents the results of
unauthorized content extraction attempts when implementing the two-pass scanning mode (i.e.,
through block sampling) of BB series for a test image of the «portrait» type.

In Fig. 2 presents the results that characterize the total number of BB and the average length
of series BB for scanning schemes shown in Fig. 1. The imitation modeling of the test content at-
tack was carried out for four image block dimensionality: 4x4, §x8, 12x12 and 16x16 elements. It
should be noted that all the scanning ways (Fig.1) are not computationally complex, but they can
significantly complicate the attacker's «work», increasing the overall protective potential of the al-
gorithm [8,13]. From Fig. 2 shows that an increase in the dimensionality of the blocks leads to a
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sharp decrease (comparison of the blue and red histograms) in the number of BB image series [12],

CS&CS, Issue 2(24) 2023

for all the considered scan methods (Fig.1).

The use of blocks of large dimensions (red histogram in Fig.2) virtually eliminates the differ-
ence in the number of BB series for different scanning methods. In other words, the indicator char-
acterizing the number of series to be formed depends on the operating parameters (scanning multi-

plicity) and scanning scheme and decreases with increasing BB dimensionality [11].
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Fig. 1 — The researched scanning schemes (b-f) and sample test image (a).
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Fig. 2. The total number of obtained BB and their average series length from different
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It should be emphasized that the two-pass modification of the scanning (var. (d,f) in Fig.1)
during the first scanning of the source content array involves the sequential sampling of all odd
blocks (red markers in samples (d,f) in Fig.1), and during the second pass/scanning, all even blocks
of content (blue markers).

The use of a two-pass scanning (Fig.1, var.(d,f)), according to the indicators of the formed se-
ries of BB and their lengths (Fig. 2), compared to the use of a random scanning mode (var. (b)),
gives the closest results, and for all «practically interesting» (8 and 12 el.) dimensions of the blocks.

At the same time, the visual fragmentation (destruction of the structure) of the attacked con-
tent for the above cases is significantly different (see Fig.4 in work [11]).

The random mode of scanning BB series (Random), in the case of a successful attack of
2 levels of protection at once [13], provides much greater fragmentation of the source content (see
Fig.3 [8]), but significantly increases the total processing time (Table 1).

With the use of «difficult» scanning ways and modes (in this case, two-pass and/or random
scanning), the effect of visual fragmentation of the source content increases, namely, the number of
formed series of BB increases. From the point of view of multiplexing combinatorics, this looks
very good, but in doing so, unfortunately, it increases the computational complexity of the proce-
dures at the 2nd level of protection, which is an undesirable effect that contradicts the general trend
of reducing the computational complexity of the entire algorithm as a whole [2]. First of all, this
concerns the implementation of coding procedures with transformation [5], immediately before the
implementation of the procedures for multiplexing the average brightness parameter of the BB at
the 2nd level of protection (step Ne6 in Fig.1 in work [13]) of the experimental algorithm.

Table 1 - Execution time for different scanning schemes and dimensionality of BB.

Execution time in the second [sec]
> ofblocks | Rendom | snake2 | QUS| 2020 | gime
Block 4x4 36 0,08 0,2 0,08 0,13
Block 8x8 2,22 0,01 0,04 0,02 0,03
Block 12x12 0,53 0,001 0,012 0,008 0,013
Block 16x16 0,16 0,006 0,007 0,005 0,012

The characteristic values of the execution time of different schemes scanning of BB are pre-
sented in Table 1. Based on the obtained results, the following can be stated:

- the execution time of the scanning schemes of BB series depends on the dimension of the
blocks, the type of image, and, accordingly, the number of BB series to be formed;

- the total time of data processing procedures decreases when increasing the dimension of BB;

- application of the «Randomy scanning scheme requires more time for all dimensions of
blocks, and, compared to other scanning methods, this difference is very significant;

- the use of the multiplicity mechanism in the scanning schemes increases the number of logi-
cal procedures that are implemented within the corresponding instructions, which leads to an in-
crease in the total processing time (for example, comparing «Snake-2» and «Double Snake-2»);

- the time of implementation of «simple» scanning schemes (rows, columns or spiral, etc., see
Fig.3(a-e) in [8]) is much shorter than for «complex» schemes (var. (b,d,f)). However, the latter
significantly complicates the attacker's ability to localize the vector of potential searches relative to
the implemented scanning scheme.
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Table 2 presents the PSNR values (Peak Signal-To-Noise Ratio - PSNR) which correspond to
some samples of attacked content presented below in Fig. 4.

The analysis of the structure and intensity of the manifestations of artifacts of the attacked im-
ages (Fig. 4) shows that even the existence of acceptable PSNR values (PSNR >28-30 dB [7]) does
not completely guarantee the successful identification of objects scene on all used in the course of
modeling scanning schemes.

It should be emphasized that usually the value of PSNR ranges from 20 to 50 dB, i.e. the
higher the value, the closer the restored image is to the original.

In Fig. 3 presents a visualization of the obtained difference between the original and recov-
ered (i.e., illegally extracted) images at different dimensions of BB and ways of the series scanning
for both types of test images. In this case, the more brightly the point and/or fragment of the im-
age (samples (a-d)), the bigger the difference between the «hacked» content and its original.

Accordingly, than the indicated darker the element/fragment, the nearer its recovery parame-
ters are to the original values. It should be emphasized that all the images shown in Fig.3 show at-
tempts to falsely restore content by using a «by row» scanning scheme (see var.(a) in Fig. 1 in
work [8]). Characteristic examples of unsuccessful selection of the current parameters of series
scanning under the condition of simultaneous compromise of the other two levels of protection of
the experimental algorithm are presented in works [8,11,13-14].

However, two important circumstances should be taken into consideration: - the type of con-
tent being processed and the degree of complexity of the reverse compilation of the source content
during the attacker's attempts to «work» with the compromised data array [8,13]. From the point of
view of the complexity of reverse compilation of the source content, it is worth highlighting the
scheme of scanning that implements the «Zigzag» principle (var. (e,f)) this scheme provides the
greatest visual fragmentation of the content and makes it impossible for the attacker to obtain indi-
rect instructions regarding the implemented method scanning of BB.

Compared to the «Snake-2» principle, which is characterized by pronounced visual transpar-
ency, the «Zigzag» scheme is an effective solution to complicate the reverse compilation, provides
the greatest visual fragmentation of content, and deprives the attacker of indirect clues in the part of
the implemented method of scanning of BB.

The variant of the random scanning scheme is not considered as a priority (from the point of
view of the degree of visual fragmentation of the content), due to the decrease in the average length
of the formed series (Fig. 2) in the most balanced, from the practical point of view, range of block
sizes (from 8%8 to 12x12 elements, Fig. 2) and significant time losses (Random in Table 1), which
are the result of the features of this scheme, this variant of the scanning scheme will be considered
in the next part of the research.

Summarizing all of the above, it can be argued that the scanning schemes that implement the
«Zigzag» scheme combine in the best way the structural features that are inherent for images of the
city type and provide the best conditions for maximizing the difficulty of attempts to unauthorized
reverse compilation of the source content. In addition, the possibility of implementing different
«Zigzag» schemes (for example, «starty at different points and/or through block scanning) addi-
tionally increases the combinatorics of the corresponding element in the integrated structure of the
extractor key [8]. Thus, even in the case of compromise of the main protective mechanisms at two
multiplexing levels at once [4,13], the use of various variations of the «Zigzag» scanning scheme
allows to successfully counteract attempts to unauthorized content extraction.

The next stage of the research was focused on modeling possible attack scenarios (step Ne3
in Fig.1, [4]), relative to two constituent components of the integrated data extractor key structure
(Fig.1 in [8]): - an element that defines the current scanning scheme of BB [15]; - an element that
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defines the current implementation of the spatial processing of BB of the content series length array
(this is a new element).

s ..f{;-,; ""1 '.. R R e AN
d) Double «Zigzag» (BB 12x12 el);
Fig. 3 - Visualization of the difference between the original and attacked content (Landscape)
for different scanning ways
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In Fig. 4 presents test samples of halftone images that are characteristic of 2 different types of
content (portrait and mnemonic scheme) and the essence of the manipulations used with the spatial
orientation parameter for all formed series (see step 3 in Fig. 1 in [4]), which were used during the
modeling cycle.

a) Test Image (Portrait) b) Test Image (Mnemonic Scheme)
The source array of BB series of content
= F FI [ F
BB) Li BB: L2 BB3 L3 o BB, Ly
..........
Rotate A
90° @ Mirror l 3 1 w
s 3 . sl T
BB) L BB) L; BB3 L oo BB, Ln
0dd Even Odd . :
series BB senes BB series BB s

An array of BB series after the spatial processing
¢) An example of the spatial processing of BB in the used scanning schemes

Fig. 4 - Samples of test images (a, b) and the used scheme for the spatial processing of BB (c)

Before starting the modeling, it was suggested that the parameter use of the spatial orientation
of BB could introduce its own contribution to the distortion structure of the attacked image and de-
termine the further course of events, regarding the «success» of attempts to unauthorized extract
and identification of the target content. That is, the introduction of different schemes of the spatial
processing of BB of the source images can strengthen the general combinatorics of the integrated
structure key of the data extractor [2]. Therefore, even in the case of compromise of the main pro-
tective mechanisms at both levels of multiplexing [2,4], the application of different schemes of the
spatial orientation of BB will allow us to successfully counteract attempts of illegitimate content
extraction. In accordance with the idea, when encoding content, for all odd base blocks, the blocks
are rotated to the left by 90° (marked as Rotate 90°), and for all even base blocks, their horizontal
mirroring (Mirror) is performed. Thus, after the formation of the array of BB series, when using the
appropriate scanning scheme (in Fig. 4, marked as «The source array of BB series ...»), there is a
change in the source orientation of BB in such a way that all neighboring blocks of the resulting ar-
ray (in Fig. 4, marked as «An array of BB series after...») have a different spatial position. At the
same time, as follows from Fig.4, the simplest test encoding scheme was used, which is repeated
without changes for each subsequent pair of BB.

Taking into consideration the possible combinations/consequences of the attack which are
implemented in relation to the two elements indicated above (scanning and spatial orientation of
BB), the general modeling scheme is as follows:
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1 - Successful selection of the scanning scheme, but an error in the spatial orientation of BB;
2 - Successful selection of the spatial orientation of BB, but an error in the scanning scheme.

Test image (Fig. 5(a)) Test image (Fig. 5(b))
B 22 2 B2 2 2 2 2

Successful selection of the scanning scheme, but an error in the spatial orientation of BB

Attack: «Snake-1», WITHOUT the spatial processing of BB;

Successful selection of the spatial orientation of BB, but an error in their scanning scheme

S T
‘_ ,;! A:E-.:;:'»;q-q: w b

ey

b) Encoding: «Randomy + rotate and mirror BB;
Attack: «Rows» + rotation and mirroring BB,

Fig. 5. The results of content recovery when different combinations of attacks (BB 12x12 el.).

The corresponding results of modeling attempts at unauthorized content extraction, presented
in Fig. 5, were obtained when the same parameters of the algorithm [2]: - the dimension of image
blocks; - the dimension of the smoothing matrix; - the smoothing method; - the parameter value
of Pz. In addition, it is important to emphasize that the same P; values were used at the stages of
content pre-processing and the formation of the array of BB series.

In Fig. 5(a) presents the results of attempts to unauthorized extract test images in the assump-
tion of correct selection of the series scanning active scheme and an error in the parameters of the
spatial orientation of BB when using the average values of the dimensionality of BB and the value
of Pz for the smoothing mask 3x3 el. [2]. From the sample in Fig.5(a), it is clearly visible that the
errors of spatial positioning of the image blocks for both scannings are practically invisible in
lengthy and low-information image fragments (see the attacked image for the test image type
«Mnemonic schemey). This feature of processing is by no means a «weak» side of the algorithm
used, since in highly detailed image areas, the process of fragmenting a series of similar blocks
demonstrates all the necessary qualities. That is, in these areas, the necessary decompilation of con-
tent is supported, which makes further identification of image objects impossible.
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In Fig. 5(b) presents the results of attempts to unauthorized extract test images, assuming that
the attacker successfully selected the current parameters of the spatial orientation of the formed BB
(Fig. 4(c)), but made a mistake when restoring the current scheme scanning series of BB. That is, in
this case, the attacker correctly determined the dimensionality of BB and the current spatial orienta-
tion scheme of the available BB, but made a mistake in the part of the implemented scanning
scheme, namely: - the attacker used the «Rows» scheme for the initial «kRandom» scanning. In other
words, the samples presented in Fig. 5(b) reflect the situation opposite to the one presented earlier
in Fig. 5(a). The analysis of the samples presented in Fig. 5(b) allows us to state that the distortion
structure and fragmentation intensity of the attacked images of unauthorized extracted content dif-
fers significantly from the results obtained when imitating the conditions of successful selection of
the current parameters of spatial orientation of BB (Fig. 5(a)).

As revealed by the analysis of the presented results in both attack scenarios, the uncompro-
mised part of the extractor key elements (highlighted in blue letters in Fig. 4) plays a critical role in
preventing further identification of objects in the unauthorized extracted content. This testifies to
the effectiveness of the protective measures that are applied to the elements of the extractor key and
indicates their importance for preserving the integrity and confidentiality of data. However, it is im-
portant to note that the used scheme scanning «Random» may allow an attacker to partially identify
the content in case the attacker is able to pick up the current series scanning scheme but makes a
mistake in the current scheme spatial processing BB.

This indicates the need for further measures to improve security, in particular, the choice of
the most complex and secure scanning schemes («Zigzag» or «Double Zigzag») and/or spatial ori-
entation of BB, it is recommended to set more secure algorithm parameters, use images of a differ-
ent type and different pre-processing options to create optimal starting conditions for improving
both the performance of the algorithm and providing more effective protection to complicate the
process of identifying confidential information (for example, in the «Mnemonic» type image in
Fig. 5, it actually deprives the attacker of the ability to classify the type of content extracted).

The solution to this problem always requires careful analysis and selection of optimal algo-
rithm parameters (in this case, scanning schemes) which will ensure a high level of security and
make it impossible for attackers to gain access to confidential information.

In Fig. 6-7 presents a visualization of the existing difference between the original and the re-
stored (i.e., illegally extracted) images for the above smoothing parameters [2], but in conditions of
simultaneous error in determining the current scanning parameters and spatial orientation of the
available BB (i.e., false rotation and mirroring of the BB (see Fig. 5(c)).

In this case, the more brightly a point or any image fragment (samples (b) and (d) in Fig. 6),
then the greater the difference between the attacked content and its original. Accordingly, the darker
the specified element or fragment, then the closer its recovery parameters are to the original image
values (the brightness level of the original elements). Characteristic examples of unsuccessful selec-
tion of the current parameters of the scanning series without any manipulation of the spatial orienta-
tion of the available BB, in the conditions of simultaneous compromise at once of 2 main levels of
protection (inter-block and intra-block), presented in works [8,11,14]. Comparison of the image
samples in Fig. 6(b,d) with their originals demonstrates that even the presence of a large number of
dark elements in the «hacked» content does not contribute to the successful visual identification of
scene objects (although the obtained PSNR values do not exclude this possibility [15]).

When analyzing the structure and intensity of distortions (the difference in brightness between
the original and restored elements) of the attacked sample of the «Portraity test image
in Fig.6(b,d), the following conclusions can be drawn.
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When using the «Randomy scanning scheme, the interconnections between neighboring
blocks are strongly destroyed, which is characterized by a large number of small details (high-
frequency components in spectral analysis [5]). This area with the structure of existing distortions
(fine grain) differs from the rest of the peripheral part of the image. It is noticeable that in this case,
the structure of the «grain» of recovery errors is proportional to the dimensionality of the blocks
used. This confirms the presence of a large number of BB with a single or very small length of the
formed series of BB.

Test image (Portrait)

b) Difference between the original and attacked images
(for the case of «Portraity, BB 12x12 el., Pz = 3)

a) Attacked image (Portrait)
(BB 12x12 el P' = i)

C) At ""’“’d Image ( P ortr ‘"’) d) Difference between the original and attacked images
(BB 12x12 el., Pz =35) (for the case of «Portraity, BB 12x12 el., Pz =5)

Fig. 6. Distortion structure of a test image of the «Portrait» type with a simultaneous error
in determining the scanning and the spatial orientation of the BB

In Fig. 7(b), special attention should be paid to the area of the image, which is highlighted
with a yellow marker. In this example, the yellow marker outlines the image fragments with the
most noticeable distortions, which correspond to the least informative content areas: 1 - the back-
ground of the image; 2 - the area with captions and schemes on the mnemonic scheme. That is, in
these image fragments, the «work» of the algorithm to form «long» series of BB is most noticeable.
In other words, within the limits of the «yellow areax» in Fig. 7(b), mostly there are blocks that are
very close to their source content, which is not the case with the results of the visual evaluation of
the attacked samples (in Fig. 7(a) and (c), highlighted in red).

Thus, the used processing algorithm ensures the lowest level of distortions in the structure of
BB, which form highly detailed fragments of images, realizing content protection in these areas due
to the implementation of appropriate scanning schemes and changes in the spatial orientation of ex-
isting BB. Moreover, the attacker's mistake in the two specified parameters at once only increases
the overall effect (the lower thumbnails marked with a red frame in Fig. 7(a,c)).
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Test image (Landscape)

b) Difference between the original and attacked images
(for the case of «Mnemonic scheme», BB 12x12 el., Pz = 3)

a) Attacked image (Mnemonic scheme)
(BB 12x12 el., P- = i)

¢) Attacked image (Mnemonic scheme) d) Dtjference between Ihe original (md attacked images
(BB 12x12 el, Pz=35) (for the case of «Mnemonic scheme», BB 12x12 el., Pz =)

Fig. 7. Distortion structure of a test image of the «Mnemonic scheme» type with a simultaneous
error in determining the scanning and the spatial orientation of the BB

3. Conclusions

1. The conducted modeling is of a demonstration nature and should confirm the main assump-
tions regarding the selected data processing modes at each stage [4, 11], as part of implementing the
general concept of creating a low-resource hybrid steganoalgorithm [2].

2. The conducted simulation allows us to visualize the consequences of using different attack
schemes (attempts of unauthorized extraction) of steganocontent under the condition of selective
compromise of each of the two current processing parameters of the output array of BB content se-
ries, i.e.: - the scheme scanning and the variant of spatial positioning of existing BB.

3. The use of different scanning schemes highlights the importance of supporting the neces-
sary compromise between: - the complexity of implementing one or another scanning method and
its capabilities, in relation to countering unauthorized content extraction attempts and reducing the
total number of series, as a pledge of the process of reducing the computational complexity of the
entire algorithm [2].

4. The structure of the artifacts of the attacked images does not allow identifying the obtained
content samples, at least at the level of classifying the type of source images (Figs. 6-7).

5. The conducted modeling confirms that changes in the spatial orientation of the formed BB
are an effective tool to counteract attempts of unauthorized content extraction, even if successful
selection of the current BB scanning scheme.
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6. The introduction in the structure of the extractor key [8] of a new element that is responsi-
ble for the spatial processing of BB (Fig. 5(c)) allows us to reduce the requirements for the com-
plexity of the used schemes of scanning, which is an important component within the chosen con-
cept of implementing a low-resource hybrid steganoalgorithm.

7. Errors in the spatial orientation of content blocks in low-information image fragments are
practically imperceptible, but this is not a «weak» side of the used algorithm, since in highly de-
tailed image areas, the necessary decomposition of the source content is maintained, which makes
its further identification impossible.

8. The used data processing modes provide a low level of distortion in the BB structure,
which forms highly detailed image fragments, implementing content protection in such areas due to
the use of appropriate scanning schemes and spatial orientation of the available BB. An attacker's
mistake in both of the mentioned parameters increases the overall destructive effect (i.e., content
fragmentation).

9. The used method of scanning BB content series determines the nature and structure of the
distortions of the attacked images and determines the further course of events regarding the success
of unauthorized extraction attempts and the identification of target content.

10. From the obtained results, it can be seen that even a successful selection of current data
processing parameters at two main levels of protection does not guarantee successful reverse com-
pilation of the source content, as proven by samples of «attacked» images.
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Pe3yabTaTn Mojie/Il0BaHHSI Pi3HUX cXeM NMPOCTOPOBOI OpieHTaMlii Ta po3ropTku cepiii onopHux 0JI0KIB 300pa:keHb 1JIs MPO-
THIII HECAHKLIOHOBAaHOI eKCcTpaKuil creraHorpagiyHuxX JaHUX.

AmnoTtanisi. B po0orti npencrasieHi pe3yabTaTd MOJEIIOBAHHS CIIPOO HECAHKI[IOHOBAHOTO BHITYYEHHsI CTETaHOKOHTEHTY (HaIliBTOHO-
BUX TECTOBHUX 300paKeHb) IPU yMOBI BHOIPKOBOI KOMIPOMETALii KOKHOTO 3 IBOX JIFOYMX MapameTpiB 0OpOOKH BHXiZHOTO MAacHBY
cepiit omopaux 6mokiB (OB) KoHTEHTY, TOOTO: - cxemu po3ropTku cepiit Ob ta mpocTopoBoi 06podku OB. [litoua nporpamna Bepcis
3a0e3nedye MOCHIIOBHY peali3allilo OCHOBHUX €TamiB OOpOOKH KOHTEHTY 3 MOTPIOHMMH HapaMeTpaMH HajallTyBaHb. B paMmkax
MOJIEITIOBAHHS 3pO0JICHO TPHUITYIICHHS, 1[0 aTaKyIOUHil BipHO BU3HAYMB OJMH i3 JBOX JII0UMX MapaMmeTpiB 0OpoOKH KOHTEHTY. Po3r-
JITHYTO JIeKibKa MoudiKaiiii OCHOBHHX cxeM po3ropTok cepiii OB Ta mpoctoposoi opienrartii Ob (o6epmanns ma copuzonmanvhe
8i003epKaeHHs), SIK T0AaTKOBOTO MEXaHi3My 3 TIPOTH T cripoOaM HEeNeTiTHMHOI eKCTPaKIlil KOHTEHTY. MOIeTIOBaHHS MTPOBOIIIOCS
Ha NPUKIagax TPOX THIIB 300pakeHb: - OPTPET, Mel3ax Ta MHeMocxeMa. MaHinyJmil 3 mapaMeTpoM IpocTopoBoi opienTarii OB,
MOCHJIIOIOTh MOJIIMBOCTI 3 IPOTHAIT Clipo6aM HeaBTOPH30BaHOTO BUITy4YeHHs AaHUX. [IpecTaBieHo XapaKkTepHi KiJbKIiCHI Ta 4acoBi
ricrorpamu Ui pisHUX po3MmipHOocTel OB KOHTEHTY, 3MiHM MIKOBOTO 3HAYEHHS CUTHAI/IIYM JJIS PI3HUX Pi3HOBHIIB CXEM PO3TOPTKU
cepiit Ob Ta HaBezeHO 3pa3Kky aTaKOBaHMX TECTOBUX 300pakeHb. BHKOHaHO aHami3 1 y3araJbHEHHS OCHOBHUX BiIMIHHOCTEH pe3yib-
TaTiB aTaKd MPH BUKOPHCTaHi pizHUX mapamMeTpiB «IIpoctopoBoi 00pobku» OB Ta «CrocobiB po3roptkm» cepiit Ob 300paskeHHs -
KOHTEHTY. 3BEPHEHO yBary, [0 BHKOPUCTAHHS JBOX MIFOYMX IapaMeTpiB 0OpoOKH BHXigHOTO MacuBy cepiii Ob € epekTuBHIM Ta
00YHCITIOBAIBHO «IIPOCTHUM» 3aCO00M 3 MPOTHIIl Crpo0aM HEaBTOPU30BaHOI eKcTpakmii maHuX. [ligKpecieHo B3a€MO3B’SI30K MiXK
€TanoM npepoOpoOKH BUXITHOrO KOHTEHTY Ta mapamerpamu GpopmoBanux MacusiB Ob. 3po0iieHO BUCHOBOK, 110 BBEACHHS 10 CTPY-
KTYpH KJII0Ya eKCTPAKTOPY AaHMX, eneMeHTiB «Ctany po3ropTok» Ta «IIpoctopoBoi 06po6ku Ob», mocuitoe 3araabHi MOXKIMBOCTI 3
npotuxii arakam. BukoprcroByBaHi mapameTpu 00poOKH BUXiTHOTO MacuBy cepiit OB, BU3HAYalOTh CTPYKTYPY Bi3yalbHHX CIIOTBO-
PEHBb aTaKOBaHMX 300pakeHb, aje He JaloTh MPOCTOrO PIillleHHs, 010 HACTYNHOI ineHTH(iKalii aTAKOBaHOTO 300pa)KEeHHs Ha PiBHI
knacugikarii THy BUXiTHUX 300pakeHb. 3a3HaueHi MEePCIEeKTUBHI HANPSIMHU UTS IOJaJbIIOT0 MOJICIIOBAHHS OCHOBHUX MEXaHi3MiB
3aXHCTY, B MEXax 3alPOIOHOBAHOTO KOHIIENTY aIrOPUTMY.

Kawuosi ciioBa: koHTeHT, cTeraHorpadis, KOJyBaHHS JOBXHH cepiil, 300pakeHHs; PO3rOpTKa, IPOCTOPOBA OPi€HTAIlis, KOTYBaHHS
3 HePETBOPEHHSM, 1HKAICYJISLis, eKCTPaKIlis IaHUX.
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BILIUB PI3HUX ®OPM KIBEP3AI'PO3 HA CTIMKICTD
THOOPMALIMHUX CUCTEM: AHAJII3 TA CTPATETI'LI BAXUCTY

€sreniit Ocamunit’, Mapuua €cina™?, Bikrop OHonpierko’

! XapxiBcpxuii HanionansHuit yaisepcurer imeni B.H. Kapasina, maiinan CBoGoxwu, 4, Xapkis, 61022, Vipaima
xa12850357 @student.karazin.ua, m.v.yesina@karazin.ua
2 AT «IucrutyT IHpOpMAmiiiHIX TexHOMOTIiY, By Konomencska 15, Xapkis, 61166, Ykpaina
v25258@gmail.com

Hapiiinmna: Jlucronan 2023. [puiinsra: I'pynens 2023.

Anomauia: [{ana poboma npucesauena 00CaioxHcenHo npooiemamuxy Kibepbenexu ¢ KOHMeKCcmi cmano2o po3eumxy
cyuacnozo inghopmayitinozo cycninecmea. Ilouunaiouu 3 o2nsidy pisHomanimuux gopm xibepzazpos, y cmammi 3a-
NPONOHOBAHO AHANI3 IXHBbO2O BNAUBY HA KOHDIOenyilinicmb, yinichicms ma 0ocmynuicme inghopmayii. Kpumuuna 3a-
JIEJHCHICMb CYUACHO20 CYCRITbCMEA 6i0 THGOPMAYIIHUX MeXHON02IU, podums memMamuKy 3axucmy 6i0 Kibepzazpos
HAO036UYAliHO aKmyanvbHolo. B medcax pobomu 3anpononoeano amaniz 3p0cmanHs KiibKOcmi ma ckiaoHocmi Kibep-
3a2po3, Wo euMazdae NOCMINHO20 YOOCKOHANEHHS Md OHOGIeHHA cmpamezil 3axucmy 6i0 Hux. Baosausum emanom
BUCBIMJICHHSL MEMU € AHAI3 GNIUBY PIZHUX hopM Kibep3aepos Ha cyuacHi inpopmayiini cucmemu. Poszensawymo oc-
HOBHI PI3HOBUOU iUH2Y Ma COYIANbHOT IHICEeHePTl, @ MAKONC HACTIOKU 6NIUBY GIPYCI8, MPOAHCLKUX NPOSPAM Md
THUWUX WKIOMUGUX npoepam. Jlemanbhuil 02140 Yyux acnekmie 00360JIA€ GUSHAUUMU KIIOY0GI NUMAHHA ma Hebe3neKu,
AKI GUHUKAIOMb 8 KOHMeKcmi npobiemamuku Kibepsazpos. Taxooc, cmamms mMicmums Mamepianu, npucesyeHi pis-
Hum cmpameziam 3axucmy. Boua posensidae icuylouu cmpameeii ons 3axucmy ingpopmayitinux cucmem, K04a0OuU
BUABEHHA 8PA3IUBOCEN, BUKOPUCMAHHS bazamopaxmopHoi agmenmuixayii ma 3axo0u 015 3abe3neyents cmii-
Kocmi. 3azanvbHi GUCHOBKU OaHOi pobomu niOCymMogyloms HeOOXIOHICMb NOCMIUHO20 OHOBNIEHHS Ma adanmayii
cmpameeitl 3axXucmy, wooo 3pocmaroyol CKIaOHoCcmi Kibep3azpo3 y cimi uweuoKo20 MexHoI02IYHO20 PO36UmMKY. B
yinomy, 0ana poboma e we 0OHUM KPOKOM Y PO3VMIHHI CYIMHOCMI GUKIUKIS, SKI NO8'A3aHI I3 npobieMamukoro 3a0e3-
neuenns Kibepbe3neKku @ CyuacHoOMY IHPOPMAYIUHOMY CYCIIIbCMEL.

Knrwuoei cnosa: xibepsazposa, ananiz ma 3axucm, Cmidkicms iHpopmMayitiHux cucmem, cmpamezii 3axucmy.

1. Beryn

Y cydacHOMy iHQOpMaIifHOMY CYCHUTBCTBI MHUTaHHS KiOepOe3MeKku CTalTh HAaA3BUYANHO
aKTyaJbHUMH, OCKIJIBKM 3 KOXKHHUM JTHEM 3pocTae o0csr u(ppoBOi aKTUBHOCTI Ta 3aJEXKHICTh BiJl
iHpopManiHUX TeXHOJOTiH. Pa3oM 13 MIBUIKUM PO3BUTKOM TEXHOJIOTIH 3pocTae 1 piBeHb Kibep3ar-
P03, SIK1 CTalOTh BaXJIMBUM acleKToM 3abe3neueHHs Oe3neku B [HTepHeT npocropi. i 3arpo3u Bu-
KJIMKAIOTh CEPHO3HI MPOOJIEeMH, a TAKOXK CTAIOTh MPUYUHOIO MOPYIIEHHS KOH(I1AEHUIHHOCTI, IlTiC-
HOCTI Ta JIOCTYMHOCTI iH(popmalii. ¥ Mexax 1i€i poOOoTH B CTUCIOMY BUIJISI PO3IIISHYTI pi3HOMa-
HIiTHI popmu KiGep3arpo3 Ta iXHii BIUIMB Ha cydacHi iH¢popmariiiHi cucremu (IC), a TakoX MOXKIIH-
Bi 3aXOJIM JUI 3aXMCTY BiJl HUX B YMOBaxX IOCTIHHO 3pOCTal04yoro nu(poBoOro cepeioBUIIIa.

AKTyaJlbHICTh TEMH 3YMOBJIEHA BIUIMBOM BiJipa3y KUIbKOX KJIIOUOBHX acrekTiB. [lo-mepie,
1H(pOpMalliliHI TEXHOJIOTII CTali HE TUIKM HEOOXI1JHOK YAaCTUHOIO MOBCSKJIEHHOTO XKHUTTS, aje 1
KPUTHYHO BAXJIMBUM peCypcoM sl (DYHKI[IOHYBaHHS BEJTMKOI KIJIBKOCTI CYCHIIbHHMX, KOMEpPIiii-
HUX Ta TOCIoAapchKux mporecis. [lo-npyre, 3pocTaHHs 3aJIEKHOCTI Bil IMX TEXHOJIOTIN BiIKpHBA€E
HOB1 MOXJIUBOCTI U1 K10€P3JI0YMHIIIB, SIKI BUKOPUCTOBYIOTh PI3HOMAaHITHI Ta BJOCKOHAJIEHI METO-
mm g arak Ha IC. 3a0e3neuenns HamiinocTi 1 6e3nexkn IC crae Haa3BUYaWHO BaXKIMBUM 3aBIaH-
HSIM, OCKUIBKH K10ep3arpo3u, Taki K aTakhd Ha MEPEKeBl CTPYKTYPH, BUTOKU KOH(IIEHIIITHOT 1H-
¢dopmarii Ta MWKIUIMBI MPOrpaMH, MOKYTh MaTH CEpPHO3HI HACTIAKH Ui €KOHOMIKH, MOMITUKU Ta
CycHibHOi O6e3mekH. Y 1IbOMY KOHTEKCTI PO3yMiHHS pi3HUX (opM Kibep3arpo3 Ta IXHBOTO BIUIUBY
CTa€ CTPATETIYHO BAKIMBHUM ISl PO3pPOOKH €(PEKTUBHUX 3aXO[IB 3aXUCTY, IO BIAMOBITAIOTH BU-
KJIMKaM Cy4acHOTO 1H(QOPMAIIHHOTO MPOCTOPY.

3pocTaHHs KITBKOCTI Ta CKJIQIHOCTI KiOep3arpo3 cTae Cepio3HUM BUKJIMKOM I chepu Kide-
pOesneku. Pi3HOMaHITHICTh aTak, BKIIOYAIOYM BUTOHYEHI TEXHIKU (IIIMHTY, aTaKH 3 BUKOPUCTaH-
HSIM HIKiATMBOro nporpamuoro 3abesnedenHs (I13) ta araku Ha iHpacTpykTypy, cBiI4aTh, 10 Ki-
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OCp3JIOYMHII TTOCTIHO BIOCKOHATIOIOTH CBOI METOIH, QJaNTYIOUNCh O HOBITHIX TEXHOJIOTIH Ta
3MiH y cepi kibepOesneku [1]. HemepepBHuil po3BUTOK Kibep3arpo3 BUMarae He JIMIIE PEaKTHB-
HUX, aJle ¥ MPOAaKTUBHUX CcTpaTeriii 3axucty. Opranizamii Ta iHAUBIAX, IO MPATHYTh 3JIUIIATUCS
norepe Ty, MOBHHHI HE JIMIIe OHOBIIIOBATH CBOi crcteMu Ta I13, ajne i po3BUBaTH HOBI METO/IU BH-
SIBJICHHS Ta 3aro0iraHHs kKideparak. BaJIMBICTh 1bOTO 3aBJaHHS 3yMOBJIEHA THUM, IO BiIOBIIA-
JIBHICTB 3a 3axucT IC crae He TIABKY 3aBAAHHIM TEXHIYHMX CIIEL[IaJIiCTIB, aje i KII0YOBOIO CKJIag0-
BOIO CTPATEriyHOrO YHPAaBIiHHS OYyAb-IKOIO OPTaHi3alli€l0 Yd JIEPXKABHOKO YCTAaHOBOK. Y LBOMY
KOHTEKCTI OTJIsi/l pi3HUX (hopM Kibep3arpo3 Ta iXHbOTO BIUIMBY CTA€ HEBiJ €MHOIO YaCTHHOIO edek-
TUBHOTO ¥ OE3MEYHOTO yNpaBIiHHS, CIPIMOBAHOTO Ha 3a0e3MeUYeHHsT CTa0lIbHOCTI Ta HAIIHHOCTI
¢dbynkuionyBanus cydacHux IC.

[IpoBeneHHs aHami3y BIUIMBY KiOep3arpo3 Ha cTidkicTh IC € HeBi’€MHOI0 YaCTUHOIO BIOC-
KOHAJICHHsI CTpaTeriii KibepOe3nekn B yMOBax MOCTIHHOTO €BOJIOLIHOTrO cepenoBumia [2]. 3 ypa-
XYBaHHSIM CTPIMKOTO PO3BHTKY TE€XHOJIOTIH Ta 30UIbIIEHHS KUTBKOCTI IIU(POBHUX ACHEKTIB HAIIOTO
KHUTTSL, 3pocTae i cepa kibep3arpos, 1o HaKiIaaae cepito3uuii BiuB Ha IC.

Ll ctaTTs Mae Ha METI PO3TISHYTU MPOOJIEeMATHKY KiOepOe3nekn B KOHTEKCTI CydacHUX pea-
Tl ¥ MpOIMOHYe OTNIAJOBHI aHaji3 Pi3HOMAHITHUX PI3HOBUIIB KiOep3arpos, SKHil OXOIUIIOE iX
BIUTUB Ha KOH(IICHIIHHICTD, IMUIICHICTh Ta JOCTYIHICTh iH(opmamii. 30Kpema, HagarOYl OTJIST
HAHOBIMMX TeHAEHWIH y chepi kibepOe3nekn, aBTopu poOOTH MAOTh HA METI BHOKPEMHUTH KITIO-
YOBI acleKTH Oe3MeKHu, M0 MiAIa0ThCs PU3UKY BHACIIIOK Cy4acHHUX Kibeparak.

BaxxmmBuM etarom y 3ariporoHOBAaHOMY aHaJIi31 € BUSHAYCHHS PI3HUX CTpATETiil 3aXUCTY, SKi
CIpPOMO>KHI e()eKTHUBHO BIAMOBIIATH BUKJIMKaM Oe3Meku cydacHoro kidepmpocropy. Cuia mia kpec-
JUTH, IO PO3TIIIHYTI CTpaTerii BpaxOBYIOTh, K TEXHIYHI, TaK 1 CTPATETi4HI aCIEeKTH, KOTpi Crpsi-
MOBaHI Ha YJIOCKOHaJIeHHs CTikocTi cydacHux IC Ta 3abe3nedyeHHs IXHBOI (PYHKIIOHATBHOCTI B
YMOBAaX MOCTIHHOTO BIUIMBY IIMPOKOTO CIEKTPY 3arpo3u iHopmariiitHoi 6e3nexu (Ib).

2. PisHoBuaM Kibep3arpo3 ta ix BiummB Ha IC

2.1 @iwune ma coyianvha indicenepis

OImuUHT Ta colianbHa IHXKEHEPis CTadl HEOJMIHHOIO YaCTHHOK CYy4acHOTO ITU(POBOTo Mpoc-
TOpY, CTaBILIM BaXJIMBUMHU efleMeHTaMu KibepOesneku. i meroan arak, cripsiMOBaH1 HA OTPUMAaHHS
KOH(}iAeHIiITHOI 1HpOopMallli yepe3 MaHIMY/IIOBaHHS NICUXOJIOTIEI0 KOPUCTYBAYiB, CTaM OLIbII BU-
TOHYEHUMHU Ta MOLIMPEHHWMH, BUKIMKAIOUM CEPHO3HI 3arpo3u AJii OCOOMCTOI Ta KOPIOPATUBHOI
6e3nexu. Llelt po3nin posrisgae MeToau (GIMIMHTY Ta cOLialibHOI 1H)XXKeHepii, X BIJIMB HA KOPUCTY-
BauiB Ta MPOMOHYE MPAKTHYHI IiIXOH J0 3aXUCTy Bij KX 3arpo3 [1].

2.1.1 Qiwune: gioomi memoou ma ix eapiayii

@OImUHT — 1€ OAMH 13 HaWOUIbII MOUIMPEHUX METOJIIB aTaK B cdepi KibepOe3neku, sIKuil Bu-
KOPHUCTOBYE COLlaIbHI 1H)KEHEPHI TEeXHIKU JJI1 OTpUMaHHs KOH(DIAeHIIIHOI 1HpopMarlii, Takoi sK
napoJji, HomMepu OaHKIBCbKUX KapT abo ocoOuCTI JaHi, BiJl KopucTyBayiB. Huxde HaBeneHo y3a-
rajJbHeHUH MepeniK HaiOUIbII MOMIMPEHUX METOJIB 1 Bapialiil (imuHry, HacmiaKiB iX BIUIMBY Ha
KOPHCTYBaYiB Ta MOXJIMBUX CTPATErii 3aXHCTYy.

OcHOBHI MeTOIU (DILIUHTY:

o FEnexmponua nowma (E-mail): niocmynui aucmu, wo euensdaroms sk 6i0 8i0OMUX 6aM
KOMNAHIU YU cepeicie, AKI 3aKIUKAIOMb 8AC 66eCMU KOHQDIOeHYIUHI OaHi Ha (DIKMUBHUX
6eb-catimax.

o CoyianbHi mepexci ma mecenodxicepu: QiuuHe08i amaku yepes NONYJIAPHI COYIanbHI Me-
pedici ma mecenodicepu, 0e amaxkyrUi sudaroms cebe 3a 3HAUOMUX YU KoJle2.

® BebO-catimu: cmeopenHs Qiuune08uUx 8eO-caumis, AKi imimytloms o@iyiuHi pecypcu 0
ompumanHs ocooucmoi ingpopmayii.
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Bapiauii ¢immnry:

o Posmosnuti Gpiwune — eiwune (Vishing): ¢iwune yepes menegpouni 036inKu, 0e amaxyrouuil
HAMAa2aemvcsi ompumamu KoHgioeHyitiny inghopmayito 8i0 nomenyiiHoi sHcepmaeu.

o Cumiwune (Smishing): amaxu uepez SMS-nogioomnenus, oe y Kopucmysauie Hamaeaomvcsl
BUMAHUMU 0CcOOUCMI OaHI Yepe3 MeKCmOo8i NO8I0OMIeHH .

e Spear Phishing abo mapeemosanuii (piwune: amaxu, 0e 3106MUCHUKU BUCOKOKBANIGDIKO-
8AHO AMAKYIOMb KOHKPEemHi Yiii - izuuni ocoou ma/yu opeanizayii.

o CoyianvbHa IHIICEHEPIs. BUKOPUCMOBYE NCUXOJIOSIUHI ACneKmU NAUBY HA C8I0OMICMb nep-
conany cyuacnux IC. Sk memoo amaku, He nuuie CnpsaMoO8aHULl HA eKCHIyamayito mexuiu-
HUX Ul Op2ani3ayiiHux 8pasiugocmetl 0040l cucmemu 3axucmy, aie il eqpeKmueHo GUKOPU-
CMOBYE NCUXOJI02TYHI nputioMu 07 macuma0dy8anHs Hacniokie amaxu. Pozenso ennusy
coyianvHoi iHdcenepii Ha ncuxonoziunuul cman xKopucmyeauie IC ma ix epaziusicmo, €
KAH0YO0BUM ACNEKMOM Oe3neKu 6 OHNAUH cepedo8ulyi. 3108MUCHUKY BUKOPUCMOBYIOMb Ma-
Ki Memoou, sK CMEOpPeHHs MEPMIHOBOCMI, BUKIUK eMOYill, ma WEUOKI nepesmileHHs 8 a6-
MOPUMemHiCmyb, Wob BUKIUKAMU NOMPIOHY peakyilo Y NOMeHYIUHOI dcepmau.

2.1.2 Echexmusni cmpamezii 3axucmy 6i0 3a2po3 diuunzy.

o Hasuanus ma npogeciiina 8ionogioanrpHicms: 3aBYacHE rependadeHHs] (IITUMHTOBUX
aTak po3yMie mijg coboro Ge3nepepBHE HaBYaHHS KOpHCTyBadiB cydacHux IC, po3mizHa-
BaTH XapaKTepHI O3HAKH IIaxpaiicTBa. ToMy, peryisipHi TPEHIHTH Ta IHCTPYKIIiil epco-
HaTy, MOXYTb 3HAYHO MiJBUIIUTH PiBEHbB iX MPOQPIILHUX KOMIIETEHIIIH.

® BukopucmauHs anmusipycHux npocpam: BCTAHOBJICHHS Ta PEryJsipHE OHOBJICHHS aH-
TUBIPYCHUX MPOTpaM € eeKTUBHUM 3aXOJ0M 3aXHCTy Bia (imuHTy. BoHU BUSBISIOTH
Ta OJOKYIOTH IIKI/UINBI BipyCH Ta BeO-CalTH.

e bacamochakmopHna asmenmughixayis: BUKOPUCTAHHS Oarato(akToOpHOi aBTeHTHdIKAIIIT
J0JIa€ TOJATKOBHUU IIap 3aXHCTY, OCKLIBKH JJI BXOy HEOOXiHI /1Ba 4u OUIbINE BUIH
aBTeHTH(iKawli. bararopakTopHa aBreHTU(IKAaLIs Aeanl CTaE HEOOX1IHICTIO B YMOBax
MOCTIMHOTO 3pocTaHHs (INIMHTOBUX aTak. AHaNi3 BiIOMHX IHIUACHTIB O€3MEKH MOKa-
3y€, 110 BUKOPUCTAHHS HE JIUIIE MapojiB, ajle i 1HIINX METOJIB iAeHTH(IKallii, TaKuX
K OlOMETpHYHI JJaHI YW OJHOPA30BI KOAM, pOOUTH Mpolec aBTeHTU(IKAIil 3HAYHO
OutbIn HamiiHUM. e 3MeHIye HMOBIPHICTh «YCIIXY» aTak Ta pOOUTH JAOCTYH JI0 0CO-
OucTHUX OOJIIKOBHUX 3aITUCIB CKIIAIHIIINM IS 3JJ0BMUCHUKIB.

o Vnpaeninnsa naponsmu: IUPOKE 3aCTOCYBAHHS O€3APOTOBUX MEPEXK IiIBUIILYE PH3UK
HECaHKI[I0HOBAHOTO JOCTYITY 0 0cOOMCTOI (MpUBATHOI) Ta/4u KOPHOPATUBHOI iHQOP-
Maitiii. B 11poMy ceHCl 0JHUM 13 HAaWBaKJIUBIIINX 3aXO/1B O€3MEKH € KOPEKTHE aaMiHiC-
TpyBaHHs napoisimu. KopucrtyBaul MarOTh CTBOPIOBAaTH CKJIaJHI Ta YHIKaJbHI MapoJi
U1 KOSKHOTO OOJIIKOBOTO 3aMMCY 1 PETYJISPHO iX 3MiHIOBATH.

® Bnposaooicenns mexauizmie bacamoghaxmopHoi asmenmugixayii: TOJATKOBO 3MIITHIOE
3aXHCT JOCTYITY JI0 OCOOUCTHUX/KOPIIOPATUBHUX MaHuX [3].

o Onoenenns 113 ma onepayitinux cucmem. € KIFOUYOBUM acreKToM Oe3rneku. CBoevacHe
BCTaHOBJICHHSI OHOBJICHD Ta MaT4iB 0€3MeKH J03BOJISE BUMIPABIATH BHUSIBJICHI YPa3IUBO-
CT1 Ta 3amo6iraTu MOKJIMBUM aTakaM 3JI0BMUCHUKIB.

e Buxopucmanua wiugpyeéanns NaHUX Ha MPHUCTPOSX Ta MiJl 4ac oOMiHY iH(opMmali€ero
gyepe3 0e3IpOoTOBI MEPEeki € TaKOX HEBiJ €eMHOIO YACTUHOIO 3aXUCTY UYTIUBUX JaHHUX
B ¢immHry. ludpysanns 3abesneuye KOH(IACHUIMHICTD Ta LUITICHICTD 1H(OpMaIii
I1J] Yac nepesadi ii yepe3 Mepexi, B T.4. HE3aXHILEHI.

o Oobmedxncennss docmyny 00 iH¢opmayii. € NOAATKOBUM KPOKOM 3 MPOTHAL (IIIUHTY,
ToMy KopucTyBadi IC MOBHHHI peTeTbHO KOHTPOIIOBATH, KOMY Ta 3a SIKMX YMOB Haja-
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I0Th (JIETIEryI0Th) JHOCTYM J0 CBOiX OCOOMCTHUX JAAaHMX Ta/d4M CIy)KOOBUX MOBHOBaKEHB
npu po6oTi 3 13 Ta/yn MepexeBUM ycTaTKyBaHHAM KopriopaTuBHOi IC.

[HTETpallis 3a3Ha4eHUX CTPATETid CIPUITHME MiIBUIIESHHIO MTOTOYHOTO PIBHIO 3aXHUCTY 1H(O-
pMalifHUX PECypciB Bij 3arpo3 (IIIMHTOBUX aTaK Ta IMOKPAIMIUTH O€3MeKy OCOOMCTHX Ta/4d KOH-
(bieHIIMHNX KOPIMOPATUBHUX JTaHUX IMPHU 1X 30epiraHHi W MUPKYJALii MK KOPHCTYBadiB B OHJIAMH
CEepPEIOBHIIII.

2.2 Bipycu ma wikionuee 113

kimmuee 113 € BaXIMBOIO CKIaI0BOIO y 3aralbHOMY criekTpi 3arpos Ib. B 3aramsHomy Bu-
najKy 1i OCHOBHOIO METOIO € 3aBIaHHs IIKOIW iH(QOpMAamiifHMM 1 amapaTHUM pecypcaMm cydac-
Hux IC. Hmwkue HaBeaeHO nepeltik HaOUTbIl XapakTepHUX (4acTo BUKOPUCTOBYBAHUX) PI3HOBHIIB
HIKIJUTMBHUX IIPOrpaM Ta iX cnocodu iX MOIIMpeHHS:

o Komn'tomepui ueps'aku (abo mposuu): camocmitini npoepamu, siKi po3no8CrOOACYIOMbCsl
yepe3 HOCII OaHUux ma/uyu mepesicesy 83aEmMo0ito 6e3 HeoOXiOHOCMI NOOANbULO20 MAHYAb-
HO20 8MPYUaAHHS (CYNPOBOONCEHHs) 3 DOKY IX pO3POOHUKA.

o Pexnamui gipycu: npocpamu, wjo HAmMa2armsvcs po3noscro0iCy8amu pekiamy abo Hagimo

3MIHIOIOMb (NIOMIHIOIOMb) CMOPIHKU 8e0-Catimis.

o [llnucyncoke I13: npoepamu, siKi 30upaiome KOHQDIOenyitiny, 8 momy YUcii, MexHoN02IYHY

iHhopmayiro, 6e3 gidoma ii Kopucmysauis.

Bnnueé na ingpopmayitini cucmemu: HacHIAKU BUKOpUCTaHHS miKianuBoro I13 mis iHpopma-
HIHHUX CUCTEM MOXKYTh Iepeadadatu BTpaTy KOH(IAEHIIHHOCTI, MOPYIISHHS LITICHOCTI JaHUX Ta
O0OMEKEHHS JIOCTYITY JI0 BaXKJIMBUX PECYPCIB.

Ilpomudisn wxionusum npoepamam: BUKOPUCTAHHS aHTUBIpycHOTO 113, 3ac00iB MikMepexe-
BOTO €KpaHyBaHHS, CHCTEM BHSIBIICHHS BTOPTHEHb TOIO. Tako Tpeba aKIeHTyBaTH yBary Ha Bax-
JUBOCTI cBO€4acHOTo oHOBieHHA [13 Ta BrockoHaneHHs KibeprpaMoTHOCTI KopuctyBauiB IC.

2.3 Biomosa 6 oocnyeosysanuni ma DDoS amaxu

2.3.1 DDoS amaxu

DDoS (Distributed Denial of Service - posnoodineni amaku 3 6iomoeoio 6 06ciye08y6anni) €
cepiio3HOI0 3arpo3oro A cydacHux IC, mo 37aTHa IpU3BOAUTH 10 BEIMKHUX 3001B y poOOTI BeO-
cepBepiB Ta MepekeBoi iHGpacTpykTypu. Lleit po3nin npucssuenuil anamizy pizHux Tumis DDoS
aTak, iX BIUIMBY Ta €(EKTUBHUM 3aX0/aM [yl 3armobiraHHs BiAMOBI B oO6cimyroByBaHHi. Ha choroa-

HIITHINA I€Hb 111 aTaK¥ J0C1 3aTUIIAI0THCSA OJIHIEI0 3 HAMOUTBIN MOMIMPEHUX Ta PyHHIBHUX (OpM pe-
anizaiii JeCTpyKTUBHOIO BIUIMBY Ha (yHKILIOHYBaHHA cydacHUX IC. BoHu cnpsiMoBaHI Ha mepeBa-
HTaKEHHs PEeCypCiB LIJIbOBOTO CepBEpa, MEPEXi Yu Mporpamu (MpOrpaMHOro J0AATKY), LUIIXOM
HaBMHCHOTO BiJNPaBJIEHHS HaJMIPHOTO 3JI0YMHHOTO Tpadiky. Po3rmsan wiei TeMu € Haa3BUYaitHO
BayxMBHH, ockinbku DDOS ataku MoXyTh pHU3BECTH 1O BiIMOBH B 00CITYrOBYBaHHI Ta CEPO3HO
3aIKOIUTH O13HEC Ta UM MPOMHUCIOBUM/TEXHOJOTIYHUAM IIpoIecaM. 3a OCTaHHI pOKH 30UTbIITNIIACH
9JacToTa Ta MiABUIIIIACK CKJIaIHICTh pearizamii DDOoS.

Tak, HanpuKIaj, 3T0BMUCHUKH JOAATKOBO BUKOPUCTOBYIOTh aTaky IiJICHIICHHS (SK CBOEPI-
HUH pi3HOBHJ 3a0e3meueHHs, a0 Karami3aTop IMX aTak) Ta CUHTEe3 OOTHETIB, JJIS MakcHUMizallii
BIUIMBY W HACNIJKIB OCHOBHOI aTaku. 30Kpema, aTaku mifcuieHHs, Taki sk DNS Amplification ta
NTP Amplification, m103BOJAIOTE MOMITHO 30IIBIIUTH OOCAT HAIJIMIIKOBOTO (TIOCTAHOBOYHOIO)
Tpadiky 1 TUM CaMUM BiJUYTHO NEPEBAHTAXKUTH MEPEXKEB1 3’ €THAHHS IIILOBOTO 00’ €KTY-)KEPTBHU.

e Biomosa 6 0bciyeosysanti ma ii 6n1U8 HA CUCTEMY

DDoS araku MOXXyTh NPHU3BECTH 10 BiJIMOBH B OOCIYTOBYBaHHI, 3pOOMBIIN PECYpCH HEIO-
CTYHNHHMMH JIJIs1 JIETITUMHUX KOpUCTYBauiB. Lle MOXe BUKIMKATH cepiio3Hi (iHAHCOBI BTpaTH, MOTi-
pILIEHHS pemyTalii KOMIaHii Ta BTpaTy KJIi€HTIB.
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e 3axucm 6i0 DDoS amax
3axwuct Bixm DDOS atak BuMarae KOMIUIEKCHOTO MiIXoay. B 1IboMy CeHC1 BaKIIMBO MaTH CHC-
TEMH MOHITOPUHTY TpadiKy, sKi BUABIATUMYTh aHOMaJIbHI MATEPHH, 1[0 MOXKYTh OYTH XapakTep-
Humu st DDOS arak. Bukopucranus CDN (Content Delivery Network) moxe posmoainsti Tpadik
Ta MIHIMI3yBaTH BIUIUB aTak. TakoX, BKpail Ba)KJIMBO MaTH cucTeMu QiibTpallii Ta 00poOku Tpadi-
Ky, SIKl MOKYTh BITOKPEMHUTH JIETITUMHUHN Tpadik BiJg aTak.
2.3.2 Ocobausocmi peanizayii amax niocuneHus
DNS Amplification
o 30invuienns oocazy ionosioeti. atakyrodi BUKOpHCTOBYIOTh DNS-cepBepu sik mocepenHu-
KiB 17151 30UnbIeHHs oocary Tpadiky. Bonu Bignpasmstors 3anutu 1o DNS-cepBepiB 3 mi-
npobneHnMu aapecamu 1inboBoi skeprBu. DNS Amplification 6asyerbes Ha Tomy, IO
DNS-3anut MOXXyTh OyTH KOPOTKHMMH, aj€ BIiAMOBIAI MOXYTh OyTH 3HAYHO OUIBIIMMHU.
ATaKkyr4i BUKOPHCTOBYIOTh 11€, 1100 301IBIIUTH OOCAT 3JJOBMUCHOTO/TIApa3UTHOTO Tpadi-
Ky, BAKOPUCTOBYIOYH pecypcH yeranbHux DNS-ceppepis.

e BiocunauHs 3anumis y @eiuxomy macuima6i: aTakylodl BIANPaBISIIOTh BEUKY KUIBKICTh
nigpo6nenux DNS-3anuTiB Bipa3dy A0 Benukoi kinbkocTi DNS-cepBepiB, 301blnyroun
THUM CaMHUM BIJIOBI/, SIKi CIIPSIMOBaH1 Ha KEPTBY aTaKH.
NTP Amplification
o Buxopucmanns NTP-cepeepis: 11i araku BukopuctoBytorh Network Time Protocol (NTP)
JUTs 301IbIIEHHST 00CATY Mapa3suTHOTO Tpadiky. ATaKyrodi BiIIpaBisSIOTh MiApoOIieHi 3a-
MIUTH Bipasy /10 Benukoi kinbkocTi airounx NTP-cepepis.

[IpoBokyBanHs 3HauHOi cykynmHocTi DNS ta NTP cepBepiB 10 omHouacHOoro (opmyBaHHS
HUMU BiJIMTOBiZICH Ha MacIITaOHI KOPOTKI 3JIOUYMHHI 3aIUTH, KOTPi POPMYIOTHCS B MEXKaAX amak nio-
cunienHs, TPyHTYETbCS HA TOMY, IO TaKi BiJMOBIAI MOXYTh OyTH 3HAYHO OUIBIIUMU YUM 3aIUTH,
10 ¥ 103BOJISIE ATaKYIOYUM 30UIBIIUTH Mapa3uTHUH Tpadik.

2.3.3 Cunmes ma suxopucmanns bomuemis (Botnet-based DDoS)

CunTe3 Ta HacTynmHe BUKopucTanHsa 60otHeTiB y DDOS aTtakax € epekTuBHUM Ta HeOe3meUHUM
METOJIOM TE€PEBAHTAKEHHSI MEPEKEBUX PECYPCIB IUIHOBOrO0 00’€kTa. PO3riisitHEMO M€Kl OCHOBHI
0COOJIMBOCTI LIOTO MPOLIECY.

Cunmes 6omuemis DDoS:

o Cmeopenns 6omnemig: 310BMUCHUKM BUKOPUCTOBYIOTH PI3HOMaHITHI METOJIHU JUIsSl 3apa-
JKEHHS THCSIY 00 HaBITh MUIbHOHIB IPUCTPOIB, IEPETBOPIOIOYM IX HA OOTH.

e Koopounosani amaku: J103BOJISIE aTaKylOUMM CHHXPOHI3yBaTH [ii OOTIB, HampaBisAIOYU
Tpadik Ha IIUUIbOBUIN CEpBEP OJHOYACHO, 30UIbIIYIOYH TAKUM YUHOM BILIUB aTaKH.

e Po3snoodinena iomosa 8 oocayeogysanni: 6orner DDOS araku mpu3BOIATE 0 PO3MOiIe-
HOI BiJIMOBU B 0OCITYrOoBYBaHHI, BHACIIOK YOTO IIJTbOBHM 00’ €KT CTa€ HEJOCTYITHUM IS
JETITUMHHUX KOPHCTYBayiB.

Ocobausocmi DDoS 6omuemis:

o [ngixyeanns: 3apaxxeHHs MPUCTPOIB HUIAXOM BUKOpHUCTaHHs HmIKiamuBoro I13, ekcrmyata-
111 Bpa3MMBOCTEH Ta/ab0 METOIIB COIIAIBHOI 1H)KEHEPIi.

e [Ipuxoeane ynpagninHa: 3TI0BMHUCHUKHA BHUKOPHCTOBYIOTh PI3HOMAaHITHI METOAM AJS MpH-
XOBAHOT'O yMpaBiIiHHSA 00TaMH, YHUKHEHHS 1X BUSIBIIEHHS Ta OJIOKYBaHHS.

o 30invuenHs pecypcié amaxu’. BUKOPUCTaHHS OOTHETIB JJisi 30UIbIIeHHS (ITOCHIIEHHS) 00-
CATY HEJIETITUMHOIO 3JI0UMHHOTO TpadiKy Ta «CHUIOBOTO» BILTUBY Ha L1IJILOBUI cEpBep.

3axodu 3axucmy:

o Mepesicesuti monimopune: NOCTIHHUI MOHITOPUHI MEpEXl Ul BUSIBICHHS aHOMAaJid Ta
HaJMipHOTO TpadiKy, sIKi MOKYTh BKazyBaTu Ha DDoS ataky.
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Busienenns ma 61oxysants 6omis: BAKOPUCTAHHS CUCTEM BHSIBJICHHS OOTIB /i i1eHTUDI-
Kallii Ta OJIOKyBaHHS 371aMaHUX MPUCTPOIB y OOTHETI.

Cucmemu ¢inompayii mpaghixy: BIPOBAHKEHHS IMBUAKOMIIOYMX (XMApHUX) CHCTEM (DiJib-
Tparii Tpadiky, ski OJOKYIOTh HaAMIpHUN TpadiK Ta «BiICIKAIOTHY IIKIIJTUBUM.

3axucm Inmepuemy peueu (IoT): 30iMbIICHHS] TOTOYHOTO PiBHS Oe3neku npuctpoiB loT,
1100 YHEMOKJIMBHUTH X BUKOPUCTAHHS B SIKOCTi OOTIB.

2.4 Inwi munu xibep3azpo3 ma ixui Memoou 8naugy Ha cucmemu

V cBiti KibepOe3neKku icHye po3MaiTTs Kibep3arpos, siki BioOpakatoTbes y pi3HUX GopMax Ta
meroaax BBy Ha IC. Tomy mpuainumo yBary il iHmmM tunam 3arpo3 Ib, 3okpema atakam Ha

0e31neKy Mepexi Ta 3aCTOCYHKIB, YTOYHIOIOUH X METOJIM BIUIMBY Ta 3aXOJH 13 3aXHCTY.
Amaku Ha 6e3nexy mepexci:

Ilepexonnenns mpaghixy (Man-in-the-Middle): tun araku, npu SKOMY 3JI0BMHUCHUKH 311#i-
CHIOIOTH TIEPEXOIUICHHS TpadiKy MiX B3aEMOIIIOYMMH CTOPOHAMH, IO MOXKE MPU3BECTH
JI0 OCTyIy A0 KoHbiaeHIiitHO1 iHdopmaii.

Amaxu na DNS (Domain Name System): metonu arak Ha iHdpacTpykTypy DNS 3 MeToro
CHIPSIMOBYBaHHsI TpadiKy Ha 3I0YMHHUI PECypC Ta/4u MOCUIICHHS aTak (Ous. uuje).

Amaxu na 3ACMOCYHKU.

Xaxepcoki amaxu Ha spaziugocmi kody (SQOL Injection, XSS): TeXHIKM BUKOPUCTAHHS Bpa-
3JIMBOCTEH KOy ISl BIPOBA/KCHHSI 3JIOBMHCHOTO KOOy a00 OTpUMaHHSI HECAHKI[IOHOBA-
HOTO JTOCTYITY.

Amaxu Ha aemenmugbikayito ma onnalin cecii: METOIU 00X0ly MEXaHi3MiB aBTeHTHU(IKa1lil
Ta 3JIOBKMBAHHS CECii /11 HECAHKI[IOHOBAHOT'O JIOCTYITY.

Bnaus na incdopmauiini cucmemu:

Bmpama xongioenyitinocmi ma yinichocmi 0anux: MOXJIMBI HACTIAKU aTak Ha Oe3MeKy
Mepexi 1 A0AATKIB, 30KpeMa, BTpaTH KOH(1ACHIIHHOCTI Ta HOPYIIEHHS LUTICHOCT] TaHUX.
Bmpama oocmynnocmi cepeicig: 111 aTaku MOXYTh BIUTUBATH Ha JOCTYIHICTH iH(OpMa-
LIHHUX CUCTEM Ta BIJMOBIAHUX OHJIAIH MOCIYT/CEpBICIB.

3axoou onsa 3axucmy:

Hlughpysanna ma/uu npuxoeysannsa (cmezanozpais) mpagixy.
Tocmitinuii Monimopune mepedxci, GUAGNEHHSA 8MOPSHEHb MaA/4u NPUNUHEHHS HeOeKIapo-
BAHOI Mepedce8oi aKMUGHOCMI.

3. AHaJIi3 BPa3JIMBOCTeH | MOKINBHX CTPaTerii 3aXHCTy

3.1 Busaenenus epazausocmeu IC

Businenns Bpaznusocteil IC, 1e kinro4oBuil eramn B 3a0€3M€4eHH] IXHbOI CTIHKOCTI Ta 3aXHC-

Ty Bix kibeparak. Y CBIiTI, Jie 3arpo3H 3pOCTAIOTh LIOJHS, €()EKTHBHI METOH BHUSBICHHS BPa3IUBO-

CTel CTar0Th 1X 000B'I3KOBOIO HEOOXiHICTIO [3]. BUsABICHHS IMX Bpa3IMBOCTEH Yy BJIacCHUX 1HQOP-

MallifHIX CUCTeMax — MEPIIUA KPOK JI0 iIXHBOTO €()EeKTHBHOTO 3aXUCTy. TOMY KOPOTKO PO3TIISTHEMO

JesiKi 3 HOBHUX TIJXOJIB, HIOJ0 BHSBJICHHS BPAa3lMBOCTEH 1 po3poOIl CTpaTeriii s IXHbO-

r0 HETaHOTO MTapUPYBAHHS.

Memoou euseienHs 6paziueocmell.

CkaHnysanHs nopmie ma amaiiz 8pasiueocmeli. aBTOMAaTU30BaHI 3aCO0M MOXYTh ITpOaHai-
3yBaTH «BIAKPUTI MOPTU» Ta BUSHAYUTH MOTEHITIIHI TOYKH BXOMY TS aTak.

Cmamuunuii ma ouHamivHuti ananiz Kooy: BUSBICHHS BPAa3JIMBOCTEH BUKOPHCTOBYBAHOIO
13, yepe3 aHai3 BUXITHOTO KOJY, 03BOJISIE BUSIBUTH BPA3IUBOCTI, SIKI MOXKYTh OyTH BHU-
KOPHUCTaH1 /sl BTOPTHEHB/aTaK1/BUTOKY JTAHUX.

76



ISSN 2519-2310 CS&CS, Issue 2(24) 2023

Cucmemu eusignenns Inmpanem-3aepo3: MOHITOPUHT BHYTPILIIHBOTO CEIMEHTY MeEpexi
JUISl BUSIBJICHHSI aHOMAJIBHOT MEPEKEBOT aKTUBHOCTI Ta MOTEHIIIMHUX 3arpo3 O0€3MeKH.
Ethical hacking ma Penetration testing: eTwuHuit XakiHr (IIEHTECTIHT) I/ BUABJICHHS iC-
HYIOUHX BPa3IMBOCTEN 3 METOIO iX MOJAJIBLIOrO YCYHEHHS (B Mexax ayauty Ib).

3.2 Cmpamescii 3axucmy 6i0 pizHux munie Kibepzazpos

Bbazamowaposuii nioxio 0o 3axucmy:

Cucmemu suseiieHHs: ma 3axucniy. BCTAHOBJICHHS IHTETPOBAHUX CHUCTEM O€3IEKH Ui BH-
SIBJICHHS Ta OJIOKyBaHHA aTak B peanbHoMy 4aci (IDS/IPS/DLP/HoneyNet Torio).
Dinvmpayis mpagiky: BUKOPUCTAHHS CUCTeM (iabTparlii as OJOKyBaHHS HeOe3MeuHUX
naketiB Tpadiky Ha pi3HUX piBHsX/cermeHTax Mepexi (proxy, firewall, IPS Tomo ).

Cezamenmauis ma i30aayis pecypcie:

o Jlenezysanns npag docmyny. OOMEKEHHS JAOCTYIY JI0 BaXKJIUBUX PECYPCIB 3a JIOIOMOTOIO

neneryBanns npas (firewalls, 6iomempuuni cucmemu, cucmemu 3axucmy 6io necankyiono-
8aHUX Oill, BNPOBAONCEHHS ANICOPUMMIE BUKOHAHHS CYMICHUX Oill ma iH.).

3.3 3axoou iz 3abesneuennsa cmiukocmi IC 0o kibepamak

3abesneuenns criiikocti IC 10 kibepaTak — 11e HEOOXiaHA IEpeyMOBa Ui 30€peKEHHS KOH-
(bineHIIHOCTI, MUTICHOCTI Ta JOCTYMHOCTI naHuX. CydacHUW KiOeprpocTip BUMAarae BiJi opraHiza-
il MOCTIMHO BIOCKOHAIIIOBATU CBOI CTpATerii 3aXUCTY Ta BXKUBATH KOMITJIEKCHUX 3aXOJIIB JIJISl 3aB-
JaCHOTO TapUpyBaHHS iCHyI04YHNX 3arpo3 Ib.

3axucm 6i0 enympiwinix 3a2po3. Po3poOka Ta BIIPOBaXKEHHs €()EeKTUBHOI KOPIOPATUBHOT
nosituku 16 (I11B), BKIrowaroun 0OMEKEHHS JOCTYITY Ta MOHITOPHHT BHYTPIIIHIX KOPHUC-
TyBauyiB, CTA€ BAYKJIIMBUM €TAIIOM Yy MOTIEPEIKEHHI MOMIIMBUX 3arp03 3CEPEIHHH.
Buxopucmanus cyuacuux cucmem eusenenHsa 3azpo3. CUCTEMH BUSBICHHS BTOPTHEHb Ta
aHOMAJTi{ JI03BOJISIIOTH BYACHO BUSIBIIATU Ta pearyBaTH Ha HeOE3MeuyHi akTHBHOCTI. Buko-
PUCTaHHS MITYYHOTO IHTEIEKTY Ta MamuHHOro HapyaHHs (Al/LM) no3Bonse apromaru3y-
BaTH IMPOLIEC BUSABJICHHS HABITh HAUCKIIAIHIIINX KiOep3arpos.

3axucm mepeodici ma 3axucm ymogHo2o «nepumempyy deznexu. Mixmepexkei 6ap’epu Ta
3aXUCT «30BHILIIHBOT0» NMEPUMETPY O€3MeKH, BU3HAYalOTh YMOBHY IEPILY JIIHIIO 3aXHUCTY.
Bonu BritouaroTh B cebe Bukopuctanus firewalls, cucrem BusiBienus sropraess (IDS) Ta
3aco0u ¢inprparii Tpadiky (kopmoparussi proxy ta DLP Tomo) mis 610KyBaHHS MOXITH-
BUX aTak/BUTOKY JaHUX Ha PIBHI MEPEXIi.

VYnpaeninna oocmynom ma asmenmughikayia. 3abe3neueHHs CTIHKOCTI BKItoYae B cebe
TaKOX BIPOBAKEHHS €(EKTUBHOI CHCTEMHU YIPABIIHHS JOCTYNOM Ta OararoakTOpHOI
aBTeHTUdiKamii. [le m03BoIIsIE OOMEXUTH AOCTYN 0 YYTIUBOI 1H(QOpMaIli Ta yCKIaTHIOE
MOJKJIMBI aTaK! Ha OOJIIKOBI 3alTUCH KOPUCTYBaiB.

Pecynapui ayoumu cmany 6esnexu ma onoenenns 113 ma I11F. TIpoBeneHHS cucTeMaTHy-
HUX ayJUTiB MOTOYHOTrO cTaHy Ib /U1 BUSBIEHHS ICHYIOUMX BpPa3jIMBOCTEH Ta HEBUKOpPHUC-
TaHUX MOKJIMBOCTEH € KIIFOUOBHM acIleKTOM Oe3NeKH. PeryisipHe OHOBJICHHS MPOTpaMHO-
ro Ta anapaTHOro 3abe3neueHHs T03BOJISIE YCYBaTH BUSIBJIICHI BPa3IMBOCTI Ta MiITPUMYBa-
TH CUCTEMY B aKTyaJIbHOMY CTaHi.

3.4 Bnaus PIBHIO MEXHON02TUHO20 PO3BUMKY V sabesneyenni Ib

TexHoNOTrYHUI PO3BUTOK € HEOAMIHHUM (PaKTOPOM BIUIUBY Ha piBeHb Oe3neku cydacHux IC.

[MocTiitauit nporpec y ranysi iHpopmariiaux Texnosuorii (IT) cTBOproe HOBI MOXKJIMBOCTI JUTs 3a-
oesnieuenHs |b Ta BuMarae Bij oprasizailii MOCTIHHOTO aJanTyBaHHS JIO 3MiH Yy KiOepmpocTopi.
To KOPOTKO PO3IIISIHEMO OCHOBHI 3 HAWOUIBIIT MEPCIIEKTUBHUX TEXHOJOT1H:

LlImyunuy inmenexkm ma mawunne nagyanuus (Al ma LM)
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3actocyBanHs TexHosorii Al Ta LM B ranmysi kibepOe3neku 103BoJIsi€ aBTOMATH3yBaTH BUSB-
JICHHS Ta aHANI3 aHOMATI B Mepekax. AJITOPUTMH MAIIMHHOTO HABYAHHS MOXYThH IIBUAKO ajat-
TYBATHUCS 10 HOBUX THIIIB 3arpo3, 3a0e3nedyroun Ou1bn e(heKTUBHUHN 3aXUCT.

o bnokuetin 01 3a6e3neyenns «iMyHimemy» 00 3MiH

TexHomorist 6JIOKYEHH BHU3HAYAETHCS CBOEIO JACIICHTPAII3AIIEID Ta HEMPOHUKHICTIO JI0 3MiH.
VY chepi kibepbe3nekn, BOHa MOKE CITY>)KHTH OCHOBOIO JIJIs O€31eYHOoro 30epiranas Ta 0OMiHy KOH-
¢binenmniitHoi iHpopMallii, 3amodirarouy aTakaMm Ha EHTPaIi30BaHi CHCTEMH.

o Ksanmosa obuucnenns ma mexwonoeii sipmyanizauii npouecis (VR)

3 PO3BUTKOM KBAaHTOBHX TEXHOJIOTii BUHHKA€ MOXJIMBICTh y HOBHX METOJIAX aHAIII3y Mepe-
xeBoro Tpadiky, BipTyamizallii mpomeciB, KaCKaayBaHHS OOYHCIIOBAILHUX MOKIMBOCTEH Ta KPHII-
TorpaiyHOrO 3aXUCTy JaHUX. KBAaHTOBI KOMIT'IOTEPU MOXYTh «3JaMyBaTH» TPaIMIIiiHI KPUIITO-
rpadiyHi aNrOPUTMHU, TOMY CTBOPEHHS HOBHUX KBAHTOBO-CTIMKHX 3aXHCHUX METOJIIB, JeAalll CTaE
BCE OLIBbIT aKTyaJIbHUM 3aBaaHHsIM Ib.

o [umepnem peueui (IoT) ma kibepghizuuni cucmemu

Posmupenns [HTepHETY pedei mependadae 0NaBaHHS Ta W MaHIMYITIOBAHHS BEIHMYC3HUMU
o0csiraMu JI0aTKOBUX JAHHX, 110 MOTPEOYIOTH X e(heKTUBHOTO 3aXUCTy. PO3BHTOK KiGephizmuHmX
CUCTEeM J03BoJisie 00’eqHaTH B co0i (i3muHui Ta Kibep- CBITH, BUMAaramuu MpH [bOMY BIPOBa-
JDKEHHS IHHOBALIMHUX TEXHOJIOTINA I MEeTOIIB OE3IIEKU.

o Cnpowenns ynpasninns 6esnexoio uepes Cloud Security

Bukopucranas cykynmHoOCTi XMapHUX Ta VR TEXHOIOTIH A03BOJISIE KOMITaHIsIM 30CEPEIUTHCS
Ha BJIOCKOHAJICHHI CTpareriii Oe3neKu, ajpKe aaMiHICTPpyBaHHS Ta OHOBJICHHS 3aXHUCHHUX CHUCTEM
MOXe OyTH 3/iiiCHeHE IICHTpaTi30BaHo [4].

4. BucHoBKH

1. Ha croroanimHiii AeHb KiOep3arpo3u CTBOPIOIOTH 3arpo3u Juisl KOH()IICHIIIHHOCTI, IiTic-
HOCTI Ta JOCTYNMHOCTI iH(opMalii. 3pOCTaHHs 3aleXKHOCTI CYCHUIBCTBA Bl IOTOYHOTO PIBHS PO3-
BUTKY I BrpoBakeHHs [T minkpecitoe akTyanbHIicTh nuTaHHs 3axucty IC Big kibep3arpos.

2. [IpoBeneHo aHami3 BIUIMBY pi3HUX THITIB Kibep3arpo3 Ha IC Ta po3risiHyTi OCHOBHI cTpaTe-
rii o0 1X 3aXUCTy. 3aPOMIOHOBAHO OIS HOBHX TEHACHINH y KibepOe3mnerni 1 1esKuX 1HHOBAIlii-
HUX MIJIXOAIB 3 MHUTaHb 3aXHUCTy BiJ] HOBHUX 3arpo3. [ligkpecieHo HasBHICTb HEPO3PUBHOIO B3aeE-
MO3B 13Ky TUTaHb TEXHOJOTIYHOTO PO3BUTKY 1 (pakTHUHOTO cTany MoxinBoctei 13 Ib.

3. [ligkpecieno HEOOX1IHICTh MOCTIMHOTO OHOBJIEHHS M ajanTalii JII0YMX CTpaTerii 3aXucTy
710 3pOCTaryvoi CKIaJHOCTI Kibep3arpo3. 3BepHEHO yBary, 1o 3axuct IC Bumarae oJHO4acHOTO I0-
€IHAHHs BIPOBA/HKEHHS 1HHOBALIMHUX TEXHOJOTiHM, INIMOOKOr0 pO3yMiHHS CYYaCHUX TEHACHIIN
KibepOe3neku Ta ri1o0aNbHOI criBIpali s e(heKTHBHOT MPOTU/IIT aKTyaTbHUM KiOep3arpo3am.
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The influence of different forms of cyber threats on the stability of information systems: analysis and protection strategies
Abstract. This work is dedicated to the further investigation of cybersecurity issues in the context of the ongoing development of the
current information industry. Starting with an overview of various forms of cyber threats, the article examines the analysis of
their impact on the privacy, integrity and availability of information. The critical dependence of modern society on information tech-
nology makes the topic of protection against cyber threats extremely relevant. This work offers an in-depth analysis of the growth in
the number and complexity of cyber threats, which requires constant improvement and updating of protection strategies against them.
An important stage of coverage of the topic is the analysis of the impact of various forms of cyber threats on information systems.
The main types of phishing and social engineering are considered, as well as the consequences of exposure to viruses, Trojans
and other malicious programs. A detailed review of these aspects allows us to highlight the key issues and dangers that arise in the
context of cyber threats. Also, the article contains materials devoted to various protection strategies. It examines effective strategies
for protecting information systems, including identifying wvulnerabilities, using multi-factor authentication, and measures
to ensure resilience. The general conclusions of this work summarize the need for constant updating and adaptation of protection
strategies in relation to the growing complexity of cyber threats in the world of rapid technological development. In general, this
work is another step in understanding the essence of the challenges associated with the issue of ensuring cyber security in the
modern information society.
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