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AmnoTanisi:IIpaBooOXOpOHHI OpraHy Bce YacTillle BAKOPHCTOBYIOTh TEXHOJIOTI] IPOTHO3YBaHHS Ta aBTOMATH3aLlil, J1e
OCHOBHOIO TEXHOJIOTI€I0 YaCTO € 3aCTOCYBaHHS METOJiB MalIMHHOTrO HaBuaHHA (ML). Y cTaTTi po3risimaeThes mpo-
0JieMa MiA3BITHOCTI Ta BiAIOBIAaIbHOCTI IPABOOXOPOHHHUX OPTaHiB i HOCAIOBUX OCiO B KOHTEKCTI 3aCTOCYBaHHS MO-
Jereit MamuHHOro HaB4aHHA ML. ABTOpH BKa3yroTh, II0 Mi3BITHICTh € KIIOYOBUM €IEMEHTOM JAEMOKPaTHIHO]I Ipa-
BOOXOPOHHOI AiSTIBHOCTI, ajleé BAKOPHUCTAHHS IMIPOTHO3HOTO IMPOTPAaMHOT0 3a0e3MeUeHHs MOXKE CTBOPIOBATU MPOOIEeMHU
y 3a0e3nedeHHi i€l mia3BitHOCTi. CTaTTsS 0OroBOPIOE, 10 3acToCyBaHHS ML Moke Mpru3BeCTH 10 3aByallIOBaHHS BiJl-
MOBIJATFHOCTI Ta YCKJIAIHEHHS MiA3BITHOCTI Y «MYJIBTHATCHTHUX CTPYKTYpax», IO 00’ €IHYIOTH JIIOJeH 1 00UUCIIO-
BaJIbHI IHCTpYMeHTH. Oco0IIiBa yBary NpUAUISETHCS HEPO30POCTi AITOPUTMIB NPUKIIAJHAX TPOTHO3HHUX MOJIeNel Ta
aBTOMAaTH30BaHUX CHCTEM HPUHHSTTS PIIICHB, IO CTa€ PKEPENIOM HENOPO3yMiHb i 00epeKHOCTI MO0 iX BHKOPHC-
TaHHS. ABTOPH BHUCYBAIOTh MUTAHHS IIOJO TOTO, SIK MOXHA 3a0e3MeunTH ¢(eKTUBHUN KOHTPOJIb Ta MIOBHY 3BITHICTH,
KOJIM KJTFOYOBI KOMITOHEHTH IIpOLeCy MPUIHATTS PIillleHb 3aJMIIAIOTHECS HEBIJOMHMH JUIS IIMPOKOI TPOMAJICHKOCTI,
MOCAI0BHX OCi0 Ta HABITh PO3POOHUKIB MOZEIEH. Y CTaTTi CTBEpAKYETHCS, 0 BaXK/IMBI MUTAHHSA, IOB’sI3aHi 3 MOJIe-
JsiMU pimieHs ML, MOXyTb OyTH pO3TIISIHYTI 0€3 AeTalbHOTO 3HAHHS AITOPUTMY HAaBYAHHS, IO A€ 3MOTY €KCIIepTaM
MIPaBOOXOPOHHOI TisUTBHOCTI, SIKi He 3aiiMatoThcs ML, BUBYaTH iX y (OpPMI IHTENEKTyalIbHOTO KOHTpPOI0. ExcriepTH,
sIKi He 3aiiMaroThess ML, MOXyYTh 1 TOBUHHI ITeperisiiaTi HaBueHi Mojieni ML. ABTopu Hagar0Th «HAOIp IHCTPYMEHTIBY
B (hopMi 3anMTaHb PO TPHU €IEMEHTH MOJEI MPUHHATTS PillieHb, SKi MOXKYTh OyTH SKICHO JOCTIKEH] eKCIIepTaMH,
SIKl HE € CIeNiaNiCTaMy 3 MAIMHHOTO HaBYaHHS: HABYAIbHI J1aHi, HABYaJIbHA METa Ta aHTUIUIAIIIHA OI[iHKa PE3YJIb-
TaTiB. Takuil MiaXix PO3IIUPIOE MOXKIIMBOCTI IIMX €KCIEPTIB y BUIJIAI 00 €KTUBHOI OI[IHKM BUKOPHCTaHHS MoJelel
ML y npaBooxopoHHHX 3aBIaHHAX. OCHOBHA iJies IOJIATaE B TOMY, 1[0 HaBiTh 0€3 TITMOOKNX TEXHIYHUX 3HAHBb EKCIIe-
PTH MOXYTh aHANi3yBaTH Ta Neperyisiiatu moneni ML, po3kpuBaroun iXHIO €()EKTUBHICTD 4epe3 MPH3MY BIACHOTO
nocBigy. JaHuii miaxin crpuse mopo3yMiHHIO BUKOPHCTAHHS TEXHOJIOTi MAIIMHHOTO HABYaHHS B PaMKax IPaBOOX0-
POHHOI MiSTTBHOCTI, PO3IIMPIOIOYH MOTEHIIIAT BiAMOBIIHIX EKCIIEPTIB, HEe MOB’A3aHNX 3 ML.

KiouoBi cnoBavawunne Haguanns, wmyyHuil iHmenekm, auanis OaHux.

1.Betyn

ITpaBOOXOPOHHI OpraHu BCE YaCTillle 3aCTOCOBYIOTh TOCATHEHHS 1H(OpMAIIfHUX TEXHOIOT1H
Ta IITYYHOTO 1HTEJEKTY, 11100 Hamaratucs nepeadayuTH Mojli Ta aBTOMaTU3yBaTH 00pOOKY aHUX
1110 BUHUKAIOTh B MPOLIEC] TPABOOXOPOHHOI JIsUIBHOCTI. Y 1IbOMY IPAaBOOXOPOHHA AISUTBHICTh CXOXKa
Ha 6ararto iHIIKX Taxy3el — yIpaBJIiHHS aBTO, IPOTHO3YBaHHS MOTO/H, BUPIIIEHHS 3asBOK Ha KPEAUT
tomo. IIporHocTuyHa aHaliTUKa MIATPUMYE YHpPABIiHHS pU3UMKaMHU Yy cdepi ynpaBiiHHA Oe3re-
kot [1]. Jlongon, Jloc-Anmxkenec, MionxeH, Houit Opnean, @inagensdis, [{ropux ta XapkiB — 11e
MPUKIIAAN MICT, JIe OISl BUKOPUCTOBY€E 200 TECTyBaJsla IHTENIEKTyaIbHE MOJIiLEeHChKe MpOorpaMHe
3a0e3nedYeHHsl, sSIke Ma€ Ha MeTi a0o mepea0aunTH, 1€ MOXKYTh CTATUCS 3JIOYHHH, a00 XTO, HMOBIPHO,
BYMHMUTB 3JI0YMH Yy MailOyTHbOMY. MamnHHe HaByaHHs (ML) € KITI04OBOO TEXHOJIOTIERO, SIKA JIEKHUTh
B OCHOBI 0aratpox 13 1iux nporpam. [Iporpamue 3a6e3nedeHHs Juisi MAIIMHHOTO HaBYaHHS MOXeE pa-
I[IOHAJTI3yBaTH TPYIOMICTKI 3aBJIaHHS OOpOOKH JAHUX, TAKUX SIK aHAII3 BETUKOT0 00CATY JOKYMEH-
TiB, ONPWIIOAHEHUX Y XOJi pO3CIiayBaHHs, Ta Kiacugikamis ix 3a kareropismu [2]. Pazom 3 num

6 © V3nos/l., Ctpykos B., I'yainiu B., Bnacos O., 2023
{oc) I This is an open access article distribuited under the terms of the Creative Commons Attribution License 4.0
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MII3BITHICT MO BUKITMKAJIa 3aHEMTOKOEHHS 1[0 BUKOPUCTaHHS Mojieneit ML poOutk moaeit He-
CIIPOMOKHUMH BiJITIOBIIaTH 32 PIllICHHS 1110 OyJIu MpuiHsTI Ha X ocHOBI [3]. 1106 cripocTyBatu mo-
Ji0H1 3aHETIOKOEHHS, HEOOX1THO 3pOOUTH MPOIECH IPUIUHATTS PIllIeHb, IO IPYHTYIOTHCS HA PE3YJb-
TaTax BUKOPUCTAaHHS Mozeneid ML, 1ocTymHUMHU AJisi KOHTPOJTIO.

[Tporuo3ny nMpaBOOXOPOHHY MisUIBPHICT MOYKHA PO3TJISIATH SIK OKPEMY TEXHIKY IiJ] ITUPIIO0
MapacoIbKOI0 MPaBOOXOPOHHOI AisSUTBHOCTI, KepoBaHoi aHamiTiKor (ILP). ILP BUHHK sk TpakTUYHA
YIpaBIiHCHKA MPOrpama Jijisi IPUHHSATTS PillIeHb, 100 TPABOOXOPOHHKX MOCIYT Ha OCHOBI 00’ €KTH-
BHOTO aHaizy aaHux [4]. CuctematnyHuii 30ip 1 aHaNi3 pO3BiAyBAIBHUX JAHUX MAIOTh HAa METI Mij-
BHIIUTHU K €()EKTUBHICTh MPOTHU/IIT 37I0YNHHOCTI, 32a0€3MeUyI0un K OLIbIII TOUHE BU3HAYCHHS IT1JICH,
TaK 1 eKOHOMIUHY €(DEeKTUBHICTH [5]. Y paBOOXOpOHHIN MIsIILHOCTI 3 MPOrHO3YyBaHHAM, 5K 1 B ILP,
aHaji3 1 pilleHHs IEHTPaTi30BaHI Ta PaliOHATI30BaHi; MPOTHOCTHYHA MPABOOXOPOHHA JISUIbHICTb
MIJIKpECItoe 00’ €EKTUBHUM, HAYKOBHM BUOIp CTpaTeriidi Ta TaKTHK 1 HaJa€ MepeBary IeHTpali3oBa-
HOMY, palioHajli30BaHOMY IPUHHATTIO PillIeHb HA OCHOBI aHAII3y JaHUX.

2.ITix3BiTHiCTH MPABOOXOPOHHUX OPraHiB

[Ti13BITHICTH Ta BiAMOBIIAJIBLHICTh MTPABOOXOPOHHUX OPraHi3alliii i mocajaoBux ocid € KIo4o-
BUM KOMITOHEHTOM JIEMOKPATHYHOI TPABOOXOPOHHOT JiSUTBHOCTI, 1 BXE JJABHO € IPEMETOM 3aHEIO-
KOEHHS TOCIHHKIB 1 TPAKTUKIB IPABOOXOPOHHUX OpTaHiB [6]. 3 TOUKH 30py MO3UIIIT TPABOOXOPOH-
HUX CWI Y IEMOKPATUYHIN CUCTEMI, MI3BITHICTH MOKE O3HAYATH MOJITUIHUA KOHTPOIb HAJ MOJIi-
11i€10 200 CITIBIPAIIIO MIXK IMOJINE0 Ta YPSAOM, 3T1AHO 3 KOO OISl TOBUHHA HAJIABATH TIOSICHEHHS
PO MPUKAHATTI PIIIICHHS.

3acTocyBaHHsI POTHO3HOT'O IPOTPaMHOT0 3a0e3MeYeHHs 200 TPOrpaMHOTro 3a0e3meueHHs IS
aBTOMAaTH3aMil IS MATPUMKH TMPUKHHATTS pillieHb MOXe (yHIAMEHTAIbHO IMOCTAaBUTH IiJl CYMHIB
3IATHICTB MOCAZOBUX OCIO Ta OpraHi3alliif 3BiTyBaTH PO MPOIECH MPUUHATTS PIIIeHb, & TAKOXK 3a-
BYaJIIOBAaTH BIANOBIAATIBHICTD Y «MYJIbTHAr€HTHUX CTPYKTYPAX», 110 CKJIAJAIOThCA 3 JIIOAEH 1 004H-
CJIIOBAJIBHUX IHCTPYMEHTIB. Henmpo3opicTh «anroputMiby NpUKIaJHUX IPOrHO3HUX Mojiesei abo aB-
TOMATHU30BaHUX CHUCTEM MPHUUHATTS pIlIeHb 3AJIUIIAETHCS OCHOBHOIO MPUYUHOIO 3aHEMOKOEHHS
10710 X BUKOPHUCTAHHS [/]. ICHY€e 3aHEMOKO€EHHS, IO AITOPUTMH «€ HEMPO30PUMMU» B TOMY CEHCI,
10 OJIep’KyBadl BUXITHUX AaHUX pobotu anroputMmy ML (kracughikayia, knacmepusayis, npoenos),
P1KO MalOTh KOHKPETHE YSBJIECHHS PO Te, SIK 1 YOMY KOHKpeTHa Kiacugikalis, Kjactepusanis abo
MPOrHo3 OyJiM OTpUMaH1 Ha OCHOBI BX1JHUX JaHUX [7].

Konu ogun abo Oinbllie e1eMEeHTIB MpoLecy NPUHHATTS pillleHb HE3pO3yMiJli, Oy/b-sKa 3 BU-
1e3raJlaHuX KOHUEMNIiH Mi3BITHOCTI CTaBUThCA i cyMHIB. Moaens ML, sik npaBuiio, BOy/10BaHa B
nporpamHe 3a0e3NedeHHs, Mpaltoe sIK «40pHa CKPUHBKay, /1€ BX1/IHI JaHl (Hanpukiao, 2eonpocmo-
PO8I 0ani, Wooo 3104uHHOCMI ma/4u demozpagii) oOpoOIAIOTHCS Y BUXIHI 1aHl (Hanpukiao, npo-
2HO3 YU Kaacugixayiio) 3a 10IOMOTOI0 O0YHCIIEHb, K1 3aTMIIAI0THCS HEBUIUMHUMHU JUIsI KIHLIEBOTO
KopucTtyBada. He3Baxkaroum Ha Te, 110 1e¥ mpoIiec, Mo CyTi, HE € HE3PO3yMUINM, BiH MPAKTUYHO HE-
3pO3yMUINHN 17151 HE €KCIEPTIB, 1 MOXKE 3pOOUTH OCHOBY HE3PO3yMUIOCTI 010 OOIPYHTYBaHHS MPHii-
HATTS PillICHb.

BuHMKaIOTh MUTaHHS: K MOKE ICHYBaTH €(DeKTUBHUMN MONITUYHUI KOHTPOJIb HAJl IPUHHATTSIM
pillieHb, SKIIO KIIOUYOBHA KOMIOHEHT Y ()OpMYBaHHI NPUHHATTA pilieHb GaKkTHUHO HeBioMuii? Sk
TOJIILIISE MO>KE MOBHICTIO 3BITYBaTH PO CBOI PILIEHHS, SKIO BOHU YaCTKOBO CIIMPAJIUCS Ha aHAJI3,
KU BOHM caMi He B 3M031 NOACHUTH? B 1IbOMY CeHC1 npo3opicms po3TisiacThes K YacTUHA 11ea-
JBHOTO BUpILIEHHS Mpo0ieM BUKopucTaHHS ML aig mia3BiTHOrO NpUMHATTSA pimieHs. J[ias mocsr-
HEHHS TPO30pocTi iHopMarris Mae OyTH JOCTYIMHOIO Ta 3po3yMiioro [8]. OaHak 1e CKIagHO, KOJIH
HJeThCsl PO HAMiBaBTOMAaTU30BaH1 1HTEIEKTYyalbHI cucTeMU. Pa3om 3 uM, Mi3BITHICTh MOXe OyTH
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MOXJIMBOIO 0€3 MIOBHOI TTPO30POCTI (HANPpUKIAo, po3Kpummisi 6UXioH020 K00y) IUITXOM PO3pOOKH Ti-
I3BITHOCTI B MPOrpaMHOMY 3a0€3MEUeHH.

3. ManiuHHe HABYAHHS i MPaBOOXOPOHHA AiSVIbLHICTH

HesBakarouu Ha Te, 10 MAIIMHU BXKE€ JJOCUTH JTABHO MOKYTh HAaBYAaTHUCSA HA OCHOBI JaHUX, 3a
OCTaHHI JACCSATHIITTS MAIIUHU CTAIU 3AaTHUMU HAaBYATHUCS Ta JOCATATH YCIiXy B KOTHITHBHHUX 3a-
BJIAaHHSX, TAKUX SIK TO3HAUEHHS 00’ €KTIB HA 300paKEHHAX 1 BUBHAYCHHS CIIiB 32 3ByKamMu. OTHUM 13
TEXHOJIOTIYHHUX 3aCTOCYBaHb I[LOT0 0YJI0 aBTOMATU30BaHE po3Mi3HaBaHHs HoMepHUX 3HaKiB (APNR).
Cucremu APNR, BcTaHOBJICHI Ha TPAaBOOXOPOHHHUX TPAHCTIOPTHUX 3ac00ax, MOJETTIIHIIN MOJIIEeHCh-
KUH MOHITOPUHT MpaBonopyIIHUKIB. Lli po3poOku BinOynHcs 3aBISKU MMOEJHAHHIO HOBUX aJTOPUT-
MIB HaBYaHHsI (Oesiki po3pobneni 3 1950-x pokie i paniwie), O1IbIIH 00UHCITIOBATBHIN MOTYKHOCTI Ta
po3po011i Koy /s €pEeKTUBHOTO BUKOPUCTAHHS OOYHMCIIIOBAIBHOI IMOTYKHOCTI MAIIMHU JIJIs1 BUPI-
meHHst mpobiem HaBuaHHs [9]. Ha mogaTtok 10 MOKIMBOCTI HaBYaHHS KOTHITUBHUM 3aBJIaHHSM, 1€
OJIHIEIO0 HE MEHIII BKJIMBOIO po3poOkot0 ML € BuHaliieHHs allrOPUTMIB HaBYaHHS, K1 MOKYTb Ha-
ONMKEHO CTBOPIOBATH CKIJIAAHI (DYHKI Ta BUOMPATH BaKJIMBI XapaKTEPUCTHKH 0€3 NepeHaBYaHHS
MoJieJIi BIAHOCHO HaBuYanbHOI BUOIpKU. Lli BIOCKOHAIEHHS aITOPUTMY JO3BOJIMIIM MAlllMHI HAaBYa-
TUCS 3 HAOOpIB JaHUX 13 THUCSYaMHU TO3HAYCHUX (DYHKIH, 00 BOHA MOrja BHOMpATH (QYyHKII
(3MmiHH1) 1 pyHKLIOHANBHY QOpMY, KA, IMOBIpHO, JOOPE MpalfoBaTUME 1] 4ac MPOTHO3YBaHHS HO-
BUX 3pa3KiB.

Lle o3Hayae, 1110 3MiHHI, SIKI BAKOPUCTOBYIOThCS B MOJIETISIX MAIIMHHOTO HaBYaHHsI, HE 000B’ 13-
KOBO BHOMPArOThCs (PaxiBLUSAMHU B raiysi, a CKOpillie CaMUM aJITOPUTMOM MAIIMHHOTO HABYAHHS, 1 110
pilIeHHs] TPUHMAIOTHCSI HE Ha OCHOBI TEOPiid, pO3pOOICHUX JIIOIbMH, a OUIbIIE 3 TOYKH 30py TOTO,
«Wo npayroe» B TEPMiHH NMMPOTHO3HOI cuit ML. He auBHO, 110 111 HOBI MOMJIMBOCTI 3pOOHIH MOJIEITI
3 MallMHHUM HaBYaHHSM JeJalli KOPUCHIIINMU JUTSl IPUHHATTI pilieHs Ha npaktuni. Moaeni ML
Oy BUKOPUCTaHI, HAMPUKIIA, YIPaBIiHHIM 3 O0POTHOH 3 Cepiio3HUMU IaxpaiictBamu Bennkoo-
puranii (UK Serious Fraud Office) nyis BusiBieHHS IOpuAMYHO KOHDIICHIIHHUX MaTepialiB cepen
MUTBHOHIB PO3KPUTUX JAOKYMEHTIB y po3ciinyBanHi [10], a HopBe3bkuM opraHom iHcmekmii mpari
JUTSL TPOTHO3YBAHHS POOOYNX MiCIIb 3 BACOKHM PHU3UKOM TIOPYIIEHbB JIJIsl TICPEBIPKHA ar€HTCTBOM.

OO6roBoproOYM, YU BUKOPUCTOBYBAaTH ML y mpoiieci MpUHHSATTS pillieHb TPaBOOXOPOHHUMHU
OpraHaMmu, Ba)JIMBO MOpiBHIOBATH ML He 3 ilealbHUM MPOLIECOM MPUNHHATTS PillieHb, a 3 IPUHHSIT-
TSM PIlICHb JIOJbMU. MallliHY MPUAMAIOTh PIICHHS B HEONTHMAJILHUX CEPEIOBUIAX HA OCHOBI
HEMEePEeKOHINBUX, He30arHeHHHUX 1 oMaHIuBHX Jqoka3iB. lllopa3y, konu mpUHSTTA pillieHb TPU3BO-
IUTh 10 HECHPAaBEIJIUBUX PE3yJbTaTiB, MPOIECH MOXE OYTH BaXKKO BIJICTEKHTH, 1 «TAKKO OyBae
MIPOCTO BU3HAUMTH, XTO IOBHHEH HECTH BiIMOBIAANBHICTG 32 3anoAisaHy mKkoay» [11]. Ognak ue ¢y-
HIaMEeHTaJIbHa [Tpo0sieMa MPUNHHATTS PIIICHD K TaKa, a He yHIKaJIbHa JJIs pIIIeHb, SIKI IPUHMAIOThCS
a00 MiATPUMYIOTHCS MallIMHAMHU.

JIroqu 4yTIOBO HABYAOTHCS HA OCHOBI KOTHITMBHHX JaHWX. CIyXarouu 3BYKH, TUBJISYHUCH Ha

00144 Ta CHOCTEPIraloyuu 3a HABKOJIMIIHIM CEPEOBHILEM, MU PO3PI3HIEMO CKIIAAH, CJIOBa, pe-
YEHHS Ta 3Ha4eHHS. MM MO’KEMO BCTaHOBHTH 3B’30K MK YCMIIIIKOIO, CAPKACTUYHUM TOHOM, OyK-
BaJIbHUM 3HAUCHHSIM PEUCHHS Ta THM, 1[0 MaB HaMip CKa3aTH MOBEIlb. MU MOKEMO YNTATH KHUTH Ta
HOBMHH, PO3MOBIISITH 3 JIIOABMHU 1 POOUTH CKJIaJHI BUCHOBKH. Komm’oTepu Bce I He TaKk MOBHO
BUKOPHUCTOBYIOTh KOTHITHBHI JIaHil, K 1€ poOJsTh toau. | B TO yac sk Jroau 3a3BUYail HaKOMu4y-
IOTh JIMIIE BECh YyTTEBUH Jiala3oH CBOIX MepeKUBaHb, TO MEBHI JaHi1 (HAaIpHUKIIad, 300pakeHHs,
3BYK, B1/I€0 MIEBHOT'O BU/Y) 3a3BHYail 30MparOTh 3 METOI0 HaBYAHHS KOMIT IOTEPIB.

BaxnuBa BiIMIHHICTh M1 MalllTMHHKM 1 JIFOJICLKUM HaBYaHHSM IOJISITae B Tomy, 1o ML 6a3y-
€THhCSI HA BIIOMUX IrOpUTMax. 3a BU3HAYEHHSIM, aITOPUTM — Lie HaOlp 1HCTPYKIIiH, SKI ONMHUCYIOTh
MOPSAOK i BUKOHABIIS, 100 JOCATTH pe3ysIbTaTy PO3B’s3aHHS 33a4l 3a CKIHUEHHY KiJIbKICTb JIiH;
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crcTeMa TPaBWJI BUKOHAHHS JUCKPETHOTO TPOIIECY, KA JIOCATAE MTOCTABICHOT METH 32 CKIHYCHHUI
yac. Jlroau, 3BU4aifHo, TaKOX MAIOTh MPOLEAYPHU AJs BUPIIIEHHS MPOOJEM y CKIHUCHHY KUIBKICTh
KPOKIB, Kl 4aCTO BKJIFOYAIOTh IIOBTOPEHHs onepauii. OfHaK, HaBiTh JIOAMHA, sIKa IX BUKOPUCTOBYE,
HE 3aBXIM MOXKE 3HATH a00 PO3yMITH IIi IPOLEAYPH.

Mu 3Ha€eMo, SIKI AJITOPUTMH BUKOPUCTOBYIOTh MALIMHU (MU 3ANUCYEMO iX HA MOBAX Npocpa-
MY8aHHs), 1 MU MOXXEMO KOHTPOJIOBATU JaHi, 3 SIKUX BOHH HABUWIHCS (MU MOXXEMO B Oyab-sSKUN
MOMEHT CKMHYTH IX HaJAIITYBAaHHS, BBECTU IE€BHI HaBUaJbHI JaHl B MOJENb a00 MPUIUHUTH HaB-
yaHHs1). HaBuanHs Ta HACTYNHI pilIEHHs IO NPUHMAIOThCS MAIIMHOO, B IIPUHIIMII, OUIBII TPO30pi
HIXK Ti 110 IPUHMAarOThCA JIOABMU. 3PEIITOI0, MU HE MUCAIM KO/ AJI HABYAHHSI JIIOJUHHU, 1 MU MaJlo
KOHTPOJIFOEMO BX1JIHI JIaHi, K1 JIFOJJM BUKOPUCTOBYBAIM Y CBOEMY HaBYaHHI Ta MPUHHATTI PIIICHHS.
OTxe, € IeBHA 1pOHIA B TOMY, IO OJHA 3 TOJOBHUX KPUTHYHHUX 3ayBa)KEHb I10JI0 BUKOPHCTAHHS
MAaIIMHHOI'O HaBYaHHS IPU NPUHHATTI PillIEHb MOJArae B TOMY, 110 MAIIMHHI PIIIEHHS € HEeIpo30-
PUMH.

OpnHe 3 MOXKJIMBUX HOSCHEHb 11€1 HEBIJMOBITHOCTI MOJIATAa€ B TOMY, LII0 MOXHA BITHOCHO IIPO-
CTO 3aIUTATH JIOJEH, IK BOHH MPHHUIILIM /10 CBOiX pilieHb. byno 6 po3yMHO ouikyBaTH, 10 HaYalb-
HUK TOJTIIIT MTOSICHUTD (haKTH, IHTEPIIpETallii Ta MPIOPUTETH, IO CTOSATH 32 HOTO MPUHUHATTIM PIillICHb.
HaGararo Baxxue naTu moiOHI OSCHEHHS TOTO, YOMY MalllHa 3MO/JIENIIOBAJIa caMe TaKi pe3ybTaTu
CBOE€1 poOOTH; a y 0araTb0X BUIA/IKaX MOXe OyTH HaBITh Ba)KKO OIMCATH Lie MPOCTOI0 MOBor0. He-
IIPO30PICTh HABUYAHHS MAIlIMH MOXe€, B IPUHIIUII, OyTH HUXKYOI0, HIK Y JIFOJIeH, ajie Ha IPAaKTULl BOHA
BHIIA. SIK JIFO/IM, MU KpaIlle MiATOTOBJICHI IO TOTO, 00 3aMUTyBAaTH IHINX JIFOACH, STK BOHU JIAIIUIN
CBOiX BHCHOBKIB, HK JOIUTYBaTH MOJIE/Ib MAIlIUHU.

Lls HEmpo30picTh, X0U 1 3p03yMiJsia, BUKJIMKAE 3aHETIOKOEHHS, OCKUIBKH MOXE TMPU3BECTH 10
«11030aBJICHHS BiJl BiJIOBIIATLHOCTI» JFOJCH Y 3MIIIAHUX CHCTEMAX «4008iK-mawunay [8]. Buxi-
TH1 JaHi 171 MalliHA MOXYTh 3/IaBaTUCS «0e-Cy0 €Kmusosanumuy 1, TAKUM YUHOM, IHTEPIIPETyBa-
THCS KIHLIIEBUMU KOPUCTyBadyaMH, SIK OUIbII 00’ €KTUBHI, HI’K BOHU € HACIpaB/ii, 00 Ha CIIpaB/i, BOHU
LIJIKOM 3aJIeKaTh B1Jl JaHUX HAaBYAJIbHOI BUOIPKH, SIKYy (OpMY€ JIOAMHA, & 3HAYUTh TYT € (HaKTop
cy0’ekTuBHOCTI. B 11bOMY CeHcl, MOke OyTH KOPHCHUM CTPYKTYpYBaTH OOTOBOPEHHS MIXK €KCIep-
tamu 3 ML Ta iHmmMu npoiIbHUMH €KCIiepTaMi HaBKOJIO TPhOX €JIEMEHTIB, SIK1 B11I00OpakaroTh 1eH
THUII IEPEBIPKHU:

1. Bumoru K JjaHuM, sIKi BAKOPHCTOBYIOTBCS JUIsl HABYaHHSI HEMPOHHOI Mepexi 3a 10-
nomoror ML;

2. Mera HaBYaHHS HEHPOHHOT MEpEeXKi;

3. Sk pe3ynbTaTH BILUTMBAIOTH HA MOJANbIII HAaBYAIbHI JaHi.

i enemenTn He excnepTy 3 ML MOXyTb 3p03yMITH Ta OLIIHUTH.

Kopucaum npumyiieHHsaM JUist eKCIEepTIB, sK1 He 3aiiMatoTbess ML, mij yac oGroBopeHHs: Mo-
neneit ML e npunyieHHs, 1o alropuT™ HaBYaHHA, oOpaHuii ekcrieproM ML, € onTuManbHUM JUist
JOCSITHEHHST BCTAHOBJIEHOI METH 32 JIOTIOMOTOI0 33JJaHMX JaHuX. He3Bakarouu Ha Te, 110 1€ IPUITy-
IIeHHs 6araTto pasiB XuOHe, BOHO Ma€ IepeBary, OCKIJIbKM pOOUTh OUIBINY YaCTUHY CKJIQAHOCTI Ma-
IIMHHOTO HAaBYaHHSI, HAIIPUKIIA]] 3HaHHS TOTO, SIK (PYHKIIOHYIOTh PEKYPEHTHI HEHPOHH1 Mepexi, He-
aKTyaJlbHUMHU. BBakaeThbCs, 10 1€ MPUIYLICHHS MOXKE 3HU3UTH IUIAHKY JUIs He(axiBIIB I0J]I0
BCTYyMY B AUCKYCIitO 3 ekcrieptaMu 3 ML 1 cipusiti minigHii 1uckycii.

OntuManbHU#R y IIbOMY KOHTEKCTI HE € HOPMaTUBHUM TEPMIHOM 1 ICHY€ KJIIOYOBA BiIMIHHICTh
MIDXK MOHSTTSAMH ONTUMAIBHOTO Ta J00poro. OGUUCIEHHS Ta CTAaTUCTUKA MPONOHYIOTh MOKIIUBICTh
€KOHOMIYHO €()eKTUBHOTO TECTYBaHHS BEIMUE3HOI KIIBKOCTI MOXIJIMBUX Mojeneil. MeToro ainropu-
T™Y ML € BU3Hau€HHsI ONTUMAaJIbHUX MapaMeTpiB AJs AOCSITHEHHs BU3HAYEHOI METH HaBYaHHS, He-
XTYIOUU TaKUMHU peuaMHu, SIK €TUYHI IpoOJeMu, OB’ A3aHi 3 MOJILENChKOIO JiSUIbHICTIO, SIKIIIO BOHU
SIBHO HE peai3oBaHi Ta 3amporpamoBai [12]. OnTumisaiis o3Hauae BUOip mapamMeTpiB, siKi poOIsATh
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HaWTOYHIII MPOTHO3H, BPAaXOBYIOUM BUKOPUCTAHI JIaHI Ta HABYaHHSI, 100 TOCATTH HaHKpaIioi mpo-
JTYKTHBHOCTI.

4. IluTaHHs NPO CIPABeINBICTD | 00IPYHTOBAHICTh: IHCTPYMeHTApii

CycninbCTBO 3aIliKaBICHO B 3aN00ITaHHI 3JI0YMHHOCTI Ta €)EKTUBHIN MOMTIIEHCHKIN AisSUTBHO-
CTi, aJie TAaKOX 3alliKaBJIEHO B TOMY, OO CTpaTeTii MPaBOOXOPOHHKMX OpPraHiB, BKIIFOYAIOYH PIIICHHS
IIOZI0 PO3TOPTAHHS Ta CTEXEHHs, Oynn e(eKTUBHUMHM, YECHUMH Ta cipaBeiyuBumu. Lle Bumarae
PO3yMiHHS, OIIIHKH Ta yIpaBimiHHSA [3].

3araioMm Kaxxyuu, pillleHHs] MO>KHA KPUTUKYBATH 3 OTJIALy Ha JIBA Pi3HI MUTaHHA: OOIPyHTOBA-
HICTh PIlIICHHS Ta CIpPaBeIIUBICTh pimieHHs. [1[00 po3ristHyTH BamiaHICTh (6i0n06i0HIcMb) MOMEII,
MU 3aIUTYEMO: YW MPU3BEJIO PIIICHHS 10 3aIlaHOBaHOTO pe3yibTary? LI[00 OmiHUTH BalligHICTB,
perieH3eHTy MOoTpiOHO Oy/e PO3TISHYTH: - YU MOJE/Ib HaBUaHHS BigoOpaxkae (akTuuHy epeKTHB-
HICTh Ha OCHOBI y3TI'0JDKEHOTO TTOKa3HHUKA €()eKTUBHOCTI, 200 caMa MeTpuKa e(DeKTUBHOCTI BUMIPIOE
Te, [0 MU Mau HaMip BUMIipsATH. OCKITBKY [T HABYAHHS MOXKYTh OyTH JJOCUTH aOCTPaKTHUMH Ta
CYIEPEUSIMBUMU (HANPUKIAO, Yilb 3MEHUEHHS PIBHs 3104UHHOCMI), OOCAT MMUTaHb BaJiAHOCTI, iIMO-
BipHO, Oyzie 3a MeKaMH MPEeIMETHOI 00JIACTi JJIsl pO3yMIHHS MPOTPaMICTIB 1 craTUCTUKIB. OOHAK,
HaBITh JOCUTH «BY3bKi» MUTaHHS, TaKi K yIEPEKEHICTh BiTOOPY B HABUYATbHUX JaHHUX, MOXKe OyTH
JIeTIIe BUKPUTA eKCIIePTaMH, KOTpi He 3aiiMaroTbess ML 1 siKi MOXKYTh 3HATH, HAIPUKIIAM, K 30upa-
I0ThCA BiAMOBIAHI BitoMocTi. Tak Hanpukiaa — iHdopmalis, IBUALIE 32 Bce, Oyie 3adikcoBaHa mo-
TIEeHChKUMH, SKIIO0 BOHU BBAKATUMYTH i KOPUCHOIO ISl YCHIIIHOTO PO3KPUTTS ab0 3amoliranHs
3II0YHHY.

[TepeBipka cripaBeUTMBOCTI PIIICHHS, IPUIHITOTO HA OCHOBI «JTIOJICHKOT» a00 MAaIIMHHOT MO-
neni, nepeadayae 3anuTaHHs, 4 OyJM 3aljaHOBaHUU pe3yJbTaT 1 3acO0U HOro AOCATHEHHS XOPO-
mmmMu? OmiHKa CHpaBeAIMBOCTI € HOPMATUBHUM 3aBJIaHHAM. Y IIbOMY KOHTEKCTI II€ O3HaJae, 110
MeTa HaBYaHHS, TPOIIEC, KU IMOKpaIlye HaBUYaHHS, 1 3aCO0M JIJIs JIOCSTHEHHS YCIiXy B HaBYAaHHI
BHU3HAUEHI IEMOKPATUYHO JIETITUMHUM NUISIXOM. 3a0€3MeYeHHs] MOKIMBOCTI BIAKPUTUX 1 JEMOKpa-
TUYHUX J1€0aTIB € K BUMOTOI0, TaK 1 YaCTUHOIO BUPIIIEHHS MPOOJIEMH CTIPABEITUBOCTI.

Jlani HaBeeHO HaOlp MUTaHb, SIKI HEEKCIEPTH MOXKYTh MOCTAaBUTH PO3POOHHKAM MOJENEH 3
MalTMHHUM HaBYaHHSM, CIOJIIBAlOYUCh OTPUMATH 3po3yMili Biamosiai. Binmosini y dopmi «mpote
MU BpaxyBaJIH 1€ B Halllii MO/IeJ1» BUMararTh pillIeHb MOJIETIOBaHHS, K1 MOXHa OyJi0 6 BUCTIOBUTH
SIBHO, 1 111 PIIIICHHS TOBUHH1 OYTH 3aCTEPEKEHHSAM ISl BCiX, XTO BUKOPUCTOBYE MOJIENh. [HCTpyMeH-
Tapii NOJUIEHO Ha PO3AUIM 3 MUTAaHHAMM PO JaHi, PO HaBYAHHS Ta MPO aHTULUNALIWHY OLIHKY
pe3ynbTatiB. MeTa iHCTpyMEHTapito — HaJaTh MOXKIIUBICTh €KCIiepTaMm, siki He 3aiiMatoTbest ML, Be-
cTH nebaru 3 ekcrepramu 3 ML.

5. Maui aas naBuanusa MLmopeneit

31m0YMHM yacTinie 3a Bce (IKCYIOThCS MOJIIIEO 1 JHIIE 3apeeCTPOBaHi 3J0YMHU CTAlOTh Ja-
HUMH TIPO 3JI0YMHU. TakuM YHHOM, CTaTUCTHKA 3JIOYMHHOCTI MPOXOAMTH Tporec Bigodopy. Ilepma
CTais mpoliecy — 3aKOHOaByYa; 1ie KOJI TIeBHI ISTHHS KpUMiHai30BaHi. B momagsimomy gaHi HaKo-
MUYYIOTHCA B IPAaBOOXOPOHHUX 1HQOpMAIIIHUX cucTeMax. JlaHl KaTeropu3yrThCs, YaCTKOBO CTPY-
KTypyIOTbCs Ta 3axMIaioThesa. CyCcHiIbCTBO Ma€ JOCTYI JIMINE 0 YaCTHHH B1JIOMOCTEH IMpO 3710-
yiHU. binbla yacTuHa JaHUX € 3aKPUTOIO B CyCHUIbCTBA. 301p JaHUX € Cy0’€KTUBHUM 1 3aJI€XKITh
BiJ Cy0’€eKTa 1110 iX 30upae (cneyugiunozco nioposzoiny). YacTuHa 3JI0YMHIB € JTaTCHTHOIO (IpUXOBa-
HOI0) 1 HE TMOMaa€ B CUCTEMH MOMIIEHCHKOT0 OOMIKY Yepe3 Te, IO JIesAKi 3JI0YMHU HE TOBITOMIIS-
IOTHCS1 200 HE PO3KPUBAIOTHCS TPOMAJICHKICTIO Ta TOJIIIIEIO.
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B takux ymoBax, dopMmyBaHHS AaHUX I HaBYaHHSA Mozenei ML 3ycrpivaeTscst 3 mpooiie-
MaMu:

- pemnpe3eHTAaTUBHICTh BUOIPKH,

- aKTyaJbHICTB;
- HeyINEepeIXEeHICTb JaHUX.

VYrepemKeHiCTh MPaBOOXOPOHHUX MPAKTHK 1HKOJIM MOXKYTh BIUIMBATH Ha JIaH1, CTBOPEHI TOJIi-
uiero. Jocnimkenass Human Rights Data Analysis Group HaBoauTth noka3oswuii npukian [13]. oc-
JKEHHS 3MOJIETIOBAJIO MPOTHO3M IPABOOXOPOHHOI MAiSNIBHOCTI 3 BUKOPHUCTAHHSM AallTOPUTMY
ML«PredPol» [14] Ha 0OCHOBI IPaBOOXOPOHHUX JTAaHUX MI0A0 OOPOTHOM 3 HapKOTHKamMH B OKIIEH ],
KamidopHisi, a mOTIM MOPIBHSIIO TPOTHO3H 3 MOJICTISIMU BJ)KUBaHHSI HAPKOTHKIB, OI[IHCHIMH Ha OCHOBI
JAaHUX HaI[lOHAJbHOI'O OMHUTYBAHHS MPO BXKMBAHHSA HAPKOTHUKIB 1 310poB’s. Byno BusBieHo, 10 3a
pe3yabTataMu poOoTH aroputMy « PredPoly «TeMHONIKIpi 11011 appUKaHCHKOTO MOXOHKEHHS OY-
IyTh 00’ €KTOM MOMIIlii 10 60pOTHO1 3 HAPKOTHKAMH MPUOJIM3HO BJABIYI YACTIIIE», HE3BAKAIOYM HA
OLIIHKH, SIKi TIOKa3yIOTh MPUOJIM3HO OJHAKOBI piBHI BkMBaHHS HapkoTuKiB [13]. Jltoau 3 HU3BKUM
piBHEM J0X0/y Ta HE OUTOMIKIPi, OKPIM TEMHOMIKIPHUX JIOJei adpUKAHCHKOTO MOXOIKEHHS, TAKOX
OyIyTh HEPOMOPIIHHOKO MIIIEHHIO, TOOTO HAMIPHOFO IT1TFO TTOJIIII.

Le#t mpukian ynepeaKeHOCTi MOKa3ye, SIK BXiHI AaHi, SKi BUKOPUCTOBYIOThCS AJIs1 HABYaHHS
MAIIHH 1 JIFOJICH, MOXKYTh IIPU3BECTH JI0 HEMIMCHUX MOJIENICH 1 HECIIPABEIIIMBOI MPAKTUKH. Y I[bOMY
BUMA/IKY HEIHCHOI0 MOJIEIUTIO 200 TIEPEeKOHAHHSM € Te, [0 HAIUIFOBAHHS Ha KUTIIOBI pailoHU TeM-
HOILIKIPUX JIIOAEH € PO3YMHUM CIIOCOOOM MOBEIIHKH MOMIIli, He3BaXKal0uu Ha Te, 10 MOJAEII BXHU-
BaHHS HAPKOTHKIB CBITYaTh PO TE, IO B )KUTIOBHUX PaliOHaX TEMHOIIKIPHUX JIFOJICH HE TOBUHHO Oy TH
BUIIMX BUIAJKIB B)KMBAaHHS HApPKOTHKIB. Pe3ynpTaToM € HeclipaBeauBa MpaBOOXOPOHHA MPAKTHKA,
3TiAHO 3 KO0 TEMHOIMIKIPI TPOMAJSIHU Ta PaioOHM MiAAI0THCS OUTBIIOMY HAIJISAY, HIX OLTOIIKIpi
IpOMaJIIHHA, HE3BA)KAIOUM HA BIACYTHICTH 00 ’€KTUBHOI OCHOBM B PAaCOBHX MOJENAX 3JIOYHHIB,
OB’ SI3aHUX 13 HAPKOTHKAMH.

Takum ynHOM, HeekcnepTd 3 ML, MOBUHHI 33aTU HACTYIHI MUTAHHS CTOCOBHO JaHUX, IO
TJIAHYETHCSl BUKOPUCTOBYBATH 11 HaBYaHHsS Moaeni ML:

brok A:

- sKi BXiJH1 1aHi BUKOPUCTOBYIOTHCS?
- sKuif HaOlp BUKOPUCTOBYBABCS JJIs1 HABYaHHS Mozelni?
- KW HaOlp BUKOPUCTOBYETHCS JIJIsl TECTYBaHHS MPOTYKTUBHOCTI?
- KOJH, KUM, 5K 1 fie Oynu 3i0pani qaHi?
biok b:
- YW € IMCHOBaH1 03HAKH (3MiHH1)?
- SKIIO TaK, TO SIK1 BOHHM 1 K1 HaWO1IbIIIe BIUIMBAIOTH HA PE3YJIbTaTH?
- 4Kl omepallii 3 HUMH B1I0yBaIOTHCS Ta SIK BUMIPIOIOTHCS PE3yIbTaTH?

biok B:

- - Y¥ OXOIUTIOIOTH BXIJHI JIaH1 QYHKIUII (npsmo uu onocepedkoarno), o He BUKOPUCTO-
BYIOTBCS JUIsS IPUUHATTS pitnenHs? Hanpuknan, uu nos’s3aHi Oyab-gKi BXiJHI XapakTe-
PUCTHKH 31 CTATTIO TAKUM YHHOM, 1[0 MOJIEbHI PIllICHHS BIAPI3HAIOTHCSA, SIKIIIO BH YOJIO-
BIK UM KiHKa?

biok I':

- 4YM JIaHl1 penpe3eHTaTUBHI, SIK BIUIMBAIOTh Ha pe3ysbTaT podotu Mmoneni? Hampuknan, yu
OyJia MOJIeTb TIepeBIpeHa B yMOBAX, Jie BOHA 3aCTOCOBaHA?

- K1 HAMOUTBII OYEBUAHI BIIMIHHOCTI MI>)K YMOBaMHU HaBYaHHS Ta IIOTOYHOIO pOOOTOIO MO-
nemni?

- YM NOTP1OHO BHOCUTH SIKICh KOPEKTHBH ISl OKPEMUX IPYI IaHUX YU PE3yIbTaTiB?

Bok I
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- sk 30uparoThes qaHi? Hampukiman, uu ix 30upanu 3 HamipoM BUKOPUCTOBYBATH TSl TAKUX
pimeHs?

- YH 3HAEMO MH PO OYy/Ib-SKi YIIepeKEHHS BiIOOPY (abo uepes 3a0ym, abo uepe3 npax-
muyuHi npobremu) o0 300py JaHUX?

- XTO0 30upae gaHi?

6 Merta napuanuda. [loctanoBka NUTAaHL

Bynb-sike HaBuaHHs Mae MeTy. Y Moaemsix ML mim MoxxyTh OyTu OUThIl a00 MEHII SBHUMHU.
HesanexHo BiJ TOro, 44 € HaBYaHHS 3 BUUTENIEM, a00 Hi, MOXKHA M JOLUIBHO 3aIIMTATH, SIKOIO € Io-
JIOBHA M€Ta HaBYaHHS Ta SKe KOHKPETHE MPAaBHUJIO YW BHUMIPIOBAHHS BUKOPHCTOBYETHCS SIK €TaOH
U1 BA3HAUYEHHS TOT0, Y1 HAaBYAETHCS MOJIEIb.

Mogpeni ML ontumi3yroTbes BiIIIOBITHO A0 KOHKPETHHX IIiJIeii HABYaHHS, sIKi HEOOXiTHO pea-
mizyBatu Ta BuMipsta [15]. Ockinbku €Ki TUIIH pe3yJIbTaTiB JETIIe BUMIPATH, HIXK 1HII, MOJEIISIM
ML BnacTuBa ynepemKeHICTh 00 BHOOPY HaBYAIBHUX LIJICH, SIKI Hajerime BUMIpsATH. Pe3yib-
TaTH, K1 BKe OyJIM BUMIPSIHI, HAIPUKIIA, MICIIe apelliTy, CTAlOTh MPUBAOIUBIIINMHE, HIXK HEBUMIPSHI
pe3ybTaTH, TaKi K peakilis TPOMaIsiH Ha TaKTUKY nodinii. Konm BnacTuBa yrnepemkeHicTh mepeHo-
CHUTBCS 3 MAIIMHHUX MoJIeNieil Ha (JaKTUYHE IPUNHHATTS PillleHb, HACTIIKA MOXYTh OyTH pi3HOMaHi-
THHMH, K 1okasye gociimkenns HRDAG [13].

Konu HaByanpHa 1iJib € cripHO0 200 peati3yroThes JaleKo Bij 11eabHOT MOJIENi, TO IIPOTHO3H
Takux mMozenei ML ciin 3actocoByBaTH 3 o0epexxHicTio. Han3puyaiiHuil npukiax MoXKHa 3HAUTH Yy
By ta Uxana [16], siki cTBEpIKYIOTH, IO IXHS MOJIe)Ib ML MOKe aBTOMaTHYHO i/IeHTHU(IKYBaTH 3JI0-
YHMHLIB JIMIIE 32 XapaKTePUCTUKAMU O0JINYYS Ta «EMITIPUYHO BCTAHOBUTH JJOCTOBIPHICTh aBTOMATH-
30BaHOTO BUCHOBKY ITPO 3JIOYMHHICTB 32 OOJTMYYSIM, HE3BAXKAKOYH HA ICTOPUYHI CYNIEPEYKH HABKOJIO
i€l il gocmikeHHs». TyT Moaens He Bimokpemitoe 3mounHliB Big HE 3mounHIiB, a ckopirie
dororpadii 3acyKeHHX 1 Mi103pIoBaHuX i3 cepii poTorpadiit TOKyMEHTIB, OTPUMAHUX 3 Mepexi [H-
TepHeT. CaMi aBTOPH MOTO/IKYIOTHCS 3 KpUTHUKAMHU, K1 CTBEP/IXKYIOTh, III0 PI3HUILIS B COLI1aIbHO-EKO-
HOMIYHOMY CTaTyci B JBOX HA0Opax MOXKe MOSICHUTH, YOMY MOJIITi BAAETHCS PO3LITHTH HabopH [16].
B npoMy Bunaziky MeTa 111010 pO3Mi3HaBaHHS 3JI0YMHIIIB 32 00JUYUSM € XHUOHOIO 3 TOUKH 30pY €KC-
NepTiB B 00J1aCTI KpUMIHATICTUKH, 1 CKOPII Bi10OpaXkye po3mo/il HeOIaromnoryyHoi YaCTUHH Hace-
JIEHHS Ta, BIMOBIAHO, OJaronoayyHoi.

[cHYIOTB 1Ba OYEBHIHHUX «3aHETIOKOEHHS TPH PO3TIISAI BUKOpUCTaHHS Mozeni ML y mpore-
cax NPUMHSTTA PIIIECHb:
- i peajli3oBaHa LUIb 3aKiazeHa B Moeni ML, Ta 3abe3neueHa e(eKTUBHICTD y MOPIBHSAHHI 3
OLIBII 3arajIbHOO Ta BCEOXOILIIOIOYOI METOK HABUAHHS?
- Y1 HE CTBOPIOE omepaliifHa MeTa HebaxkaHi mooiuHi edexTn?

KpiM Toro, BapTo OKpEeCIUTH I1I€ OJHE 3aHETIOKOEHHSI, KOTPE MOJIsIrae B TOMY, 110 Mojens ML
ONTUMI3y€ Oararo, ajge He BCi aCMEeKTH roIoBHOT HaBuainbHOI mii [17]. TIpu po3po6iti moaeni ML ta
OLIIHIOBAaHHS JaHUX, SIKI BUKOPUCTOBYIOTHCS /ISl HABYAHHS, €Kl acClIeKTH MOXYTh OyTH BTpaueHi.
OO6roBoprorur roIoBHy MeTy npoiecy ML Ta e, skuMu MaroTh OyTH OCHOBHI 11111 HABUAHHS, MOKHA
BH3HAYUTH €JIEMEHTH, CTOCOBHO SIKMX MOiesb ML He onTUMI3y€eThes, 1 BAKUTH BiAMOBITHUX 3aXO0/1B.
Komu monens ML onTumizye nuiiie f1eski 3 BCTAHOBICHUX I[iJ1eH, HEOO0XiTHO OYTH 00epeKHIUMH CTO-
COBHO TOT0, 11100 Mozenb ML BupitryBana il 6e3nocepentbo [18].

Takum yuHOM, HeekcriepTH 3 ML, MOBUHHI 3a7aTH HACTYITHI MATAHHS CTOCOBHO METH HaB-
vagus moaeni ML:

- sKa OCHOBHA MeTa HaB4aHHsA? Hampukian, 4oro 6 CyCHiabCTBO, XOTUIH JOCATTH, IPUiiMa-
04 LI pilieHHs?
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- sIKi KOHKPETHI MpaBHjia Ta METPHUKU BHKOPHCTOBYIOTHCS SIK €TAJIOHHI Ui BU3HAYCHHS
TOTO, Y¥ HaBYAE€ThCS Moieh? Hanmpukiaz, mo take 3anexHa(i) 3MiHHa(1)?

- sIKe MPaBUJIO MOIIOHOCTI BUKOPUCTOBYETHCS?

- sIKi MapaMeTpy HaBYaHHS MAIOTh OLIBIIY Bary Ha poOOTY MoJeN HIXK 1HIIT?

- SIK 1€ TIPABHJIO PEai3y€e€ThCS Ta BUMIPIOETHCS?

- Y € 3r0jia I0/I0 METH HaBYaHHS?

- YM € KOHKPETHA I[iJIb HaBUYaHHSI IOBHUM OIMCOM TOT0, 4oro ML Mae mocsartu?

- ONTHUMI3aIlig Al a00 MPUIHATTS PillIeHb 100 i€l HAaBYAJIBHOI 11Tl BIIHIME 3yCHJIb a00
3HOBY JIONTIOMO>KE TI0YaTH aKTHBHO TpAIfOBaTH?

7. AHTHIMNANIHHA OWiHKA Pe3y/bTaTiB, IOCTAHOBKA NUTAHb

Harmmi Mozeni, MalmHHI YU pO3yMOBi, BIUTMBAIOTh HA CBIT, KOJM MU BUKOPHUCTOBYEMO iX IS
MPUAHATTS PillIEHb. Y TOJMINEUCHKIN TIsIILHOCTI TOJIOBHE, 3BUUAliHO, 3pOOUTH TTEBHUI BILJIMB Ha CO-
miym. [IporHo3HM# aHaNi3 MpU3HAYEHHHA JJISI POAKTUBHOL JisUTBHOCTI, «I100 BU3HAYUTH WMOBIpHI
LT 1711 BTpYYaHHS noinii». Pimenns, aii, aHami3u, mojiiTHKa, a TaKOXX TEPUTOPIaAIbHUHN Ta 1CTOpHU-
YHHUI KOHTEKCTH CIPUSIOTh (POPMYBAHHIO CYYaCHUX KOHIICIIIIIN Y MTPAKTHUII IPABOOXOPOHHOI JisUTb-
HocTi. Ha BigmiHy Bif, ckaximo, (pi3uku, MominelchKi pillleHHs BIUTUBAIOTh HA COLIaIbHI CUCTEMH.
M#u BUKOPHCTOBYEMO aHTUIIUIAMIMHUH IMiIX1/1, 00 MO3HAYUTH 1€ PO3YyMiHHSI.

OcHOBHa CyTb LIbOTO MiJIXOy MOJSTAa€ B TOMY, 0 €KCIEPTH B MOJIIEHCHKIN MiSIBHOCTI, K1
MAaloTh BEJIMYE3HUMN TOCBIJ B MTUTAHHSIX OpraHizaiii mporeciB GyHKI[IOHYBaHHS IPAaBOOXOPOHHOT CH-
CTEMH Ta PE3YJIbTATIB 1i pOOOTH, CHICIIAIbHAN TOCBIM (C1i0Yi, onepamusHi pooimHuKu, KpUMIHAI-
cmu ma inwi cneyianicmu), MalOTh TaK OM MOBUTH KOJIEKTUBHUU pO3yM, 110 cOPMOBaHUI 5K pe-
3yJIbTAaT CyMapu3allii HaBYaHHS Ta JIOCBiTY, KOXKHOTO MO3KY CIIEIlialicTa Ha JaHWX, SKHMH BiH OITe-
pye Ha mpoTs3i npodeciitHoi aisibHOCTI. TOOTO MpH MOCTaHOBII 3a/1a4i AJIi MAITMHHOTO HaBYaHHS,
BOHH 3a3J1aJIET1/1b Iepe0adaroTh pe3ysibTaT B paMKax X KOMITETEHIII].

Bupas3 «xonexmusHnuti po3ym» 8UKOpUCMOBYEMbCA 8HCe KLNbKA 0eCamuilims, aie cmas 6a-
HCIUBUM [ NONYAAPHUM 13 NPUXOOOM HOBUX KOMYHIKAYIUHUX MeXHOoN02iU. Bin moowce 6u-
KAuKamu acoyiayii' 3 2pynoseoio cgioomicmio abo HAONpUpOOHUMU ABUWAMU, d]le MeXHi-

YHO OpIEHMOBAHI NIOOU 3A36UYALl PO3YMIIOMb NIO YUM OMPUMAHHA HOB020 3HAHMS 3
00 ’eoHanux yno0obans, nogediHKU ma yseienb NesHoi epynu ooell.

36uyaiino, KoaekmueHull po3ym 08 Moxcausum i 0o nosasu Ilnmepunemy. /na moeo, uwjoo
30upamu 0awi 8i0 po3pizHeHux epyn nooetl, 06 €Onysamu ix ma ananizyeamu, Bceceimmus
nagymuHa 306Cim He nompiona. /{o nHausadciusiuiux Gopm nodibHUX 00Cai0NCeHb 8X0-
0amb coyiono2iuni onumysanna ma nepenucu. Ompumanns 6i0nogioeul 8i0 8eIUKOI Kilb-
Kocmi 100eti 00360JI51€ pOOUMU NPO 2PYNY MAaKi CMAMUCMUYHi UCHOBKU, AKI HA OCHOBI
HOOOUHOKUX OAHUX 3p0oumu Hemoxcaugo. Ilopoosicents HOBUX 3HAHb BUX00AYU 3 OAHUX,
OMPUMAHUX BIO HE3ANEHCHUX PeCNOHOeHMIB8, —ye I € cymb KolekmusHo2o po3ymy[19].

Pi3HUIS MIX NPUPOAHOI0 HEWPOHHOIO MEPEXKEI0 JIIOAMHU Ta IITYYHOK MAalIMHH MOJSArae B
TOMY, 1110 JIFOJAMHA BUUTHCS JOBI'MI MPOMIXKOK Yacy Ha 0OMeXeHnX Habopax JaHuX, a MallliHa KOpo-
TKUHM 4ac Ha BEJIUKHUX. AJie JIIOMHA Ma€ OLIbIN SKICHUN HaOIp TaHWUX, TOMY IO MOCTIMHO OTPUMYE
3BOPOTHMI 3B 30K Ha MPOTs31 BChOI0 Yacy HaBYaHHSA 3 IHIIMMHU crienianicraMi. MO30K JII0IMHU He
3MaTHUA 0OPOOIISITH 3aHAITO BEJIMKI OOCSITH TJAHWX, a MAIllMHA 3/I1aTHA, aJie aITOPUTM 0OPOOKH € aj-
TOPUTMOM POOOTH JIFOACEKOr0 MO3Ky. CrieniaiicTu 3 MpaBOOXOPOHHOT IisSUIbHOCTI, MOXKYTh OL[IHUTH
pe3yabTaTi poOOTH MOJIeJi MAIIMHHOTO HABYAHHSI B IPABOOXOPOHHUX 33/1a4aX HAa OCHOBI CBOTO J10C-
BiJly, IO HE MOXYTb 3pOOUTH CHEIIaNICTH 3 MAIIMHHOTO HAaBYAHHS.

AHTHUIMNAIIAHUNA TiAX11 TOTOMOXKe BUPIIIUTH TPU TOJIOBHUX 3aHEMNOKOEHHS I1I0JI0 3aCTOCY-
BaHHA ML 17151 npuiiHATTS pillieHb:

13



ISSN 2519-2310 Computer Science &Cyber Security, Issue 2(24) 2023

- IO-TIepIiie, OIIHUTH JIaHi 10 3aCTOCOBYIOTHCS 3a iX MOBHOTOIO, PEMPE3CHTATUBHICTIO, aK-
TYaJbHICTIO Ta BiJIMOBIIHOCTI OCTAHOBLI 3a/1a4i;

- [O-IIpyre, OIIHWUTH HaBYalbHI MIAOJOHM, Ta MIA0JOHW OTPUMAaHI B pe3ysibTaTi poOOTH
1010 HASIBHOCTI MTPUYMHHO-HACIIIKOBHUX 3aB’SI3KIB;

- IO-TpETE, OI[IHUTH UM HE CylepeyaTh OTPUMaHi Pe3yIbTaTH POOOTH aJITOPUTMIB MaIlIWH-
HOT'O HABYAaHHS ICTOPUYHINA MPAKTHULI.

Heekcrieptu B ML ane B ekcniepTy B MOJIIEHCHKIN MisITHOCTI, IIOBUHHI OTPUMATH BiAMOBIII
Ha MMUTaHHS:

- YM MOXE pillIeHHS MAIIMHH, BIUIMHYTH HA MI3HINI JaHi HaBYaHHs?

- YW MOJIeJIb MAIIUHU TPEJCTABIISAE MTPUUYUNHHO-HACTIIKOBUH 3B’S30K, UM II€ MMparMaTUIHe
pimeHHs?

- YW MOJCJIb CIIMUPAETHCS HA KOPEJsALii, sIKi, HMOBIPHO, JIUIIE TMOKPAIIYIOTh €(PEKTUBHICTh
4yepe3 iICTOpUYHY MPAKTUKY?

- YM pe3yJibTaTH HE CyNepevarh iICTOPUYHIN MpaKTULLi?

8. BucHOBKH

1. OckinbKM MONIIEHCHKI JemapTaMEeHTH MParHyTh OJHOYACHO 3amO0IrTH, SIK 3arOIisHHIO
IIKOJIY, TaK 1 OIAJJIMBO BUTPAYaTH PECYPCH, TO BOHH BCE YACTIlIE BIIPOBAKYIOTh IPOAKTUBHY IO-
miTuky 1 Mmetoau. OJlHaK BUKOPUCTAHHS 1HCTPYMEHTIB MPOTHO3YBaHHS BUMAarae peTeabHOro po3r-
JSTy 1 CHIUTBHOT €KCIIePTHU3H, K eKcrepTramu B ML, Tak 1 ekcriepramMu 3 MPaBOOXOPOHHOT AisITBHOCTI,
1o He € ekcriepTamu 3 ML. Tinbku cymicHa po6oTa, CTOCOBHO JaHUX, IiJIeH 1 KOHCTPYKTUBHOI MO-
nelni BUKopucTanas ML, BiJl moyaTKy 1mojadi JaHUX JI0 €Tay JOCSATHEHHS IUICH, TaCTh MOXJIHBICTh
MPABWJIBHO OLIIHUTH PE3yJbTaTH pOOOTH, BUKOPHCTOBYBATH PE3YyJbTaTH B MPUIHATTI pillleHb Ta
CTBOPIOBATH KOPEKTHY IHII[IaTHBY, MO0 HOPMATUBHOTO BPETYJIIOBAaHHS BHKOPHCTAHHS MOJENeH
ML B nomineicbkiit aisnmpHOCTI. [TuTanHs npo MeTy BUKOpUCTaHHS TexHosorii ML y mpaBooxopoH-
HIH ISTBHOCTI €, SIK MOPAJTbHUMH, TaK 1 MOJITUYHUMH.

2. 'osioBHa MeTa MOJISrae B TOMY, 100 PO3LMIMPUTH MOXKIMBOCTI HETEXHIUHMX €KCIEPTIB 1 3a-
L[IKaBJICHUX CTOPIH Ta 3a0XOTUTH IXHIO Y4acTh y pOOOTi, 111010 MOKJIMBOCTEH 3acTocyBaHHs ML y
MOJTIIEHCHKIN MISTBHOCTI, a TAKOXK Yy mpolecax po3poOku npodinbroi moaeni ML. Taka yuacts € He
JIMIIE TEXHIYHO i MOPaJIbHO HEOOX1AHOM0, aje i MOXKIIUBOIO.

3.CpopMoBaHO nepestik MUTaHb, K1 JOLUIBHO PO3IIISHYTH M1 4ac MPOBEJIEHHS CyMICHUX 00-
TOBOpEHb 1 BIJIMOBITHUX TEMATUYHUX €KCIIEPTH3, I110]I0 MO>KIIMBOCTEH 3aCTOCYBaHHS TexHoJoriit ML
B MOJTIIEHCHKIN ISITBHOCTI Ta MOB’A3aHUX 13 HEeto cdepax 00pOoTHOU 31 3TOUMHHICTIO. B IbOMy ceHcl
MUTAHHS, [1[0JI0 KOPEKTHOCTI ()OPMYBaHHS BUXIJHHUX JaHUX, METH HAaBUYAHHS Ta TOTO, SIK CaMe BUKO-
PHUCTOBYBaHI MOJIEJBbHI PillIEHHS BIUTMBAIOTH HA MOJANBIII JIaHi, € 3-Ma TOJIOBHUMH BEKTOPAMH MO-
AKIIMBUX JIOCHIJKEHb, SIKI HEEKCIIEPTH MOXYTh MIEPEOCMHCIUTH Ta 3aBYACHO CKOPUTYBATH.
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Abstract. Law enforcement agencies increasingly use predictive and automation technologies where the core technology is often a
machine learning (ML) model. The article considers the problem of accountability and responsibility of law enforcement agencies and
officials connected with using of ML models. The authors point out that accountability is a key element of democratic law enforcement,
but using of the predictive software can create challenges in ensuring that accountability. The article discusses how the application of
ML can lead to obfuscation of responsibility and complicating accountability in «multi-agent structures» that combine humans and
computational tools. Special attention is paid to the opacity of predictive algorithms and automated decision-making systems. It be-
comes a source of misunderstandings and caution regarding their use. The authors raise questions about how effective oversight and
full reporting can be ensured when key components of the decision-making systems remain unknown to the general public, officials,
and even developers of the models. The paper argues that important questions related to ML decision models can be solved without
detailed knowledge of the machine learning algorithms, allowing non-ML law enforcement experts to study them in a form of intelli-
gent control. Non-ML experts can and should review trained ML models. The authors provide a «toolkit» in the form of questions
about three elements of the ML-based decision models that can be qualitatively explored by non-machine learning experts: training
data, training goal, and anticipatory outcome evaluation. This approach expands the capabilities of these experts in the form of an
objective assessment of the use of ML models in law enforcement tasks. This will allow them to evaluate effectiveness of the models
through the prism of their own experience. The basic idea is that even without deep technical knowledge, law enforcement experts can
analyze and review ML models. This approach promotes understanding of the use of machine learning technologies in law enforcement,
expanding the potential of non-ML law enforcement experts.
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Abstract: The paper elucidates the fundamental concepts of blockchain technology and its essential parameters, delving into
the contemporary scalability challenges faced by blockchain networks. It studies existing directions and compares well-known
protocols to propose the solution for the blockchain scalability problem. The main goal of this research is to propose a promising
method to solve the scalability problem in blockchain technology. This proposed solution should be universal and applicable
in different systems. We chose zero-knowledge proof technology as a promising direction for detailed study. We used protocols,
based on this technology, to develop a validation system for a linked chain of blocks. Presented experimental results substantiate
the prospects of this direction for solving the scalability problems of modern blockchain systems. The relevance of the chosen
topic is determined by the mass introduction of blockchain systems in various areas of human life. As it happens to every
network, the volume of information that must be continuously processed increases. This challenge demands to develop solu-
tions to improve systems, making them flexible in working with millions of users. At the same time, it is still important to
maintain the security and confidentiality of the information and keep the decentralized organization of the data exchange pro-
cess in the updated systems. Therefore, in the modern blockchain industry, the predominant challenge revolves around discov-
ering models and methods to overcome the scalability hurdle, facilitating the widespread implementation of blockchain appli-
cations on a full scale.

Keywords: blockchain, blockchain trilemma, blockchain scalability problem, Zero-knowledge proofs, ZK-SNARK, PLONK,
FRI.

1.Introduction

Blockchain is the distributed ledger technology that promises to transform industries with its
immutable, transparent and decentralized mechanism for recording transactions. However, the inher-
ent problem of scalability in blockchain creates a significant barrier preventing its widespread adop-
tion. The main goal of this research is to propose a promising method to solve the scalability problem.
During the research we made an overview of blockchain technology concepts, focusing particularly
on the issue of scalability. We also studied well-known directions, analyzing their advantages and
highlighting the challenges and risks they face to focus on most relevant areas.

A chosen direction for in-depth study is zk-SNARKS. It plays a key role in enhancing privacy
and security in decentralized networks, it increases the integrity of systems while protecting user
identities and transaction details. We developed numerous schemes for constructing proofs of com-
putational integrity, including recursive proof generation and verification processes, using the Rust
programming language and PLONK & FRI protocols within the Plonky2 framework. The work also
presents the results of computational complexity and efficiency of the proposed schemes. Experi-
mental analysis covers scenarios involving stand-alone and aggregated proofs for single and multiple
data blocks. The results highlight the trade-off between the complexity of proof generation and the
speed of verification, emphasizing the potential advantages of recursive proofs.

This comprehensive study aims to contribute valuable information to the current blockchain
scalability discourse, paving the way for more scalable and efficient blockchain systems.

2.0verview on blockchain technology & scalability problem
Blockchain represents a tamper-resistant digital ledger without a central repository and usually
without a central decision-making center, which is implemented by linking information into a
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continuous chain of blocks. Connection between blocks is provided by a cryptographic mechanism
through the calculation of the hash of the previous block.

Such a system has to provide a sufficient level of security and anonymity, i.e. preserve the right
to privacy [1].

In addition to security, it must adhere to decentralization, i.e. not be governed by a single deci-
sion-making center that solves reliability issues, because a centralized structure with a potentially
single point of failure always attracts attackers. Decentralization makes a ground for censorship, es-
tablishes the principles of democratic decision-making, provides freedom of speech and independ-
ence of thought.

Moreover, the demand for the system's services is growing, and it must continuously develop.
The number of users increases and their demands become more complex, but at the same time the
service time should not increase significantly. This is a difficult requirement, because it is not always
possible to provide scalability extensively, i.e. by only increasing the number of computers.

Thus, we have three main requirements: security, decentralization and scalability, which are
formulated in the well-known blockchain trilemma proposed by Vitalik Buterin, the co-founder of
Ethereum, shown in fig. 1 [1].

Decisions made about the blockchain trilemma
have significant implications for blockchain net-
work design and performance. Bitcoin, for example,
prioritizes decentralization and security over scala-
bility, resulting in shorter transaction confirmation
times, which excludes the majority of users. Mod-
ern practice has become the use of Bitcoin as a sav-
ings account rather than an instant payment system.
Ethereum has explored various strategies, including
moving to Ethereum 2.0, to improve scalability
while maintaining some level of decentralization
and security.

In particular, scalability affects two other charac-
teristics, namely that increasing the size of the network potentially centralizes control, as large
amounts of data will attract new users to join. Additionally, increasing block sizes have security im-
plications, as large blocks can slow down the propagation of data across the network, ultimately po-
tentially making it easier for miners to manipulate the blockchain.

Therefore, since scalability can potentially be the root cause of instability of security and de-
centralization, this paper examines exactly this characteristic in its dynamics, evaluates potential
threats to blockchain systems, considers existing approaches to optimize the amount of calculations
in the blockchain network, and proposes an accelerated method of verifying network blocks.

Fig. 1 — Blockchain trilemma

3. Studying existing approaches on solving scalability problem

Solving the blockchain scalability issue is critical to the widespread adoption of blockchain
technology. Various projects offer solutions that facilitate the use of blockchain networks [2].

Layer-2.Layer-2 solutions are techniques that work on top of the main blockchain, allowing
off-chain transactions. They aim to significantly increase transaction throughput and lower transac-
tion costs while maintaining the security and decentralization of the underlying blockchain.

On the other hand, users are responsible for the security of their decisions. Mismanagement can
lead to loss of funds. This additional responsibility increases the complexity of implementation.
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Centralization also may be a concern in the early stages of Layer-2 implementation, as some nodes
or channels may influence more than others.

Off-chain. Off-chain solutions involve conducting transactions and interactions completely out-
side the main blockchain. These transactions take place off-chain, meaning they are not recorded in
the blockchain ledger. Examples of off-grid solutions include payment channels (Lightning Network
for Bitcoin) and state channels (Raiden Network for Ethereum). They enable fast and low-cost trans-
actions between users and can be used for a variety of use cases, including micropayments. However,
they create new security and data availability challenges that must be carefully managed for success-
ful deployment and implementation of these solutions.

Sharding. Sharding is an approach to solving scalability issues in blockchain that involves di-
viding the network into smaller parts called "shards" to process transactions and smart contracts more
efficiently. However, this approach creates issues related to security, configuration of communication
between segments, and data availability.

Changing consensus algorithm. Some blockchains are moving from energy-intensive consen-
sus algorithms such as Proof of Work (PoW) to more efficient and friendly algorithms like Proof of
Stake (PoS) or Delegated Proof of Stake (DPoS). Ethereum 2.0, also known as Eth2 or Serenity, is a
major upgrade to the Ethereum blockchain that aims to move from PoW consensus mechanism to a
PoS. But changing the consensus algorithm can lead to network forks, if there is no consensus among
participants, and may potentially cause confusion and fragmentation of the network.

Zero-Knowledge Proofs. Zero-Knowledge Proofs (ZKP) [3-5] play a crucial role in solving
scalability issues in blockchain technology. ZKP uses advanced cryptographic methods to authenti-
cate transactions without revealing data itself, ensuring secure and tamper-proof transactions. The
implementation of ZKP makes it easier to verify off-chain transactions, reducing the computational
burden on the main blockchain and improving scalability.

ZKP algorithms are of two types: interactive and non-interactive. The first ones work in such a
way that the prover and the verifier participate in a reverse interaction where they exchange a series
of messages. Non-interactive proofs do not require multiple rounds of interaction. A verification de-
vice can generate a single message that can be verified by a verifier.

ZK-SNARK. ZK-SNARK (Zero-Knowledge Succinct Non-Interactive Argument of Knowledge)
[6]. This is a non-interactive ZKP that allows efficient verification of calculations without revealing
the details of the calculations.

To sum up, ZK-SNARK advantages such as privacy, scalability and security make it a promising
direction for improving blockchain technology. They offer robust compact proofs and scalability im-
provements.

Ongoing research and development in this field improves the existing implementation of zero-
knowledge proof technology for wider adoption.

4. Overview on ZK-SNARK

Let's delve into the three technical concepts that underlie all cryptographic proofs: arithmetiza-
tion, low-degreeness, and cryptographic assumptions.

Arithmetization. In the field of cryptographic proofs, arithmetization involves the transfor-
mation of mathematical problems and operations into arithmetic operations performed within finite
fields. Essentially, it involves expressing any given statement as an algebraic equation, usually in
polynomial form [7].

The choice of arithmetic approach depends on the specific requirements of the cryptographic
scheme, including considerations of security, efficiency, and the nature of the problem being solved.
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Low-degreeness. Applying low degree polynomials is the process of ensuring that polynomials
(algebraic equations created during arithmetization) have a degree lower than a specified threshold
value. The degree of a polynomial corresponds to the highest degree of the term in this polynomial.

Polynomials of low degree also provide computational efficiency, particularly accelerated ver-
ification. This is especially important in blockchain where speed and resource efficiency are critical.

Polynomial commitment scheme (PCS).PCS is a cryptographic protocol designed to efficiently
compute polynomials. In this scheme, the prover, one of the involved parties, has the ability to commit
a polynomial without revealing its full details. Subsequently, the verifier, the other party, has the
opportunity to confirm the properties of the fixed polynomial without gaining access to its full infor-
mation [8].

Different proof systems use different PCS to generate and verify proofs, the most famous are
FRI and KZG.

FRI (Fast Reed-Solomon Interactive Oracle Proof) is a cryptographic protocol designed to ef-
ficiently fix and verify large polynomials.

In the commitment step, the prover generates the high-degree polynomial commitment using a
recursive process in which the original polynomial is broken down into lower-degree components.
Then the prover calculates the commitment to each lower-level component, and the process is re-
peated recursively to the base element.

FRI achieves succinctness by using recursive composition of low-degree polynomial expan-
sions, resulting in a commitment much smaller in size than the commitment of the original high-
degree polynomial. This size reduction is critical to the performance of ZK-SNARK, where succinct-
ness is a key requirement [9].

KZG polynomial commitment scheme (named after its original inventors Keith, Zaverukh, and
Goldfeder) is a cryptographic protocol that allows efficient polynomial commitment [10].

KZG allows the prover to fix a polynomial using homomaorphic properties, which allows effi-
cient computation of fixed polynomials without revealing them.

Cryptographic assumptions. Cryptographic assumptions are mathematical assumptions or hy-
potheses that form the basis of the security of cryptographic primitives. These assumptions include
the complexity of certain mathematical problems.

Zero-knowledge proofs rely on cryptographic assumptions to ensure the security and reliability
of the proof system. ZK-SNARK assumes the complexity of certain problem: knowledge of an expo-
nent (Groth16), algebraic group model (PLONK, MARLIN), elliptic curve cryptography (Bullet-
proofs, Halo), resistance to hash collisions (STARK, Aurora, etc.). If these problems are computa-
tionally difficult to solve, ZKP remains secure.

PLONK. PLONK (Permutations over Lagrange-bases for Ecumenical Noninteractive argu-
ments of Knowledge) is a zero-knowledge proof system that made a significant contributions to the
ZK-SNARK field. PLONK uses SRS (Structured Reference String) and permutation techniques to
increase the computational efficiency of the prover, which simplifies its operation. This approach
provides increased flexibility and eliminates the need for trusted configuration.

PLONK is a permutation-based constraint system that offers advantages in certain use cases.
On the other hand, PLONK may have a larger proof size compared to MARLINorGroth16, but this is
often compensated by the increased efficiency and performance of the protocol in certain scenar-
ios [11].

Additionally, there is an improved version of PLONK called Turbo PLONK that is positioned
as a universal SNARK, which implies versatility and applicability in different scenarios.

In our opinion, this protocol deserves special attention and study, as it is promising due to its
increased efficiency, reliability and applicability in various use cases.
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5. Development of the block chain verification scheme using ZK-SNARK

This section presents a developed scheme for recursively proving the computational integrity
of a chain of linked blocks.

The scheme uses a linked list built through a cryptographic connection. For each block, we
generate a proof of the computational integrity of hash and digital signature to prevent data substitu-
tion. A chain of proofs is created by aggregating the previous block with the current one. As a result,
we can verify that the block hash and signature have been calculated correctly, and the chain of proofs
for previous blocks have been verified, i.e. are valid.

For the test case, consider a simplified version where each block contains the following data:

e Unique block number: Nonce;;
e Hash of previous block: hj.;
e Digital signature: EDS(h;).
For simplification we take Nonce; = i. The result of the n-th hashing is as follows:

hn = H(hn—l

) = H(H(h,_, [n=1)||n) = ... = HH(H(...H(HO)|1)...|n = 2)|n = 1) |n) (1)

Additionally, each hash is encrypted with a secret key sk, i.e. we form a signature EDS(hi, sk).
The public key pk is used to verify the signature, i.e. we decrypt EDS; and check the equality h;
= D(EDS;, pk).

EDS, EDS,

h, = H(h|2) h_ =H(h_,|n-1) h, =H(h,_|n)
e -7 i

Nonce, =0 Nonce, =1 Nonce, =2 Nonce, =n

Fig. 2 — A simplified scheme of the linked list with digital signature

To implement a recursive proof of ClI of a chain, it is necessary to consistently implement the
following tasks:

1) Implement a hash chain ho = H(0), hi = H(hi-1|[2), i = 1,...n;

2) For each hash ho, ... /n:

a) Create a circuit CHi(xHi, wH;) of the hash algorithm H, where the public input xH; =
hiis the result of hashing, the witness wHiis the hash preimage: wHo = 0, wHi = hi.||i,i
=1,..nm,

b) Form public settings (SHpi, SHvi) = S(CHi(xHi, wH;)), where SHp; are public prover
settings, SH.i are public verifier settings;

c) Form a proof CI for hashing zHi = P(SHpi, XHi, wH;);

d) Implement verification algorithm V(SH.i, xHi, zH;) takes values {0, 1} (accept or re-
ject);

e) Proof verification, i.e. to make sure that V(SHvi, xHi, zH;) = accept.
3) For each signature EDS; = E(h;, sk), i = 0,...n:
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a)

b)

c)
d)

€)

Create a circuit CDj (xDi, wDi) of proof verification hi = D(EDS;, pk), where the public
input xDi = hj is the result of hashing, the witness wDi= (EDS;, pk) are the signature
and the public key;

Form public settings (SDpi, SDvi) = S(CDi(xDi, wD;)), where SDy; are public prover
settings, SD.i are public verifier settings;

Form a proof CI for signature verification zDi = P(SDyi, XDi, wD;);

Implement proof verification algorithm V(SD.i, xDi, zDi) takes values {0, 1} (accept
or reject);

Proof verification, i.e. to make sure that V(SD.i, xDi, #Di) = accept.

4) For every triple of proofs /fi1 = P(Spi-1, Xi-1, Wi1), #Hi = P(SHpi, xHi, wH;) and zD; =
P(SDyi, xDi, wDj), i = 1,...n:

a)

Create a circuit Ci(Xi, Wi) verification algorithm V, where:

Xi = (V(Svi-1, Xi-1, 1)), V(SHvi, xHi, 7H;), V(SDui, XDi, zDy), forall i = 1,...n.

W1 = (7o, ho, 71, h1, EDSy, pk), W1 = (IT-1, Xi1, 7, hi, EDS;, pk), forall i = 2,...n.
Form public settings (Spi, Svi) = S(C(Xi, Wi)), where Spi are public prover settings, Svi
are public verifier settings;

Form a proof of CI J7i = P(Spi, Xi, Wi);

Implement proof verification algorithm V(Svi, Xi, /7i) takes values {0, 1} (accept or re-
ject);

Proof verification, i.e. to make sure thatV(Svi, Xi, /i) = accept.

Thus, each proof [fi = P(Spi, Xi, Wi), i = 1,...n is the aggregation of three other proofs:
1) Proof CI of previous chain of linked hashes /7.1 = P(Spi-1, Xi-1, Wi-1);
2) Proof ClI of current hashzHi = P(SHpi, xHi, wH;);
3) Proof ClI of current signature verificationzD;i = P(SDyi, XxDi, wD;).

Proof [Jo = P(Spo, Xo, Wo) is the aggregation of two proofs:
1) Proof CI of current hashzHo = P(SHpo, XHo, WHo);
2) Proof ClI of current signature verificationzDo = P(SDpo, XDo, WDo).

The scheme of forming a chain of recursive proofs of computational integrity with verification
of the correctness of electronic digital signatures is shown in the figure below (fig.3).

Condition fulfillment V(Svi, Xi, /7)) = accept for all i = /,...n means that the proof verification
I7i-1 = P(Spi-1, Xi-1, Wi-1), 7Hi = P(SHyi, XHi, wHi)andzDi = P(SDyi, XDi, wD;) were calculated correctly.
If V(Svi-1, Xi-1, [fi-1) = accept, V(SHui, xHi, #H;) = accept and V(SD.i, XDi, zDi) = accept, it means

that:

1. There is a proof of Cl of previous chain, i.e. the verification V(Svi, Xi-2, [fi2) =
accept is computed correctly;

2. There is a proof of CI of current hash, i.e. the value h; = H(hi.1||i) is computed
correctly;

3. There is a proof of CI of current signature, i.e. verification hi = D(EDS;, pk) is com-
puted correctly.
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Fig. 3 — Scheme of forming a chain of proofs of Cl with digital signature verification

6. Implementation & testing results of the block chain verification system

The implementation is based on the Plonky2 framework [12], a widely recognized tool in the
blockchain space developed by Polygon Zero [13]. It is known for its versatility and efficiency, mak-
ing it an ideal choice for projects that require a high level of security and computational integrity.

Plonky2 implements the PLONK protocol combined with Turbo PLONK arithmetization, that
optimizes the efficiency and performance of the verification process. As a commitment scheme,
Plonky2 uses FRI, which increases the security and verifiability of the proof system by providing a
reliable mechanism for verifying the computational integrity on the blockchain.

We chose the SHA-256 and the ED25519 protocols for the blockchain test network. SHA-256
is a cryptographic hash function, which is widely used in blockchain technology and other security
applications. SHA-256 is designed to take input data (or messages) of any length and produce fixed-
size output data, 256 bits long. It is a one-way function, meaning it is computationally infeasible to
reverse the process and retrieve the output from its hash.

ED25519 is an elliptic curve digital signature algorithm based on EdDSA (Edwards Curve Dig-
ital Signature Algorithm). ED25519 is designed for high security and performance using the Edwards
Curve25519. The public keys generated are 256 bits long, which provides a good balance between
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security and computational efficiency. The signatures generated are 512 bits long, providing a secure
means of authentication. ED25519 uses the SHA-512 cryptographic hash function to process mes-
sages and create digital signatures. The hash function contributes to the security of the algorithm by
producing a fixed-size output.

So, the two key components of the linked block chain proof scheme are the SHA-256-based
hash validation scheme and the ED25519 signature scheme. In addition, we also need the SHA-512
scheme.

This implementation was tested on a chain of five blocks to analyze time costs and the size of
final proof (results in the table below). Testing was performed on a 1,900 GHz AMD Ryzen 7 5800U
computer (16).

Table 1 — Time and measurement results for a chain of proofs

No Time_: to _build Time to make a Proof size, Verification,
a circuit, s proof, s bytes S

0 34,0128646 74,3645 146348 0,0549

1 33,7251775 98,1495 146348 0,061

2 31,6582847 107,0492 146348 0,1398

3 32,4201871 103,3622 146348 0,0922

4 34,285282 72,3417 146348 0,1147

The graph below shows the results of calculating the time for native verification (or recalcu-
lating all hashes), verifying the proofs generated for each block, and recursive proof.
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Fig. 4 — Computational complexity of native verification, proof verification,
recursive proof verification

We see that even a proof for block significantly reduces the cost of verification. Recursion
combines all these proofs into one. Verification is very fast, which, in fact, solves the main scalability
problem.
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To be more precise, we note that system errors may have occurred in the computing processes.
System errors during calculation processes can arise from various sources, which leads to inaccura-
cies in the results. In addition, there are rounding errors because numbers with an infinite number of
decimal places approach a finite representation [14].

Regardless, the experiment demonstrates that zero-knowledge proofs are a strong solution to
scalability and privacy issues. This is especially important in large distributed computing projects.
An introduced proof system can replace native verification. This significantly speeds up verification
and makes the system easier to operate. The given time and measurement estimates show the pro-
spects of this direction. In our opinion, it is necessary to continue researching this technology and
implement blockchain verification systems based on it.

3.Conclusions

1. Modern blockchain systems face the challenge of scalability, which refers to increasing the
capacity of the blockchain network to handle growing numbers of transactions. The scalability issue
arises from the inherent trade-offs between decentralization, security, and scalability, known as the
«blockchain trilemmay.

2. ZKP plays a key role in enhancing privacy and security in decentralized networks. It increases
the integrity of systems while protecting user identities and transaction details. In addition, ZKP sim-
plifies the adaptation process on decentralized platforms. Users can quickly and efficiently establish
their digital identity without the cumbersome task of providing large amounts of personal data. ZKP
adheres to the principle of data minimization. By disclosing only what is essential for verification, it
significantly reduces the amount of data in the network. This reduction is a key factor in enhancing
security, as less information is exposed to potential attacks.

3. During the study, authors of the work analyzed all existing approaches that solve scalability
problem. In our opinion, it is necessary to draw attention to the PLONK protocol and the FRI com-
mitment scheme.

4. PLONK and FRI are used in Layer-2 solutions. The load on the main blockchain is reduced,
by offloading transaction processing to the second layer, which solves scalability issues. PLONK and
FRI have been implemented in various blockchain projects, demonstrating their versatility and effec-
tiveness in increasing scalability.

5. During the research, authors of the paper developed a scheme for proving the validity of the
block chain. Experiments showed a significant reduction in block verification costs. Recursion con-
solidates these proofs, allowing for quick verification of the entire chain. This effectively solves the
main problem of scalability in the conditions of widespread implementation of distributed systems.
Moreover, the conducted experiment highlights that zero-knowledge proofs offer an excellent solu-
tion to privacy problems, especially in large-scale distributed computing projects.

6. The time and measurement estimates provided highlight promising prospects toward zero-
knowledge proofs. According to the team of authors, the continuation of research into this technology
is a promising scientific direction.
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Buxopucranna ZK-SNARK 11 Bupimienss npod/ieMu MacIiiTa6oBaHOCTI 0JI0KYeiiH.

AnoTanisi. Po00Ty IpHCBsUCHO BHKJIAIEHHIO OCHOBHHUX KOHIIENIIN TEXHOJOTIi GJIOKYEHH Ta ONMUCy KIIOYOBHX MapaMeTpiB poboTH
OJIOKUECHH-TEXHOIIOTI] U1 BUKIAICHHS IPOOJIEMH MacIITab0BaHOCTI OJIOKYEIH Meperx Ta aHalizy ii 0COONMBOCTEH, BUBYEHHS iCHYIO-
YHX HaIpsMiB BUPILIEHHs MacuITabOBaHOCTI OJIOKYEIH, aHai3 Ta ITOPIBHAHHS BiJOMHX IIPOTOKOIIB. J[JIs IeTalbHOTO BUBYEHHS OYII0
00paHO TEXHOJIOTIIO I0Ka3iB 3 HYJIbOBUM 3HAHHSIM, Ha OCHOBI POTOKOJIB SIKOi pO3POOIICHO CUCTEMY NEPEBIPKU BATIHOCTI JaHIIOTa
osokiB. HaBeneHi ekcriepiMeHTa bHI JOCTIKEHHSI OOTPYHTOBYIOTh IEPCIIEKTHBHICTh JAHOTO HANPSAMKY AJIS BHPIIICHHS IpoOieM
MacIITaboBaHOCTI Cy4acHUX OJIOKYEIH cHcTeM. AKTYyalIbHICTh 00paHOT TeMHU 3yMOBJIeHa HEOOXITHICTIO BIPOBA/KEHHS OJIOKYEIH CH-
CTEM B Pi3HI Taiys3i JoAChKoro UTTs. OIHAK, i3 pO3BUTKOM OYab-1K0T MEpexi 3pocTae 06’eM iHdopMalrtii, o HeoOxinHO Oe3mepep-
BHO 00po0OusiTh. Lle# BUKINK 3MyIIye po3pOOIIATH PillIeHHS U BIOCKOHAIEHHS CHCTEM, POOJISTYH IX THYYKHMH Y pPoOOTi 3 Milbiio-
HaMH KOPUCTYyBayiB. BogHOYAc BKpaii BayKIIMBUM IIMTaHHSM € MiATPUMKA Oe3MeKH Ta KOH(iIeHiHHOCTI JaHKX B OHOBJICHUX CHCTEMax
Ta JOTPUMaHHS JIeleHTpali30BaHol opraHizauii npouecy ooMminy gannmu. OTxe, y CydacHOMY CBIiTi OJOKUYEHH iHIyCTpil TOJOBHUM
MMUTaHHIM € TIOUIYK MOJIeTIel Ta METO/IB JJIsl BUPIMICHHS MPoOIeMH MaciiTabOBaHOCTI MEpexX IS IOI0NIaHHs Oap’epy MOBHOMACHI-
TaOHOTO BIPOBAKEHHS OJOKYEHH TOJIATKIB.

Kiwuosi ciioBa: 0oxueiin, mpunemabnokuetin, npobiema macuimabosanocmi 610Kkyelin, 0okasu 3 Hynvogum snanuam, ZK-SNARK,
PLONK, FRI.
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AHoTauisi: Y maHiii po6oTi npencTaBiIeHo KOMIUIEKCHHH aHali3 JBOX NPOBITHUX CUCTEM IITy4HOTro iHTenekTy (IL) —
ChatGPT-4 Bix OpenAl ta Bard Big Google Al Takox HaBOIUTHCS OIS PO3BUTKY LITYYHOTO iHTEJEKTY B Pi3HHX
rajy3sx Ta Horo BIUIMBY Ha IOBCSAK/ICHHE KMTTS JIOAUHH, 0COOJIMBO B TAKUX cdepax, K MEAULUHA, GpiHaHCH, fepiKa-
BHE ympaBiliHHs Tomo. [IpoBoauThCs 3arnmOiIeH s B JeTaibHe mopiBHsAHHS pisHux Bepciii ChatGPT (GPT-3 Ta GPT-
4), musaxoM 0OOTOBOPEHHS Ta aHANI3Y iXHIX MOXKIMBOCTEH, BIIOCKOHAIEHHS Ta OOMEXeHb. Y CTaTTi TaKOX PO3IIIsiaa-
€TbCsl iHTerpanis cuctemu Bard i3 cepBicamu Google, 11 yHiKanbHI (yHKIIOHAIBHI MOXKIIMBOCTI Ta OCTaHHI OHOBJICHHSI.
Mera JOCIIDKEHHS TI0JISITae B MOPIBHSAHHI MOXIJIMBOCTEH cucteM mmty4Horo intenekry ChatGP-4T rta Bard, BucsiT-
JICHHI IXHIX CHJIBHHUX 1 CTa0KUX CTOPiH, @ TAKOXK iX MPAaKTHYHOTO 3aCTOCYBaHHSA. [IpoBeIeHO MOPiBHAIBHE TECTYBaHHS
JUISL OLIIHKH IPOIYKTHBHOCTI KOXKHOI MOZeNi (CHCTEMH) B Pi3HHUX 3aBJAHHSX, BKIIOYAIOYH PO3B’3aHHS JIOTIYHOTO 3a-
BIAHHS, HAIIMCAHHS €ce, aHaJli3 i3 MOJaJbIINM BHECEHHS MPOMO3HUIIN 010 MOKPALIeHHS BeO-CaliTy Ta HAaIlMCAHHSI
xoxy HTML/CSS nnst BeO-cropinku. PesdynbraTté mifkpeciroroTs Tod (axT, 1o, He3BaKaroYW Ha BU3HAHI IepeBaru
IUX MoJeNe, IXHI QYHKI[IOHATBHI XapaKTePUCTHKH iHO1 MOXKYTh OyTH oOMexeHi a0 He BIAMOBIAATH OYiKyBaHHIM
IIpY BUKOHAHHI crienn(iyHuX 3aBJaHb, a BUOIp cucTeMu (Mojeni) Oyae KOpUryBaTUCS Y 3aIeKHOCTI BiJf HOTpeO KOpH-
CTyBadiB.
Kuarouosi ciosa: ChatGPT-4,Bard,OpenAl,GoogleAl,wumyunuii inmenexm.

1.Beryn

Ha cporonimmniii gens, mry4yanii intenekt (I1I) mBuako HabyBae MOMyIsSpHOCTI y pI3HUX ce-
KTOpax, BKJIIOUAIOYM KOPIOPATUBHUM CBIT, O13HEC-KOJIAa Ta MOBCSAKJEHHE XKUTTS JIIojel. 3acTocy-
BaHHs LI B 06nacTax, sSK-0T MeUIIMHA, OaHKIBCbKa cdepa Ta ypsAA0Bi CTPYKTYpH, CTa€ BCE YaCTi-
M. I nonerurye o6poOKy AaHMX, OCKUIBKM BOHA B110yBaeThcs 0€3 BTpYUYaHHs JIIOACHKOI Ipalii
Ta 3a3BUYail 3a0e3nedyye TOYHICTh BUKOHAHUX 3aBIaHb. 3T1IHO 31 cTaTUCTUKOIO, Y 2023 pori 35%
koMmnaHii BukopucroByBanu I y cBoiii nisimpHOCTI, a 90% opranizaniii BBaxatoTs LI BakanBoro
TSl TOCSATHEHHS KOHKYPEHTHUX mepesar [1].

CucTteMu ITYYHOTO IHTEIEKTY BIUTUBAIOTh 1 HA JIFOJIChKE MOBCSKACHHS, CIIPOIILYIOYH HACTYIIHI
aCMeKTH iX AISUIBHOCTI: IUIAHyBaHHs Ta OpraHi3allisl JeHHUX CIpaB, BAKOPUCTaHHS 3ac001B eeKTH-
BHOCTI y (piHaHCcaX, HaBYaHHI Ta 370poB'i TOLIO. 3aBASKU HOMY, CYCIIIbCTBO MOXeE e€(EeKTUBHIIIE
BUKOPHUCTOBYBATH CBill 4ac, OTPUMYIOUYH JOCTYII J0 MIBUIKOI Ta TOYHOI iH(opMallii.

JlaHa cTaTTs 30cepe/pKeHa Ha aHalli31 0COOIMBOCTEH IBOX MPOBIAHUX CUCTEM IITYYHOTO 1HTE-
nekty —Bard ta ChatGPT. Bona Brito4ae B cebe NMpakTHYHE MOPIBHSIHHS OJHAKOBUX MapamMeTpiB
000X cHCTeM, a TAaKOXXK BUSIBJICHHS NEpeBar Ta HEJOMIKiB KOKHOI 3 HUX.

2. Orasing moBHOI Moaesai ChatGPT

ChatGPT, ctBopena OpenAl, € cuctemoro reHeparii TeKcTy, sika HaJlexuTh 10 cepii GPT
(Generative Pretrained Transformer). basytounces Ha TpaHCOpMEpHiit apXiTEKTypi, ISl MOJIENb Ha-
BYCHA HA BEJIMKUX MAaCHBaX TEKCTOBHX JIaHUX ISl TeHEepallil TaHUX MOJIOHNX 3a CTHIIEM HaITMCAHHS
70 TEKCTY, CTBOPEHHM JIOJJMHOK0. Po3pobiieHa 1uist pearyBaHHs Ha 3anuTH KopucTyBauis, ChatGPT
MIIXOIUTH JIJIS BAKOPUCTAHHS Y A1aJIOTOBUX MPOTpaMax, TAKUX SIK 4aT-00TH, 0OCIyTrOBYBaHHS KJTi€-
HTIB Ta BIpTyaJibHi acuCTeHTHU. LI Mozenp Oyia TpeHOBaHA Ha JIAHUX 3 PI3HUX JDKEpEll, TAKUX SIK
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[HTepHeT-pecypcu, KHUTHU Ta COLIMEPEXKi, 10 JO3BOJIAE il CTBOPIOBATU 3B'I3HI Ta KOHTEKCTYalbH1
TekctoBi Biamosini. 11106 BukopucroByBatn ChatGPT, kopucTyBau monae mifkasKy, TaKy sK IHd-
TaHHs 200 KOMEHTap, 1 MOJIENIb TEHEPYE BIMOBIIb, BPAaXOBYIOUM OTPUMAaHI JIaHi Ta CBOE MOMEPEIHE
HaBuanHs. OnHiero 3 ronoBHux nepesar ChatGPT e ii 3maTHICTh 10 KOHTEKCTYabHO PEJICBAHTHOTO
Tekcty. Hampukian, mpu 3anuTaHHi po Moy, MOJENb MOXKE HaJlaTH 1H(pOpMAILilo, 1110 BKIIOYA€ Ha-
CTYIIHI CJIOBa: CTWIb, BOpaHHs, kpiii. ChatGPT Takoxx Moke mpoIOBKYBATH J1iaJIOT, BUKOPHCTOBY-
F0YH TIOMIEPEIHIO PO3MOBY K KOHTEKCT. ChatGPT Takox 3acTOCOBYETBCS IS IHIIMX 3a7a4, TAaKUX
SIK BIJTIOBI/II HA MUTAHHS, y3arajJbHEHHS Ta Kiacu]ikailis TEKCTy, 3aBISKU JOOTPALFOBAHHIM TIijT
KOHKpeTHI 1. L Mojienb € 4acCTHHORO OUTBII IMMPOKOT TEHIEHITIT BUKOPUCTAHHS BEIMKUX MOBHHUX
MOJICJICH NIl 3aCTOCYHKIB, [0 Ma€ MOTEHINAJI MEPETBOPUTH CIOCIO B3a€MOJIiT 3 TEXHOJIOTISIMHU Ta
CIIUJIKYBaHHSI 3 IPUCTPOSMH Ha OUIBII IPUPOJIHIH 1 IHTYITUBHO 3p0o3yMinuii[2].

Buiie 6ys10 npezcraieHo 3aranbauii orsg moaeni ChatGPT. Jlaxi Mu 30cepemumocs Ha I1o-
piBHSHHI 1BOX Bepciit miei moaeni: ChatGPT-3, mio 3'ssunacs y 2020 poui, Ta ChatGPT-4, pumyiie-
HOo1 y 2023 poui. Lle 103BOTUTH HAM BU3HAYUTH, SKa 3 LIUX MOJIEJIeH Kpallle MiAXOAUTh IJi MOPIBHS-
JBHOTO aHami3y 3 Mojesuto Bard.

ChatGPT-3 BUpIi3HSAETHCS CBOEIO BUCOKOIO 3IATHICTIO 10 PO3YMIiHHS Ta CTBOPEHHS TEKCTiB. BiH
HaBYCHUI Ha OOIIMPHOMY CIEKTpi [HTepHeT-naHuX, M0 Haxae oMy mupoki 3HaHHA. Ll Momens
e(deKTUBHO BUKOHY€E 0arato 3aBJiaHb, CTBOPIOIOYM OpUTiHANBHI TeKcTH. O/IHaK, BOHA MOXKE J1aBaTU
HETOYHI BIIMOBI/Ii Ta Ma€ TEHACHIIIO J0 YIEPEIHKEHOCTI, 0COOIMBO y CKIAIHKUX ClieHapisx (ToOTo,
YMOBHO KQXKYUH - MOMHCE «2ANIOYUHYBAMUY).

ChatGPT-4, 3 inmioro 60Ky, MOKpAIIXB 3/[aTHICTh PO3PI3HATH Ta BiAMOBIiaTH Ha OiNIbII CKIIa-
THI MMTaHHA 3aBJSIKN YIOCKOHAJNIEHIH TpaHchopMepHiil apxiTekTypi. Moaens oTpumara Oijbine Ha-
BYAJBHUX JaHUX 1 3MEHIIMIA YaCTOTY MOMIJIOK MOPIBHSAHO 3 monepeaHiMu Bepcismu. ChatGPT-4
BHpINIy€ CKJIAJHI 3aBIAHHS TOYHIIIEC Ta HAIHHIIIE, TOKa3yIOYH KpaIlie POo3yMiHHS KOHTEKCTY. Ta-
KOX, 10 QYHKI[IOHATTy CUCTeMH OYB J0JaHUIl HacTynHUN (yHKI[IOHA: 00poOKa Ta renepaiis rpadi-
YHUX 300paxeHb, J0JJaTKOBI YTUIIITH Ha 00poOKy ¢aitiniB oocsirom Oinbil, Hik 50 cTopiHok. OnHak,
MIOTIPY TOJIIIIICHHSI, BOHA BCE III€ CXMJIbHA JI0 IEIKUX TOMUIIOK, 1 11 CKJIaIHICTh MOXe MOTpedyBaTH
Oinb1Ie pecypciB. Y Tabin. 1 HaBeeHa MOPIBHAJIbHA XapaKTepUCTHKA MTOJAHUX MOJienei.

Tabmuus 1 — IopiBHsnbHA XapakTepuctuka GPT-31aGPT-4
Table 1 — Comparative characteristicGPT-3&GPT-4

XapakTepuCTHKH GPT-3 GPT-4
IMapameTpu 175 mapo Hapa3zi Hegi0oMo
MoaajabHicTh mekcm meKkcm i 300padiceHHs

cnabxa y eupiuenti cKiaonux 3a-

IIpoayxkTuBHiCTH oau Ha 00OHOMY Di6Hi i3 TH0OUHOIO
CXUNbHICMb 00 YNEpeoiCeHoCmi | MeHuL ynepeoxicena ma Oinivi cma-
lamouunanii )
ma NOMUIOK binvHa

ITosscunMmo esiki HOHATTA 13 Ta0JI. 1 BIAHOCHO JAHOTO HOCIIIKEHHS

1. V KOHTEKCTI MOBHUX CHUCTEM, KaTETOpisl «[apaMeTpH» BITHOCITHCS 10 HAJAIITOBAaHUX BHY-
TPILIHIX 3MIHHUX a00 IHIIMX HaJaIlITyBaHb. biibla KiNbKICTh MapaMeTpiB BKa3ye Ha Te, 1110 151 MO-
JeTh Kpalie MPUCTOCOBAaHA JI0 BUBUEHHS Ta y3araJlbHeHHS 3aKOHOMIPHOCTEH Ha OCHOBI JTaHWX, Ha
AKUX BOHa «HaByanacs». GPT-3 Oyna Bumymena 3 175 migpsipiamu mapaMmeTpiB, 10 poOUTH ii
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OJIHi€I0 3 HalOIbIMX Benmukux moaenei (LargeLM). ITpo mapamerpu GPT-4 odiriitHo He moBino-
MJISUTIOCS, aJie MOYKHA 3 YIIEBHEHICTIO Ka3aTH, 110 iX KUTBKICTh 3HAYHO TiepeBuIye 175 mupa.
2. GPT-3 € yHIMOIAIbHOK, TOOTO MOKE IIPHIMATH JIMIIIE TEKCTOBI JaHi. BoHa Moxe 00pos-

JISITH 1 TeHepyBaTu pi3Hi TEKCTOBI (hopMU, ajie He MOXKe 00poOIIATH 300paskeHHs a00 1HII THIH Ja-
Hux. GPT-4 € MyJIbTUMOATILHOO, BOHA MOYKE TIPUIMATH 1 CTBOPIOBATH TEKCTOBI 1 TpadiuHi BXiAHI
Ta BUXI/IHI JIaHi, 0 poOuTh i1 Habararo pisHOMaHITHIIIOK. BoHa, TakoXk, MOKE BUKOHYBATH OLIBIII
CKJIJH1 3aBJIaHHsI, IKi BUMAaraloTh IMO€IHAHHS TEKCTOBOI Ta rpadiyHoi BUXiMHOI iH(opMmartii, Taki K
ITUCH, MAOUTTS MiACYMKIB a00 mepekiiaa 300paKeHb.

3. I[IpoIyKTHBHICTh CUCTEMHU BHU3HAYAETHCA il 3IaTHICTIO aJICKBaTHO pearyBaTH Ha BXIJIHI 3a-
nuty. Lle BimoOpakae, HACKIJILKH YCIIIITHO MOJIEJIb BJIOBJIIOE CYTh MOBH Ta HaJa€ 3HAYYIII BiAMOBIII.
Taky eexTHBHICT 3a3BUYall BUMIPIOIOTD 32 KPUTEPISAMH, AK: «30€HTEKEHICTDY, KTOUHICTBY 1 «IL1a-
BHICTB». 3aBJSKH 30UIBIIICHIH KiJIBKOCTI MApaMeTPiB Ta PO3MIMPEHUM MYJIbTUMOAATBHIM MOKIHUBO-
ctsam, GPT-4 Bunepemxae GPT-3 y TepMinax ii IpoyKTHBHOCTI.

4. IamonuHaIii B MoJIeNl — 1€ «BIAMOBIADY, IKi HE MalOTh CEHCY a00 He MalOTh BiTHOIICHHS
710 OTPUMAHMX BUXITHUX JaHUX. L{e BiOyBaeThCs TOMY, 1110 MOJIEIH ITOKJIAIA€THCS HAa CBOI IICPBUHHI
HaBYallbHI JaH1 a00 3HaHHS, 100 reHepyBaTH HACTYIIHI BIJOB1/Ii HA OCHOBI BUBYCHUX MIA0JIOHIB. Y
po6ori [3]3a3HavaeThes, M0 WUMOBIpHICTE ramroruHanii y GPT-3 cranoButs Bin 15% 10 20%. Xoga
Hapasi HeBigomo, Hackiibku GPT-4 cxunpHa 10 TalOIUHAIN, T€HEPATbHHA JUPEKTOP KOMIIL.
OpenAl Cem AnbTMaH Kaxe, IO «80HA 2AIOYUHYE SHAUHO MEHUE...».

3Bakal04M Ha yci apryMeHTH, J10X0AUMO BUCHOBKY: - GPT-4 nepesepmye GPT-3 y edexrus-
HOCTI, IO € JIOTIYHUM, BPaXOBYIOUH, 10 KOXKHE HOBE IMOKOJIHHS MOJEINI MOKPAITYEThCS, BUITPABIIS-
I0YM HEOJIIKMA Ta BHOCSYM 3HAYHI yJOCKOHaNIeHHs. Tomy, s nopiBHsHHS 13 Bard, o6upaemo mo-
nenb GPT-4, ockiibkM BOHA BUSIBIISIE MEHIIIE IOMUJIOK Y BIATIOBIIAX, MA€ BUILLY TOYHICTD Ta MiATPH-
MY€ MYJIbTHUMOIATbHI (DYHKIII].

3. Orasig moBHOI Mojei Bard

Bard API Bix Google— 11e iHCTpYMEHT, sIKUil 103BOJISIE PO3POOHUKAM OTPUMYBATH TOCTYII 10
JIaHUX 3 PI3HUX JDKEPEN | BUKOPUCTOBYBATH 1X. BiH BukoprcToBye 00poOKy nmpupoaHoi Mo (NLP)
JUIs BUUTydeHHsI iHpopMallii 3 pi3HUX THUIIB JOKYMEHTIB, TaKUX K BeO-caiiTi, PDF-aiinu Ta iHmi
TekcToBi (opmaru. Okpim gomnoBHeHHs momyky Google, Bard moxe OyTu iHTerpoBanuii y BeO-
caiitu, ratGopmMu 0OMIHY MOBIIOMJICHHSIMHU a00 MOJATKU I HaJaHHS PEaTiCTUYHUX BiJMOBIIEH
IPUPOJHOIO MOBOIO HA 3alTUTaHHS KOPUCTYBAUiB.

VY rpyani 2023 poky Google Bard 6yB oHOBIEeHHUI 32 JOMOMOTOK0 HOBITHROT MOBHOT MOJIEN1
Gemini. L{s moaenb, pa3oM i3 TakuMH monepeaHukamu, sk Pathways Language Model 2 (PaLM 2)
ta Google's Language Model for Dialogue Applications (LaMDA), ctBopeHa Ha OCHOBI apXiTeKTypH
Transformers, pospoonenoi Google B 2017 pomi. 3aBasSKé BiAKPUTOMY BHUXITHOMY KO
Transformer, 11 apXiTeKTypa Jirjia B OCHOBY YMCJIEHHUX 1HIIMX T€HEPaTUBHUX IHCTPYMEHTIB LITY-
YHOTO 1HTEJIEKTY, B TOMY 4Kcii MoBHOT Moneni GPT-3, sika BukopuctoByeThest B ChatGPT.

Bard 3ocepemkenuii Ha MONTYKOBUX MOXITUBOCTSIX, HAMAraloqrch 3a0€3MeUnTH OLTbIIT TPUPO-
JIHE BUKOPUCTAHHS MOBHHX 3aIUTIB 3aMiCTh CTAHIAPTHHX KIIOYOBHX CJ1iB. Oro mryunnii intenext
HABYAETHCS HA OCHOBI peabHUX J1aJIOTiB, MIPOMOHYIOUH HE IPOCTO BiJIMOBI/II, 8 KOHTEKCTyalli30BaHy
inpopmariro. Bard po3pobieHo Takox 1151 00pOOKH J0JaTKOBUX 3alIUTaHb, 110 € HOBUHKOIO Y cdepi
nomyky. Mae QyHKuUii 1715 criijibHOI poOOTH Ta MOJBIMHOI MEPEBIPKU pe3yJIbTaTiB, JOIIOMArarouu
KOpHCTyBadaMm y Mepesipiii oTpuMaHoi iHdopmariii. BiH Takox IHTETpoOBaHUH 3 PI3HUMU J0IaTKAMHU
ta cepicamu Google, Bkitouaroun YouTube, Maps, Hotels, Flights, Gmail, Docs ta Drive, no3Bousi-
109 KOPHCTyBadyaM BUKOPHCTOBYBATH HOTO IS POOOTH 3 OCOOMCTUM KOHTEHTOM.
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GoogleBard, 3 iioro po3mupeHuMU MOKIMBOCTSIMU IITYYHOTO IHTEIEKTY, IPOIIOHYE KOPHCTY-
BavyaM psJl YHIKaIbHUX QyHKIiH. OCh esKi 3 KIIIOYOBUX:

1. Iarerpamis 3 Google Lence mis unranus 300pakeHs. Tenep cTaB MOKIMBHI aHai3 300pa-
KEHHS1, PO3IIMPIOIOYX CBOi MOYKJIMBOCTI y POOOTI 3 /11aJIOTOBUM TEKCTOM.

2. I'eneparis 300paxens. Po3poOHuKH 101811 PYHKITIFO CTBOPEHHS 300paXKeHb, MOKPALTYOYH
Bi3yaJIbHI MOJIUBOCTI.

3. BizyanbHa indopmartist 10 Biamosigeii. Bard 3qaren 10moBHIOBaTH TEKCTOBI BiAIOBIII Bi3y-
aJIbHOIO 1H(OPMAITIEO TS TTMOIIOT0 PO3YMIHHS.

4. lupoka inTerparis 3 cepBicamu Google. EdbexktuBne interpyBanss 3 Google ceppicamu,
TaKUMHU SIK KapTH, TOKYMEHTH, TaOJIMIII Ta 1HIII.

5. ligrpumka rutariniB. Ilnariny 1uis po3mUpeHHs CBO€i PyHKIIOHATBHOCTI, BKIIOYAIOUH 1H-
Terparlito 3 IHIIMMH BeO-caliTaMH 1 KOMIIaH1IMH.

6. 30epexxeHHs YepHeTOK. BupimeHa mpobiema BTpaTH BiAMOBIIeH PpU OHOBJICHHI BKJIAIKH.

7. ExkcriopT yaty onHuM KiikoM. DyHKIIisA eKCOPTY Biamoine# y Bard go3sossie kopuctysa-
YyaM JIerKo 30epiraTté cBOi BiIOBII JJIs TOJANIBIIOTO BUKOPHCTaHHS [4].

4. MopiBHstabHuit anaaiz ChatGPT-4 ra Bard

PosrisgaeMo MpakTHYHE MMOPIBHAHHSA ABOX IMEpPeaoBHX MOBHUX Mozeieir —ChatGPT-4 Big
OpenAl i Bard Bix Google. O6uBi 11i cuctemu 0a3yrOThCsl Ha HAHOBIIIUX JOCATHEHHSX y Taily3i
IITYYHOTO IHTEJIEKTY Ta HEHPOHHHUX MEPEK, ajie BOJHOYAC IPOIIOHYIOTh YHIKAIbHI XapaKTePUCTUKU
Ta QYHKIIOHAILHOCTI. 30CepeIMMOCs Ha TTOPIBHSIHHI IXHIX 0COOIMBOCTEH, 3AATHOCTI 10 BAKOHAHHS
PI3HOMAaHITHUX 3aBJaHb, @ TAKOXK PO3IVITHEMO 1XHI CHJIbHI Ta CJIa0Ki CTOPOHU B KOHTEKCTI Pi3HUX
CIICHapiiB BUKOpUCTaHHS. L{e MOpiBHIHHS JOMOMOXKE KOPUCTYBa4YaM 3pO3YMITH, KA 3 IUX MOJIEIICH
Kparie MmiIX0quTh Ul IXHIX KOHKPETHUX MOTPeO.

[lepmnii TecT BKItOUYATUME BHUPILICHHS TOJOBOJIOMKH AJIA MiUTITKIB. 3aiada GopMyITIO€ThCS
TaK: «Y 12-nosepxositi 6yodisni € nuwe ooun aigpm. Ha nusxcnvomy nosepci npoorcusae 2 1100unu, i Ha
KOJICHOMY HACMYNHOMY NO8epCi KINbKICMb MeuKanyie noogooemucs. Ha sxomy nosepci yvboeo 6y-
OUHKY Hauuacmiue UKOPUCIOBYIOMb KHONK)Y UKIAUKY Aighma?y. JIoridHO, 110 HalO1IbIIIe BUKITUKIB
midTa BinOyBaeTbes Ha 1-My noBepci. Bianosiai uux Moneneit, HaBeaeHo Ha puc. 1.

‘: Bignoeigb: 5-¢ noBepx.

Ha nepwomMy noeepci XMee 2 NIAWHW, Ha APYToMy = 2 * 2 = 4 NICAUHK, Ha TReTeoMY - 2 * 2 * 2 = B miogen, | Tak gani.

Yum Buwe noeepx, TuM Ginblue NOAEH Ha HEOMY XuBe. ToMy, Wob AoixaT 40 CEOre NOBEPXY, NAAM Ha BEPXHIX
noeepxax NOTPIBHO HATUCKATW KHONKY BUKNUKY NiTa YacTille, HiX MIopaM Ha HIKHIX NOBEPXax.

Ha 5-my noeepci xuee 2 * 2 * 2 * 2 = 16 mopei. Lie Hanbinblua KinbKicTe NIOAEA Ha OOHOMY NOBEPCI B LbOMY
BynuHky. Tomy, Ha S-My NOBEPC] KHONKA BMKNMKY NiTa HAMYACTIWE HATHCKAETBCR.

MNpasvnsHa signosine: 5-W nosepx.

ChatGPT

¥ 12-noeepxosoMy BYAUHKY 3 ONMCAHOH CXEMOK 36iAbLUEHHSA KiNbKOCTI MeLLKAHLIB Bif
NOBepXxy A0 NOBEepXy, KHOMKa BUKAMKY NidTa yacTille 3a IHWWX ByAe HATUCKAETLCA Ha 12-
My Noeepci. Ha ubomMy NoBepci NpoXWBaE HaKbiNbLLIA KINbKICTL MellKaHuie — 4096
oci6. ()

Puc. 1 — Bignogiai moxenei Ha JIOTIYHY 3a1a9y
Fig.1 — Answers of models to a logical problem
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3 pe3ysIbTaTiB TECTyBaHHS CIIiJI, 10 JKOTHA 3 MOJIeJIeH He Ha/lalla MpaBUiIbHO1 Biamosiai. [IpoTe,
Ha kopucth ChatGPT-4, BiH npaBHIbHO BU3HAYMB KUJIBKICTB )KHTEIIB Ha 12-My moBepci, Toi sik Bard
3YIIUHUBCS HAa OOYMCIICHHSX JUIS 4-T0 MOBEPXY Ta IMOMMJIKOBO 3a3HAYMB S5-H MOBEPX Y CBOIM BiAIO-
Bii.

Jpyruii TeCT moJjsiraTUME y CTBOPEHHI ece Ha TeMY «3aXHUCT OCOOMCTHX JaHUX B iH(OpMaItiii-
HOMY IpocTopi» 3 00MexxeHHsM y 2000 cumBoiB. Pe3ynpraTu HOT0 3aBAaHHS OYAyTh IPEACTaBICHI
y MOPIBHSJIbHIM Ta0/1.2. AHaII3yI0UH TaOIuIo, CTij Big3Hauwut, mo ChatGPT-4 norpumascs BcTa-
HOBJICHOT'O JIIMITY 3 BinxuieHHsIM y 14%, B Toii yac sk Bard mepeBuiuB 3aaanuii o0csar Maiixe Ha
75%. BigHoIIEHHS KiIBKOCTI YHIKaIBHUX CIIiB J0 3arajbHOI KiIbKOCTI ckiaagae 72% mis ChatGPT-
41 57% nna Bard. Cepeasst KiIbKICTh CIIIB Ha PEUCHHS Y KOXKHOI Mojielti ctaHoBuTh 10% Bij 3ara-
apHOTO 00Csry. [Iprbnu3Ho uBepTh, cTBOpeHoro ChatGPT-4, micTuTh HeBaXIMBY iH(OpMaLilo, B
TOM Yac sk y Bard 1ieii mokasHUK CTaHOBHTH IT'SITY YaCTHHY BiJl YCHOI'O TEKCTY.

Ta6munst 2 — [NopiBasiHHS cTBOopenux ece ChatGPT-4raBard
Table 2 — Comparison of generated essays ChatGPT-4&Bard

IMapamerp ChatGPT-4 Bard
KinbkicTh cumMBoOIiB 1726 3496
KiabkicTh ciiB 198 364
YHikaabHUX CJiB 142 206
KinbkicTb peyeHb 19 36
Yac HAa IPOYUTAHHSA 1 xs. 2 xa.
HeBa:xauBa indopmanis 26% 19%

CyTHicTb 3-T0 3aBJaHHs MOJsAranga y BIOCKOHAJIEHH] BeO-caliTy XapKiBChbKOIO HalllOHAJIbHOTO
yHiBepcutety iMeHi B. H. Kapa3ina, 30cepe/ukylounch He MPOCTO Ha OMHUCI PO3/iIIB, a Ha Horo mo-

JiMmineHHi uis kopuctyBadiB. B pesynsrati ChatGPT-4 3anpononyBaB Taki pillieHHS: - OHOBJICHHS
IU3aiiHy cailTy;- po3poOka MOOUIBHOI Bepcii; - CTBOPEHHS (POpyMy 4u yaTy g oOMiHY 1HQOpMa-
€10 MK a0ITypi€HTaMu i CTy/IeHTaMH;- IPUBEACHHS CaTy y BIANOBIAHICTh 3 CYyYaCHUMH CTaH/A-
pramu BeO-Oe3neku. Bard ke BUCYHYB iHIIN «ifei»: - T0oJaBaHHS PO3JUIIB MPO ICTOPItO 1 TpagUIil
YHIBEPCHUTETY, Cy4acHe )KUTTS B YHIBEPCUTETI, BITOMUX BUITyCKHHUKIB Ta HAyKOB1 JOCATHEHHS, - 110-
KpaIlleHHs TOCTYIHOCTI /IS JIF0JIeH 3 0OMEKEHUMU MOMJIMBOCTSIMU, BKIIIOUAIOUH 301IBIIICHHS IPH-
¢Ty 1 aganTanito Ui Toei 13 BagaMu 30py; - GOHOBI 3BYKH; - JI0JIaBaHHs PO3JIUIIB 3 BIATYKaMH,
HOBUHAMH Ta MOJISIMM I KapTOIO yHIBEpCUTETY. TakMM YMHOM, MOJIEIl BUCYHYJIHM MOMITHO pI3HI
MPIOPUTETH, CTOCOBHO TOT0, 1110 BAXKJIMBIILE JUIs CAlTy: - 3a0e31eueHHs Horo 6e3nexku abo 3py4yHicTh
Ta 1H()OPMATUBHICTb JJI1 HOTO KOPUCTYBAYiB.

VY 4-my Tecti, 00pani Mozem 3aitmanucs po3pookoro HTML ta CSS xomy m1st ToJIoBHOT CTOPi-
HKH YMOBHOTO IHTepHeT Mara3uny okyJjsapiB. OLIHIOIOYHN Pe3yJbTaTH, sIKi MIPEICTaBICH] Ha pHC. 2,
MOXHa BiJi3Ha4uTH, 1110 Bard BusiBuBCs Oibll eheKTUBHUM Yy BHKOHAHHI 3aBaaHHs. Ha royoBHii
CTOpIHIIi, CTBOpEHii came Bard, Oynu He TITbKM OCHOBHI MMOCHIJIaHHS HAa aCOPTUMEHT, KOHTaKTH Ta
MTOBEPHEHHS Ha TOJIOBHY CTOPIHKY, aJie i BIIOPSAIKOBaH1 KaTeropii TOBapiB, Taki K YOJIOBIY1 i KIHOUI
OKYJISIpH, OKYJISIpU JJIs1 KOPEKIi1 30pYy, @ TAKOXK CIeLiadbHi MPONO3ULIT 1 3HUKKH.

Omxe, MAOMBAIOYX MJICYMKH BCIX TECTOBUX 3aBJaHb, BAKOHAHMUX 000Ma MOJIEIISIMH, CIIi]T 3a-
3HA4YMTH, I10 BUOIp MIXK HUMH 3ajeKaTUMe Bij cnenndiyHuX notped KopuctyBauiB. Tak, 3a 0HaKO-

BHUX YMOB OOHJIBI MOJIEJNI MOKA3aJId Pi3HI pe3yNbTaTH, 1HO/I HaBITh BIACTYNAIOYH BiJ CBOIX 3BUYAl-
HUX «CHJIBHUX» cTOpiH. Hampuknan, xoua ChatGPT-4 uwacto pekOMEHAYEThCS ISl BUKOHAHHSI
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3aBJaHb IPOTPAMyBaHHS, Y I[bOMY IMOPIBHSJIBHOMY aHaJli31 BAKOHAHHS TECTOBUX 3aBJaHb, BIH MTOKa-
3aB MEHII 3HAYyIli pe3ysbTaty, Hix Bard. Bognouac, Bard He 3mir eekTrBHO Briopatucs i3 mpoc-
TUMHU 3aBJIaHHSIMH Ha PO3B’sI3aHHs 3BUYANHOI JIOTIYHOT 3a/1a4i.

e TonoBHa
e Karamor
e IIpo mac
o KonTaktn

I[HomysipHi OKyIsIpH
Lo Oxymapi Mozens 1

Oxkynapn Mozens |

© 2023 Onnalie-MarasnH okyngpis. Bel mpasa

3aXIIIeH].
a)
Onuaiin marasnu ORleﬂpiB CoHues3axucHi OKyIsipu
Tonorna Ipo nac Topapn Kourakin OKyIIApII U1 3aXIICTY BLI COHISA BLX BLIOMIIX OpeH B
* s Oxynapn | ¢ o Oxkynapn 6
OKyasipH 17151 10.10BiKIB CrnopTHBHI OKY/1ApH
CTbHI OKY/IAPII [UIA MOTOBIKIB BLI BLIOMIIX OpeH:liB OKY/I4pII 11 AKTIBHOTO BIAMOYIIHKY Bl HAMITHIIX BIPOOHIIKIB

* ».Oxyrapn 2 sex g _—
AKIil Ta 3HHKKH
ORYJIsSIpH 1151 KiHOK B
¢ o Oxynapi 7
MozHi OKYIAPI 1714 KIHOK Ha OVIb-AKINT CMAK o 50%

Ky.1dpH 10 -50%

¢ o Oxynapn 3

ORYIApI 114 30pY 31 3HILKKOK 10 50%
Oxky.1s1pH 1715 aiTeii « Boxynspus

3py4Hi Ta CTIVIBHI OKYISPI UK JiTeil . o
F G CoHnesaxucHi oky.aspH 10 -30%

TOBap" COHIE3aXIICHI OKYIAPH 31 3HILKKO 10 30%
* . Okymapu 4 ® Lo Oxynapu 9
OKyaspu 175 30py CnopruBHi okyasipu 10 -20%

OKYAAPI I KOPEKUIT 30pY BLI NPOBLIKIIX BIPOOHIIKIB CTIOpPTIBHI OKYIAPI 3i JHIKKOI 10 20%

¢ w.Okynspn 5

Copyright © 2023
b)

Puc.2— Pesynpratu koMminsaiii koay,creopenoro ChatGPT-4 (a) Ta Bard (b)
Fig. 2 — Results of compiling the code generated byChatGPT-4 (a)&Bard (b)

5.BHCHOBKH

VY poboTi npeacTaBieHui NOPIBHUIbHUI aHai3 poOOTH JABOX MPOBITHUX MOJIENIEH MITyYHOTO
intenekty — ChatGPT-4raBard. B pe3ynbTaTi BAKOHAHHS HU3KH TECTOBHX 3aBIaHb OYJIO MigTBEp-
JDKEHO, 110 BUOIp MK HEOOX1THOIO MOJIEIIIIO, 3aJ€KUTh BiJl KOHKPETHUX MOTped ii KOopucTyBadiB,
OCKUIBbKH KOKHA 3 HUX JIEMOHCTPYE TIOMITHO P13HI pE3yJIbTaTH.

Jlo nepeBar ChatGPT-4 (3a npoBeieHUMHU JOCITIHKEHHSIMHE ) CJTiJ] BITHECTH TOUHI MaTeMaTHYHI
pO3paxyHKH, BAKOHAHHSA 33/1a4 3 MIHIMAJIbHUMH BIIXWJICHHSIMH BiJl YMOB, a TAKOX KOHKPETHI TO-
panu aus nofinmeHHs Be6-caity. Ha Biaminy Big Hporo, Bard migrBepauB OiTbII IIMPOKKI TAXIT
710 3aBJlaHb, BUXOJSUM 32 PaMKU 33JaHUX YMOB Ta MPOIMOHYIOYM KOPUCTYBadaM OUTBII aKTyalbHI
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(BapiatuBHi) pimenHs. [1{ogo Heqo0MiKiB, TO OOMABI MOIEII JEMOHCTPYIOTh MIEBHI «CJIA0KOCTI» B aj-
TOPUTMAaX «JIOTIYHOTO MHCIEHHs». Tako, TeCTyBaHHs Ha TeHEpaIlil0 300paxeHb HE MPOBOIUIOCS
yepe3 00OMEeXEeHHS OHIET 3 MOIeIeH, MPOTe OOMIBI CHCTEMHU MPOJOBXKYIOTh O€31epepBHO PO3BUBA-
THUCS i HABYATHUCS, IO CKOPIII 32 Bce, OyJie peali3oBaHO B HAWOIMKIOMY MalOyTHBOMY.
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Abstract.This paper presents a comprehensive analysis of two leading artificial intelligence (Al) systems — ChatGPT-4 from OpenAl
and Bard from Google Al. It also provides an overview of the development of artificial intelligence in various fields and its impact on
human daily life, especially in areas such as medicine, finance, public administration, etc. A detailed comparison of different versions
of ChatGPT (GPT-3 and GPT-4) is carried out by discussing and analyzing their capabilities, improvements, and limitations. The
article also discusses the integration of the Bard system with Google services, its unique functionality, and the latest updates. The
purpose of the study is to compare the capabilities of ChatGP-4T and Bard Al systems, highlight their strengths and weaknesses, as
well as their practical application. Comparative testing was conducted to evaluate the performance of each model (system) in various
tasks, including solving a logical problem, writing an essay, analyzing followed by making suggestions for improving the website and
writing HTML/CSS code for a web page. The results highlight the fact that, despite the recognized advantages of these models, their
functional characteristics may sometimes be limited or not meet expectations when performing specific tasks, and the choice of system
(model) will be adjusted depending on the needs of users.
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Abstract: The article is devoted to the study of categories of cyber incidents and their prioritization in the context of
information security. It discusses the main sources that provide information about cyber threats and defines their role
in detecting and analyzing incidents, and provides tools for collecting and analyzing data. The concepts of event, inci-
dent, and crime and the relationship between them are discussed. The author provides a classification of various types
of cyber threats, how they are coded, their characteristics and impact on information systems. Examples of the use of
cyber incident classification are given. The authors of the article also consider specific types of cyber incidents that
may occur in various fields of activity and the threats they pose to various information systems. The necessity and
methods of determining priorities in responding to cyber threats are substantiated, which allows for the effective allo-
cation of resources and the implementation of preventive cyber security measures. The approach to assessing and clas-
sifying incidents according to their possible impact on the organization's activities, information security and ability to
recover from cyber attacks is revealed. The article highlights various approaches and methodologies for identifying and
managing information security risks, including the use of standards, models and assessment tools. This article is a
resource for cybersecurity professionals, researchers, and executives interested in risk management and information
asset protection in today's digital environment.

Keywords: Cyber Security, Cyber Incident, Intrusion Detection System, Categories of Cyber Incidents, Prioritization
of Incidents, Information Security Risks.

1. Introduction

Cybersecurity in today's world is defined as a critical component of security as our society
becomes increasingly digital. Means of protecting personal information, information systems and
data of corporations and financial institutions, government agencies and critical infrastructure help to
reduce the risks of cyberattacks and their consequences. Given the rapid technological development,
the importance of cybersecurity is increasing as new technologies, such as the Internet of Things and
artificial intelligence, create new vulnerabilities that require effective protection strategies. Thus, cy-
bersecurity is becoming essential to ensure stability, protect personal information and national inter-
ests, requiring cooperation between government, business and civil society to develop and implement
effective measures.

Prioritizing the handling of cyber incidents depending on the risks they pose to information
systems is a crucial element of effective cyber defense. This allows cybersecurity professionals to
optimize the use of resources, directing them to the most critical scenarios and minimizing possible
losses for the organization. Rapid response to high-risk cyber incidents ensures that critical systems
remain functional and helps to avoid negative consequences for business processes. Taking risks into
account also helps to take preventive measures, improve security strategies, and comply with regula-
tory requirements. This systematic approach to cybersecurity management allows it to effectively
detect, respond to, and prevent cyber threats, providing reliable protection for information systems
and preserving the organization's reputation.

2. Detecting cyber security incidents
Collecting and analyzing data on cyber incidents is a task that presents a number of challenges
and complexities. First, information about cyber threats can be scattered across a variety of sources,
such as system logs, network data, information from antivirus systems, vulnerability reports, etc. This
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requires the development of a comprehensive strategy for collecting and integrating data from various
sources.

An additional challenge is that attackers are constantly improving their methods, using new
technologies and tactics to evade detection. This poses a challenge for cybersecurity analysts: to con-
stantly update their knowledge and tools to effectively detect and analyze new threats.

When it comes to tools for collecting and analyzing cyber incident data, there are a variety of
software and hardware tools. Software tools include security intrusion detection systems (SIEMs),
which provide centralized log collection and analysis, as well as intrusion detection systems (IDSs)
and vulnerability detection systems (VDSs). Some platforms, such as Splunk, ELK Stack, or IBM
QRadar, allow you to aggregate data from different sources and provide event correlation capabilities
to identify potential threats.

There are also advanced tools for analyzing network traffic, such as Wireshark, or for detecting
anomalies in systems, such as Darktrace. It is also important to use intelligent data analysis systems
based on artificial intelligence (Al) to automatically detect anomalies and patterns that may indicate
cyber threats.

The following event logs can be used by an organization to assist with detecting and investigat-
ing cyber security incidents [1]:

e Cross Domain Solutions: May assist in identifying anomalous or malicious network traffic
indicating an exploitation attempt or successful compromise.

e Databases: May assist in identifying anomalous or malicious application or user behavior in-
dicating an exploitation attempt or successful compromise.

e Domain Name System services: May assist in identifying attempts to resolve malicious do-
main names or Internet Protocol (IP) addresses indicating an exploitation attempt or success-
ful compromise.

e Email servers: May assist in identifying users targeted with phishing emails thereby helping
to identify the initial vector of a compromise.

e Gateways: May assist in identifying anomalous or malicious network traffic indicating an
exploitation attempt or successful compromise.

e Multifunction devices: May assist in identifying anomalous or malicious user behavior indi-
cating a cyber security incident or malicious insider activity.

e Operating systems: May assist in identifying anomalous or malicious activity indicating an
exploitation attempt or successful compromise.

e Remote access services: May assist in identifying unusual locations of access or times of ac-
cess indicating an exploitation attempt or successful compromise.

e Security services: May assist in identifying anomalous or malicious application or network
traffic indicating an exploitation attempt or successful compromise.

e Server applications: May assist in identifying anomalous or malicious application behavior
indicating an exploitation attempt or successful compromise.

e System access: May assist in identifying anomalous or malicious user behavior indicating an
exploitation attempt or successful compromise.

e User applications: May assist in identifying anomalous or malicious application or user be-
havior indicating an exploitation attempt or successful compromise.

e Web applications: May assist in identifying anomalous or malicious application or user be-
havior indicating an exploitation attempt or successful compromise.

e Web proxies: May assist in identifying anomalous or malicious network traffic indicating an
exploitation attempt or successful compromise.
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3. Categories of cyber incidents

Not all events recorded in logs are directly indicative of cyber incidents, and this is due to
several factors. First, log files include a wide range of information that can be the result of normal
system or network operation. Many events can be related to normal operations, system updates, or
even erroneous questions from users. Secondly, not every unusual or anomalous event is a cyber
incident. Some anomalies can be the result of temporary system malfunctions, misconfigurations, or
random events. Without the proper context and analysis, it is difficult to determine whether an event
poses a real cybersecurity threat.

For the purpose of defining categories of incidents it is important to have a clear concept of the
different scopes of an event, an incident and a crime.

An event can be defined as any observable occurrence that happened at a point in time in a
system or network, especially one of importance. Thus, an event does not necessarily imply an ad-
verse situation or a malicious activity [2].

For instance, «to send an email» or «to make a phone cally are events with no malicious impli-
cation.

On the other hand, a security incident necessarily implies a human-caused adverse event, usu-
ally with a malicious nature, which is oriented to cause a disruption of any system or network.

It is important to underline that incidents arising from negligence, as well as attempts that fail,
also fall under the concept of a security incident. Examples of security incidents are «SQL injection»
or «Cross-Site Scripting» attacks.

As can be observed below in Fig. 1, any security incident is considered an event but not any
event is considered a security incident.

Events

Security Incidents
@ Common Taxonomy for LEAs and CSIRTs

Fig 1 - Events, Security incidents, Crimes and Common Taxonomy ecosystem

Also not every security incident has a crime penalty, therefore only the security incidents able
to be criminally prosecuted will be the ones falling under the scope of Common Taxonomy for LEAS
and CSIRTs To clarify this, see the Fig. 1 below.

Different categories of cyber incidents manifest themselves in different ways in information
systems and have different impacts on them. The threat level of a cyber incident may depend on its
category.There are many different lists of cyber incident categories that take into account different
aspects and characteristics of digital threats such as the type of attack, privacy impact, attack targets,
and methods used by attackers. For example, the State Service for Special Communications and In-
formation Protection of Ukraine provides the following list, which is developed using and complies
with the recommendations of the European Cyber Security Agency (ENISA Reference Incident Clas-
sification Taxonomy), as well as the joint document of ENISA and the European Cybercrime Centre
Europol (Common Taxonomy for Law Enforcement and The National Network of CSIRTS) [3].
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According to the Table 1, a cyber incident can be described using the incident category code
and the incident type code:
Example 1:Incident code: 01.01; Incident type: Spam.
Example 2: Incident code: 02.04; Incident type: Malicious connection.

Table 1 - Categories of cyber incidents

Code
XX

Incident
category

Code
XX

Type
of incident

Description of the type
of incident

1

2

3

4

5

01.

Abusive content

01

Spam

Sending unwanted messages or a
large number of messages

(flooding)

02.

Malicious Code

01

Malware infection

Spyware detected in the system

02

Malware distribution

Distributing spyware, for example,
by sending out emails containing
malware attachments or links to
download it.

03

Command & Control
(C2)

A system that is used as a command
and control point for a botnet and/or
serves as a collection point for infor-
mation stolen by botnets.

04

Malicious connection

Connection attempts from/to
IP/URL - an address associated with
a known spyware, such as C2C, or a
distribution resource for compo-
nents associated with a particular
botnet activity.

03.

Information
Gathering

01

Scanning

Collecting information about sys-
tems or networks.

02

Sniffing

Unauthorized interception (logical
or physical) and analysis of network
traffic.  Unauthorized monitoring
and reading of network trdffic.

03

Phishing

An attempt to collect information
about a user or system using social
engineering  techniques  (mass
emails aimed at collecting data, may
contain links to phishing sites)

04.

Intrusion Attempts

01

Vulnerability exploita-
tionattempt

Attempted intrusion by exploiting a
vulnerability in a system, compo-
nent, or network

02

Login attempts

An attempt to log in to services or
authentication/access mechanisms.
An unsuccessful attempt to match
authentication credentials or use
previously compromised credentials
that are no longer relevant.
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Continuation of the Table 1

5

05.

Intrusion

01

Account compromise

Actual intrusion into a system, com-
ponent or network by compromising
a user or administrator account

02

System compromise

An actual intrusion into a system or
its component, service, or applica-
tion through the exploitation of a
vulnerability in a component or net-
work. Unauthorized access to a sys-
tem or component bypassing the ac-
cess control system.

06.

Availability

01

DoS/DDoS

An impact on the normal functioning
of a system or service that is
achieved by sending requests from
one or more sources to the target re-
source to overload the bandwidth or
system resources.

02

Sabotage

Actions (intentional or uninten-
tional) aimed at damaging the sys-
tem, interrupting processes, chang-
ing or deleting information, etc.

03

Outage, no malice

Failure of a system or its compo-
nents without malicious interfer-
ence.

07.

Information Content
Security

01

Unauthorized access to
information

Unauthorized access to information.
Unauthorized sharing of a specific
set of information.

02

Unauthorized modifi-
cation of info

Unauthorized modification or dele-
tion of a certain set of information.

08.

Fraud

01

Fraudulent site

Creating phishing sites to collect
authentication or other user data.
Using the institution's resources for
purposes other than those intended.

09.

10.

Vulnerable

Other

01

Vulnerability

The presence of known vulnerabili-
ties in the system or its components
that are open to exploitation.

02

01

Misconfiguration

Undetermined incident

Flaws in the settings that can be ex-
ploited by an attacker (default set-
tings, etc.).

Insufficient data to process the inci-
dent.

4. Incident prioritization

Prioritizing the handling of the incident is perhaps the most critical decision point in the incident
handling process. Incidents should not be handled on a first-come, first-served basis as a result of
resource limitations. Instead, handling should be prioritized based on the relevant factors, such as the
following [4]:
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e Functional Impact of the Incident. Incidents targeting IT systems typically impact the business
functionality that those systems provide, resulting in some type of negative impact to the users
of those systems. Incident handlers should consider how the incident will impact the existing
functionality of the affected systems. Incident handlers should consider not only the current
functional impact of the incident, but also the likely future functional impact of the incident
if it is not immediately contained.

e Information Impact of the Incident. Incidents may affect the confidentiality, integrity, and
availability of the organization’s information. For example, a malicious agent may exfiltrate
sensitive information. Incident handlers should consider how this information exfiltration will
impact the organization’s overall mission. An incident that results in the exfiltration of sensi-
tive information may also affect other organizations if any of the data pertained to a partner
organization.

e Recoverability from the Incident. The size of the incident and the type of resources it affects
will determine the amount of time and resources that must be spent on recovering from that
incident. In some instances it is not possible to recover from an incident (e.g., if the confiden-
tiality of sensitive information has been compromised) and it would not make sense to spend
limited resources on an elongated incident handling cycle, unless that effort was directed at
ensuring that a similar incident did not occur in the future. In other cases, an incident may
require far more resources to handle than what an organization has available. Incident handlers
should consider the effort necessary to actually recover from an incident and carefully weigh
that against the value the recovery effort will create and any requirements related to incident
handling.

Combining the functional impact to the organization’s systems and the impact to the organiza-
tion’s information determines the business impact of the incident—for example, a distributed denial
of service attack against a public web server may temporarily reduce the functionality for users at-
tempting to access the server, whereas unauthorized root-level access to a public web server may
result in the exfiltration of personally identifiable information (P1I), which could have a long-lasting
impact on the organization’s reputation.

The recoverability from the incident determines the possible responses that the team may take
when handling the incident. An incident with a high functional impact and low effort to recover from
is an ideal candidate for immediate action from the team. However, some incidents may not have
smooth recovery paths and may need to be queued for a more strategic-level response—for example,
an incident that results in an attacker exfiltrating and publicly posting gigabytes of sensitive data has
no easy recovery path since the data is already exposed; in this case the team may transfer part of the
responsibility for handling the data exfiltration incident to a more strategic-level team that develops
strategy for preventing future breaches and creates an outreach plan for alerting those individuals or
organizations whose data was exfiltrated. The team should prioritize the response to each incident
based on its estimate of the business impact caused by the incident and the estimated efforts required
to recover from the incident [5].An organization can best quantify the effect of its own incidents
because of its situational awareness.

Table 2 provides examples of functional impact categories that an organization might use for
rating its own incidents. Rating incidents can be helpful in prioritizing limited resources.

Table 3 provides examples of possible information impact categories that describe the extent
of information compromise that occurred during the incident. In this table, with the exception of the
“None” value, the categories are not mutually exclusive and the organization could choose more than
one.
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Table 2 —Functional Impact Categories

Category Definition

None No effect to the organization’s ability to provide all services to all users

Minimal effect; the organization can still provide all critical services to all users but

L ..
ow has lost efficiency
Medium Organization has lost the ability to provide a critical service to a subset of system
users
High Organization is no longer able to provide some critical services to any users
Table 3 —Information Impact Categories
Category Definition
None No information was exfiltrated, changed, deleted, or otherwise compromised
Privacy Sensitive personally identifiable information (PII) of taxpayers, employees, benefi-
Breach ciaries, etc. was accessed or exfiltrated
Proprietary Unclassified proprietary information, such as protected critical infrastructure infor-
Breach mation (PCII),was accessed or exfiltrated
Integrity Loss | Sensitive or proprietary information was changed or deleted

Table 4 shows examples of recoverability effort categories that reflect the level of and type of
resources required to recover from the incident.

Table 4 - Recoverability Effort Categories

Category Definition

Regular Time to recovery is predictable with existing resources

Supplemented | Time to recovery is predictable with additional resources

Extended Time to recovery is unpredictable; additional resources and outside help are needed

Recovery from the incident is not possible (e.g., sensitive data exfiltrated and posted

Not R bl
ot Recoverable publicly); launch investigation

5. Criticality levels of cyber incidents
Taking into account the above, the following consider a list of criticality levels of cyber inci-
dents developed by the State Service for Special Communications and Information Protection
of Ukraine [6]:

e level 0, non-critical (white) - a cyber incident/cyber attack does not threaten the sustainable,
reliable and normal operation of information, electronic communication, information and
communication systems, technological systems;

o level 1, low (green) - a cyber incident/cyber attack directly threatens the sustainable, reliable
and normal operation of information, electronic communication, information and communi-
cation systems, technological systems, but does not threaten the security (confidentiality, in-
tegrity and availability) of information and data processed by them;

e level 2, medium (yellow) - a cyber incident/cyber attack directly threatens the sustainable,
reliable and normal operation of information, electronic communication, information and
communication systems, technological systems, which creates prerequisites for violating the
security (confidentiality, integrity and availability) of information and data processed by
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them, and creates prerequisites for the termination of functions and/or provision of services
by critical infrastructure;

e level 3, high (orange) - a cyber incident/cyber attack directly threatens the stable, reliable and
normal operation of information, electronic communication, information and communication
systems, technological systems, violates the security (confidentiality, integrity and availabil-
ity) of information and data processed by them, resulting in potential threats to national secu-
rity and defense, the state of the environment, the social sphere, the national economy and its
individual sectors, and the termination of business. Response at this level may require the
involvement of forces and means of more than one main actor of the national cybersecurity
system;

o level 4, critical (red) - a cyber incident/cyber attack directly threatens the stable, reliable and
normal operation of several information, electronic communication, information and commu-
nication systems, technological systems, violates the security (confidentiality, integrity and
availability) of information and data processed by them, resulting in real threats to national
security and defense, the state of the environment, the social sphere, the national economy
and its individual sectors, and the cessation of A cyber incident/cyber attack may have a cross-
border impact. Response at this level requires the involvement of forces and means of the
main actors of the national cybersecurity system;

e level 5, emergency (black) - a cyber incident/cyber attack directly threatens the sustainable,
reliable and normal operation of a significant number of information, electronic communica-
tion, information and communication systems, technological systems, violates the security
(confidentiality, integrity and availability) of information and data processed by them, result-
ing in imminent threats to the full functioning of the state or threats to the lives of Ukrainian
citizens. A cyber incident/cyber attack may have a cross-border impact. Response at this level
requires maximum involvement of the forces and means of the main actors of the national
cybersecurity system and other cybersecurity actors.

6.Information security risk assessment methods

The development of Information Security Risk Assessment methods is a key element of effec-
tive cybersecurity and risk management in the modern information environment. This is important
due to the complexity of cyber threats that are constantly changing and evolving. Today's information
environment faces diverse and ever-changing cyber threats, and creating risk assessment methods
helps identify, analyze, and manage these threats. Attackers are constantly developing new methods
and techniques, so it is important to have effective methods to identify, assess, and manage these
threats. Information is one of the most valuable assets for many organizations, so risk assessment
methods help determine which data is most valuable and vulnerable. This makes it possible to develop
strategies to protect it effectively.

Most organizations have limited resources, so it's important to allocate those resources effec-
tively to maximize security. Risk assessment methods help to prioritize and cost cybersecurity
measures. The risk assessment also takes into account compliance and regulatory requirements, help-
ing to determine how well existing standards are met and where improvements can be made. The idea
that risk assessment is a tool for proactively identifying potential problems and solving them before
they lead to cyber incidents is important. Creating risk assessment methods is a strategically important
task for any organization seeking to ensure reliable cybersecurity and reduce the impact of infor-
mation threats.
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There are a significant number of Information Security Risk Assessment (ISRA) methods that

have been developed by various organizations. These methods help to identify, analyze and manage
risks to ensure effective cyber defense:

CIRA is a risk assessment method developed primarily by Rajbhandari and Snekkenes [7].
CIRA frames risk regarding conflicting incentives between stakeholders, such as information
asymmetry situations and moral hazard situations. It focuses on the stakeholders, their actions
and perceived outcomes of these actions.

CORAS is a UML (Unified Modeling Language) model-based security risk analysis method
developed for InfoSec. CORAS defines a UML-language for security concepts such as threat,
asset, vulnerability, and scenario, which is applied to model incidents.

The CCTA Risk Analysis and Management Method (CRAMM v.5) is a qualitative ISRA
method. CRAMM s specifically built around the supporting tool with the same name and
refers to descriptions provided in the repositories and databases present in the tool.

FAIR (Factor Analysis of Information Risks) is a risk assessment method and one of the few
primarily quantitative ISRA approaches. FAIR breaks risks down into twelve specific factors,
which contains four well-defined factors for the loss and probability calculations. FAIR in-
cludes ways to measure the factors and to derive quantitative analysis results.

The Norwegian National Security Authority Risk and Vulnerability Assessment (NSM
ROS) [8] approach was designed for aiding organizations in their effort to become compliant
with the Norwegian Security Act.

OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation) Allegro meth-
odology is the most recent method of the OCTAVE-family, aimed at being less extensive than
the previous installments of OCTAVE. It is a lightweight version of the original OCTAVE and
was designed as a streamlined process to facilitate risk assessments without the need for In-
foSec experts and still produce robust results.

ISO/IEC 27005:2011 - Information technology, Security techniques, Information Security
Risk Management details the complete process of ISRM/RA, with activities with each task.
Centers on assets, threats, controls, vulnerabilities, consequences and likelihood.

The current installment of the NIST SP 800-30 - Guide for Conducting Risk Assessments is
at revision one, and was developed to further statutory responsibilities under the Federal In-
formation Security Management Act. NIST SP 800-30 rev. one was designed for larger and
complex organizations. The purpose of the publication was to produce a unified information
security framework for the U.S. federal government, and the framework shows signs of being
created to manage complexity.

The ISACA (Information Systems Audit and Control Association) Risk IT Framework and
Practitioner Guide is an ISRM/RA approach where the Practitioner Guide complements the
Risk IT Framework. The former provides examples of how the concepts from the framework
can be realized. It is an established approach developed by ISACA, based on VallT and CoblIT,
and, therefore, has a business view on risks, defining several risk factors.

Privacy impact assessments are methods that are supposed to address risks to privacy in a
system or a project. The Norwegian Data Protection Authority’s (Datatilsynet) Risk Assess-
ment of Information Systems (RAIS) are ISRA guidelines that primarily are designed for aid-
ing data handlers in their effort to become compliant with the Norwegian Data Protection and
Privacy Act and corresponding regulations.

Outsourcing services to the cloud brings new risks to the organization. Microsoft’s Cloud Risk
Decision Framework is a method for risk assessing cloud environments [9].
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7. Conclusions

Detecting and analyzing cyber incidents is a task that requires significant resources and a wide
range of data from a variety of sources. Analysts and cybersecurity professionals need to quickly
collect, process, and analyze information to effectively detect and respond to cyber threats. Deter-
mining the categories of cyber incidents and their criticality levels is a complex process that also
requires significant resources. This is an important component of properly classifying and prioritizing
incidents to ensure a fast and effective response to the most critical events. Improving the cyber inci-
dent response process is driven by a large number of developed information security risk assessment
methods. These methods allow organizations to effectively identify, assess and manage risks, as well
as improve their security strategies. The application of these methods contributes to a more accurate
and systematic approach to cybersecurity management and ensures reliable protection of information
assets.
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MeToau BU3HAYEHHS KaTeropiii kidepiHIMIeHTIB Ta oiHKU pU3UKIB iHpopmaniiiHoi 6e3mexn.

AHoTanis. CTaTTs NpuCBSYeHA BUBYCHHIO KaTeropiil KibepiHIMICHTIB Ta IX mpiopuTe3amii B KOHTeKcTi iHGopMamniiiHoi Oe3nekn. Po-
3MIISIAI0THCS OCHOBHI JXKEpena, 10 HaJaloTh iHpopMaIliio po Kibep3arpo3uii BU3HAYAEThCS X PONIb Y BHSBICHHI Ta aHawi31 iHIMe-
HTIB, HABOJTHCS IHCTPYMEHTH ISl 300pYy, Ta aHATi3y JaHUX. PO3TIIsLIaroThCs MOHSTTS MO, IHIIMICHTY 1 3JI09MHY Ta CITiBBIIHOIICHHS
Mik HUMH. HaBoauThes kiaacuikallis pi3HOMaHITHHX THIIB Kibep3arpos, crocié X cucremMaTH3allii, XapakKTepUCTHKU Ta BIUIMB Ha
iHpopManiitHi cucremu. [IpeacTaBieHi NpUKITaa BUKOPUCTAHHA Kiacu(ikaiii KiOepiHIIIeHTIB. ABTOPH PO3TISIAIOTh, TAKOXK, CIIe-
nudivHi BUIU KiOEpIHIUIEHTIB, 0 MOKYTh BUHHKHYTH B Pi3HAX cepax MisUIbHOCTI Ta HeOe3MeKH I iHPOPMAIiifHUX CHUCTEM SIKi
BOHH CTaHOBIISIT. OOIPYHTOBYETHCS HEOOXIHICTh Ta METOAM BH3HAYCHHS MPIOPUTETIB y pearyBaHHi Ha Kibep3arposw, 110 J03BOJIsIE
e(eKTHBHO PO3IOJIIATH PECYpPCH Ta 3IIMCHIOBATH MONEPEKyBaIbHI 3aX0I1 3 KibepOesneku. Po3kpuBaeThCs MiAXIM 10 OLIHKA Ta
K1acudikamii iHIMICHTIB 3a 1X MOXJIMBMM BIUTHBOM Ha JisUTbHICTH OpraHisailii, 3axucT iHdopMarlii Ta 31aTHICTh BiTHOBIIOBATHCS
miciist kibepaTak. BUCBITIIIOIOTECS pi3HOMAaHITHI iIXOAX Ta METOIOJIOTIT JAJIsl BU3HAYCHHS Ta YIPaBIiHHSA pU3NKaMu B chepi iHpopma-
1iIHOT Oe3MeKH, 110 BKIIOYAIOTh B ce0¢ BUKOPHUCTAHHS CTAaHIAPTiB, MOJIeNeil Ta IHCTPYMEHTIB OL[iHKK. Matepialli CTaTTi € 10JaTKO-
BUM pecypcoM BiomMocTel s (axiBIiB 3 KibepOe3nekH, JOCIiTHUKIB Ta KePIBHUKIB, Ki MIKABIATHCS MUTAHHIMH YIPABIiHHSAM PH-
3WKaMU Ta 3aXUCTOM iHPOPMAIIHHIX aKTUBIB Y Cy4aCHOMY HU(POBOMY CEPEIOBHUIII.

Kawuosi cnoBa: xibepbesnexa, kibepinyuoenm, 1DS, kamezopii kibepinyudenmie, npiopumusayis iHyuoeHmis, pusuxu 6e3nexu.
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Anorauisi: Opranizanig 3axucty iH(GopManii 3aBkau OylI0 aKTyalbHOIO 33/a4€l0 0COOIMBO Micis MOsiBU iHpoOpMa-
HIHHO-KOMYHIKAI[IfHUX cucTeM. basucHUMU HampaBICHHAME B 00JaCTi 3aXUCTy 1H(POpMAIT, SKi MPUAIILIH 31 cTapo-
JaBHIX 4yaciB € kpunrorpadis Ta creranorpadis. Kpunrorpadis peanizye 3axuct iHpopmamii IUIIXOM EepeTBOPEHHS
indopmanii y HeuntabensHuit Burisn. CreraHorpadist 103BoIsie IPUXOBATH iH(OpMAaIIifo B pi3HUX KOHTEHHepax, IpH
bOMY (aKT HasSBHOCTI iH(OpMaIil 3JIMIIA€THECS HEMOMIYEHUM JUTSI BUIIAKOBHUX CIIOcTepiradiB. ¥ cTaTTi po3risiaa-
FOTBCS MiAXOAM 10 KpunTorpadii Ta creraHorpadii, KOHIENIis riOpUAHOTO 3aCTOCYBaHHS KPUNTOTpadivHUX Ta CTera-
HorpadiqHIX METOIB ISt 3a0e31eYeHH s IT0BIHHOTO PiBHS 3aXHCTy AaHHX, 3arajbHa apXiTeKTypa KpUNTOrpadiqHIx
Ta creraHorpagiuaux cucteM. TpaauiitHIMU KpUNTOrpadivHUME CHCTEMaMHU, SIKi 3aCTOCOBYIOTBCS B CyYacHUX CHC-
TeMax 3axucTy iHdopMmarllii € CHMETpHYHI Ta aCHMETPHYHI KPUITOCHCTEMH. X04a CUMETPHYHI CHCTEMH €BOJIIOIIOHY-
BaJIM 3 MOSBOIO HOBHX MaTeMaTHYHHX IEPETBOPEHD, alic BOHU MAlOTh CYTTEBHUII Henouik. BiH mossrae B motpe6i mo-
JIaTKOBOI ITepeiadi CeKpeTHOTo KIIFoua OTpUMyBady. Taka cTpareris BUMarac BUKOPHCTaHHS 3aXHIIEHOTO KaHAJTy 3B'sl-
3Ky, OCHAIIICHOTO TEXHIYHUMU CHCTeMaMH 3aXHCTy. [Ipy IboMy iCHy€e pH3HK HECAHKI[IOHOBAHOTO JOCTYILY, SIKHI MOKe
CIPHYMHHUTH KOMIIPOMETAIII0 CEKPETHOTO Kioda. Buxomsun 3 BUIeHaBeACHHUX MIPOOIEM CHMETPHIHUX KPUITOCHC-
TeM, IIPY po3poOLIi MeXaHi3MiB 3aXHUCTY, HepeBary BiJIal0Th ACHMETPUIHHUM aroputMamM. [IpoBenieHo aHasi3 KpunTo-
cucremu RSA, sika rpyHTy€eThCA Ha acHMETpHYHOMY Miaxoxi mmdpyBanss. LI cucteMa BUKOPHCTOBY€EThCSA B Cydac-
HUX [IPOTOKOJIaX aBTeHTHU(]IKaIl Ta 3a0e3neueHHs KOHQINeHIIHOCTI B iHpopMariifHuX cuctemax Ta InTepreri. [Ipo-
BEZICHO TOCHIPKEHHS MBUIKOIT MPOTpaMHUX MOMYJIIB TeHEpallil KIIFOYOBOI Mapy, MUppyBaHH Ta po3MIH(pyBaHHS
Juist cucteMH RSA, nUisixoM 3MiHM 3arajbHUX IapaMeTpiB aroputMy (MOJIyJIsl HEepeTBOPEHb, PO3MIPY BHXIJHHX Ja-
HUX). Pe3ynbpTraTi yacoBHX BUMipIOBaHb HaBeACHI B TaOMHIi, Ha 0a3i SKuX MoOyJ0BaHi 3aJIeKHOCTI Yacy BiJ Moaudi-
Kallil KOHKpeTHUX HapaMmeTpiB. JlocmikeHo creranorpadidHuil anropuT™ Moaudikamii HaliMEHII 3HAYyn[oro OiTy
(H3B), sixuit 3acTOCOBYETHCS ISl IPUXOBYBAHHS JaHUX B 300pakeHHsIX. HUHI iCHy€ MIMPOKUH CIIEKTP CTEraHOaro-
PHUTMIB, SKi pO3pOOIISFOTECS Ha 0a3i 0COOIMBOCTEH CEHCOPHUX CHCTEM JIIOJMHU (CHCTEMH 30py abo cimyxy). Posrmsma-
I0ThCS BIACTHBOCTI 30pOBOI CUCTEMH JIFOJIMHH, SIKI BHKOPUCTOBYIOThCS B cTeraHorpadii.

Kuwuosi cinoBa: kpunmoepagis, cmeeanoepaghia, xirou, inghopmayitine nogiooOMIeHHs, ACUMEMPULHA KPUNIMOCUC-
mema, CuMempuiHa KpUnmocucmeMa, KpUnmozpamd, Cme2anocpama. .

1.Beryn

Indopmartist 3aBkau 3aliMaiia MPOBIAHE MicCIle B XHUTTI JroAuHH. [ToHSATTS «iHdopmartisy [1]
MOKHA THTEPIPETYBATU AK CYKYMHICTh MyOJIYHO OTOJIOMIEHNX a00 JTOKYMEHTOBAHUX B1JIOMOCTEH,
SIK1 OXOIUTIOIOTH SIBUIIIA IPUPO/IU, HABKOJIHUIITHHOT'O CEPEAOBHUIIA Ta PI3HOMAaHITHI 00J1acTi AisTBHOCTI
couiymy i nepxkaBu. Baromicts 1 kinacudikaris iHpopmariii Bu3HadaeTbes i1 BMicToM. [losiBa iHpop-
MalliifHO-KOMYHIKaIlIHHUX CHUCTEM 1 TJI00aIbHUX MEpPEeX CIPOIUIYE JTOCTYNHICTh i 0OMiH iH(pOopMa-
uiero. CTpIMKUN TEXHOJOTTYHUN MPOrpec MPU3BIB 0 MOSBU 3arp03 HECAHKIIIOHOBAHOTO JIOCTYIY,
nopyuieHHs KOH(DiIeHIiHHOCTI, HiicHOCTI iHpopMaii, panscudikamii ganux tomo. [opsa 3 num
nuTaHHsA 3a6e3neueHHs iHpopmariiinoi Oesneku (Ib) 3aBxau Oyno akTyaabHUM, TOYMHAIOYH 31 CTa-
POJIaBHIX YaciB 1 10 TENEPIIIHEOr0O MOMEHTY. OCHOBHUMH HalpsIMaMH, 110 BIPOBAKYIOTh HadliHI
MexaHi3Mu 3abe3neueHHs Ib € kpunrorpadis i creranorpadis [2].

Jliig po3B’s3aHHs npoOiem Ib mupoko BUKOPUCTOBYIOTHCS BIAMOBIIHI alTOPUTMH KPUIITOTpa-
¢ii 1 creranorpagii. Cyuacni cucremu Ib po3poOisitoTbes 3 peanizali€ro NepCneKTUBHUX KPUIITO-
rpadiunux i1 creraHorpadiuyaux MetomiB 3axucty. Cucrema inpopmariitnoi Oesneku (CIB) [1]
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MpU3HaUeHa i 3a0e3nedeHHs 0e3neku iHdopmarlli, sska UPKYIoE Y 1HPOPMAIIHHO-TEIEKOMYHI-
kamiitniii cucremi (ITC) Big HeaBTopu3oBanux cropid. CydacHi CIb ocHalieHi BiIOBIIHUMU amapa-
THUMH MOJYJIIMH O€3IIEKH, KOTPi CIIPSMOBaHI Ha MPOTUIi0 (hi3udHUM 3arpo3am. L{i Mmomy:i MicTATh
1HTETrpOBaHi MiKpOIIPOLIECOPH, L0 3aTHI BUKOHYBATH MOTPiOHI MaTeMaTH4YHi OOYUCIICHHS IS pea-
Ji3arlii BiAMOBIIHUX KpUNTOrpadiyHUX Ta CTETaHOAITOPUTMIB.

Kpunrorpadist — Hayka mpo MeToIu 3aXHucTy iH(opMarlii BiJi HECAaHKI[IOHOBAHOTO JIOCTYILY Yd
Moaudikarii. Meroro kpunrorpadii € peanizaris 3axucty iHGpopMalii MUIIXOM CHeIiaabHOTO i Te-
perBopeHHs (mudpyBaHHs). 3arajJbHOIO ie€r0 KpunTorpadii € KOHBEPTYBaHHS BMICTYy JaHHX B He-
po30ipauBuil Burisaa. IloBepHeHHS 3aIMPPOBAHOTO TEKCTY Y BUXIIHUM CTaH 3/1HCHIOETHCS 3a J10-
MIOMOT'O0 CIIEIaTbHOTO KIIF0Ua, SIKUM BOJIOJIE JIUIIE BIACHUK iH(popMallii ado JoBipeHa CTOpPOHA.
370BMHUCHUK TINOTETUYHO MOE MEPEeXONUTH MHPPTEKCT B MOMEHT Iepefadi 10 KaHaly
3B’ 513Ky (K3), aje He MaTuMe MOKITUBICTh 03HAHOMUTHUCS 31 BMICTOM BHUX1HOTO TTOBITOMJICHHS, OCKi-
JBKU y HOTO HE MA€ CEKPETHOTO KJIt0Ya HEOOXIAHOTO Uil BUKOHAHHS MPOLEAYpH AemHr(pyBaHHA
(kpuntoanaiis). Kpunrorpadis 3ade3neuye koH1ISHITIHHICTD, IITICHICTh Ta aBTEHTUYHICTB 1HDOP-
Marlii, BAKOPHCTOBYIOYH MaTeMaTHYHI METOJIU Ta aJITOPUTMH.

Creranorpadist — Hayka PO METO/AHM 1 crocoOu 30epiraHHs Ta nepeaayi iHdopmalii e cam
¢axT nepenadi un 30epiraHHs KOPUCHOI — MPUXOBAHOI iH(pOpMaLii, 3anuImaeTscs B TaeMHUII. [Ipu-
XOBYBaHHS 1H(QOpMAIIHUX JaHUX 3A1MCHIOETHCS B TaK 3BaHI KOHTEHHEPH (300padicenHs, aydio
Qatinu, ¢aiinosi cucmemu mowo). Ilpu BOyI0BYyBaHHI MPUXOBAHKUX JaHUX, Pi3HI cTeraHorpadidHi
METO/IM BUKOPHCTOBYIOTh Pi3HI BIACTUBOCTI MPUPOJHUX CEHCOPHHUX CHUCTEM JIFOAMHH (Hacamiiepen
30pOBHX Ta 3ByKOBHUX)./lyis1 BOYJJOByBaHHSI KOPUCHUX MOBIJIOMJICHB B CTE€raHorpadii BUKOPUCTOBY-
IOTHCSI HAAMIPHOCTI, SIKUMH XapaKTepU3yIOThCsl KOHTEHHEepH— NepeHOoCHUKU AanuX. L{i HaqmipHOCTI
MOXYTbh OyTH NPUPOAHUMH UM IITYYHHMH, B 3aJISKHOCTI BiJl CTPYKTYpH KOHTeiHepiB. Hampukmas,
y KJacTepHuX (ailyIoBUX CUCTEMaxX HaJIMIPHICTb pealli3yeThCs IUTYYHO, BUKOPUCTOBYIOUH /TSI LILOTO
XapaKTEePUCTHUKH 1 CTPYKTYpy (aitioBoi cucremu[3-4].

3 PO3BUTKOM CHCTEM, SIKI BOJIOJIIOTh BEIMKHUMH OOUUCIIIOBAIBHUMHU MOTYKHOCTSMHU 110YaBCS
CTPIMKHIl pO3BUTOK KOMI'IOTEpHOI Kpunrorpadii Ta creranorpagii. CyyacHi 004MCIIOBaIbHI CHC-
TEMH 3JIaTHI ONEPaTUBHO OOpPOOJIATH Ta MEPETBOPIOBATH BEJIMKI MACHUBHU JIaHUX, L0 B CBOIO YEpTy,
CIIOHYKA€ CTBOPEHHSI HOBUX CTETaHOTPaPIYHUX METOMIB, SIK1 YCKIIQTHIOIOThH MPOLIEC JETEKTYBaHHS
MOB1IOMJIEHb, a KpUNTOrpadiuHi KIF0Yl TeHEPYIOThCS TAKUM YMHOM, 11100 BUKIIOYUTH HMOBIPHICTh
ix BragyBaHHs. TakuM 9MHOM, TTPOSIBISIETHCS TEHICHITISI KOMITJIEKCYBaHHS 3aCTOCYBaHHS KPUTIITOTpa-
¢biyHMX 1 cTeraHorpadiuHuX METO/IIB 3aXMCTy 1H(pOpMaLlii 3315 MiIBUIIEHHS 3arajlbHOro PiBHS 0e3-
neku [5]. Cum0bio3 kpunrorpadii i creranorpadii € KPUTUIHO HEOOXITHUM TIPU OOMIHI Yy TIMBOT iH-
¢dopmartii mixx abonentamu cydacHux ITC Ha QoHI NOCTIHHOTO YCKIIQAHEHHS CHEKTPY 3arpo3 0es3-
MEKH Ta 3pOCTaHHs MOXKJIMBOCTEH anapaTHOro ocHauieHHs [6].

Kpunrorpadiuni MeToiu MMPOKO BUKOPUCTOBYIOTHCS JUIsl TOOYOBH CUCTEM aBTEHTU(DIKaIi,
mudpyBaHHs TaHUX JJIS 3aXUCTY KOH(pIneHiHHOT iH(popMallii B Mepexax, MiATBepAKEHHS LiTICHO-
CT1 Ta aBTEHTUYHOCTI JaHuX. Kpumnrorpadis 3acTocoByeThCsl B OaHKIBCBKOMY CEKTOp1 Jyisl 3a0e3re-
YeHHs Oe3MeKH MepCOHANIBHUX JIAHUX KIIEHTIB Ta iHpopMaii 1o 0 0aHKiBChkuX onepariil. [Topsa
3 UM, CTeraHorpadiss BUKOPUCTOBYETHCS ISl 3aXUCTY aBTOPCHKUX TpaB, 3a0e3MeueHHsT Oe3MeKu
KoHineHiitHOI iHdopMmalii npu ii nepenadi yepes Mepexi, myOuikanii aHOHIMHUX MaTepiaiiB abo
3BITIB, MPOBEJCHHS MOTaHOT KOMYHIKallii B YMOBaX, IpU SKHUX HEMOXJIMBO 3aCTOCYBATH KJIACHUYHI
(3 piznux npuyun) xpunrorpadivHi METOIN TOIIO.

Mertoto 11i€i cTaTi € aHai3 CTPYKTYPHHUX CX€M cTeranorpadiuHoii kpunrorpadiunoi cuctem
3axXUCTy 1H(pOpMaIi Ta TOCHIIKEHHS MOKIMBOCTEN 3aCTOCYBaHHS BiJipa3y 000X BEKTOPIB 3aXHUCTY
y ix koMOiHaii.
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2. CTpykTypHa cxema creranorpaiuHoi cucremu

Y3aranbHEeHa CTPYKTYpHA cxema creraHorpadiuHoi cucTeMu mpejacTaBieHa Ha puc.l, 1e BoHa
PO3IISIIAETHCS, SIK crienudiyHa peatizaiist cucTeMu 3B 3Ky [2].
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Puc. 1 —Y3aranpHeHa CTPYKTypHA CXeMa CTeraHoTpadiqHOi CUCTEMH
Fig. 1 - Generalized structural scheme of the steganographic system

B pamkax maHoi cxemu, JpKepero MOBiIOMIICHb TeHEPY€E MacUB iH(OpPMaLiiHUX MTOBI1IOMJICHD,
K€ MPENCTABIEHO MHOXKHUHOK | = {Il, L., } Iopinomnenns |; € onHUM 3 MOBiJOMIIEHL MHO-

*UHHU | , IKe IEpPEeTBOPIOEThCS MpeKkoiepoM. PesynbTaToM mepeTBopeHHs € chopMOBaHe MOBIIOM-
neaus M | € M . oe M i —1noTaiiHe iHdopMaIlliiiHe MOBIAOMIIEHHS, sIKe HEOOX1JHO MTPUXOBATH B KOH-

teiinepi, M = {I\/ll, M,,...M }— MHOXHHA MOJIMBUX CEKpETHHUX moBigomieHb [2]. Tlporec reHe-

pauii iHpopMaLifHIX TOB1IOMJICHb JKEPEJIOM ITOBIJIOMJIEHb MOKHA YSIBUTH BUIIAQJAKOBUM ITPOIIECOM.
Po3znoain iMoBipHOCTEH BUIIAKOBOTO MPOIIECY BU3HAYAETHCS CYKYITHUM PO3IOI1JIOM HMOBIpHOCTEN
BUIIA/IKOBUX BEJIMYMH B paMKax JaHOTO mpolecy. Toi MoXKHa MPEeACTaBUTH BUMAKOBHUIA MPOLEC Y
BUIIISAAI MHOKUHH P, = {P(M ),P(M,),..., P(Mn)},CKHaI[OBi AKOi € IMOBIPHOCTSMH BHUIAJKOBHX
BEJIMYMH BUIAJKOBOIO Ipouecy. Jlxepeno KoHTeHHepiB popMy€e CIEKTp MyCTUX KOHTEHHEPIB, SIKU

npescrapieHnii Muoxunow C = {Cl, c,,....C, } Pe3ysnbratoM pobOTH JKEpena KOHTCHHEPIB € BU-

naakoBuii kouteitaep C,, sikuii BXOAUTD 110 ckiaaay MHOKUHU C . Came (yHKIIOHYBaHHS TPUCTPOFO
reHepyBaHHs KOHTEHHEPIiB Moke OyTH OXapaKTepu30BaHe, SIK BUMAIKOBUi mporiec. OCKiIbKY NOsBa
OyIb-sIKOTO KOHTEIHepa 3 MHOKUHU C € BUMaIKOBOIO, KOKHOMY €JIeMeHTY MHOKHHH C Moke OyTu
MIPUCBOEHO BIIMOBIAHI IMOBipHOCTI. BumaakoBuii npoiec reHepyBaHHs KOHTEHHEpIiB MOxe OyTu
ONHKCaHUI MHOXHUHOIO ¥MoBipHOCcTEH P, = {P(Cl), P(C,),...,P(C, )}, €JIEMEHTH SIKOi € PO3IOIiNIeH]
WMOBIPHOCTI M)XK BUITaJIKOBUMH BEIMYMHAMH IHOTO TIporiecy. [licist cTBOpeHHsT KOHTeiHepa, OJI0K
ypaxyBaHHs1 oco0nmBocreii konreiinepa (BYOK), ananizye konreiinep C, Juis BuIieHHsS 0CO0IH-
BOCTEH, sIKi OyyTh BpaxoByBaTHCs NMpHU BOYIOBYBaHHI MPUXOBYBAHOT0O iH(OpMAIiitHOTO MOBiIOM-
nenns M ;. Konreitnep C, € C, 3 Busnauennmn BYOK Bnactuoctsamu B, , mocrymae Ha crerano-
KOJIep, Jie 3/1iHCHIOIOTRCS CremiaibHi onepallii 3 BOyaoByBaHHs (abo inkancyasyii) creranorpadid-
HUX JaHuX (kowmenmy). Pe3ynbraToM 3/iMCHEHHS IHKAICYJISMLii CEKPETHUX ITOBIIOMIICHB JI0
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KOHTEIHEPiB € creranorpamu (mobmo, 3anogneni Konmeinepu), ne S = {Sl,SZ,...,Sm}— MHOKHHA

YTBOPEHUX CTETaHOTPaM.
TpuBiansHe oganHs creraHorpadignoro BOyoByBaHHs iHpopmMartii [ 7] MOXHa TOIaTH Y BU-

Ui MHOKMHHM BifoOpaxens | :{fl, fyrees fk}, ne f, :(l\/l ,C)—S,i=12,....k .B ananorii 3 Bupa-
30M 1HKAICYJIAIIl KOHTEHTY, MOYKHA BIJOOpa3HTH MPOILEAypy BUIYyUYCHHs iHQOpMaIIHHUX JaHUX Y
BUITIAZI MHOXKHHM OOepHEHHMX BigoOpakeHp f ': { f, fz‘l,...,fk‘l} , nme f71:S—(M,C),
i=12,...,k. ¥V Bino6paxenni f, € f xoxxHOMy eneMenTy MHOXHHM S CTAaBUTLCS Yy BiAINOBiAHICTH

esieMeHT MHOXKUH «M» Ta«Cy.

VY creranocucremMax Juis 3/iHCHEHHS NPOLECIB BCTaBKH (IHKAICYJIAIIT) Ta BUIY4YCHHS KOHTE-
HTY BUKOPHCTOBYIOTHCS BIAMOBIAHI CEKPETHI KiItoui. Takuid miaxia 3aCTOCOBYETHCS [ I IBUIIICHHS
CTIMKOCTI 0 AETEKTYyBaHHS MOBiIOMIIEHb 3JI0BMUCHHKOM, 3a0€3MeUeHHsI CTINKOCTI cTeranorpadiu-
HOTO aJITOPUTMY ITPOTH MOXKIIMBHX aTaK Ta 3HW)KCHHS HMOBIPHOCTI HECAHKIIIOHOBAHOTO BHITY4YCHHS
MOBIIOMJICHHSI 3TOBMUCHUKOM. Lli KIIF0Ui MTOPOIKYIOTHCS JKEPEIOM KITIOUIB, 3BIIKM BOHU HAIXO-
ISTh 710 CTETAHOKOJAEPY. YTPAaBIiHHS CTEraHOKOAECPOM 3IHCHIOETHCS 32 TOTMIOMOTOI0 CEKPETHHX

Kio4iB. TOX BU3HAYMMO MHOKHUHY KirowiB K = {Kl, Koo Kk} TaKAM YUHOM, 1110 KOXKHE BifoOpa-
xennsa f, € f samaernca cexpernnm kmouem K., ne 1=12,...,k:
. K,

f:(M,C)—>s. 1)

Koxunomy BinoOpaxkennio f, Bimnmosimae meton BOymyBanHs iHGOPMALiHHOrO MOBiIOMIECHHS

M. € M B konreiinep C, € C 3a nonomororo cekpernoro kimoua K. AHajIOriyHUM 4HHOM BH3HA-

YIMO MHOKMHY CEKpeTHHX KIouiB K = {Kl K., Kk} ans obepHeHux Bigoopaxens f, e
SIK1 I03HAYAIOTH MPOLICAYPY BHIYyUSHHS iHQOPMAIIHHAX TaHUX 3 KOHTEHHEPY:

-1 . K;"
fi:S—(M,C). )
. -1 1. . . . .o
KoxxHomy obepreHoMy BimoOpaxkennio f, € f  BiamoBimae crmocib BuIy4eHHs iHPOpMAITiii-
HUX JaHHUX 3 KOHTEelHepa 3a JOIOMOI0I0 CEeKpeTHOro kitoua K, . BaxknuBo migkpecauTy, Mo B oc-

HOBHOMY B CcTeraHorpagiqyHuX MepeTBOPEHHIX BUKOPUCTOBYETHCS OJUH KIIHOY (Ki =K/ ) Ui 3a0€e3-

MEYEHHS y3TO/KEHOCTI MK MpoliecaMy BOY/IOBYBaHHS Ta BUIy4YEeHHs JaHUX. BunankoBuil mpouec
reHepyBaHHs CEKPETHUX KIIOUIB MOXKHA [TOJIaTH Y BUIJISAJII MHOKUHU HMOBIPHOCTEM:

P, = {P(K)),P(K,),...,P(K)},
; ; Y @A)
P ={P(K), P(K,)..... P(K,))

V (3) xoxnomy kmouy K, e K= {Kl, Kyions Kk} BIIMOBi/1a€ TIEBHA HMOBIPHICTb F’(Ki ) , a
xkmouy K e K™ = {Kf K K } BIJITIOBiIa€ IMOBIPHICTh P(Ki* ) Koxnomy Binoopaxennio f; € f
BimnoBinae cekpernuii kinou K;. @opmyBaHHs cTeraHorpamu (3allOBHEHOTO KOHTEHepa) 3/ilCHIO-
€ThCS 3a J0MOMOTOI0 BimoOpaxkenus f;, sike oxHo3HauHO 3aMaeThes KimodeM K 3a mosimomieHHsIM
M Ta xonteiinepomC, 3 ypaxysauHsam ocoGiuBocTeil naHoro Konreiinepy B,. Chopmonana cre-
raHorpama 3aJ1a€TbCsl HACTYITHHM CITiBBiTHOIICHHSIM:

S, = fi(Ki’Mj’Ct)’

jch2.nl tefz,. 1] icf2.. Klvefi2. .m} m>n’ )
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CTBOpeHa CTeHOrpaMa S, TEPElaeThesi KAHATIOM 3B’SI3Ky Ha NPHUMAIbHY CTOPOHY, i 4ac

nepeaayi BoHa Moke OyTH IepexoryieHa MPOTUBHUKOM. Ilicis oTpuMaHHS cTeraHorpaMH OTPUMY-

. . -1 -1
BayeM, CTEraHOICKO/Iep pealtizye 3BOpoTHE BinoOpakenHs f, € f 3 MHOXUHHM cTeraHorpam S Ji0

MHOKHH MOBiloMIeHb «M» i HOpOKHIX KoHTeitHepis «Cy» mif ynpasninaaM kimoda K
— Yk
(M,.c)=f K .S,). )
Cri miIKpecauTH, o MPHU Mepeaadi CTeraHOrpaMU Yepe3 MEpEeXy Il BIUIMBOM 3aBajl abo

MIPOTUBHUKA MOKJIMBE CIIOTBOPEHHS 3alIOBHEHOT0 KOHTelHepa. Ha mpuiiManbHii CTOPOHI MAaEMO T10-
€JIHaHHS CTEraHOTpaMU 1 pe3yJIbTaTiB «BIUIMBY» Ha Hel B mpoiieci nepegaui no K3. Otpumany xom-

OiHaliio MOKHA TMOJaTH y BUIISA S, +0, e O — BEJIMYMHA, 10 BU3HAYAE CTEMiHb CIOTBOPEHHS
CTEraHOT'PaMH ITiJl BUILTMBOM 30BHIIIHIX (akTopiB. B pe3ynbrati BAKOHAHHS MPOIEypU BUITYyUYCHHS

CTETaHOAECKOAECPOM, OTPUMAEMO NIEBHY OL[IHKY MOJIMBOTO 1H(OPMAILiIfHOTO TOBIJOMJICHHS Ta I10-
PO’KHbOMY KOHTEHHEpY:

(M*,C7)= 4K .S, +0). (6)
Jlnst pobacTHuX creraHorpadiyHux cucreM[2] He3HAUHE CIOTBOPEHHS CTEraHOIPaMU (8 * O)

HE NPU3BEJIE [0 TIOBHOTO PyHHYBaHHs BOYI0BaHOTO MOBIAOMIIEHHST M |, B iIeallbHOMY BUIIJIKY OLli-

HKa nosizomienns M ; cninagartume 3 Buxignum nosigomienusam M ;. Tomy ais pobacTHuX cTe-

TaHOCHCTEM CIIPaBE/IIMBE HACTYITHE CITiBBIIHOLICHHS:
— f-l(gx
(M;,C,) = fTH(K, S, + 0). (7)
Kpuxxi creranorpadiuni cuctemu [2,7]HecTiiiki 10 BILUIMBY Ha 3alIOBHEHHI KOHTEHHED, TOMY
Oy/b-siKe CIIOTBOPEHHs CTEraHOTpaMu (8 # O) IPU3BOAUTE 10 PyHHYBaHHs BOYJIOBAHOT'O IMOBI1IOM-

JICHHS (M i =M, ), TOOTO JJIsl KPUXKUX CUCTEM BUKOHYETHCSI HACTYITHA HEPIBHICTb:
-1 *
(M;,C,) # fH(K, S, + 9). (8)
Ha 6asi orpumanoi ouinku M ; crenianbHa QyHKLUIs IETEKTYBaHHs «IIPUAMAE PILICHHS» PO

HAsSBHICTh YM BiJICYTHICTH TIPUXOBAHOTO MOBIIOMJIEHHS B NIEPEIaHOMY KOHTEHHEpi S, . 3aBajocTiii-

KM JIeKoiep BUKOPUCTOBYE PIIICHHS anapary AeTeKTYBaHHS MOBIAOMIIEHbD; a1 BUHeceHHs OiHa-
pHOTO pillleHHs (Tak/H1) IPO NPUCYTHICTH UM B1ICYyTHICTh HEBUIIPABHOI IOMUJIKA B OTPUMAaHOMY I10-
BiJoMJIeHHI. Omepallis AeKOAyBaHHS 3/IHCHIOETBCSA B JIEKOJEpl, A€ Oa3MCHUMHU (DYHKLISMHU TNpH-
CTpPOIO JIEKOJTyBaHHSI € 31CTAaBJICHHS BUJIYYEHOT OI[IHKU 3 OJHUM 13 MOKJIMBHX TOBiToMIIeHb Miit Tie-
PETBOPEHHS 1X y BUXiIHUI popmMaT nmoBioMiIeHHslj, 10 HAlaeETbCs OTPUMYBaUy.

3. CTpykTypHa cXeMa KpUNTOrpagivyHoi cucTeMu

Kpunrorpadiuna cuctema — KOMILIEKC B3aEMOIOB’ I3aHUX KPUIITOTpapiyHUX aITOPUTMIB, 3a-
co0iB 3axucty iH(popMmarlii, HOpMaTUBHOI, EKCIUTyaTalii{HOI TOKyMeHTallii, HeOOX1IHUX JJIs peatiza-
ITii 3aXUIIeHOCTI 1H(opMarlii, mo 30epiraeTbcs, oOpodIIIeThCs a0 mepenaeThes [8]. MeTtomooris
KpunTorpadiuHoro 3axucty iHpopMallii TOBUHHA 3a0e3neuyBaTi BUCOKUN (3a/1aHnit) piBEHb 3aXU-
CTy JaHUX IpH mnepenadi abo 30epiranHi B iHGopMaLiiHOMY MPOCTOpi. Y3aralbHEHY CTPYKTYPHY
cxeMy KpunrorpadiuyHoi cucTeMH MpOUTIOCTPOBAHO Ha PHC. 2, 1€ CIEKTpP MOBIIOMIIEHb, IPECTaB-
JICHO MHOXKHHOIO « My, sika GOPMYEThCS IPKEPETIOM TIOBIJOMIICHb.

[ndopmariiiine mosigomiernss M, € oHUM 3 MOKIMBUX MOBiOMIIEHE MHOKHHE M . Koxk-
HOMy iH(popMmariiiinomy noBigomienno M, e M = {Ml, M,,...M n} BIJIMOBIIa€ TICBHA HMOBIPHICTh

P(M,), ockinbkn KOKHE MOBITOMIIEHHS € PEATI3alli€l0 BUTIAIKOBOTO IPOLECY.
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Po3nonin iiMoOBipHOCTEH BUTIAKOBOTO MPOIECY MOXHA MMOJATH Y BUTJISAII MHOKHHH WMOBIp-

nocreit P(M)={P(M,),P(M,),...,P(M, )}.

3MOBMHCHHK
K; 2
M—L—E FE— M
Txepeno M TIpucTpiit TIpucTpiit M; OtpmnyEad
TIOB1ZOMIIEHB »  mmdpyBaHHA > poammbpyEaHET P NOBiJOMIEHHS
E,
A ? 7Y
X X
JIxepeno Kmodie JIxepeno KodiE

Puc. 2 —¥Y3aranpHeHa CTpyKTypHA cxeMa KpunrorpadiqHoi cucreMu
Fig. 2—A generalized structural diagram of a cryptographic system
Muoxuna E = {El, EZ,...EV} M03HAYa€ KPUIITOTpaMu MIH(pPOBaHUX MOBiTOMICHb. Kpunro-
rpama E, mpencrasise cobor mudprekcr BuxigHoro mosimomienns M, . Ilpouenypy mudpy-
BaHHS 3/({iCHIOE IPUCTPIl IU(PYBaHHS, HA BXiJ] AKOr0 HaaxoquTh oBigomierns M, . Ipornec mm-
(pyBaHHA MOKHA NIPEICTABUTU y BUIJIAAI BinoOpaxkenns f; € f MHOXuMHM BUXiTHMX HOBiZOMIIEHD
M, y muoxuny kpuntorpam E. Ockinbku BimoOpaxenns f; e f ciop’exruBne Ta in’exkTuBHE
(puc. 3), a Muoxxuan M Ta E piBHOMOTYXHI, TO icHYe oOepHEeHe BimoOpaxenHs f j_l e f, axe mo-

3HAYA€E MPOIEAypy po3iudpyBaHHs moBigomicHH: [8].

E

Puc. 3 —Ciop’€KTUBHICTb Ta iH’€KTUBHICTH BinoOpaxents f;

Fig. 3—Surjectivity and injectivity of reflection f;
Jl>xepeno KmouiB cTBOproe HoTik kmouis K = {Kl, Kyt Kk}qn K™= {Kl*, K;,..., K;}, B 3arajb-
HoMy Bumazky K, # K;. Ipu mpomy, sxmo K, = K;, TO CHCTEMA CUMETPHYHA, i HaBmakw, ko K # K;
—acumetprdHa [8]. OCKiNbKY MOPOIKEHHS KIIFOUiB KEPETOM KITFOUiB € BUTIAIKOBUM IIPOIECOM, TO KOXKHOMY
kmouy K; € K Moxna npucBoiTu nieBHy #iMoBipHiCTh P(K J- ), a KJIF04Yam K; e K- iimoipHicTs P(K j*).
JaHuii  BUNAgKOBHK  MpoIeC MOXHA  OPEACTAaBUTH y  BUMJBIAI  PO3MOITY  HMOBipHOCTEH

P(K) = {P(Kl), P(Kz), . P(Kk )} ms kmouiB K € K i P(K*)= {P(Kl*) P(KZ*) . P(Kk*)}, Ta KIIOYiB
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K; eK’. VpaBiiHHS IPUCTPOEM MIM(PYBAHHS 3MICHIOETHCS 3a 1onoMororo kimoua K j » @ IPHCTPOEM PO-
3mU(pPyBaHHS — KIFOYEM KJ—*. Jns seix | =12,...,K Bino6paxenns f i € f samaernca kimouem Kj:

f,:M—E. 9

Koxne Binobpaxenns f; € f Busnauae cnoci6 mmdpysanns nosinomnenns M; € M kmo-

ueMm K (puc. 4). BinnosiaHo, Kimodem stanaeTbca obepuene Bigoopakenus f j_l e f , sxe mosua-

yae croci6 posmmppyBaHHs MOBiOMIIEHHS 32 lonomoroto kimtoua K (dus. puc. 5):

fHE— M. (10)

X
fiM—I—>E

Muo:KHHA BHXITHHX
nioeigomieHs M

MHOXHHA BEHX1THHX
nioeigoMiIeHs M

Muosxu=a kpumrTorpam £ M=uoxnna kpaEnTorpam E

Puc. 4 —Bino6paxenns (9) MHOXuHM BuxinHux  Puc. 5 —O0epuene BinoopakenHns (10) MHOKHHU KpH-
HOBiIOMJICHb B MHOKUHY KPUIITOIPaM OTOrpaM B MHOXKHHY BUXIJIHHX MOBIJIOMIICHb

Fig. 4 - Mapping (9) of a set of output messages  Fig. 5 - Inverse mapping (10) of a set of cryptograms
into a set of cryptograms into a set/multiple of outgoing messages

Kmou K nossonse 3amupysatu OMH €1EMEHT 3 MHOKMHA M , HABIAKHU KIIFOUEM K; MO-

’KJIMBO OTPUMATH JIMILE OJIMH eJeMeHT 3 Kpunrorpamu E, . Kpunrorpama E; dpopmyerses 3a momo-
MOTOI0 BiJJ0OOpakeHHS fj e f , gAxa cHiBBiIHOCUTECH 3 KIIIOYEM Kj 3a nosigomiiennsmM M

E, = f,(K,,M,). (11)

CdopmoBana kpuntorpama E mepemaerbest kanamoM 3B’SsI3Ky Ha IpHAMaOdy CTOpOHY. B Mo-

MeHT nepenaui mudpreket E, Moxke Oytu mepexormienuii 3nmoBmucHuKoM. [IpucTpiii po3umdpy-

BaHHsI 3/IICHIOE TIepeTBOPEeHHs Kpunrorpamu E, y Buxigne mosimommennst M, . BigHoBieHHs BU-

XITHOTO ITOBIJOMJIEHHS 3IiMCHIOETHCS 3a JOIMOMOro0 0oOepHeHoro BimobOpaxenus f j_l, sIKe

OB’ s13aHE 3 KIIFOUYEeM K; :
M, = f,*(K,".E, ). (12)

BI/IJ'Iy‘-ICHC 3 KpUIITOrpaMn HOBiI[OMJ'ICHH}I M i HAAXOIUTb OTpUMYyBady.

4. CyTHicTh TPAAMUIHUX KPUITOCHCTEM IS peaizauil 3axumeHocTi ingopmanii

udpyBanHs— 1ie nporeaypa HapasiieHa Ha 3a0e3MeYeHHsl 3aXUCTy 1H(opMallii HUIIXOM Ie-
peTBopeHHs ii y HeunTabenbHui BUTIsA. JlocTyn 10 BMICTY KOH(IASHIIIHHIX TaHUX MOXKJIMBO OTpH-
MaTH JIMILIE MMics BUKOHAHHS MPOLEAYPU pO3LIH(pyBaHHS 32 JOMOMOT0I0 CEKPETHOTo Kimtoya. Lum
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KJIFOYEM BOJIO/II€ JIUIIIE BIIACHUK KJTF0UYa YM JoBipeHa cropoHa. CeKpeTHI KITtoul MOBUHHI 30epiratucs
B CEKPETi, B 3aXUIICHOMY CEPEOBHIIlI, OCKIILKH KOMITPOMETAITisl KITF04Ya MPU3BE/IE 10 HECAHKIIIOHO-
BaHOTO JIOCTYIY J0 BMIiCTy KOH(IACHIIHHUX JaHUX. ANTOPUTMH MM (PPYBaHHS BUKOPUCTOBYIOTbH Pi-
3HOMaHITHI MaTeMaTH4HI oreparii: - apupmMeTuKy B moisix [amya GF(q), MaTeMaTU4HI oreparii B

rpymnax TOYOK eJiNTHYHUX KPUBHUX, B TPYHax MPOCTHX YHCEI, MOIYJIbHY apU(PMETHKY, IEPETBOPEHHS
@yp’e Tomo. YmpapiiHHs mpoliecaMu MUGpyBaHHS i po3MIU(ppPyBaHHS 3IIHCHIOETHCS 32 JIOTIOMO-
TOI0 CEKPETHOTO KJII0Ya, TOMY KPUITOCHUCTEMH KIacu(iKyIOThCs 32 CIOCOOOM BUKOPHCTAaHHS KITIOUiB
Ha JIBi TPYIIH: - CAMETPUYHI 1 aCHMETPUYHI. B acumMeTpuuHuX Kpunrocucremax (puc. 6) reHepyroTbes
2 KJIIOYi: - BIIKPUTHI Ta CEKPeTHUH. BiKpUTHil KIIF04 BUKOPUCTOBYETHCS IS peatizallii mpoueaypu
mupyBaHHS, a CEKPETHUN KIII0Y 3aCTOCOBYETHCS JUII BUKOHAHHS pO3MIHM(PYBaHHS MTOBIIOMICHHS.
B cumerpuunux kpuntocucremax (puc. 7) i npouenyp mupyBaHHS Ta po3mnpyBaHHs BUKOPH-
CTOBY€ETHCS JIUIIE OJIMH CEKPETHUH K04 [9].

_M_> C=Ex (M) ¢ > AM=DK:(C) _M__>

Kagan ze's:y

K; K3

Puc. 6 — CrpormieHna Moenb aCHMETPHYHOT KPUITTOCHCTEMH
Fig. 6 — A simplified model of an asymmetric cryptosystem

— 3 C=Ex(M) M=Dg(C) L= g

Y

Kagan ze'misy

K K

Puc. 7 — Coporiena Mosiesb CUMETPUYHOT KPUITOCUCTEMHU
Fig. 7 — A simplified model of a symmetric cryptosystem

CyuacHi kpunrorpadiyHi IpoTOKoIU 0a3yl0ThCs Ha Kpunrtorpadii 3 BIAKpUTHM KioueMm. B
€JIEKTPOHHUX KOMYHIKAIIAX JUIsl u@pyBaHHs 1HPOpMaLil BUKOPUCTOBYIOThCS acumMempuyri Kpyi-
TOCHUCTEMH IpH nepeaadi iHdopmarii no Binkputux K3. B cumempuunux kpunrocucremax npucyTHs
npobiemMa po3noalTy KiouiB [8], He3anexxHO Bl CTPYKTYpH KpunTorpadiunoro aaroputmy. Ilepen
IIOYaTKOM CeaHCcy OOMiIHY JaHUMH MK JJBOMa CTOPOHAMM, OJIHA 3 HUX ITIOBUHHA 3T€HEpYyBaTH CeKpe-
THUH KJIt0oY Ta nepeAarty iHmoi. [Ipu npoMy 171 nepeadi Kiaro4a noTpiOHO BUKOPUCTOBYBATH 3aXU-
menuit K3, npu 11pomMy icCHy€e puU3HK KOMIIPOMETAIll CEKPETHOTO KJIF04a, OCKUIBKH HEMA€E TapaHTii,
1110 3JIOBMHCHHUK HE 3MOXKe 001iTH crcTeMu 3axucTy. Y Tabia.1 HaBeJJeHO CIIPOLIEHUH OITUC XapaKTe-
PUCTHUK CUMETPHUYHUX Ta aCUMETPHYHUX KPUIITOCHCTEM.

Posrnsinemo anroput™ RSA, sikuii HanexuTh 10 Kpunrorpadii 3 Biakputum kiarodeM. Hudp
RSA, na3Banuii Ha yecTsb iioro BuHaxigHukiB PiBepca (RonRivers), Hlamipa (AdiShamir) 1 Annemana
(LeonardAdleman) [9-11]. Kpuntocucrema RSA 6a3zyeTscst Ha 3acTOCyBaHHI OTHOCTOPOHHBOT (PyH-
KIii [9] yTBOpeHHS T0OYTKY IBOX BEITMKHX YHCEI, [0 € MPOCTIIIO 33/1a4€t0 OPIBHSIHO 3 PO3KIIa-
JaHHSAM BEJIMKOI0 YMCiIa Ha mpocTi MHOKHUKH [11]. besneka kpunrocuctemu RSA rpyHTy€eThCs Ha
(dakTopu3zarii Benukux yrcesr. OCHOBHOIO 1/IE€10 aJITOPUTMY € TeHEpYBaHHS MPOCTUX YU CET I 00-
YHUCIIeHHS iX 100yTKY, 10 BU3HAYA€E MOAYJb N, sikuil Oy/e BUKOPUCTOBYBATUCS B MPOLEAYpaX IIH-
¢bpyBaHHs Ta po3mudpyBaHHi. MeTol0 KpunroaHatidy B nmapaaurmi RSA € 3HaX0mKeHHs CeKperT-
HOro Kifo4ya d KITF0YOBOI Mmapu (d : e), Jie € — BITKPUTHH KITIOY.
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Tabmuus 1 — Ctucnuii onmuc KIaCHYHUX KPUITOCUCTEM

Table 1 — Brief description of classical cryptosystems

Tun cucremn

AcuMeTpuyHa

XapakTepucTuka

Jlna npoyedypu wugpysanns i po3uudpysanis GUKOPUCIOBYIOMbCs 2 Pi3HI Kol
Acumempuuni aneopummu nompedy1oms 3HAYHO OLIbUIE OOUUCTIOBATLHUX PEeCypCi8
NOPIBHAHO i3 CUMEeMPUYHUMU. Aleopummu acumempuyHoi Kpunmozpagii npoepa-
10oms cumMempuyHuM 3a weuokodicio. Knouoeoiw nepesacoro acumempuunux Kpun-

mocucmem € BUKOPUCMAHHSL KIoUie geauxoi 0osxcunu (512 — 4096 6im), wo nosua-

4AEMbCS HA WBUOKOOTT aneopummy. Acumempuyna Kpunmocpagis GUKOPUCMosy-
emwcs y npomoxonax SSL (Secure Sockets Layer) ma TSL (Transport Layer
Security) ons 3abe3neuenus besneku 0OMiHYy Oanumu 6 mepeici Inmeprnem.

CumeTpu4Ha

Hlughpysanus i poswugpysanns peanizyemvcs 3a 0onomoezoro 1 kioua, nonepeo-
HbO Y32000/CEHO20 MIdIC CYO EKmamu KOMyHIKayii. Aneopummu cumempudnoi Kpun-
moepaghii 3a weudxkoodicio nepesepulyroms acumempuuHi. Jlosxcuna kioua 6 cume-
mpuuHux cucmemax nomimuo menua (40 — 256 6im). Obnacme 3acmocy8aHus cu-
MEMPUUHUX KPURTNOCUCIEM OXONTIOE 3aXUCT KOH@IOenyitinol inghopmayii ginan-
COBUX YCMAHO8, KOMEPYIUHUX KOMNAHIU MA 0EPICAGHUX YCIMAHOS.

Anroputm RSA ckiamaeTbes 3 TphOX €TalliB:

1. 'enepairist KJI0YOBOT MapH.

2. llludpysanus iHGopMmariiiHoro moBigomiacHas M .

3. PosmmdpyBanus 3ammdpoBanoro mosigomieHHs C .

I'eneparrist 3araJTbHOCUCTEMHHUX HTapaMeTpiB 1 KiItouiB cucteMu RSA Mae HacTyIHI KpOKH:
1. OGuparoTbes 1Ba MPOCTUX YHMCIA P Ta (, SIKI TPUMAIOTHCS B CEKPETI.

2. OGuuCITIOEThCSA MOAYIb N, [0 BU3HAYAETHCS CIIIBBIIHOIIECHHAM N = P( .

3. O6uncnroerbes ¢ynkuis Eitnepa ans mogyns N, qo(n) = (p —1)(q —1).

4. Bubupaerbcs Take 3HAUCHHS BiAKPUTOTO KJIfo4a €, o0 BOHO OyIJI0 B3a€MHO MPOCTUM CTO-
cosro @(n), a came (p(n)e)=1.

5. BuzHauaeTbcs Take 3HAUCHHS ceKpeTHOro kimtoua d , mo6 de=1mod (p(n), d< ¢(n).

Pesyinbrar:

1. 3aranpHOCUCTEMHI TapameTpu p, J, N, (p(n).

2. CeKkpeTHHH KITFIOY {d,n}.

3. Binkputuit ko {e, n}.

Kpunrorpama B cuctemi RSA 00umcitoeTses 32 HACTYITHUM IIPABUIIOM:

C=M°modn. (13)
PozmmdpyBanHs 3a1mppoBaHOro NOB1IOMIIEHHS 00YHCIIIOETHCS 33 JOTIOMOT0I0 (POpMYJIH:
M =Cmodn. (14)

VY Tab. 2 HaBeaeHI pe3yNIbTaTH MPOYKTUBHOCTI MMPOTPAMHOTO MOJYJISi TeHEPYBaHHS KITFOYO-
BO1 mapu kpuntocucreMu RSA, a puc. 8 BimoOpakae 3aleXHICTh Yacy TeHEpYBaHH KJIIOUiB Bif] pO-
3Mipy Moayst (nakem moodeniosannss MATLAB).

Tabnuus 2 — Pe3ynbraTi reHepyBaHHs KII0U0BO1 mapu ajs cucteMu RSA

Table 2 — Key pair generation results for RSA system

Ne HomxuHa Moysi, OIT Yac cTBOpEHHS, CEKYHIU
1 512 0,025
2 768 0,045
3 1024 0,141
4 2048 1,636
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VY Tabu. 3 HaBeACHO PE3yIbTATUBHICTH IMIBHUAKO/I11 BAKOHAHHS MTPOTPAMHUX MOJYJTIB MK PYBaHHS
it po3mmdpyBanHs s Kpunrorpagiunoi cuctemu RSA B 3a5exHOCTI BiJ po3mipy (aiiny Ta 10B-
YKHHU MOJTYJISl IEPETBOPEHHS.

18

16

1471

12}

Yac, cekyHau

400 600 800 1000 1200 1400 1600 1800 2000 2200
HoexuHa mogyns, GiT

Puc. 8 — 3anexHicTh yacy TeHepyBaHHS KIFOYOBOI MapH BiJl PO3Mipy MOIYIIS
Fig. 8 — Dependence of key pair generation time on module size

Tabmuus 3 — Oninka mwBKUAKOIT K pyBaHHs Ta po3mudpyBaHHs st cucteMd RSA
Table 3 — Evaluation of encryption and decryption performance for the RSA system

Pozwmip Po3mip monyns Yac mmdpyBaHHs, Yac po3mudpyBaHHs,
daiiny MEPETBOPEHHS, OIT CeKyH/IU CeKyHIU
512 0,068 0,875
768 0,089 1,520
219 Kb 1024 0,127 2,347
2048 0,184 7,988
512 1,391 18,151
768 1,731 31,173
4,43 Mb 1024 2,497 48,524
2048 3,775 165,003
512 2,700 35,256
768 3,401 61,187
8,65 Mb 1024 4,889 94,335
2048 7,388 325,451

Ha puc. 9 npointocTpoBaHO 3a€KHICTh YaCy BUKOHAHHS MPOTrPaMHOTO MOYJIs IM(pyBaHHS
1 po3mmmdpyBanHs 11 W py RSA B 3aeXHOCTI BiJ] po3Mipy ¢ailily Ta TOBKUHH MOAYJISI IEPETBO-
pEHHSL.

5. IIpuxoByBaHHs iHdopManii B NpocTopoBiii 00;1acTi HePYyXOMHX 300pakeHb

[IpuxoByBaHHS KpUNITOIpaM B KOHTEHHEpax, HAIIPUKIIAA, rpadidyHUX 300paXKeHHSX, 103BOJISE
HiABUIIUTH piBEeHb Oe3neku 3axucty iHpopmarii. OCHOBHA i1es cTeraHorpadiyHOro 3aXuCTy MoJs-
rae B TOMY, LII0 IPUXOBYBAHHS JIaHUX 3A1MCHIOETHCS TAKUM YHHOM, 100 1€ He OyJI0 MOMITHO JJISl He
MpoiH(OPMOBAHOTO criocTepiraya. MeToau NpuxoByBaHHS IaHUX B 300pa’KEHHSAX BUKOPUCTOBYIOTh
BJIACTUBOCTI 30poBoi cucteMu JoauHu (3CJI) Ta kacudikyroTbcs Ha 2 TPynu: HU3bKOPIBHEBI ((hi-
3i0/10214yHi) Ta BUCOKOPIBHEBI (ncuxogizionoeiyni) [2,7]. 1o HU3bKOPIBHEBUX BIACTUBOCTEH CIiJ Bi-
JTHECTH HACTYIIHI:

1. Cnabka 9yTIMBICTh 10 HE3HAYHOI 3MIHH SICKPABOCTI.
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2. Cnabka 9yTIUBICTh 10 HE3HAYHOT 3MIHM KOHTPACTY.

3. YacTOoTHA 4y TIUBICTb.

4. EdexT MacKyBaHHS.

5. Cnabka 4y TJIHBICTh A0 HE3HAYHOI 3MIHHU SICKPABOCTI CHHBOT'O KOJILODPY.

Lin BaHHs Po3wwu BaHHA
5 Ppy! 425 $py
219K6 | 219K6 |,
¥ a) 4,43MB _— b) 4,43MB
8,65 MB S 8,65 MB
= 7
Te I p
I <
z £ 250
o (3]
©5 Y
=
g £ 200
g4 :
g 8 150
g’ 3
. 8 100
T @
g

1 50

0 — 0

500 1000 1500 2000 500 1000 1500 2000

Poamip mogyns nepeTBopeHHs, 6iT Poamip Moayns nepeTsopeHHs, GiT

Puc. 9 — Yac mmbpysanus (a) i posmmbpysanss (D) 1715t pisHUX TOBKHUHA MOTYJIS
MEPETBOPEHHSATA PO3MIpy (aity

Fig. 9 — Encryption (a) and decryption (b) times for different lengths
of the transform module & file size

JIo BUCOKOpPIBHEBHUX BJIIACTUBOCTEH CJIiJ] BiTHECTH HACTyIHI [12]:

1. UyT/uBICTh 10 KOJIbOPY — JIesIKI KOJIbOPH IIPUBEPTAIOTH OLIbIIIE YBAry JIFOIMHH TOPIBHSAHO 3
IHIIAMH KoJTbopamMu. E(eKT moMiTHOCTI MiBUIITYETHCS, KOJIU BIATIHOK 3aIHHOTO TJIA CyT-
TEBO BIIPI3HSIETHCA Bijl KOJBOPIB 00’ €KTIB PO3TAIOBAHUX HA HBOMY [7].

2. YyTnuBICTh 10 PO3MILLEHHS — MEPEIYCiM, JIFOJMHI BIACTUBO PO3IJISAATH LIEHTPAIbHY JUIs-
HKY 300pa)XeHHs1, a BXe MOTIM 3BepTaTH yBary Ha HOro OKOJIUIII.

3. YyTnuBICTb J10 30BHIIIHIX HOJIPA3HUKIB — pyX OUel JIOAMHM 3AJIEKUTH Bl TaKUX (HakTOpiB
SIK KOHKpETHA CUTYallisl a00 HasIBHICTh JOJATKOBOI iH(hopMaIlii, iIHCTPYKIIiH 1010 CIIOCO0yY
neperisay.

4. UyTnuBICTb 10 KOHTPACTY — Pi3Ki KOHTPACTHI 00JacTi 300pakeHHs Ta 3Ha4YH1 Nepenaan sc-
KpaBOCT1 BUKJIMKAIOTh J0 ceOe OuIbliie yBaru.

5. UyTnuBiCTh 10 PO3MIpY — BENHUKI 3a po3MipoM 001acTi 300pakeHHs O1IbII MOMITHI MOPiB-
HSHO 3 MeHIIMMH. [Ipu 11bOMY iICHY€ MOPIr HACUYEHHS, KOJIM MOoAaJIblIe 30UIbIIEHHS PO3-
MIpY HE Ma€ ICTOTHOT'O 3HAYEeHHS.

6. Uytnusicte 10 GopMu — y JIOAMHU 3HAYHO OUbIIE YBarM BUKIMKAKOTh JOBI1 Ta TOHKI
00’€KTH, Yy TOPIBHIHHI 3 OJHOPIAHUMH Ta OKPYTIIUMHU.

3 ypaxyBaHHSIM BKa3aHUX BJIACTMBOCTEH MMOOYOBaHI BIJOMI METOAM CTeraHOrpagiqHoi BCTa-

BKH 1H(pOpMaIlii B HepyXxoMi 300pakeHHs, HallpUKJIa]] TaKi, sIK:

1. Metox BOy/10OBYBaHHSI Ha OCHOBI 3MiHM HalfMEHII 3HAUYIIUX OIT (Memoou ncesdoeunaoxo-
801 nepecmanoexu, 610k08020 60Y008Y8aAHHS MA IH..).

2. MeTroa KBaHTyBaHHS.

3. Metoa Kyrrepa-/l>)xopnona-boccona.

4. Meton BOy1OBYBaHHS B YaCTOTHi# 001acTi Ha OCHOBI KOJTyBaHHS Pi3HUIb A0COIIOTHUX 3HA-
YeHb JUCKPETHOI0 KOCUHYCHOTo neperBopeHHs (Meton Koxa-XKao).

5. Metox beurama—Memona—Eo—IOwur.

6. Meroa npssMOro po3IMUpPEHHS CIEKTPA.
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Ha mpakTwuiii, He Bci cTeranorpadiyai MeToau NpuxXoByBaHHA 1HGOpMaIlii B HepyxoMe 300pa-
’KEHHS TAPaHTYIOTh O0€3[MOMUIIKOBE BUIYUYECHHS MOBIJOMIICHHS. J{J1s TOT0, 1100 MPaBUIBHO PO3LIH(]-
pyBaTH KpUITOrpaMy HOTPiOHO BUKOPHUCTOBYBAaTH METOAM, SIKI JO3BOJISIOTH BHIIYYUTH IOBIIOM-
JIeHHs 0€3 CIIOTBOPEHb. AJIbTEPHATUBHUM PIIIEHHAM MOXKe OYTH 3aCTOCYBaHHS METO/11B 3aBaflOCTiH-
KOT'0 KoJlyBaHHs (Hanpukiaa, koau Xemminra, BYX koau un kogau Piga-Comomona, K1 103BOJIAIOTh
BUIIPABUTH MOXJIMBI MOMWIKH. L{i METOAM MO3BOJISAIOTH KOPETYBaTH MOMUIKH, TOOTO BHUSABIATH M
BIJIYYaTH iX, 110 301IbIIy€e HAIIHHICTh BUIYYECHHS IPUXOBAHOI iHpopMalii.

6. BctaBka JaHMX B HEPYX0oMi 300pa:keHHsI HA 0CHOBi Moaudikaii
HaMeHII 3HAYYLIOT0 OiTa
Meron 3aminu HaiimeHn 3Hauyoro 6ity (H3B, LSB — Least Significant Bit) e naitnpocTrimmm
CIIOCO0OM CTETaHOBCTAaBKH 1H(POpMAIIil B HEPYXoMe 300pakeHHs 0€3 BUIUMHX CIIOTBOPEHb KOHTEH-
Hepy. Meton LSB rpyHTYyeThCs Ha ekcrutyaraiii 1-iHu3pkopiBHeBoi BiactuBocTi 3CJI [12]. CyTh me-
TOJy MOJISITA€ B 3aMiHI MEHII 3HAYYIIUX OiTiB MiKCeNiB 300paKeHHs Ha OiTH MPUXOBAHOTO iH(OpMa-
uiHoro nopimomieHHs. [Ipu nboMy JitoIlMHA HE CIIPOMOYKHA BUSBUTH 11l 3MiHU. Koip KoxHOTO Mi-
KCEJIIO IPeICTaBICHUI KOMOIHAIIIEI0 TPhOX KOJIHOPOBUX KOMITOHEHTIB, T.3. RGB xompopoBa Mojienb.
PiBenp inTeHcuBHOCTI K0kHOI 3 RGB ckmanoBux (puc. 10) moxxe mpuiimatu 3HaueHHsa O...255

(Bcvoro L, =256 piBHiB kBaHTyBaHHs) Ta KoayeThes 8 Oitamu [7,12].

®
RY P

Yeppouuii (255, 0, 0)

Jlinoswuii (253, 0, 255)
Kosrnii (255, 255, 0)

bimmii (255, 255, 255)

3enenuti (0, 255,0) ——

G

(1) — 3HaveHHs ACKPABOCTi YePBOHOTO KONBOPY

@ — 3HAYCHHS ACKPABOCTI 3eJICHOIO KOIBOPY .
. Cuuiii (0, 0, 255)
(3) — 3natenns ACKPaBOCTi CHHLOIO KOTLOPY

Brnaxurhuii (0, 255, 255)

Puc. 10 — Mogens RGB
Fig. 10 — RGB model

alalalalaala]afd
[ KA (2 KA EA
I3 22 2 8 I I A A

Puc. 11 —bitoBe npencTaBneHHs KOJIbOPOBUX KOMIIOHEHTIB
Fig. 11 — Bit representation of color components

[Tikcenp sBIIg€ cOO0I0 OJHY TOUKY 300pa’k€HHS, IKa MICTUTh PiBHI IHTEHCUBHOCTI KOXHOTO 3
3-x konbopoBux RGB kanamiB. BianoBigHi piBHI IHTEHCUBHOCTI KOIyIOThCs 3 Oalitamu (puc. 11),
SK1 B CYKYITHOCT1 BU3HAUalOTh MOTPIOHUI BIATIHOK KOJILOPY JJIsi KOHKpeTHOro mikcento. OTxe, 1H-
dbopMaitis Tpo KoJip AJIst IEBHOTO MIKCENI0 npeacTaBieHa 24 6itamu (3 6aiitamn).
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Bimomo, 1o mopir uytausocti 3CJI 10 3Minu sckpaBocTi ckinamae 2-3% [12]. Lle o3nauae, 1o,
AKIO MOU(IKaLlisl PIBHA SCKPABOCTI MIKCENIB 3HAXOIUTHCS HUKUe Topora uyTiuBocti 3CJI, To BiH
HE BHSBHUTH Bi3yaJbHOTO BHKPUBIICHHS 300pakeHHs-KOHTEiHepy. [lpu 1iboMy MEHII «Baromi»
(mobmo, monoowi) 6iToBi po3psian y iuGpoBoMy 300paXKeHHI, MAIOTh MEHIIIU# BIUIMB Ha HOTO Bi3y-
allbHI XapaKTEPUCTHKHU B MOPIBHAHHI 31 cTapmumu O6itamu [12], Tomy i 6iTH KOJIBOPOBUX KaHAIIB
(abo rpamariii ciporo (BU3HaYa€THCS OJHUM KaHAJIOM)) MOXKYTh BUKOPUCTOBYBATHCH JJISl IHKATICYJIsI-
1ii 61TiB MPUXOBAHOTO MOBiAOMIICHHS. [IepCIIEKTUBHUM BEKTOPOM PO3pOOOK € TiOpHIHE 3aCTOCY-
BaHHS Kpunrorpadii Ta creranorpadii: - mpuxoByBaHHsS KpUIITOrpaM B KOHTEiHepax. B oMy pasi
s BOynoByBanHst metooM H3b mmdposanoi ingopmarii 3a mronomororo kpuntocucremMu RSA 3a-
CTOCOBYETBHCS IMyCTHI KoHTeHHEp (puc. 12). KoskeH cuMBOII 3aiidpoBaHOro MOBIIOMICHHS, POYH-
tanuii B kogyBanHi ASCII, BukopucroByroun komanau cepenosuina MathCAD, a BctaBka 0iTiB Kpu-
MITOrpaMu 3p00JICHO B HYJILOBI O1TH (puc.11) mocaigoBHUX OaliTiB, MACUBY pacTPOBUX JTAHUX YEPBO-
Horo kaHany (R).

B 3aranpHOMY BHIIJKy Ba)KJIMBO PO3YMITH, IO JUIS BCTaBKH MPUXOBAHOI iH(opMaIlii MOKHA
BUKOPHCTOBYBATH PACTPOBI 1aH1 OY/Ib-sIKOTO KOJILOPOBOTO KaHay, pH 1iboMy 3CJI He momivae crio-
TBOpPEHb 300paKEHHI-KOHTCHHEPY, OCKUTBKH HOTO HAHMEHII 3HAYYIIUH 01T aCOIIIOETHCS 3 KIITyMOM
Ta, 33 3aMOBUYYBAHHSIM, HE € BOYKJIMBUM JIJIS Bi3yaJIbHOT OIIIHKHM BUX1THOTO 300pa)KeHHS. 3aTIOBHEHUIA
KOHTEWHEp, SIKUA MICTUTh KPUNITOTpaMy MpeacTaBieHuil Ha puc.13. 3 mopiBHSHHS MOPOXKHBOTO Ta
3aloBHEHOT0 KoHTeiHepiB (puc.12- 13) MoxkHa cTBepKyBaTH, 1110 ToMiTHI 3CJI BUKPHBIICHHS KOH-
TeiHepy, BIACYTHI.

"1.bmp" "Stego.bmp"

Puc. 12 —IToposxHe 300paskeHHS - KOHTEHHEp Puc. 13 — 3anoBHeHui1 KoHTEIHEP
Fig. 12 — An empty image - container Fig. 13 — Filled container

B HaBeneHoMy npukiazal, IpUurHa Majlol MOMITHOCTI BUIUMUX BUKPUBIIEHb KOHTEHHEPY 00Y-
MOBJIEHA TUM, 10 MAXCIOTBOPEHHS, SIKI BHOCATHCS A0 OKPEMUX IMIKCETIIB B HACHIOK 3MIHH iX SICK-
paBocTi (17151 BUMAIKy BCTABKH JaHUX MTOBITOMJICHHSI B HYJIbOBI OiTH KOHTEIHEPY ), HE IEPEBHIIYIOTh
BemuuuHy 2°, 110 NeKUTH HUKYe TIOpory uyTauBocTi 3CJI 10 He3HAYHOT 3MiHM ACKPABOCTi KOHTEH-
Hepy [12]. Cnenndikamieto popmary *bmp24 3aranpHa KUTBKICTh PiBHIB KBAaHTYBaHHS SICKPaBOCTI
KOJKHOTO OKpeMOro mikcermo mopiBaioe 28=256. Toxi onirutn nopir aytamsocti (ITY)3CJI 1o He-
3HA4YHOI 3MiHH SACKPaBOCTI 300paKEHHS, MOXHA SIK:

179 =2 +100%, (15)
256

1e, A — BeIMUNHA BHECEHUX CIIOTBOPEHb SICKPABOCTI (YUCIO PIBHIE KEAHMYBAHH) OKPEMUX MIKCENIB
npu BuKopucTtanHi meroay H3b s npuxoByBaHHs 1H()OpMAaLIHHOTO MOB1IOMJIEHHS.

Bucoxkuii piens nomynspaocti metoay H3b6 (LSB) 3ymoBienwuii, Tum, 1110 BiH TOCTATHHO MPO-
CTUH B peaiizauii Ta e(eKTUBHHUNA JUIsl MPUXOBYBAHHS 3HAYHUX OOCSTiB iH(OpMAIlil B HEBEIUKUX
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¢aiinoBux 00’ektax [7]. Meroa LSB Moxe OyTH Bpa3JIMBUM JI0 PI3HUX BHUIB aTak, ICHYIOUHX SIK Y
MACHBHHUX, TaK 1 B aKTUBHUX CIeHapisx aTtak. OcHoBHMIA Henouik LSB monsrae y ioro BUCOKIN 4yT-
JIUBOCTI JI0 HAMMEHIIIMX CIIOTBOpPEHb KOHTelHepa[l2], Hanpukia: - KOMIIpECiss HEPyXOMHX 300pa-
KEHb Ta/4¥ T€OMETPHYHI aTaKku, MOXKYTh MPU3BECTH J0 BTPATH MPUXOBaHOI iH(opMmarii uu ii xuo-
HOTO Bi10Opa)KeHHS MPUXOBAHOTO KOHTEHTY. 11100 HiBeIIOBaTH MOMIJIMBI CIIOTBOPEHHS BUITYYEHOTO
MOB1IOMJICHHSI, BHACJII/TOK 30BHIITHHOTO BIUIMBY Ha 3allOBHEHHI KOHTEHHEP, CIi/1 10JaTKOBO BUKO-
PHCTOBYBAaTH METOJIHU 3aBaJA0CTiiKOro KoayBanHs (Xemminra, BUX ta in.).

7.BucHOBKH

1. Po3risiHyTO y3arajibHeH1 CTPYKTYPHI CXeMHU cTeraHorpadiqaoi i kpunrorpadiqHoi cucrem,
ix creruikaiisi Ta KOMIOHEHTH, BUKOHAHO OTJISIT TPAJAUIIIMHUX KPUTITOCUCTEM, 10 BUKOPUCTOBY-
IOTBCS B Cy9aCHUX KOMIIEKCHUX CHCTEMaX 3aXUCTy iH(opmarlii. 3arpornoHoBaHo OIiI-OrJIsIT OCHO-
BHUX ocoOsmBocTell creraHoanroputMy H3b, 1110 BUKOPUCTOBY€EThCS JUIsl IPUXOBYBAHHS JaHUX B
300pakeHHAX Ta BiacTuBocTi 3CJI, KOTpi BpaxoBYIOTHCS BIJOMUMU CTEraHOrpadiYHUMH METOAaAMHU
NpH IHKANCyJsmii (BCTaBIi) cTeranorpadigHoro KOHTEHTY B CTPYKTYpPY KOHTEHHEPIB.

2. 3a pe3yJbTaTaMy aHaNi3y, MOXKHA CTBEP/XKYBATH, IO cTeraHorpadiuHy Ta kpunrorpadiaay
CHUCTeMH MOXKHA PO3TJISAATH, K crienuivyHUi BapiaHT CUCTeMH 3B’sI3Ky 1 mepeaaui ganux. Adcrpa-
KTHE BU3HAYEHHs cTeraHorpagiqHoi CUCTEMM BKJIIOYA€ HACTYNHI MHOXHMHHU: - MHOKMHA BUXIIHUX
iHpopMaLiHUX TOB1IOMJICHb; - MHOXKHMHA KOHTEHHEPIB; - MHOXKHHA CTETaHOIpaM; - MHOKUHH Ipsi-
MHUX Ta 00CpHEHUX BiOOPAKEHB; - MHOKUHU KIIFOUIB-€KCTPAKTOPIB JAHMX, SKi BIAMOBITAIOTH M
BiJoOpaxeHHsIM. AOCTpaKTHE BU3HAUYCHHS KPUITOrpadivyHOi CUCTEMHU OXOILIIOE TaKi MHOXKHHH, SIK:
- MHOKMHA BUX1/IHUX [TOB1IOMJIEHb; - MHOXHHA KPUITOTPaM; - MHOXKUHU MPSAMHUX Ta 00EpPHEHUX Bi-
no0pakeHb 1 BIIMOBIIHI M KJTFOYI.

3. AcuMeTpuYHI CUCTEMH KPHUNTOrpadiyHOrO 3aXUCTy, OUIBII CTIMKI O aTak KOMITPOMETaIlii
CEKPETHUX KITHO4iB, OCKIJIBKH BUKOPUCTOBYIOTHCS Pi3HI KIIFOY1 JIIsl IPOLEAYP MU pyBaHHI/PO3IIH-
¢bpyBaHHs. Baromoro nepeBaroro aCHMETpUYHUX KPUIITOCUCTEM € 3aCTOCYBAaHHS KJIFOUiB BEJIMKOT J0-
BXHHHM B KPUNTOrpaidHUX aIrOpUTMAax, IO JO3BOJSE MiABUILUTH OOUHCITIOBAIBHY CKJIAIHICTb.
CxutagHi MaTeMaTH4H1 omepalii Ta KJIto4ul BETUKHUX PO3MIpIB YHOBUIbHIOIOTh BUKOHAHHS aCUMETpPHU-
YHHUX aITOPUTMIB Y NOPIBHSAHHI 3 CHUMETPUYHUMU. ACUMETPUYHI aJITOPUTMH BUMAararoTh 3Ha4HO O1-
JIbIlIe OOYUCITIOBATIBHUX PECYPCiB JUIsl 3/11IHCHEHHS BUCOKOPIBHEBUX OOUNCIIEHb.

4. Anroputm RSA BHKOpHCTOBYE acCUMETPUYHMN MiX1A i MIMPOKO BUKOPUCTOBYETHCA B CY-
YaCHUX MPOTOKOJIaX aBTeHTU(iKallii Ta 3a0e3rneueHHs] KOH(1IeHUIHHOCTI 1HpOopMallii B T7100anbHUX
Meperkax. 30UIbIICHHS JOBXKUHU MOAYJIS IPU3BOAUTD J0 3pOCTaHHS yacy TeHepallii KJIF04yoBOi apH.
I'padiku 3anexHocTel 11 npouenyp mWudpyBaHHs Ta po3MK(PYBaHHS PI3HATHCS, OCKUIBKH Ha PO-
3MUQpyBaHHS JaHUX BUTPAvaeThCs OLIbIIE Yacy, HIX Ha X mudpyBaHHs. [IpHunHO0 IOTO MOXE
OyTH ICTOTHA PI3HUIIS BIIPUTOTO, CEKPETHOTO KJTtoua. 30UIBIIEHHS po3Mipy (aiiiy Ta MOIYJIIO Tie-
PETBOPEHHSI, IPU3BOASATH 10 30UIBIICHHS Yacy, SIKUi BUTPAYAEThCsl HA BUKOHAHHS MPOLEAYP M-
pyBaHHS 1 po3immpyBaHHs i cucteMu RSA.

5. V creranorpadii iCHye MUPOKUNA CIEKTp METOJIB Ui peani3allii NPUXOBYBaHHS JaHUX B
HepyxoMi 300pakeHHs. BuiryueHHs BUX1IHOTO MOBIAOMJICHHS 3 KPUIITOIPaMU BUMarae He JIMILE Biji-
MOBIAHUM CEKPETHUM KITI0Y, aje i 30epeXeHHs HUTICHOCTI Kpunrorpamu. Buxonsuu 3 1poro, Mo>kHa
CTBEp/’KYBAaTH, 1110 HE BCl METOAM MPHUIATHI JJIs IPUXOBYBAHHS KPUITOIpaM B KOHTEHHEpax, OCKi-
JIbKY BOHM HE MOXKYTh TapaHTyBaTH O€3MOMMIIKOBOTO BHIyueHHs iHpopmanii. [Ipu Bubopi metony
MOTPIOHO 3BEpTATH yBary Ha KMOBIPHICTh NPAaBWIBLHOTO BUITyYeHHS. J[04aTKOBUM PIIICHHSM 3 MPO-
TUI1 MOKIIMBAM TIOMHJIKaM € METOJIM 3aBa/IOCTIHKOTO KOJTyBaHHSI, SIKi JO3BOJISIFOTH BUSIBIISITH Ta BU-
MPABIIATH MOKJIMBI MOMUJIKU CTEraHOTPa(iyHOrO MOBITOMIICHHS.

6. KoMruiekcHe 3acTocyBaHHS MEeTO/IB Kpuntorpadii Ta creranorpadii 103Bosste 3ade3neunTu
BHUCOKHUH piBEHb 3aXUCTY 1H(QOpMAIIi] BiJ MOTEHLIMHUX aTak.
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Abstract.The organization of information security has always been a relevant task, especially after the emergence of information and
communication systems. The fundamental directions in the field of information security, dating back to ancient times, include cryp-
tography and steganography. Cryptography implements information protection by transforming it into an unreadable form. Steganog-
raphy allows the concealment of information in various containers (such as images, texts, audio recordings), keeping the presence of
information unnoticed by casual observers. The article discusses approaches to cryptography and steganography, the concept of hybrid
application of cryptographic and steganographic methods to provide a dual-layer data protection, and the overall architecture of cryp-
tographic and steganographic systems. Traditional cryptographic systems applied in modern information security systems include sym-
metric and asymmetric cryptosystems. Although symmetric systems have evolved with the appearance of new mathematical transfor-
mations, they have a significant drawback. It consists of the need for an additional transfer of the secret key to the recipient. Such a
strategy requires the use of a protected communication channel equipped with technical protection systems. At the same time, there is
a risk of unauthorized access, which can cause the secret key to be compromised. Based on the above problems of symmetric cryp-
tosystems, preference is given to asymmetric algorithms when developing protection mechanisms. An analysis of the RSA cryptosys-
tem, based on an asymmetric encryption approach, has been conducted. This system is used in contemporary authentication protocols
and ensures confidentiality in information systems and the Internet. The performance of software modules for key pair generation,
encryption, and decryption for the RSA system was investigated by modifying the algorithm's general parameters (transform module,
source data size). The results of time measurements are presented in a table, based on which dependencies of time on specific parameter
modifications are built. The steganographic algorithm of modification of the least significant bit (LSB), which is used to hide data in
images, is studied. Currently, there is a wide range of steganographic algorithms developed based on the characteristics of human
sensory systems (such as vision or hearing). The article discusses the properties of the human visual system (HVS) utilized in steganog-
raphy.

Keywords: Cryptography, Steganography, Key, Information Message, Asymmetric Cryptosystem, Symmetric Cryptosystem, Cipher-
text, Steganogram.
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Abstract: This work presents the results of modeling attempts at unauthorized extraction of steganocontent (halftone test im-
ages) under the condition of selective compromise of each of the two active processing parameters of the source array series of
base blocks (BB) of content, i.e.: - the scheme scanning of BB series and the spatial processing of BB. The current program
version ensures consistent realization of the main stages of content processing with the necessary settings parameters. As part
of the modeling, it is suggested that the attacker has correctly identified one of the two current content processing parameters.
Several modifications of the main schemes scanning of BB series and the spatial orientation of BB (rotation and horizontal
mirroring) as an additional mechanism to counteract attempts of illegitimate content extraction are considered. The modeling
was conducted on the examples of three types of images: - portrait, landscape, and mnemonic scheme. Manipulations with the
spatial orientation parameter of BB strengthen the opportunities to counteract attempts at unauthorized data extraction. Char-
acteristic quantitative and time histograms for different dimensions BB of content, changes in the peak of value signal-to-noise
ratio for different types of schemes scanning BB series are presented, and samples of attacked test images are presented. The
analysis and generalization of the main differences in the attack results using different parameters of the spatial processing of
BB and ways of scanning series of BB of image-content are performed. Attention is drawn to the fact that the use of two active
processing parameters of the source array of BB series is an effective and computationally «simple» means of counteracting
attempts at unauthorized data extraction. The relationship between the stage of preprocessing the source content and the pa-
rameters of the formed arrays BB is emphasized. It is concluded that the introduction into the structure of the data extractor
key, the elements of «The state of scanning» and «The spatial processing of BBy, strengthens the overall capabilities to coun-
teract attacks. The used processing parameters of the source array of BB series determine the structure of visual artifacts of
attacked images but do not produce a simple solution to identify the attacked image at the level of classifying the type of source
images. Prospective directions for further modeling of the main protection mechanisms within the proposed algorithm concept
are indicated.

Keywords: Content, Steganography, Encoding Series Lengths, Images, Scanning, Spatial orientation, Encoding with
transformation, Encapsulation, Data extraction.

1.Introduction

One of the most effective directions to ensure the hiding of the facts of information transmission
and storage is the use of various steganographic methods that make it possible to use the properties
of digital content to ensure more effective solutions to the issues of hidden transmission, storage and
protection against unauthorized extraction of target information. Regardless of the used steganogra-
phy direction, it is necessary to ensure the minimization of unmasking anomalies of the data carriers
(containers) applied and maintain a given level of content resistance to attempts of its unauthorized
extraction, and in some cases, also resistance to attempts of deliberate container distortion.

When hiding (encapsulating) in digital images any other information (in this case, images),
there are certain distortions of these objects - data carriers. Through the use of balanced settings of
the data encapsulation algorithm, it is possible to ensure the level of distortion of the used container
images at a level below the threshold of sensitivity of the human visual system. This ensures the
actual absence of noticeable anomalies in information carriers, complicates the work of a steganoan-
alyst, and introduces the necessary balance between the preservation of characteristic properties for

58 © Honcharov M., Malakhov S., Kolovanova .
(<) This is an open access article distribuited under the terms of the Creative Commons Attribution License 4.0



mailto:m.honcharov@student.karazin.ua
https://orcid.org/0000-0002-9790-7260
mailto:malakhov@karazin.ua
https://orcid.org/0000-0001-8826-1616
mailto:e.kolovanova@karazin.ua
https://orcid.org/0000-0002-0326-2394
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/

ISSN 2519-2310 Computer Science &Cyber Security, Issue 2(24) 2023

the type of container used and the amount of permissible distortions acceptable for a given type of
hidden content (hereinafter referred to as steganocontent) [1-2].

Undoubtedly, the number, structure, and manifestation intensity of artifacts of the image-con-
tent encapsulation process and the consequences of attempts to illegitimately extract, always depend
on the processing modes chosen for them at all stages of the current prototype steganoalgorithm [3-
4]. When processing container and content data, different processing modes can mostly be used, both
the same type (symmetric) processing modes and modes that implement different data processing
parameters (asymmetric) [2].

Such differences can include: the size of blocks (fragments) of the source images; parameters
of pre-processing of data arrays of the container and content; criteria for evaluating the significant
information of containers and content; differences in implementations of accelerating computing pro-
cedures, etc. Based on the totality of these differences, different effects can be obtained on the same
types of source data [5] from the point of view of the visibility of image artifacts and individual
parameters of the entire algorithm based on the results of the performed steganographic insertion.
According to the concept of the being created algorithm [2], for authorized content extraction, infor-
mation is required regarding the current data multiplexing parameters at both main security levels
(inter-block and intra-block) [4,6], both for content and for the container. All this information is
contained in the structure of the composite key of the data extractor, where each of its elements de-
termines the current processing modes of the steganocontent and container [2]. Violation of each of
its individual elements of the extractor key structure and/or the current parameters (values) leads to
the impossibility of content extraction [7], or its significant distortion [4,8-9].

2. Main part

The main purpose of the paper is to summarize and compactly compile the results obtained
during the cycle of modeling various scenarios of content attack that counteracts attempts at its un-
authorized extraction, by using the use of different scanning schemes of base block (BB) series and
spatial transformation schemes of BB of an array of image-content series when imitating a conditional
attack of steganocontent, in the assumption that the attacker managed to determine the current pa-
rameters of content processing [10], which are implemented at 2 main levels of protection (inter-
block and intra-block, Figs. 2-4 [4]) of the investigated steganoalgorithm.

Within the scope of the conducted modeling, the most indicative (from the point of view of the
clarity of the obtained consequences) parameters of the settings of the current algorithm [8,11-12]
were used, which facilitates the general perception of the observed processes and the evaluation of
the character and structure artifacts of the attacked images.

The current method of organizing the scanning of BB series [6] is determined by the corre-
sponding element in the data extractor key structure (element Ne2 in Table 1 [8]). The characteristic
results of the attack (attempts at unauthorized extraction) of the test image-content when implement-
ing some scan schemes are presented in works [8,13]. The work [14] presents the results of unauthor-
ized content extraction attempts when implementing the two-pass scanning mode (i.e., through block
sampling) of BB series for a test image of the «portrait» type.

In Fig. 2 presents the results that characterize the total number of BB and the average length of
series BB for scanning schemes shown in Fig. 1. The imitation modeling of the test content attack
was carried out for four image block dimensionality: 4x4, 8x8, 12x12 and 16 x16 elements. It should
be noted that all the scanning ways (Fig.1) are not computationally complex, but they can significantly
complicate the attacker's «work», increasing the overall protective potential of the algorithm
[8,13].From Fig. 2 shows that an increase in the dimensionality of the blocks leads to a sharp decrease
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(comparison of the blue and red histograms) in the number of BB image series [12], for all the con-

sidered scan methods (Fig.1).

The use of blocks of large dimensions (red histogram in Fig.2) virtually eliminates the differ-
ence in the number of BB series for different scanning methods. In other words, the indicator charac-
terizing the number of series to be formed depends on the operating parameters (scanning multiplic-

ity) and scanning scheme and decreases with increasing BB dimensionality [11].
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Fig. 2. The total number of obtained BB and their average series length from different
scanning schemes and block sizes (for test sample (a) in Fig. 1)
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It should be emphasized that the two-pass modification of the scanning (var. (d,f) in Fig.1)
during the first scanning of the source content array involves the sequential sampling of all odd blocks
(red markers in samples (d,f) in Fig.1), and during the second pass/scanning, all even blocks of con-
tent (blue markers).

The use of a two-pass scanning (Fig.1, var.(d,f)), according to the indicators of the formed
series of BB and their lengths (Fig. 2), compared to the use of a random scanning mode (var. (b)),
gives the closest results, and for all «practically interesting» (8 and 12 el.) dimensions of the blocks.

At the same time, the visual fragmentation (destruction of the structure) of the attacked content
for the above cases is significantly different (see Fig.4in work[11]).

The random mode of scanning BB series (Random), in the case of a successful attack of 2 levels
of protection at once [13], provides much greater fragmentation of the source content (see Fig.3 [8]),
but significantly increases the total processing time (Table 1).

With the use of «difficult» scanning ways and modes (in this case, two-pass and/or random
scanning), the effect of visual fragmentation of the source content increases, namely, the number of
formed series of BB increases. From the point of view of multiplexing combinatorics, this looks very
good, but in doing so, unfortunately, it increases the computational complexity of the procedures at
the 2nd level of protection, which is an undesirable effect that contradicts the general trend of reduc-
ing the computational complexity of the entire algorithm as a whole [2]. First of all, this concerns the
implementation of coding procedures with transformation [5], immediately before the implementa-
tion of the procedures for multiplexing the average brightness parameter of the BB at the 2nd level
of protection (step Ne6 in Fig.1 in work [13]) of the experimental algorithm.

Table 1 - Execution time for different scanning schemes and dimensionality of BB.

Execution time in the second [sec]

D oiblocks | Rendom | snake2 | (GRS | Zigg | g
Block 4x4 36 0,08 0,2 0,08 0,13
Block 8x8 2,22 0,01 0,04 0,02 0,03

Block 12x12 0,53 0,001 0,012 0,008 0,013
Block 16x16 0,16 0,006 0,007 0,005 0,012

The characteristic values of the execution time of different schemes scanning of BB are pre-
sented in Table 1. Based on the obtained results, the following can be stated:

- the execution time of the scanning schemes of BB series depends on the dimension of the
blocks, the type of image, and, accordingly, the number of BB series to be formed;

- the total time of data processing procedures decreases when increasing the dimension of BB;

- application of the «Random» scanning scheme requires more time for all dimensions of
blocks, and, compared to other scanning methods, this difference is very significant;

- the use of the multiplicity mechanism in the scanning schemes increases the number of logical
procedures that are implemented within the corresponding instructions, which leads to an increase in
the total processing time (for example, comparing «Snake-2» and «Double Snake-2»);

- the time of implementation of «simple» scanning schemes (rows, columns or spiral, etc., see
Fig.3(a-e) in [8]) is much shorter than for «complex» schemes (var. (b,d,f)). However, the latter sig-
nificantly complicates the attacker's ability to localize the vector of potential searches relative to the
implemented scanning scheme.
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Table 2 presents the PSNR values (Peak Signal-To-Noise Ratio - PSNR) which correspond to
some samples of attacked content presented below in Fig. 4.

The analysis of the structure and intensity of the manifestations of artifacts of the attacked im-
ages (Fig. 4) shows that even the existence of acceptable PSNR values (PSNR >28-30 dB [7]) does
not completely guarantee the successful identification of objects scene on all used in the course of
modeling scanning schemes.

It should be emphasized that usually the value of PSNR ranges from 20 to 50 dB, i.e. the higher
the value, the closer the restored image is to the original.

In Fig. 3 presents a visualization of the obtained difference between the original and recovered
(i.e., illegally extracted) images at different dimensions of BB and ways of the series scanning for
both types of test images. In this case, the more brightly the point and/or fragment of the image (sam-
ples (a-d)), the bigger the difference between the «hacked» content and its original.

Accordingly, than the indicated darker the element/fragment, the nearer its recovery parameters
are to the original values. It should be emphasized that all the images shown in Fig.3 show attempts
to falsely restore content by using a «by row» scanning scheme (see var.(a) in Fig. 1 in work [8]).
Characteristic examples of unsuccessful selection of the current parameters of series scanning under
the condition of simultaneous compromise of the other two levels of protection of the experimental
algorithm are presented in works [8,11,13-14].

However, two important circumstances should be taken into consideration: - the type of content
being processed and the degree of complexity of the reverse compilation of the source content during
the attacker's attempts to «work» with the compromised data array [8,13]. From the point of view of
the complexity of reverse compilation of the source content, it is worth highlighting the scheme of
scanning that implements the «Zigzag» principle (var. (e,f)) this scheme provides the greatest visual
fragmentation of the content and makes it impossible for the attacker to obtain indirect instructions
regarding the implemented method scanning of BB.

Compared to the «Snake-2» principle, which is characterized by pronounced visual transpar-
ency, the «Zigzag» scheme is an effective solution to complicate the reverse compilation, provides
the greatest visual fragmentation of content, and deprives the attacker of indirect clues in the part of
the implemented method of scanning of BB.

The variant of the random scanning scheme is not considered as a priority (from the point of
view of the degree of visual fragmentation of the content), due to the decrease in the average length
of the formed series (Fig. 2) in the most balanced, from the practical point of view, range of block
sizes (from 8%8 to 12x12 elements, Fig. 2) and significant time losses (Random in Table 1), which
are the result of the features of this scheme, this variant of the scanning scheme will be considered in
the next part of the research.

Summarizing all of the above, it can be argued that the scanning schemes that implement the
«Zigzag» scheme combine in the best way the structural features that are inherent for images of the
city type and provide the best conditions for maximizing the difficulty of attempts to unauthorized
reverse compilation of the source content. In addition, the possibility of implementing different «Zig-
zagy» schemes (for example, «start» at different points and/or through block scanning) additionally
increases the combinatorics of the corresponding element in the integrated structure of the extractor
key [8]. Thus, even in the case of compromise of the main protective mechanisms at two multiplexing
levels at once [4,13], the use of various variations of the «Zigzag» scanning scheme allows to suc-
cessfully counteract attempts to unauthorized content extraction.

The next stage of the research was focused on modeling possible attack scenarios (step Ne3
in Fig.1, [4]), relative to two constituent components of the integrated data extractor key structure
(Fig.1 in [8]): -an element that defines the current scanning scheme of BB [15]; -an element that
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defines the current implementation of the spatial processing of BB of the content series length array
(this is a new element).

Bod & e

d) Double «Zigzag» (BB 12x12 el);

Fig. 3 - Visualization of the difference between the original and attacked content (Landscape)
for different scanning ways
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In Fig. 4 presents test samples of halftone images that are characteristic of 2 different types of
content (portrait and mnemonic scheme) and the essence of the manipulations used with the spatial
orientation parameter for all formed series (see step 3 in Fig. 1 in [4]), which were used during the
modeling cycle.

a) Test Image (Portrait) b) Test Image (Mnemonic Scheme)
The source array of BB series of content
= F FI [ F
BB) Li BB: L2 BB3 L3 o BB, Ly
..........
Rotate A
90° @ Mirror l 3 1 w
s 3 . sl T
BB) L BB) L; BB3 L oo BB, Ln
0dd Even Odd . :
series BB senes BB series BB s

An array of BB series after the spatial processing
¢) An example of the spatial processing of BB in the used scanning schemes

Fig. 4 - Samples of test images (a, b) and the used scheme for the spatial processing of BB (c)

Before starting the modeling, it was suggested that the parameter use of the spatial orientation
of BB could introduce its own contribution to the distortion structure of the attacked image and de-
termine the further course of events, regarding the «success» of attempts to unauthorized extract and
identification of the target content. That is, the introduction of different schemes of the spatial pro-
cessing of BB of the source images can strengthen the general combinatorics of the integrated struc-
ture key of the data extractor [2]. Therefore, even in the case of compromise of the main protective
mechanisms at both levels of multiplexing [2,4], the application of different schemes of the spatial
orientation of BB will allow us to successfully counteract attempts of illegitimate content extraction.
In accordance with the idea, when encoding content, for all odd base blocks, the blocks are rotated to
the left by 90° (marked as Rotate 90°), and for all even base blocks, their horizontal mirroring (Mir-
ror) is performed. Thus, after the formation of the array of BB series, when using the appropriate
scanning scheme (in Fig. 4, marked as «The source array of BB series ...»), there is a change in the
source orientation of BB in such a way that all neighboring blocks of the resulting array (in Fig. 4,
marked as «An array of BB series after...») have a different spatial position. At the same time, as
follows from Fig.4, the simplest test encoding scheme was used, which is repeated without changes
for each subsequent pair of BB.

Taking into consideration the possible combinations/consequences of the attack which are im-
plemented in relation to the two elements indicated above (scanning and spatial orientation of BB),
the general modeling scheme is as follows:

64



ISSN 2519-2310 Computer Science &Cyber Security, Issue 2(24) 2023

1 - Successful selection of the scanning scheme, but an error in the spatial orientation of BB;
2 - Successful selection of the spatial orientation of BB, but an error in the scanning scheme.

Test image (Fig. 5(a)) Test image (Fig. 5(b))
B 22 2 B2 2 2 2 2

Successful selection of the scanning scheme, but an error in the spatial orientation of BB

Attack: «Snake-1», WITHOUT the spatial processing of BB;

Successful selection of the spatial orientation of BB, but an error in their scanning scheme

S T
‘_ ,;! A:E-.:;:'»;q-q: w b

ey

b) Encoding: «Randomy + rotate and mirror BB;
Attack: «Rows» + rotation and mirroring BB,

Fig. 5. The results of content recovery when different combinations of attacks (BB 12x12 el.).

The corresponding results of modeling attempts at unauthorized content extraction, presented
in Fig. 5, were obtained when the same parameters of the algorithm [2]: - the dimension of image
blocks; - the dimension of the smoothing matrix; - the smoothing method; - the parameter value of Pz.
In addition, it is important to emphasize that the same Pz values were used at the stages of content
pre-processing and the formation of the array of BB series.

In Fig. 5(a) presents the results of attempts to unauthorized extract test images in the assump-
tion of correct selection of the series scanning active scheme and an error in the parameters of the
spatial orientation of BB when using the average values of the dimensionality of BB and the value of
Pz for the smoothing mask 3 x3 el. [2]. From the sample in Fig.5(a), it is clearly visible that the errors
of spatial positioning of the image blocks for both scannings are practically invisible in lengthy and
low-information image fragments (see the attacked image for the test image type «Mnemonic
schemey). This feature of processing is by no means a «weak» side of the algorithm used, since in
highly detailed image areas, the process of fragmenting a series of similar blocks demonstrates all the
necessary qualities. That is, in these areas, the necessary decompilation of content is supported, which
makes further identification of image objects impossible.
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In Fig. 5(b) presents the results of attempts to unauthorized extract test images, assuming that
the attacker successfully selected the current parameters of the spatial orientation of the formed BB
(Fig. 4(c)), but made a mistake when restoring the current scheme scanning series of BB. That is, in
this case, the attacker correctly determined the dimensionality of BB and the current spatial orienta-
tion scheme of the available BB, but made a mistake in the part of the implemented scanning scheme,
namely: - the attacker used the «Rows» scheme for the initial «Randomy scanning. In other words,
the samples presented in Fig. 5(b) reflect the situation opposite to the one presented earlier in
Fig. 5(a). The analysis of the samples presented in Fig. 5(b) allows us to state that the distortion
structure and fragmentation intensity of the attacked images of unauthorized extracted content differs
significantly from the results obtained when imitating the conditions of successful selection of the
current parameters of spatial orientation of BB (Fig. 5(a)).

As revealed by the analysis of the presented results in both attack scenarios, the uncompromised
part of the extractor key elements (highlighted in blue letters in Fig. 4) plays a critical role in pre-
venting further identification of objects in the unauthorized extracted content. This testifies to the
effectiveness of the protective measures that are applied to the elements of the extractor key and
indicates their importance for preserving the integrity and confidentiality of data. However, it is im-
portant to note that the used scheme scanning «Random» may allow an attacker to partially identify
the content in case the attacker is able to pick up the current series scanning scheme but makes a
mistake in the current scheme spatial processing BB.

This indicates the need for further measures to improve security, in particular, the choice of the
most complex and secure scanning schemes («Zigzag» or «Double Zigzag») and/or spatial orientation
of BB, it is recommended to set more secure algorithm parameters, use images of a different type and
different pre-processing options to create optimal starting conditions for improving both the perfor-
mance of the algorithm and providing more effective protection to complicate the process of identi-
fying confidential information (for example, in the «Mnemonicy» type image in Fig. 5, it actually de-
prives the attacker of the ability to classify the type of content extracted).

The solution to this problem always requires careful analysis and selection of optimal algorithm
parameters (in this case, scanning schemes) which will ensure a high level of security and make it
impossible for attackers to gain access to confidential information.

In Fig. 6-7 presents a visualization of the existing difference between the original and the re-
stored (i.e., illegally extracted) images for the above smoothing parameters[2], but in conditions of
simultaneous error in determining the current scanning parameters and spatial orientation of the avail-
able BB (i.e., false rotation and mirroring of the BB (see Fig. 5(c)).

In this case, the more brightly a point or any image fragment (samples (b) and (d) in Fig. 6),
then the greater the difference between the attacked content and its original. Accordingly, the darker
the specified element or fragment, then the closer its recovery parameters are to the original image
values (the brightness level of the original elements). Characteristic examples of unsuccessful selec-
tion of the current parameters of the scanning series without any manipulation of the spatial orienta-
tion of the available BB, in the conditions of simultaneous compromise at once of 2 main levels of
protection (inter-block and intra-block), presented in works [8,11,14]. Comparison of the image sam-
ples in Fig. 6(b,d) with their originals demonstrates that even the presence of a large number of dark
elements in the «hacked» content does not contribute to the successful visual identification of scene
objects (although the obtained PSNR values do not exclude this possibility [15]).

When analyzing the structure and intensity of distortions (the difference in brightness between
the original and restored elements) of the attacked sample of the «Portrait» test image in Fig.6(b,d),
the following conclusions can be drawn.
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When using the «<Randomy scanning scheme, the interconnections between neighboring blocks
are strongly destroyed, which is characterized by a large number of small details (high-frequency
components in spectral analysis [5]). This area with the structure of existing distortions (fine grain)
differs from the rest of the peripheral part of the image. It is noticeable that in this case, the structure
of the «grain» of recovery errors is proportional to the dimensionality of the blocks used. This con-
firms the presence of a large number of BB with a single or very small length of the formed series of
BB.

Test image (Portrait)

b) Difference between the original and attacked images
(for the case of «Portraity, BB 12x12 el., Pz = 3)

a) Attacked image (Portrait)
(BB 12x12 el P' = i)

C) At ""’“’d Image ( P ortr ‘"’) d) Difference between the original and attacked images
(BB 12x12 el., Pz =35) (for the case of «Portraity, BB 12x12 el., Pz =5)

Fig. 6. Distortion structure of a test image of the «Portrait» type with a simultaneous error
in determining the scanning and the spatial orientation of the BB

In Fig. 7(b), special attention should be paid to the area of the image, which is highlighted with
a yellow marker. In this example, the yellow marker outlines the image fragments with the most
noticeable distortions, which correspond to the least informative content areas: 1 - the background of
the image; 2 - the area with captions and schemes on the mnemonic scheme. That is, in these image
fragments, the «work» of the algorithm to form «long» series of BB is most noticeable. In other
words, within the limits of the «yellow area» in Fig. 7(b), mostly there are blocks that are very close
to their source content, which is not the case with the results of the visual evaluation of the attacked
samples (in Fig. 7(a) and (c), highlighted in red).

Thus, the used processing algorithm ensures the lowest level of distortions in the structure of
BB, which form highly detailed fragments of images, realizing content protection in these areas due
to the implementation of appropriate scanning schemes and changes in the spatial orientation of ex-
isting BB. Moreover, the attacker's mistake in the two specified parameters at once only increases the
overall effect (the lower thumbnails marked with a red frame in Fig. 7(a,c)).
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Test image (Landscape)

b) Difference between the original and attacked images
(for the case of «Mnemonic scheme», BB 12x12 el., Pz = 3)

a) Attacked image (Mnemonic scheme)
(BB 12x12 el., P- = i)

¢) Attacked image (Mnemonic scheme) d) Dtjference between Ihe original (md attac Ae(l images
(BB 12x12 el, Pz=35) (for the case of «Mnemonic scheme», BB 12x12 el., Pz =)

Fig. 7. Distortion structure of a test image of the «Mnemonic schemey type with a simultaneous
error in determining the scanning and the spatial orientation of the BB

3.Conclusions

1. The conducted modeling is of a demonstration nature and should confirm the main assump-
tions regarding the selected data processing modes at each stage [4, 11], as part of implementing the
general concept of creating a low-resource hybrid steganoalgorithm [2].

2. The conducted simulation allows us to visualize the consequences of using different attack
schemes (attempts of unauthorized extraction) of steganocontent under the condition of selective
compromise of each of the two current processing parameters of the output array of BB content series,
I.e.: - the scheme scanning and the variant of spatial positioning of existing BB.

3. The use of different scanning schemes highlights the importance of supporting the necessary
compromise between: - the complexity of implementing one or another scanning method and its ca-
pabilities, in relation to countering unauthorized content extraction attempts and reducing the total
number of series, as a pledge of the process of reducing the computational complexity of the entire
algorithm [2].

4. The structure of the artifacts of the attacked images does not allow identifying the obtained
content samples, at least at the level of classifying the type of source images (Figs. 6-7).

5. The conducted modeling confirms that changes in the spatial orientation of the formed BB
are an effective tool to counteract attempts of unauthorized content extraction, even if successful
selection of the current BB scanning scheme.
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6. The introduction in the structure of the extractor key [8] of a new element that is responsible
for the spatial processing of BB (Fig. 5(c)) allows us to reduce the requirements for the complexity
of the used schemes of scanning, which is an important component within the chosen concept of
implementing a low-resource hybrid steganoalgorithm.

7. Errors in the spatial orientation of content blocks in low-information image fragments are
practically imperceptible, but this is not a «<weak» side of the used algorithm, since in highly detailed
image areas, the necessary decomposition of the source content is maintained, which makes its further
identification impossible.

8. The used data processing modes provide a low level of distortion in the BB structure, which
forms highly detailed image fragments, implementing content protection in such areas due to the use
of appropriate scanning schemes and spatial orientation of the available BB. An attacker's mistake in
both of the mentioned parameters increases the overall destructive effect (i.e., content fragmentation).

9. The used method of scanning BB content series determines the nature and structure of the
distortions of the attacked images and determines the further course of events regarding the success
of unauthorized extraction attempts and the identification of target content.

10. From the obtained results, it can be seen that even a successful selection of current data
processing parameters at two main levels of protection does not guarantee successful reverse compi-
lation of the source content, as proven by samples of «attacked» images.
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Pe3ybTaTn Moe/I0BaHHSA Pi3HHX cXeM IPOCTOPOBOI opieHTaNii Ta po3ropTkH cepiii onopHux 0/10KiB 300paskeHb A1t NPOTHAIT
HeCaHKIiOHOBaHOI ekcTpakmii creranorpagiuHux 1aHUX.

AnoTanisi. B po6oti npezncraieHi pe3ynbTaTi MOJEIIOBAHHS CIIPOO HECAHKI[IOHOBAHOTO BUITyYEHHSI CTETaHOKOHTEHTY (HaIliBTOHO-
BUX TECTOBHX 300pa)KeHb) IIPU YMOBI BHOIPKOBOI KOMIIpOMeTAIlii KO>KHOTO 3 IBOX IIIOYMX HapaMeTpiB 00pOOKH BUXITHOTO MacHBY
cepiit omopHux 6yokiB (OB) KOHTEHTY, TOOTO: - cxeMH po3ropTku cepiit Ob Ta mpoctopoBoi 06podku OB. Jliroua mporpamua Bepcist
3abe3mnedye MOCNIiTOBHY pealli3alilo OCHOBHUX eTaliB 00poOKHM KOHTEHTY 3 HOTPiOHMMHM IapaMeTpaMH HajallTyBaHb. B pamkax mo-
JIEITIOBaHHS 3p00JIEHO MPUIYIICHHS, 10 aTaKyIOUli BipHO BU3HAYMB OJMH i3 IBOX AIIOYHX HapaMeTpiB 00poOKku KOHTEHTY. Po3riis-
HYTO JCKiJIbKa MoIudikamii OCHOBHHX cXeM po3ropTok cepid Ob Ta mpocropoBoi opienranii Ob (obepmannua ma copusonmanvhe
8i003€epKaeHHs), SIK TOAATKOBOTO MEXaHi3My 3 IPOTHIl cripoOaM HENETITHMHOI eKCTpaKIil KOHTEHTY. Mo/IenOBaHHS MTPOBOIIIOCS
Ha MPHUKJIaJaxX TPHOX THIB 300paXeHb: - MOPTPET, Meif3aK Ta MEHEMOocXxeMa. MaHIMy sLii 3 mapaMeTpoM mpocTopoBoi opierTarii Ob,
MOCHJIIOIOTh MOJKJIMBOCTI 3 IPOTHAIT ClIpoOaM HeaBTOPH30BaHOTO BIITyUYeHHs JaHHX. [IpecTaBlieHo XapaKkTepHi KiJbKICHI Ta 4acoBi
ricrorpamu Juisi pi3HUX po3mipHocTeilOb KOHTeHTY, 3MiHHU MIKOBOIO 3HAYEHHS CHTHAN/IIYM IS Pi3HUX PI3HOBHUJIIB CXEM PO3TOPTKH
cepiit OB Ta HaBeJeHO 3pa3ku aTaKOBaHMX TECTOBUX 300pakeHb. BUKOHAHO aHai3 i y3araJbHEHHS OCHOBHHX BiIMIHHOCTEH pe3yiib-
TaTiB aTak NP BHUKOpPHUCTaHi pi3HUX mapametpiB «IIpoctopoBoi 06pobkn»OBb Ta «Croco6iB po3roptku» cepiii Ob 300paxeHHs -
KOHTEHTY. 3BEpHEHO yBary, [0 BUKOPUCTAHHS JBOX IIIOUMX MapaMeTpiB 0OpoOKH BHXimHOTO MacuBy cepiii Ob € epekTuBHIM Ta
00YHCITIOBAIEHO «IIPOCTUM» 3ac000M 3 MPOTHIIl crpo0aM HeaBTOPWU30BaHOI eKcTpakilii gaHux. [limkpecieHO B3a€MO3B’SI30K MiX
eTanoM nperoOpoOKH BUXiTHOTO KOHTEHTY Ta apaMeTpamu popmoBaHux MacuBiB Ob. 3po0i1eHo BUCHOBOK, IO BBEICHHS JI0 CTPYK-
TypH KJII04Ya eKCTPAaKTOPY JaHuX, eneMeHTiB « CtaHy po3roptok» Ta «IIpoctopoBoi 06podku OBy, mocuimoe 3aranbHi MOXKIUBOCTI 3
npotuxii arakam. BukopucroByBaHi mapameTpn 00poOKH BUXiZHOTO MacuBy cepiii OB, BU3HAYalOTh CTPYKTYpY Bi3yaJbHHX CIIOTBO-
PEHb aTaKOBaHHUX 300paXKEHb, alic HE JA0Th MPOCTOTO PIlllCHHS, III0I0 HACTYITHOI ieHTH]IKAIllT aTAKOBAHOTO 300pakKEeHHsI HA PiBHI
kiacudikaiii THITy BUXITHUX 300paXkeHb. 3a3HaueHi NepCHEeKTHBHI HANPSIMK TSl TT0JJATIBIIOTO MOJICTIOBAaHHS OCHOBHHX MEXaHi3MiB
3aXUCTY, B MEXKaxX 3alPOIIOHOBAHOTO KOHIIECTITY alrOpUTMY.

KiwuoBi ciioBa: konwmenm, cmezanozpagis, ko0yeanHs 008AHCUH cepill, 300padCeHHs; PO320PMKA, NPOCMOPO8A OpiEHMAayis, KOOy-
BAHHSA 3 NEPEMBOPEHHAM, IHKANCYIAYIs, eKCMPAKYISL OAHUX.
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AHoTtauis: [lana poGoTta npucBs4YeHa JOCTIKEHHIO TPoOIeMaTUKU KibepOe3neKH B KOHTEKCTI CTaloro PO3BUTKY Cy4acHOTO
iHpopmauiitHoro cycminscrBa. [lounHauu 3 OrsILY Pi3HOMAHITHUX (OpM Kibep3arpos, y cTaTTi 3alpoloOHOBAaHO aHAII3 iX-
HBOTO BIUIMBY Ha KOH(QIIECHUIHHICTB, MICHICTh Ta TOCTYIHICT iHpopManii. KpuTiyHa 3aleXHiCTh Cy4acHOTO CYCHUIBCTBA
Biz iHoOpMaLiifHIX TEXHOJIOTiH, pOOUTH TEMaTHKy 3aXHCTY BiJ Kibep3arpo3 Hag3BHYaliHO aKTyalbHON0. B Mexax pobotu 3a-
MIPOTIOHOBAHO aHaJIi3 3pOCTAaHHSI KIIBKOCTI Ta CKJIAJHOCTI Kibep3arpos, [0 BUMAarae MoCTiHOTO YI0CKOHAJICHHS Ta OHOBJICHHS
CTparteriil 3aXuCTy BiJ HUX. BaJIMBHM eTaroM BHCBITJICHHS TEMH € aHaji3 BIUIMBY pi3HHX (opM Kibep3arpo3 Ha cydacHi
iHpopMaiitHi cucTeMH. PO3IIIsIHYTO OCHOBHI Pi3HOBUH (ilIMHTY Ta COLiaJbHOT iH)KeHepil, a TAKOXK HACIIIKY BIIUBY BipyCiB,
TPOSTHCBKHX TIPOTPaM Ta IHIINX HIKiJJIMBUX NporpaM. JleTaabHuU OTIIA] IUX aCHeKTiB JO3BOJISIE BU3HAUYNTHU KITIOYOBI MUTaHHS
Ta HeOe3MeKH, SIKi BAHUKAIOTh B KOHTEKCTI MpoOieMaTHKH Kibep3arpo3. Takoxk, cTaTTs MiCTUTh MaTepialli, IPUCBAYCH] PI3SHUM
cTpaTerisaM 3axucTy. BoHa po3risiiae icCHyI04H CTpaTerii A 3aXUCTy iHPOpMAIIHHIX CHCTEM, BKIIIOYAIOYH BUSABICHHS Bpa3-
JIUBOCTEH, BUKOPUCTaHHS 0araro(pakTopHOi aBTCHTH(]IKALIT Ta 3aX0AU 11 3a0e3MMeYeHHsI CTIHKOCTI. 3aranbHi BUCHOBKH AaHOL
po6oTH MiICyMOBYIOTH HEOOXITHICTD OCTIHHOTO OHOBJICHHS T aJalTallii cTpaTeriii 3aXUCTy, 00 3pOCTA0U0i CKIIaJHOCTI
Kibep3arpo3 y CBiTi IIBUIKOTO TEXHOJIOTTYHOTO PO3BUTKY. B minoMy, 1aHa podora e 1ie oHIM KPOKOM Y PO3YMIHHI CyTHOCTI
BUKJIMKIB, SIKi TIOB'sI3aHi i3 MpoOJIeMaTHKO0 3a0e3eUeHHs KibepOe3neku B cydacHOMY iH(DOPMAIifHOMY CYCIiTbCTRI.
Kawuogi cinoBa: xibepzacposa, ananiz ma saxucm, CmiuKicmo iHpoOpmMayitiHux cucmem, cmpamezii 3axucmy.

1. Beryn

VY cyuacHOMY iH(pOpMAIIHHOMY CYCIUILCTBI TUTAaHHS KiOepOe3MeKn CTal0Th HAA3BUYAHO aK-
TyaJIbHUMH, OCKUIBKH 3 KOKHUM JHEM 3pocTae 00cAr HuppoBoi akTUBHOCTI Ta 3aJI€KHICTH BiJ 1H(DO-
pMaIiifHuX TeXHONOTii. Pa3oM 13 MBUAKHUM PO3BUTKOM TEXHOJOTIH 3pocTae i piBeHb Kibep3arpos,
K1 CTAIOTh BaXKJIIMBUM acleKToM 3a0e3nedeHHs Oe3neku B [nTepHeT npoctopi. Lli 3arpo3u Bukimka-
I0Th CEpi03HI MPOOIEMH, a TAKOXK CTAIOTh MPUYMHOIO MOPYIIEHHS KOH(DIIEHIIHHOCTI, IIUTICHOCTI Ta
JOCTYyMHOCTI 1H(OopMarii. Y Mexax 1i€i poOOTH B CTHUCIOMY BUIJISAI PO3IVISIHYTI pl3HOMaHITHI do-
pmHu Kibep3arpos Ta iXHiil BIUIMB Ha cydacHi iHpopmauiiiHi cuctemu (IC), a Tako MOXKIUBI 3aX0AH
JUIS 3aXMUCTY BiJl HUX B yMOBaX MOCTIHHO 3pOCTarouoro Hu(ppoBoro cepeoBUIa.

AKTyanbpHICTh TEMHU 3yMOBJIEHA BIUTMBOM BiJIpa3y KUIbKOX KIIFOUOBHUX acrekTiB. [lo-nepue, iH-
dbopmarriiiHi TEXHOJIOT1T CTaJIM HE TUTHKA HEOOX1THOI YaCTUHOIO MOBCSKJIEHHOTO XKHUTTS, aje 1 Kpu-
TUYHO BaKJIMBUM PECYPCOM Ul (PYHKI[IOHYBAaHHS BEJTMKOI KUIBKOCTI CyCIUIbHUX, KOMEPLINHUX Ta
rocrnoaapchkux mporecis. [To-apyre, 3pocTaHHs 3a€XHOCTI BT IMX TEXHOJOT1H BIIKPUBAE HOB1 MO-
MIJIUBOCTI JUTsl KiOEP3JIOYMHIIIB, SIKi BUKOPUCTOBYIOTh PI3HOMAaHITHI Ta BIOCKOHAJIIEHI METOAM ISt
arak Ha IC. 3a0e3neuenns HagiiHOCTI 1 Oe3neku IC cTae HaA3BUYAKMHO BaKIIMBUM 3aBIAHHIM, OCKi-
JBKU Ki0ep3arpo3u, Taki sK aTakd Ha MEpeKeBl CTPYKTYPH, BUTOKH KOH(1AeHLIHHOT iH(dopMallii Ta
HIK1JUTMB1 IPOTpaMu, MOXKYTh MaTH CEpHO3H1 HACTIAKHU /111 EKOHOMIKH, MOJIITUKH Ta CYCIIbHOT 0e3-
neKu. Y 1IbOMy KOHTEKCTI pO3yMiHHS pi3HUX (hopM Kibep3arpos Ta IXHbOTO BIUIUBY CTAa€ CTPATET1YHO
BOXXJIUBUM [T PO3pOOKHU €(PEeKTUBHUX 3aX0/IiB 3aXUCTY, 110 BIAMOBIIAIOTh BUKJIMKAM Cy4acHOT'O 1H-
¢dbopmaniiftHoOro mMpocTopy.

3pocTaHHs KITBKOCTI Ta CKJIAJHOCTI KiOep3arpo3 cTae cepio3HUM BUKIMKOM JJis cpepu Kide-
poOe3neku. Pi3HOMaHITHICTh aTak, BKIOYal0Yd BUTOHYEHI TEXHIKHM (DIIIMHTY, aTaKh 3 BUKOPUCTAH-
HSIM HIKiAMBOrO rporpamuoro 3abesnedenns (I13) Ta araku Ha iHpacTpykTypy, CBiYaTh, 110 Ki-
0ep3J104MHIII MOCTIHHO BJIOCKOHAIIIOIOTH CBOT METO/IU, /1alITYIOUHUCH /10 HOBITHIX TEXHOJIOTIN Ta 3MiH
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y cdepi kibepbesmneku [1].HemepepBHuii po3BUTOK Kibep3arpo3 BUMarae He JIHMIIE PEaKTHBHUX, aje
i IpOaKTUBHMX cTpaTteriii 3axucty. Opranizaiii Ta iHIUBIAM, 10 TPArHyTh 3IUIIATUCS TIONIEPEY,
MMOBUHHI HE JIWIIIE OHOBIIIOBATH CBOI cuctemu Ta [13, ane i po3BUBAaTH HOBI METOJIU BUSBICHHS Ta
3ano0iranHs KidepaTak. BaxnuBicTh IIbOTO 3aBIaHHS 3yMOBJICHA THUM, 11O BiJMOBIJAIBHICTH 3a 3a-
xucT IC cTae He TUIBKY 3aBAAHHAM TEXHIYHUX CIICIIAIICTIB, ajie i KIIFOYOBOIO CKJIaJI0BOIO CTpaTeri-
YHOTO YIPAaBJIiHHS OY/b-SIKOI OPTaHi3alli€ro Yu ICPIKABHOK YCTAHOBOK. Y I[bOMY KOHTEKCTI OTJISI
pi3Hux (opm Kibep3arpo3 Ta IXHBOTO BIUIMBY CTa€ HEBi €MHOIO YaCTHMHOIO €(PEeKTUBHOTO i Oe3mneu-
HOTO yTPaBJIiHHS, CIPSIMOBAHOTO Ha 3a0€3MeYCHHS CTa0IbHOCTI Ta HAIHHOCTI (YHKITIOHYBaHHS CY-
yacHux IC.

[IpoBeneHHs aHai3y BIUIMBY KiOep3arpo3 Ha cTiikicTh IC € HeBi’€MHOIO YaCTHHOIO BJIOCKO-
HaJICHHS CTpaTerii KibepOe3neKu B yMOBaxX MOCTIHHOTO €BOIIOIIHHOTO cepenoBumia [2]. 3 ypaxy-
BaHHSM CTPIMKOTO PO3BUTKY TEXHOJIOTiH Ta 30UIBIIEHHS KUTBKOCTI HU(POBUX ACMEKTIB HAIIOrO
KUTTSI, 3pocTae i cepa kibep3arpos, 1Mo HaKiIagae cepito3amii BiuuB Ha IC.

L{s cTaTTs Mae Ha MET1 PO3MISTHYTH POOJIEMATHKY KiOepOe3eKn B KOHTEKCT1 Cy9acHUX peaii
i IPOIIOHYE OTJISIIOBUH aHalli3 PI3HOMAHITHUX PI3HOBUAIB KiOep3arpos, sIkuii OXOILTIOE 1X BIUIMB Ha
KOH(D1IeHIIIHICTh, IIUTICHICTh Ta JOCTYMHICTh iH(pOopMalii. 30Kkpema, Ha/latouu OrJis] HalHOBIIINX
TeHJCHIH y chepi kibepOe3neku, aBTOpH POoOOTH MAIOTh HA METI BUOKPEMHUTH KIFOYOBI aCIEKTH
0e31eKH, 1o MiIAI0ThCs PU3HKY BHACIIIOK CyYyacHHX Kibeparax.

BaxmBuM eTarom y 3arpornoHOBAaHOMY aHalli3i € BUBHAYCHHS PI3HUX CTpATETid 3aXHCTY, SKi
CIPOMO>KHI e()eKTHUBHO BIAMOBIIATH BUKJIMKaM Oe3MeKku cydacHOro kidepmpocropy. Cuig mia kpec-
JIUTH, 10 PO3TJISIHYTI CTpATeTii BpaXOBYIOTh, SIK TEXHIYHI, TaK 1 CTpATEriuHi aCleKTH, KOTP1 CIPAMO-
BaHi Ha YJJOCKOHaJIEHHs cTiHKOCTi cydacHuX IC Ta 3a0e3neueHHs IXHBO1 (PyHKIIOHATBHOCTI B YMOBaxX
MOCTIHHOTO BIUIMBY IIUPOKOTO CHEKTPY 3arpo3u iHpopmaniiiHoi 6e3nexu (Ib).

2. PisHoBuaM kiGep3arpo3 ta ix BB Ha IC
2.1 Diwune ma coyianvha inxiceHepis

OImMHT Ta collialibHa 1HXKEHEPisl CTalli HEOAMIHHOK YaCTHHOIO Cy4aCHOTO U(PPOBOTO MPOC-
TOpY, CTaBILIU BAXJIMBUMHU eleMeHTaMu KibepOesneku. Lli MeToau aTtak, cipsMOBaHi Ha OTPUMAaHHS
KOH(}iAeHIIITHOI iHpopMaLlli uepe3 MaHIMyIFOBaHHS MICHXOJIOTIEI0 KOPUCTYBAYiB, CTalM OLIbII BH-
TOHYEHUMHU Ta MOUTUPEHUMHU, BUKIIMKAIOYH CEPHO3HI 3arpo3u st 0COOUCTOT Ta KOPIOPaTUBHOT O€3-
neku. Llel po3ain posrisaae MeToau (GIilIMHTY Ta COLiaNbHOT iHKEHepii, IX BIJIMB Ha KOPUCTYBaYiB
Ta MPOIOHYE MPAKTUYHI MiJIXOIH JI0 3aXUCTY BiJ KX 3arpo3 [1].

2.1.1 Diwune: eidomi memoou ma ix eapiauii

@DimuHT — 11e OJJMH 13 HalO1IbII NOUIMPEHUX METOJIIB aTak B cepi KibepOe3neku, IKuil BUKO-
PHUCTOBYE colliajibHI 1H)KEHEPH1 TEXHIKH U OTPUMaHHs KOH(1AeHIIHHOI 1HpopMallii, Takoi K ma-

podii, HoMepH OaHKIBChKHMX KapT ab0 0COOUCTI AaHi, BiJ] KOpUCTyBauiB. Hikue HaBeJjeHO y3arajibHe-
HUH NepesTiKk HalOUIbII MOIIMPEHUX METOAIB 1 Bapiallii (PilIMHTY, HACAIAKIB 1X BIUIMBY Ha KOPUCTY-
BaYiB Ta MOXJIMBHUX CTPATETiH 3aXUCTY.

OcHOBHI MeTOIU (IIINHTY:

o Enexmponua nowma (E-mail): niocmynui iucmu, wo 8uennadaroms K 6i0 6i00MUX 8aM KOM-
NAHil YU cepsicis, AKi 3aKIUKAIOMb 8aC 66eCcmMU KOHDIOeHYiHI OaHi Ha ikmuHux eeb-cali-
max.

o CouyianvHi mepedici ma meceHoxNcepu: iun208i amaxu yepes NONYIsApHi COYianbHi Mepexci
ma mecenodicepu, 0e amaxkyoui udaroms cede 3a 3HAUOMUX 4y Kojee.

o BeO-catimu: cmeopenHs iuune08ux 6ed-caumis, AKi imMimyroms o@iyitini pecypcu 014
OMPUMAHHsL 0coOUCmoi ingpopmayii.

Bapianii ¢immnry:
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o PosmosHnuti Gpiwune — eiwune (Vishing): ¢iwuune uepes meneghonni 036inKu, 0e amaxyrouull
HAMAa2aemvcsi ompumamu KoHghioenyitiny inghopmayito 8i0 nomenyiiHoi sHcepmaeu.

o Cumiwune (Smishing): amaxu uepez SMS-nogioomnenus, oe y Kopucmysauie HamaeaOmMvcsl
BUMAHUMU 0COOUCMI OaHI Yepe3 MeKCMOo8i NOBIOOMIEHHS.

e SpearPhishing abo mapeemosanuii ¢hiwune: amaxu, 0e 3106MUCHUKU BUCOKOKBALIPIKOBAHO
amaxyroms KOHKpemHti yini - Qpizuuni ocoou ma/yu opeanizayii.

o CoyianbHa iHJCEHePIsL. BUKOPUCMOBYE NCUXON0IUHI ACNEeKMU 8NIUBY HA CB8I0OMICMb nep-
conany cyuacnux IC. Sk memoo amaku, He nuuie CnpaMOBaHUL HA eKCIILyamayito mexuiu-
HUXUL OP2ani3ayitiHux 8pasziusocmett Oio4oi cucmemu 3axucmy, aie i epexmueHo UKOpUcC-
MOBYE NCUXON02TUHT NPUtIOMU OJisl MACUmMady8ants Hacaiokie amaxu. Pozenso enausy coyi-
AnbHOI THoHCeHepii Ha ncuxonociunull cman kopucmyeayie IC ma ix 8paznusicmo, € Kir0408UM
acnekmom 6e3nexu 8 OHIAUH cepedo8UUl. 3N08MUCHUKY BUKOPUCTNOBYIOMb MAKI Memoou,
SAK CMBOPEHHsT MePMIH0BOCHI, GUKIUK eMOYil, ma WEUOKI nepesmileHHs: 8 asmopumen-
Hicmb, W00 UKIUKAMU NOMPIOHY peakyito y NOMeHYiliHoi dHcepmau.

2.1.2 Echexmusnui cmpamezii 3axucmy 6i0 3a2po3 iiuny.

o Hasuannus ma npocghecitina 6i0nogioanbHicmy: 3aBUacHe Iepen0avdeHHs (DIMTUHTOBUX
aTak po3yMie i co0or0 Oe3nepepBHE HaBYaHHS KOpHCTyBadiB cydacHux IC, po3mizHa-
BaTH XapaKTEepHI 03HAKH ImaxpaiicrBa. ToMy, perysspHi TpeHIHTH Ta iHCTPYKIIii epco-
HaITy, MOKYTb 3HaYHO ITiIBUIIUATH PiBEHb X TPOQPIIEHUX KOMIIETEHITIH.

e Buxopucmanus anmugipycHux npozpam: BCTAHOBJICHHS Ta peryJiipHEe OHOBJICHHS aHTH-
BIpYCHHX IMporpaM € e(peKTUBHUM 3aXO0J0M 3aXUCTy BiJ (GimuHTy. BoHN BUABISAIOTH Ta
OJIOKYIOTh IIKIAJUBI BipycH Ta BeO-cailTH.

o bacamoghaxmopra asmenmughikayisi. BAKOPUCTaHHS OaraTodakTopHOi aBTEHTH(IKAIIT
J0JIa€ TOJATKOBUM IIAp 3aXMCTYy, OCKUIBKU IS BXOJIY HEOOXiTHI JBa 4 OiIbIIe BUIU
aBTeHTH(iKawii. bararogakTopHa aBreHTH]IKAIIA Aeai cTaE HEOOXIIHICTIO B yMOBaX
MIOCTIMHOIO 3pOCTaHHS (PIIIMHIOBUX aTaK. AHaJI3 BIIOMUX 1HIIUIEHTIB O0€311E€KH TIOKa3ye,
1110 BUKOPUCTAHHS HE JIMILE MapoJiB, ajie il IHIIMX METO/IB 11eHTH(IKaLli], TAaKUX 5K 010-
METPHUYHI JIaH1 Y1 OJHOPA30Bi KOAM, pOOUTH Mpoliec aBTeHTU(IKaLlli 3HaYHO OLIbII Ha-
niitauM. Lle 3MeHIIye HMOBIPHICTD «YCHIXY» aTak Ta poOUTh AOCTYII 10 OCOOMCTUX 00-
JIIKOBHX 3aITMCIB CKJIAJIHIIIUM JIs1 3JI0BMHUCHHKIB.

o Vnpaeninnsa naponsamu: MAPOKE 3aCTOCYBaHHs 0€3IpOTOBUX MEPEIX IMiIBUIILYE PUZHK HE-
CaHKIIIOHOBAHOTO JIOCTYITY /10 0OCOOUCTOI (MPUBATHOI) Ta/4 KOPIOPATUBHOI 1H(OpMaIi.
B 11boMy ceHcl OHUM 13 HallBaXXJIMBIILINX 3aX0/1B O€3MEeKH € KOPEKTHE aJMiHICTpYBaHH:
naposisiMu. KopuctyBaui MatoTh CTBOPIOBATH CKJIAJIHI Ta YHIKAJIbHI TapoIi U1l KOXKHOTO
00JIIKOBOTO 3aMKCY 1 PEryJIsIpHO iX 3MIHIOBATH.

® Bnposaoiicennsn mexanizmie bacamoghakmopHoi asmenmugixayii: NOJATKOBO 3MIITHIOE
3aXHCT JOCTYILY JI0 OCOOMCTUX/KOPIOPATUBHUX JaHUX [3].

o Omnosnenns I13 ma onepayitinux cucmem: € KJIOUYOBUM acleKkToMm Oe3neku. CBoeyacHe
BCTAaHOBJICHHSI OHOBJICHB Ta MaT4iB 0€3MEeKH J03BOJISIE BUIIPABIISATH BUSBIICH] ypa3IHBO-
CTi Ta 3amo0iraT MOXKJIMBHM aTakaM 3JI0BMHUCHUKIB.

® Buxopucmannsa wiugpysanns JaHUX HA IPUCTPOSX Ta IMiJ] yac 0OMiHYy iH(pOpMaLli€lo de-
pe3 6e3ApoTOBI Mepexki € TAKOXK HEBII'€EMHOIO YACTUHOIO 3aXUCTY YYTIUBUX JAHUX BiJl
¢immnary. [Hudpysanus 3ade3neuye KOH(QIIEHIIRHICTh Ta IUIICHICT iHPOpMALi i
yac nepesadi ii 4epe3 Mepexi, B T.4. HE3aXHUIICHI.

o  Obmedxncenns docmyny 00 inghopmayii. € TOJATKOBUM KPOKOM 3 IPOTHU AT (IIIHHTY, TOMY
kopuctyBaduli IC TMOBUHHI peTeNbHO KOHTPOJIOBATH, KOMY Ta 3a SKUX YMOB
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HaJAI0Th(JIEJIETYIOTh) AOCTYI JI0 CBOiX OCOOMCTHUX JAaHWUX Ta/4d CIy>KOOBHX ITOBHOBa-
KeHb 1pu po6oTi 3 I13 Ta/un MepexeBUM ycTaTKyBaHHAM KopriopaTuBHOI IC.
[HTETpallis 3a3HaYeHUX CTPATETii CIIPUATHME IT1IBUIIICHHIO TTIOTOYHOTO PIBHIO 3aXUCTY 1H(OP-
MaliifHUX PeCypciB BiJl 3arpo3 (HIIMIMHTOBUX aTaK Ta MOKPAIIUTH O€3MeKy OCOOMCTUX Ta/4u KOHI-
JEHIIMHUX KOPIMOPATUBHUX JAHMX IPH iX 30epiraHHi i NUPKYJIALIT MK KOPHCTYBadiB B OHJIAlHCeE-
pEeIOBHIIT.
2.2 Bipycu ma wkionuge 113
[xigmuse 13 € BaXXITUBOIO CKIIAIOBOIO Y 3aralikHOMY CriekTpi 3arpo3 Ib. B 3aransHOMYy BHIa-

IKy il OCHOBHOIO METOIO € 3aBIaHHS IIKOAU iHGOpMAIiiHUM 1 anapaTHuM pecypcam cydacHux IC.
Hwxkue HaBeeHo nepestik HalOUIbII XapakTePHUX (YaCTO BUKOPUCTOBYBAHHUX ) PI3HOBUIIB IIKIIJIHU-
BUX MPOTpam Ta ix crocoOu iX MOMIUPEHHS:
o Komn'tomepni uepg'siku (ab6o mposinu).: camocmiini npoepamu, SKi poO3no8CrOOANCYIOMbCsl ye-
pe3 HOCIi 0anux ma/4u mepescesy 83aEmMo0it0 be3 HeoOXiOHOCMI NOOANLULOZO MAHYAIbHO2O
8MPYUaHHSL (CYNPOBOOdICEHHS) 3 OOKY iX po3pOOHUKA.
o Pexnamui 6ipycu: npocpamu, wjo HAMa2armscs poO3no6CrO0A#CY8aAMU PeKiamy abo Hasimy
3MIHIOIOMb (NIOMIHIOIOMb) CMOPIHKU 6€0-Catimis.
o [IInueyncoxe I13: npoepamu, axi 30uparome KOH@IOEHYIUHY, 8 MOMY YUCIL, MEXHONA02IUHY
iHhopmayiro, 6e3 gidoma ii Kopucmysauis.
Bnnue na ingpopmayitini cucmemu: HacIiAKY BUKOpUCTaHHS mKiamuBoro [13 ans indopmarriii-
HUX CHCTEM MOXYTb mepeadadyatu BTpaTy KOHGIASHIIHHOCTI, MOPYIIECHHS IITICHOCTI JaHUX Ta 00-
MEXXCHHSI IOCTYITY JIO BAXKIMBUX PECYPCIB.

Ilpomudis wxionusum npoepamam: BUKOPUCTaHHS aHTUBiIpycHOTO I13, 3aC00iB MikMepexe-
BOT'O €KpaHYBaHHS, CUCTEM BHUSBIICHHS BTOPTHEHB TOIIO. Takok Tpeba aKIeHTYBaTH yBary Ha Bax-
JUBOCTI cBO€4acHOTo oHOBiIeHHA [13 Ta BrockoHaneHHs KibeprpaMoTHoOCTI KopuctyBauiB IC.

2.3 Biomosa 6 oocyeosysanni ma DDoS amaxku

2.3.1 DDoS amaxu

DDosS (Distributed Denial of Service- posnodineni amaxu 3 8i0M08010 6 06¢1y208y6anHI) € Ce-

pito3HOI0 3arpo3oro s cydacHux IC, 1m0 31aTHa IpU3BOIUTH 0 BETUKUX 3001B y poOOTi BeG-cep-
BepiB Ta MepekeBoi iHppacTpykTypH. Lleit po3ain npucssiuenuit ananisy pizaux tuniB DDoS arak,
iX BIJIMBY Ta e(heKTHBHUM 3aX0JaM JJs 3aro0iranHs BiIMOBI B 00cmyroByBaHHi. Ha choroaHiIHIHI
JIeHb L1 aTaKu J0C1 3aJUIIAI0THCS OJIHIEI0 3 HAHOUIBII MOMMPEHUX Ta pyHHIBHUX (hopM pearizaiii

JECTPYKTUBHOTO BIUIMBY Ha (pyHKI1OHYBaHHS cydacHux IC. Bonu cripsiMoBaHi Ha epeBaHTaKEHHS
pecypciB LITLOBOTO cepBepa, MEpeki UM MporpaMu (IporpaMHOro J0JaTKy), IMUISIXOM HABMHUCHOTO
BiJIMTPaBJICHHS HAIMIPHOTO 3JI0YMHHOTO Tpadiky. Po3risy miel TeMu € HaA3BUYaiHO BayKITUBHI, OCKi-
apku DDOS aTaku MOXyTh IPU3BECTH JI0 BIIMOBH B 0OCIIyTOBYBaHH1 Ta CEpHO3HO 3aLIKOIUTH Oi3HEC
Ta 91 TPOMHUCIIOBUM/TEXHOJIOTTYHUM TIporiecam. 3a OCTaHH1 pOKH 301BIIIIIACH YaCTOTA Ta M1 IBUIIU-
Jack CKIAIHICTE pearnizarii DDOS.

Tak, HanpuKIaj, 3T0BMUCHUKH JOAATKOBO BUKOPUCTOBYIOTh aTaKU IiJICHIICHHS (K CBOEPI-
HUN pi3HOBUJ 3a0e3meueHHs, ado Karaji3aTop IHMX aTak) Ta CHMHTe3 OOTHETIB, JJs MaKCcHMi3allii
BIUIMBY i HACITiIKiB OCHOBHOI aTaku. 30KpeMa, ataku miacuieHHs, Taki sk DNS Amplification ra NTP
Amplification, 103BOJISIOTH MOMITHO 30UTHIIUTH 00CSAT HAJTUIIKOBOTO (IOCTAHOBOYHOTO) Tpadiky i
THM CaMHM BIIYyTHO NEPEBAHTAXUTH MEPEXKEB1 3’ €THAHHS I[LIIbOBOTO 00’ €KTY-KEPTBHU.

e Biomosa 6 obcy2o8ysanni ma ii 6n1U8 Ha cucmemy

DDoS araku MOXyTh IPU3BECTH JI0 BiIMOBH B 00CITyTrOBYBaHHi, 3pOOMBIIH PECypCH HEIOCTY-
HUMHU JJIs JIETITUMHUX KOpUCTyBauiB. Lle Moxke BUKIMKATH cepilo3Hi (piHaHCOBI BTpaTH, MOTip-
IIEHHS penmyTalii KOMIaHii Ta BTpaTy KJIi€HTIB.
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e 3axucm 6i0 DDoS amax
3axuct Bix DDOS artak BuMarae KOMIUIEKCHOTO TiaX01y. B 1IbOMy CEeHCl BaKJIMBO MAaTH CHC-
TEMH MOHITOPUHTY TpadiKy, SKI BHSABISATUMYTh aHOMAJIbHI TATEPHH, 110 MOXYTh OyTH XapakTep-
Humu st DDOS arak. Bukopucranus CDN (Content Delivery Network) moxe posmoninstu Tpadik
Ta MiHIMI3yBaTH BIUTUB aTak. Takoxk, BKpail BAXKJIMBO MaTH CUCTEMH (inbTpallii Ta 00poOku Tpadiky,
SIK1 MOKYTbh BIZIOKPEMHTH JIETITUMHUHN Tpadik Bij aTak.
2.3.2 Ocobausocmi peanizayii amax nioCuieHHs
DNS Amplification
o 30invutennsa obcacy eionosioeii: aTakyodi BUKopuctoBytoTh DNS-cepBepu sk mocepenHu-
KiB Juis 301nb1eHHs o0csary Tpadiky. Bonu Bignpasistors 3anuti 10 DNS-cepBepiB 3 mia-
pobiieHnMHE agpecami 1inboBoi skeptBu. DNS Amplification 6asyerscs Ha Tomy, mo DNS-
3aMUTH MOXYTh OYyTH KOPOTKHMH, aj€ BiAMOBiAI MOXKYTh OyTH 3HAYHO OiIbIIUMH. ATaKy-
104l BUKOPUCTOBYIOTH II€, 0O 301IBITUTH OOCAT 3JI0BMHUCHOTO/TIapa3uTHOTO Tpadiky, BH-
KOPUCTOBYIOYH pecypcH JieranbHuX DNS-cepBepis.

o BiocunanHs 3anumis y 6eIUKOMY Macuimaoi: aTaKyrodi BiIIPABIISAIOTh BEJIUKY KUTBKICTH ITi-
npobnennx DNS-3anutiB Bipasy A0 Benukoi KimbkocTi DNS-cepBepiB, 30UIbIIYIOYH TUM
CaMMM BIJITOBII, SIKi CIIPSIMOBaHI Ha )KEPTBY aTaKH.
NTP Amplification
o Buxopucmannus NTP-cepsepis: 11i ataku BukopuctoByoth Network Time Protocol (NTP)
JUTs 301BIIEHHS 00CATYy Mapa3suTHOTO Tpadiky. ATakyrodi BiAMpPaBIsSIOTH MiApoOIeHi 3a-
MIUTH Bipasy a0 Benukoi KibkocTi airounx NTP-cepepis.

[IpoBokyBanHs 3HauHOi cykynmHocTi DNS ta NTP cepBepiB 10 omHouacHoro (hopmyBaHHs
HUMU BiJIITOBiZICH HA MacIITaOHI KOPOTKI 3JIOUYMHHI 3aIUTH, KOTPi POPMYIOTHCS B MEXKaX amak nio-
CUieHHs, TPYHTYEThCS Ha TOMY, IO TaKi BiJIMOBi/Il MOXXYTh OyTH 3HAUYHO OUIBIIMMU YWM 3aITUTH, 110
1 I03BOJISIE€ ATaKyIOUUM 30UIBIINTH Mapa3uTHUN Tpadik.

2.3.3 Cunmes ma suxopucmanns b6omnemis (Botnet-based DDoS)

CunTe3 Ta HacTynHe BUKopucTanHsa 0oTHeTiB y DDOS aTakax € ehekTnBHUM Ta HeOe3MeYHUM
METOJIOM TE€PEBAHTAXKEHHSI MEPEKEBUX PECYPCIB IUIHOBOrO 00’€kTa. PO3riistHEMO M€Kl OCHOBHI
0COOJIMBOCTI LIOTO MPOLIECY .

Cunmes 6omuemis DDOS:

e Cmeopenns 6bomnemig: 3T0OBMUCHUKH BHUKOPUCTOBYIOTH PI3HOMAaHITHI METOIM JUIsl 3apa-
KEHHS THCSY a00 HaBITh MUIBHOHIB IPUCTPOIB, IEPETBOPIOIOYH X HAa OOTH.

o KoopounosaHi amaxu: NO3BOJISE aTAaKyIOUUM CUHXPOHI3YBaTH Jii OOTIB, HAIPABJISIFOYH Tpa-
(1K Ha HUIHOBUI CEPBEP OJIHOYACHO, 30UIBIIYIOUM TAKUM YHNHOM BIUIMB aTaKH.

e Posnodinena giomosa 6 oociyeogysanni: 6otaeT DDOS ataku mpu3BoAsATh 10 pO3NOIiIEHOT
B1JIMOBH B OOCITyTOBYBaHH1, BHACIIJJOK YOTO IIUJILOBUM 00’ €KT CTa€ HEIOCTYITHUM JIJIsI JIeTi-
TUMHHMX KOPUCTYBauyiB.

Ocobausocmi DDOS 6omuemis:

o [Hgpikysanms: 3apaskeHHsI IPUCTPOIB NUIIXOM BUKOPUCTaHHS MIKiuymBoro 113, excriyararrii
Bpa3JIMBOCTEN Ta/ab0 METO/IIB COIIAIbHOI 1HXEHEPII.

o [Ipuxoeane ynpagninHs. 3I0BMUCHUKHA BUKOPUCTOBYIOTh PI3HOMAaHITHI METO/IU ISl IPUXO-
BaHOTO YIIpaBJIiHHS 00TaMHU, YHUKHEHHS 1X BUSBICHHS Ta OJIOKYyBaHHS.

o 30invuenns pecypcieé amaku:. BUKOPUCTaHHS OOTHETIB i 301IbIICHHS (TTOCHIICHHS) 00-
CATY HEJIETITUMHOTO 3JI0OUMHHOTO TpagiKy Ta «CUIOBOT0)» BILIUBY HA LIJIHOBHH CEpBeEp.

3axoou 3axucmy:

o Mepeoicesuii monimopune: nOCTIHHUIA MOHITOPHUHI MEPEXi JJIs BHUSBJICHHS aHOMAJii Ta
HaJMIpHOTO Tpadiky, SKi MOXKYTh BKazyBaTH Ha DDoS araky.
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Busenenns ma 6noxysanns 60omis: BAKOPUCTAHHS CUCTEM BHUSIBIICHHS OOTIB IS 11CHTHI-
Karlii Ta OJJOKyBaHHS 3JIaMaHUX MPUCTPOIB Y OOTHETI.

Cucmemu pinompayii mpaghixy: BIPOBAKEHHS MBUIKOAIIOYNX (XMapPHHUX) CHCTEM (iIbT-
parii Tpadiky, sKi OJIOKYIOTh HAAMIpHUH Tpadik Ta «BIACIKAIOTHY IIKIITUBUH.

3axucm Iumepnemy peueti (IoT): 301IbIIEHHS TTOTOYHOTO PiBHA Oe3neku npuctpoiB 10T,
11100 YHEMOKIIMBUTH 1X BUKOPUCTAHHSI B IKOCTI OOTIB.

2.4 Tnwi munu kibep3azpo3 ma ixHi Memoou 6naugy Ha cucmemu

V cBiti KibepOe3neKku icHye po3MaiTTs Kibep3arpos, ki BioOpaxaroTbes y pi3HUX GopMax Ta
Metoaax BruBy Ha IC. ToMy mpuninuMo yBary i inmmM Tumnam 3arpo3s Ib, 3okpema atakam Ha 6€3-

MeKy Mepexi Ta 3aCTOCYHKIB, YTOUHIOIOUH iX METOAM BILTUBY Ta 3aXO0JU 13 3aXUCTY.
Amaku Ha be3nexy mepexci:

Ilepexonnenns mpagixy (Man-in-the-Middle): tum aTaku, npu SKOMY 3TOBMUCHHUKH 3i#C-
HIOIOTh MEPEXOIUICHHS TpadiKy MiX B3aEMOIIOYAMH CTOPOHAMH, 110 MOXKE MPU3BECTHU JI0
JOCTYyIy 10 KoH(iaeH iitHOT iHQopmalrii.

Amaxu na DNS (Domain Name System): meronu atak Ha iHdpactpykrypy DNS 3 meToro
CpsIMOBYBaHHsI TpadiKy Ha 3TOYMHHHIA pecypc Ta / uu MOCUIICHHS aTak (0us. suwye).

Amaxu na 3ACMOCYHKU.

Xaxepcoki amaxu na epaznusocmi ko0y (SOL Injection, XSS): TeXHIKU BUKOPUCTAHHS Bpa-
37MBOCTEH KOAY JUIsL BIIPOBADKEHHS 3JI0BMHUCHOTO KOIy 200 OTpUMAaHHS HECaHKIIOHOBa-
HOT'O JIOCTYITY.

Amaxu na aemenmugixayito ma ounalH cecii: METOAN 00X0Ty MeXaHi3MiB aBTeHTU(DIKALii
Ta 3JIOBKMBAHHS CECii JJIs1 HECAHKI[IOHOBAHOTO JIOCTYITY.

Bnaues na incdopmayinuni cucmemu:

Bmpama xongioenyitinocmi ma yinichocmi oanux. MOXKJIVBI HACTIIKY aTak Ha OE3MeKy Me-
pexi 1 10AaTKiB, 30KpeMa, BTpaTH KOH(IACHIIIIHOCTI Ta MOPYIIEHHS HIJTICHOCTI JaHHX.
Bmpama oocmynnocmi cepegicig: 111 aTaKl MOXKYTb BIIUBATH Ha JIOCTYINHICTh 1H(POpMAaLiii-
HUX CHCTEM Ta BiJIIOBITHUX OHJIAWH MOCIYT/CepBiCiB.

3axoou o 3axucmy:

Hlughpysanns ma/uu npuxosysanus (cmeearnoepaghis) mpagiky.
Tocmitinuii MoHimopune mepedrci, 8UA6IeHHs 8MOPSHEHb MA/4U NPUNUHEHHS He0eKIaposa-
HOI Mepexcesoi akmugHoCmi.

3. AHaJIi3 BPa3JMBOCTeH i MOKIMBHX CTPATeErii 3aXUCTy

3.1 Busaenenns epaziusocmeu IC

Bussnenns Bpasnuocreit IC, 11e kit0o4oBuil etan B 3a0e3Me4eHH1 IXHbOI CTIMKOCTI Ta 3aXUCTY
BiJ KiOeparak. Y CBITI, A€ 3arpo3H 3pOCTarOTh 1110/1HS, €()EeKTUBHI METOIU BUSIBIIEHHS Bpa3IMBOCTEN

CTaIOTh 1X 000B'SI3KOBOIO HEOOXiAHICTIO [3]. BUsBICHHS NMX BPa3IHMBOCTEH Yy BIACHUX iH(POpMAITiii-
HUX CHCTEMaX — MEPIIUi KPOK 10 IXHBOTO €(EKTUBHOTO 3aXHUCTy. TOMY KOPOTKO PO3TIISHEMO JesKi
3 HOBHX MIXO/IiB, IIOJI0 BUSBJICHHS BPa3IUBOCTEH 1 po3po0ili cTpaTeTii yisl IXHBOT0 HETaWHOTO Ta-
pUpYBaHHS.

Memoou susisnenns epasziusocmen.:

Ckanysanus nopmie ma ananiz epasiusocmeri: aBTOMaTU30BaH1 3aCO0M MOXYTbh ITPOAaHATI-
3yBaTH «BIIKPUTI HOPTH» Ta BUZHAYUTH MOTEHIIIMHI TOUKH BXOAY JJIS aTak.

Cmamuynuii ma OuHamiyHuy aHaniz kooy: BUSBIEHHS BPa3JIMBOCTEH BUKOPUCTOBYBAHOIO
I13, uepe3 aHasi3 BUXiTHOTO KO/, JO3BOJISIE BUSIBUTH BPA3JIUBOCTI, K MOKYTb OYTH BUKO-
pHCTaHi ISl BTOPTHEHb/aTaKU/BUTOKY JTaHUX.
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Cucmemu susaenenns Inmpanem-3a2po3: MOHITOPUHT BHYTPIIIHBOTO CEIMEHTY MEpEexi s
BUSIBJICHHSI aHOMAJIBHOT MEpPEKEBOT aKTUBHOCTI Ta MOTEHIIIMHUX 3arpo3 OE3MeKH.
Ethicalhacking ma Penetrationtesting: eTnuHmiiXakKiHT (TIEHTECTIHT) 1715l BUSIBIICHHS ICHYFO-
YUX BpPa3JIMBOCTEH 3 METOIO iX MOJAJIBIIOrO YCYHEHHs (B Mexax ayauTty Ib).

3.2 Cmpamecii 3axucmy 6i0 pizHux munie Kibepzazpos

Bazamowapoesuti nioxio 0o zaxucmy:

Cucmemu gussienHs ma 3axucmy: BCTAHOBIICHHS IHTETPOBAHUX CHCTEM O€3TeKH /ISl BUSIB-
JeHHs Ta OoKyBaHHs aTak B peasibHOMY 4aci (IDS/IPS/DLP/Honey Net Toro).
Dinempayis mpagiky: BUKOPUCTaHHSI cucTeM (GinbTpalli ais O0JOKyBaHHS HEOE3MEUHHUX
nakeTiB Tpadiky Ha pi3HHX piBHsIX/cerMenTax mepesxi (proxy, firewall, IPS Toro).

Cezamenmauis ma iz018yisa pecypcis:

o Jlenecysannsa npas docmyny: OOMEKEHHs JOCTYITYy 710 BaXXJIMBHUX PECYPCIB 3a JOMOMOTOIO

neneryBanns npas (firewalls, 6iomempuuni cucmemu, cucmemu 3axucmy 6io necankyiono-
BaHUX Olll, BNPOBAONCEHHS ANCOPUMMIE BUKOHAHHSL CYMICHUX Oitl ma iH.).

3.3 3axoou iz 3abesneuennsa cmiukocmi IC 0o kibepamak

3abe3neuenns criiikocti IC 1o kibeparak — e HeoOXiaHA MepeIyMoBa sl 30epekeHHsT KOH-
GbineHIiHOCTI, HITICHOCTI Ta 10CTynHOCTI AaHuX. CydacHui KibeprpocTip BUMarae Bij oprasizaiiit

MOCTIHO BIOCKOHAIIOBATH CBOI CTPATETii 3aXHUCTy Ta B)KUBATH KOMIUIEKCHUX 3aXO0JiB /IS 3aBUac-
HOT'0 NapupyBaHHs icHYytouux 3arpo3 Ib.

3axucm 6i0 enympiwnix 3aepo3. Po3poOka Ta BIPOBaIKEHHS €PEKTUBHOI KOPIIOPATHBHOT
nonituku Ib (I1IB), Bkitouatoun 0OMex)eHHs JOCTYIy Ta MOHITOPHHT BHYTPIIIHIX KOPUCTY-
BayiB, CTa€ BAKIMBUM €TAIlOM Y MOMEPEHKEHHI MOXKIIMBUX 3arp03 3CEPEIHHH.
Buxopucmannsa cyuacnux cucmem eusgieHus 3azpo3. CUCTEMHU BUSBJICHHS BTOPTHEHb Ta
aHOMaJTiii TI03BOJISIIOTH BYACHO BUSIBIISITH Ta pearyBaTH Ha HeOe3neuHi akTUBHOCTI. Bukopu-
CTaHHs IITYYHOTO IHTENIEKTY Ta ManHHOro HaBuaHHs (Al/LM) 1o3Bossie aBTOMaTH3yBaTH
MpoIeC BUSBJICHHS HAaBITh HAWCKIAAHIIINX KiOep3arpos.

3axucm mepedxci ma 3axucm ymoeHozo «nepumempyy besneku. MixxmepexxeBi 6ap’epu ta
3aXUCT «30BHIIIHBOT0» MEPUMETPY O€3MeKH, BU3HAYal0Th YMOBHY IEpILY JIIHIIO 3aXHUCTY.
Bonu BritouaroTh B cebe Bukopuctants firewalls, cucrem BusiBienus sropraess (IDS) Ta
3aco0u Qinprpatii Tpadiky (koprmopartuBHi proxyraDLPTomio) st 610KyBaHHS MOXKITHBUX
aTak/BUTOKY JIaHUX Ha PIBHI MEpexi.

Ynpaeninua oocmynom ma asmenmucpixayisi. 3a0e3nev4eHHs CTIMKOCTI BKJIIOYAE B cede Ta-
KO BIIPOBA/IXKEHHS €(PEKTUBHOI CUCTEMH YIPABIIHHA AOCTYNOM Ta 6araTopakTOpHOI aB-
teHtudikaiii. Ile 103Bossie 0OMEXUTH TOCTYT 10 UyTJIMBOT 1H(OpMAILii Ta YCKIATHIOE MO-
MJIMBI aTaKM Ha O0JIIKOBI 3aIIUCH KOPUCTYBAYiB.

Pezynapui ayoumu cmany b6e3nexu ma onoenenns 113 ma I11b. IlpoBeieHHs cHCTeMaTUYHUX
ayJUTIB MOTOYHOTO cTaHy b 175 BUSABIEHHS ICHYIOUMX BPa3JIUBOCTEH Ta HEBUKOPUCTAHUX
MOYJIMBOCTEH € KIIFOYOBHUM aCHEKTOM Oe3neku. PerynsipHe OHOBJIEHHS NMPOrPaMHOTO Ta
amapaTHOro 3a0e3MeUeHHs J03BOJIs€ YCyBaTH BUSBIICHI BPA3IUBOCTI Ta MIATPUMYBATH CHUC-
TEMY B aKTyaJIbHOMY CTaHi.

3.4 Bnaus PIBHIO MEXHOJIO2IUHO20 PO3BUMKY Y 3abesneyenni Ib

TexHon0riuHUI PO3BUTOK € HEOAMIHHUM (PaKTOPOM BIUIUBY Ha piBeHb Oe3neku cydacHux IC.
[MocTiitauit mporpec y ramysi iHpopMmariiaux Texunomnorii (IT) cTBOproe HOBI MOKIIMBOCTI IS 3a-

6e3neuenns Ib Ta Bumarae Bij opranizaiiif HoCTiIHHOTO ajlanTyBaHHs 710 3MiH y KibeprnpocTopi. Tox

KOPOTKO PO3IVISITHEMO OCHOBH1 3 HallOUTbII MEPCIEKTUBHUX TEXHOJIOT1H:

LlImyunuy inmenexm ma mawunne Hasgyanus (Alma LM)
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3actocyBanHs TexHosori Al Ta LM B ramy3i kibepOe3rneku 103BojIsi€ aBTOMATHU3YBaTH BUSIB-
JICHHS Ta aHaJi3 aHOMaJii B Mepexxax. AJIrOpUTMU MAIIMHHOTO HABYAHHS MOXKYTb IIBHJIKO aJarTy-
BaTHCS O HOBUX THUIIIB 3arpo3, 3a0e31euyroun O1IbI ePeKTUBHUNA 3aXHCT.

o buokuenin 015 3a0e3neyents «iMyHimemyy 00 3MIH

TexHomoris 0J0KYCHH BUBHAYAETHCS CBOEIO JICIICHTPATI3aIlI€l0 Ta HEMMPOHUKHICTIO 10 3MiH. Y
cdepi kibepOe3neKku, BOHa MOXKE CITY>KHUTH OCHOBOIO /I Oe31eYHoro 30epiranas ta oOMiHy KoH(i-
JeHITIHHOI 1H(OopMaIrii, 3armodiraroun aTakaM Ha IEHTPaTi30BaHi CUCTEMH.

o Kesanmosi obuucnenns ma mexnonocii eipmyanizayii npoyecis (VR)

3 PO3BUTKOM KBAaHTOBHX TEXHOJIOT1 BUHHKA€E MOXIIUBICTh Y HOBHUX METOJIaX aHAJII3y Mepexe-
Boro tpadiky, BipTyamiszalii mpormecisB, KacKaJyBaHHsI OOUYHCIIOBAILHUX MOKJIMBOCTEH Ta KPHUIITO-
rpadiyHOro 3axXMcTy JaHuX. KBaHTOBI KOMITIOTEPH MOXKYTh «3JIaMyBaTH» TPAIUIIHI KpHUIITOTrpa-
(biuHI aNTOPUTMHU, TOMY CTBOPCHHSI HOBUX KBAaHTOBO-CTIMKUX 3aXHCHUX METOJIIB, JEIalll CTa€ BCE
OLTBIII aKTyabHUM 3aBaaHHsM Ib.

o [umepnem peueu (loT) ma kibepgizuuni cucmemu

Posmmpenns [aTepHery peueit nepeabavae qo1aBaHHS Ta i MaHIITyJIFOBaHHS BETHYE3HUMH 00-
CsITaMH JIOJAATKOBHX JIAHUX, IO MOTPEOYIOTh iX epekTUBHOTO 3axuCcTy. PO3BUTOK KiOep(i3NIHHUX CH-
CTeM J103BOJIsIE 00’ eAHAaTH B c001 Pi3nyHMIl Ta Kibep- CBITH, BUMAralouu Ipy IbOMY BIPOBA>KEHHS
IHHOBAIITHUX TEXHOJIOTIN i1 METOLIB OE3IIEKU.

o Cnpowenns ynpaeninus 6esnexoio yepes Cloud Security

BukopucranHas cykymHOCTI XMapHHX TaVR-TeXHOIOTi# 103B0JIsE KOMIIAHISM 30CEpPEIUTUCS Ha
BJIOCKOHAJICHHI CTpaTeriii 0e3reKku, ajpke agMiHICTpyBaHHS Ta OHOBJICHHS 3aXMCHUX CHCTEM MOXE
OyTH 37iliCHEeHE 1eHTpasti3oBaHo [4].

4. BucHoBKH

1. Ha croroguimHii aeHb Kibep3arpo3u CTBOPIOIOTH 3arpo3u JIs KOH(IAEHIIIMHOCTI, IIJTiCHO-
CTi Ta JOCTYMHOCTI iH(popMallii. 3pOCTaHHS 3aJI€AKHOCTI CyCNJILCTBA BiJ] IOTOYHOT'O PiBHS PO3BUTKY
i BrpoBakeHHs [T minkpecntoe akTyanbHICTh nUuTaHHSA 3axucty IC Big kibep3arpos.

2. IIpoBeneHo aHali3 BIUTMBY pi3HUX THITIB Kibep3arpo3 Ha IC Ta po3ristHyTi OCHOBHI cTpaTerii
1010 iX 3aXMCTY. 3alpolOHOBAHO OIJIsT HOBUX TEHJAEHILIH y KibepOesmneri 1 JesiKuX 1HHOBalIHHUX
MiAX0/IIB 3 MUTaHb 3aXUCTY BiJl HOBUX 3arpo3. [liIkpecieHo HasBHICTh HEPO3PUBHOT'O B3a€MO3B’A3KY
MUTaHb TEXHOJIOTTYHOTO PO3BUTKY ¥ (pakTHUHOTO cTany MoxuuBocteil 13 Ib.

3. [ligkpecieno HEOOX1IHICTh NOCTIHHOTO OHOBJIEHHS 1 ajanTanii JII0YMX CTpATeriil 3aXucTy
710 3pOCTar0yvoi CKIaJHOCTI Kibep3arpo3. 3BepHEHO yBary, 1o 3axuct IC Bumarae oJHO4acHOTO I0-
€JIHAHHSI BIPOBA/DKEHHS 1HHOBAIIHUX TEXHOJIOT1H, IITMOOKOr0 PO3yMIHHS CyYaCHUX TEHAEHLIHN Ki-
OepOe3neky Ta riao0anbHOI criBIpalll it e(peKTUBHOI MPOTUALT aKTyaJIbHUM KiOep3arpo3am.
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The influence of different forms of cyber threats on the stability of information systems: analysis and protection strategies
Abstract. This work is dedicated to the further investigation of cybersecurity issues in the context of the ongoing development of the
current information industry. Starting with an overview of various forms of cyber threats, the article examines the analysis of their im-
pact on the privacy, integrity and availability of information. The critical dependence of modern society on information technology
makes the topic of protection against cyber threats extremely relevant. This work offers an in-depth analysis of the growth in the
number and complexity of cyber threats, which requires constant improvement and updating of protection strategies against them.
An important stage of coverage of the topic is the analysis of the impact of various forms of cyber threats on information systems. The
main types of phishing and social engineering are considered, as well as the consequences of exposure to viruses, Trojans and other
malicious programs. A detailed review of these aspects allows us to highlight the key issues and dangers that arise in the context of
cyber threats. Also, the article contains materials devoted to various protection strategies. It examines effective strategies for protecting
information systems, including identifying vulnerabilities, using multi-factor authentication, and measures to ensure resilience. The
general conclusions of this work summarize the need for constant updating and adaptation of protection strategies in relation to the
growing complexity of cyber threats in the world of rapid technological development. In general, this work is another step in under-
standing the essence of the challenges associated with the issue of ensuring cyber security in the modern information society.

Keywords: Impact, Cyber Threat, Analysis And Protection, Resilience Of Information Systems, Protection Strategies.
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