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KOMIT'HOTEPHI HAYKU TA KIBEPBE3MEKA

B xypHami myGIiKyI0TbCSl HAYKOBI CTATTi 3 TCOPETUYHHUX 1 HAYKOBO-TEXHIYHUX IPOOIIEM, IO TTOB’sI3aHi 31 CTBOPCHHIM e()EKTHBHIX
3ac00iB KOMIT FOTepPHHUX iH(OpMaLiHHO-KOMYHIKAI[IHHUX CUCTEM Ta MUTaHb 3aXUCTY iH(pOpMallii, Ha OCHOBI IEPEIOBUX MAaTEMAaTUIHHX
MeTO/iB, iHGOpMaLiHUX TEXHOJIOTI i TeXHIYHHUX 3aCO0iB.
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AHoTanisn:TIpaBOOXOPOHHI OpraHy Bce YacTillle BUKOPHCTOBYIOTh TEXHOJIOTIT IPOrHO3YBaHHS Ta aBTOMATH3allii, 1ie
OCHOBHOIO TEXHOJIOTI€I0 YaCTO € 3aCTOCYBaHHS METOIB MamMHHOro HaByaHHs (ML). V crarTi po3risiiaerscs mpo-
6yieMa MiA3BITHOCTI Ta BiAMOBIAANBHOCTI IIPABOOXOPOHHUX OPTaHiB i MOCAJOBHX 0Ci0 B KOHTEKCTI 3aCTOCYBAHHS MO-
neseit MaluHHOro HaBdaHHs ML. ABTOpH BKa3yOTb, IO MiJ3BITHICTh € KJIIOYOBUM €JIEMEHTOM JEMOKPATHYHOI Ipa-
BOOXOPOHHOT IisUIBHOCTI, aJle BAKOPUCTAHHS IPOrHO3HOTO MPOrPAMHOT0 3a0€3He4eHHs MOJKE CTBOPIOBATH IPOOIIeMH
y 3abe3neueHHi miei mia3BiTHOCTI. CTaTTSI 00rOBOPIOE, 110 3acTOCYBaHHS ML Moske IpU3BECTH 10 3aByaIIOBAHHS Bifl-
MOBIANBHOCTI Ta YCKJIAHSHHSI Mi3BITHOCTI Y «MYJIbTHATCHTHUX CTPYKTYpax», 10 00’ €AHYIOTh JIFoei i 06unciro-
BaJibHi iHCTpyMeHTH. Oco01Ba yBary NpUIISIETHCS HEIPO30POCTI aIFOPUTMIB MPUKIAAHUX IPOTHO3HUX MOJEICH Ta
ABTOMATH30BaHUX CHCTEM NPUHHATTS PillICHb, L0 CTA€ JHKEPEIOM HEMOPO3yMiHb i 06EPEKHOCTI 010 TX BUKOPHUC-
TaHHA. ABTOPH BHCYBAlOTh IIMTAHHS LI0JI0 TOTO, SIK MOKHA 3a0e31e4nTH e(eKTUBHUI KOHTPOJIb Ta NOBHY 3BITHICTb,
KOJIM KJIFOYOBI KOMITIOHEHTH INPOLECY IPUAHSATTS PIlICHb 3QJIMIIAIOTHCS HEBITOMUMH U IIHPOKOI IPOMAJICHKOCTI,
MOCa0BHX 0Ci0 Ta HaBiTh PO3POOHHKIB MOJIENIeH. Y CTaTTi CTBEPKYETHCS, IO BAXK/IMBI MUTAHHS, TOB’s3aHi 3 MOJIe-
JsiMH pitieHb ML, MOXyTh OyTH PO3IVISIHYTI €3 JeTalnbHOro 3HaHHS aJrOPUTMY HaBYAHHS, 110 A€ 3MOTY eKCIiepTam
MPaBOOXOPOHHOT IisUTBHOCTI, sIKi He 3aiiMaioTbesi ML, BuBuatu ix y dopmi iHTeNeKTyaapHOro KOHTpoto. Excrepri,
sIK1 He 3aiiMaroTecst ML, MOXXyTh 1 TOBHHHI IeperiisiiaTu HaBdeHi Mozeni ML. ABTopy HafatoTs «Habip IHCTPYMEHTIB»
B (OpMi 3aUTaHb [IPO TPU SIEMEHTH MOJCII MPUHHSATTS PIlliCHb, SIKi MOXKYTh OyTH SIKICHO AOCHIDKEHI eKCIIepTaMH,
SIKi HE € crewiagicTaMy 3 MalIMHHOTO HaBYaHHS: HaBYaJIbHI 1aHi, HaBYaJIbHA META Ta aHTHLUIALIHA OL[IHKA Pe3yJib-
TaTiB. Takuif MiaXix PO3MHUPIOE MOXKIMBOCTI IIMX €KCIEPTIB y BUTIIAAL 00 €KTUBHOI OI[IHKM BUKOPHCTaHHS MOJENIeH
ML y npaBooxopoHHUX 3aBaHHAX. OCHOBHA ifiesl OJIArae B TOMY, L0 HaBiTh 03 IIMOOKMX TEXHIYHUX 3HaHb eKCIIe-
PTH MOXYTh aHai3yBaTH Ta meperisaaTd Mojeni ML, po3KpHBaO4u TXHIO e(EKTHBHICTh Yepe3 MPU3MY BIACHOTO
nocBiny. Januii miaxin crpusie mopo3yMiHHIO BUKOPHCTAHHS TEXHOJIOTI MAllIMHHOTO HABYAHHS B PaMKax MPaBOOXO-
POHHOI HiSTTEHOCTI, PO3IIUPIOIOYH TTOTEHIIaJ BiITOBIHUX €KCIEPTiB, He MOB’13aHuX 3 ML.

KirouoBi cnoBa:vawunne naguanns, wmyuHuil inmenekm, auaniz OAHUX.

1.Beryn

[IpaBOOXOPOHHI OpraHU BCE YACTIIIE 3aCTOCOBYIOTh MOCATHEHHS 1H(POPMAIIHHIUX TEXHOJIOTIN
Ta IITYYHOTO IHTEJIEKTY, 1100 HaMaratucs nepeadoaynTy MoAii Ta aBTOMaTH3yBaTH 0OpOOKY JaHUX
10 BUHUKAIOTH B MPOIEC] TPABOOXOPOHHOT AISUTBHOCTI. Y IIbOMY ITPAaBOOXOPOHHA AISIIBHICTH CX0XKa
Ha 0araTo 1HIIUX TalTy3el — yIpaBIiHHS aBTO, MPOTHO3YBaHHS MOTO/IA, BUPIIICHHS 3asIBOK HA KPEIUT
tomo. [IporHocTryHa aHamiTHKA MIATPUMYE YIIPaBIiHHSA pU3HKaMH y cdepl ynpaBiiHHS Oe3re-
koto [1]. Jlormon, Jloc-Anmxkenec, Mrouxen, Hosuit Opnean, @inanensdis, Lropux ta Xapkis — 11e
MIPUKJIATU MICT, JIe MO BUKOPUCTOBYE ab0 TecTyBaja IHTeJeKTyalbHe MOMIeHChKe TporpaMHe
3a0e3neueHHs, SKe Mae Ha MeT1 a00 mepen0adnTH, Ie MOXKYTh CTaTHCS 3JI0UYHMHH, a00 XTO, IMOBIpHO,
BUMHUTH 3JI0YMH Yy MailOyTHbOMY. MammuaHe HaBuaHHs (ML) € KII040BOIO TEXHOJIOTIETO, KA JICKUTh
B OCHOBI 0ararpox i3 nux nporpam. [Iporpamue 3a0e3neueHHs UIsi MAIlIMHHOTO HAaBYaHHS MOXe pa-
IOHAJII3yBaTH TPYAOMICTKI 3aBAaHHSI 0OpOOKHU JaHUX, TAKUX SK aHAJI3 BEJTMKOTO 00CATY JOKYMEH-
TiB, ONPWJIIOTHEHUX y XO1 PO3CIHiyBaHHs, Ta Kiacudikails ix 3a kareropismu [2]. PazoMm 3 mum

6 © VY3no/l., Crtpykos B., I'yainia B., Biacos O., 2023
(cc) I3 This is an open access article distribuited under the terms of the Creative Commons Attribution License 4.0
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MI3BITHICTD MO BUKIIMKAJIa 3aHETTOKOEHHS 1110 BUKOPUCTaHH Monenelt ML pobuts mrozeit He-
CIPOMO>KHUMHU BIJMOBIIATH 3a pillIeHHS 110 Oysu NpuifHATI Ha iX ocHOBI [3]. IL{o6 cnpoctyBaTH 1o-
Ti0H1 3aHETIOKOEHHS, HEOOX1THO 3pOOUTH MPOIECH TPUIUHSATTS PIllICHb, IO IPYHTYIOTHCS Ha PE3yJib-
TaTax BUKOPUCTAaHHA Mozene ML, nocTylmHUMHU 1711 KOHTPOJIIO.

[IporHo3HY MPaBOOXOPOHHY MISUTBHICTH MOYKHA PO3TIISAATH K OKPEMY TEXHIKY i ITHPIIOI0
MapacoJIbKOI0 MPaBOOXOPOHHOT isUIBHOCTI, KepoBaHoi aHamiThkoro (ILP). ILP BUuHUK ik mpakTHYHA
yIpaBJIiHChKa ITporpama Jisi IPUHHATTS PIlIeHb, 010 MPAaBOOXOPOHHUX ITOCTYT Ha OCHOB1 00’ €KTH-
BHOTO aHaizy ganux [4]. CucremMatuunwmii 30ip 1 aHami3 pO3BiAyBaTbHUX JAaHUX MAIOTh HA METI Mif-
BHIIUTH 5K €()EKTHUBHICTh IPOTHU/I1T 37IOUNHHOCTI, 3a0€3MeUyI0UH K 0111 TOUHE BUSHAYCHHSI IT1JICH,
TaK 1 eKOHOMIUHY €(DeKTUBHICTH [5]. Y mpaBOOXOPOHHIN MIsUTBHOCTI 3 TPOTHO3YBaHHAM, 5K 1 B ILP,
aHaJi3 1 pillleHHs LEHTPai30BaHi Ta palioHali30BaHi; IPOTHOCTUYHA MPAaBOOXOPOHHA MiSJIBHICTH
MIIKpeCItoe 00’ €KTUBHUM, HAYKOBUI BUOIp CTpaTeriid Ta TaKTHK 1 HaJa€ MepeBary IEHTpaTi30Ba-
HOMY, palioHali30BaHOMY MPUHAHATTIO PillIeHb HA OCHOBI aHANI3Y JaHUX.

2.I1ix3BiTHICTHL MPABOOXOPOHHUX OPraHiB

[Tim3BITHICTH Ta BIAMOBIAAIBHICTH MMPABOOXOPOHHUX OPTaHi3alliid 1 MOCagoBUX OCI0 € KIIF0YO-
BUM KOMITOHEHTOM JIEMOKPAaTUYHOI IPABOOXOPOHHOT JiSUIBHOCTI, 1 BXKE JaBHO € MIPEIMETOM 3aHEIO-
KOEHHSI JIOCIITHUKIB 1 TPAKTHUKIB IPABOOXOPOHHUX OpraHiB [6]. 3 TOUKH 30py MO3UIIIi TPABOOXOPOH-
HUX CWJI Y IEMOKPATUYHIN CHUCTEMI, MA3BITHICT, MOKE O3HAYATH MOJITUYHUN KOHTPOJIb HAJ MOJi-
1i€10 a00 CIIBIPAIIIO MIXK IMOIIIEIO Ta YPSAIOM, 3T1THO 3 KOO IMOJIIIis TOBHHHA HAJIaBATH MOSICHCHHS
PO MPUHHATTI PIICHHS.

3acTtocyBaHHSI IPOTHO3HOT'O IPOrpaMHOTo 3a0e3rmeueHHs a00 MPOrPaMHOTO 3a0€3MeUeHHS s
aBTOMATHU3AIlll IS MATPUMKH TMPUAHSTTS PillIeHb MOXe (QyHAAMEHTAIBHO IMOCTABUTH ITiJI CYMHIB
3IATHICTB MTOCAJOBUX OCI0 Ta OpraHizaliil 3BiTyBaTH Mpo MPOLECH NMPUHHATTS pillieHb, a TAKOX 3a-
BYaJIIOBATH BIAMOBITAIBHICTh Y «MYJbTHAr€HTHUX CTPYKTYypax», IO CKJIAIal0OThCS 3 JIF0ACH 1 00un-
CIIIOBAJIbHUX IHCTPYMEHTIB. Herpo3opicTh «alroputmiBy» NpUKIaIHUX MPOrHO3HUX MOIesel abo aB-
TOMAaTH30BaHUX CUCTEM MPUIHATTS pIlICHb 3AIUMIAETHCSI OCHOBHOIO NMPUYMHOIO 3aHEMOKOEHHS
o0 ix BUkopuctaHus [7]. IcHye 3aHETIOKOEHHS, IO aJITOPUTMH «€ HEMPO30PUMMI» B TOMY CEHCI,
10 OIepKyBadi BUXITHUX JaHUX poOoTu anroputmy ML (kracugixayis, kiacmepusayis, npoeto3s),
PIIKO MarOTh KOHKPETHE YSBJICHHS MPO TE, K 1 YOMY KOHKpETHa Kiiacudikalisi, KIacTepu3alis abo
nporHo3 OyJin OTpUMaHi Ha OCHOBI BXIJHUX JaHUX [7].

Konu onun abo Oinbiie eIeMeHTIB MPOIeCy MPUNHATTS PIICHh HE3PO3YMUIi, OyIb-sKa 3 BH-
IIe3raJaHuX KOHIICTIIIH Mi3BITHOCTI CTaBUThCS MiA CyMHiB. Mozens ML, sik mpaBuiio, BOyZ0oBaHa B
nporpamHe 3a0e3MeueHHs, MPAIoe K «Y0pHa CKPUHBKAY, 1€ BXIAHI JaH1 (Hanpukiao, 2eonpocmo-
PO6i 0aHi, Wo0oo 3104UHHOCMI ma/4yu demoepaii) oOpoOIAI0ThC Y BUXITHI JaH1 (Hanpuxiao, npo-
2HO3 YU Kaacughixayiro) 3a TOTIOMOTO0 OOYHMCIICHb, K1 3aJHIIAIOTHCS HEBUIUMHUMH TSI KIHIIEBOTO
KopucTyBaya. Hezaxkarouu Ha Te, 110 LeH MpoLec, 1Mo CyTi, HE € HE3PO3yMIUINM, BiH MPAKTUYHO He-
3pO3YMUIHIA 17151 HE €KCIEPTiB, 1 MOXKE 3pOOUTH OCHOBY HE3pPO3yMIIOCTI II0JI0 OOTPYHTYBaHHS MPHUii-
HATTSI PIlICHb.

BuHUKaIOTh MUTaHHSA: SIK MOKE ICHYBATH €()eKTUBHUHN NOJITUYHHUIA KOHTPOJIb HAaJl TPUAHATTSIM
pIlIEHB, SAKIIO KIFOYOBUH KOMITIOHEHT y ()OpMYBaHHI IPUHHATTS pillieHb (PaKTUIHO HEBIMOMHI? SIK
MOJIIIiSl MO’KE MOBHICTIO 3BITYBATH PO CBOI PIlLICHHS, SIKIIIO BOHU YAaCTKOBO CIMPAJIMCS Ha aHAIi3,
SIKWW BOHU caMi HE B 3M031 OSICHUTH? B IbOMY CeHC1 npo3opicms pO3TISAAETHCS K YaCTHHA 1]1ea-
JHLHOTO BUPILICHHS Npo0ieM BUKopucTaHHd ML Ui MiA3BITHOTO NMPUHHSATTSA pitieHs. Jis pocsr-
HEHHsI TPO30pocTi iHopMarllis Mae OyTH JOCTYIMHOIO Ta 3po3ymiioro [8]. OmHak 11e CKIIaIHO, KOJIH
HIeThCsl PO HAIIBABTOMATH30BaH1 IHTEIEKTyallbHI CUCTeMH. Pa3oM 3 iuM, MiA3BITHICTE MOXKeE OyTH
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MOXJTMBOIO 0€3 MTOBHOI TPO30POCTI (HANpUKIao, po3Kpummsi 6UXioH020 K00y) IUIIXOM PO3pOOKH Ti-
I3BITHOCTI B IPOTrpaMHOMY 3a0€3EUEHH.

3. MamuHHe HABYAHHA | IPAaBOOXOPOHHA MiSLJILHICTH

He3Bakatouu Ha Te, [0 MalllMHU B)K€ JTOCUThH JaBHO MOXKYTh HaBUaTHCS HA OCHOBI JIaHUX, 32
OCTaHHI JACCATWIITTS MAIlUHU CTATU 3AaTHUMU HABYATHUCS Ta JOCSATATU YCIiXy B KOTHITHBHUX 3a-
BJIaHHSX, TAKUX SK TIO3HAYCHHs 00’ €KTIB Ha 300paKEHHSAX 1 BU3HAYCHHS CJTIB 3a 3ByKaMu. OTHUM 13
TEXHOJIOTIYHUX 3aCTOCYBaHb HOTO OyJI0 aBTOMATU30BaHE PO3Mi3HABAHHS HOMEPHHX 3HaKIB (APNR).
Cuctemu APNR, BCTaHOBJICHI Ha MPAaBOOXOPOHHHUX TPAHCIIOPTHUX 3aC00aX, MOJICTIIMIIN MOTIICHCh-
KU{ MOHITOPUHT MpaBonopyIHUKIB. Lli po3poOku BinOyMCs 3aBASKH IMOETHAHHIO HOBUX allTOPUT-
MIB HaBYaHHS (Oesiki po3pobneni 3 1950-x pokie i paniwie), GBI 00UHCITIOBATBHIN OTYKHOCTI Ta
po3po011i Koy st €hEeKTUBHOTO BUKOPUCTAHHS OOYMCITIOBATILHOT TIOTYKHOCTI MAIIMHU JJISI BHPi-
meHHst mpobiem HapuaHHs [9]. Ha mogaTok 10 MOKIMBOCTI HABUYAaHHSI KOTHITHBHUM 3aBJIaHHSM, 1€
OJIHIEI0 HE MEHII BKJIMBOIO po3p0o0OKor0 ML € BUHAWIEHHS alrOpUTMIB HaBUaHHS, sIKI MOXYTh Ha-
ONMMKEHO CTBOPIOBATH CKJIAHI (DYHKINT Ta BUOMpATH BAXXIUBI XapaKTEPUCTHKHU Oe3 MepeHaBYaHHS
MOJIeJTi BITHOCHO HaBYaiabHOT BUOIpKHU. LI BIOCKOHAJIEHHS aarOpUTMYy JIO3BOJIMIM MAaIlWHI HaBYa-
TUCS 3 HaOOpiB JAaHUX 13 TUCAYaMU MO3HAYCHHUX (PYyHKLIH, m00 BOHA Moryia BUOMpaTH (HyHKIIII
(3MiHH1) 1 pyHKIIOHAIBHY (OpMY, siKa, HMOBIPHO, 100OpE MpaIffoBaTUME ITiJ] Yac MPOrHO3yBaHHS HO-
BUX 3pa3KiB.

Ile o3Hayvae, 110 3MiHHI, IKI BAKOPHUCTOBYIOTHCS B MOJICIISIX MAIITMHHOTO HABYAHHS, HE 000B’ 13-
KOBO BUOMParoThes (DaxiBISIMU B TaTy3i, a CKOPIIIe CAMUM aITOPUTMOM MAIIMHHOTO HaBYaHHS, 1 110
pilieHHs] MPUHMAIOTHCSI HE HAa OCHOBI TEOPii, po3p0oOIeHUX JTIOABMH, a OUIbIIE 3 TOUKH 30py TOTO,
«Wo npayroe» B TEPMiHM TPOTHO3HOI cuit ML. He nuBHO, 1110 111 HOBI MOKJIMBOCTI 3pOOIIH MOEITI
3 MaIIUHHUM HAaBYAHHSAM Jelai KOPUCHIIIUMU AJs TPUUHATTI pillieHb Ha mpaktwmi. Moaeni ML
OyJIM BUKOPUCTAHI1, HAPUKJIaa, Y IPaBIiHHIM 3 00pOTHOM 3 CEpHO3HUMHU IIaxpaicTBamMu Bennkoo-
putasii (UK Serious Fraud Office) nyis BUSBICHHS I0pUAUYHO KOHQIIEHIIIHHIUX MaTepialiB cepel
MUTBHOHIB PO3KPUTHUX JOKYMEHTIB y po3ciiayBanHi [10], a HopBe3pkum opranom iHCIEKINT mparti
JUTS IPOTHO3YBAHHS pOOOYUX MiCIlb 3 BACOKHM PU3UKOM MOPYIIEHB JJIsl IEPEBIPKU ar€HTCTBOM.

OO6roBoproOYH, YU BUKOPUCTOBYBaTH ML y mporeci NpuiHATTS PIllIeHh MPaBOOXOPOHHUMH
opraHaMu, Ba)KJIMBO TOopiBHIOBaTH ML He 3 ieaTbHUM MPOIIECOM MPUUHSTTSI PillIeHb, a 3 IPUAHSIT-
TAM PIlIeHb JIIOJbMU. MallliHU NMPUIMAIOTh PIlIEHHS B HEONMTHMAIBHUX CEPEIOBHUINAX HA OCHOBI
HEeTEePEeKOHINBUX, He30arHeHHUX 1 OMaHJINBHX J10Ka3iB. [1lopasy, koim NpuAHSTTS pilIeHh TPU3BO-
IUTH 10 HECIPAaBEUIMBUX PE3yJbTaTiB, MPOLECH MOXE OyTH BaXXKO BIJCTEXUTH, 1 «TSKKO OyBae
MPOCTO BU3HAYMTH, XTO TTOBUHEH HECTH BIMOBIAAIBHICTH 3a 3anmoisHy mkoay» [11]. Oxnak e dy-
HJaMEHTallbHa Ipo0JeMa MIPUIHATTS pillieHb K TaKa, a He YHIKaJIbHa JUI PIlIeHb, IKi IPUHMAaIOThCA
a00 MiATPUMYIOTHCS MAITHHAMH.

Jlroqm 4ynoBO HABUYAIOTHCSA HA OCHOBI KOTHITHBHUX AaHuX. CIIyXarouu 3BYKH, AUBISYUCH HA

00MYYs Ta CHOCTEPIraloyuu 3a HABKOJIUIIHIM CEPEIOBHUINEM, MU PO3PI3HIEMO CKIIAIH, CIIOBA, pe-
YEHHS Ta 3HaYEHHS. MM MOK€MO BCTAaHOBHUTH 3B 30K MK YCMIIIIKOIO, CAPKACTUIHUM TOHOM, OYK-
BaJbHUM 3HAUCHHSM PEUCHHSI Ta THM, 1110 MaB HaMip CKa3aTh MOBEIh. MU MOKEMO YUTaTH KHUTHU Ta
HOBHHHU, PO3MOBJISITH 3 JIIOJBMH 1 POOUTH CKJIaHI BUCHOBKU. KOMIT' IOTepH BCE 1€ HE TaK MOBHO
BUKOPHUCTOBYIOTh KOTHITHBHI JIaHi, SIK 11 pOOJISATh JoAu. | B TO# Yac K JIroau 3a3BHYail HAKOHYY-
I0Th JIMIIIE BECh YyTTEBUH J1alla30H CBOIX MEPEXHBaHb, TO MEBHI JaHl (HANPUKIIAJ, 300pakeHHS,
3BYK, BiJICO IIEBHOT'O BHU/Y) 3a3BUYaii 30MpalOTh 3 METOIO HABYaHHS KOMII IOTEPIB.

BaknuBa BiIMIHHICTh MIXK MAIIIMHHUM 1 JIIOJICBKUM HaBYaHHSM TOJIATa€E B ToMY, 1110 ML 6azy-
€TbCS HA BIIOMHUX alTOpUTMax. 3a BU3HAUYECHHSM, aITOPUTM — L€ HAOIp 1HCTPYKIIiH, Kl OMUCYIOTh
MOPSIIOK JTi BUKOHABIIS, 1100 TOCATTH PE3YJIbTATy PO3B’S3aHHS 3aJ/1adi 32 CKIHYEHHY KIJTBKICTh ii;
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crcTeMa MpaBWJI BUKOHAHHS JUCKPETHOTO MPOIIECy, sIKa JOCITAE TIOCTABICHOI METH 3a CKIHUCHHHI
yac. Jltoam, 3BU4aifHO, TaKOX MalOTh MPOLEAYPU AJIS BUPIIICHHS NMPOOJIeM y CKIHUEHHY KUIbKICTh
KPOKIB, SIK1 4aCTO BKJIIOYAIOTh MMOBTOPEHHs oreparttii. OiHaK, HaBiTh JIIOJIMHA, KA IX BUKOPUCTOBYE,
HE 3aBXKIM MOXe 3HaTH a00 PO3YMITH IIi IPOIEAYPH.

Mu 3HaeMo, SIKi QITOPUTMH BHKOPHCTOBYIOTh MAITMHH (MU 3ANUCYEMO IX HA MOBAX NPOcpa-
MY6aHHs), 1 MM MO’KEMO KOHTPOJIIOBATH JIaHi, 3 SIKUX BOHM HAaBYMIHUCS (MU MOXEMO B OyIb-sSKUH
MOMEHT CKMHYTH iX HaJIalITyBaHHS, BBECTH MEBHI HABYAJIBbHI JIaHI B MOJIENIb a00 MPUITMHUTH HaB-
yaHHs). HaBuaHHs Ta HACTYMHI pillIeHHs 110 MPUIMAIOTHCS MAIIMHOO, B IPUHIIUII, OUTBII TPO30pi
HIK Ti 0 TPUHAMAIOTHCS JIFOABMH. 3PEIITOI0, MU HE MUCAITN KO I HAaBYaHHS JIFOJMHH, 1 MU MaJlo
KOHTPOJIFOEMO BX1JIHI JIaHi, K1 JIFOJIM BUKOPUCTOBYBAJIHM Y CBOEMY HAaBUaHHI Ta MPUHHATTI PIIIICHHS.
OTxe, € TIEBHA ipOHIS B TOMY, IO OAHA 3 TOJOBHUX KPUTHUYHUX 3ayBaKCHb 1010 BUKOPHCTAHHS
MaIlTMHHOTO HaBYaHHS TIPH MPUHHATTI PIIICHH MOJSTAE B TOMY, 110 MAIIMHHI PIIEHHS € HETPO30-
pumMu.

OpHe 3 MOKITMBHX TTOSICHEHb 111€1 HEB1IIMOBITHOCTI TIOJIATAE B TOMY, 1110 MOKHA BIZTHOCHO TIPO-
CTO 3aIMTATH JIIOJCH, IK BOHU NPHHUIIUIN A0 CBOIiX pilleHb. byno 6 po3yMHO 0uiKyBaTH, 10 HaYallb-
HUK TTOJTIITIT MOSICHUTH (DaKTH, IHTEPIPETAIlii Ta MPIOPUTETH, 11O CTOSATH 33 HOTO MPUHHSITTAM PIlICHb.
HabaraTo Baxx4e matu o1i0H1 MOSICHEHHS TOTO, YOMY MAIIMHA 3MOJICIIIOBAJIa CaMe TaKi pe3yIbTaTu
CBO€ET po0OTH; a y 6araTb0X BUIIJIKaX MOKe OyTH HaBITh BaKKO OMHUCATH 1€ MPOCTOI0 MOBOIO. He-
MPO30PiCTh HABYAHHS MAIIIMH MOKE, B IPUHITUII, Oy TH HUKYOI0, HIXK y JIFOZICH, ajie Ha MPaKTHIll BOHA
BUIIA. SIK JTFOAM, MU Kpallle MATOTOBJIEH]I 10 TOTO, 00 3aMUTyBaTH 1HIIUX JIOACH, SK BOHU JIMIILIH
CBOiX BHCHOBKIB, HI)K JOMTUTYBAaTH MO/ICIb MAaIlIWHU.

L1s HEnpo30picTh, X0U 1 3p0O3yMisia, BUKJIUKAE 3aHETIOKOEHHS, OCKIIBKH MOKE MPU3BECTH 10
«1m030aBJICHHS BiJ BIIMOBIIAILHOCTI» JIOACH Y 3MIIIAHUX CUCTEMAaX «uoa06ik-mawunay [8]. Buxi-
TH1 JaHi 171 MalliHA MOXYTh 3/1aBaTUCS «0e-CY0 €KMUBo8anuMuy 1, TAKUM YUHOM, IHTEPIpETyBa-
THCSI KIHIIEBUMH KOPUCTYBayaMHU, SIK O17IbII 00’ €EKTUBHI, HI’K BOHH € HACIIpaB/ii, 00 Ha CIpaB/i, BOHU
LIJKOM 3aJIeKaTh BiJl JaHUX HaBUAJIbHOI BHOIPKH, Ky (OpMye€ JIOJIMHA, a 3HAYUTh TYT € (PaKTOp
cy0’exTuBHOCTI. B 1IbOMy ceHci, MOke OyTH KOPUCHHUM CTPYKTYpyBaTh OOTOBOPEHHS MIXK €KCIIep-
tamu 3 ML Ta iHImmMu podiIbHUMHU €KCIIepTaMU HaBKOJIO TPhOX €JIEMEHTIB, SIKi BIIOOpaKatoTh el
THUI TIEPEBIPKU:

1. Bumoru K gaHuM, siIKi BAKOPUCTOBYIOTHCS /IS HABYAHHSI HEHPOHHOT MEPEKi 3a J10-
nomoror ML;

2. Merta HaB4YaHHS HEHPOHHOT MEPEXKi;

3. Sk pe3ynbpTaTH BIUIMBAIOTH HA MOJAJIBIIN HABYAJIbHI JIaHI.

L1i enemenTu He ekcniepTd 3 ML MOXYTh 3p03yMiITH Ta OLIIHUTH.

KopucHuM npunynieHHsM Ui eKCIepTiB, AKi He 3aiimMaroTbes ML, min yac 0GroBopeHHsT Mo-
neneit ML € nmpunyImieHHs, 0 airTOpUTM HaBYaHHS, 0OpaHuii exkcriepToMm ML, € onTumMansHUM 1St
JOCSTHEHHS! BCTAHOBJIGHOT METH 32 JIONIOMOTOI0 3a/1aHUX JaHuX. He3Baxkaroun Ha Te, 110 1€ NPHITY-
HIeHHs 0araTo pasiB XMOHE, BOHO Ma€ MepeBary, OCKIIbKH POOUTH OLIbIIY YaCTHHY CKJIATHOCTI Ma-
IIMHHOTO HABYAHHS, HAIIPUKJIIAJ 3HAHHS TOTO, IK (QYHKIIIOHYIOTh pEKYpEHTHI HEHPOHHI Mepexi, He-
aKTyaJlbHUMH. BBaxkaeThCs, MO 1€ MPUIYIICHHS MOXXE 3HMU3WTH TUIAHKY JIJs He(axiBIliB IIOA0
BCTYITy B JUCKYCIIO 3 ekcriepramu 3 ML 1 cipusiT! MTiAHINA AUCKYCIi.

OnTuManbHUN y IIbOMY KOHTEKCT1 HE € HOPMAaTUBHUM TEPMIHOM 1 ICHY€ KJIIOYOBA BiIMIHHICTb
MDX TMOHSITTSIMH ONTUMAIBHOTO Ta J00poro. O0YHCIEHHS Ta CTATUCTHKA MPOMOHYIOTh MOXKIIUBICTh
€KOHOMIYHO €(DEeKTUBHOTO TECTYBAHHS BEIMUYE3HOI KUIBKOCTI MOXKIMBUX Mojienel. MeToro anropu-
T™y ML € BU3HaueHHS ONTHMAaJIbHHUX TTApaMETPIB /IS JOCSTHEHHs BU3HAUCHOI METH HaBYaHHS, He-
XTYIOUH TAKUMU pe4aMu, SIK €THYHI IpoOaeMHu, OB’ A3aH1 3 MOJILIEHCHKOIO TisSUTbHICTIO, SIKIIIO BOHU
SIBHO HE peai3oBaHi Ta 3amporpamoBadi [12]. OntuMisaliis o3Hadae BUOIp mapaMmeTpiB, Ki poOIATh
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HaWTOYHIII MPOTHO3H, BPAaXOBYIOUM BUKOPHUCTAHI /IaHl Ta HABYAHHS, 00 JOCATTH HAWKpaIoi mpo-
JTYKTHUBHOCTI.

4. IluTaHHs NPO CHPABEVINBICTD | 00IPYHTOBAHICTh: IHCTPYMeHTApIi

CycninbCTBO 3aIliKaBICHO B 3aN00ITaHHI 3JI0YMHHOCTI Ta e()eKTUBHIN MOTIIEHCHhKIN TisSIBHO-
CTi, aJie TAaKOX 3alliKaBJIECHO B TOMY, III00 CTpaTeTii MPaBOOXOPOHHUX OPraHiB, BKIFOYAIOYH PIIICHHS
IIOJI0 PO3TOPTAHHS Ta CTEXKEHHS, Oy eeKTUBHUMU, YECHUMHU Ta crpaBeaauBuMu. lle Bumarae
PO3yMIHHSI, OIIIHKY Ta yIpaBimiHHSA [3].

3arajioM Kaxyuu, pillieHHs] MO>KHA KPUTUKYBATHU 3 OTJIALy Ha JIBa pi3HI MUTaHHA: OOIPyHTOBA-
HICTh PIIICHHS Ta CIpaBeUTUBICTH pimeHHs. [1{00 po3rasHyTH BaliIHICTb (8i10n06IOHICHb) MOJENI,
MU 3aIUTYEMO: UM MPU3BENIO PIlIEHHS J0 3aIuIaHOBaHOTO pe3ynbTaTy? 11100 OmiHUTH BajiiHICTB,
peLeH3eHTy MOTPiOHO Oyne pO3rIsSHYTH: - YU MOJAETh HaBUaHHS BinoOpakae (pakTuyHy epeKTHB-
HICTh Ha OCHOBI y3TI'0JDKEHOTO TTOKa3HHKA €(heKTUBHOCTI, 200 caMa MeTpuKka e(peKTUBHOCTI BUMIPIOE
Te, 10 MM MaJi HaMip BUMIipATH. OCKUIBKY LiJi HABYAHHS MOXYTh OyTH IOCUTh a0CTPAKTHUMU Ta
CYNEPEeWINBUMU (HANPUKIAO, Yilb 3MEHUEHHS PIBHS 3104UHHOCMI), OOCAT TUTaHb BAJIITHOCTI, HMO-
BipHO, Oy/ie 32 MeKaMH MPEIMETHOI 00JIacTi Al pO3yMiHHS MPOTPaMICTIB 1 cTaTUCTUKIB. OHAK,
HaBITh JIOCUTH «BY3bKi» MMUTAHHS, TaKl SIK YIIEPEHKEHICTh BIIOOPY B HABYAIBHUX JaHUX, MOXKE OyTH
JIeTIIIe BUKPUTA eKCIIepTaMu, KOTpi He 3aiimMaroTbess ML 1 sIKi MOXKYTh 3HATH, HANPHUKIIAJ, K 30Hpa-
IOTHCS BIAMOBIIHI BitoMocTi. Tak Hanpukian — iHGopMartis, miBuIIe 3a Bee, Oyae 3adikcoBana mo-
TIEHChKUMU, SKIO BOHM BBXATUMYTh 1 KOPHCHOIO JUIS YCIIIIHOTO PO3KPUTTS a0 3amo0iranHs
3JI0YHHY .

[TepeBipka crpaBeUTMBOCTI PIIICHHS, IPUIHATOTO HA OCHOBI «JIIOJCHKOT» a00 MAaIIMHHOI MO-
neni, nepeadavae 3anuTalHs, Yu OyiM 3arIlaHOBaHWH pe3yJIbTaT 1 3ac00M HOTO JOCSITHEHHS XOPO-
mmMu? OIiHKa CHpaBeyIUBOCTI € HOPMATHUBHUM 3aBIAHHSAM. Y IIbOMY KOHTEKCTI LI€ O3HAYae, 10
MeTa HaBYaHHS, MPOLEC, KWW MOKpalllye HaBYaHHs, 1 3aCO0M JUIsl JOCATHEHHS YCIIXy B HaBYaHHI
BH3HAYCHI IEMOKPATUYHO JICTITUMHUM NUISIXOM. 3a0e3MeueHHsT MOKIMBOCTI BIAKPUTHX 1 IEMOKpa-
TUYHUX J10aTiB € K BUMOT0I0, TaK 1 YaCTUHOIO BUPIIIEHHS MPOOJIEMH CIIPaBeIMBOCTI.

Jlam HaBeneHO HAOIp MUTaHb, SKI HEEKCTIEPTU MOXYTh MOCTABUTH PO3POOHMKAM MOJEICH 3
MallMHHAM HaBYaHHSIM, CTIOJIBaIOUYMCh OTPUMATH 3pO3yMisi BiamoBini. Binmosiai y gopmi «mpote
MU BpaxyBaJIy 1€ B HAIIIK MOJIEJI» BUMAraroTh PillleHb MOJICTIOBaHHS, SIKi MOYKHA OyJ10 O BUCTIOBUTH
SIBHO, 1 111 PIIICHHS MOBUHHI OyTH 3aCTEPEKEHHSM IS BCIX, XTO BUKOPUCTOBYE MOJIEIb. [HCTpyMeH-
Tapii MOAUICHO Ha PO3JILIN 3 MUTAHHSMHM PO JIaHl, TPO HABYAHHS Ta MPO aHTUIUIIALINHY OIIHKY
pe3yabTaTiB. MeTa IHCTpyMEHTapilo — HaJlaTh MOXJIMBICTh €KCIIEpTaM, sIKi He 3aiiMaroThcst ML, Be-
ctu aebaru 3 excriepramu 3 ML.

5. 1ani s Hapyanusa MLmoneeit

35109MHU YacTilie 3a Bce (PIKCYIOTHCS TOJIIIEIO 1 JIMIIE 3apeeCTPOBaH] 3JI0YMHHU CTAIOTh J1a-
HUMH PO 3JI0YMHHU. TakuM YMHOM, CTATUCTHKA 3JIOUMHHOCTI MPOXOAUTH Mpouec Bindopy. Ilepma
CTaJiis MPOIIeCy — 3aKOHO/1aBYa; I1e KOJIM MEeBHI JIISTHHS KpUMiHaIi30BaHi. B monanpimomy naHi Hako-
MUYYIOTHCS B IPABOOXOPOHHUX iH(pOpMaliifHuX cuctemax. JlaHi KaTeropusyoThCs, YaCTKOBO CTPY-
KTypYIOTBCS Ta 3aXHINAIOThcst. CyCHUIBCTBO Ma€ JOCTYI JIMIIE IO YaCTUHHU BIIOMOCTEH MpO 3I10-
YiHU. bijblia yacTHHA JaHUX € 3aKPUTOIO BiJl CYCHIIBCTBA. 301p JaHUX € CyO €KTUBHHUM 1 3aJIEXKITh
BiJ cy0’ekTa 110 X 30upae (cneyugiunoeo nioposoiny). YacTuHa 3I0YMHIB € JTATCHTHOIO (MIPUXOBa-
HOIO) 1 HE TOMAJa€ B CUCTEMH TMOIEHCHKOTO 00JIIKY Yepe3 Te, 10 JACSKl 3JI0YMHU HE TOB1IOMIIS-
I0ThCS1 200 HE PO3KPHUBAIOTHCSA TPOMACHKICTIO Ta MOJILIETO.
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B takux ymoBax, ¢hopMyBaHHSI JaHUX I HaBUYaHHS Mojene ML 3ycrpivaeTses 3 mpooiie-
MaMH:

- pemnpe3eHTATUBHICTh BUOIPKH;

- aKTYaJbHICTB;
- HEYNEepeKEHICTh JTaHUX.

YrepemKkeHiCTh MPaBOOXOPOHHUX MPAKTHK 1HKOJIM MOXKYTh BIUIMBATH Ha JaH1, CTBOPEHI TOJTi-
uiero. Jocmimkenns Human Rights Data Analysis Group HaBoauTh noka3osuit npukinan [13]. Joc-
JPKEHHST 3MOJIETIOBANIO MPOTHO3HM IMPABOOXOPOHHOI IISUIBHOCTI 3 BHKOPUCTAHHSIM aJITOPUTMY
ML«PredPol» [14] Ha OCHOBI MPaBOOXOPOHHUX JAHMX 111010 OOPOTHOM 3 HapKOTHKaMH B OKJIeH],
KamigopHis, a moTiM MOPiBHAIIO MPOTHO3HU 3 MOZAESIMH BXKUBAHHS HAPKOTHKIB, OLIIHEHUMH Ha OCHOBI
JAHUX HAI[lOHAJHHOTO OMMTYBAaHHS MPO BXXKMBAHHSA HAPKOTHUKIB 1 310poB’s. Byno BusBieHO, 110 3a
pe3yabTataMu poOoTH anroputmy « PredPoly « TeMHOLIKIp1 JTI0IM aQpUKAHCHKOTO MTOXOJKEHHS OY-
IyTh 00’ €KTOM MOJIIi 0 60pOTHO1 3 HAPKOTUKAMHU MTPUOJIM3HO BJABIYI YACTIIIE), HE3BAKAIOYN HA
OLIIHKH, SIKI TIOKa3yIOTh MPUOIU3HO OJHAKOBI piBHI BXKHMBaHHS HapKOTWKIB [13]. Jlronu 3 HU3BKUM
pIBHEM JI0XOaY Ta HE O1IOMIKIpi, OKPIM TEMHOMIKIPUX JIOJeH appUKaHCHKOTO TTOXOIKEHHS, TAKOXK
OyIyTh HEMPOMOPIIHHOI MIMIEHHIO, TOOTO HAAMIPHOIO ILTIO MOJIII].

Ieit mpukITam ynepempKeHOCT] MOKa3ye, sIK BXIIHI JIaHl, IKi BAKOPUCTOBYIOTHCS JJIsI HABYaHHS
MAIIHH 1 JI0JEH, MOXYTh MPU3BECTHU A0 HEAIMCHUX MOJIENEH i HECIIPABEATUBOI MPAKTUKH. Y I[OMY
BUIMA/IKY HEIIHCHOIO MOJIEIUTIO 00 TIEpEKOHAHHSM € Te, 1110 HAIlUTIOBAaHHS HA JKUTJIOBI pPallOHU TEM-
HOIIKIPUX JIIOJIEH € PO3YMHHM CITIOCOOOM TIOBEIHKHM TOJIIII{, HE3BaXKar0UM HA TE, IO MOJEII BXKH-
BaHHs HAPKOTHKIB CBIYATh PO T€, L0 B )KUTJIOBUX PaliOHAX TEMHOILKIPUX JI0/Iel HE TOBUHHO OyTH
BUIIMX BUIAJKIB B)KMBAHHS HAPKOTHKIB. Pe3ynbTaToM € HecripaBeasinBa MpaBOOXOPOHHA MPAKTHKA,
3TiHO 3 KO TEMHOIMIKIpi TPOMaJISIHU Ta pailoHM MiJAI0THCS OUIBIIOMY HArJIALy, HIXK OUTOIIKIpi
IrpOMaJITHUA, HE3BAKAIOYHM Ha BIJACYTHICTh 00 €KTHMBHOI OCHOBHM B PACOBHX MOJIEISAX 3JIOYHHIB,
MIOB’SI3aHUX 13 HAPKOTUKAMH.

TakuMm ymHOM, HeekcriepTd 3 ML, MOBHMHHI 3aJaTH HACTYIHI MUTaHHS CTOCOBHO JaHUX, IO
TUIAHY€ETHCS BUKOPUCTOBYBATH JUIsl HaBYaHHS Mojen ML:

biox A:

- sK1 BX1JHI JaH1 BUKOPUCTOBYIOTHCS?
- AKWi HaOlp BUKOPUCTOBYBABCS sl HABYAHHS MOJIei?
- AKUH HAOlp BUKOPUCTOBYETHCS JIJISl TECTYBaHHS MPOyKTUBHOCTI?
- KOJIM, KUM, fIK 1 e Oyyu 3106paHi naHi?
biok b:
- 4YH € IMEHOBaHI O3HAKH (3MiHH1)?
- SIKIIO TaK, TO SIKi BOHH 1 K1 HaliOUIbIlIe BIUTMBAIOTH HA PE3yJIbTATH?
- sIKi omepalii 3 HUIMH BiJOyBalOThCS Ta SIK BUMIPIOIOTHCS pe3yJIbTaTh?

biok B:

- - YW OXOIUTIOIOTH BXiJHI HaH1 QYHKIIT (npsamo yu onocepedxkosaro), mo He BUKOPUCTO-
BYIOTHCS JUIsl IPUUHATTS pimeHas? Hanpukian, un moB’si3aHi Oyb-sIKi BX1/IHI XapaKTe-
PHUCTHKH 31 CTATTIO TAKUM YHHOM, 1110 MOJICJIbHI PIIEHHS BiIPI3HIIOTHCS, SKIIO BH Y0JIO-
BIK UM KiHKa?

biok I':

- 4H JaHl perpe3eHTaTHBHI, SK BIUIMBAIOTh HA Pe3yJbTaT podoTu Mozeni? Hampukiazn, uun
Oyna MoJiens TIepeBipeHa B yMOBax, Jie BOHa 3acTocoBaHa?

- sKi HAOLUTBIT OYEBUAHI BIIMIHHOCTI MK YMOBaMH HaBYaHHS Ta IOTOYHOIO POOOTOIO MO-
nemi?

- Y4 MOTPiOHO BHOCUTH SIKICh KOPEKTHUBH Il OKPEMHX TPYII IaHUX UM PE3yIbTaTiB?

Biok I:

11
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- sk 30uparoThes nani? Hanpuxman, uu ix 30upany 3 HaMmipoM BUKOPHUCTOBYBATH JIJISl TAKHX
piteHs?

- YH 3HAEMO MU TIpo OyIb-sKi YIIepeKeHHs BiIOOpY (abo uepes 3a0ym, abo uepes npax-
muyuHi npobaemu) o0 300py JaHUX?

- XT0 30upae naHi?

6 Merta napuanud. [loctanoBka muTanb

Bynb-sike HaBuaHHs Mae mMeTy. Y Moaensx ML mim MoxxyTb OyTu Oi1bIn a00 MEHII SBHUMMU.
He3zanexHo Bix TOro, 4yu € HaBYaHHS 3 BUMTENIEM, a00 Hi, MOKHA M JOLIJIBHO 3aIlIUTATH, SKOKO € TO-
JIOBHA M€Ta HaBYaHHA Ta K€ KOHKPETHE MPAaBHJIO YA BUMIPIOBAHHS BUKOPUCTOBYETHCS SK €TAJIOH
JUTS. BU3HAUYEHHS TOTO, Y1 HABYAETHCSI MOJIEIIb.

Mogzeni ML ontumi3yroTbes BiZIIIOBITHO A0 KOHKPETHUX IIiJICi HaBYaHHS, sIKI HEOOXiAHO pea-
Ji3yBaTH Ta BUMIPATH [15]. OCKIIBKY JI€SK1 TUTTH PE3yJIbTATIB JIETIIIE BUMIPSATH, HIXK 1HIII, MOJICIISIM
ML BnactuBa ynepempKeHICTh 00 BUOOpY HAaBYAJIBHUX IIUJICH, sSKi Hailneriie BUMipsaTu. Pe3ysb-
TaTH, sIK1 BKe OyJIM BUMIPSHI, HAPUKJIIA]T, MICII€ apeIlTy, CTAalOTh TPUBAOIUBIIIIMMHE, HI’)K HEBUMIPsHI
pe3yJbTaTH, TaKi K peakilis TPOMaIsSH Ha TaKTUKY nodinii. Koim BrnacTuBa ynepekeHicTh epeHo-
CUTBHCS 3 MAIIMHHUX MoJiesIel Ha (paKTUYHE MPUUHATTS PillIeHb, HACTIKM MOXKYTh OyTH pi3HOMaHi-
THHUMH, SIK TIOKa3ye aociimpkeHuss HRDAG [13].

Ko HaByanbHa 11116 € CIipHOI0 200 peai3yroThes JaJIeKO Bif 11ealbHOT MOJIeINI, TO IPOTHO3H
Takux mojeneit ML ciin 3actocoByBath 3 o6epexHicTio. Haa3BuualiHuii MpuKIIa MOKHA 3HAUTH Y
By ta Uxana [16], siki cTBEpIKYIOTh, IO IXHS MoJeib ML Moke aBTOMaTHYHO iIeHTU(IKYBaTH 310~
YUHI[IB JUIIIE 33 XapaKTEPUCTUKAMU OOJIUYYsI Ta «EMITIPUIHO BCTAHOBUTH JIOCTOBIPHICTH aBTOMATH-
30BaHOT'0 BUCHOBKY PO 3JI0YMHHICTB 32 O0JINYYSM, HE3BAXKAIOUM Ha ICTOPUYHI CYNIEPEUKH HABKOJIO
miei miHii gocmimkeHHs». TyT Moaenb He Bimokpemittoe 3mo4yuHIB Big HE 3mounHmis, a ckopimie
¢dororpadii 3acyKeHUX 1 mMi103pIoBaHuX i3 cepii poTorpadiii JOKYMEHTiB, OTPUMaHUX 3 Mepexi IH-
TepHeT. CaMi aBTOpPH MOTOJKYIOTHCS 3 KPUTUKAMHU, SIKI CTBEPXKYIOTb, 1110 PI3HUIIS B COLIATbHO-EKO-
HOMIYHOMY CTaTyCl B IBOX HA0Opax MOKe MOSICHUTH, YOMY MOJIEJIi BAA€ThCS po3 AT Habopu [16].
B npomy Bumazaky mera 11010 po3Mi3HaBaHHA 3JI0YUHIB 32 O0JINYYSAM € XMOHOIO 3 TOUKH 30pYy EKC-
MepTiB B 00J1aCTI KPUMIHATICTHKH, 1 CKOPIIII B1I0OpaXKye po3moaisl He0IaronoyqYHoi YaCTHHU Hace-
JICHHS Ta, BIAMOBIAHO, OJaromoIyYHO].

IcHYIOTB Ba OYEBUIHUX «3aHETIOKOEHHS» MPH PO3TIIsLAl BUKOpUCTaHHS Mojeni ML y mporre-
cax MPUHHATTSA PIlLICHb:

- 4M peari3oBaHa Ik 3aKiaaeHa B moaeni ML, ta 3a0e3neueHa e(heKTUBHICTh Y TIOPIBHSHHI 3

OLIBIII 3araJIbHOIO Ta BCEOXOILTIOIOYOI0 METOI0 HABYAHHS?
- UM HE CTBOPIOE OTepalliifHa MeTa HeOaxkaHi Moo1vH1 edekTn?

Kpim TOro, BapTO OKpECINUTH 1€ OJHE 3aHETIOKOEHHS, KOTPE MOJIATae B TOMY, 110 Mojieias ML
OINTUMI3y€ 6ararto, aje He BCl aCMEeKTH rojoBHOI HaBuanbHOT 1iji [17]. [Ipu po3pobui moxeni ML ta
OLIIHIOBAHHS JAHUX, SIKI BUKOPHCTOBYIOTHCS Ul HABYAHHS, JESIKI aCHIEKTH MOXYTh OyTH BTpayeHi.
OO6roBoprOOYH TOJI0BHY METY niporiecyML Ta Te, skumMu MaroTh OyTH OCHOBHI 111711 HABYAaHHSI, MOYKHA
BHU3HAYUTH €JIEMEHTH, CTOCOBHO SIKMX MOJe)Ib ML He ONTUMI3YEThCSI, 1 BXKUTHU BIIMOBITHUX 3aXO/IiB.
Konu monens ML onTumizye nuiie 1esKi 3 BCTAaHOBJICHUX IT1IeH, HEOOX1THO OyTH 00EpEeKHUMH CTO-
COBHO TOT0, 1100 Moaens ML BupinryBaina faii 6e3mocepentso [18].

Takum umHOM, HeekcriepTd 3 ML, MOBUHHI 3a/1aTH HACTYIHI MUTaHHA CTOCOBHO METH HaB-
ganHs mozeni ML:

- sKa OCHOBHa MeTa HaB4aHHA? Hampukias, 4oro 0 CycnijibCTBO, XOTLIH JOCSTTH, pUitMa-
FOYH 111 pileHHs?
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- Kl KOHKPETHI MpaBHJia Ta METPUKU BUKOPHUCTOBYIOTHCS SIK €TAJIOHHI JIJIsl BU3HAYCHHS
TOTO, UM HaBYAEThCS MoJiennb? Hampukian, mo Take 3anexHa(i) 3MiHHa(1)?

- sIKe MPaBUJIO MOIIOHOCTI BUKOPUCTOBYETHCS?

- sIKi MapaMeTpHu HaBYaHHS MalOTh OUTBITY Bary Ha poOOTYy MOJEII HiXK 1HIII?

- SIK 1€ TIPaBUJIO PEATI3yETHCS Ta BUMIPIOETHCS?

- YH € 3rojia I0JJ0 METH HaBYaHHsA?

- YW € KOHKPETHA I1JIb HAaBYaHHS IMOBHUM OIKUCOM TOro, yoro ML mae mocsrtu?

- OomnTUMI3aIlig A1l a0 MPUUHATTS PIICHb MO0 1i€i HAaBYAIBHOI IT1JTi BiAHIME 3yCHIIb a00
3HOBY JIONIOMO€ I10YaTH aKTUBHO MpaIfoBaTu?

7.AHTHIIMNIANiHA OIIHKA pe3yJIbTaTiB, NIOCTAHOBKA NUTAHb

Hami Mozeni, MammMHHI Y4 pO3yMOBI, BIUIMBAIOTh HA CBIT, KOJM MU BUKOPHCTOBYEMO iX JUIS
MPUAHATTS PillIeHb. Y TOMIIEHCHKIN MISTTEHOCTI TOJIOBHE, 3BHYAMHO, 3p0OUTH MTEBHUH BILJIUB Ha CO-
uiym. IIporHo3Huii aHasi3 NpuU3HA4YEHUH Ul MPOAKTUBHOI TISUIBHOCTI, «I100 BU3HAYUTH MMOBIpHI
LJT1 JUTsl BTpYYaHHs moumiiiy. Pimenns, nii, aHamizu, MogiTHKa, a TAKOX TEPUTOPIATBHHUN Ta 1ICTOPH-
YHUN KOHTEKCTH CIIPHUSIOTH (DOPMYBAHHIO Cy4aCHUX KOHIIETIN y MPAKTUI IPAaBOOXOPOHHOT isib-
HocTi. Ha BimMiHy Bif, cKaXiMo, (i3UKH, TTOMIIEHCHKI PIICHHS BIUIMBAIOTh HA COIIAbHI CUCTEMHU.
M#u BUKOPHCTOBY€EMO aHTULMIAIIMHUH MiX1], 00 MO3HAYUTH 11€ PO3yMiHHS.

OcHOBHA CYTb IILOTO MIJIXOIy MOJISATAE B TOMY, IO €KCIIEPTH B MOMIIEHCHKIN AISTIBHOCTI, SKi
MarOTh BEJIMUE3HUH JIOCBIJ B MUTAHHIX OpraHi3aliii mporeciB (yHKIIIOHYBaHHS MPABOOXOPOHHOI CH-
CTEMH Ta pe3yJNbTaTiB ii poOOTH, crieliaIbHUI JOCBIA (cridui, onepamusHi poOimHUKY, KPUMIHATI-
cmu ma iHwi cneyianicmu), MarOTh TaK OM MOBHUTH KOJIEKTUBHHI pO3yM, IO CPOPMOBAHUMN K pe-
3yJNbTaT CyMapu3allii HaBYaHHS Ta JOCBilYy, KOKHOTO MO3KY CIIEIliaJlicTa Ha JaHHUX, SIKUMH BiH OIe-
pye Ha npoTs3i mpodeciitHoi misutbHOCTI. TOOTO MPHU MOCTAHOBI 3a/1a4i JIsl MAIIMHHOTO HAaBYaHHS,
BOHM 3a3/aJIeTiib epeadavyaioTh pe3yibTaT B paMKax X KOMIETEHIIil.

Bupa3z «xonexmusHuti po3ym» 8UKOpUCMOBYEMBCA 8#Ce KINbKA 0eCAmUlime, aie cmas 8a-
HCIUBUM | NONYTIAPHUM i3 NPUXOOOM HOBUX KOMYHIKAYIUHUX mexHo02iu. Bin modce 6u-
KAUKamu acoyiayii 3 2pynoeor c8ioomicmio abo HAONPUpOOHUMU ABUWAMU, dle MeXHi-

YHO OPIEHMOBAHI MOOU 3A36UdAll PO3ZYMIIOMb NI0 YUM OMPUMAHHA HOB020 3HAHHA 3
00 €OHaHUX yno0obausb, NOBEOIHKU MA YA81eHb NeGHOI epynu TH00el.

3euuaiino, xonrekmusHuil po3ym 6y8 MOXCIUBUM i 00 noaeu Inmepuemy. /Ina mozo, wjodo
30upamu 0ani 8i0 po3pizHeHux epyn nrooetl, 06 €onysamu ix ma ananizyeamu, Bececeimmus
nasymuna 306cim He nompioua. Jlo nansaxciusiuiux ¢popm nodioHUx 00Cri0NCeHb 6X0-
0samsb coyionoziuni onumyseanns ma nepenucu. Ompumanms 8ionogioetl 8i0 8e1UKOI Kilb-
Kocmi ar00etl 0038015€ poOUmMuU nPo 2pyny maxi CMmamucmuyHi 6UCHOBKU, SIKi HA OCHOBI
NOOOUHOKUX OAHUX 3p0oumu Hemoxcaugo. Ilopooacents HOBUX 3HAHb BUX00AYUU 3 OAHUX,
OMPUMAHUX 8I0 HE3ANEHCHUX PECNOHOEeHMI8, —ye i € Cymb KoleKmueHo2o po3ymy[19].

PizHUIST MiIX MPUPOIHOI0 HEWPOHHOIO MEPEXKEI0 JTIOAMHHU Ta IITYYHOIO MAIUHU IOJIATAE B
TOMY, 1110 JTIOAMHA BUUTHCS JOBTUM MPOMIKOK Yacy Ha 0OOMexeHHX Habopax JaHUX, a MallIMHA KOpo-
TKHI 9ac Ha BEIUKUX. AJle JTIOMHA Mae OUTBIN SKICHHUA HaOip JaHUX, TOMY IO MOCTIHHO OTPUMYE
3BOPOTHUH 3B’SI30K Ha MPOTS31 BCHOTO Yacy HaBYAHHS 3 IHIIUMH crieriiatictTaMmi. MO30K JIFOJMHU HE
3MaTHUN 00pOOIIATH 3aHAITO BEIHMKI 00CATH NaHWX, a MAIlIMHA 3/IaTHA, ajie alTOPUTM 0OpOOKH € aj-
TOPUTMOM POOOTH JIFOICHKOTO MO3KY. CIiemiaiicTu 3 MpaBOOXOPOHHOT MIsITHOCTI, MOKYTh OI[IHUTH
pe3ynbTatu poOOTH MOJIEN1 MAIIMHHOTO HaBYaHHS B IPaBOOXOPOHHUX 3a/1a4yax Ha OCHOBI CBOTO J10C-
BiJly, 1110 HE MOXYTh 3pOOUTH CIIEIiaNiCTH 3 MATMHHOTO HAaBYAaHHSI.

AHTHIMTIAMIAHUN TAX1T JOTIOMOYKE BUPIIIATHA TPH TOJOBHUX 3aHETIOKOEHHS IIOJI0 3aCTOCY-
BaHHS ML 17151 IpuitHATTS pillleHb:
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- IO-TIepIiie, OIIHUTH JIaHi 10 3aCTOCOBYIOTHCS 32 1X MMOBHOTOIO, PENMPE3EHTATUBHICTIO, aK-
TYaJIbHICTIO Ta BIJMOBIIHOCTI MOCTAHOBIII 33124,

- [O-JIpyre, OIIHWUTU HaBYalbHI MAOMOHM, Ta MAOJIOHM OTPUMaHI B pe3yibTari poOOTH
1010 HAsSIBHOCTI MMPUYMHHO-HACIIIKOBUX 3aB’SI3KIB;

- IO-TPETE, OLIHUTH M HE CylepedaTrb OTPUMaHI pe3yJbTaTh POOOTH alrOpPUTMIB MAIllWH-
HOT'O HAaBYAHHS ICTOPUYHINA MPAKTHULI.

Heekcnieptu B ML ane B ekcniepTy B OJIIEHCHKIN AisNTBHOCTI, TOBUHHI OTPUMATH BiAMOBI I
Ha MMATaHHS:

- YK MOXeE pillleHHS MalIMHU, BIVIMHYTH HA MI3HINI JJaHi HaBYaHHs?

- YW MOJIeJIb MAIIUHU TPEJCTABIISAE MPUIUHHO-HACTIIKOBUH 3B’ 30K, UM 1€ MMparMaTudyHe
pimeHHs?

- Yd MOJEJIb CTIUPAETHCS HA KOPEJALii, sIKi, HMOBIPHO, JIUIIE TMOKPAIIYIOTh ¢()eKTHBHICTh
4yepe3 ICTOpUYHY TPAKTUKY ?

- 44 pe3ysibTaTH HE Cylepeyarh iICTOPUYHINM npakTuii?

8. BucHoBkH

1. OckinbKu MOJIIEHChKI JenapTaMeHTH MparHyTh OJHOYACHO 3amoOirTH, SK 3arodisHHIO
IIIKOJTH, TaK 1 OIIaJUTMBO BUTPAYATH PECYPCH, TO BOHU BCE YACTIIIE BIPOBAKYIOTh MPOAKTUBHY I10-
JITUKY 1 MeTonu. OHAK BUKOPUCTAHHS 1HCTPYMEHTIB MPOTHO3YBaHHS BUMAarae peTeIbHOTO PO3T-
TSy 1 CIIBHOT €KCIEePTHU3H, K ekcrepramu B ML, Tak 1 ekcriepTamMu 3 TpaBOOXOPOHHOT isTIbHOCTI,
1o He € ekcriepramu 3 ML. Tiapku cymicHa poOoTa, CTOCOBHO JaHUX, ITUIEH 1 KOHCTPYKTUBHOI MO-
neni BukopuctanHs ML, Bij modaTky mojavi JaHUX 70 €Tamy AOCATHEHHS LiJeH, 1acTh MOKIUBICTh
MPaBUJIILHO OIIIHUTH PE3yJIbTaTH POOOTH, BUKOPUCTOBYBATH PE3YJIbTAaTH B MPUHHATTI PIIIEHH Ta
CTBOPIOBaTH KOPEKTHY IHII[IaTHBY, IIOJJO HOPMATUBHOT'O BPETYJIIOBAHHS BHUKOPHCTAHHS MOJEICH
ML B nomineicekii aissibHOCTI. [TuTanHs Mpo MeTy BUKOpPUCTaHHS TexHoJIoT1i ML y mpaBooxopoH-
Hil JISUTBHOCTI €, IK MOPaIbHUMHU, TaK 1 OJIITHYHUMHU.

2. 'onoBHa MeTa ToJIITae B TOMY, 00 PO3IIMPUTH MOKIMBOCTI HETEXHIYHUX SKCIIEPTIB 1 3a-
IIKaBJIEHUX CTOPIH Ta 3a0XOTUTH IXHIO Yy4acTh Y poOOTI, MO0 MOXKIMBOCTEH 3acTocyBaHHs ML y
MOJIIEHCHKIN isTBHOCTI, @ TAKOXK y Mpolecax po3pooku mpodinsHoi moaeni ML. Taka yuacTsb € He
JIUIIIE TEXHIYHO i MOpaIbHO HEOOX1HOI0, ajie 1 MOKITUBOIO.

3.CopmoBaHo mepenik MuTaHb, SKi JOUIIBHO PO3TIISTHYTH ITiJ1 4ac MPOBEIEHHS CYMICHUX 00-
TOBOPEHb 1 BIJIMOBITHUX TEMAaTUYHUX €KCIIEPTHU3, IIIOJI0 MOKIIMBOCTEH 3aCTOCYBAaHHS TeXHOJOT1i ML
B TOJTIIEHCHKIN AISTIBHOCTI Ta MOB’sI3aHUX 13 HEeto cepax O0poTbOH 31 3M0UMHHICTIO. B 11boMy ceHci
MUTaHHS, 10JI0 KOPEKTHOCTI (hOpMYBaHHS BUXiTHUX JaHUX, METH HAaBYaHHS Ta TOTO, SIK CAMe BUKO-
PHUCTOBYBaHI MOJIEJIbHI PIIIEHHS BIUTMBAIOTh HA MOJANbIII JAaHi, € 3-Ma TOJIOBHUMH BEKTOPaMU MO-
KITMBUX JIOCIIIKCHB, SIKI HEEKCIIEPTH MOXYTh TIEPEOCMHCIIUTH Ta 3aBYACHO CKOPUTYBATH.
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Abstract. Law enforcement agencies increasingly use predictive and automation technologies where the core technology is often a
machine learning (ML) model. The article considers the problem of accountability and responsibility of law enforcement agencies and
officials connected with using of ML models. The authors point out that accountability is a key element of democratic law enforcement,
but using of the predictive software can create challenges in ensuring that accountability. The article discusses how the application of
ML can lead to obfuscation of responsibility and complicating accountability in «multi-agent structures» that combine humans and
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full reporting can be ensured when key components of the decision-making systems remain unknown to the general public, officials,
and even developers of the models. The paper argues that important questions related to ML decision models can be solved without
detailed knowledge of the machine learning algorithms, allowing non-ML law enforcement experts to study them in a form of intelli-
gent control. Non-ML experts can and should review trained ML models. The authors provide a «toolkit» in the form of questions
about three elements of the ML-based decision models that can be qualitatively explored by non-machine learning experts: training
data, training goal, and anticipatory outcome evaluation. This approach expands the capabilities of these experts in the form of an
objective assessment of the use of ML models in law enforcement tasks. This will allow them to evaluate effectiveness of the models
through the prism of their own experience. The basic idea is that even without deep technical knowledge, law enforcement experts can
analyze and review ML models. This approach promotes understanding of the use of machine learning technologies in law enforcement,
expanding the potential of non-ML law enforcement experts.
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Abstract: The paper elucidates the fundamental concepts of blockchain technology and its essential parameters, delving into
the contemporary scalability challenges faced by blockchain networks. It studies existing directions and compares well-known
protocols to propose the solution for the blockchain scalability problem. The main goal of this research is to propose a promising
method to solve the scalability problem in blockchain technology. This proposed solution should be universal and applicable
in different systems. We chose zero-knowledge proof technology as a promising direction for detailed study. We used protocols,
based on this technology, to develop a validation system for a linked chain of blocks. Presented experimental results substantiate
the prospects of this direction for solving the scalability problems of modern blockchain systems. The relevance of the chosen
topic is determined by the mass introduction of blockchain systems in various areas of human life. As it happens to every
network, the volume of information that must be continuously processed increases. This challenge demands to develop solu-
tions to improve systems, making them flexible in working with millions of users. At the same time, it is still important to
maintain the security and confidentiality of the information and keep the decentralized organization of the data exchange pro-
cess in the updated systems. Therefore, in the modern blockchain industry, the predominant challenge revolves around discov-
ering models and methods to overcome the scalability hurdle, facilitating the widespread implementation of blockchain appli-
cations on a full scale.

Keywords: blockchain, blockchain trilemma, blockchain scalability problem, Zero-knowledge proofs, ZK-SNARK, PLONK,
FRI

1.Introduction

Blockchain is the distributed ledger technology that promises to transform industries with its
immutable, transparent and decentralized mechanism for recording transactions. However, the inher-
ent problem of scalability in blockchain creates a significant barrier preventing its widespread adop-
tion. The main goal of this research is to propose a promising method to solve the scalability problem.
During the research we made an overview of blockchain technology concepts, focusing particularly
on the issue of scalability. We also studied well-known directions, analyzing their advantages and
highlighting the challenges and risks they face to focus on most relevant areas.

A chosen direction for in-depth study is zk-SNARKSs. It plays a key role in enhancing privacy
and security in decentralized networks, it increases the integrity of systems while protecting user
identities and transaction details. We developed numerous schemes for constructing proofs of com-
putational integrity, including recursive proof generation and verification processes, using the Rust
programming language and PLONK & FRI protocols within the Plonky2 framework. The work also
presents the results of computational complexity and efficiency of the proposed schemes. Experi-
mental analysis covers scenarios involving stand-alone and aggregated proofs for single and multiple
data blocks. The results highlight the trade-off between the complexity of proof generation and the
speed of verification, emphasizing the potential advantages of recursive proofs.

This comprehensive study aims to contribute valuable information to the current blockchain
scalability discourse, paving the way for more scalable and efficient blockchain systems.

2.0verview on blockchain technology & scalability problem
Blockchain represents a tamper-resistant digital ledger without a central repository and usually
without a central decision-making center, which is implemented by linking information into a
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continuous chain of blocks. Connection between blocks is provided by a cryptographic mechanism
through the calculation of the hash of the previous block.

Such a system has to provide a sufficient level of security and anonymity, i.e. preserve the right
to privacy [1].

In addition to security, it must adhere to decentralization, i.e. not be governed by a single deci-
sion-making center that solves reliability issues, because a centralized structure with a potentially
single point of failure always attracts attackers. Decentralization makes a ground for censorship, es-
tablishes the principles of democratic decision-making, provides freedom of speech and independ-
ence of thought.

Moreover, the demand for the system's services is growing, and it must continuously develop.
The number of users increases and their demands become more complex, but at the same time the
service time should not increase significantly. This is a difficult requirement, because it is not always
possible to provide scalability extensively, i.e. by only increasing the number of computers.

Thus, we have three main requirements: security, decentralization and scalability, which are
formulated in the well-known blockchain trilemma proposed by Vitalik Buterin, the co-founder of
Ethereum, shown in fig. 1 [1].

Decisions made about the blockchain trilemma
have significant implications for blockchain net-
work design and performance. Bitcoin, for example,
prioritizes decentralization and security over scala-
bility, resulting in shorter transaction confirmation
times, which excludes the majority of users. Mod-
ern practice has become the use of Bitcoin as a sav-
ings account rather than an instant payment system.
Ethereum has explored various strategies, including
moving to Ethereum 2.0, to improve scalability
while maintaining some level of decentralization
and security.

In particular, scalability affects two other charac-
teristics, namely that increasing the size of the network potentially centralizes control, as large
amounts of data will attract new users to join. Additionally, increasing block sizes have security im-
plications, as large blocks can slow down the propagation of data across the network, ultimately po-
tentially making it easier for miners to manipulate the blockchain.

Therefore, since scalability can potentially be the root cause of instability of security and de-
centralization, this paper examines exactly this characteristic in its dynamics, evaluates potential
threats to blockchain systems, considers existing approaches to optimize the amount of calculations
in the blockchain network, and proposes an accelerated method of verifying network blocks.

Fig. 1 — Blockchain trilemma

3. Studying existing approaches on solving scalability problem

Solving the blockchain scalability issue is critical to the widespread adoption of blockchain
technology. Various projects offer solutions that facilitate the use of blockchain networks [2].

Layer-2.Layer-2 solutions are techniques that work on top of the main blockchain, allowing
off-chain transactions. They aim to significantly increase transaction throughput and lower transac-
tion costs while maintaining the security and decentralization of the underlying blockchain.

On the other hand, users are responsible for the security of their decisions. Mismanagement can
lead to loss of funds. This additional responsibility increases the complexity of implementation.
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Centralization also may be a concern in the early stages of Layer-2 implementation, as some nodes
or channels may influence more than others.

Off-chain. Off-chain solutions involve conducting transactions and interactions completely out-
side the main blockchain. These transactions take place off-chain, meaning they are not recorded in
the blockchain ledger. Examples of off-grid solutions include payment channels (Lightning Network
for Bitcoin) and state channels (Raiden Network for Ethereum). They enable fast and low-cost trans-
actions between users and can be used for a variety of use cases, including micropayments. However,
they create new security and data availability challenges that must be carefully managed for success-
ful deployment and implementation of these solutions.

Sharding. Sharding is an approach to solving scalability issues in blockchain that involves di-
viding the network into smaller parts called "shards" to process transactions and smart contracts more
efficiently. However, this approach creates issues related to security, configuration of communication
between segments, and data availability.

Changing consensus algorithm. Some blockchains are moving from energy-intensive consen-
sus algorithms such as Proof of Work (Pol¥) to more efficient and friendly algorithms like Proof of
Stake (PoS) or Delegated Proof of Stake (DPoS). Ethereum 2.0, also known as Eth2 or Serenity, is a
major upgrade to the Ethereum blockchain that aims to move from PoW consensus mechanism to a
PoS. But changing the consensus algorithm can lead to network forks, if there is no consensus among
participants, and may potentially cause confusion and fragmentation of the network.

Zero-Knowledge Proofs. Zero-Knowledge Proofs (ZKP) [3-5] play a crucial role in solving
scalability issues in blockchain technology. ZKP uses advanced cryptographic methods to authenti-
cate transactions without revealing data itself, ensuring secure and tamper-proof transactions. The
implementation of ZKP makes it easier to verify off-chain transactions, reducing the computational
burden on the main blockchain and improving scalability.

ZKP algorithms are of two types: interactive and non-interactive. The first ones work in such a
way that the prover and the verifier participate in a reverse interaction where they exchange a series
of messages. Non-interactive proofs do not require multiple rounds of interaction. A verification de-
vice can generate a single message that can be verified by a verifier.

ZK-SNARK. ZK-SNARK (Zero-Knowledge Succinct Non-Interactive Argument of Knowledge)
[6]. This is a non-interactive ZKP that allows efficient verification of calculations without revealing
the details of the calculations.

To sum up, ZK-SNARK advantages such as privacy, scalability and security make it a promising
direction for improving blockchain technology. They offer robust compact proofs and scalability im-
provements.

Ongoing research and development in this field improves the existing implementation of zero-
knowledge proof technology for wider adoption.

4. Overview on ZK-SNARK

Let's delve into the three technical concepts that underlie all cryptographic proofs: arithmetiza-
tion, low-degreeness, and cryptographic assumptions.

Arithmetization. In the field of cryptographic proofs, arithmetization involves the transfor-
mation of mathematical problems and operations into arithmetic operations performed within finite
fields. Essentially, it involves expressing any given statement as an algebraic equation, usually in
polynomial form [7].

The choice of arithmetic approach depends on the specific requirements of the cryptographic
scheme, including considerations of security, efficiency, and the nature of the problem being solved.
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Low-degreeness. Applying low degree polynomials is the process of ensuring that polynomials
(algebraic equations created during arithmetization) have a degree lower than a specified threshold
value. The degree of a polynomial corresponds to the highest degree of the term in this polynomial.

Polynomials of low degree also provide computational efficiency, particularly accelerated ver-
ification. This is especially important in blockchain where speed and resource efficiency are critical.

Polynomial commitment scheme (PCS).PCS is a cryptographic protocol designed to efficiently
compute polynomials. In this scheme, the prover, one of the involved parties, has the ability to commit
a polynomial without revealing its full details. Subsequently, the verifier, the other party, has the
opportunity to confirm the properties of the fixed polynomial without gaining access to its full infor-
mation [8].

Different proof systems use different PCS to generate and verify proofs, the most famous are
FRI and KZG.

FRI (Fast Reed-Solomon Interactive Oracle Proof) is a cryptographic protocol designed to ef-
ficiently fix and verify large polynomials.

In the commitment step, the prover generates the high-degree polynomial commitment using a
recursive process in which the original polynomial is broken down into lower-degree components.
Then the prover calculates the commitment to each lower-level component, and the process is re-
peated recursively to the base element.

FRI achieves succinctness by using recursive composition of low-degree polynomial expan-
sions, resulting in a commitment much smaller in size than the commitment of the original high-
degree polynomial. This size reduction is critical to the performance of ZK-SNARK, where succinct-
ness is a key requirement [9].

KZG polynomial commitment scheme (named after its original inventors Keith, Zaverukh, and
Goldfeder) is a cryptographic protocol that allows efficient polynomial commitment [10].

KZG allows the prover to fix a polynomial using homomorphic properties, which allows effi-
cient computation of fixed polynomials without revealing them.

Cryptographic assumptions. Cryptographic assumptions are mathematical assumptions or hy-
potheses that form the basis of the security of cryptographic primitives. These assumptions include
the complexity of certain mathematical problems.

Zero-knowledge proofs rely on cryptographic assumptions to ensure the security and reliability
of the proof system. ZK-SNARK assumes the complexity of certain problem: knowledge of an expo-
nent (Grothl6), algebraic group model (PLONK, MARLIN), elliptic curve cryptography (Bullet-
proofs, Halo), resistance to hash collisions (STARK, Aurora, etc.). If these problems are computa-
tionally difficult to solve, ZKP remains secure.

PLONK. PLONK (Permutations over Lagrange-bases for Ecumenical Noninteractive argu-
ments of Knowledge) is a zero-knowledge proof system that made a significant contributions to the
ZK-SNARK field. PLONK uses SRS (Structured Reference String) and permutation techniques to
increase the computational efficiency of the prover, which simplifies its operation. This approach
provides increased flexibility and eliminates the need for trusted configuration.

PLONK is a permutation-based constraint system that offers advantages in certain use cases.
On the other hand, PLONK may have a larger proof size compared to MARLINorGrothl6, but this is
often compensated by the increased efficiency and performance of the protocol in certain scenar-
10s [11].

Additionally, there is an improved version of PLONK called Turbo PLONK that is positioned
as a universal SNARK, which implies versatility and applicability in different scenarios.

In our opinion, this protocol deserves special attention and study, as it is promising due to its
increased efficiency, reliability and applicability in various use cases.
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5. Development of the block chain verification scheme using ZK-SNARK

This section presents a developed scheme for recursively proving the computational integrity
of a chain of linked blocks.

The scheme uses a linked list built through a cryptographic connection. For each block, we
generate a proof of the computational integrity of hash and digital signature to prevent data substitu-
tion. A chain of proofs is created by aggregating the previous block with the current one. As a result,
we can verify that the block hash and signature have been calculated correctly, and the chain of proofs
for previous blocks have been verified, i.e. are valid.

For the test case, consider a simplified version where each block contains the following data:

e Unique block number: Nonce;;
e Hash of previous block: 4..z;
e Digital signature: EDS(h;).
For simplification we take Nonce; = i. The result of the n-th hashing is as follows:

h,=H(h,||n)=HH(h,_,|n-1)|n)=...= HHH..HHO)|1)...|n - 2)|n 1) |n) (1)

Additionally, each hash is encrypted with a secret key sk, i.e. we form a signature EDS(h;, sk).
The public key pk is used to verify the signature, i.e. we decrypt EDS; and check the equality #4;
= D(EDS;, pk).

EDS,

hn-l = H(hn-l ||n - 1) hn = H(hn-l ||n)
> H >

Nonce, =0 Nonce, =1 Nonce, =2 Nonce, =n

Fig. 2 — A simplified scheme of the linked list with digital signature

To implement a recursive proof of CI of a chain, it is necessary to consistently implement the
following tasks:

1) Implement a hash chain ko = H(0), h; = H(hi.1||i), i = 1,...n;

2) For each hash hq,...h,:

a) Create a circuit CH;(xH;, wH;) of the hash algorithm H, where the public input xH; =
hiis the result of hashing, the witness wH;is the hash preimage: wHy = 0, wH; = h;.1|i,i
=],..m

b) Form public settings (SHy;, SHv) = S(CHi(xH;, wH;)), where SH,; are public prover
settings, SH,; are public verifier settings;

c) Form a proof CI for hashing z#H; = P(SH,, xH;, wH,);

d) Implement verification algorithm V(SH,; xH; nH;) takes values {0, 1} (accept or re-

Jject);
e) Proof verification, i.e. to make sure that V(SH.;, xH;, ©H;) = accept.
3) For each signature EDS; = E(h;, sk), i = 0,...n:
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a) Create a circuit CD, (xD;, wD,) of proof verification h; = D(EDS;, pk), where the public
input xD; = h; is the result of hashing, the witness wD;= (EDS;, pk) are the signature
and the public key;

b) Form public settings (SD,;, SDv) = S(CDi(xD;, wD;)), where SD,; are public prover
settings, SD,; are public verifier settings;

¢) Form a proof CI for signature verification zD; = P(SDp;, xD;, wD,);

d) Implement proof verification algorithm V(SD,; xD;, zD;) takes values {0, 1} (accept
or reject);

e) Proof verification, i.e. to make sure that V(SD.,, xD;, #D;) = accept.

4) For every triple of proofs [/.; = P(Spi.1, Xi1, Wi.i), nHi = P(SHpi, xH;, wH;) and nD; =
P(SDy;, xD;, wD;), i = 1,...n:
a) Create a circuit Ci(X;, W;) verification algorithm V, where:
Xi = (V(Syi1, Xi-1, IT-1)), V(SH.i, xH;, ©H;), V(SDvi, xD;, «D;), for all i = I,...n.
Wi = (mo, ho, w1, hi, EDS1, pk), Wi = (IT.-1, Xi.1, m;, hi, EDS;, pk), foralli =2,...n.

b) Form public settings (Sri, Svi) = S(C(X;, W;)), where Sp; are public prover settings, Sy;
are public verifier settings;

¢) Form a proof of CI /J: = P(Ski, X;, Wy);

d) Implement proof verification algorithm V(Sy;, Xi, [];) takes values {0, 1} (accept or re-
Ject);

e) Proof verification, i.e. to make sure thatV(Sy;, Xi, [T) = accept.

Thus, each proof [J: = P(Ski, Xi, W), i = 1,...n is the aggregation of three other proofs:
1) Proof CI of previous chain of linked hashes//i.; = P(Spi-1, Xi-1, Wi-1);
2) Proof CI of current hashzH; = P(SHy;, xH;, wH,);
3) Proof CI of current signature verificationzD; = P(SDy;, xDj, wD;).
Proof [Jy = P(Spo, Xo, Wy) is the aggregation of two proofs:
1) Proof CI of current hashzHy = P(SHpo, xHo, wHy);
2) Proof CI of current signature verificationzDg = P(SDyo, xDo, wDy).
The scheme of forming a chain of recursive proofs of computational integrity with verification
of the correctness of electronic digital signatures is shown in the figure below (fig.3).
Condition fulfillment V(Sy;, Xi, [[;) = accept for all i = 1,...n means that the proof verification
[[-1 = P(Spi-1, Xi-1, Wi.1), tH; = P(SHyi, xH;, wH;)andzD; = P(SD,;, xD;, wD;) were calculated correctly.
If V(Svi.1, Xi-1, [T-1) = accept, V(SH.;, xH;, tH;) = accept and V(SD.;, xD;, #D;) = accept, it means
that:
1. There is a proof of CI of previous chain, i.e. the verification V(Syi.2, Xi2, [[i-2) =
accept is computed correctly;
2. There is a proof of CI of current hash, i.e. the value 4; = H(hi1||i) is computed
correctly;
3. There is a proof of CI of current signature, i.e. verification #; = D(EDS;, pk) is com-

puted correctly.
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Fig. 3 — Scheme of forming a chain of proofs of CI with digital signature verification

6. Implementation & testing results of the block chain verification system

The implementation is based on the Plonky2 framework [12], a widely recognized tool in the
blockchain space developed by Polygon Zero [13]. It is known for its versatility and efficiency, mak-
ing it an ideal choice for projects that require a high level of security and computational integrity.

Plonky2 implements the PLONK protocol combined with Turbo PLONK arithmetization, that
optimizes the efficiency and performance of the verification process. As a commitment scheme,
Plonky2 uses FRI, which increases the security and verifiability of the proof system by providing a
reliable mechanism for verifying the computational integrity on the blockchain.

We chose the SHA-256 and the ED25519 protocols for the blockchain test network. SHA-256
is a cryptographic hash function, which is widely used in blockchain technology and other security
applications. SHA-256 is designed to take input data (or messages) of any length and produce fixed-
size output data, 256 bits long. It is a one-way function, meaning it is computationally infeasible to
reverse the process and retrieve the output from its hash.

ED25519 is an elliptic curve digital signature algorithm based on EdDSA (Edwards Curve Dig-
ital Signature Algorithm). ED25519 is designed for high security and performance using the Edwards
Curve25519. The public keys generated are 256 bits long, which provides a good balance between
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security and computational efficiency. The signatures generated are 512 bits long, providing a secure
means of authentication. ED25519 uses the SHA-512 cryptographic hash function to process mes-
sages and create digital signatures. The hash function contributes to the security of the algorithm by
producing a fixed-size output.

So, the two key components of the linked block chain proof scheme are the SHA-256-based
hash validation scheme and the ED25519 signature scheme. In addition, we also need the SHA-512
scheme.

This implementation was tested on a chain of five blocks to analyze time costs and the size of
final proof (results in the table below). Testing was performed on a 1,900 GHz AMD Ryzen 7 5800U
computer (16).

Table 1 — Time and measurement results for a chain of proofs

e Time.: to build Time to make a Proof size, Verification,
a circuit, s proof, s bytes S
0 34,0128646 74,3645 146348 0,0549
1 33,7251775 98,1495 146348 0,061
2 31,6582847 107,0492 146348 0,1398
3 32,4201871 103,3622 146348 0,0922
4 34,285282 72,3417 146348 0,1147

The graph below shows the results of calculating the time for native verification (or recalcu-
lating all hashes), verifying the proofs generated for each block, and recursive proof.
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Fig. 4 — Computational complexity of native verification, proof verification,
recursive proof verification

We see that even a proof for block significantly reduces the cost of verification. Recursion
combines all these proofs into one. Verification is very fast, which, in fact, solves the main scalability
problem.

23




ISSN 2519-2310 Computer Science &Cyber Security, Issue 2(24) 2023

To be more precise, we note that system errors may have occurred in the computing processes.
System errors during calculation processes can arise from various sources, which leads to inaccura-
cies in the results. In addition, there are rounding errors because numbers with an infinite number of
decimal places approach a finite representation [14].

Regardless, the experiment demonstrates that zero-knowledge proofs are a strong solution to
scalability and privacy issues. This is especially important in large distributed computing projects.
An introduced proof system can replace native verification. This significantly speeds up verification
and makes the system easier to operate. The given time and measurement estimates show the pro-
spects of this direction. In our opinion, it is necessary to continue researching this technology and
implement blockchain verification systems based on it.

3.Conclusions

1. Modern blockchain systems face the challenge of scalability, which refers to increasing the
capacity of the blockchain network to handle growing numbers of transactions. The scalability issue
arises from the inherent trade-offs between decentralization, security, and scalability, known as the
«blockchain trilemmay.

2. ZKP plays a key role in enhancing privacy and security in decentralized networks. It increases
the integrity of systems while protecting user identities and transaction details. In addition, ZKP sim-
plifies the adaptation process on decentralized platforms. Users can quickly and efficiently establish
their digital identity without the cumbersome task of providing large amounts of personal data. ZKP
adheres to the principle of data minimization. By disclosing only what is essential for verification, it
significantly reduces the amount of data in the network. This reduction is a key factor in enhancing
security, as less information is exposed to potential attacks.

3. During the study, authors of the work analyzed all existing approaches that solve scalability
problem. In our opinion, it is necessary to draw attention to the PLONK protocol and the FRI com-
mitment scheme.

4. PLONK and FRI are used in Layer-2 solutions. The load on the main blockchain is reduced,
by offloading transaction processing to the second layer, which solves scalability issues. PLONK and
FRI have been implemented in various blockchain projects, demonstrating their versatility and effec-
tiveness in increasing scalability.

5. During the research, authors of the paper developed a scheme for proving the validity of the
block chain. Experiments showed a significant reduction in block verification costs. Recursion con-
solidates these proofs, allowing for quick verification of the entire chain. This effectively solves the
main problem of scalability in the conditions of widespread implementation of distributed systems.
Moreover, the conducted experiment highlights that zero-knowledge proofs offer an excellent solu-
tion to privacy problems, especially in large-scale distributed computing projects.

6. The time and measurement estimates provided highlight promising prospects toward zero-
knowledge proofs. According to the team of authors, the continuation of research into this technology
is a promising scientific direction.
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Buxopucrannsa ZK-SNARK g BupinieHss npodJjaeMu MaciitaGoBaHoCTi 6JI10KYeiiH.

AHoTanis. Po6oTy npucBs4eHO BUKIIACHHIO OCHOBHUX KOHIEMI[IH TEXHOJIOTI] OJ0KYEHH Ta ONHCY KIIOYOBHUX ITAapaMeTpiB poOoTn
OJIOKYEHH-TEXHOJIOTIT 15l BUKJIaICHHS IPOOIeMH MacITaboBaHOCTI OIOKUYEHH Mepex Ta aHaui3y 1i 0coOIMBOCTEH, BUBYCHHS ICHYIO-
YHUX HAaNpsIMiB BUPILNIEHHS MacIITab0BaHOCTI OJIOKYEIH, aHANi3 Ta ITOPIBHAHHS BiJOMHUX IIPOTOKOJMIB. J{JI AeTaIbHOTO BUBYEHHS OYyII0
00paHO TEXHOJIOTIIO JOKA3iB 3 HyJIbOBHM 3HAHHSIM, Ha OCHOBI IIPOTOKOJIIB SIKOT PO3POOIIEHO CHCTEMY IIEPEeBipKH BaJIiIHOCTI JIAHIIOTa
6nokiB. HaBeneHi ekcriepuMeHTalIbHI JOCIIKEHHST 00IPYHTOBYIOTh IIEPCIEKTHBHICTh JAHOTO HANPSMKY Ul BHPILICHHS IPoOieM
MacmTaboBaHOCTI Cy4acHUX OJIOKYEHH cHCTeM. AKTYalIbHICTh 0OpaHOi TeMHU 3yMOBJIeHa HEOOXIAHICTIO BIPOBA/KEHHS OJIOKIEHH CH-
CTEM B Pi3HI raiy3i JIoIChKoro XutTs. OHaK, i3 PO3BUTKOM Oyab-1K0i Mepexi 3pocTae 06’ eM iHpopManii, mo HeoOXixHO Oe3mepep-
BHO 00po0usitH. Lleil BUKIMK 3MyIye po3poOIsATH PillIeHHs Ul BIOCKOHAJICHHS CHCTEM, POOJIAYH IX THYYKMMHM y poOOTi 3 Mijbiio-
HaMU KOPHUCTYBadviB. BoqHOYAC BKpail BXKIIMBUM NUTAHHSM € MIATPUMKA Oe3MeKH Ta KOH(INEHIIHHOCTI JaHUX B OHOBJICHUX CHCTEMax
Ta JOTPUMAaHHS JEIEeHTPaNTi30BaHoI opraHizaunii mpouecy ooMiny ganumu. OTxe, y CydacHOMY CBITi OJIOKYEHH iHTyCTpii TOJIOBHUM
MUTAHHAM € MOLIYK MOJieleil Ta MeTOAIB Julsl BUPIIICHHS Po0JieMH MacITaboBaHOCTI MEPEXk UL MOAOIaHH Oap’epy MOBHOMACII-
TaOHOTO BIPOBAKECHHS OJIOKYCHH JTOJIATKIB.

Kirouosi ciioBa: Ooxueiin, mpunemabnoxuetin, npobiema macumabosanocmi 610K4elin, 00Ka3u 3 Hynbosum 3Hauuam, ZK-SNARK,
PLONK, FRI.

25



ISSN 2519-2310 Computer Science &Cyber Security, Issue 2(24) 2023

DOIL: 10.26565/2519-2310-2023-2-03
VIIK 004.056.5

MOPIBHAJILHUM AHAJII3 HITYYHOI'O IHTEJIEKTY
HA OCHOBI ICHYIOUUX YAT-BOTIB

Ko6unsncwka Onena', €cina Mapuna'-2,Top6enko Opiii?
XapkiBcbkuii HatioHanbHui yHiBepcuteT imeni B.H. Kapasina, maiinan CBoGonu, 4, Xapkis, 61022, Ykpaina
e-mail: kobol1801@gmail.com, ORCID:https://orcid.org/0000-0003-3405-3429 ,
e-mail: m.v.yesina@karazin.ua, ORCID: https://orcid.org/0000-0002-1252-7606

2AT «IIT», Bynmuusa Konomenceka, 15, Xapkis, 61166, Ykpaina

jsciitua@gmail.com
Hapiiiina o pepaxuii 1 mucronana 2023 p. Ieperasuyta 2 rpynus 2023 p. Ipwuiiasta 25 rpyans 2023 p.

AHoTamnisi: Y naniit po6oTi npeacTaBieHo KOMIUIEKCHHUI aHai3 IBOX HMPOBIAHUX cHCTeM IuTy4Horo inrenexry (ILTI) —
ChatGPT-4 Bix OpenAl ta Bard Bix Google Al. Takox HaBOZHUTHCS OV PO3BUTKY LITYYHOTO IHTENEKTY B PI3HUX
rajy3sx Ta HOro BIUIMBY Ha MOBCSKACHHE JKUTTS JIFOJMHU, OCOOJIMBO B TAKUX cdepax, K MeAULNHA, GpiHaHCH, AepiKa-
BHE yrpaBiiHHs Tomo. [IpoBomuThCs 3arnmmoieHHs B qetanbHe nopiBHAHHS pizHUX Bepcid ChatGPT (GPT-3 ta GPT-
4), uuisixoM 0OrOBOPEHHS Ta aHAIN3y TXHIX MOXIIMBOCTEH, BIOCKOHAJICHHS Ta OOMEXeHb. Y CTAaTTi TAaKOX pO3riisiaa-
€ThCs iHTerpanis cuctemu Bard i3 cepBicamu Google, 11 yHiKanbHI (yHKIIOHAIBHI MOXIIMBOCTI T4 OCTaHHI OHOBJICHHSI.
Mera focnimKeHHs T0JsIrae B MOPIBHIHHI MOXKIHNBOCTEH cucteM mTydHoro intenekrty ChatGP-4T rta Bard, BucBiT-
JICHH] IXHIX CHJIBHUX 1 CJTAOKUX CTOPIH, @ TAKOXK 1X MPAKTUYHOI'O 3acTOCYBaHHs. [IpoBe/IeHO TOPIBHSIBHE TECTYBaHHS
JUTSL OIIIHKH MTPOXYKTHBHOCTI KOXKHOI MOJIeNi (CHCTeMH) B Pi3HUX 3aBIAHHSX, BKJIIOYAIOUH PO3B’I3aHHS JIOTTIHOTO 3a-
BJIaHHSI, HAIlMCaHHA €ce, aHali3 i3 NOJaJbIINM BHECCHHS MPONO3HULIH 1010 MOKpAIleHHsS BeO-CaiiTy Ta HAIMCAHHS
koxy HTML/CSS mst BeO-cropinku. Pesynbratu mifkpecmrorots Toi (akT, mo, He3Bakaroun Ha BH3HAHI IepeBaru
LUX MoJelel, iXHi (yHKLIIOHAIbHI XapaKTePUCTHKH iHO/I MOXKYTh OyTH 0OMe)eHi abo He BiANMOBIAAaTH O4iKyBaHHIM
IIpY BUKOHAHHI CIIenn(ivHNX 3aBJaHb, a BUOIp cucteMu (Mojeni) Oyae KOpUTyBaTHCS Y 3aJI€XKHOCTI BiJ] HOTped KopH-
CTyBadiB.
Kunrouosi cnosa: ChatGPT-4,Bard,OpenAl, GoogleAl wimyunuii inmenexm.

1.Beryn

Ha crorognimmiit nenp, mryunuid intenekt (I1I) mBuako HabyBae MOMyIIpHOCTI Y PI3HUX Ce-
KTOpax, BKJIIOYAIOYM KOPIIOPATUBHUM CBIT, Oi3HEC-KOJA Ta MOBCIKACHHE XHUTTA JIOAEH. 3acTocy-
BanHs LI B oO6macTsax, Ik-0T MenuIKHA, OaHKIBChKA cdepa Ta ypsAI0Bl CTPYKTYPH, CTAa€ BCE YacTi-
M. I nonernrye o0poOKy MaHUX, OCKUIBKM BOHA BiZOyBaeThCsl 6€3 BTpy4aHHS JIOACHKOI Mpalli
Ta 3a3BHYail 3a0e3Mevuye TOYHICTh BUKOHAHMX 3aBJaHb. 3TIAHO 31 CTaTHUCTHKOIO, ¥ 2023 pomi 35%
KommaHiii BukopucroByBaiu LI y cBoiii aismbHOCTI, a 90% opranizaniii BBaxkatoTh LI BaxxianBoio
JUIS NOCATHEHHS KOHKYPEHTHUX epesar [1].

CucTteMH ITYYHOIO IHTEIEKTY BIUIMBAIOTh 1 HA JIFOJICHKE MOBCSKAECHHS, CIIPOILYIOYH HACTYTIHI
aCIeKTH iX AISTBHOCTI: TUIAaHYBaHHS Ta OpraHi3allisl JeHHUX CIIPaB, BUKOPUCTaHHSA 3aC00iB eeKTH-
BHOCTI y (hiHaHCaX, HaBYaHHI Ta 370pOB'i TOIIO. 3aBAJKH HOMY, CyCHIJIBCTBO MOXKE €(EKTHBHIIIEC
BUKOPHUCTOBYBATH CBilf 4ac, OTPUMYIOUYH JOCTYII A0 MIBUAKOI Ta TOUHOI iH(opMarIii.

JlaHa cTaTTs 30CepepKeHa Ha aHajli31 0COOJIMBOCTEH IBOX MPOBITHUX CUCTEM IITYYHOTO 1HTE-
nexkty —Bard ta ChatGPT. Bona Bxiitouae B cebe MpakTUYHE MOPIBHSAHHS OJHAKOBUX MApaMeTpiB
000X CHCTEM, a TAKOXK BUSBJICHHS TIEpEeBar Ta HEJIOJIIKIB KOJKHOI 3 HHX.

2. Orasag mosHoOI moaedai ChatGPT

ChatGPT, ctBopena OpenAl, € cucteMoro reHeparlii TeKCTy, sika HaJICKUTb 10 cepii GPT
(Generative Pretrained Transformer). bazytounch Ha TpaHC(HOPMEPHINA apXiTEKTYpi, 11 MOJEh Ha-
BUCHA HA BEJIMKUX MAaCHBaX TEKCTOBHUX JaHMX JJIS TeHEpallii JaHUX MOJIOHMX 3a CTHIIEM HallMCaHHS
JI0 TEKCTYy, CTBOPEHUM JIFOANHO0. Po3pobieHa /it pearyBaHHs Ha 3anmuTu KopuctyBadiB, ChatGPT
MiAXOIUTH JUIsI BAKOPUCTAHHA y JI1aJOTOBUX IMPOTrpaMax, TaKuX K 4aT-00TH, 00CITyrOByBaHHS KIIi€-
HTIB Ta BipTyaibHI acucTteHTH. Llsg Momens Oyna TpeHOBaHA Ha JaHHMX 3 PI3HUX JDKEPEII, TaKUX SK
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[HTEepHET-pecypcH, KHUTH Ta COLIMEPEXi, 10 MO3BOJISE ili CTBOPIOBATH 3B'A3HI Ta KOHTEKCTYyallbHI
tekcToBi Bianosidi. 1lo6 BukopucroByBatu ChatGPT, KopucTyBad MOJa€ MigKa3Ky, TaKy sSK MH-
TaHHs 200 KOMEHTap, 1 MOJIEJIb TEHEPY€E BiJIMOBI/Ib, BPaXOBYIOYHM OTPHUMAaHI JIaHi Ta CBOE TOTMEPETHE
HaByaHHs. OnHiero 3 TonoBHUX nepeBar ChatGPT € ii 37aTHICTh 0 KOHTEKCTYaJIbHO PEJIEBAHTHOTO
TekcTy. Hanpukiian, mpu 3anutadHdi mpo Moy, MOJIEIh MOKE HaJaTH 1H(GOpMAIIito, 110 BKIIFOYAE Ha-
CTYIHI CJIOBa: CTHJIb, BOpaHH:, Kpiil. ChatGPT TakoxX MOXe IpOJ0BXKYBaTH A1ajor, BAKOPHUCTOBY-
I0OYX TIOTIEPETHIO PO3MOBY K KOHTEKCT. ChatGPT Tako 3aCTOCOBYETHCS ISl 1HIIUX 3a7a4, TAKUX
SK BIJNOBI/II HA MUTAHHS, y3aradbHEHHS Ta Kiacu]ikallis TEKCTy, 3aBISKU JOOMPAIIOBAHHIM TIij
KOHKpeTHI mim. L{s Mosiens € 4yacTHHOIO OUIBII TUPOKOT TEHICHIIIT BUKOPUCTAHHS BETUKUX MOBHUX
MOJIeJICH JIJIsl 3aCTOCYHKIB, 1[0 Ma€ MOTEHINaJI MEPETBOPUTH CIOCIO B3a€EMOJIIT 3 TEXHOJOTIAMH Ta
CIUIKYBaHHS 3 IPUCTPOSMH Ha OB MPUPOAHIN 1 IHTYITHBHO 3p03yMiTuii[2].

Bumie Oyno npeacraBieno 3aransuuii orisan Mmoaeni ChatGPT. Jlani My 30cepeuMocst Ha 1o-
piBHSIHHI IBOX Bepciii miei moneni: ChatGPT-3, mo 3'sBunacs y 2020 porti, Ta ChatGPT-4, Bunyiie-
HO1y 2023 pori. [le 103B0oMMTh HaM BU3HAYUTH, SIKA 3 IUX MOJICTICH KpaIle M AXOAUTh JIJIs TOPiBHS-
JBHOTO aHaJi3y 3 MO0 Bard.

ChatGPT-3 BUPI3HIETHCS CBOEIO BUCOKOTO 3IATHICTIO 10 PO3YMiHHS Ta CTBOPEHHS TEKCTiB. BiH
HaBYEHHUI Ha OOIIMpPHOMY CHEKTpi [HTepHeT-naHuX, Mo Hajxae omy mupoki 3HaHHA. g Monensb
e(heKTUBHO BUKOHY€E 0araro 3aBJlaHb, CTBOPIOIOYM OpHUTIHAIBbHI TeKcTH. OHAaK, BOHA MOXE J1aBaTH
HETOYHI BIJIMOBI/II Ta Ma€ TEHJICHIIIIO JI0 YIEPEIKEHOCTI, 0COOIMBO y CKIIATHUX CIIEHApiAx (TOOTO,
YMOBHO KaXKYyUH - MOXHCE «2ANIOYUHYBAMUY).

ChatGPT-4, 3 iHIoro 00Ky, MOKPAIIXB 3JaTHICTh PO3PI3HATH Ta BIAMOBIAATH Ha O1IBII CKJIa-
JHI MMTaHHA 3aBJISKU YIOCKOHANIEHIH TpaHchopMepHiit apxiTekTypi. Mozens oTpumana Oiblie Ha-
BUAIBHUX JIAHUX 1 3MEHIINJIA YacTOTy TOMMJIOK MOPIBHAHO 3 monepeaniMu Bepcisimu. ChatGPT-4
BUpINIy€ CKJIAJHI 3aBJaHHs TOYHIIIE Ta HAAIWHIIIE, TOKA3YIOUU Kpallle pO3yMiHHS KOHTEKCTy. Ta-
KOX, 10 GyHKIIIOHATY CUCTEMHU OYB TOJTaHWI HACTymHUHN (yHKIIIOHA: 00poOKa Ta reHepaitist rpadi-
YHUX 300paXkeHb, JOAATKOBI YTHIIITH Ha 00pOoOKy (haitniB obcsarom Oinbi, HixK 50 cropiHok. OHAK,
TTOTIPH TIOJIIIIIEHHS, BOHA BCE III€ CXUJIbHA JI0 JCSIKUX TIOMIJIOK, 1 11 CKJIaHICTh MOXE OTpeOyBaTH
Ounbie pecypceiB. Y Tabn. | HaBeaeHa MOPIBHSIBHA XapaKTEPUCTHUKA TIOTAaHUX MOJIEIICH.

Ta6muus 1 — IopiBHsutbHA XapakTtepuctuka GPT-3taGPT-4
Table 1 — Comparative characteristicGPT-3& GPT-4

XapakTepucTHKHI GPT-3 GPT-4
IMapamerpu 175 mapo Hapasi HegiooMo
MoaajabHicTh mexcm mexcm i 300pasicenHs

CrabKa y UpiuenHi CKi1aoHux 3a-

IIpoaykTUBHiCTH oau HA 0OHOMY PIBHI i3 TH0OUHOI0
CXUNBHICMb 00 YNEPeOtCeHOCmi | MeHw ynepeodcena ma Oilvu cma-
TIamroumHanii .
Ma NOMULOK OinvHa

ITosicaMO nmeaxi moHSTTS 13 Ta0. 1 BIIHOCHO JAHOTO JOCHIHKEHHS:

1. YV KOHTEKCTI MOBHHX CHCTEM, KaTEropis «ImapamMeTpu» BiIHOCITHCS A0 HAJAIITOBAHUX BHY-
TPIITHIX 3MIHHUX 200 IHITUX HAIAMTYBaHb. bibia KiJbKiCTh TapaMeTpiB BKa3ye Ha Te, IO IS MO-
JIeNb Kpale MPUCTOCOBaHA O BUBUEHHS Ta y3arallbHEHHs 3aKOHOMIPHOCTEHW Ha OCHOBI JaHUX, Ha
SKUX BOHA «HaB4anacs». GPT-3 Oyna BumymieHa 3 175 MinbspaaMu mapaMeTpiB, 10 poOUTH ii
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OJIHIEIO 3 HAHOIBbIKMX BeMUKUX Moxene (LargelLM). Tlpo mapamerpu GPT-4 odimiitHO HE TTOBII0-
MJISUTOCS, aJie MOYXKHA 3 YIIEBHEHICTIO Ka3aTH, 110 iX KIIbKICTh 3HAYHO TiepeBHIye 175 mipa.
2. GPT-3 € yHIMONIanbHOIO, TOOTO MOXKE TIPUIMATH JIMIIIEe TEKCTOBI JaHi. BoHa moxxe o0po0-

JISITH 1 TeHepyBaTu pi3Hi TEKCTOBI (hOpMHU, ajie HE MOXKke 00poOIIATH 300paskeHHs a00 1HII THUIH J1a-
HUXx. GPT-4 € MyJabTUMOMATILHOIO, BOHA MOXKE TIPUIMATH 1 CTBOPIOBATH TEKCTOBI 1 rpadiuHi BXiIHI

Ta BUXI/IHI J1aHi, 0 poOHTH i1 Habararo pisHOMaHITHIIIOK. BoHa, TakoX, MOKe BUKOHYBATH OLIBII
CKJIJ[H1 3aBJIaHHSI, SIKI BUMAaraloTh IMO€JHAHHS TEKCTOBOT Ta rpadidHOi BUXIIHOI iH(OpMaIlii, Taki K
MUCH, MAOUTTS MiJCYMKIB 200 mepekiiaj 300pakeHb.

3. [IpoIyKTUBHICTh CUCTEMHU BHU3HAYAETHC i1 3aTHICTIO aJ€KBAaTHO pearyBaTH Ha BXIJIHI 3a-
nutu. [le BimoOpakae, HACKITBLKH YCHIIITHO MOJIEITb BIIOBIIIOE CYyTh MOBHU Ta HaJla€ 3HAYYII BiAMOBIII.
Taky eekTUBHICTB 3a3BUYAll BUMIPIOIOTH 32 KPUTEPIAMH, SK: «30€HTEKEHICThY, «TOUHICTbY 1 «I1J1a-
BHICTB». 3aBISKH 30UIBIICHIN KiJTbKOCTI TApaMETPIB Ta PO3IMIUPEHUM MYJIbTUMOATHBHUM MOKIUBO-
ctsiM, GPT-4 Buniepemxae GPT-3 y TepMiHax ii IPOIyKTHBHOCTI.

4. TayroruHaliii B Mozieni — 1€ «BIATIOBII», K HE MAlOTh CEHCY a00 HE MalOTh BiJIHOIICHHS
710 OTPUMaHMX BUX1IHUX NaHUX. L{e BinOyBaeTbcs TOMY, 10 MOJIEINb IMTOKJIAIA€ThCS HAa CBOT IEPBUHHI
HaBYaJbHI JaH1 a00 3HaHHS, 00 reHepyBaTH HACTYITHI BiAMOBIII HA OCHOBI BUBUCHHUX IIa0JI0HIB. Y
po6ori [3]3a3HavaeThes, M0 UMOBIPHICTH ramronuHaniil y GPT-3 cranoButs Bif 15% no 20%. Xoga
Hapasi HeBIIOMO, HacKuTbku GPT-4 cxwnbHa 10 TaNIOIMHAIN, T€HEPAIbHHN JUPEKTOP KOMII.
OpenAl Cem AnbTMaH Kaxe, 0 «BOHA 2AIOYUHYE 3HAYHO MEHULE. .. ».

3BakalouM Ha yci apryMeHTH, J0XOAUMO BUCHOBKY: - GPT-4 nepesepurye GPT-3 y edexTus-
HOCTI, 1[0 € JIOTIYHUM, BPaXOBYIOUH, 110 KOKHE HOBE TOKOJIHHS MOJEIII IMMOKPAITy€E€ThCs, BUTIPABIIS-
I0YM HEJIOJIIKM Ta BHOCSYM 3HAUHI YAOCKOHAJEeHHs. ToMy, 1S MOpiBHAHHS 13 Bard, obupaemo Mo-
nenb GPT-4, ocKiTbKY BOHA BHSBJISIE MEHIIIE IOMUJIOK Y BIATIOBIASMX, Ma€ BUIILy TOYHICTh Ta MATPHU-
MY€ MYJIbTUMO/IAIbHI (DYHKIII].

3. Orasx moBHOI MoaeJi Bard

Bard API Bin Google— 11e IHCTpYMEHT, KU JT03BOJISIE PO3POOHUKAM OTPUMYBATH JOCTYT 10
JaHUX 3 PI3HUX JDKEpET 1 BUKOPHCTOBYBATH iX. BiH BUKopucTOBYE 00pOOKY mpHrpo1HOi MoBH (NLP)
JUTsl BIUTY4YeHHs iH(opMaIlii 3 pi3HUX THIIB JOKYMEHTIB, TaKuX K BeO-caittu, PDF-daitmm ta a1
TekcToBi opmaru. Okpim nonoBHeHHA nomryky Google, Bard moxe OyTu iHTErpoBaHMN y BeO-
caiitu, rargopMu 0OMiHY MOBIJOMJICHHSAMHU a00 MOJATKH Ui HAaJaHHS pealiCTUHYHUX BiAMOBiaeH
MIPUPOTHOIO MOBOIO Ha 3alUTaHHS KOPUCTYBaYiB.

Y rpynani 2023 poky Google Bard 6yB oHOBIIEHU 3a TOMOMOTOI0 HOBITHROI MOBHOI MOAEIi
Gemini. 1l1s mozaenb, pa3oM i3 TaKUMH TIOTIEpEeTHUKAMU, K Pathways Language Model 2 (PalLM 2)
ta Google's Language Model for Dialogue Applications (LaMDA), cTBOpeHa Ha OCHOBI apXiTeKTypH
Transformers, pospoonenoi Google B 2017 pori. 3aBmskud BiIKPUTOMY BUXITHOMY KOMIY
Transformer, 1151 apXiTeKTypa Jsri1a B OCHOBY YHCJIEHHHUX IHIIMX T€HEPATUBHUX 1HCTPYMEHTIB ILITY-
YHOTO 1HTEJIEKTY, B TOMY YHCIIi MOBHOI Moaen GPT-3, sika BukopuctoByerbes B ChatGPT.

Bard 30cepemxeHnii Ha MOLTYKOBUX MOKJIMBOCTSIX, HAMAralo4uch 3a0e3MeunTH OLIbII TPUPO-
JIHE BUKOPHCTAHHS MOBHUX 3aIIUTiB 3aMiCTh CTAHIAPTHHX KIIOYOBHX CJIiB. IOro mryunuii intenext
HABYA€THCS HA OCHOBI PEAJTbHUX JI1aJIOT1B, MPOTIOHYIOYH HE MTPOCTO BiAMOBIII, 8 KOHTEKCTyaTi30BaHy
iHpopmaniro. Bard po3pobieHo Takox A1 00pOOKH JOJATKOBUX 3alTUTaHb, 0 € HOBUHKOIO y cdepi
nomryky. Mae QyHKIii 1t ciiibHOT poOOTH Ta MOBIMHOI MEPEBIPKHU PE3yJIbTATIB, JAOMIOMAraryu
KOPUCTYBayaM y MepeBipii oTpuMaHoi iHpopmaiiii. BiH Tako iHTerpoBaHUi 3 PI3HUMHU J0JaTKaMU
Ta cepBicamu Google, Bxmrovarouu YouTube, Maps, Hotels, Flights, Gmail, Docs Ta Drive, 103BOJIsI-
I0YHM KOPHCTyBauyaM BUKOPHCTOBYBATH HOTO [ POOOTH 3 OCOOMCTUM KOHTEHTOM.
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GoogleBard, 3 ior0o po3MUpPEHUMHI MOYIIUBOCTSMH ITYYHOTO 1HTEIEKTY, TPOTIOHY€ KOPHCTY-
BayaM sl YHIKaJIbHUX QyHKIIH. OCh AesKi 3 KIIFOYOBUX:

1. Interparist 3 Google Lence nnst untanHs 300pakeHb. Tenep cTaB MOXJIMBUHN aHaji3 300pa-
’KEHHS1, PO3IIHPIOIOYH CBOI MOXKJIMBOCTI y pOOOTI 3 A1aJIOTOBUM TEKCTOM.

2. I'eneparris 306paxens. Po3poOHuKH 10121 PYHKITIFO CTBOPEHHS 300paKeHb, TOKPAIIYIOUn
Bi3yaJIbHI MOKJIUBOCTI.

3. BizyanbHa indopmartis 10 BiamoBiaen. Bard 31aTeH NTOMOBHIOBATH TEKCTOBI BIMOBI/II Bi3y-
aJIbHOIO 1H(OPMAITI€I0 I TITUOLMIOr0 PO3yMIHHS.

4. Mlupoka inTerpamis 3 cepBicamu Google. EdbextuBne interpyBanus 3 Google ceppicamu,
TaKUMU SIK KapTH, TOKYMEHTH, TaOJIMIII Ta 1HIIII.

5. ligTpumka rutarinis. Ilnarinu u1st po3mupeHHs cBoel (GyHKIIOHATBHOCTI, BKIIOYAI0YH 1H-
Terparliio 3 IHIIMMH BeO-caiTaMH 1 KOMIIaHIIMH.

6. 36epexeHHs yepHeToK. Bupimiena npoGiema BTpaTH BiNOBIICH TPH OHOBJICHH] BKJIAIKH.

7. Excnopt yaty ogHuM Ki1ikoM. OYHKIIisS eKCIOPTY BiAnoBiaen y Bard n0o3Bojsie KOPUCTYBa-
9gaMm Jierko 30epiratv cBOI BIAMOBIII IS TTOIAIBIIIOTO BUKOPHUCTAHHS [4].

4. llopiBasiabamii anamaiz ChatGPT-4 ta Bard

Posrnsimaemo mpakTHdHE MOPIBHSHHS JBOX MepeaoBux MoBHUX monenedt —ChatGPT-4 Bin
OpenAl 1 Bard Bix Google. O6uaBi i cuctemMu 6a3yl0ThCS Ha HAWHOBIIINX JTOCATHEHHSX Y rairys3i
IITYYHOTO IHTEJIEKTY Ta HEHPOHHUX MEPEXK, ajie BOJHOYAC MPOITOHYIOTh YHIKAIbHI XapaKTePUCTUKU
Ta QYHKIIOHATLHOCTI. 30CepeIMMOCs Ha IOPIBHSIHHI IXHIX 0COOIMBOCTEH, 3TaTHOCTI 10 BUKOHAHHS
PI3HOMAaHITHUX 3aBJaHb, @ TAKOX PO3TJITHEMO 1XHI CHJIBHI Ta CJIa0Ki CTOPOHU B KOHTEKCTI PI3HHX
CIICHapiiB BUKOpUCTaHH:. L{e OpiBHSIHHS JOTTOMOXKE KOPUCTYBa4aM 3pO3YMITH, SIKa 3 IUX MOJEIeH
Kparie migxoauTh IS IXHIX KOHKPETHUX MOTpeO.

[Tepmmii TecT BKIIOUATUME BUPIMIEHHS TOJOBOJIOMKH JJIs TUTITKIB. 3a1a4a (popMyIIIOEThCS
Tak: «V 12-nogepxositi 6y0ieni € auwie 00un aigpm. Ha nusicnbomy nogepci npodxcusae 2 1o0utu, i Ha
KOJICHOMY HACMYNHOMY N08epCi KiNbKiCmb MeuwKanyie noogoremuocs. Ha sxomy nosepci yboco 6y-
OUHKY Haudacmiule 8UKOPUCOBYIOMb KHONKY UKAUKY ighma?y. JIoridHO, 1110 Hal011bIlIe BUKITUKIB
midra BinOyBaeTbest Ha 1-my moBepci. Biamosiai mux Mozeneid, HaBeneHo Ha puc. 1.

¢,

A Bignosiab: 5-# nosepx.

Ha nepwomMy nosepci Xuee 2 NIOAVUHK, Ha APYroMy - 2 * 2 = 4 NIOAUHK, Ha TPETbOMY - 2 * 2 * 2 = 8 nioaen, | Tak aani.

Yum euwe nosepx, TuM Binblwe noaen Ha HboMy xuse. Tomy, Wob foixaT 4O CBOrO NOBEPXY, NIOAAM Ha BEPXHIX
nosepxax NOTPIGHO HAaTUCKATH KHONKY BUKNUKY NiPTa YaCTilWwe, HiX NIOAAM Ha HUXHIX NOBEPXax.

Ha 5-my noeepci xuse 2 * 2 * 2 * 2 = 16 niogen. Lie Hanbinblwa KinbKiCTb NIOAEH Ha OQHOMY NOBEPCI B UbOMY
6yauHky. ToMy, Ha 5-My noBepcCi KHONKa BUKNUKY NipTa HAMYACTIWe HATUCKAETLCS.

MNpaeunbHa BigNOBIAL: 5-1 NoBEpX.

ChatGPT

Y 12-nosepxoBoMy 6YAMHKY 3 ONNUCaHOH CXEMOHO 361AbLUEHHA KINIbKOCTI MELUKaHLIB Big
nosepxy A0 NOBEpXy, KHOMKa BUKAKKY NidTa vacTilwe 3a iIHWMX Bye HaTUCKAETbCA Ha 12-
My noeepci. Ha ubOMy NoBepCi NPOXMBAE HaMbiNbLLA KINbKICTb MeLKaHuie — 4096
0ci6. [-)

Puc. 1 — BignoBini Mojeneit Ha JOTiYHY 33129y
Fig.1 — Answers of models to a logical problem

29



ISSN 2519-2310 Computer Science &Cyber Security, Issue 2(24) 2023

3 pe3ysbTaTiB TECTYBaHHS CIIiI, 10 JKOIHA 3 MOJIeJIeH He Ha1ala MpaBWiIbHOI BiamoBiai. [Ipore,
Ha Kopucth ChatGPT-4, BiH IpaBWIIbHO BU3HAUUB KUIBKICTh JKUTEINIB Ha 12-My noBepci, Tofi sk Bard
3YNMUHUBCS Ha OOYUCIICHHSX I 4-T0 TIOBEPXY Ta MOMUIKOBO 3a3HAUMB S-U MOBEPX y CBOIHM BiAIO-
Bi.

Jpyruii TecT mojsiraTAME y CTBOPEHHI €ce Ha TeMY «3aXHUCT OCOOMCTHX JaHWX B iH(OopMaIriii-
HOMY TpocTopi» 3 00MexxeHHsIM y 2000 cumBoIIiB. Pe3ynbTaTu Iboro 3aB1aHHs OyAyTh IPEACTaBICHI
y TOpIBHSUTHHIN Tabi1.2. AHAMI3YI0UHM TaOauIto, i Big3HauuTH, mo ChatGPT-4 noTpuMaBcs BCTa-
HOBJICHOTO JIMITY 3 BiaxuneHHsIM y 14%, B Toii yac sik Bard nepeBUIMB 3a1aHuil 00CAT Maiike Ha
75%. BigHOomIEHHS KUIBKOCTI YHIKQIbHUX CIIB JI0 3araJibHOI KiTbKOCTI ckianae 72% minsa ChatGPT-
4157% nns Bard. CepenHs KUTBKICTB CITIB HA PEUYCHHS y KOXHOT Mojienm ctaHoBUTh 10% Bix 3ara-
apHOTO 00Csry. [Ipubnmsno uBepth, crBopeHoro ChatGPT-4, MICTUTh HEBAXJIHMBY iH(pOpMalliio, B
TOM Yac K y Bard 1ieii mOKa3HUK CTAHOBUTH IT'ITY YACTUHY BiJl YChOTO TEKCTY.

Tabmuus 2 — [opiBHsHHS cTBOpeHux ece ChatGPT-4taBard
Table 2 — Comparison of generated essays ChatGPT-4&Bard

IMapametp ChatGPT-4 Bard
KiabkicTs cumBoIiB 1726 3496
KiabkicTh ciiB 198 364
YHikanbHUX cIiB 142 206
KinbkicTh peyeHn 19 36
Yac Ha IPOYMTAHHS 1 xs. 2 xe.
Hesaxansa indgopmanis 26% 19%

CyTHicTh 3-T0 3aB/IaHHS MMOJIATANIA Y BAOCKOHAJICHHI BeO-caiiTy XapKiBCHbKOT'O HalliOHAJBHOTO
yHiBepcuteTy iMeHi B. H. Kapasina, 30cepemkyrodncs He MpOCTO Ha OMKCI PO3AiTiB, a Ha HOTo Ho-
JinmeHHi /it kopuctyBauiB. B pesynbrari ChatGPT-4 3anponoHyBaB Taki pillIeHHS: - OHOBJICHHS

Iau3aiiHy caiiTy;- po3poOKka MOOIIBHOI Bepcii; - CTBOpEeHHS GpopyMy UM yaTy A oOMiHy iH(pOpMa-
I€F0 MK a0ITypl€eHTaMHU W CTyJICHTaMU;- IPUBEACHHS CaUTy Y BIAMOBIAHICT 3 CYYaCHUMU CTaHIa-
pTamu BeO-Oe3neku. Bard e BUCYHYB IHII «ifei»: - J0AaBaHHS PO3ALIIB MPO ICTOPIIO 1 Tpaguiii
YHIBEPCUTETY, CydacHE KUTTS B YHIBEPCHUTETI, BI/IOMUX BUITYCKHUKIB Ta HAYKOBi JOCSATHEHHS; - T10-
KpaIIeHHS TOCTYIMHOCTI IS JTIOACH 3 00MEXEHUMHU MOKIMBOCTSMH, BKIIOUAIOYH 301UTBIIECHHS IIIPH-
Ty 1 amanTamiro A JII0ACH 13 BagamMu 30py; - (GOHOBI 3BYKH; - TOJAaBaHHS PO3AUTIB 3 BIATYKaMH,
HOBMHAMH Ta MOJISIMH i KapTOlO yHiBepcHTETy. TakuM YMHOM, MOJEJI BUCYHYJIH MOMITHO pi3Hi
MPIOPUTETH, CTOCOBHO TOTO, 110 BAKJIUBIIIIE IJIsI CANTY: - 3a0e3nedeHHs Horo 0e3meku ado 3pydHICTh
Ta 1IHPOPMATUBHICTH I HOT'O KOPUCTYBAUIB.

VY 4-my TecTi, 00pani Moaeni 3aiiManucs po3pookoro HTML ta CSS kony amst ronoBHOI cTopi-
HKH YMOBHOTO [HTepHET Mara3uHy oky’sipiB. OLiHIOIOYM PE3yJIbTaTH, SIKI IPEACTABIICH] Ha PHC. 2,
MO’KHA BiJI3HAYUTH, 10 Bard BusBUBCS OUIbIN e(DEKTHBHUM Yy BUKOHAHHI 3aBAaHHsA. Ha TonoBHI
CTOpIHIII, CTBOPEHil came Bard, Oynu He TUTbKM OCHOBHI TIOCHJIAHHS HA aCOPTUMEHT, KOHTAKTH Ta
MIOBEPHEHHS Ha FOJIOBHY CTOPIHKY, ajie i BIOPSIKOBaHI KaTeropii ToBapiB, Taki K 4OJIOBIYi i KiHOU1
OKYJISIPH, OKYJISIPH JIJIS1 KOPEKITIT 30py, a TAKOXK CIeIialibHI MPOTIO3UITT 1 3HIKKH.

Omxe, miaOMBAIOYM MiJICYMKH BCiX TECTOBUX 3aBIaHb, BAKOHAHUX 000Ma MOJIEISIMH, CIIiJ] 3a-
3HAYMTH, 10 BUOIP MK HUMH 3aJIe)KaTUMe BiJ] cierrdivHuX MoTped KopucTyBadiB. Tak, 3a OqHAKO-
BHX YMOB OOMIBI MOJIENI TIOKA3aJId Pi3HI PE3yabTaTH, i1HO/1 HABITh BIJCTYMAIOYH BiJl CBOIX 3BUYAK-
HUX «CuIbHUX» cropiH. Hampuknan, xoua ChatGPT-4 4yacto peKOMEHAYETbCS JJsi BUKOHAHHS
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3aBJaHb IPOTPaMyBaHHS, Y IIbOMY IMOPIBHSUIBHOMY aHaTi31 BUKOHAHHS TECTOBUX 3aBJaHb, BIH MOKa-
3aB MEHIII 3HAYYUIl pe3yNbTaTH, Hik Bard. Bonnouac, Bard He 3Mir e(peKTHBHO BIOpATUCS 13 MPOC-
TUMHU 3aBJIaHHSIMH Ha PO3B’sI3aHHS 3BHUANHOI JIOTIYHOT 3a/1a4i.

e TonoBHa
e Karanor
e IIpo Hac
o KoxTtaktn

HonyasipHi oKyasipu

Lo Oxynsapn Moxens 1
Oxkynsgpn Mozxens |

© 2023 OmnaliE-MarasiH okyaspis. Bei npaea

3aXIIIIeHI.
a)
OHﬂaﬁ“ MarasuH ORyJ"lpiB CoHne3axucHi oky.Ispu
Tonosxa Ipo nac Topapn KoHTakin OKyZApII 215 3aXIICTY BLI COHIA BLI BLIOMIIX OpeH:liB
* . Oxyaspn | ¢ . Oxynapu 6
OKyJIsIpH 17151 10./10BiKIB CrnopTHBHI OKY/IApH
CTIUIBHI OKYZIAPII V1S YOTOBIKIB BLI BLIOMIIX OpeH:liB OKy74pII V14 AKTIIBHOTO BLAMOYIIHKY BLI HAMITHIIX BIPOOHIIKIB

* ».Okynapn 2 00
AKuii Ta 3HHAKKH
OKRYJIsIpH 111 KiHOK .
¢ o Oxynapn

Mo1Hi OKYIAAPII U1K AKIHOK Ha OYIb-AKINT CMaK

e e ¢ Okyasipu 10 -50%
¢ L».Oxynapn 3
OKyZIApI IUIA 30pY 31 3HILKKOIO 10 50%
Ol\) JISIpH IS J1ITeH o POxynspn s

3pyuHi Ta CTIUTBHI OKY/IAPH JUIA JiTeil . .
P e Connesaxucui okyasipu 10 -30%

Tonapn CoHue3axIICHI OKY/IAPII 31 3HIDKKOK 10 30%
* ».Oxynapn 4 * ».Oxynapun 9
OKyaspH 175 30py CoopruBHi oky.Isipu 10 -20%

OKy24pIl 14 KOPEKUii 30py BLI MPOBLIKIIX BIPOOHIIKIB CIOpPTIBHI OKYASPII 3i JHILKKOI 110 20%

¢ ».Okynapn 5

Copyright © 2023

b)
Puc.2— PesynbraTn kommimsiii koxy,ctBopenoro ChatGPT-4 (a) Ta Bard (b)
Fig. 2 — Results of compiling the code generated byChatGPT-4 (a)&Bard (b)

5.BucHOBKM

VY poboTi npeacTaBiaeHUi MOPIBHAIIBHUNA aHaM3 poOOTH JBOX MPOBIIHUX MOJIEICH IITYYHOTO
inTenekty — ChatGPT-41aBard. B pe3ynbTari BUKOHAHHS HU3KU TECTOBHX 3aBJaHb OYyJIO MiATBEp-
JDKEHO, 10 BUOIp MK HEOOX1THOIO MOJICIUTIO, 3aJICKHUTh BiJl KOHKPETHUX MOTPeO ii KOPUCTYBaUiB,
OCKUIBKY KOKHA 3 HUX JIEMOHCTPYE TIOMITHO Pi3HI pe3ybTaTH.

o nepear ChatGPT-4 (3a mpoBeaeHUMH JOCIIKEHHSIMHM ) CJIIJT BITHECTH TOYHI MaTEMaTHIH1
PO3paxyHKU, BUKOHAHHSA 33]1a4 3 MIHIMAJILHUMHU BIIXUJICHHSIMH BiJl YMOB, a TaKOK KOHKPETHI IO-
panu ans nojinmeHHs BeO-caiTy. Ha BiaMiHy Bif HbOTO, Bard miaTBepAUB OLTBII MHUPOKUAN MiAX1A
70 3aBJlaHb, BUXOJSYM 332 PAMKH 3aJJaHMX YMOB Ta MPOIMOHYIOYM KOPUCTYBadaM OUTBIN aKTyasbHi
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(BapiatuBHi) pimeHHs. [1{og0 Heqo0MiKIB, TO OOUABI MOAECII IEMOHCTPYIOTH TIEBHI «CIA0KOCTI» B ajl-
TrOpUTMaXxX «JIOTTYHOTO MHCJICHHS». TakoXk, TECTyBaHHS Ha reHepalliro 300pakeHb He MPOBOAUIIOCS
yepe3 00OMEeKEHHS OHIET 3 MOJCIICH, MPOTE OOMIBI CHCTEMH TIPOJIOBKYIOTh O0€3MepepBHO PO3BUBA-
THUCS i HABYATHUCS, IO CKOPIII 32 Bce, Oyzie peai3oBaHO B HAWOINKIOMY MaiOyTHBOMY.
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Comparative analysis of artificial intelligence based on existing ChatBots.

Abstract.This paper presents a comprehensive analysis of two leading artificial intelligence (41) systems — ChatGPT-4 from OpenAl
and Bard from Google Al. It also provides an overview of the development of artificial intelligence in various fields and its impact on
human daily life, especially in areas such as medicine, finance, public administration, etc. A detailed comparison of different versions
of ChatGPT (GPT-3 and GPT-4) is carried out by discussing and analyzing their capabilities, improvements, and limitations. The
article also discusses the integration of the Bard system with Google services, its unique functionality, and the latest updates. The
purpose of the study is to compare the capabilities of ChatGP-4T and Bard Al systems, highlight their strengths and weaknesses, as
well as their practical application. Comparative testing was conducted to evaluate the performance of each model (system) in various
tasks, including solving a logical problem, writing an essay, analyzing followed by making suggestions for improving the website and
writing HTML/CSS code for a web page. The results highlight the fact that, despite the recognized advantages of these models, their
functional characteristics may sometimes be limited or not meet expectations when performing specific tasks, and the choice of system
(model) will be adjusted depending on the needs of users.

Keywords: ChatGPT-4,Bard, OpenAl, GoogleAl, Artificial Intelligence.
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Abstract: The article is devoted to the study of categories of cyber incidents and their prioritization in the context of
information security. It discusses the main sources that provide information about cyber threats and defines their role
in detecting and analyzing incidents, and provides tools for collecting and analyzing data. The concepts of event, inci-
dent, and crime and the relationship between them are discussed. The author provides a classification of various types
of cyber threats, how they are coded, their characteristics and impact on information systems. Examples of the use of
cyber incident classification are given. The authors of the article also consider specific types of cyber incidents that
may occur in various fields of activity and the threats they pose to various information systems. The necessity and
methods of determining priorities in responding to cyber threats are substantiated, which allows for the effective allo-
cation of resources and the implementation of preventive cyber security measures. The approach to assessing and clas-
sifying incidents according to their possible impact on the organization's activities, information security and ability to
recover from cyber attacks is revealed. The article highlights various approaches and methodologies for identifying and
managing information security risks, including the use of standards, models and assessment tools. This article is a
resource for cybersecurity professionals, researchers, and executives interested in risk management and information
asset protection in today's digital environment.

Keywords: Cyber Security, Cyber Incident, Intrusion Detection System, Categories of Cyber Incidents, Prioritization
of Incidents, Information Security Risks.

1. Introduction

Cybersecurity in today's world is defined as a critical component of security as our society
becomes increasingly digital. Means of protecting personal information, information systems and
data of corporations and financial institutions, government agencies and critical infrastructure help to
reduce the risks of cyberattacks and their consequences. Given the rapid technological development,
the importance of cybersecurity is increasing as new technologies, such as the Internet of Things and
artificial intelligence, create new vulnerabilities that require effective protection strategies. Thus, cy-
bersecurity is becoming essential to ensure stability, protect personal information and national inter-
ests, requiring cooperation between government, business and civil society to develop and implement
effective measures.

Prioritizing the handling of cyber incidents depending on the risks they pose to information
systems is a crucial element of effective cyber defense. This allows cybersecurity professionals to
optimize the use of resources, directing them to the most critical scenarios and minimizing possible
losses for the organization. Rapid response to high-risk cyber incidents ensures that critical systems
remain functional and helps to avoid negative consequences for business processes. Taking risks into
account also helps to take preventive measures, improve security strategies, and comply with regula-
tory requirements. This systematic approach to cybersecurity management allows it to effectively
detect, respond to, and prevent cyber threats, providing reliable protection for information systems
and preserving the organization's reputation.

2. Detecting cyber security incidents
Collecting and analyzing data on cyber incidents is a task that presents a number of challenges
and complexities. First, information about cyber threats can be scattered across a variety of sources,
such as system logs, network data, information from antivirus systems, vulnerability reports, etc. This
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requires the development of a comprehensive strategy for collecting and integrating data from various
sources.

An additional challenge is that attackers are constantly improving their methods, using new
technologies and tactics to evade detection. This poses a challenge for cybersecurity analysts: to con-
stantly update their knowledge and tools to effectively detect and analyze new threats.

When it comes to tools for collecting and analyzing cyber incident data, there are a variety of
software and hardware tools. Software tools include security intrusion detection systems (S/EMs),
which provide centralized log collection and analysis, as well as intrusion detection systems (/DSs)
and vulnerability detection systems (VDSs). Some platforms, such as Splunk, ELK Stack, or IBM
QRadar, allow you to aggregate data from different sources and provide event correlation capabilities
to identify potential threats.

There are also advanced tools for analyzing network traffic, such as Wireshark, or for detecting
anomalies in systems, such as Darktrace. It is also important to use intelligent data analysis systems
based on artificial intelligence (A7) to automatically detect anomalies and patterns that may indicate
cyber threats.

The following event logs can be used by an organization to assist with detecting and investigat-
ing cyber security incidents [1]:

e Cross Domain Solutions: May assist in identifying anomalous or malicious network traffic
indicating an exploitation attempt or successful compromise.

e Databases: May assist in identifying anomalous or malicious application or user behavior in-
dicating an exploitation attempt or successful compromise.

e Domain Name System services: May assist in identifying attempts to resolve malicious do-
main names or Internet Protocol (IP) addresses indicating an exploitation attempt or success-
ful compromise.

e FEmail servers: May assist in identifying users targeted with phishing emails thereby helping
to identify the initial vector of a compromise.

e (Gateways: May assist in identifying anomalous or malicious network traffic indicating an
exploitation attempt or successful compromise.

e Multifunction devices: May assist in identifying anomalous or malicious user behavior indi-
cating a cyber security incident or malicious insider activity.

e Operating systems: May assist in identifying anomalous or malicious activity indicating an
exploitation attempt or successful compromise.

e Remote access services: May assist in identifying unusual locations of access or times of ac-
cess indicating an exploitation attempt or successful compromise.

e Security services: May assist in identifying anomalous or malicious application or network
traffic indicating an exploitation attempt or successful compromise.

e Server applications: May assist in identifying anomalous or malicious application behavior
indicating an exploitation attempt or successful compromise.

e System access: May assist in identifying anomalous or malicious user behavior indicating an
exploitation attempt or successful compromise.

e User applications: May assist in identifying anomalous or malicious application or user be-
havior indicating an exploitation attempt or successful compromise.

e Web applications: May assist in identifying anomalous or malicious application or user be-
havior indicating an exploitation attempt or successful compromise.

e Web proxies: May assist in identifying anomalous or malicious network traffic indicating an
exploitation attempt or successful compromise.
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3. Categories of cyber incidents

Not all events recorded in logs are directly indicative of cyber incidents, and this is due to
several factors. First, log files include a wide range of information that can be the result of normal
system or network operation. Many events can be related to normal operations, system updates, or
even erroneous questions from users. Secondly, not every unusual or anomalous event is a cyber
incident. Some anomalies can be the result of temporary system malfunctions, misconfigurations, or
random events. Without the proper context and analysis, it is difficult to determine whether an event
poses a real cybersecurity threat.

For the purpose of defining categories of incidents it is important to have a clear concept of the
different scopes of an event, an incident and a crime.

An event can be defined as any observable occurrence that happened at a point in time in a
system or network, especially one of importance. Thus, an event does not necessarily imply an ad-
verse situation or a malicious activity [2].

For instance, «to send an email» or «to make a phone cally are events with no malicious impli-
cation.

On the other hand, a security incident necessarily implies a human-caused adverse event, usu-
ally with a malicious nature, which is oriented to cause a disruption of any system or network.

It is important to underline that incidents arising from negligence, as well as attempts that fail,
also fall under the concept of a security incident. Examples of security incidents are «SQL injectiony
or «Cross-Site Scripting» attacks.

As can be observed below in Fig. 1, any security incident is considered an event but not any
event is considered a security incident.

Events

Security Incidents
@ Common Taxonomy for LEAs and CSIRTs

Fig 1 - Events, Security incidents, Crimes and Common Taxonomy ecosystem

Also not every security incident has a crime penalty, therefore only the security incidents able
to be criminally prosecuted will be the ones falling under the scope of Common Taxonomy for LEAs
and CSIRTs To clarify this, see the Fig. 1 below.

Different categories of cyber incidents manifest themselves in different ways in information
systems and have different impacts on them. The threat level of a cyber incident may depend on its
category.There are many different lists of cyber incident categories that take into account different
aspects and characteristics of digital threats such as the type of attack, privacy impact, attack targets,
and methods used by attackers. For example, the State Service for Special Communications and In-
formation Protection of Ukraine provides the following list, which is developed using and complies
with the recommendations of the European Cyber Security Agency (ENISA Reference Incident Clas-
sification Taxonomy), as well as the joint document of ENISA and the European Cybercrime Centre
Europol (Common Taxonomy for Law Enforcement and The National Network of CSIRTs) [3].
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According to the Table 1, a cyber incident can be described using the incident category code
and the incident type code:
Example 1:Incident code: 01.01; Incident type: Spam.
Example 2: Incident code: 02.04; Incident type: Malicious connection.

Table 1 - Categories of cyber incidents

Code
XX

Incident
category

Code
XX

Type
of incident

Description of the type
of incident

2

3

4

5

01.

02.

Abusive content

Malicious Code

01

01

Spam

Malware infection

Sending unwanted messages or a
large number of messages

(flooding)
Spyware detected in the system

02

Malware distribution

Distributing spyware, for example,
by sending out emails containing
malware attachments or links to
download it.

03

Command & Control
(C2)

A system that is used as a command
and control point for a botnet and/or
serves as a collection point for infor-
mation stolen by botnets.

04

Malicious connection

Connection attempts  from/to
IP/URL - an address associated with
a known spyware, such as C2C, or a
distribution resource for compo-
nents associated with a particular
botnet activity.

03.

04.

Information
Gathering

Intrusion Attempts

01

Scanning

Collecting information about sys-
tems or networks.

02

Sniffing

Unauthorized interception (logical
or physical) and analysis of network
traffic.  Unauthorized monitoring
and reading of network traffic.

03

01

Phishing

Vulnerability exploita-
tionattempt

An attempt to collect information
about a user or system using social
engineering  techniques  (mass
emails aimed at collecting data, may
contain links to phishing sites)

Attempted intrusion by exploiting a
vulnerability in a system, compo-
nent, or network

02

Login attempts

An attempt to log in to services or
authentication/access mechanisms.
An unsuccessful attempt to match
authentication credentials or use
previously compromised credentials
that are no longer relevant.
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Continuation of the Table 1

05.

Intrusion

01

Account compromise

5

Actual intrusion into a system, com-
ponent or network by compromising
a user or administrator account

02

System compromise

An actual intrusion into a system or
its component, service, or applica-
tion through the exploitation of a
vulnerability in a component or net-
work. Unauthorized access to a sys-
tem or component bypassing the ac-
cess control system.

06.

Availability

01

DoS/DDoS

Animpact on the normal functioning
of a system or service that is
achieved by sending requests from
one or more sources to the target re-
source to overload the bandwidth or
system resources.

02

Sabotage

Actions (intentional or uninten-
tional) aimed at damaging the sys-
tem, interrupting processes, chang-
ing or deleting information, etc.

03

Outage, no malice

Failure of a system or its compo-
nents without malicious interfer-
ence.

07.

Information Content
Security

01

Unauthorized access to
information

Unauthorized access to information.
Unauthorized sharing of a specific
set of information.

02

Unauthorized modifi-
cation of info

Unauthorized modification or dele-
tion of a certain set of information.

08.

Fraud

01

Fraudulent site

Creating phishing sites to collect
authentication or other user data.
Using the institution's resources for
purposes other than those intended.

09.

Vulnerable

01

Vulnerability

The presence of known vulnerabili-
ties in the system or its components
that are open to exploitation.

02

Misconfiguration

Flaws in the settings that can be ex-
ploited by an attacker (default set-
tings, etc.).

10.

Other

01

Undetermined incident

Insufficient data to process the inci-
dent.

4. Incident prioritization

Prioritizing the handling of the incident is perhaps the most critical decision point in the incident
handling process. Incidents should not be handled on a first-come, first-served basis as a result of
resource limitations. Instead, handling should be prioritized based on the relevant factors, such as the
following [4]:
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e Functional Impact of the Incident. Incidents targeting I'T systems typically impact the business
functionality that those systems provide, resulting in some type of negative impact to the users
of those systems. Incident handlers should consider how the incident will impact the existing
functionality of the affected systems. Incident handlers should consider not only the current
functional impact of the incident, but also the likely future functional impact of the incident
if it is not immediately contained.

e Information Impact of the Incident. Incidents may affect the confidentiality, integrity, and
availability of the organization’s information. For example, a malicious agent may exfiltrate
sensitive information. Incident handlers should consider how this information exfiltration will
impact the organization’s overall mission. An incident that results in the exfiltration of sensi-
tive information may also affect other organizations if any of the data pertained to a partner
organization.

e Recoverability from the Incident. The size of the incident and the type of resources it affects
will determine the amount of time and resources that must be spent on recovering from that
incident. In some instances it is not possible to recover from an incident (e.g., if the confiden-
tiality of sensitive information has been compromised) and it would not make sense to spend
limited resources on an elongated incident handling cycle, unless that effort was directed at
ensuring that a similar incident did not occur in the future. In other cases, an incident may
require far more resources to handle than what an organization has available. Incident handlers
should consider the effort necessary to actually recover from an incident and carefully weigh
that against the value the recovery effort will create and any requirements related to incident
handling.

Combining the functional impact to the organization’s systems and the impact to the organiza-
tion’s information determines the business impact of the incident—for example, a distributed denial
of service attack against a public web server may temporarily reduce the functionality for users at-
tempting to access the server, whereas unauthorized root-level access to a public web server may
result in the exfiltration of personally identifiable information (PII), which could have a long-lasting
impact on the organization’s reputation.

The recoverability from the incident determines the possible responses that the team may take
when handling the incident. An incident with a high functional impact and low effort to recover from
is an ideal candidate for immediate action from the team. However, some incidents may not have
smooth recovery paths and may need to be queued for a more strategic-level response—for example,
an incident that results in an attacker exfiltrating and publicly posting gigabytes of sensitive data has
no easy recovery path since the data is already exposed; in this case the team may transfer part of the
responsibility for handling the data exfiltration incident to a more strategic-level team that develops
strategy for preventing future breaches and creates an outreach plan for alerting those individuals or
organizations whose data was exfiltrated. The team should prioritize the response to each incident
based on its estimate of the business impact caused by the incident and the estimated efforts required
to recover from the incident [5].An organization can best quantify the effect of its own incidents
because of its situational awareness.

Table 2 provides examples of functional impact categories that an organization might use for
rating its own incidents. Rating incidents can be helpful in prioritizing limited resources.

Table 3 provides examples of possible information impact categories that describe the extent
of information compromise that occurred during the incident. In this table, with the exception of the
“None” value, the categories are not mutually exclusive and the organization could choose more than
one.
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Table 2 —Functional Impact Categories

Category Definition

None No effect to the organization’s ability to provide all services to all users

Minimal effect; the organization can still provide all critical services to all users but

L .
ow has lost efficiency
Medium Organization has lost the ability to provide a critical service to a subset of system
users
High Organization is no longer able to provide some critical services to any users
Table 3 —Information Impact Categories
Category Definition
None No information was exfiltrated, changed, deleted, or otherwise compromised
Privacy Sensitive personally identifiable information (PII) of taxpayers, employees, benefi-
Breach ciaries, etc. was accessed or exfiltrated
Proprietary Unclassified proprietary information, such as protected critical infrastructure infor-
Breach mation (PCII),was accessed or exfiltrated
Integrity Loss | Sensitive or proprietary information was changed or deleted

Table 4 shows examples of recoverability effort categories that reflect the level of and type of
resources required to recover from the incident.

Table 4 - Recoverability Effort Categories

Category Definition

Regular Time to recovery is predictable with existing resources

Supplemented | Time to recovery is predictable with additional resources

Extended Time to recovery is unpredictable; additional resources and outside help are needed

Not Recoverable

Recovery from the incident is not possible (e.g., sensitive data exfiltrated and posted
publicly); launch investigation

5. Criticality levels of cyber incidents
Taking into account the above, the following consider a list of criticality levels of cyber inci-

dents developed by the State Service for Special Communications and Information Protection
of Ukraine [6]:

level 0, non-critical (white) - a cyber incident/cyber attack does not threaten the sustainable,
reliable and normal operation of information, electronic communication, information and
communication systems, technological systems;

level 1, low (green) - a cyber incident/cyber attack directly threatens the sustainable, reliable
and normal operation of information, electronic communication, information and communi-
cation systems, technological systems, but does not threaten the security (confidentiality, in-
tegrity and availability) of information and data processed by them;

level 2, medium (vellow) - a cyber incident/cyber attack directly threatens the sustainable,
reliable and normal operation of information, electronic communication, information and
communication systems, technological systems, which creates prerequisites for violating the
security (confidentiality, integrity and availability) of information and data processed by
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them, and creates prerequisites for the termination of functions and/or provision of services
by critical infrastructure;

e Jevel 3, high (orange) - a cyber incident/cyber attack directly threatens the stable, reliable and
normal operation of information, electronic communication, information and communication
systems, technological systems, violates the security (confidentiality, integrity and availabil-
ity) of information and data processed by them, resulting in potential threats to national secu-
rity and defense, the state of the environment, the social sphere, the national economy and its
individual sectors, and the termination of business. Response at this level may require the
involvement of forces and means of more than one main actor of the national cybersecurity
system;

o level 4, critical (red) - a cyber incident/cyber attack directly threatens the stable, reliable and
normal operation of several information, electronic communication, information and commu-
nication systems, technological systems, violates the security (confidentiality, integrity and
availability) of information and data processed by them, resulting in real threats to national
security and defense, the state of the environment, the social sphere, the national economy
and its individual sectors, and the cessation of A cyber incident/cyber attack may have a cross-
border impact. Response at this level requires the involvement of forces and means of the
main actors of the national cybersecurity system;

o Jlevel 5, emergency (black) - a cyber incident/cyber attack directly threatens the sustainable,
reliable and normal operation of a significant number of information, electronic communica-
tion, information and communication systems, technological systems, violates the security
(confidentiality, integrity and availability) of information and data processed by them, result-
ing in imminent threats to the full functioning of the state or threats to the lives of Ukrainian
citizens. A cyber incident/cyber attack may have a cross-border impact. Response at this level
requires maximum involvement of the forces and means of the main actors of the national
cybersecurity system and other cybersecurity actors.

6.Information security risk assessment methods

The development of Information Security Risk Assessment methods is a key element of effec-
tive cybersecurity and risk management in the modern information environment. This is important
due to the complexity of cyber threats that are constantly changing and evolving. Today's information
environment faces diverse and ever-changing cyber threats, and creating risk assessment methods
helps identify, analyze, and manage these threats. Attackers are constantly developing new methods
and techniques, so it is important to have effective methods to identify, assess, and manage these
threats. Information is one of the most valuable assets for many organizations, so risk assessment
methods help determine which data is most valuable and vulnerable. This makes it possible to develop
strategies to protect it effectively.

Most organizations have limited resources, so it's important to allocate those resources effec-
tively to maximize security. Risk assessment methods help to prioritize and cost cybersecurity
measures. The risk assessment also takes into account compliance and regulatory requirements, help-
ing to determine how well existing standards are met and where improvements can be made. The idea
that risk assessment is a tool for proactively identifying potential problems and solving them before
they lead to cyber incidents is important. Creating risk assessment methods is a strategically important
task for any organization seeking to ensure reliable cybersecurity and reduce the impact of infor-
mation threats.
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There are a significant number of Information Security Risk Assessment (ISRA) methods that

have been developed by various organizations. These methods help to identify, analyze and manage
risks to ensure effective cyber defense:

CIRA is a risk assessment method developed primarily by Rajbhandari and Snekkenes [7].
CIRA frames risk regarding conflicting incentives between stakeholders, such as information
asymmetry situations and moral hazard situations. It focuses on the stakeholders, their actions
and perceived outcomes of these actions.

CORAS is a UML (Unified Modeling Language) model-based security risk analysis method
developed for InfoSec. CORAS defines a UML-language for security concepts such as threat,
asset, vulnerability, and scenario, which is applied to model incidents.

The CCTA Risk Analysis and Management Method (CRAMM v.5) is a qualitative ISRA
method. CRAMM 1is specifically built around the supporting tool with the same name and
refers to descriptions provided in the repositories and databases present in the tool.

FAIR (Factor Analysis of Information Risks) is a risk assessment method and one of the few
primarily quantitative /SRA approaches. FAIR breaks risks down into twelve specific factors,
which contains four well-defined factors for the loss and probability calculations. FAIR in-
cludes ways to measure the factors and to derive quantitative analysis results.

The Norwegian National Security Authority Risk and Vulnerability Assessment (NSM
ROS) [8] approach was designed for aiding organizations in their effort to become compliant
with the Norwegian Security Act.

OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation) Allegro meth-
odology is the most recent method of the OCTAVE-family, aimed at being less extensive than
the previous installments of OCTAVE. It is a lightweight version of the original OCTAVE and
was designed as a streamlined process to facilitate risk assessments without the need for In-
foSec experts and still produce robust results.

ISO/IEC 27005:2011 - Information technology, Security techniques, Information Security
Risk Management details the complete process of ISRM/RA, with activities with each task.
Centers on assets, threats, controls, vulnerabilities, consequences and likelihood.

The current installment of the NIST SP 800-30 - Guide for Conducting Risk Assessments is
at revision one, and was developed to further statutory responsibilities under the Federal In-
formation Security Management Act. NIST SP 800-30 rev. one was designed for larger and
complex organizations. The purpose of the publication was to produce a unified information
security framework for the U.S. federal government, and the framework shows signs of being
created to manage complexity.

The ISACA (Information Systems Audit and Control Association) Risk IT Framework and
Practitioner Guide is an ISRM/RA approach where the Practitioner Guide complements the
Risk IT Framework. The former provides examples of how the concepts from the framework
can be realized. It is an established approach developed by ISACA, based on VallT and CoblIT,
and, therefore, has a business view on risks, defining several risk factors.

Privacy impact assessments are methods that are supposed to address risks to privacy in a
system or a project. The Norwegian Data Protection Authority’s (Datatilsynet) Risk Assess-
ment of Information Systems (RALS) are ISRA guidelines that primarily are designed for aid-
ing data handlers in their effort to become compliant with the Norwegian Data Protection and
Privacy Act and corresponding regulations.

Outsourcing services to the cloud brings new risks to the organization. Microsoft’s Cloud Risk
Decision Framework is a method for risk assessing cloud environments [9].
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7. Conclusions

Detecting and analyzing cyber incidents is a task that requires significant resources and a wide
range of data from a variety of sources. Analysts and cybersecurity professionals need to quickly
collect, process, and analyze information to effectively detect and respond to cyber threats. Deter-
mining the categories of cyber incidents and their criticality levels is a complex process that also
requires significant resources. This is an important component of properly classifying and prioritizing
incidents to ensure a fast and effective response to the most critical events. Improving the cyber inci-
dent response process is driven by a large number of developed information security risk assessment
methods. These methods allow organizations to effectively identify, assess and manage risks, as well
as improve their security strategies. The application of these methods contributes to a more accurate
and systematic approach to cybersecurity management and ensures reliable protection of information
assets.
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MeToau BU3HAYCHHS KaTeropii kidepiHuuaeHTiB Ta oninky pu3HKiB iHdpopmaniiinoi 6e3nexn.

AHoTamisi. CTaTTs NpUCBsSYCHA BUBYCHHIO KaTeropii KibepiHIUIeHTIB Ta iX npiopure3sauii B KOHTEKCTI iHpopMariiinoi 6e3nexu. Po-
3MIISIAIOTHCST OCHOBHI JKepena, M0 HaJaloTh iHpOpMaIliio Mpo Kibep3arpo3uil BU3HAYAETHCS X pOJIb Y BHSBIICHHI Ta aHai31 iHIMIe-
HTiB, HABOUITHCSI IHCTPYMEHTH JJIs1 300Dy, Ta aHaji3y AaHuX. PO3risigaroThest HOHTTS MOIT, IHINACHTY i 37I0YMHY Ta CITiBBiIHOIICHHS
MK HuUMH. HaBonmuThes kiiacudikariist pisHOMaHITHUX THUIIB Kibep3arpos, crocid ix cucremarusarii, XapaKTepUCTUKH Ta BIUIUB Ha
inpopmauiitai cucremu. IIpeacrasieHi npukiIaad BUKOPUCTaHHs Kinacubikanil KiOepiHINASHTIB. ABTOPH PO3IIIsIal0Th, TAKOK, CIe-
uudivHi BUAM KiOEPiHIMACHTIB, [0 MOXXYTh BUHHKHYTH B Pi3HUX cdepax HisuIbHOCTI Ta HeOe3neku it iHpopMalifHIX CHCTEM SIKi
BOHH CTaHOBIIAATh. OOIPYHTOBY€ETHCSI HEOOXIIHICTD Ta METOJM BI3HAUCHHS NIPIOPHUTETIB Y pearyBaHHI Ha Kibep3arposu, o J03BOJIsIE
e(heKTUBHO PO3MOIIISITHA PECYpCH Ta 3iMCHIOBATH IMOIEPEKYBaNbHI 3aX0au 3 KibepOesneku. Po3KpUBa€eThCs MigXiA A0 OLIHKU Ta
knacugikamii iHIUISHTIB 3a iX MOMJIMBUM BIUIMBOM Ha JISUTHHICTH OpraHi3aiii, 3aXucT iH(popMallil Ta 3JaTHICTh BiJIHOBIIOBATUCS
micist Kibeparak. BHCBITIIIOIOTHCS pI3HOMAHITHI MiIX0J1 Ta METOJOJIOTT Il BU3HAYCHHS Ta yIIPaBIiHHS pu3uKamu B cdepi iHpopma-
LiifHOi 6e3neKH, Mo BKIIIOYAIOTh B ce0e BUKOPHCTAHHS CTaHIApTIB, MOJENeH Ta IHCTPYMEHTIB OLIHKK. MaTepianu crarTi € 10JaTko-
BHM PECypCoM BifoMocTei st (paxiBLiB 3 KibepOe3neKH, JOCTiJHUKIB Ta KEPIBHHKIB, sIKi [[IKaBIATHCS MUTAHHAMH YIIPABIIHHIM PH-
3MKaMH Ta 3aXUCTOM iH(OpMALiHUX aKTUBIB y Cy4acHOMY LH(POBOMY CEPEIOBHILI.

Kirouosi cinoBa: xibepbesnexa, kibepinyuoenm, IDS, kamezopii kibepinyudenmie, npiopumusayis iHyuoenmis, pusuxu Oe3nexu.
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Anotanisi: Opranizauis 3axucty iHpopmauil 3aBxau 0yJI0 akTyaJbHOIO 3a1a4et0 0COOIMBO Micisl MOsIBU iHpOpMa-
LifHO-KOMYHIKaIiHHNX cucTeM. ba3zucHuMY HampaBiIeHHAME B 00nacTi 3aXUCTy iH(popMaIrii, ki IPUHIIIHN 31 cTapo-
naBHIX 4aciB € kpunrorpadis ta creraHorpadis. Kpunrorpadis peanisye 3axuct inpopmarii HIIIXOM [epeTBOPESHHS
indopmarii y HeuntabensHuit Burisg. CreraHorpadis o3BoJsie€ NPUXOBATH iHPOpPMANilo B pi3HUX KOHTEHHepax, Ipu
oMy (aKT HassBHOCTI 1H(pOpMaNil 3aIUIIaeThCsl HEMOMIUSHNM JUIS BUITAJKOBUX CIIOCTEpiradiB. Y cTaTTi po3risiga-
F0ThCS MiAX0H 10 Kpunrorpadii Ta creraHorpadii, KOHLIENIisi FiOpUIHOTO 3aCTOCYBaHHS KpUNTOrpadivHKX Ta cTera-
HorpadiqHIX METOMIB U1 3a0€31eYeHHs IT0IBIHOTO PIBHS 3aXMCTy HAaHHX, 3arajbHa apXiTeKTypa KpUITorpadiqamx
Ta creraHorpadiunux cucreM. TpamuuiiHUMu KpuntorpadivHUMHU CHCTEMaMH, SIKi 3aCTOCOBYIOTHCS B CYy4aCHUX CHC-
TeMax 3axucTy iHdopMmarii € CHMeTpHYHI Ta aCHMETPHYHI KPUITOCHCTEMH. X04a CUMETPIYHI CHCTEMH EBOJIIOIIOHY-
BaJIM 3 MOSBOIO HOBHX MAaTeMaTHYHHMX HEPETBOPEHb, ajle BOHU MAalOTh CYTTEBUH Henoiik. BiH nosnsrae B notpebi mo-
JIaTKOBOI IIepeiadi CeKpeTHOro Kiroya oTpuMyBauy. Taka cTpaTeris BUMarae BUKOPUCTAHHS 3aXHIICHOTO KaHAJTy 3B's-
3Ky, OCHAaII[CHOTO TEXHIYHIMH CHCTEMaMH 3axHCTy. [Ipu 1iboMy icHy€e pH3HK HECAHKI[IOHOBAaHOTO JJOCTYILY, SIKHI MOXe
CIIPUYUHHUTH KOMIIPOMETALII0 CEKPETHOTO KIItoYa. Buxos4n 3 BUILICHABEICHUX NMPOOJIEM CUMETPUYHUX KPHUIITOCHUC-
TeM, IIPH PO3poOL MEXaHi3MiB 3aXHCTY, [IEPEBAry BiIIal0Th aACHMETPHYHIM aJIropuTMam. IIpoBeieHO aHaIi3 KpHUIITO-
cucreMu RSA, sika IpyHTyeTbCS Ha aCUMETPUYHOMY Miaxoni mudpysaHHs. {1 cucTeMa BUKOPUCTOBYETHCS B Cydac-
HUX IIPOTOKOJIaxX aBTeHTHU(]IKaIii Ta 3a0e3neueHHs KOH(IACHIIHOCTI B iHpopManiiHux cucremax ta Intepreri. [Ipo-
BEJICHO JIOCIIKSHHS MIBUAKOIIT IPOrpaMHUX MOIYJIiB TeHepallii KJIro40Boi napH, mudpyBsanHs ta po3unppyBaHHs
st cucteMu RSA, IUSIXOM 3MIiHH 3arajibHUX IapaMeTpiB alroputMy (MOIYJIS IEPETBOPCHb, PO3MIpPY BHXiJHHUX Ja-
HUX). Pe3ynbraTu yacoBuX BUMIpIOBaHb HaBeleHI B TaOnuili, Ha 0a3i sIkMX MOOyIOBaHi 3aJIe)KHOCTI Yacy Bia Moaudi-
Kallii KOHKpeTHuX mapamerpiB. JlocnmimkeHo creranorpadiunuii anroput™ Moaudikaril HafiMeHI 3HaYyIIoro OiTy
(H3B), sikuil 3aCTOCOBYETBCS ISl IPUXOBYBaHHS JaHUX B 300paxkeHHsX. HuHi iCHY€e IIMPOKHUIA CIEKTP CTEraHOalro-
PHUTMIB, sIKi pO3p00JIsIIOThCs Ha 6a3i 0COOINBOCTEH CEHCOPHUX CUCTEM JIFOANHHU (CHCTEMH 30py abo ciyxy). Posrmsina-
IOTHCSI BIACTUBOCTI 30pOBOT CHCTEMH JIFOIMHH, SIKi BUKOPHCTOBYIOTHCS B cTeraHorpadii.

KurouoBi cinoBa: kpunmoepais, cmezanoepais, xkuod, ingpopmayitine nogioOMIEHHS, ACUMEMPULHA KPUNMOCUC-
mema, CUMEempUYHA KPUNMOCUCMEMA, KPUNMOZPAama, cme2anozpama..

1.Beryn

[Hdopmariis 3aBxau 3aliMana TPOBiAHE MicIe B KUTTI MoauHu. [TouATTs «iHbOpM™Matis» [1]
MO’KHA IHTEPIPETYBATH K CYKYIHICTh IyOJIIYHO OTOJIOMIEHUX a00 JOKYMEHTOBAaHHMX BiZOMOCTEH,
SIK1 OXOTUTIOIOTH SIBHIIIA TTPUPOIU, HABKOJIHMIITHHOTO CEPEAOBHIIA Ta PI3HOMAHITHI 001aCT1 isUTBHOCTI
couiymy i aepkaBu. BaromicTs 1 kinacugikanis iHpopmanii Bu3HavaeTbes ii BMicToMm. Tlosia iHdOp-
MaIliifHO-KOMYHIKAI[IHHUX CUCTEM 1 TJIOOQIBHUX MEPEX CIPOIIY€E NOCTYHHICTh W 00MiH 1H(DOpMa-
miero. CTpIMKUI TEXHOJOTIYHHIA MPOrpec MPHU3BIB A0 MOSBU 3arp03 HECAHKLIOHOBAHOTO JOCTYIY,
nopymieHHs KOH(D1IeHIIHHOCTI, IiTicHOCTI iH(popMarii, hanscudikamii qanux tomo. [lopsa 3 mum
nUTaHHs 3a0e3neueHHs iHpopMartiitaoi 6e3nexu (Ib) 3aBxau Oys0 akTyaqTbHUM, TOYHMHAIOYH 31 CTa-
POJaBHIX YaciB 1 IO TENEePilIHHOro MOMeHTY. OCHOBHHUMHM HampsMaMH, 110 BIIPOBAPKYIOTh HAiiHI
MexaHi3mMu 3a0e3nedeHHns [b € kpunrorpadis 1 creranorpadis [2].

Jnst po3B’si3anHs po6iem [b mmrpoko BUKOPUCTOBYIOTHCS BiAOBIAHI QJITOPUTMHU KPUIITOTpa-
¢ii 1 creranorpadii. CydacHi cuctemu b po3po0isitoThCs 3 peanizaliero MepCrneKTUBHUX KPHUIITO-
rpadiuaux 1 creraHorpadgiuHux MeToniB 3axucty. Cuctema iHdopmariitHoi 6e3mexu (CIb) [1]
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MpU3HaUeHa i 3a0e3nedeHds 0e3neku iHdopmarlli, ska MUPKYIoe Y 1HHOPMAIIITHO-TeTIEKOMYHI-
kamiinii cucremi (ITC) Big HeaBTopu3oBanux cropin. CydacHi CIb ocHalieHi BiIOBIIHUMU amapa-
THUMH MOJYJIIMH O€3MEeKH, KOTPi CIIPSMOBaHI Ha MPOTUAi0 (Hi3uaHUM 3arpo3am. L{i Mmomy:i MicTATh
1HTEerpoBaHi MiKpOMPOLIECOPH, L0 3aTHI BUKOHYBATH MOTPiOHI MaTeMaTu4yHi OOYUCICHHS IS pea-
Ji3ariii BilMOBIIHUX KPUNTOTpadiyHUX Ta CTETAHOAITOPUTMIB.

Kpunrorpadist — Hayka mpo MeTou 3axXUCTy iHPOpMAIlii BiJ] HECAHKI[IOHOBAHOT'O JOCTYILY YH
Moaudikaiiii. Meroro kpunrorpadii € peasizalis 3aXucTy 1HPOPMAIIiil IUIIXOM CIeHIaIbHOTO 11 Te-
peTrBopeHHs (mudpyBaHHs). 3arajJbHOIO ie€r0 Kpuntorpadii € KOHBEPTYBAaHHS BMICTY JIaHUX B He-
po30ipiuBuil BursAn. [loBepHeHHs 3amm¢poBaHOTO TEKCTY Y BUXITHUN CTaH 31MCHIOETHCS 3a J0-
MIOMOTOIO CIIELIANBHOTO KII04a, SIKUM BOJIOJII€ JIMIIE BIACHUK iH(popMalii abo A0BipeHa CTOpOHA.
3/I0BMUCHUK TIMOTETUYHO MOXE MEPEeXONUTH IMHUMPTEKCT B MOMEHT Iepeiayi Mo KaHaiy
3B’ 513Ky (K3), ane He MaTuMe MOKITUBICTh 03HAHOMUTHCS 31 BMICTOM BHX1HOTO TTOBIJOMJICHHSI, OCKi-
JBKU Y HBOTO HE Ma€ CEKPETHOTO KJII0Ya HEOOXiTHOTO JUIsi BUKOHAHHS MPOLEypH AeIuppyBaHHS
(kpunroanami3). Kpunrorpadis 3a6e3neuye koHdpiASHIIIHHICTD, IIJTICHICTh Ta aBTEHTUYHICTH 1HDOP-
Mailii, BAKOPHCTOBYIOUH MaT€MaTH4HI METO/IM Ta aJTOPUTMH.

Creranorpadiss — Hayka po MeTOoAM 1 crocoOu 30epiraHHs Ta mepeaadi iHpopmarii ae cam
¢axT nepenayi un 30epiraHHs KOPUCHOI — MPUXOBaHOI iH(OpMalii, 3anuiaeTscs B TaeMHUI. [Ipu-
XOBYBaHHS 1H(GOPMAIITHUX AaHUX 3IHCHIOETHCS B TaK 3BaHI KOHTEHHEpU (300padicenus, ayodio
Gaiinu, gaiinosi cucmemu mowo). llpu BOyIOByBaHHI MPUXOBAHUX JAHUX, Pi3HI cTeraHorpadiuHi
METOJHM BUKOPHUCTOBYIOTh Pi3HI BJIACTUBOCTI MPUPOTHUX CEHCOPHUX CHUCTEM JIFOJMHM (HacaMIiepes
30pOBHUX Ta 3BYKOBHX)./lJis1 BOy/1OBYBaHHSI KOPHCHUX MOBIJIOMJICHb B cTeraHorpadii BUKOpUCTOBY-
IOTHCSl HAAMIPHOCTI, SKUMHU XapaKTEPHU3YIOThCSI KOHTEHHEPH— MEPEHOCHUKH JdanuX. L{i HamMipHOCTI
MOXYTb OyTH MPUPOJHUMHU UM IITYYHUMH, B 3aJISKHOCTI BiJl CTPYKTYpH KOHTeiHepiB. Hampukiasm,
y KJacTepHuX (aiIoBUX CUCTEMAX HAMIPHICTh PEeali3y€e€ThCs MITYYHO, BAKOPUCTOBYIOUH JJIS ITHOTO
XapaKTepUCTUKH 1 CTPYKTYPY (aiinoBoi cuctemu|3-4].

3 PO3BUTKOM CHCTEM, SIKI BOJIOAIIOTh BETMKUMH OOUHCIIOBAILHUMU MOTYKHOCTSAMH MOYaBCS
CTPIMKUH PO3BUTOK KOMIT'IOTepHOI Kpurnrorpadii Ta creranorpacgii. CyyacHi 00YHCIIOBANbHI CHC-
TEMH 3J1aTHI ONIEPATHBHO OOPOOJIATH Ta MEPETBOPIOBATH BEJIMKI MAaCHBH JIaHMX, 110 B CBOIO YEpTy,
CTMIOHYKa€ CTBOPEHHSI HOBUX CTETraHOrpadiuHUX METOIB, SIKI YCKIIQIHIOIOTh MPOIEC AETEKTYBaHHS
MOBIJIOMJICHB, @ KpUNTOTpadivHi KIF0Ul TeHEPYIOTHCA TAKUM YWHOM, 1100 BUKITIOUUTH WMOBIPHICTH
ix BragyBaHHs. TakuM YMHOM, IPOSBISIETHCS TEHICHIIISI KOMITJIEKCYBAaHHS 3aCTOCYBAaHHS KPUIITOTpa-
(biuHuX 1 creraHorpadiyHAX METOIIB 3aXUCTY 1H(GOPMAIIIT 33 151 TiIBUIIICHHS 3aTajIbHOTO PiBHS 0€3-
neku [5]. Cumb6io3 kpunrorpadii i creranorpadii € KpUTHYHO HEOOXITHUM IpU OOMiHI Yy TIHBOI 1H-
¢dopmanii mixx abonenramu cydacHux ITC Ha QoHI MOCTIMHOTO yCKJIAAHEHHS CIIEKTPY 3arpo3 0e3-
MEKU Ta 3pOCTaHHSI MOKJIMBOCTEW anmapaTHOTO OCHAILICHHS [6].

Kpunrorpadiuni MeToan MHUPOKO BUKOPUCTOBYIOTHCS JJIsl TOOYAOBU CHCTEM aBTEHTH(iKaIli,
mudpyBaHHS JaHUX IS 3aXUCTy KOH(IACHITIHHOT iHGOopMaIlii B Mepekax, MiATBEPKSHHS UTICHO-
CTi Ta aBTEHTUYHOCTI AaHuX. Kpunrorpadist 3acTocoByeThCSl B OaHKIBCBKOMY CEKTOPI JJIs1 3a0e31e-
YeHHs1 0€3MeKH MePCOHATBHUX JaHUX KJIIEHTIB Ta iHGOopMarlii o0 6aHKIBChKUX omnepartii. [lopsi
3 MM, cTeraHorpadis BUKOPUCTOBYETHCS IJISl 3aXMCTy aBTOPCHKHUX IpaB, 3a0e3meyeHHs Oe3neku
koH(piaeHIiHOT iHPopMalii pH ii mepenadi yepe3 Mepexi, myoTiKkallli aHOHIMHUX MaTepiairiB ado
3BITIB, TPOBEJICHHS MOTAfHOT KOMYHIKAIlli B YMOBaX, IPH SIKUX HEMOXJIMBO 3aCTOCYBaTH KJIACHYHI
(3 pizHux npuuun) KpunTorpadiuHi METOIU TOIIO.

Meroto 1i€i cTaTi € aHai3 CTPYKTYPHUX CXeM cTeraHorpadiuroii kpunrorpapidyHoi CUCTEM
3axucTy iHpopMalii Ta TOCTiIKEHHS MOXIIMBOCTEH 3aCTOCYBaHHS Bifpa3zy 000X BEKTOPIB 3aXUCTY
y X KOMOiHaIi.
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2. CTpykTypHa cxema creraHorpadiutoi cucremMu

VY3aranbHEeHa CTPYKTYpHA cxema creraHorpadiuHoi cucteMu npejacTaBieHa Ha puc.l, 1e BoHa
pO3MIISIAEThC, K crienrdivuna peani3allisi CHCTEMH 3B s3KY [2].
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Puc. 1 —Y3aranpHeHa CTpyKTypHa cxeMa cTeraHorpadiuHoi cucteMu
Fig. 1 - Generalized structural scheme of the steganographic system

B pamkax naHoi cxemu, JpKeperno MoBiIOMIIEHb TeHEpY€e MacuB iHGOpMaLiHUX MTOB1IOMJICHB,
sIKE TIPEJCTAaBJICHO MHOXHUHOW [ = {I 1 2,...,In}. [MoBigomienus [ ; € OIIHMM 3 MOBIJJOMJIEHE MHO-

KHUHU [ , K€ TIEPETBOPIOETHCS MpEKoiepoM. Pe3ynbTaToM mepeTBopeHHs € chopMOBaHe MOBIIOM-
nennss M, e M ,ne M ;—motaiine iHdopmaliiiHe MOBIAOMIECHHS, KE HEOOXIHO NPUXOBATH B KOH-

teiinepi, M = {M oM, . M n}— MHOXHHA MOXJIMBUX CEKpETHHUX IoBinomieHs [2]. Ilpouec rene-

partii iHbopMaIiiTHUX TTOB1JOMJICHB JKEPEIOM IMOB1IOMJIEHb MOYKHA YSIBUTH BUIIaIKOBUM IIPOIIECOM.
Po3nosin iMOBipHOCTEH BUTIaIKOBOT'O MPOLIECY BU3HAYAETHCS CYKYITHUM PO3MOILIIOM HMOBIpHOCTEH
BHITQJIKOBUX BEIMYWH B paMKax JAHOTO mporecy. Toai MOXHa TPeICTAaBUTH BUIIAAKOBHH MPOIIEC Y

BUIIISAI MHOXXUHA P, :{P(M 1),P(M2),...,P(Mn)},CKJ'IaI[OBi KO € HMOBIPHOCTSIMH BHUIIAJKOBUX
BEJIMYMH BUIAAKOBOTO rporiecy. /kepeno KoHTelHEpiB (POpMY€ CIIEKTp IMyCTUX KOHTEHHEPIB, IKUN

npenacraBieHnii MHOKHHOWO C = {Cl,Cz,. C } Pe3ynbpTaToM pobOTH IKepeaa KOHTCHHEPIB € BU-

naakoBuit kouteinep C,, sikuii BXOAUTH 10 ckiaaxy MHOkuHE C. Came QYHKI[IOHYBaHHS IIPHCTPOIO
reHepyBaHHs KOHTEHHEPIB MOe OyTH oXapaKTepu30BaHe, sIK BUNaJAKOBHM mpouec. OCKUIbKH M0sBa
Oyab-KOT0 KOHTelHepa 3 MHOXKHHUA C € BUNIAJKOBOIO, KO)KHOMY €1eMeHTY MHOKUHH C MOxe OyTu
MIPUCBOEHO BIJMOBIIHI MMOBIpHOCTI. BumaakoBuii mporec reHepyBaHHS KOHTEHHEPIB MOXe OyTH
ONHCAaHUN MHOXXHUHOIO HMOBipHOCTEH P, = {P(Cl),P(Cz),. . .,P(Cl)}, CIIEMEHTH SIKOi € PO3MOIiICH]
HMOBIPHOCTI MIXK BUIIAJIKOBUMH BEJIMYMHAMU LOTO Tpouecy. [licist CTBOpeHHsI KOHTeiHepa, 010K
ypaxyBanHs ocoonuBocteit kouteitnepa (BYOK), ananisye xouteitnep C, st BUIiIEHHST 0CO0IH-
BOCTEH, sIKi OyIyTh BpaxOBYBaTHUCsS NpH BOYJAOBYBaHHI MPUXOBYBAHOTO 1H(POPMAIIIIHOTO MTOBIIOM-
neunst M ;. Koureitnep C, € C, 3 Busnauenumu bYOK Bractusoctsmu B,, moctynae Ha CTeraHo-

KoJIep, Jie 3M1MCHIOITHCS CIEIliaibHi orneparlii 3 BOyJoBYBaHHS (abo inkancynayii) cteranorpadid-
HUX JaHuX (kKowmewmy). Pe3ynbTaToM 3mIMCHEHHS IHKAICYJAIMIl CEKPETHUX TOBIAOMIICHb [0
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KOHTEHHEPIB € cTeraHorpaMu (mobmo, 3anosHeHi konmetnepu), 1e S = {Sl,Sz,...,S 1}— MHOXXHWHA

m

YTBOPEHUX CTETaHOTPaM.
TpusiansHe MoAaHHS cTeraHorpadiqyHOro BOy10ByBaHHs iH(popMaIllii [7] MO)KHa ITOAATH Y BH-

7180 MHOXKHMHH BiZoOpaXkeHb f:{fl,f2,...,fk }, ne f, :(M, C)—)S, i=1,2,...,k .B ananorii 3 Bupa-
30M 1HKANCYJIAIIi KOHTEHTY, MOYKHA BIOOPA3UTH MPOICAYPY BUIYUYCHHS 1HPOPMALIHHUX JaHUX Y
BUIUISAI MHOXHMHM OOEpHEHMX BifoOpakeHb f ' : { VIR I } e f7:S—(M,C)
i=12,....,k. VY BinoOpakenni f;, € f KO)XKHOMY €JIEMEHTY MHOXHHH S CTABUTBCS y BiIIIOBIAHICTH

eIIEMECHT MHOXKHMH «M» TacCy.

VY creraHocucTeMax AJis 3/1HCHEHHS MPOIECiB BCTaBKH (1HKAMCyALii) Ta BUITYYSHHSI KOHTe-
HTY BUKOPHCTOBYIOTHCS BIAMOBIAHI CEKPETHI KJItouil. Takuid 1iXi1 3aCTOCOBYETHCS JJIs1 ITi IBUIIICHHS
CTIHKOCTI /10 IETEKTYBaHHS MOBIIOMJICHb 3JIOBMHUCHHKOM, 3a0€3MEeUYCHHS CTIMKOCTI cTeraHorpadiy-
HOTO aJITOPUTMY MIPOTH MOKJIMBUX aTaK Ta 3HIKEHHS HMOBIPHOCTI HECAHKIIIOHOBAHOTO BHITY4CHHS
MOBITOMJICHHST 3TOBMUCHUKOM. L1 KJTFOY1 OPOIKYIOTHCS JDKEPETIOM KITFOUIB, 3BIIKM BOHU HAIXO-
ISTh 10 CTETAaHOKOJEpy. YTPaBIiHHS CTETaHOKOJAEPOM 3IIHCHIOETHCS 32 JOMOMOTOI0 CEKPEeTHUX

kmouiB. Tox BU3HAYMMO MHOXHHY Kmo4iB K = {Kl,Kz,. K k} TaKUM YMHOM, 10 KOXHE BioOpa-
KeHHs f; € f 3amaerscs cexpernuM kimrouem K, ne i=12,... .k :

fi:(M,C) 5. (1)

KoxxrHoMy BioOpaskeHHIO f; BiinoBigae MeTon BOyLyBaHHs iH)OPMAIIHHOTO MOBiIOMIICHHS

M. € M 8 xoureitnep C, € C 3a 10moMoror cekpetHoro kimoda K;. AHaJIOTIYHUM YMHOM BH3HA-

YIMO MHOXKHHY CEKPETHHX KItodiB K = {Kl* K. K ,:} s 06epHEHHX Binoopaxkens f, ' € 7,
SIK1 TIO3HAYAIOTh MPOIEAYPY BIITyUEHHS 1H(POPMAIIMHUX JaHUX 3 KOHTEHHEPY:

78— 5(M,C). )

KoxHOMY 06epHeHOMY BifoOpaxkeHHI0 f, ' € f~' BiAmoBigae cnoci® BUIydeHHs iHpOpMalliii-

HUX JaHUX 3 KOHTEWHEpPa 3a JOMOMOT0I CEKPETHOTo Kitoua K l.* . BaxnmBo migkpecauTH, Mo B oc-

HOBHOMY B CTeraHOTpaiYHUX NEPETBOPEHHAX BUKOPHUCTOBYETHCS OMH KITIOU (Ki =K; ) 1t 3a0e3-

MIEYCHHS Y3TOJDKEHOCTI MK ITporiecaMy BOYJJOBYBaHHS Ta BIJIYYEHHs JaHHX. Bumamakouii mporec
TeHEepYBaHHs CEKPETHUX KIIIOYiB MOKHA MOJATH y BUTJISAI MHOKMHH HMOBIpHOCTEH:

P = {P(K)). P(K,)..... P(K,)}, 5
P ={P(K) P(K)),. . PR
VY (3) koxHOMYy Kimouy K, € K = {KI,KZ,. . .,Kk} BIJIMOBIIa€ TICBHA WMOBIPHICTH P(Ki), a
kmouy K, e K™ = {Kl* KWK, } Bi/lNOBiIa€ IMOBipHICT P(K ,-*)- KosxHoMy Bio6paxkennio f; € f
BiAmoBinae cekpetHuii kiou K, . @opMyBaHHS cTeraHorpaMu (3alloBHEHOTO KOHTEHHepa) 3/1HCHIO-
€THCSI 3a JIOTIOMOTOI0 BiIOOPaKEHHS f;, sIKe OJIHO3HAYHO 33/1a€Thes KimoueM K| 3a MOBiOMIICHHSAM
M ; ta koHTEeHHEPOM C, 3 ypaxyBaHHsIM 0coOnHMBOCTEH naHoro koureiiHepy B,. ChopmoBana cre-
raHorpama 3aJIa€ThCsl HACTYITHUM CITiBBITHOIIICHHSIM:
Sv :fi(KwM_/:Cz)’

. 4
je[1,2,...,n], te[l,2,...,l], ie[l,2,...,k],ve[1,2,...,m], mn @
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CTBOpeHa CTEHOTpamMa S, MepeaaeThCsi KAHAIOM 3B’SI3Ky Ha MPHUAMAIbHY CTOPOHY, M 4ac

nepeaayi BoHa Moke OyTH IepexoruieHa MPOTUBHUKOM. Ilicis oTpuMaHHS cTeraHorpaMu OTPUMY-

BayeM, CTEraHOIEKO/IEp peai3ye 3BOPOTHE BifloOpaskeHHs f, ' € f '3 MHOXKMHH cTeraHorpam S 0

. . . o . . . *
MHOHH MOB1IOMIIEHB «/M)» 1 HOPOXKHIX KOHTeHHepIB «C» Mil yNpaBIiHHAM Kitoda K :

(m,,c)=r"(x;,s,). 5)

Cain miaKpecnuTy, 1o MpH Meperadi CTeraHorpaMu Yepe3 MEpesKy IiJl BIUIMBOM 3aBaj abo
MIPOTHBHHUKA MOKIIUBE CIIOTBOPEHHS 3a1I0BHEHOT0 KOHTEiHepa. Ha mpuiiManbHili CTOPOHI MaEMO I10-
€THAHHS CTEraHOTPaMU 1 Pe3yNbTaTIB «BILUTUBY» Ha Hel B mporieci nepegadi no K3. Otpumany kom-

OiHAII0 MOYKHA TMOAATH y BUIUIsAl S, +0, 1e O — BEJWYHMHA, IO BU3HAYAE CTEIiHb CHIOTBOPEHHS

CTEraHOT'PaMH ITi/1 BUTTUBOM 30BHIIIHIX (aKTOpiB. B pe3ynbrari BAKOHAHHS MPOIEypU BUTYyYCHHS
CTETaHOAEKOACPOM, OTPUMAEMO NIEBHY OLIIHKY MOKJIMBOTO iH(OpPMAIIITHOTO MOBIIOMIICHHS Ta MO-
POXHBOMY KOHTEHHEPY:

(m°,,c)=1(K.,S, +0). 6)
Jnst poGacTHUX cTeraHorpadiqHux cucteM|[2] He3HaYHe CIIOTBOPEHHS CTEraHOTPaMU (6 * O)

HE NPU3BE/IE /10 IOBHOI'O PYHHYBaHHs BOYI0BaHOTO MOBIAOMICHHS M, B i1€albHOMY BUIIAJIKY OLLi-

HKa OOBIIOMIIEHHS M ; CHIBIIAIaTUME 3 BUXIIHAM IOBIIOMIIEHHAM M ;e Tomy nnst pobacTHUX CTe-

TraHOCHCTEM CIIPABE/JIMBE HACTYITHE CITIBBITHOIICHHS:
— -1 *
(M;, C,) = fH(K;, S, + 9). (7)
Kpuxki creranorpadiuni cuctemu [2,7]HECTiiKI 10 BIUIUBY Ha 3alIOBHCHHN KOHTEHHEP, TOMY
Oy/b-sIKe CIIOTBOPEHHSI CTETaHOTPaMu (8 # 0) MPU3BOJUTH JI0 PYHHYBaHHs BOYIOBaHOTO IOBIIOM-

* . .
JICHHS (M =M, ), TOOTO ISl KPUXKUX CUCTEM BUKOHYETHCS HACTYyITHA HEPIBHICTD:
-1 *
(M;, C,) # (K, S, + 9). (8)
. . . * . . v .
Ha 6a3i oTpumanoi ouinku M ; crieuianbHa QYHKIis IE€TEKTYBAHHS «IIPUAMAE PILIEHHA» PO

HAsIBHICTh YU BIJICYTHICTh MPUXOBAHOTO MOBIJIOMIICHHS B MEPEIaHOMY KOHTEHHEpi S, . 3aBa1oCTiii-

KW JIeKOoZiep BUKOPHUCTOBYE PIIICHHS anapaTy AeTeKTYBaHHS MOBIIOMIIEHb)); i BUHECEHHs OiHa-
PHOTO pilIeHHs (Tak/Hi) IPO MPUCYTHICT YU BiICYTHICTh HEBUIIPABHOI MOMUJIKH B OTPUMAHOMY I10-
BimomyeHH1. Onepartisi AeKOAYBaHHS 3IHCHIOETHCS B ACKOAEpl, J¢ 0a3uCHUMH (DYHKIUISIMH TPH-
CTPOIO JIEKOTyBaHHS € 3ICTaBJICHHS BIJIyUEHOI OIIIHKH 3 OJHUM 13 MOXJIMBUX MOBiOMIIEHB M;ii Tie-
pPETBOpEHHS 1X y BUXITHUI (opMaT MOBIIOMIIEHHS/;, IO HAJJAETHCSI OTPUMYBaUy.

3. CTpykTypHa cxeMa KpunrorpagiyHoi cucreMu

Kpunrorpadiuna cucrema — KOMIUIEKC B3a€MOIIOB’ I3aHUX KPUNITOTpadiYHUX alrOpUTMIB, 3a-
co0iB 3axucTy iH(OpMallli, HOpMaTUBHOI, EKCIUTyaTaIlIiHOI TOKYMEHTAIli1, HEOOX1THUX JIJIs peati3a-
ii 3axumenocti iHdopmMartii, o 30epiraeTbcs, 00podseThest abo nepenaerbes [8]. Meromomorist
KpUNTOTpadiuHOro 3aXMUcTy iH(pOpMallii MOBUHHA 3a0e3MeuyBaTH BUCOKHM (3a1aHMii) piBEHb 3aXH-
CTy JaHUX IpH nepenadi abo 30epiranHi B iHpopMaLiiHOMY HPOCTOpi. Y3araibHEHY CTPYKTYPHY
CXeMy KpUNTOrpagiqHOi CHCTEMH MPOUTIOCTPOBAHO HA PHC. 2, JIe CIEKTP MOBiJOMIICHb, MIPEACTAB-
JICHO MHOXKHHOIO « My, sika GOPMYEThCS PKEPETIOM TIOBIJOMIICHb.

Indopmaniiine nosigomiieHas M, € OAHUM 3 MOXKIIMBHX MOBiIOMJIEHb MHOXHHU M . Kox-
HOMY iH(popMmariiiHoMy noBigomienHto M, e M = {MI,M 2,...Mn} BIJINIOBiJa€ TIeBHA HMOBIPHICTD

P(M;), ockinbku KOXKHE TIOBIIOMIICHHS € PEATi3alli€lo BUIAIKOBOTO TIPOIIECY.
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Posnonin iiMoOBipHOCTEH BUIIAIKOBOTO MPOIIECY MOYKHA TIOJIATH Y BUTJISIII MHOKHUHU HMOBIp-
nocreit P(M)={P(M,),P(M,),...,P(M )}

3MOEMHCHHE
E; :
M — »F f;l E LP_M
Tixepeno M TIprcTpiit TlprcTpiit M; Otprnyead
TMOBiA0MIEHE > mmHdpyEAHET —®  po3mHEPpYEaHHL *  NOBiTOMIIEHHA
E,
-~ £ ry
&
& X
Jexepeno KIHOYE Jexepeno KIOHiE

Puc. 2 —Y3aranbHeHa cTpyKTypHa cxema KpunrorpadiyHoi cucteMu

Fig. 2—A generalized structural diagram of a cryptographic system
Muoxuna E = {EI,EZ,...EV} MO3HaYa€e KpUMNTOrpamMu MudpoBaHUX MOBiIOMICHb. Kpumro-
rpama £, mpencrasisie co0oro mudprekcT BuxigHoro nosinominenns M, . [pouenypy mudpyBanHs
3IHCHIOE TIPUCTPIl MM(PYBaHHS, Ha BXiJ SIKOTO HaAXOAUTh moBinomiieHHs M, . [Ipouec mudpy-
BaHH MOJKHA IPEJICTABUTH y BUIJISII BITOOpaXeHHs f; € f MHOKUHM BUXi[IHHX MOBIOMIIEHb M ,

. . , .,
y MHOXHHY Kpunrorpam £ . OCKibKH BiOOpaKeHHs f; € f CIOp’€KTUBHE Ta iH’€KTHBHE (pHC. 3),
a MHOXMHU M Ta E pIBHONOTYXHI, TO iCHye oOepHEHEe BigoOpakeHHS f /fl e f7', aKke mo3Hauae

npolenypy po3mudpyBaHHs MOBiIOMICHHS [8].

Puc. 3 —Crop’€KTHBHICTb Ta iH’€KTHBHICTD BiJOOpaXKeHHS f,
Fig. 3—Surjectivity and injectivity of reflection f,
JIKeperno KITfo4iB CTBOPIOE MOTIK KIIFOYiB K:{KI,KZ,...,Kk}qHK* = {KI*,K;,...,K;:}, B 3araib-
HOMy Bunaaky K, # K;. Ipu upomy, sxmo K, = K: , TO CUCTEMa CUMETPUYHA, | HaBIAKH, AKWO K, # K;
—acumeTpuyHa [8]. OCKiTbKH MOPOHKEHHS KITFOUiB IPKEPEIOM KITFOUiB € BUMAAKOBUM MPOLIECOM, TO KOXKHOMY
xmody K; € K' MoxHa IpUCBOiTH NIEBHY HMOBIPHICTb P(K ; ), a kmoyam K j € K — iiMoBipHicTs P(K j* )

Janmii  BUDAAKOBHM  TIpOIIEC  MOXHA  MPEICTABUTH Yy  BUTISAAI  pO3MOALTY  WMOBIPHOCTEH

P(K) = {P(Kl ),P(K2 ),. . .,P(Kk )} nis kmowis K, € K iP(K*): {P(Kl*lP(Kz*),...,P(Kk*)}, Ta KIIF04iB
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K: ek’ YnpasiiHHs IPUCTPOEM LINPYBaHHS 31IHCHIOETECS 3a IOIIOMOT0I0 Kilfo4a K, a PUCTPOEM po-
s pyBaHds — KirodeM K j*. Jnsseix j=1,2,...,k BinoGpaxenns f, € f 3amaetpes kmovem K

f M —>E. 9)

Koxne BinoOpakenns f; € f BusHavae cnocid mudpysanus nosigomnenns M, € M ximo-

ueM K ; (puc. 4). BinnosiaHo, KioueM K; 3a/1a€ThCsl 0OCPHEHE BiIOOpaKEHHS f]fl € f, AKe mo3Ha-

yae crnocid posmmndpyBaHHs MOBIAOMICHHS 3a IONOMOToto Kitoua K ; (dus. puc. 5):

fHE—S M (10)

Muo:xHHa BHXITHEX
morimoMaeHE A

MuosnHa BHXITHEX

: Muoxnna kprmTorpam £ Muoznna kpantorpam E
noeigomrens M

Puc. 4 —BimoOpakenns (9) MHOKUHHU BUXiqHUX  Puc. 5 —O0epHene BinoopaxkeHHs (10) MHOXXUHU KPH-
MOB1JIOMJICHb B MHOXKUHY KPHUIITOTPaM NTOTPaM B MHOXXUHY BUX1JTHUX MOBIIOMIICHbB

Fig. 4 - Mapping (9) of a set of output messages  Fig. 5 - Inverse mapping (10) of a set of cryptograms
into a set of cryptograms into a set/multiple of outgoing messages

Kimou K, no3Bosisie 3ammdpyBaru OJUH €IEMEHT 3 MHOKUHE M , HABIAKU KIIHOYEM K; MO-
KJIMBO OTPUMATH JIUILIE OJMH eJIeMeHT 3 kpunrorpamu £, . Kpuntorpama E, dopmyerbes 3a omo-
MOT 00 BifloOpaxkeHHs f; € f , siKa CIiBBiIHOCUTECSA 3 KioyeM K ; 3a nosinomnennsm M, :

E, =f(K,.M,). (11)

CdopmoBana kpunrorpama £, epegaeTbesi KaHaJIOM 3B’SI3Ky Ha IIpHAMalody cTopoHy. B mo-
MEHT repefadi mudpTekeT £, Moxe OyTH MepexoIyIeH!H 3M0BMUCHUKOM. [IpHcTpiit posmmdpy-
BaHHS 3/iHCHIOE IIEPETBOPEHHS KpunrorpamMu £y BuxinHe nosinomieHas M, . BigHoBneHHs BH-
X1HOTO TIOBIOMJICHHS 3IIMCHIOETBCS 3a JOIMOMOTOI OOEpPHEHOTO BiTOOpaKEHHS f /fl , fKe
noB’si3aHe 3 KioyeM K | :

Y
M, =17k, E,). (12)

Buydene 3 kpuntorpamu moBiiomiieHHs: M, HaIXoAUTh OTpUMYyBayvy.

4. CyTHicTh TPaAMIIHUX KPUIITOCHCTEM AJIs1 peatizanii 3axumeHocTi ingopmanii

[udpyBanHs— 11€ mMpoIeaypa HanpaBIeHa Ha 3a0e3MeUeHHs 3aXUCTy 1H(popMmaItii musixom me-
peTBoOpeHHs ii y HeunTabenbHui BUTIsiA. JJocTym 10 BMICTY KOH(IASHIIHHIX JaHUX MOKIMBO OTPH-
MaTH JIMILIE Mics BUKOHAHHS MPOLEAYPH PO3MIN(PPYBaHHS 32 JOMOMOTOI0 CEKPETHOTO Kitoya. [{um

49



ISSN 2519-2310 Computer Science &Cyber Security, Issue 2(24) 2023

KJIFOYEM BOJIO/II€ JIUIIIE BIIACHUK KJTt0Ua M JoBipeHa cropoHa. CeKpeTHI KITto4i TOBUHHI 30epiraTucs
B CEKPETi, B 3aXUIICHOMY CEPEIOBHIIII, OCKUIBKU KOMIIPOMETAIIis KIIF04Ya MPU3BE/Ie 10 HECAHKITIOHO-
BAHOTO JIOCTYIY J0 BMICTy KOHQIICHIIHHUX JaHUX. ANTOPUTMH MU (PPyBaHHS BUKOPUCTOBYIOTb Pi-
3HOMAaHITHI MaTeMaTH4HI onepallii: - apudmetuky B nojisx [anya GF (q), MaTeMaTH4HI oreparii B

rpymnax TOYOK eTiNTHYHUX KPUBUX, B TPYIax NPOCTUX YHCEII, MOAYJIEHY apu(METHKY, TEPETBOPECHHS
®dyp’e Tomo. YnpasiiHHS nporecaMu mudpyBaHHs i po3mudpyBaHHs 31IHCHIOETHCS 32 JOIIOMO-
T'OI0 CEKPETHOTO KIJII0Ya, TOMY KPUITOCHUCTEMH KIaCU(IKYIOTHCS 32 CHOCOOOM BUKOPHCTAHHS KITIOUIB
Ha JIBl TPYIIH: - CHAMETPUYHI 1 aCUMETPHUHI. B acuMeTpruyHNX KpUnrocucremMax (puc. 6) reHepyroThes
2 KJIIOYi: - BIAKPUTHIA Ta CEKPETHUH. BiTKpUTHIl KITIOY BUKOPUCTOBYETHCS VIS peattizallii mpoueaypu
mmdpyBaHHs, a CEKPETHUN KITIOY 3aCTOCOBY€ETHCS JJIs1 BUKOHAHHS PO3LIM(PYBaHHS MOBIIOMIICHHS.
B cumeTrpuyHnx kpuntocucreMax (puc. 7) s npoueayp mudpyBaHHs Ta po3MH(ppyBaHHs BUKOPH-
CTOBYETBCSI JIMIIIE OJIMH CEKPETHUM KITto4 [9].

M C M
B Y M=Dg(C) |—>

Y

Flaman ze'msy

K; K>

Puc. 6 — Cnpouiena Moenb aCHMETPUYHOT KPUIITOCUCTEMHU
Fig. 6 — A simplified model of an asymmetric cryptosystem

— > C=Ex(M) M=Dg(C) -

Y

Fagan z'zmy

K K

Puc. 7 — CopoiieHa Moi€sIb CHMETPUYHOT KPUITTOCUCTEMHU
Fig. 7 — A simplified model of a symmetric cryptosystem

Cyuachi kpunrorpadiydi IpoTokoau 06a3yloThcsi Ha Kpunrorpadii 3 BiAKpUTUM KiroueM. B
€JICKTPOHHMX KOMYHIKAISAX A1 mudpyBaHHs iHPOpMAaIlii BUKOPUCTOBYIOTHCS aACUMEMPUYHI KPHTI-
TOCHUCTEMH IpH nepeaadi inpopmarii no Binkputux K3. B cumempuunux kpunrocucremax npucyTHS
npoOeMa po3noauTy KiTtouiB 8], He3aJIeXHO Bl CTPYKTYypH Kpuntorpadiuynoro anroputmy. [lepen
MOYaTKOM CEaHCy OOMiHy JTaHUMU MK JBOMa CTOPOHAMH, OJIHA 3 HUX MOBUHHA 3T€HEPYBATH CEKpe-
THUM KJTIOY Ta mepenaty iHmoi. [Ipu mpoMy utst mepenadi kiiroda moTpiOHO BUKOPUCTOBYBATH 3aXH-
mennit K3, npu nboMy icHye pU3UK KOMIIPOMETAIIil CEKPETHOTO KITF04Ya, OCKUIHPKHA HEMAa€ TapaHTii,
110 3JIOBMHUCHHK HE 3MOKE 001UTH CUCTEMU 3aXUCTy. Y Tabj.1 HaBeIeHO CIPOIIEHUH OMKC XapaKTe-
PUCTHK CUMETPUYHHX Ta ACHMETPUYHUX KPUIITOCUCTEM.

Posrnsinemo anroputm RSA, sxuit Hanmexuts 1o kpuntorpadii 3 BigkputuMm kimodem. [nudp
RSA, na3Banwuii Ha yecTsb iioro BunaxigaukiB PiBepca (RonRivers), [llamipa (AdiShamir) i Anemana
(LeonardAdleman) [9-11]. KpunTocuctema RSA 6a3yeTbcst Ha 3aCTOCYBaHHI OJTHOCTOPOHHBO1 (hyH-
Kiii [9] yTBopeHHs JOOYTKY JBOX BETUKHX YHCEI, IO € MPOCTIIIOI 3a7a4ueto MOPIBHSIHO 3 PO3KJIa-
JAHHSIM BEJIMKOTO YMCiIa Ha pocTi MHOKHUKH [11]. besmeka kpunrtocuctemu RSA rpyHTyeThCs Ha
(dakTopu3zariii Benukux yucen. OCHOBHOIO 17IC€10 aITOPUTMY € TEHEPYBAaHHSI MPOCTUX YHUCEI TSI 00-
YHUCIIEHHS X JOOYTKY, III0 BU3HAYAE MOJYJb /1 , IKUH OyJle BUKOPHCTOBYBATHCS B TIPOIEAYpax IIH-
¢dbpyBanHs Ta posmudpyBanHs. MeToro KpunroaHamizy B mapaaurMmi RSA € 3HaXomkeHHsT ceKpeT-
HOTO KJIF04a d KIIFOYOBOI Mapu (a’ ,e) , 1€ € — BIAKPUTHN KITIOY.
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Tabmuus 1 — Ctucnuii onmuc KIaCHYHUX KPUITOCUCTEM

Table 1 — Brief description of classical cryptosystems

Tun cucremn

AcuMeTpuyHa

XapakTepucTUKa

Jlna npoyedypu wugpysanus i po3uudpy8anis 6UKOPUCIOBYIOMbCA 2 Pi3HI KO UI.
Acumempuuni aneopummu nompedy1oms 3HAUHO OiiblULe OOUUCTIOBATLHUX PeCypPCi6
NOPIBHAHO i3 cumempuunumu. Areopummu acumempuuroi kpunmozpaii npoepa-
10mb cuUMempuyHuM 3a weuokodicro. Knouogow nepesazoro acumempuunux Kpun-

mocucmem € BUKOPUCMAKHSL KItoUie geauxoi 0osxcunu (512 — 4096 6im), wo nosua-

YAEMbCS HA WBUOKOOTT aneopummy. Acumempuyna Kpunmozpagis BUKOPUCMOs)-
emucs y npomoxonax SSL (Secure Sockets Layer) ma TSL (Transport Layer
Security) 0na 3abe3neuenns besnexku oOMiHy oanumu 6 mepedici lnmepuem.

CumerpuvHa

Hlughpysanns i posuwudpysanns peanizyemvpcs 3a 00nomo2orw 1 knoua, nonepeo-
HbO Y320024CEHO20 MidiC CYO EKmamu KOMyHiKayii. Aneopummu cumempudnoi Kpun-
moepagii 3a weuoKoicio nepesepulyloms acumempuyHi. Jlogaicuna Kkuoya 8 cume-
MPpUYHUX cucmemax nomimmno merwa (40 — 256 6im). Obaacms 3acmocy8ans cu-
MEMPUUHUX KPUNTIOCUCIEM OXONTIOE 3aXUCH KOHPIOeHYitinOI tHgopmayii Pinan-
COBUX YCMAHO8, KOMEPYIIHUX KOMNAHIU Ma 0ePACAGHUX YCINAHOS.

Anroput™m RSA cknanaeTbes 3 TpbOX €TalliB:

1. 'enepartist KJIFOYOBOI TTAPH.

2. Hudpysanus iHhopMaIiifHOTO MOBiTOMIIEHHS M .

3. PosmmdpysBanns 3ammdppoBanoro nosigomieHus C.

I'enepartist 3araJbHOCUCTEMHHUX NapaMeTpiB 1 KiItouiB cucteMl RSA Mae HacTyIHI KpOKH:

1. ObuparoTbcs ABa MPOCTHX YUCHIA p Ta ¢ , IKI TPUMAIOTHCS B CEKPETI.

2. OGUHCTIOETHCS. MOIYJIb 71, IO BU3HAYAETHCS CIIBBITHONICHHSIM 71 = pgq .

3. O6uncroeThes GyHkiist Elnepa ais moxyins n (o(n) = ( p— 1)(q - 1).

4. Bubupaetbcs Take 3HAYEHHS BIAKPUTOTO KIF0Ya €, 100 BOHO OYyJIO B3aEMHO MPOCTUM CTO-
COBHO (p(n), a came (¢(n), e) =1.
5. BU3HAYaeThCA TAKe 3HAYCHHS CEKPETHOro Kiioda d , mob de=1modg(n), d <¢(n).

PesynbTar:

1. 3aranpbHOCHCTEMHI TapaMeTpu p, g, 1, (p(n)

2. CekpeTHHUH K04 {d,n}.

3. Binkputuit ka0 {e,n}.

Kpunrorpama B cucremi RSA 00UHCITIOETHCS 32 HACTYITHUM TTPaBUIIOM:

C=M modn. (13)
Posmmdpysanns 3ammppoBaHOro MOBIAOMIIEHHS 00YHUCITIOETHCS 3a JOTIOMOTO0 (OPMYITH:
M=C"modn. (14)

VY Tabxn. 2 HaBeaeHI pe3ysIbTaTH MPOIYKTUBHOCTI IPOTPAMHOTIO MOJYJISi TeHEPYBaHH KIFOUO-
BO1 mapu kpuntocucreMu RSA, a puc. 8 BioOpakae 3aleXHICTh YaCy TeHepyBaHHs KIIIOUiB BiJ] poO-
3Mipy Moayast (nakem mooenrosannsi MATLAB).

Tabmust 2 — Pe3ynbraTtu TeHepyBaHHS KITIOUOBOI mMapu it cucteMu RSA

Table 2 — Key pair generation results for RSA system

Ne JloBxkuHa MOIyJIs, OIT Yac cTBOpeHHS, CEKyHIU
1 512 0,025
2 768 0,045
3 1024 0,141
4 2048 1,636
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VY Tabu. 3 HaBeCHO PE3yIbTATUBHICTH MBHUAKO/I1i BUKOHAHHS MMPOTPAMHUX MOIYJIIB UG PYyBaHHS
it po3mmdpyBanHs 1711 kpunrorpadiunoi cuctemu RSA B 3anexHOCTI Bix po3Mipy daiiny Ta 10B-
YKHHU MOJTYJIsl TIEPETBOPEHHS.

1.8

16

14

Yac, cekyHou
o o =
(o] o] - N

=]
ES
T

02r

400 600 800 1000 1200 1400 1600 1800 2000 2200
LoexuHa mogyns, Git

Puc. 8 — 3anexxHicTh Yacy reHepyBaHHS KIIOYOBOI MMAPH BiJl pO3Mipy MOy
Fig. 8 — Dependence of key pair generation time on module size

Tabnuus 3 — Ouinka mBuUAKOAIT K(pyBaHHS Ta po3mMdpyBanHs A cuctemMu RSA
Table 3 — Evaluation of encryption and decryption performance for the RSA system

Posmip Po3mip momyns Yac mmdpyBanHs, Yac posmudpyBaHHs,
Gbaiimy MePETBOPEHHSI, OIT CEeKyHIH CEeKYHIU
512 0,068 0,875
768 0,089 1,520
219 Kb 1024 0,127 2,347
2048 0,184 7,988
512 1,391 18,151
768 1,731 31,173
4,43 Mb 1024 2,497 48,524
2048 3,775 165,003
512 2,700 35,256
768 3,401 61,187
8,65 Mb 1024 4,889 94,335
2048 7,388 325,451

Ha puc. 9 npointocTpoBaHO 3aJIeKHICTh Yacy BUKOHAHHS MPOTPAMHOTO MOIYJISI I PyBaHHS
1 posmudpyBanss 1 wudpy RSA B 3a5eKHOCTI Big po3Mipy ¢aiiiy Ta JOBKHHU MOIYJIS IEPETBO-
PEHHSI.

S. IlpuxoByBaHHs iHpopManii B IPOCTOPOBIiii 00J1acTi HEPYXOMHUX 300pasKeHb

[TpuxoByBaHHS KpUNITOTpaM B KOHTEHWHEPAxX, HAIPUKIIAA, TpadiYHAX 300paKCHHSX, T03BOJISE
IIBUIIATH PiBeHb Oe3neku 3axucty inpopMmaiii. OCHOBHa i7ies1 creraHorpadiuHOrO 3aXKUCTY MOJIs-
ra€e B TOMY, 110 MPUXOBYBAHHS JaHUX 3M1MCHIOETHCS TAKMM YHHOM, 1100 11€ He OYJI0 IIOMITHO JJIs HE
npoiH(pOpMOBaHOTO criocTepiraya. MeToan NpuXoBYBaHHS JaHUX B 300paKEHHSIX BUKOPUCTOBYIOTh
BIIACTUBOCTI 30poBoi cuctemu mMoauHu (3CJI) Ta kmacudikyroThes Ha 2 TPYIU: HU3bKOPIBHEBI (¢hi-
3i0/102i4HI) Ta BUCOKOPIBHEBI (ncuxogizionoeiyni) [2,7]. 1o HU3bKOPIBHEBUX BIACTUBOCTEH CIIif] Bi-
JTHECTH HACTYTIHI:

1. Cna0ka 4yTIUBICTh 10 HE3HAYHOI 3MIHU SICKPABOCTI.
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2. Cnabka 9yTIUBICTh 10 HE3HAYHOT 3MIHH KOHTPACTY.
3. YacTOoTHA 4y TIUBICTb.
4. EdexT MacKkyBaHHS.

5. Crmabka 9yTJIMBICTh IO HE3HAYHOI 3MIHU SICKPABOCTI CHHBOTO KOJIHOPY.

Lin BaHHSA Po3wmn BAaHHA
5 bpy S ¢py
219 KB 219KB |,
7 a) 4,43MB a0 b) 4,43MB
8,65 MB 5 8,65 MB
= o i
6 Z F
z £ 250 ,/
= 5] 4
@ b
25 B
% Z 200
T 4 g k.
g = 4
g 8150 it
2 3 3 P
2, 2 100 P
T % )
1 50f
0 e —————— —+ 0 |
500 1000 1500 2000 500 1000 1500 2000

Poawmip Mogyns nepeteopeHHs, BiT Po3amip Mmogyns nepetsopeHHs, BiT

Puc. 9 — Yac mmudpysanus (a) 1 po3mudpyBasss (b) A1 pi3HUX TOBKUHA MO JISA
NepeTBOPEHHATA po3Mipy (aiimy

Fig. 9 — Encryption (a) and decryption (b) times for different lengths
of the transform module & file size

J10o BUCOKOPIBHEBHUX BIACTHBOCTEH CIIiJ BiJHECTH HACTYIHI [12]:

1. UyTauBiCTh 10 KOJIBOPY — JIESAKl KOJTBOPH MIPUBEPTAIOTH OUIBINE YBATH JIIOIUHU TTOPIBHSIHO 3
IHIMMH KoJbopamMu. EQeKT moMiTHOCTI MiBUIITYETHCS, KOJIU BIATIHOK 3aIHHOTO TJIA CyT-
TEBO BIJPI3HIAETHCS BiJl KOJILOPIB 00’ €KTIB PO3TAIIOBAaHUX Ha HEOMY [ 7].

2. UyTnuBiCTh A0 PO3MIIICHHS — MIEPEIyCiM, JTFOIMHI BIIACTUBO PO3IIISIIATH HEHTPAIBHY J1IS-
HKY 300paXeHHsI, a B)K€ IMOTIM 3BEpPTaTH yBary Ha HOro OKOJIHIIL.

3. UyTauBiCcTh 70 30BHIIIHIX MMOAPA3HUKIB — pyX OU€H JIIOAMHU 3aJISKUTh Bl TaKuX (HakTopiB
SIK KOHKpPETHA CUTYaIlist a00 HassBHICTh T0AATKOBO1 IHPOpMAIlii, IHCTPYKITIH IIOI0 CIIOCO0Y
neperisiy.

4. YyTnuBIiCTh O KOHTPACTY — Pi3Ki KOHTPACTHI 00acTi 300pakeHHs Ta 3HA4HI NIepenaiu sic-
KpaBOCTI BUKJIMKAIOTh JI0 ceOe OiIbliie yBaru.

5. UyTnuBicTh 10 pO3MIpy — BEJIMKI 3a PO3MIpOM 00J1acTi 300pa’keHHSI OUTBIII TIOMITHI MTOPiB-
HSHO 3 MeHIIMMHU. [Ipu 11bOMy iCHY€ MOpIr HACHYEHHS, KOJIU TOJasbIiie 30UIbIIEeHHS pO3-
Mipy HE Ma€ iICTOTHOTO 3HAYCHHSI.

6. UyTnuBicth 10 ¢GopMH — y JIFOJAMHH 3HAYHO OUIBINE yBaru BUKJIMKAIOTH JIOBI1 Ta TOHKI
00’€KTH, y TIOPIBHIHHI 3 OTHOPITHUMH Ta OKPYTIIHMH.

3 ypaxyBaHHSIM BKa3aHUX BJIACTUBOCTEH MOOYOBaHI BiIOMiI METOIM cTeraHorpagiqHoi BcTa-

BKH iH(popMallii B HepyXoMi 300pakeHHs, HalIPUKIIA TaKi, SK:

1. Meton BOyZ10ByBaHHSI Ha OCHOBI 3MIHM HaliMEHIII 3HAYYIIUX OIT (Memoou nces0osunaoko-
601 nepecmanosKu, O10K08020 60Y008YB8AHHS MA iH..).

2. MeTo1 KBaHTYBaHHS.

3. Meroa Kytrepa-/xxopaona-boccona.

4. Meron BOy10BYBaHHS B YaCTOTHIM 00J1acTi HA OCHOB1 KOJTyBaHHS PI3HUIIb a0COJIIOTHUX 3HA-
YeHb JUCKPETHOTO KOCHHYCHOTO nepeTBopeHHs (Metoa Koxa-XKao).

5. Meron beurama—Memona—Eo—tOHr.

6. MeToa mpsIMOTO pO3LIUPEHHS CIIEKTPA.
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Ha mpakTwiii, He Bci cTeranorpadiydi MeToAu NpUXOBYBaHHS iH(GOpMaIlii B HEpyxome 300pa-
’KEHHS TAPaHTYIOTh O0€3[IOMUIIKOBE BUITYUYECHHS MOBiJOMIIeHHA. {7151 TOTO0, 1100 NMpaBMIIbHO PO3IIUd-
pyBaTH KpUNTOrpaMy HNOTPiOHO BUKOPHUCTOBYBAaTH METOJM, SIKi JO3BOJISIIOTH BHJIYYHMTH IOBIIOM-
JIeHHs 0€3 CTIOTBOPEHb. AJIbTEpHATUBHUM PIIIEHHSM MOXKE OYTH 3aCTOCYBaHHS METO/IIB 3aBaIOCTIH-
KOTr'0 KoJyBaHHs (Hanpukiaa, koau Xemminra, BYX koau un koau Pima-ComomoHna, iK1 103BOJISIOTH
BUIIPABUTH MOXJIMBI MOMWIKH. L{i METOaM O3BOJISAIOTH KOPETyBaTH MOMMWIJIKH, TOOTO BUSBISATH U
BIJIYYaTH iX, 1110 301IbIIy€ HAIHHICTh BUIYYECHHS IPUXOBAHOI iH(popMallii.

6. BcraBka 1aHuX B HEPYXOMi 300pakeHHs1 HA 0CHOBI Moaupikamii
HalMeHII 3HAYYLIOro 0iTa

Merton 3aminu HaiimeH 3Hauymoro 6ity (H3b, LSB — Least Significant Bit) € HalpocTilmm
CIoco0OM CTETaHOBCTABKH 1H(POpMAIIii B HEPYyXoMe 300pakeHHs1 0€3 BUIMMHUX CIIOTBOPEHb KOHTEH-
Hepy. Meton LSB rpyHTy€eThCs Ha eKcrutyarailii 1-itHu3pkopiBHeBoi BiaactuBocTi 3CJI [12]. CyTh Mme-
TOJy MOJISITA€ B 3aMiHI MEHII 3HAUYIIUX OITiB MiKCeiB 300paykeHHs Ha OiTH MPUXOBAHOTO iH(pOpMa-
1iHOTO MoBigOMIIeHHs. [Ipu 1IbOMY JTFOAMHA HE CITPOMOYKHA BUSIBUTH 111 3MiHU. Komip koxkHOTO mi-
KCEJIIO PEe/ICTaBICHN I KOMOIHAIIEI0 TPHOX KOJILOPOBUX KOMITIOHEHTIB, T.3. RGB koi1p0poBa Moienb.
PiBens inTeHcHBHOCTI KOKHOI 3 RGB ckmamoBux (puc. 10) moxe npwuitmati 3HaueHHs 0...255

(Bcporo L, =256 piBHiB KBaHTYBaHHS) Ta KOAyeThes 8 OGitamu [7,12].

@ 3
®\/C3

Yeppowuii (255, 0, 0)

Jlinosnit (255, 0, 255)
Komtuii (255, 255, 0)
4 Binmii (255, 255, 255)

3enemit (0, 255, 0) —

W
\

X
(1)~ 3uauenns SCKPABOCTi HEPROHOTO KOIKOPY

@ — 3HaueHHs ICKPABOCTI 3€JICHOT0 KOILOpY .
i Cumniit (0, 0, 255)
@ — 3HaYeHHs ACKPABOCTi CHHEOTO KOILOPY

Brnakutauii (0, 255, 255)

Puc. 10 — Monens RGB
Fig. 10 — RGB model

alalalalalalale
I3 22 I 8 A A [ G
I3 K22 22 4 A I I

Puc. 11 —biToBe npeacTaBiIeHHs] KOJIBOPOBUX KOMIIOHCHTIB
Fig. 11 — Bit representation of color components

[Tikcenp siBiIsie COO00 OJHY TOUYKY 300pa)KeHHS, SIKa MICTUTH PiBHI IHTEHCUBHOCTI KOYKHOTO 3
3-x xonpopoBux RGB kanaimiB. BiamoBigHi piBHI IHTEHCUBHOCTI KOAYIOThCs 3 Oaiiramu (puc. 11),
AK1 B CyKyIHOCTI BU3HAYAIOTh MOTPIOHUI BIATIHOK KOJBOPY JUIsl KOHKpETHOro mikcemo. OTxe, iH-
dhopmartist mpo KoJIip IS IEBHOTO MKCEIIo MpeAcTaBieHa 24 6itamu (3 Gaiitamn).
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Binomo, mo nopir aytnusocti 3CJI no 3minu sickpaBocTi ckinanae 2-3% [12]. e o3nauae, 1o,
AKI0 MOU(IKALlis PIBHA SCKPABOCTI MIKCENIB 3HAXOAUTHCS HUXK4e nmopora uytauBocti 3CJI, To BiH
HE BUSBHUTH BI3yaJIbHOTO BUKPUBIIEHHS 300pa)keHHs-KOHTeiiHepy. [Ipn 1poMy MeHII «Baromi»
(mobmo, monoowi) GITOBI Po3psIU Y TUPPOBOMY 300paKeHHI, MAIOTh MEHIIIUN BIUTHB Ha HOTO Bi3y-
abH1 XapaKTePUCTUKH B TIOPIBHSAHHI 31 cTapmuMu Oitamu [12], ToMy 11i O1TH KOJIBOPOBUX KaHAJIIB
(abo rpagarii ciporo (BU3HAYAETHCS OJTHUM KaHATIOM)) MOKYTh BUKOPUCTOBYBATUCH JJIsI IHKATICYJISI-
1ii O1TiB MPUXOBAHOTO MOBIAOMIICHHS. [IepCIIEKTUBHUM BEKTOPOM PO3pOOOK € TiOpuIHE 3aCTOCY-
BaHHs Kpunrorpadii ta creranorpadii: - mpuxoByBaHHS KpUIITOrpaM B KOHTEitHepax. B oMy pasi
st BOynoByBanHs MmetooM H3b mmposanoi inpopmanii 3a ronmomororo kpunrocuctemu RSA 3a-
CTOCOBYEThCS IyCTHI KOoHTeHEep (puc. 12). KoxkeHn cumBou 3ammdpoBaHOTo MOB1AOMIICHHS, IPOYH-
tanuit B kogyBanHi ASCII, BukopucroByroun komanau cepenopuia MathCAD, a BctaBka 0iTiB Kpu-
NITOTpaMu 3p00JIeHO B HYJIKOBI O1TH (puc.11) mocmaigoBHUX OalTiB, MAaCUBY pacTPOBUX JTAHUX YEPBO-
Horo kaHany (R).

B 3aranpHOMY BHITaJIKy BaXKJIMBO PO3YMITH, IO JIJIsi BCTABKHM MPUXOBAHOI iHGOpMaIlii MOXKHA
BUKOPHUCTOBYBATH PAaCTPOBI 1aHi OY/Ib-sIKOTO KOJILOPOBOTO KaHaly, npH 1ibomy 3CJI He momivae crio-
TBOPEHB 300paKeHHA-KOHTEHHEPY, OCKITBKHA HOTO HAMMEHTII 3HAYY NI O1T aCOIIIOETHCS 3 KIITYMOM))
Ta, 32 3aMOBUYBaHHSM, HE € BAKJIMBHUM JIJIs Bi3yaJIbHOT OIlIHKY BUX1THOTO 300paKeHHsI. 3alTOBHEHUH
KOHTEWHED, SIKUM MICTUTh KPUNITOTpaMy MpeAcTaBiIeHuil Ha puc.13. 3 mopiBHAHHS MOPOKHBOTO Ta
3aMlOBHEHOTO KOHTEHHEPIB (puc. 12- 13) MoxHa cTBepKyBaTH, 110 moMiTHI 3CJI BUKpUBICHHS KOH-
TeiiHepy, BIACYTHI.

"1.bmp" "Stego.bmp"

Puc. 12 —IToposxHe 300paskeHHS - KOHTEHHEP Puc. 13 — 3anoBHeHmi1 KOHTEMHED
Fig. 12 — An empty image - container Fig. 13 — Filled container

B HaBesneHoMy mpHKIIaji, IpUYMHA MaJioi MOMITHOCTI BUIMMUX BUKPHUBIICHb KOHTEHHEPY 00Y-
MOBJIEHA THUM, III0 7aXCIIOTBOPEHHSI, K1 BHOCSATHCS 10 OKPEMHX ITKCETIB B HACTIOK 3MIHHU X SICK-
paBocCTi (7151 BUNIA/IKY BCTABKU JaHUX MTOB1IOMIJICHHS B HYJIbOBi OiTH KOHTEIHHEPY), HE IEPEBUILYIOTh
semmunny 2°, mo nexuTs Hkde mopory uyrtnusocti 3CJI 10 He3HAYHOT 3MiHM SCKPaBOCTI KOHTEH-
Hepy [12]. Cnenmdikariero dopmaty *bmp24 3aranbpHa KiTBKICTh PIBHIB KBAaHTYBaHHS SICKPaBOCTI
KOKHOTO OKPEMOro Tikcento aopiBHioe 2°=256. Toni ouinutu nopir uyrausocti (ITY)3CJI no He-
3HAYHOI 3MiHU SICKPaBOCTI 300pakeHHs, MOYKHA SIK:

19 =2 %100%, (15)
256

1e, A — BeTMYMHA BHECEHUX CIIOTBOPEHB SICKPABOCTI (YUCI0 pi6HIE K8AHM)Y8AHHS) OKPEMUX TIKCEIiB
npu BukopuctanHi Meroxy H3b mis nmpuxoByBanHs iHGOpMAIIITHOTO TTOB1AOMJIICHHS.

Bucoxwuii piBers nonynspaocti Metoxy H3b (LSB) 3ymoBneHuid, TUM, 110 BiH JOCTaTHHO MPO-
cTUi B peaiizallii Ta e)eKTHBHUN NJIsi MPUXOBYBaHHS 3HAYHUX 0OCATIB iH(MOpMAIli B HEBEIMKHUX
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¢aiimoBux 00’ektax [7]. Merox LSB Moxe OyTH Bpa3JIMBUM JI0 PI3HUX BUIIB aTak, ICHYIOUHX 5K y
MACHBHHUX, TaK 1 B aKTUBHUX CIeHapisax aTak. OCHOBHMI Henouik LSB nonsrae y Horo BUCOKIN 4yT-
JIUBOCTI JI0 HAMMEHIIIMX CIIOTBOPEHb KOHTeWHepa[12], HapuKiIaa: - KOMIIPECiss HEPyXOMHX 300pa-
’KEHb Ta/4¥ T€OMETPUYHI aTaku, MOKYTh MPU3BECTH JI0 BTpATH MPUXOBaHOI iH(oOpmarii uu ii xub-
HOTO BiJIOOpa’KeHHS MPUXOBAHOTO KOHTEHTY. 11[00 HiBeIMOBaTH MOXKIIMBI CHIOTBOPEHHS BUITYYEHOTO
MOBIOMJICHHSI, BHACIIIJIOK 30BHIITHHOTO BIUIMBY Ha 3alIOBHEHUI KOHTEHHEp, CIiJl JOJATKOBO BUKO-
PUCTOBYBATH METO/H 3aBaOCTIKOTr0 KoyBaHHs (XemMminra, BUX Ta iH.).

7.BucHOBKH

1. Po3risiHyTO y3arajgpHEH1 CTPYKTYPHI CXeMu cTeraHorpadivyHoi i KpuntorpadidyHoi CUCTeM,
ix creruikaisi Ta KOMIOHEHTH, BUKOHAHO OTJISIT TPAJAUIIIMHUX KPUITOCUCTEM, III0 BUKOPUCTOBY-
IOTHCSl B Cy4aCHUX KOMIUIEKCHUX CHCTEMax 3aXUCTy iH(opMarlii. 3anpornoHoBaHO OJII-OTIs1 OCHO-
BHHX 0ocobnuBocTel creraHoasroputmy H3b, 1m0 BUKOpHUCTOBYETHCS NJIs1 TPUXOBYBAHHS JaHUX B
300pakeHHAX Ta BimacTuBOCTI 3CJI, KOTpi BpaxoBYIOTHCS BITOMUMU CTeraHOrpadiyHUMU METOaMHU
MY 1HKATICYJIAIIT (BCTaBIIl) CTEraHOTpadiYHOTO KOHTEHTY B CTPYKTYpPY KOHTEHHEPIB.

2. 3a pe3ysbTaTaMy aHaji3y, MOXKHA CTBEP/XKYBaTH, 110 CTeraHorpadiuHy Ta Kpuntorpagpiuny
CHUCTEMHU MO>KHA PO3TJISAATH, SIK crieln()IYHUA BapiaHT CUCTEMH 3B s3KY 1 epenadi qaHux. AGcrTpa-
KTHE BU3HAUEHHS CTeraHOTpadivuHOl CUCTEMH BKIIFOYAE€ HACTYITHI MHOXXWHU: - MHOKWHA BHXI1JTHUX
iH(OpMaIIHHUX TTOBIIOMIICHbB; - MHO)KHHA KOHTEHHEPIB; - MHOJKWHA CTETaHOTPaM; - MHOKHHH TIPsi-
MUX Ta 00EpHEHUX BiTOOPaKEHb; - MHOKUHU KIIIOUiB-€KCTPAKTOPIB JAHUX, SIKi BIAMOBITAIOTH M
BiJoOpaxkeHHsAM. AOCTpaKTHE BU3HAUYECHHS KPUNTOTPpa(iyHOI CUCTEMH OXOILUTIOE TaKi MHOXKHHH, SIK:
- MHO)KMHA BHX1JIHUX TTOBIJJOMJICHB; - MHO)KHHA KPUTITOTPAM; - MHOKHHHU TIPSIMUX Ta OOEPHEHUX Bi-
no0paKeHb 1 BIIMOBIIHI M KITFOYI.

3. AcuMeTpUYHI CUCTEMH KPHUIITOrpadiyHOrO 3aXUCTY, OUIBII CTIMKI O aTak KOMIIpOMeETallii
CEKPETHHUX KIIIOYiB, OCKIJIBKM BUKOPUCTOBYIOTHCS Pi3HI KIIIOU1 JJIsl IpOLelyp MH(pyBaHHS/PO3IIH-
¢bpyBaHHa. Baromoro nepeBaroro aCUMETpUYHUX KPUITOCUCTEM € 3aCTOCYBAaHHS KJIIO4iB BEJIMKOT J10-
BXXUHH B KpUNTOrpadigyHUX aJTOPUTMAX, IO JTO3BOJISE MiIBUIIATH OOYUCITIOBAIbHY CKJIAIHICTB.
CknaiHi MaTeMaTU4HI Omepallii Ta KJIto4i BeIUKUX PO3MipiB YIOBUIBHIOIOTH BUKOHAHHS ACHMETPH-
YHHUX QJITOPUTMIB y MOPIBHAHHI 3 CAMETPUYHUMH. ACUMETPUYHI aJlTOPUTMH BUMAaraioTh 3Ha4HO Oi-
JIbIIE OOYUCITIOBAIBHUX PECYPCIB JUTs 31HCHEHHS] BUCOKOPIBHEBUX OOUYHNCIICHB.

4. Anroput™M RSA BUKOPHCTOBY€E aCUMETPUYHHH IMiIX1] ¥ NIUPOKO BUKOPUCTOBYETHCS B CY-
YaCHUX MPOTOKOJIAX aBTeHTH( iKaIlii Ta 3a0e3neueHHs KoH(iAeHIiHHOCTI iH(OopMallii B TII00aIbHIX
Mepexax. 30UTbIIECHHS JOBXHHNA MOYJISI IPU3BOAMTH /10 3pOCTaHHS 4acy TeHepallii KIIF0UOBOi MapH.
I'padixu 3anexxnocTeit 11st mporeayp mudpyBaHHs Ta po3mUPPyBaHHS PI3HATHCS, OCKUIBKH Ha PO-
3mm@pyBaHHs JaHUX BUTPAYa€ThCs OUIbIIE Yacy, HiX Ha ix mudpyBaHHs. [[puauHOO 1IOTO MOXE
OyTH iCTOTHA Pi3HUIISA BIIPUTOTO, CEKPETHOTO KJIto4a. 30UThIIEHHS po3Mipy ¢ailry Ta MOAYJIO Iie-
PETBOPEHHS, PU3BOAATH /10 301IBIICHHS Yacy, SIKUM BUTPAYAETHCS] HA BUKOHAHHS MPOLIETYp HIHd-
pyBaHHS 1 po3mudpyBaHHs 1711 cucteMu RSA.

5. ¥V creranorpadii iCHye MIUPOKUH CIIEKTP METOIB IS peastizallii MPUXOBYBaHHS JaHUX B
HEepyXoMi 300paskeHHsI. BrurydeHHs BUXiTHOTO MOB1IOMJICHHS 3 KPUIITOTPaMHU BUMArae He JIMIIE Bif-
MOBITHUI CEKPEeTHUH KITI0Y, aie i 30epekeHHsI LUTICHOCTI KpUITorpaMu. Buxoas4u 3 1boro, MOXxHa
CTBEPKYBATH, 10 HE BCl METOJM MPUAATHI JIsl MPUXOBYBAHHS KPUITOIpaM B KOHTEHHEpax, OCKi-
JBKM BOHU HE MOXKYTbh TapaHTyBaTH O€3MOMMIIKOBOTO BUiydeHHs iH(opmMartii. [Tpu BuGopi metomy
noTpiOHO 3BepTaTH yBary Ha HMOBIPHICTb MPAaBUIBHOTO BHITyueHHs. Jl0AaTKOBUM PIIIEHHSM 3 TIPO-
TU1T MOYXJIMBHM MTOMHJIKAM € METOJIM 3aBaJIOCTIMKOTO KOJAYBAaHHS, SIKi JJO3BOJISIOTH BUSIBIISTH Ta BU-
MPaBJISATH MOXKJIMB1 TIOMHJIKH CTETaHOTpa(iqHOTO MOB1IOMJICHHS.

6. KomriekcHe 3acToCyBaHHs METOI1B Kpurntorpadii Ta creranorpadii 703Bostsie 3a0€3MEYUTH
BUCOKHI piBEHb 3aXUCTy iH(POpMAIlii BiJ MOTEHIITHUX aTak.
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Researching the possibilities of using steganographic and cryptographic algorithms for information hiding.

Abstract.The organization of information security has always been a relevant task, especially after the emergence of information and
communication systems. The fundamental directions in the field of information security, dating back to ancient times, include cryp-
tography and steganography. Cryptography implements information protection by transforming it into an unreadable form. Steganog-
raphy allows the concealment of information in various containers (such as images, texts, audio recordings), keeping the presence of
information unnoticed by casual observers. The article discusses approaches to cryptography and steganography, the concept of hybrid
application of cryptographic and steganographic methods to provide a dual-layer data protection, and the overall architecture of cryp-
tographic and steganographic systems. Traditional cryptographic systems applied in modern information security systems include sym-
metric and asymmetric cryptosystems. Although symmetric systems have evolved with the appearance of new mathematical transfor-
mations, they have a significant drawback. It consists of the need for an additional transfer of the secret key to the recipient. Such a
strategy requires the use of a protected communication channel equipped with technical protection systems. At the same time, there is
a risk of unauthorized access, which can cause the secret key to be compromised. Based on the above problems of symmetric cryp-
tosystems, preference is given to asymmetric algorithms when developing protection mechanisms. An analysis of the RSA cryptosys-
tem, based on an asymmetric encryption approach, has been conducted. This system is used in contemporary authentication protocols
and ensures confidentiality in information systems and the Internet. The performance of software modules for key pair generation,
encryption, and decryption for the RSA system was investigated by modifying the algorithm's general parameters (transform module,
source data size). The results of time measurements are presented in a table, based on which dependencies of time on specific parameter
modifications are built. The steganographic algorithm of modification of the least significant bit (LSB), which is used to hide data in
images, is studied. Currently, there is a wide range of steganographic algorithms developed based on the characteristics of human
sensory systems (such as vision or hearing). The article discusses the properties of the human visual system (HVS) utilized in steganog-
raphy.

Keywords: Cryptography, Steganography, Key, Information Message, Asymmetric Cryptosystem, Symmetric Cryptosystem, Cipher-
text, Steganogram.
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Abstract: This work presents the results of modeling attempts at unauthorized extraction of steganocontent (halftone test im-
ages) under the condition of selective compromise of each of the two active processing parameters of the source array series of
base blocks (BB) of content, i.e.: - the scheme scanning of BB series and the spatial processing of BB. The current program
version ensures consistent realization of the main stages of content processing with the necessary settings parameters. As part
of the modeling, it is suggested that the attacker has correctly identified one of the two current content processing parameters.
Several modifications of the main schemes scanning of BB series and the spatial orientation of BB (rotation and horizontal
mirroring) as an additional mechanism to counteract attempts of illegitimate content extraction are considered. The modeling
was conducted on the examples of three types of images: - portrait, landscape, and mnemonic scheme. Manipulations with the
spatial orientation parameter of BB strengthen the opportunities to counteract attempts at unauthorized data extraction. Char-
acteristic quantitative and time histograms for different dimensions BB of content, changes in the peak of value signal-to-noise
ratio for different types of schemes scanning BB series are presented, and samples of attacked test images are presented. The
analysis and generalization of the main differences in the attack results using different parameters of the spatial processing of
BB and ways of scanning series of BB of image-content are performed. Attention is drawn to the fact that the use of two active
processing parameters of the source array of BB series is an effective and computationally «simple» means of counteracting
attempts at unauthorized data extraction. The relationship between the stage of preprocessing the source content and the pa-
rameters of the formed arrays BB is emphasized. It is concluded that the introduction into the structure of the data extractor
key, the elements of «The state of scanning» and «The spatial processing of BB», strengthens the overall capabilities to coun-
teract attacks. The used processing parameters of the source array of BB series determine the structure of visual artifacts of
attacked images but do not produce a simple solution to identify the attacked image at the level of classifying the type of source
images. Prospective directions for further modeling of the main protection mechanisms within the proposed algorithm concept
are indicated.

Keywords: Content, Steganography, Encoding Series Lengths, Images, Scanning, Spatial orientation, Encoding with
transformation, Encapsulation, Data extraction.

1.Introduction

One of the most effective directions to ensure the hiding of the facts of information transmission
and storage is the use of various steganographic methods that make it possible to use the properties
of digital content to ensure more effective solutions to the issues of hidden transmission, storage and
protection against unauthorized extraction of target information. Regardless of the used steganogra-
phy direction, it is necessary to ensure the minimization of unmasking anomalies of the data carriers
(containers) applied and maintain a given level of content resistance to attempts of its unauthorized
extraction, and in some cases, also resistance to attempts of deliberate container distortion.

When hiding (encapsulating) in digital images any other information (in this case, images),
there are certain distortions of these objects - data carriers. Through the use of balanced settings of
the data encapsulation algorithm, it is possible to ensure the level of distortion of the used container
images at a level below the threshold of sensitivity of the human visual system. This ensures the
actual absence of noticeable anomalies in information carriers, complicates the work of a steganoan-
alyst, and introduces the necessary balance between the preservation of characteristic properties for
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the type of container used and the amount of permissible distortions acceptable for a given type of
hidden content (hereinafter referred to as steganocontent) [1-2].

Undoubtedly, the number, structure, and manifestation intensity of artifacts of the image-con-
tent encapsulation process and the consequences of attempts to illegitimately extract, always depend
on the processing modes chosen for them at all stages of the current prototype steganoalgorithm [3-
4]. When processing container and content data, different processing modes can mostly be used, both
the same type (symmetric) processing modes and modes that implement different data processing
parameters (asymmetric) [2].

Such differences can include: the size of blocks (fragments) of the source images; parameters
of pre-processing of data arrays of the container and content; criteria for evaluating the significant
information of containers and content; differences in implementations of accelerating computing pro-
cedures, etc. Based on the totality of these differences, different effects can be obtained on the same
types of source data [5] from the point of view of the visibility of image artifacts and individual
parameters of the entire algorithm based on the results of the performed steganographic insertion.
According to the concept of the being created algorithm [2], for authorized content extraction, infor-
mation is required regarding the current data multiplexing parameters at both main security levels
(inter-block and intra-block) [4,6], both for content and for the container. All this information is
contained in the structure of the composite key of the data extractor, where each of its elements de-
termines the current processing modes of the steganocontent and container [2]. Violation of each of
its individual elements of the extractor key structure and/or the current parameters (values) leads to
the impossibility of content extraction [7], or its significant distortion [4,8-9].

2. Main part

The main purpose of the paper is to summarize and compactly compile the results obtained
during the cycle of modeling various scenarios of content attack that counteracts attempts at its un-
authorized extraction, by using the use of different scanning schemes of base block (BB) series and
spatial transformation schemes of BB of an array of image-content series when imitating a conditional
attack of steganocontent, in the assumption that the attacker managed to determine the current pa-
rameters of content processing [10], which are implemented at 2 main levels of protection (inter-
block and intra-block, Figs. 2-4 [4]) of the investigated steganoalgorithm.

Within the scope of the conducted modeling, the most indicative (from the point of view of the
clarity of the obtained consequences) parameters of the settings of the current algorithm [8,11-12]
were used, which facilitates the general perception of the observed processes and the evaluation of
the character and structure artifacts of the attacked images.

The current method of organizing the scanning of BB series [6] is determined by the corre-
sponding element in the data extractor key structure (element Ne2 in Table 1 [8]). The characteristic
results of the attack (attempts at unauthorized extraction) of the test image-content when implement-
ing some scan schemes are presented in works [8,13]. The work [14] presents the results of unauthor-
ized content extraction attempts when implementing the two-pass scanning mode (i.e., through block
sampling) of BB series for a test image of the «portrait» type.

In Fig. 2 presents the results that characterize the total number of BB and the average length of
series BB for scanning schemes shown in Fig. 1. The imitation modeling of the test content attack
was carried out for four image block dimensionality: 4 x4, §x8, 12x12 and 16 %16 elements. It should
be noted that all the scanning ways (Fig.1) are not computationally complex, but they can significantly
complicate the attacker's «work», increasing the overall protective potential of the algorithm
[8,13].From Fig. 2 shows that an increase in the dimensionality of the blocks leads to a sharp decrease
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(comparison of the blue and red histograms) in the number of BB image series [12], for all the con-

sidered scan methods (Fig.1).

The use of blocks of large dimensions (red histogram in Fig.2) virtually eliminates the differ-
ence in the number of BB series for different scanning methods. In other words, the indicator charac-
terizing the number of series to be formed depends on the operating parameters (scanning multiplic-
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ity) and scanning scheme and decreases with increasing BB dimensionality [11].

Single-pass scanning

Two-pass scanning

b) Random;
dnlchl Al 1 eelerelotelel 5 1] »
AL 7 Y
I pIL ”
L JEIEIEIEIEIE L NN/ »
| CIEIEIEIE L »
L JEIEIEIEIEIE K Z N Y5
LACIEIEIEIEIEIE) / ) o\ ¥\
T TE L | [$e| el [ 61| 61d] ZA 4A LA 4= Aol ele] e e
¢) Snake-2; d) Double «Snake-2»; e) Zigzag; J) Double «Zigzag»;
Fig. 1- The researched scanning schemes (b-f) and sample test image (a).
Total number of BB
28000 25002
24000 . e o 22826 22689
20000
16000
12000
$000 6812 6582 6577 6326 63"4
4000 ”“ 1745 '9“ 1727 ’97' 173 ’39‘ 1704 1620
0 M Block size 4x4
Rmdom Sna k0~2 Double «Sluke.» leu Double «leag»
M Block size 8x8
Average series length )
M Block size 12x12
-
’ vai - M Block size 16x16
I 1,017 1,009 I Ii‘ lis LOUI Ii4 |i<,o I ‘i 1i<, 026 | 1i6 1i9
Random Snake-2 Double «Snake-2» Double «Zigzag»

Fig. 2. The total number of obtained BB and their average

series length from different

scanning schemes and block sizes (for test sample (a) in Fig. 1)
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It should be emphasized that the two-pass modification of the scanning (var. (d,f) in Fig.1)
during the first scanning of the source content array involves the sequential sampling of all odd blocks
(red markers in samples (d,f) in Fig.1), and during the second pass/scanning, all even blocks of con-
tent (blue markers).

The use of a two-pass scanning (Fig.1, var.(d,f)), according to the indicators of the formed
series of BB and their lengths (Fig. 2), compared to the use of a random scanning mode (var. (b)),
gives the closest results, and for all «practically interesting» (8 and 12 el.) dimensions of the blocks.

At the same time, the visual fragmentation (destruction of the structure) of the attacked content
for the above cases is significantly different (see Fig.4in work[11]).

The random mode of scanning BB series (Random), in the case of a successful attack of 2 levels
of protection at once [13], provides much greater fragmentation of the source content (see Fig.3 [8]),
but significantly increases the total processing time (Table 1).

With the use of «difficult» scanning ways and modes (in this case, two-pass and/or random
scanning), the effect of visual fragmentation of the source content increases, namely, the number of
formed series of BB increases. From the point of view of multiplexing combinatorics, this looks very
good, but in doing so, unfortunately, it increases the computational complexity of the procedures at
the 2nd level of protection, which is an undesirable effect that contradicts the general trend of reduc-
ing the computational complexity of the entire algorithm as a whole [2]. First of all, this concerns the
implementation of coding procedures with transformation [5], immediately before the implementa-
tion of the procedures for multiplexing the average brightness parameter of the BB at the 2nd level
of protection (step Ne6 in Fig.1 in work [13]) of the experimental algorithm.

Table 1 - Execution time for different scanning schemes and dimensionality of BB.

Execution time in the second [sec]

Block 4x4 36 0,08 0,2 0,08 0,13
Block 8x8 2,22 0,01 0,04 0,02 0,03
Block 12x12 0,53 0,001 0,012 0,008 0,013
Block 16x16 0,16 0,006 0,007 0,005 0,012

The characteristic values of the execution time of different schemes scanning of BB are pre-
sented in Table 1. Based on the obtained results, the following can be stated:

- the execution time of the scanning schemes of BB series depends on the dimension of the
blocks, the type of image, and, accordingly, the number of BB series to be formed;

- the total time of data processing procedures decreases when increasing the dimension of BB;

- application of the «Random» scanning scheme requires more time for all dimensions of
blocks, and, compared to other scanning methods, this difference is very significant;

- the use of the multiplicity mechanism in the scanning schemes increases the number of logical
procedures that are implemented within the corresponding instructions, which leads to an increase in
the total processing time (for example, comparing «Snake-2» and «Double Snake-2»);

- the time of implementation of «simple» scanning schemes (rows, columns or spiral, etc., see
Fig.3(a-e) in [8]) is much shorter than for «complex» schemes (var. (b,d,f)). However, the latter sig-
nificantly complicates the attacker's ability to localize the vector of potential searches relative to the
implemented scanning scheme.
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Table 2 presents the PSNR values (Peak Signal-To-Noise Ratio - PSNR) which correspond to
some samples of attacked content presented below in Fig. 4.

The analysis of the structure and intensity of the manifestations of artifacts of the attacked im-
ages (Fig. 4) shows that even the existence of acceptable PSNR values (PSNR 2>28+30 dB [7]) does
not completely guarantee the successful identification of objects scene on all used in the course of
modeling scanning schemes.

It should be emphasized that usually the value of PSNR ranges from 20 to 50 dB, i.e. the higher
the value, the closer the restored image is to the original.

In Fig. 3 presents a visualization of the obtained difference between the original and recovered
(i.e., illegally extracted) images at different dimensions of BB and ways of the series scanning for
both types of test images. In this case, the more brightly the point and/or fragment of the image (sam-
ples (a-d)), the bigger the difference between the «hacked» content and its original.

Accordingly, than the indicated darker the element/fragment, the nearer its recovery parameters
are to the original values. It should be emphasized that all the images shown in Fig.3 show attempts
to falsely restore content by using a «by row» scanning scheme (see var.(a) in Fig. 1 in work [8]).
Characteristic examples of unsuccessful selection of the current parameters of series scanning under
the condition of simultaneous compromise of the other two levels of protection of the experimental
algorithm are presented in works [8,11,13-14].

However, two important circumstances should be taken into consideration: - the type of content
being processed and the degree of complexity of the reverse compilation of the source content during
the attacker's attempts to «work» with the compromised data array [8,13]. From the point of view of
the complexity of reverse compilation of the source content, it is worth highlighting the scheme of
scanning that implements the «Zigzag» principle (var. (e,f)) this scheme provides the greatest visual
fragmentation of the content and makes it impossible for the attacker to obtain indirect instructions
regarding the implemented method scanning of BB.

Compared to the «Snake-2» principle, which is characterized by pronounced visual transpar-
ency, the «Zigzag» scheme is an effective solution to complicate the reverse compilation, provides
the greatest visual fragmentation of content, and deprives the attacker of indirect clues in the part of
the implemented method of scanning of BB.

The variant of the random scanning scheme is not considered as a priority (from the point of
view of the degree of visual fragmentation of the content), due to the decrease in the average length
of the formed series (Fig. 2) in the most balanced, from the practical point of view, range of block
sizes (from 8%8 to 12x12 elements, Fig. 2) and significant time losses (Random in Table 1), which
are the result of the features of this scheme, this variant of the scanning scheme will be considered in
the next part of the research.

Summarizing all of the above, it can be argued that the scanning schemes that implement the
«Zigzag» scheme combine in the best way the structural features that are inherent for images of the
city type and provide the best conditions for maximizing the difficulty of attempts to unauthorized
reverse compilation of the source content. In addition, the possibility of implementing different «Zig-
zag» schemes (for example, «start» at different points and/or through block scanning) additionally
increases the combinatorics of the corresponding element in the integrated structure of the extractor
key [8]. Thus, even in the case of compromise of the main protective mechanisms at two multiplexing
levels at once [4,13], the use of various variations of the «Zigzag» scanning scheme allows to suc-
cessfully counteract attempts to unauthorized content extraction.

The next stage of the research was focused on modeling possible attack scenarios (step Ne3
in Fig.1, [4]), relative to two constituent components of the integrated data extractor key structure
(Fig.1 in [8]): -an element that defines the current scanning scheme of BB [15]; -an element that
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defines the current implementation of the spatial processing of BB of the content series length array
(this is a new element).

2 (BB 12%12el.);

AL A

b) Double «Snake-2»

¢) Zigzag (BB 12x12 el.);

.dfs § S e e e
d) Double «Zigzag» (BB 12x12 el);
Fig. 3 - Visualization of the difference between the original and attacked content (Landscape)
for different scanning ways
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In Fig. 4 presents test samples of halftone images that are characteristic of 2 different types of
content (portrait and mnemonic scheme) and the essence of the manipulations used with the spatial
orientation parameter for all formed series (see step 3 in Fig. I in [4]), which were used during the
modeling cycle.

a) Test Image (Portrait) b) Test Image (Mnemonic Scheme)
The source array of BB series of content
F F F F
BB) L1 BB; L2 BB3 L3 coe BB, Ln
..........
Rotate \i
o) imor | 1]
w 3 TEREEE |
BB) L BB, L BB3 L3 o BB, Ln
0dd Even 0dd . :
series BB series BB series BB The closing swin BB

An array of BB series after the spatial processing
¢) An example of the spatial processing of BB in the used scanning schemes

Fig. 4 - Samples of test images (a, b) and the used scheme for the spatial processing of BB (c)

Before starting the modeling, it was suggested that the parameter use of the spatial orientation
of BB could introduce its own contribution to the distortion structure of the attacked image and de-
termine the further course of events, regarding the «success» of attempts to unauthorized extract and
identification of the target content. That is, the introduction of different schemes of the spatial pro-
cessing of BB of the source images can strengthen the general combinatorics of the integrated struc-
ture key of the data extractor [2]. Therefore, even in the case of compromise of the main protective
mechanisms at both levels of multiplexing [2,4], the application of different schemes of the spatial
orientation of BB will allow us to successfully counteract attempts of illegitimate content extraction.
In accordance with the idea, when encoding content, for all odd base blocks, the blocks are rotated to
the left by 90° (marked as Rotate 90°), and for all even base blocks, their horizontal mirroring (Mir-
ror) is performed. Thus, after the formation of the array of BB series, when using the appropriate
scanning scheme (in Fig. 4, marked as «The source array of BB series ...»), there is a change in the
source orientation of BB in such a way that all neighboring blocks of the resulting array (in Fig. 4,
marked as «An array of BB series after...») have a different spatial position. At the same time, as
follows from Fig.4, the simplest test encoding scheme was used, which is repeated without changes
for each subsequent pair of BB.

Taking into consideration the possible combinations/consequences of the attack which are im-
plemented in relation to the two elements indicated above (scanning and spatial orientation of BB),
the general modeling scheme is as follows:
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1 - Successful selection of the scanning scheme, but an error in the spatial orientation of BB;
2 - Successful selection of the spatial orientation of BB, but an error in the scanning scheme.

Test image (Fig. 5(a)) Test image (Fig. 5(b))
A2 2 2 2 2 2D 2 2 2 2 2
Successful selection of the scanning scheme, but an error in the spatial orientation of BB
3 T ngm - S l??'——!-z——__»;.'- o
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Attack: «Snake-1», WITHOUT the spatial processing of BB;

Successful selection of the spatial orientation of BB, but an error in their scanning scheme

b) Encoding: «Randomy + rotate and mirror BB;
Attack: «Rows» + rotation and mirroring BB;

Fig. 5. The results of content recovery when different combinations of attacks (BB 12x12 el.).

The corresponding results of modeling attempts at unauthorized content extraction, presented
in Fig. 5, were obtained when the same parameters of the algorithm [2]: - the dimension of image
blocks; - the dimension of the smoothing matrix; - the smoothing method; - the parameter value of Pz.
In addition, it is important to emphasize that the same Pz values were used at the stages of content
pre-processing and the formation of the array of BB series.

In Fig. 5(a) presents the results of attempts to unauthorized extract test images in the assump-
tion of correct selection of the series scanning active scheme and an error in the parameters of the
spatial orientation of BB when using the average values of the dimensionality of BB and the value of
Pz for the smoothing mask 3 %3 el. [2]. From the sample in Fig.5(a), it is clearly visible that the errors
of spatial positioning of the image blocks for both scannings are practically invisible in lengthy and
low-information image fragments (see the attacked image for the test image type «Mnemonic
schemey). This feature of processing is by no means a «weak» side of the algorithm used, since in
highly detailed image areas, the process of fragmenting a series of similar blocks demonstrates all the
necessary qualities. That is, in these areas, the necessary decompilation of content is supported, which
makes further identification of image objects impossible.
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In Fig. 5(b) presents the results of attempts to unauthorized extract test images, assuming that
the attacker successfully selected the current parameters of the spatial orientation of the formed BB
(Fig. 4(c)), but made a mistake when restoring the current scheme scanning series of BB. That is, in
this case, the attacker correctly determined the dimensionality of BB and the current spatial orienta-
tion scheme of the available BB, but made a mistake in the part of the implemented scanning scheme,
namely: - the attacker used the «Rows» scheme for the initial «Random» scanning. In other words,
the samples presented in Fig. 5(b) reflect the situation opposite to the one presented earlier in
Fig. 5(a). The analysis of the samples presented in Fig. 5(b) allows us to state that the distortion
structure and fragmentation intensity of the attacked images of unauthorized extracted content differs
significantly from the results obtained when imitating the conditions of successful selection of the
current parameters of spatial orientation of BB (Fig. 5(a)).

As revealed by the analysis of the presented results in both attack scenarios, the uncompromised
part of the extractor key elements (highlighted in blue letters in Fig. 4) plays a critical role in pre-
venting further identification of objects in the unauthorized extracted content. This testifies to the
effectiveness of the protective measures that are applied to the elements of the extractor key and
indicates their importance for preserving the integrity and confidentiality of data. However, it is im-
portant to note that the used scheme scanning «Random» may allow an attacker to partially identify
the content in case the attacker is able to pick up the current series scanning scheme but makes a
mistake in the current scheme spatial processing BB.

This indicates the need for further measures to improve security, in particular, the choice of the
most complex and secure scanning schemes («Zigzag» or «Double Zigzagy) and/or spatial orientation
of BB, it is recommended to set more secure algorithm parameters, use images of a different type and
different pre-processing options to create optimal starting conditions for improving both the perfor-
mance of the algorithm and providing more effective protection to complicate the process of identi-
fying confidential information (for example, in the « Mnemonicy type image in Fig. 5, it actually de-
prives the attacker of the ability to classify the type of content extracted).

The solution to this problem always requires careful analysis and selection of optimal algorithm
parameters (in this case, scanning schemes) which will ensure a high level of security and make it
impossible for attackers to gain access to confidential information.

In Fig. 6-7 presents a visualization of the existing difference between the original and the re-
stored (i.e., illegally extracted) images for the above smoothing parameters[2], but in conditions of
simultaneous error in determining the current scanning parameters and spatial orientation of the avail-
able BB (i.e., false rotation and mirroring of the BB (see Fig. 5(c)).

In this case, the more brightly a point or any image fragment (samples (b) and (d) in Fig. 6),
then the greater the difference between the attacked content and its original. Accordingly, the darker
the specified element or fragment, then the closer its recovery parameters are to the original image
values (the brightness level of the original elements). Characteristic examples of unsuccessful selec-
tion of the current parameters of the scanning series without any manipulation of the spatial orienta-
tion of the available BB, in the conditions of simultaneous compromise at once of 2 main levels of
protection (inter-block and intra-block), presented in works [8,11,14]. Comparison of the image sam-
ples in Fig. 6(b,d) with their originals demonstrates that even the presence of a large number of dark
elements in the «hacked» content does not contribute to the successful visual identification of scene
objects (although the obtained PSNR values do not exclude this possibility [15]).

When analyzing the structure and intensity of distortions (the difference in brightness between
the original and restored elements) of the attacked sample of the «Portrait» test image in Fig.6(b,d),
the following conclusions can be drawn.
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When using the «Random» scanning scheme, the interconnections between neighboring blocks
are strongly destroyed, which is characterized by a large number of small details (high-frequency
components in spectral analysis [5]). This area with the structure of existing distortions (fine grain)
differs from the rest of the peripheral part of the image. It is noticeable that in this case, the structure
of the «grain» of recovery errors is proportional to the dimensionality of the blocks used. This con-
firms the presence of a large number of BB with a single or very small length of the formed series of
BB.

Test image (Portrait)

b) Difference between the original and attacked images
(for the case of «Portraity, BB 12x12 el., Pz = 3)

2!

’ ‘e..., T
e e e S A
¢) Attacked image (Portrait) d) Difference between the original and attacked images
(BB 12x12 el, Pz =35) (for the case of «Portrait», BB 12x12 el., Pz =5)

Fig. 6. Distortion structure of a test image of the «Portraity» type with a simultaneous error
in determining the scanning and the spatial orientation of the BB

In Fig. 7(b), special attention should be paid to the area of the image, which is highlighted with
a yellow marker. In this example, the yellow marker outlines the image fragments with the most
noticeable distortions, which correspond to the least informative content areas: 1 - the background of
the image; 2 - the area with captions and schemes on the mnemonic scheme. That is, in these image
fragments, the «work» of the algorithm to form «long» series of BB is most noticeable. In other
words, within the limits of the «yellow area» in Fig. 7(b), mostly there are blocks that are very close
to their source content, which is not the case with the results of the visual evaluation of the attacked
samples (in Fig. 7(a) and (c), highlighted in red).

Thus, the used processing algorithm ensures the lowest level of distortions in the structure of
BB, which form highly detailed fragments of images, realizing content protection in these areas due
to the implementation of appropriate scanning schemes and changes in the spatial orientation of ex-
isting BB. Moreover, the attacker's mistake in the two specified parameters at once only increases the
overall effect (the lower thumbnails marked with a red frame in Fig. 7(a,c)).
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Test image (Landscape)
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b) Difference between the original and attacked images
(for the case of «Mnemonic scheme», BB 12x12 el., Pz = 3)

a) Attacked image (Mnemonic scheme)
(BB 12x12 el., Pz=3)

¢) Attacked image (Mnemonic scheme) d) leference between the ortgmal aml attac Aetl images
(BB 12x12 el., Pz =) (for the case of «Mnemonic scheme», BB 12x12 el., Pz =5)

Fig. 7. Distortion structure of a test image of the «Mnemonic scheme» type with a simultaneous
error in determining the scanning and the spatial orientation of the BB

3.Conclusions

1. The conducted modeling is of a demonstration nature and should confirm the main assump-
tions regarding the selected data processing modes at each stage [4, 11], as part of implementing the
general concept of creating a low-resource hybrid steganoalgorithm [2].

2. The conducted simulation allows us to visualize the consequences of using different attack
schemes (attempts of unauthorized extraction) of steganocontent under the condition of selective
compromise of each of the two current processing parameters of the output array of BB content series,
i.e.: - the scheme scanning and the variant of spatial positioning of existing BB.

3. The use of different scanning schemes highlights the importance of supporting the necessary
compromise between: - the complexity of implementing one or another scanning method and its ca-
pabilities, in relation to countering unauthorized content extraction attempts and reducing the total
number of series, as a pledge of the process of reducing the computational complexity of the entire
algorithm [2].

4. The structure of the artifacts of the attacked images does not allow identifying the obtained
content samples, at least at the level of classifying the type of source images (Figs. 6-7).

5. The conducted modeling confirms that changes in the spatial orientation of the formed BB
are an effective tool to counteract attempts of unauthorized content extraction, even if successful
selection of the current BB scanning scheme.
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6. The introduction in the structure of the extractor key [8] of a new element that is responsible
for the spatial processing of BB (Fig. 5(c)) allows us to reduce the requirements for the complexity
of the used schemes of scanning, which is an important component within the chosen concept of
implementing a low-resource hybrid steganoalgorithm.

7. Errors in the spatial orientation of content blocks in low-information image fragments are
practically imperceptible, but this is not a «<weak» side of the used algorithm, since in highly detailed
image areas, the necessary decomposition of the source content is maintained, which makes its further
identification impossible.

8. The used data processing modes provide a low level of distortion in the BB structure, which
forms highly detailed image fragments, implementing content protection in such areas due to the use
of appropriate scanning schemes and spatial orientation of the available BB. An attacker's mistake in
both of the mentioned parameters increases the overall destructive effect (i.e., content fragmentation).

9. The used method of scanning BB content series determines the nature and structure of the
distortions of the attacked images and determines the further course of events regarding the success
of unauthorized extraction attempts and the identification of target content.

10. From the obtained results, it can be seen that even a successful selection of current data
processing parameters at two main levels of protection does not guarantee successful reverse compi-
lation of the source content, as proven by samples of «attacked» images.
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Pe3ynbTaTn Moe/l0BaHHSA Pi3HAX cXeM MPOCTOPOBOI OpieHTaNii Ta pO3ropTKH cepiii omopHuX 0/10KiB 300pakeHb JJ1s1 MPOTHIIT
HeCaHKIiOHOBaHOI eKCTpaKii cTeranorpagivyHuX JaHUX.

AHoTauis. B po6oTi npencrasieHi pe3ynbTaTH MOJETIOBAaHHS CIIPOO HECAHKIIOHOBAHOTO BIJIYUSHHS CTETAHOKOHTEHTY (HAIiBTOHO-
BUX TECTOBHX 300pa’KeHb) IIPU YMOBI BHOIPKOBOI KOMIIPOMeETAIlil KOXKHOTO 3 ABOX AII0YMX IapaMeTpiB 0OpoOKH BHXiJHOTO MacHBY
cepiif onopraux 610kiB (OB) KoHTEHTY, TOOTO: - cXeMHu po3roptku cepiit Ob Ta mpocropoBoi 06pooku Ob. [liroua nmporpamHa Bepcist
3a0e3mnedye MOCIiTOBHY peai3alilo OCHOBHHX eTamiB 0OpoOKH KOHTEHTY 3 MOTPiOHMMU IapaMeTpaMH HaJlAlITyBaHb. B pamMkax Mo-
JIeJIFOBaHHs 3p00JICHO HPHITYIIEHHS, 10 aTaKyIOunii BipHO BU3HAYMB OJIMH i3 ABOX [IIIOYHX MMapameTpiB 00poOku KOoHTeHTY. Po3risi-
HYTO JeKijibka Moaudikariili OCHOBHHX cXxeM po3roptok cepiii Ob ta mpocropoBoi opienrauii Ob (o6epmanns ma copuzonmanvhe
8i003epKanenHts), K I0AATKOBOIO MEXaHI3My 3 NPOTHIT cipo6aM HeJIeriTMMHOT eKCTpaKiii KOHTEHTY. MoaeoBaHHs POBOAMIOCS
Ha NPUKIaJax TPhOX THIIB 300pakeHb: - IOPTPET, Mel3ax Ta MHeMocxeMa. Maninyusiuii 3 mapamerpom npoctopoBoi opienrauii OB,
MOCHJTIOIOTh MOJKJIMBOCTI 3 IPOTHAIT clipo6aM HEaBTOPH30BAHOTO BIITyYECHHS JaHUX. [IpeacTaBieHo XapakTepHi KUIbKICHI Ta 9acoBi
ricrorpamu Juist pizHEX po3mipHocTeHOB KOHTEHTY, 3MiHHM MIKOBOTO 3HAYEHHS CHUTHA/IIYM IS PI3HUX Pi3HOBUJIB CXEM PO3TOPTKU
cepiit OB Ta HaBeJeHO 3pa3ky aTaKOBaHUX TECTOBUX 300pakeHb. BUKOHAHO aHai3 i1 y3araJbHEHHS OCHOBHHX BiJ]MIHHOCTEH pe3yIIb-
TaTiB aTaky IPHM BUKOpHUCTaHi pi3HUX mapamerpis «IIpoctopoBoi 06pobkn»OBb Ta «CrocobiB po3roptku» cepiit Ob 300paxeHHs -
KOHTCHTY. 3BEPHEHO yBary, 10 BUKOPHUCTAHHS IBOX AI0YMX MapamMeTpiB 0OpoOku BuximHoro mMacuBy cepiii OB e edexTuBHUM Ta
00YHCIIIOBAIBHO «IIPOCTUM» 3aC000M 3 NMPOTHAIT cnpobamM HeaBTOPH30BaHOI eKcTpakuil naHux. ITigKpecneHo B3aeMO3B’SI30K MDK
€TanoM npe1oOpoOKU BUXiIHOTO KOHTEHTY Ta mapaMerpamu GpopmoBanux MacusiB OB. 3po6iieHO BUCHOBOK, 110 BBEICHHS 110 CTPYK-
TYpH KJII0OYa €KCTPAKTOPY AaHuX, eneMeHTiB «CraHy po3roprok» Ta «IIpoctopoBoi 06pobku OBb», nocuitoe 3aranbHi MOXJIIMBOCTI 3
npotuii arakaM. BukopucToByBaHi mapameTpu 0OpoOKH BUXiTHOTO MacuBy cepiif Ob, BH3HAYalOTh CTPYKTYpYy Bi3yaJIbHUX CIIOTBO-
PEHB aTaKOBaHUX 300pakeHb, ajle He JaloTh IPOCTOTO PIllIeHHs, MO0 HACTYIHOI ieHTH(diKamii aTaKoBaHOTO 300pa)KeHHs Ha PiBHI
kiacuikamii THITy BUXiTHUX 300paskeHb. 3a3HaueHi NEPCIIeKTUBHI HANIPSIMU JUISl OAAIBIIOT0 MOJIEIIOBAHHS OCHOBHUX MEXaHI3MiB
3aXHCTy, B MEXKaxX 3alPONOHOBAHOTO KOHIICTITY aTOPUTMY.

KiwuoBi ciioBa: konmenm, cmezanozpapis, ko0ysanHs 008xicun cepill, 300PadNCeHHs; PO320PMKA, NPOCMOPO8A OpIEHMayis, Kooy-
6AHH5L 3 NEPEMBOPEHHSAM, THKANCYNSAYIs, eKCMPAKYIsL OAHUX.
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AHoTanisi: [lana po6oTa mpucBsYeHa JOCIIHKEHHIO POOIeMaTHKUKIOepOe3neK: B KOHTEKCTI CTAJIOr0 PO3BUTKY Cy4acHOTO
iHpopmauiitHoro cycminscrBa. [TounHatoun 3 orsity pisHOMaHITHUX (HOPM Kibep3arpos, y CTaTTi 3alpolOHOBAaHO aHAI3 iX-
HBOT'O BIUIMBY Ha KOH(]IICHUIHHICTD, HITICHICTh Ta JOCTYMHICTH iH(GOpManii. KputnuHa 3aj1ekHiCTh Cyd4acHOTro CyCHiIbCTBA
Bix iHQOpMaLifHIX TEXHOJIOT1H, pOOUTH TEMATHKY 3aXHCTy Bix Kibep3arpo3 HaJ3BHUaiHO aKTyalbHOI0. B Mexax pobotu 3a-
IIPOTIOHOBAHO aHaJIi3 3pOCTaHHs KUTBKOCTI Ta CKIaIHOCTI Kibep3arpo3s, o BUMarae ocTifHOTO yIOCKOHAJIEHHS Ta OHOBJICHHS
CTparteriif 3aXuCTy Bix HUX. BajImBHM eraroM BHCBITIIEHHS TEMH € aHalli3 BIUIMBY pi3HHX (opM kibep3arpo3 Ha cydacHi
indopmariiini cucremu. Po3riasHyTo OCHOBHI Pi3HOBUAH (ILIMHTY Ta COIIATBHOI IHXKEHepil, a TAKOXK HACIIIIKHU BIUIUBY BipyCiB,
TPOSHCHKUX MPOrPaM Ta IHIIMX LIKIUTHBUX Mporpam. JleTanbHui OrJIs IUX acleKTiB J03BOJIs€ BUSHAYUTH KIIIOUOBI MUTAHHSA
Ta HeOe3MeKH, sIKi BUHUKAIOTh B KOHTEKCTI pobiieMaTrKy Kibep3arpo3. Takox, cTaTTs MiCTUTh MaTepiaiy, IPUCBSUCHI PI3HUM
cTparerisiv 3axucty. BoHa posrisigae icHyouu cTpaterii 1uisl 3aXucTy iHGopMaliifHiX CHCTeM, BKIIOYAI0UN BUSBICHHS BPa3-
JIMBOCTEH, BUKOpHCTaHHs GaratodakTopHol apTeHTH(DIKALIi Ta 3aX0a1 115t 3a0e3MedeHH s CTIHKOCTi. 3arajibHi BHCHOBKHU JaHOT
po6oTH MiACyMOBYIOTh HEOOX1JHICTE OCTIITHOTO OHOBJICHHS Ta aJaNTallii CTpaTeriil 3aXUCTy, 100 3pOCTAIOU0i CKJIAJHOCTI
Kibep3arpo3 y CBiTi MIBUIKOTO TEXHOJIOTTYHOTO PO3BUTKY. B minoMy, rana poora e 11e ofHIM KPOKOM Y PO3YMIHHI CyTHOCTI
BUKJIHKIB, 5K TIOB'sI3aHi i3 MpoOIeMaTHKO0 3a0e3edeHHs KibepOe3neku B cydacHOMY iHGDOPMALiTHOMY CYCIiIbCTBI.
KunrodoBi cnoBa:xibepszacposa, ananiz ma 3axucm, cmitikicms inghopmayitinux cucmem, cmpameczii 3axucmy.

1. Beryn

VY cyuacHOMy iH(pOpMAIiHHOMY CyCTUTBCTBI MUTaHHS KiOepOe3NeKu cTaloTh HA3BUYAHO aK-
TyaJIbHUMH, OCKUTHKHU 3 KOYKHUM JTHEM 3pOCTae 00csT U(PpOoBOT aKTUBHOCTI Ta 3aJICKHICTh Bij 1H(]O-
pManifHUX TEXHOJOTiH. Pa3om 13 MBUIKUM PO3BUTKOM TEXHOJIOTIH 3pOCTa€ 1 piBEHb Kibep3arpos,
SIK1 CTAlOTh BXKJIMBUM acTeKTOM 3a0e3nedeHHs 6e3neku B [HTepHeT npoctopi. Li 3arpo3u BukIMKa-
I0Th Cepi03HI MPOOJIEMH, a TAKOXK CTAIOTh MPUYUHOIO NOPYIICHHS KOH(1IEHIIIHOCTI, I[IIICHOCTI Ta
JOCTYIHOCTI iH(popMarii. ¥ Mexax 1ieipoO0TH B CTUCIOMY BUTIISAL pO3TIISHYTI pi3HOMaHITHI popMu
kibep3arpo3ra ixHiil BIUIMB Ha cy4acHi iHpopmariitHi cuctemu (IC), a Takok MOXKIIUBI 3aX0IU IS
3aXHCTY BiJl HUX B YMOBaX MOCTIHHO 3pOCTAaI040ro MU(PPOBOro cepeOBHIIA.

AKTyalIbHICTh TEMH 3yMOBJICHA BIUIMBOM BiJIpa3y KUIbKOX KJIIOUOBHUX acrekTiB. [lo-miepime, iH-
dbopMalliiiHi TEXHOIOTI] CTalli HE TUTPKK HEOOX1THOIO YaCTUHOIO MOBCSAKIECHHOTO JKUTTS, aJIe 1 KpU-
TUYHO BOXJIMBUM PECypcoM sl (yHKIIIOHYBaHHS BEIHMKOI KUIBKOCTI CYCHUTBHUX, KOMEPIIHUX Ta
rocrnoaapchkux npoiecis. [To-apyre, 3pocTaHHs 3aJI€KHOCTI BT ITUX TEXHOJIOT1H BIIKPHUBA€E HOB1 MO-
KJITMBOCT1 JUIsl KIOEP3JIOUMHINIB, SIKI BUKOPHUCTOBYIOTh PI3HOMAaHITHI Ta BIIOCKOHAJCHI METOIHU IS
arak Ha [1C.3a0e3meuenns HaaifiHocTi 1 6e3neku IC cTae Haa3BUYAHO BAYKINBUM 3aBIaHHIM, OCKi-
JBKYU KiOep3arpo3u, Taki sIK aTaku Ha MEPEeXeBi CTPYKTYpH, BUTOKHU KOH(iAeHIIHHOT iHopMarii Ta
IIKiJTUBI IPOTPaMH, MOXKYTh MaTH CEpHO3HI HACIHIIKH IS EKOHOMIKH, TIOJTITUKH Ta CyCIUIbHOT Oe3-
MeKu. Y MbOMY KOHTEKCTI pO3YMIHHS pi3HUX (HOpM Kibep3arpo3 Ta IXHhOTO BIUTUBY CTA€ CTPATETIYHO
BOKJIMBUM JIJIs1 pO3pOOKH €(heKTUBHUX 3aX0/11B 3aXKCTY, 110 BiJIMOBIIal0Th BUKIMKAM CYy4acHOTO 1H-
(dhopmariitHoro mpocTopy.

3pocTaHHs KUTBKOCTI Ta CKJIQJHOCTI Kibep3arpos crae cepiio3HUM BUKIMKOM Uisi chepu Kide-
pOesneku. Pi3HOMaHITHICTh aTak, BKJIIOYal0OYM BUTOHUYCHI T€XHIKM (IIIMHTY, aTaKd 3 BUKOPHCTaH-
HSM TIKIJTMBOTO mporpaMuoro 3abesnedenns (I13) Ta ataku Ha iHPPACTPYKTYpY, CBIAYATH, IO Ki-
Oep3JI0YMHIII TOCTIHHO BJIOCKOHAIOITH CBOT METOIH, aJJaNITYIOYMCH JIO HOBITHIX TEXHOJIOT1H Ta 3MiH
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y cepi kidepoOesmneku [1].HenepepBuuii po3BUTOK KiOep3arpo3 BUMarae He JUIIE PEaKTUBHUX, aJie
Il IpOaKTUBHMX CTpaTeriit 3axucty. OpraHizaii Ta iIHIUBIIH, 0 MPArHyTh 3aJUIIATHCA MOTEpery,
MMOBUHHI HE JIMIIIE OHOBIIIOBATH CBOI cucteMu Ta [13, ane it po3BUBaTH HOBI METOAM BUSBIICHHS Ta
3arno0iranHs kKidepaTtak. BaxmuBiCTh IbOTO 3aBIaHHS 3yMOBJICHA TUM, 11O BIAMOBITAIBHICTH 3a 3a-
xucT IC cTae He TUTHKY 3aBAAHHAM TEXHIYHUX CIICHIAIICTIB, aJie ¥ KJIIFOYOBOIO CKJIaJ0BOIO CTpaTeri-
YHOTO YTPaBJIiHHS OyAb-sIKOI0 OPTaHi3alli€lo Ui JAePKABHOIO YCTAHOBOK. Y IIbOMY KOHTEKCTI OTJISIT
pizHuX (hopM Kibep3arpo3 Ta IXHbOTO BIUIMBY CTAa€ HEBi €EMHOIO YaCTHHOIO €(PEeKTUBHOTO i Oe3reu-
HOTO yMpaBJiHHS, CHIPSIMOBAHOTO Ha 3a0e3MeueHHsI CTabiIbHOCTI Ta HaIIHHOCTI ()YHKITIOHYBaHHS CY-
yacHux IC.

[IpoBeneHHs aHami3y BIUIMBY KiOep3arpo3 Ha cTiiikicTh IC € HeBi1 €MHOIO YaCTHHOIO BJIOCKO-
HaJICHHS CTpaTerii KibepOe3nekn B yMOBaxX MOCTIHHOTO €BOMIOIIHHOTO cepenoBuma [2]. 3 ypaxy-
BaHHSIM CTPIMKOI'O PO3BUTKY TEXHOJIOTIH Ta 30UIBLICHHS KIJIBKOCTI IM(POBHUX ACMEKTIB HAIIOTO
KHTTS, 3pocTae 1 chepa kibep3arpos, 110 HaKIaae cepito3Huii Brums Ha IC.

L{st cTaTTst Mae Ha METI PO3TITHYTH POOJIEMATHKY KiOepOe3MeKn B KOHTEKCT1 CydacHUX peaii
1 IPOTIOHYE OTJISIIOBUI aHATI3 PI3HOMAaHITHUX PI3HOBHIIB Kibep3arpo3, IKHii OXOTUTIOE 1X BIUIMB Ha
KOH(1ACHITIHHICTD, ITUTICHICTh Ta JOCTYIHICTh iH(QOpMaIlii. 30kpema, HaJaloun OIS HAWHOBIIINX
TeHAeHII y cdepi kibepOe3meku, aBTOPU poOOTH MAIOTh Ha METI BHOKPEMHUTH KJIIOYOBI aCIEeKTH
0e3rmekH, 10 MiJAaI0ThCs PU3UKY BHACIIIOK CyYyacHUX Kibepartax.

BaxnuBum eTanom y 3alporiOHOBAaHOMY aHai31 € BUBHAYCHHSI PI3HUX CTpATeTid 3aXHCTY, sKi
CIIPOMOXH1 €(PEKTUBHO BIAMOBIAATH BUKJIMKAM O€3MeKu cydacHoro kKibepmpocropy. Ciia mia Kpec-
JIUTH, 10 PO3TIISIHYTI CTpaTerii BpaXOBYIOTh, SIK TEXHIYHI, TaK 1 CTpaTEri4Hl aCeKTH, KOTP1 CIIPSIMO-
BaHi Ha yJJOCKOHaJIeHHs CTIHKOCTI cydacHuX IC Ta 3a6e3neueHHs IXHbOT YHKIIOHAIBHOCTI B yMOBaxX
MOCTIHOTO BIUIMBY IIUPOKOTO CHEKTPY 3arpo3u iHpopmauiiiHoi 6e3nexu (Ib).

2. PizHoBuam kidep3arpos Ta ix BB Ha I1C
2.1 DPiwune ma coyianvHa iHdceHepis
@OimuHT Ta colianbHa IHKEHEPIs CTaTl HEOMIHHOIO YaCTHHOK CY4acHOTO IU(POBOTO Mpoc-

TOPY, CTaBIIIA BOXXJIMBUMH eJeMeHTaMu KioepOesneku. L{i MmeTonu arak, cipsiMoBaHi Ha OTpUMaHHS
KoH(piaeHIIIHHOT 1HDOPMAIIil Yepe3 MaHIMyJIIOBaHHS TICUXOJIOTIEI0 KOPUCTYBAYiB, CTAIM OLTBII BU-
TOHYCHHUMHU Ta MOIIUPEHIUMH, BUKIIUKAIOYH CEPHO3HI 3arpo3H I 0COOMCTOI Ta KOPIIOPATHUBHOI Oe3-

Ta MPOTIOHYE MPAKTHYHI MiIX0AU A0 3aXUCTY BiJ KX 3arpo3 [1].

2.1.1 @iwune: gioomi memoou ma ix eapiayii

DIimuHT — 11e 0/IMH 13 HAHOUIBIII MOITMPEHNX METOIIB aTak B cdepi KibepOe3neku, SKuii BUKO-
PHUCTOBYE COLIaJIbHI 1H)KEHEPH] TEXHIKH JJIs1 OTpUMaHHs KOH(iAeHiitHOi iHdopMarlii, Takoi sk ma-
poJIi, HoMepu OaHKIBCHKHX KapT abo 0cOOUCTI AaHi, Bi KopucTyBadiB. Hirkde HaBeeHO y3arajibHe-
HUH nepenik HaiOUTbII MOMKUPEHUX METOIIB 1 Bapialliil (iluHTY, HACHIIJKIB X BIUIMBY Ha KOPHCTY-
BauiB Ta MOXJIMBUX CTPATETiH 3aXUCTY.

OcHoBHI MeTOH (DIITUHTY:

o Enexmpouua nowma (E-mail): niocmynui iucmu, wjo euensioaoms sk 6i0 6i00MUX 6am KOM-
Nauitl yu cepsicis, AKI 3aKIUKAOMb 8AC 88eCmu KOHQIOeHYilHI OaHi Ha IKMUHUX 6eO-catl-
max.

o CoyianvbHi mepedci ma mecenodcepu. Qiuiune08i amaxu yepe3 NONYIAPHI COYIAIbHI MepeiCi
ma meceHnodcepu, 0e amakyroyi 6UOarms cebe 3a 3HAUOMUX 4u Kojea.

® BebO-catimu: cmeopenHs Qiuuneosux eeO-caumis, AKi iMimyloms o@iyiiHi pecypcu 0.
ompumanHs ocobucmoi ingpopmayii.

Bapiauii ¢immnry:
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o Posmosnuti Giwune — giwune (Vishing).: ¢iwuune uepes meneghonui 036inKu, 0e amaxyrouutl
HaAMa2aemvbcsi ompumamu KoHghioenyitiny inghopmayito 8i0 nomenyiliHoi dHcepmau.

o Cumiwune (Smishing): amaxu yepez SMS-nogioomnenus, 0e y KOpucmy6auie Hama2armMvcs
BUMAHUMU 0cOOUCMI OaHi Yepe3 MeKCmo8i NOBI0OMIEHHS.

o SpearPhishing abo mapeemosanuii iwiune: amaxu, 0e 3108MUCHUKU BUCOKOKBANIPIKOBAHO
amaxyromes KOHKpemHti yini - izuuni ocoou ma/yu opeanizayii.

o CoyianbHa iHJCeHepisl. BUKOPUCMOBYE NCUXON02IUHI ACNeKMU BNIUBY HA CB8I0OMICMb nep-
conany cyuacnux IC. Sk memoo amaku, He nuuie cnpsamMoB8aHull Ha eKCHIYamayito mexuiy-
HUXU Op2ani3ayitiHux epaziusocmeli 0ito4oi cucmemu 3axucmy, aie i eqpeKmusHo 8UKOPUC-
MOBYE NCUXON02TUHT NPULIOMU OJIsL MACUMAOYB8aHHs HACAiOKie amaku. Pozenno enausy coyi-
AbHOI THXHCeHepii Ha ncuxonociynul cman kopucmyeaywis IC ma ix 8paznugicme, € K0408UM
acnekmom b6e3nexu 8 OHIAlH cepedouLyi. 3108MUCHUKY BUKOPUCTIOBYIOMb MAKI Memoou,
SAK CMEOPeHHs MEPMIHOBOCTI, BUKIUK eMOYlll, ma WeUOKi nepesmilenHs 8 agmopumem-
HiCMb, W00 GUKIUKAMU NOMPIOHY Peaxyiio Y NOMEeHYIHOT Hcepmeu.

2.1.2 Epexmusni cmpame?zii 3axucmy 6i0 3a2po3 (Diliunzy.

e Haguanna ma npogeciiina 8ionogioanvbHicmys: 3aBYacHE MependayveHHs (IIIUHTOBUX
aTak po3yMie mij co0oro Ge3nepepBHE HaBYaHHS KopucTyBayiB cyyacHux IC, po3mizHa-
BaTH XapaKTepHI O3HAKH maxpaiicra. Tomy, peryyspHi TpEeHIHTH Ta iHCTpYKLii mepco-
HaJly, MOKYTb 3HAYHO IiIBUIIUTH PiBEHb X MPOQPITEHUX KOMIIECTEHIIIH.

® BukopucmauHs anmugipyCHuX npocpam. BCTAHOBJICHHS Ta PEryJsipHe OHOBJICHHS aHTH-
BIpYCHUX TporpaM € e(eKTUBHUM 3aX0JI0OM 3aXUCTy Bia (pimmHry. BoHU BUSBISIOTH Ta
OJIOKYIOTh IIIKiJJTHBI BIPYCH Ta BEO-CalTH.

o bacamoghaxmopra asmenmughikayisi. BUKOPUCTaHHS OaraTodakTopHOi aBTeHTUdIKAIIT
J0J1a€ JOJIaTKOBHUH IIIap 3aXUCTy, OCKUIBKU JJII BXOAY HEOOXI1JIHI JIBa YU OUIbIIE BHIU
aBTeHTU(iKawii. bararogakTopHa aBreHTH(]IKAL Keani cTae HEOOXiIHICTIO B yMOBaX
MOCTIHOTO 3pOCcTaHHs (QIIIMHTOBUX aTakK. AHAJI3 BIJOMUX 1HIIU/JCHTIB O€3MEKH OKA3YE,
110 BUKOPHUCTAHHS HE JIUIIE IMapOITiB, ajie i IHIIMX METOAIB iAeHTH(IKAIll, TAKUX K 010-
METPHUYHI JIaHI YA OJTHOPA30BI KOJH, pOOUTH MPOIeC aBTEHTU(IKAIIT 3HAYHO OUIBII Ha-
niiauM. Lle 3MeHIye IMOBIPHICTh «yCHiXy» aTak Ta poOUTh AOCTYH A0 OCOOUCTHX 00-
JKOBUX 3aMKCIB CKJIQIHIIIUM JIJIsl 37I0BMHCHHUKIB.

® Vnpaesninusa naponsamu: MIUPOKE 3aCTOCYBaHHS O€3APOTOBUX MEPEK IMiJIBUIIY€E PU3HK He-
CaHKI[I0HOBAHOTO IOCTYIY 0 0cOOMCTOI (IPUBATHOT) Ta/41 KOPIOPATUBHOI iHPOpMAIIii.
B iboMy ceHcl 0qHUM 13 HAMBAXIIMBIIITNX 3aX0/1B 0€3MEKH € KOPEKTHE aIMIHICTPyBaHHS
naposisimu. KoprctyBadi MatoTh CTBOPIOBATH CKJIQ/IHI Ta YHIKJIbHI AP0l TSl KOKHOTO
00JIIKOBOTO 3aMHUCYy 1 PETYISPHO iX 3MIHIOBATH.

o Bnposadiicenns mexauizmie 6azamogaxmopnoi aemenmughikayii: NOAATKOBO 3MIITHIOE
3aXHCT AOCTYIY A0 OCOOMCTHUX/KOpIOpaTUBHUX MaHUX [3].

o Onoenenns 113 ma onepayitinux cucmem. € KIOYOBUM acreKToM Oe3rneku. CBoedacHe
BCTaHOBJICHHSI OHOBJICHb Ta MAT4iB 0€3MEKH J03BOJISE BUMIPABIATH BHUSIBJICHI YPa3IHBO-
CT1 Ta 3a1mo06iratu MOKJIMBUM aTakaM 3JI0BMHUCHUKIB.

e Buxopucmanusa wugpysants NaHUX HA IPUCTPOSAX Ta i Yac oOMiHY iH(pOpMaIIi€rO ve-
pe3 6e3pOTOBI MEPEkKI € TAKOK HEBIJ EMHOIO YACTHHOIO 3aXUCTY UYTIUBUX JAHUX BiJ
¢imunary. [udpyBanns 3ade3neuye kKOHDIACHIINHICT Ta HUTICHICTh 1H(GOpMAITi i
yac nepeaayi i uepes Mepexi, B T.U. HE3aXHUILEHI.

o Obmedicenns oocmyny 00 ingpopmayii. € TOTATKOBUM KPOKOM 3 MPOTH AT PIIIMHTY, TOMY
kopuctyBadi IC TOBWMHHI peTeNbHO KOHTPOJIIOBATH, KOMY Ta 3a SKHX YMOB
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HaJAI0Th(JIEJETYI0Th) AOCTYI JI0 CBOIX OCOOMCTHUX JTaHWUX Ta/4d CIy>KOOBHX ITOBHOBa-
KeHb 1pu po6oTi 3 13 Ta/un MepexeBUM ycTaTKyBaHHAM KopriopaTuBHOI IC.
[HTeTrparis 3a3HaueHUX CTpaTerii CIpUSITUME MIABUIIICHHIO TOTOYHOTO PIBHIO 3aXUCTY 1HGOP-
MaIiifHUX PecypciB BiJl 3arpo3 (HIMIMHTOBUX aTak Ta MOKPAIMIUTH O€3MeKy OCOOMCTUX Ta/4u KOH(I-
JEHIIMHUX KOPIMOPATUBHUX JAHMX IMPH iX 30epiraHHl W MUPKYJIALIl MiXK KOPUCTYBaviB B OHJIAlHCE-
PEOBHIII.
2.2 Bipycu ma wixioauege 113
kinnuee 13 € BaxIMBOIO CKIIaI0BOIO y 3arajiskHOMY criekTpi 3arpo3 1b. B 3aransHomy Buna-

IKY 11 OCHOBHOIO METOIO € 3aBJaHHs MIKOIM iH(GOpMaLiiHUM 1 anapaTHUM pecypcam cydacHux IC.
Hwxkue HaBeneHo nepernik HalOLIbIl XapakTepHUX (4aCTO BUKOPUCTOBYBAHUX ) PI3HOBHUIIB IITKI IJTH-
BHX ITPOTpaM Ta iX CrocoOu iX MOIMUPEHHS:
o Komn'tomepni uepg'siku (ab6o mposinu).: camocmiiiii npo2pamu, Ki poO3no6cro0H#CyrOmMvCsl ue-
pe3 HOCIi danux ma/4u mepedcesy 83aEmM00it0 6e3 HeoOXIOHOCMI NOOANLULOZO MAHYAIbHO2O
8MpYHaHHsl (CYnpoeoodiceHHs) 3 OOKy ix po3poOHuUKaA.
o Pexnammui ipycu. npocpamu, wo HAMa2aromscs po3no8Cro0A(Cy8amu pekiamy abo Hagimo
3MIHIOIOMb (NIOMIHIOIOMb) CIMOPIHKU 8€0-Ccalimis.
o [IInueyncoke I13: npoepamu, axi 30uparome KOH@IOEHYIUHY, 8 MOMY YUCTI, MEXHONO2IUHY
iHghopmayiro, 6e3 giooma ii Kopucmyeauis.
Bnaue na ingpopmayitini cucmemu. HacIiIKM BUKOPUCTaHHS MKiumBoro 113 mis iHdopmartiii-
HUX CHCTEM MOXYTh IepeadadaT BTpaTy KOHQIACHIIIHHOCTI, MOPYIIECHHS UTICHOCTI TaHUX Ta 00-
MEXCHHSI IOCTYIY JI0 BOKIMBUX PECYPCIB.

Ilpomudin wxionusum npoepamam: BUKOPUCTaHHSA aHTUBiIpycHOTO I13, 3ac001B MixkMepexe-
BOTO €KpaHYBaHHS, CUCTEM BHUSBIICHHS BTOPrHEHb TOIIO. Takok Tpeba aKIeHTyBaTH yBary Ha Baxk-
JUBOCTI CBO€YacHOTO oHOBJeHHs [13 Ta BAoCcKoHaNIeHHs KiGeprpaMOoTHOCTI KoprcTyBadiB IC.

2.3 Biomosa 8 obcryzoeysanni ma DDoS amaxu

2.3.1 DDoS amaxu
DDoS (Distributed Denial of Service- posnodineni amaxu 3 8i0M08010 6 00C1Y208Y8aHHI) € Ce-

pHo3HOI0 3arpo3oro At cydacHux IC, 110 37aTHA TPU3BOIUTH 10 BETUKHUX 3001B y poOOTI BEO-cep-
BepiB Ta MepexeBoi iHPpacTpykTypu. Lleit po3ain npucBsuenuii ananizy pizaux tumis DDoS arak,
iX BIUIMBY Ta e(pEKTUBHUM 3aXOjaM JJIg 3aro0iraHds BiIMOBI B 00ciyroByBanHi. Ha ceorogHinmHii
JIeHb 111 aTaKH J0Ci 3aJUIIAIOTHCS OJIHIEIO 3 HAHOLIBII MOMMPEHUX Ta PyHHIBHUX GopM peaiizamii
JIECTPYKTUBHOTO BIUIMBY Ha (hyHKI[IOHYBaHHs cydacHuX [C. BoHu cripsMoBaHi Ha mepeBaHTaKEHHS
pecypciB IUTBOBOTO CEpBEPa, MEPEKI YK TIporpamu (IIPOTPaMHOTO JTOAATKY ), IIISIXOM HaBMHUCHOTO
BIIMpaBIICHHS HAAMIPHOTO 3JT0YMHHOTO Tpadiky. Po3rsia i€l TeMu € Haa3BUUaiHO BaXKIIMBHIA, OCKI-
ek DDoS aTakv MOXKYTbh IPU3BECTH JIO BIIMOBH B 00CITyTOBYBaHHI Ta CEPHO3HO 3aIIKOIUTH O13HEC
Ta Y1 IPOMHCIOBUM/TEXHOJIOTTYHUM IpoIiecaM. 32 OCTaHHI pOKH 301IbIIMIIACH YACTOTA Ta MiABUIIH-
Jach CKIaIHICTh peanizauii DDosS.

Tak, HanpuKiaa, 3T0BMUCHUKH JA0JAaTKOBO BUKOPHUCTOBYIOTh aTaKy IMiJCUICHHS (SK CBO€pIA-
HUW PI3HOBH] 3a0e3MedeHHs, a00 KaTami3aTop WX aTakK) Ta CHHTE3 OOTHETIB, A MaKCHMIi3aril
BIUIMBY i HACJIiJIKiB OCHOBHO{ aTaku. 30KpeMa, aTaku IijcuieHHs, Taki sk DNS Amplification ta NTP
Amplification, 103BOJNSAIOTH MOMITHO 30UTBIIATHA OOCAT HAIITUIIIKOBOTO (TOCTAHOBOYHOTO) Tpadiky 1
THUM CaMUM BIIYYTHO NEPEBAHTAKUTH MEPEKEB1 3’ €JTHAHHS IIIbOBOT'O 00’ €KTY-KEPTBH.

e Biomosa 6 obciyeosyeanti ma ii 6n1U8 HA CUCMEMY

DDoS ataku MOXXYyTb IIPU3BECTH JI0 BIIMOBH B 00CIIyTOBYBaHHI1, 3p0OUBIIH PECYpCH HEOCTY-
MMHAMH JUTSl JIETITUMHUX KOpUCTyBadiB. Lle Moxxe BUKIMKATH cepio3Hi ()iHAHCOBI BTpATH, MOTIp-
IIECHHS PENyTaIlii KOMIaHii Ta BTpaTy KJIIEHTIB.

74



ISSN 2519-2310 Computer Science &Cyber Security, Issue 2(24) 2023

e 3axucm 6i0 DDoS amax
3axuct Bixm DDoS atak BUMarae KOMIUIEKCHOTO MiIxoay. B 1IboMy ceHCl BayKJIMBO MaTH CHUC-
TEMH MOHITOPUHTY Tpadiky, siKi BUSBISATUMYTh aHOMaJIbHI MaTEepPHU, IO MOXKYTh OyTH XapakTep-
Humu Uit DDoS atak. Bukopucranus CDN (Content Delivery Network) moxe po3nofinaru Tpagik
Ta MiHIMI3yBaTH BIUTUB aTak. Takoxk, BKpail BAXIIMBO MaTh cucTeMH (pinbTparii Ta o0pooku Tpadiky,
SIK1 MOKYTbh BIJIOKPEMHTH JIETITUMHUN Tpadik Bij aTak.
2.3.2 Ocobausocmi peanizayii amax niocunreHus
DNS Amplification
o 30invulennsa obcsacy 8ionosioeli. aTakylodi BUKOPUCTOBYIOTh DNS-cepBepH K MOCEpeTHH-
KiB JuIs 301nb1IeHHs 00csTy Tpadiky. Bonu Binnpaistiors 3anutu 10 DNS-cepBepiB 3 mid-
pobsieHUMH afpecaMu IiIboBoI xKepTBU. DNS Amplification 6a3yetbcst Ha ToMy, 110 DNS-
3alUTH MOXKYTh OYyTH KOPOTKMMH, ajie BiAMOBiAl MOXKYTh OyTH 3HAYHO OUIBIIUMU. ATaKy-
104l BUKOPUCTOBYIOTH 11, 00 30UTBIIUTH OOCAT 3JIOBMHCHOTO/TIapa3uTHOTO Tpadiky, BH-
KOPUCTOBYIOYH pecypcH JieranbHuX DNS-cepBepiB.

® BidcunanHa 3anumis y 6eIuKoMy mMacuimaoi.: aTakylodl BiAIpaBIsIIOTh BEIUKY KUIBKICTB ITi-
npobnenux DNS-3anuTiB Bigipady a0 Benukoi kitbkocTi DNS-cepBepiB, 30UIbIIyI0OUN THM
CaMMM BIZNOBII, SKi CIIPSIMOBAaHI Ha )KEPTBY aTaKH.
NTP Amplification
e Buxopucmanus NTP-cepsepig: 111 aTaku BUKOPUCTOBYIOTh Network Time Protocol (NTP)
JUIs 301bIIEHHS 00CSTYy Mapa3suTHOro Tpadiky. ATakyrodi BiIIpaBIsAOTh MiApoOIieHi 3a-
MIATH BLIpasy J0 BEIMKOI KUTBKOCTI Aitounx NTP-cepBepis.
[TpoBokyBaHHs 3Ha4yHOI CyKymHOCTI DNS Tta NTP cepBepiB 10 OJHOYACHOTO (hOpMyBaHHS
HUMU BiJIMOBiCH HA MacIITaOHI KOPOTKI 3JIOUYMHHI 3aMUTH, KOTPi POPMYIOThCS B MEXAX amak nio-

CuleHHs, TPYHTY€ETbCS Ha TOMY, 110 TaKi BiNOBI/II MOXXYTh OyTH 3HAUYHO OUIBIIMMU YUM 3aIHUTH, 110
1 103BOJISIE ATaKyIOYUM 301TBIITUTH TTApa3suTHUN Tpadik.

2.3.3 Cunmes ma suxkopucmanns bomuemie (Botnet-based DDoS)

CuHTe3 Ta HAaCTyIHE BUKOPUCTaHHA 00THETIB y DDoS aTakax € e(peKTUBHUM Ta HeOe3eUHUM
METOJIOM TEePEBAHTAKECHHS MEPEKEBHUX PECypCiB HLILOBOTO 00’ekTa. Po3risiHeMo Jesiki OCHOBHI
0COOIMBOCTI IILOTO TPOIIECY.

Cunmes 6omuemis DDoS:

o Cmeopenns 6omuemig: 31I0BMHUCHUKM BUKOPUCTOBYIOTH PI3HOMAHITHI METOAM JJIS 3apa-
JKEHHS TUCSY a00 HaBITh MIJIBHOHIB MIPUCTPOIB, MEPETBOPIOIOYH iX HA OOTH.

e Koopounosani amaku: T03BOJISE aTaKyIOYMM CHHXPOHI3yBaTH i 00TIB, HANPABIIAIOYU Tpa-
¢ik Ha HITHOBUI CepBEpP OHOYACHO, 301IBIYIOUN TAKUM YHMHOM BILJIUB aTaKU.

e Posnodinena giomosa 6 oociyzo8ysanni: 60THeT DDoS aTaku NpU3BOIATH 10 PO3NOIIICHOT
BiTMOBH B 00OCIIyTOBYBaHH1, BHACIIIJIOK YOTO IIbOBU 00’ €KT CTa€ HEAOCTYITHUM JJIsI JIETi-
TUMHUX KOPHCTYBadiB.

Ocobausocmi DDoS 6omuemis:

o [ngpixyeanns: 3apaxeHHs MPUCTPOIB IUIIXOM BUKOPHCTaHH: mKiamuBoro [13, excruryararii
BPa3IMBOCTEH Ta/ab0 METO/IB COMLIaIBHOI 1HKEHepii.

e [Ipuxoeane ynpasninHs: 3IOBMACHUKY BUKOPUCTOBYIOTH PI3HOMAaHITHI METOU JIJIsl IPHXO-
BAHOT'O YIIpaBIiHHSA 00TaMu, YHUKHEHHS X BUSBJIICHHS Ta OJIOKYBaHHSI.

o 30invulennsa pecypcié amaxku: BUKOPUCTAHHS OOTHETIB Ui 301UIbIICHHS (IIOCUIICHHS) 00-
CATY HEJIETITUMHOTO 3JIOUMHHOTO TpadiKy Ta «CHIOBOTO» BILUIUBY Ha LIUJILOBUN CepBeED.

3axoou 3axucmy:

o Mepesicesuii moHimopune: NOCTIMHUNA MOHITOPUHT MEPEXi NJIsi BUSBJICHHS aHOMAM Ta
HaaMipHOTO Tpadiky, sSKI MOXYTh BKazyBaTu Ha DDoS artaky.
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Busenenns ma 6noxysanns 6omis: BAKOPUCTAHHS CUCTEM BUSBJICHHS OOTIB 1Jis i1eHTH]I-
Karlii Ta 6JJOKyBaHHS 3JIaMaHUX MPUCTPOIB y OOTHETI.

Cucmemu pinompayii mpaghixy: BUPOBAKEHHS MBUIKOAIIOYNX (XMApPHHUX) CUCTEM (iTbT-
paii Tpadiky, sSKi 6JOKYIOTh HaAMIpHUH Tpadik Ta «BiICIKAIOTEY LIKIITUBHUIM.

3axucm Inmepnemy peueti (IoT): 301IbIIEHHS TTOTOYHOTO PiBHA Oe3neku mpuctpoiB 10T,
1100 YHEMOKJIUBUTH 1X BUKOPUCTAHHS B SIKOCTI OOTIB.

2.4 Tnwi munu Kibep3azpo3 ma ixHi Memoou 6Nnaugy Hd cucmemu

V cBiTi KiOepOe3neKu iCHye po3MaiTTs Kibep3arpos, ki BiqoOpaxaroTbes y pi3HUX hopmax Ta

MeToaax BruBy Ha IC. Tomy mpuainuMo yBary i iHmuM Tunam 3arpo3s Ib, 3okpema atakam Ha 6e3-
MeKy MepexXi Ta 3aCTOCYHKIB, YTOUHIOIOUYH X METOJH BIUIUBY Ta 3aXOJIH 13 3aXHCTY.
Amaxu Ha be3nexy mepexci:

Ilepexonnenns mpagixy (Man-in-the-Middle): Tun ataku, Ipu SIKOMY 3JJOBMUCHUKH 3711 C-
HIOIOTh MEPEXOIUICHHS TpadiKy MK B3aEMOJIIFOYMMH CTOPOHAMH, 1110 MOXKE MTPU3BECTH 10
nocTymy 10 KoH(ineH iitHoi iHpopmarrii.

Amaxu na DNS (Domain Name System): Mmetoau atak Ha iHGpacTpykTypy DNS 3 mMeTor0
CIIpsIMOBYBaHHS TpaiKy Ha 3JTIOYMHHUN pecypc Ta / 4M MOCUJICHHS aTak (0us. suwe).

Amaxu Ha 3aCMOCYHKU.:

Xaxepcoxi amaxu Ha spaznusocmi kody (SQL Injection, XSS): TeXHIKW BUKOPUCTAHHSI Bpa-
3JIMBOCTEH KOJY JUIsS BIPOBA/DKEHHS 3JIOBMHCHOTO KOy a00 OTpHMaHHS HECaHKIIIOHOBA-
HOT'O JIOCTYIY.

Amaxku na asmenmugikayilo ma ounalH cecii: METOAM 00X0Ty MEXaHi3MiB aBTEHTHU (DiKawlii
Ta 3JI0BKMBAHHS CECii 1711 HECAHKI[IOHOBAHOTO JIOCTYITY.

Bnaue na incopmayiuni cucmemu:

Bmpama xongioenyitinocmi ma yinichocmi 0anux.: MOXKJIMBI HACTIIKY aTak Ha Oe3MeKy Me-
pexi 1 101aTKiIB, 30KpeMa, BTpaTh KOH(IAEHIIIIHOCTI Ta MOpYyIIEeHHs LITICHOCTI JaHUX.
Bmpama oocmynnocmi cepsicig: 111 aTaki MOKYTh BIUTUBATH Ha TOCTYMHICTh 1H(OpMaIii-
HUX CHCTEM Ta BiAMOBIIHUX OHJIANH TOCITYT/CEpPBICIB.

3axoou ona 3axucmy:

Hlugpysanns ma/uu npuxogyeanus (cmezanocpagis) mpagixy.
THocmitinuii MOHIMOpUHe Mepedici, 8UABNEHHS GMOPSHEHb MA/YU NPUNUHEHHS HeOeKIAPO6a-
HOI Mepedcesoi akmusHoCcmi.

3. AHaJi3 Bpa3aMBoOCTel I MOKJIMBHUX CTPATETil 3aXUCTy

3.1 Busaenenus epasiueocmeut IC

Bussnenns BpaznuBocteii IC, 11e kimrouoBuii eTamn B 3a0€3Me4YeHH] IXHBOT CTIMKOCTI Ta 3aXHUCTY
BiJ Kibepatak. ¥ CBiTi, Jie 3arp0o3u 3pOCTAIOTh IIO/AHS, €PEKTUBHI METOIM BUABICHHS BPa3IMBOCTEH

CTalOTh iX 000B'13K0BOIO HEOOXiMHICTIO [3]. BUsBICHHS IMX BPa3JIMBOCTEH Yy BIACHUX iH(pOpMAIliii-
HHUX CHCTeMax — MEepIINi KPOK JI0 iXHPOTO €()eKTUBHOTO 3aXUCTy. TOMY KOPOTKO PO3IIITHEMO JEsKi
3 HOBHMX ITiJIXO/1iB, I110JI0 BUSIBJICHHS BPAa3JIUBOCTEH 1 po3po011i CTpaTeriit [y IXHbOTO HEeraifHOTO Ma-
pHUpYBaHHS.

Memoou suseieHHs 8pA3IUBOCMElL:

CkraHnysanHs nopmie ma aualiz 8pasiueocmeli. aBTOMaTU30BaHI 3aCO0M MOXYTh MPOaHaJIi-
3yBaTH «BIAKPUTI OPTW» Ta BU3HAUUTH MMOTEHIIIHI TOUKK BXOY JJIS aTak.

Cmamuunuii ma OuHamivHull aHaniz Koody: BUSBICHHS BPa3IMBOCTEH BUKOPHUCTOBYBAHOTO
13, yepe3 aHami3 BUXITHOTO KOAY, J03BOJISIE BUSIBUTH BPA3JIUBOCTI, sIKI MOXKYTb OyTH BHKO-
pHUCTaHi JJIsl BTOPTHEHB/aTaKu/BUTOKY JaHUX.
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Cucmemu susaenenns Inmpanem-3a2po3: MOHITOPUHT BHYTPIIIHBOTO CEIMEHTY MEpEexki A
BUSIBJICHHSI aHOMAJIBHOT MEpPEKEBOT aKTUBHOCTI Ta MOTEHIIMHUX 3arpo3 O€3MeKH.
Ethicalhacking ma Penetrationtesting: eTMMHUNXAKIHT (IEHTECTIHT) JJIsl BUSABIICHHS ICHYIO-
YUX BPa3JIMBOCTEH 3 METOIO IX MOJAJBIIOI0 YCYHEHHs (B Mexax aynuty Ib).

3.2 Cmpame?cii 3axucmy 6i0 pizHux munig xibepzazpos

Bazamowapoesuil nioxio 0o zaxucmy:

Cucmemu gussnenHs ma 3axucmy: BCTAHOBIICHHS IHTETPOBAHUX CHCTEM OE€3IEKH JIIsl BUSIB-
JIeHHs Ta OJIOKYBaHHS aTak B peaqbHoMy 4aci (IDS/IPS/DLP/Honey Net To1o).
Dinempayis mpagiky: BUKOPUCTaHHS cucTeM (UIbTparili Ay OJIOKyBaHHsS HEOE3MeUHUX
nakeTiB TpadiKy Ha PI3HUX PIBHAX/CerMEHTax Mepexi (proxy, firewall, IPS Tommno).

Ceamenmauyis ma i3048yis pecypcis:

o Jlenecysannsa npas docmyny: OOMEKEHHS JOCTYITYy 70 BRXXJIMBUX PECYPCIB 3a JOIMIOMOTOIO

neneryBaHHA npas (firewalls, 6iomempuuni cucmemu, cucmemu 3axucmy 6i0 HeCaHKyioHo-
BaHUX Olll, BNPOBAONCEHHS AICOPUMMIE BUKOHAHHSL CYMICHUX OIll Mma iH.).

3.3 3axoou iz 3abesneuennsa cmiukocmi IC 0o kibepamak

3abe3neuenns criiikocti IC 10 kibeparak — 11e HeOOXiAHA MepeIyMoBa A 30epeKeHHsT KOH-
(bieHIIMHOCTI, IUTICHOCTI Ta JOCTYMHOCTI nannx. CydacHU KiOeprpocTip BUMArae BiJi OpraHi3aliii
MOCTIHO BJIOCKOHAIIIOBATH CBOT CTpATETii 3aXUCTy Ta BXKMBATH KOMIUIEKCHUX 3aXOJIiB JJIs 3aBYac-
HOTO TTapUpyBaHHS iCHYOUHX 3arpo3 Ib.

3axucm 6i0 enympiwnix 3aepo3. Po3poOka Ta BIpoOBaKeHHs €()EeKTUBHOI KOPIIOPATUBHOT
nomituky Ib (IT1B), Bkmtouaroun 0OMeKeHHsI TOCTYITy Ta MOHITOPUHT BHYTPIIITHIX KOPUCTY-
BayiB, CTa€ BAXKJIMBUM €TAINlOM Yy MOTNEPEHKEHHI MOXKIIMBUX 3arpo3 3CEPEIHHU.
Buxopucmannsa cyuacnux cucmem eusgnenus 3azpo3. CHCTEMHU BUSBJICHHS BTOPTHEHb Ta
aHOMaJIiii I03BOJISIIOTH BYACHO BUSIBIISITH Ta pearyBaTH Ha HeOe3NeuHi akTHBHOCTI. Bukopu-
CTaHHS MTYYHOTO 1HTEJIEKTY Ta MamMHHOTO HaBuaHHs (Al/LM) no3Bossie aBToMaTH3yBaTh
MPOIIeC BUSBJICHHS HaBITh HAUCKIIAIHIIIMX KiOep3arpos.

3axucm mepeosici ma 3axucm ymogHo2o «nepumempyy deznexku. Mixxmepexei Oap’epu Ta
3aXUCT «30BHIIIHBOTO» MEPUMETPY O€3MEKH, BU3HAYAIOTH YMOBHY TEPIY JIHIIO 3aXHUCTY.
BoHu BKIIIO4arOTH B ceO¢ BUKOPUCTAHHS firewalls, cuictem BUSBJICHHS BTOprHeHb (/DS) Ta
3acobu ¢iumpTpartii Tpadiky (koprnopaTtuBHi proxyraDLPtomio) 1ist 0J0KyBaHHS MOXITHBUX
aTaKk/BUTOKY JJaHUX Ha PiBHI MEpexi.

Ynpaeninua oocmynom ma aemenmuchixayis. 3a0e3nedeHHs CTIMKOCTI BKJIIOYA€E B ceOe Ta-
KOX BIPOBA/KCHHS €(PEKTHUBHOI CUCTEMH YIIPaBIiHHS JOCTYNOM Ta OaraTo)akTopHOi aB-
teHTUdikamii. le 703Bosie OOMEXUTH JOCTYH 10 YyTIUBOI iH(pOpMAIlii Ta YCKIIATHIOE MO-
JKJTMBI aTaky Ha OOJIIKOBI 3aITMCH KOPUCTYBAYiB.

Pezcynapni ayoumu cmany 6e3nexu ma onoenenns I13 ma I115. TIpoBeieHHs] CHCTEMaTUYHUX
ayJIUTIB MOTOYHOTO cTany Ib /it BUSBICHHS ICHYIOUMX BPa3JIMBOCTEH Ta HEBUKOPUCTAHUX
MOJKJIMBOCTEH € KJIIOYOBHUM acrleKToM Oe3rneku. PerysisipHe OHOBIEHHS MPOTpamMHOroO Ta
amapaTHOTO 3a0e3MedYeHHs 103BOJIsI€ YCYBATH BUSBIICH] BPAa3JIUBOCTI Ta MIATPUMYBATH CUC-
TEMY B aKTyaJTbHOMY CTaHi.

3.4Bnauepisiio mexHoao2iuHo20 po3sumky v 3abesneyenni Ib

TexHOoMOTIYHUM PO3BUTOK € HEOAMIHHUM (DaKTOPOM BILIUBY Ha piBeHb Oe3neku cydacHux IC.
[Mocriitamii mporpec y ramy3i indopMmaniitaux texnonoriit (IT) cTBoproe HOBI MOXIJIMBOCTI AJIsl 3a-

6e3neuenns Ib Ta BuMarae Bij opranizainiil mocTiHOTO aJanTyBaHHS 10 3MiH Yy Kibeprpoctopi. Tox

KOPOTKO PO3IJITHEMO OCHOBHI 3 HAWOUIBIII MEPCIIEKTUBHUX TEXHOIOT1i:

Lmyynuy inmenexm ma mawunne Hasyanns (Alma LM)
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3acTocyBaHHs TexHOJOTiH A/ Ta LM B Tairy3i kibepOe3neKu 103BOJIsi€ aBTOMATU3yBaTH BHSIB-
JICHHS Ta aHai3 aHOMaI B Mepekax. ANTOPUTMH MAaITMHHOTO HABYaHHS MOXKYTh IIBUJIKO aJarnTy-
BaTHCsI 1O HOBUX THUIIIB 3arpo3, 3a0e3neuyoun OuTbI e(heKTUBHHMA 3aXHCT.

o bnokuetin 0ns 3abe3neyents «iMyHimemyy» 00 3MiH

TexHomorist 6J0KYeHH BU3HAYAETHCS CBOEIO JACTICHTPAIIZAIIIEI0 Ta HEMTPOHUKHICTIO 110 3MiH. Y
cdepi kibepOe3nexku, BOHa MOXKE CITY>KHTH OCHOBOIO It Oe31eyHoro 30epiranHs Ta 0OMiHy KOH(]i-
JEeHITIHOI 1H(dOopMaIlii, 3amobiraroym aTakaMm Ha IEHTPaTi30BaHl CHCTEMH.

o Keanmosa obuucienns ma mexnono2ii sipmyanizayii npoyecis (VR)

3 PO3BUTKOM KBAaHTOBHX TEXHOJIOTi/i BUHUKAE MOXIIUBICTh Y HOBUX METOJIaX aHATI3y MEpeKe-
Boro Tpadiky, BipTyamisallii mporeciB, KacKaJyBaHHsI 00YHCIIOBATLHUX MOXKIUBOCTEH Ta KPHUIITO-
rpadgigHOro 3aXxucTy AaHUX. KBaHTOBI KOMIT'IOTEPH MOXKYTh «3J1aMyBaTH» TPaAMIliiiHI KPUTITOTpa-
(biuHI aNTOPUTMHU, TOMY CTBOPECHHSI HOBHX KBAaHTOBO-CTIMKHX 3aXHCHUX METOIIB, JI€/Iaji CTa€ BCE
ORI aKTyaJIbHUM 3aBaaHHsM Ib.

o [umepnem peueii (IoT) ma Kibepghizuuni cucmemu

Po3mupenns [aTepHeTy peueil nepenbaydae qoaaBaHHs Ta i MaHIyJTIOBaHHS BEIMYE3HUMH 00-
csiraMH JIOJJAaTKOBUX JaHUX, 110 NOTPeOyIOTh X epeKTUBHOr0 3aXucTy. PO3BUTOK Kibep(i3UUHUX CH-
CTEM J03BOJIsIE 00’ eTHATH B cO01 (Pi3MUHUI Ta KiOep- CBITH, BUMAraloyu IpH I[bOMY BIIPOBAPKEHHS
IHHOBAIIIHUX TEXHOJIOTIH I METOAIB OE3IIEKN.

o Cnpowenns ynpasninns oesnekoio yepes Cloud Security

BukopucTtanHs CyKymHOCTI XMapHUX TaVRTEXHOJIOT1# J03BOJISIE KOMIAHISIM 30CEPEAUTHCS Ha
BJIOCKOHAJICHHI CTpaTeriii 0e3neKku, ajpke aaMiHICTPYBaHHS Ta OHOBJICHHS 3aXMCHUX CHCTEM MOXE
OyTH 3a1iiCHEHE IIEHTpai30BaHoO [4].

4. BucHoBku

1. Ha cporonHimHii 1eHb KiOep3arpo3u CTBOPIOIOTH 3arpo3u JJis KOH(1ACHITIHHOCTI, MTICHO-
CTi Ta TOCTYMHOCTI iH(popMartii. 3pocTaHHs 3aJIEKHOCTI CYCITUIBCTBA Bijl TOTOYHOTO PiBHSI PO3BUTKY
it BupoBaxenns [T migkpeciioe akTyanbHicTs muTaHHs 3axucty IC Big kibep3arpos.

2.IIpoBeneHo aHai3 BIUIMBY Pi3HUX TUMIB Kibep3arpo3 Ha IC Ta po3riisiHyTi OCHOBHI cTparerii
11010 iX 3aXKMCTY. 3ampOIIOHOBAHO OTJISAl HOBHX TEHJICHIIN y KiOepOesmeri 1 AKX 1HHOBAIlIHHUX
IIIXO0/T1B 3 TUTaHb 3aXUCTY BiJl HOBUX 3arpo3. [likpecneHo HasBHICTh HEPO3PUBHOTO B3aEMO3B’ A3KY
MUTaHb TEXHOJOTIYHOTO PO3BUTKY M (haKTUUHOTO cTaHy MoxJnBocTei i3 1b.

3. [Mizkpecneno HEOOXiIHICTh MOCTIMHOTO OHOBJICHHA W aAamnTallii Aif0YMX CTpaTeriil 3aXUCTy
710 3pOCTar040i CKJIAJHOCTI Kibep3arpo3. 3BepHEHO yBary, 1o 3axucT IC BuMarae oqHOYacHOIO Io-
€THAHHS BIPOBAHKCHHS 1HHOBALIMHUX TEXHOJIOT1H, TITMOOKOTO PO3YMIHHS CyYaCHUX TEHICHINHN Ki-
6epOe3neku Ta r106aIbHOT criBNpani i e(eKTUBHOT MPOTUIIT aKTyaIbHUM Kibep3arposam.
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The influence of different forms of cyber threats on the stability of information systems: analysis and protection strategies
Abstract. This work is dedicated to the further investigation of cybersecurity issues in the context of the ongoing development of the
current information industry. Starting with an overview of various forms of cyber threats, the article examines the analysis of their im-
pact on the privacy, integrity and availability of information. The critical dependence of modern society on information technology
makes the topic of protection against cyber threats extremely relevant. This work offers an in-depth analysis of the growth in the
number and complexity of cyber threats, which requires constant improvement and updating of protection strategies against them.
An important stage of coverage of the topic is the analysis of the impact of various forms of cyber threats on information systems. The
main types of phishing and social engineering are considered, as well as the consequences of exposure to viruses, Trojans and other
malicious programs. A detailed review of these aspects allows us to highlight the key issues and dangers that arise in the context of
cyber threats. Also, the article contains materials devoted to various protection strategies. It examines effective strategies for protecting
information systems, including identifying vulnerabilities, using multi-factor authentication, and measures to ensure resilience. The
general conclusions of this work summarize the need for constant updating and adaptation of protection strategies in relation to the
growing complexity of cyber threats in the world of rapid technological development. In general, this work is another step in under-
standing the essence of the challenges associated with the issue of ensuring cyber security in the modern information society.

Keywords: Impact, Cyber Threat, Analysis And Protection, Resilience Of Information Systems, Protection Strategies.
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