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METO/Jl BAKOHAHHS ONEPAIT JOJABAHHS
3AJIUILIKIB UMCEJ 3A MOJYJEM

Bikrop Kpacno6aes, Karepuna Kysnerosa, Muxaiino barmyr

XapkiBcbkuil HarlioHanbHUHN yHiBepcuteT iMeHi B.H. Kapasina, maiinan CBoGonu, 4, Xapkis, 61022, Ykpaina
v.a.krasnobaev@gmail.com, kate7smith12@gmail.com, mikhail56 @ukr.net

Peuensent: B’siuecnas Kanamnukos, a. ¢.-M.H., pod., Texnonoriuynuii yHiBepcutrer MoHTeppes,
64849 Mounteppeii, Hyeso-Jleon, Mekcuka
kalash@itesm.mx

Hapiitnno: JIncromaz 2020.

Anomauia: Cymamop 060X uucen € 0OHUM 3 KOMROHeHmig Komn'tomepuoi cucmemu (KC) 6 nozuyitiniil 08iliKo8itl
cucmemi uucnenns (IICY). 3oxpema, komnonenmamu KC € maxooc cymamopu 3a modynem M; 06ox uucen. Januil

MUn cymamopu 3a MoOYJieM Wupoko ukopucmogyiomvcs ax ¢ [HHCY, max i 6 nosuyiiHit cucmemi YUCIeHHS 8 3ANUlL-
roeux xknacax (C3K). Bajcnugoro i akmyanbHO HAYKOBO-NPUKIAOHOKW 3a0ayelo € 3a80aHHs noby0osu cymamopis,

wo npayioloms 3a dosinbhum modyrem M, C3K. Hxwo samuuxu 8; i b, wucen A i B & C3K, npedcmasneni 6
ogitikogiti TICY, mooi axymynsimop 06ox sanuwkie @, i b, no modymo M, € nocnioosna cykynuicmo 3 06itikoux
00HOpo3psaodHux cymamopis ([{OC). Memoiw cmammi € po3podka memoody GUKOHAHHS onepayii MOOYIbHO20 000a-

sanna (8 +b)mod m, samuuxie déox sanuwxie uucen, 3a 006iNbHUM MOOYIEM HA OCHOGI GUKOPUCIIAHHS NOZUYITi-

H020 08itik06020 cymamopa 3a mooyrem M = 2" —1. 3anpononosanuii 6 cmammi Menmoo uKoHanHa onepayii MoOy-
JILHO20 000ABAHHSA, 3ACHOBAHULL HA BUKOPUCIAHHT 8I00OMOI CIPYKMYPU NO3UYIUHUX OBIUIKOBUX CYMAMOPIE 3d MOOY-

nem M =2" —1. Texniuno, 3a60ans no0yoosu cmpyKmypu cymamopa noisizae 6 Heobxionocmi 3abesneuumu yMosu,

npu sikux euxionuti cymamop ¢ IICY 3a modyrem M, suxomnysas ou onepayino cxkradanns 3a modyrem M, . Jana

npoyedypa 30IICHIOEMbCS WAAXOM 66€0eHH 000AMKOGUX 36'3Ki6 6udy X Litj 6 NO3UYILHULL CyMamop 3a Mooyiem
M =2"—1, de supasz X ... nosmavae oOHOCMOPOHHIO 38'30K Midic guxooom | -eo JJOC i exooom | -20 JOC. Ha-
it

6edeni npukaaou peanizayii Memooy 6UKOHAHHS ONepayii MoOYIbHO20 000AEAHHS O/isl PIHUX 3HAYEHb 3AIUWKIE ; i

b.. Ananiz posensymux npuxnadie noxazae npaxmuumny npudamHicme 3anponoHoeano2o ¢ cmammi memody. Bin

Modrce Oymu guxopucmanuil, sk ¢ [ICY, max i 6 C3K.

Knrwuoei cnosa: cymamop 060x uucen, cymamop 3a 008itbHUM MOOYIEM; onepayis MoOYyIbHO20 000A8aHHs 080X 3a-
JuwKie, nosuyitina 0eitikoga cucmema uucienns (IICH); Henosuyitimux cucmema 4YUcieHHs 8 3ATUUKOBUX KIACAX
(C3K).

1 Beryn

OcCHOBOIO BUKOHAHHS apu(METHUHOI Omeparlii J0JJaBaHHs JIBOX YHCEJ B HEMO3WIIWHIN CHC-
TeMl uncieHHs 3anumkoBux kiaciB (C3K) e onepaist (a +b)modm, 10aaBaHHS BIAIOBIIHUX 3aJU-
IKiB a Ta b 10 BigmosigHuM ocHOBaM (MomynsiM) m, (i=1k) C3K. Omepamuis apupMeTHIHOrO
nonaBaHHs BoX yucen B C3K 31ilCHIOETHCS HE3AIEKHO BiJl IHIMUX 3JIMINKIB 1 TapajieIbHO B Yaci
o koxHoi i-i ocHoBi C3K [1-3]. MoaynbHa omnepariist CKiaganHs (a +b)modm 3IiHCHIOEThCS HA
OCHOBI BUKOPHMCTaHHSI MaJOpa3psIHUX JABIKOBUX CyMaTOpiB 3a MOJyJIeM, HA OCHOB1 BUKOPHUCTaH-
HSl CyMaropiB 3a MojayieM M =2"-1. Jlanuii miaxix Hajgae MUPOKUN BHOIp BapiaHTIB MOXKIUBOL
peanizaiiii BHyTPIIIHBOI CTPYKTYPH TaKoro cymaropy. Lle mo3Bosisie B TOBHINM Mipi BUKOPUCTOBYBA-
TH HAsBHUI TEOPETUYHUI MPAKTUYHUI JTOCBI MPOSKTYBAHHS JBiiiKOBUX cymaTopiB [4-5]. Bigomo,
10 OJIHUM 3 OCHOBHHMX KOMIIOHEHTIB KoMIT'toTepHOi cuctemu (KC) B mo3uiiiiHiii CUCTEM1 YUCIIEHHS
(TICY) € cymarop aBox yucen. 3okpema, komnoHeHTamMu KC € Takok CymMaTopy JIBOX YUCEN 110 MO-
aymo m, [3-4]. JlaHwii TN CymMaTopiB MIMPOKO BHKOPUCTOBYETHCS, siK B [ICY, Tak i B Hemo3umii-

HUX cucteMax yucieHHs [5]. Cymatop uucen A=(a |la,|..|la [|..[la) Ta B=(b ||b,||...[Ib ||...]|b) B
C3K Oynae ckmamatucs 3 cykymHocti K n=[log,(m —1)+1] - pO3psiAHAX CyMaTOPiB 32 MOAYJIEM m, .

© KpacuobGaes B., Ky3unenosa K., barmyr M., 2021 4
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B 11p0My acrekTi akTyalbHOI HAyKOBO-TIPUKJIAIHOO 3a/1aueio € 3a1ada mooynoBu (3adaua cunme-
3y) CyMaTOpiB, Ki MPAIfOIOTh 33 TOBUIBHUM MOJYJIEM M., [II0 BUKOHAHI Ha JIOTIYHUX €IEeMEHTaX 3

JBOMa CTIMKMMHU CTaHaMH. SIKINO 3alUIIKK a Ta b, BianosigHo uncen 4 1 B B C3K, npeacrasineni
B nBiiikoBii [ICY, Toni cymaTtop ABOX 3aJIMIIKIB a Ta b, MO MOAYNIO m, IMpeacTaBisie co0oro moc-
JTAOBHY CYKYITHICTB 3 n=[log,(m —1)+1] 0gilikosux oonopospsouux cymamopis (JJOC), 00'ennannx
MiX COOO0 3B'I3KaMU, MOAIOHO 3B'S3KiB MO3UIIHHUX BIMKOBUX CyMAaTOPIB.

[To3wumiitHi ABiiKOBI cymaTopu MaroTh (PikCOBaHy BEIMYUHY Moyt M =2"-1. Ilsg oO6cTaBu-
Ha HE J]a€ MOXJIMBOCTI iX 0e3mocepeIHporo 3actocyBanHs B sikocti moayaiBe m, C3K. B IICY naii-

OUTBIIIOTO MOIIMPEHHS HAaOyJW JBa BUIAIKH. J[71s KOXKHOTO BHMAJAKY Ma€ MICII€ HACTYIHI CIiBBiJ-
HOILIEHHSI MOAYMIB. [lepwuti sunadok. Mae Miclie CIiBBIIHOIIEHHS MOAYiB M =m, +1. Jlna dpyeo-

20 6UNAOKY Ma€ Miclie CIiBBIAHOIIEHHS MOIydiB M =m —-1. J[nsg uux 000X BHIIAJKIB peani3aiis

oreparii MOIyIbHOTO CKJIaIaHHs 3AJIMIIKIB 3IHCHIOETHCS BIAHOCHO MIPOCTO. Y TOM ke Yac, B 3ara-
JHHOMY BHIIAJIKY, OIEpallisi MOAYJIbHOTO JOAAaBAaHHS JBOX 3aIMIIKIB € JIOCUTHh TPYAOMICTKHUM 3a-
BJIAHHSM, 1110 0OYMOBJIIOE aKTyaJIbHICTh 3aBJaHHS CHHTE3Y CyMaTopiB 32 JOBIIEHUM MOJYJIEM.

2 MeTtoa no0yaoBH CyMaTOPiB 3a MOIyJIeM
PosrnsiHeMo MeTo TOOYA0BH CyMaTOPiB MOYJILHOTO JTOJIaBaHHs (g +b)modm IBOX 3aJIMII-
KiB 4HCeN 3a JOBUIBHUM MoayiaeM m. . Jlanwii Meton moOymoBu cymaropiB 3a moxyiem C3K, 3a-

CHOBaHMI Ha BUKOPUCTAaHHI BIIOMHUX CTPYKTYp CyMaTopiB 3a Moayiem M =2"-1 B [ICY. 3aBganns
noOyJJ0BH CyMaTOpa MOIYJIBHOTO J0/JaBaHHS (g +b)modm BHPIIIYETHCS MUIXOM 3aIPOBAKCHHS

Ta OpraHisailii J0JaTKOBUX 3B'A3KIB X ., MEXK j-M Ta i-M JBIHKOBUMH PO3pSIaMu CymMaTopa 3a
Monaynem M.
MeTton moGynoBu cymaropiB 3a aoBitbHHM Moayiem m C3K ckiamaeTbcs 3 JBOX €TalliB.

[lepmuii eTan CKiIaaeThCs 3 PINICHHS 3a/1a4i TOOYIOBU CTPYKTYpH CymMaropa MOAYJIBHOTO JOja-
BaHHSA (a +b)modm . Apyruit eran. Ha ocHOBI OTpuMaHO1 CTPYKTYypH CymMaTOpa 1 YMCEIbHOTO 3Ha-

YEeHHs MOAYJA m,, L0 MpeJCTaBIeHUH ABIMKOBUM KOJOM, BU3HAYAETHCS CXeMa MOAYJIBHOTO J10/a-
BaHHS JIBOX 3aJIMIIKIB a, Ta b, yuces, 00yMOBJIEHY HAsBHICTIO 1 BUKOPUCTAHHSAM JIOJJAaTKOBUX 3B's3-
KiB X, Mex j-M Ta i-M JIOC. [leranbHO pO3IIIAHEMO KOXKEH 3 €TalliB METO/y MOOY/I0BU CyMaTo-

piB 3a noBUILHUM MoayieM m, C3K.

Ilepuwiuii eman: - cmeopents CmpyKmypu cymamopa mooyibHo20 000asants (3, +hb)modm,

Hexail € crtpykrypa n-po3psaHoro asiiikoBoro cymatopa B IICY mo monymo M =2"-1
(puc. 1). [ToTpiOHO CTBOPUTH CTPYKTYPY CyMaTopa MOIYJIbHOTO CKIaaaHHs (a +b)modm , iHAKIIIE,
HEOOX1JIHO CTBOPUTH CTPYKTYPY CyMmaropa JijIsl peajizailii oneparii 10JaBaHHs JBOX 3aJUIIKIB YH-
celt 3a JoBUIbHUM MoayieM m, C3K.

TexHiuHO 3aBIaHHS MOOYAOBU CTPYKTYpU CymaTopa 3a MOAyJIeM (OpMYIIOETbCS B TaKUi
crnoci6. HeoOxiaHo 3a0e3neunT yMOBH, NpHU skux BuxigHuii cymarop B [ICY mo moxynto M BuKo-
HyBaB OM omepariiro ckiIaJaHasg 3a MoayseM m, . JlaHa mporenypa 3aiiiCHIOEThCS IIUIIXOM BBEICHHS

JOJJATKOBUX 3B'A3KIB BUAY X utj B MO3UIIHHOMY cymaTopi 3a MoayiemM M =2"-1, ne Bupaz X it
MO3Ha4Ya€e OJTHOCTOPOHHIN 3B'130K Mk BuxoqaoMm j-ro JIOC ta Bxogom i -ro JIOC.

Jlns moOy 0B HEMO3MLIHHUX CyMaTopa 3a JIOBUIBHUM MOJYJEM, B CTPYKTYpl MO3HULIHHOTO
cymaropa 3a MoayineM M HeoOxi1aHo Mk neBHOIO mapoto JJOC BuxigHOTO cymaTopa 3a Moayinem M
c(hopMyBaTH IOJATKOBI 3B'3KY BULY X ;.

1 ' 19 o
Jonatkosi 383k X ;;;, DOPMYIOTBCSA TaKMM YHHOM, 1100 CTBOPEHHid CyMaTrop 3IiHCHIOBaB

orepauito (a +b)modm;.
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Puc. 1 — Cxema po3ramyBanns ta Hymepauii JOC

Cxema oprasizalii B CyMaTopi I0JaTKOBOIO 3B's3Ky X, MK Buxongom j-ro JIOC ta Bxo-

oM i -ro IOC BimoOpaskeHo Ha puc. 2. BoueBub, 110 3aBXK/IM BUKOHYETHCS YMOBA | > .

Y

X

N fefn-1 e e it it ] j:‘_[m}e{ 2 | 1

Puc. 2 — Cxema qBiliKOBOTO CyMaTopa 3 OJTHUM JO0JATKOBUM 3B'S3KOM BHIY X it

pyzuit eman: - suznauenns cxemu 000a8aHHs 080X 3AIUWKIG 3 ma b, uucen

B po6ori [5] npoBeneHo H0CHiKEHHS BILIMBY OJJHOTO TOAATKOBOTO 3B'A3KY X, ., AKill BCTa-
HOBJICHO Mik BuxozoM j-ro JJOC ta Bxomom i-ro JJOC B cTpyKTypi MO3UIIIHHOTO cymaTopa 1o
MOIym0 M =2"-1, Ha BeNMMYMHY G, BHXiZHOTrO BMicTy cymaropa. Kpim 1mporo, mokasaso, o 4uc-
nose 3uauends L={1}={,l,,...I,,..1.} (i=1n), wo € BMicTOM G, cymaropa, Ipu BBEJIEHH] OIXHOTO

n
' _ ni-j-2 m b
J04aTKOBOI'o 3B 5{3Ky X~LiTj 3MeHH.Iy€TI>CH Ha BeJ'II/I‘II/IHy AGL =2 . Z 2 -|m . BBCI[CHHSI 1 BUKOPHC-

m=j+1

TaHHs TAKOTO JIOIATKOBOTO 3B'A3KY X ... MEPEBOMMTL OOUMCIICHHS YUCEN 3 JBIHKOBOI CHCTEMH 4H-
ciernst (CH), B sKiif mpairoe akyMyssiTop mo Moayiito M, B momiaauuny CU 3 ocHoBaMu 7, ,,..., 7,
¢ MomyneM M =z,-7, ...z, —1. Y IbOMy BHIaAKy 4ucio, Hanpukiay L={1}, (i=1 k) npencraBuru-
cst y Burisiai (1):

K
G, :Zlm'HTi =70+l L LT (1)

. . . o .
OueBnHO, IO 32 BiJICYTHOCTI B CyMaropi JIOAATKOBUX 3B'A3KiB X, BeJIWYHHA G, BMICTY

cymaropa OyJe J0piBHIOBATH
GL:ZIm.qm7 (2)
m=1

Jie BeJIM4YuHa |, B m—My po3psi BMICTYy cymMaTropa Moke MpuiimMaru JBa 3HaueHHs |, =0 abo | =1,
a 3Ha4YeHHs (, — € Bara m—TO PO3psA1y BMICTY CymMaropa, sSIKuii BU3HAYAETHCS MICIIEM pO3TallyBaH-
HS JBIMKOBOTO pO3psAy CyMaropa, IO IpeacTaBieHuid Ha puc. 1. SIKmo € nomatkoBuil 3B'30K
X1, o noeanye B crpykrypi KC JIOC 3 HomMepamu Bij i 10 j B €QUHUHA (y3aeanbhenuil) po3psi
cymMaropa 3a MoJlyJieM

7, = 0i~(i) _q _ pi-it -1, (3)

TO Bara ¢, KO>KHOTO PO3psijly CymMaropa 3 HOMepaMHu Bij (i —1) -ro 70 Hepioro (Moo IIoro po3ps-
1y cymaropa) Oy/e JOpiBHIOBATH 3HAYEHHIO ¢, =2"* (m=1i-1) (muB. puc. 3).

Buxonsuu 31 CTpyKTypH cyMaropa 1o Moaysto (puc. 4) Bara po3psiiiB cymMaTropa 3 HoMepamu
BiJ (j+1)-To 10 CTApIIOTO PO3psAy cCyMaropa, Oyae BUSHAUATHUCS BUPA30M

Qn = 2 T 2m (4)
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Puc. 3 — Cxema y3aranbHEHOTO (j—i+1) -ro po3psjy cyMaropa 3a MOJYJIEM 7,

3 ormsiny Ha criBBigHOMIEHHS (3), BUpa3 (4) MOXKHA MPEICTABUTH B HACTYITHOMY BHUIJISIII .

qm — 2m+i—j—2 . z_ij — 2m+i—j—2 . (2jfi+l _1) — 2m—1 _2m+i—j—2 . (5)

-
3

L e e e el e 2 e

Puc. 4 — ExBiBajsieHTHa cxeMa CyMaTopa Mo MOAYJIIO 3 JOJaTKOBUM 3B'A3KOM X Wi

B po6ori [5] nokazano 1o npu BBeI[eHHi I[OI[aTKOBOI 3B'SI3K BUOY X, ..., 3SHAUCHHA BCIUYHU-
5 it

HU MOAYII0 M =2" -1 MO3UIIHHOTO CyMaTopa 3MEHIIYEThCSl Ha BETTHUUHY
AM =212, Z S, 2", (6)
m=j+1

1e S, — 3Ha4eHHS M-TO PO3psAy YHCia, II0 MICTUThCS B cymaTopi. Ilpu mipoMy, npuponHo, miamna-
30H YHCEll, Kl MPEJCTaBICHI TI0 MOAYJII0 M , 3MEHIIYEThCS Ha BeMWuuHy AM . JlaHa oOcraBHHA
Jla€ MOXJIMBICTh, 32 PaXyHOK BBEJCHHS B CyMaTOp 3a MOJyJeM M , 10JaTKOBHMX 3B'A3KiB (a0 of-
HOTO JOAAaTKOBOTO 3B'SI3KY), 3MEHIIUTH BEIMYUHY MMO3ULIHHOTO M MOAYIIO A0 HEOOXITHOTO 3Ha-
yeHHst moaynst m, C3K.

Cxema CckJIalaHHA JIBOX 3aJIMILIKIB BU3HAYA€ThCS HACTYITHUMM MpaBUIaMH OpraHi3amii Jo1atT-
KOBHUX 3B'A3KIB X, .

1. lonaTkoBuit 3B'SI30K cymMaropa 3a MOAYJIEM MOYMHAETHCS 3 BUXONY N-TO (cmapuiozo) JJOC
(i=n).

2. JlonatkoBuii 3B's130K HagxoauTh Ha BXia JJOC, mis sikoro S, =0.

3. B n-po3psigHOMY IBIHKOBOMY MO3HUIIIHHOMY CyMaToOpi, 110 MPAIoe 3a MOAylIeM M =2" -1,
JIONIATKOBMH 3B'A30K X, MOME MaTH MiClle IMIIe B i -X JBiliKOBUX po3psagax S; (i= 2,n), sKi Big-
MOBIJIAl0Th HYJTLOBUM 3HAUEHHSM JIBITKOBOI KOJIOBOT KOMOIHAIlIT MOZYITIO m, .

4.V nBifKOBHX po3psiax S, MO3ULIHHOIO CyMaTopa, KOTpi BIAMOBIJAIOTh OJAMHUYHUM 3Ha-
YEeHHSIM, JOJATKOBI 3BSI3KH X it MOBUHHI OYyTH BiJICYyTHIMH.

5. BuzHauatoTbecsl IBIMKOB1 po3psaau S; MO3ULIIHOIO CyMaTopa, /Ui SIKUX BUKOHYETbCS YMO-
Ba S, =0. [Iponec BU3HaUeHHS yMOBU S, =0 MPOBOAUTHCS BUXOASYH 3 MPEACTABICHHS MOIYJIS YKC-
Ja m, B IBIMKOBOMY KO/II.

PosrnsiHemo npukiag modyaoBH cymMaTopa, HampuKia, mo moayato m =11 C3K.

Mpuknang 1.

1. 3rigHo 3 BemmuuHor m, =11 moayna C3K, BuznHaunmo kuibkicte N JJOC. Inga monyiio
m, =11 Maemo, o n=[log,(11-1)]+1=4. [Ipu pomy, BuxinHa (6e3 dooamrosux 36's13Kkig) CTPyKTypa

MO3ULIAHOTO cymMaTopa 3a MoAyjaeM M =2"-1=15 ma€ BUIJISI, IKUM [Tpe/ICTaBIeHUH Ha puc. 5.
2. JInst cuaTe3y cymaropa mo moxyimto m, =11 C3K, monepesHb0 BU3HAYMMO 3HAYCHHS JIBiii-

KOBHUX pO3pAIIB S, CymMaropa, B 3allUCy 3HaYEHHSI MOAYJS m, =11 KOTPHUX, MICTATHCS HYI (mobomo,
konu S;=0). TakuM po3psaoM € TpeTiil po3psia (S, =0),Tak K B JBINKOBOMY KOl MOJYyJdb m, =11
Mae surirsan; - 1011,
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\ 4

< SA < S3 < Sz < Sl <

Puc. 5 — Buxinna ctpykrypa cymaTopa 3a MoaysieM M =2" -1

3. Tak Ak S, =0, TO NOJATKOBMM 3B'I30K B CyMaTOpi Ma€ BUIIAA X, ... 3arajibHa KUIbKICTh

3B'SI3KIiB JIOPiBHIOE JBOM X ., Ta X .. CTpyKkTypa cymaTopa 3a MomyiaeM m =11 mpeacTaBlieHa
Ha puc. 6.

»
»

i

s, s,

<
<

A 4

S, S,

A
A

A

Puc. 6 — CtpykTypa cymatopa 3a MojyiaemM m, =11

JIiist IepeBIpKHU 1IGHTHYHOCTI OTPUMAaHOI CTPYKTYpH cymaTopa 3a MojayiemM m =11 (puc. 6),
MOMIEPE/IHBO, PO3IIIIHEMO YaCTUHY (IMB. pUC. 7) CTPYKTYpU CymMaropa BUIY

»
»

84 < Ss

A

P
«

Puc. 7 — Yactuna cTpykTypu cymaropa 3a moaynem 11

Hns wiei yactuHu (puc. 7) CTPYKTypuU cyMmMaTopa 3HA4€HHS MOJYNsS M, BU3HAUUTBCS SK
M, =7, -7,—1. 3nadenns monyns C3K cymaropa (puc. 6) BU3HAYAETHCS HACTYITHHUM YHUHOM (IMB.
puc.8): m=M,-7,-7,-1=(z,-7,-1)7,-7,~-1= =(2-2-1)-2.2-1=11.

[
»

S,—S,

A
A

A
A

SZ Sl

Puc. 8 — dparMeHT CTpyKTypHu cyMaTopa Ajisl BU3HaueHHs 3HadeHHs Moayist C3K

TakuMm 4MHOM, CHHTE3 cymMaropa 3a MOAyJdeM m, =11 IpOBEJEHHI BIpHO.

3 IIpukJjaay BUKOHAHHA onepauii 101aBaHHsl, 3aTUIIKIB YHCeJI 32 MOyJ1eM

[cuyrounii [5] meTon nomaBaHHS (a +b)modm, 3ajMIIKIB a Ta b, yucen 3a MOAyjieMm m,, Oa-

3YETHhCSI HA BUKOPUCTaHH1 JIBIMKOBUX CyMaTOpIB, CKJIQJAa€ThCS 3 CYKYMHOCTI TaKUX Aii, omepariii 1
pouenyp:

1. Cunre3 cymatopa o 3agasomy moayito m, C3K;

2. BusnauaeTscs pedynbrar S.S, ;..S,S, NOPO3PSAHOrO JOJABAaHHS 110 MOAYJIIO JBA 3a-
JMILIKIB @ Ta b, 4MCcelN 3a MOJyJeM m, , IO MPEACTaBICH] IBIHKOBUM KOJIOM;

3. BMicT nBiiiKOBUX pO3pA/IiB, OTPUMAHOI MOAYIBHOI CyMH S.S, ,...S,S,, 3aHOCUTBCA J10
BignosigHux JJOC cTpykTypu cymatopa o moaymo m, C3K;

4. Ha migcraBi cuHTe30BaHO1 CTPYKTYpU cymaropa 3a moayinem C3K, peanisyeTscs ai-

rOpUTM JOJaBaHHA ABOX 3aJTUIIKIB a, Ta bi YHUCCII.
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OpHak B JESKUX BHITAKaX ICHYIOUMH METOJ] Ma€ OOMEXKEHE 3aCTOCYBaHHS MPHU J0JaBaHHI
IBOX 3aiuIIKiB ymucen 3a Moayinem m, C3K. 3okpema, B pa3i piBHOCTI JBOX 3aJMILIKIB, TOOTO KOJH

a =D, pe3yabTar A0AaBaHHA (a +b)modm He y BCix Bunajakax Oyne nmpaBuibHUM. Lle 06ymoBiieHO
THM, 1[I0 OTPUMaHa MOJyJbHA cyMa S S ,..S,S,, IKa BUKOPUCTOBY€ETHCS MPU BU3HAYCHHI pe3ysibTa-
Ty MOAYJIBHOTO JOJJaBaHHS (3 +b)modm 3alMIIKIB a Ta b YHCEl, HE BPAXOBYE CIIIBBITHOIICHHS
MDXK BEJIMYMHAMU 3HaUY€Hb MOAYIIB m , M 13HAU€HHAM a +b, Mo3uliiHoOro nonaBaHHs. B nanomy
BUMAJIKY JJIsl OTPUMAaHHS IPaBUIBHOTO pe3yJIbTaTy omneparii (a +b)modm HE0OXiIHO BpaxoByBaTH
BEJIMYMHU 3HaYeHb M, M Ta a +b,.

OueBuAHO, 110 TPU PO3POOII METOAY JAOAABAHHS (3 +b)modm, 3aJMIIKIB a Ta b, HEOOXiTHO
BpaxoBYBaTH BaplaHTH CIIBBIAHOLICHHS MK BEJIMYMHAMH 3HAuY€Hb MOIYJIB m , M 1 3HAUEHHSM
a +b, pe3ynbTaTy MO3HMLIKHOTO JOJAaBaHHS 3aJMIIKIB Yucel. Y Tabmumi 1 mpeactaBieHi MOXINBI
CHIBBIJTHOILIEHHSI MK BEIMYMHAMH MOJYJIIB m, , M Ta 3HAQUYEHHSM & +b, TMO3ULIHHOTO JOJaBaHHS
3aTUIIKIB YHCET.

Tabmuus 1 - CriiBBiAHOLIEHHS 3HAYECHb BEJIMUYUH

Ne Cnisgionowennsa 3Haueny m., a, +b ma Pexicum suxonanus
3.n. M=2"-1(n=4,m =11, M =15) onepauii 000aeannsn
1 a +b <m a +b <11 .
5 atb—m a+b 11 [Tepmmii pexxum
3 m <a +b <2"-1 1ll<a +hb <15
4 a+b =2"-1 3 +b =15 Apyruii pexum
) 2"-1<a +b 15<a +b

Po3rnsiHeMo 3anponoHOBaHUN METOJ Ha npuKiaoax BUKOHAHHSA onepalii (a +b)modm, nona-
BaHHS 3aJIMIIKIB @, Ta b, 4ucen 3a MOAYJIEM m, . Y3arajabHIOIOUHM BCE BUILEBUKIIAZCHE ISl 3a/1aHOTO
3HA4YEeHHs MOJYJS m,, METOJ peaizauii oneparii JoAaBaHHA (g +b)modm 1BOX 3aJUIIKIB a Ta b,
yrcen Oyze cKiafaThcs 3 CyKyIHOCTI TaKuX Jid, onepariiii 1 npouenyp:

1. Cnouatky, IS 331aHOTO 3HAYEHHS MOJYJIIO m. , 3A1HCHIOEThCS TTOOyI0Ba cCyMaTopa 3a Mo-
nynem m, C3K;

2. ®opMyeThCs pe3yNbTaT MO3MIIHHOTO MiZICYMOBYBaHHS & +b, TBOX 3aJIMIIKIB & Ta b ;

3. IlpoBoauThCS NOPIBHAHHS 3Ha4EHb a +b, Ta m;;

4. Slkmio a +b <m , Toml 3HaYEHHS a +b — pe3yabTaT omnepaiii (a +b)modm ;

5. fkmo a +b > m, TO ANS BCIX MOXJIMBHX PEKUMIB BUKOHAHHS oOmepallii JoaBaHHS
(Ous. mabn. 1), oTpuMaHuii pe3yinbTaT a +b MO3HMIIHHOTO MiJCYMOBYBaHHS JBOX 3aJMIIKIB a Ta
b, mMopo3paaHO 3aHOCUThCS A0 BignoBigHux N JIOC, mocnioBHA CYKYIHICTb SIKMX, CTAHOBUTD
CTPYKTYpy cymaropa o moaymo m, C3K;

6. Ha migcraBi cuHTe30BaHOi, /Ui 3a1aHoro 3HadeHns moayas m, C3K, ctpyktypu cymaropa
JIBOX 3QIUINKIB & 1 b, umcen (Ous. n. 1), peanizyeThCsi alTOPUTM JTOJIABAHHS JIBOX 3AJIMINKIB a, Ta
b, 4HCelI 3a MOAYJIEM.

PosrnsineMo KOHKpETHI MpUKIaId BUKOHAHHS omnepauii JoJaBaHHS (g +b)modm, uist JBOX
JOBUIBHUX 3QJIMIIKIB & Ta b, YUCeN pO3TISTHYTHM BUIIE METOOM.

[Tpukiaau BUKOHAHHS Olepallii JoAaBaHHs PO3TIISTHEMO B IBOX pexkumax (ous. maon. 1).

Iepwuii pesicum BUKOHAHHS oOmepaiii JOJaBaHHSI: - BHKOHYEThCS yMOBa (a+b)<m,
(Ous. maon. 1).
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[puknan 2. Hexaif 3anumku AOpIBHIOWOTh & =5 Ta b =4. Cymarop peaiizye ornepariito mo-
3ULIHHOTO JOAABAHHS 3IMIIKIB & = 0101 Ta b, =0100 y BUTJISAI:

a, =0101
+
b, = 0100
a, +b =1001"

3HaueHHs CyMHU a +b =1001 BU3HAYA€E PE3yNIbTAT OIeparlii.
ITepesipka: (0101+0100) =1001(mod11).
2-# pexxrM BUKOHAHHS omepartii 101aBaHHs. Bukonyetrbest ymoBa (a+b)>m, (maba. 1).

Hpuknax 3. Hexait a =5 1 b =6. Cymarop peanizye oneparito MO3UILIHHOTO A0aBaHHs 3a-

JMILIKIB a =0101 Ta b =0110 y BUIJISAL

a, =0101
+

b, = 0110
a, +b =1011"

3Ha4yeHHs MO3ULINHOI CyMHU & +b =1011 3aMuIIKIB & =0101 Ta b =0110 HOPO3PSAAHO HAIXO-

muth Ha BinnosimHi Bxogu JHOC 5,-5,. Takum unnom, JJOC 5, -5 cymaTopa MICTUTh 3HAYCHHS

1011. Omepatiisi MOIYJIBHOTO JI0JaBaHHS PEANi3yeThCS 32 CXEMOK MOIYIBHOTO JI0/JaBaHHS 3a MO-
ayneM m =11 (muB. prc. 6). AIropuTM pearisaliii MOIy/IbHOT orepailii IpeJCTaBICHUI B TaOHIII 2
Ta Ha puc. 9. OnquHNLA ABiiiKoBOrO po3psary Haaxoauts Ha BXig JJOC 5, 1 5, .

Tabmuus 2 - AITOpUTM BUKOHAHHS Pe3yJIbTaTy Omepaii

J10C Bwmicrt HagsaicTh oMHALI Ha Pesynbrar oneparrii
5,-5, JOC 5, -5, Bxonax JJOC 5, -5, MOJYJIBHOTO J0JaBaHHs
5, 1 +1 0
5 1 = 0
5, 0 +1 0
5, 1 - 0

Ha puc. 9 mpencrasieHa cxema JI01aBaHHS 3ATMIIKIB ¢, =0101 Ta b = 0110 3a MogyieM m =11.

.

et 1 e 0 1 1 |

+1

-
PesynbTaT aogaBaHHs

Puc. 9 — Cxema nomaBaHHs 3aIMIIKIB @, =0101 Ta b =0110 3a MoxyaemM m, =11

[Tepesipka: (0101+0110) =0000(mod11).
Hpuknan 4. Hexait ¢, =5 1 b =7. Cymarop peani3ye oneparito MO3UIIHHOIO I0JaBaHHs 3a-

JUIIKIB @ =0101 Ta b =0111 y BUIJISIL:

a, =0101
+

b, = 0111
a +b =1100

10
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3Ha4yeHHs MO3ULINHOI CyMM a +b =1100 3aJMIIKIB a =0101 1 b =0111 MOPO3PSIHO HAIXO-
auTh Ha BinnoBigHi Bxoau JIOC 5,-5 . Takum yunom, IOC 5,-5 cymaTopa MIiCTUTh 3HAUY€HHS
1100 . Omnepailist MOAYJIBHOTO JIOJIaBaHHS PEali3yEThCS 32 CXEMOIO MOJYJIBHOTO JOJAaBaHHS 332 MO-
ayneMm m, =11 (Ous. puc. 6).

AnroputMm peaizallii MOAYJIBHOI omepallii npeacraBiaeHuit B Tadbmumi 3 1 Ha puc. 10. Oqunu-
1151 IBIKOBOTO po3psay HagxoauTs Ha Bxix JIOC 5,1 5, .

Tabmuus 3 - AITOpUTM BUKOHAHHS pe3yJIbTaTy orepaii

J0C Bwmicr HasBHICTH OMHUIII HA BXOJAX PesynbTar oneparii
5,-5 JOC 5, -5, JOC 5, -5, MOJIYJIbHOTO JI0JaBaHHS
5 0 +1 1
5, 0 = 0
5, 1 +1 0
5, 1 - 0

.

+1 +1 1 1 0 0 +1
! v v v
0 0 0 1
. J
T

PesynbTaT goAaBaHHA

Puc. 10 — Cxema nogaBaHHs 3aJIMIIKIB ¢, =0101 1 b, =0111 3a MojysieM m, =11

ITepeBipka: (0101+0111) =0001(mod11).

Ipuknan 5. Hexait ¢, =5 1 b =9. Cymarop peanizye oneparito MO3ULIAHOIO A0JaBaHHs 3a-

JUIIKIB @ =0101 1 b =1001 y BUTJISAL

a, =0101
+

b, =1001
a +b =1110

3Ha4YeHHs MO3ULIMHOT CyMHU a +b =1110 3anuIIKIB & =0101 U b =1001 MOPO3PSAHO HAIXO-
auTh 10 BianoBigHux BxoniB JJOC 5, -5,. Takum unnom, JIOC 5, -5, cymatopa, MICTUTh 3HAaUEHHS
1110 . Omepariss MOIYJIbHOTO JOAABAHHS PEANi3yEThCS 32 CXEMOI MOAYJIBHOTO JOJaBaHHS 3a MO-
ayneM m; =11 (puc. 6).

AnropuT™ peaiizanii MOAYJIbHOI omneparii npenctaBieHuit B Tabnuui 4 1 cxemi Ha puc. 11.
Opunuist 1BIHKOBOrO po3psaay HaaxoauTs Ha Bxin JJOC 5, Ta 5, .

ITepesipka: (0101+1001) = 0011(mod11).

Tabnuug 4 - ATTOpUTM BUKOHAHHS pe3yJIbTaTy omnepartii

J10C Bwmicr HasBHicTh oMHMII HA BXO- PesynpraT onepanii
5,-5, JOC 5, -5, nax J10C 5, -5, MOAYJBHOTO JJO/IaBaHHS
5 0 +1 1
5, 1 - 1
5, 1 +1 0
5, 1 - 0

11
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+1

+1

.

v U

0 1

+1

~

PesynbTaT JofaBaHHs

Puc. 11 — Cxema nogaBaHHS 3aJMIIKIB ¢, = 0101 1 b =1001 3a MmogyaeM m =11

[puknan 6. Hexait ¢ =6 1 b =10. CymaTop peani3ye ornepaiio HO3HIIHHOro A0JaBaHHs 3a-

JUIIKIB a =0110 Ta b =1010 y BUIJISAIL:

a, =0110
+

b, =1010
a, +b, =10000 '

3HaueHHs YOTUPHOX 0000 MOJIOAIINX JBIHKOBUX PO3PSIiB MO3HINIHHOT CyMH a, +b =10000 3a-

JUIIKIB a =0110 1 b =1010, MOPO3pSAHO HAAXOIUTh A0 BiamoBigHux BxoAiB JJOC 5,-5. Takum
guaoM, JIOC 5,-5 cymaropa, MiCTUTh 3Ha4eHHs 0000 . Omeparlisi MOIyJILHOTO JOJaBaHHS peai-

3YETHCSI 32 CXEMOIO MOJYJILHOTO J101aBaHHs (pHc. 6) 3a MoaynemM m =11.
Anroput™ peanizailii MOAYJIBHOI omepallii mpeacTaBiIeHuld B TabmuIi 5, a cxema J0JaBaHHs
Ha puc. 12. OnuHung ABiiikoBOro po3psay Haaxoauts Ha Bxig JJOC 5, ta 5, .

Tabmuis 5 - ANTOpUTM BUKOHAHHS PE3yAbTaTy orneparii

PesynbTaTt gogaBaHHs

Puc. 12 — Cxema nomaBaHHS 3aJIUALIKIB

[TepeBipka: (0110+1010) = 0101(mod11).

Hpuknan 7. [Tycts o, =b =10.

J10C Bwmict HagBHicTh 0quHHAII HA BXO- PesynbTar onepariii
5, =5 JOC 5, -5, nax JIOC 5, -5, MOJ1yJIbHOTO I0JlaBaHHs
5 0 +1 1
5, 0 - 0
5, 0 +1 1
5, 0 - 0
+1 +1 0 0 :J +1 0 » 0 e +1
v v v
0 1 0 1
L . J

12
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Cymarop peanizye omnepaiiio HO3HUIIIHOrO 101aBaHHS 3JIMIIKIB & =1010 Ta b =1010 y BHU-

TJIS
a, =1010
+
b =1010
a +b =10100

3nayeHHs 4-x 0100 MOJIOJIIMX JBIMKOBUX PO3PSAIIB MO3UIIIHHOI CYyMH a +b =10100 3aJHILIKIB
a =1010 1 b =1010 mOpO3psSAHO HAAXOAUTh N0 BiamoBigHux BxoAiB JIOC 5,-5. Takum unHOM,
JOC 5, -5, cymaropa, MiCTUTh 3Ha4eHHs1 Orepaiis MOJIYJIbHOTO JI0/1aBaHHs pealli3yeThes 3a CXe-
MO0 MOJYJIHOTO JI0JIaBaHHs 3a MoayineM m, =11 (puc. 6).

AnropuTMm peaitizaliii MoayIbHOI orepartii mpeacTaBiIeHuii B TabauIi 6, a cxema Ha puc. 13.
Opunuis nBiKOBOro po3psaay Haaxoauts Ha Bxin JJOC 5, ta 5, .

Tabmuis 6 - Aroputm BUKOHAHHS pe3ynbrary onepauii (05 a, =b, =10)

JOC | Bwicr IOC HasBHicTs 0nMHuMIII Ha BXO/aX PesynbTar oneparii
5,-5, 5,-5, JOC 5, -5, MOJYJIBHOTO J0JaBaHHs
5, 0 +1 1
5, 0 - 0
5, 1 +1 0
5, 0 - 1

W

Y

.

+1 +1 0 1 > 0 ” 0 e +1
v v J v
1 0 0 1
L J
T

PesynbTaT f0oAaBaHHSA

Puc. 13 — Cxema nonaBaHHs 3aJMIIKIB @, =1010 Ta b, =1010 3a moaysnemM m, =11

ITepesipka: (1010+1010) =1001(mod11).

4 BucHoBKM
VY naniif poOoTi npeacTaBIeHU METO ] AOJaBaHHS 3aJIUIIKIB a Ta b JIBOX YHCEN 3a JOBLIb-
HuM mMoxaynem m, B C3K. [Ing peanizalii 1anoro MeTony AofaBaHHS 3a MoJyJieM, Oyia Moaudiko-
BaHa CTPYKTypa MOAYJIbHOTO cyMaTopa 3a noButbHUM MoayiaeM C3K. B ocHoBy nux 3MiH Oyina mo-

KJIaJIeHa CTPYKTYpa MO3UIIIHOr0 cyMaTopa 3a MojayjieM M =2"-1, siKa CKJIQAA€ThCs 13 CYKYITHOCTI
MOCJIITOBHUX ABIMKOBUX OJHOPO3PSATHUX CYyMAaTOPiB 3 1-M 3BOPOTHUM 3B'SI3KOM.

Jlst moOyA0BY 3a3HAYEHOTO THUITY CyMaTopa, He0OX1JHO BUKOPHUCTOBYBATH JOIATKOBI 3B'SI3KU
Xyis; MDK j-M Ta i-M JIBIHKOBUMH PO3psAaMHu CyMaTopy 3a Moaysiem M.

Po3po0rennii MeTo BUKOHAHHS onepanii AojaBaHHS (& +b)modm, IBOX 3aJMIIKIB & 1 b,
qrcell 32 MOJIyJIeM m, , TPYHTYEThCS Ha CTPYKTYP1 IBIIKOBOTO CyMaTopy 3a JOBUIBHUM MOJAYIIEM m,
C3K Tta cxeMor0 0/1aBaHHs 3aJIUIIKIB & Ta b JBOX YHCE.

13
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PosrnsinyTi npukiagn peanmizailii METOy MOAYJIBHOTO CKIAJAHHS JUISl 3QJIMLIKIB a 1 b, Ans
pizHux 3HaueHb Moaynsa m, C3K, miaTBepIKyloTh MPaKTUYHY peani3oBaHICTh 3alpONOHOBAHOTO
METOY.
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Method for performing the operation of adding the remainder of numbers modulo.
Abstract. One of the components of a computer system (CS) in a positional binary number system (PNS) is an adder of two numbers.
In particular, adders modulo m;, of two numbers are also components of the CS. This type of modulo adders is widely used both in

the PNS and in the non-positional number system in the residual classes (RNS). An important and urgent scientific and applied prob-
lem is the problem of constructing the adders, which operate by modulus m; , that is an arbitrary RNS modulo. If the remainders a

and b, of both numbers A and B in RNS are represented in a binary PNS, then the adder of two residuals &, and b, by modulus
m, is a sequential set of n binary one-bit adders (BOBA). The purpose of the article is to develop a method for performing the op-
eration of modular addition (& +b,) modm, of two remainders of numbers by an arbitrary modulo m, based on the use of a posi-

tional binary adder modulo M = 2" —1. The proposed method is based on the use of the well-known structure of positional binary
adders modulo M =2" —1. Technically, the problem of creating the structure of the modular adder is formulated as follows. It is
necessary to provide conditions under which the initial adder in PNS modulo M performs the addition operation modulo m, . This

procedure is carried out by introducing additional connections as ij in the positional adder modulo M = 2" —1, where the ex-

pression ij denotes one-way connection between the output of the j -th BOBA and the input of the i -th BOBA.

Keywords: adder of two numbers; adder for any module; operation of modular addition of two residues; positional binary number
system (PNS); non-positional number system in residual classes (RNS).
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MeTtoa BBINOJHEHUSA onepanvu CJ0KEeHUSI OCTATKOB YUCeJI 10 MOAYJII0.
AHHOTAIUSI. CyMMaTOp JABYX YUCEIT SABJIACTCSA OAHUM U3 KOMIIOHCHTOB KOMIIBIOTEPHBIX CHUCTEM (KC) B TO3WUIIMOHHOMN }:[BOPI‘-IHOI71

cucreme cuucinenus (IICC). B yactHocTn, komnonenTamMu KC ABISIOTCS, Takike, CyMMAaTOpPhI 110 MOAyI0 M; AByX umcel. JlaHHbIId

THUII CyMMaTOPOB [0 MOJYIIO IUPOKO HCTIONB3yIoTcst kKak B IICC, Tak U B HETIO3MIMOHHON CHCTEME CUUCIEHHSI B OCTATOUHBIX KJIac-
cax (COK). BaxHoii 1 akTyanbHON HayYHO-IIPHKIIAIHON 3a/1aueil sIBIsIeTCs 3a/1aua IIOCTPOSHHsI CyMMaTopoB, paboTalomuX MO HIpo-

u3BosibHOMY Mojymo M, COK. Eciu ocratku & u bi yucen A u B B COK, npexacrasnens B nponunoii [ICC, Torga cymmarop
ABYX OCTaTkoB & u D, mo Momymo M, eCTh NOCIENOBATENbHAS COBOKYIHOCTb M3 I JABOMYHBIX OJXHOPA3psAAHBIX CyMMATOPOB
(AOC). Lenpio cTaThu ABNISETCS, pa3padOTKa METO/IA BBHIOTHEHHUS ONEPALlME MOTYIHOTO CIIOKEHHs (8, +h ) modm, JByX OCTaTKOB

YHCell, O MPOU3BOJBHOMY MOJYJIIO, Ha OCHOBE MCIIOJIB30BAaHHS MO3MIIMOHHOIO JBOMYHOTO CyMMaTopa 1o moxymo M =2"-1.
IpennoxxeHHsI B paboTe METO BBIMOIHEHHUS ONEPAIN MOAYIBHOTO CIOXKEHUS, OCHOBAH Ha MCHOJIB30BAaHUU M3BECTHON CTPYKTY-

PBI TIO3ULIHOHHBIX IBOMYHBIX CYMMATOPOB 1Mo Moxymio M = 2" —1. TexHudecky, 3a1a4a MOCTPOCHHS CTPYKTYPBI CyMMAaTtopa, COCTO-
UT B HEOOXOJMMOCTH OOECIICUUTDH YCIIOBHUS IPU KOTOPBIX, McXomHblid cymmarop B [ICC mo moxymo M, BEIIONHSUT OBl OIIEpaLUio

CIIOKEHUA TI0 MOAYI0 M. . JIaHHAS MPOLEAypa OCYILECTBIISIETCS IIyTEM BBEACHUS JOMOJHUTENbHBIX CBA3€H BUAA X ... B IIO3UIIH-
i LiTj
OHHOM cymmarope 1o moaymo M =2" -1, rue Bepakenue X Lirj O0O3HAYACT OIHOCTOPOHHIOKO CBSA3b MEXKILY BEIXOLOM j-To

IOC u BxomoM | -ro JOC. ITpuBeneHsl NpuMephl PEaIN3allid METO/A BHIIOJHEHHS ONEPalMi MOLYJILHOTO CIIOKEHHUS IS pas3-
JMYHBIX 3HAYEHWH OCTaTKoB & 1 b, . AHAIM3 PaCCMOTPEHHBIX PUMEPOB MOKA3aJl IPAKTHYECKYIO PEATH3YEMOCTh [PEIOKEHHOTO

merona. OH MoxeT ObITh UcnoJb30BaH, kKak B [ICC, tak u 8 COK.

KiwueBble c10Ba: CyMMaTop IBYX YHCEN; CyMMATOp MO MPOU3BOJIHLHOMY MOJYJIO; ONEpAIlis MOIYJIbHOTO CIOXEHUS JABYX OCTAT-
KOB; MMO3UIIMOHHAs [BonYHas cucreMa cuucieHus (IICC); Hemo3nunoHHas CHCTeMa CUUCIIeHNs B ocTaTouHbIX Kiaccax (COK).
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Abstract: Today, the question of the stability of modern existing cryptographic mechanisms to quantum algorithms of
cryptanalysis in particular and quantum computers in general is quite acute. This issue is actively discussed at the in-
ternational level. Therefore, in order to solve it, NIST USA has decided to organize and is currently holding a compe-
tition for candidates for post-quantum cryptographic algorithms NIST PQC. The result of the competition should be
the acceptance for standardization of cryptographic algorithms of different types - asymmetric encryption, key encap-
sulation and electronic signature (at least one algorithm of each type). At the beginning of the competition for the
standardization process, 82 algorithms were presented. Based on the minimum eligibility criteria defined by NIST, 69
algorithms were considered for the 1st round. Given several parameters — security, cost, performance, implementa-
tion characteristics, etc., 43 and 11 algorithms were excluded at the end of the 1st and 2nd rounds, respectively, and
the other 15 algorithms were saved for the 3rd round. The algorithms left in the 2nd round can be divided into 5 dif-
ferent categories depending on the mathematical basis on which they are based: based on the isogeny of elliptic
curves, based on algebraic lattices, based on mathematical code, based on multivariate transformations and based
on hash functions. Security is the main evaluation criterion that determines competition in the NIST competition, and
it is clear that candidates' software implementations are mainly focused on it. However, it is extremely important that
the algorithm has an effective hardware implementation. And timely detection of hardware inefficiencies will help fo-
cus the cryptographic community's efforts on more promising candidates, potentially saving a lot of time that can be
spent on cryptanalysis. This paper discusses and compares the FPGAs of Xilinx family. Data on the implementation
of the candidates of the 2nd round in the process of standardization of post-quantum cryptography NIST, which are
focused on the FPGA of the Xilinx family, are presented and compared.

Keywords: electronic signature; post-quantum cryptography; NIST PQC competition; FPGA, Xilinx.

1 Introduction

Today, the problem of the stability of existing cryptographic defence mechanisms to quantum
cryptanalysis algorithms and quantum computers in general is quite acute. This is an issue under
discussion at the international level. And for its decision, NIST USA decided to organize and holds
today a competition for post-quantum cryptographic algorithms NIST PQC. The result of the com-
petition should be the adoption for standardization of algorithms such as asymmetric encryption,
key encapsulation and electronic signature (at least one algorithm from each type).

At the time of the start of the competition for the standardization process, 82 algorithms were
presented. Based on the minimum eligibility criteria defined by NIST, 69 algorithms were consid-
ered for the first round. Considering several parameters — safety, cost, productivity, implementation
characteristics, etc., 43 and 11 algorithms were excluded at the end of the first and second rounds,
respectively, and the remaining 15 algorithms were saved for the third round [1].

The algorithms that remained in the second round can be categorized into five different cryp-
tographic hard problems: isogeny-based (1 algorithm), lattice-based (12 algorithms), code-based
(7 algorithms), multivariate polynomial cryptography (4 algorithms) and hash-based digital signa-
tures (2 algorithms) [1-2]. Security is the main evaluation criterion that determines competition in
the NIST competition, and it is clear that the implementation of the candidate software is mainly
focused on it. However, it is essential that the algorithm has an efficient hardware implementation.
And timely identification of hardware inefficiency will help concentrate the efforts of the crypto-
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graphic community on more promising candidates, potentially saving a large amount of time that
can be spent on cryptanalysis [3].

2 Hardware and software

Cryptographic algorithms are routinely implemented using both software and hardware. By
software, we mean implementations that can be executed using processors. These processors may
vary from low-cost low-power embedded processors, such as ARM Cortex-M4, to high-
performance general-purpose microprocessors, such as Intel Core i7, with Haswell microarchitec-
ture, supporting Advanced Vector Extensions 2 (AVX2) and the AES New Instructions (AES-NI).
The common feature is that all of these processors are typically programmed using high-level pro-
gramming languages, such as C. Code written in these languages is portable among different pro-
cessor types. Software implementations can be further optimized by using assembly language pro-
gramming, involving instructions specific to a given processor (or more accurately to its Instruction
Set Architecture (ISA)). Assembly language programs are not easily portable among processors
based on different ISAs.

By hardware, we mean implementations that can be executed using Field Programmable Gate
Arrays (FPGASs), Application-Specific Integrated Circuits (ASICs), Programmable Logic (PL) of
System on Chip FPGAs (SoC FPGAs), Application-Specific Standard Products (ASSPs), etc. The
common feature is that most of these implementations are developed using hardware description
languages (HDLs), such as VHDL and Verilog. These languages differ substantially from high-
level programming languages by introducing the concepts of an entity, connectivity, concurrency,
and timing. HDL source code is transformed by a synthesis tool to a netlist composed of basic logic
components and connections among these components. Because of its generic nature, HDL code
can be easily ported among different technologies, such as FPGAs and ASICs. ASIC implementa-
tions are faster, use less power, and require less physical area. FPGA implementations have the ad-
vantage of less expensive development tools, much shorter design cycle, and reconfigurability, un-
derstood as an ability to change the function of all internal building blocks and connections among
them, even after a given integrated circuit has been deployed in actual products.

3 FPGA

Although software implementations are likely to be dominant during the first phase of deploy-
ing PQC standards in real applications, hardware implementations will inevitably follow. They are
likely to start from hardware accelerators for constrained environments, such as smart cards and In-
ternet of Things devices. Low-cost low-power processors used in such applications may not be able
to keep up with the increased demands for computational power and energy usage. Thus, these pro-
cessors may need to be extended with hardware accelerators. In the medium term, high-
performance security processors enhanced with new PQC standards will emerge. These processors
will be optimized to process in hardware all the algorithms associated with secure communication
(such as those used in the post-quantum versions of TLS, IPSec, IKE, and WTLS/WAP protocols)
and secure storage. Finally, in the longer-term, support for new instructions, enabling the efficient
and side-channel resistant implementations of PQC standards, is likely to be added to the most pop-
ular processor ISAs. Co-processors for such instructions are, effectively, hardware implementations
of PQC. Taking into account that the new PQC standards are likely to remain in use for decades, all
of the mentioned above use cases should be given considerable weight. In particular, the perfor-
mance of a given algorithm in hardware may affect its long-term performance in software, on pro-
cessors equipped with new specialized instructions. Even if Round 2 hardware implementations are
not a final word in terms of the algorithm performance, they provide the first glimpse into each can-
didate’s suitability for hardware acceleration. They establish [1] an open source-code base on which
more optimized implementation and implementations protected against side-channel and fault at-
tacks can be built in Round 3 and beyond.

Assuming the use of the same technology, hardware implementations outperform software
implementations using at least one, and typically multiple metrics, such as speed, power consump-
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tion, energy usage, and security against physical attacks. They also allow much higher flexibility in
trading one subset of these metrics for another. From the point of view of benchmarking and rank-
ing of candidates, such flexibility may become a curse, especially taking into account that no two
metrics are likely to have a simple linear dependence on each other. A practical solution to this
problem [4] is to focus during the evaluation process on two major types of implementations: high-
speed and lightweight.

In high-speed implementations, the primary target is speed. For PQC schemes, this target
amounts to minimizing the execution times of major operations involving the public and private
key, respectively. For Key Encapsulation Mechanisms (KEMs), these operations are encapsulation
and decapsulation; for digital signature schemes, signature verification and generation; for public-
key encryption (PKE), encryption and decryption. The time of key generation may also play a ma-
jor role in the case when a public-private key pair cannot be reused for security reasons. The re-
source utilization is secondary. Still, hardware designers typically aim at achieving the Pareto opti-
mality, in which any further improvement in speed comes at the disproportionate cost in terms of
resource utilization. The primary advantage of high-speed implementations is that they reveal the
inherent potential of a given algorithm for parallelization. As long as the resource-utilization limit is
sufficiently high, this limit does not affect the ranking of algorithms. As a result, the ranking is
strongly correlated with the features of algorithms themselves and is not substantially influenced by
any additional assumptions and technology choices. Additionally [4], only high-speed hardware
implementations may effectively compete with optimized software implementations targeting high-
performance processors with vector instructions (e.g., AVX2).

In lightweight implementations, the primary targets are typically minimum resource utiliza-
tion and minimum power consumption, under the assumption that the execution time does not ex-
ceed a predefined maximum. Another way of formulating the goal is to achieve minimum execution
time, assuming a given maximum budget in terms of resource utilization, power consumption, or
energy usage. The maximum budget on resource utilization is related to the cost of implementation;
the budget on power assures correct operation without overheating or devoting additional resources
to cooling. The maximum energy usage affects how long a battery-operated device can function be-
fore the next battery recharge. In the context of the standardization process for cryptographic algo-
rithms, the mentioned above maximum budgets are very hard to select. Any change in these thresh-
olds may favor a different subset of candidates. With new standards remaining in use for decades,
timing, cost, and power requirements of new applications are challenging to predict.

Additionally, changes in technology significantly affect which hardware architectures meet
particular constraints. For example, an architecture capable of accomplishing the execution time of
0.1 seconds (or below), under a certain power or energy budget, may substantially change with the
improvements in technology. As a result, the majority of current limits are selected somewhat arbi-
trarily by different designers, or left undefined in their reports. Consequently, the ranking of PQC
candidates based on their lightweight implementations, especially those developed by different
groups, is extremely challenging and assumption-dependent. These rankings have little to do with
the parallelization allowed by each algorithm, as most of the operations must be executed sequen-
tially due to the small resource budget. The primary feature of algorithms these implementations
reveal is the number and complexity of its distinct elementary operations. Each major operation in-
fers an additional functional unit, increasing resource utilization and power consumption. Addition-
ally [4], lightweight hardware implementations can outperform software implementations targeting
low-cost and low-power embedded processors (for instance, such as Cortex-M4).

In the case of FPGA implementations, resource utilization is a vector, such as (#LUTs, #flip-
flops, #DSP units, #BRAMSs). No single element of this vector can be expressed in terms of other
elements. As a result, imposing a resource limit implies specifying the values of all components of
this resource vector. One possible approach may be to choose the resources of the smallest FPGA of
a given low-cost FPGA family. However, FPGA families and their resources change over time, so
this limit has only a physical meaning during the limited time, covering the evaluation period, and
may lose its significance just a few years after the standard is published and deployed. Besides, the
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FPGA device may need to offset some of the costs associated with countering side-channel attacks
(moreover, this overhead and even countermeasures may remain unknown at the time of the candi-
dates’ evaluation) [4].

4 FPGA Xilinx family

One of the major concerns is the NIST recommendation to focus on hardware benchmarking
using the Xilinx Artix-7 FPGA family. This recommendation appeared in several NIST presenta-
tions related to Round 2 of the NIST standardization process, e.g., during PQCrypto 2019 in
May 2019 and the Second PQC Standardization Conference in August 2019. We believe that, in its
current form, this recommendation is counterproductive, and it impedes rather than supports fair
and comprehensive hardware and software/hardware benchmarking [1].

FPGA family is a set of FPGA devices sharing the same internal structure and the same pro-
cess technology (also known as technology node or process node), described by a number related to
the size and density of transistors that can be fabricated using a given manufacturing process. With
the steady improvements in process technology, described by Moore’s Law, the maximum capacity
and speed of FPGA devices have been steadily increasing while their prices have remained approx-
imately the same. Every new generation of FPGA devices of a particular vendor receives a unique
name, referred to as a family name. Every family consists of multiple devices with various distinct
sizes to match the needs of different applications. All devices of a particular family share the same
internal architecture and process technology but differ in terms of the number of resources of a par-
ticular type, such as Look-Up Tables (LUTS), flip-flops (FFs), block memories, and digital signal
processing units (DSP units) or multipliers. Most vendors release both low-cost families (such as
Xilinx Artix-7) and high-performance families (such as Xilinx Virtex-7). Most of them also release
mid-range families, such as Xilinx Kintex-7. The maximum amount of resources available in the
largest device of a low-cost family is naturally significantly smaller than the equivalent amount in
the largest device of a high-performance family (e.g., over 5 times smaller for Artix-7 vs. Virtex-7).

Additionally, in recent years, FPGA vendors started releasing new types of programmable de-
vices that enhance Programmable Logic of traditional FPGAs with the Processing System based on
a hardwired embedded processor, such as ARM. Since this processor is custom designed, it takes
full advantage of a given technological process and operates at a clock frequency significantly high-
er than Programmable Logic. With a fast processor and an efficient interface between this processor
and Programmable Logic, these devices are ideal for software/hardware co-designs targeting high-
speed. Although these types of devices appear under multiple commercial names, they are often col-
lectively referred to as System on Chip FPGAs (SoC FPGAs). The first family of this type was Xil-
inx Zyng-7000, released in 2011, based on ARM Cortex-A9 embedded processors [4].

Hardware designs are described in hardware description languages. HDL code is typically iden-
tical for all FPGA families. As opposed to software, where each processor may require different
optimized assembly language code, no such concepts exist for hardware. Thus, it is possible to syn-
thesize the same HDL code targeting various FPGA families from various vendors, as long as the
maximum capacity of the largest device of a given family is not exceeded.

5 General features of the FPGA Xilinx family

Today, the most modern is the series 7 FPGA Xilinx — Artix-7, Kintex-7, Virtex-7. In this se-
ries, the FPGA family with the ARM Cortex-A9 - Zyng-7000 processor core has been announced.
In the new series, only Virtex-7 continues the existing line of high-performance FPGA, and the oth-
er two families — Artix and Kintex — replaced the Spartan line. FPGA Artix are designed for mass
products, and are characterized by low power consumption and low cost, and Kintex is, to some ex-
tent, Spartan, specialized for digital signal processing. Until now, the Virtex series has traditionally
been used in applications built around high-speed serial receivers and in projects based on digital
signal processing. The Kintex-7 family «fits» well into a niche where a large number of parallel
DSC units are required at a moderate price [5], and more expensive Virtex-7 are intended for sys-
tems with a large number of hardware receivers (see Table 1).
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Zyng-7010 and Zyng-7020 chips are based on playable resources of the Artix family, and
Zyng-7030 and Zyng-7040 are based on Kintex. This affects in the peak performance [6] of the dig-
ital signal processing subsystem (the frequency of the lower FPGA Zynq is lower, they do not have
PCI Express units and high-speed receivers) (see Table 2).

A key feature of the next generation of FPGA is the unification of playable resources. It is as-
sumed that for the next generation of FPGA, a quick migration between Virtex/Kintex/Artix fami-
lies will be possible without adjusting the project.

Table 1 — FPGA Xilinx family, 7th series

Maximum parameters Artix-7 Kintex-7 Virtex-7

Logical cells, thousand 352 407 1955
Block memory 12 29 65
DSP sections 700 1540 3960
Peak digital signal processing performance*, GMAC/s 504 1965 5053
Receivers 4 16 88
Maximum transfer rate, Gb/s 3,75 10.325 28,05
Peak capacity of receivers, Gb/s 30 330 2784
PCI Express interfaces Genlx4 Gen2x8 Gen3x8
Memory interface exchange speed, MB/s 800 2133 2133
External outputs 450 500 1200

* — for symmetric coefficient filters.

Table 2 — FPGA Zyng-7000 family

Parameters Z -7010 Z -7020 Z -7030 Z -7040
Programmable logic cells (ASIC gates) 28K (430K) | 85K (1,3M) | 125K (1,9 M) | 235 K (3,5 M)
Memory blocks (36 KB) 60 140 265 760
DSP sections (18x25 MACC) 80 220 400 760
Peak DSP performance*, GMAC/s 58 158 480 912
PCI Express blocks - - Gen2 x4 Gen2 x8

ADC 2x12 bits, 1 M samples/sec, 17 dif. channels
Encryption AES and SHA 256-bit

1/O units, 3.3V 100 195 100 200
1/O units, 1.8V - - 150 150
High speed receivers - - 4 12

* —for KIX with symmetric coefficients.

6 FPGA Xilinx family details

Tables 3-6 show the characteristics of the FPGA family Xilinx, namely Spartan-7, Artix-7,
Virtex-7, Kintex-7, respectively [6].

Giving preference to the Xilinx Artix-7 family has several undesired consequences summa-
rized below:

1. Artix-7 is a low-cost FPGA family. As such, it is not very suitable for high-speed imple-
mentations. Hardware resources of even the largest device of this family are often insufficient to
demonstrate the full potential for parallelizing operations a given PQC algorithm. Thus, the use of
Artix-7 makes perfect sense for benchmarking lightweight implementations but may lead to subop-
timal results for high-speed implementations.
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Table 3 — Characteristic of Spartan-7

Parameters I/0O optimization at the lowest cost and highest
performance-per-watt (1.0 V, 0.95 V)
Part number XC7S6 | XC7S15 | XC7S25 | XC7S50 | XC7S75 | XC7S100
Loaic Logic cells 6,000 | 12,800 | 23,360 | 52,160 | 76,800 | 102,400
resogrces Slices 938 2,000 3,650 8,150 | 12,000 | 16,000
CLB flip-flops 7,500 | 16,000 | 29,200 | 65,200 | 96,000 | 128,000
Max. distributed RAM, (Kb) 70 150 313 600 832 1,100
Memory | Block RAM/FIFO w/ ECC
resources | (36 Kb each) 5 10 i s el 120
Total Block RAM (Kb) 180 360 1,620 2,700 3,240 4,320
Clock Clock Mgmt Tiles
resources | (1 MMCM + 1 PLL) 2 2 $ > £ 8
110 Max. single-ended 1/O pins 100 100 150 250 400 400
resources | Max. differential 1/0O pairs 48 48 72 120 192 192
DSP slices 10 20 80 120 140 160
Embedded | Analog mixed signal
hard IP | (AMS)/ XADC g 0 1 1 1 1
resources | Configuration
AES / HMAC blocks g 0 . . 1 1
Speed Commercial temp, (C) -1-2 -1-2 -1-2 -1-2 -1-2 -1-2
rF;ldes Industrial temp (I) -1-2-1L-1-2-1L | -1-2-1L|-1-2-1L |-1-2-1L |-1-2-1L
g Expanded temp (Q) -1 -1 -1 -1 -1 -1
Body Ball . .
Package area (mm) | pitch (mm) Available user I/O: 3.3 V SelectlO™ HR I/O
CPGA196 8x8 0.5 100 100
CSGA225 13x13 0.8 100 100 150
CSGA324 15x15 0.8 150 210
FTGB196 15x15 1.0 100 100 100 100
FGGA484 23x23 1.0 250 338 338
FGGAG76 27x27 1.0 400 400

2. Artix-7 is a traditional FPGA, and not a SoC FPGA. As a result, the only way to develop a
single-chip software/hardware implementation using Artix-7 is the use of so-called "soft" processor
cores, i.e., processors implemented using programmable logic. Soft processors compatible with
Artix-7 include MicroBlaze and lightweight versions of RISC-V. All of them operate at much lower
clock frequency than hardwired embedded processors of SoC FPGAs.

3. Artix-7 is unsuitable for HLS designs. Such designs typically take significantly more re-
sources than designs based on writing code manually in HDL. As a result, assuming the Pareto op-
timization for high-speed, they are unlikely to fit in the largest Artix-7 FPGA.

4. Artix-7 is a relatively old FPGA family, released by Xilinx in 2010. By the time of the re-
lease of the PQC standard, this family will be at least 12 years old. While still relatively popular for
low-cost applications, this family does not represent the state-of-the-art in FPGA technology.

5. It is not customary to base ranking of candidates in cryptographic contests on results ob-
tained for a single family of a single vendor. Although Xilinx is the largest developer of FPGAs and
SoC FPGAs, Intel comes a strong second, and other vendors, such as Microchip and Lattice Semi-
conductor, also develop FPGAs suitable for implementing cryptographic algorithms. During the
SHA-3 competition, the results were reported for seven FPGA families from two major vendors,
Xilinx and Altera. During the CAESAR contest, four Xilinx families and four Altera families were
employed. For all of these families, results were generated based on the same HDL code. There was
no need to purchase multiple tools or boards. Free or trial versions of tools were sufficient. The de-
signs ended with the generation of post-place-and-route reports, which correctly described the
worst-case performance of any particular instance of the given FPGA device.
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Table 4 — Characteristic of Artix-7

Transceiver optimization at the lowest cost and highest DSP bandwidth

(1.0 V, 0.95 V, 0.9 V)

Part number XC7A12T | XC7A15T | XC7A25T | XC7A35T | XC7A50T | XC7A75T | XC7A100T | XC7A200T
) Logic cells 12800 | 16,640 | 23,360 | 33,280 | 52,160 | 75,520 | 101,440 | 215,360
rels_(?l?;((::es Slices 2000 | 2600 | 3650 | 5200 | 8150 | 11,800 | 15,850 | 33,650
CLB fIip-fIOpS 16,000 2,800 29,200 | 41,600 | 65,200 | 94,400 | 126,800 | 269,200
Maximum distributed
RAM (Kb) 171 200 313 400 600 892 1,188 2,888
Memory | Block RAM/FIFO
resources| wi ECC (36 Kb each) 20 25 45 50 75 105 135 365
Total block
RAM (Kb) 720 900 1,620 1,800 2,700 3,780 4,860 13,140
Clock | CMTs
resources| (1 MMCM + 1 PLL) : 5 : 5 s 6 6 10
Maximum single-
1
1o ended 1/0 50 250 150 250 250 300 300 500
resources i i i
u Maximum differential| ~ ,, 120 12 120 120 144 144 | 240
1/0 pairs
DSP slices 40 45 80 90 120 180 240 740
PCle® Gen2 1 1 1 1 1 1 1 1
Embed- - -
Analog mixed signal
ded hard
e IIDar (AMS)/XADC 1 1 1 1 1 1 1 1
Configuration
resources
AES | HMAC blocks | * ! ! ! 1 . ! !
GTP Transceivers
(6.6 Gb/s max rate) 2 4 4 4 4 8 8 16
Commercial temp (C)| -1-2 -1-2 -1-2 -1-2 -1-2 -1-2 -1-2 -1-2
Speed -2L -2L -2L -2L -2L -2L 2L 2L
grades Extended temp (E) -3 -3 -3 -3 -3 -3 -3 -3
Industrial temp (1) -1-2-1L|-1-2-1L|-1-2-1L|-1-2-1L|-1-2-1L|-1-2-1L|-1-2-1L|-1-2-1L
Dimen-| Ball
Package| sions |pitch Available user 1/0: 3.3 V SelectlO™ HR 1/0 (GTP transceivers)
(mm) |(mm)
CPG236  10x10 | 0.5 106(2) 106(2) | 106(2)
CPG238 | 10x10 | 0.5 | 112(2) 112(2)
CSG324 | 15x15 | 0.8 210(0) 210(0) | 210(0) | 210(0) | 210(0)
CSG325  15x15 | 0.8 | 150(2) | 150(4) | 150(4) | 150(4) | 150(4)
Footprint FTG256  17x17 | 1.0 170(0) 170(0) | 170(0) | 170(0) | 170(0)
compati- | SBG484 | 19x19 | 0.8 285(4)
=t FGG484 | 23x23 | 1.0 250(4) 250(4) | 250(4) | 285(4) | 285(4)
FBG484  23x23 | 1.0 285(4)
FGG676 | 27x27 | 1.0 300(8) | 300(8)
FBG676 27x27 | 1.0 400(8)
FFG1156 35x35 | 1.0 500(16)
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Table 5 — Characteristic of Kintex-7

Optimized for best price-performance (1.0 V, 0.95 V, 0.9 V)

Part number XC7K70T | XC7K160T | XC7K325T | XC7K355T | XC7K410T | XC7K420T | XC7K480T
Slices 10,250 25,350 50,950 55,650 63,550 63,150 74,650
reIS_OOl?I’I((::es Logic cells 65,600 162,240 | 326,080 | 356,160 | 406,720 | 416,960 | 477,760
CLB flip-flops 82,000 202,800 | 407,600 | 445,200 | 508,400 | 521,200 | 597,200
Maximum distribut-
ed RAM, (Kb) 838 2,188 4,000 5,088 5,663 5,938 6,778
Memor Block RAM/FIFO
resourceys w/ ECC 135 325 445 715 795 835 955
(36 Kb each)
(T‘gg’)" block RAM, | 4860 | 11,700 | 16,020 | 25740 | 28,620 | 30,060 | 34,380
Clock CMTs (1 MMCM +
resources | 1PLL) J 8 4y 6 10 8 €
Maximum single-
/0 ended 1/0 300 400 500 300 500 400 400
resources | Maximum differen- 144 192 240 144 240 192 192
tial 1/O pairs
DSP48 slices 240 600 840 1,440 1,540 1,680 1,920
PCle® Gen2 1 1 1 1 1 1 1
Integrated Analod mi :
g mixed signal
resoIlIJDrces (AMS) / XADC ' ' ' ' ' ' '
Configuration AES /
HMAC blocks 1 1 1 1 1 1 1
GTX transceivers
(12.5 Gb/s max rate) e 8 08 24 = 32 =
Commercial
- Temp, (C) -1-2 -1-2 -1-2 -1-2 -1-2 -1-2 -1-2
pee 2L -2L 2L -2L 2L -2L -2L
grades Extended temp (E) 3 3 3 3 3 3 3
Industrial temp (1) -1-2-2L|-1-2-2L|-1-2-2L|-1-2-2L|-1-2-2L | -1-2-2L | -1-2-2L
Dt | gal
Package Sions pitch Available user 1/0: 3.3V HR I/0, 1.8 V HP 1/0s (GTX)
(mm)
(mm)
FBG484 |23x23| 1.0 |185, 100 (4)|185, 100 (4)
FBG676 |27x27| 1.0 {200, 100 (8)|250, 150 (8)|250, 150 (8) 250, 150 (8)
FFG676 |27x27| 1.0 250, 150 (8) | 250, 150 (8) 250, 150 (8)
Footprint
compati- | FBG900 [31x31| 1.0 35?1'61)50 35(01’61)50
ble
FFG900 [31x31| 1.0 35?1'61)50 35(01’61)50
FFG901 [31x31| 1.0 300, 0 (24) 380, 0 (28) | 380, 0 (28)
FFG1156|35x35| 1.0 400, 0 (32) | 400, 0 (32)

6. Based on the authors’ experiences, multiple reviewers of papers devoted to implementa-
tions of Round 2 PQC candidates treated the NIST’s choice of Artix-7 as an absolute requirement.
Submissions not complying with this requirement were subject to rejection or requests for major
revisions. As a result, a noble goal of making the results more comparable with one another was
turned into a reason for suppressing or delaying the publication of relevant results.
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Optimized for highest system performance and capacity (1.0 V)

Part number

XC7V58
5T

XC7V20
00T

XC7VX
330T

XC7VX
415T

XC7VX
485T

XC7VX
550T

XC7VvX
690T

XC7VX
980T

XC7VX
1140T

XC7VH
580T

XC7V

870T

H

Slices

91,050

305,400

51,000

64,400

75,900

86,600

108,300

153,000

178,000

90,700

136,900

Logic
Re- Logic cells

582,720

1,954,560

326,400

412,160

485,760

554,240

693,120

979,200

1,139,200

580,480

876,160

sources CLB

flip-flops

728,400

2,443,200

408,000

515,200

607,200

692,800

866,400

1,224,000

1,424,000

725,600

1,095,2

00

Maximum
distributed

Me. |_RAM (Kb)

6,938

21,550

4,388

6,525

8,175

8,725

10,888

13,838

17,700

8,850

13,275

Block
RAM/FIFO
w/ ECC (36
Kb each)

mory
Re-
sources

795

1,292

750

880

1,030

1,180

1,470

1,500

1,880

940

1,410

Total block
RAM (Kb)

28,620

46,512

27,000

31,680

37,080

42,480

52,920

54,000

67,680

33,840

50,760

CMTs (1
C'i?fk' MMCM + 1
9 | pLL)

18

24

14

12

14

20

20

18

24

12

18

Maximum
single-
1/0 Re-| ended I/O

850

1,200

700

600

700

600

1,000

900

1,100

600

300

sources | Maximum
differential
1/0 pairs

408

576

336

288

336

288

480

432

528

288

144

DSP slices

1,260

2,160

1,120

2,160

2,800

2,880

3,600

3,600

3,360

1,680

2,520

PCle®
Gen2

3

PCle Gen3

Analog
mixed sig-
nal (AMS) /
XADC

1

Configura-
tion AES /
HMAC
blocks

Inte-
grated
IP Re-

GTX trans-
ceivers
(12.5 Gb/s
max rate)

sources

36

36

56

GTH trans-
ceivers
(13.1 Gb/s
max rate)

28

48

80

80

72

96

48

72

GTH trans-
ceivers
(28.05 Gb/s
max rate)

16

Commercial
temp, (C)

-1 -2

-1 -2

-1 -2

-1 -2

-1 -2

-1 -2

Speed | Extended
Grades | temp (E)

-2L -3

-2L -3

-2L

2L -
2G

2L -
2G

-2L
2G

Industrial
temp (1)

-1-2

-1-2
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Continuation of Table 6

Optimized for highest system performance and capacity (1.0 V)
Dart number XC7V58|XC7V20| XCTVX | XCTVX | XCTVX | XCTVX | XCTVX | XCTVX | XCTVX| XCTVH [ XC7VH
5T | 00T | 330T | 415T | 485T | 550T | 690T | 980T | 1140T | 580T | 870T
Dimen- | Ball
Package | sions | Pitch Available user 1/0: 3.3V HR 1/0, 1.8 \V HP 1/0s (GTX, GTH) LIEVGIP 1O
mm | mm (GTH, GTZ)
0, 600 0,600 | 0,600 | 0,600 0, 600
FFGLIST) 3535 | 10 | 99 ) (20,0) | (20,0) | (20, 0) (20, 0)
0, 700
100, 750 50, 650 : 0, 850
FFG1761| 42.5x425| 1.0 (36, 0) (0’ 28) (28, 0) (0, 36)
0, 850
FHG1761| 45x45 1.0 (36, 0)
0, 1200
FLG1925| 35x35 1.0 (16, 0)
0,350 | 0,350 | 0,350 | 0,350
FROLLS L0 0,48) | (0.48) | (0.48) | (0.49)
0,720 | 0,720
FFG1926 1.0 (O, 64) (O, 64)
0,720
FLG1926 1.0 (0’ 64)
0,600 | 0,600 | 0,600 | 0,600
FreLzr +o (0.48) | (56,0) | (0,80) | (0,80)
45x45
0, 480
FFG1928 1.0 ©,72)
0, 480
FLG1928 1.0 (O, 96)
0, 700 0, 1000 | 0, 900
FFG1930 1.0 (24, 0) 0,24) | (0,24)
0, 1100
FLG1930 1.0 (0’ 24)
FLG1155| 35x35 1.0 4008§24’
FLG1931 1.0 6008§48’
45x45
300 (72
FLG1932 1.0 16)

Taking these concerns into account, our recommendation for Round 3 is to encourage report-
ing results for at least the following FPGA families:

1. For lightweight hardware implementations and lightweight software/hardware implementa-
tions based on soft processor cores: Xilinx Artix-7 (for compatibility with Round 2 results) and Intel
Cyclone 10 LP.

2. For lightweight software/hardware implementations based on the use of hard processor
cores: Xilinx Zyng 7000-series and Intel Cyclone V SoC FPGAs.

3. For high-speed hardware and high-speed software/hardware implementations: Zyng Xilinx
UltraScale+ and Intel Stratix 10 SoC.
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One of the reasons for selecting Zyng Xilinx UltraScale+, even for pure hardware implemen-
tations that do not require SoC capabilities, is the support for these devices by the free version of
the Xilinx toolset, called Vivado HL WebPACK, which is sufficient to generate all required
benchmarking results. Xilinx Virtex-7 UltraScale+ FPGAs, which could be considered as a natural
candidate, are not supported by the same free version of tools. The Zynq Xilinx UltraScale+ family
is also recommended for high-speed software/hardware implementations based on the use of hard
processor cores because of moderate cost of suitable prototyping boards and the availability of a
free Benchmarking Setup for Software/Hardware Implementations of PQC Schemes, developed at
George Mason University [7].

7 FPGA-focused implementations

In Tables 7-8, summarize implementations targeting Xilinx Artix-7 FPGAs and related Xilinx
Zyng-7000 SoC FPGAs (indicated with the superscript %). For the security level 1, six candidates
— Classic McEliece, CRYSTALS-Kyber, FrodoKEM, NewHope, SIKE, and Saber — have imple-
mentations of all three operations reported. The preliminary implementations of BIKE focused on
key generation only. For security level 3, NewHope does not have a variant. For security level 5,
the results are missing for Classic McEliece.

For most KEMs, the time of decapsulation is longer than the time of encapsulation. Table en-
tries are ordered according to the time of decapsulation in ps (and, if needed, according to the de-
capsulation time in clock cycles).

The ranking of candidates listed in Tables 7 and 8 is very challenging to determine based on
available results. First, it may be unfair to compare pure hardware implementations with soft-
ware/hardware implementations. Secondly, it is hard to compare lightweight implementations with
high-speed implementations, as they are optimized with different primary metrics in mind. Third,
software/hardware implementations based on different processors are very challenging to compare
with one another. Finally, even for implementations using exactly the same type of implementation
(software/hardware) and the same type of processor (RISC-V), the comparison may be unintention-
ally biased. Significantly different hardware support was provided for algorithms that can take ad-
vantage of the Number Theoretic Transform — Kyber and NewHope — vs. the algorithm that cannot
— Saber. An additional, relatively minor factor is that several results for Classic McEliece and
NewHope concern their IND-CPA-secure PKEs rather than IND-CCA-secure KEMs.

Taking all these factors into account, almost the only ranking that is quite clear from Tables 7
and 8 is the ranking of candidates that have results available for pure hardware implementations
targeting high-speed. In this specific category, the ranking for the security level 1 is: 1. NewHope,
2. Classic McEliece, 3. FrodoKEM. If we assume that a software/hardware implementation of SIKE
with a custom processor is almost as efficient as a pure hardware implementation, then we can also
add SIKE at position 4. At level 3, NewHope does not have a variant, and at level 5, Classic
McEliece and FrodoKEM, do not have high-speed pure hardware implementations reported.

In Tables 9 and 10, summarize implementations targeting Xilinx Virtex-7 FPGAs. Unfortu-
nately, the only conclusion that can be drawn from these tables is an advantage of Classic McEliece
over SIKE in terms of all performance metrics other than the number of LUTSs and flip-flops.

In Table 11, we compare results reported by our own group at the end of 2019 in [4, 8-9],
with results reported by other groups for Saber and NewHope, respectively. All results were ob-
tained using the same SoC FPGA, Zynq UltraScale+. The software/hardware implementation of
Round5 was very close to the pure hardware implementation. The same was not the case for the
software/hardware implementation of Saber, were a significant percentage of the execution time
was devoted to functions remaining in software and to the transfer of data and control between
software and hardware. As a result, the most accurate comparison between Round5 and Saber is
possible at the security level 3, for which the pure hardware implementation of Saber was reported
in [3, 5]. Based on this implementation Saber outperforms Round5 by a small margin in terms of
the execution times for encapsulation and decapsulation.
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Table 7 — Level 1 KEMs and PKEs on Artix-7 (default) & Zyng-7000

Key Generation Encaps. / Enc.**? Decaps. / (Dec.+Enc.)™
Algorithm Type Target lll/:;ax LUT FF Slice | DSP | BRAM
€q. cycles us cycles us cycles us
Security Level 1
NewHope-512°% HW HS 200 6,780 | 4,026 — 2 7.0 4,200 21.0 6,600 33.0 9,100 455
mceliece348864°2 HW HS 106 | 81,339 (132,190 — 0 236.0 | 202,787 1,920.3 2,720 25.8 12,743 120.7
mceliece348864°2 HW HS 108 | 25,327 | 49,383 — 0 168.0 | 1,599,882 | 14,800.0 2,720 25.2 18,358 169.8
Kyber-512 SW/HWRY LW — 23,925 | 10,844 — 21 32.0 150,106 - 193,076 = 204,843 =
172 2,587 | 2,994 855 16 0 — — — — — —
FrodoKEM-640
HW HS 171 579 | 4,694 |1692| 16 0 204,766 1,190.5 207,269 1,212.1 209,867 1,408.5
2 149 6,881 | 5,081 |1,947| 16 12.5 = = = = = =
Kyber-512 SW/HWRY LW 25+ |14975| 2,539 |4,173| 11 14.0 74,519 2,980.8 131,698 5,267.9 142,309 5,692.4
NewHope-512 SW/HWRY LW — 23,925 | 10,844 — 21 32.0 123,860 - 207,299 = 226,742 =
NewHope-512 SWHWRY | LW | 25+ [14,975| 2,539 [4,173] 11 | 14.0 | 97,969 | 39188 | 236,812 | 9,472.5 258,872 10,354.9
LightSaber SW/HWRY LW — 23,925 | 10,844 — 21 32.0 366, 837 — 526, 496 = 657,583 =
Kyber-512 SW/HWRY LW 59 1,842 | 1,634 — 5 34.0 710,000 | 11,993.2 971,000 16,402.0 870,000 14,695.9
NewHope-512 SW/HWRY LW 59 1,842 | 1,634 — 5 34.0 904,000 | 15,270.3 | 1,424,000 | 24,054.1 1,302,000 21,993.2
SIKEp434 SW/HW® HS 162 | 22,595 | 11,558 | 7,491 | 162 37.0 |1,474,200 9100 2,494,800 | 15,400.0 2,656,800 16,400.0
SIKEp503 SW/HW® HS 162 | 22,595 | 11,558 | 7,491 | 162 37.0 |1,733,400| 10,700.0 | 2,932,200 | 18,100.0 3,126,600 19,300.0
191 971 433 290 1 0
FrodoKEM-640
HW LW 190 4246 | 2,131 | 1,180 1 0 3,237,288 | 16,949.2 | 3,275,862 | 17,241.4 3,306,122 20,408.2
1x = = = = = =
162 4,446 2,152 | 1,254 1 125
R _ _ _ _ _ _
SIKEp434 SW/HW LW 143 |10,976 | 7,115 | 3,512 | 57 21.0 |2,187,902 | 15,300.0 | 3,718,004 | 26,000.0 3,946,804 27,600.0
SIKEp503 SW/HW® LW 143 |10,976 | 7,115 | 3,512 | 57 21.0 |2,602,603| 18,200.0 | 4,390,104 | 30,700.0 4,676,105 32,700.0
FrodoKEM-640 SW/HWRY LW 25« |14975| 2539 |4,173| 11 14.0 |11,453,942 |458,157.7 | 11,609,668 | 464,386.7 | 12,035,513 481,420.5
BIKE-1 Level 1® HW HS 165 | 1,907 | 1,049 | 608 0 7.0 95,500 578.0 — - - -
BIKE-3 Level 1® HW HS 170 1,397 925 453 0 4.0 98,500 579.0 — — — —
BIKE-2 Level 1% HW HS 160 3,874 2,141 | 1,312 0 10.0 | 2,150,000 | 13,437.0 — — — —
BIKE Level 1 HW HS 135 | 1,865 589 590 0 4.0 7,370,429 | 54,540.0 = = = =
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Table 8 — Level 3 & 5 KEMs and PKEs on Artix-7 (default) & Zyng-7000

Key Generation

Encaps. / Enc.**?

Decaps. / (Dec.+Enc.)

cpa

Algorithm Type Target % LUT FF Slice | DSP |BRAM
cycles us cycles us cycles us
Security Level 3
mceliece460896° HW HS | 107 |38,669| 74,858 | — | 0 | 303.0 | 5002,044 | 46,704.4 3,360 31.4 31,005 289.5
169 | 2,869 | 3,000 | 908 | 16 0 - - - - - -
FrodoKEM-976
HW HS | 168 | 6,188 | 4,678 | 1782 16 0 476,056 | 28169 | 479,993 2,857.1 | 483073 | 3,076.9
16x
157 | 7,213 | 5087 |2042| 16 | 19.0 - - - - - -
Saber” SW/HW"® HS - - - - - -
125 | 7,400 | 7,331 | — | 28 | 20 - 3,273.0 - 4,147.0 - 3,844.0
Kyber-768 SWHWR | Lw | 25+ 14975 2,539 (4,173 11 | 14.0 | 111525 | 44610 | 177,540 71016 | 190579 | 7,623.2
SIKEp610 SW/HW* HS 162 | 22,595 | 11,558 |7,491| 162 | 37.0 | 2,916,000 | 18,000.0 5,443,200 33,600.0 | 5,508,000 | 34,000.0
189 | 1243 | 441 | 362 | 1 0 - - - - - -
FrodoKEM-976
HW LW | 187 | 4,650 | 2,118 |1272| 1 0 | 7,560,000 | 40,000.0 | 7,480,000 | 40,0000 | 7,714,286 | 47,619.0
1x
162 | 4888 | 2153 (1,300 1 | 19.0 - - - - - -
SIKEp610 SW/HW® - - - - - -
LW 143 | 10,976 | 7,115 |3,512| 57 21.0 | 4,347,204 | 30,400.0 8,108,108 56,700.0 | 8,208,208 | 57,400.0
FrodoKEM-976 | SW/HWRY | LW | 25+ |14,975 2539 4,173 11 | 14.0 | 26,005,326 '1,040,213.0| 29,749,417 | 1,189,976.7 | 30,421,175 | 1,216,847.0
BIKE Level 3 HW HS | 135 | 1,884 | 557 | 593 | 0 5 | 30,447,947 | 231,400.0 - - - -
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Continuation of Table 8

Key Generation Encaps. / Enc.®® Decaps. / (Dec.+Enc.)*?
Algorithm Type Target % LUT FF Slice | DSP | BRAM
cycles us cycles us cycles us
Security Level 5
NewHope-1024%2 HW HS | 200 | 6,781 | 4,127 | - 2 8.0 8,000 40.0 12,500 62.5 17,300 86.5
NewHope-1024°" HW HS | 190 |13,244| 8272 | - 24 | 18.0 - - 34,000 178.0 30,600%° | 160.0°
Kyber-1024 SWHWR | LW | 25¢ |14,975| 2,539 |4,173| 11 | 14.0 | 148547 59419 | 223469 | 89388 | 240,977 | 9,639.1
NewHope-1024 SWHWR | LW | 25¢ |14,975| 2,539 (4,173 11 | 14.0 | 97,969 39188 | 236,812 9,4725 | 258,872 | 10,354.9
Kyber-1024 SW/HW LW — |23925| 10,844 - 21 | 32.0 | 349,673 - 405,477 - 424,682 -
NewHope-1024 SW/HW LW — |23925| 10,844 | - 21 | 320 | 235420 - 392,734 - 450,541 -
NewHope-1024%2 SW/HW HS 25 | 26,606 | 26,303 | - 32 1.0 | 357,052 | 14,2821 | 589,285 | 23,571.4 | 756,932 | 30,277.3
FireSaber SW/HW LW —~ |23925| 10,844 | - 21 | 32.0 | 1,300,272 - 1,622,818 - 1,898,051 -
Kyber-1024 SW/HWRY | LW | 59 | 1842 | 1,634 5 34.0 | 2,203,000 @ 37,212.8 | 2,619,000 | 44,239.9 | 2,429,000 | 41,030.4
SIKEp751 SW/HW* HS | 162 |22,595| 11,558 7,491 162 | 37.0 | 3,742,200 | 23,100.0 | 6,188,400 | 38,200.0 | 6,658,200 | 41,100.0
NewHope-1024 SW/HWRY | LW | 59 | 1842 | 1,634 5 34.0 | 1,776,000 | 30,000.0 | 2,742,000 | 46,317.6 | 2,528,000 | 42,702.7
SIKEp751 SW/HW* LW | 143 10,976 7,115 3,512 57 | 21.0 | 7,965,108 | 55,700.0 |13,156,013 92,000.0 |14,185,614| 99,200.0
FrodoKEM-1344 | SW/HWRY | LW | 25 14,975 2539 (4,173 11 | 14.0 |67,994,170|2,719,766.8 | 71,501,358 | 2,860,054.3 | 72,526,695 | 2,901,067.8

At the same time, even the fastest reported implementation of Saber uses 1.6x fewer LUTs than Round5, with the same number of BRAMs and
DSP units. FrodoKEM is demonstrated to be by far slower than Saber and Round5 for all security levels.

Somewhat differently, for the security level 5, the pure hardware implementation of NewHope, reported in [9], is not fast enough to outperform
the software/hardware implementation of Round5 from [10]. However, the comparison is somewhat complicated by the fact that, in [9], the results are
reported the IND-CPA-secure PKE (rather than the IND-CCA-secure KEM), and only the sum of the key generation and decryption (rather than the
decryption itself) is reported in the paper.

In Tables 12, summarize results available for the implementations of digital signatures. The implementations targeting FPGAs are considered
first in Table 9.
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Table 9 — Level 1 KEMs on Virtex-7 (default) & Virtex-6 (indicated with the superscript '°)

Key Generation Encap./Enc.**? Decaps./Dec.*?
Algorithm Type Target % LUT FF Slice | DSP | BRAM
cycles us cycles us cycles us
Security Level 1
SIKEp503 HW HS 171 25,094 | 26,971 | 9,514 | 264 | 34.0 640,000 3,738.3 1,120,000 6,542.1 1,210,000 7,067.8
SIKEp434 SW/HW HS 142 21,210 | 13,657 | 7,408 | 162 | 38.0 981,180 6,900.0 1,677,960 | 11,800.0 | 1,777,500 | 12,500.0
SIKEp503 SW/HW HS 142 21,210 | 13,657 | 7,408 | 162 | 38.0 1,166,040 8,200.0 1,976,580 | 13,900.0 | 2,104,560 | 14,800.0
Ligﬁ,l)?w_ HW LW 235 104 53 33 0 1.0 - - 712,000 3,029.8 2,620,000 | 18,714.3
SIKEp434 SW/HW LW 152 10,937 7,132 | 3,415 | 57 21.0 2,191,781 | 14,400.0 | 3,713,851 | 24,400.0 | 3,957,382 | 26,000.0
SIKEp503 SW/HW LW 152 10,937 7,132 | 3,415 | 57 21.0 2,602,740 | 17,100.0 | 4,383,562 | 28,800.0 | 4,672,755 | 30,700.0

cpa

- Design of a KEM variant resistant against Chosen-Plaintext Attack (CPA)
Ve . Design implemented on Virtex-6
° - Design for an old parameter set changed by the submitters on March 19th, 2020

Unfortunately, multiple results available for gTESLA concern heuristic parameter sets that have been withdrawn by submitters on Aug. 20, 2019.
Among the remaining designs, for Artix-7, the ranking of candidates for the security level 1 is 1. Picnic, 2. Dilithium, and 3. gTESLA. The differences
among these candidates in terms of the execution time for the signature generation (more critical) and signature verification are very significant. At the
same time, only the implementation of Picnic is a high-speed and pure hardware implementation. The remaining implementations are soft-
ware/hardware implementations based on RISC-V. Additionally, the number of LUTSs for Picnic is approximately 6 times larger than for Dilithium,
and the number of BRAMSs, 3.75 times larger. At the same time, compared to Picnic, the execution time for signature generation is 12 times longer for
Dilithium-1 and 16 times longer for Dilithium-11.
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Table 10 — Level 3 & 5 KEMs & PKEs on Virtex-7

Key Generation Encap./Enc.® Decaps./Dec.*
Algorithm Type |Target :;ATaa(: LUT FF Slice | DSP | BRAM
cycles us cycles s cycles s
Security Level 3
mceliece460896 HW HS 131 | 109484 | 168,939 - 0 446.0 515,806 3,943.5 3,360 25.7 17,931 137.1
SIKEp610 SW/HW HS 142 | 21,210 | 13,657 | 7,408 | 162 38.0 1,962,360 | 13,800.0 | 3,654,540 | 25,700.0 | 3,711,420 | 26,100.0
SIKEp610 SW/HW LW | 152 | 10,937 7,132 | 3,415 | 57 21.0 4,353,120 | 28,600.0 | 8,097,412 | 53,200.0 | 8,219,178 | 54,000.0
Security Level 5
mceliece6960119% HW HS 130 | 116,928 | 188,324 — 0 607.0 974,306 7,500.4 5,413 41.7 25,135 193.5
mceliece6688128° HW HS 137 | 122,624 | 186,194 — 0 589.0 1,046,139 7,658.4 5,024 36.8 29,754 217.8
mceliece8192128%* HW HS 130 | 123,361 | 190,707 - 0 589.0 | 1,286,179 9,901.3 6,528 50.3 32,765 252.2
mceliece6960119%° HW HS 141 | 44,154 | 88,963 - 0 563.0 | 11,179,636 | 79,570.4 5,413 38.5 46,141 328.4
mceliece6688128° HW HS 136 | 44,345 | 83,637 - 0 446.0 | 12,389,742 | 91,034.1 5,024 36.9 52,333 384.5
mceliece8192128%* HW HS 134 | 45,150 | 88,154 - 0 525.0 | 15,185,314 | 113,1544 6,528 48.6 55,330 412.3
SIKEp751 HW HS 167 | 45,893 | 50,390 | 17,53 | 512 435 1,240,000 7,407.4 2,170,000 | 12,963.0 | 2,330,000 | 13,918.8
SIKEp751 SW/HW HS 142 | 21,210 | 13,657 | 7,408 | 162 38.0 2,516,940 | 17,700.0 | 4,166,460 | 29,300.0 | 4,479,300 | 31,500.0
SIKEp751 SW/HW Lw | 152 | 10,937 7,132 | 3,415 | 57 21.0 7,960,426 | 52,300.0 | 13,150,685 | 86,400.0 | 14,185,693 | 93,200.0
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Table 11 — All KEMs and PKEs on Zynq Ultrascale +

Key Generation

Encapsulation

Decapsulation

Algorithm Type Target % LUT FF Slice | DSP | BRAM
cycles us cycles us cycles us
Security level 1
R5ND_1KEM 0d | SW/HW | HS 260 | 55,442 | 82,341 | 10,627 | 0 2 — - — 19.0 — 24.0
LightSaber SW/HW | HS 322 | 12,343 | 11,288 | 1,989 | 256 35 — - — 53.0 — 56.0
FrodoKEM-640 | SW/HW | HS 402 | 7,213 | 6,647 | 1,186 | 32 135 — - — 1,223.0 — 1,319.0
Security level 3
Saber HW HS 250 | 45,895 | 18,705 ~ 0 2 4,320 17.3 5,231 20.9 6,461 25.8
Saber HW HS 250 25,079 | 10,750 — 0 2 5,435 21.8 6,618 26.5 8,034 32.1
R5ND 3KEM _0d | SW/HW | HS 249 | 73,881 | 109,211 | 14,307 | 0 2 - - - 24.0 - 33.0
Saber SW/HW | HS 322 | 12,566 | 11,619 | 1,993 | 256 35 — — — 60.0 — 65.0
FrodoKEM-976 | SW/HW | HS 402 7087 6693 1190 | 32 17 — — — 1,642.0 — 1,866.0
Security level 5
R5ND 5KEM_0d | SW/HW | HS 212 | 91,166 | 151,019 | 18,733 | 0 2 - - - 32.0 — 42.0
NewHope-1024° HW HS | 406 | 13961 | 8,149 ~ 25 18 - - 34,000 83.0 30,600° | 75.0°
FireSaber SW/HW | HS 322 | 12,555 | 11,881 | 2,341 | 256 35 - - - 74.0 — 80.0
FrodoKEM-1344 | SW/HW | HS 417 | 7,015 | 6,610 | 1,215 | 32 17.5 —~ —~ —~ 2,186.0 - 3,120.0
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Table 12 — Digital Signature Schemes on Artix-7, Kintex-7 and Virtex-7

Max.

Key Generation

Signature Verification

Signature Generation

Algorithm Type | Target Freq LUT FF Slice | DSP |BRAM Family
' cycles us cycles us cycles us
Security Level 1 & 2
Picnic-L1-FS HW HS 91 | 90,535 | 23,516 | 25,160 | O 52.5 = = 29,600 325.6 31,300 344.3
qTESLA-I e SW/HW | LW 25« | 14975 | 2,539 | 4,173 | 11 14.0 | 4,846,949 | 193,878.0 38,922 1,556.9 168,273 6,730.9
Dilithium-I1 SW/HW | LW 25+ | 14,975 | 2,539 | 4173 | 11 14.0 95,202 3,808.1 142,576 5,703.0 376,392 15,055.7 | Artix-7
Dilithium-11 SW/HW | LW 25« | 14975 | 2,539 | 4,173 | 11 14.0 130,022 5,200.9 184,933 7,397.3 514,246 20,569.8
gTESLA-p-I SW/HW | LW | 121 | 7,212 | 4378 | 2,438 | 15 | 139.0 | 925431 7,648.2 946,520 78225 | 4,165,160 | 34,422.8
Rainbow-1¢c * HW HS 90 | 52,895 | 32,476 | 15112 | O 67.0 = = = = 979 10.9
Rainbow-la HW HS 111 | 27,712 | 27,679 | 8,939 0 59.0 = = = = 1,980 17.8 Kintex-7
Picnic-L1-FS HW HS 125 | 90,037 | 23,105 = 0 52.5 = = 29,600 237.0 31,300 250.0
Rainbow-1¢c ® HW HS 167 | 52,721 | 32,475 | 15976 | 0 67.0 = = = = 979 5.9 )
Virtex-7
Rainbow-la HW HS 181 | 27,556 | 27,675 | 7,065 0 59.0 = = - - 1,980 10.9
Security Level 3
gTesla-111-speed 02 | SW/HW | LW 25« | 14975 | 2,539 | 4,173 | 11 14.0 | 11,898,241 | 475,929.6 67,712 2,708.5 317,083 12,683.3
gTesla-111-size 02 | SW/HW | LW 25« | 14975 | 2,539 | 4,173 | 11 14.0 | 11,479,190 | 459,167.6 69,154 2,766.2 348,429 13,937.2
Artix-7
Dilithium-111 SW/HW | LW 25+ | 14975 | 2,539 | 4,173 | 11 14.0 167,433 6,697.3 229,481 9,179.2 634,763 25,390.5
qTESLA-p-111 SW/HW | LW | 121 | 7,475 | 4518 | 2,473 | 15 | 147.0 | 2,305,220 | 19,0514 | 2,315,950 | 19,140.1 | 7,745,088 | 64,009.0
Security Level 4 & 5
Picnic-L5-FS HW HS 125 |167,530| 33,164 = 0 98.5 = = 146,600 1,173.0 154,500 1,236.0 | Kintex-7
Dilithium-1V SW/HW | LW 25« | 14975 | 2,539 | 4,173 | 11 14.0 223,272 8,930.9 276,221 11,048.8 815,636 32,6254 | Artix-7
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For security level 3, no implementation of Picnic is available. The implementations of Dilith-
ium-111 and qTESLA-p-111 are comparable in terms of type, target, and resource utilization. At the
same time, the implementation of Dilithium is an order of magnitude more efficient. The implemen-
tations of digital signature schemes targeting Kintex-7 and Virtex-7 are summarized in the same
table. For the Kintex-7 implementations, Rainbow substantially outperforms Picnic at the security
level 1. For all remaining families and security levels, only one candidate with the up-to-date pa-
rameter set is reported.

7 Conclusions

In this paper, we first reviewed the previous work on hardware and software/hardware im-
plementations of Round 2 PQC schemes. Out of 26 candidates, six — NewHope, CRYSTALS-
Kyber, FrodoKEM, Saber, Round5, and SIKE — received the highest coverage in terms of the num-
ber of implementations and related publications. All of them have high-speed and simplified im-
plementations reported. Applied software/hardware co-design to high-speed rather than lightweight
implementations, which led to the choice of Xilinx Zynq UltraScale+, a state-of-the-art SoC FPGA
family, as our primary platform. What matters is that this platform includes a «hardwired» ARM
Cortex-A53 processor operating at the frequency of 1.2 GHz and a significant amount of program-
mable logic supporting hardware accelerators operating at the clock frequencies up to 500 MHz.

For each candidate, an attempt was made to offload as many as possible operations to hard-
ware. For 50% of investigated KEMs, this percentage reached 100%. Thus, the corresponding im-
plementations could be treated as hardware implementations, assuming that a random seed (of 16,
24, or 32 bytes) was transferred to the hardware module during encapsulation. KEMs implemented
using this approach included Kyber, LAC (v3a and v3b), NewHope, and Round5 (with and without
error-correcting code). Their code was benchmarked using Artix-7 and Virtex-7 FPGAs.

In terms of both the execution times and resource utilization, Round5 with an error-correcting
code (R5ND_5d) outperformed Round5 without an error-correcting code (R5ND_0d). Similarly,
LAC-v3b appeared superior over LAC-v3a in terms of both speed and use of FPGA resources.
Then, when the best representatives of four candidates — Kyber, LAC, NewHope, and Round5 —
were compared, the following conclusions could be drawn. The execution times of these candidates
were extremely close to one another. For encapsulation, the execution times were within 10% from
one another at the security level 5, within 22% at the security level 3, and within 32% at the security
level 1. For decapsulation, the largest differences were 26% at level 5, 22% at level 3, and 48% at
level 1. In multiple instances, just a change of an FPGA family from low-cost Artix-7 to high-
performance Virtex-7 caused a significant change in the rankings, even though the HDL code re-
mained exactly the same. As a result, we must conclude that the differences among these candidates
in terms of speed are too small to give preference to any particular candidate. These results contra-
dict one of the earlier reports placing LAC well behind NewHope and Kyber.

In terms of resource utilization, a small advantage belongs to NewHope and Kyber. Both of
them use fewer LUTs and flip-flops than LAC and Round5, and their use of DSP units and
BRAMs, although slightly higher, is very moderate. Additionally, both NewHope and Kyber use
almost the same amount of resources independently of the security level. In the case of both LAC
and Round5, resource usage increases sharply with the increase in security level. The former prop-
erty appears to be an advantage for applications requiring support for the highest or all security lev-
els. In particular, the k-in-1 designs, which support all k security levels and allow modifying them
at run time, typically have only slightly higher resource utilization than that for the maximum secu-
rity level. Thus, the flat dependence of the resource utilization on the security level implies a poten-
tial for very cost-effective k-in-1 designs. At the same time, this potential should still be confirmed
through complete designs.

A detailed characterization of the FPGA Xilinx family was also provided. Each particular
FPGA should be used based on purpose, expected cost, and performance.
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Hocaimkenns peanizauiii kanauaatis aApyroro payuay koukypey NIST PQC, uro opienToBani Ha cimeiicTBa FPGA Xilinx.
Anotanisi. CpOroJHi JOCUTh TOCTPO MOCTAE MUTAHHS MO0 CTIHKOCTI Cy4acHHUX ICHYIOUMX KpUNTOrpadivHMX MEXaHi3MIB 10 KBaH-
TOBHX ITOPUTMIB KPHIITOAHATI3y 30KpeMa Ta KBAHTOBUX KOMII I0TepiB B3araii. Ll mpobieMa akTHBHO 0OrOBOPIOETHCS Ha MiXKHA-
pomHomy piBHi. Tomy, 3amns ii Bupimennss, NIST CLLA Bupimms opradizyBaTd Ta IPOBOAWUTH Ha CHOTOIHINIHIN €Hb KOHKYpPC Ha
KaHJIUJaTiB Ha MOCTKBaHTOBI kpunrorpadivni anropurmu NIST PQC. Pe3ynbratoM KOHKYpCy MOBHHHE CTaTH NMPHUHHATTS 10 CTaH-
JIapTu3amii KpunTorpadiyHuX arOPUTMIB PI3HOTO THITY — aCHMETpUYHE MH(QPYBaHHS, 1HKANCYISIiS KIIOYiB Ta €IeKTPOHHUHN ITif-
nuc (SK MiHIMyM TI0 OTHOMY aJITOPUTMY 3 KOXKHOTO THIy). Ha MOMEHT mo4aTky KOHKypCY Ha Ipoliec CTaHxapTu3aii 0yJo npeacra-
BieHO 82 anroputMu. Ha ocHOBI kpuTepiiB MiHiMambHOI IpHHHATHOCTI, Bu3HadeHHX NIST, st 1-ro paynmy Oymno posrisHyTo 69
anroputMmiB. BpaxoByroun Jexinpka mapaMerpiB — 0e3IeKy, BapTicTh, IPOAYKTUBHICTh, XapaKTePUCTHKK peaizawii Tomo, 43 i 11
anropuTMiB OyJIM BUKJIFOUEHI MTPU 3aBEpIICHHI 1-T0 i 2-T0 payHIiB BiAMOBITHO, a iHIII 15 anroputMmie Oynu 30epexkeHi g 3-ro pay-
HAY. AJTOPUTMH, SIKi 3TAMIMINACS y 2-My PayH[i MO>KHA PO3JIUTATH HA 5 Pi3HUX KaTeropiil 3aJIe:KHO BiJi MATEMaTHUYHOTO 0a3ucy, Ha
SIKOMY BOHH 3aCHOBYIOTHCS: Ha OCHOBI 130TeHill eMiNTHYHNX KPUBUX, HA OCHOBI anre0paidyHuX PelliToK, HA OCHOBI MaTeMaTHYHOTO
KOy, Ha OCHOBi 0araToBHMIpHUX NEPETBOPEHb i HA OCHOBI reni-QyHkmiid. be3neka € OCHOBHIM KpHTEpieM OIIHKH, IO BH3HAYAE
KOHKypeHuito B koHKypci NIST, i, 3po3ymisio, 1o peaizamii mporpaMHOro 3a0e3neueHHs KaHAUIaTiB B OCHOBHOMY 30Cepe/KeHi Ha
Hiif. OHaK, BKpail BaXIMBO a0W aJrOpUTM MaB i e(eKTHBHY alapaTHy peaji3alifo. A cBO€JacHe BUSBIICHHS alapaTHOI Hee(heKTHB-
HOCTI JIOIOMOXE€ CKOHLIEHTPYBATH 3yCHJUISI KpUNTOrpadivuHOl CIIBHOTH Ha OLTBII MEPCHEeKTUBHUX KaHAWAATaX, MOTEHLINHHO 3a0-
IIQAMBIIN BEJIHUKY KUTBKICT 4acy, IO MOXKe OyTH BHTpadeHa Ha KpUITOaHANi3. Y HaHii poOOTI PO3IIAAAIOTECS Ta ITOPIBHIOIOTHCS
Mixx coboro FPGA cimeiicta Xilinx. HaBoasThest Ta MOpPiBHIOIOTHCS MK COOOI0 aHi IIOJ0 peatizaliii KaHAUAaTiB 2-T0 payHIy B
npotieci ctanaapTu3aiii moctkBanToBoi kpunrorpadii NIST, mio opientoBani Ha FPGA cimeticta Xilinx.

Kunro4doBi ciioBa: enexkrponHHMit miamic; noctkBanTosa kpunrorpadis; koukype NIST PQC; FPGA, Xilinx.
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HccaenoBanue peanusanuii KanauaaTos BToporo paynaa koukypca NIST PQC, opueHTHPOBaHHBIX Ha ceMelicTBa

FPGA Xilinx.

AnHoTauusi. CeroHs AOCTaTOYHO OCTPO CTOMT BOIPOC O CTOWKOCTH COBPEMEHHBIX CYIIECTBYIOIIMX KPUITOrpadMYECKUX MeXa-
HHU3MOB K KBaHTOBBIM QJITOPHUTMaM KPHUITOAHATIN3a B YACTHOCTH M KBAaHTOBEIM KOMITbIOTEpaM BooOIIe. JTa mpobiiemMa akTHBHO 00-
cyXJaeTcs Ha MeXayHapoaHoM yposHe. [loatomy, ams ee pemenus, NIST CLIA pemmn opraHu3oBaTh U HIPOBOAUT Ha CETOTHSIII-
HUH IeHb KOHKYPC Ha KaHIWAATOB Ha MOCTKBaHTOBBIE Kpunrorpaguieckue anroputMel NIST PQC. PesynpraToM KOHKYpCca TOIDKHO
CTaTh NPUHATHE K CTAaHAAPTU3AINU KPUITOTPAPHIECKUX AITOPUTMOB Pa3HOTO THIIA — ACUMMETPHIHOE MIM(POBAHIE, NHKATICYIISIIUS
KITIOYEH ¥ 3JIEeKTPOHHAs HOAIHCH (KaK MUHMMYM II0 OJJHOMY alTOPHTMY € Kakaoro Tuma). Ha MOMeHT Hayasia KOHKypca Ha IpoIecc
CTaHIapTH3alMU ObUIO MpeAcTaBiIeHo 82 axropuTMsl. Ha ocHOBe KpUTepHeB MUHUMAJIBHON IpueMieMocTH, onpeneneHHbx NIST,
i 1-To payHOa ObUTIO paccMOTpPEeHO 69 aNropuTMOB. YUHTHIBAs HECKOIBKO MapaMeTpoB — 0€30MacHOCTh, CTOUMOCTD, TIPOU3BOIU-
TEJILHOCTh, XapaKTEePUCTHKU Peas3aliy U T.11., 43 1 11 aaropuTMoB OBUIM HCKITIOYEHBI IIPH 3aBEPLICHHU 1-To U 2-T0 payHAOB CO-
OTBETCTBEHHO, a OCTAJbHBIEC 15 alropuTMOB OBUTH COXpaHEHBI A 3-TO payHOa. AJITOPUTMBI, KOTOPBIE OCTAJIHCh BO 2-M payHze
MOYKHO Pa3JelnTh Ha 5 Pa3iMYHBIX KaTeropuil B 3aBUCHMOCTH OT MaTeéMaTH4ecKoro 0asmca, Ha KOTOPOM OHH OCHOBBIBAIOTCS: Ha
OCHOBE HM30T€HHIl 3IUIMITUYECKHX KPUBBIX, HA OCHOBE aNreOpaHdyecKuX PEeIIeTOK, Ha OCHOBE MaTeMAaTHYECKOro KOJa, Ha OCHOBE
MHOTOMEPHBIX ITpeoOpa3oBaHUil U HA OCHOBE Xem-(QyHKIMH. be30macHOCTh SBISIETCSI OCHOBHBIM KPHTEPHEM OLICHKH, ONpPEIeisieT
KOHKypeHIHIo B KoHKypce NIST, 1, MOHSTHO, 4TO pean3aliy IporpaMMHOT0 00eCTIeeHHUsI KaHIUIaTOB B OCHOBHOM COCPEIOTOYe-
HBI Ha Hell. OtHaKo, KpaifHe BayKHO, YTOOBI arOpUT™M UMel 1 () (PEKTHBHYIO alllapaTHYIO peaTn3aluio. A CBOCBPEMEHHOE BBISBIIC-
HHE anmnapaTHoi Hea(GEKTHBHOCTH MOMOXKET CKOHIIEHTPUPOBATh YCHIIHS KPUITOTpagUIecKoro coodmecTBa Ha 6oiee epCeKTHB-
HBIX KaHJWUIATaxX, HOTCHINAIBHO COKOHOMUB OOJBIIOE KOIMIECTBO BPEMEHH, KOTOPOE MOXKET OBITh MOTPaueHO Ha KpUnToaHanus. B
JTaHHO# paboTe paccMaTpHBAIOTCS M cpaBHHUBaIOTCS Mexay coboit FPGA cemeiictBa Xilinx. IIpuBoasiTCS M CpaBHUBAIOTCS MEXIY
co00H JaHHBIE TT0 peaTM3aluii KaHAWAATOB 2-TO payHJa B MpOLecce CTaHAapTU3AIMK TOCTKBaHTOBOM kpunrorpaduu NIST, opuen-
tupoBanHble Ha FPGA cemeiicta Xilinx.

KunroueBble ci10Ba: 3JIeKTPOHHAS MOJMKCE; TOCTKBaHTOBast kpunrorpadust; koukypc NIST PQC; FPGA, Xilinx.
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Anomauia: Y pobomi poszenamymo cyuachi mexnonoeii sdepedicenns ingpopmayii, a came HDD, Flash-USB, SSD.
Ipoananizoeano maxi NOKA3HUKY, 5K KIIbKICMb pPeanizo8anux eupoois, YiHa, WeUOKiCmb 3UUmy8aHHs ma 3anucy.
Jlocniosiceno 0esxi noKasHUKY eqpeKmueHoCcmi HOCii6 IHghopmayii, 3 MOUKU 30PY MONCIUBOCMIE 3ACMOCY8AHHS cme2a-
HoepagiuHux Memooie npuxosyeants ingopmayii' y kiacmeprux gaiinosux cucmemax. Bukonano ananiz weuokocmi
NOCTIO06H020 3UUMYBAHHA/3ANUCY MA WEUOKOCMI OOCMYNY 00 8UNAOKO8020 Kidcmepy, Wo 8Ii0N08i0ae weuoKoCcmi
docmyny 00 ¢hpaemenmosannozo gainy. [na ybo2co GUKOPUCTNOBYBANUCS DPe3VAbMamu Mecmysanb 3 pecypcy
UserBenchmark. Tecmysanus euxonyganucs memooamu Sequential ma Random4k. 3anpononosana oyinka mociig
iHghopmayii i HaoaHi pekomeHOayii, CMOCOBHO BUKOPUCAHHA HOCIA THpOpMmayii ma memody npuxo8y8amHs OAHUX
WAAXOM NepeMiuy8ants Kiacmepie y cmpykmypi ¢paunosoi cucmemu. Ilpogedeni ananiz 63a€m038 3Ky i 3a1€H#CHO-
cmi napamempie wisuUOKocmi 0ocmyny 00 Kiacmepy, ma pieHs gppaemenmosanocmi gaiiny. Ymouneno, akum qunom
30LNbUIeHHSL YUl 3MEHWEHHS, PIBHSL (hpacMeHmosanocmi (nepenyiemeHocmi) naueac Ha weuoKicms docmyny 00 @aii-
1y, Wo € 00807 BANCIUBUM NOKAZHUKOM NPU BUKOPUCMAHHI MEMoOy NPUX08YEAHHSA OAHUX Y CIMPYKMYpi @ailnogoi
cucmemi. Pozensnymi nepesacu i HeOOAIKU HAKONUYYBAUI8 IHPOPMAyii PI3HUX MUnie, ma npoeedeHo ix NOPIGHAIbHULL
auaniz. Buxonano, ananiz ocobausocmeil npoyecy degppacmenmayii Hakonuuyeayis, ma 6naug pisHux gaxmopis Ha
3aeanvrull pieeHsv paemenmosanocmi Ha Hocii ingopmayii. Iliokpecaeno, wo yum Ginvuuil pisens hpaemenmosa-
Hocmi Ha HOCTT Oanux, mum Oinvue iH@opmayii moscna npuxosamu. CmeepoICyemMvCs, Wo 3a80AKU UWUUPOKOMY DO3-
nosciooscenuio SSD/HDD nakonuyyeauis, memoo npuxo8ygants ingopmayii y cmpykmypy gaiinosux cucmem, wiis-
XOM nepemiuty8anHs Kiacmepie noKpusarodux Gaiinis, € akmyaibHuM.

Knrwwuogi cnosa: aiinosi nocii ingpopmayii;, gpaemenmayis; weuoKicms 00CmMyny; npuxo8yeans OaHUXx;
cmezanozpagis.

1 Beryn

I3 po3BuTKOM iH(OpMaLIHHUX TEXHONOTIH MUTaHHA 30epiranHs, oOMiHy 1 00poOkHu iHdopMma-
1li, K 1 paHillle, HE BTPa4yalOTh CBOET akTyajabHOCTI. [Ipy 1bOMy Ha mepenHii TIaH BUXOJATH Ha-
NPSIMKH, 110 TOB'A3aH1 3 MPOIECaMU 3MEHILIEHHS eKCIITyaTalliiHuX BUTPAT, MiABULICHHS [IBUJIKO/I]
Ta SKOCTI BIAMOBIJHUX OHJIAH CEPBICIB Ta CiIyk0. SIK CBITUUTH MpakTHKa, B 0araTbOX BUIAJKaX
iHpopMallis MOBUHHA OyTH 3axHILEHa PI3HUMHU KPUNTOTrpagiuHUMHU METOIaMH, a IOCTYII JI0 Hei 3a-
Oe3nedyBaTHUCs, TUIBKM aBTOPU30BAaHUM KOpPHCTyBadaM. AJie y pa3l BUKOPHCTaHHS KpunrTorpadid-
HUX METOJIB MOTEHLIHHUM 3JIOBMHCHHUKAM BiZIOMO Ipo (akT 30epekeHHs abo nepenayi iHpopmarii
[1-3]. Le, y momanbIiomMy, MOKe MPHU3BECTH JI0 PO3KPHUTTS 3MICTy 4yTIMBOI iH(opMaIlii HMIISIXOM
BUKOPHUCTaHHSA METOJIB KpurnToaHanizy. CyTT€BO YCKJIAQIHUTH MOTEHUIHHUM 3JIOBMHUCHHMKAM MpO-
IIeC JIOCTYITY YYTJIMBUX JaHUX MOXKHA 32 PaXYHOK JIOJJATKOBOTO BHKOPHCTaHHS Pi3HUX CTETaHOTpa-
¢iunux meroniB [4—6]. Bukopucranns creranorpadii qonmoBHroe KpunTorpadigai METoIu, TOX I
METOJIM € KOMIUIIMEHTapHUMH OJMH JI0 OJHOTO 3 TOYKHM 30pYy 3axHileHocTi iHopmarii. B npomy
CEHCI, SIK TIPUKJIaJ, MOYKHA 3TraJlaTH CyMiCHe BHKOpUcTaHHS mudpy Lle3aps (kpunrorpadivynuii mMe-
TOJ) 1 «<HEBHIUMHX» YOpHUI (cTeranorpadiunuii meron) [4, 5, 7]. A oTxe, SKIIO CYMICHO BUKOPH-
CTaTH 1ii IBa METO/U, TO 3JIOBMUCHHUKY HEOOXiHO OyJie CroYaTKy BU3HAUYMUTH 1 MIATBEPAUTH (HaKT
BUKOPHCTAHHS NMPUXOBAHOTO TEKCTY, IO HANIMCAHUI HEBHIUMUMHU YOPHHUIIAMH, 1 TUTBKH BXXE MOTIM
3pobuTH crpoly 6e3nocepeHbO ASUIPPyBaTH BUKOPUCTOBYBAHUHN IUD.

3BICHO y Cy4acHOCTI JJaHHI METOJIU BXKe He € e(PEeKTUBHUMHU, a OLIBIIOI MOMYISIPHOCTI HAOYIH
METOJI KOMIT FoTepHOi, abo nudpoBoi creranorpadii [4, 5, 7-10], e indopmariiitHi MOBiOMICHHS
MOJAIOTHCS Y BUTIISAL HUPPOBHUX JAaHUX, L0 MPUXOBYIOTHCS B IHIMIMX HU(POBUX AaHuX. Tak 3BaHi
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MOKpiBeJbHI (ailiin, Ki MacKyloTh (PaKT 1HKAICYJIAMIT MPUXOBAHOTO BMICTY, NEpearoThes Ta 30e-
piratoTbcs y BimkputoMy Burisiai. Lle MoxyTs OyTH, Hanpukia, udpoBi 300paKeHHs, SKi Y Be-
JUKIA KUTBKOCTI TIEPeIaloThCs Cy4YaCHUMH KaHAJIaMU €JICKTPOHHOI momTu. [Ipu oMy BIIOBHOBa-
KEHUW OTpHMYBady, SIKMH Ma€e CEKpEeTHUH KIIOY Aemu(pyBaHHs, MpUMae MOKPIBEIbHUN (aili Ta
MOJKE BITHOBUTH Ta€EMHE MOBIIOMJICHHS. 3BICHO, IO MIPU LIbOMY MPUXOBYEThCA caM (pakT iCHyBaH-
HS IPUXOBAHOTO MOBIIOMIIEHHS, a BIACTIAKYBAaTH Ta JOCIIAMTH BCi MOKpPiBeIbHI (mobmo, mackyro-
yi) Qaiinu y B BcecBiTHROI Mepexi (izmuno HemoxmBo [9-11]. Hapisi creranorpadiuni Metoan
MOCTIHO BJIOCKOHAIIOIOTHCS Ta pO3BUBaIOThCS. OCHOBHA BUMOTa JI0 MOKPiBEIbHUX (aililiB € TXHS
HaJMIpHICTh (30UTKOBICTH). Hampukiiaa, HaaMipHicTh U(POBUX 300pakeHb JA03BOJISE MPUXOBATU
JIOCHTh BEJIHKI 32 00CATOM 1H(GOPMAIIiitHI TTOBIJOMJICHHS.

OcrtanHiMH pokamMH HaOyJIM PO3BUTKY METOJIU TeXHIYHOI creranorpadii. B takux cucremax
MIPUXOBYBaHHs 1HQOPMAIIIl T0CATAETHCS IIIIXOM BUKOPUCTAHHS BIACTUBOCTEH, K1 IITYYHO 3p00-
JICHO JIFOIMHOIO TpU MOOY/I0B1 PI3HUX TEXHIYHUX 3ac00iB. SIK MPHUKIaa, MOXKHA HABECTH MEPEKEBY
creranorpadiro [12-16], i sKiif 3aCTOCOBYIOTBCS Pi3HI 0COOIMBOCTI MOOYIOBH CYy4acHUX TEICKO-
MYHIKallIHHUX CHCTEM Ta MEpeX, B TOMY YHCII IITyYyHa HAJAMIpPHICTH NMPH BU3HA4YeHHI (opmaTiB
MAaKeTiB JaHWX Ha CrocobiB ixHpoi mepemadi [17-19]. B 3D creranorpadii BUKOPHUCTOBYIOTHCS
HaaMmipHOCTI udpoBux 3D Moneneit Ta cTBOpeHHX 3a 1X q0moMorow ¢izuuHux o0’ektiB [20-24].
Hanpuknan, y poborax [25, 26] 3anponoHOBaHO MPUXOBYBATH iH(GOPMAIIO MUIIXOM CTBOPEHHS
¢bi3nyHNX 00’ €KTIB BCepeanHI iHIINX 00'€KTIB.

e ogHuM MpUKIAZIOM TEXHIYHOI cTeraHorpadii € 3acTocyBaHHs OCOOIMBOCTEH MOOYIOBU
KJIAaCTePHUX (aiyIoBUX cUCTeM. 30Kpema, y poboTtax [27—29] Oyio 3ampornoHOBaHO METO/IH, K J10-
3BOJISIFOTh €(DEKTUBHO MPUXOBYBATH 1H(OPMAIIIIO HUIAXOM 3MIHU YEPryBaHHS OKPEMHX KIIACTEpiB
T.3. TIOKpiBeIbHUX (aiiniB. IMeHa (Ha3BHM) TakuX (aillliB € KIOYOBOK 1H(OPMAIIIEIO 1 BiTHOBUTH
MIPUXOBYBaHE MOBIIOMIIECHHS 0€3 mocuianb (TOOTO 6e3 Ha3B) MOKpiBEIbHUX (DaliiIiB BKpall BaXKKO.
[Moganburi gocnimkeHHs kinactepaux dainoBux cuctem [30-36] 103BONSIOTH BIIEBHEHO CTBEPIKY-
BaTH, IO 3aCTOCYBAaHHS O0COOJIMBOCTEN opraHizallii 30epiranHs iHpopMallii 703BoJIsie OTpUMATH Ha-
TiHAN Ta 0e3MeYHNX MEXaHi3M CTeraHorpadiuHOro MpuxoByBaHHS iH(OPMAIIHHUX TIOBITOMJICHb.
3BICHO, IO CTIMKICTh Ta MIBHJKOMIS KJIACTEPHUX CTETaHOCHUCTEM Oe3MOoCepeHbO CIIMPAETHCS Ha
KOHKPETHI BJIACTUBOCTI (paitioBoi cucTeMu. 30Kpema, Oe3reKa CUpaeThesi Ha (hparMeHTapHICTh Ta
neperieTeHicTs (B TepMinax pooit [27, 27, 30, 33]) nokpiBenbHUX (aiiiiB, a MIBUAKOIIS 3aJICKUTh
B1Jl (hparMeHTapHOCTI (aiIoBOT CUCTEMH, Ta XapaKTEPUCTUK KOHKPETHOTro Hocls iH(popMmarii. OTxe
aKTyaJbHUM € MUTaHHS aHalli3y pi3HUX HOCIiB iH(opMmarii 1 BIAMOBIAHUX (ailoBUX CHCTEM Ha
npeaMeT iX MOXKIIMBOTO 3aCTOCYBaHHS B CTeTraHOTpadidyHMX METOAAX NMPUXOBYBAHHS, Ta JOCIHI-
JDKEHHS BIUTUBY OKPEMHX MOKAa3HHUKIB Ha €()eKTUBHICTh KJIACTEPHUX CTETaHOCUCTEM.

MeTtoro aaHoi poOOTH € aHalli3 BIIOMHX TEXHOJIOTIN Ta METOAIB 30epiraHHs iHpopmarlii ta
JOCIIJKEHHS BIaCTUBOCTEHN (hparMeHTapHOCTI (pailiioBoi cCTeMH 1 epeIuIeTeHOCTI OKpeMuX (aii-
JIiB, HA HIBUAKICTH MIPOLIECIB 3aMKCy/34YUTyBaHH1 AaHuX. [IpakTuHe 3HaYeHHS poOOTH 0OYMOBIIEHO
BHU3HAYEHHSM MOJKJIMBUX MEPCHEKTHB BUKOPUCTAHHS JOCIHIHKEHUX MPOLeayp Ul Iiiel mo0y 0BU
KJIACTEPHHUX CTETaHOCHUCTEM.

2 Texniku npuxoByBaHHs iHopManil y KjIacTepHi (pailyIoBi cucremu

daitoBa cucTeMa BCTAHOBIIIOE TIOPSAOK, CIIOCIO opranizaiiii, 30epiraHHs Ta iIMEHYBaHHS J1a-
HUX Ha HOCIsX 1H(opMalii B iHpopMaLiiHUX CUCTEMAaX, a TAKOXK B 1HIIOMY €JIeKTPOHHOMY 00Jai-
HaHHI: MpoBux (oroamnaparax, MOOUTEHHUX TenedoHax Tomo [37-39]. daiinoBa cuctema BU3Ha-
yae ¢opMmar BMICTY 1 croci0 ¢iznyHoro 30epiranns iHpopmailii, sika rpynyerbes y daiinmu. Konkpe-
THa (haiijioBa cucTeMa BU3HA4Yae po3Mip iMeH ¢aiiiiB 1 (KaTajgori), MaxX MOXIMBUNA po3Mip daily i
po3niiy, Ta aTpudyTH Qaitny, To0To BU3Hauae Metanani ¢aitnis. [eski ¢aiiioBl CHCTEMU HAAAIOTh
CEepBICHI MOXKJIMBOCTI, HAIIPUKJIa/1, PO3MEXYBaHHS TOCTyNy abo mu@pyBaHHs (aiiiis.

Haiinpocrimn MeToau npuxoByBaHHs iH(GOpMAIli y CTPYKTYpPY (QailIoOBUX CUCTEM PO3TIISIHYTO
B [32, 34-36]. Jlani MeTOaM 3aCTOCOBYIOTh BiJIbHI KiIacTepu (cnyoic606i nois Oanux) Ui 3alucy
npuxoBaHoi iH(popMarlii, aine Takuil crnociO, 3 TOUKH 30py KOHpineHIiiHOCTI iHdopMallii, € HeHa-
miviaum [27, 29]. Tamr meronu, Hanpukian [27—31], rpyHTYIOThCS Ha BUKOPUCTAHHI TTOKPUBAIOYHX
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¢aiiniB i npUXoByBaHHI iHPOPMAaLIHHUX JAaHUX 32 JOMOMOTOI0 B3a€EMHOTO MEpeMIlIyBaHHs (aiiiis,
TOOTO 3MiHU BIIHOCHUX IMO3HITIN KJIACTEPIB ACKIILKOX TMOKPHBAIOUNX (haiIiB OMH JI0 OJHOTO.

[TpuxoByBanHs iH(popMaIlii yepe3 nepeMillyBaHHs KJIACTEPIiB PI3HUX MMOKPUBAIOYHX (aiiiiB.

[IpuxoByBaHHs iHGOpMAaIIil yepe3 MepeMillyBaHHS KJIacTepiB Pi3HMX MOKpHBaIOUYuX (ailinip
JocipKeHo y podorax [27, 29]. IIpuxoByBana iHpopMallisi MPEACTABISETHCS Y BUIIISAI OITOBOIO
macuBy: M ={b,,b,,...,b, .}, b €{0,1}. Ha indopmauiiinomy HOCii 06upaioTs p=2", me N MHOKpH-
Barounx ¢anmis: F g, F,,..,F . [Topanok knactepiB mokpuBarouux (aiiis npuxoBye iHpopma-
IIfHEe MOB1AOMJICHHS, TOOTO MMic/Is BOYJOBYBaHHS MOKpHUBarO4Yu (ailyin He MOXHA MOAM(IKYBaTH,
BUJANISTH Ta nepemimyBaru. HarypanbHe 4uciao M Ta iMEHa MOKPUBAIOYHX (AiJIiB € CEKPETHUM
KJIIoueM. BaxiiMBUM €, TaKoK, MOPSIOK YIIOPSAKYBaHHS OKpHBatoYux (daitnis [29].

DopMy€ETHCS MACHB HOMEPIB KJIACTEPIB MOKPUBAIOUNX (haIiB:

Coo  Cox - Coua

A v G

a1 e Cpai s

7ie KO>KEH psI0K MAacuBY MICTHTh HOMepa KiacTepiB BianoBiaHoro ¢ainy. Hanpuknan, dainy F,

BIZNOBia€ |- paaok mMacuBy C, TOOTO HOMEpa KJIACTEPIB | -TO MOKPUBAIOYOro (hailiry MOKYTh
Oyru moxaui y Burisiai macuBy Ce ={c¢,Ci1,0/Giy 4}» A€ L - YMCIO KIACTEPIB B | -y OKPUBAIOYO-

My daiini. SIKmo npu npuxoByBaHHI iH(popMarii HeoOXigHO 30epertu 6e3 3MiHU BMICT TOKPHBAIO-
yux QaitiB, Toai noTpiOHO, 100 BUKOHYBamcs ymMmoBH: Vi:L, >k, k=n/m.
®opmyeTrbest MacuB D HOMEpIB BUIbHUX KiacTepi dainosoi cucremu: D={c,c,,...,C_}, TaK

IlI06 BI/IKOHyBaJIaCﬂ YMOBa C1 < C2 <.. <CLD . T'II/ICJ'IO LD I[OplBHIOC KUIBKOCT1 BUUIBHUX KJIaCTeplB (baI/I-
p-1

JIOBOT CHUCTCMHU, HpI/I‘IOMy HOTp16HO, H_[O6 BI/IKOHYBaJIaCH YMOBa: LD > Z |_i .
i=0

[npopmaniiine nosigomieHHss M po30OuBaeTbes Ha Onoku mo m 6iriB: M ={B,,B,,...,B,},

pe  k=[n/m] Ta skmo k=n/m, 10 B={bb,...b} B ={,b....00.F ..
By ={0u 1ym+ B aymeny 1+ Ben1t - SIKIO Kk <n/m, To ocTanHil 6JOK HEOOXIAHO momMcaTH HeiHpopMa-

HIMHUMM  3HAYeHHSAMHU, Hanpukian, Hymasmu B ={b,,b,...b,,}, B,={b,.b. . b}, -

B ={Bu_1ym+Buaymyyr++1001,0,0,...,0}. Koken 6mok B, i=12,...,K momaeTses K HaTypalbHE YMCIIO,
km-n
T00TO Vi:0<B < p-1. KoxHe HaTypanbHe unciao B, i=12,..,k nogaerbcs sik HOMep MOKpPUBAIO-

yoro (ainy 3 MHOXKUHK Qaiinie F o, F .. ,F .

Bci kiactepu nokpuBaroumx (haiiiiiB nepe3anucyroThes Y BIIbHI KJIacTepH ¢ailiioBoi cucteMy,
T0OTO MacuB D 3amoBHIOETHCS HOMEpaMH KilacTepiB 13 MacuBy C . [Topsiok nepesanucy KiacTepiB
MOKpHUBarO4KX (haiiiB BiAMOBIJA€ MOCTIIOBHOCTI HaTypaidbHuX uucen {B,,B,,...,B,}, 1o 3a1ar0Th-

csl TIOBIJOMJIEHHSIM, K€ MpUXOBYeThcs. Hampukian, y nepmuii BUIbHHMM KiacTtep 3anucyemo 1-it
KJIacTep MOKpHUBarUoro Qaiiny i3 HomepoMm B, y 2-if BiTbHUH KilacTep — HACTYITHHUNA KJIACTEP TOK-

puBatoyoro (aiiny 13 HomepoM B, 1 Tak mami.

Hatypanbhi unucna B, MOXyThb CHiBIaJaTH 1 B IIbOMY pa3i 3alIMCYEMO HACTYIHUHN KjacTep TO-
r'0 % CaMoro MokKpuBaroyoro (aiay i3 HomepoMm B, . [l mocuieHHs 3aXUCTy BiJl AETEKTyBaHHS Ta
JIeKOJTyBaHHS CTETaHOCUCTEMH JI0JIATKOBO MOXKYTh 3aCTOCOBYBATHUCS MEBHI MEXaHI3MHU, HAIPUKJIIa/l
[29], obupaeThes kirou iHimiamizamnii B,, a MOPAIOK Mepe3anucy KIacTepiB MOKPUBAIOUUX (aiiiliB
3aJa€ThCsl MOCHIIOBHICTIO HaTypanbHuX uucend {N;,N,,..N,}, N,=B_,+Bmodp, O<N, <p-1.
Toni, y 1-i BinbHMI KiacTep nepe3anucyroTbes 1-il kimactep mokpuBaiodoro (aiiiny i3 HoMepoM
N,, ay 2-il BUIbHUM KJIaCTep — 4eproBHil KjlacTep mokpusaroyoro ¢aitny i3 Homepom N, 1 T.1.
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B pe3ynbrari BUKOHaHHS alrOpUTMY Mepili k BUIBHHMX KJacTepiB ¢ailioBoi cucremMu OyayTh
3aIucaHi KjlacTepaMy NokpuBarouux (aiiniB. OTxe MOBUHHA BUKOHYBaTHCS yMoBa K <L .

Jlnst BUIIydeHHs IPUXOBAHOTO MOBiOMIEHHST M Qopmyerbess MacuB D HOMepiB KiacTepiB
nokpusatounx Qannis:  D={c,,c,,..,c }, npudomy HeoOXisHO, OO BUKOHYBaIaCh YMOBa

€, <C, <..<C_ . Koxen HOMep KiacTepy 3 LbOr0 MacUBY CIIBBIJIHOCUTHCS TUIBKH 3 OJJHUM KIIacTe-

poM omHOTO MoKpuBaroyoro gaitry. Came Taka BiIIOBIIHICTH IMOB’s13aHa 13 JIOTIKOK BOYJIOBYBaHHS
iH(dopmarlrii 1 BAKOPUCTOBYETHCS ISl BUIYyYCHHS MpUxoBaHoi iHMopmarltii. DopMyeThCS TTOCIIIO0B-
HICTb HaTypaibHUX uucen {B,,B,,.., B}, Akl BiANOBIat0Th 06JI0KaM IPUXOBAHOTO MOBIJOMJIEHHS:
B, ={b,.b,...0}, B,={0,.0,0. 0,0}, oo B =B ym:Buaymiyy s+ Bnst - 3 IHX OITOBHX OJIOKIB
dopmyeTbesa 1H(opmaniiine nosigomsieHHs M ={b,,b,,...b .}, b €{0,}. Sxmo k<n/m, Toxi
OCTaHHIH OJIOK «0OpI3YETHCSI» - HOro octanHi km—n OIT HE HeCcyTh 1H()OPMALIITHOTO 3HAYCHHS.

Hemonikom n1aHoro MeToy € He3HaAYHH 00CsT po3Mipy NMpuxoBaHoi iH(opMartii, sskuii 3aie-
KUTh BiJl KUTBKOCTI MOKpHBarO4nX (haiiTiB Ta po3Mipy mokpuBaroumnx (aimiB y kimactepax. Tak, y
KO)KHOMY KJIacTepi MOKPUBAIOUHX (aiiTiB Moxe OyTH mpuxoBaHo log, p=m iHpopmaniiHuX OiT.

[Moganbimmii pO3BUTOK PO3TISIHYTOrO METOJy HaBeneHo y pobdorax [30, 31], ae mis 30iiab-
IICHHs1 00CATY MPUXOBAHOTO MOBIIOMJICHHS, B MOJIM(DIKOBAHOMY METO/Ii, 3aIIPOIIOHOBAHO JI0/IaTKO-
BE TepEMINIyBaHHS KJIACTEPiB KOXKHOTO TIOKPUBAOYOTO (haiiiy.

MonudikoBanuii MeTo MPUXOBYBaHHs iH(opmallii B kj1acTepHuX ¢GailioBUX CUCTEMaxX Ipy-
HTY€ETHCS Ha BUKOPUCTAHHI OJHOTO ab0 JCKIIBKOX MOKpHBArOYMX (haitiiB i mpuxoByBaHHI iH)OP-
MAaIiiHOTO MOBIJOMIIEHHS LUISIXOM 3MIHH MOPSAIKY MO3ULIINA KJIacTepiB pi3HUX MOKpUBarOuux (aii-
7B, Ta 3MiHI YepryBaHHS KJIACTEPIiB y MEXaxX OJHOTO MOKpHBarodoro ¢aiimy. Jlanuit Mmeton 103Bo-
JIsi€ TOCATTH 301IbIICHHS TPUXOBaHOi iHPOpMaIIil Ha OAUH OIT AJI1 KOXKHOTO KIIACTEPY, MPU OJTHUX 1
TUX 3HAYCHHSAX KIIOUOBHX MapamerpiB. [IpuxoByBaHa iH(pOpMalis MOJAETHCSA y BUMIIAAI OITOBOTO
macuBy: M ={b,,b7,...,b} b,,b,,...b, ,}, b,b e{0,}. Ha nocii indopmarii oGupaerscs

L+lo+. 4Ly, -1

p=2", meN mnokpuBatouux ¢aimis: F F,,...,.F [Ticns uporo GopmyeTbcsi MacuB HOMEPIB

p-1°
KJIacTepiB MOKpHUBarOUuX (aililiB, SIK B BUILIE ONMCAHOMY METO/I.

B nanomy pasi s KO)KHOTO MOKPUBAIOYOTO (hailily 3MIHIOETHCS TIOPSIIOK «UepryBaHHs» Kila-
CTepiB y KO)KHOMY MOKpHBarouoMy ¢aiini. [Topsaaok «uepryBaHHs» 3a4a€ThCs BiIOBITHOIO MOCII-
noBHicTI0O M . Ji1st boro, popmyeTbes p 6iTOBUX MacuBiB iH(opMaliiiHuX OiTiB:

M, ={b},b;,...b7 .},
M2 :{bilyb* *

L1+1""’bL1+L2—1}’
.

* *

MLp ={b7_1+L2+...+Lp,1’b Ltlp el g 4100 L1+L2+...+Lp,1—1}’

KO>KEH 3 SIKUX, 31CTaBJIS€THCS 13 MACHBOM HOMEPIB KJIACTEPiB MOKPUBAIOUUX (PaiiiiB
CF1 z{cl,O’cl,l""'cl,Ll—l}v
CF2 2{02,0102,11"-102@71}’

e
C,:p ={cp'0,cpyl,...,cp'Lp_l}.

[To3uwii kiacTepiB KOXKHOTO MOKpHUBaOUoro (aiiny mepe3anucyroThCs, TOOTO HOMEpH Kiiac-

TepiB y KoxkHOMY 3 MacuBiB Cp, Cp , ..., Cp 3MIHIOIOTh CBOE YEPryBaHHs, BIIOBIIHO 1O 3Ha-
P
4yeHb 0iToBUX MacuBiB M,, M,, ..., M, .Y pe3ynbTari OTpUMYIOTh HOBI MAaCBH HOMEPIB KJIacTe-
P
pB C, Cc ..., CFp :

[epe3anuc mo3uIlii KIacTepiB y KO)KHOMY IMOKpHUBatouoMy (hailini Moske 3/1HCHIOBAaTHCS Pi3-
HUMHU cnocobamu. Hampukinan, wpuiixom po30OUTTS BCiX HOMEpIB  TMO3MIIH  Ki1acTepiB
{Ci+Ci1s-Ciy, 1} HA JIBI MOJIOBMHH, Ta CIIBCTABJICHHS KOXKHOI IMOJIOBHMHM 13 3HAYEHHAM IH(pOpma-
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uiitnoro 6ity. Toxi, Hanpuknaz, skmo b =1, L+L,+..+L 1< j<L +L,+..+L -1, Ha j-y mo-
3UILIII0 B MacuBI C;. PO3MIIIYIOTh KJacTep 3 1-0i HOJOBHHU BIIOPSAKOBAHUX HOMEPIB, KO b, =0
- 3 Ipyroi MOJIOBUHU HOMEPIB.

Ccopmopani Takum unHoM MacuBH Cr ={co,¢ ;¢\ 4} TIEPE3ANUCAHMX TO3UIIH HOMEPIB

MOKPUBAIOYHX (haiiJliB yTBOPIOIOTH MacuB

* * *
Coo  Co1 - Cora
* * *

Co Cp o e v Gy

C*=

* * *

Coso Cpaz - = Cpai s

3MiHa NOPSAKY YepryBaHHS KJIAcTEPiB B KOXKHOMY ITOKPHUBaIOYOMY (haji 103BOJISIE IPUXOBATH
nepmi L +L, +..+L,, inpopmauiiinux Oitie 3 MacuBy M, T00TO iH(OpMalLifiHy MOCTITOBHICTH
{b:)’bI""’bT_1+L2+...+Lp,1—l}' Pemry n iHpopmaniiHux 6iTiB HEOOX1AHO NPUXOBATH TaK CaMo, 5K 1y po-
3MIITHYTOMY BHIE MeToai [29].

®opmyeThess MacuB D HOMepiB BUlbHEX KiactepiB dainosoi cucremun: D={c,c,,...C_},
C, <C, <..<C__. llocninoBHicTs i3 indopmaniiinux 6iTiB {b,,b,,...b, ,} po3duBaerbest Ha G0KH MO

m 6iriB koxeH: {B,,B,,...,B,}, koxen 6ok B,, i=12,..,.k mogaeTscs K HaTypajJbHE YUCIIO, TOO-
To Vi:0<B < p-1. KoxHne HaTypanbHe uucio B,, i=12,..,k nmogaerbcs sik HOMEp OKPUBAIOYOTO
daiiny 3 MHOXuHU Qadinis F o, F .. F .

Howmepu no3utiit knactepiB mokpuBarodux (aiiaiB nepe3anucyoThesl y BUIbHI KJIacTepu, TOO-
TO MacuB D 3alOBHIOETHCS HOMEpaMH KJIAacTepiB 3 MacuBy C* (nepezanucanumu Kiacmepamu,
mobmo i3 3MIHEHUM YEPeYBAHHIM KIACMePI8 y KOICHOMY nokpusaiouomy ¢atiini). [lpu upomy, mo-
PAIOK Mepe3anucy KiacTepiB NOKpUBarouux (GaiiiB BiAMOBIIa€ MOCTIAOBHOCTI HATYPATbHUX YUCEI
{B,,B,,...,B}, 4Kl 3a1al0TbCs1 IPUXOBYBAaHUM IOBifoMIIeHHAM. Hanpuknan, y nepmuii mopoxHiit
KJIacTep Nepe3anucyroTbes 1-i kiactep mokpuBarodoro ¢aiiny i3 HomepoMm B, y npyruil mopox-
HI{ KJlacTep — 4eproBUil KilacTep MokpuBarodoro ¢aiiny i3 HomepoMm B, 1 T.a. HaTypanbHi yucna
B, MOXXyTb CHIBNaJaTH i B LIbOMY pa3i 3alMCYIOTHCS YEProBi KJIACTEPH TOTO K CaMOro MOKPHUBAIO-
yoro (aitny i3 HomepoMm B, . B pesynbraTi nepuri k BiIbHUX KiacTepiB (aiioBoi cucreMu 0yIayTh

3aIMcaHi KjlacTepaMy MOKPUBAIOUYMX (paiiiiB.

Jlig BUITy4eHHS! MPUXOBAHOTO MOBiIOMIIEHHS M ¢opMyeTbes MacuB D HOMepiB MO3MLIN
KJIacTepiB mokpusarouux ¢aiinis: D={c,C,,..,C_}. Koxen Homep KiacTepy 3 1bOT0 MacHBY CIIiB-
BIJIHOCUTHUCS TUTBKH 3 OJHHUM KJIACTEPOM OAHOTO MoKpuBarouoro (ainy. [Ipu npbomy dopmyeThes
MOCHIIOBHICT HaTypanbHUX uucen {B,,B,,..,B,}, gkl BIANOBIgal0Th OJ0KaM IPHUXOBAHOIO MOBI-
JOMJIEHHS, TOOTO hopMyeThes iHpopMmariitHa nocainoBHicTs {b,,b,,....b, .}, b €{0,1}.

*

Hani Bunydaerses indopmauiiina nocninosuicts {by,by,...by . . .}, b {03

Jns mporo ananisyemo mMacuBu Cp ={¢/(,¢;,-¢; 1} HOMEpIB KilacTepiB KOKHOTO TIOKpHBa-
toyoro ¢ainy. IlpaBuno BuimydeHHs iH(popmalii BIAMNOBIIAE JOrill mpuxoByBaHHA. Hampuknan,
MO€E 3aCTOCOBYBATHCS PO3OHMTTS BCIX BIOPSIKOBAHMX MO3uLil HOMEpiB {C(,C,,...,C;\ ,} Ha JBI
TIOJIOBHHM 1 CITIIBCTABJICHHSI KOJKHO1 IMOJIOBUHU 13 3HAYeHHSAM 1H(popmarliiiHoro 0ity. Tomi, SKIIo Ha
j-¥ mo3wuIlii B MacuBi C; po3MilIeHo Kiactep 3 1-1 MOJIOBUHM MAacWBY BIOPSIKOBAHUX HOMEPIB
{Ci0:Ci1r-Ciy, 1}, IPHUIMAIOTH OiTOBE 3HAYEHHS b*j =1. Skmo 3 Apyroi NOJOBUHU, TO MPUIAMAIOThH

OiToBe 3HaueHHs b, =0.

Takum unHOM, 32 paXyHOK JIOIaTKOBOI 3MiHH TOPSIIKY YepTyBaHHS HOMEPIB KJIACTEPIB y KO-
KHOMY 13 MOKpHBarouux (ailiiB BAaeThCcsl 30UIBIIMTH 00CAT MpUXxoBaHoi iHpopmanii. 30kpema, B
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MOPIBHSHHI 13 CIIOCOOOM-TIPOTOTUIIOM, JTOJIATKOBO BIAETHCS MPHUXOBATU MO OJHOMY iH(opMaiii-
HOMY OITy Ha KO>KEH KJIaCTep MOKPUBAIOYOTO (aiiy.

3 AHaJti3 BiIoOMHUX TeXHOJI0Tiii 30epiranus ingopmanii

[Ipu miaroroBmi MatepianiB 1aHoi poOOTH OyJ0 MpoaHai3oBaHO HOCIT iHpopMaItii, ki BUKO-
PUCTOBYIOTH Pi3HI TEXHOJIOTII crTOcO0y 30epekeHHs 1H(opMAIlii:
1.  SSD (Solid-State Drive) — 1ie eHeproHe3aneXHuii HEMEXaHIYHHUI 3armamM’ ITOBY IO it
MPUCTPIK HA OCHOBI MIKPOCXEM MaM’SITi Ta KEPYIOUOMY KOHTPOJIepi
2.  HDD (Hard (magnetic) Disk Drive) — e eHeprose3saiexHuii 3aram’ STOBYIOYHI TIPH-
CTpiii OCHOBaHUI1 Ha MPUHIIMITI MarHiTHOTO 3aIKCy Ha JIUCK;
3. Flash-USB (Universal Serial Bus) — 1ie eneprone3anexHuii 3armam’ STOBYIOUH IPH-
CTpiii Ha OCHOBI MIKpOCXeM, II0 Ma€ CTPYKTYpy noaioHy 10 SSD HakonuuyBadyiB, ajie
Ma€ MEHIII TOKa3HUKHA MICTKOCTI 1 IBUAKO/I1, TOMY 37€01JIBIIIOT0 BUKOPUCTOBYIOTHCS
U1l TIepeHeceHHs iH(opMallii 3 IPUCTPOIO Ha MPUCTPiH, Ta/abo BiIOKpeMIIEHOTO 30e-
PEKECHHS HE3HAYHOT KiJIbKOCTI BaKIMBO1 iH(opMaltii (mapoJi, KIFoUd JOCTYILY Ta iH).
Tax six Flash-USB € Texnomnorieto noni6Hor 10 SSD To mepeBaru it HEIOMIKH y JaHUX TEX-
Houorii 6yayTh cxoxi. Ane, Flash-USB o6mexeni makcumanbHUM 00’ eMOM 30epiraemoi iHpopma-
mii, a Takox intepgdeiicom USB (1.5 Mb6it/c + 5 1'6it/c), mo € 3HauHO moButbHImmMM 3a SATA
(1.5+6 T'6it/c) un M.2 PCle (8+32 I'6it/c), uepe3 siki 3a3BHUail miakI04a0Th SSD HakomudyBadi
710 KOMIT'10TepiB. B minomy, MopiBHIOIOYM epeBaru Ta Henoiku pizaux SSD ta HDD nakonuuy-
BadiB MOKHA CTBEP/PKYBATH, 1110 SSD MaroTh Oinbliie nepeBar HiXk HenoiKiB (Tadu. 1).

Tabmuns 1 — IMopiBusHHS ocHOBHUX napameTpiB SSD ta HDD npuctpois

ADxi
pXxiTekTypa SSD HDD
HAKONMHMYyBayia
PiBensn Maiixe BincyTHIN 3HaYHAHN, TAK SK € PyXOMi YaCTHHU
Mexaniana HI/I?»BKa (npu nadinui ma yoapax pyxo-
o Bucoxka Mi YACMUHU MONCYMb OYMU NOUIKO-
cTiliKicTh ]
OiCeHni)
Eneprocno:kxuBaHHs 2-3 Barr/ronuny 5-6 Barr/ronuny
MarniTHa N . 3HauHa (erexmpomacnimmue none
. Maitxe BinCyTHS . .
YyTJIUBICTH BNAUBAE HA MACHIMHUL OUCK)
Posmipn Mek1i posvipu Ta Bara Binbnri po3mipu yepes npuCyTHICTh
PYXOMHX YaCTHH
IMapanenbHi [MiatpumyroTees (npuweuduiye 3a- . .
: - BincyrHi
onepaiii nUC/34UmyeanHs OeKinbKox Gailiie)
HIBuakicTs
3amuCy/34MTyBaHHS 1000-3200/2000-4000 100-320/200-400
(M6/c)
Lina ($/I'0) 0.5 0.1
[ukeaie nepesanucy 10000 > 100000
(pasis)
Maiixe BigcyTHil (weudxicme suumy-
Bnuus ¢pparmenTauii . o
BAHHA/3ANUCY He 3a71eHCUmb 8i0 hpae- 3HauHu’
Ha podoTy S
MeHmosanocmi Qaiinie)

JaHi i€l Tabnuii MaroTh €0 NpUOIM3HUN XapakTep uepe3 Te, 10 KOXKEH BUPOOHUK Mae
CBO1 XapaKTepHUCTHKU cTOcOBHO TpucTpoiB SSD ta HDD. Tak, ogHa #f Ta X TEXHOJIOTis, HABITh Y
OJTHOT'O BUPOOHMKA, MOXE MAaTH Pi3HI NMOKa3HUKHU Yy 3aJE€KHOCTI BiJ LIHOBOI KaTeropii MpucTporo.
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['onoBHOIO MeTOIO BimomMocTelt Tabu. 1, Oyino mokazaTtu 3aeanbHy mendenyiro Ta pizHuyio Mix SSD
ta HDD HakonuuyBayamMmH.

Bapro 3a3nauunTu, 1110 3 po3BUTKOM TexHOJorid SSD Hakonu4dyBadyi, y OPiBHSHHI 3 aHAJIOTa-
MU I’ ITUPIYHOI JaBHUHU, MAIOTh 3HAYHUH MPUPICT y MOKa3HUKaX. Y ToH yac sk nokazuuku HDD
MPUCTPOIB Makke He 3MIHIWINUCH. Tak, skio 1ie y 2015 pomi kinpkicte HDD npuctpoiB 3HauHO 11e-
peBakasia Ha pUHKY HAaKOMMYyBaviB AaHUX, TO Bxke y 2020 poui, kinpkicTs npuctpois HDD Ta SSD
NPaKTHYHO MOPIBHSJIACK. 3Be/IeHAa ricTorpama HaBeseHa Ha puc. 1 (peanizayis eupobrenux nakonu-
yyeauie inghopmayii no 6cbomy ceimi, MIH. OOUHUYD).

500

300

200

100 I I I
N |

2015 2016 2017 2018 2019 2020 2021
Pix
HDD mSSD
Puc. 1 — Iloka3nuku peanizaiii BUpoOJICHUX HAKOMUYYBadiB iHPoOpMaIlii

£
=
=)

MUIBHOHIB OXHHHIIb

TakuM YMHOM MOJXKHA CTBEP/DKYBATH, IO 3 KOXKHHM POKOM KuIbKicTh SSD HakonmuuyyBadiB
pocre, nornuHatoun oo punka HDD. Jlunamika kinekocti HHD Ta SSD HakonuuyBauiB mpuBe-
JICHO Ha puC. 2.
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Pik
——HDD ——SSD

Puc. 2 — Jlunamika 3minu kinekocti HDD ta SDD npuctpois

BrnuB TexHOI0TT HAKONMYyBaya Ha MOXKJIMBOCTI METOy IPUXOBYBaHHS 1H(poOpMalii y cTpy-
KTypy ¢aiioBux cucrem [31, 33], OLIbII ETATBLHO OLIHUMO IBUIKOJIIFO KOKHOI TexHojorii. Tak
sk eauHOi cnerudikaii mo SSD, HDD texHosorisiMm He iCHY€, a MBUIKOIS KOXXHOTO TPHUCTPOIO
3aJIeKUTh Bl BUPOOHMKA Ta IIIHOBOI KaTeropii, TOX MOPIBHSUIbHA OLIIHKA 3p00JieHa CIIMPAIOUUCh Ha
pe3yabTatu enektporHoro pecypey UserBenchmark (https://www.userbenchmark.com).

JHanuit pecypc 36upae nani mo kommnoneHtam komi totepa (CPU, GPU, SSD, HDD, RAM,
USB) mpoBomsun  TectyBanHs «Open Source» mporpamMHuM 3a0esmedeHHsM. JlaHi 3
UserBenchmark € 06’ ekTuBHUMHM Tak sIK Ha pecypci BKa3aHi pe3yapTaTu Outbil Hix 160 MIH. KOpu-
CTYyBauiB.
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4 MeToauka JOCTiZKeHHs Ta pe3yJIbTaTH eKCIIepHMEHTIB

Cain miakpecnuTH, 0 B MeXaxX BUKOHAHHS JaHOi poOoTi Hac mikaBuiau jume SSD ta HDD
HAKOMHWYYBai, TaK K I METOIY IPUXOBYBaHHS iHpopMarii [31], BakIMBHM € mapaMeTp MIBU-
KOCTI 3amucy/34uTyBaHHs 3 Hocis iHdopmarii. Tomy, B sIKOCTI TeCTOBUX Oylo 0OpaHO HaWKpalii
MPHUCTPOI 3a IUMU MMOoKa3HuKamHu: - 1t SSD, ne — Gigabyte, mod. GP-ASM2NEG6100TTTD Aorus
NVMe PCle M.2 1TB (190%$); — anss HDD, ne — WD, mod. WD6001FZWX Black 6TB (225$).

TCCTYBaHHH JaHHUX HpI/ICTpo.l. IIPOBOANIIOCH HACTYITHUMHU METOJAMM:

1. Iocnioosnozo 3anucy (Sequential) — e Momenp MOCTymy 10 OUCKY, IPH SKi BEIHKI
OJIOKM JaHUX 3aNHMCYIOTHCA Y CYCiIHI OJIOKM Ha MOBEPXHI MPUCTPOIO 3 TIIMOMHOIO YEepTIH,
piBHIM oauHMIN. [laHWH TEpMiH BUKOPHUCTOBYETHCS 3ACOUIBIIOTO Y KOHTEKCTI MOPIBHS-
JBHOTO aHalli3y, MBUAKICTh BUMIipIO0Th Y Mb/c. [lanuii THD AOCTYIy YacTO BUKOPUCTO-
BYIOTh IPH 3YUTYBaHHI/3aMKUCy BEIMKUX 32 pO3MipoM (aililiB, TaKuX sK BiJIe0, My3UKa Ta
300pakeHHs. SIK JEMOHCTpY€E MpakTuKa, 61mu3bpko 50% 3BUYAHOTO AOCTYIY KOPHCTYBa-
4iB JI0 JIMCKOBOTO HAKOMUYyBaya Ha ix nepcoHanpHoMy kowmi 'totepi (1K), cknamaerses 3
MOCJTIIOBHUX Olepaliii 3unTyBaHHs/3anucy. Taku HaKomu4yyBadi, 10 BUKOPUCTOBYIOTh-
csl 1715 30epiraHHs BETUKUX MYyJIbTUMEAIHUX (ailniB Ta/abo pe3epBHUX KOIIil, TOBUHHI
MaTH BiTHOCHO BEJIMKY IIBUAKICTH MOCIIIOBHOTO JOCTYITY A0 (aiiiis;

2. Bunaokosozo zanucy 4K (Random 4k) — 1e mab0H 10CTyIy A0 AUCKY, IPH SIKOMY HEBe-
auki (4K) O5oKM TaHWX 3aMUCYIOThCS Y BHUITAJKOBI MICISl HA MOBEPXHI TECTOBOTO IpH-
CTpOIO, 3 TTHOWHOIO YepTH piBHIM oauHHUII. JlaHWA TepMiH BUKOPHCTOBYETHCS 3/1€01Th-
HIOT0 Y KOHTEKCT1 MOPIBHSJILHOTO aHamii3y, MBUIKICTh BUMipro0Th Yy Mb/c. Lliit metox
OLIIHKH IIBUAKO/IT MOKHA BUKOPUCTOBYBATHU ISl BA3HAYEHHS TOTO, HACKIIBKH €(EeKTHB-
HO MPUCTPIN 3YUTY€/3aMnCy€e HEBEIUKI (PparMeHTH JaHUX 13 BUIAAKOBUX Miclib. JlaHwuii
1a0JIOH JIOCTYITY XapaKTepHUH i1 yac 3aBaHTAXKEHHsI ONEPallifHOl CHCTeMH, KOJIU 3 Ha-
KONMUYyBaya HEOOXIJHO 34YMTATH BENUKY KUIbKICTh (haiimiB koH]iryparii Ta apaiiBepis.
Sk neMoHCTpye mpakTuka, 6au3bko 20% 3BHUYAHOTO TOCTYIy KOPHCTYBadiB J0 JWCKIB
I1K, cxiagaeThbes 3 3aMKCy/34UTYBaHHS, CaMe 3 BUIIAIKOBUX OJIOKIB HAKOITUYyBaya.

Pesynbrar TectyBanus Random 4K e Ginbin BayKIMBUM JIsl METOAY MPHUXOBYBaHHS iH(opMa-

11i MIJIIXOM HepeMIlTyBaHHs KJIACTEPIB y CTPYKTYpl (aiIoBOi CUCTEMHU TakK sIK IPU IMPUXOBYBaHHI
JAHUX 3alKMC BUKOHYETHCS Y «BMIIAQJKOBI» OJIOKM HAKOMUYyBaya y 3aJI€KHOCTI BiJl IPUXOBYBAHOT
iH(popmaii. [I{o BiAMOBIIaE MBUAKOCTI JOCTYMY A0 (aiily 13 3HAYHUM piBHEM (hparMeHTarli.

Taxox HEOOX1/THO 3a3HAUUTH 110 MOJIU(PIKOBAHUI METOJ MPUXOBYBAHHS JAHUX y CTPYKTYPY

daiinosoi cucremu FAT (skuit 3ampornoroBano y [31]) 103Bosisie BUKOPUCTOBYBATH | MOKPHBAKO-
Ui (aiis 3 HemepepBHUM JIAHIIOTOM KJIACTEPIB ajie 3 IEBHUM PIBHEM MEPETIIETEHOCTI.
[TepenneTeHicTh — 11€ BIACTUBICTH (Dailily IpH SIKOMY KJIacTepu (ailiry po3MInIyroThecst Oe3re-
pepBHO, 06€3 NPOMIKKIB MIXK KJIacTepaMH, aje MOKJIMBUN 3BOPOTHIN HANPSIMOK Y 1HJEKcallii Kiac-
TepiB. Sk mpukIian nepersieTeHui ¢aiii, e dain kiactepu sikoro posmimieni 3 1 mo 10 kiacrepw,
aJie JIaHI[IOT KJIacTepiB MoXe MaTH BUIII Sk Chaing = [L 9,2,3,10,4,8,7,5, 6]. VY 3aranbHOMY BHUTJISAL
BUpa3, SKUI BU3HAYAE PIBEHB MEPeIIeTeHOCTI (ailiry Mae HacTynmHuil Burian (1):
Fien
Ent. =" |Chainy [i]-Chain, [i +1] -1, (1)
i=1
ae:
e Ent. (entanglement) — piBens neperereHocti dainy F ;

o [

n — JIOBXKHHA (aiiny F y kiacrepax;

e Chain,. [i] — i enement nanurory knacrepis daiiny F .
T.u., piBeHb neperuieTeHocTi (ailiny y nonepeAHboMy NpuKiai Oyae J0piBHIOBATH:
Ent. =(11-9|-1)+(|9-2|-1)+...+(]5—-6|-1)=28.
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Tak sixk B Mexkax J1aHOi poOOTH BUKOHYBABCs aHaji3 (Di3MYHMX BIACTUBOCTEH HOCIIB iHpOpMa-
11ii, TO MO’KHA TIPUPIBHATH BIUTUB ()parMeHTOBAHOCTI (Gaiily A0 BIUIUBY IMEpEIIeTeHOCTI (aitmy Ha
IIBUJIKICTh 3alUCY/3YUTYBaHHA. AJKe, SIK ()parMEHTOBAHICTh, TaK 1 MEPEIJICTeHICTh 3MYUIYIOTh
3MIITYBaTUCS JATYUK 3YUTYHOUOTO0 nprctporo (s HDD) mis noctymy 10 HaCTyIHOTO KilacTepy.

3BeneHi pesynbraTH TecTyBaHb mBHIKoOAll SSD ta HDD mnpuctpoiB 3a pesynbraTamu
UserBenchmark naBeneni y Tabm. 2 i 3, ge: - T — mexnonoeis npucmpoio, - Mm — memoo oyinio-
sanns; - R (read) — weuokicmo suumysanus oanux; - W (Write) — weuoxicme 3anucy oanux; - M
(mixed) — weuokicmo nouep2o6o20 3uumyeanHs/3anucy OaHuXx.

Ta6muis 2 — Pesynsratn UserBenchmark meronom Sequential

T SSD (Mb/c) HDD (Mhb/c)
Mt Sequential Sequential
Min. Avg. Max. Min. Avg. Max.
R 809 1950 2318 102 167 215
W 1705 3115 3783 138 202 246
M 704 1998 2315 67.5 102 215

Tabmuus 3 — Pesynerat UserBenchmark merogom Random 4k

T SSD (Mb/c) HDD (Mb/c)
Mt Random 4k Random 4k
Min. Avg. Min. Avg.
R 33 49.5 R 33 49.5
W 103 176 w 103 176
M 50.7 78.2 M 50.7 78.2

TakuMm yuHOM, SIKIIO MOPIBHIOBATH IIBUAKOCTI HAaKONWYyBauiB, TO Oe3nocepenHbo SSD e
OUTBINIb MIBHAKUM, y aOCOJNIIOTHUX 3HAYCHHSX. SIKIIO MOPIBHIOBATH 3HMKEHHS IIBHIAKOCTI MIX
Random 4k i Sequential, o SSD npu ¢parmeHTOBaHOMY 3amucy Mae MBUAKICTh y 5-10%, y Toii
yac, sk HDD BTpaudaroTh cBOIO MIBUAKICTh HaBITH A0 1.5-3%. 3BicHO 5-10% 11e maio, ane 1e 3Hay-
HO Kpallle HiX A5 Bunajaky Bukopuctanns HDD. Hasenemo xapakTepHuil mpukiaj BIUIMBY ¢par-
MEHTOBAHOCTI HOCIS, Ha MBHUAKICTb JOCTYyMy 10 ¢aimy. s mporo mpoaHaizizyeMo CepellHii Jac
3alUCy 1 YUTaHHS JaHUX 3 JTUCKY MpH Horo ¢parmeHTanii, Ta 6e3 Hei. [Ipu oMy 3ayBaskumo, 110
CepeaHIll yac YUTaHHS 3 JUCKY, L€ 4Yac, AKUIl y cepelHbOMYy HEOOXIAHMW Ha 31MCHEHHS OJHIEl
omeparii YUTaHHs JJaHUX 3 HOCis iHopmalii (6 cexynoax). BinnoBiaHi BiIOMOCTi BKa3aHi Ha puc. 3
ta 4 (3a oanumu, https://club.directum.ru/post/140).

Min /Max Standard Deviation —— Average Value Sample Count

C pparmenTaumen
044

0.2+

0.2 -+ - - - v B N
26.02.2010 9:00:00 26.02.2010 26.02.2010 26.02.2010 26.02.2010 26.02.2010 26.02,2010
10:00:00 11:00:00 12:00:00 13:00:00 14:00:00 15:00:00

Puc. 3 — Cepenniit yac 3UNTyBaHHS JaHUX 3 JUCKY MPH (pparMeHTarii 1aHux
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Min /Max Standard Deviation —— Average Value Sample Count
03+
0.25- be3 pparmeHTayum
0.2+
0.15
0.1
0.05 -
0
0.05- ‘ -
02.03.2010 9:00:00 02.03.2010 02.03.2010 02.03.2010 02.03.2010 02.03.2010 02.03.2010
10:00:00 11:00:00 12:00:00 13:00:00 14:00:00 15:00:00

Puc. 4 — Cepenniii yac 3YNTyBaHHS JaHUX 3 JUCKY 0e3 (hparMeHTaIlii JaHux

JloaTkoBi pe3yJbTaTH, TAKOXK, HABEACH] y TaOmuIl 4.

Tabmuus 4 — Ouinka 3aTpa4eHoro 4acy Mpu YUTaHHI JAHUX 3 JUCKY

MinimMaJsibHe 3HA- Cepenne MakcumaibHe
YeHHH (c) 3Ha4YeHHs (¢) 3Ha4YeHHs (¢)
3 ¢parmenTanicro 0 0.23 0.5
be3 pparmenranii 0 0.08 0.26

Takosx mpoaHamizyeMo cepeliHii Jac 3ammucy Ha JUCK. Tak caMo OIIHIOKYH Yac MpHu ¢parme-

HTOBAHOCTI Ta 0e3 pparMeHTOBaHOCTI. Pe3ynbraT BKa3aHi Ha pUCYHKY 5 Ta Tabmwuii 5 (32 1aHUMU
https://club.directum.ru/post/140).

Min /Max Standard Deviation —— Average Value Sample Count

0.3-
0.25 C pparmeHTauuei

0.2
0.15

0.1+
0.05

—
0
-0.05
26,02,2010 9:00:00 26.02.2010 26,02,.2010 26.02,2010 26,02,2010 26.02,2010 26,02.2010
10:00:00 11:00:00 12:00:00 13:00:00 14:00:00 15:00:00
0.04 -
be3 ¢parmemaquu
0.03 —
0.02
0.01
0- - — — - - .- .
02.03.2010 9:00:00 02.03.2010 02.03.2010 02.03,2010 02.03.2010 02.03.2010 02.03.2010
10:00:00 11:00:00 12:00:00 13:00:00 14;00;00 15:00:00

Puc. 5 — Cepenniit yac 3anucy JaHUX Ha HOCIH npu pparmenTanii ta 6e3 Hei

Tabmuis 5 — OuiHka 3aTpayeHOro Yacy Mpu 3alucy JaHUX Ha JUCK

MinimMajibHe 3HaYeHHSI ()

Cepenne 3HaueHH (c¢)

3 ¢parmenTaunicro

0,001787

0,007211

be3 ¢pparmenTamii

0,001044

0,004368
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[TopiBHIOIOUYM pe3ynbTaTH 00pOOKU JaHMX 3 hparMeHTaliero Ta 6e3 Hei, MO)KHa CTBEpIKYyBa-
TH, 110 00poOka nanux 6e3 ¢parmenranii epexrupHima Ha 40% - 60%, Hix 00podOka (pparmenro-
BaHUX JaHHUX. Asie BUKopucTanHs SSD 31aTHe 3MEHIIWTH HETaTMBHUN BIUIMB (h)parMEHTOBAHOCTI
JaHUX Ha MIBHIKICTH OOpOOKHM LUX MaHMX. Buxomsuu 3 pesynbrtariB MeronaiB Random 4k rta
Sequential MoxHa CTBep/DKYBATH, 1110 YUM OUIBIINIA PiBEHb (parMeHTallil, THM MEHIIA IBUAKICTh
noctymy a0 dairy. OcobnuBo e BrumBae Ha mBuakoAiro HDD HakonuuyBadiB, y To# yac sik SSD
HAKONMYYBayi J03BOJIAIOTH MPOBOJUTH 3aIMC/3UUTYBaHHs (ailiin Maiixke 0e3 BTpaTH MIBHIKOCTI,
HaBITh IPHU 3HAYHOMY PiBHI (PparMeHTOBAHOCTI1 JIAHHX.

5 BucHoBku

Ha 3akiHueHHsI MOXHa CKa3aTH, 110 TexHoioris SSD mae 3HauHi mepeBaru, 3aBASKH YOMY
HaKOIMHUYyBadi 3 JAHOK TEXHOJIOTIEIO CTAIOTh OB PO3MOBCIOKEHUMU. SSD Mae y pa3u OiIbIny
IIBHJIKICTB JIOCTYITY 10 (aiiiB/CeKTOpiB, HABITH IPU 3HAYHOMY ITOKa3HUKY ()parMEHTOBAHOCTI — I1€
CHPUATIIMBUI MOKAa3HUK AJI1 BUKOPUCTAHHS CTEraHOrpadiuHUX METOJIB MPUXOBYBaHHS AaHuX. Ta-
Kok SSD Mae oOMexeHy KUTbKICTh HUKJIIIB Tepe3anicy, i xoua e i HeJOIK, ale I MeTOAy IpH-
XOBYBAHHS JIaHUX LIeH MOKA3HUK CHIPUSATIUBUH, aJke BUKOHAHHS JedparMeHTalii € HebaKaHOIo
omepartiero st SSD.

OTxe sIK BUCHOBOK MO)KHA pEKOMEHAYyBaTH BUKOopucTaHHsa SSD HociiB iHpopmarii [uist npu-
XOBYBaHHS MOBIIOMJICHHS y CTPYKTYPY (ailioBoi cucTeMu:

1 - depe3 Te 1O MIBUIKICTH JAOCTYIY 10 KJacTepy 3HAYHO BHUIIA, IO 3a0e3Me4uTh OLIbIIe
IIBHUJIKE BUKOHAHHS CTETaHOTPa(iuHOTO METOMY;

2 - nipu 301IbIICHH] PiBHA (ParMEHTOBAHOCTI (MEPEIUIETEHOCT) MBUIKICTh TOCTYNY 110 (aii-
Ty BTpayae He Tak Oararo sk y nopiBHsHHI 3 HDD TexHooTi€10, 110 € 3HAYHO BaXKJIMBIIINM TTOKa3-
HUKOM IIPU BUKOPUCTaHHI METOY NPUXOBYBAaHHS JIaHUX Y CTPYKTYPI (haitioBoi cucremi;

3 - BukoHaHHs nedparmenranii SSD HakonuuyBadiB € HEOaXKaHOIO MPOLEAYPOIO, IO TPHU3-
BOJMTH J10 30UIbIIEHHS 3arajlbHOTO PiBHS ()parMEHTOBAHOCTI Ha HOCIi iH(OpMaIlii, 1110 y CBOIO Yep-
Iy J03BOJISIE IPUXOBATH Olnbiie iHGopMarii 6e3 pu3UKy PO3KPUTTS (YuM OUTBIINI piBEHD (pparme-
HTOBAHOCTI Ha HOCIT THM Oinbie iHpopMmarii MoxkHa npuxoBatu [33]).

TakuMm 4MHOM 3aBASIKM PO3MOBCIOKEHHIO SSD MeToa mpuxoByBaHHS 1H(oOpMallii y cTpyK-
Typy (alluIoBUX CHUCTEM IUISIXOM MEpeMilIyBaHHs KJIacTepiB MOKPUBAIOUUX (hailliB € aKTyaJIbHUM.
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Comparative analysis and study of the properties of information carriers for steganographic data hiding in clustered file sys-
tems.

Abstract. The paper studies and analyzes various modern information storage technologies, namely HDD, Flash-USB, SSD. We've
analyzed different indicators such as the number of implemented products, price, speed of reading and writing. Besides, we ve con-
sidered some indicators of the information carriers’ efficiency in terms of view of the possibility of using steganographic methods for
hiding information in clustered file systems. It have been analyzed the speed of sequential reading / writing and the speed of access to
a random cluster, corresponding to the speed of access to a fragmented file. For this task, we used the test results from the Us-
erBenchmark resource. The testing has made using the Sequential and Random4k methods. In addition, we have provided an assess-
ment of information carriers and have gave recommendations of using the particular information carrier and method for hiding data
by mixing clusters in the structure of the file system. Besides, it was analyzed the dependence of the speed parameters of access to
the cluster on the level of file fragmentation. Refinements are made of how an increase or decrease in the level of fragmentation (en-
tanglement) affects the speed of access to the file, which is an important indicator when using the method of hiding data in the file
system structure. The advantages and disadvantages of various types of storage devices have been discussed, and its comparative
analysis was made. Moreover, we analyzed the features of the process of defragmentation of drives, and the influence of various
factors on the overall level of fragmentation on the storage medium. We placed emphasis on the greater the level of fragmentation on
the storage medium, the more information could be hidden. It was concluded that due to the widespread use of SSD / HDD drives,
the method of hiding information in the structure of file systems, by mixing clusters of covering files, is relevant.

Keywords: File storage media; Fragmentation; Speed of access; Data hiding, Steganographic.
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CpaBHHTEJbHBII aHATN3 U H3yUeHHEe CBOWCTB HOCHTe el HH(popMalun 1151 cTeranorpagpuyecKnX JaHHBIX, CKPHIBAeMBIX B
KJIaCTePHBIX (PaiiJIOBBIX CHCTEMAX.

AHHoTauus: B pabore paccMOTpeHbI COBpEMEHHbIE TEXHOJIOTHH XpaHeHus: uapopmanuu, a umerno HDD, Flash-USB, SSD. IIpo-
aHAIN3UPOBAHBI TAKHE MTOKA3aTeN!, KaK KOJMYIECTBO PEaTn30BaHHBIX M3JIETIHH, IeHa, CKOPOCTh CUMTHIBAHUA M 3amicH. Mccnenosa-
HBI HEKOTOPBIE TTOKa3aTenn 3((HEeKTUBHOCTH HOCHTENeH HHPOPMAINH, C TOUKH 3pSHHUS] BO3MOXKHOCTH IIPIMEHEHHNS cTeraHorpadudae-
CKMX METOJIOB COKPBITHS MH(QOpPMAIMK B KIaCTEPHBIX (aiOBBIX cHCcTeMax. BBINOJIHEH aHaIn3 CKOPOCTH MOCIIEIOBATEILHOTO YTe-
HUS / 3alIUCH U CKOPOCTH JIOCTYIA K CIydalHOMY KJIacTepy, COOTBETCTBYIOLIEH CKOPOCTH AOCTyHa K (parMeHTOBaHHOMY (aiimy.
Jlnst 3TOTO MCIMONB30BAINCh PE3yJbTaThl TecTHpoBaHUs ¢ pecypca UserBenchmark. TectipoBaHue BBINONHSUIMCH METOJAMU
Sequential u Random4k. TIpemnoxena oleHKa HOocUTeNeH HHPOPMAIINK U IaHBl PEKOMEH/IAIMH 110 UCIIONB30BAHHUIO HOCUTEISI WH-
dopManuyu ¥ METOJa COKPHITHS TAHHBIX ITyTE€M INEepeMEIINBAHMS KIACTEpPOB B CTPYKType (ainoBoi cucreMsl. IIpoBeneH anamms
B3aMMOCBSI3H M 3aBHCHMOCTH ITapaMeTPOB CKOPOCTH JOCTYIA K KJIacTepy OT YPOBHS (parMEeHTUPOBAHHOCTH (aiiina. Y TOYHEHO, Ka-
KnM 00pa3oM yBeIW4eHHEe MM yMEHBIICHHEe YPOBHS (pparMeHTHPOBAHHOCTHU (nepeniiemenHocmu) BIMSET Ha CKOPOCTH JIOCTYIA K
(aiiiry, 9TO SBIISETCS BaYKHBIM [TOKA3aTeJIeM P HCIIOJIB30BaHUH METO/Ja COKPBITHS JaHHBIX B CTPYKType (aitnoBoii cuctemsl. Pac-
CMOTPEHBI NIPEUMYIIIECTBA U HENOCTATKH HaKOIUTEIEH l/IH(bOpMaL[I/II/I Pas3JIMYHBIX THUIIOB, U NMPOBEACH HUX CpaBHI/ITCHbeIf/’I aHaJInu3.
BrinonHeH aHann3 0coOEHHOCTEH mpoliecca AeparMeHTalMi HAaKOMHUTeNeH, U BIMsSHUAE Pa3IMYHBIX (aKTOPOB Ha OOLIMH YPOBEHb
(bparMeHTHpOBaHHOCTH Ha HocuTene nHdopmarmu. [TogdepkHyTO, YTO YeM Goiblile YpoBeHb (parMEHTHPOBAHHOCTH Ha HOCHUTENE
JIAHHBIX, TeM OoJblIe HHOOPMAIMH MOKHO CKPBITh. YTBEPXKIAeTCs, YTO Grarojaps IIMpOoKoMy pacmpoctpanenuto SSD / HDD
HaKOIINTENeH, METOJ COKPHITUS HWH(OpMAIMU B CTPYKTYPY (alIOBBIX CHCTEM, ITyTeM NEPEMENINBAaHUS KIACTEPOB MOKPHIBAIOIINX
(aitnoB, SIBISIETCS aKTyaIbHBIM.

KunroueBsble cioBa: aiinossie HocuTenn HHGOPMANUH; pparMeHTaIHsI; CKOPOCTh AOCTYIIA; COKPBITHE JAHHBIX; CTEraHOTpadHs.
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Penenzent: Bonogumup Xoma, 1.1.H., npod., Omonbckkuit monitexniyanii YHiBepcureT, Onoue, [Tombima
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Hapmiiinona: Ciuens 2021.

Anomauin: [lpeocmaenenuil nepenik OCHOBHUX Y3a2albHEeHb | YUHHUKIG, AKI XapakmepHi 0 pi3HUX éapianmie ma
YMO8 30ilicCHeHHs aKyiti Mepedicedull YbKy8aHHsa (KibepOyninzy). 3anpononogana apzymenmayis neeHux auaniociu i
Cnignaodinb Mide NPOYecom Mepexce8o2o YbKY8aAHHA Ma YMO8AMU, | YLIAMU NPOBEOEHH CYYACHUX IHopMayiliHux
onepayiu. 36epHeHo ysazy me, wo ymMosu Kibepmpagni bazamo 6 uomy 36i2aiomvca 3 NApAOUSMOI0 eKCnepUMeHmy
C. Minepema. 3anpononosano apeymenmayis cymi 0esaKux amano2itl misxe nposgamu Kibepoyniney ma 0CHO8HOW Pa-
6yn010 excnepumenny npo nokopy. Iliokpecaeno, wo pieens icpapxiunol saxcrusocmi 00'ekmis Kibepmpaeni, 06ymo-
87110€ CMYNiHb HeoOXIOHOI inmezpayii yHKyitl AOMIHICMPYSAHHA KOHMEHMOM | OCHOBHUX CKIA008UX PeCyPCHO20 3a-
be3neyenHs cyuacrux iHgopmayitinux cucmem. 3azHaueno, wo iHmezpayis 6 0OHOMY YeHMPI NPULHAMM PilieHb
OCHOBHUX CKNIAO0BUX PECYPCHO20 3abe3neyenHs ma QyHKYiti aOMiHICMPY68aHHs KOHMEHNY, € CEPUO3HOI0 NPOObeMOI0
HaGimb O PiGHA OKpeMUX 0epiicas, He KAadCyuu Gice npo NepcoHaibHull pigeHs niugy. 36epHymo yeazy na moi
¢haxm, wo KibepOynine Modice peanizo8y8amucs, AK WAAXOM GUKOPUCIIAHHS MONCIUBO CIell OKPeMUX THPOPpMAYIiHUX
mexuoa02il, max i eminoeamu Kouyenyiro inmezposanoi amaku. Iliokpecaeno, wo asuuje Kibepoyniney € 3Ha4HO He-
000yiHeHUM | momy A61A€ c00010 ceplio3Hy npobiemy CyuacHOCHL.

Knrwwuosi cnosa: Oynine; xibepbynine, ingpopmayitina nosicmka, KOHmMeHm, iHGoOpMayiini mexHono2ii; mexHiuHa
naam@opma, mepedcesa nosedinKa; mepexceguti cmamyc, excnepumenm Minepema.

1 Beryn

Crpimkuii po3BuTOK iH(popMmariitnux texHosnorid (IT) nmpuBHOCHTE B cydacHe CyCIHiJIbCTBO
0arato MO3UTHBHUX Ta KOPUCHUX TEHJICHIIIM, OJTHAK, HAXaJlb, BIH MAa€ 1 CBOT «TEMHI1» CTOPOHH, 1110
IIPUXOBaHI BiJl HEMOCBAYEHUX B pealiii ICHyBaHHs cydacHOro uu¢poBoro cBity. OnHi€0 3 TakuX
CTOpIH, € SBUIIE OYyJIHTY, SIK€ B HACIIJOK CTPIMKOTO HaYKOBO-TEXHIYHOTO PO3BUTKY OCTAHHIX Jie-
CSITUJIITh, TOCTYIIOBO «IepeiIIo» B KibepnpocTip, Ta BIJKPUIO HOBY, HEIPUBAOINBY CTOPIHKY Te-
XHOJIOTTYHOI 1CTOPIi JIt0JICTBA — CTOPiHKY K10epOyminry [1-3]. IIpouec npoTuctosHHs OyIiHTY B Ki-
6epripocropi [4-5], 06yMOBITIOE€ HEOOXITHICTH MOCTIHHOI PO3POOKH HOBHMX Ta BIOCKOHAJICHHS BXKE
ICHYIOUHX TEXHOJIOTIH 1 3ac00iB MpoTHIIi, SIKI CIIPIMOBAaHIi, B TOMY YKCJI1, HA 3aBYaCHE KOPUTYBaH-
HSl MEpPEXKEBOI MOBEIIHKM KOPUCTYBAviB pi3HUX 1H(OpMAIIITHUX CUCTEM, Ta OHJIAlH cepBiciB [6].

2. OcHOBHA YaCTHHA

PesynpTaTi BCeOIYHOTO aHaNi3y iHIMJIEHTIB, 110 MOB'sI3aHi 3 Pi3HUMU (HOpMaMHU MPOsIBIB Oy-
JIHTY B K10€pIpocTopi, A03BOJISIE 3pOOUTH KUIbKa MPUHIIUIIOBUX y3arajibHEHb:

1 — upkyBaHHs (a0 TpaBis) B KibeprmpocTopi Mae JBa piBHS BIUIMBY Ha 0OpaHi 00'€KTH TICH-
XOJIOT1YHOI aTaKH | - TPYHOBU (2106anbruil) Ta iIHAUBIAyaIbHUH (nepconanvruil);

2 — 00'exTH KiOepTpaBiIi 3HAYHOIO MIpOIO 301raloThCsl 3 OCHOBHUMH 00'€KTaMU BIUTUBY/aTaku
B XO/I1 BeJICHHS Cy4acHUX iH(popMalliiiHux onepartii [7];

3 — MPaKTHYHO BCi BHIAJKU KiOEpOYIiHTY, MalOTh CTPYKTYPY 1 OCHOBHI CKJIAJIOBI, SIKi TIPHTa-
MaHHI1 JUIs Cy‘-IaCHI/IXl YMOB BeJleHHsI iHopMarttiiinux onepartiii [7, 8];

4 — piBeHb 3HAYYIOCTI 3asBJICHOI KEPTBU MEPEKEBOro OyIIHTY, BU3HaUYa€e HEOOX1AHUN 00csT
(iHaHCOBOI CKJIa/I0BOI pecypCcHOro 3abe3neyeHHs 3aX0/1iB KibepTpasii,

5 — JIOCTYIHICTD 1 HETIEPEPBHICTh BUKOPHUCTOBYBAHUX KOMYHIKAIIITHMX CEPBICIB 1 OHJIalH MO-
CIIyT, 10 HAJAIOThCS PI3HUMH 1HGOPMALIHHUMHI CUCTEMaMH, € BUSHAYAIBHUM (KPUMUYUHO 8aHCIU-
éum) GaKTOPOM JIJIsl TOCSATHEHHS KIHIIEBUX 1€ Oyb-SKUX aKiiil OyniHry B KIOepIpocTopi;
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6 — xapakTep MoBeIiHKH 1 poiti [9] OCHOBHMX y4acHHKIB Ipoliecy KibepTpanii, 6arato B 4oMmy
IICHTUYHI YMOBaM 1 IIJIsIM TIpoBeieHHs ekcniepuMmeHTy Ctenii Minrpema (sidomuii, sik « Excnepu-
menm npo nokopy») [10-12]. ¥V pasi akiiii kibepTpasiii, B HE3aJIe)KHOCTI BiJl PiBHsI BILTUBY Ha 00pa-
HY J)KepTBY Ta PiBHA ii iepapXi4HOi 3HAYYIIOCTI, MU € CBIJIKAMH MPOIECY MacCOBOI peiHKapHaIlii 1bo-
ro eKCIePUMEHTY B yMOBax iCHYBaHHS Cy4acHOro iHdopmauiiiHoro cycrminbcrsa [13-14], 3 Bigno-
BIJIHOIO «EBOJIIOLIIE€I0»” YSBIEHb YYAaCHHUKIB LILOTO MPOIECY, PO HOPMHU COIIATBHOI 1 MEpPEKeBOi
IOBEIIHKH JIOIMHIS B KiGEPIPOCTOPI.

Lpumimxu:

L waemocs na V6as3i, UKOPUCTNAHHA MOICTUBOCIEL ICHYIOYUX IHOpMaYiiHux cucmem (MmexHivHux

KoMyHikayiunux niameopm) ma IT-mexnonoeii,

Z_ Modice i He ANIAMUC MAKolo, a Oymu, uuie, NOXIOHOI0 NOMOYHUX KOMePYIani308aHux meHOeHyil,
chopmynbo8anUx OOMIHYIOUUMU NOCMAYATILHUKAMY MeNeKOMYHIKayilinux nociye i cepsicie (Ha-
npuxnao, cicanmamu IT-indycmpii: Twitter, Facebook, YouTube ma in.);

3 oomiei 3i CMOpIH npoyecy modxce AGIAMUC KOMN tTomepuzosana cucmema (bom), wo peanisye, sax
Hanepeo 3a0aHi NOBeOIHKOGI alzopummuy, max i niompumyeamu QyHKyii camonasuanus (wmyy-
HO20 iHmenekmy). ¥ 0CmanHboMy 8UNAOKY CKIAOHO 2080PUMU NPO «COYIaNi3ayiloy no8ediHKOGUX
aneopummie OOMY, 36ax*CAOYU HA 3HAYHY CKAAOHICMb (hopmanizayii 11020 No8ediHKOBUX PeaKyill.

Po3rnsiHeMo 3anpornoHoBaHi y3araabHEHHS Ta 3p00MMO JEsKi MOSCHEHHS 10 KO)KHOMY 3 HUX.

1. B paMkax 3a3HaueHHX PiBHIB BIUIMBY, B SIKOCTI 3asiBJICHOI L1 aTaku (mobmo scepmeu Ki-
bepmpaesi) MOKYTh BUCTYIIATH:

- KOHKpETHI (i3u4Hi MepcoHu (oxpemi kopucmyeaui 6y0b-saKux iHhoOpMayiliHux cucmem i OH-
JIatiH cepeicis, npedcmasHuKku Oi3Hec CMpPYKmMyp, HOAMUYHUX NAPMIll I 2pOMAOCbKUX 00 €OHAMb,
nPeOCMABHUKU TAHOK 0EPACABHOT 6]1a0U, KYIbMOBUX OpeaHizayii ma ix.);

- MepexeBl o0O0'€HaHHS Tpyn KOPHCTyBadyiB B MexkaX ICHYHOYHX iH(opmamiifHo-
KOMYHIKAI[IHHUX TIATPOPM (YUACHUKU COYIANbHUX Mepedicesux Cnismosapucme (wamu, gopymu
ma iH.) 3 PI3HUMU KpUmMepiamu 2pynoymeopents (Noiimuyni, KyibmypHi, npoghecitini ma iu.)),

- KOPIIOPATUBHUU CETMEHT (npedcmasHuymea okpemux Oi3Hec CMpYKmyp, 2aiy3eeux 00'co-
HaHb, MeOTUHUX XOJIOUH2I8, NOITMUYHUX NAPMIl, NPEeOCMABHUYMBA KYIbMOBUX OP2aHi3ayill, OKpeMi
JIGHKU OePAHCABHO20 YAPAGLIHHA MA IH.);

- IMBLTI3AI[IHHO-1IIHHICHI OCHOBH CYCIIUIBCTBA (ICMOpUKo-KyIbmypHi ma penicitini mpaouyii,
MIXHCPACOBI T COYIANbHI HOPMU BIOHOCUH MOYO).

B HaBeneHoOMy mepeniKy «IOTEHIIIHUX >KePTB» 0COOIMBOT0 KOMEHTApIO0 MOTpeOye MUTAHHS,
10 CTOCYETHCSI CIIBBITHECEHHSI 1€papX14yHOi 3HAUYIIOCTI 00'€KTIB aTaky MpHU peasizaiii akiii Oysmi-
HTY, CTOCOBHO ICHYIOUMX IUBLTi3alliiHO-IIIHHICHUX OCHOB CYCIJIbCTBA. 3 OISy HA OYEBUIHMIA
CYCIUIBHUI pe30HaHC BiJ cripoO MPOBENEHHS 3aX0/1B MOAIOHOTO XapaKTepy, piBeHb MPeACTaBHUII-
TBa OCHOBHUX yYaCHHKIB BIJIMOBIJHUX aTaK, BUMarae BUCOKOTO CTYIEHs IX MOBHOBaXEHb (npome-
2y6aHHsl). XapaKTEepHUM MPUKIAZAOM akKI[ii MoAIOHOTO piBHS 3HAUYIIOCTI, MOXKE CIIYT'YBaTH €Ii30/,
1110 MOB'sI3aHu#t 3 Tpariuaumu moaisimu 2015 poky B penaxiiii motmkaeBrka Charlie Hebdo [15].

2. PiBeHb BaXIUBOCTI (iepapxiunoi 3Hauywocmi) 00'€KTiB, 0OpaHHUX /i KiOepTpaBii, 3yMOB-
JIFOE CTYIiHb HEOOXimHOT iHTerparii (06 'conanns) (ynkuin ynpaeiinua KOHTEHTOM Ta OCHOBHHX
CKJIQJIOBHX pecypcHOro 3adesnedeHHs (puc. 1) BuKopucToByBaHHX iH(popMamiitHux cuctem. [Ipu
bOMY, peaii3allisi akiliii Mepe:keBol TpaBil MPOTH 00’ €KTIB 3 BUCOKIM PIBHEM l€papXiyHOi 3Hauy-
IIOCTi, Ha BIAMIHY BiJl aTak LIeH 3 HU3BKOIO 1€PApXIYHOI BaKJIMBICTIO, MOTpedye O€3yMOBHOIO
00’e/IHaHHS B OJIHOMY LIEHTP1 IPUUHATTS pilleHb QYHKIINA aJIMIHICTpPYBaHHS KOHTEHTOM Ta TE€XHI-
9qHOTO 3a0e3neueHHs (noosiliHull KoHmyp Ha puc. 1). XapakTepHuUM MPUKIAI0M MO BiAMOBITHO-
0 1€EpapXiYHOTO PiBHS MOXKE CIYT'YBaTH €Ii30]1 MONITHYHOI Kpu3n B Benecyeni y 2019 pomi [16].

MoxHa CTBEpPKYBATH, IO BiJICYTHICTh Yy MPEICTABHHUKIB aTaKyl4ol CTOPOHH (neput 3a éce
PONbOBUX 2pYN «azpecop» ma «nomiuHux azpecopa» [9]) GyHKLIH ynpaBiIiHHS Ta KOHTPOIIO BHKO-
pHCTOBYBaHUX iH(pOpMaILiitHO-KOMYHIKaniiHUX Tatdopm (puc. 2), 00yMOBITIOE JTOKATbHUI Xapak-
Tep Uil OyIb-sIKUX 3aXO0/1B KIOepTpaBill MPOTH KEPTB 3 HU3bKUMU PIBHAMH IX 1€papXidyHOl 3HAUY-
IOCTI (Hanpukiao, sunadku nioIimKo8oi YbKy8anHs HA IPYHMi OOpomvoU 3a OOMIHYBAHHS 8 COIX
MIKpO2PYNax).
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[TporpamMue IIpHHITHITH IIpHHITHITH
VHacHHKH Oi1 Amapate porp p LI. p [(HIH
fradpose 3abezmedeHHA VIIpaBliHHA OpraHizanii
. 3abe3edeHAN .
3a6e3nedenta) (IT3) KOHTEHTIOM KOHIEHTY
Ilepconan VceTaTKyBaHHA .
[T3 ocHOBHOTO KopnoparueHi
OCHOBHOTO OCHOBHOTIO .
. . iHTeTpaTopa TIoBne HOPMH
iHTerpaTopa iHTerpaTopa s
> ol CepBICIB OIOKyBaHHA OCHOBHOTO
cepBiciB cepeiciB (nocryr) iHTerpaTopa
(TIocIyT) (mocmyr) : Tpatop
KIHITEBI .
OGnagHAHHA . KeposaHni Hopwmu
CIIOKHBAUYI OTax I3 KiEmeBHX posami P
.. KiHIIeBHX S, (BHOIpKOBI) HallioHATHHAX
CEepBICIB . CIIOKHBATIB * e .
CIIOAHBAYIB odmMexeHHA ¥ Perylropis
(mocmyT)
ITepconan . . .
. VeTaTkyBaHHA 113 MixHApoIHI
B3aEMOIIHTHX . . : Bez o6MexeHE .
. . Ha opeHni i/a6o B3a€MOIII0THX PeryIATOpHI
IHTerpaTopiB, v . . NOIIHPEeHHA oo
ayTCOpCHHI Y™ ** iHTerpaTopiB HOPMH *#¥*
IT-peKpyTHHT

* - 000amKu Kopucmyeauie, NPOSPAMHA «NPOUUBKAY MOOILIbHUX 2A0NHCEmia,
KOMYHIKQUIUHUX MEPMIHANIE | MYTbMUMEOTUHUX NPUCMPOis,

** - 30 yacom, 2eonoKkayiern, Mogow i/abo KaHAnaMu 6UOAYi KOHMeHmy, no-
WLYKOBUMU 3ANUMAMU, MUNOM i/abo weuoKicmwo mpagiky ma iH.;

**K - mumuacosi nocepeOHuxku menekomynikayiunux nocaye, | T-aymcopcune,
Xocmune, OpeH0a 000amKo8UX AnNapamHuux i/abo KaHaIbHUX pecypcie
IHGOpMAYIUHO-KOMYHIKAYIUHUX cucmeM (HanpuKiao, po3wupeHHs cep-

BEPHUX MOJNCIUBOCIEU, BUKOPUCAHHS KBIPMYANLHO20» 80JIOKHA, 30i-
abuenHs nomyosichocmi TV- i padio nepedasauie cucmem MosieHHs, 30i-
JIbUUEHHsL KLIbKOCTI MPAHCROHOEPI8 CYNYMHUKI6 363Ky ma iH.);

XX - nanpurnao, 6ionogioni susnauenusi OOH, FOHECKO ma in.

Puc. 1 — TOTOXHICTb CTPYKTYpH CKJIaIOBHX KiOepOyiHTY Ta
Ccy4yacHHX 1H(OpMaLIHHUX oneparii

3. [lyis aprymeHTarii y3arajabHEHHS, CTOCOBHO TOTOKHOCTI CTPYKTYpH KiOepOyItiHTy (0cobau-
60 0/1 6UNAOKIG 2100AIbHO20 Pi6HsA 6NaU6Y) Ta OCHOBHMX CKJIAJIOBUX 1H(QOpMaLiiHUX omeparii,
CJIiJT IpOaHaII3yBaTH BiJIOMOCTI, sIKI CHCTEMaTU30BaH1 Ha puc. 1.

AHaJi3 HaBeIEHOI CXEMH JI03BOJISIE CTBEPXKYBATH, 1110 OCHOBHI CKJIa/I0B1 MIPOIIeCy OYIIIHTY B
kibepcdepi, CriBNaAAOTh 3 BIANOBIAHUMHU €JIEMEHTaMU, SIKI IPUTAMaHHI JUIs Cy4acCHUX YMOB Be-
neHHs iHpopMaiifHuX onepariit [7]. [CHyBaHHS MOXJIMBUX BIIMIHHOCTEH, B YaCTHHI 1€papXidHOL
3HAYyIIOCTI 00paHOi *KEePTBH, CKJIaly KaJpOBOro 3a0e3NedeHHs Ta poJiel yYaCHHMKIB LIbKYBaHHS,
abCOJIIOTHO HE MPUHIIUIIOBO, TaK SK B Oy/Ab-IKOMY BUIAAKY IMPUCYTHI Oe3mocepeiHi BUKOHABII aK-
11ii MepekeBo1 TpaBJi, Ta € MApKOBaHA I[iTh JIJIsl aTaKH.
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B pasi BHCOKO] iepapxiuHOi 3HAUYIIOCTI KEPTBU, OCHOBHI YYaCHUKHU 3aX0J1iB MEPEKEBOI Tpa-
BJIl PUCYTHI B YCIX 3-X CKJIAIOBUX KaJpoOBOTO 3abe3nedeHHs (dus. puc. 1). Tak, mpeacTaBHUKHU OC-
HOBHOTO iHTerpaTopa (abo inmeepamopie) KOMyHIKaIlIHHUX TOCIYT, Ha 0asi koTporo (-pux), 6€3-
MOCEPEIHBO, 3MIMCHIOETHCS 1H(GOPMAIIIHUI BILTMB, MPEJCTaBICHI HA PiBHI 1l TEXHIYHUX CHEIiaic-
TiB 1 (axiBIiB, KOTPi 3AiIICHIOIOTh KOHIENTYaJIbHY MOJIEPALlil0 KOHTEHTY Ta BU3HAYAIOTh ETAIHICTb
fioro momaui (mobmo, paxmuuno, eusnavaroms iHopmayiiny nogicmky ecici akyii).

Hpyriit piseub — «KIHIEBI CIIOZKHBAY1», 3a paxyHOK LIUIbHOI B3a€MHOI 1HTETpaiii Bu-
KOPHUCTOBYBAaHUX TEJIEKOMYHIKAIIHUX CEPBICIB 1 MOCIYT, (popMye HaliMaCOBIIIY KaJpoOBY CKJIa0-
By notiid. [laHuii piBeHb MOETHYE 3asBICHY )KEPTBY aTaKH, Ta caMy MPEACTABHUIIBKY POJILOBY TPY-
Iy — «CIIOCTEpiraviBy, siKa, BIIACHE, 1 € MPUXOBAHOIO (Hes16HO) TOJIOBHOIO METOIO 3/I1HMCHIOBAHOTO
iH(pOpMaLiiHOTO BIUIUBY.

Tperiit piBerab — «llepconan e3aemooditouux iHmezpamopie ...», CKIaJIalOTh THUMYACOBI
IT—ayrcopcepu [17] Ta daxiBii Ha IT—pekpyTHHTY, SKi 3aIy4arOThCS U MIATPUMKH HEOOXITHUX
dbopM (uam-b6omu, cmpim-kananu, memamuyni ¢opymu mowo), MacTadiB i TEPMIHIB MPOBEICHHS
akuii. [IpeacraBHuKy 1i€i Tpynu 3A1HCHIOIOT MPOMIXKHY 00pOOKY 1 PO3MOBCIO/IKEHHS MTOTPIOHOTO
KOHTEHTY, Ta MOXKYTh IIPUAMATH O€3MOCEPEIHIO YIaCTh B 3[IHCHEHHI MIEBHUX 3aXO0/[iB IIbK yBaHHSI.

Cyxynmicts indo-kom. maaTdopm, momnasocTi PIHAHCOBA CKJIAJTOBA BHCOKHI
SIKAX BEKOPHCTOBYIOTBCH I ATAKH AKepPTBH pecypcHOro 3abe3neueHEs PIBEHb
______ - SHAUYYIIIOCTI
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330CIMCACHHL cepeicie/MocmyT
Tlepcoran . ) -
OCHOBHOI'O EaC'oEﬂ':[\.""'?E]\jH;éﬁ:) HH3BKHH
iHTErpaTopa "I.VI}:Z oﬂin PIBEHB
ceppicin/mocayr Dy 3HAUYIIOCTI
JKEPTEH
Brcokmil piBeBb 3HaTYmoCTi HuzbkEi piBeRs 3HATyIOCTI
ATakyw1a cTOPOHA (POTb061 2PYHU «apecopy Ma «HOMIYHUKH azpecopar) HKepTem aTaxn

Puc. 2 — BiAMiHHOCTI IOBHOBa)K€Hb aIMIHICTPYBAaHHS KOHTEHTY Ta CKJIaJJOBUX PECYPCHOTO
3a0e3neueHHs arpecopa JiIsl pi3HUX PiBHIB 3HaYYyLIOCTI KEPTBU

ITpyu HU3BKUX PIBHAX l€papXiuHOi 3HAUYIIOCTI KEPTB aTaKU (HANPUKIA0, y GUNAOKAX NiONim-
K08020 UYbKY6aHHs), OCHOBHI YJaCHHUKH TpaBili, 00'€KTMBHO OOMEXCHI MpPEICTaBHUIITBOM PIiBHS
«KIHLEBI CIIOJKUBAYI». TnmiuMu clioBaMH, BC1 YYaCHUKHU OyIb-IKMX MOXJIHBHX MO MOi-
O0HOro MacmTady Ta piBHS 3HAYYIIOCTI, IIOBHICTIO MO30aBJICHI KOMITETEHIIIN 31 3MIHA MapaMeTpiB
TEXHIYHOI CKIIaJIOBOi pecypcHOro 3abe3rnedeHHs Ta QyHKIINA aJIMiHICTpYBaHHS "npuHyunie ynpae-
JinHa Konmenmom” (puc. 1-2). BracHe 11 o6cTaBUHA 1 00YMOBIIOE JOMYCTUMI MEKI YMOBHHX
"mpaBwi rpu". He3HauyH1 BiIXWUIEHHS BiJl IUX 0OMEXEeHbh MOKJIMBI B pa3i MPOBEACHHS aKIliii OymiH-
I'y Ha piBHI KOPIIOPATUBHOTO CETMEHTY, 110 MOXe OyTH 00yMOBJIEHO HAsIBHICTIO BIAMOBIIHUX eJle-
MEHTIB PECYpCHOr0 3a0e3MeueHHs Y OKpeMHUX YYaCHHUKIB MPOLECY (Hanpuxkiao, HAs8HICMb 81ACHO-
20 MediliHo20 pecypcy) Ta/abo X MOKIIUBICTIO 3/IIMCHIOBATH X04a O YaCTKOBE aJIMIHICTPYBAaHHS KO-
HTEHTY (Hanpukiao, susHavyamu enacHi "npunyunie ynpaeninus konmenmom"). Takox, nmpu 3/ikc-
HEHHi OYJIIHT'Y Ha KOPIIOPaTUBHOMY DiBHI BIUIMBY Ta/ab0 MPOTH 00'€KTIB 3 BUCOKUM pIBHEM i€pap-
XiuHOT 3Ha4yII0CTi, Kareropis «llepconan eé3aemodirouux inmezpamopie...» (puc. 1) Moxe moe-
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HYBaTH B COO1 MPEJCTABHUKIB POJICBUX TPYI «KHOMIUHUKU AZPecopis 1 «xamesleoHuy, siki 0yayThb
JISITH 3T1IHO 3arabHOT KOHIIETIIIT 3aX0iB MEPEIKEBOTO IIbKYBAHHS (Oy0e po32iisinymo Huxcue).

4. BoyeBup, 110 HEOOXITHICTh 301TBIICHHS KUIBKOCTI 3aIITHUX TEXHIYHUX PECYPCIB (Hanpu-
K1a0, BUKOPUCTNAHHS MONCIUBOCTEN 810pA3Y OEKINbKOX IHHOPMAYIUHO-KOMYHIKAYIUHUX naam@popm
(Ous. puc.2)), 3yMOBIIIOE 3pOCTaHHs MOTpi6HOTrO 06csary "®IHAHCOBOI CKJIAJOBOI" pecyp-
CHOTo 3a0e3meyeHHsI 3aXO0/iB MEPEKEBUH IbKYBAaHHS, SIKI MPOBOJSATHCS a00 IUIaHYIOThCs. ToOTO
(dinaHcoBe 3a0e3MeUeHHs 3aX0/(iB KiOepTpaBill MPOTH KEPTB 3 HU3LKUM PIBHEM 3HAUYIIOCTI, MOXKE
HOCUTH BEJIbMH YMOBHHH Xapaktep. B manomy BUMaaxy, 0OMEXEHHS MOXJIMBOCTEH 1O KOHTPOIIIO
amapaTHOro 1 MporpaMHOTro 3a0e3rnedeHHs TUIbKU Ha piBHI "KiHmeBHX cnoskuBadviB", 00yMOBIIIOE
"ckpoMHi" piBHI OIOJDKETY MOMIOHUX aKIlid (8 danomy 6uUnaoky, 83azaii, MONCHA 2080PUMU NPO
cumyamusHutl Oyninecopcune). Y TOH ke 4Yac, aTaka EepTBH 3 HU3bKUM pIiBHEM i€papxidHoi 3Ha-
9yIIOCTI, MOKE 3/IICHIOBATHCH MUISIXOM "3JI0MY" Ta MOJAIbIIIOr0 BUKOPUCTAHHS CTOPOHHIX amapa-
THHUX PECYPCIB (Hanpukiao, wiisaxom Gopmysanus OOm-mepexci, o noumuUpioe HakienHUYbKUull Ko-
Hmenm). B 1anoMy BUTIagKy BCi BUTPATH, IO CTOCYIOTHCS OIUIATH MEPEKEBOrO Tpadiky i eneKT-
POKUBIIEHHS] CKOMIIPOMETOBAHUX MPUCTPOIB, HECYTh BIACHUKH LIUX (371aMAHUX) IPUCTPOIB.

Takum 4nHOM, CKIIaJ, CTPYKTypa i MacmTad (abo kinvbkicms) 3aaydeHux pecypciB (puc. 1),
BU3HAYAIOTH Pi3HUINO B MOTPibHUX 06csarax "®ITHAHCOBOI CKJIAOBOI" s pizHux akiiit
MepekeBoro Oymnry (puc. 2). KpiM Toro, Marouu Ha yBa3si 3HaYHY KOPEJSII0 CTPYKTYPHU i OCHOB-
HUX CKJIAZOBUX 1H(QOpMALIHHUX omepaliii Ta KiOepOymiHTy, MOKHA CTBEP/DKYBATH, IO PO3MIp
"®IHAHCOBOI CKJIAJIOBOI" pecypchoro 3abe3meuenHsi, 6e3M0cepe/IHbO BU3HAYAE PiBEHb
MOTEHIIIHOT CKIIQJIHOCTI CTPYKTYPH 3aX0/iB KibepTpasii. [HIMMH crioBaMu, BpaxoBYyIOUH OaraTo-
piBHeBUl (abo nowaposuii) XapakTep CydacHHX iH(pOpMalIWHUX omepaliid, HasBHUI po3Mmip di-
HAHCOBOTO 3a0e3MEeUeHHsI 3aX0J[iB MEPEKEBOTO ILBbKYBAaHHs, OOYMOBIIOE KIJIBKICTH BiJIIMOBIIHUX
BEPCTB Ha KO>)KHOMY 3 eTamiB iH(opmaiiifHoro BIiuBy. Y cyHeHHs abo iHdopMalliiiHe KymipyBaHHs
OJTHOTO a00 X BIApa3y NEKIIbLKOX IIAPIB «aTaKyIOUYOro» KOHTEHTY (6e36i0HOCHO npuuuHu nodii) He
3MIHIOE 3arajlbHOTO BEKTOPY IMPOBEACHOI aTaku (KibepTpaBiii) Ta rapaHTye 30epekeHHsT He0OX1aHOT
iH(pOopMaIifHOT MOBICTKHA. BoueBHb, MO MOCHTIIOBHICTh, IHTEHCUBHICTh Ta TPUBAIICTH iH(OpMa-
LIHOTO THCKY Ha >KepTBY, Oe3nocepenHbo nos's3ani 3 "OIHAHCOBOIO CKJIAIOBOIO" pe-
CYpPCHOT0 3a0e3ne4yeHHsl, 110 € B PO3MOPsKEHHI MOTEHIliiHOro arpecopa [18].

Tak, HanpukIIa, MPU HEOOX1THOCTI JIETITUMAITIT KEpeia TaHUX 3 3a37aJIeTib HEeMPaBINBOIO
iHpopMartieto (0151 yMos Oyniney - Oxcepena OanHux 3 HAKIeNHUYbKUM KOHMEHMOM), B OJIHOMY IIapi,
HEO0O0X1THO MOCIIOBHO pealli3yBaTH KUIbKa IPOLeayp:

a) CHHTE3YBaTH (a 32000M OHOGNI06AMU) «ATAKYIOUHID KOHTEHT;

0) CTBOpPUTHU BIANOBIAHUHN 1HPOPMaLIHHUI pecype - «IPOKIAIKY» (Hanpukiad caum abo e
memMamuyny 2Ky Ha popymi abo nabix 6 coyianrbHil mepeixrc);

B) 3a0€3MeYnTH MEXaHi3M MOCTIHHOT amensiii/BiicuiaHHsa 0 KOHTEHTY Ha JaHOMY pecypci
(01151 ymoe Kibepbyniney ye ¢hynxyis ponvosoi epynu «nomiunuku azpecopax[9]).

Jlnst HapotyBaHHs e(pekTy HeoOXi/IHa opraHizailis Ipyroro mapy, o J03BOJIUTH 3 HEOOX1/1-
HOIO TNEpIOAMYHICTIO 3a0e3MevyBaTH B3a€MHUI pEnocT Ta/ab0 MOCWIIAHHS/3TaJIKM «aTaKyrodoro»
KOHTEHTY. BoueBup, 1110 31 30UIbIIEHHSAM KUIBKOCTI MOAIOHUX IIapiB 30UIbIIYETHCS KUIBKICTh B3a-
€MHUX MTOCUJIaHb, MiATPUMYETHCS HEOOXiTHa TeMaTU4Ha MOBicTKA (8 Hawlomy npuxiadi, OaHi 3 Ha-
KIENHUYbKUM 3MICHOM), Ta eKCIIpecis bKyBaHHs. [Ipu 1ibOMY JTOKaTi3allis 1 maTpUMKa He0OXiaHOT
iHpopMaliiHOi TOBICTKH, B paMKax KOHKPETHOI iH(popMalliifHO-KOMyHIKaliiHOi mnardopmu
(puc. 2), 3a0e3mneuyeThCs MIUISIXOM PO3MILICHHS 1H()OPMAIIHHOTO pecypey - «IPOKIAJKW» Ha MOT-
piOHOi TexHiyHOI TaTdopmi. BaxknmBo minkpecauty, mo yokamis (npucymuicms) 1T aTaku Ta
JoKanis iHQopMaIiifHUX PecypciB - «IIPOKIATO0K», MOXKYTh He 30iratucs! IHmmmu cinoBamu, ataka
00paHoi XKEepTBU MOXKE IPOBOTUTHCS:

- IIpH ii NOBHIN BiACYTHOCTI Ha 0OpaHOi TeXHI4HIN mIaThopmi;

- TIpH i YaCTKOBOI MPUCYTHOCTI Ha I maatdopMi (Hanpuxiad, enizo0 3 0OMeNCeHHAM «npu-
cymuocmiy KonuuiHbo2o npesudoenma Cnonyuenux [[Imamie Amepuxu /]. Tpamna na ocHo8HUX Ha-
YIOHANbHUX THGOpMayitinux pecypcax 6 X00i eubopuoi kamnanii 2020 poky);
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- B YMOBax MapHUTETHOTO MPEACTABHUIITBA arpecopa i >KepTBU, MPUHANMHI, Ha MOYaTKOBIN
dasi araku. OueBUAHO, 110 Taki (Jyenvri) YMOBH HEBUTIIHI JUIS arpecopa, TOMY IO 3HHKYIOThH
edeKT BiJl BKUTHX HUM JIiH.

KommiekcHa aTaka epTBH, 3 BUKOPHUCTAHHSM MOKJIMBOCTEH Bifpa3y JAEKUIBKOX iH(opma-
IHHO-KOMYHIKaiiHuX 11aTdopm (puc. 2), TOTSHIIIHHO, JO3BOJISIE pealli3yBaTH OaraToeTalHy Ta
OaraTomapoBy CTpYKTypy iH(dopmaniiiHOro BILUBY. [IpoTe, Taka cxema OymiHry moTpedyBaTume
BHUKOPHUCTAHHS 3arajJbHOTO KOOPAMHYIOYOTrO IEHTPY 1 3alydeHHs OUIBIIOI KITBKOCTI BIAMOBITHUX
¢axiBiiB (puc. 1), 1110 3yMOBHUTH 3pocTaHHs (HiHAHCOBOTO 3a0e3IeUCHHS MOTPIOHUX 3aXO0IiB.

5. @akTop AOCTYIMHOCTI (Henepepsrocmi) BUKOPUCTOBYBAHUX OHJIAHH CEPBICIB 1 MOCTYT BH-
3HaYa€ HE TUIBKK CIociO, MacmTad 1 TPUBAIICTh peajizallii mporecy KidepTparii, a i 00yMOBIIOE
caMmy MO>JIMBICTh MOTO 3/ilICHEHHS. XapaKTepHUM IPUKIIAJI0M YCIIIIHO PeaTi30BaHUX 3aXO/iB Ki-
OepTpasii, 0 EKCILTYyaTyloTh ()aKTOp JOCTYITHOCTI KOMYHIKAI[IMHUX CEPBICIB, € TOJIii IO OJTHOYAC-
HOI «130JsLi» (BuUKItOUEeHHI0 ma ieHopy6éaHHio) KOMMIIHBOrO mpe3uaeHta Crnomyuenux lllraris
Awmepuku []. Tpamiia, Ha OCHOBHHUX HAI[IOHAIBHHUX 1H(OPMAIIHHUX 1 TJIOOATFHUX KOMYHIKAI[IHHUX
pecypcax (TV xomnanii, coyianvni mepesci ma in.). Takuii BapiaHT peaiizarii ataku 3abe3mnedye
MiATPUMKY TOJIOBHOT YMOBH YCIIITHOCTI MIPOBEIEHOT aKIii — HEPIBHICTh CUII arpecopa? i skepTBu.

Ipumimxa:

4_ VMOUHEHHs PObOBOI Kame2opii «azpecopy, 8 pazi MOHONOLI3AYII OCHOBHUX CKAAO08UX NPOYeCy Ki-

bepbyninzy, Oyoe Ha0ano HudcHe, NpU Po3easidi NUMAHb, CMOCOBHO AHANIOZIN 3 YMOBAMU NPOGe-
Oennst excnepumenmy C. Minipema.

[Toka30BUM MPUKIAAOM KPUTUYHOCTI (pakTOpa AOCTYMHOCTI, € MOKJIMBICTh MOTEHIIHHOTO
00'eTHaHHSA, B paMKaX OJHIE€T KOMITaHi1, XOJIUHTY a00 JIep>KaBH, OCHOBHHX CKIIAIOBHUX «PecypcHo-
20 3abe3neuennn» ta QyHKUIH «AOminicmpysannsa Koumenmy» (8UOLIEHO HCOBMUM MOHOM HA
puc. 1). TloniGHMiA BapiaHT iHTerpamii CKJIaAOBUX JOCHTH IMOBIpHUI, HAIPUKIIAA, B pa3i OBHOTO
pO3ropTaHHs HHU3bKOOPOITATBHOT TI00ATBHOI CcymyTHHKOBOI cuctemu Starlink (si0 xomnanii
SpaceX). [ToenHaHHS B OJHOMY LIEHTPI MPUUHATTS PIlICHh OCHOBHUX CKJIAJIOBUX PECYpPCHOTO 3a-
Oe3neueHHs (nepw 3a 6ce ii npoepamuoi i anapamuoi komnonenm) Ta QyHKILINA aaqMiHICTPYBaHHS
KOHTEHTY CTa€ CEpHO3HOI0 MPOOJIEMOI0 HaBITh JJI PIBHS OKPEMHUX JAEp)KaB, HE KaXy4dHl BXKE IPO
NEepCOHAJIbHUN piBEHb BIUIMBY. ATaKyloda CTOpOHA, 110 Ma€ TakKi PeCypcH, OTPUMYE B «CBOI PYKH»
BCl KJIHOYOB1 (DYHKIIT Mpoliecy: - IUIaHyBaHHS; - CYNPOBIJ; - KOHTPOJIb pe3ynbTary. bimeur Toro,
JIOMiHYBaHHSI KOPIIOPAaTUBHUX HOPM OCHOBHOI'O 1HTErpaTopa MoCayr B MUTAHHAX aIMIHICTPYBaHHS
KOHTEHTY, ()aKTUYHO 3YMOBIIIO€ KIHIIEBUI pe3yabTaT. B 1Mx ymMoBax, MOXKJIMBa MPOTUIIS OOMEXKY-
€TbCS 3aX0J]aMM B JIBOX OCHOBHUX HAIIpSIMKax: - IPABOBOMY Ta TEXHIYHOMY. 3yCHIIIS MO MEPILIOMY
HaIpsIMKy TTOBMHHI OyTH CKOHIIEHTPOBAHI Ha CIpo0ax CHOHYKaHHS (32000M i npumycy (nooamko-
6020, mapugpnozo mowo)) 3axkopaonnux |T-kommnaHii 2 BIIKPUBATH CBOI MpEICTaBHUIITBA HA Te-
PUTOPIAX MiJ IOPUCIAUKIIEID CcyO'ekTa g KOTpHUM IEMOHCTpY€E MOAIOHUN «MOTUBYKOUYHMI THCK». 3y-
CHJUIS B pPaMKax 2-T0 HampsMy, CKOpIlI 3a Bce, OyAyTh 0OMEXYyBaTUCh, 3aX0JaMU (hparMeHTapHOT
¢inbTpanii KOHTEHTY, JILeH3yBaHHS Ta KOHTPOJIIO MOCTaYaHHA aOOHEHTCHKOro 00MagHaHHA (6 m.u.
NONEPeoHbO20 6CMAHOBICHHS I KOHMPONIO OXdcepel nouupeHns 8ionosionozo I13), i To, TINBKH 3a
YMOBH J1€3JaTHOCTI BIJTIOBITHUX BiZJOMCTB, Ta CITyXk0.

Ipumimxa:

2_ cepeicu, cyxcou ma nociyau SAKUX, BUKOPUCMOBYIOMbCSL, A0 MOXCYMb Oymu UKOPUCMANI, 8 MO-

MY YUCTL, 015 Yinel nposedeH s aKyill Mepenceso2o Oyninzy;
§_ BUPIWEHHS NPOOIEMU MPAHCNAPEHMHOCMI KOPOOHI8 ) KiDepnpoCmopi, WisAXom 1020 ceemenmayii
HOPMAMUBHO-NPABOBUMU 3ACODAMU, 8 MENHCAX OKPEMUX MEPUMOPIANbHUX IOPUCOUKYTI.

6. BiamoBimHO 10 YMOB ekcriepuMeHTy Minrpema (excnepumenm npo noxkopy), 10 WOTo Tpo-
BEJICHHS 3aJTy4aliCh: — «EKCIIEPUMEHTATOP» (NepCOHA 3 NOBHOBANCEHHAMU KOPUSYBAMU Xi0 eKchne-
pUMeHmy); — «BUUTENb» (6UNPOOYSAHUU, SAKUL JUlle YACMKOBO YABIAE CEHC eKCNepUMeHMmY),
— «y4deHb» (aKkmop, Wo 2pas c8or poib Ma Maes YAeleHHs NPo CeHC ekcnepumenmy). SIKi ) aHayorii
MO>KHA BUJIUTUTH, TIOPIBHIOIOUH YYACHUKIB €KCIIEPUMEHTY PO MOKOPY Ta POJl OCHOBHUX (irypaH-
TiB aKIii IIbKyBaHHs B KibeprpocTopi (auB. puc. 3)?
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JlopeyHo 3ayBa)KWTH, 1110 POJIbOBA CTPYKTYpa YYaCHUKIB 3BUYAHOTO OyJIIHTY Habarato mpo-
CTiIle, HIXK POJIbOBA CTPYKTYpa YUaCHHUKIB KiOepOymiHTy. Tak, B cUTyallii «TpaauIliiHoTo» OYyIiHTYy
MPUCYTHI TPH OCHOBHI POJIi: — KEPTBa, NepeciiayBad i cBiok. IIpu npoMy poiboBa CTPyKTypa Ki-
OepOyIiHry mependadyae MPUCYTHICTh HACTYHMHHUX akTOpiB [9]: 1 — «arpecopu»; 2 — «IOMIYHUKH
arpecopiBy», siKi 3a0€3Me4yI0Th HMIATPUMKY MPOIECY IbKYBAHHS; 3 — «OKEPTBU», 11€ YIACHUKHU TPO-
1ecy, 0 MiJar0ThCs MyOIIYHOMY IBKYBAHHIO; 4 — «3aXMCHHUKH 1 XaMEJICOHUY, MPEACTABHUKH ITUX
IpyIl He CTabIBHI 1 MOXKYTh MITPyBaTH MiK IPyIaMH «CIIOCTEpIiradiBy i «arpecopi» (abo «nomiu-
HUKI@ azpecopiey), S — «crocTepiradi» e HaW4MCIICHHINIA 1 CUTYaTUBHO HE aHTa)XOBaHA rpyra
YUYACHHKIB (MpUHAUMHI, HA NOYAMKOBOMY emani nooitl).

: |I - BUCOKWI piBeHb : Minrpema ! HH - HU3LKMIA piBeHb :
Iy 3mauywocrTi xepTeu : Ulln anauywocTi xepten !
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= g (demoHcmpamop) g (3asienexa xepmea) =| (0emoHcmpamop) |9 E
< S S J Il E :
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Puc. 3 — IlepenbauyBaHa CTpyKTypa aHAJIOT1i

BpaxoByroun (pakTop aHOHIMHOCTI TIPHUCYTHOCTI MPEACTaBHUKIB 5-1 rpynu (8 x00i 30itichenns
3ax00i8 Mepedcesol YybKy6aHHs), MOXKHA 3a3HAYMTH, 110 HA BIAMIHY BiJ| CUTYAIlil «TPaAUIIIHOTO»
OyJiHTYy, B JaHOMY pa3l BIJICYTHIH MPSMUN KOHTaKT MIXK «arpecopom» 1 «cmocrepiradyamu». Ilpu
IIOMY, BiJiJJaJieHa MPUCYTHICTh YYACHHKIB L€l TPYMH Ta MOXKJIMBICTD IIBUAKOI 3MIHU X YUCENIBHO-
CT1, BU3HAYalOTh OCHOBHY POJIbOBY (DYHKIIIIO JAaHOI IPYIH, 3apaju SKOi, BIACHE, OPraHi30BYETHCS 1
HIATPUMYETbCS Bee JiiicTBO. TakuM 4nMHOM, 3 OMVIAQy Ha LIBUJAKICTh, MACHITA0OBAaHICTh Ta MOBTO-
PIOBAHICTh MPOIIECY LbKYBaHHS, LI TPyNa YYacHHKIB, J1e-()aKkTo, € KIHIIEBOIO LU0 MPOBEICHHS
BCi€T aKii, 3a pe3yabTaTaMu SKOi OBMHHI OyTH CKOPHUIOBaHI iX collialbHUN (MEpexeBHii) cTaTyc
abo corianpHa (MepexeBa) MOBEAIHKa, a00 K 1 Te i 1HIIe 0JHOYacHO. TOOTO, B JaHOMY BHUIIAJIKY,
MO>KHa TOBOPUTH NP0 MPHUXOBAHY HACUIBHUIIBKY KOPEKI[il0 caMoifeHTH(]iKalii yJacCHUKIB JaHOl
IPYIH, MUISXOM TTOCITIIOBHOT 1 HABMHCHOT 3MiHH 1X YSBJCHb, IIPO HOPMH COLIaTIBbHOI (Mepedicesoi)
MOBEIIHKH B KiOEpIIpoCcTOopi.

Mo>Ha MPUITYCTUTH, 10 caMe TaKe TPaKTyBaHHS MPUXOBAHMX IUICTIOKIIAAaHb TIpoIiecy Kide-
pOyIIiHTY, € Ti€l0 CHOJIYYHOIO, KOTpa 3a0e3neuye HOoro KOHILENTYalbHY aHAJIOTiI0 3 OCHOBHOIO Ia-
paaurmoro excrepuMmenty C. Minrpema. V 3asBJIeHOMY KOHTEKCTI HESIBHIN PO «CHOCTEpIrayiBy,
POJIb OKEPTBH» TPAHCPOPMYETHCS B IHCTPYMEHT JJISl IOCSTHEHHS 1HIIOI, MPUXOBAHOI TI00aIbHOT
MeTH — 3abe3nedeHHs1 abCOTIOTHOTO JOMIHYBaHHS B HAWOUIBIN MPEICTaBHHUIIBKOI MEPEKEBiM po-
760BO1 rpymi. [Ipy Takiif mocTaHOBII MUTAHHS, POJIb <OKEPTBUY, SIK 1€ HE JUBHO BUIJISIAE, 11€ BChO-
O JIMIIE «IIAPMa», OCHOBHUM TPU3HAYCHHSM SIKOi, € HaB'SI3yBaHHS MEPEKEBOTO AMCKYpCY i3 3a-
3JIaJIeri/lb BU3HAUEHUM HApaTHBOM 1 MPUXOBAHUM KiHIIEBUM I[UICMIOKJIAAaHHAM. [HITMMH clioBamH,
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B JIaHOMY BHIIaJIKy, MOXXHA TOBOPUTH PO OJHY 3 MOXKIMBHUX peaii3aliil cTpaTerii HeNMpsAMHX JiH,
110 aJanToBaHa JI0 YMOB iICHYBaHHS 1H(GOPMAIIITHOTO CYCHIJIBCTBA 1 MOXKJIMBOCTSM BEICHHS 1H(O-
pMariitHux omepariii B KioeprpocTopi.

A Ttenep, BIaCHE, MPO aHAJIOTI 3 «EKCIIEPUMEHTOM IIPO MOKOPY». BoueBu b, 1m0 HalmpocTi-
1€ BUUIMTH YYaCHUKIB TPYIH «8uumensy (207106Hull unpoo08y8anull yboeo ekcnepumenmy). Bi-
JTHOCHO TIporiecy OyiiHry B kibepcdepi, Taki GyHKINI BUKOHYE «azpecopy. IIpu 1boMy BU3HAUYaAJIb-
HOIO SIKICTIO MIPEJICTABHUKIB II€T TPYIH (Mepedceso2o cniemosapucmed) TOBUHHA OyTH TOTOBHICTh
«ATH 10 KIiHIIS», B paMKax pealtizailii BChoro KOMIUIEKCY 3aXOJiB IIbKYBaHHS, 00'€ JHAHUX 3arallb-
HOIO cTparerieto aiid. Kpim Toro, rpyna «euumens) MOXe MOTIMHATH 1 POIBOBY KaTErOPil0 «HoMi-
YHUKU azpecopie», siKa B OUTBIIOCTI BUITAJIKIB 3HaHOMa 3 MOPSIKOM Ta YMOBAMHU MTPOBEICHHS 3aX0-
aiB tpasii (puc. 3). OqHak, y BUMAJKaxX MPOBEICHHS 3aXO[IB 3 «IJI00AJIBHUM PIBHEM BILTUBYY,
MPEJICTAaBHUKH I1i€1 POIBOBOI TPyIH, MBUJIIE 32 BCE, HE OyIyTh O3HAMOMIICHI 3 KiHIICBOIO METOIO
npoBeaeHol akuil (3anyuaromvcsa 0ns 3a60amb NIO20MOBKU KOHMeEHmY abo RIOMpumKu npoyecy
YbKyeanHs). [HIIMME CIIOBaMH 3aBJaHHS aKTOPIB IPYIH «6UUME/Ib)» MOKYTh OyTH (hparMeHTOBaHi,
a X BUKOpUCTAaHHS OOMEXYBaTUCS paMKaMH Tepe10adeHnX eTamiB/CTa il MepexeBoi aTakH.

Taxosx ¢ MaTu Ha yBasi, 0 HA BiMIHY BiJl yMOB ekcriepuMeHTy C. Minrpema, Jie «yueHs»
MaB T€BHI YSBJICHHS MPO 331yM Ta X1J] eKCIIEPUMEHTY, B BUIIAJKY 31HCHEHHI 3aX01B KiOepOymiHTY
MapKOBaHA Jcepmea aTaku HE Mae BiIMOBIAHUX mpedepeHIiiii. B ymoBax MepexeBoi TpaBii Taky
0013HaHICTh MOXXYTh MaTH TUIBKU HPEICTaBHUKU POJIOBOI IPYIH «XaAMeneOHuU», Ki BUCTYNAIOTh
CBOEPITHUMH KaTajizaTopaMu abo MPOBOKATOpaMu NOTPiOHUX 1iii acepmeu. IlepebyBaroun, Ha
PI3HUX CTafisiX aTakd, B PI3HUX POJILOBUX IMOCTACAX («cnocmepieauy, «3AXUCHUK Jcepmeuy abo
«NOMIYHUK azpecopay), YIaCHUKU POJIbOBOI TPYIH «XAMEIeOHU» € SKBIBAJCHTOM IOBEIIHKOBHX
AKOCTEeH «puHa» 3 ekcriepuMeHTy Muirpema. BoueBu b, 1110 npecTaBHUKY 11i€i IPyNU NOBUHHI OY-
TH JOCUTH 1HPOPMOBaHI 3 MPUBOAY PEaTi30BAHUX 3aXO/IB IIBKYBAHHS (MpUHALLMHI, NPO 3aN1AHO8A-
Hi cmadii 3ax00ie mpasni ma mapkepu 81AcHol poibogoi miepayii). 3po3yMilio, 110 KpayaCOpCiHT B
JaHOMY BUIAJIKY BUKJIIOUSHHI, TOMY 3aTy4eHHs (axiBIiB BiIMOBIMHUX KBamidikaii, mpodeciiHux
SIKOCTEH Ta MOTHBAIIii, MOXKJIMBO TiIBKH Ha OCHOBI Miapsiay abo IT-ayrcopcinry (puc. 1-2).

BuHukae noriyHe 3alMTaHHS: - XTO K BU3HAYA€E «H#cepmeyy Ta (opMye CTpaTerito Beiei akiii
(mobmo, npasina aominicmpysanms konmenmy, cmaoii, yac i macuimad nposedeHHs: 3ax00ig)?

B momykax BiAnoBiAl MM BUXOAMMO Ha TIOBHOBAKEHHS «eKcnepumenmamopay (6 mepmino-
N02ii’ ekcnepumenny npo noxkopy). BpaxoByroun TEHIEHIII0 OCTaHHIX POKIB, JI0 «3POILEHHS JIKe-
pesl KOHTEHTY Ta OCHOBHHUX CKJIQJIOBUX PECypCHOro 3a0e3nedeHHs iHPOopMaLiiHUX CHUCTEM, Boye-
BUJIb, [0 YYaCHUKAMH POJIbOBOI TPYIH «eKCHepUMeHmamopy, Npu BUCOKUX PIBHAX i€papXidyHOi
BXJIMBOCTI 00'€KTiB KiOepTpaBii, MOXKYTh OyTH TiIbKH BUrOJOYTpHMYBadi (abo Mononoricmu)
pe3ynbTaTiB noJi0Horo o0'enHaHHA. KpiM TOro, HE3HAHHS «#cepmeoroy) MEpPEXKEeBOro LbKYBAHHS
(hakTy MPUCYTHOCTI B CXEMI aTaku (3ax00i8 NCUX0N02iUH020 MUCKY), YIACHHUKIB POJIBOBOI KaTeropii
«excnepumenmamopy (68 HauwloMy 8UNAOKY MOHONONICMA IHMe2PO8aAHUX pecypcie), NTOJATKOBO IMO-
CHJIIOE 1CHYIOU1 aHAJIOT1i 3 yMOBaMH MpOBEACHHs ekcnepuMenTy Minrpema. [Ipu npomy, B 3axomax
MEpEeKEBOro IIbKYBaHHS Ha HIDKYMX PaHrax iepapxii (mobmo 6 «mpaouyitinomyy po3ymMiHHi 6unao-
Kig KibepOyninzy), B pOJIl «eKchepumeHmamopa», Haxajlb, MOXYTh BUCTYNATH TPEACTaBHUKU
TUMYAaCOBHUX MEPEKEBUX CITIBTOBAPUCTB, SIKI BU3HAYAIOThH JIOKAJIbHY 1HQOpPMALIHHY MOBICTKY (0H-
JIQUH 2010CYBAHHS, PEUMUH208i OYIHIOBAHHS, ONUMYBAHHA Ma iH.) Ta GOPMYIOThH MOTPIOHY JUId HUX
(bopMmy ysBIEHB, IPO HOPMHU MEPEKEBOT MOBEIIHKU B «iX» KIOEpIpoCTOpi.

3 BucHoBku

1. O0'exTH KiGepTpaBIli 3HAYHOIO MIPOIO KOPEIOIOTh 3 OCHOBHUMH 00'€KTaMH BIUIUBY B X O
BEJICHHS Cy4acHUX iH(OopMaIiifHUX onepartiii.

2. ITpu peanizauii ki0epOyIIHTY POJIb «KEPTBU» 3BOJIUTHCS 10 (PYHKLINA AEMOHCTpaTOpa MO-
KIIMBOCTEH «arpecopa, CTOCOBHO 3MiH MEPEKEBOI0 CTaTyCy Ta KOPUT'YBaHHs YSABJICHb PO HOPMHU
MepeKeBO1 OBEIIHKY MPEJICTaBHUKIB HAHOUIBII YUCIIEHHOT POJIbOBOI IPYIU - «CIOCTEPIrayiBy.

3. 'onoBHa MeTa MpeCTaBHUKIB POJILOBOT IPYIIU «arpecop» Mpu peasizalii akuii kioepOymi-
HTY, 11e 3a0e3ne4YeHHs a0COTIOTHOTO JOMIHYBaHHS B POJIEBIM IPyI «CIOCTEpIradiBy.
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4. PiBeHb i€papXiuHOi 3HAYYIIOCTI MPEJCTaBHUKIB POJBOBOI IPYMH <CKEPTBa», 00YMOBIIOE
HEOOXITHY CTYMiHb iHTerparlii (Monononizayii) GyHKIIH aaMIHICTPyBaHHS KOHTEHTY 1 OCHOBHHX
CKJIaJIOBUX PECYPCHOTO 3a0e3MeueHHs 3aIydyBaHUX 1HPOPMALIHHO-KOMYHIKAI[ITHUX CUCTEM.

5. PiBeHb 3HAUyMIOCTI MapKOBAHOI KEPTBU aTaKH, B 3HAYHIN Mipi BU3HAYa€ HEOOXiTHUI 00-
car (hpiHAHCOBOT CKIIAIOBOI PECYPCHOTO 3a0€3MeUeHHS 3aX0/IiB Ki0epTpaBii.

6. CygacHi akIiii MepexeBoro OyJiHTY, OCOOJMBO y BUIAJAKaX BHUCOKHX PiBHIB 3HAYYIIOCTI
00'eKTiB KiOepTpasii, MalOTh OaraTopiBHEeBHiA Ta OararomapoBuii xapakTtep. HelTpamizaiis o1HOTO
a00 X Bi/Ipa3y JEKUIBKOX IIAPiB «aTaKyHUoro» KOHTCHTY HE 3MIHIOE 3arajbHOr0 TpeHIy KidbepTpa-
BIIi 1 TapaHTye 30epekeHHs] HE0OX1THOT iH()OpMAaIIITHOT TOBICTKH.

7. Po3mip (iHAaHCOBOI CKJIaJ0BOi PECYpCHOTO 3a0e3IeUueHHs arpecopa, BU3HAYa€ MOTEHITIN-
HUH piBEHb CKJIQJHOCTI CTPYKTYPHU 3aXO0iB KiOepTpasJIi.

8. Xapaktep MOBEAIHKH 1 POJIi OCHOBHUX YYAaCHHKIB IpOIECy KibepTpasii, 6arato B 4omMy
IICHTHYHI YMOBaM Ta LUJISIM IPOBEACHHS eKCTIepuMeHTy Minrpema.

9. B 3anexHocTi BiJl pakTHYHOTO PIBHS 1€papXivyHOI BAXIIMBOCTI 00'€KTIB KibepTpaBii, MOX-
JMB1 ICTOTHI BIIMIHHOCTI B IPEACTABHUILITBI IPYIH «EKCIIEPUMEHTATOPY.

10. IIpu BHCOKHMX PIBHSAX i€papXiuyHOI BaKIUBOCTI O0'€KTIB KiOepTpaBii, MpeICTaBHUKAMHU
POJBOBOT TPYIH «EKCIIEPUMEHTATOPY, € 61ACHUKYU THTETPOBAHUX AaKTUBIB (nepuws 3a 6ce ingopma-
YIIHUX | MeXHIYHUX).

11. [puHIMTIOBOIO YMOBOIO «YCHIIIHOCTI» 1H(OPMAIifHOTO BIUIMBY, B paMKaxX MPOBEICHHS
akuii OymiHTy B KiOepmpocTopi, € 3a0e3neyeHHs] MOTPIOHOTrO PiBHS AMCIAPUTETY MOMKIMBOCTEH
(pecypciB) arpecopa i KepTBH.

12. OnHo4acHe BUKOPUCTAHHS aTaKyHUOI CTOPOHOIO MOKJIMBOCTEH BiJipa3y NEKIIbKOX 1H-
dbopMaIliiHO-KOMYHIKalIMHUAX TIATHOPM, € MMOKA30BUM MPHKIAIOM 3a0€3TeUeHHsT HEPIBHOCTI MO-
KIIMBOCTEH arpecopa i )epTBH.
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AHann3 GaKTOpPOB U YCI0BUi peann3anuu KuOepOy/IMHIa, ¢ y4€TOM BO3MOKHOCTEl COBPpEeMEHHBIX HH()OPMALHOHHBIX CH-
cTeM.

AHHoTanus. IIpencraBieH mepedeHb OCHOBHBIX 0000IIEHWH M (haKTOPOB, XapaKTEpHBIX IS PA3IMYHBIX BAPHAHTOB H YCIIOBHUI
OCYIIECTBICHHUS aKUUi ceTeBoi TpaBmu (kubepOyiumHra). IlpemnoskeHa apryMeHTanusi ONpeAeiIeHHBIX aHAIOTHH W COBIAJCHUIH
MEXTy TPOIIECCOM CETEBOM TPaBIH, a TAKXKE YCIOBUSIMH U LEJISIMH IPOBEICHNS COBPEMEHHBIX HH(POPMAMOHHBIX oneparuid. O6-
palieHo BHIMaHUE Ha TO, YTO YCIOBHSA KHOEPTPaBIM BO MHOTOM COBHAJAIOT C MapaaurMoi skcnepumMenta C. Munrpama. Ilpemio-
XEHa apryMEHTaIHsl CyTH HEKOTOPBIX aHAJIOTUH MEXAy NMPOSIBICHUSAMHI KHOepOyIIMHra M OCHOBHOH (alyIoit 3KCIIepUMeHTa O Io-
BHUHOBEHHU. [10JUepKHYTO, YTO yPOBEHb HEPAPXUIECKOI BAXKHOCTH 0OBEKTOB KNOEPTPaBIIH, 00YCIOBIMBAET CTEIEHb HEOOXOANMOM
uHTEeTpanyy QYHKIUH aIMHHUCTPHUPOBAHMS KOHTEHTa M OCHOBHBIX COCTAaBILIIONIMX PECYPCHOTO OOECIEYEHHsS COBPEMEHHBIX HH-
¢dopmannoHHEIX cucTeM. OTMEYEHO, YTO MHTErpalyst B OAHOM I[EHTPE MPHHATUS PEHICHUH OCHOBHBIX COCTABIISIONINX PECYPCHOTO
obecniedeHuss ¥ (QYHKIMI agMHHUCTPUPOBAHMSI KOHTEHTA, SIBISIETCS CEPbe3HOI MpoOJieMOH Nake ISl YPOBHS OTACNBHBIX I'OCY-
JIApCTB, HE TOBOPS YK€ O MIEPCOHATBHOM YpOBHE Bo3aeiicTBUsA. OOpalieHo BHUMaHUE Ha TOT (DaKT, YTO KHOePOYIUTMHT MOXKET peaju-
30BBIBATHCS, KaK ITyTE€M HCIONb30BAHHUS BO3MOXKHOCTEH OTAETBbHBIX MH()OPMAIIMOHHBIX TEXHOJOTHUH, TaK ¥ BOILIOMATH KOHIIEIIUIO
HHTETpUpOBaHHOU aTakd. [loquepkHyTO, 4TO sIBIICHUE KUOSpOYIUTHMHTA SIBISIETCS 3HAYMTEIHHO HEIOOLCHEHHBIM H II03TOMY, Ipea-
CTaBIsIET CO00I Cephe3HYI0 MPOOIEMY COBPEMEHHOCTH.
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Analysis of factors and conditions of implementation for cyberbullying, taking into account the capabilities of modern infor-
mation systems.

Annotation. A list of the main generalizations and factors characteristic of various options and conditions for the implementation of
actions of network bullying (cyberbullying) is presented. The argumentation of certain analogies and coincidences between the pro-
cess of network bullying, as well as the conditions and goals of modern information operations is proposed. Attention drawn to the
fact that the conditions of cyberbullying largely coincide with the paradigm of S. Milgram experiment. The argumentation of the
essence of some analogies is offered between the manifestations of cyberbullying and the main concept of the experiment of
S. Milgram's experiment. It is emphasized that the level of hierarchical importance of cyberbullying objects, determines the degree of
integration of content administration functions and the main components of the resource support of information systems. It is noted
that integration in one decision-making center all major technical resources and content administration functions, is a serious problem
even for the level of individual states, not to mention the personal level of exposure. Attention is drawn to the fact that cyberbullying
can be implemented, both by using the capabilities of individual information technologies, and embody the concept of integrated
attack. It was emphasized that the phenomenon of cyberbullying is significantly underestimated and therefore, represents a serious
problem of our time.

Keywords: Bullying; Cyberbullying; Information agenda; Content; Information Technology; Technical platform; Network behavior;
Network status; Milgram's experiment.
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64849 Moureppeii, HyeBo-Jleon, Mekcuka
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Hapitinora: JTrormit 2021.

Anomauia: Bioomo, wjo 3a60anHs n06y006u CIMpPYKmMypu Cymamopd, aKuil npayioe no 008LIbHOMY MOOYIIO M | GUKO-
HAHULL HA TOSTYHUX eleMeHmax 3 080oMa CMILIKUMU CIAHAMU, € aKMYAibHOI HAYKOBO-NPUKIAOHOIO0 3a0auero. [anuil
Mun cymamopa euKopucimo8yemuvcs, AK 8 No3uyitinil 06itikosit cucmemi yucienns (IICH), mak i 6 Heno3uyiunii cu-
cmemi yucaenns 8 sanumxosux kiacax (C3K). SAxwo samuwuxu a; i by uucen A = (a || az || ... |l aill .- |l a i B = (b1 ||
by || .- |1 bi |l - || by, npedcmasnenux ¢ C3K, oani 6 osiiikosiit IICC, modi cymamop 060x sanuwikie ai i bi no mooy-
a0 mi s61s€ coboio cykynnicms 3 n = [log2 (m; - 1) +1] ositikosux oonopospsonux cymamopis (JOC). Ilpu yvomy
6ci JIOC 06'eonani mixc coboro 38'a3xamu, nodibHO 38'A3Ki6 NOUYIIHUX O08IlIKOBUXx cymamopie. Memoio cmammi €
PO3po6Ka aneopummy nobyo0osu CmpyKmypu cymamopy 080X 3anuwikis a; i by uucen A ma B 015 008invH020 3HAUEHHSA
m; mooyna C3K. Lle npoyec peanizoeanutl, wiisxom opeanizayii Hogux mixcpospsonux 36'sa3xie JJOC, 3 euxopucman-
HAM nosuyitinozo cymamopa no mooymo M = 2" - 1. Biozuaueno, wo icuyioms cneyianvii Habopu mooynis, saKi 3a-
cmocosytombcs npu 00poodyi oanux ¢ C3K. Tak, npu euxoHanHi onepayii MOOYIbHO20 CKIAOAHHA 3ATUWIKIE Ulcer,
MOJICe BUKOPUCIIOBYEAMUCS 00UH 3 3-X 63acMHO nonapro npocmux uucen (6udy M =2"-1, M = 2" a6o M = 2" + 1).
Toxazano, wo ons cunmesy cymamopa no mooyno mi C3K, ¢ cmpykmypi cymamopa no mooymo M, Heobxiono 6io0-
NOBIOHUM YUHOM CHOPMY8amu 000amKo8i 36'I3KuU.

Knrouogi cnosa: nenosuyitina cucmema 4ucients;, 0OHOOIMOBUL CymMamop, CUCmeMa 3aaUKO8UX KIACI8;, CyMamop
3ANUWIKIG, YIIOYUCENbHI apudmemuyni onepayii.

1 Beryn
BukoHaHHs 1ioOYHCEeNbHUX apuPMETUYHUX OIepalliil Jo/aBaHHs, BiAHIMAHHA 1 MHOXCHHS
nBox uucen A=(a |la,||.-11all--lla) 1 B=(||b,||..||b ||...]lb,) B HEMO3UIiiiHi} CUCTEM] YMCTICHHS B
3anumkoBux kiacax (C3K) 3aiiicHIOEThCS MIIAXOM peantizaiii BIANOBIIHUX 3aJUIIKIB & 1 b, yucen
A i B 3a BigmoBigHuMM MomyisaMu (ocHOBaMH) m, (i =1k) He3aleXHO OJUH BiJ OJHOTO i mapane-

JBHO B yaci mo koxxuoMy 3 K ocHoB C3K [1-3]. Bizomo, 1110 OCHOBHOIO OIEPAITi€l0, KA Peali3yeTh-
cs1 komm'torepHoto cucteMoro (KC), sik B mo3uniiiHii 1BiiikoBiil cucremi uncnenns (IICY), tak 1 B
C3K, € omepariisi fogaBaHHs ABOX 4Hcell. B 11boMy acrmekTi ogHUM 3 TojoBHUX KomMmoHeHT KC e
cymarop n1Box uucen. 3okpema, komnoHeHTamu KC B COK, nmopsa 3 no3uuiiHuMu cymaTopamu, €
TaKoX cymartopu Box yucen no moxayio m . B COK MoxynsHa onepariist ckiiaganHs (a +b)modm,
pearizyeTbcsi Ha OCHOBI BUKOPUCTaHHS MaJIOPO3PSAIHUX CyMaTopiB 3a MoayieM m;. OAuH 3 MeTo-
JB peattizallii MOIyJIbHOI omeparlii CKiIaganHas (a +b)modm TIPYHTYETHCS HAa BUKOPHUCTAHHI CTPYK-
TYp MaJIOpO3PSIAHUX JBIMKOBHUX cymaropiB [4]. Januil miaxin Hajgae MMUpoKuil BUOIp BapiaHTIB pe-
anizauii CTpyKTypu Takux cymartopiB. Lle mo3Boisie B MOBHIN Mipi BUKOPHCTOBYBAaTH HasBHHUM
MPaKTUYHUN JOCBIJl IPOEKTYBaHHS 1 BUOOPY CTPYKTYp JTOBIYHUX CyMaTOpiB.

TakuM YMHOM, BaXIIMBOIO 1 aKTYaJIbHOIO HayKOBO-TIPUKJIATHOIO 331a4elo € 3a/1a4a Mo-0yJI0BU
CTPYKTYp CyMaToOpiB, L0 MPAIIOIOTh 32 TOBUIBHUM MOJYJEM M, , BUKOHAHUX Ha JIOTTYHUX €JIeMEH-

Tax 3 JBOMa CTIMKMMM CcTaHamH. SIKIo 3anumkd a 1 b uumcen A=(alla, ..l ll..11a) Ta
B=(,lb,|..Ilb..]|b) mo momymro m. C3K mpencrasneni B asiiikoiii [ICC, Toni cymaTop a1BOX
3aJMIIKIB @ 1 b, MO MOJYNIO m, MpEACTaBisie cOOOI0 MOCHIIJOBHY CYKYINHICTB 3 n=[log,(m —1)+1]
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nBiiikoBux oxHOpo3psaaHux cymaropis (JJOC), sxi 06'exHani Mik co00I0 3B'sI3KaMu, OIOHO 3B's3-
KiB TTO3UIIIMHUX JBIMKOBUX CyMaTOPiB.
Mema cmammi — IpeICTaBUTH AITOPUTM NOOYJJOBU CTPYKTYPH CyMaTopa JIBOX 3aJIMIIKIB a, 1

b. uncen 4 ta B, misa poBiabHOro 3HadeHus Moayiaro m. C3K, nuissxom HOBOI oprafizarii MiKpo3-
1 1 9
psanaux 3B'13kiB JIOC, 3 BUKOPUCTaHHAM MO3UIIIHHOTO cymMaTopa Mo MOy M =2" 1.

2 OCHOBHA YaCTHHA

Binomo, mo agiiikoBi cymatopu B I[ICY maroTh (pikcoBaHy BEeTUYHHY MOAYJISI, PiBHY 3HAYCH-
HIO ynciaa M =2"-1. Jlana oOCcTaBMHA BUKJIIOYAE MOXKIIMBICTh 1X 0€3MocepeIHhOT0 BUKOPHUCTAHHS
g poButeHOro Moayna m, C3K. SIkmo moxyns M cymaropa, BiapizHseTbes Big Mmoaymnto m, C3K

Ha OJIMHMIIIO, TO ICHY€E JBa BapilaHTU MPaKTUYHOI peani3auii onepaii JogaBaHHs (a +b)modm, IBOX
saimumikiB a, 1 b, 1o moxyaro C3K. PosrisiHemo Oibin reTanbHO i Bapiantu [1].

Iepwuii eapianm. Mae micuie HACTYIHE CIIBBIAHOIIEHHS MOAYNiB: M =m +1. B 1iboMy BH-

MaJKy PO3TIITHEMO MOKJIMBI YMOBH BUKOHAHHS TPOIEAYP peati3allii MOAYJIBHOTO CKIIAIaHHS JBOX
3QJIMILIKIB YHCEIL.

[lepma ymoBa. SIKIIO 3aiMIIKKA YWCEN BIAMOBINAIOTH BUMO31 a +b <m, TO KOpEKIis pe-
pe3ybTaTy oneparii MOAyJIbHOTO CKJIalaHHs He OTpiOHa.

Jlpyra ymoBa. SIKIII0 BUKOHYETHCS CIIBBIIHOLIEHHS & +b =m,, TO BMICT cymMaropa 1o MOJIY-
10 00HYJIsIEThCS (CKUOaembest).

Tperst ymoBa. SIKIII0 BUKOHYETHCS CHIBBIAHOMICHHS a, +b, =M , TO IPH HAsBHOCTI HYJISI cCyMa-
TOpa, B MOJIOALIOMY PO3psi/i CyMaTropa BCTAHOBJIIOETHCS OJHMHUIIL 3 OJHOYACHUM OOHYIIHHSIM
(ckuOanmsm) THIIUX TBIHKOBUX PO3PSIIIB CyMaTOpA.

YerBepra ymoBa. Skmo a +b >M, To pe3ynbrar omnepauii Oyae IOpiBHIOBATH 3HAYCHHIO
a+b—-M=(a+b-m-1)modm =a +b -1. B mboMy BHIIagKy, B CyMarTopi, JIAHIIOT MEPECHECCHHS 3
BUXOJY CTapIIOrO PO3PsAy MEePEXOIUTh Ha BX1Jl MOJOAIIOTO PO3PSIIY.

Hpyeuti sapianm. Mae Miclie HaCTYITHE CIIBBIJHOLIEHHS MOAYNIB M =m —1. ¥ npomy pasi €
HEOOXIHICTh B KOPEKTYBaHHI pe3yJIbTaTy oneparii MOAYJIbHOTO CKJIQJaHHs 3aIMIIKIB.

[lepuia ymoBa. SIKII0 BUKOHYETHCS CIIBBIAHOLIEHHS @ +b <m,, TO KOPEKIlisl pe3yibTary ore-
pariii He BUMaraeTbcs.

Jlpyra yMmoBa. SIKI110 BUKOHYETbCS CIIBBIIHOLIEHHS & +hb =m,, TO pe3yabTaT oneparii J0piB-
HIOE€ OJIUHUIII. 3MIMCHIOETHCS TOTIEPEIHS BUAa4a CUTHAIY, II0JI0 MIEPEHECEHHS BMICTY 31 CTapIIOro
po3psay. Bmict cymaTopa ckugaerbes.

Tpers ymoBa. fIkmmo a +b =M , TO OOHYJISAETHCS BMICT CyMaTopa 3 MapajeIbHUM 3aHECEHHIM
B CyMaTop OJAMHHMIII.

YerBepra ymoBa. SKuio a +b >M , TO OTpUMyeEMO pe3yjbTaT omepalii MOAYJIbHOIO J0Ja-
BaHHS B HACTYITHOMY BUTJISAML: & +b —M = (g +b +L)modm, .

BoueBusp, 1110 py pO3MISIHYTUX BaplaHTax CHIBBIIHOLIEHb MK MOAYIAMH m, Ta M, peai-
3allis omeparlii J0/aBaHHS 3aJIMIIKIB (g +b)modm,, 3A1HCHIOETbCA BIIHOCHO MPOCTO. AJie BiA3Ha-
YUMO, II0 B pa3i HasBHOCTI PI3HUII 3HAYEHb BEJIWYMH MOJYJIIB m, 1 M, omeparis MOAYJIbHOIO
CKJIaJJaHHA (3 +b)modm, JBOX 3aJIMIIKIB YUCEN, € JOCUTh CKJIAJHUM 3aBAaHHsAM. Lle npuzBoauTs 10

HEOOX1THOCTI TOCTAaHOBKY 1 BUPIIICHHS] OKPEMOTO 3aBJaHHS OOYI0BU CTPYKTYpU cymaTropa 3a J0-
BUTEHUM MOJIyJIEM m, .

3 CTpyKTypa cymaTopa 3a I0BiJIbHUM MOJyJieM

Posrnsinemo MeTo moOy10BU cyMaTopiB 3a H0BiIbHUM MoayiaeM m, C3K, mo 3acHoBaHMil Ha
CTPYKTYpi cymaropa 1mno Moayio M =2" -1, HUISXOM OpTaHi3allii i BUKOPUCTAHHS JOJIATKOBUX MiXK-
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. o .
PO3pSTHUX 3BSI3KIB X, ,, B 3arallbHOMY BHIAIKY, MDK j-M Ta i-M JIOC cymaropa, o moayimo M.

Cdhopmynroemo 3amady moOynoBr cyMaropa 2-X 3aIHIIKIB YACENT 110 MOIYJ0, HACTYITHUM YHHOM.
Hexaii 3a1ana 1oBUIbHA BUXiJHA CTPYKTYpPa N - PO3PSIIHUM JIBINKOBOTO CyMaTopa 1o MOAYIIIO
M =2"-1 (puc. 1). HeoOXiTHO CTBOPHUTU CTPYKTYpPy Cymaropa AJis peanizallii orneparii cKJIagaHHs
JIBOX 3aJIMILKIB YKcel 3a JoBUTbHUM MoayieM m, C3K. Inmmmu cnoBamu, HEoOXigHO 3abe3nedn-
TH, YMOBY, III00 cymMaTop 3a MoaysieM M =2" -1, BUKOHYBaB OMNEPAIlil0 JOJaBaHHS JBOX 3aJIHIIKIB,
a 1 b umcen, A=(alla,|..llal.-lla) Ta B=(b[|b,|..]Ib]l..Ilb), mo Mmogymo m,. Lle nocsraerbces
LIXOM BBEJICHHS JIOATKOBUX 3B'A3KiB X .,, B CyMaropi 3a MmoayneM M (Oe snax X, nosnauae

38'5130K Midc 6UX000M | -20 ma 6xooom i-2o J{OC).

\ 4

T e T e e -

Puc. 1 — CtpykTypa ABiiiKOBOTO CymMaTopa o Moayiao M =2" -1

3anmaga moOymoBu cymaropa 3a moayinem m, C3K, Oyne 3miiicHeHa NUISIXOM BUPIIICHHS 3a/1a-
9i BCTAHOBJICHHS B CyMaTOpi 32 MOJYJIEM, TOJIATKOBUX MIXKPO3psIHUX 3B's13KiB Mixk nesHumu JJOC
Buny X, . Jlns mobynosu cymaropa 3a moaynem m; C3K, B cTpyKTypi cymaropa HEOOXiIHO, MK

. 1 1
nesHoto napotw J10C (suxionozo cymamopa no mooymo M), chopMmyBaTi I0AATKOBI 3B'S3KH X 1,

TaKUM 9HHOM, 100 3a JIOTIOMOTOI0 CyMaTopa 1o MOIYJ0 M, 3AiiiCHIOBaNIacs orepallis 10 aBaHHsI
JIBOX 3QJIMIIKIB YHCEN 10 MOAYM0 m, . Cxema opraHisauii 10JaTKOBOI 3B'A3Ky X, MK BUXOJOM

j-ro Ta BXoaoM i-ro JIOC, mpeacrasieHa HuKYe, Ha puc. 2 (j >i).

B
>

XiiTj

N W

Puc. 2 — Cxema aBiiikoBoro cymaropa mo Moy M =2"-1 3 oqHHUM 3BOPOTHIM 3B'SI3KOM

Po3risitneMo BIUIMB HasBHOCTI OJHOI'0 JOJaTKOBOI'O 3B'5{3KY/3B'$I3KiB Xii?j Ha BCJIIMYUHY BMiC-

Ty cymaropa 3a Mmoayiem M.

4 CTpyKTypa cymaTopa 1o Mojay.Jito M 3 101aTKOBMMH 3B'sI3KaMH X .,

Po3riisiHeMO BIUIMB OJJHOTO JIOIATKOBOTO 3B'A3KY X;;;, AKUH BCTAHOBIIOETHCSA MIK BHXOJIOM
j-ro ta BxonoM i-ro IOC B cymaropi 3a Moaynem M =2"-1 (puc. 2), Ha BEIUYUHY G, BUXITHOIO
BMicTy cymaropy. [lokaxkemo, o aucio L={}, i=1n, mo € BMicTOM G, CymMaropa, ip1 BBE/JICHHI

. n
OJIHOTO JI0/IaTKOBOTO 3B'A3KY X, 3MEHIIYETbCS Ha BENMUMHY AG =2"7%.% 2".I  [1]. Ilpu

m=j+1
HbOMY, CJ'Ii,Z[ 3a3HAa4YUTH, IO BBCACHHA JOAATKOBOI'O 3B'5[3Ky X“Tj , HCPEBOAUTDH 00YHMCIIEHHS 3Ha-

4eHb 3 JIBiiKoBO1 cuctemu uncienHs (CH), B sKkiil mpaiioe cymaTopa 1o Moyt M, B MOMiagudHy
CY 3 ocHoBamHu 7, 7,,..,7, Ta MOylleM M =7, -7, ..-.7, —1. B 1bOMy BUNazKy, OAMHUALA M -TO pO3psi-
ay yucna L={l}, i=1k, BU3HAYAETHCS HACTYITHUM YHHOM:
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Kk m-1
G, :zlm ~Hri =7, g+l e L T T L T L (1)
m=1 i=1
CniBigHomenHs (1) MO>KHA MIPEACTaBUTH B HACTYITHOMY BUTJISIII:
k Kk k k
G =L-[]a+L-][n+-+\- []n+Va- ]z +N- (2
i=2 i=3 i=k—1 i=k

V ngiiikoBiit CY (7, =7, =...= 7, =2) BUpa3 (2) npuiiMe HACTYITHUH BUTIISA!

G =y -2M =1 -2, 2% 44, -2+, . (3)

[
m
m=1
B pasi BiCyTHOCTI B CyMaTtopi JOJaTKOBHX 3B'S3KIB X, BEJIUYHHA G, BMICTY CyMaropa,
nopiBHioe (supasz 4):
n
GL:zlm‘qm’ (4)
m=1
7l 3HaYCHHsS | € YHMCII0 OJMHMIIb, IO MICTITBCS B M -OMYy pO3psi IBIHKOBOrO CyMaTopa, a 3Ha-
geHHs (, € Bara m-ro po3psy IBIMKOBOT'O CyMaTopa, KW BH3HAYAETHCS MOJIOKEHHSIM JIBIHKO-
BOTO po3psiay cymaropa (puc. 1).
SKuwo € 1oaaTkoBa 3B'130K (X, ), AKUH 00'€IHye BAKOHABYI PO3PSIM CyMaTopa 3 HOMEpamMu
Bill i 0 j, B €AUHUN (y3azanvHeHutl) po3psaa cymaTopa 3a MOJIyJIeM
7, = 2i-(-) _q _ pi-ix -1, (5)

TO, TOJI, Bara 0, KOXHOIO po3psiy CymMaropa 3 HOMEpaMH BiJ (i—1) -ro 70 HepLIoro (Moi00uio2o
po3pady cymamopa), Oyne TOpiBHIOE 3HaYCHHIO ¢, =2"" (m=1i-1) (Jus. puc. 3).

»
>

A
A

J-1l |le—— ... «— i+l

A
—
A

Puc. 3 — Cxema y3aranbHEHOTO (j—i+1)-ro po3psay cyMaropa 1o MOayio z;

Buxonsuu 31 cTpykTypu cymaropa no Moayito (puc. 4), Bara po3psiB cyMaTopa 3 HOMepaMu
BiZ (j+1)-ro 10 n (cmapwozco po3psdy cymamopa) Oyae Bu3HauaTHCs Bupa3oM (6):

Q. = 2" * Tjj 2 (6)

[
»

---HJ‘HH e

Puc. 4. ExBiBasieHTHa cxeMa cyMaTopa Mo MOJIYIIIO 3 TOAATKOBHUM 3B'I3KOM X it

BpaxoBytoun Ha cniBBiiHOIIEHHS (5), BUpa3 (6) MOXKHA MIPEJICTABUTH B HACTYITHOMY BHUTJISIAI

qm — 2m+i—j—2 . Tij — 2m+i—j—2 X (Zj—i+l _1) — Zm—l _2m+i—j—2 . (7)

Bennunna G, umcna L nopiBHroe pizHui (8)
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G =) I,-2" = >, 2™, (8)

m=1 m=j+1

3i cniBBigHOMIECHHS (8) BUIHO, 110 BBEJICHHS B CyMaTOp OJHOTO JOJATKOBOTO 3B'S3KY. BHIY
X i1, » SMEHILYE HOTO BMICT G, Ha BEJIMYHUHY, IO JOPIBHIOE 3HAYCHHIO

AG, = Z | -2mioi? = gii2, Z | -2,

m=j+1 m=j+1
TakuM YMHOM, TIPH BBEIEHHI OJJHOTO JI0/IaTKOBOTO 3B'A3KY X s MOYaTKOBHUI BMICT cymaropa
10 MOAYJII0 M , 3BMCHIIYETHCS HA BSIMUMHY AG, , JIe
. n
AG =272 3 2m, (9)
m=j+1

OnarM 3 BaXIWMBUX €(EKTiB BUKOHAHUX JOCTIDKEHBb € T, IO NPH BBEICHHI JOJATKOBOTO
. )
3B'I3KY BUIY X, 3HAYCHHS BEIMYMHU MOYIss M =2" —1, BUXIJHOTO CyMaropa, 3MEHIIYEThCS Ha

BCIIMYNHY

AM =272 %" g Lo, (10)
m=j+1
ae S, — 3HA4eHHS M-TO PO3psiLy YMCIia, Mo MicTUThCs B cymaropi [1]. IIpu poMy, BOYeBHIb, IO

Jiana3oH 4Hcel 3a MoJyJeM M, siki MpeICTaBIIIOThCS, 3MEHINYEThesi Ha Benumuuny AM. L o6-
oOcTaBMHA HaJa€ MOXIJIMBICTh, 32 PaXyHOK BBEJIEHHS B CyMaTop 3a MojaylieM M TEeBHHX 3B'S3KiB
(abo 00no20 000amros020 36's13Ky), 3MEHIIUTH BEIHYUHY M MOIyNs 10 HEOOXiIHOTO 3HAYCHHS
monyns m, C3K. B npomy BUMagky Mae BUKOHYBATHCS HACTYITHA YMOBA

m=M-AM i m, = 2"-1-2"772. %" | .2", (12)

m=j+1

Buxonsuu 3 Bupasy (11), uncensHe 3HadeHHs 3anaHoro moayis C3K Oyzae BuzHaueHo Habo-
POM 3HaYeHb n, j Ta i. Takum YMHOM, HEOOX1IHO BU3HAYMTH 3HAYEHHS N, j Ta i, K TaKli, 110 3370~

BOJIBHSIFOTh BUKOHaHHS piBHOCTI (11).

5 AiropuT™M nody/10BH CyMATOPIB 32 A0BIJILHUM MOJYyJIeM m,

VY 3aranbHOMY BUIJISLI, B MIPEICTABICHHI MOAYIIO M, BMICT ABIMKOBUX PO3psIIB Ma€ HAaCTY-
MTHUN BUTJISAL:
m=S,-2""+S,,-2"*+..+S,-2+S,, (12)

Ta HeXal MoyaTKOBUH BMICT G, cymaropa Mo MOAyia M =2" -1 Ma€ BUJ!
-1 -2
G, =1,-2"" 4l 2" 4,241, (13)

B ubomy Bunaaky, 1ia BukoHanHs ymMmoBH (11) B cymaTop 3a Moaynem M =2"—1 BBOJAATH J10-
JIaTKOBI 3B'A3KY X ., . [Ipu ubomy (Ous. supasu (12) i (13)), i -it NOC npuiime 3Ha4eHHS |, +C, + X ,
ne |, —ue BmicT |, -ro IOC BUXITHOTO CTaHy cyMaTopa o MOAYJI0 M; ¢, — 3HAUEHHS CUTHAITY Iie-
penecenns Bmicty (i—1)-ro JIOC B i-i JJOC; x; — ue 3na4enns |, Bmicty j-ro JIOC cymaropa;
S, — 3HAUYEHHS BMICTY i -T0 JBiiiKoBOro po3psany moayns m, C3K. ¥V npomy Bunaaxky maemo (14):

L +c,+x +S =1. (14)

BpaxoByroun 0HO 3 BIaCTHBOCTEH MOAYJISI cyMaTopa (Mooyib cyMamopa € to2o opyeum Hy-
nem) Bupas (14) nadysae surisaay (15)

Cu+X%+S =0, (15)
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110 JIJIs IBIHKOBOTO MPECTABICHHS YHCEI, PIBHO3HAYHO CITiBBiHOIICHHIO (16)
S =C+X;. (16)

bepyun mo yBarm Bce BHINE3a3HAYCHE, Ta BHXOJSYM 3 PE3yNbTaTiB aHamizy BupasiB (15) i
(16), MmoxxHa 3pOOMTH HACTYIHI BUCHOBKH, CTOCOBHO BILJIMBY JI0JIaTKOBHX BCTAHOBJICHHUX 3B'SI3KIB
X 7> Ha BMICT ITO3MLIMHOIO CyMaTOpPa 110 MOAYII0 M = 2"-1.

BB BcTaHOBIEHHX 3B'A3KIB X Lirj» HA BMICT MO3HUIIIMHOTO CyMaropa Mo MOAYJIIo M =2"-1,
00yMOBIIIO€ TIpaBUjIa CHHTE3Y CTPYKTypHU cyMaropa o moaymo m, COK.

Chopmynroemo npasuna moOyq0oBU CTPYKTYpH CyMaTopa JIBOX 3QJIMIIKIB YUCEN MO MOAY-
JTHO m, .

1. HagBHicTh [0IaTKOBUX 3B'I3KIB Xin) 1 IX BIUIMB Ha 3MEHIIEHHS BEIUYUHUA

AM =212, Z S, -2" BMICTY G, cymMaTopa o MOAYJIIO M =2"—1 He 3aJIeKUTh BiJl BUXIAHOTO CTaHy

m=j+1

[[LOTO MO3HIIIHHOTO CyMaTOpa.

2.'Y mo3uuiiHOMY CyMaTtopi o Moy M =2" -1 N0o#aTKOBHH 3B'130K X, Mae micue (6u-
Xi0 Oon. 383k X m,-) mume ans i-x S, JOC (S;; i =2,n), BIAMOBITHUX HYJIBOBUX 3HAYECHb JIBiii-
KOBOT KOI0BOT KOMOIHAIIIi MOIYIIFO M, , 32 SKUM IIPAIIOE CyMaTop.

3. V nmBiiikoBUX po3psaax S KoJI0BOi KOMOiHaIii, MOIYII0 m, CyMaropa, sKi BiANOBIIAIOTh
OJMHMYHUM 3HAYEHHSAM, NOJATKOBI 3B'SI3KH Xy MoBUHHI OyTH BiacyTHiMH. ToOTO HEoOXiaHO,
100 BUKOHYyBazacs ymona x; =0.

4. Bmict G, cymaTopa HE 3MIHMTBCS, SKIIO JOJATKOBUH 3B'I30K X, Oyle «B3sAT» 3 BUXOLY
ctapiioro JIOC (crapioro po3psiay cymaropa).
5. [Ipu BBeIEHHI OJTHOTO JIOJATKOBOTO 3B'SI3KY Xt MOIYTBE M =2"-1 MO3UIIHHOTO CyMa-
n
TOpa 3MEHIIYEThCS HAa BEIMUMHY AM =272 %' S .2",
m=j+1
6. Uucrno, sike onucye BMICT G, cymaTtopa mo MOyl M =2"-1 3 OJHUM JOJAaTKOBUM 3B'SI3-
KOM X ;., MOXe npuiiMatu He OumbIne (n+i—j) PI3HUX YHMCIOBHX 3HAY€Hb, IO BIAMOBIIAIOTH

(n+i-j) MOXJIMBUM KOHCTPYKIISIM cymMaTopy mo Moaymnto m,. dakTuyHO, Maike JUis KOXKHOI Oc-
HoBu m, C3K, MoxHa noOy1yBaTH KiIbKa BapiaHTIB CTPYKTYp cyMaTopiB. B nboMy Bunanky, Mmoxe
BUHUKHYTH HEOOX1AHICTh BUOOPY «HANKPAIIOi» CTPYKTYpH CyMaToOpy 3a MOJYJEM m,, i3 BCIX MOX-
nuBHX BapiaHTiB. OJHAK, B paMKaxX JaHOi poOOTH, ONITUMI3AIliA Ta BUOIp cymaTopa 1mo MOJIYJII0 m.
3 yCiX MOXKJIMBUX BapiaHTIB, HE PO3IJIAIAI0THCA.

Takum yuHOM, CyTh adropuTMmy noOyaoBu cymaTtopis 3a Moayiem m, C3K monsrae B HacTy-
ITHOMY: - B BUXITHOMY CyMaropi 3a MoJlyjieM M =2"-1, Ha MiicTaBl BUILIEHABECHUX MpaBui, Gop-
MYIOTBCS JIOJIATKOBI 3B'SI3KM CymMaropa, a BUKOPUCTaHHs JOAATKOBUX 3B'A3KIB JI03BOJISIE peani3yBa-
T BUXITHMM cymarop AJii BUKOHAHHS omepauii JoJaBaHHS BHpaxyBaHb YHCET 32 MOJYJIEM m,

C3K. Ilpu npomy cimijg MaTy Ha yBasi, 0 BBEJEHHS J0JIaTKOBUX 3B'SI3KIB X Uit 3MIHIOE KaTeTropito
Barv OKpeMUX po3psJliB CyMaTopa Ta 3MEHIIYE BEIMYUHY MOYJIS BT M 70 m, .

Anzopumm nooyoosu cymamopa no mooynro m, C3K ckinanaeThcs 3 HACTYITHUX OTepalliid:

1. lIpencTaBineHHs CTPYKTYPHU CyMaTopy 1o Moyt M =2"-1, ne n=[log,(m —-1)]+1. B upo-
MY BHIAJIKy BU3HAYAETHCS PO3PSAAHICTE n (kizokicms /JOC) cymaropa 1Mo MOAYIIO m. ;

2. BuzHaueHHs ABIIKOBUX po3psiiiB S, cymaTopa i SIKUX BUKOHYeThcst ymoBa S, =0. [Ipo-
1[eC BU3HAUYEHHS YMOBHU S, =0 , IPOBOJUTHCS BUXOMASYM 3 MMOJAAHHS MOJIYJS YKciaa m,, B ABIHKOBO-
My KOJIi;
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3. Sk mpaBwWIIO, JOIATKOBH 3B'SI30K MOYMHAETHCS 3 BUXOY N -TO (CTApIIOro) ABIHKOBOTO po-
spany (j=n);

4. JlomaTKoBHi 3B'SI30K X .it; HAIXOMHUTh HA Bxia J10C, nns sikoro S, =0 (Ous. n. 2 memooy).

6 Hpmcnazm BUKOHAaHHSA onepaui'l' AodaBaHHHA 3aJIMIIKIB YHuce 32 MOoAyJeM

BiAmoBiziHO 0 MPEACTaBICHOrO BUINE aJTOPUTMY, PO3TISTHEMO MPHUKIIAIU CUHTE3Y CyMaTo-
piB 1 pizaux moxyii m C3K.

Ipuxnao 1. Hexaii m =11. Po3rnsiHemo etanu cuHTe3y cymaropa 3a moayiaem m, =11 C3K.
1. BignosigHo n0 Benmuunan m, =11 moxyins C3K, Busnaunmo kinbkicts n JJOC. s momyns

m =11 Maemo, mo n=[log,(11-)]+1=4. [Ipu upomy, CTpykTypa cymaropa Mo MOAYIIO Oyne
n=[log,(11-1)]+1=4 MaTu BUIJIAJ, IKU{ HABEJACHO Ha pUC. .

»
|

S,

A
A

S; | S, |« S,

P
<

Puc. 5 — BuxizgHa cTtpykTypa cymaTopa 3a MoayiieM M =2" -1

2. JIns cunTe3y cymaropa nmo moayiio m =11 C3K, nonepenHbo, BU3HAUMMO 3HAYCHHS ABi-
KOBUX PO3PAIIB S, CyMaropa, B 3alIUCy MOJYJsi m =11 SIKUX, MICTATBCS HYi, TOOTO Ui BUIIAJKY,
koiu S, =0. Takum po3psiiom Oyzae TpeTiit po3psia, ToOTo S, =0, Tak sK B IBIHKOBOMY KOJII MOJIYJb
m, =11 mae HacTynHu# Burasag 1011.

3. Buxonsuu 3 TOro, mo S, =0, 10JJaTKOBUH 3B'A30K B CyMaTOpi MaTUME BUIIAA X, .., .

Crpykrypa cymaropa 3a MOAYJeM m, =11 mpeJcTaBieHa HUXK4e, Ha puc. 6.

»
>

i

S, S, | S

<
<«

A 4

S,

A

A

Puc. 6 — Ctpyktypa cymaropa 3a moayinemM m =11

Jlist CTpYKTYpH cyMaTopa, 1110 MpeICTaBlIeHa Ha pUc. 6, BU3HAYMMO 3HAUEHHS MOAYJIA M =m,
C3K. IlonepeaHbo pO3IIITHEMO YaCTHHY CTPYKTYPH (0ug. puc. 7) IbOro CymMaropa.

»
»

< S,

S

A

A

Puc. 7 — YactuHa CTpyKTypH cyMaropa 3a MOAYJIEM m,

Jlnid 1€ YacTUHU CTPYKTYPHU CyMaTopa 3HAUY€HHS MOJYJs M, BU3HAUUThCS, K M, =7, -7, 1.
3naveHHs moayins M =m, C3K cymaropa (puc. 6) BUSHaUUThCS HACTYITHUM 4WHOM (Ous. puc. §)
m=M,z,-7,-1=(z, - 7,-1)-7,-7,-1=(2- 2-1)- 2. 2-1=11.

»
»

Puc. 8 — Yactuna cTpykTypu cymaropa
3a MOJAYJIEM m,

A
w
N
|
(%)
w
A
w
N
A
w
S
A
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Takum uMHOM, CHHTE3 cymMaropa 3a MOAyjeM m, =11 IpOBEJICHHI BIpHO.

Ilpuxnao 2. Hexait m,=37. ETanu cunTte3y cymaropa no moxayio C3K.

1. BinnmoBigHO A0 BEJIMYUHU MOAYJAS m, =37, BU3HAYMMO KUIBKICTH N JIBIMKOBHUX DPO3PSIIB
(kinoxicms /JOC) cymartopa 1o Moayito. J{ist Moayns m, =37 Mmaemo, 110 n =[log, (37 -1)]+1=6.

2. Jlns cuHTE3y CTPYKTYPH CyMaropa Mo MOJYJI0 M =63 BBEAEMO JOJATKOBI 3B'S3KA X, ;.
[TorepeqHbO BUSHAYMMO ABIMKOBI pO3psiiu S, CyMaTopa, B SIKUX B 3aHCy MOIYJS m,, B IBINKOBO-
My KOZi, MICTSThCS HyIMi, TOOTO S, =0. Tak sk MOIynb B ABilikoBoMy koal Mae Burisa 100101, To
HYJbOBHMHU JIBINKOBUMH pO3psaMu cymaTopa OyayTh HacTynHi: S, =0, S, =0Tas, =0.

3. Cniuparounch Ha OTpUMaHi B 1. 2 pe3ylbTaTu (onuc memooa cunmesy cymamopa no mooy-
770 M, ), BBEJIEMO B CyMaTop 3a MOJyJleM M =2"—1 TpH JOJATKOBI 3B'A3KY: X .1, X 16 Ta X ,0e. Y
[[OMY BUIIAJIKY CTPYKTYpa cymMaTopa 3a MOAyJeM m, =37 Mae€ BUJ, IO IPECTaBICHU Ha puc. 9.

»
»

\ 4

[
»

i

Ss S4 S,

&
<

A 4

Se S, Sy

A

A

A

A

<
<

Puc. 9 — CtpykTypa cymaropa 3a MmoxnysieM m, =37

Busnauumo 11 gaHoi cTpykrypu (puc. 9) 3nadenss moaynsa M =m, C3K. [lns uporo, nomne-

PEAHBO, CKIIAJIEMO P CTPYKTYP OKPEMHUX YaCTUH CyMaTopa, 1110 NpeCTaBiIeHU Ha puc. 9.
[lepiia yacTuHa CTPYKTYypH CyMaTopa npeacTaBieHna Ha puc. 10.

[
»

S |e S |e

A

Puc. 10 — Ilepuia yacTuHa CTPYKTYpH cyMaTopa 3a MOJyJIEM m,

Jlnst 1-01 4acTHHM CTPYKTYpH CyMaTopa, MOAYJIb M, BU3HAYUTHCSA HACT. YAHOM M, =7, -7, —1.

Jlpyra yacTHHa CTPYKTypHU cymaropa npejcTaBieHa Ha puc. 11. [lnd uiei ctpykTypu cymaro-
pa, Monyllb M, BU3HAYA€ThCA HACTYIIHUM YUHOM: M, =M, -7, -1=(75-7,-1) -7, 1.

[
>

< Ss—S; |« Sy |e—

Puc. 11 — Jlpyra yacTuHa CTpyKTypHu cymMaropa 3a MOIyJIeM m,

Tpertst yacTuHa CTPYKTYpH cymaropa npejacTaBieHa Ha puc. 12.

[
»

S, —S, s, s,

A

A

A

A

Puc. 12 — Tpers yacTuHa CTPYKTypU CyMaropa 3a MOAYJIEM M,
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Jlnst TpeTbOl 4YaCTUHU CTPYKTYPH CyMaTopa, MOAYJIb M3 BU3HAUUTHCA HACTYIIHUM YHUHOM
M, =M, 7,7, -1=[(z5 - 75 -1 -7, 1] 75 - 7, — 1.

YerBepTa yacTUHA CTPYKTYPH cyMaTopa IpeACTaBlieHa Ha puc. 13

»
»

S¢+S,

A

S, |e—

A

Puc. 13 — YerBepTa yacTuHa CTPYKTYpH CyMaTopa 3a MOAYJIEM m,

3HaueHHs MOZYJIS M =m, C3K BU3HAYAETHCS HAaCTyIIHUM YUHOM
m =M,z -1={[(rs- 7, -1 -7, -1]-7, -7, -1} - 7, -1={[(2-2-1)-2-1]-2.2-1}.2-1=37. T.u., cuHTE3 Cymaro-
pa mo Moynto m =37 MPOBEICHUN BipHO.

Ilpuknao 3. Hexait m =53. Po3rinsinemo etanu cunTe3y cymaropa no moayito C3K.

1. BiamoBigHO 10 BeMMYMHU MOAYNA m, =53, BU3HauuMo Kinbkicte n JIOC cymaropa mo Mo-
aymo M =2"-1. Jlns momgyns m =53 MaeMmo, 1o n=[log,(m —1)]+1=[log,(53-1)]+1=6. CTpyKTypa

cymaTtopa 1o MoAyiaio M =2"-1=63 mpeicrasieHa Ha puc. 14. BuxigHa cTpykTypa cymaTopa 1o
MOy m, =53 0€3 101aTKOBUX 3B'A3KIB X Lirj MaTHUMeE TOM K€ BUTJIAL.

[
»

Puc. 14 — BuxigHa cTpykTypa cymaropa 3a MoayiaeM M =2°-1.

2. Moxynb m, =53, B aBilikOBoMy Komi S, S, S, S, S, S,, mpencraBisieTsest y Burisiai 110101,
to0TO S, =1, S,=1, S,=0, S,=1, S,=0 Ta S, =1. 3 BUITIAAY, KU} MIPEJCTABICHUIA B JBIHKOBOMY
KO/l MOAYJTIO m =53 BU3HAYUMO, IO S, =S, =0.

3. Ha ocHOBI OTprMaHuX pe3yNbTaTiB, CTPYKTypa CyMaTopa 3a MoJyJieM m, =53 Ma€ BUIIA,
SKUH NpeACcTaBIeHUN HIKYe,e Ha puc. 15.

A 4
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S, s,
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<
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Puc. 15 — Crpykrypa cymaropa 3a MogyiaemM m, =53

BiamoBinHo 10 MeToqy CHUHTE3y, B CymMarop 3a MoxayieM M =2°-1 BBeEHI JiBa JOJATKOBI
, . .
3B'I3KY X ., Ta X|,;, . 3 METOIO IIEPEBIPKU NPABUIBHOCTI CHHTE3Y CyMaToOpa 10 MOJYJIK0 m =53,

BHU3HAUMMO JUJIS IaHOT CTPYKTYPH cymMaTopa, 3HaueHHs moaynto M =m C3K.

BpaxoByroun cxemy Ha puc. 15 ckiagemMo psii OKpEeMHX YacTUH CyMaropa MO MOJIYJIIO
m =53.

[Nepmra yacTuHa CTPYKTYpH TaKOTO CyMaTopy, peacTaBieHa Ha puc. 16.
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54

A

A
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A

Puc. 16 — Ilepia yacTuHa CTpyKTYpH CyMaropa 3a MOAYJIEM m,

JUig mepuioi 4acTUHU CTPYKTYpU cyMmMaTopa, MOJYyJb M, BHU3HAUUTHCS HACTYIHUM YHHOM
M, =7,-7,-7,—1. Jlpyra yacTuHa CTpyKTypH cymaTopa IIpeicTaBieHa Ha puc. 17.

[
»

S, —S, S,

A

S,

A

A
A

Puc. 17 — [lpyra yactuHa CTpyKTypu cyMaTopa 3a MOJyJIeM m,

s i€t YaCTUHU CTPYKTYpH, MOJ1YJIb M, BU3HAUUTHCS BHPa30oM
M,=M, 7,7, -1=(75-75-7, - 7,7, 1.

Jlnia cymaropa mo Moayito, 3HaueHHs Moaynss M =m, C3K BU3HauaeThCsi HACTYMTHUM YHHOM
(ous. puc. 15-17) m =M, -z, -1=[(z-75-7,~1)-75-7,~1]- 7, ~1=[ (2°~1)- 2° ~1]-2-1=53. - T.4. Ha OCHOBI
MIPOBEJICHUX PO3pPaxXyHKIB, MOXHa 3pOOUTH BHUCHOBOK, III0 CHHTE3 CyMaTopy 3a MoOIyleM m, =53
(puc. 15) mpoBenenwuii BipHO!

Ilpumep 4. Ilycts m =97 . Dramnel cuHTe3a cymmaTopa o moayno COK cnenyromue

1. VY BiANOBITHOCTI 31 3HAYSHHAM MOJYII0, m, =97 BH3Ha4YMMO KinbkicTs N JJOC cyma-
TOpa 3a MOIyJIeM M=2"-1. Hns MOJYIO m, =97 MAa€eMo, o
n=[log, (m —1)]+1=[log, (97 -1) |+1=7 . CTpyKTypa CymMaTopy 110 MOAYIH0 M =2"-1=2"-1=127 mae
BUTJISI, KWW TIpEJICTaBIeHU Ha puc. 18.

X117

S, Sg 85 8, 83 S, s

Puc. 18 — BuxigHa cTpyktypa cymaropa 3a moayiem M =27 -1

2. Monyne m =97 B JBiliKoBOMYy Koji S,S.S.S,S,S,S, HpPEICTaBISIETbCA Yy BUIISAAL
1100001, To06TO S, =1,S,=15,=S,=S,=S5,=0,5, =1.
3. Ha migctaBi oTpuMaHuX pe3yibTaTiB, CTPYKTypa cymaropa MO MOIYyI m, =97

IpeAcTaBieHa Ha puc. 19.

JX.ST? X417 Xiat7 Xizty | XLit7

S; S Ss Ss Sy S, Sy |

Puc. 19 — Crpykrypa cymaropa 3a MoAyaemM m, =97
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BianoBizHO 10 OTpUMaHUX pe3yNbTaTiB B cyMarop 3a MoxayieM M =2’ -1 BBeneHi 4 moxart-

. . . . .
KOBI 3B'I3KY: = X .1, X 070 X gr70 Xy, - JJIS HEPEBIPKM MPABUIBHOCTI CTBOPEHOI CTPYKTYPH CyMaTo-

py 3a MoaylieM m =97, BU3HAYUMO 3HAYCHHsI MOIYJS JUIi CTBOPEHOI CTPYKTYpH (Ous. puc. 19).
Ilepuia yactuHa cTpyKTypu cymaropa (puc. 19) npencrasiena Ha puc. 20.

5177

o
—*

Sy

T

Sg

Mt

Mt

Sg

Puc. 20 — Ilepuia yacTuHa CTPYKTYpH CyMaropa 3a MoAyjaeM m, =97

JIist mepiioi 4acTHHM CTPYKTYPH CymMaTopa MOIYJb M, BHU3HAYa€TbCS HACTYIIHUM YHUHOM
M, =17, 757, 1.

Jlpyra yactvHa CTpyKTypu cCyMaTopa IpecTaBieHa Ha puc. 21.

ey
—*

5? - 55 = S,

ks

Puc. 21 — Jlpyra yacTuHa CTpyKTypHu cymMaropa 3a MoJayjaeM m, =97

Jns 2-0i 4aCTMHU CTPYKTYpH BiJIOBIJIHOTO cyMmMaTropa MOAY/Ib M, BHM3HAYa€ThCH, SK
M,=M,-7,-1.

Tpers yacTuHa CTPYKTypH CyMaTopa IpeCTaBJI€Ha Ha pUc. 22.

W

S;-8: = 33

H

Puc. 22 — Tpers yacTHHA CTPYKTYypH CyMaropa 3a MOAYJIEM m. =97

JI1s1 TpeThoi YaCTUHU CTPYKTYPH CyMaropa, MOAYyJb M, BU3HAYA€ThCS, IK M, =M, -7, -1

YerBepra yacTUHA CTPYKTYPH cymaropa IpejacrasieHa Ha puc. 23. Jlng Hei Moayns M, BU-
3HA4Ya€ThCH, SIK M, =M, -7, —1.

W

S;-53 = S2

[

Puc. 23 — YerBepTa yacTHHa CTPYKTYpH cymaropa 3a MOAyJaeM m, =97

[T'sTa yacTuHA CTPYKTYpH cymaTopa MpejacTaBieHa Ha puc. 24.
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W

[

S;-52 = S1

Puc. 24 — I1'sTa yacTuHa CTPYKTYpH cyMaropa 3a MOAyJIeM m =97

JUig n'T01 YaCTUHM CTPYKTYPU CymMaTropa, MOyJib M, BU3HAYAEThCS, IK M, =M, -7, —1.

BuzHaunmo 3HaYCHHS MOy m,

- M, =1,-7,-7,—1 (Ous. puc. 20);

- M, =M, 7,-1=(z; 75 -7, -1)-7, -1 (Ous. puc. 21);

- M, =M, -7, —1:[(17 “Tg T —1)1'4 —1]1'3 -1 (ous. puc. 22);

- M,=M;-7,-1= {[(z’7 7o 15 —1)- 7, —1]-73 —1}~z’2 -1 (cm. puc. 23),

- M;=M, -7, -1= ({[(T7 Te 75 —1)- 7, —1]-2'3 —1}~2'2 _1)'T1 ~-1 (cm. puc. 24).

B 1poMy Bumnagky MOXKHA MPEACTABUTH BUpA3 JJIsl BU3HAYCHHS 3HAYCHHS MOJAYJIS m, Yy Ha-
CTYIIHOMY BHTJISII: m =m, = ({[(22-2—1)~2—1]-2—1}-2—1)~2—1: 97.

Takum yuHOM, CHHTE3 cymMaTopa 3a MoaysieM m, =97 (puc. 19) BAKOHAHUHN TPABUIIBHO.

7 BUCHOBKH
1. B poGoTi 3aniponoHOBaHUi aJIrOPUTM MOOYA0BU cymartopis 3a Moayiaem m, C3K.

2. 3anmporoHOBaHUN aNTOPUTM 3aCHOBAHHI Ha BUKOPHCTAHHI BXK€ ICHYIOUMX MO3UIIIHUX CY-
MaTopiB 3a MOoayldeM M =2"-1 (110 CKIAAAIThCA 13 CYKYITHOCTI TIOCIIIOBHO PO3TAIIOBAHUX JIBIM-
KOBUX OJHOPO3PSIHUX CyMaTOpiB), 3a JOMOMOTIOI0 BBEIEHHS Ta MOAAJBINOI peani3alii, 10JaTKo-
BUX MDKXPO3PATHUX 3B'A3KiB (6udy X ;).

3. ABTopamu pobotu chopMyIIbOBaHI TIPABHIIA BBEJCHHS JIOAATKOBHX MIKPO3PSTHUAX 3B'SI3KIB
BUAY X, [ligkpeciieHo, 0 BUKOPUCTAHHS TOJATKOBUX 3B'A3KIB (HA OCHOGL CMPYKMypU CyMamo-

pa 3a mooyrem M =2"—1), TO3BOJIIE CHHTE3YBaTH CyMaTop, SIKUi peasi3ye Oomepariito J01aBaHHsI
JIBOX 3aJIMIIKIB a Ta b, 4ducer.

4. CykymnHicTh 13 k cymaTopiB 3a MOJyJeM, MpEACTaBiiie cOO0I CymMaTop JABOX YHCEN
A=(allall..llall..lla) Ta B=(b b, Il..IIb |I...IIb) B C3K.

5. PosrnanyTi B Mexax Li€i cTaTTi NpUKIaaAWd MOOYNOBH JBIMKOBHX CyMaTopiB sl Pi3HUX
3HadeHb MoayiiB m, C3K, miaTBep/KylOTh MOXKIUBICTh MPAKTUYHOIO BUKOPUCTAHHS 3aIPOIOHO-
BAaHOTO AJIITOPUTMY.
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AJITOPUTM NOCTPOEHMsI CTPYKTYPbl CyYMMATOpPa ABYX OCTATKOB YHceJ 10 MOYJIIO.

Annomayusa. VI3BecTHO, 4TO 3aada IMOCTPOEHHS CTPYKTYPhI CyMMaTopa, KOTOPBIH paboTaeT 1Mo Mpou3BOIBHOMY MOAYIIO M; U BBI-
MOJTHEH Ha JIOTUYECKHX JJIEMEHTaX C JIBYMsI YCTOWYMBBIMU COCTOSIHHSIMH, SIBISICTCSI aKTyaJbHOW Hay4HO-NIPUKIAJHON 3amadeid.
JlaHHBIA TN CyMMaTopa UCIIOIb3YeTcs, KaK B MO3HUIMOHHOI nBondyHOH cucreme cuncienus (IICC), Tak U B HENO3WUIMOHHOHN CH-
cTeMe CUMCIeHust B octatouHblx Kinaccax (COK). Ecnu ocratku @; u by uncen 4 = (ay]|ay|]...||aill-.-[]ax) u B = (by||ba]|... [|bi]] .- ][bk),
npexcrasiennbix B COK, nansl B nowdnoii IICC, Toraa cymMarop AByX OCTAaTKOB @; U b; mo Momysro m; , mpezncrasiser co6oit co-
BOKyIHOCTh u3 N = [log,(m; - 1)+1] aBonunsix oxHopaspsanbix cymmatopos (/OC). Ipu stom Bce JOC 06beAHHEHBI MEXIY CO-
6011 cBsI35IMH, TOJOOHO CBSA3SM IO3MIHOHHBIX ABOMYHBIX CyMMaTOpOB. Llenbio ctaTeu SBiIseTCS pa3paboTKa anropuTMa MoCTPOSHUS
CTPYKTYpPBI CyMMaTOpa JIBYX OCTaTKOB @; 1 bj, urcen A u B, ms mpousBosbHOTO 3HaueHuss M; Moyt COK. DtoT mporiece peanuso-
BaH, IyTeM OPraHU3alli HOBBIX MEXPa3pAaHbIX ceasell JJOC, ¢ UCIIONb30BaHUEM NO3MIMOHHOIO CyMMAaTopa o Moaymo M = 2"-1,
OTMEYEHO, YTO CYIIECTBYIOT CIIEIHAIbHBIE HAOOPHI MOMYJIEH, KOTOpbIe MpUMEHSIOTC npu obpadotke nanueix B COK. Tak, mpu
BBIMIOJTHEHUH OTEPaIld MOJYJIEHOTO CJIOXKEHHSI OCTAaTKOB YHCEJI, MOXKET MCIHOJIB30BAaThCsl OJMH M3 3-X B3aHMHO IMOIMIApHO MPOCTHIX
uncen (uda M =2"-1, M=2" uzu M =2"+ 1). TlokazaHo, 4To I CHHTE3a CyMMaropa 1o Moayao M; COK, B CTpyKType CyM-
MaTopa 1o Moayro M, HeoOX0IUMO COOTBETCTBYIOMINM 00pa3oM c(hopMUPOBATH JOMOTHUTEIBHEIE CBS3H.

Kniouesvie cnosa: HEMO3NIMOHHAS CHCTEMA CUHCIIEHHS; OJJHOOMTOBBIN CyMMAaTOp; CHCTEMa CUHCIIEHHSI OCTaTKOB; CYMMaTop OCTaT-
KOB; I[EJIOYNCIICHHBIE apH(METHIESCKHIE OTIePaIHH.
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Algorithm for constructing the adder of residues of two numbers modulus.

Abstract. An urgent scientific and applied problem is the problem of constructing the adder structure, which is performed on logical
elements with two stable states and operates according to an arbitrary modulo m;. This type of adder is used both in the positional
binary number system (PNS) and in the non-positional number system in residual classes (RNS). If the residuals a; and b; of numbers
A = (aj]|az]|.-||ail]---[lax ) and B = (by||bo||...]|bill...||bk ), represented in the RNS are given in a binary PNS, then the adder of two
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residuals a; and b; modulo m; is a set of n = [log, (m; - 1)+1] binary one-bit adders (BOBA). Simultaneously, all BOBA are connected
as positional binary adders. The purpose of the article is to develop an algorithm for constructing the adder structure of two residuals
a; and b; of numbers A and B for an arbitrary modular value m; of RNS. This process is realized by organizing new inter-bit connec-
tions of BOBA, using a positional adder modulo M = 2" - 1. It is noted, that there are special sets of modules that are used when pro-
cessing data in RNS. So, when performing the operation of modular addition of the remainders of numbers, one of three mutually
pairwise primes (of the form M =2"- 1, M = 2" or M = 2" + 1) can be used. It is shown that in order to synthesize an adder modulo
m; RNS, in the adder structure modulo M, it is necessary to appropriately form the additional connections.

Keywords: non-positional number system; single-bit adder; balance system; balance adder; integer arithmetic operations.
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