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Abstract: Today, using of personal identification technologies based on biometric parameters for access to infor-
mation resources is becoming topical in connection with the increase of informatization in modern society. Physical
characteristics such as face, voice, retina or fingerprints are used to confirm personal identity. The most successful
biometric identification technology is fingerprinting - a comparison of fingerprints. It is easy for using, reliable and
there is no outside intrusion. The article will consider an analytical probabilistic model of formation and processing
of fingerprints portraits taking into account possible natural factors that can distort the image of prints. Also, the
model was processed to minimize the distortions’ influence to approximate the distribution type of characteristic
points to a similar distribution of the reference sample.

Keywords: biometry; model; methods; fingerprints.

1 Introduction

Personal identification using of fingerprinting is a promising developing direction. Biometric in-
formation is unique, it can not be forgotten or lost. The presentation of information requires the
physical personal presence. The method uses the uniqueness of the pattern of papillary patterns on
the fingers of people.

The imprint obtained using the scanner converts into a digital code and then compares with pre-
viously entered sets of standards. Obtaining an electronic fingerprint with a clearly visible papillary
pattern is a difficult task. The fingerprint is too small, it is necessary to use various methods to ob-
tain its high-quality image. A lot of external factors can distort the patterns of prints during scan-
ning the finger.

Today, all biometric technologies are probabilistic and none of them can guarantee the complete
absence of errors.

The advantages of the fingerprint identification method are:

* The uniqueness of fingerprints. They are unique from each other as well as other fingerprints of
any person. Even twins have fingerprints that are different.

« It is impossible to lose or forget fingerprints, as with passwords or PIN codes.

* Fingerprints do not change over time.

* Fingerprints have been used for many years to identify individuals. Therefore, it is possible to
approve the developed algorithms using existing databases.

In each fingerprint you can define two types of signs - global and local. Global signs — finger-
print characteristics that you can see easily. Global signs include the image region, the core, the
“delta” point, the line counter, the papillary pattern. Local signs called Minutiae are small unique
points for each fingerprint, which are used to identify the individual. A fingerprint may have the
same global signs but local signs are always unique. Therefore, the process of individual identifica-
tion usually consists of two stages. The first step is the classification of fingerprints on global
grounds using the databases for the division into classes and at the phase of authentication. The se-
cond stage is the fingerprint recognition (identification) on the comparison basis of the structure and
coincidence coefficient of minutiae points.

© Anishchenko E., Rassomakhin S., 2018 4
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2 Principle of fingerprint recognition

Depending on the obtained image of fingerprints quality we can identify some fingers surface
characteristic features, which can later be used for identification purposes. If the image resolution
obtained from the scanner is 300-500 dpi, a sufficiently large number of small details (minutiaes)
can be distinguished in the fingerprint image. They can be divided into two automated types: end-
points - points where papillary lines finish; and branch points - points where the papillary lines split
into two. In Fig. 1 is an example showing endpoints and branch points.

The fingerprint identification principle depends on
the presence of the special points on the print - minu-
tiaes. Each minutiae conditionally has own coordi-
nates, direction and type (ending, branching, etc.).
When algoritm has a set of singular points {(X, Y, 0,
type), which were retrieved during registration it eval-
uates the point samples similarity and gives the result —
“Identified” or “Not recognized”. In the task of identi-
fication / verification of a person by fingerprint, the
following three main stages can be distinguished which
are modern algorithms characteristic:

1) processing of the original image;

2) isolation of minutiaes;

3) comparison of minutiaes’ fingerprints.

As a rule, if it is not received electronically the fin-
gerprint original image has bad quality (lines are dam-
aged, there are different distortions, etc.).

The distortion types and distribution functions are
not simple because of the causes multiple nature. All
existing fingerprint recognition algorithms are closed
for access, so there is no possibility to study the placement statistics and minutiaes distortion which
would be sufficient for a clear problem solution. Therefore, the models presented below were ob-
tained on the scanning processes heuristic analysis basis taking into account the possible errors na-
ture.

Fig. 1 - Endpoints and branch points

3 Mathematical model of fingerprints characteristic points distribution

To develop an obtaining high-entropy data method based on various biometric images imple-
mentations the model has to describe the minutiae random distribution and arrival angles as well as
the error realizations random distribution. According to the minutiae distribution portraits analysis
the following features can be noted:

- point distribution density along the horizontal (X) and vertical (Y) axis has an approximately
level character in the frame central part and slightly decreases to its edges;

- fingerprint center linear displacements on the horizontal and vertical do not mean the appear-
ance of free from minuciae zones at the edges of the frame (new points can get into the scanning
field);

- “arrival angles” distribution at characteristic points is approximately level in the range [0, 2n].

To build a minuciae distribution model we will assume that:

- fingerprint portrait coordinates X, Y as well as the arrival angles values are normalized in the
range [-0.5; +0.5], while the image geometric center has coordinates [0;0]. The portrait is placed in
a unit square area covering all image plane;

- for the initial random numbers generation required to obtain the minutiaes coordinates on fin-
gerprints implementations we use the sensor with uniformly distributed (continuously) numbers in
the range [0;1]: f(X;,y;) ~unif[0,1], i €1...N where N is the number of minutiaes in the portrait —
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random value in the range with [15; 60] with mathematical expectation my =25-+35 and unimodal

distribution.
Therefore, we can use the dependence shown in Fig. 2 for the formal probability distribution
density (PDD) description f(x) and f(y).
To obtain minutiaes placement portraits
£(x),£(y) test samp_leg we ne_ed a random nl_meers
’ source, distributed in accordance with the
' PDD (Fig. 2). Due to the distributions identity
along the plane coordinates using the normal-
ized unit portrait square in the future we will
use only the function:

2x+15 if -0.75<x <-0.25;

} ; ; ; ‘ | % .
~1 —075 05 -025 0 025 05 075 1 ()= 1 if —0.25<x<0.25; )
-2X+1.5 if 0.25<x<0.75;
Fig. 2 — The minutiae coordinates 0 if |x|>0.75.

probability density functions ) ) )
Using the inverse functions method:

if z~unif[0,1] then a random variable x
obtained by a functional transformation z of the form

Jz-0.75 if 0<z<0.25;
Xx=:2-05 if 0.25<z<0.75; (2)

—1-z+0.75 if 0.75<z<];

will have PDD (1).

Fig. 3 shows the functional transformation (2) statistical test histogram with the experiments
equal number to 30,000 and the interval division [-0.75; +0.75] into 100 equal subintervals. The
dashed line in fig. 3 shows the envelope line (1).

The generating random numbers resulting algorithm will be used in the future to obtain the prints
normalized square portraits characteristic points coordinates.

To generate a random number of

f(x) characteristic points for the print

portrait implementation we use dis-

crete (integer) random variable

model N: [15, 45] with a discrete

normal truncated distribution and
numerical characteristics:

- expectation my = 30;

- standard deviation 6~ 2+5.
To obtain a minutiae random
number on the portrait implementa-
tion N, we use the unif[0,1] func-
tional data transformation. We pro-
ceed to the uniformly distributed
Fig. 3— The sensor random coordinates numbers discrete form using the in-
statistical tests result teger rounding and centering opera-
tion:

z'=round(z)—0.5, where z ~ unif [0,1]. (3)

Then, with limit to the number of terms equal to my =30the minutiae random number in the
portrait can be defined as the sum
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30
N=>7'+30 (4)
i=1
A discrete random variable can take integer values from a range [15, 45]. Than the truncated
normal function of the PDD:

Q(Ni):(;O]-[%TO, i [0,30], N; €[15,45] )

Where Q(Ni) is the probability that the minutes number in a portrait (taking into account the

points masked outside the unit square) will be N; .
The distribution type and numerical characteristics (5) are shown in fig. 4.
To simulate the arrival angles

Q(N;)

0.2 1 U:\IQ(Ni)'(Ni —my )’ =2.74 random values normalized in a unit

square at characteristic points, we

0BT s use a random variable z ~ unif [0,1]

01 | : uniformly distributed over a single
segment:

0.05 1 0=z, (6)

, N The true arrival angle is deter-

20 30 10 mined based on the normalized val-

ue (6): ®=2n-¢.
Table 1 presents the normalized

portrait simulation results based on
the distributions (1), (4) and (6).

Fig. 4 — PDD normalized print portrait of the characteristic
points number

Table 1 - Portrait Matrix

X Y ) 4 Mathematical model of the characteristic point distortion
0.21 -0.07 0.6 We can list the main factors that lead to differences in finger-
0.28 0.18 0.58 | printimage implementations:

0.12 -0 0.49 - geometric center displacements, caused by a change with
019 | 031 | 0.74 | the object position in the scanning field;
007 | -068 | 062 - images rotation arising for the same reasons;

0.05 -0.12 0.8
-0.25 0.33 0.58
-0.01 0.42 0.91
0.17 0.15 0.73
0.12 0.23 0.67

- “erasure” or the appearance of “false” points due to scanner
algorithm incorrect settings or the foreign objects entry in the
scanning field;

- points relative position drift due to errors in the recognition
algorithm.

Geometric center displacement errors

To describe such errors distribution we use a PDD with a form (1) with a horizontally modified
scale:

Slo|o|N|o|u|s w2

125-d,+3.75 if -0.3<d, <-0.%

ofd ). o(d 2.5 if —0.1<d_ <0.5 ,
(d,). @(d)= -12.5d +3.75 if 0.1<d <0.3; ()
0 if |d,|>0.3.

If z ~ unif [0,1], then for obtaining a random variable with distribution (7) we have to use the
transformation:

\J0.16-2-0.3 if 0<z<0.25;
dy(z)=10.4-2-0.2 if 0.25<2<0.75; (8)

- /0.16-(1—2) +0.3if0.75<z<1
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Errors due to "erasure” and adding "false" points

Assuming erasure errors independence distribution is described by the usual discrete binomial
distribution:

K (j ) ;

PE(k)ZZ(Nj-pE'-(l—pE)N 9)
i=0

Where P (k) the probability of erasure no more than points in the portrait; N - the identified

points number, determined by the distribution (5).
We generate a vector Z={z,,z,,---,zy } . Based on the vector Z we calculate the erase vector the

elements of which have a binary value and are obtained by a vector Z coordinates functional trans-
formation:

Zi _ P
ei:L_pEJ, e =[01], i=1...N (10)

A probabilistic errors description associated with the false points appearance can be made on the
Poisson distribution basis:

kAK 1
Pr(K)= e (11)
where Pr (K) is the false point appearance probability on the portrait implementation; A, — (Ap-

pearance) false point number empirically determined expectation in one portrait.

The approximation of random variable — the false points number in a portrait (11) is achieved us-
ing a sensor unif [0,1] and a usual binomial distribution as follows: an expectation is determined
empirically by the false points number in one portrait 1,: 0.1<Xx, <05. A vector

Z= {zl, 22,--~,2M} Is generated with elements uniformly distributed in a unit interval z ~ unif [0,1].

Then, on the transformation basis similar to (10), we get an adding vector with binary elements ob-
tained by the rule:

Z:

_2A
M
The square length of the vector determines the false point number added to the portrait:
M
2
K=|A"=> 4. (13)
i=1

The Poisson distribution approximation (11) will be more exact if the selected value M will be
larger. For an acceptable approximation it suffices to require the inequality fulfillment of:

M=>rt, (14)
Image rotation errors

The relationship between the arbitrary point coordinates (é) in the original coordinate system

XOY and the new point coordinates (7) in the system X'OY’ deployed at an angle « is specified

in matrix form with the following expression:
X' X coso  Sina
,|=U(a)-| _ |, where U(a)=| .
Y Y —sina.  cosa

The portrait points’ location rotation by an angle is achieved by converting the submatrix:

XY'=U(-a)-(XY)', (16)

(15)
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where (XY)T is the transposed submatrix XY.
The change in the vector associated with the rotation of the portrait is determined by the formula:

S RIP
(p—[(p 2.njmodl K(p 2.njmole, a7

where the operation extracts the fractional part from ‘arg’ taking into account a sign.
The matrix of the portrait turned to the angle o is determined with the submatrices and the vec-
tor union:

G'=((xv")'

9) (18)

Image rotation errors are defined by the random rotation angle distribution. Empirical considera-
tions allow to limit the range of possible values within the right angle

T e
ae|—,+— |. 19
Bt (19)
The rotation random normalized angle implementation is obtained by a functional transformation

of the form:

4
z;-05
o =Z( ' ] (20)
=\ 16
Approximate normal PDD is:
1

2
( ) \/—69Xp£ il ], Cc= m (21)

Fig. 5 shows the function form (21) (dashed line) and the approximation probability distribution

histogram (20), obtained with the 10° tests. As we can see, using only four terms in the sum expres-
sion (20) provides a normal PDD approximation.

f(oy ), H(oy)

~0.125 0.125

0

Fig. 5— The PDD and the rotation normalized random angle PDD approximation histogram

5 Getting the original model portrait in the normalized unit square

The portrait implementation generation is performed with using the obtained functional trans-
formations of a random variable uniformly distributed in a unit interval.

Determine the detected characteristic points. Using a software sensor with uniformly distributed
numbers we get a vector of 15 elements: Z={z1, z»,..., z15}, where z; ~ unif[0,1].
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Using the transformation (3) go to the vector
containing the centered binary elements:
Z'=round(Z)-0.5.

Applying the transform (4) using elements

r .- -
z; gives a random number of minutes:

15
N=>z+15=16.
1

For random coordinates generating of points
on a plane we use the sensor unif[0,1] and get
two vectors (Tables 4 and 5) which contains
random numbers from the range [0,1]:

Table2 -Z

Ne z, Ne Z Ne 2
1 0.001 6 0.174 11 0.989
2 0.193 7 0.71 12 0.119
3 0.585 8 0.304 13 0.009
4 0.35 9 0.091 14 0.532
5 0.823 10 0.147 15 0.602

Table3—- Z'

Ne 7 Ne 7 Ne 7
1 -0.5 6 -0.5 11 0.5
2 -0.5 7 0.5 12 -0.5
3 0.5 8 -0.5 13 -0.5
4 -0.5 9 -0.5 14 0.5
5 0.5 10 -0.5 15 0.5

Table 4 — Z*

Ne Zf Ne Zf

1 0.376 9 0.458
2 0.677 10 0.744
3 0.009 11 0.599
4 0.276 12 0.735
5 0.588 13 0.572
6 0.838 14 0.152
7 0.485 15 0.425
8 0.744 16 0.517

1 1.1 1 2 2 2 2
Z :{21,22,"',ZN}, Z :{21,22,"',ZN}.

Table 5 — Z*

No Zi2 No Zi2

1 0.28 9 0.55
2 0.682 10 0.472
3 0.722 11 0.847
4 0.123 12 0.456
5 0.835 13 0.983
6 0.517 14 0.739
7 0.426 15 0.196
8 0.949 16 0.839

Applying the transformation (2) to the tables 4 and 5 elements we obtain two coordinate vectors:

Table 6 — X

Ne X No X

1 -0.124 9 -0.042
2 0.177 10 0.244
3 -0.656 11 0.099
4 -0.224 12 0.235
5 0.088 13 0.072
6 0.347 14 -0.361
7 -0.015 15 -0.075
8 0.244 16 0.017

Simulating the normalized
vector ¢ (Table 8):

Table7-Y

Ne Yi Ne Yi

1 -0.22 9 0.05
2 0.182 10 -0.028
3 0.222 11 0.359
4 -0.399 12 -0.044
5 0.343 13 0.619
6 0.017 14 0.239
7 -0.074 15 -0.307
8 0.525 16 0.349

arrival angles values in the minutiaes we use unif [0,1] and get the

Table 8- ¢
o Of No Of Ne Of Ne Of
1 0.806 5 0.752 9 0.437 13 0.696
2 0.211 6 0.543 10 0.578 14 0.19
3 0.553 7 0.437 11 0.629 15 0.178
4 0.114 8 0.696 12 0.504 16 0.457
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The portrait characteristics combined matrix (Table 9) is obtained by vectors augmentation spec-
ified by tables 6-8:

G=(X[Y[o). (22)

Table 9 -G
Ne G*, G", G, Ne G*, G, G
1 -0.124 -0.22 0.806 9 -0.042 0.05 0.437
2 0.177 0.182 0.211 10 0.244 -0.028 0.578
3 -0.656 0.222 0.553 11 0.099 0.359 0.629
4 -0.224 -0.399 0.114 12 0.235 -0.044 0.504
5 0.088 0.343 0.752 13 0.072 0.619 0.696
6 0.347 0.017 0.543 14 -0.361 0.239 0.19
7 -0.015 -0.074 0.437 15 -0.075 -0.307 0.178
8 0.244 0.525 0.696 16 0.017 0.349 0.457

The shaded lines in table 9 correspond to points that did not fit in the unit square. In Fig. 6 the
points defined by these rows of the matrix G are “masked” in the planar portrait.

Y
0.4

02

0
-0.2
-04

6 Example of portrait geometric center dis-

placement implementation

:' e To simulate the portrait geometric center
F o . 1 displacement error defined by the matrix from
~ . '. table 9 we obtain a random vector of 2 elements
i . ¢ using the sensor [0,1]:
- o - z 0.494
L z=|" = . (23)
. o zZ, 0.741
L . 1 x
et Using the elements functional transformation
-04-02 0 0.2 0.4 (8) we proceed to the displacement values along
Fia. 6 — Planar portrait G the coordinates X and Y which distribution is
9. P subordinated to the centered trapezoidal func-
tion of the PDD (7):
dy :d(zl):—0.00Z; d, :d(22)=0.096. (24)
Then the following association will determine the displacement matrix:
Gd = (X+dx Y +dy o) =(Ga™[Gd" |od? ). (25)

The matrix and the corresponding portrait will have the form presented in table 10 and Fig. 7.

Table 10 - Gd
No Gd*, Gd" Gd?, No Gd*; Gd"; Gd°,
1 -0.126 -0.124 0.806 9 -0.044 0.146 0.437
2 0.175 0.279 0.211 10 0.242 0.068 0.578
3 -0.658 0.318 0.553 11 0.097 0.455 0.629
4 -0.226 -0.303 0.114 12 0.233 0.052 0.504
5 0.086 0.44 0.752 13 0.07 0.716 0.696
6 0.345 0.113 0.543 14 -0.363 0.335 0.19
7 -0.017 0.023 0.437 15 -0.077 -0.211 0.178
8 0.242 0.621 0.696 16 0.015 0.446 0.457

11
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Fig. 7 — Original and displaced fingerprint portraits

However, the type of portrait is not final, because it is also can have the errors of random rota-
tion and “erase-add”.

7 Distorted portrait model converting

Make the following overrides:

- G =Gctn - reference portrait is centered, truncated and normalized by the fingerprint rotation
angle;

- GD =Gdaea - portrait implementation distorted with random errors.

Matrix GDe consists the data about 27 portrait points.

Table 11 — GDe

Ne | GDe*, | GDe", | GDe’, |Ne| GDe*, | GDe", | GDe’. |Ne| GDe*, | GDe', | GDe’,
1| -0075 | -0.161 | 0863 |11 | -0458 | 0.187 | 0247 [21| 0403 | -0.147 | 0.682
2 | 0066 | 0322 | 0268 [12| 0002 | -0.225 | 0235 |[22| -0.449 | 0301 | 0.623
3| 0106 | -0.363 | 0171 [13| -0.142 | 0423 | 0514 |[23| 0231 | 0296 | 0.241
4 | -0074 | 0442 | 0809 |[14| 0199 | 0178 | 0155 |24| -0.282 | -0.267 | 0.612
5| 0283 | 0227 0.6 |[15| -0.069 | 0.155 | 0989 [25| 043 -0.494 0.3
6 | -0024 | 0015 | 0494 |16| 0.14 0189 | 0952 |26| 0208 | -0.387 | 0.722
7 | 0093 | 0121 | 0494 [17| -0.441 | 0106 | 0468 |27 | -0.284 | 0.382 | 0.015
8 | 0203 | 0149 | 0635 [18| 0.021 | 0487 | 0685 | - - - -

9 | -0.069 0.46 0686 |19| 0.042 | -0.328 | 0509 | - - - -
10| 02 0131 | 0561 |20| -0.297 | -0.237 | 0912 | - - - -

Centering portrait implementation
We calculate the mass center coordinates for the matrix GDe using the first two columns data:

— 1 Ne _ 1 Ne
Xe=-—>"GDe*; ~-0.016, Ye=——> GDe"; ~0.073. (26)
Ne {5 Ne

i=1
Conversion GDe by centering gives:

GDec = (GDex —)TeHGDeY —Y_eHGDeq’) = (GDecX HGDecY HGDecq’) . (27

Fig. 8 shows the obtained result by comparing the two portraits and we can see the resulting ma-
trix in the Table 12.
One of the points left the unit normalized square limits and became one of the masked part.
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Fig. 8 — Transform portrait implementation after centering
Table 12 — Gdec
No| GDec®, | GDec", | GDec’, | No | GDec*. | GDec", | GDec’, | Ne | GDec*, | GDec", | GDec’,
1| -0.059 -0.233 0.863 | 11| -0.441 0.114 0.247 |[21| 0.419 -0.22 0.682
2 0.082 0.25 0.268 |12| 0.018 -0.297 0.235 | 22| -0.433 0.229 0.623
3 -0.09 -0.436 0.171 | 13| -0.126 0.35 0.514 | 23| 0.247 0.224 0.241
4 | -0.058 0.369 0.809 | 14| 0.215 0.106 0.155 |24 | -0.266 -0.34 0.612
5| 0.299 0.154 0.6 15| -0.053 0.082 0.989 (25| 0.446 -0.567 0.3
6 | -0.008 -0.058 0494 |16 | 0.156 0.116 0952 |26 | 0.224 -0.46 0.722
7| -0.077 0.048 0.494 | 17| -0.425 0.033 0.468 | 27| -0.268 0.309 0.015
8| 0.219 0.076 0.635 |18 0.037 0.415 0.685 = - > >
9| -0.053 0.387 0.686 |19 | 0.058 -0.401 0.509 - = > >
10| 0.216 0.058 0.561 |20 | -0.281 -0.309 0.912 = - - -

The truncation of points plurality in the portrait

We arrange the portrait matrix rows according to the points remoteness degree from the geomet-

ric center combined with the mass center. Calculate the points distance from the center

(28)

2 2 .
RD; = \/(GDeci’O) +(GDec;y )", i=1-,Ne.
Sorting rows according to values (28) gives the following matrix:
Table 13 — Gdecs
No| GDecs®, | GDecs', | GDecs’; | Ne | GDecs™; | GDecs", | GDecs®, | Ne | GDecs*, | GDecs"; | GDecs,
1| -0008 | 0058 | 0494 |11| 0247 | 0224 | 0241 |[21| -0266 | -034 | 0612
2| -0077 | 0048 | 0494 [12] 0299 | 0.154 06 |22] -009 | -0436 | 0171
3| -0053 | 0082 | 0989 [13]| -0.126 | 035 0514 |23| -0441 | 0114 | 0247
4] 0156 | 0116 | 0952 |14| -0.058 | 0369 | 0809 |24| 0419 | -022 | 0682
5| 0216 | 0058 | 0561 [15] -0.053 | 0387 | 0686 |25| -0433 | 0229 | 0.623
6| 0219 | 0076 | 0635 [16]| 0058 | -0401 | 0509 |[26| 0224 | -046 | 0.722
7| 0215 | 0106 | 0155 |17 -0.268 | 0309 | 0015 |[27| 0446 | -0.567 03
8| -0059 | -0.233 | 0863 |18 0.037 | 0415 | 0685 | - - - -
9| 0.082 0.25 0268 |19 -0.281 | 0309 | 0912 | - - - -
10| 0018 | -0.297 | 0235 [20| -0.425 | 0033 | 0468 | - - - -

Except points with numbers 17 — 27 from the range of lines.
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Table 14 — Gdect

Ne | Gect®, | Gect', | Gect®, | Ne | Gect®, | Gect', | Gect’, | Ne | Gect”, | Gect', | Gect”,
1 | -0.008 | -0.058 0.494 7 0.215 0.106 0.155 | 13 | -0.126 0.35 0.514
2 | -0.077 0.048 0.494 8 | -0.059 | -0.233 0.863 | 14 | -0.058 0.369 0.809
3 | -0.053 | 0.082 0.989 9 0.082 0.25 0.268 | 15 | -0.053 | 0.387 0.686
4 0.156 0.116 0952 | 10 | 0.018 -0.297 | 0.235 | 16 | 0.058 -0.401 | 0.509
5 0.216 0.058 0.561 | 11 | 0.247 0.224 0.241
6 0.219 0.076 0.635 | 12 | 0.299 0.154 0.6
GDec T T T T GDect T T T T
04 r . ¢ g 04 ot 7
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Fig. 9 — Portrait transformation after the points number limiting

Portrait position stabilization by the orientation angle on the plane

Make a portrait reversal GDect. Vector which indicates the points maximum concentration direc-
tion has to coincide with the axis O-X on the portrait plane. To do this, we define the transposed
submatrix of matrix GDect:

-
XYect = (GDectX,GDectY) . (29)
Determine the distance of GDect portrait 16 points from the image geometric center:
r=|(XYect)|, i=1--,16 (30)
and calculate the point projection coordinates matrix on the circle located around the center:
XYectr, = (XYect).-(2r) ", i=1-16. (31)
Direction vector of maximum concentration with points:
16 16 ( XYectr V 1.678
Vg:ZXYectri:ZL "1}( gl]:( J (32)
) i | XYectr, , Vg, 2.025
Calculations (29) - (32) are illustrated in Fig. 10
The location of the vector Vg determines the required angle of axes rotation:
_ ng _ _ 0
y = arctg Vo |~ 0.879 [pan] = 50.355° [rpax]. (33)
1

When the axes rotate by an angle the submatrix of the stabilized portrait new coordinates is de-
termined by the expression:

XYectn = [U(y) : (XYect)]T .

Column vector modified with rotation arrival angles:

(34)

14
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GDectn?® = [GDect‘P —L] mod1— (GDect‘P —Lj mod1 |. (35)
2.1 2.1

GDect GDectr

-5 ! 5 k ! — 5 ' 5

a) centered truncated portrait; 6) the points projections location on the normal-
ized circle and direction vector of maximum
concentration with points.

Fig. 10 — Determination of the portrait angular stabilization parameters

Then the matrix of the fingerprint distorted implementation fully processed portrait will have a
definition in the form:

GDectn = ((XYectn)|GDectn” . (36)

The matrix contents are presented in table 15 and the portrait transformation with orientation an-
gle stabilization on the plane is shown in Fig. 11.

Table 15 — Gdectn

Ne | Gectn, | Gectn", | Gectn®, | Ne | Gectn™, | Gectn”, | Gectn®, | Ne | Gectn™, | Gectn', | Gectn®,
-0.05 -0.031 0.354 7 0.219 -0.098 0.015 | 13 | 0.189 0.32 0.375
-0.012 0.09 0.354 8 -0.217 | -0.104 0.723 | 14 | 0.247 0.28 0.669
0.029 0.093 0.849 9 0.245 0.096 0.128 | 15 | 0.265 0.288 0.546
0.189 -0.046 0.812 | 10 | -0.218 | -0.203 0.096 | 16 | -0.272 | -0.301 0.369
0.182 -0.129 0421 |11 0.33 -0.047 0.101 = = = =

0.198 -0.12 0495 | 12 0.31 -0.132 0.461 - - - -

o O | W N

The right image of fig. 11 represents the portrait final view processed according to the consid-
ered methods after the random errors action. The distorted portrait processing was carried out with
the aim of distortion effect minimizing in order to approximate the characteristic points distribution
to a reference sample similar distribution.

Fig. 12 shows a comparison of the distorted portrait processing result with the fingerprint ob-
tained reference portrait normalized by the number of points and the spatial angle. Segments of
straight lines indicate the distances of mutual displacement of the same points in the portraits. As
we can see from the figure, in each of the portraits there is one point that does not have the corre-
sponding pair (circled). This situation is explained by the results of the erasing and adding points
processes, which are consequence of the corresponding errors.
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Fig. 11 — Fingerprint implementation rotation angle stabilization result
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Fig. 12 — Comparison of the reference portrait points distribution with a similar distorted
distribution after its processing

8 Conclusions

We have developed the mathematical models for the distorting fingerprints realizations process
and for processing distorted images to minimize the random factors effect. As a result of processing
the achieved value of the standard distance between the same points of the reference and processed
distorted images was 4.8 % from the size of the normalized portrait square side. The proportion of
points suitable for fingerprint identification by the location of the minutiae on the distorted implemen-
tation after it was processed by the proposed methods was 93.75 %.

The achieved result is characterized by a relatively high accuracy of the reference and repeated
fingerprint portraits coincidence and is quite acceptable for identifying personalities based on correla-
tion comparisons of the processed portrait with the biometric database samples. However, for the task
of password access, when comparisons with standards are not permissible the indicators of high mean
standard accuracy are not important. Effective secret-sharing algorithms are implemented without
much difficulty if the introduced distortions do not lead to a change in the order of transferring the
object characteristics (points) according to any ordered lexicographical rules. For example, from left
to right and from top to bottom of the portrait square, in order of increasing distance from the center
of the portrait , ascending arrival angles etc. It is obvious that even very small points displacements
with respect to the reference image can cause a violation of any enumeration-listed orders.
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Abstract: The paper deals with the state of protection electronic signatures based on the pairing of points of an ellip-
tic curve against attacks based on the signing data with related keys. It is defined conditions and possibilities of the
organization and implementation of these attacks. It is provided the recommendations on protection against these
vulnerabilities, including in the post-quantum period.

Keywords: attack; electronic signature; elliptic curve; related keys; pairing.

1 Introduction

Electronic signatures (ES) are now widespread, the stability of which is based on the complexity
of discrete logarithm in finite fields and groups of elliptic curves (EC) points [3-5]. Also, researches
were conducted and ES with appendix based on identity — the pairing of EC points are recommend-
ed for the application. Known conditions for implementation attacks based on related keys relative
to ES based on standardized cryptographic transformations in finite fields and cyclic groups of su-
persingular curves. The conducted analysis of a large number of sources made it possible to con-
clude that there is no data regarding the security and conditions for implementation of attacks based
on related keys with respect to ES IBS-1 and IBS-2 [1, 3-5], that are based on identity. At the same
time, previous studies of the algorithms ES IBS-1 and IBS-2 stability showed that attack based on
related keys can be implemented. Therefore, it is important to study the stability of these ES against
attacks based on related keys.

Stability issues have become particularly relevant after statements and speeches of leading spe-
cialists about the potential vulnerabilities for the ES in the post-quantum period. Thus, the technical
report of the US NSA [1] states that the ES, whose algorithms are based on transformation in the
ring [1-2] and in the finite field [1-2], will be unstable with the appearance of quantum computers.
The same suspicions are expressed in relation to cryptographic transformations in the group of ellip-
tic curve points [1-2]. Therefore, the tasks and their solutions regarding the stability of the ES,
which are now introduced in Ukraine and which operate on the international level, are important.
Such standard should include DSTU ISO/IEC 14888-3:2014 [5].

One of the possible ways of solving this contradiction is to increase the size of the general pa-
rameters for the specified transformations. At the first stage of quantum cryptography development,
this may work. But in the future it is necessary to apply other methods, for example, perhaps cryp-
tographic transformation based on pairing of EC points and identification data. Such algorithms are
offered in the DSTU ISO/IEC 14888-3:2014 in the form of algorithms ES IBS-1 and IBS-2 [5]. But
the analysis showed that although they under certain conditions may qualify for post-quantum, fur-
ther studies of their stability are needed. In our view, one of the vulnerabilities of the algorithms ES
IBS-1 and IBS-2 is their vulnerability to attacks based on related keys.

The purpose of this article is to analyze the state of protection of the ES IBS-1 and IBS-2 against
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the attacks based on the signed data with related keys, determine the conditions and possibilities for
their organization and implementation, as well as the development of recommendations for the pro-
tection against the specified vulnerabilities, including post-quantum period.

2 The essence of ES IBS-1 and IBS-2, defined and implemented in DSTU ISO/IEC 14888-3

Given the novelty and the need to formulation of research problem of the ES IBS-1 and
IBS-2, first we will consider the essence of these ES mechanisms and setup stages.

For the use of ES IBS-1 and IBS-2, at first, the general parameters must be entered and config-
ured and asymmetric key pairs are generated.

The general parameters of the ES IBS-1 and IBS-2 are [3-5]:

- U —secret master key — integer, U €[1,q-1];

-V —public master key — EC point, V =[U]Pmodq, V €G;;

- X —private (secret) signer key — EC point, X =[U]Y modq, X €G;;

- Y —signer public key (verification) — EC point, Y =H,(ID)modq, Y €G;

- P —base point of the key certification center of the order q.

General parameters generation or computation must be carried out under the following condi-
tions:

- the user personal key X is calculated at his request in the key center generation (KCG) and
provided to the user through a secure channel,

- the user public key Y can be calculated by each user of the domain;

- ID —is a data string that contains the signer identifier;

- H, —the hash function, which converts the data string into the element of group G;;

- H, —the hash function defined in DSTU ISO/IEC 10118-3:2005;

- G, —acyclic group of simple order g whose elements are EC points over GF(p);

- G, — a cyclic group of simple order g whose elements are elements of a finite field
GF(p™).

Tables 1 and 2 show the signing and verification mechanisms of IBS-1 and IBS-2 [5].

Table 1 — ES IBS-1 mechanism

Message signing Signature verification

1) Generate a random or pseudo-random one-| 1) Verifier receives integral general parame-
time secret key — an integer K, 1<K <(g—1). |ters and subscriber public key.

2) Pairing: TT1=< X,P >K 2) Restoring one-time public key:

) m — R and S recovered from the addition;

TeG, 0\{er the field GF(p™), — bit length R should be equal to the length of

IT —pre-signature the function output H,;

- SeG.

If at least one of these conditions is not ful-
filled, the signature is rejected.
3) Message in the form of an integer M is di-| 3) Preparing to verify the message:

vided into its parts: — recovery M from signed message;
M, —empty part, — splitting message on M; & M,: M, —emp-
M; =M —a message that needs to be signed. ty, M;=M.
4) Calculating one-time public key: 4) Restore parameter T: T =(T,,T,),
R=H,(M, || FE2BS(IT)), ReG,. T,=-Y,T,=[R]V.
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Continuation of Table 1

Message signing

Signature verification

5) Calculate parameter T :

T=,T,)=(Y,[RIY).

5) Pairing:
M=<S,P>x<Y,V >R,

6) Calculate signature component:
S=[K-R]Xmodqg, S€G,.
Signature is £=(R,S).

6) One-time validation public key calculation:
R=H,(M, || FE2BS(I1)).

7) Construction of the addition with the con-
catenation of the text in the form (R, S) || text.

7) Comparison R=R: if they do not match,
the signature is false, otherwise — true.

8) Building the signed message in the form
M((R,S) || text).

Table 2 — ES IBS-2 mechanism

Message signing

Signature verification

1) Generate a random or pseudo-random one-
time secret key —an integer K, 1<K <(q-1).

1) Verifier receives integral valid general pa-
rameters and valid subscriber public key.

2) Scalar Multiplication:
IM=[K]Y modq, TG,
IT — pre-signature, EC point.

2) Restoring one-time public key:

— R and S recovered from the addition;

- ReG, Se@G.

If at least one of these conditions is not ful-
filled, the signature is rejected.

3) Message in the form of an integer M is di-
vided into its parts:
M; —empty part,

M, =M —a message that needs to be signed.

3) Preparing to verify the message:

— recovery M from signed message;

— splitting message on M; & M,: M; —emp-
ty, M2 == M .

4) Calculating one-time public key R=1IT,
ReG,.

4) Restore parameter T: T =(T,,T,),
Tl =-Y ) Tz :[_H]Y ’
H=H,(M, ||FE2BS(R,)).

5) Calculate parameter T :
T=M,T,)=(Y,[-HIY), HeG,,
H =H,(M, || FE2BS(IL,)).

5) Calculating pre-signature:
=R , [TeG,.

6) Calculate signature component:
S=[K+H]Xmodq, S eG,.
Signature is £=(R,S).

6) Calculating:
R1=<P,S > 1ta Ry =<V, IT+[H]Y >.

7) Building the addition: (R,S) || text.

7) Comparison Ri =Rz if they do not match,
the signature is false, otherwise — true.

8) Building the signed message:

M((R,S) || text).

3 Attack ""Full Disclosure™ against ES IBS-1 based on signed data and related keys

Let the cryptanalyst intercepts and has a full access to i signed messages [2,5]:

S1 :[Kl_

S =[K;—

R,]X modq

R/1X modq

(1)
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The system (1) includes i equations and i+1 unknowns.
Find an unknown EC point — a private long-term key X , which is permanent for all signatures.
As a result, we obtain the system of the form:

X =[K,~R ]S, modq
. ?)
X =[K, =R]™"S, modq

In system (2) private long-term key X is unknown and i unknowns K;,K,,...,K;. For full dis-

closure, that is, the definition of a secret key X by i ES, it is necessary to solve the system of the
i -th order with the i+1 unknowns. The analysis showed that it is practically impossible to reduce
the system of equations order by the force method. Therefore, we can assume that the attack based
on signed data has an exponential complexity [2, 5].

As the analysis showed, one of the possible variants of lowering the system of equations order
can be the key related, for example, in the form [2]:

Ki+K;=q ©)

or otherwise. Consider an attack based on related keys.
We write the system (1) for the case of two equations, and consider the signature algorithms for
the two messages M, and M,, and keys that satisfy the condition (3).

For message M, For message M,

K, e[Lq-1] Ky =(q-Ky) e[Lg-1]

I, =< X,P>'¢ I, =< X, P >

R, =H,(M, || FE2BS(I1)) R, = H,(M, || FE2BS(I1,))
S =[K;—R]X modq S, =[(q—K;)—R,]X modq

Next we find a condition in which S, =S, that is, we will find a personal key X, in which ES
of messages M, and M, coincide. As a result, we have:

[K; —RIX'modg=[(q—K;)—R;]X modg. (4)
We reduce in (4) by X, as a result we obtain:
[K;—RjImodq=[(q-K;)-R,]modq; ()
[K; =R Imodqg=[-K;—-R,]modq; (6)
2K, modq=[R, —R,]modq. (7)

Next we will find from (7) a one-time key K, since R, and R, are known and are contained in
the signature:

K, =@modq. (8)

Thus, the system of equations order is reduced to an unknown one-time secret key, in our case
Ki:

X =[K,-R]*S, modq
. 9)
X =[K; -R]™'S, modq
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Substituting K, and in general K;, into system (9), we have a system of i equations with i un-
knowns, which has a solution.

4 Attack ""Full Disclosure™ against ES IBS-2 based on signed data and related keys

Analogously to (1), for IBS-2, taking into account Table 2, we have [2,5]:

S, =[K;+H;]X modq
....... : (10)
S; =[K; +H;]X modq

Next, we will find from (10) a private long-term key X and we will receive the following for it:

X =[K,+H,]™"S, modq
: (11)
X =[K; +H:]™"S, modq

System (10) includes i equations and i+1 unknowns in receiving i signed messages. The main
task of the cryptanalysis is to identify the private long-term key X .

As in the case (2), as shown by the analysis, it is practically impossible to reduce the system of
equations (11) by force. Moreover, the complexity of a force attack is determined by the order of
the cyclic group q. Therefore, we can assume that the complexity of the attack based on the signed
data is exponential [2,5].

At the same time, as in the case (2), one of the possible options of the system of equations (11)
reduction may be the key related, for example, in the form (3) or another way [2].

We write the system (11) for the case of two equations and specified key related, and consider
the signature algorithms for the two messages M; and M., and keys that satisfy the condition (3).

For message M; For message M,

KielLq-1] K, =(q-Ky) e[l g-1]

IT, =[K;]Y modq I1, =[K,]Y modq =
=[q-K;]Y modq =
=[-K;]Y mod q

R =11, R, =I1,

S, =[K; +H;]X'modq S, =[K,+H,]X modq=

=[(q-K;)+H,]X modq=
=[-K;+H,]X modq
We find a condition in which S, =S, . As a result, we have
[K;+H;]Xmodq=[(q—-K;)+H,]X modq. (12)
Reduce (12) at X , we obtain that:
[K, +H;]modqg=[(q—K,;)+H,]modq
or
[K;+H;]modq=[-K, +H,]modq
and
2K, modq=[H, —H;]modq. (13)
Finally, from (13) we obtain that
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K, = % mod(q. (14)

Thus, the system of equations (11) order is reduced, since the values of H; and H, can be used
to define an unknown one-time secret key K.

5 An example of the ""Full Disclosure™ attack against the mechanisms ES IBS-1 and IBS-2
based on signed data and related keys

Let's show the correctness of the execution of attacks on the example. Determine the value of the
required parameters — the value of the base point P, the user private key X and the order of the
base point q: X =(13,16), P =(13,7), q=7. EC over the main field: y? = (x* + x+1) mod 23.

Consider an example for the mechanism IBS-1 [3-5].

We write the system (1) for the case of two equations and consider the signature algorithms for
the two messages M, and M,, and keys that satisfy the condition (3).

For message M, For message M,

K, =6 K, =(q-K)=1

I, =< X,P > I, =< X, P >

R =H,(M, |[FE2BS(I));R =4 R, =H,(M, || FE2BS(IL,));R, =20

S, =[K;—R]X modq S, =[K, —R,]X modq

S, =[6—4](13,16) mod 7 = S, =[1-20](13,16)mod 7 =
=2(13,16)mod 7 = (5,19) = (~19)(13,16) mod 7 = (5,19)

According to formula (8) for K, we obtain:

K :4_—20m0d7:_—16m0d7=(—8)m0d7=6.
) 2

Let's solve the equation from the system (2), by substituting the obtained value K;:
X =[K,—R] ™S, modq;
X =[6-4](5,19)mod 7 = (2)*(5,19)mod 7 .
Find the inverse element in the field:
z:%modq ; z-k=1modq;z-2=1mod7; z=4.

So, after finding the inverse element, we obtain the following:
X =4(5,19)mod 7 = (13,16)..

We found the value of the signer private key X . Compare it with X :
X =(13,16), X =(13,16) = X = X .

Consequently, for mechanism IBS-1, the considering attack is realizing.

Consider an example for the mechanism IBS-2 [3-5].

We write the system (10) for the case of two equations and consider the signature algorithms for
the two messages M, and M,, and keys that satisfy the condition (3).
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For message M, For message M,

K, =6 K, =(q-Ky) =1

I, =[K,;]Y modq IT, =[-K;]Y modq

I1, =6(17,20)mod 7 = 1, =—6(17,20)mod 7 =
=(17,3) =(17,20)

R, =11, =(17,3) R, =I1, =(17,20)

S, =[K;+H;]Xmodq H,=3 S, =[(g-K;)-R,]JXmodq H, =15

S, =[6+3](13,16) mod 7 = S, =[-6+15](13,16) mod 7 =
=2(13,16) mod 7 = (5,19) =2(13,16) =(5,19)

According to formula (14) for K, we obtain:

K :Emod7=gmod7=6.
) 2

Let's solve the equation from the system (11), by substituting the obtained value K;:
X =[K,;+H,]'s, modq;

X =[6+3]7(5,19)mod 7 = (9)*(5,19)mod 7 .

Find the inverse element in the field:
z=%modq;z-kzlmodq;z.9:1mod7; z=4.

So, after finding the inverse element, we obtain the following:
X =4(5,19)mod 7 = (13,16).

We found the value of the signer private key X . Compare it with X :
X =(13,16), X =(13,16) = X = X .

Consequently, for mechanism IBS-2, the considering attack is realizing.

6 An example of the ""Full Disclosure™ attack against the mechanisms ES IBS-1 and IBS-2
based on signed data and related keys: alternative approach

Let the cryptanalyst intercepts and has a full access to i signed messages: similar to (1) and (10).
Find an unknown point of the EC — a private long-term key X , which is permanent for all signa-
tures. Consider an attack on the ES IBS-1 based on the key related. Input data will be the similar to
those given in section 3 [5].
As a result, we obtain for IBS-1 the following system:
S, =[K;-R;]X modq
S, =[-K,-R,]X modq
S1+8, =[(K =Ry + (=K, =R;)]X mod q
S +S, =[-R,—R,]X modq : (15)
X =(8,+8,)[-R, ~R,] " mod g
X =R +R, (S, +S,)modq
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Consider an attack on the ES IBS-2 based on the key related. Input data will be similar to the da-
ta given in section 4 [5].
As a result, we obtain for IBS-2 the following system:

S, =[K;+H;]X modq
{82 =[-K;+H,]X modq
S +S, =[(K;+H;)+(-K;+H,)]Xmodq. (16)
S;+S,=[H,+H,]X modq
X =[H; +H,T*(S;+S,)modq

Now let's give a mathematical example and correctness of attacks execution on an example.
First, consider an example for the mechanism IBS-1. Input data will be similar to the data given

in section 5.
Using system (15), to find the signer private key X , we have the following:

X =-[R;+R,]*(S;+S,)modq;;
X =—[4+201((5,19) +(5,19)) mod 7 ;
X =(-24)(2(5,19)) mod 7 .
Find the inverse element in the field:
z:%modq ;Z-k=1modq;
z-(-24)=1mod7; z=2.
So, after finding the inverse element, we obtain the following:
X =2(17,3)mod 7 = (13,16) ; (17)
X =(13,16), X =(13,16) = X = X .

So, according to (17), for mechanism IBS-1, the considering attack is realizing.
Let’s consider an example for the mechanism IBS-2. Input data will be similar to the data given

in section 5.
Using system (16), to find the signer private key X , we have the following:

X =[H; +H,](S;+S,)modq;
X =[3+15]((5,19) + (5,19)) mod 7 ;
X =[4]*(17,3)mod 7.
Find the inverse element in the field:
z :%modq ;Z2-k=1modq;z-4=1mod7; z=2.
So, after finding the inverse element, we obtain the following:
X =2(17,3)mod7 = (13,16) ; (18)

X =(13,16), X = (13,16) = X = X .

So, according to (18), for mechanism IBS-2, the considering attack can be implemented with
polynomial complexity.

25



ISSN 2519-2310 CS&CS, Issue 3(11) 2018

7 Proposals for ES IBS-1 and IBS-2 algorithms protection against attacks based
on related keys

The analysis allows to propose the following mechanisms for protecting the ES I1BS-1 and IBS-2
from attacks based on related keys [2,5].

1. Based on encryption of signed messages using symmetric or asymmetric ciphers. In terms
of the complexity (performance) of encryption and stability, it is better to use symmetric ci-
phers—block or stream. Then cryptanalysis will need to solve the system with 2i+1 unknowns, but
for a system with i equations. Such task is exponentially complicated with real parameter values.

2. Another mechanism for protecting ES IBS-1 and IBS-2 against attacks based on related keys
is the exclusion of the ability to relate one-time keys K in the process of signing a message flow.
This can be done on the basis of the use of hardware or hardware-software ES means, which would
exclude the possibility of interference in the process of signing messages. Other mechanisms of ES
are also possible.

8 Conclusions and recommendations

1. In the process of ES improving, ES algorithms IBS-1 and IBS-2 on identifiers with pairing of
EC points are proposed, in them as a private key is proposed to use the elliptic curve point X . As a
result, when intercepting i signed messages to determine the long-term key X, it is necessary to
solve a system of equations with i+1 unknown, i of which there are large random numbers, one is
the EC point X . In the process of analysis, no effective methods have been identified for the solu-
tion of such system.

2. It was discovered that the ES IBS-1 and IBS-2 cryptographic transformation do not provide
cryptographic resistance against attacks based on related key. At that, two different variants of at-
tack based on related key were obtained.

3. For ES IBS-1 algorithm, attack based on related key can be accomplished using the obtained
relations (8) and (9). Moreover, its complexity is polynomial.

4. For ES IBS-2 algorithm, attack based on related key can be accomplished using the obtained
relations (11) and (14). Its complexity is also polynomial.

5. The possibility of attacks against ES algorithms IBS-1 and IBS-2 is confirmed not only by
software simulation, but also by the examples given in section 5 of this paper.

6. Another method of attacking ES algorithms IBS-1 and IBS-, the essence of which is described
in section 6 of this paper, in particular using systems (15) and (16), is also revealed. The above at-
tacks also have a polynomial complexity. The ability to perform these attacks is also demonstrated
in the examples.

7. Thus, both theoretically and in the examples, it is shown that the ES algorithms IBS-1 and
IBS-2 are unstable against attacks based on related key, so if they are used, they must use protection
mechanisms against such attacks.

8. Suggestions on possible options for protecting the ES for algorithms DSTU ISO/IEC 14888-
3:2014 — IBS-1 and IBS-2 against attacks based on related key are also outlined above. The main
ones are the encryption of signed messages and the use of qualified hardware and software ES.
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Abstract. In this paper methods of forming cryptographic keys from biometric images using fuzzy extractors are con-
sidered. A new scheme of a fuzzy extractor based on the McEliece cryptosystem is proposed. It is shown that the new
design of the fuzzy extractor allows forming cryptographic passwords from biometric images even without the use of
non-secret helper string. When using helper string, the proportion of corrected distortions of biometric images in-
creases significantly. In addition, the proposed design relates to a class of post-quantum information security meth-
ods, i.e. it is expected to be safely used even for solving cryptanalysis problems with universal quantum computers.

Keywords: code based cryptosystem; fuzzy extractor; biometric cryptography; cryptographic keys.

1 Introduction

Biometric authentication methods [1-12] are an important area of modern research in the field of
cyber security. They are widely used in various applications: criminology, e-commerce, copyright
protection, electronic document management, and so on.

In recent years, interest in biometric methods has considerably expanded. From traditional bio-
metric systems based on the comparison of biometric images with stored reference copies modern
technologies have switched to the formation of cryptographic keys "on the fly." In this case, bio-
metric data no longer requires the storage, transmission, complex and costly means of protection
etc., the possibility of their intentional and/or accidental compromise is excluded. All verification,
identification and authentication procedures are performed using depersonalized cryptographic keys
(passwords, access codes, PIN-codes), and the unique biometric personal data remains safe. These
formed depersonalized key sequences further will be called "biometric keys".

The next step in the development of such technologies will be the creation of high-quality bio-
metric cryptographic systems in which biometric personal data should be used as a source of unique
secret parameters. At the same time, the user will not need to memorize cryptographic keys (pass-
words) and / or use additional devices for their storage, transmission and etc. The biometric cryp-
tosystem is initialized at any time and in any place by extracting "on the fly" the required parame-
ters from the provided biometric images (with possible errors, erasures, etc.) without compromising
these images. At the same time it is necessary to provide the maximum range of services and safety
guarantees, taking into account the peculiarities of the construction of biometric cryptosystems.

In this paper, we consider methods of forming cryptographic keys from biometric images* using
fuzzy extractors [3,4].

* The term "biometric images (data)" hereinafter refers to sets of biometric characteristics that can be represented in the form of binary vectors that
can be compared in the Hamming metric. It is assumed that the different sets of characteristics of the same user differ from each other by no more
than 25% (this threshold corresponds to the limiting corrective capabilities of noise immunity codes).
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Traditionally, fuzzy extractors, as well as fuzzy containers [2] preceding them, are constructed
using the methods of noise immune coding. At the initial stage, biometric data in some sense are
"united" with elements of noise-immune codes (for example, codewords or syndrome sequences).
For fuzzy extractors an additional helper string is created which "helps™ in extracting the secret pa-
rameter based on fuzzy biometric set. In the direct use phase noise immune decoding is used, which
eliminates the possibility of uncertainty (caused by distortions, erasures, etc.) in user-provided bio-
metric images. If the differences in the sets of characteristics are not large (don't exceed the error-
correcting ability of the code), then fuzzy extractors (vaults) allow uniquely to restore the secret pa-
rameter (biometric key).

In this paper a new scheme of a fuzzy extractor based on the McEliece cryptosystem [13] is pro-
posed. It is shown that the new design allows generation cryptographic passwords from biometric
images even without non-secret helper string. When using helper string, the proportion of corrected
distortions of biometric images increases significantly. Besides, the proposed design relates to a
class of post-quantum information security methods, i.e. it is expected to be safely used even for
solving cryptanalysis problems with universal quantum computers.

2 Fuzzy Vault and Fuzzy Extractor

In [1] the forming of a secret key using biometrics is considered, the simplified scheme of which
is shown in fig. 1. At the initial stage a secret parameter (key) K is generated, which is encoded by
a noise immune code. Biometric user data B is added to the received codeword. The resulting "car-
rier" B+c is actually a noise-masked biometric secret key. If biometrics B* which is close to the
original data B*~ B at the usage stage would be provided, then after subtraction of B decoding
will restore the secret key.

____________________________________ Q
|

: Initial stage !
! Secret key Biometric data (registration) !
| I
| I
' K B [
| . y |
! I
| .. X |
| No'iié?]rg“”e  »  Adder (XOR) |
| I
R 1
B+c
— - — k
| ion i |
c+e
: Noéseiérgir:;ne < Subtractor (XOR) [« :
| |
| 7y [
| K B* |
| v |
[ |
: Noise immune Biometric dat :
I decoding Iometric ata Usage stage
:_ (generation) JI

Fig. 1 — Scheme of a biometric key forming

Indeed, after subtraction we obtain: (B+c)—B*=c+e, where e=B—B™ is considered as vec-
tor of errors.

If the Hamming weight of the vector e (the number of its non-zero components) does not exceed
the corrective capacity of the noise immune code t, then the decoding of the vector (B+c¢)—B*
will allow to find the vector c, vector e and, as a consequence, the key parameter K.

Obviously, the cryptographic properties of the scheme [1] depend on both the selected noise im-
mune code and method of forming biometric data. The encoded secret parameter K is contained in
the "carrier" B+c and, obviously, there are possible statistical attacks that recover the codeword ¢
and the secret key K.
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The scheme of the fuzzy storage was first proposed in [2]. It is also based on the use of noise
immune codes. The secret parameter is "hidden™ in the encoded set of data provided by user. Any
user will be able to extract the secret parameter only if his set is close to the original set, and minor
differences will be corrected in the process of noise immune decoding. A statistical analysis of a
fuzzy vault likely could lead to a possible attack on the stored secret key.

The biometric keys technologies further were developed in [3-12] etc. In particular, in the fun-
damental papers [3,4] so-called fuzzy extractors where proposed, whose designs are very close to
the keys forming schemes from [1]. The main ones are two constructions [3,4]:

- based on code words (Fig. 2);

- based on syndromes (Fig. 3).

_____________________________________ B
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1K : B : - (registration) !
<« Secretkey forming [« Biometric data 9 I
I
: .
I I
| B I
| A 4 :
| c
I
: Randg:m codeword »  Subtractor (XOR) |
| orming |
I ——— S ——— S IR
hs=B-c
I ___________________________ - - r- - - --= hl
| |
isei c+e
: Noise Immune | ¢ Subtractor (XOR) |« I
| decoding |
: 7 Y :
| B B* !
I v I
Ik :
| - - -
< — Secret key forming Biometric data Usage stage:

! (generation) |

Fig. 2 — Scheme of fuzzy extractor based on codewords

Suppose that a noise immune block (n,k,d =2t+1) code with error-correcting capability t is
given. It is assumed that the presence of biometric data B allows the forming of a secret key K and
some helper string hs (for this various techniques and techniques are used, for example, Secure
Sketches [3,4]).

In the first construction (based on codewords, see Fig. 2) at the initial stage (registration of the
biometric key) a random codeword ¢ is formed. The open auxiliary line hs is formed by subtract-
ing from the biometric data B the word c:

hs=B-c,
and by using this open line one can later restore the secret key K.
Indeed, during the usage phase the user provides biometric data B*, from which the hint hs is
subtracted. If B*~ B, then we have:
B*-hs=B*—-(B-c)=c+e,
where e =B*-B, and if Hamming weight of vector e does not exceed t, then decoding the vector
B*—hs allows obtaining vectors ¢, e and therefore biometric data B :
B=c+hs.

Proper restoration of biometric data B allows you to generate a secret key K (as in the registra-
tion phase).

The second scheme (Fig. 3) operates syndrome sequences s that depend solely on the error vec-
tor e. To cite one example, for linear block codes given by a check matrix H , the following equali-
ties hold for any codeword ¢ [14,15]:

c-H =0,s=(c+e)-H =e-H'.
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Fig. 3 — Scheme of fuzzy extractor based on syndromes

At the initial stage with use of B a syndrome sequence s is formed, which acts as open auxilia-
ry data. At the stage of usage the user provides biometric data B* for further syndrome sequence
s* computation. If B*~ B then the hint hs =s and the syndrome s* allows you to restore B and
generate the secret key K.

Indeed, if, for example,s=B-H" and s*=B*-H", then

s*—s=e-H',
where e =B*-B, and if Hamming weight of vector e does not exceed t, then syndrome decoding
of the vector s*—s allows to obtain e. Proper reconstruction of biometric data B =B*—e allows
generation of secret key K (as in the registration phase).

It is obvious that the schemes in fig. 1 and fig. 2 for the binary case (addition and subtraction are
realized by the XOR operation) practically coincide. The main difference is that in fig. 1 secret key
is randomly generated, and then encoded with a noise immune code. In fig. 2 secret key is formed
from biometric data B, which must be uniquely recovered in the event that the user provides the
data B*~ B. However, in both schemes, a common approach is used, consisting in "blending" the
biometric data B with the codeword ¢ (randomly generated or encoded key K). This, in our opin-
ion, can cause the main threat of using such biometric keys. If biometric data is transmitted, stored
and / or processed in an open manner (even mixed with codewords, syndromes, etc.), then statistical
attacks aimed at restoring code words ¢, biometric data B and keys K become possible.

In this paper we propose a new scheme for a fuzzy extractor, in which biometric data is not
stored and transmitted in any form. This scheme uses the McEliece cryptosystem in the interpreta-
tion of Code-Based Electronic Digital Signature from [16].

3 Proposed scheme of Fuzzy Extractor

At the core of our proposal is the use of the McEliece cryptosystem [13].

MCcEliece code cryptosystem
McEliece cryptosystem was proposed in 1978 [13] and for 40 years of its existence it did not re-
veal any significant vulnerabilities. In the case of using Goppa codes [17] with sufficient length and
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code distance, it is considered a reliable candidate for post-quantum application, i.e. it is supposed
to be safe even if full-scale universal quantum computers are used to solve cryptographic analysis
problems [18,19].

The public key in the McEliece scheme is the matrix

G, =X-G-P-D, 1)

where G — generating matrix of an algebraic (n,k,d =2t+1) code over GF(q) (in the original pa-
per [13] it was suggested to use the binary Goppa code [17]), X — a nonsingular matrix kxk with
elements from GF(q), P and D — permutational and diagonal nxn matrices (for binary codes
only the matrix P is used).

Matrices X, P and D in (1) are a secret key that masks the algebraic block code used to match
a random code (general position code), i.e. the public key G, is available to the attacker as a ran-
domly formed generating matrix of some linear code for which the fast decoding algorithm is un-
known. On the contrary, an authorized user who knows the secret key (matrices X, P and D) can
disable the action of the masking matrices and use the fast decoding algorithm for the algebraic
code with the generating matrix G . A cryptogram is a vector of length n computed by rule

ey =1-G, +e, 2
where vector

cy =1-Gy
is the codeword for the masked code, i.e. ¢, belongs to (n,k,d =2t+1) code with generating ma-
trix G, , I —k-bit information vector over GF(q), vector e — secret error vector of weight t.

An attacker have to decode ¢, using known to him matrix G, . However, the decoding of a ran-
dom code (with the corresponding parameters n,k,q and d =2t+1) is computationally unattaina-

ble. Since attacker doesn't know the matrices X , P and D, he can't recover the matrix G and use
the decoding algorithm for polynomial complexity. For an authorized user (who knows the secret

key) decoding is a polynomially solvable2 Indeed, an authorized user, having received a vector c, ,
constructs a vector

c =c,-D*-P. (3)
Further, using an algorithm of polynomial complexity, he decodes a vector ¢ =7-G+e', i.e.
obtains |, then computes k-bit information vector
I=1"'X". 4)
An additional secret parameter that can be used in the case of applying Goppa codes is the
Goppa polynomial G(x) [13].

New Code Based Fuzzy Extractor

The proposed scheme of fuzzy extractor allows generation of cryptographic keys even without
using non-secret helper string. When using helper string, the proportion of corrected distortions of
biometric images significantly increases. A simplified scheme of the proposed fuzzy extractor is
shown in fig. 4.

At the initial stage, biometric data® B are interpreted as the codeword (2) of the masked code in
the McEliece cryptosystem. In accordance with (3) its unmasking accomplished, the resulting vec-
tor < has been decoded. A vector |' is extracted from the decoded codeword, which is also un-
masked in accordance with (4). The received information sequence | is interpreted as a secret bio-
metric key K. In the simplest case K =1, although a more complex construct of generation K

from | is possible, for example, unidirectional hashing: K =h(l |i), where: x|y — operation of
concatenation of strings x and y; i —additional (service) data that is used to compute the secret
key.

2 For example, the Berlekamp-Massey decoding algorithm contains the number of multiplications of the order of t2 [14, 15].
® It is assumed that at the registration stage the most reliable set of biometric characteristics is formed, represented as binary vectors
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Fig. 4 — The proposed scheme of a fuzzy extractor
(a dashed line corresponds to the possible use of the helper string)

At the usage stage the user provides biometric data B*, which, like at the registration stage, is
interpreted as the codeword (2) of the masked code in the McEliece cryptosystem. In accordance

with (3) it become unmasked, the resulting vector (denoted by ¢, ) is decoded. If B*~ B and, in our
interpretation,

B=1-G, +e and B*=1-G, +e*, (5)
where e and e* — two different vectors with Hamming weight less than t, then the decoding of
vectors

c =(1-Gy+e)-D*-P'=1"G+e-D*-P*
and

aa=(1-G +e*)-D*-P'=["G+e*-D"-P*
will restore the same vector 1.

After unmasking the vector 1' by rule (4), a secret key K is generated (as in the registration
phase).

Our method is based on the assumption (5), that all belonging to the same user biometric charac-
teristics have some general information (entropy), which can be notionally set by the vector | . This
encoded information is distorted while processing of biometric images (use of different biometric
sensors, interference effects, erasures, etc.). If we assume that biometric images are distorted by
errors whose Hamming weight does not exceed the correcting ability t, then in all cases the secret
key will be restored correctly. To reduce the effect of random errors in the registration phase, the
most reliable set of biometric characteristics should be formed, for example, by multiple genera-
tions with averaging of obtained results.

The efficiency of the proposed fuzzy extractor, as well as other methods considered above, de-
pends on the characteristics of the noise immune code it based on. In fact, False Rejection Rate
(FRR) is determined by the probability of erroneous decoding (for case B*~ B). However, our as-
sumption (5) looks more natural, the proposed extractor corrects various distortions of the same
codeword containing biometric entropy. In the schemes [1] and [3,4] differences in the biometric
patterns of the same user are corrected, i.e. the basic assumption underlying these constructions has
the form where the Hamming weight of the vector must be smaller than t. If we take into account
the possibility of multidirectional distortion of biometric images B—B™*, then our extractor intui-
tively appears more reliable.
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It should be noted that in the scheme of fig. 4, the helper string is not obliged, i.e. the extractor
can work "blindly". From each provided biometric image key data will be extracted and, if (5) is
performed, the restored keys will be the same.

However, the additional use of helper string significantly reduces FRR.

Let's write the matrix G in the form of a "union™ of two submatrices — a square kxk matrix G,

and a rectangular k x(n—Kk) matrix G,:
G=G,|G,. (6)
Then the ¢ =1"G can be written in form:
c=PR||B,, where P.=1-G,, B, =1"G,.
Using the last identities, we find P,:
Pzza'Gfl'sz (7)
where matrix G, is the inverse* to matrix G, .
In fig. 4 the dashed line corresponds to the possible use of P, as a helper string (in the stage de-

coding of EI). This allows to reduce significantly the influence of errors and thus increase the prob-
ability of correct recovery of the vector | ' and secret key K (i.e. reduce FRR). Indeed, if the errors

(nonzero elements of the vector e) are distributed uniformly throughout the word c =1"G+e',
then having an undistorted part P, of the codeword |G, you can "ignore" all the errors that occur
in the "second" part of the word. This is equivalent to increasing the correcting ability of the code
according to the length of the vector P,, as explained below.

Suppose the errors (non-zero elements of the vector e) occur randomly, equally and inde-
pendently of each other. Denote by the symbol p the probability of distortion of single symbol of

the codeword. Then the probability of distortion of m symbols of the code word of length n:
P(m)=Cl'p"(1-p)" ",
|
where C =" hinomial coefficient.
mi(n—m)!
The probability of a decoding error (corresponds to FRR in our model without the use of helper
string) when using the (n,k,d =2t +1) code can be written as:

FRR =1—Zt: P(i) =1—Zt:C; p'(l—p)". (8)

When using helper string, errors need to be corrected only at the positions of the vector B, and
the probability of decoding error (with similar reasoning) takes the form:

t
FRR*=1-3> C,p'(L-p)*". (9)

i=0
In fig. 5 showed the calculated dependences FRR for some (n, k, d) parameters of binary BCH

codes: a) (127, 64, 21); b) (255, 115, 43); c) (512, 211, 83).

As follows from the dependencies above, when choosing the appropriate (n, k, d) parameters, the
FRR can be very low. For example, when forming a 64-bit key using a binary (127, 64, 21) code
and p=0,05 the FRR value for an extractor without helper string does not exceed 10, Using of

helper string reduces FRR by 2 orders of magnitude. Increasing the length and correcting ability of
the code results in a decrease of FRR. For example, for (512, 211, 83)-code even for p =0,15 using

helper string allows to form a 211 bit key with FAR no more than 10

* To invert the matrix G, it is necessary to correctly implement the representation (6): this is not a "union" of the first (any) k columns of the matrix

G , but a pseudo-random choice of such k columns from form G which make a nonsingular square matrix G, .
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It should be noted that another important characteristic of biometric passwords — False Ac-
ceptance Rate (FAR), — characterizing the probability of incorrect secret key formation by an unau-
thorized user, increases with growing of code error-correct ability t. With a significant increase of
t (due to increased redundancy P,), the extractor will be able to extract the same key for any given
biometric data, i. e. for B*= B. For example, if you use a binary code with parameters (511, 112,
239) with a 399-bit hint hs = P,, then even if all 112 bits of the vector P, are distorted, the extractor

corrects them (t =119) and unambiguously restores the vector | and secret key K. In other words,
any user who provided an arbitrary set B* can correctly recover the key K. From this point of
view, when choosing (n, k, d) code parameters, a compromise solution should be chosen between
the expected values of FRR and FAR.

Assuming that k <2 and all users have biometric data equidistant from each other, then FAR

(with helper string) can be conditionally evaluated with the following expression:

q—k+t1 k >t,
1, k<t

where q — the power of the symbols alphabet over which the noise immune code is constructed (for
binary code gq=2).

Indeed, in the proposed extractor, a vector | (or a function of this vector) of the length k of the
code symbols is used as the secret key K. With equidistant code words (biometric images) and
equiprobable choices, the probability of matching keys for different users is q*. The fuzzy extrac-
tor is based on noise immune decoding and, in the case of using the helper string, all t errors can be
corrected on the block B, with the length k of code symbols, i.e. if k >t then probability of coin-

FAR* = { (10)

cidence of secret keys for different equiprobably selected biometric images will be equal gq™***. For

k <t the correcting ability of the code allows to select completely the desired vector for any bio-
metric set, i.e. "skipping the target™ is a reliable event. If the helper string is not used, then for each

k code characters there are t errors which can be corrected in average and the FAR can be esti-
n

—k+Lk
matedas q " .

Finally we should note that all the above reasoning, relations and computed values are given for
"ideal" conditions, when sets of biometric characteristics are formed in form of binary vectors with
random, equally probable (for p<0,5) and independent errors. In real conditions the nature of er-
rors can be significantly different. It is necessary to carry out further studies, including experimental
ones, to provide practical recommendations on the direct use of the proposed fuzzy extractor.

FRR ettt FRR! / = -
107! 107! / o 107!
10 1072 . 1072
1073 f 107 / 1073 J,
1074 l 10 / 107 I
005 01 015 P 02 005 01 015 o2 005 01 015 P02
a) b) c)

(solid line — without helper string; dashed line — with helper string)

Fig. 5 — Computed dependencies FRR
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4 Conclusions

In this paper, a fuzzy extractor based on the McElice cryptosystem is proposed. Our proposal, on
the one hand, uses the strengths of this code cryptosystem: cryptographic stability, based on the
problem of syndrome decoding; resistance to quantum cryptanalysis methods; relatively high con-
version speed (compared to other cryptosystems with a public key). On the other hand, proposed
extractor by selecting the necessary (n, k, d) parameters of the noise immune code, allows to pro-
vide desired small FRRs (admitting a number of assumptions about the nature of the errors). The
use of hints (helper strings) significantly reduces the FRR, but with the increase in the code correct-
ing ability it can increase the FAR due to wrong "correction” of biometric features. The choice of a
compromise solution concerning parameters of the code, taking into account the characteristics of
the errors that arise, experimental studies of FRR and FAR are promising directions for further
work.
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Abstract. In recent years, numerous studies of stream symmetric ciphers in Ukraine are continuing, the main purpose
of which is to argue the principles of creating a new cryptographic algorithm, which can be based on the national
standard. One of the essential aspects in choosing from many alternatives is the statistical properties of the output
pseudorandom sequence (key stream). In this paper, the results of comparative studies of statistical properties of out-
put sequences, which are formed by various stream ciphers, in particular, by world-known algorithms Enocoro, Dec-
im, Grain, HC, MUGI, Mickey, Rabbit, RC-4, Salsa20, SNOW?2.0, Sosemanuk, Trivium and the Ukrainian crypto-
graphic algorithm Strumok, that was developed in recent years, are presented. For comparative studies, the NIST
STS method was used, according to which experimental studies are performed in 15 statistical tests, the purpose of
which is to determine the randomness of the output binary sequences. Each of the tests is aimed at studying certain
vulnerabilities of the generator, that is, points to the potential usage of different methods of cryptographic analysis.
Although each of the considered streaming encryption algorithms has been studied, we have carried out a statistical
test of the generated pseudorandom sequences under equal conditions and with identical initial parameters, that is,
our results allow us to perform a comparative analysis of ciphers and to justify the best of statistical properties. The
estimates presented in the article, as expected, confirmed the high statistical security indexes of modern ciphers. In
addition, according to the results of experimental research, it was found that the new Ukrainian development - the
stream cipher Strumok does not yield to the best world algorithms in the statistical properties of the initial sequences.

Keywords: symmetric cryptography; stream cryptographic algorithms; gamma; cryptanalysis; statistical tests.

1 Introduction

Nowadays, there is a large number of areas in technology where it is necessary to use cryptog-
raphy to protect information. These areas include Internet of things (IoT), smart sensors and con-
trollers, medical devices, RFID tags. That is why in the modern world different requirements for
crypto algorithms are formed, however there is one common requirement — it is stability.

The stability of the stream cryptosystem depends very much on the quality of the generated
gamma, because if the gamma is predictable, the space of the possible keys will be smaller and it
will be possible to go through all values. Determining the randomness of the generated sequences is
one of the main tasks.

Generating random numbers means getting a sequence of binary characters 0 and 1. Pseudoran-
dom sequence generators are a function that is initialized by the seed, and then generate a sequence
0 and 1 at the output. Knowing this seed, we can predict the entire sequence. A good PRNG genera-
tor is one for which it is impossible to predict the following values, with having all the history of
the previous values without having the seed [1].

This article is dedicated to the study of statistical properties of pseudorandom sequences, which
are formed by different streaming cryptographic algorithms.

For conducting experimental studies, world-known stream symmetric ciphers that were standard-
ized at the international and/or national level or presented in various research projects, for example,
at the international eSTREAM competition, were involved. In particular, we reviewed the specifica-
tion and developed the software implementation of stream ciphers Enocoro, Decim, Grain, HC,
MUGI, Mickey, Rabbit, RC-4, Salsa20, SNOW2.0, Sosemanuk, Trivium [2-7]. The Ukrainian
stream cipher Strumok, which was developed and presented in [8] and subsequently improved sev-
eral times and researched [9-13], was involved to studies in addition. In particular, in our last paper
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[13] the same streaming cryptographic algorithms were considered, but we carried out a compara-
tive analysis of the computational complexity of stream ciphers and their performance on various
computing systems.

The test of the National Institute of Standards and Technology (NIST) of the USA «A Statistical
Test Suite for Random and Pseudorandom Number Generators for Cryptographic Applications»
(STS) [1] was used in this work to conduct comparative experimental studies of the statistical prop-
erties of output pseudorandom sequences. This method has been developed and tested in the study
of candidates for the national standard of block symmetric ciphers in the United States (the winner
and published as standard [14], as is known, was the algorithm Rijndael).

The NIST STS method consists of 15 independent statistical tests, although, depending on indi-
vidual parameters and settings, 188 statistical tests are usually performed. The basis of all these
tests is the concept of zero hypothesis. Zero hypothesis is the assumption that there is no relation-
ship between the two facts. There is also an alternative hypothesis that refutes the null hypothesis:
that is, there is an interconnection between facts. If we proceed to the terms of random numbers,
then for the null hypothesis assumes that the sequence is truly random (whose values appear equip
probable and independently of each other). Consequently, if the null hypothesis is correct, then our
generator produces sufficiently "good" random numbers [1]. For each test, we need to select the ap-
propriate random statistics and use it to determine whether or not to accept the null hypothesis.
With the assumption of randomness, such statistics have a distribution of possible values. The theo-
retical proof of the distribution of this statistics for a zero hypothesis is determined by mathematical
methods. During the test, the value of the statistic for the data (the test sequence) is calculated. This
statistic value of the test is compared with the critical value. If the value of the statistical test ex-
ceeds the critical value, the null hypothesis of randomness is rejected. Otherwise, the null hypothe-
sis (the hypothesis of randomness) does not deviate (that is, the hypothesis is accepted) [1].

Of course, chosen cryptographic transformations Enocoro, Decim, Grain, HC, Mugi, Mickey,
Rabbit, RC-4, Salsa20, SNOW?2.0, Sosemanuk and Trivium have been repeatedly tested, including
by developers [2-7]. But all these studies were performed on different platforms with different set-
tings and output parameters. That is, the statistical properties of the initial sequences of each algo-
rithm (with their own settings) were studied without conducting a comparative analysis of the statis-
tical safety indicators and the justification of the best cipher according to the statistical properties.

The purpose of our work is to independently test the properties of cryptographic algorithms from
[2-7] with universal and identical conditions in order to obtain objective and independent results.
Special attention was paid to the streaming encryption algorithm Strumok, which was developed
and presented by Ukrainian scientists in [8-13]. To date, numerous studies have been conducted in
Ukraine to substantiate the principles of creating a new streaming cryptographic algorithm, which
may be the base of the national standard. Therefore, experimental studies of the statistical properties
of the Strumok algorithm, their comparative analysis with the value of statistical security of world-
known ciphers from [2-7] is undoubtedly relevant and important scientific task.

2 Researched Symmetric Ciphers and Testing Conditions

During conducting of experimental researches modern stream symmetric ciphers were consid-
ered: Enocoro [2,3], Decim [2,6], Grain [7], HC [7], MUGI [2], Mickey [7], Rabbit [2,7], RC-4 [7],
Salsa20 [7], SNOW2.0 [2], Sosemanuk [7], Trivium [2], Strumok [8,11], also block encryption al-
gorithm AES [14,15], which can be used in streaming encryption modes.

The list of studied algorithms is given in Table 1, which provides brief information about ciphers
and affiliation with relevant standards or research projects.

For testing were developed software implementation of all the studied stream ciphers in Java
language. For each crypto algorithm, sequences of size of one million bits and ten thousand bits
were generated with the help of a randomly generated key. These sequences have been tested on a
single platform by tests on randomness.

These tests focus on a types of non-randomness that can exist in the sequence.
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Table 1 — The Chosen Crypto Algorithms For Comparison

The name of the Source of specification State size, Key size, | SizelV,

cipher bit bit bit

FIPS-197, CRYPTREC, 128,

AES ISO/IEC 18033-4 128 256 256
Enocoro ISO/IEC 29192-3 272 80, 128 64
DECIMv2 ISO/IEC 18033-4, eSTREAM 288 128 128
GRAIN eSTREAM 128 128 96
HC eSTREAM 128, 256 128, 256 128, 256
MUGI ISO/IEC 18033-4 128 128 128
MICKEY eSTREAM 160 128 128

. ISO/IEC 18033-4,
Rabbit eSTREAM 513 128 64
RC4 Mailing list Cypherpunks 256 256 -
SALSA-20 eSTREAM 512 128 64
SNOW?2.0 ISO/IEC 18033-4 512 128, 256 128, 56
SOSEMANUK eSTREAM 512 128 128
TRIVIUM eSTREAM, ISO/IEC 29192-3 288 80 80
Strumok-256 [8, 11] 1024 256 256
Strumok-512 ’ 1024 512 512

These tests are included: The Frequency (Monobit) Test, Frequency Test within a Block, The
Runs Test, Tests for the Longest-Run-of-Ones in a Block, The Binary Matrix Rank Test, The Dis-
crete Fourier Transform (Spectral) Test, The Non-overlapping Template Matching Test, The Over-
lapping Template Matching Test, Maurer's "Universal Statistical” Test, The Linear Complexity
Test, The Serial Test, The Approximate Entropy Test, The Cumulative Sums (Cusums) Test, The
Random Excursions Test, and The Random Excursions Variant Test [1].

For all tests, the rule of acceptance the randomness is as follows: if the computed P-value is
< 0.01, then conclude that the sequence is non-random. Otherwise, conclude that the sequence is
random [1].

Randomness tests were implemented in Python. For each test, a quantitative probability charac-
teristic was obtained, these values were studied and analyzed. The experimental results obtained
from each test were compared with the value of the criterion of significance (which is equal to 0.01,
that is, it is a probability to reject the correct zero hypothesis by mistake).

3 Results of Statistical Tests

The results of NIST testing are shown in Tables 2-16.

Results of The Frequency (Monobit) Test and Results of Frequency Test within a Block (Ta-
ble 2, 3) can be interpreted as follows: the closer the value of P-value to 1 is more evenly distributed
"0" and "1". A small value of P-value means a large deviation from the equable distribution of zeros
and ones in at least one of the sequence blocks. That is, the smaller the value, the more unevenly
distributed values.

Table 2 — Results of The Frequency (Monobit) Test

The name of the cipher | P-value | The name of the cipher | P-value
AES-128 0.52217 | Rabbit 0.92034
AES-256 0.98404 | RC4 0.01046
Enocoro 0.20054 | SALSA-20 0.33705
DECIM v2 0.52217 | SNOW2.0-128 0.81033
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Continuation of Table 2

GRAIN 0.20059 | SNOW?2.0-256 0.14986
HC -128 0.14429 | SOSEMANUK 0.07840
HC -256 0.48392 | TRIVIUM 0.50925
MUGI 0.92034 | Strumok-256 1.0

MICKEY 0.49650 | Strumok-512 0.14135

Table 3 — Results of the Frequency Test within a Block
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.35359 | Rabbit 0.46658
AES-256 0.25300 | RC4 0.50833
Enocoro 0.39109 | SALSA-20 0.71156
DECIM v2 0.33150 | SNOW2.0-128 0.86422
GRAIN 0.64794 | SNOW2.0-256 0.06933
HC -128 0.96846 | SOSEMANUK 0.72974
HC -256 0.92374 | TRIVIUM 0.51628
MUGI 0.40069 | Strumok-256 0.75319
MICKEY 0.64356 | Strumok-512 0.36249

Table 4 — Result of the Runs Test
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.12254 | Rabbit 0.23795
AES-256 0.54850 | RC4 0.70787
Enocoro 0.06926 | SALSA-20 0.97669
DECIM v2 0.39203 | SNOW2.0-128 0.28887
GRAIN 0.51188 | SNOW?2.0-256 0.96867
HC -128 0.65891 | SOSEMANUK 0.34245
HC -256 0.07756 | TRIVIUM 0.17519
MUGI 0.77940 | Strumok-256 0.71884
MICKEY 0.23191 | Strumok-512 0.56320

Table 5 — Results of Tests for the Longest-Run-of-Ones in a Block
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.56531 | Rabbit 0.30447
AES-256 0.31757 | RC4 0.60474
Enocoro 0.32566 | SALSA-20 0.54449
DECIM v2 0.45269 | SNOW2.0-128 0.21839
GRAIN 0.46634 | SNOW2.0-256 0.59095
HC -128 0.22625 | SOSEMANUK 0.17928
HC -256 0.50297 | TRIVIUM 0.12140
MUGI 0.18882 | Strumok-256 0.61075
MICKEY 0.16730 | Strumok-512 0.24879

Table 6 — Results of the Binary Matrix Rank Test
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.62395 | Rabbit 0.53858
AES-256 0.34227 | RC4 0.37364
Enocoro 0.42643 | SALSA-20 0.62596

DECIM v2 0.53868 | SNOW2.0-128 0.42577
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Continuation of Table 6

GRAIN 0.25851 | SNOW?2.0-256 0.56234
HC -128 0.35643 | SOSEMANUK 0.23127
HC -256 0.63508 | TRIVIUM 0.32610
MUGI 0.25313 | Strumok-256 0.77838
MICKEY 0.43287 | Strumok-512 0.43683

Table 7 — Results of the Discrete Fourier Transform (Spectral) Test
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.58190 | Rabbit 0.78308
AES-256 0.40886 | RC4 0.58190
Enocoro 0.46286 | SALSA-20 0.19888
DECIM v2 0.04350 | SNOW2.0-128 0.40886
GRAIN 0.77958 | SNOW2.0-256 0.82688
HC -128 0.58190 | SOSEMANUK 0.71357
HC -256 0.14203 | TRIVIUM 0.92688
MUGI 1.0 Strumok-256 0.47081
MICKEY 0.40886 | Strumok-512 0.58190

Table 8 — Results of the Non-overlapping Template Matching Test
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.88179 | Rabbit 0.53417
AES-256 0.58654 | RC4 0.74029
Enocoro 0.32005 | SALSA-20 0.51304
DECIM v2 0.51093 | SNOW2.0-128 0.29576
GRAIN 0.03834 | SNOW?2.0-256 0.98602
HC -128 0.72360 | SOSEMANUK 0.71631
HC -256 0.66453 | TRIVIUM 0.61436
MUGI 0.57822 | Strumok-256 0.88153
MICKEY 0.70717 | Strumok-512 0.70137

The smaller the value of P-value for the Runs Test (Table 4) the smaller the number of changes
of the value in the sequence. Fluctuations should be approximately equal to the expected fluctua-
tions in completely random sequences.

The greater the value of P-value for the greater the value of P-value (Table 5) the more evenly
distributed cluster ones in the sequence. The small values of the P-value for the Binary Matrix Rank
Test (Table 6) indicate that there is a deviation of the rank distribution from what corresponds to the
random sequence. With a low value of the P-value for The Discrete Fourier Transform (Spectral)
Test (Table 7), we can conclude that in the sequence there are too many peaks that exceed the
threshold in the sequence if it was random.

If the P-value is too small for The Overlapping Template Matching Test (Table 9), then in se-
quence there is an excess of defined value patterns. According to the results of this test, we can also
say if there are too many single defined patterns in the sequence. This will be visible if the P-value
is too small.

Table 9 — Results of the Overlapping Template Matching Test

The name of the cipher | P-value | The name of the cipher | P-value
AES-128 0.63467 | Rabbit 0.46289
AES-256 0.42685 | RC4 0.64860
Enocoro 0.35152 | SALSA-20 0.49497
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Continuation of Table 9

DECIM v2 0.52759 | SNOW2.0-128 0.64848
GRAIN 0.24286 | SNOW2.0-256 0.52567
HC -128 0.58395 | SOSEMANUK 0.64954
HC -256 0.75296 | TRIVIUM 0.38551
MUGI 0.48632 | Strumok-256 0.83526
MICKEY 0.63858 | Strumok-512 0.53734

Table 10 — Results of the Maurer's "Universal Statistical" Test

The name of the cipher | P-value | The name of the cipher | P-value
AES-128 0.72412 | Rabbit 0.48576
AES-256 0.52788 | RC4 0.40352
Enocoro 0.32640 | SALSA-20 0.73056
DECIM v2 0.42902 | SNOW2.0-128 0.58112
GRAIN 0.57329 | SNOW2.0-256 0.68674
HC -128 0.66285 | SOSEMANUK 0.59053
HC -256 0.42758 | TRIVIUM 0.48921
MUGI 0.74892 | Strumok-256 0.64992
MICKEY 0.67342 | Strumok-512 0.57924

Table 11 — Results of the Linear Complexity Test

The name of the cipher | P-value | The name of the cipher | P-value
AES-128 0.68768 | Rabbit 0.36868
AES-256 0.65642 | RC4 0.56226
Enocoro 0.86532 | SALSA-20 0.35788
DECIM v2 0.46743 | SNOW2.0-128 0.38573
GRAIN 0.44180 | SNOW?2.0-256 0.57693
HC -128 0.45474 | SOSEMANUK 0.45798
HC -256 0.64957 | TRIVIUM 0.55617
MUGI 0.95746 | Strumok-256 0.73563
MICKEY 0.57499 | Strumok-512 0.86376

Table 12 — Results of the Serial Test
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.68433 | Rabbit 0.34335
AES-256 0.54761 | RC4 0.63467
Enocoro 0.54739 | SALSA-20 0.52347
DECIM v2 0.44883 | SNOW2.0-128 0.36832
GRAIN 0.35638 | SNOW2.0-256 0.78322
HC -128 0.57221 | SOSEMANUK 0.34567
HC -256 0.23488 | TRIVIUM 0.67347
MUGI 0.34572 | Strumok-256 0.72752
MICKEY 0.78763 | Strumok-512 0.62366

Analyzing the value of P-value by the results of the Maurer's "Universal Statistical” Test (Ta-
ble 10), one can say whether the sequence is too compressed. The greater the value of P-value, the
less compresable is the sequence. As a result of the Linear Complexity Test (Table 11), it is possi-
ble to determine whether the linear shift register exists in the sequence generator. The higher
the value of P-value — the larger the size of the shift generator is required to reconstruct the se-
quence.
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For random sequences, this size is about half its length. For a small value of P-value for tests from
Table 12, the heterogeneity of the sequence sub-blocks is implicitly indicated.

Table 13 — Results of the Approximate Entropy Test

The name of the cipher | P-value | The name of the cipher | P-value
AES-128 0.27357 | Rabbit 0.34791
AES-256 0.39911 | RC4 0.34671
Enocoro 0.12951 | SALSA-20 0.86884
DECIM v2 0.27339 | SNOW2.0-128 0.10917
GRAIN 0.19162 | SNOW?2.0-256 0.79903
HC -128 0.33410 | SOSEMANUK 0.61877
HC -256 0.07352 | TRIVIUM 0.52246
MUGI 0.36244 | Strumok-256 0.41764
MICKEY 0.09856 | Strumok-512 0.31153
Table 14 — Results of the Cumulative Sums (Cusums) Test
The name of the cipher | P-value | The name of the cipher | P-value
AES-128 0.42853 | Rabbit 0.68396
AES-256 0.64328 | RC4 0.53665
Enocoro 0.37563 | SALSA-20 0.62532
DECIM v2 0.42514 | SNOW2.0-128 0.47863
GRAIN 0.58636 | SNOW?2.0-256 0.54796
HC -128 0.68527 | SOSEMANUK 0.44387
HC -256 0.47623 | TRIVIUM 0.58935
MUGI 0.57836 | Strumok-256 0.79836
MICKEY 0.36568 | Strumok-512 0.59623

Table 15 — Results of the Random Excursions Test
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.67548 | Rabbit 0.73477
AES-256 0.77585 | RC4 0.34773
Enocoro 0.34648 | SALSA-20 0.75442
DECIM v2 0.46672 | SNOW2.0-128 0.83739
GRAIN 0.57847 | SNOW?2.0-256 0.63478
HC -128 0.34678 | SOSEMANUK 0.42488
HC -256 0.87343 | TRIVIUM 0.45547
MUGI 0.49898 | Strumok-256 0.84743
MICKEY 0.73987 | Strumok-512 0.62398

Table 16 — Results of the Random Excursions Variant Test
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.59235 | Rabbit 0.58363
AES-256 0.40247 | RC4 0.35872
Enocoro 0.13462 | SALSA-20 0.54290
DECIM v2 0.38366 | SNOW2.0-128 0.68125
GRAIN 0.48532 | SNOW?2.0-256 0.47193
HC -128 0.59291 | SOSEMANUK 0.74821
HC -256 0.48363 | Strumok-256 0.68223
MUGI 0.59254 | Strumok-512 0.51944
MICKEY 0.39660 | TRIVIUM 0.39576
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The greater the value of P-value by the result of the test for approximate entropy (Table 13), the
greater the degree of uncertainty of the values in the sequence. The smaller the value of P-value in
Table 14, the greater the excessive uniformity of the distribution of values over the sequence. If the
value of P-value from table 15 is too small, then it means that there is a deviation of the distribution
of the selected template in all sub-blocks of the sequence. Finally, for the Random Excursions Vari-
ant Test (Table 16): if the value of P-value is too small then it means that there is a deviation of the
distribution of the selected template in all subsequences. Thus, as shown in tables 2-16, all re-
searched cryptographic algorithms have good statistical properties. In particular, according to the
criterion "P-value < 0,01" it is concluded that all the formed sequences are random, and the corre-
sponding generators can be used for cryptographic purposes.

The results of experimental statistical studies generally coincide with published earlier data and
conclusions for the studied stream ciphers Enocoro, Decim, Grain, HC, MUGI, Mickey, Rabbit,
RC-4, Salsa 20, SNOW 2.0, Sosemanuk, Trivium [2-7] and block algorithm AES [14,15]. However,
according to the results of the comparative analysis values of statistical safety, ciphers SNOW 2.0
and Salsa 20 should be marked as the best. In addition, experimental studies of the output sequences
of the Ukrainian algorithm Strumok [8,11] showed that according to statistical properties it is not
inferior to world-known cryptographic algorithms.

4 Conclusions

In this work, an independent statistical testing of the most well-known stream symmetric ciphers,
standardized at the national and / or international level, or presented as winners of international
search projects, has been conducted. Our researches were conducted on equal terms and with identi-
cal initial parameters for all the ciphers under study. To do this, we used our own software imple-
mentation of cryptographic algorithms and the NIST STS statistical test suite.

During the execution of 15 statistical tests of NIST STS, the randomness of the binary sequences
of modern stream symmetric ciphers was determined. Presented estimates, as expected, confirmed
the high levels of their statistical security. According to the results of this work, it can be said that
modern cryptographic algorithms fully meet the requirements for randomness and, as a conse-
quence, reliable. However, it's important to note that there are algorithms that have shown better
results throughout all tests, that is: SNOW 2.0 and Salsa 20.

It should be noted that the algorithm Strumok gives quite acceptable results in comparison with
world analogues. This indicates that the sequence generated by the Strumok stream algorithm is
close to random, that is, it is safe to use for cryptographic purposes.

The prospects for further research include a detailed analysis of the ciphers for the possibility of
performing cryptanalytic attacks. It is advisable to investigate the ability of the considered ciphers,
including the Strumok algorithm, to function reliably under post-quantum conditions, the main
problems and prospects of which are studied in various works, for example, in [16-24].
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CTaTHCTHYHI BJACTUBOCTI Cy4YaCHUX MOTOKOBUX MM QPiB.

AHoTanisi. B ocranHi pokn B YkpaiHi IpOZOBKYIOTECS YUCICHH] TOCTIIKEHHS TOTOYHUX CHMETPUIHUX MIH(PiB, OCHOBHOIO METOIO
SIKUX € apryMeHTallisl IPHHIUITIB CTBOPEHHS HOBOTO KPHITOrpadhiyHOro ajJropuTMy, Ha OCHOBI SIKOTO MOXKe OYTH IPHITHATO Halio-
HaJbpHUH cTaHzapT. OMHUM 3 HaBaXJIUBILIMX aCMEKTiB BHOOPY 3 OaraTbOX BapiaHTIB € CTATHCTHYHI BIaCTUBOCTI BUXIIHOI ICEB/IO-
BHIIA/IKOBOT MOCITiIOBHOCTI (MOTOKY KiTI04iB). Y naHiit poOoTi OTpUMaHi pe3ysibTaTy MOPIBHAIBHUX JOCIIKEHb CTATUCTUYHHX BJIac-
THUBOCTEH BHXIJHHUX IOCITIJOBHOCTEH, SIKi ()OPMYIOTHCS PI3HMMH MOTOKOBUMH IIM(paMH, 30KpeMa, BCECBITHBO BiZIOMi alrOPUTMH
Enocoro, Decim, Grain, HC, MUGI, Mickey, Rabbit, RC-4, Salsa20, SNOW?2.0, Sosemanuk, Trivium Ta ykpaiHCbKHii KpUITOrpa-
¢iuanit anroputM CTpyMOK, po3pobieHuii B ocTaHHI pokd. I MOPIBHANBHHUX JOCHiKeHb Oyna BukopucTaHa meromuka NIST

46


mailto:gorbenkoi@iit.kharkov.ua
mailto:suvenick2@gmail.com
mailto:jadson27101@gmail.com
mailto:kirillfilippsky@gmail.com

ISSN 2519-2310 CS&CS, Issue 3(11) 2018

STS, 3rigHO 3 KO EKCHEPUMEHTAJIbHI JOCITIIXKEHHS BUKOHYIOTHCS B 15 CTATHCTHYHUX TECTAaX, METOIO SIKUX € BU3HAYCHHS BUIIAJI-
KOBOCTI BHXIJIHUX nociiioBHOCTEl. KOXeH 3 IUX TeCTiB cpsIMOBaHUH Ha BUBYCHHS NEBHHUX BPA3JIMBOCTE reHepaTropa, ToOTO BKa-
3y€e Ha MOTEHLii{He BUKOPUCTAHHS Pi3HUX METOIIB KpunTorpadiuyHoro ananizy. Hezsaxkaioun Ha Te, 10 pO3IJISIHYTI TOTOYHI ajaropH-
T™MH HnpyBaHHs OyiM BXe TOCTIIKEH] paHilie, MU MPOBENU CTATUCTUYHY MEPEBIPKY CreHEpPOBaHHUX MOCIITOBHOCTEH MPH OJJHAKO-
BUX YMOBaX 1 3 OJHAKOBHUMHM IOYATKOBUMH IapaMeTpamu, TOOTO Hallli pe3yiabTaTH AO3BOJSIOTH MPOBECTH MOPiBHAJIBHUI aHAMi3
mmdpiB. OIiHKY, IPEICTABIICH] Y CTATTI, SIK 1 0YiKyBaJIOCS, MiITBEPIUIN BIUCOKI TOKA3HUKN CTaTUCTUYHOI O€3IeKH cydacHHX M-
piB. Kpim Toro, 3a pe3ynbraTaMu eKCIEPHMEHTAIBHUX IOCIIPKEHb OYJIO BCTAHOBJICHO, IO HOBHH YKpaiHChKH MOTOYHHMIl mudp
CTpyMOK HE MOCTYIAETHCS KPAIIUM CBITOBHM alrOpUTMaM 3a CTATHCTUYHUMH BJIACTHBOCTSMH MOCITiIOBHOCTEH.

KunrouoBi cioBa: cumerpudna Kpunrorpadis; MOTOKOBI KpUnTorpadiuHi anropuTMi; raMma; KpHIITOaHaIl3; CTATUCTUYHI BUIIPOOY-
BaHHS.
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CraTucTHYecKHe CBOICTBA COBPEMEHHBIX MOTOYHbIX um(l)pon.

AnHoTamusi. B nmocnennue roapl B YkparnHe MpoJoInKaloTCsl MHOTOYHMCIIEHHBIE HCCIISIOBAHUS TOTOKOBBIX CHMMETPUYHBIX MH(POB,
OCHOBHOH LIEJIbI0 KOTOPBIX SIBJISIETCS] apryMEHTAIMsl NPUHIUIIOB CO3JaHKsl HOBOTO KPUNTOrpad)Mueckoro ajroputMa, Ha KOTOPOM
MOXeT 0a3upoBaThCs HALMOHANBHBIA cTanaapT. OHUM U3 Ba)KHEHIINX aCIEeKTOB BBIOOPA W3 MHOTHX BApPHAHTOB SIBJISIOTCS CTaTH-
CTHYECKHE CBOMCTBA ICEBJOCIyYaiiHON MocienoBaTeNnbHOCTH (MOTOKa Kiroueil). B manHO# paGoTe moydeHs! pe3yabTaThl CPaBHU-
TEJILHBIX MCCIIEOBAHUH CTATHCTHIECKIX CBOMCTB MOCIIEIOBATENFHOCTEH, KOTOPEIE (POPMHUPYIOTCS Pa3IMIHBIMHI ITOTOKOBBIMH IITH (-
pamH, B 9aCTHOCTH, PacCMOTPEHBI BCEMHUPHO HM3BECTHBIC anropuTt™Mbl Enocoro, Decim, Grain, HC, MUGI, Mickey, Rabbit, RC-4,
Salsa20, SNOW?2 .0, Sosemanuk, Trivium u ykpanHckuii anroput™M CTpyMOK, pa3pabOTaHHBIA B MocienHue rofsl. g cpaBHH-
TENBHBIX MCCIeaoBaHui ObLTa renoib3oBaHa Meroauka NIST STS, corimacHO KOTOpO# SKCIIepUMEHTAIBHBIE UCCICOBAHHS BBITION-
HAIOTCS MO 15 CTaTUCTHYECKUM TecTaM, LIeJbI0 KOTOPBIX SBIIIETCS OIpe/esieHue ClIy4aifHOCTU IocienoBarensHocTed. Kaxaplii us
9TUX TECTOB HAllpPaBJIeH Ha U3y4EHUE ONpEAETICHHbIX YSI3BUMOCTEH reHepaTropa, TO €CTh YKa3blBaeT Ha MOTCHLIUAIbHOE UCIOIb30Ba-
HHE Pa3IMYHbIX METOJI0B Kpunrorpaduueckoro ananmsa. HecMoTpst Ha To, 4TO pacCMOTPEHHBIE aJrOpUTMbI IIN(pPOBaHUS OBUTH YiKe
HCCIIeI0BaHbl paHee, Mbl IPOBENU CTaTHCTHUECKYIO IIPOBEPKY Cr€HEPHPOBAHHBIX IOCIEI0BATEIILHOCTEN IIPU OAUHAKOBBIX YCIOBUAX
U C OAWHAKOBBIMH HAa4YaJIbHBIMU ITapaMeTpaMy, TO €CTh HAIIH Pe3yIbTAaThl MO3BOJSIOT MIPOBECTH CPABHUTENBHBIA aHAIN3 MU(POB.
O1eHKH, MPEACTAaBIECHHBIE B CTAThe, KaK M OXHIAI0Ch, MOATBEPAMIIN BBICOKHE TOKa3aTelM CTaTHCTUUECKOH 0e30macHOCTH CoBpe-
MeHHBIX mmppoB. Kpome Toro, mo pesynbrataM 3KCHEPHMEHTANBHBIX HCCIEJOBAaHUH OBIJIO YCTAHOBIEHO, YTO HOBBIH YKpamHCKHUI
notouHsIi mudp CTpyMOK He yCTymaeT TydIINM MUPOBBIM alTOPATMAaM IO CTATHCTHYECKUM CBOICTBAM ITOCIIEA0BATEILHOCTEH.

KiioueBble ci10Ba: cMMMeTpUYHast Kpunrorpadus; MOTOKOBBIE KpunTorpaguyeckyue aJropuTMbl; TaMMa; KPHIITOAHAIN3; CTATHCTH-
YECKHE TECThI.
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Abstract. The paper is a continuation of numerous studies of a candidate for encryption national standard of
Ukraine, the Strumok new symmetric stream cipher. The result of a study is compare the most famous algorithms of
stream cipher, which were presented at various contests, such as eSTREAM, NESSIE and the AES symmetric block
cipher in mode of stream about usage CPU time for transformation of one octet data.

Keywords: stream cipher; encryption; cycles per byte; synchronous keystream generator; pseudorandom sequence.

1 Introduction

Strumok is the stream symmetric cipher that presented as a candidate for encryption national
standard of Ukraine [1-4]. The cipher designed by a group of scientists in 2015 and it was improve
repeatedly. The Strumok has a simple scheme that focuses on a 64-bit computing platform, that en-
able its become the most fast (over 10 Gbit per sec) [1-4].

The Strumok stream cipher is based on a secret internal state that consist of eighteen 64-bit
blocks: 16 blocks of the linear feedback shift register (LFSR) and two blocks of the finite-state ma-
chine (FSM). As input data using a secret key of size Lx=256 or 512 bit and an initial vector of size
L|V:256 bit.

The closest prototype to the Strumok stream cipher is the SNOW 2.0 cryptographic algorithm
that focuses on 32-bit computing systems [5]. It is based on the classical scheme of additive genera-
tor [5,6], but unlike the SNOW 2.0 algorithm in the Strumok generator uses an increased internal
state with a shift register over 64-bit blocks. Therefore, in one cycle, 64-bit computing systems
achieve a higher speed of the formation keystream.

The purpose of this work is obtaining additional results of compare studies speed the Strumok
stream cipher and famous cryptographic primitives about usage CPU time for transformation of one
octet data at various stages of keystream generation. By comparison, also attached the symmetric
block ciphers, such as AES [7,8] and Kalyna [9,10] with usages in stream mode.

2 General Description
AES
Advanced Encryption Standard (AES) is a symmetric block cipher that has a fixed block size of
128 bit, and a key length can take value Ly=128,192 or 256 bit. For a key lengths 128 or 256 bit, the
algorithm has 10/14 rounds, according. In 2002, it was declared the encryption standard of United
States [7] and later its standardized at the international level in [8].

HC

HC is a stream cipher that designed by Hongjun Wu cryptographer and was first published in
2004. HC-128 was presented at the eSTREAM contest [6], which aimed to create European stand-
ards for stream encryption systems.
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Rabbit

Rabbit is a high-performance stream encryption algorithm that was first presented at the 10"
symposium FSE in 2003. In 2005, it was submitted at the eSTREAM contest [6]. The cipher uses a
128-bit key and a 64-bit initialization vector. It standardized internationally in [5].

Salsa20

Salsa20 is a transformation stream system that developed by Daniel J. Bernstein. The algorithm
was presented at the eSTREAM contest [6], where it became the winner contest in the first profile
(the stream ciphers for software use with high bandwidth).

SNOW 2.0

SNOW 2.0 is a symmetric stream cipher that developed by Thomas Johansson and Patrik
Ekdabhl, it’s also one of the stream ciphers selected for ISO/IEC 18033-4 [5]. The key size can take
128 or 256 bit, and a 128-bit initialization vector.

Sosemanuk

Sosemank is a stream cipher, developed by a group of French scientists in 2004. In 2008, it be-
came one of the finalists eSTREAM project in the first profile [6]. It’s a key length varies between
128 and 256 bit, and use a 128-bit initialization vector.

Trivium

Trivium is a synchronous stream cipher that focuses primarily on hardware implementation, and
reasonably efficient software implementation. The cipher was presented at the eSTREAM project
and has been selected as part portfolio for low area hardware ciphers [6]. The authors of the cipher
are Christophe De Canniere and Bart Prenel. This stream cipher can generate up to 2° bits of output
sequence with an 80-bit key and an 80-bit initialization vector. Standardized also as a cipher of
lightweight cryptography [11].

3 Software performance of Strumok

The stream encryption of long sequences has the potential advantage over block cryptographic
transformations, which is an important benchmark for many applications. Important benchmarks of
symmetric stream ciphers are also the speed of encrypting short packages, as well as the time of ini-
tialization/generation of key parameters (see in Tables 1-10).

Table 1 — The speed of encryption 1Gb data (Intel Core i3-5005U 2I'Tw)

. Speed

Names Of Algorithm Mbps P Cycles per byte
Strumok-256 5542 2.88
Strumok-512 5576 2.86
AES-128 1583 10.08
AES-256 1128 14.14
HC-128 7164 2.23
HC-256 2701 5.91
Rabbit 2186 7.3
Salsa20 1598 9.98
SNOW 2.0-128 5177 3.08
SNOW 2.0-256 5095 3.13
Sosemanuk 2925 5.46
Trivium 2387 6.69

To study the performance benchmarks used two computers:
e with an Intel® Core i3-5005U 2 GHz processor (the memory cache: 128 KB first level
and 256 KB second level), 12 GB of DDR3 1600 MHz RAM and OS Windows® 8.1;
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e Intel® Core i9-7980XE 2.60 GHz processor (the memory cache: 1832 KB first level and
1024 KB second level), 64 GB of DDR4 2133 MHz RAM and OS Windows™ 10 Pro.

Table 2 — The speed of encryption 1Gb data (Intel Core i9-7980XE 2.60GHz)

i Speed
Names Of Algorithm Mbps P Cycles per byte
Strumok-256 10911 1.90
Strumok-512 10850 1.91
AES-128 3228 6.42
AES-256 2295 9.03
HC-128 14676 1.41
HC-256 6286 3.30
Rabbit 4636 4.47
Salsa20 3502 5.92
SNOW 2.0-128 10425 1.99
SNOW 2.0-256 10470 1.98
Sosemanuk 6329 3.28
Trivium 4954 4.19

Table 3 — The results of encryption 50 packages by 1500 bytes (Intel Core i3-5005U 2I'Ty)

Speed
Names Of Algorithm Mbps Cycles per byte Cycles per
package
Strumok-256 4580 3.49 5231
Strumok-512 4545 3.50 5250
AES-128 1578 10.13 15194
AES-256 1119 14.25 21368
HC-128 1310 12.18 18275
HC-256 239 66.57 99861
Rabbit 2105 7.59 11378
Salsa20 1578 10.11 15161
SNOW 2.0-128 4687 3.42 5127
SNOW 2.0-256 4580 3.48 5218
Sosemanuk 2830 5.65 8481
Trivium 2197 7.25 10876

Table 4 — The results of encryption 50 packages by 1500 bytes (Intel Core i9-7980XE 2.60GHz)

Speed
Names Of Algorithm Mbps Cycles per byte Cycles per
package
Strumok-256 9231 2.26 3386
Strumok-512 9091 2.26 3387
AES-128 3191 6.47 9710
AES-256 2299 9.03 13545
HC-128 2871 7.21 10819
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Continuation of Table 4

HC-256 543 38.21 57318
Rabbit 4255 4.86 7287
Salsa20 3448 6.01 9008
SNOW 2.0-128 9375 2.20 3303
SNOW 2.0-256 9524 2.18 3274
Sosemanuk 7595 2.74 4108
Trivium 4511 4.59 6887

The research was conducted in accordance with the methodology adopted in [6], i.e., the follow-
ing criteria were used:
e the speed of encryption of long streams;
e the speed of encryption short packages;
e the speed of initialization and key parameters generation.

The results obtained of encryption a long stream (a long 1GB) which carried out for each algo-
rithm on a key, see in Tables 1, 2. From the data in tables, it follows that stream ciphers have an
undeniable advantage over blocks when encryption long streams. Among the stream algorithms,
HC-128, Strumok-256 and Strumok-512 are the fastest. It should be noted that Intel® Core i9-
7980XE 2.60 GHz computing system achieves very high encryption speeds (over 10 Gbit per sec),
which points to the prospect of using stream ciphers in modern telecommunication systems. At the
same time, Strumok-512 is not inferior to the speed of the Strumok-256 version, although it has a
much higher supply of stability.

Table 5 — The results of encryption 120 packages by 576 bytes (Intel Core i3-5005U 2I'T%y)

Speed
Names Of Algorithm Mbps Cycles per byte Cycles per
package
Strumok-256 3477 4.59 2644
Strumok-512 3456 4.61 5250
AES-128 1562 10.20 5876
AES-256 1103 14.47 21368
HC-128 570 27.95 16099
HC-256 97 164.5 94753
Rabbit 1953 8.15 4696
Salsa20 1612 9.91 5707
SNOW 2.0-128 4189 3.80 2191
SNOW 2.0-256 3711 431 2484
Sosemanuk 2850 5.58 3217
Trivium 1920 8.33 4798

Table 6 — The results of encryption 120 packages by 576 bytes (Intel Core i9-7980XE 2.60GHz)

Speed
Names Of Algorithm Mbps Cycles per byte Cycles per
package
Strumok-256 6999 2.96 1702
Strumok-512 7089 2.94 1695
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Continuation of Table 6

AES-128 3196 6.48 3732
AES-256 2257 9.18 5288
HC-128 1254 16.53 9520
HC-256 220 94.24 54284
Rabbit 4036 5.13 2957
Salsa20 3392 6.08 3503
SNOW 2.0-128 8378 244 1408
SNOW 2.0-256 8507 2.42 1396
Sosemanuk 6356 3.33 1919
Trivium 3921 5.30 3054

By the second criterion, the speed of encryption short packages of different lengths was meas-
ured. Each function call includes a separate setup of the initialization vector 1V. The package
lengths (40, 576, and 1500 bytes) were selected to be representative of telecommunication traffic
(see Table 3-8) [6].

Analyses the results of the studies presented in Tables 3-8, it should be noted that the advantage
the speed of encryption stream algorithms is maintained for packages of lengths hundred or more
bytes. For very short packages, the time of internal state initialization begins to play a significant
part of the stream algorithms, as expected, are starting to lose. As regards comparing the speed of
stream algorithms, the advantage of the SNOW 2.0 and Strumok generators should be noted.

Table 7 — The results of encryption 350 packages by 40 bytes (Intel Core i3-5005U 2I'T)

Speed
Names Of Algorithm Mbps Cycles per byte Cycles per
package

Strumok-256 543 29.32 1173
Strumok-512 528 30.21 1209
AES-128 1027 15.63 625
AES-256 713 22.38 895
HC-128 42 378.39 15135
HC-256 7 2296.64 91866
Rabbit 682 23.39 936
Salsa20 1009 15.7 628
SNOW 2.0-128 888 17.83 713
SNOW 2.0-256 957 16.67 667
Sosemanuk 756 21.08 843
Trivium 493 32.38 1295

Table 8 — The results of encryption 350 packages by 40 bytes (Intel Core i9-7980XE 2.60GHz)

Speed
Names Of Algorithm Mbps Cycles per byte Cycles per
package
Strumok-256 1120 18.45 738
Strumok-512 1131 18.23 729
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Continuation of Table 8

AES-128 2196 9.48 379
AES-256 1600 12.87 515
HC-128 94 219.82 8793
HC-256 16 1326.64 53065
Rabbit 1623 13.04 522
Salsa20 2153 9.70 388
SNOW 2.0-128 2154 9.67 387
SNOW 2.0-256 2154 9.69 388
Sosemanuk 1697 12.28 491
Trivium 1028 20.14 806

The criterion of initialization and generation key parameters separately includes parameters of

the establishment of the key and the initialization vector. These two parameters are least critical for
displaying the speed of encryption packages, since they are disproportionality small compared to
the process of create or update a key. The results benchmarks are shown in the Tables 9, 10.
According to the results of the studies presented in Table 9, 10, the advantage of the Salsa20 ci-
pher should be noted. The HC algorithm, which showed good results the speed, it has the shortest
time of installation a key, but the time it takes to initialize the vector is largest. The Strumok algo-
rithm has average values for this criterion.

Table 9 — The speed OF the installation keys and the initialization vectors
(Intel Core i3-5005U 2I'Ty)

. KEY, Vv,
NS (O1F AR Cycles per installation Cycles per installation
Strumok-256 16.07 806.52
Strumok-512 16.16 731.24
AES-128 266.35 0.32
AES-256 423.39 0.32
HC-128 8.07 14701.36
HC-256 133.07 91748.16
Rabbit 475.35 442.69
Salsa20 12.08 1.59
SNOW 2.0-128 16.09 403.21
SNOW 2.0-256 30.21 410.64
Sosemanuk 530.39 496.41
Trivium 22.35 1006.43

Table 10 — The speed OF the installation keys and the initialization vectors
(Intel Core i9-7980XE 2.60GHz)

NETES O AR Cycles pi.\(rEi\n(sitallation Cycles pell’\i/r’lstallation
Strumok-256 10.24 470.32
Strumok-512 10.24 471.67
AES-128 152.02 0.15
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Continuation of Table 10

AES-256 242.14 0.16
HC-128 7.08 8640.58
HC-256 79.44 52514.03
Rabbit 285.73 275.32
Salsa 20 7.69 0.98
SNOW 2.0-128 10.38 238.89
SNOW 2.0-256 19.30 233.66
Sosemanuk 339.99 317.19
Trivium 14.11 617.50

4 Conclusions

The symmetric stream ciphers play an important role in the processes cryptographic protection of
information. They have high the speed of cryptographic transformation, especially for the long
packages, and are most successfully used when encryption large amounts of input data.

The results obtained of comparative studies have shown that the stream algorithms significantly
exceed block ciphers by the speed of encryption the long packages. Among the stream algorithms,
the Strumok generator, whose structure is targeted at applications in modern 64-bit computing sys-
tem, has the advantage of giving it the highest values. In particular, the Intel® Core i9-7980XE
2.60 GHz and OS Windows® 10 Pro have received 14 — 15 Gbps encryption speeds.

When encryption short packages, the computational efficiency of the stream ciphers decreases,
and for package lengths of 40 bytes block ciphers become faster. When comparing the stream algo-
rithms, the Strumok generator that stably shows a high encryption speeds, has the advantage.

The study of the initialization time of cryptographic algorithms didn’t show the advantage of
block or stream algorithms. And although with the increase in the length of the data being pro-
cessed, the initialization time plays a very small part in the process of encryption, this parameter
should also to be given attention. In particular, according to our research, the greatest advantage
over the initialization time is the Salsa20 cipher.

Generalizing the results should be noted the Strumok keystream generator, which in most cases
showed better results. When implemented on a 64-bit computing platform, it provides enormous the
speed of encryption and can be recommended for practical application in the modern information
and telecommunication systems.
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