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Resume: In the work the approach, which makes it possible to modify the method of expanding the spectrum for the
realization of the reserved coding of voice communication in vocal data, is proposed. The results of investigating the
dependence of different estimations on the values of the assigned parameters are represented. The development algo-
rithm can make it possible to increase the effectiveness of the reserved exchange of voice communications, due to the
more effective use of reticence and capacity of vocal material. The use of the orthonormalized basis instead of pseu-
dorandom sequence, allows more effectively from the position of the volume of the coded information to use vocal
material for the reserved transfer of communication.
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1 Introduction

For the large commercial and corporate structures, there is a need for accomplishing the protect-
ed exchange of the data by those presenting commercial secret. The use of methods steganography
of the concealment of the fact of the transmission of information makes it possible to carry out not
only protection of business data, but also in particular, it makes it possible to hide the indirect signs
of the fact of the realization of negotiations. Most frequently for the transfer of the informational
announcements that not containing the numbers is used spoken language. The use of a spoken lan-
guage as the means of communication is caused, so by simplicity of its perception by man. Further
voice communication, the secretly transferred information, registered in the form of the voice sig-
nal, and converted into the digital form.

It is worthwhile to note that the often information resources for the reserved transfer of voice
communications, by the methods of cryptography are limited. This is caused by the fact that for the
concealment of protected voice communication it is necessary to use the data, whose volume sever-
al times must exceed the volume of the protected vocal. Therefore, a quantity of methods and algo-
rithms, which it is possible to use for, purposes the reserved transfer of voice communications not
great. The development of method and algorithm of those realizing the principles of the reserved
transfer of voice communication in vocal data, can make it possible to increase the effectiveness of
the reserved exchange of voice communications, due to the more effective use of reticence and ca-
pacity of vocal material. By effectiveness in the work is understood, the use of an approach for cod-
ing of voice communication with the guarantee of its reticence, which makes it possible to increase
the volume of transferred voice communications without the need for an increase in the volume of
vocal material. Cryptography of those making it possible to accomplish a reserved transfer of voice
communication in vocal data are widely known several methods. To the bases, the method of the
least significant bit (LSB) and method of expanding the spectrum (SSp) carry [1,3,6]. Its durability
is the main disadvantage in the method of LSB; therefore, wide application obtained the method of
expanding spectrum [6]. The essence of method consists in the addition to the section of the initial
voice signal of pseudorandom sequence in accordance with the expression [5,7,8]:

y=X+a-ed; (1)
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where X — the initial section of vocal data; U — the section, which corresponds to pseudorandom
sequence; a — weight coefficient; e — the code mapping of the binary bit of hidden voice commu-
nication, determined from the formula:

e=2e-1, m=1...,.M; (2)
where e, — bit of control information in the binary number system e, <{0,1}; e, — the code
mapping of the binary bit of control information e e {-1,1}; m - the ordinal number of the bit of

control information is m-th. The weight coefficient of am determines the reticence of system. In the
works [9, 10] it’s proposed to select equal:

= (x,0) /" ©)

The decoding of the bit of control information from the data occurs by determining the sign of
the scalar product of the section of the data and of the pseudorandom sequence:

& = sign((y,a)); (4)
where sign( ) — the operation of the isolation of sign.

The use of a large volume of vocal data for the transfer of short voice communication is a draw-
back in approach described above. This is caused by the fact that in one section of the data coding
the one-bit of protected voice communication is possible. With the frequency of discreteness of
48Gts, it is possible to reach the capacity of vocal data of 92 bytes/s. For increasing the capacitance,
it is proposed in one section of vocal data to code 4 bytes of information, i.e. to reach the capacity
of 3000 bytes/s.

2 Proposed method
Model of the reserved coding:
V=X +A-w, -0, -b-¢, -G, i=1.,J; (5)
where X, — initial section (vocal material); Y, —section containing the coded information by ste-

ganography (Filled container); «; —the constant of proportionality, which determines mutual ener-

gy pseudorandom sequence and initial section; 4 — coefficient determining reticence and the dura-
bility of the coded information by steganography; w, — the secretly coded byte of voice communi-

cation; U, — function from the orthogonal basis of Radamacher, illustrated by Fig. 1, M — it corre-
sponds to a quantity of utilized functions.
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Fig. 1 — Plot of orthogonal basis Rademacher
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The decoding of information from filled container occurs, by means of the scalar product of the
section of vocal data containing voice communication and corresponding function of the utilized
orthogonal basis:

W, =(y,0,), i=1.,3; (6)

where w; — the decoded from the section of voice signal byte of voice communication.

3 Experimental results

For investigating the sensitivity of the measures of the quality of the concealment of information
examined, were carried out computational experiments with the use of different sounds of Russian
speech. In Fig. 2,3 are represented the sections of the voice signals, which correspond to some
sounds of Russian speech, and distribution of their energy on the frequency intervals.

The use of a large volume of vocal data for the transfer of short voice communication is a draw-
back in approach described above. This is caused by the fact that in one section of the data coding
the one-bit of protected voice communication is possible. With the frequency of discreteness of
48Gts, it is possible to reach the capacity of vocal data of 92 bytes/s. For increasing the capacitance,
it is proposed in one section of vocal data to code 4 bytes of information, i.e. to reach the capacity
of 3000 bytes/s.
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Fig. 3 — An example of hide digital speech audio

In the work are used such estimations of difference as relative error (NSKO), signal to noise ra-
tio (SNR), correlation coefficient (R). Each of these estimations makes it possible to reveal differ-
ences in the compared signals [6,7]. In particular, relative error (NSKO) reflects a difference in en-
ergy of the sections of signals in the time domain referred to the standard of the initial signal:

24



ISSN 2519-2310 CS&CS, Issue 1(5) 2017

N N
NSKO = > (x, =%, ) / 2%, ; (7
n=1 n=1
where x, — the value of the amplitude of the initial section of the data; X, — the value of the ampli-

tude of the section of the data containing additional information, N — quantity of counting of the
compared sections of signals.

This measure makes it possible to reveal differences in the envelopes of the amplitudes of the
sections of voice signals. The less the changes introduced with the introduction of additional infor-
mation, the nearer the value of this estimation to zero [1,8,10].

Also to account for the degree of a difference in the initial signal and result of introducing the
additional information is used the estimation, sensitive to the time of the recovery of the compared
sections of the signals:

XZ

SNR=10-lg—"=—; (8)
Z(Xn - in )2
n=1
The higher the estimation SNR, the less the changes was introduced. In the case of the equality
of two sections (initial and subjected to changes during the coding); the estimation will be equal to
infinity (o). For the evaluation of the degree of the similarity of two sections of the data, frequently
is used the evaluation of mutual energy of these signals, determined by correlation coefficient:

N I ~ 1Xx_
Z(Xn_zxnj'(xn_zxnj
R= n=1 N n=1 N n=1 , (9)

- bgn) (n-28)

The nearer correlation value to one, the higher the similarity of the section of the data containing
control information and initial.

Table 1 presents the results of evaluating the measures of difference for all sounds of Russian
speech examined. In this case for the analysis the sections of the voice signals, recorded with the
frequency of discreteness 8 kHz and code length of 16 bits, were used. For the application of the
method of expanding the spectrum voice signals were divided in the sections of identical duration
on T=32ms. It is important also to note that the study of the measures in question was accomplished
in the implementation of the imposition of noise on the signal in the absence of cross-correlation
and use of a weight coefficient of the form:

I MZ

=}

Table 1 — Evaluation of the differences of the original signal and implementation results
using steganographic technique spreading

Ne Estimation of reticence PC Estimation extracted PC
NSKO SNR R NSKO SNR R

1 0.1x10° 69.52 0.9989 171.4 -44.66 0.0107

2 0.5 0.1014 24.19 0.9332 42.76 -32.62 0.0431

3 0.98 0,3825 12,82 0,7158 0.0684 23.29 0.9669

4 0.99 0.3903 12.65 0.7100 0.0171 35.33 0.9915

5 1 0.3981 12.48 0.7043 =0 o0 1

4 Conclusions

The use of the orthonormalized basis instead of pseudorandom sequence, allows more effectively
from the position of the volume of the coded information to use vocal material for the reserved
transfer of communication. Steganographic coding has a number of stages. The first includes coding
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in the orthonormal basis. The second accomplishes adaptive filtration, so that the decoding of com-
munication would possess higher authenticity and it was not subjected to distortions. The third stage
is direct coding with the adaptive coefficient. As showed experiments, reticence can be ensured due
to the use as the coefficients of those reflecting the value of energy of initial section.
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HccienoBanue ajiropuT™Ma CKpbITHOM Nepeiaun pe4eBoro coooueH s, OCHOBAHHOT0 HA MeTo/le PACIIHPEHHs CIEKTPA.
AHHOTanusi. B paboTe mpemiokeH MOAXO0, MO3BONSIOMINA MOAN(PUIMPOBATh METOJ PACIIMPECHHS CIIEKTPa AJIsS OCYIICCTBICHUS

CKPBITHOTO KOAMPOBAHMS PEUEBOTO COOOLICHUS B PEUYEBBIX JTaHHBIX. [IpeacTaBICHBI PE3yIbTAThl HCCICAOBAHUS 3aBUCUMOCTHU pas3-
JIMYHBIX OLICHOK OT 3Ha4YEHHMH 3a7aBacMBIX IIapaMeTpoB. Pa3paboTaHHBIN alNropuT™ MO3BOJISIET ITOBBICUTH ONIEPATUBHOCTH CKPBITHOTO
oOMeHa peueBBIME COOOIICHUAMH 3a c4eT 0ojee 3¢ (EKTHBHOTO UCIIOIB30BAHUS CKPBHITHOCTH U EMKOCTH PE4eBOro marepuaia. Mc-
H0JIb30BaHKE OpTOHOpMHUpOBaHHOTO Oasuca BMecto IICII mossonser Gonee 3dhekTHBHO, ¢ MO3UIMU 00BEMa KOAUPYEeMOH HH]Op-
MalyH, HCII0JIb30BaTh PeYeBON MaTepHall ISl CKPEITHOM Iepeaadn coOOIIeHNsI.

KnroueBble ci10Ba: pedeBble CUTHAIBI, CTETaHOrpadus, METO PACHIUPEHNUs CIIEKTPa, Mephl pa3Indus, KodpQuimenT koppensinum,
CpeHEeKBaApaTHyecKas ONIMOKa, OTHOCHTENbHASI OTPEIIHOCTh, OTHOILIEHUE CHTHAJI-IITYM.

27


mailto:Likholob@bsu.edu.ru
mailto:Bukhantsov@bsu.edu.ru
mailto:Aaron.Vodounou@gmail.com
mailto:BakaYana@mail.ru

