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Abstract.  The modern attacks uses special structures of the rings in the NTRU similar algorithms.  The article was 

proposed post-quantum parameters NTRUPrime without these structures. Have investigated  the possibility of using 

these parameters for encryption on the part of the most important characteristic which distinguish NTRU methods 

from the rest of algorithms, namely, speed regulation characteristics. In fact, standard ANSI X9.98 – 2010 is used for 

this, but with NTRUPrime mathematics. Use AVX2 commands for multiplication of polynomials and effective imple-

mentation of necessary operations yielded minimal reduction in performance  

 

Keywords: ANSI X9.98 – 2010, NTRUPrime, Encription Speed, Decryption Speed.  

 
1  Introduction 

In connection with problems concerned with scope for using modern asymmetric algorithms un-

der the conditions of the availability of quantum computers, cryptographic algorithms, the reliability 

of which is based on lattices [1], are of the greatest interest.   It is this class that NTRU similar algo-

rithms belong to.  The standard of asymmetric encryption  ANSI X9.98 – 2010 [2] has a number of 

drawbacks [3]. The work [3,4] offers new  parameters that is, a different polynomial and different 

modulus for use (NTRU Prime, hereinafter referred to as NTRUPrime). We have investigated  the 

possibility of using these parameters for encryption on the part of the most important characteristic 

which distinguish NTRU methods from the rest of algorithms, namely, speed regulation characteris-

tics. In fact, standard ANSI X9.98 – 2010 is used for this, but with NTRUPrime mathematics. This 

is the third paper out of a series of works devoted to this class of algorithms [5,6]. Further analysis 

on the part of cryptographic security (further - cryptosecurity), including that under the conditions 

of using quantum computers will be carried out in the next works of the series.   

 
2  Distinctions of classic NTRU-method from NTRUPrime and their analyses in view  

of computing complexity 
1
   

1. The field )1/(])[/(  XXXqZZ N  is used in place of the ring )1/(])[/( NXXqZZ . The 

value of 739 is suggested as N.  

2. The value of 9829 is used instead of the value of the parameter q = 2048, which is employed 

to calculate the modulus of the polynomial coefficients. The values of parameters N and q define  

the name of the method, which was given by the authors [3], namely, Streamlined NTRU Prime 

9829
739

.  

3. The number of 1 and -1 in a private key (the value df ), and in a blinding polynomial  (the val-

ue dr) depend upon N and the required cryptosecurity, but for all the parameters df  = dr. For 

NTRUPrime  df  = dr =202.  

                                                                                                                
1
 - We use the notation parameters adopted in the NTRU standard [2]. 
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4. The full set of parameters for the classic NTRU ensure security from 112 to 256. The chosen 

set of parameters (N=739, q = 9829), as the authors [3] state, ensures the value of security no less 

than 128.  

Using the ring in the classic method in carrying out multiplication (the most complex operation 

in encryption - decryption) was just realized with the help of calculating the coefficient index ac-

cording to the modulus N, the use of the field requires multiplication according to the modulus  

1 XX N .  

The value q defines the modulus for calculating all the polynomial coefficients. Calculating by 

the modulus q = 2048 does not require using the operation of division, q = 9829 requires the said 

operation. Besides, the value q specifies the length of a public key. The public key is a polynomial 

of power N,  whose boundary coefficients values are defined by the value q. The public key length 

is 11N bits for q = 2048, it is 14N for q = 9829. We obtain 10346 bits or 1294 bytes for N = 739. 

The authors [3] suggest using a combined radix (2-10) for assuming a public key in a packaged 

format, than the public key requires 1232 bytes. The saving of less than 5% of address space for as-

suming the public key will lead to time consumption for setting this key, the more so, as it is an out-

side user public key, and such a transformation must be performed for each new user.  

The preliminary analysis of the main parameters show that the computing complexity for 

NTRUPrime is anticipated to be more, than that for the classic NTRU. It is this analysis that is real-

ized in the paper.  

 

3  Calculating additional parameters for NTRUPrime 
 

In connection with the need  for implementing the classic NTRU for new parameters, it is neces-

sary to calculate additional parameters which are used to implement the classic NTRU. 

This parameter and formulae for their calculation are given in Table 1.  

Basic operations 

Operations of converting between byte strings and polynomials, operations of polynomial multi-

plication and inversion calculation are used as basic operations. The conversion algorithms are giv-

en in [2].   

3.1 Operations of polynomial multiplication 

Their own multiplication algorithms are used for encryption and decryption:  

for encryption:  c = a01_1 * b;  

for decryption and generation of a public key: c = 3(a01_1 * b) + b;  

where:   

a01_1  is a polynomial in  field  
)1(

][
3












XX

X
Z

Z

N
;  

b, c  is a polynomial in field     
)1(

][












XX

X
qZ

Z

N
.  

The work [3] proposes using Karatsuba, multiplication methods and their combinations. We 

have verified the efficiency of these methods for the polynomials with N = 739 and have not 

achieved the operation speed increase. This is due to a great number of zero elements in the poly-

nomial coefficients (not less than N/3) as well as the actual lack of multiplication operations, an ad-

dition operation is employed in place of them.  

We used the algorithm of multiplication of polynomials [4]. Operations AVX2 are used instead 

of SSE operations.  

This algorithm has been redesigned with the new modules:  

We used the algorithm of multiplication of polynomials [4]. Operations AVX2 are used instead 

of SSE operations.  
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Table 1 - Additional parameters for NTRUPrime 
2
  

Designation Purpose 
Calculation 

formula 

Value for 

NTRUPri

me 

dG 
Amount 1(-1) 

in polynomial G 
dG  = N/3 246 

bLen 
Length of a random sequence.  

It is defined by cryptosecurity 
bLen = S 192 

maxMsgLenBytes 

Maximum length of a message for 

encryption. It is determined taking 

into account bLen and the manner 

of encoding bytes of a message. 

1
8

2

)1(3






bLen
N

 113 

Llen 
Number of bytes to define the 

length  of  a  message  to be 

encrypted 
 sMsgLenByteLog max256  1 

Buffer LenBits 
The length of the encoded data 

buffer 

bLen + (Llen + maxMs-

gLenBytes)*8 
1104 

dm0 

Number of 1(-1) in a polynomial, 

which is created after transforming 

the message being encrypted 

dm0 = df 202 

Hash 
HashLen 

Hash being used 
3
 Depends upon crypto security 

SHA256, 

256 

C 

Number of bits for defining the 

number of a polynomial  

coefficient 

More  NLog2  11 

minCallsR 

Minimum number of calling up a 

hash function to create a blinding 

polynomial 

More 








HashLen

cd r4
 35 

minCallsMask 
Minimum number of calling up a 

hash function to mask a message 
More 1

5

16










HashLen

N
  11 

Remark: 2
 - Here we use the notation parameters adopted in the NTRU standard [2];  

 
3
 - The authors [3] declare cryptosecurity of over 128 for the parameters chosen, therefore the 

cryptosecurity value is chosen to be 192, and the appropriate hash function is SHA256.  

 

This algorithm has been redesigned with the new modules: 

x
N
 – x - 1  modulo reduction is performed using code:  

 
 int j, k = N; 
 c[0] += c[N]; 
 for (j = 1; j < N-1; j++, k++); 
  c [j] += c [k] + c[k + 1]; 

c [N-1] += c[k]; 
 

This operation requires only N additions. Loop may be performed in parallel.  

Q modulo reduction is performed with AVX2 operations.  

3.2 Inversion of the polynomials 

The inversion operation is applied to calculate the public key that is defined by the formula  



ISSN 2519-2310  CS&CS, Issue 4(4) 2016 

  59 

gpfh 1 ,  

where:  

f = 3F+1, F  is a polynomial with coefficients -1, 0, 1. The number 1, -1 is the same and is 

equal to df ;  

g -  is a polynomial with coefficients -1, 0, 1. The number -1 is equal to dg = N/3, the num-

ber 1 equals   dg + 1;  

p = 3.  

As it is stated in the work [7] the algorithm “almost inversion” is the most efficient one among 

the considered algorithms of calculating inversion for the classic NTRU, but, unfortunately, this al-

gorithm cannot be used for calculating inversion with reference to the polynomial 1-x-xp  so as 

with reference to  q  that is not the power 2. In this case it is necessary to apply Extended Euclidean 

Algorithm that is optimized at the expense of replacing data swapping by address swapping.  

 

4 Algorithms of encryption and decryption 
 

4.1 Encryption algorithm 

Algorithm 23 and Algorithm 24, respectively, are defined in [2].  

The main stages of these algorithms and their optimization are considered next. 

Components: 

Parameters N, q. 

Additional parameters (Table 1). 

Input:  

The message m, which is a byte string of l bytes length, 

The public key h. 

Output: 

Chiphertext e, which is  a byte string or Error, if length l exceeds the parameter  maxMsgLenBytes. 

The algorithm of encryption is composed of the following steps.  

Step 1. Forming byte string M of bufferLenBits/8 bytes length as:  

b || octL || m || p0, 

where:  

b  is a random bit string of length bLen; 

octL,  m are the length of a message (octL) and the message itself (m). To specify mes-

sage length the parameter Llen is used; 

p0  is the number of zero bytes, which add a message m to the maximum length. It is cal-

culated by the formula maxMsgLenBytes + 1 – l.   

To optimize this step padding byte string p0 with zeroes is not obligatory it is sufficient to add 

one 0.  

Step 2. Transformation of the obtained byte string M into the polynomial MTrin with coeffi-

cients {-1, 0, 1}. To optimize this step we transform 6-bit sequences in place of converting 3-bit 

ones. As a result, we obtain 4 bytes that comply with 4 MTrin  coefficients. To replace the 6-bit da-

ta an array of constant, with a size of 64 elements is used that has the form: 

0x00000000,  //{0, 0, 0, 0},  

0x01000000,  //{0, 0, 0, 1},  

0xFF000000, //{0, 0, 0, -1}, 

… 

If we do not obtain all the coefficients as a result of processing the byte string M, the remaining 

coefficients are  filled with zeroes. 

Step 3. Forming the byte string sData with the format:  

OID || m || b || hTrunc,  

where: 

OID - is an identificator that is taken from parameters;  
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m - is a message for encryption (byte string);  

b - is a random bit string of length bLen;  

hTrunc - is a part of a packaged public key of length bLen bits.  

To optimize this step, a common memory is used for the byte strings sData and M, which ena-

bles not to copy messages for forming the byte string sData. The public key is written in a container 

at its setting, which enables not to realize its transformation in a byte string at forming sData. 

Step 4. Forming a blinding polynomial r. The formation algorithm (Algorithm 18 [2]) uses  IGF 

algorithm to form a bit string, which is further used to define the numbers (indices) of the polyno-

mial coefficients that possess the value 1, and then -1. Defines two algorithms of forming IGF [2]: 

IGF-2 (Algorithm 20) and IGF-RBG (Algorithm 21). We use Algorithm 20. According to algo-

rithm 20, the hash function is called minCallsR times. For each call the byte string sData is added 

by the call number. To optimize this algorithm the hash calculation step for constant part is per-

formed one time.  

Step 5. The multiplication operation R = r*h is the most time-consuming one.  

Step 6. Calculating  the bit string oR4. We calculate Ri  according to the modulus 4 for each co-

efficient R. Then we perform packing of the obtained coefficients:  4 coefficients per byte. Finally, 

we obtain the bit string oR4.  

Step 7.  MGF  transforming  for  the  byte  string  oR4 with  allowance  for  the  parameter  

minCallsMask and obtaining the polynomial mask. The byte string is formed similar to Step 4. But 

oR4 is used as an input bit string and minCallsMask is applied as a call up number. The obtained 

byte string is used to form the polynomial. 5 polynomial coefficients are formed out of each byte 

whose value does not exceed 3
5
.  To optimize the coefficients calculation an array of constants of 

273 sequence long is used.  

The beginning of the sequence is:  

{ 0, 0, 0, 0, 0 };  
{ 1, 0, 0, 0, 0 };  
{ -1, 0, 0, 0, 0 };  
… 

Step 8. Calculating the ciphertext  

r1 = (r + Mtrin) %3  

if (r1.count (1) < df or r1.count (-1) < df or r1.count (0) < df ) goto Step 1 

rh := rh + r1 

To optimize step all the necessary operations are carried out for each coefficient.   

Step 9. Transforming the polynomial rh  into the byte string em.  

4.2 Decryption algorithm 

It is made up of the following Steps. 

Parameters. N, q   

Input. Ciphertext (byte string em) and its length (len), private key  f. 

Output. OpenText (byte string m) and its length (l) or Error.  

Step 1. Transforming byte string em  into the polynomial  e. 

Step 2. Set cm’:= f * e.   

Step 3. Set d := cm’ mod 3.  

Step 4. if (d.count (-1) < df or d.count (-1) < df of d.count (0) < df) 

 Return Error;  

Step 5. Set coR4 := ConvertToBytes((e - cm’) mod 4).
4
  

Step 6. Generating the mask polynomial. MGF transformating for the bit string coR4 in view of 

the parameter minCallsMask and obtaining the polynomial mask (see Step 7 of the encryption algo-

rithm) and generating  cMtrin.  

Step 7. Transforming cMtrin into the bit string.  

 

                                                                                                                
4
 - For optimizing steps 3-5 are realized as one step for each polynomial coefficient.  
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An index table is used for optimizing:   

Input  0 0x0001 0x00FF 0x0100 0x0101 0x01FF 0xFF00 0xFF01 
Output 0 3  6  1  4  7 2 5 

 

If the element 0xFFFF  is available among the input elements, then return Error.  

Step 8. Defining an open text and its length.  

In realizing this Step it is necessary to check the length of an open text (it cannot exceed the 

maximum possible one) and the availability of the required number of zero elements at the end.  
 

5 Experimental results 
 

All the experiments have been performed on the computer Intel® CoreTM i5-4400 CPU - 

3.10 GHz, OS Windows 7 (64 bit).  

With the help of profiling the functions have been defined that require the maximum time at en-

cryption and decryption. These are functions of polynomial multiplication. 

The time of realizing the functions of multiplication for polynomials with coefficients (-1, 0, 1) 

for encryption and coefficients (-3, 0, 3) with the exception of the first coefficient for decryption as 

well as the functions of encryption and decryption has been determined. For comparison similar re-

sults for the classic NTRU and NTRUPrime are given. The parameters which satisfy the following 

criteria were chosen for the classic NTRU out of all the parameters:  

- cryptosecurity level  S = 192;  

- the value N closest to 739;  

- ratio of the number of nonzero elements to N closest to 404/739 ≈ 0,55.  

N = 677,  df  = 157 are the closest parameters that satisfy  all the conditions.  

Table 2 shows the result of the calculation experiment. These results are shown for the imple-

mentation [4] (first column),  and realization of our (second column). 
 

Table 2 – Results of the calculation experiment 

 MUL (ms) Encryption (ms) Decryption (ms) 

Classic 

NTRU 
0,021 0,0132 0,054 0,0394 0,076 0,0232 

NTRUPrime  0,0288  0,055  0,04 

 
6 Conclusions 

 

Since the advent of quantum computers, the NTRU cryptosystem, that is based on cryptosecuri-

ty of lattice [1], will become one of the most perspective asymmetric cryptography methods satisfy-

ing security and operation speed conditions.  

The classic NTRU [2] has been used since 2010, had shortcomings that can be eliminated due to 

applying the new parameters [3].  

A possibility of using the parameters from [3] to the algorithm [2] has been show and imple-

menting the suggested combination scheme has been carried out in the paper.  

The results obtained are given in the table 2. Our implementation is superior to the implementa-

tion of [4]. The classic method provides better speed characteristics than the new one by a factor of 

practically 2, which has been anticipated. Indeed, the use of the module, inconvenient in terms of 

computational complexity, leads to this result. But in view of the fact that the NTRU algorithm is 

tens and hundreds of times smaller as the existing asymmetric methods of encryption in speed char-

acteristics, such a deceleration not being critical.  

The cryptosecurity of the suggested methods and possibility of using other parameters to in-

crease cryptoresistance will be considered in detail in subsequent works.  
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