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Abstract. The paper deals with the comparative analysis methods of electronic signature mechanisms properties. The 

existing methods of comparative analysis of electronic signatures based on expert estimations methods – analytic hi-

erarchy process and variations of weight indices methods are investigated and analyzed. Some criteria and indica-

tors, that can be used in the comparative analysis of electronic signature mechanisms properties are presented. The 

comparative analysis of the existing perspective electronic signatures mechanisms according to the standards DSTU 

ISO/IEC 14888-3:2014 and DSTU ISO/IEC 9796-3 is carried out. The results of the conducted electronic signature 

mechanisms evaluation are shown. Conclusions and recommendations on the use of defined electronic signature al-

gorithms evaluation methods are made and provided.  

 

Keywords: electronic signature mechanisms analysis, weight indices, electronic signature, electronic signature esti-

mation criterion, electronic signature comparison analysis methods, electronic signature realization and application. 

 
1 Introduction 

 

The significant number of standardized electronic signatures (ES) mechanisms [1-3,7] are ap-

plied in order to provide in different information technology electronic trust services at the interna-

tional, regional and national levels. In the European Union (EU) it is made a number of normaliza-

tion projects relatively ES [6,14]. And it would seem, that they solve problems at least to 2030 year. 

However, according to the recent researches, in terms of requirements and development of post 

quantum ES standards, appeared new, both theoretical and practical, problems of substantiation 

construction methods, analysis and comparative analysis of ES. Thus developers and users of elec-

tronic trust services applications have the ability to select ES from the significant number of exist-

ing international and national standards, primarily DSTU ISO/IEC 14888-1,2,3 [1,2], DSTU 

ISO/IEC 9796-3 [3], DSTU 4145-2002 [7] and others. Providers and users have the ability to select 

ES for application in the indicated conditions, moreover depending on the requirements and adopted 

models of threats and violator [6]. Therefore, in our opinion, now so important and, that require the 

solving, are theoretical and practical issues of methods substantiation and choice, and creation on 

their base the analysis techniques and comparative analysis of existing and perspective ES. 

The special importance of solve the above mentioned problems is connected with the deploy-

ment of the development and implementation ES works, and other cryptographic primitives, that 

meet the post quantum period requirements [6]. This is stems from the fact, that to the post quantum 

cryptographic primitives demands are made not only relatively cryptographic stability, but also it is 

a significant number of feasibility and technical-operational requirements.  

First time, according to our analysis, such analysis techniques and comparative analysis ES were 

proposed in [4,8,15-17] and detailed in [6]. The essence of the suggestions reduced to separation ES 

evaluating criteria on unconditional and conditional  and then their use to calculate the values of 

integral conditional and unconditional ES evaluating criteria. In this case offered unconditional cri-

teria and integral unconditional criterion on their base are effective and allow to estimate or com-

pare ES. However, methods of calculating integral conditional criterion values based on pairwise 

comparisons and hierarchies methods, proposed in [4,6,8,15-17], to a large extent depend on the 
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experts competence and objectivity in their assessments. At the same time, there are other methods, 

including deserves attention method of weighting coefficients [9,11-13,18-20,22-24] and practical 

guidelines, that support it.   

The objective of this article is the methods theoretical substantiation and practical implementa-

tion and development on their base ES evaluation technique and comparative analysis on condition-

al and unconditional criteria, their practical use to compare existing ES [1-3,6,7], and also the 

guidelines development for assessment and comparative analysis post quantum period ES. 

 

2 Problem formulation 
 

Analysis of a number of sources [4,6,8,15-17] showed, that an important stage of selection per-

spective cryptographic primitive is the decision on determine the most perspective ES method or 

methods, and also other cryptographic primitives, and the final stage is their comparative analysis 

according to determined partial and integral conditioned and unconditioned criteria. In fact, this 

problem practically not solved relatively cryptographic primitives, the evidence of this is carrying 

international projects AES, Neisse and SHA-3 [6]. In our opinion, at acceptance decision regarding 

recommendation of certain cryptographic primitives as standard, mainly taken into consideration 

their assessments and special services opinions, and experts subjective assessments. Although ex-

perts opinions and influence, in our opinion, were not significant. Therefore the important theoreti-

cal and practical problem is the substantiation and choice, according to the requirements, the sets of 

indicators and assessment criteria, substantiation and choice estimate method or methods and prop-

erties comparative analysis, and also the development and practical application of scientifically 

grounded assessment techniques and comparative analysis cryptographic primitives of certain class. 

In our case concentrate on existing and perspective standardized ES mechanisms, that are improved 

or will be developed for use in post quantum period.  

The specified problem will consider mainly on algorithms, whose stability is based on complexi-

ty of discrete logarithm at finite field and the group of points of elliptic curves (EC): DSTU 

ISO/IEC 14888-3:2014 [1,2] and DSTU ISO/IEC 9796-3 [3]. In DSTU ISO/IEC 14888-3 is rec-

ommended to use 12 different ES mechanism, based on the use mathematical apparatus of finite 

fields, elliptic curves and EC points pairing. 

Thus, the objective of research, which is the subject of the article is review, analysis and com-

parative analysis of ES with appendix according to DSTU ISO/IEC 14888-3: 2014 and DSTU 

ISO/IEC 9796-3 on the totality unconditional and conditional criteria [6], and also separately analy-

sis and development of recommendations on the use methods and this type technique for ES analy-

sis and comparison, using as example DSTU ISO/IEC 14888-3: 2014 [1,2] and DSTU ISO/IEC 

9796-3 [3] algorithms, as well as possible for ES assessment, that will be developed for use in post 

quantum period. 

 

3 The achievements state of the methods and assessment techniques and ES comparative 

analysis development and application 
 

From described above follows the necessity and actuality of solving the problem, a great extent, 

automation and significantly reduce decision-making subjectivity relatively the benefits of the cryp-

tographic primitives certain set, such as ES. The solution of tasks certain components of this prob-

lem is contained in [4,6]. Thus in [6] for ES evaluation and comparative analysis are proposed 

pairwise comparison methods and hierarchy method [4-6,8,10,15-17,21].  

Later in the criterion will understand the sign on which basis is carried out the assessment, any-

thing determination or classification [6], that is, in fact, will understand the measure of evaluation. 

Previous researches and [6] allow to substantiate the conclusion, that the evaluation and standard-

ized ES algorithms comparison should implement using two sets of criteria: unconditional and con-

ditional [6]. Given the [6], ES type cryptographic transformations evaluating can be carried out in 2 

stages.  
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In the first stage it is checked the conformity standardized algorithms to requirements of uncon-

ditional criteria – partial and integral, and in the second, using conditional criteria – partial condi-

tional criteria and integral conditional criterion. Just by using partial conditional criteria and integral 

conditional criterion, and it is possible to compare different ES type cryptographic transformation. 
 

3.1 Expert assessment methods 
 

In expert estimates understand search method and the result of applying the method, obtained 

based on the use personal expert opinion or collective opinion of the expert group [12,13,22-24], 

and also a set of logical and mathematical procedures, aimed at obtaining information from experts, 

its analysis and generalization for the preparation and making rational decisions  [12,13,22].  

Expert assessments methods – methods of organization work with specialists-experts and pro-

cessing of experts opinions  [12,13,22-24].  Essence of the method expert assessments – in basis of 

the making decision, forecast, conclusion is laid the specialist or team of specialists opinion, based 

on their knowledge and practical professional experience.  

 

Fig. 1 – Scheme of expert assessments groups 
 

Expert assessment stages [12,13,22-24]: 

1. Research objective statement 

2. The choice of research form, determining the project budget 

3. Preparation of information materials, questionnaire blanks, procedure moderator 

4. Selection of experts 

5. Expert examination 

6. Analysis of results (expert assessments processing) 

7. Prepare a report with the results of expert assessment 

There are known the following expert assessments methods (ways to develop both collective and 

individual expert assessments) [12,13,22-24]: associations method; pair (binary) comparison meth-

od; vectors advantages method; focal objects method; individual expert survey; midpoint method; 

simple ranking method; setting weight coefficients method; successive comparisons method; attrib-

ution points method. Methods for receiving individual opinion [12,13,22-24]: method "Delphi", in-

terview method, report method.   

Methods of expert group teamwork [12,13,22-24]: brainstorming (brainstorm), method "635", 

business game, commission assessment (method of "meeting", "round table"), method of "court". 

 

3.2 ES mechanisms evaluation by unconditional criteria 
 

To unconditional criteria will refer the criteria, which implementation for the ES type crypto-

graphic transformations is mandatory, that is unconditional.  

Analysis of the application state, development and assessment experience of the ES type crypto-

graphic transformations properties, primarily in a group of EC points, the achieved results in the 
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practical solution of cryptanalysis tasks and various attacks implementing, allow as basic to choose 

the following unconditional evaluation criteria [6]: 

W1 – mathematical base reliability, which used in the cryptographic transformations for ES;  

W2 – ES type cryptographic transformations against known attacks practical protection;  

W3 – ES real protection against all known and the potential cryptanalytic attacks;  

W4 – ES type cryptographic transformation statistical safety;  

W5 – ES type cryptographic transformation in a group of EC points theoretical protection;  

W6 – the absence of ES type cryptographic transformation weak private key;  

W7 – the complexity of the direct Iпр  and reverse  Iзв  cryptographic transformations regarding ES 

is not higher than polynomial character.  

Since the presented partial criteria are unconditional, then the selection criterion is a logical vari-

able yes/no (1/0), so unconditional criterion can be written as [6]:  

   1 2 3 4 5 6 7, , , , , , 1,0W W W W W W W        .    (1) 

Given the described above partial unconditional criteria  W1–W7  and condition (1) crypto-

graphic transformation accordance function can be presented as: 

  1 2 3 4 5 6 7W W W W W W Wфвf              .   (2) 

Hence, the quality of ES cryptographic transformation can be estimated using unconditional in-

tegral criterion – ES cryptographic transformation accordance function to requirements 

   0;1фвf   and on    1фвf    ES cryptographic transformation, that estimated, complies with 

the requirements.  

Introduced thereby integral criterion allows to establish, whether the considered ES type crypto-

graphic transformation complies considered discussed requirements. If the ES complies with the 

requirements, it can be reasonably recommended for use.  

Provided a positive assessment of ES by integral unconditional criterion, further comparison and 

evaluation can be made based on the conditional criteria and integral conditional criterion [6].  

 

 

3.3 ES mechanisms evaluation by conditional criteria 
 

Research has shown that qualitative and quantitative comparison of ES type cryptographic trans-

formations can be carried out using generalized conditional preference criterion [6] or integral con-

ditional criterion.  

As the main partial conditional criteria can (proposed) use the following: 

Wy1 – the possibility and conditions of free distribution and use of international or national ES cryp-

tographic transformations standard in Ukraine taking into account Ukraine normative acts to 

export, import and restrictions on its use, including the provision of electronic trust services; 

Wy2 – the level of trust in international and national cryptographic transformation in a group of EC 

points standard, that defined by the results of researches and the degree of application exten-

sion and recognition in different countries, and internationally recognized systems, including 

for the provision of electronic trust services; 

Wy3 – the perspective of international or national standard application in Ukraine taking into ac-

count recognition and application perspective information and telecommunication systems, 

cloud computing and other information technology etc.; 

Wy4 – timing and spatial complexity of hardware, software, and hardware and software implementa-

tions ES means, and management and key certification, including for the provision of elec-

tronic trust services etc.; 

Wy5 – the possibility and conditions for the use of standards with different values of general system 

settings and keys, methods of making and maintenance public key certificates, including for 

the providing electronic trust services, etc.; 
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Wy6 – ES flexibility degree from the standpoint of use in various applications, by different require-

ments and restrictions, in different conditions, the unification and standardization degree, in-

cluding for the providing electronic trust services, etc.; 

Wy7 – the level of protection in the implementation of different types of threats, in different condi-

tions of cryptanalytic attacks and rejection common parameters properties from the defined 

etc.; 

Wy8 – the possibility and conditions of use in the construction of anonymous signatures for national 

and international use, and the level of ensuring the anonymity. 

 

Table 1 – Relations scale (degree of actions importance) 

The importance  

degree 
Definition Explanation 

1 Equal importance 
Two actions do the same contribution 

to achieve the objective 

3 
Some advantage of one action importance 

over another (weak importance) 

There are understandings in favor of 

advantage of one of the actions, but 

these understandings not enough 

convincing 

5 Substantial or strong importance 

There are reliable data or logical 

statements in order to show the ad-

vantage of one of the actions 

7 Obvious or very strong importance 
Convincing evidence in favor of one 

activity to another 

9 Absolute importance 

Evidence in favor of the advantage of 

one action to another supremely 

persuasive 

2, 4, 6, 8 

Intermediate values between two adjacent 

statements 

 

The situation when it is necessary to 

compromise decision 

Inverse values given 

above non-zero values 

If to the actions i at comparison with the 

action j is ascribed one of the above 

mentioned non-zero integers, then to ac-

tions j at comparison with the action i is 

ascribed the reverse value  

 

If coherence was postulated in obtain-

ing N numerical values to form the 

matrix 

 

 

If their application it is important to choose the method of clotting the partial conditional criteria 

to integral conditional criterion. The conducted analysis and practical researches have shown [4-6, 

8-11, 15-21]  that as a method of clotting the partial conditional criteria can choose the analytic hi-

erarchy process based on pairwise comparisons and the weight indices determining method. 

When using the analytic hierarchy process based on pairwise comparisons, obtained statements 

expressed in integers taking into account nine-point scale (table. 1) [4,6]. 

 

 

3.4 The ES mechanisms according to DSTU ISO/IEC 14888-3:2014 by unconditional  

criteria evaluation 
 

Table 2 shows the results of comparative analysis regarding unconditional criteria for ES mecha-

nisms according to DSTU ISO/IEC 14888-3:2014.  Further comparison and evaluation based on 

conditional criteria and integral conditional criterion will be carried out for all standard ES mecha-

nisms, other than ES mechanisms DSA, KCDSA, Pointcheval/Vaudenay and SDSA, that mecha-

nisms, based on the finite fields mathematical apparatus. 
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Table 2 – Results of comparative analysis regarding unconditional criteria 

                      ES criterion 

ES algorithm 
W1 W2 W3 W4 W5 W6 W7 W 

DSA 0 1 0 1 0 1 1 0 

KCDSA 0 1 0 1 0 1 1 0 

Pointcheval/Vaudenay 0 1 0 1 0 1 1 0 

SDSA 0 1 0 1 0 1 1 0 

EC-DSA 1 1 1 1 1 1 1 1 

EC-KCDSA 1 1 1 1 1 1 1 1 

EC-GDSA 1 1 1 1 1 1 1 1 

EC-RDSA 1 1 1 1 1 1 1 1 

EC-SDSA 1 1 1 1 1 1 1 1 

EC-FSDSA 1 1 1 1 1 1 1 1 

IBS-1 1 1 1 1 1 1 1 1 

IBS-2 1 1 1 1 1 1 1 1 

 

 

3.5 The ES mechanisms according to DSTU ISO/IEC 9796-3:2014 by unconditional  

criteria evaluation 
 

Table 3 shows the results of comparative analysis regarding unconditional criteria for ES mecha-

nisms according to DSTU ISO/IEC 9796-3:2014.  

 

Table 3 – Results of comparative analysis regarding unconditional criteria 

                     ES criterion 

ES algorithm 
W1 W2 W3 W4 W5 W6 W7 W 

NR 1 1 1 1 1 1 1 1 

ECNR 1 1 1 1 1 1 1 1 

ECMR 1 1 1 1 1 1 1 1 

ECAO 1 1 1 1 1 1 1 1 

ECPV 1 1 1 1 1 1 1 1 

ECKNR 1 1 1 1 1 1 1 1 

 

Further comparison and evaluation based on conditional criteria and integral conditional criterion 

will be carried out for all standard ES mechanisms.  

 

 

4 The analytic hierarchy process based on pairwise comparisons and features of its use  

for the ES algorithms evaluation 
 

For use the analytic hierarchy process must choose a conditional criteria system. With such set of 

indicators, using the conditional criteria can calculate the integral conditional criteria value, and, 

consequently, make the comparison by integral conditional criterion. 

The elements pairwise comparison method [4,6] can be described as follows. The set of paired 

comparisons matrices is constructed. Paired comparisons are carried out in terms of the dominance 

of one element over another. Obtained statements are expressed in integers, considering the nine 

scale in table 1  [4,6].  
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4.1 The analytic hierarchy process application analysis and conditions in cryptography 
 

Analytic hierarchy process (AHP) – the systematic approach to the complex problems of making 

decision mathematical tool. AHP does not prescribe to the decision making person (DMP) any 

"right" decision, and allows him to interactively find this option (alternative), which the best agrees 

with its understanding of the problem essence and requirements to its solution [5,10,15,21].  

This method belongs to the criteria class and is widely utilized at present, including in evaluative 

activity. Method is based on alternatives evaluating hierarchical procedure. It is represented as fol-

lows [5,21]:  

Level 0: objective – to estimate the weight of approach to the evaluation. 

Level 1: criteria – the reliability of the results; the conformity to the evaluation objectives. 

Level 2: criteria – the reliability, due to the authenticity of the information; the reliability, due to 

the latitude of the information.  

The analytic hierarchy process contains the priorities synthesis procedure, that are calculated on 

the basis of objective experts’ statements. 

The analytic hierarchy process application [5,21]: 

1. The construction of the hierarchy 

quality problem model, includes objective, 

alternative options of the objective achieve 

and criteria for alternatives quality evalua-

tion. 

2. Setting all hierarchy elements priori-

ties using the pair comparisons method. 

3. The synthesis of global alternatives 

priorities by elements on hierarchy priori-

ties linear convolution. 

4. Check the statements on consistency.  

5. Decision making based on the results. 

If using AHP using so-called objectives 

tree  (fig. 2).  

 

 

 

4.2 The pairwise comparison method application analysis and conditions in cryptography 
 

In pairwise comparison the expert compares investigated objects of their importance pairwise, 

establishing  the  most important object in each pair.  All possible pairs of objects  expert  represents  

in a record  of  each  combination  (object 1 – object 2, object 2 – object 3, etc.) or  in  the  matrix 

form [4,6].  

The paired comparisons method is very simple and it allows to explore a large number of objects 

(compared, for example, by a rank method) and with greater accuracy [4].  

Let  Е1,E2,...,Еп – the plenty of n elements (alternatives) and  v1,v2,…,vn – respectively their 

weight or intensity. Let compare pairwise the weight or intensity of each element with weight or 

intensity of any other element of the set relative to common to them property or objective (relative 

to father"–element). In this case, the pairwise comparisons matrix [Е] is as follows: 

The pairwise comparisons matrix has a reverse symmetry property, that is, aij=1/aji, where 

aij=vi/vj.  In conducting pairwise comparisons should answer the following questions: which of the 

two compared elements is more important or has greater impact, which is more probable and which 

has a greater advantage.  

When comparing the criteria, usually ask, which criterion is more important; when comparing al-

ternatives in relation to the criterion – which of the alternatives has more advantages or more prob-

able [4,6].  

Figure 2 – Simple AHP hierarchy (Objectives tree) 
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When constructing a pairwise comparisons matrix for all criteria, it is necessary to determine the 

consistency ratio [4,6] for each of criterion as follows. The assessment of eigenvector component is 

calculated by the formula (3):  
1

1( )n
i yi yi ynq W W W    .     (3) 

The normalized assessment of priority vector is calculated by the formula (4): 

i ir q z  ,       (4) 

where   z – consistency matrix ratio, which is calculated using the formula (5): 

1

n

i

i

z q


 .       (5) 

The consistency matrix ratio value is in the range max

1

[0, ]
n

i

i

q


 , where maxiq  – the maximum pos-

sible eigenvector component evaluation value for the selected case.   

 

 

4.3 The ES mechanisms according to DSTU ISO/IEC 14888-3:2014 comparative analysis 
 

Let us consider the practical application of the analytic hierarchy process based on pairwise 

comparisons on the example of ES mechanisms according to standard DSTU ISO/IEC 14888-

3:2014. Comparing the ES algorithms relatively conditional criteria, construct for this objectives 

tree (fig. 3).  

Now do the evaluation of each criterion. For this construct the pairwise comparisons matrix rela-

Figure 3 – Objectives tree (for DSTU ISO/IEC 14888-3:2014) 
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tive to the compared ES algorithms for each criterion (tabl. 4). As an example, we present a pair-

wise comparisons matrix relative to the compared ES algorithms for criterion Wу1. For this we con-

struct table 5, using the formulas (3) – (5).  
 

Table 4 – The criteria contribution to achieve a common objective, pairwise comparisons matrix 

 Wу1 Wу2 Wу3 Wу4 Wу5 Wу6 Wу7 Wу8 qj rj 

Wу1 1 1/6 4 1/4 1/2 1/3 1/7 3 0,575 0,048 

Wу2 6 1 4 5 4 3 1/7 5 2,38 0,198 

Wу3 1/4 1/4 1 3 2 1/2 1/7 1 0,636 0,053 

Wу4 4 1/5 1/3 1 1/4 1/4 1/7 1/6 0,376 0,031 

Wу5 2 1/4 1/2 4 1 1/3 1/7 1/4 0,575 0,048 

Wу6 3 1/3 2 4 3 1 1/7 1 1,167 0,097 

Wу7 7 7 7 7 7 7 1 7 5,489 0,456 

Wу8 1/3 1/5 1 6 4 1 1/7 1 0,832 0,069 

 

Other pairwise comparisons matrices are constructed similarly [4,6].  To calculate the resulting 

priorities vector multiply the level 1 priority vector and the level 1 acquired values matrix (fig. 4).  
 

 
  

Figure 4 – The resulting priorities vector calculation 

 

The consistency ratio is 12,03.  The consistency ratio of the pairwise comparisons matrix by cri-

terion Wу1 is 9,54.  
 

Table 5 – The pairwise comparisons matrix by criterion Wу1 

 

E
C

-D
S
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E
C

-

K
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-

G
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-

R
D

S
A

 

E
C

-

S
D

S
A

 

E
C

-

F
S

D
S

A
 

IB
S

-1
 

IB
S

-2
 

qj rj 

EC-DSA 1 1 1 5 3 3 2 2 1,914 0,201 

EC-KCDSA 1 1 1 5 3 3 2 2 1,914 0,201 

EC-GDSA 1 1 1 5 3 3 2 2 1,914 0,201 

EC-RDSA 1/5 1/5 1/5 1 1/3 1/3 1/5 1/5 0,278 0,029 

EC-SDSA 1/3 1/3 1/3 3 1 1 1/2 1/2 0,639 0,067 

EC-FSDSA 1/3 1/3 1/3 3 1 1 1/2 1/2 0,639 0,067 

IBS-1 1/2 1/2 1/2 5 2 2 1 1 1,121 0,118 

IBS-2 1/2 1/2 1/2 5 2 2 1 1 1,121 0,118 

 

Let us consider the obtained numerical results. The investigated ES algorithms based on the 

transformation of group of EC points and pairing EC points can arrange the places, that they occu-

pied on the results of comparison (1 – the best, 8 – the worst):  
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1. IBS-1 –           0,256; 

2. IBS-2 –           0,256; 

3. EC-KCDSA – 0,144; 

4. EC-GDSA –    0,125; 

5. EC-DSA –       0,099; 

6. EC-SDSA –     0,048; 

7. EC-FSDSA –   0,048; 

8. EC-RDSA –     0,025.  

Thus ES IBS-1,2 have the greatest advantages by an integral indicator. The ES algorithm EC-

RDSA has the worst result, that is substantiated by the attacks implementation on the algorithm and 

the inability to use nationally. It should be noted, that the results cannot be taken for use, most like-

ly, this is the ES comparison technique. For real use you'll need to choose conditional criteria and 

conduct researches. 

 

4.4 The ES mechanisms according to DSTU ISO/IEC 9796-3:2014 comparative analysis 
 

Let us consider the practical application of 

the analytic hierarchy process based on pair-

wise comparisons on the example of ES 

mechanisms according to standard DSTU 

ISO/IEC 9796-3:2014. Comparing the ES al-

gorithms relatively conditional criteria, con-

struct for this objectives tree (fig. 5).  

Now do the evaluation of each criterion. 

For this construct the pairwise comparisons 

matrix relative to the compared ES algorithms 

for each criterion (table. 6).  

The consistency ratio is 7,7037. 

As an example, we present a pairwise 

comparisons matrix relative to the compared 

ES algorithms for criterion Wу1. For this we 

construct table 7, using the formulas (3) – (5).  

Other pairwise comparisons matrices are con-

structed similarly [4,6].  
 

Table 6 – The criteria contribution to achieve a common objective, pairwise comparisons matrix 

 
Wу1 Wу2 Wу3 Wу4 Wу5 Wу6 qj rj 

Wу1 1 1/6 4 1/4 1/2 1/3 0,5503 0,0714 

Wу2 6 1 4 5 4 3 3,3604 0,4362 

Wу3 1/4 1/4 1 3 2 1/2 0,7565 0,0982 

Wу4 4 1/5 1/3 1 1/4 1/4 0,5054 0,0656 

Wу5 2 1/4 1/2 4 1 1/3 0,8327 0,1081 

Wу6 3 1/3 2 4 3 1 1,6984 0,2205 

 

To calculate the resulting priorities vector multiply the level 1 priority vector and the level 1 ac-

quired values matrix (fig. 6).   

Figure 5 – Objectives tree  

(for DSTU ISO/IEC 9796-3:2014) 
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Let us consider the obtained numerical results. The investigated ES algorithms can arrange the 

places, that they occupied on the results of comparison  (1 – the best, 6 – the worst):  

1. ECPV –   0,252; 

2. ECNR –   0,165; 

3. ECAO –   0,155; 

4. ECKNR– 0,139; 

5. ECMR –  0,133; 

6. NR –        0,108.  
 

Table 7 – The pairwise comparisons matrix by criterion Wу1 

 

N
R

 

E
C

N
R

 

E
C

M
R

 

E
C

A
O

 

E
C

P
V

 

E
C

K
N

R
 

qj rj 

NR 1 1/5 2 1/2 1/5 1/3 0,487 0,072 

ECNR 5 1 1/4 3 2 3 1,680 0,25 

ECMR 1/2 4 1 1/2 1/4 1/2 0,707 0,105 

ECAO 2 1/3 2 1 1/4 1/3 0,693 0,103 

ECPV 5 1/2 4 4 1 1/2 1,647 0,245 

ECKNR 3 1/3 2 3 2 1 1,513 0,225 

 

The consistency ratio is 6,72.  

 
Figure 6 – The resulting priorities vector calculation  

 

The most perspective in DSTU ISO/IEC 9796-3:2014 are ES mechanisms ECPV (elliptic curve 

Pintsov-Vanstone message recovery signature) and ECNR (elliptic curve Nyberg-Rueppel message 

recovery signature). ECPV uses symmetric encryption (to include information in the signature) and 

does not provide limits on the amount of renewable information. NR algorithm has the worst result 

by an integral indicator, that is substantiated by mathematical apparatus, that is used in this algo-

rithm.  

 

5  Method and procedure of evaluation and comparative analysis ES algorithms based  

on weight indices 
 

In the case, when get information about parameters comparable systems importance using infor-

mal methods is not possible, necessary to use formalized methods. Among them are methods based 

on determining the weight indices. There are several such methods [9,11,18-20], some of them are 

considered detail below.  

Let us consider the general problem formulation for ES evaluation technique based on the de-

termining the weight indices method.  

Let there are [9,11,18-20]: 

1) k systems (ES mechanisms), which is necessary to evaluate; 

2) m indicators, according to which systems are evaluated; 
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3) n experts, that carry out the evaluation. 

We define some partial indicators, at which can be evaluated ES mechanisms: 

1x  – the possibility of free distribution and use of international or national ES cryptographic trans-

formations standard in Ukraine; 

2x  – the level of trust in international and national cryptographic transformation in a group of EC 

points and based on mathematical apparatus of pairing EC points; 

3x  – the perspective of international or national standard application in Ukraine; 

4x  – the timing and spatial complexity of hardware, software, and hardware and software imple-

mentations ES means; 

5x  – the possibility of the standards use with different values of general system settings and keys; 

6x  – the ES algorithm flexibility degree from the standpoint of use in various applications, by dif-

ferent requirements and restrictions; 

7x  – the level of protection against the different types of threats in different conditions of cryptana-

lytic attacks; 

8x  – the possibility of use ES algorithm in the construction of anonymous signatures for national 

and international use, and the level of ensuring the anonymity. 

Now determine the weight indices values of indicators themselves. We carry out the expert eval-

uation of the above partial indicators for this purpose. We’ll use the following methods for the 

weight indices determining [9,11,18-20,22] for evaluation: 1 - using the Fishburn scale; 2 - based on 

the ranking method; 3 - based on the points attribution method; 4 - based on the numerical method. 

After the weight indices values of indicators themselves determining, it is necessary to make the 

system expert evaluation by the chosen determining weight indices methods. 

For this, for each system it is need to perform the indicators ranking in connection with that, 

which indicator is the most determined in chosen system, better than other describes it. That is, ar-

range the indicators in relation to the chosen system, from more significant to least significant. 

 

5.1 The weight indices determining method, evaluations and comparative analysis of ES 

mechanisms according to DSTU ISO/IEC 14888-3:2014 using the Fishburn scale 
 

Let as input is selected the following:  

n – the number of experts,    n=5 

m – the number of indicators,   m=8 

We construct the table of the Fishburn scale method indicators value for ES algorithms of stand-

ard DSTU ISO/IEC 14888-3:2014 (EC-DSA,  EC-GDSA,  EC-KCDSA,  EC-RDSA, EC-SDSA, 

EC-FSDSA, IBS-1 and IBS-2), accordance with the rules of the evaluation according to the speci-

fied method. The results are shown in table 8.  

 

Table 8 – Weight indices values 

 

Experts 
Indicators 

1x  2x  3x  4x  5x  6x  7x  8x  

1 0,194 0,167 0,111 0,139 0,056 0,028 0,222 0,083 

2 0,194 0,167 0,111 0,083 0,028 0,056 0,222 0,139 

3 0,222 0,139 0,111 0,056 0,028 0,083 0,194 0,167 

4 0,222 0,111 0,139 0,028 0,083 0,056 0,194 0,167 

5 0,167 0,139 0,028 0,056 0,111 0,083 0,222 0,194 

iw  0,200 0,144 0,100 0,072 0,061 0,061 0,211 0,150 

 

Similarly, we construct tables for all ES mechanisms according to DSTU ISO/IEC 14888-

3:2014. After the evaluation, we obtain the following results, shown in fig. 7.  
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Figure 7 – The priorities resulting vector calculation 

Further carry out analysis of the results according to fig. 7. For this we place Rez_Fishbern val-

ues as they decrease, i.e.  

1. IBS-1 –            0,159; 

2. IBS-2 –            0,159; 

3. EC-DSA –       0,15; 

4. EC-GDSA –    0,147; 

5. EC-KCDSA – 0,142; 

6. EC-FSDSA –  0,118; 

7. EC-SDSA –    0,117; 

8. EC-RDSA –    0,106.  

It should be noted, that the results cannot be taken for use, most likely, this is the ES comparison 

technique. For real use you'll need to choose conditional criteria and conduct researches. 

 

 

5.2 The weight indices determining method, evaluations and comparative analysis of ES 

mechanisms according to DSTU ISO/IEC 9796-3:2014 using the Fishburn  scale 

 

Let as input is selected the following: 

n – the number of experts,    n=4 

m – the number of indicators,   m=6 
 

Table 9 – Ranking indicators by experts 

                  

                          Indicators 

       Experts 

 

1x  

 

2x  

 

3x  

 

4x  

 

5x  

 

6x  

1 1 6 5 2 3 4 

2 3 4 6 1 5 2 

3 1 4 5 3 6 2 

4 2 3 6 1 4 5 
 

We construct the table of the Fishburn scale method indicators value for ES algorithms of stand-

ard DSTU ISO/IEC 9796-3, accordance with the rules of the evaluation according to the specified 

method. The results are shown in table 9–10.  Similarly, we construct tables for all ES mechanisms 

according to DSTU ISO/IEC 9796-3:2014.  
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Table 10 – Weight indices values 

 

Experts 
Indicators 

1x  2x  3x  4x  5x  6x  

1 0,285 0,047 0,095 0,238 0,190 0,142 

2 0,190 0,142 0,047 0,285 0,095 0,238 

3 0,285 0,142 0,095 0,190 0,047 0,238 

4 0,238 0,190 0,047 0,285 0,142 0,095 

iw  0,249 0,130 0,071 0,249 0,118 0,178 

After the evaluation, we obtain the following results, shown in fig. 8.  

Further carry out analysis of the results ac-

cording to fig. 8. For this we place Rez_1 values 

as they decrease, i.e. 

1. ECPV –   0,245; 

2. ECNR –   0,223; 

3. ECAO –   0,186; 

4. ECKNR – 0,179; 

5. ECMR –   0,160; 

6. NR –        0,144.  

It should be noted, that the results cannot be 

taken for use, most likely, this is the ES compari-

son technique. For real use you'll need to choose 

conditional criteria and conduct researches. 

 

 

 

 

5.3 The weight indices determining method, evaluations and comparative analysis of ES 

mechanisms according to DSTU ISO/IEC 14888-3:2014 based on the ranking method 
 

n – the number of experts,    n=5 

m – the number of indicators,   m=8 

We construct the table for indicators, accordance with the rules of the evaluation according to the 

specified method  (table 11).  
 

Table 11 – Weight indices values 

 

Experts 
Indicators 

1x  2x  3x  4x  5x  6x  7x  8x  

1 7 6 5 4 2 1 8 3 

2 8 7 5 3 1 2 6 4 

3 8 6 4 3 2 1 7 5 

4 7 6 3 4 1 2 8 5 

5 6 7 5 3 2 1 8 4 

1

n

j ij

i

r r


  36 32 22 17 8 7 37 21 

jw  0,2 0,178 0,122 0,094 0,044 0,039 0,206 0,117 

 

Similarly,  we  construct  tables  for  all  ES mechanisms according to DSTU ISO/IEC 14888-

3:2014.  After the evaluation, we obtain the following results, shown in fig. 9.  

 

Figure 8 – The priorities resulting vector  

calculation 
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Figure 9 – The priorities resulting vector calculation 

Further we carry out analysis of the results according to fig. 9.  For this we place Rez_Ranj val-

ues as they decrease, i.e.  

1. IBS-1           – 0,147; 

2. IBS-2           – 0,147; 

3. EC-KCDSA – 0,143; 

4. EC-GDSA    – 0,142; 

5. EC-DSA       – 0,139; 

6. EC-FSDSA   – 0,115; 

7. EC-SDSA     – 0,111; 

8. EC-RDSA    – 0,103.  

Thus ES IBS-1 and IBS-2 have the greatest advantages by the integral indicator. ES algorithm 

EC-RDSA (as in the case of the analytic hierarchy process and method based on the Fishburn 

scale comparison) has the worst result, that is substantiated by attack implementation on this algo-

rithm and its inability to use nationally.  

 

 

5.4 The weight indices determining method, evaluations and comparative analysis of ES 

mechanisms according to DSTU ISO/IEC 9796-3:2014 based on the ranking method 
 

n – the number of experts,    n=4 

m – the number of indicators,   m=6 

We construct the table for indicators, accordance with the rules of the evaluation according to the 

specified method (table 12). Similarly, we construct tables for all ES mechanisms according to 

DSTU ISO/IEC 9796-3:2014. 

Table 12 – Weight indices values 

 

Experts 
Indicators 

1x  2x  3x  4x  5x  6x  

1 5 1 4 6 3 2 

2 4 2 6 5 3 1 

3 5 3 6 4 2 1 

4 5 2 4 6 1 3 

1

n

j ij

i

r r


  19 8 20 21 9 7 

jw  0,226 0,095 0,238 0,250 0,226 0,083 
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After the evaluation, we obtain the following results, shown in fig. 10. Further we carry out 

analysis of the results according to fig. 10. For 

this we place Rez_2 values as they decrease, i.e.  

1. ECNR    – 0,209; 

2. ECPV    – 0,207; 

3. ECKNR – 0,200; 

4. ECAO   – 0,179; 

5. ECMR  – 0,168; 

6. NR       – 0,157.  

Thus ES ECNR has the greatest advantages 

by the integral indicator. ES algorithm NR (as 

in the case of the analytic hierarchy process 

and method based on the Fishburn scale com-

parison) has the worst result, that is substantiat-

ed by mathematical apparatus used in this algo-

rithm.  
 

 

5.5 The weight indices determining method, evaluations and comparative analysis  

of ES mechanisms according to DSTU ISO/IEC 14888-3:2014 based  

on the points attribution method 
 

n – the number of experts,    n=5 

m – the number of indicators,   m=8 

We construct the table for indicators, accordance with the rules of the evaluation according to the 

specified method (table 13). Similarly, we construct tables for all ES mechanisms according to 

DSTU ISO/IEC 14888-3:2014.  

Table 13 – Weight indices values 

    Indicators 

 
 

 Experts 

 

1x  

 

2x  

 

3x  

 

4x  

 

5x  

 

6x  

 

7x  

 

8x  

 

1

m

ij

j

h


  

Indicators weights 

 

1ir  

 

2ir  

 

3ir  

 

4ir  

 

5ir  

 

6ir  

 

7ir  

 

8ir  

1 7 5 2 4 6 1 10 8 43 0,163 0,116 0,046 0,093 0,139 0,023 0,232 0,186 

2 6 5 3 4 9 2 8 7 44 0,136 0,114 0,068 0,091 0,204 0,045 0,182 0,159 

3 8 6 1 5 4 3 9 7 43 0,186 0,140 0,023 0,116 0,093 0,070 0,209 0,163 

4 7 5 3 8 4 2 9 6 44 0,159 0,114 0,068 0,182 0,091 0,045 0,204 0,136 

5 9 6 2 5 4 3 10 7 45 0,196 0,130 0,043 0,109 0,087 0,065 0,217 0,152 

         

1

n

j

i

r


  0,84 0,614 0,248 0,591 0,614 0,248 1,044 0,796 

         
jw  0,168 0,123 0,050 0,118 0,123 0,050 0,209 0,159 

 

After the evaluation, we obtain the following results, shown in fig. 11. Further we carry out 

analysis of the results according to fig. 11. 

For this we place Rez_Bal values as they 

decrease, i.e.  

1. IBS-1           – 0,137; 

2. IBS-2           – 0,137; 

3. EC-RDSA   – 0,132; 

4. EC-FSDSA – 0,128; 

5. EC-DSA      – 0,127; 

6. EC-SDSA    – 0,127; 

7. EC-GDSA    – 0,126; 

8. EC-KCDSA – 0,124.  

Figure 10 – The priorities resulting vector 

calculation 

Figure 11 – The priorities resulting vector calculation 
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5.6 The weight indices determining method, evaluations and comparative analysis  

of ES mechanisms according to DSTU ISO/IEC 9796-3:2014  

based on the points attribution method 

 

n – the number of experts,    n=4 

m – the number of indicators,   m=6 

We construct the table for indicators, accordance with the rules of the evaluation according to the 

specified method  (table 14).  
 

Table 14 – Weight indices values 

        Indicators 

 
 

  Experts 

 

1x  

 

2x  

 

3x  

 

4x  

 

5x  

 

6x  

 

1

m

ij

j

h




 

Indicators weights 

 

1ir  

 

2ir  

 

3ir  

 

4ir  

 

5ir  

 

6ir  

1 8 7 10 2 5 4 36 0,222 0,194 0,277 0,055 0,138 0,111 

2 7 8 9 1 4 3 32 0,218 0,250 0,281 0,031 0,125 0,093 

3 9 5 7 1 3 2 27 0,333 0,185 0,259 0,037 0,111 0,074 

4 8 6 10 1 4 3 32 0,250 0,187 0,312 0,031 0,125 0,093 

       
1

n

j

i

r


  1,023 0,816 1,129 0,154 0,499 0,371 

       jw  0,256 0,204 0,282 0,038 0,125 0,092 

 

Similarly, we construct tables for all ES mechanisms according to DSTU ISO/IEC 9796-3:2014. 

After the evaluation, we obtain the following 

results, shown in fig. 12.  

Further we carry out analysis of the results 

according to fig. 12. For this we place Rez_3 

values as they decrease, i.e.  

1. ECPV     – 0,202; 

2. ECNR    – 0,170; 

3. ECKNR – 0,162; 

4. ECAO   – 0,148; 

5. ECMR   – 0,138; 

6. NR        – 0,130.  

Like in the previous method, ES NR has the 

worst result, that is substantiated by mathemat-

ical apparatus used in this algorithm.  

ES mechanism ECPV has the best result. 

 

 

5.7 The weight indices determining method, evaluations and comparative analysis  

of ES mechanisms according to DSTU ISO/IEC 14888-3:2014  

based on the numerical method 

 

n – the number of experts,    n=5 

m – the number of indicators,   m=8 

We construct the table for indicators, accordance with the rules of the evaluation according to the 

specified method  (table 15).  Coefficients values are selected from the method based on the 

Fishburn scale.  

Figure 12 – The priorities resulting vector  

calculation 
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Similarly, we construct tables for all ES mechanisms according to DSTU ISO/IEC 14888-

3:2014.  

Table 15 – Weight indices values 

                      Indicators 

 Evaluation 1x  
2x  

3x  
4x  

5x  
6x  

7x  
8x  

minix  0,167 0,111 0,028 0,028 0,028 0,028 0,194 0,083 

maxix  0,222 0,167 0,139 0,139 0,111 0,083 0,222 0,194 

i  0,250 0,333 0,800 0,800 0,750 0,667 0,125 0,571 

iw  0,058 0,078 0,186 0,186 0,175 0,155 0,029 0,133 

 

After the evaluation, we obtain the following results, shown in fig. 13.  

 

Figure 13 – The priorities resulting vector calculation 

Further we carry out analysis of the results according to  fig. 13.  For this we place Rez_Chisl 

values as they decrease, i.e.  

1. IBS-1           – 0,15; 

2. IBS-2           – 0,15; 

3. EC-DSA      – 0,144; 

4. EC-GDSA   – 0,141; 

5. EC-KCDSA – 0,138; 

6. EC-FSDSA  – 0,126; 

7. EC-SDSA    – 0,123; 

8. EC-RDSA    – 0,109.  

Also in this case it should be noted, that the results cannot be taken for use, most likely, this is 

the ES comparison technique. For real use you'll need to choose conditional criteria and conduct 

researches. 

 

5.8 The weight indices determining method, evaluations and comparative analysis  

of ES mechanisms according to DSTU ISO/IEC 9796-3:2014  

based on the numerical method 
 

n – the number of experts,    n=4 

m – the number of indicators,   m=6 

We construct the table for indicators, accordance with the rules of the evaluation according to the 

specified method  (table 16).  Coefficients values are selected from the method based on the 

Fishburn scale.  
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Similarly, we construct tables for all ES mechanisms according to DSTU ISO/IEC 9796-3:2014. 

 

Table 16 – Weight indices values  

                     Indicators 
 

    Evaluation 
1x  

2x  
3x  

4x  
5x  

6x  

minix  0,190 0,047 0,047 0,190 0,047 0,095 

maxix  0,285 0,190 0,095 0,285 0,190 0,238 

i  0,333 0,752 0,505 0,333 0,752 0,600 

iw  0,101 0,229 0,154 0,101 0,229 0,183 

 

After the evaluation, we obtain the following results, shown in fig. 14. 

 
Figure 14 – The priorities resulting vector calculation 

Further we carry out analysis of the results according to fig. 14. For this we place Rez_4 values 

as they decrease, i.e.  

1. ECPV    – 0,175; 

2. ECNR    – 0,172; 

3. ECAO    – 0,166; 

4. ECKNR – 0,162; 

5. ECMR   – 0,150; 

6. NR         – 0,145.  

Also in this case it should be noted, that the results cannot be taken for use, most likely, this is 

the ES comparison technique. For real use you'll need to choose conditional criteria and conduct 

researches. 

 

6 The analysis of ES researches results according to DSTU ISO/IEC 14888-3:2014 
 

For chosen ES mechanisms evaluation techniques were obtained results, that are shown in previ-

ous chapters. ES mechanisms comparison was made based on expert evaluations. After that, calcu-

lations were made by aforementioned techniques. 

One can assume, that the results of the evaluation ES mechanisms according to DSTU ISO/IEC 

14888-3:2014, by different methods have been obtained almost identical – almost the same ES 

mechanisms arrangement from the best to the worst. Numeric scatter of weight indices values for 

one algorithm is almost negligible, only numeric values for ES mechanisms IBS-1,2 in the analytic 

hierarchy process based on pairwise comparisons differ from weight indices values for these ES 

mechanisms according to other evaluation methods, that is substantiated by more strong influence 

of the subjective experts opinion.  
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Fig. 15 graphically shows the results of the ES mechanisms evaluation by different evaluation 

methods. 

 

Figure 15 – Analysis of the comparisons results 

 

7 The analysis of ES researches results according to DSTU ISO/IEC 9796-3:2014 
 

For chosen ES mechanisms evaluation methods were obtained results, that are shown in previous 

chapters. ES mechanisms comparison was made based on expert evaluations. After that, calcula-

tions were made by aforementioned techniques. 

ES mechanisms according to DSTU ISO/IEC 9796-3:2014 assessments have a similar ranking 

order by different evaluation methods – from highest to lowest. 

Fig. 16 graphically shows the results of the ES mechanisms evaluation by different evaluation 

methods. The numbers from 1 to 6 are indicated the ES mechanisms:  1 – NR;  2 – ECNR;  3 –

ECMR;  4 – ECAO;  5 – ECPV;  6 – ECKNR.  

 
Figure 16 – The results of the ES mechanisms evaluation by different methods 

 



ISSN 2519-2310  CS&CS, Issue 3(3) 2016 

 25 

8 Conclusions 
 

1. In connection with the specific requirements for cryptographic transformations, including 

for ES, the main criteria should be divided into two classes: conditional and unconditional. 

Unconditional criteria are those criteria, whose execution for any cryptographic transformations 

is mandatory, that is unconditional. 

Conditional are called criteria, whose execution for any cryptographic transformations is oc-

curred only on certain condition. 

2. As a result of conducted researches, it was determined, that as the main criterion for integral 

evaluation can be and is recommended to use the integral unconditional criterion, that is derived by 

partial unconditional criteria. 

If at least one partial criterion does not meet conditions, such cryptographic transformation is re-

jected as being, that does not meet the requirements. 

3. The proposed comparative analysis technique of standardized ES based on the use of the 

partial unconditional and conditional criteria set, upon which calculated integral conditional and 

integral unconditional criteria value. 

4. The research results allow to conclude, that in terms of evaluation objective the best use the 

weight indices determining method, because the experts subjectivity has the a significant impact to 

the result in the analytic hierarchy process based on pairwise comparisons. 

5. The comparative analysis results of standardized ES algorithms DSTU ISO/IEC 14888-

3:2014 allowed to make the following conclusions and recommendations: the maximum integral 

conditional criterion value for DSTU ISO/IEC 14888-3:2014 has been achieved for algorithms IBS-

1 and IBS-2 by all evaluation methods. 

The ES mechanisms according to DSTU ISO/IEC 14888-3:2014 evaluation results have been 

obtained almost identical by different methods. Numeric scatter of weight indices values for one 

algorithm is almost negligible, only numeric values for ES mechanisms IBS-1,2 in the analytic hier-

archy process based on pairwise comparisons differ from weight indices values for these ES mech-

anisms according to other evaluation methods, that is substantiated by more strong influence of the 

subjective experts opinion in this method. 

According to all evaluation methods in the first place are ES mechanisms IBS-1 and IBS-2, and 

in the last place – ES mechanisms EC-RDSA (only for the determining the weight indices method 

based on the points attribution method on the last place based ES mechanism EC-KCDSA).  

6. Comparative analysis of signature mechanisms according to DSTU ISO/IEC 9796-3:2014 

has shown that the most perspective mechanisms are signature mechanisms ECPV (elliptic curve 

Pintsov-Vanstone message recovery signature) and ECNR (elliptic curve Nyberg-Rueppel message 

recovery signature).  

ES algorithm NR has the worst result, that is substantiated by mathematical apparatus used in 

this algorithm. 

7. To obtain more precise evaluation results and for exact match of ES arrangement mecha-

nisms by all evaluation methods, it is necessary to perform the evaluation procedure several times 

and carefully approach to the choice of experts that will conduct the evaluation. 
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Методи та результати порівняльного аналізу електронних підписів з додатком та з відновленням повідомлення.  

Анотація. У статті розглянуто методи порівняльного аналізу властивостей механізмів електронного підпису. Досліджено та 

проаналізовано існуючі методи порівняльного аналізу електронних підписів на основі методів експертних оцінок – метод 

аналізу ієрархій та варіації методу визначення вагових коефіцієнтів. Наведено певні критерії та показники, що можуть бути 

використані при порівняльному аналізі властивостей механізмів електронних підписів. Проведено порівняльний аналіз іс-

нуючих перспективних механізмів електронних підписів згідно стандартів ДСТУ ISO/IEC 14888-3:2014 та ДСТУ ISO/IEC 

9796-3. Наведено результати проведеного оцінювання механізмів електронного підпису. Зроблено висновки та надано ре-

комендації із застосування методів оцінки визначених алгоритмів електронних підписів. 

 
Ключові слова: аналіз механізмів ЕП, вагові коефіцієнти, електронний підпис, критерій оцінки ЕП, методи порівняльного 

аналізу ЕП, реалізація та застосування ЕП. 
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Методы  и  результаты  сравнительного  анализа  электронных  подписей  с  дополнением  и  с  восстановлением  

сообщений.  

Аннотация. В статье рассмотрены методы сравнительного анализа свойств механизмов электронной подписи. Исследованы 

и проанализированы существующие методы сравнительного анализа электронных подписей на основе методов экспертных 

оценок – метод анализа иерархий и вариации метода определения весовых коэффициентов. Приведены некоторые критерии 

и показатели, которые могут быть использованы при сравнительном анализе свойств механизмов электронных подписей. 

Проведено сравнительный анализ существующих перспективных механизмов электронных подписей согласно стандартам 

ДСТУ ISO/IEC 14888-3:2014 и ДСТУ ISO/IEC 9796-3. Приведено результаты проведенного оценивания механизмов элек-

тронной подписи. Сделаны выводы и предоставлены рекомендации по применению методов оценки определенных алго-

ритмов электронных подписей. 
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