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Abstract. The work is devoted to consideration the blind electronic signature mechanisms based on algorithms, de-
scribed in ISO/IEC 14888-3:2006 and national standard DSTU 4145-2002. It is tested protocol security based on
these algorithms by the anonymity criterion. It is proved, that the considered protocol is protected by the anonymity
criterion, that is impossible to identify the author of the signed document.
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1 Introduction

The requirement of providing electronic anonymity service (non-traceability), for example, in
systems of secret electronic voting, electronic money and so on is mandatory in some applications
of electronic trust services. Recognized mechanism of providing anonymity service is the use of
blind signature mechanism. Blind is a signature, that is imposed on the previously disguised mes-
sage by trust third face.

The recognition typical blind signature scheme involves, as usual, three faces [7]: signer — A, is-
suer of the document — B and verifier — C. The issuer creates a document that signer must sign
anonymously. That is, the signer shouldn’t know the document semantic content and final signature
form. For this issuer masking document uses specific cryptographic conversion and sends it to the
signer. Then signer signs the disguising document and sends it to the issuer. Issuer removes the dis-
guising conversion from the document, and electronic signature (ES), created by the signer, remains
under the document in an open type. Thus verifier gets signed document, that verifies its integrity,
authenticity and sets authorship using the signer public key.

Considering the relevance, currently Committee ISO/IEC JTC1/SC27 (one of participant is
Ukraine) developed the package of standards concerning electronic trust services. Blind signature is
one of such services and concerning it is developing inter-national standard ISO/IEC DIS 18370-2
[2], which will regulate types of blind signature, its using and standardize the specific mechanisms,
and blind signature protocols.

Blind ES mechanisms and protocols, based on GOST 34.10-2001, Schnorr and EI Gamal algo-
rithms are proposed in [7,8]. But nowadays in Ukraine ES algorithms, that defined in DSTU
ISO/IEC 14888-3 and DSTU 4145-2002, are permitted or those, that are recommended for use.
Therefore, the task of developing and detailed investigation of these ES algorithms in terms of their
use in blind signature mechanisms is important. For this it is necessary to prove the safety of blind
signature on elliptic curves mechanism and protocols in general, and the safety of protocols during
their implementation using standards on ES, that are recommended for use. Also it is necessary to
give the assessments to the cryptographic sustainability directly to ES methods and algorithms on
elliptic curves.

The purpose of this article is identifying opportunities and conditions of implementation, justifi-
cation and development of generalized mechanism of the safe blind ES on elliptic curves, and proof
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the safety and determine the conditions of specific blind ES protocols implementation using specific
algorithms, defined by DSTU ISO/IEC 14888-3 and DSTU 4145-2002.

2 General description of blind electronic signature mechanism on the elliptic curve

Let the blind ES on the elliptic curve mechanism (scheme) has interaction of three faces [7]: B —
subscriber (issuer of the document/message m), A — the signer and verifier C. In this case verifier
can be any of them, or a trusted third part. As indicated in the introduction, issuer creates a docu-
ment m, that the signer has to sign anonymously, that is the signer doesn’t have the access to its
semantic content — in practice — to the real hash-value. For this purpose the issuer, getting the sub-
scriber consent, disguising the document, and actually — hash-value, using specific cryptographic
conversion and sends it to subscriber.

After signing the disguised document, signer sends it to the issuer. The issuer carries out the op-
posite, relatively disguise, transformation and removes it, leaving ES unharmed. Verifier, after re-
ceiving the signed document, verifies its integrity, authenticity and sets authorship using the signer
public key.

The certain general parameters of cryptographic transformations on elliptic curves analysis must
be previously generated and safe distributed by safe manner to ensure security of mechanism. The
list of transformations and requirements to them are defined in the relevant standards [1,4]. Also,
asymmetric key pairs for signers A must be generated, and verifier C must have access to signers
public keys (certificates). The issuer must have general parameters and disguising and undisguising
keys.

Signer A begins the signature statement stage directly [5-7]. He chooses a random or pseudo-
random value of disposable ES key k, 1<k<(n—1) and calculates a point on elliptic curve

E=k-Gmodn=(x.,Ye), where G — basic point with order n. Further signer A sends point E to
the issuer B.

Issuer B computes hash-value h of message m and chooses a disguising parameter o, where
1<a <(n-1). Then issuer calculates point C =« -Emodn=(X.,Y.), and also calculates values r
and r' according to the following formulas:

r=x.modn and r'=x. modn.

Issuer B uses to blind the valid hash-value h the obtained values r and r', for example, for EC
DSA, gets h':

h'=(-hymodn.
r

Further issuer B sends the value h' to signer A, that using the obtained values h', r', session
key k and his personal (private) key d, signs the disguised hash-value h' and gets s' for the se-
lected standard, for example, for EC DSA:

s':Mmodn’

and sends the value s' to the issuer B.
Issuer B authenticates the blinded signature s' using usual ES verification, that is defined in the
relevant standard [1,4], using signer A public key Q. If s' is verified by B, that he forms from it

message m blind signature in form <r,s >, that is undisguises s', turning it into s.
In signature {m,<r,s >} verification, verifier calculates point R =(Xg, Y;), using algorithm, that
is specified in the relevant standard [1,4], and signer A public key Q.
Signature is considered to be authentic, if the following ratio is performed [7]:
r=x,modn,
where x; — coordinate of point R.
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3 Checking the protection mechanism for anonymity criterion

For blind signature schemes, unlike other varieties of ES, the attack of anonymity violation is ac-
tual. Assuming, that applied ES is resistant to all known and potential attacks, then blind signature
mechanism have to prove the resistance to attack of anonymity violation for the proof its safety.

The essence of the attack on anonymity is concluded that it can be implemented by signer on
condition, that he will have all known to him blind signature scheme parameters together with the
issuer identifier for each signature statement session. Accumulated thereby database (DB) can be
used in the attack, which is to try to determine the author of a certain document m with a signature
<r,s >, which will be verified by the signer public key Q.

In the proposed protocol anonymous violation attack can be carried out, for example, as follows.
Signer A for each row of his DB should calculate the possible blinding parameter «'. Then he, us-
ing calculated parameters (h',r',s"), for each DB row calculates point R". Finally — row, in such

way constructed DB, for which the ratio is executed

I =X, modn,
indicates the message issuer. In practice point R' always coincides with the verification point R
and does not depend on the parameters h',r',s' and, so, does not allow to identify the author of the

document m. To prove this assertion in a standard electronic signature verification value R', that is
calculated for the relevant standard is used. According to specified condition, the blind signature
protocol is considered to protect for the anonymity criterion, because it is impossible to identify the
author of the document m [7,8].

4 Safety analysis of blind ES against anonymity attack

As noted above, all algorithms are verified on anonymity and, even, if signer A will keep all pa-
rameters h',r',s', then later he can not establish a correspondence of these parameters for the issu-

er, for which the signature was made. But, if this is true for ECDSA algorithm fully, then for the
other algorithms there is feature — «' is expressed by two ratios, that will take the same value only
for the subscriber B, that formed final signature on these parameters. And the probability, that there

will be yet another issuer, for which two expressions of «' will have the same value, equals 27". So
it is believed, that the blind signature mechanisms, implemented using, for example, EC GDSA, EC
KCDSA and DSTU 4145-2002 provide a blind signature with traceability anonymity [6]. This is
considered more detail below.

Point to a possible way of ensuring anonymity using hardware or hardware and software means
of cryptographic information protection (CIP). The use of such means for blind signature, like the
use of cryptographic modules for users key generation in the Certification Authority (CA). User can
generate own key on the station in the center, but because of using certified means CIP, the user can
be confident, that only he has the key and CA are not copies of this key.

Cryptographic means (module) for blind signature can be used in the same way. It is considered
more detail. Let D be a micromodule, which will be recorded asymmetric key pair for signature im-
plementation and ensure confidentiality on receipt blinded hash-value. In this case, signer A is only
cryptographic module D operator, because he has no direct access to the keys. Also cryptographic
module D can completely replace A, then the issuer B is granted access to work with the CIP means
and signer is unnecessary in such condition.

In this case, the following operations are performed [6]:

1) subscriber B encrypts h' directly on the cryptographic module D public key;

2) obtained E(h") is sent to D directly or using operator A;

3) D decrypts h' and creates s';
4) r' and s' sent to the issuer B, and h' is removed from D’s memory.
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Signer can not make an attack on anonymity, because he will not have one of the parameters, be-
cause of h' is processed only in D and A has not opportunity to decrypt E,(h").

The proposed mechanism, as the analysis revealed, can be used in providing services of blind ES
in the clouds. Also it can be used at electronic voting. At the voting voter enters to the cabin, where
there is an automated station and carries out a vote according to the paragraphs 1) — 4). The vote
anonymity and confirmed the validity and integrity of each voice are ensured by using the blind
signature mechanism and CIP means, that are programmed on this [6].

5 Blind electronic signature protocol based on DSTU ISO/IEC 14888-3:2006 (EC DSA)

At first it is built and performed detailed analysis of blind signature protocol for electronic signa-
ture algorithm EC DSA [1,5,6].

Signer A generates or chooses a random or pseudo-random value of private key d,
1<d < (n-1) and calculates public key Q:

Q=d-Gmodn.

The signer A begins the signature statement stage directly. He chooses a random or pseudo-
random value of one-time ES key k, 1<k <(n—1) and calculates a point on elliptic curve E:

E:kaOdn=(XE,yE)’

where G — basic point with order n.
After that signer A sends point E to the issuer B.
Issuer B computes hash-value h of message m:

h=H (m)

and chooses a disguising parameter « , where 1<a <(n-1).
Then issuer calculates point C:

C=a-Emodn=(X., V).,
and also calculates values r and r' according to the following formulas:

r=x.modn and r'=x. modn.

Issuer B uses to blind the valid hash-value h the obtained values r and r', gets h':
h'=.hymodn.
r

Further issuer B sends the value h' to signer A, that using the obtained values h', r', session
key k and his personal long-term key d, signs the disguised hash-value h', gets s’ according to
the ratio:

., d-r'+h'
S

modn

and sends the obtained value s' to the issuer B.
Issuer B authenticates the blinded signature s' using usual ES verification, that is defined in the
relevant standard, using signer A public key Q. For EC DSA [1]:

R'=(%-G+;—:-Q)modn. 1)

We’re calculating R' according to (1) and point out, that the mathematical expression of the
blind signature s' is verified by subscriber B:
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R'=(3 -rh'+h' Gt Qmodn=( .hr'Ji:h"G+d .rr'fh"de)mOd”:
K k
h'+d-r'
d-r'+h'
If s' is verified by B, that he forms from it message m blind signature in form <r,s >, previ-
ously turning s' into s:

=k-G modn=E, thatis X =X;.

s:s-(r/r)
o

modn.

In signature {m,<r,s >} verification, verifier calculates point R = (X, y;) , using algorithm, that
is specified in the relevant standard [1], and signer A public key Q:

Rz(E-GJrLQ)modn:(xR,yR).
S S

We point out, that the mathematical expression of the final signature s is verified by verifier:

R =(E-G +£-Q)modn: dr+h -G modn:—kaG(dHh) modn =
S S (dr'+h"-r/r’
= kaGSdHh) mod n :Mmodn =kaGmodn=

(dr'+rr-h)-r/r' dr+h

=aEmodn = (X, Yz) =C =(Xc, Yc)-
Signature is considered to be authentic, if the following ratio is performed [7]:
r =X, modn,
where x, — coordinate of point R.

In the proposed protocol anonymous violation attack can be carried out, for example, as follows.
Signer A for each row of his DB should calculate the possible blinding parameter «':

a'= s-(r/r) modn.
S
Then he, using calculated parameters, for each DB row calculates point R":
R'=a“Emodn= (X, Yg) -
Row, in such way constructed DB, for which the ratio is executed
I =Xz modn
indicates the message issuer. In practice point R* always coincides with the verification point R
and does not depend on the parameters h',r',s" and, so, does not allow to identify the author of the

document m.
To prove this assertion in a standard electronic signature verification value R', that is calculated

for the relevant standard [1] is used. For EC DSA [1]:
dr'+h’

M.Emodn: k
S S

r
rl

R'=a"Emodn= -Emodn=
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1 rl
dH’?'h r dr+h
k

:—'r'-Emodn:L-Emodn:errh
S S

-kGmodn =

(K-G+D-G)modn:(E-Q+E-G)modn.
S S S S

According to specified condition, appropriate blind signature protocol is considered to protect for
the anonymity criterion, because it is impossible to identify the author of the document m [7,8].

6 Determination the parameters for blind electronic signature protocol based on
DSTU ISO/IEC 14888-3:2006 (EC GDSA)

The proof of blind electronic signature protocol safety for EC GDSA executes similarly to sec-
tion 5. The results of analysis and parameters of blind signature protocol based on ES algorithm EC
GDSA are shown in tables 1 and 2 [1].

Table 1 — Formulas for the blind and final signature and its verification

Parameters EC GDSA
Blinded signature s'=(kr'-h")d modn
Blinded signature verification R'= (F~G +%~Q) modn, r =X, modn
Final signature s:s'~%~amodn

h S
Final signature verification R= (? -G +F'Q) modn = (Xg, Yg), I =X; modn

Table 2 — Parameters of blind electronic signature protocol and verification protocol protection for
the anonymity criterion

Parameters EC GDSA
Public key Q:d’l.G modn
Point E E=k-Gmodn=(Xg,Yg)
Hash-value e =h(m)
Point C C=a-Emodn=(X,Y.)
Values r and r' r=x.modn, r'=x. modn
Blinded hash-value h'= r? . E modn
a
, S , r h
) e L. a'=——modn, a¢'=—-—modn
Parameter for anonymity verification o' r r' h'
rl
R'=a"“Emodn=(Xy,VYs) =
Anonymity verification , r=X,.modn
ymity R':(E~G+§~Q)modn ?
r r
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7 Determination the parameters for blind electronic signature protocol based on
DSTU ISO/IEC 14888-3:2006 (EC KCDSA)

The proof of blind electronic signature protocol safety for EC KCDSA executes similarly to sec-
tion 5. The results of analysis and parameters of blind signature protocol based on ES algorithm EC
KCDSA are shown in tables 3 and 4 [1].

Table 3 — Formulas for the blind and final signature and its verification
Parameters EC KCDSA

s'=(k—eYdmodn,

e=(ré®&h)modn

Blinded signature

Blinded signature verification R'=(e"G+s-Q)modn, r =X, modn
Final signature S=s"“amodn
Final signature verification R=(e-G+s-Q)modn=(Xz, Yr)

Table 4 — Parameters of blind electronic signature protocol and verification protocol protection for
the anonymity criterion

Parameters EC KCDSA
Public key Q=d™*-Gmodn
Point E E=k-Gmodn=(xg,Y:)
Hash-value h=H(m)
Point C C=a-Emodn=(x.,Y.)
Values r and r' r=H(x |l y.)modn, r'=H(x; || y.)modn
Blinded hash-value h'= réeh @r'modn
(24
. e L .S ., roh
Parameter for anonymity verification a'= 5 modn, a'= on modn
, P R'=a-Emodn=(x;,Yg) =>
Anonymity verification , =X, modn
ymity R'=(e-G+s-Q)modn R

8 Determination the parameters for blind electronic signature protocol based
on DSTU 4145-2002

The proof of blind electronic signature protocol safety for DSTU 4145-2002 executes similarly
to section 5. The results of analysis and parameters of blind signature protocol based on ES algo-
rithm DSTU are shown in tables 5 and 6 [4-6].

Table 5 — Formulas for the blind and final signature according to DSTU 4145-2002
and its verification

Parameters DSTU
Blinded signature s'=(e+dr’ymodn
Blinded signature verification R'=(s"G+r-Q)modn, r =X, modn
Final signature s=s“amodn
Final signature verification R=(s-G+r-Q)modn=(Xg, Yg)
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Table 6 — Parameters of blind electronic signature protocol and verification protocol protection by
the anonymity criterion

Parameters DSTU
Public key Q=-d-Gmodn
Point E E=k-Gmodn=(xg, Ye)
Hash-value h=H(m)
Point C C=a-Emodn=(x.,Y.)
Values r and r' r=h-x. modn, r'=h"x. modn
X. -h
Blinded hash-value h'=—<—modn
Xe -
. e .S . Xc-h r
Parameter for anonymity verification a = o modn, a'= . modn = o modn
_
R'=ag“Emodn=(X,,VY,) =>
Anonymity verification ' (e Y , =X, modn
R'=(s-G+r-Q)modn

9 Safety analysis of blind signature protocol

It is necessary to perform blind signature verification on the protection from attacks on ES algo-
rithms, because blind signature based on ordinary ES.

Blind signature uses ordinary ES algorithm, only when making final signature change of s' val-
ue is performed, using a special coefficient. Because this coefficient is not associated with key pa-
rameters, then this transformation not poses a threat to secret parameters at blind signature creation.
That is such signature will have the same resistance as the ordinary ES.

9.1 Attack «Full Disclosure» based on signed data

The security of all ES algorithms, that were considered above, based on difficulty of solving dis-
crete logarithm in the group of points an elliptic curve. It is necessary to solve the equations based
on public key Q calculation, that are individual for each of the considered algorithms, relatively d ,

for finding the secret key [3].
As noted above, the same attacks exist for blind signature protocols, such as for standard ES al-
gorithms.
Let’s consider the possibility of finding private key d based on attack with known signed (inter-
cepted) messages. Let intercept and sign messages [3,6].
Blind signature for EC DSA has the form:
, d-r'+h’

= modn,
that is, we get the following relatively d :
d :—klsll_h L modn
r 1
d= k'S'—'_h' modn
ri

Blind signature for EC GDSA has the form:
s'=(kr'=h)d modn,
that is, we get the following relatively d :
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d :#modn
klr'l_hll

d :Lmodn
kr'.—h'

Blind signature for EC KCDSA has the form:
s'=(k—eYdmodn, e'=(r'®©hYmodn,
that is, we get the following relatively d :

-
]

d= 51 mod n
kl_ell

d= S mod n
k,—e’,

Blind signature for DSTU 4145-2002 has the form:
s'=(e+dr)ymodn,
that is, we get the following relatively d :
L'el mod n
r 1

d=2"%imodn
r i
Thus, in the case of blind signature we also have a system of equations with order i equations
with i+1 indeterminates. That has not any difference with standard algorithm [3].
Now we consider the situation with the final signature in the blind signature protocol.
The previously formed blind signature, relatively that is carried out opposite, relatively disguis-
ing, transformation is used at the final blind signature formation.

The final signature has the following form by using EC DSA:

s“(r/r’
S zgmod n,
o
where o — random number from a specified range,  — the ratio of values of xc and xg coordi-
o
nates [3,6].
Write the formula for s completely:
(e+dr)-— et 4dr
s= ' modn=—F mod n
o (94
and obtain the following relatively d :
so—e 1
d= "+ modn
r1
S, —€, rl
d=———"modn
f

The final signature has the following form by using EC GDSA:
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s:s'-%-amodn.
Write the formula for s completely:
s=(kr'—h)d —amodn = (kre —h'—)d modn
r r

and obtain the following relatively d :
Sl

d= modn
kha—h' a—
1

d= S . mod n
hﬁa—h}ari

The final signature has the following form by using EC KCDSA:
s=s“amodn.
Write the formula for s completely:
s=(k—e)damodn=(ka—e'a)d modn
and obtain relatively d the formula:

-

d= 51 mod n
ka—-e'| o

d :Lmodn
ka—-e' a

The final signature has the following form by using DSTU 4145-2002:
s=s"amodn.
Write the formula for s completely:
s=(e+dr)amodn=(ea+dr'a)d modn
and obtain relatively d the formula:

S, —eo
d=2"1"modn
roa
S. —ea
dzll—lmOdn
ria

Thus, it is necessary to solve the system of i-th order with i+1 indeterminates for full disclo-
sure, that is the definition of private key d by i received ES.
In case, if the message M is encrypted, hash functions values h,h,,...,h are indeterminates. As

the result, we obtain a system of equations with 2i+1 indeterminates, so the encryption of signed
messages allow to significantly increase the security [3].

9.2 Analysis of protection ES against attacks on implementation

Let the developer can lay a loophole in the software implementation of signature production. The
theoretical and experimental results relatively the protection of blind signature in the blind signature
protocols based on standard ES algorithms from such attacks for all mentioned above algorithms are
given below [3,6].

For EC DSA the violator knows:
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r'y=m(x,y,)=xmodn;

r',=m(x,—y;)=xmodn.
Thereby:
r=r’,=xmodn.
We have for s', and s',:

S'l:Mmodn;
s'zzmmodn.
K,
Because k, =k, =k and r', =r", =x modn, then:
s'l:dr+h1modn;
s',_:dr+h2 modn.

We have the following, solving relatively d and k :
d=2112"5%27> 1'h Zl_s Zlh 2modn;
r'(s’,—s")
_dr'+h’,

1

k modn .

For EC GDSA:
The violator knows:
k, =k, =ke(@,n-1);
r=r,=xmodn=r".
We have for s, and s',:

s', =(k;r',—h'))dmodn=(kr'—h')d modn; (@)
s', =(k,r',—h',)d modn = (kr'-h',)d modn. 3)
We have the following, solving (2) and (3) relatively (k,d):
k= M modn;;
r'(s’,—s")
d=—>1 modn.
kr'—h',

For EC KCDSA:
k. =k, =ke(@n-1);
r=r,=r'=H()=r";
W =r'+h', =r'+h';

w',=r',+h',=r'+h’,.
We have for s', and s',:

s',=(k—w')d modn; 4)
s',=(k—w',)dmodn. 5)
We have the following, solving (4) and (5) relatively (k,d):
k = M modn :
S,—S
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d= 51 modn .

(k_Wll)

k =k, =ke@n-1);

R =R, =kG =(Xz,Y¥z) =R;
fk, = tk, =x; = Tk;;

y, =h", fk;

y, =h', fk;

Yo=Y, =1,

We propose for DSTU 4145-2002:

We have for s', and s',:

s, =(k+dr')modn; (6)
s', =(k+dr',)modn. (7)
We have the following, solving (6) and (7) relatively (k,d):
d =212 modn;
rh-r,

k=(s',—dr’)modn.

There are exist attacks on the ES program implementation for blind signature protocols based on
ES algorithms EC DSA, EC GDSA, EC KCDSA, DSTU 4145-2002. If violator able to make the
«production signature» program twice uses the same value k for the two messages, then he detects
private long-term key d in real time and can impose the false messages and distort the true.

To protect against such attacks must use a reliable CIP means of ES type in the content of avail-
able for it conformity certificates, expert opinions and possibility of continuous monitoring of the
integrity and authenticity of the production ES program. The best method to protect against such
threat is a hardware implementation of ES production and verification procedures [3].

9.3 Analysis of protection ES against related keys attack

We will understand such key pair (k,k,), with the knowledge of one of them with polynomial

complexity uniquely or with necessary probability is determined another, as related keys.

Let’s consider an attack on related keys on the above discussed ES algorithms [3,6].

At first we define the required input. We’ll consider, that long-term key d is valid during some
time AT . Make ES for messages m, and m,, assuming, that the session data k;, and k, are related,

that is, k, +k, =n, where n —base point G order [3].

9.3.1 Analysis of protection algorithm EC DSA against related keys attack

Let’s consider the attack with related keys on a blind signature:

LY
K
Then, when making signature for m, and m, the following steps are performed:
For message m, For message m,
1) h'= (2 -h)modn 1) h,"'=(2-h,)modn
n I
2) k, €[L,n-1] 2) k,=(n—-k)e[Ln-1]
3) (X1’y1):k1'G 3) (Xz’yz):kz'G
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4) r,'=7(kG)=7(x,y,) =% modn r,'=z(k,G)=7z((n—k,)G)modn =
4)  =7z(nG-kG)modn=rx(-kG)modn =

=7(X,—Yy)=xmodn=r'
5) Sl':%modn 5) SZ'ZMmodn:Mm

1 2 2
It is  followed, that n'=r' from  the  described  above,  because:

(X, Y) =7(%,—y,)=xmodn=r". Thereby, r,"=r" and messages m, and m, have the same
first signature components r," and r,".

Next, we find the conditions, for that s,'=s,", that is find private key d , for that the messages
m, and m, ES are coincide:

odn

Sllzszl;
Mmodnzwmodn;
1 k2
wmodnzwmodn;
k, n—k

(n—k)(dr,'+h Ymodn =k, (dr,'+h,Ymodn;
(dr,'n—dr, 'k, +h, 'n—h 'k, )modn = (dr, 'k, +h, 'k, )modn;
(—dr;'k, —h, 'k )mod n = (dr, 'k, +h, 'k, )modn;
(—dr, 'k, —dr;'k;))modn = (h, 'k, +h, 'k;)modn;
—2dr, 'k, modn =k, (h,'+h,Ymodn;

Thereby, if the user-violator generates itself long-term key by the defined rule, then the messages
m, and m, will have the same blind signatures— r,'=r," and s,'=s,".

Let’s consider the attack with related keys on a final signature similarly:

S= s-(r/r) modn.
o
Then, when making signature for m, and m, the following steps are performed:
For message m, For message m,
1) s, =2 h’h) (678 odn 1)s,=2L/b) (675 modn=2075) rodn
(04 (24 (04
$i=5;,
St '(rllrl)modn: S '(rzlrz ) modn :
o o
RN ¢ R
(d’r1+hl)7l. (d'rl'i'hz)il.
—rlmodn:—rlmodn ;
ko (n-k)a

(n—k)a(dr, "+ hy )~ mod n = ke(dr, "+ h, ") = mod n ;
I I

1 1
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(nadr, "+ nah, —k,adr, '~k ah, ')% modn = (kedr, '+ kah, ')% modn:
1 1

(~kadr, '~ kah, ) :—1 modn = (k,adr, '+ kah, ) rr_l modn;
1 1

~(kedr, +ka-T-hymodn = (kadr, +ka - 'L h)modn;
Lon hon
—(k,adr; +k,ah)) mod n = (k dr; +k,ah,) modn;
(—k,adr, —k adr;) mod n = (k,ah, + k,eh,) modn;
—2k,adr, modn =k a(h, +h,)modn;
d= ki (h +h,)

modn;
2k,ar,
d= —M modn .
2r,

Rules of long-term key formation for blind and final ES are coincide. Thereby, if the user-
violator generates itself long-term key by the defined rule, then the messages m, and m, will have
the same blind signatures too— r,'=r," and s,'=s,".

It proves once again, that set of attacks on the final blind signature is the same as on the standard
ES. Blind signature formation algorithm coincides with the usual ES construction algorithm, and
the final signature formation in protocol uses a previously formed blind signature, relatively that is
carried out opposite, relatively disguising, transformation [3,6].

9.3.2 Analysis of protection algorithm EC GDSA against related keys attack

Let’s consider the attack with related keys on a blind signature:
s'=(kr'=h)d modn.

Then, when making signature for m, and m, the following steps are performed:

For message m, For message m,

' r1I hl ' r2I h2
1) h'==-—=modn 1) h,"=-=--—“%modn

n o rn, o
2) k, e[L,n-1] 2) k,=(n—k) e[Ln-1]
3) (X1’y1):k1'G 3) (Xz’yz):kz'G:(n_k1)G:nG_kiG
r,'=z(k,G)=7z((n—k,)G)modn =

4) r,'=7(kG)=7(x,y,) =% modn 4)  =7z(nG-kG)modn=rx(-kG)modn =

=7z(%,~y;) =xmodn=r"
s,'=(k,r,'—h,)d modn =
5) 5= (k' ~h)dmodn 5)
=((n—k)r,'—h,)d modn
It is  followed, that r'=r' from  the  described  above,  because:
(X, Y) =7(%,—y,)=xmodn=r". Thereby, r,"=r" and messages m, and m, have the same
first signature components r," and r,".
Next, we find the conditions for that s,'=s, ", that is find private key d, for that the messages
m, and m, ES are coincide:
$'=5,";
(k,r,'—h Ydmodn=((n—k)r,'—h,)dmodn.
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Both parts can be reduced by d :
(kyr,'=h Ymodn = ((n—k;)r,'-h,)modn;
(k.r,'+k,rp,Ymodn=(-h,'+h Ymodn;
2k,r,'modn = (h,'—h,Ymodn;

K, L Sl S TL Bl B P Bl LB
2r," 27(kG) 2%,
or
(2k,x,)modn=(h,'-h, Ymodn. (8)

EC GDSA standard is more resistant to manipulation of ES means of creating collision and, in
fact, selective forgery [3,6]. Thus, it is necessary to solve the equation (8) to determine s,' and s, '

respectively.
Let’s consider it in another representation:

X, :—hllz_klh2 ' mod n
or
hl - h2 '
=-1 2 modn,
k, 2% mod n
or
2k 7(kG) = (h,'~h, ) modn. ©)

The first method of solving this equation is the method of trials and errors [3,6]. Its essence is to
form various k, , calculation x, and verification condition (9).

Let’s consider the attack with related keys on a final signature similarly:
r
s=s“—-amodn.
r

Then, when making signature for m, and m, the following steps are performed:
For message m, For message m,

1) slzsl'-i'-amodn 1) s, =sz'-r—2'-amodn=sz'-i'-amodn
n I n
S| =35,
(kr, '~ )d L amodn = (k,r, "~ h, )d ~Z modn ;
h P
k=% g modn = (—k)r - -T2 5y d g modn;

n 1 1 ah
h, h, .

(k,, —=)damodn = (-k;r, ——%)damodn;
a a

(k,rda—hd)modn = (-k ,der —h,d) modn .
Both parts can be reduced by d :
(ki —h)modn = (—k,fr —h,) modn;
(k,ra+kra)modn=(h —h,)modn;
2k,;ramodn = (h, —h,)modn;
hy hy

klmodn:;hzmodn:ﬁmodn:;hzmodn
2ra 207 (k,G) 20%,

or
2k,arx, modn = (h, —h,)modn;
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x, modn = D= odn
20k,
or
klmodn:ﬂmodn,
20,
or
2k, arr(kG)ymodn=(h —h,)modn. (10)

It is necessary to solve the equation (10) for determination s, and s, respectively. This equation

for the blind and final ES is the same, only that for formation the final signature random parameter
a [3] is attached.

9.3.3 Analysis of protection algorithm EC KCDSA against related keys attack

Let’s consider the attack with related keys on a blind signature:
s'=(k—e)dmodn.
Then, when making signature for m, and m, the following steps are performed:

For message m, For message m,

1) h'= r@hl@r ‘modn 1) h2'=r2®h2€r)r2'modn

2) k cln-1] 2) k, =(n—k)) [Ln-1]

3) (x, %)=k -G 3) (X, ¥,) =k, -G =(n—k )G = (nG —kG) modn =
= (0 —kG)modn = (x,-Y,)

4) X —>¢ 4) X, =% =C,=¢

5) n'=H(c) 5) n'=r"'=H(c,)=H(c)

6) e'=r'®h’ 6) e,'=r,'®h,'=1,'®h,’

7) s,"=(k,—e, Y)dmodn 7) s,"=(k,—e,Yd modn

Thereby, r,"=r,"' and messages m, and m, have the same first signature components r,' and
r,'.
Next, we find the conditions for that s,'=s, ", that is find private key d, for that the messages
m, and m, ES are coincide: s,'=s,"; (k,—e Ydmodn=(k, —e,Y)d modn.
Both parts can be reduced by d :
(k,—e,Ymodn=(n—k, —e,Ymodn;
(k, +k)modn=(n+e'—e,)Ymodn;
2k1modn—(e1'—e Ymodn;

k, = el modn

- (n'®h)—-(n @hz )
2
Let’s consider the attack with related keys on a final signature similarly:
s=s"“amodn.
Then, when making signature for m, and m, the following steps are performed:
For message m, For message m,

1) s, =s,“amodn 1) s,=s,“amodn

modn:hl_TZmodn.
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a(k,—e Ydmodn=ea(k,—e,)dmodn;
ad(k,—e Ymodn=ad(n—-k, —e, Ymodn.

Both parts can be reduced by d and «:
(k,—e,Ymodn=(n—-k, —e,Ymodn;

(k, +k)modn= (e '—e,Ymodn;

2k modn = ((r,' ®h, )~ (r, ®h, ) modn;
2k, modn = (h,'—h, Ymodn;

r,+h,

2k1modn=((r1+hl€r>rl')—( @r,))modn;
a (04

2k, mod n =(u—ﬂ) modn ;
o o

2klmodnzumodn;
(04

klzumodn.
200

So, ES algorithm EC DSA is vulnerable to attacks on related keys, and ES algorithms EC
GDSA and EC KCDSA - protected, from the three algorithms of standard DSTU ISO/IEC

14888-3:2006 [3].
9.3.4 Analysis of algorithm DSTU 4145-2002 protection against related keys attack

Let’s consider the attack with related keys on a blind signature:
s'=(k+drYmodn.
Then, when making signature for m, and m, the following steps are performed:

For message m, For message m,

1) k, e[L,n-1] 1) k, =(n—-k)e[Ln-1]

2) f, =7(kG)=7(Xg, Yg,) = Xq, 2 f, =7((n—k,)G) =7(nG -kG) =
= 7(Xg, =Y, ) = X,

3) (ki fi) = (ki %)) 3) (ky, fi,) = (ks X))

4)hl'=X°1—'hlmodn 4) h2'=X°1—'hzmodn

Xg, & e
5) i=h'xg =1’ 5) Y, =h X =
7) s,"=(k +dr,Ymodn 6) s,'=(k,+dr,Ymodn

Let’s carry out an analysis of results, that are obtained in line 5. In this case r,"=r,", but r," and

h ' are known, so:

xEl=%;
, , h' h'
Y, =0 =h2 %zylﬁzrl é

This means, that if we know r," and h,*, we can find x .

So, components r,', r," are interconnected and computationally easy to find at known m, and
m,, although r,'=r,".

Next, let’s consider the conditions, for that s,'=s, ":
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§'=5,";
(k, +dr;Ymodn = (k, +dr, Ymodn;

(kl+dr1')modn:(n—kl+drl'%)modn;
(drl'—drl'%) modn=(n—k, —k;)modn;

d(r,'—r, '%) mod n = (—2k,)modn;

2kh "

Z—KI',mOdn:—medn.
_ 'hi r1(hl_h2)
(n'—n hl.)

d=—
Let’s carry out an analysis of protection level to the case, when values y, and vy, are calculated
as sums:
ylz(hll+XEl); yzz(h2'+sz);
rl':ylz(hl'_'_XEl); |‘2':y2:(h2'+XE2);
r,'= (hz - h1'+ h1'+ XEl) = (hz + XEl) ,
that is r," related with r," on Xg, -

We have for the basic field in the case of product:

%:r'hi, and  r'=h'xg.

1
I.lll
Thus, we have in the case of calculation r,* and r," due the sum h ' and x. , and h," and x¢
the following:

rz':hz'xEl:hz'

' =(h+xg (k)
and
=+ xg (k) =((h,'~h)+r).

We have, in the case of calculation r," and r,", due the multiplication the following:

h=h % (k)5
oy
I’z :rl T,
h,

Let’s consider the attack with related keys on a final signature similarly: s=s"“amodn.
Then, when making signature for m, and m, the following steps are performed:

For message m, For message m,
1) s,=s,“amodn 1) s,=s,"amodn
$,=5,,
a(k, +dr;Ymodn = a(k, +dr, Ymodn ;

a(k, +dr,Ymodn=a((n—k,)+dr, %) modn;
h
a(k, +dr, "y mod n = ar(—k, +dr, '():(012 / ﬂ)) modn;

E1 XE]_ 124

a(k, +dr,Ymodn = a(-k, +dr, " %) modn;
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(ak, +adr,Ymod n = (—ak, +adr; " %) modn;

(edr,'-adr, " %) mod n = (—ak, —ak,)modn;

d(ar,'—ar*" %) mod n = (—2ak;) modn;
d=- 2ak, modn;
ar'-ar -2
d:—Amodnz—z—klmodn:—IZAmodn.
a(rl-_rl-.EZ) Fre r'(h=h,)

It can make the conclusion that, as in the case of the multiplication r," depends on h' and
Xg, (k). and r," dependson r,", h" and h,", that is depends are identical in its nature.

The above results of researches allow to make the conclusion that, the ES algorithm
DSTU 4145-2002 has weak protection against attacks on related keys [3,6].

10 Conclusions

1. Improved blind ES mechanism provides documents authenticity confirmation without re-
vealing their authorship and can be implemented using standard ES EC DSA, EC KCDSA,
EC GDSA, and DSTU 4145-2002.

2. In case of given blind ES to the checking protection ES mechanism criteria the anonymity
criterion adds. The inability to identify the document author by the signer is proved in its applica-
tion, if he uses all known parameters, that were used at signature statement.

3. Should find out, can signer calculates the signature in not disguised form, using DB inter-
mediate values, which he creates at signature statement on examination blind ES mechanism for the
anonymity criterion.

4. It is shown that blind signature mechanisms, based on standards DSTU ISO/IEC 14888-3:
2006 (EC DSA, EC GDSA and EC KCDSA) and DSTU 4145-2002, ensure their security, that is
they are stable for the anonymity criterion. Researches, also, have shown, that the ratios between
the disguising parameters to be chosen so, that the signer could not identify the document author
with their use.

5. The main advantage of the proposed blind signature mechanism, comparatively existing, is
that the signer and validator actions are the same, as described in the relevant standards for ordinary
signature and verification in the group of points of elliptic curves. The only difference is that the
signer receives a hash-value instead of calculates its by himself. Steps, that distinguish blind signa-
ture from ordinary, are performed by the issuer. This technique makes blind signature functionality
implementation into existing information and telecommunication systems so, that almost not to re-
quire additional efforts. It is only necessary to implement the protocol for the issuer, and signer and
validator can use existing tools to develop and verify ES.

6. We can directly refer to existing standards and not to enter into conflict with them (signature
verification by one standard, both for the ES and for the blind signature) on the considered approach.

7. The blind signature algorithms are vulnerable to the same attacks, as the standard ES algo-
rithms, because the blind signature algorithms in blind signature mechanism coincide with the ES
algorithms of relevant standards.

8. The final signature is formed from the blind, for that is carried out multiplication and divi-
sion by a random number, which does not affect to the resistance to attacks, so in forming the final
signature also using the same standard EP algorithm.
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9. ltisalso found, that all reviewed algorithms provide only tracked anonymity. The CIP mod-
ules, that proposed in the section 4 of this article, must be used to ensure complete anonymity. The
mechanism alteration can be able an alternative, but it will result in the loss of all its advantages.
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