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Abstract: Today, artificial intelligence, particularly neural networks, is increasingly being
used in software in a variety of industries, from mission-critical applications such as healthcare and the
military to commerce and entertainment. One of the main stages of development and implementation
of such software is the stage of quality control. To prevent fatal errors and to survive in a highly
competitive environment, the software needs proper testing taking into account the peculiarities
inherent in the data obtained as a result of the neural network. This article presents the relevance of
using artificial intelligence systems in general and neural networks in particular and analyzes the main
challenges that arise when assessing the quality of such networks. The author compares the properties
of the output data of the artificial intelligence systems of the previous generation and the latest neural
networks, highlights the key differences of the latter, such as the potential infinity of the input data sets
and their relative unpredictability, the dependence of the results on the network training stage, and the
subjective nature of the evaluation of such results. Based on the analysis, the author formulates a set of
problems that can be solved using mathematical algorithms and methods. The main part of an article
contains a general overview of existing solutions, with an emphasis on such algorithms and methods
as calculating accuracy and loss, finding the F-score, interpretation methods and imitation modeling.
As a result of the research, the author comes to the conclusion that, despite a sufficient number of
existing solutions that can be used to solve the highlighted problems, they still have to be improved to
increase the accuracy of neural network evaluation, as one hundred percent accuracy in evaluating data
obtained as a result of the operation of neural networks has not yet been achieved.
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1. Introduction

According to Statista.com, the global artificial intelligence (Al) market is expected to reach
nearly $126 billion by 2025, up from just $10.1 billion in 2016. There are various information systems
and software that use neural networks algorithms to process data and generate results. Examples of
such software include services for finding similar images, navigation devices for finding the most
optimal route, dating sites, text generators that use machine learning, computer games, and many
others.

Evaluation of neural networks is a very relevant and timely topic given the growing
integration of Al into various aspects of our lives. Neural networks are becoming an important tool in
decision-making, creative endeavors and problem-solving. As society increasingly relies on the results
of neural networks, understanding how to evaluate their performance becomes critical. Currently, quite
effective methods, models, and techniques for assessing software quality are widely used, including
such software quality indicators as functionality, reliability, usability, efficiency, mobility, interactivity,
etc. However, neural networks have peculiarities that should be considered separately.

2. Setting of the problem and the aim of the article

One of the peculiarities of neural networks is that unlike other algorithms, where the
decision-making logic is often directly coded and is transparent, as in the case of expert and scoring
systems, neural networks operate as complex, interconnected layers of nodes whose internal workings
are hidden from data assessors.

One of the most important challenges in assessing neural networks is their ability to generate
an infinite variety of outputs. Unlike traditional algorithms that produce a fixed set of numerical or
categorical results, neural networks can generate diverse outputs such as text, images, music, or even
complex behaviors in games. For instance, large language models (LLMs) can produce countless
variations of a story or response to a prompt, each differing in tone, style, or content. This infinite
output set complicates assessment because it is impossible to evaluate every possible result.

Another significant challenge is the variability of neural network outputs based on their
training stage. Neural networks are iterative learners, meaning their performance evolves as they are
exposed to more data or undergo additional training. Consequently, the same input can produce
different outputs depending on when the model is evaluated. For example, a partially trained image
recognition model might misclassify a cat as a dog, while a fully trained version of the same model
correctly identifies the cat. This variability makes it difficult to assess the quality of a neural network
consistently. The dependence on the training stage introduces uncertainty in evaluation. A model that
performs well during one phase of training might degrade or behave unpredictably later due to
overfitting, underfitting, or changes in the training data. This is particularly problematic for
applications requiring stable outputs, such as medical diagnosis or autonomous driving, where
inconsistent results could have serious consequences.

The next complex problem is the lack of clearly defined criteria for assessing the quality of
creative or non-numerical outputs, such as text, images, or game behaviors. In creative tasks such as
art, literature, or music, where subjectivity plays a significant role, the understanding of a single
correct result becomes unclear. This subjectivity introduces a significant human factor into the
assessment process. Human evaluators often disagree on what is a correct output, leading to
inconsistent and biased evaluations. For instance, one tester might approve a generated image for its
aesthetics, while another critiques it for lacking realism. This raises profound questions about how we
define success and failure in the context of neural network-generated content and requires a shift to
more nuance-oriented evaluation criteria.
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To understand the complexity of testing neural networks in relation to knowledge-based
systems, such as expert systems, the following comparison of their output data can be made:

Table 1. Comparison of output data properties of expert systems and neural networks

Output data properties Expert systems Neural networks

Potential quantity Determined by the size of the Endless
knowledge base or is a range of
numbers

Uniqueness All possible sets of output data | Each set of output data can be
or possible combinations are unique and unpredictable
known

Dependence on input data The output data depends on the | The output data depends on the
input data according to a input data according to the
known algorithm logic used by the algorithm at

its current learning stage

Complexity of the assessment | Data accuracy can be assessed | Assessment of data accuracy is

objectively partly subjective

Thus, we can identify the following key issues that arise when evaluating the performance of
neural networks:

® the potential number of output results (including results that are not a set of numbers) can be
infinite;

® output data depend on the algorithm training - they can change with the same input data,
which makes the assessment of the quality of such an algorithm dependent on its learning
stage;

® there are no clearly defined criteria for the quality of such output data as, for example,
creative text, images, and game behavior, which leads to a large share of human factors in
assessment of such data.

3. Existing solutions

For example, to test expert systems and obtain accuracy which is close to 100% it is sufficient
to use the method of boundary values and the method of equivalent classes, which allow covering the
entire range of possible outcomes.

However, the difficulties associated with evaluating the performance of neural networks,
emphasize the need for a more systematic approach. Mathematical methods make it possible to
quantify and analyze the intricacies of neural networks, offering a more objective and reproducible
assessment.

3.1. The most essential approach to obtaining quality metrics of neural networks performance
is the calculation of accuracy and loss function values.

Accuracy represents the proportion of correctly classified or predicted instances out of the
total number of samples in the test dataset. It offers a straightforward and easily interpretable measure
of how well the neural network generalizes to unseen data. A high accuracy score suggests that the
model is making correct predictions for a significant portion of the input, showing confidence in its
ability to perform well in real-world applications. For tasks like image classification, where the goal is
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to assign a single correct label to each image, accuracy serves as a natural and intuitive benchmark. A
95% accuracy, for instance, directly translates to the model correctly identifying 95 out of every 100
images.

_ N(correct)
4= N

, where N is the amount of test samples @)

The loss function quantifies the discrepancy between the network's predictions and the actual
ground truth labels. It provides a more granular and continuous measure of the model's performance,
reflecting the degree of error in its predictions. Unlike accuracy, which focuses on discrete correctness,
the loss function captures the confidence and correctness of each individual prediction. Different types
of loss functions are used depending on the specific task and the neural network architecture.

The general rule of application of obtained accuracy and loss values to assess the quality of
neural network output is described in Table 2:

Table 2. Relation of Accuracy / Loss values to overall model performance

Low Loss High Loss
High Accuracy | The model correctly predicts most The model makes correct predictions
instances with high confidence. with low confidence or incorrect

predictions have large errors.

Low Accuracy The model consistently predicts values | The model makes many incorrect
close to the true values but does not predictions with significant errors.
cross a classification threshold
correctly.

3.2. The F1 score method provides a single, robust metric for evaluating classification models,
especially in situations with imbalanced classes. By considering both the accuracy of positive
predictions and the ability to identify all positive instances, it offers a more insightful assessment than
accuracy alone, allowing to build more reliable and effective classification systems.

The algorithm assigns a score weight to all the output data and emphasizes the following
criteria:

Precision = True Positives )
" True Positives + False Positives ’

True Positives

Recall = 3)

True Positives + False Negatives ’

where:

True Positives is the number of data samples correctly predicted as “positive”;
False Positives is the number of data samples wrongly predicted as “positive”;
True Negatives is the number of data samples correctly predicted as “negative”;

False Negatives is the number of data samples wrongly predicted as “negative”.
Then F1 score is being calculated:

Precision * Recall (4)
(Precision + Recall) ’

F1score = 2 *
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which will provide the percentage values of positive results for the investigated model. A high
F1 score indicates that the model has both high precision and high recall, signifying a well-balanced
classifier.

3.3. Another approach is to use model interpretation methods to explain the logic which was
used during the prediction of output results. The most widely used methods are SHAP (SHapley
Additive exPlanations) and LIME (Local Interpretable Model-agnostic Explanations), which are based
on game theory and local surrogate models respectively and allow to conduct black-box testing of
neural network algorithms.

LIME focuses on explaining individual predictions by approximating the complex black-box
model with a more simple, interpretable model (like a linear model) to analyze the specific data point.
It is relatively fast and easy to understand, but its explanations can be unstable depending on the
perturbation and sampling methods, and it only provides a local view without guarantees of global
consistency.

SHAP provides a more theoretical approach using game theory, specifically Shapley values. It
aims to quantify the contribution of each feature to a specific prediction by considering all possible
combinations. SHAP offers stronger theoretical guarantees and more consistent explanations, but at
the cost of execution speed and simplicity.

3.4. The capabilities of imitational modeling allow testing of neural networks in a similar way
it is done with static data using the combination of boundary values and equivalent classes methods.
Such methods as Synthetic Data Generation, Environment Simulation, Adversarial Attack Simulation,
Monte Carlo Simulation can perform testing covering many non-standard cases, however, they require
the creation of new data sets for testing and are more appropriate for using the development flow and
unit testing of neural networks.

The algorithms and methods described above can help to improve the quality of neural
network output data evaluation and require further research to improve the accuracy of that evaluation

4. Conclusions

To solve the problems associated with evaluating neural networks, the integration of
mathematical methods is a crucial component. Quantitative metrics, algorithms, and mathematical
models provide a structured framework for objective assessment of the quality and performance of
neural networks.

Despite a sufficient number of existing methods and algorithms that can be used to perform
tasks of evaluation of the quality of neural networks, they still need further improvement, as they do
not yet allow for 100% accuracy in forming an assessment of the output data of Al algorithms.

Conflicts of Interest

The authors declare no conflict of interest.

References

1. Giesecke K., Horel E., (2020) Significance Tests for Neural Networks by Enguerrand Horel. Journal of
Machine Learning Research. July 20, 2020. 1-29. https://jmlr.csail.mit.edu/papers/volume21/19-264/

2. Saurabh Ranjan Srivastava., (2016) F1 Score Analysis of Search Engines. Skit Research Journal, 2(6)

3. Ponakala R., Dailey M., (2019). Testing Deep Neural Networks for Classification Tasks Through
Adversarial Perturbations on Test Datasets. December, 2019. Asian Institute of Technology, School of
Engineering and Technology, Thailand. https://doi.org/10.31237/osf.io/r7wen

Computer Science and Cybersecurity (https://periodicals.karazin.ua/cscs) 23
For personal use only. No other uses without permission.
Copyright © V. N. Karazin Kharkiv National University, 2024. All rights reserved.



https://jmlr.csail.mit.edu/papers/volume21/19-264/
https://doi.org/10.31237/osf.io/r7wcn
https://periodicals.karazin.ua/cscs

ISSN 2519-2310 (Online) KoM rotepHi Hayku Ta kibepOe3neka. 2024. Ne 2 (26)

4. Christian Terwiesch, (2023) Would Chat GPT Get a Wharton MBA? A Prediction Based on Its
Performance in the Operations Management Course, Mack Institute for Innovation Management at the
Wharton School, University of Pennsylvania, 2023. URL: https:/mackinstitute.wharton.upenn.edu/
2023/would-chat-gpt3-get-a-wharton-mba-new-white-paper-by-christian-terwiesch/

5. ISO/IEC/IEEE 29119-1:2013. Software and Systems Engineering. Software Testing Part 1: Concepts
and Definitions. Geneva: International Organization for Standardization, 2013

6. Lundberg S. M., Lee S.-1. A Unified Approach to Interpreting Model Predictions // Advances in Neural
Information Processing Systems (NeurIPS), 2017, Vol. 30, c. 4765-4774. DOI: https://doi.org/10.48550/
arXiv.1705.07874

7. Russell S., Norvig P. Artificial Intelligence: A Modern Approach: minpyunuk, 4th ed, Boston: Pearson,
2020, 1152 c.

8. Zhang J. M., Harman M., Ma L., Liu Y. Machine Learning Testing: Survey, Landscapes and Horizons //
IEEE Transactions on Software Engineering. 2020, Vol. 48 No. 1, c. 1-36. DOI: https://doi.org/10.1109/
TSE.2019.2962027

9. Hossain E. Machine Learning Crash Course for Engineers / Eklas Hossain., 2024. - 453 c.
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Anoranisi: CTaHOM Ha CbOTOAHI IUITYYHHUH iHTEJEKT, 30KpeMa HEHpOHHI Mepexi, Bce Oiibiue
BHKOPUCTOBYETHCS y TIPOTPAMHOMY 3a0€3TE€UeHHI B PI3HHUX TaTy3sX, BiJ] KpUTHYHO BAXKIUBUX, TAKUX
SIK OXOPOHA 3/I0POB’sI Ta BIMICHKOBA CIpaBa, 10 kKoMepiii Ta cepu po3sar. OHUM i3 OCHOBHHUX €TaITiB
PO3pOOKH Ta BIPOBAKEHHS TAKOTO MPOTPAMHOTO 3a0e3ledeHHs € eTam KOHTPOII0 sIKocTi. [lms
3aro0irands QarajbHUX MOMWIOK Ta BTPUMaHHS y HAJTO KOHKYPEHTHOMY CEPEOBHIII MpOrpamMHe
3a0e3riedeHHs MoTpedye HaIe)KHOTO TECTYBaHHS 3 ypaXyBaHHSIM OCOONUBOCTEH NaHUX, IO OTPUMaHi
y pe3yibrari poOOTH HEHpOHHOT Mepexi. Y CTaTTi HaBOMUTHCS AaKTYaIbHICTh BUKOPHCTAHHS
HEHPOHHMX MEpEX Ta aHaNi3YIOThCS OCHOBHI BHKIIMKH, 110 BUHUKAIOTh NIPH OIIHIOBAHHI SKOCTi TAKUX
MepeX. ABTOp pOOWTH MOPIBHSHHS BJIACTUBOCTEH BHXIIHAX [AHUX CHCTEM IITYYHOTO IHTENEKTY
MUHYJIOTO MTOKOJIIHHS Ta HOBITHIX HEHPOHHNX MEPEX, BUALISAE KIFOYOBI BiIMIHHOCTI OCTaHHIX, TaKi K
MTOTCHITIITHA HECKIHYCHHICTh HAO0OPIB BUXIMHUX MAHWX, 3aJCKHICTh PE3yJIbTATIB Bij €TAIy HaBYaAHHS
Mepexi Ta CyO’€KTHBHY TIPHPOMY OIIHIOBAaHHA TakWX pe3ynbraTiB. OCHOBHHU 3MICT CKIIamae
y3arajJbHEHUH OIS ICHYIOUMX PIllleHb, 3 aKIEHTOM Ha TaKi allTOpUTMH Ta METONH, SK PO3PaXyHOK
(dyskii BTpar, 3HaxXomKeHHsS F-score, MeTomaw iHTepmperamii Ta iMiTariifHe MOHIETIOBaHHI. Y
pe3ynbTari JOCIIHKCHHS] aBTOP MPUXOMUTH 10 BHCHOBKY, IO, HE 3Ba)KAIOYM HA JOCTATHIO KUTBKICTH
HassBHUX pIillleHb, BOHU BCE IIe MOTPEOYIOTh BIOCKOHAJICHHS JIJIS TiABUIICHHS] TOYHOCTI OITIHIOBAHHS
HEHPOHHUX MEPEK, aJPKe CTOBIJICOTKOBA TOUHICTh OLIIHIOBAHHS JIaHUX BCE 11 HE JOCATHYTA.

KurouoBi cioBa: F-score, excnepmui cucmemu, HeUpOHHI Mepedici, OYIHIOBAHHS SKOCMI,
DyHKYIsE 6mpam, WmMyyHULL IHMeleKm

KonduiikT inTepeciB: aBTOpH MOBIJOMIISIIOTH ITPO BiICYTHICTH KOH(IIKTY iHTEPECIB.
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