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AHoTauis: [lJana po60Ta NIPUCBAYEHA JTOCIIKEHHIO IIPOONeMaTHKUKIOepOe3eKkn B KOHTEKCTI CTaJloro PO3BUTKY Cy4acHOTO
iHpopMauiitHoro cycminbcTa. [lounHaoun 3 oAy pisHOMaHITHHX (opM KiGep3arpos, y CTaTTi 3ampONOHOBAHO aHAI3
IXHBOTO BIUIMBY Ha KOH(}iIeHUIHHICTh, HITICHICT Ta AOCTYNHICTH iH(popManii. KpuTuuHa 3a1eXHICTh Cy4acHOTO CYCHIIbCT-
Ba BiX iH(OpPMAIIHHIX TEXHOJIOTiH, pOOUTH TEMATHKY 3aXHCTYy Bix Kibep3arpo3 Ham3BHUaHHO akTyanbHOIO. B Mexkax poGotn
3aIPOIIOHOBAHO aHAJi3 3POCTaHHS KUIBKOCTI Ta CKJIAJHOCTI Kibep3arpos, Mo BEMarae MOCTIHHOTO y/IOCKOHAJIEHHS Ta OHOB-
JICHHS CTpPaTETiil 3aXUCTy BiJ HUX. Ba)KIIMBHM €TamoM BUCBITIICHHS TEMH € aHAaNi3 BIUIUBY Pi3HUX (opM Kidep3arpo3 Ha Cy-
yacHi iHpopMaiiiHi cucteMu. Po3rnsHyTo OCHOBHI pi3HOBHAM (IMIMHTY Ta COLalIbHOT IHXKEHepii, a TAKOXK HACIIJKY BIUTUBY
BIpYCiB, TPOSIHCHKUX MPOrpaM Ta iHIIMX IIKiIMBUX porpaM. JletaabHUM oI/l UX acleKTiB J03BOJISIE BU3HAYUTH KITFOUOBI
NHUTaHHs Ta HeOE3IeKH, sIKi BUHUKAIOTh B KOHTEKCTI npoOiieMaTnuky Kibep3arpos. Takoxk, craTTst MICTUTh Martepiaju, npHuc-
BsIUCHI PI3HUM CTpaTterisiM 3axucty. BoHa po3rmisiaae icHytoun crparerii Juist 3axucty iHQOpPMaLiiHUX CUCTEM, BKIIOYAIOUYH
BUSIBJICHHSI BPA3/IMBOCTEil, BUKOpucTanHs OararodakropHoi aBreHTudikauii Ta 3axoau 1yis 3abe3neueHHs! CTiiiKocTi. 3araib-
Hi BUCHOBKH JTaHOT pOOOTH IMiICYMOBYIOTH HEOOX1THICTh TIOCTIHHOTO OHOBIICHHS Ta aJaNTallii CTpaTeriii 3aXuCTy, MO0 3po-
CTal090{ CKIIQAHOCTI Kibep3arpo3 y CBiTi MBUIKOTO TEXHOIOTIYHOTO PO3BHTKY. B IinmoMmy, mana po6oTa e me 0JHUM KPOKOM
Yy pO3yMiHHI CyTHOCTI BHKJIHKIB, SIKi ITOB'I3aHi i3 IpoOiaeMaTHKor0 3a0e3nedeHHs KibepOe3ekn B cydacHOMY iH(popMaiii-
HOMY CYyCIILIBCTBI.

KiarouoBi cnoBa:kibepsazposa, ananiz ma 3axucm, cmitikicme iH@opMayiiHux cucmem, cmpamezii 3axucmy.

1. Beryn

VY cydacHoMy iHpOpMAIIHHOMY CyCHUIBCTBI MHUTAHHS KiOEpOE3MeKu CTarOTh HAIA3BUYAIHO
aKTyaJIbHUMH, OCKUTBKU 3 KOKHUM JHEM 3pOCTa€e o0CAT HMU(PPOBOI aKTUBHOCTI Ta 3aJI€KHICTh BiJ
iH(pOopMaLIHHUX TEXHONOTiH. Pa3oM 13 MIBUAKUM PO3BUTKOM TEXHOJOTIH 3pocTae i piBeHb Kibep3a-
Ipo3, SIKI CTalOTh Ba)KJIMBHUM aclleKTOM 3abe3mnedyeHHs Oes3neku B IHTepHer mpocrtopi. Lli 3arposu
BUKIIUKAIOTh CEPHO3HI MPOOJIeMH, a TAKOXK CTAlOTh MPUUYMHOIO NOPYLIEHHS KOH(]1IEeHIIMHOCTI, -
JICHOCTI Ta AOCTYNHOCTI iHpopMauii. ¥ Mexax HieipoOOTH B CTUCIOMY BHUIJISLII PO3TISHYTI pi3HO-
MaHITHI popmu KiGep3arpo3Ta ixHiil BIuMB Ha cy4yacHi iHdopmaniitai cucremu (IC), a Takox MOX-
JIMBI1 3aX0/IM ISl 3aXKUCTY BiJl HUX B yMOBaX MOCTIHHO 3pOCTAI0YOr0 MU(PPOBOTO CEPEAOBUIIIA.

AKTyanbHICTh TEMHU 3yMOBIIEHa BIUIMBOM BiJpa3y KUJIbKOX KIIFOYOBHX acmekTiB. [lo-mepiue,
iHopMarIliiiHi TEXHOJIOT1i CTaau HE TIIbKM HEOOXIJIHOI YaCTHHOKO MOBCSKICHHOTO JKHUTTS, aie i
KPUTHYHO BaXKJIMBHM PECYpPCOM Il (PYHKIIOHYBAaHHS BEIMKOI KUIBKOCTI CYCITUIBHHX, KOMEPIIiii-
HUX Ta TOCIOAAapChKUX mporeciB. [1o-mpyre, 3pocTaHHs 3aJI€KHOCTI Bi/I WX TEXHOJIOTIN BiIKPHBA€E
HOBI MOXKITUBOCTI IS KiOEP3JIOYHHIIIB, SKi BUKOPHCTOBYIOTh PI3HOMAHITHI Ta BJJOCKOHAJICHI METO-
mm g arak Ha 1C.3abe3neuennsa nHamiiigocti 1 0e3nexku IC crac Hag3BUYAWHO BaXKJIIMBUM 3aBIaH-
HSIM, OCKUIBKHM KiOep3arposu, Taki sIK aTaku Ha MEPEXKeBl CTPYKTYpH, BUTOKU KOH(]iIEHIIHHOT 1H-
¢dopmarii Ta MWKIIMBI MPOrpaMH, MOXKYTh MaTH CEPHO3HI HACIIAKHM JUIsl €EKOHOMIKH, TIOJITUKH Ta
CyCIJIbHOI 0e3neku. Y 11bOMYy KOHTEKCTI pO3yMiHHS pi3HUX (popM Kibep3arpo3 Ta IXHbOIO BIUIUBY
CTa€ CTpATEriuHO BAXKJIUBHUM JUJISI pO3pOOKU €(PEKTUBHHUX 3aXOJIB 3aXMCTY, IO BiANOBIIAIOTh BU-
KJIMKaM Cy4acHOTO iH(QOpMaIiiiHOTO ITPOCTOPY.

3pocTaHHs KUJIBKOCTI Ta CKJIAIHOCTI Kibep3arpo3 crae cepiio3HUM BUKIUKOM I cepu Kide-
pOesnekn. Pi3HOMaHITHICTh aTak, BKJIIOYAlOYH BUTOHYEHI TEXHIKH (IIINHTY, aTaKd 3 BUKOPHCTaH-
HSIM HIKiAJTMBOTO mporpamHoro 3abesneuenns (I13) ta araku Ha iHPpacTpyKTypy, CBiAUaTh, IO Ki-
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Oep3IOUYMHII TTOCTIHHO BJIOCKOHATIOITH CBOT METOJH, QJaNTYIOUYNUCh 10 HOBITHIX TEXHOJIOTIM Ta
3MiH y cgepi kibepbesneku [1].HenepepBuuii po3BUTOK Kibep3arpo3 BUMAarae HE JIUILIE PCAKTHB-
HUX, aJI¢ i MPOAKTUBHUX cTpaTeriii 3axucty. Opranizauii Ta iHIUBIAM, IO MPArHyTh 3aJTUIIATHCS
nornepey, MTOBUHHI HE JIMIIE OHOBIIIOBATH CBOi cucTteMu Ta I13, ane i po3BUBaTH HOBI METOAM BH-
SBJIEHHS Ta 3amoOiraHHs Kibeparak. BaxaMBICTh IIbOTO 3aBAaHHS 3yMOBJIEHA THUM, IO BiJIIOBiAa-
JBHICTH 3a 3axUcT IC cTae He TUIbKH 3aBJaHHIM TEXHIYHHMX CHEIIaICTIB, ajle i KIIF0UOBOIO CKJIAJI0-
BOIO CTPATEriyHOrO YIPaBIiHHS OYyb-sIKOI0 OPTraHI3alli€l0 Yd JIeP)KaBHOIO YCTaHOBOKO. Y LbOMY
KOHTEKCTI OTJIsijl pi3HuX (popm Kibep3arpos Ta iXHbOTO BIUIMBY CTA€ HEBiJ €MHOIO YaCTHHOIO edek-
THBHOTO M 0G€3Me4YHOro ymnpasiiHHS, COPSIMOBAHOTO Ha 3abe3nedeHHsl cTabuIbHOCTI Ta HaAlIHHOCTI
¢byHkuionyBanus cydacHux IC.

[TpoBeneHHs aHanizy BIUIMBY KiOep3arpo3 Ha cTiiikicTh IC € HEBil €MHOIO YaCTUHOIO BJOC-
KOHAJICHHSI CTpaTeriii KibepOe3neku B yMOBax MOCTIHHOTO eBOIOIiifHOTO cepenoBua [2]. 3 ypa-
XYBaHHSM CTPIMKOTO PO3BHTKY TEXHOJIOTIH Ta 30UIBIIEHHS KUIBKOCTI HU(PPOBUX aCIEKTiB HAILLIOTO
KUTTS, 3pocTac i cepa kidep3arpos, 1o HaKkIagae cepiio3Hui BB Ha IC.

Ll cTatTst Mae Ha MET1 PO3TJIAHYTH MPOOJIEMAaTUKy KiOepOe3eKn B KOHTEKCTI CydyacHUX pea-
Jid W TPOIOHYE OIISAIOBUN aHaji3 PI3HOMAHITHHX PI3HOBHIIB KiOep3arpos, SKHil OXOIUTIOE iX
BIUIUB Ha KOH(IMEHIIHHICTh, MUTICHICT Ta AOCTYMHICTH iHQOpMarii. 30KpemMa, Hagal4dl OTJISI
HAMHOBIIIMX TEHACHLIHN y chepi kibepOe3neku, aBTopu poOOTH MarOTh HA METI BUOKPEMUTH KITIO-
YOBI aCNEKTH O€3MEKH, 10 MiIAI0ThCs pU3UKY BHACTIOK CydyacHUX KibepaTak.

BaxxnuBum eTamnoM y 3amporoHOBaHOMY aHalli31 € BU3HAUEHHS PI3HUX CTpaTeriil 3aXucTy, sKi
CIIPOMOXH1 €)eKTUBHO BIAMOBIAATH BUKJIMKaM Oe3MeKH cydacHoro kidbepmpocropy. Cimia mija Kpec-
JIUTH, 110 PO3IJISIHYTI CTpaTerii BpaXOBYIOTh, K T€XHIYHI, TaK 1 CTpaTeriyHi acneKTH, KOTpi cOps-
MOBaHI Ha YJOCKOHaJIeHHs cTikocTi cyyacHux IC Ta 3a0e3nedeHHs XHBOI (YHKLIOHAJIBHOCTI B
yMOBax MOCTIHHOTO BIUIMBY LIMPOKOTO CIEKTPY 3arpo3u iHdopmarttiitnoi 0esnexu (Ib).

2. PizHoBuam kidep3arpos ta ix Biius Ha IC
2.1 Diwune ma coyianvHa indxceHepis
QimuHr Ta colianbHa IHXKEHEPis CTaTu HEOMIHHOIO YaCTHHOIO CYy4acHOTO IU(pPOBOTO Mpoc-
TOPY, CTaBIIIU BAXXJIMBUMH eJIeMeHTaMu KibepOesneku. L{i MeToau aTak, CipsMOBaHi Ha OTPUMAaHHS

KOH(}1AeHIIITHOI 1HpOopMallli uepe3 MaHIIYIIOBaHHS ICHXOJIOTIEI0 KOPUCTYBAYiB, CTalU OUTBII BH-
TOHYEHHUMH Ta IMOLIMPEHNMH, BUKJINKAIOYH CEPi03HI 3arpo3m Uit 0cOOMCTOI Ta KOPIIOPAaTHBHOI

BayiB Ta MPOMNOHYE MPAKTUYHI MIIXOAU J10 3aXUCTY BiJ HuX 3arpo3 [1].

2.1.1 Diwune: gidomi memoou ma ix sapiayii
DImUHT — 1€ OJIMH 13 HaWOLIBII MOMMPEHUX METOMAIB aTak B chepi kibepOe3neKku, SKUii BH-
KOPHUCTOBYE COINaJIbHI 1HXKEHEPHI TEXHIKH /I OTPUMaHHs KOHQIIEHIIHHOI 1HPpOopMaIlii, Takol K

apoJii, HoMepHu OaHKIBCHKHX KapT abo 0COOMCTI JaHi, BiJl KOpUCTyBadiB. Hmkue HaBeaeHO y3ara-
JILHEHUH TeperTik HaiOLIbII TOMTMPEHUX METOIIB 1 Bapiarii (QimmHTy, HaCIiIKIB 1X BIUTUBY Ha KO-
pHUCTYBaYiB Ta MOKJIUBUX CTPATET1H 3aXUCTY.

OcHoBHI MeToN (ilINHTY:

o FEnexmponua nowma (E-mail): niocmynui nucmu, wo euensoaoms Ak 6i0 8i0OMUX 8AM
KOMNAHIU YU cepesicis, AKi 3aKIUKaroms 8ac esecmiu KOHQIOeHYitiHi 0ani HaA QIKMUeHUx
seb-catimax.

o CoyianbHi mepedxrci ma mecenoxcepu: (PiuUHe08i amaku uepe3 NONYIApHI COYIanbHi Me-
peoici ma mecenoddicepu, 0e amaxyroui sudaioms cebe 3a 3HAUOMUX Yy Kojee.

o Beb-catmu: cmeopenHs Qiuuneosux eed-caumis, AKi iMimyoms o@iyitini pecypcu 0.
ompumanus ocooucmoi ingpopmayii.
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Bapiamii ¢immary:

o Posmosenuil ¢hiwune — iwune (Vishing): giwiune uepez menegponni 036inku, 0e amaxyioduii
HaMazaemscsi ompumamu KoHGIioeHyitiny ingopmayito 6i0 nomeHyitinoi Jcepmasu.

o Cmiwune (Smishing): amaxu uepez SMS-nogsioomnenus, oe y KOpucmy6adis HamMa2armMvcsl
BUMAHUMU 0COOUCMI OaHI Yepe3 MeKCMOBI NOBIOOMIeHHS.

o SpearPhishing abo mapeemosanuil iviune: amaxu, oe 3108MUCHUKU BUCOKOKBANIIK0O8A-
HO amaxyomyv KOHKpemHi yini - (hizuuni ocoou ma/yu opeanizayii.

e CoyianbHa iHJicEeHepis. BUKOPUCOBYE NCUXON02IUHI ACNEKMU 8NIUBY HA CBI0OMICMb nep-
conany cyvacnux IC. Ak memoo amaku, He 1uuie cnpamMo8aHull Ha eKCNiyamayiro mexuiy-
HUXIL Op2aHi3ayitiHuX 8pasiueocmeli 0ito4oi cucmemu 3axucmy, ane i eqheKkmusHo 8UKOPU-
CMOBYE NCUXOJIO2TYHI Nputiomu 01 Macumaoby8anHs Hacriokie amaxu. Pozenso ennusgy
coyianvHoi iHdfcenepii Ha ncuxonoziuHuti cman kopucmyesauie IC ma ix epaznugicmo, €
KAI0Y08UM ACNEKMOoM 6e3neKu 6 OHNALH cepeoosuwyi. 3108MUCHUKY BUKOPUCMO8YIOMb ma-
KI Memoou, siIKk CMOPEHHs MEPMIHOB0CMI, BUKIUK eMOYil, ma weuoKi nepesmiieHHsl 6 as-
MOopuUmMemHicmos, Woo SUKIUKAMU NOMPIOHY peakyilo y NOMmeHyiuHol Jcepmeu.

2.1.2 Epexmusni cmpame?zii 3axucmy 6io 3a2po3 (piwiunzy.

o Haguanus ma npogheciina 6ionogioanvuicmy: 3aB4yacHe nepenadadeHHs (IIIUHTOBUX
aTak po3yMie Iij co0oro Ge3nepepBHEe HaBYaHHA KOopHucTyBauiB cydacHux IC, posmizHa-
BaTH XapaKTepHI 03HAKU MaxpaicTBa. ToMy, peryispHi TPEHIHTH Ta iHCTPYKIIil epco-
HaJly, MOXYTb 3HaYHO MIJBUIIHUTH PIBEHb X MPO(PUILHUX KOMIIETEHIIIH.

® BukopucmauHs aHmugipyCHUX npo2pam: BCTAHOBJICHHS Ta PEryJisipHEe OHOBJIEHHS aHTH-
BIPYCHHX ITPOTrpaM € epeKTHBHUM 3aXO0JIOM 3aXUCTY Bix QimmHTy. BOHU BUABISAIOTH Ta
OJIOKYIOTh ILKIJIMBI BipycH Ta BeO-CalTH.

o bacamoghaxmopua asmenmugpikayis: BUKOPUCTAHHs 6araTohakTopHOi aBTeHTU(IKAIT
J0J]a€ AOAATKOBUH 1Iap 3aXUCTY, OCKIJIBKHU JUIsl BXOLY HEOOXiJHI ABa uM Oliblle BUIU
aBTreHTHiKawii. bararogakropHa aprenTu(iKalis aeaani ctae HEOOXiIHICTIO B yMOBax
MOCTIMHOTO 3pOCTaHHS (IIIMHTOBUX aTak. AHai3 BiJOMHX IHIMAEHTIB O€3MEKH MOKa-
3y€, 110 BUKOPUCTAHHS HE JIMIIE MapoJjiB, ajie ¥ 1HIIMX METO/IB 1AeHTH(IKaLli, TaKuX
K OlOMETpUYHI JaHI YM OJHOPA30BI KOJHU, POOUTH Ipolec aBTeHTHU(ikamii 3HAYHO
OinpIn HaxidHUM. Lle 3MeHIIye HMOBIPHICTh «yCHIXy» aTak Ta poOUTh JOCTYI 10 OCO-
OncTHX OOIIKOBHX 3aIIMCIB CKIIQQHIIINM I 3JI0BMUCHUKIB.

o Vnpasninna napoasmu: IMAPOKE 3aCTOCYBAHHS OE3APOTOBHX MEPEX ITiJIBUILYE PH3UK
HECAHKI[IOHOBAHOTO JOCTYIy J0 OCOOMCTOi (IpUBATHOI) Ta/uu KOPIOPATUBHOI 1H(POP-
Marttii. B 11boMy ceHCl OJHUM 13 HaBaXTUBIIIUX 3aX0/1iB O€3MEKH € KOPEKTHE aaMIHiC-
TpyBaHHS TapojisiMu. KopucTyBadi MarOTh CTBOPIOBATH CKJIAJIHI Ta yHIKaJbHI MapoJi
JUTSL KOYKHOTO OOJTIKOBOTO 3aIMKCY 1 PETYJISIPHO 1X 3MIHIOBATH.

o Bnposadowcenusn mexauizmie bacamoghaxmopnoi asmenmughikayii: JTOAATKOBO 3MIITHIOE
3aXHUCT JIOCTYITY JIO OCOOMCTHX/KOPIOPATUBHUX JaHUX [3].

o Onognenns I13 ma onepayitinux cucmem. € KJIOYOBUM acrekToM Oe3neku. CBoeyacHe
BCTAHOBJICHHS! OHOBJICHb Ta MaT4iB OE3MEKH J03BOJISIE€ BUTIPABIISTH BUSBIICHI ypa3InBO-
CTi Ta 3armo0iraTy MOXKJIMBUM aTaKam 3JJ0BMUCHUKIB.

® BukopucmanHs wugpysants TAHUX HA TPUCTPOAX Ta MiJ 4ac OOMiHY iH(opmalliero
yepe3 0e3/IpOTOB1 MEPEXi € TaKOX HEB1JI’€MHOIO YACTHHOIO 3aXHCTY YYyTIMBUX JaHUX
Bix ¢immuHry. IludpyBanHs 3ade3neuye KOHIASHIIIHHICTD Ta IUTICHICTH 1H(MOpMAaIIii
1] 9ac rmepeaayi ii uepes Mepexi, B T.4. He3aXHIIEHI.

o Oobmedicennss docmyny 0o ingpopmayii. € TOJATKOBHM KPOKOM 3 IIPOTH Il (PIIIMHTY, TO-
My kopuctyBadi IC MOBHHHI peTeTbHO KOHTPOJIOBATH, KOMY Ta 3a SKMX YMOB Haja-
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IOTh(JIETIETYIOTh) JOCTYIT JIO CBOIX OCOOMCTHX JIAaHUX Ta/duM CIY>KOOBUX MOBHOBAXEHB
npu po6oTi 3 [13 Ta/un MepexeBUM yCTaTKyBaHHAM KopriopaTuBHOi IC.

InTerpanis 3a3HauCHUX CTPATETii COPUATUME MIJBUIICHHIO MOTOYHOIO PIBHIO 3aXUCTY 1H(O-
pMariiiHux pecypciB Bif 3arpo3 (IIIMHTOBUX aTak Ta MOKPALIUTH Oe3MeKy OCOOMCTHX Ta/du KOH-
(biaeHIITHIX KOPHOpaTUBHUX JaHUX MPH 1X 30epiraHHi i HUPKYIIALil MK KOPUCTYBayiB B OHJIAiH-
CEepPEeIOBHIII.

2.2 Bipycu ma wxionuege 113

HIkiguse I13 € BaxIMBOIO CKIIAJOBOIO Y 3araibHOMY criekTpi 3arpo3 Ib. B 3aransHomy BH-
naaKy il OCHOBHOIO METOIO € 3aBJaHHSA IIKOJAW iH(OpPMAIIHMM 1 amapaTHUM pecypcaM cydac-
Hux IC. Huxue HaBeeHO nepenik HalO1Iblll XapakTEpPHUX (4acTO BUKOPUCTOBYBAHUX) PI3HOBU/IIB
HIKIJUIMBUX IPOrpaM Ta iX cocoOu iX MOUIHUpPEHHS:

o Komn'tomepni ueps'axu (abo mposiHu): camocmiini npocpamu, sKi pO3n08CrONCYHOMbCsl

yepes HOCII Oanux ma/uu mepedicegy 83acMo0il0 6e3 HeOOXIOHOCMI NOOATbULO20 MAHYANb-
HO20 8MPYYaHHs (CYRPOBOONCEHHS) 3 OOKY iX pO3pOOHUKA.

e Pexnamui ipycu. npocpamu, wo HAMa2alomuscs po3no6Cio0ACy8amu pekiamy abo Hasime

3MIiHI0IOMb (NIOMIHIOI0MY) CMOPIHKU 8e0-Ccalimis.

o [IInueyncoxe I13: npoepamu, axi 30uparomes KOH@DIOEHYIUHY, 8 MOMY YUCII, MEXHON02IUHY

iHghopmayiro, 6e3 siooma ii Kopucmysauis.

Bnnue na ingpopmayitini cucmemu. HacHiIKU BUKOpUCTaHHS MKigmuBoro [13 mmsa iHdopma-
MIMHUX CUCTEM MOXYTh TependadaT BTpaTy KOH(IAEHIIIHHOCTI, MOPYIIEHHS MUTICHOCTI TaHUX Ta
0OMEKEHHS JIOCTYILY J10 BaXJIUBUX PECYPCIB.

Ilpomudia wixionueum npoepamam: BUKOPUCTaHHA aHTUBIpycHOro I13, 3aco0iB MixkMmepexe-
BOTO €KpaHyBaHHsI, CHCTEM BUSBIIEHHS BTOPTHEHb TOLIO0. Takok Tpeda akIeHTYBaTH yBary Ha Bax-
JIMBOCT1 cBO€YacHOTo oHOBiIeHHS [13 Ta BrockoHaneHHs KibeprpaMoTHoOCTI kopuctyBadis IC.

2.3 Biomosa 6 obcayzosyveanuni ma DDoS amaxu

2.3.1 DDoS amaku
DDoS (Distributed Denial of Service- posnodineni amaxu 3 8i0M08010 8 00CNY208Y8aHHI) €

cepiio3HO0 3arpo3or0 i cydacHux IC, 1o 37aTHA TPU3BOIUTH JI0 BETUKHUX 300iB y poOOTI BEO-
cepBepiB Ta MepexeBoi iHdpacTpykTypu. Llelt po3min nmpucBsdeHwid aHamizy pizHHX TUIiB DDoS
aTak, iX BIUIMBY Ta €(peKTUBHUM 3axXOdaM JJIs 3aro0iraHHs BigMoOBi B 00cimyroByBanHi. Ha ceoron-
HIITHIA JAEHB 111 aTaKu JA0CI 3aJUIIAI0THCS OJIHIEIO 3 HANOUIBIN MOIMMPEHUX Ta pyHHIBHUX GOopM pe-
aizanii 1eCTpyKTUBHOTO BIUIMBY Ha (pyHKUioHyBaHHA cydacHux IC. Bonu cnpsMoBaHi Ha nepeBa-
HTaXXEHHSI PECYpPCIB LIJILOBOIO CEpBEpPa, MEPEKi YU Mporpamu (MPOrpaMHOro J10AaTKy), LUIIXOM
HAaBMUCHOTO BIJIPABJIECHHS HAJIMIPHOTO 3J0YMHHOTO Tpadiky. Po3rmisn wiei TeMu € Haa3BUUaNHO
BKJIMBUM, OCKUTBKH DDoS aTaku MOXKYTh IPU3BECTH JIO0 BIJIMOBHU B OOCIyTOBYBaHHI Ta CEPHO3HO
3aIIKOIUTH Oi3HEC Ta YU MPOMHUCIOBUM/TEXHOJIOTIYHHUM IIpoIiecaM. 3a OCTaHHI POKH 301IbIIHIIACH
4acTOoTa Ta IMiJIBUIIUIIACH CKIIAIHICTh peanizaii DDoS.

Tak, HanpuKIIa], 3T0BMUCHHUKH JI0JJATKOBO BUKOPUCTOBYIOTh aTaKH ITIICHIICHHS (SK CBOEPII-
HUW pI3HOBHI 3a0e3ledeHHs, ad0 Karaai3aTop IUX aTaK) Ta CHHTE3 OOTHETIB, IJIs MaKCHMi3allii
BIUIMBY Il HACJiJIKIB OCHOBHOI aTaku. 30KpeMma, aTaku MiJcwieHHs, Taki sk DNS Amplification ta
NTP Amplification, n03BOJIAIOTH MOMITHO 30UIBIIMTH OOCST HAAJUIIKOBOrO (IOCTAHOBOYHOIO)
Tpadiky i THM caMUM BiJIyTHO MEPEBAHTAKUTU MepekKeBi 3’ €THAHHS IITbOBOTO 00’ €KTY-KEPTBH.

e Biomosa 6 0b6cny206yeanti ma ii 6nU6 HaA CUCEMY

DDoS ataku MOXYTh MPU3BECTH JI0 BIIMOBH B OOCIyrOBYBaHHI, 3pOOUBIIN pPeCypcH HeJo-
CTYIHHMH /IS JIETITUMHUX KOPUCTYyBadiB. lle Mo)ke BUKITMKATH cepiio3Hi (iHAHCOBI BTpATH, MOTi-
PIICHHS pemyTallii KOMIaHii Ta BTpaTy KIII€HTIB.
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® 3axucm 6i0 DDoS amax
3axuct Big DDoS arak BUMara€ KOMILJICKCHOTO MiAXoy. B 11bOMy CeHCi BaKJIMBO MaTu CHUC-
TEMU MOHITOPHUHTY TpadiKy, K1 BUSBISITUMYTh aHOMaJbHI NaTEpHU, 110 MOXYTb OyTHU Xapakrep-
HumH U1t DDoS atak. Bukopuctranus CDN (Content Delivery Network) Moxe po3moJiisTu Tpadik
Ta MiHIMI3yBaTH BIUIMB aTak. Takox, BKpail BaKIMBO MaTu cUCTeMH (inbTparii Ta 00podku Tpadi-
KY, K1 MOKYTbh BIIOKPEMUTH JIETITUMHUHN Tpadik B aTak.
2.3.2 Ocobausocmi peanizayii amax niocunenns
DNS Amplification
® 3binvutennsa obcsey gionosioeli: aTakylodi BUKOPUCTOBYIOTh DNS-cepBepH K MOCEpeIHH-
KiB 7151 301b1IeHHS 00csry Tpadiky. Bonu Binnpanstors 3anutu 10 DNS-cepBepiB 3 mi-
NpoOJeHUMHU aapecamMu IIboBO1 kepTBU. DNS Amplification 6a3yeTbcs Ha TOMY, IO
DNS-3anuti MOXyTh OyTH KOPOTKHMMH, ajie BiAMOBiAl MOXYTh OYTH 3HAYHO OiIBIIUMHU.
ATakyrodi BUKOPHUCTOBYIOTH IIe, 1100 30LIBIIATH O0OCAT 3JIOBMHCHOTO/ITapa3uTHOTO Tpadi-
KY, BUKOPHUCTOBYIOUH PECYpCH JieTadbHuX DNS-cepBepiB.

e BiocunauHs 3anumis y 8eauKomy Macuimaoéi: aTakyodl BIINPABISIIOTh BEIUKY KUIBKICTh
migpooaenux DNS-3anmuTiB Bipasy 10 Belnkoi KuibkocTi DNS-cepBepiB, 301IbIIyIOUN
THUM CaMHUM BIJIOBI/I, SIKI CIIPSIMOBAHI Ha KEPTBY aTakH.
NTP Amplification
e Buxopucmannusa NTP-cepsepig: 111 aTaku BUKOPUCTOBYIOTh Network Time Protocol (NTP)
JUIs 301NIBIIEHHS. 00CATY Mapa3uTHOTO Tpadiky. ATakyroui BiMPaBISIOTH MiApOOIeH] 3a-
MMATH BLIPasy JI0 BEJIUKOI KIJIBKOCTI Aitounx NTP-cepBepis.
[TpoBokyBanHs 3Ha4HOI cykynmHocTi DNS Tta NTP cepBepiB J0 OJHOYACHOTO (HhOpMYBaHHS
HUMHU BiJIMIOBiZeH Ha MacIuTabHI KOPOTKI 3TOYMHHI 3alUTH, KOTPi POPMYIOThCS B MEXaX amax nio-

cunenns, TPYHTY€EThCSI Ha TOMY, IO TaKi BIANOBiAI MOXYTh OyTH 3HaYHO OUIBIIMMHU UMM 3aIUTH,
10 1 J103BOJISIE ATAKYIOUUM 30UIBIINTHY Napa3uTHUM Tpadik.

2.3.3 Cunmes ma suxkopucmanus oomuemie (Botnet-based DDoS)

CuHTe3 Ta HaCTyIIHEe BUKOpUCTaHHs 00THETIB y DDoS atakax € e()eKTUBHUM Ta HEOE3NCUHUM
METOJIOM TIEPEBAHTAXKEHHSI MEPEXKEBUX PECYpCiB HIIbOBOrO 00’ekTa. Po3risiHeMo fieski OCHOBHI
0COOIMBOCTI I[LOTO MPOIIECY .

Cunmes 6omuemie DDoS:

o (Cmeopenns 6omuemig: 3MOBMHCHUKH BHKOPUCTOBYIOTH Pi3HOMAaHITHI METOAM IS 3apa-
KEHHsI THCAY a00 HaBITh MUIbHOHIB IPUCTPOIB, IEPETBOPIOIOYH TX HA OOTH.

e Koopounosani amaku: J103BOJISIE aTAKyIOUMM CHHXPOHI3yBaTu Jii OOTIB, HANpaBisAIOud
Tpadik Ha IUIBOBUH cepBEP OAHOYACHO, 301IBIIYIOYHM TAKUM YNHOM BIUIUB aTaKH.

e Po3snoodinena 6iomosa 8 0ociyeogysanti: 60THEeT DDoS ataku MpU3BOJATH A0 PO3MOiie-
HO1 BITMOBH B OOCJTYrOBYBaHHI, BHACIIOK YOTO IIUIBOBHI 00’€KT CTa€ HEAOCTYITHUM IS
JIETITUMHHUX KOPHCTYBAaYiB.

Ocobausocmi DDoS 6omuemig:

o [ugixyeanns: 3apaxxeHHs MPUCTPOIB HUIAXOM BUKOpUCTaHHS HKiaauBoro 113, ekcrutyaTa-
1ii BpaznuBocTel Ta/abo METOAIB colliaabHOI IHKEHEPIi.

e [Ipuxoeane ynpaéninma: 3JI0BMUCHUKHA BHUKOPHCTOBYIOTH PI3HOMAHITHI METOIM AJIS MPH-
XOBAHOI'O YIpaBJliHHSA 00TaMu, YHUKHEHHS X BUSBJICHHS Ta OJOKYBaHHS.

o 30invuienHs pecypcié amaxu: BUKOPUCTAHHS OOTHETIB i 301MbIIeHHS (TIOCUJIEHHS) 00-
CATY HEJIETITUMHOTO 3JIOUMHHOTO TpaiKy Ta «CHIOBOTO» BILTUBY Ha LILTLOBHM cepBep.

3axoodu 3axucmy:

o Mepesicesuti monimopune: NOCTIHHUN MOHITOPUHT MEPEXKi IS BHSBICHHS aHOMATIH Ta
HaaMipHOTO Tpadiky, SKi MOXKYTh BKazyBaTH Ha DDoS araky.
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® Busenenns ma O610Ky6anHs 60mie: BAKOPUCTAHHS CUCTEM BUSIBICHHS OOTIB IS i1eHTH]I-
Karlii Ta 6JJOKyBaHHsI 3JJaMaHUX MPUCTPOIB y OOTHETI.

o Cucmemu ¢inompayii mpagixy: BOPOBAJKCHHS IBUAKOIIIOYUX (XMAPHUX) CUCTEM (Diflb-
Tpatii Tpadiky, SKi OJIOKYIOTh HAAMIpHUN Tpadik Ta «BiACIKAIOTEY» IIKiITUBUH.

o 3axucm Iumepnemy peueti (IoT): 30UIbIIEHHS] TOTOYHOTO PiBHS Oe3reku mpucTpoiB [oT,
100 YHEMOKJIMBUTH TX BUKOPUCTAHHS B SIKOCT1 OOTIB.

2.4 Inwi munu xibepzacpo3 ma ixui Menmoou 6naugy Ha cucmemu

V cBiti KibepOe3nekn icCHye po3MaiTTs Kibep3arpos, siki BifoOpaxaroTbes y pi3HUX popmax Ta

Metogax BBy Ha IC. Tomy mpuainumo yBary i iHmmM Ttunam 3arpo3 Ib, 3okpema atakam Ha

0C3IeKy MEpeXKi Ta 3aCTOCYHKIB, YTOUHIOKOYH X MCTOIY BIUTMBY Ta 3aX0JIU 13 3aXUCTY.

Amaku Ha 6€3H€KV MepPexCi.

o [lepexonnenns mpagixy (Man-in-the-Middle): Tun ataku, mpu SKOMY 37TOBMUCHUKH 3ii-
CHIOIOTh TEPEXOIUICHHS TpadiKy MiX B3aEMOIIIOYMMH CTOPOHAMH, IO MOXKE IPU3BECTH
710 JOCTymy A0 KOHQIIeHIIHO1 iH(popMartii.

o Amaku na DNS (Domain Name System): meTonu atak Ha iHPpacTpykTypy DNS 3 MeTO10
CHpsIMOBYBaHHs TpadiKy Ha 3JIOYMHHUN pecypc Ta / 4d MOCUIICHHS aTak (0us. suwe).

Amaxu Ha 3acmocyHKu:

o Xaxepcvki amaku Ha épaznueocmi kody (SQOL Injection, XSS): TeXHIKM BUKOPUCTAHHS Bpa-
3IMBOCTEH KOy NSl BOPOBAKEHHS 3JIOBMHUCHOTO KOy ab00 OTpUMAaHHS HECAHKIIIOHOBA-
HOTO JIOCTYITY.

e Amaxu na asmenmugpikayito ma ounauH cecii: METOAN 00X0ly MeXaHi3MiB aBTeHTHU(DIKaLlii
Ta 3JI0BXKMBAHHS CECIi JJIs1 HECAHKI[IOHOBAHOI'O IOCTYILY.

Bnaus na ingpopmayitini cucmemu:

e Bmpama koughioenyitinocmi ma yinicHocmi Oauux: MOXIJIHMBI HACHTIJIKM aTak Ha Oe3meKy
Mepexi 1 J0AaTKiB, 30KpeMa, BTPATH KOH(DIACHLIHHOCTI Ta MOPYIICHHS LITICHOCT] 1aHUX.

e Bmpama oocmynnocmi cepegicig: 11l aTaKd MOXXYTh BIUTMBATH Ha JOCTYMIHICTh iH(pOpMa-
[MIMHUX CUCTEM Ta BiJIMOBITHUX OHJIAWH MOCIIYT/CEPBICIB.

3axoou ons 3axucmy:

o [llughpysanus ma/uu npuxosysants (cmeeanozpaghis) mpagixy.
o [locmitinuti MOHIMOPUHe MepedxCi, BUABIEHHS GIMOPSHEHb MA/4u NPUNUHEHHS HedeKNapo-
8aHOI Mepedcegoi akmueHOCMi.

3. AnaJqi3 Bpa3jiMBOCTe i MOKJIMBHUX CTPATEril 3aXUCTy
3.1 Busenenns epaznusocmeu 1C

Bussnenns Bpasnusocteil IC, e kiro4oBuil eram B 3a0€311€4eHH] IXHbOI CTIMKOCTI Ta 3aXHC-

Ty BiJ KiOepaTak. Y CBITi, Ji¢ 3arpo3u 3pOCTal0Th IIOIHS, e(PEKTUBHI METO/IM BUSBIICHHS BPa3JIuBO-

CTeH CTalTh X 000B'SI3KOBOIO HEOOXITHICTIO [3]. BusiBieHHs nux Bpa3iauBocTel y BIacHUX iHpop-

MamiiHUX CHCTeMaX — MEPIIMK KPOK /10 iXHBOTO e)eKTHBHOTO 3aXUCTy. TOMY KOPOTKO PO3IIITHEMO
JesiKi 3 HOBHUX MIOXOMIB, IOAO BHSBIEHHS BPa3IMBOCTEH 1 po3poOLi crparerii s iXHbo-
IO HErallHOTO MapUpPyBAHHS.

Memoou sussienns epasiueocmell.

o (CKamnyeaHHs nopmis ma aHaiz epaziueocmell: aBTOMaTH30BaHi 3ac00M MOXKYTh TpoaHai-
3yBaTH «BIAKPUTI HOPTW» Ta BU3HAYUTH HOTEHI[iIHI TOYKH BXOJY JUIS aTak.

o CmamuyHui ma OUHAMIYHUN AHANI3 KOOY: BUSBIICHHS BPa3JIMBOCTEH BHKOPHCTOBYBAHOTO
[13, gepe3 aHaii3 BUXiTHOTO KOXIY, JO3BOJISIE BUSIBUTU BPA3IUBOCTI, SKi MOKYTb OyTH BH-
KOPHCTAaHi JUIi BTOPTHEHB/aTaKH/BUTOKY JaHHX.
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o Cucmemu eusenenns lnmpanem-3aepo3: MOHITOPUHT BHYTPILIIHBOTO CETMEHTY MEPEXi JIIs
BUSBIICHHSI aHOMaJIbHOT MEPEKEBOI aKTUBHOCTI Ta MOTEHLIIMHUX 3arpo3 Oe3MeKu.

o FEthicalhacking ma Penetrationtesting: eTUMHUNXAKIHT (ICHTECTIHT) Il BUSIBIICHHS 1CHY-
I0OUMX BPa3JIMBOCTEN 3 METOIO iX MOJAJIBIIOI0 YCYHEHHs (B Mexax ayauty 1b).

3.2 Cmpame?zii 3axucmy 610 pizHUX munie Kibepsazpos
Bazamowapoesuti nioxio do zaxucmy:

o Cucmemu 8uA61IeHHA Ma 3aXUCMy. BCTAHOBJICHHSA IHTETPOBAaHUX CHCTeM Oe3NeKu AJs BU-
ABJICHHS Ta OJIOKYyBaHHA aTak B peanbHoMy 4aci (IDS/IPS/DLP/Honey Net T0110).

o Dinbmpayin mpaghiky: BUKOPUCTAHHS CUCTEM (inbTparii 1 OJ0KyBaHHS HEOE3MEUHUX
MakKeTiB Tpadiky Ha Pi3HUX PIBHIX/CETMEHTaxX Mepexi (proxy, firewall, IPS To1mo).

Ceemenmayis ma i3014Yis pecypcis:

o Jleneeysanns npas docmyny: OOMEKEHHS JOCTYITY JIO BaXKIUBUX PECYPCIB 3a JJOMOMOTOO
neneryBanHs npas (firewalls, biomempuuni cucmemu, cucmemu 3axucmy 6i0 HeCaHKYioHO-
BAHUX Oll, BNPOBAONCEHHS ANCOPUMMIE BUKOHAHHS CYMICHUX OTUl ma iH.).

3.3 3axoou i3 3abesneuenns cmivkocmi IC 0o kibepamax
3abe3neuenns criikocTi IC 1o kibepartak — 11e HE0OXiaHA MepeayMoBa Ul 30epekeHHsT KOH-

(biIeHIITHOCTI, IITICHOCT1 Ta AOCTYmHOCTI naHuXx. CydacHHM KiOEpmpoCTip BUMarae BiJl opraHiza-
il MOCTIHO BJIOCKOHAIIIOBATH CBOi CTPATETii 3aXUCTy Ta BXXKMBATH KOMILICKCHHUX 3aXO/I1B JJIsl 3aB-
YacHOTO MapupyBaHHS iCHYI04HX 3arpo3 Ib.

e 3axucm 6i0 eHympiwHix 3a2po3. Po3poOka Ta BIpoBaKeHHS e(EeKTUBHOI KOPIOPATUBHOI
nosituke 16 (I11B), BKiIrowaroun oOMeKeHHS JJOCTYIY Ta MOHITOPHHT BHYTPIIIHIX KOpPHC-
TyBauyiB, CTA€ BAYKIIMBUM €TAIIOM Yy MOMNEPEIKEHHI MOXKIIUBUX 3arpo3 3CEpeIuHH.

e BuxopucmauHsa cy4acHux cucmem eusaeieHHs 3aepo3. CUCTEMH BUSBICHHS BTOPTHEHb Ta
aHOMaJIiii 103BOJIIIOTh BUACHO BUSIBJISATH Ta pearyBaT Ha HeOe3meuHi akTUBHOCTI. Buko-
PUCTAaHHSI IITYYHOIO 1HTEJEKTY Ta MalIMHHOrO HaBuaHHs (AI/LM) no3Bonsie aBromartusy-
BaTH MPOLIEC BUSBIICHHS HABITh HAUCKIIAHIIINX Kibep3arpos.

o 3axucm mepedici ma 3axucm yMo8Ho20 «nepumempyy oesnexu. MixmepeskeBi 0ap’epu Ta
3aXUCT «30BHIIIHBOTOY» TEPUMETPY Oe3MeKd, BU3HAYAIOTh YMOBHY IEPIIY JIIHIIO 3aXHUCTY.
Bonu BrIIIOYaroTh B cebe BUKOPHUCTAHHS firewalls, cuCTeM BUSBIICHHS BTOprHeHb (/DS) Ta
3acobm (impTpamii Tpadiky (kopropatuBHi proxyraDLPTomio) mis OJIOKYBaHHS MOMKIJIH-
BUX aTaK/BUTOKY JIaHUX Ha PiBHI MEpexi.

o Vnpaeninua oocmynom ma asmenmugpixkayisn. 3abe3neUeHHs CTIHKOCTI BKIO4Yae B cebe
TaKOX BIPOBAKEHHS €(PEKTUBHOI CHCTEMHU YTPaBIIHHS TOCTYNMOM Ta OaratodakTopHOi
aBTeHTH(}iKawii. [{e 103BossIE OOMEXUTH AOCTYI 0 YYTIUBOI iH(pOpMAIIl Ta YCKIaJIHIOE
MOJIMBI aTaKd Ha 00JIIKOBI 3alMCH KOPUCTYBAYiB.

o Peeynsapui ayoumu cmany oesnexu ma onoeiennsi [13 ma I11b. TIpoBeiIeHHS cUCTEMaTHY-
HUX ayJUTIB MOTOYHOTO cTaHy Ib [uist BUSBIEHHS ICHYIOUMX BpPa3IMBOCTEN Ta HEBUKOPHUC-
TaHUX MOXKJIMBOCTEH € KIIFOUOBHM acIlleKTOM Oe3TeKH. PerynsipHe OHOBJICHHS MPOTrPaMHO-
IO Ta anapaTHOTo 3a0E3MEeUYCHHs 103BOJISIE YCYyBaTU BUABIICHI BPA3JIMBOCTI Ta HMiATPUMYBa-
TH CUCTEMY B aKTyallbHOMY CTaHi.

3.4BnauepieHio mexHol02I4H020 PO38UMKY Y 3abesneqenni Ib

TexHoIoriuHUN PO3BUTOK € HEOJAMIHHUM (PAaKTOPOM BILIUBY Ha piBeHb Oe3neku cydacHux IC.
ITocTitinmii iporpec y raimy3i iHpopMamiitaux TexHosorii (IT) cTBoproe HOBI MOKIMBOCTI IS 3a-
OesreueHHs Ib Ta BUMarae Bij opradi3amii MOCTIHHOTO aJanTyBaHHS JIO 3MIH Yy KiOEpIpOCTOpi.
Tox KOPOTKO pO3IIITHEMO OCHOBHI 3 HAMOLIBII MEPCTIEKTUBHIX TEXHOJIOT1H:

o [llmyunuu inmenexm ma mawunne nagyanus (Alma LM)
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3acrocyBaHHs TexHoJori A/ Ta LM B ramy3i kibepOe3neku J03BoJIsi€ aBTOMAaTU3yBaTH BUSIB-
JICHHS Ta aHaJli3 aHOMaJlii B Mepekax. AJTOPUTMHU MAIIMHHOTO HABYAaHHS MOXXYTh HIBHJIKO ajar-
TYBATUCS 10 HOBUX THIIIB 3arpo3, 3a0e3neuyroun 0inbi e(peKTUBHUI 3aXHUCT.

o buokuelin 0na 3a0e3neyenns «iMyHimemyy 00 3MiH

TexHomorist 6JIOKYEHH BH3HAYAETHCS CBOEIO ACTICHTPAJII3AIIEI0 Ta HEMPOHUKHICTIO JI0 3MiH.
VY chepi xibepOe3nekn, BOHa MOKE CITY’)KATH OCHOBOIO JUISI O€3IeYHOro 30epiraHds Ta 0OOMIHY KOH-
¢dinenmiitHol iHGopMalii, 3amobirarouy aTakam Ha [EHTPaTi30BaHl CUCTEMHU.

o Ksanmosa obuucnenns ma mexnonoeii sipmyanizayii npoyecie (VR)

3 PO3BUTKOM KBAaHTOBUX TCXHOJIOTiii BUHHMKA€ MOMJIMBICTh Y HOBHX METOJaX aHaJ3y Mepe-
xeBoro Tpadiky, BipTyamisanii npoueciB, KaCKayBaHHs 00YMCIIIOBAIBHUX MOXKIUBOCTCH Ta KPHII-
TorpadigyHOro 3axucty AaHuX. KBaHTOBI KOMIT'IOTEPH MOXYTh «3J1aMyBaTH» TPaAUIiiiHI KPUITO-
rpadgiydi aNTOPUTMU, TOMY CTBOPEHHSI HOBUX KBAHTOBO-CTIMKHX 3aXMCHHX METOJIIB, JeAayl CTae
BCe OLIBII aKTyaIbHUM 3aBlaHHsM Ib.

o [umepnem peueil (IoT) ma xibepizuuni cucmemu

Posmupenns IHTepHeTY pedeil mependadae 10JaBaHHS Ta W MaHIMYJIIOBAHHS BETHYC3HUMH
o0csiraMy 10AAaTKOBUX JTaHMX, 10 MOTPEOYIOTH iX eheKTUBHOro 3axucty. Po3BuTOK KibepdiznuHmx
CUCTEeM J103BOJIsi€ 00’eqHAaTH B c0o01 (i3MyHMi Ta Kibep- CBITH, BUMaralo4u MpH LbOMY BIIPOBa-
JDKEHHS IHHOBAILIIMHUX TEXHOJIOTINA I METOIIB OE3IIEKH.

o Cnpowenns ynpasninus oeznekoro uepes Cloud Security

BuxopucTtanHs CyKyImHOCTI XMapHUX TaV/RTEXHOJIOT1H 103BOJIsI€E KOMIIAHISIM 30CepeaUTHCS Ha
BJIOCKOHAJIEHH1 CTpaTeriii Oe3IeKu, ajpke aJMIHICTpPYBaHHS Ta OHOBJICHHS 3aXUCHUX CHUCTEM MOXKeE
OyTH 3a1iICHEHE IIEHTPai30BaHo [4].

4. BucHoBknu

1. Ha cporoguimHii J1eHb KiOep3arpo3u CTBOPIOIOTH 3arpo3u Jisi KOHQIACHIIHHOCTI, IiIic-
HOCTI Ta JOCTYMHOCTI iHpopMalii. 3pocTaHHs 3aJ€KHOCT1 CYCHIJILCTBA Bl MOTOYHOTO PiBHS PO3-
BUTKY ¥ BrpoBakeHHs [T migkpeciroe akTyanbHICTh mUTaHHs 3axucTy IC Bia kibep3arpos.

2.1IpoBeseHo aHaNi3 BIUIMBY Pi3HUX TUMIB Kibep3arpo3 Ha IC Ta po3risHyTi OCHOBHI cTpaTe-
Tii 040 iX 3aXUCTY. 3alPOTIOHOBAHO OIJISIT HOBUX TEHJACHINHN y KibepOesmneli 1 IeIKuX 1HHOBaIlii-
HUX TIIXOMIB 3 MHUTaHb 3aXUCTy BiJl HOBUX 3arpo3. [limkpecieHo HasBHICTH HEPO3PUBHOTO B3ae€-
MO3B’sI3Ky IUTaHb TEXHOJIOTIYHOTO PO3BUTKY M (PAaKTUYHOIO CTaHy MOKJIMBOCTEH 13 IB.

3. [Tiakpecneno HEOOX1AHICTH MOCTIMHOTO OHOBIICHHS M afanTarii AiF0UnX CTpaTerii 3aXUCTy
JI0 3pOCTar040i CKIAAHOCTI Kibep3arpo3. 3BEpHEHO yBary, 1o 3axuct [C Bumarae oJJHO4acHOIO Mo-
€/IHaHHS BIPOBA/KEHHS 1HHOBALIMHUX TEXHOJOTH, TTTMOOKOrO PO3YMIHHS CY4aCHUX TEHJEHIIN
kibepbe3neku Ta rodalbHOI criBIpali i eeKTUBHOI TPOTHAIT aKTyaTbHUM KiGep3arpo3am.
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The influence of different forms of cyber threats on the stability of information systems: analysis and protection strategies
Abstract. This work is dedicated to the further investigation of cybersecurity issues in the context of the ongoing development of the
current information industry. Starting with an overview of various forms of cyber threats, the article examines the analysis of
their impact on the privacy, integrity and availability of information. The critical dependence of modern society on information tech-
nology makes the topic of protection against cyber threats extremely relevant. This work offers an in-depth analysis of the growth in
the number and complexity of cyber threats, which requires constant improvement and updating of protection strategies against them.
An important stage of coverage of the topic is the analysis of the impact of various forms of cyber threats on information systems.
The main types of phishing and social engineering are considered, as well as the consequences of exposure to viruses, Trojans
and other malicious programs. A detailed review of these aspects allows us to highlight the key issues and dangers that arise in the
context of cyber threats. Also, the article contains materials devoted to various protection strategies. It examines eftective strategies
for protecting information systems, including identifying vulnerabilities, using multi-factor authentication, and measures
to ensure resilience. The general conclusions of this work summarize the need for constant updating and adaptation of protection
strategies in relation to the growing complexity of cyber threats in the world of rapid technological development. In general, this
work is another step in understanding the essence of the challenges associated with the issue of ensuring cyber security in the modern
information society.

Keywords: Impact, Cyber Threat, Analysis And Protection, Resilience Of Information Systems, Protection Strategies.
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