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Abstract: This work presents the results of modeling attempts at unauthorized extraction of steganocontent (halftone test
images) under the condition of selective compromise of each of the two active processing parameters of the source array
series of base blocks (BB) of content, i.e.: - the scheme scanning of BB series and the spatial processing of BB. The current
program version ensures consistent realization of the main stages of content processing with the necessary settings parame-
ters. As part of the modeling, it is suggested that the attacker has correctly identified one of the two current content pro-
cessing parameters. Several modifications of the main schemes scanning of BB series and the spatial orientation of BB (rota-
tion and horizontal mirroring) as an additional mechanism to counteract attempts of illegitimate content extraction are con-
sidered. The modeling was conducted on the examples of three types of images: - portrait, landscape, and mnemonic scheme.
Manipulations with the spatial orientation parameter of BB strengthen the opportunities to counteract attempts at unauthor-
ized data extraction. Characteristic quantitative and time histograms for different dimensions BB of content, changes in the
peak of value signal-to-noise ratio for different types of schemes scanning BB series are presented, and samples of attacked
test images are presented. The analysis and generalization of the main differences in the attack results using different parame-
ters of the spatial processing of BB and ways of scanning series of BB of image-content are performed. Attention is drawn to
the fact that the use of two active processing parameters of the source array of BB series is an effective and computationally
«simple» means of counteracting attempts at unauthorized data extraction. The relationship between the stage of prepro-
cessing the source content and the parameters of the formed arrays BB is emphasized. It is concluded that the introduction
into the structure of the data extractor key, the elements of «The state of scanning» and «The spatial processing of BBy,
strengthens the overall capabilities to counteract attacks. The used processing parameters of the source array of BB series
determine the structure of visual artifacts of attacked images but do not produce a simple solution to identify the attacked
image at the level of classifying the type of source images. Prospective directions for further modeling of the main protection
mechanisms within the proposed algorithm concept are indicated.

Keywords: Content, Steganography, Encoding Series Lengths, Images, Scanning, Spatial orientation, Encoding with
transformation, Encapsulation, Data extraction.

1.Introduction

One of the most effective directions to ensure the hiding of the facts of information transmis-
sion and storage is the use of various steganographic methods that make it possible to use the prop-
erties of digital content to ensure more effective solutions to the issues of hidden transmission, stor-
age and protection against unauthorized extraction of target information. Regardless of the used ste-
ganography direction, it is necessary to ensure the minimization of unmasking anomalies of the data
carriers (containers) applied and maintain a given level of content resistance to attempts of its unau-
thorized extraction, and in some cases, also resistance to attempts of deliberate container distortion.

When hiding (encapsulating) in digital images any other information (in this case, images),
there are certain distortions of these objects - data carriers. Through the use of balanced settings of
the data encapsulation algorithm, it is possible to ensure the level of distortion of the used container
images at a level below the threshold of sensitivity of the human visual system. This ensures the
actual absence of noticeable anomalies in information carriers, complicates the work of a ste-
ganoanalyst, and introduces the necessary balance between the preservation of characteristic proper-
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ties for the type of container used and the amount of permissible distortions acceptable for a given
type of hidden content (hereinafter referred to as steganocontent) [1-2].

Undoubtedly, the number, structure, and manifestation intensity of artifacts of the image-
content encapsulation process and the consequences of attempts to illegitimately extract, always
depend on the processing modes chosen for them at all stages of the current prototype steganoalgo-
rithm [3-4]. When processing container and content data, different processing modes can mostly be
used, both the same type (symmetric) processing modes and modes that implement different data
processing parameters (asymmetric) [2].

Such differences can include: the size of blocks (fragments) of the source images; parameters
of pre-processing of data arrays of the container and content; criteria for evaluating the significant
information of containers and content; differences in implementations of accelerating computing
procedures, etc. Based on the totality of these differences, different effects can be obtained on the
same types of source data [5] from the point of view of the visibility of image artifacts and individ-
ual parameters of the entire algorithm based on the results of the performed steganographic inser-
tion. According to the concept of the being created algorithm [2], for authorized content extraction,
information is required regarding the current data multiplexing parameters at both main security
levels (inter-block and intra-block) [4,6], both for content and for the container. All this information
is contained in the structure of the composite key of the data extractor, where each of its elements
determines the current processing modes of the steganocontent and container [2]. Violation of each
of its individual elements of the extractor key structure and/or the current parameters (values) leads
to the impossibility of content extraction [7], or its significant distortion [4,8-9].

2. Main part

The main purpose of the paper is to summarize and compactly compile the results obtained
during the cycle of modeling various scenarios of content attack that counteracts attempts at its un-
authorized extraction, by using the use of different scanning schemes of base block (BB) series and
spatial transformation schemes of BB of an array of image-content series when imitating a condi-
tional attack of steganocontent, in the assumption that the attacker managed to determine the current
parameters of content processing [10], which are implemented at 2 main levels of protection (inter-
block and intra-block, Figs. 2-4 [4]) of the investigated steganoalgorithm.

Within the scope of the conducted modeling, the most indicative (from the point of view of the
clarity of the obtained consequences) parameters of the settings of the current algorithm [8,11-12]
were used, which facilitates the general perception of the observed processes and the evaluation of
the character and structure artifacts of the attacked images.

The current method of organizing the scanning of BB series [6] is determined by the corre-
sponding element in the data extractor key structure (element Ne2 in Table I [8]). The characteristic
results of the attack (attempts at unauthorized extraction) of the test image-content when imple-
menting some scan schemes are presented in works [8,13]. The work [14] presents the results of
unauthorized content extraction attempts when implementing the two-pass scanning mode (i.e.,
through block sampling) of BB series for a test image of the «portrait» type.

In Fig. 2 presents the results that characterize the total number of BB and the average length
of series BB for scanning schemes shown in Fig. 1. The imitation modeling of the test content at-
tack was carried out for four image block dimensionality: 4x4, §x8, 12x12 and 16*%16 elements. It
should be noted that all the scanning ways (Fig.1) are not computationally complex, but they can
significantly complicate the attacker's «work», increasing the overall protective potential of the al-
gorithm [8,13].From Fig. 2 shows that an increase in the dimensionality of the blocks leads to a
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sharp decrease (comparison of the blue and red histograms) in the number of BB image series [12],
for all the considered scan methods (Fig.1).

The use of blocks of large dimensions (red histogram in Fig.2) virtually eliminates the differ-
ence in the number of BB series for different scanning methods. In other words, the indicator char-
acterizing the number of series to be formed depends on the operating parameters (scanning multi-
plicity) and scanning scheme and decreases with increasing BB dimensionality [11].
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Fig. 1- The researched scanning schemes (b-f) and sample test image (a).
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Fig. 2. The total number of obtained BB and their average series length from different
scanning schemes and block sizes (for test sample (a) in Fig. 1)
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It should be emphasized that the two-pass modification of the scanning (var. (d,f) in Fig.1)
during the first scanning of the source content array involves the sequential sampling of all odd
blocks (red markers in samples (d,f) in Fig.I), and during the second pass/scanning, all even blocks
of content (blue markers).

The use of a two-pass scanning (Fig. 1, var.(d,f)), according to the indicators of the formed se-
ries of BB and their lengths (Fig. 2), compared to the use of a random scanning mode (var. (b)),
gives the closest results, and for all «practically interesting» (8 and 12 el.) dimensions of the blocks.

At the same time, the visual fragmentation (destruction of the structure) of the attacked con-
tent for the above cases is significantly different (see Fig.4in work[11]).

The random mode of scanning BB series (Random), in the case of a successful attack of
2 levels of protection at once [13], provides much greater fragmentation of the source content (see
Fig.3 [8]), but significantly increases the total processing time (Table 1).

With the use of «difficult» scanning ways and modes (in this case, two-pass and/or random
scanning), the effect of visual fragmentation of the source content increases, namely, the number of
formed series of BB increases. From the point of view of multiplexing combinatorics, this looks
very good, but in doing so, unfortunately, it increases the computational complexity of the proce-
dures at the 2nd level of protection, which is an undesirable effect that contradicts the general trend
of reducing the computational complexity of the entire algorithm as a whole [2]. First of all, this
concerns the implementation of coding procedures with transformation [5], immediately before the
implementation of the procedures for multiplexing the average brightness parameter of the BB at
the 2nd level of protection (step Ne6 in Fig.1 in work [13]) of the experimental algorithm.

Table 1 - Execution time for different scanning schemes and dimensionality of BB.

Execution time in the second [sec]

Block 4%x4 36 0,08 0,2 0,08 0,13
Block 8x8 2,22 0,01 0,04 0,02 0,03
Block 12x12 0,53 0,001 0,012 0,008 0,013
Block 16x16 0,16 0,006 0,007 0,005 0,012

The characteristic values of the execution time of different schemes scanning of BB are pre-
sented in Table 1. Based on the obtained results, the following can be stated:

- the execution time of the scanning schemes of BB series depends on the dimension of the
blocks, the type of image, and, accordingly, the number of BB series to be formed,

- the total time of data processing procedures decreases when increasing the dimension of BB;

- application of the «Random» scanning scheme requires more time for all dimensions of
blocks, and, compared to other scanning methods, this difference is very significant;

- the use of the multiplicity mechanism in the scanning schemes increases the number of logi-
cal procedures that are implemented within the corresponding instructions, which leads to an in-
crease in the total processing time (for example, comparing «Snake-2» and «Double Snake-2);

- the time of implementation of «simple» scanning schemes (rows, columns or spiral, etc., see
Fig.3(a-e) in [8]) is much shorter than for «complex» schemes (var. (b,d,f)). However, the latter
significantly complicates the attacker's ability to localize the vector of potential searches relative to
the implemented scanning scheme.
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Table 2 presents the PSNR values (Peak Signal-To-Noise Ratio - PSNR) which correspond to
some samples of attacked content presented below in Fig. 4.

The analysis of the structure and intensity of the manifestations of artifacts of the attacked im-
ages (Fig. 4) shows that even the existence of acceptable PSNR values (PSNR > 28+30 dB [7]) does
not completely guarantee the successful identification of objects scene on all used in the course of
modeling scanning schemes.

It should be emphasized that usually the value of PSNR ranges from 20 to 50 dB, i.e. the
higher the value, the closer the restored image is to the original.

In Fig. 3 presents a visualization of the obtained difference between the original and recov-
ered (i.e., illegally extracted) images at different dimensions of BB and ways of the series scanning
for both types of test images. In this case, the more brightly the point and/or fragment of the im-
age (samples (a-d)), the bigger the difference between the «hacked» content and its original.

Accordingly, than the indicated darker the element/fragment, the nearer its recovery parame-
ters are to the original values. It should be emphasized that all the images shown in Fig.3 show at-
tempts to falsely restore content by using a «by row» scanning scheme (see var.(a) in Fig. 1 in
work [8]). Characteristic examples of unsuccessful selection of the current parameters of series
scanning under the condition of simultaneous compromise of the other two levels of protection of
the experimental algorithm are presented in works [8,11,13-14].

However, two important circumstances should be taken into consideration: - the type of con-
tent being processed and the degree of complexity of the reverse compilation of the source content
during the attacker's attempts to «work» with the compromised data array [8,13]. From the point of
view of the complexity of reverse compilation of the source content, it is worth highlighting the
scheme of scanning that implements the «Zigzag» principle (var. (e,f)) this scheme provides the
greatest visual fragmentation of the content and makes it impossible for the attacker to obtain indi-
rect instructions regarding the implemented method scanning of BB.

Compared to the «Snake-2» principle, which is characterized by pronounced visual transpar-
ency, the «Zigzag» scheme is an effective solution to complicate the reverse compilation, provides
the greatest visual fragmentation of content, and deprives the attacker of indirect clues in the part of
the implemented method of scanning of BB.

The variant of the random scanning scheme is not considered as a priority (from the point of
view of the degree of visual fragmentation of the content), due to the decrease in the average length
of the formed series (Fig. 2) in the most balanced, from the practical point of view, range of block
sizes (from 8 %8 to 12x12 elements, Fig. 2) and significant time losses (Random in Table I), which
are the result of the features of this scheme, this variant of the scanning scheme will be considered
in the next part of the research.

Summarizing all of the above, it can be argued that the scanning schemes that implement the
«Zigzag» scheme combine in the best way the structural features that are inherent for images of the
city type and provide the best conditions for maximizing the difficulty of attempts to unauthorized
reverse compilation of the source content. In addition, the possibility of implementing different
«Zigzag» schemes (for example, «starty at different points and/or through block scanning) addi-
tionally increases the combinatorics of the corresponding element in the integrated structure of the
extractor key [8]. Thus, even in the case of compromise of the main protective mechanisms at two
multiplexing levels at once [4,13], the use of various variations of the «Zigzag» scanning scheme
allows to successfully counteract attempts to unauthorized content extraction.

The next stage of the research was focused on modeling possible attack scenarios (step Ne3
in Fig.1, [4]), relative to two constituent components of the integrated data extractor key structure
(Fig.1 in [8]): -an element that defines the current scanning scheme of BB [15]; -an element that
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defines the current implementation of the spatial processing of BB of the content series length array
(this is a new element).

)
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Fig. 3 - Visualization of the difference between the original and attacked content (Landscape)
for different scanning ways
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In Fig. 4 presents test samples of halftone images that are characteristic of 2 different types of
content (portrait and mnemonic scheme) and the essence of the manipulations used with the spatial
orientation parameter for all formed series (see step 3 in Fig. 1 in [4]), which were used during the
modeling cycle.

a) Test Image (Portrait) b) Test Image (Mnemonic Scheme)

The source array of BB series of content
F = Fl | F
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An array of BB series after the spatial processing
¢) An example of the spatial processing of BB in the used scanning schemes

Fig. 4 - Samples of test images (a, b) and the used scheme for the spatial processing of BB (¢)

Before starting the modeling, it was suggested that the parameter use of the spatial orientation
of BB could introduce its own contribution to the distortion structure of the attacked image and de-
termine the further course of events, regarding the «success» of attempts to unauthorized extract
and 1identification of the target content. That is, the introduction of different schemes of the spatial
processing of BB of the source images can strengthen the general combinatorics of the integrated
structure key of the data extractor [2]. Therefore, even in the case of compromise of the main pro-
tective mechanisms at both levels of multiplexing [2,4], the application of different schemes of the
spatial orientation of BB will allow us to successfully counteract attempts of illegitimate content
extraction. In accordance with the idea, when encoding content, for all odd base blocks, the blocks
are rotated to the left by 90° (marked as Rotate 90°), and for all even base blocks, their horizontal
mirroring (Mirror) is performed. Thus, after the formation of the array of BB series, when using the
appropriate scanning scheme (in Fig. 4, marked as «The source array of BB series ...»), there is a
change in the source orientation of BB in such a way that all neighboring blocks of the resulting ar-
ray (in Fig. 4, marked as «An array of BB series after...») have a different spatial position. At the
same time, as follows from Fig.4, the simplest test encoding scheme was used, which is repeated
without changes for each subsequent pair of BB.

Taking into consideration the possible combinations/consequences of the attack which are
implemented in relation to the two elements indicated above (scanning and spatial orientation of
BB), the general modeling scheme is as follows:
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1 - Successful selection of the scanning scheme, but an error in the spatial orientation of BB;
2 - Successful selection of the spatial orientation of BB, but an error in the scanning scheme.

Test image (Fig. 5(a)) Test image (Fig. 5(b))
& kT4 T A

Successful selection of the scanning scheme, but an error in the spatial orientation of BB

a) Em‘admg «Random» s rotate and mirror BB
Afttack: «Snake-1», WITHOUT the spatial processing of BB;

Successful selection of the spatial orientation of BB, but an error in their smnnmg scheme

b) Encadmg «Random» + rorare and mirror BB,
Attack: «Rows» + rotation and mirroring BB;

Fig. 5. The results of content recovery when different combinations of attacks (BB 12x12 el.).

The corresponding results of modeling attempts at unauthorized content extraction, presented
in Fig. 5, were obtained when the same parameters of the algorithm [2]: - the dimension of image
blocks; - the dimension of the smoothing matrix; - the smoothing method; - the parameter value
of Pz. In addition, it is important to emphasize that the same Pz values were used at the stages of
content pre-processing and the formation of the array of BB series.

In Fig. 5(a) presents the results of attempts to unauthorized extract test images in the assump-
tion of correct selection of the series scanning active scheme and an error in the parameters of the
spatial orientation of BB when using the average values of the dimensionality of BB and the value
of Pz for the smoothing mask 3 x3 el. [2]. From the sample in Fig.5(a), it is clearly visible that the
errors of spatial positioning of the image blocks for both scannings are practically invisible in
lengthy and low-information image fragments (see the attacked image for the test image type
«Mnemonic schemey). This feature of processing is by no means a «weak» side of the algorithm
used, since in highly detailed image areas, the process of fragmenting a series of similar blocks
demonstrates all the necessary qualities. That is, in these areas, the necessary decompilation of con-
tent is supported, which makes further identification of image objects impossible.
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In Fig. 5(b) presents the results of attempts to unauthorized extract test images, assuming that
the attacker successfully selected the current parameters of the spatial orientation of the formed BB
(Fig. 4(c)), but made a mistake when restoring the current scheme scanning series of BB. That is, in
this case, the attacker correctly determined the dimensionality of BB and the current spatial orienta-
tion scheme of the available BB, but made a mistake in the part of the implemented scanning
scheme, namely: - the attacker used the «Rows» scheme for the initial «Random» scanning. In other
words, the samples presented in Fig. 5(b) reflect the situation opposite to the one presented earlier
in Fig. 5(a). The analysis of the samples presented in Fig. 5(b) allows us to state that the distortion
structure and fragmentation intensity of the attacked images of unauthorized extracted content dif-
fers significantly from the results obtained when imitating the conditions of successful selection of
the current parameters of spatial orientation of BB (Fig. 5(a)).

As revealed by the analysis of the presented results in both attack scenarios, the uncompro-
mised part of the extractor key elements (highlighted in blue letters in Fig. 4) plays a critical role in
preventing further identification of objects in the unauthorized extracted content. This testifies to
the effectiveness of the protective measures that are applied to the elements of the extractor key and
indicates their importance for preserving the integrity and confidentiality of data. However, it is im-
portant to note that the used scheme scanning «Random» may allow an attacker to partially identify
the content in case the attacker is able to pick up the current series scanning scheme but makes a
mistake in the current scheme spatial processing BB.

This indicates the need for further measures to improve security, in particular, the choice of
the most complex and secure scanning schemes («Zigzag» or «Double Zigzagy) and/or spatial ori-
entation of BB, it is recommended to set more secure algorithm parameters, use images of a differ-
ent type and different pre-processing options to create optimal starting conditions for improving
both the performance of the algorithm and providing more effective protection to complicate the
process of identifying confidential information (for example, in the «Mnemonicy type image in
Fig. 5, it actually deprives the attacker of the ability to classify the type of content extracted).

The solution to this problem always requires careful analysis and selection of optimal algo-
rithm parameters (in this case, scanning schemes) which will ensure a high level of security and
make it impossible for attackers to gain access to confidential information.

In Fig. 6-7 presents a visualization of the existing difference between the original and the re-
stored (i.e., illegally extracted) images for the above smoothing parameters[2], but in conditions of
simultaneous error in determining the current scanning parameters and spatial orientation of the
available BB (i.e., false rotation and mirroring of the BB (see Fig. 5(c)).

In this case, the more brightly a point or any image fragment (samples (b) and (d) in Fig. 6),
then the greater the difference between the attacked content and its original. Accordingly, the darker
the specified element or fragment, then the closer its recovery parameters are to the original image
values (the brightness level of the original elements). Characteristic examples of unsuccessful selec-
tion of the current parameters of the scanning series without any manipulation of the spatial orienta-
tion of the available BB, in the conditions of simultaneous compromise at once of 2 main levels of
protection (inter-block and intra-block), presented in works [8,11,14]. Comparison of the image
samples in Fig. 6(b,d) with their originals demonstrates that even the presence of a large number of
dark elements in the «hacked» content does not contribute to the successful visual identification of
scene objects (although the obtained PSNR values do not exclude this possibility [15]).

When analyzing the structure and intensity of distortions (the difference in brightness between
the original and restored elements) of the attacked sample of the «Portrait» test image
in Fig.6(b,d), the following conclusions can be drawn.
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When using the «Random» scanning scheme, the interconnections between neighboring
blocks are strongly destroyed, which is characterized by a large number of small details (high-
frequency components in spectral analysis [5]). This area with the structure of existing distortions
(fine grain) differs from the rest of the peripheral part of the image. It is noticeable that in this case,
the structure of the «grain» of recovery errors is proportional to the dimensionality of the blocks
used. This confirms the presence of a large number of BB with a single or very small length of the
formed series of BB.

Test image (Portrait)

b) Difference between the original and attacked images
(for the case of «Portraity, BB 12x12 el., Pz = 3)

¢) Attacked image (Portraif) d) Difference between the original and attacked images
(BB 12x12el., Pz=35) (for the case of «Portraitn, BB 12x12 el., Pz = 5)

Fig. 6. Distortion structure of a test image of the «Portrait» type with a simultancous error
in determining the scanning and the spatial orientation of the BB

In Fig. 7(b), special attention should be paid to the area of the image, which is highlighted
with a yellow marker. In this example, the yellow marker outlines the image fragments with the
most noticeable distortions, which correspond to the least informative content areas: 1 - the back-
ground of the image; 2 - the area with captions and schemes on the mnemonic scheme. That is, in
these image fragments, the «work» of the algorithm to form «long» series of BB is most noticeable.
In other words, within the limits of the «yellow area» in Fig. 7(b), mostly there are blocks that are
very close to their source content, which is not the case with the results of the visual evaluation of
the attacked samples (in Fig. 7(a) and (c), highlighted in red).

Thus, the used processing algorithm ensures the lowest level of distortions in the structure of
BB, which form highly detailed fragments of images, realizing content protection in these areas due
to the implementation of appropriate scanning schemes and changes in the spatial orientation of ex-
isting BB. Moreover, the attacker's mistake in the two specified parameters at once only increases
the overall effect (the lower thumbnails marked with a red frame in Fig. 7(a,c)).
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Test image (Landscape)

-
e

b) Difference between the original and attacked images
(for the case of «Munemeonic schemen», BB 12x12 el., Pz = 3)

£ 5§ e ¥ T T = )

a) .J.f;:ckerf image (Mnemonic scheime)
(BB 12x12 el., Pz=3)

¢) Attacked image (Mnemonic scheme) d) Difference between the original and attacked images
(BB 12x12 el., Pz =5) (for the case of «Mnemonic scheme», BB 12x12 el., Pz =3

Fig. 7. Distortion structure of a test image of the «Mnemonic scheme» type with a simultaneous
error in determining the scanning and the spatial orientation of the BB

3.Conclusions

1. The conducted modeling is of a demonstration nature and should confirm the main assump-
tions regarding the selected data processing modes at each stage [4, 11], as part of implementing the
general concept of creating a low-resource hybrid steganoalgorithm [2].

2. The conducted simulation allows us to visualize the consequences of using different attack
schemes (attempts of unauthorized extraction) of steganocontent under the condition of selective
compromise of each of the two current processing parameters of the output array of BB content se-
ries, i.e.: - the scheme scanning and the variant of spatial positioning of existing BB.

3. The use of different scanning schemes highlights the importance of supporting the neces-
sary compromise between: - the complexity of implementing one or another scanning method and
its capabilities, in relation to countering unauthorized content extraction attempts and reducing the
total number of series, as a pledge of the process of reducing the computational complexity of the
entire algorithm [2].

4. The structure of the artifacts of the attacked images does not allow identifying the obtained
content samples, at least at the level of classifying the type of source images (Figs. 6-7).

5. The conducted modeling confirms that changes in the spatial orientation of the formed BB
are an effective tool to counteract attempts of unauthorized content extraction, even if successful
selection of the current BB scanning scheme.
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6. The introduction in the structure of the extractor key [8] of a new element that is responsi-
ble for the spatial processing of BB (Fig. 5(c)) allows us to reduce the requirements for the com-
plexity of the used schemes of scanning, which is an important component within the chosen con-
cept of implementing a low-resource hybrid steganoalgorithm.

7. Errors in the spatial orientation of content blocks in low-information image fragments are
practically imperceptible, but this is not a «weak» side of the used algorithm, since in highly de-
tailed image areas, the necessary decomposition of the source content is maintained, which makes
its further identification impossible.

8. The used data processing modes provide a low level of distortion in the BB structure,
which forms highly detailed image fragments, implementing content protection in such areas due to
the use of appropriate scanning schemes and spatial orientation of the available BB. An attacker's
mistake in both of the mentioned parameters increases the overall destructive effect (i.e., content
fragmentation).

9. The used method of scanning BB content series determines the nature and structure of the
distortions of the attacked images and determines the further course of events regarding the success
of unauthorized extraction attempts and the identification of target content.

10. From the obtained results, it can be seen that even a successful selection of current data
processing parameters at two main levels of protection does not guarantee successful reverse com-
pilation of the source content, as proven by samples of «attacked» images.
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Pe3yabTaTn Moge1I0BaHHSA Pi3HUX cXeM HPOCTOPOBOi OpieHTaNii Ta PO3ropTKH cepili onopHUX 0JI0KIB 300pakens A5 MPo-
THAIl HecaHKIiOHOBaHOI ekcTpakii cTeranorpagivHux JaHUX.

AmnoTamnisi. B po6oti npescrasieHi pe3ysibTaTi MOJCIIOBAHHS CIPO0 HECAHKI[IOHOBAHOTO BUIIyYEHHS CTEraHOKOHTEHTY (HalliBTOHO-
BUX TECTOBHMX 300paXkeHb) NPU YMOBI BHOIpPKOBOi KOMIIpOMeTAllii KOXKHOTO 3 JIBOX JIIIOYHMX MapameTpiB 0OpOOKM BUXIJHOTO MacHBY
cepiii onopuux 610kiB (OB) KOHTEHTY, TOOTO: - cxemu po3roptkH cepiit OB Ta npocropoBoi 06podku Ob. [litoua nmporpamua Bepcist
3a0e3neuye MOCIIIOBHY pealizalilo OCHOBHHX €TalliB OOpOOKM KOHTEHTY 3 MOTPiOHMMH MapaMeTpaMd HaJalTyBaHb. B pamkax
MO/IeITIOBaHHs 3pO0JICHO MPHUITYIIEHHS, 110 aTaKyIUYHil BIpHO BU3HAYMB OJIMH i3 JBOX AiFOYHX MapameTpiB 00OpoOKH KOHTEHTY. Po3r-
JITHYTO AEKijbKa Momudikaimiii OCHOBHUX cXeM po3ropTok cepiit Ob Ta mpocropoBoi opienranii Ob (obepmanus ma copuzonmanvhe
6i003epKanents), sIK J0JAaTKOBOr0 MEXaHi3My 3 NPOTU il cipobaM HEJIETITUMHOI €KCTPaKiil KOHTEHTY. MoIeIroBaHHs POBOIUIIOCS
Ha MPUKIIaIax TPhOX THITIB 300pakeHb: - MOPTPET, MeH3ax Ta MHeMocxeMa. MaHimynsiii 3 mapaMeTpoM nmpocTtopoBoi opienTanii OB,
TOCHJIIOIOTh MOJKJTMBOCTI 3 IPOTHAIT Cripo6aM HEaBTOPH30BAHOTO BUITyYECHHS JaHUX. [IpeicTaBleHo XapaKkTepHi KiJIbKiCHI Ta 4acoBi
ricrorpamu st pizHEX po3MipHOcTeiOb KOHTEHTY, 3MiHM MIKOBOTO 3HAYEHHS CUTHA/IIYM IS Pi3HUX Pi3HOBUJIB CXEM PO3TOPTKH
cepiii Ob Ta HaBeeHO 3pa3KK aTAKOBAaHUX TECTOBUX 300pakeHb. BUKOHAHO aHaIi3 1 y3araJbHEHHS OCHOBHUX BIIMIHHOCTEH pe3yiib-
TaTiB aTaky IPH BUKOPHUCTaHi pi3HUX HmapameTpi «IIpoctopoBoi 06pobku»Ob ta «Cnocobis posroptku» cepiit Ob 300paxeHHs -
KOHTEHTY. 3BEPHEHO yBary, 1[0 BUKOPHUCTAHHS IBOX AII0YMX IapameTpiB oOpoOKku BuxXigHOTO MacuBy cepiif Ob € edextuBHUM Ta
OOUKCITIOBAIIBHO «ITPOCTUM» 3aC000M 3 MPOTHAIT CpoOam HEaBTOPH30BaHOI eKcTpakiii JaHux. ITiAKpecIeHO B3a€MO3B’ 30K Mik
eTaroMm npenoOpoOKy BUXiZHOTO KOHTEHTY Ta mapamerpamu GpopmoBanux MacupiB OB. 3po0iieHO BUCHOBOK, IO BBEJICHHS IO CTPY-
KTYpH KJIF0Ya EKCTPAKTOPy JaHuX, eneMeHTiB «Ctany po3roprox» Ta «IIpoctopoBoi 06pooku Ob», nocuittoe 3aranbHi MOXIMBOCTI 3
nporuil arakam. BukoprcroByBsani napamerpu 006poOku BuxigHoro Mmacusy cepiit OB, BU3Ha4a0Th CTPYKTYpY Bi3yaJbHHX CIIOTBO-
pEHb aTakoBaHUX 300pakeHb, aje He Aal0Th NMPOCTOTO PIllIeHHS, 010 HACTYITHOI ieHTHdikamii aTakoBaHOTO 300pakeHHS Ha PiBHI
ki1acuikamii THITy BUXIZHUX 300pakeHb. 3a3HaueHi MepCIeKTHBHI HAIIPSMHE JUIS TI0IATTBIIIOT0 MOJICTIOBAaHHS! OCHOBHUX MEXaHi3MiB
3aXHCTY, B MEXKaX 3aIPOIIOHOBAHOIO KOHIIEITY alrOPHTMY.

Kuawuosi ciioBa: konmenm, cmeeanozpais, K00y8aHHs 006CUH CePIUl, 300pPAdNCEHH; PO320PMKA, NPOCMOPO8a opicHmayis, Kooy-
6AHH5 3 NEPEMEOPEHHAM, THKANCYIAYIA, eKCIMPAaKyis OaHUX.
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