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Abstract: The purpose of this article is to introduce the principle of encoding series lengths to provide inter-block da-
ta multiplexing of a hybrid steganoalgorithm. As part of the modeling, it is made the assumption that the attacker has
successfully determined one of the two parameters of content processing: the size of the basic blocks (BB) and the
implemented principle of series scanning. The modeling was performed on the example of one test halftone image of
the «cityy» type. Samples of the attacked test image obtained for a short sample stack (length in 4 series) are present-
ed. An analysis of the results of attack content when using different ways of smoothing the source images is carried
out. The implementation of different smoothing ways allows to improve in the combinatorics of multiplexing series
and the number of formed BB. It is emphasized that with an increased dimensionality of the BB, the combinatorics of
the multiplex of series parameters is limited. The dimension of the BB and the way of organizing the series scanning
are elements of the composite key of the data extractor. The use of the principle of encoding series lengths signifi-
cantly reduces the computational complexity of the algorithm and creates conditions for the implementation of inter-
block multiplexing procedures. It is concluded that the use of the parameter of series lengths destroys the correlation
relations of the source data more than in the case of using only BB. The main elements at the stage of inter-block
content processing are BB and their parameters of series lengths. The modeling results confirm the key role of the
«series length» parameter in the procedure of legitimizing content extraction. The variability of the sampling order of
the used parameters of the BB series significantly enhances the resistance of the content to unauthorized extraction
attempts. Attention is drawn to the fact that the principle of encoding series lengths is limited in the background are-
as of images, which makes it possible to preserve highly informative image areas and determine the structure of visu-
al artifacts. According to the modeling results, it is concluded that the use of the method of encoding series lengths in
inter-block multiplexing procedures additionally strengthens the protection and complicates the work of the ste-
ganoanalyst and determines the further course of the attack.
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1. Introduction

The specialists in the field of image processing are well aware of the method of series length
encoding, which is differed by simplicity of realization and has a low computational complexity. Its
use in video data compression systems and formats of graphic information representation allows to
obtain good results when processing images with limited color or brightness palette (grayscale im-
ages), and/or containing extended background areas with more or less homogeneous fill [1-4].

Taking into consideration the specificity of the human visual system and the features of the
method of the series lengths encoding when processing images with different statistical characteris-
tics [1, 3-5], an assumption is made about the possibility of its use to provide procedures inter-block
data multiplexing, within the framework of the chosen concept of realization of a low-resource hy-
brid steganoalgorithm [6]. This possibility is due to the presence of 3 important circumstances char-
acteristic of this method: 1 - undemanding to hardware resources (orientation on mobile gadgets); 2
- high speed of processing (support of real-time mode); 3 - creation of conditions for realization of
procedures of inter-block porting of parameters of series lengths, as a tool of counteraction to at-
tempts at unauthorized extraction of content.

The procedure of inter-block multiplex of series parameters, precedes the stage coding with
transform [1,4] for all base blocks (BB) of the image-content [6], which reduces the overall operat-
ing time of the algorithm. The inter-block data multiplex is provided by decomposing the original
array of BB and corresponding series length values, through mutual permutations of these elements
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within the current combinatorics of the mixing mask. The number of formed BB depends on: - the
realized way of smoothing original images and the threshold value of the difference «Pz» between
the elements of image blocks [6]; - the set dimensionality of blocks at the stage of formation of the
series array [7]; - statistical characteristics and type of image-content [3-5, 8].

It is important to emphasize that in addition to the block dimensionality, the most important
parameter providing legitimization of the procedure of content extraction is the way used to organ-
ize the scanning of the series. These two parameters are elements of the composite key of the data
extractor and determine the order of realization of content encoding-decoding procedures at the lev-
el of inter-block processing of video data-content [6].

2. Main part
This work aims to demonstrate the possibility of implementing the series length encoding
method [1-2] to provide procedures for two-level multiplexing of original data [6-7]. Multiplexing
of the active parameters of the series length array provides the solution of two problems: 1 - reduces
the computational complexity of the whole algorithm; 2 - counteracts attempts of illegitimate ex-
traction of data (image-content) from the container. The way of forming series from blocks of the
original image used in the modeling, is schematically represented in Fig. 1.

- +

b) Marking of BB; c) Marking of All Series;

Fig. 1 - Scanning of blocks by columns and marking of the main elements of the series array
(BB - white blocks on the sample (b); All Series - white areas on the sample (c);
The working size of blocks - 8§ x8 el.)

It is schematically presented the realized scheme of blocks scanning (by columns, from top to
bottom and from left to right) and characteristic arrangement of BB in each new series (marked in
white color, Fig. 1(b)). In Fig. 1(c), all formed series of BB, regardless of their content, are high-
lighted in white color. In general, Fig. 1: - visualizes the total number of blocks to be encoded with
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transformation at the next stage of the algorithm (i.e., everything that is NOT white in Fig. 1(b));
—allows to judge the potential combinatorics of mutual permutations of the parameter of series
lengths for BB of size 8x8 el (Fig. 1(c)).

For presentation purposes of the obtained effects, the modeling results are presented on the
example of one test halftone image of the type «landscape - city» (see Fig. 2). During the modeling
process, the implementation of different variants of smoothing [6] of the original data was per-
formed (see Fig.5 (a-d)). The graphs in Fig. 2 (a, c, d) reflect the nature of the dependence of the
number of formed blocks (respectively, and the combinatorics of permutations) on the set values of
the threshold of coarsening of the brightness of neighboring image elements (Pz) and the dimen-
sionality of the blocks themselves for different ways of smoothing the original images [5,6].

As can be seen from the presented dependences, the difference between different ways of data

pre-processing practically disappears when choosing the Pz value more than 14 brightness grada-
tions (dashed-cutoff Pz = 14 in Fig. 2).
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Fig. 2 - Sample test image (b) and the number of formed blocks (a, c, d) for different
values of Pz, and ways of smoothing the original data.

Figs. 3-5 are presented images demonstrating the modeling results of attempts of illegitimate
extraction/cracking of content on the assumption that the attacker knows only two processing pa-
rameters: - the size of the BB and the realized principle of scanning series [9], but he fails to deter-
mine the active parameters of the inter-block [10] data multiplex. This development of the situation
predetermines three outcomes of events: 1 - incorrect determination of the valid BB arrangement
parameter (Fig. 3(a)); 2 - incorrect determination of the multiplex of the series length parameter
(Fig. 3.c); 3 - mistake in determining two processing parameters at once, i.e., the BB and the series
length parameter (see Fig. 3(d)). To demonstrate the characteristic structure of test image artifacts
(Fig. 3 (a, c, e)), which are a consequence of unsuccessful content hacking, a short sampling stack
(length in 4 series) was used. Naturally, this significantly limits the general combinatorics of per-
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mutations of the investigated parameters, but the destruction of the original image, even on such a
limited base, is more than indicative.

b) difference for mix BB;

d) difference for mix Series;

f) difference mix BB + Series;

.."I:-"'ﬁ'l‘h B ‘
h) marklng Series in the orlglnal image (Flg 2(b))

0) marklng BB in the original image (Flg 2(b));

Fig. 3 - Results of unsuccessful hacking of an image of the type city and visualization of artifacts
for BB size 4x4 el. (2nd var. processing; Pz = 3)
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Naturally, the extension base of sampling will lead to a significant disruption of correlation
relations between the active series BB. In turn, this will lead to intensification of the process of con-
tent defragmentation as a result of attempts of its unauthorized extraction [9,10].

Fig. 3(b, d, e) presents visualization of the difference between the original and «attacked» im-
age-content, typical for the above three event outcomes. In this case, the darker the image frag-
ments, the smaller the difference between the original and the obtained brightness values of their
constituent elements and, accordingly, the brighter the element, the greater this difference. Sam-
ples (g,h) in Fig. 3 demonstrate the factual location of BB and their series in the test image when
mistakenly selecting two parameters at once (Fig. 3(e)). Conceptually, Fig. 3(g,h) is similar to
Fig. 1, but characterizes the situation with respect to the selected test image.

In Fig. 4 presents an enlarged fragment of the upper corner (proportional to 1/6) of the test
image in Fig. 2(b). The presented labeled fragments give a more detailed view of the actual location
of the BB and their series directly in the test image (highlighted in blue color) by analogy with
Fig. 1. This example vividly demonstrates the difference in the impact of the existing parameters of
the BB series (series length and BB content), emphasizing the importance of the accuracy of their
recovery in the content extraction process.
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Fig. 4 - Enlarged fragment of a test image of the type city for BB size 8x8 el.
(2nd var. processing; Pz = 3)

Results similar for the case of Fig. 3, but for different variants of content pre-processing (i.e.,
smoothing), are presented in Fig. 5(a-d). In this case, the modeling results are backed up by the cor-
responding values of PSNR (peak signal-to-noise ratio) and MSE (mean square error) that corre-
spond to different options for their processing [6].

It should be noted that from the point of view of visual visibility of appearing artifacts, the
value Pz = 14 is a limiting value for almost all types of images. Therefore, in the interest of provid-
ing videodata steganographic insertion procedures, the most «interesting» results are obtained when
using smoothing matrices of small dimensionality (3 x3 el.), «Pz» values from 3 to 7 gradations and
the dimensionality of the BB series in the range of 4-8 el. It is for such, processing parameters in
Figs. 2,3,5 presents the results of the attack of test content samples. In general, Figs. 2,3,5 clearly
show the possible consequences of selection the active parameters of the inter-block multiplex of
BB series implemented on a small stack length of series sampling.

3. Conclusions
1. The use of the principle of series length encoding in the implementation of procedures for
inter-block data multiplexing creates a good basis for counteracting attempts at unauthorized extrac-
tion of content.
2. Applying the principle of encoding series length decreases the computational complexity of
the whole algorithm (by reducing the total number of BB) and creates the necessary original condi-
tions for the implementation of inter-block data multiplexing procedures.
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Fig. 5. Results of unsuccessful extraction (i.e. attack) of a test image of type city (a-d)
for different smoothing variants of the original data (Pz = 3; BB 8§x8 el.)

3. Basic blocks and their parameters of series lengths are the main procedural elements in the
inter-block content processing stage.

4. The modeling results confirmed the leading role of the series length parameter (see
Fig.3 (a-e)) as a key element of the content extraction legitimization procedure. This thesis is con-
firmed already at a small stack length of the BB series sampling.

5. The inter-block multiplex of the series length parameter destroys the correlation relations of
the original data to a much greater extent than when using only BB. The combined use of both pa-
rameters (BB and Series lengths BB) further enhances the required effect (see Fig.3 (e)).

6. An increase in the dimensionality of the BB significantly limits the combinatorics of the
multiplex of series parameters, due to the reduction of the base stack sampling (Fig. 2(a,c,d)). The
optimal dimensionality of the BB should be considered blocks in the range from 4x4 to 12x12 el.
with the value of Pz <7.

7. The use of various ways of content pre-processing allows to improve the combinatorics of
the series multiplex, which is well confirmed by comparing the hacking results of the test image
in Fig.5(c, d).

8. The use of various ways of smoothing the input data, even with the same P values, pro-
vides a significant difference in the number of formed BB.

9. The dimensionality of the BB and the way of organizing the scanning of series are the ele-
ments of the composite key of the data extractor [6], which determine the order of implementation
of inter-block data processing procedures as a tool for legitimizing access to video content data.
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10. The variability of the sampling order of the used parameters of the BB series when imple-
menting any way of their scanning [9], strengthens the resistance of the content to attempts of its
unauthorized extraction.

11. The use of the principle of series length encoding is largely limited in the background are-
as of images, which is clearly visible in the example images in Fig.4. Such data processing practi-
cally does not affect highly informative image areas, for instance, contour boundaries (building de-
tails in Fig. 4). Therefore, for blocks forming similar image areas, it is necessary to use the intra-
block data multiplexing mechanism (for example, in parts of the transformation coefficients charac-
terizing the average brightness of the BB) [6,8].
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IMnUIeMeHTAaLlis MeTOAY KOXYBAHHS I0OBKHMH cepiii 17151 3a0e3neveHHs npoueayp creraHorpadgiuHoi BcTaBKkH 300paskeHb.

AHoTaniss. MeTol0 gaHOro Martepiaay € O3HAHOMIICHHS 3 TPHHIMIIOM KOIYBaHHS JOBXHH cepiil st 3abe3nedeHHs: MKOIOUYHOTo
MYJNBTHIUICKCY AaHUX TIOPHIHOTO CTETaHOAITOPUTMY. Y paMKaxX MOJETIOBAHHS 3pOOJIEHO MPUITYIIEHHS, 0 aTaKylouHi BJaIo BH-
3HAYMB OJIMH i3 JBOX MapaMeTpiB 06pOOKH KOHTEHTY: po3Mip onopHux (6a3oBux) 6iokiB (OB) i peanizoBaHuii MPUHIKI PO3TOPTAH-
Hsl cepiii. MoJentoBaHHs MPOBOAMIIOCS Ha MPHUKIIAI OJHOTO TECTOBOI'O HAIiBTOHOBOTO 300pakeHHs TUITy «MicToy. IIpencraBneHi
3pa3Kd aTaKOBAaHOTO TECTOBOTO 300pakKeHHsI OTPUMaHi I KOPOTKOT'O CTEKY BHOIpPKH (JOBXHHOIO B 4 cepii). Bukonano anami3 pe-
3yNIbTaTiB aTaKd KOHTSHTY IMPH BUKOPUCTAHHI Pi3HHX CIOCOOIB 3IJ1a/KyBaHHS BUXIIHHX 300pakeHb. Peanizalis pi3HUX crocobiB
3MJIAJPKYBAHHS A€ 3MOTY HOJNIMIIMTH KOMOIHATOPHKY MYJIbTHILIEKCY cepiil Ta kinbkicth copmoBanux Ob. ITinkpecneno, mo npu
36impmeni po3miprocTi Ob 06Mexye KOMOIHATOPHKY MYNBTHILIEKCY IapameTpiB cepiif. Posmipricts OB i cnoci6 opramizamii pos-
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TOPTKH Cepill € eIeMEHTaMH CKJIQJICHOTO KJII0Ya €KCTPAKTOpa JaHWX. BUKOPHCTAaHHS NMPUHIOUITY KOJYBaHHS JOBXHH Cepill 3HaYHO
3MeHIIIye 00UUCITIOBAIBHY CKIAHICTh aITOPUTMY Ta CTBOPIOE YMOBH JUTs pealtizauii mpoueayp MiXOJI0YHOrO MyJIbTUILICKCYBaHHSI.
3po6ieH0 BICHOBOK, 1[0 BUKOPUCTAHHS ITapaMeTpa JOBXKHH Cepiil pyiHHye KOpEeIiiHI 3B'SI3KM BUXITHUX JaHUX OLTbIIe, HDK y pasi
BukopuctanHs Tinbku OB. OcHOBHMMH elleMeHTaMy Ha eTami MixO0JI0koBoi 00poOku koHTeHTy € OB Ta iXHI mapameTpy IOBXUH
cepiil. PesynpTaTti MozmeMIOBaHHS, MiATBEPKYIOTH KIIOUOBY POJIb MapaMeTpa «IOBKHUH cepiit» y MpoLexypi JeTiTUMAIi] BIITy4eHHS
KOHTEHTY. BapiaTHBHICTH MOpsiAKy BHOIpKM BHKOPHCTOBYBAHUX IapaMeTpiB cepiif ONMOpHUX OJOKIB, 3HAYHO ITOCHIIIOE CTIHKICTh
KOHTEHTY 0 CIIpo0 H0T0 HEeCaHKIIOHOBAHOTO BHITyYeHHS. 3BEpHYTO yBary, IO MPHUHIUII KOJYBAaHHS JOBKHUH cepiif memo odmexe-
HUI Y (OHOBHX 00JIACTSIX 300pakeHb, 110 Aa€ 3MOTry 30eperTu BUCOKOIH(GOpMATHBHI 001acTi 300paXkeHb Ta BU3HAYUTH CTPYKTYPY
Bi3yanbHHX apTedakTiB. 3a pe3yabTaTaMy MOJCIIOBAHHS 3pO0JICHO BUCHOBOK, 110 BUKOPHUCTAHHS METONY KOJXyBaHHS JOBXKHH Cepii
y Ipomueaypax MiKOJIOYHOTO MYITETHILIEKCYBAHHS JOJATKOBO ITIJICHITIOE 3aXHCT Ta YCKIIaJHIOE pOoOOTy CTeraHoaHaiTHKA | BU3HAYa€e
MOJANBIINH XiJ aTaku.

KunrouoBi cioBa: xodysanns dosowcun cepiil, cmeeanozpaghis, Konmenm, amaxd, cmex.
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