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Abstract: This article examines the history, types, capabilities, and advantages of next-generation firewall (NGFW)
technology. Firewalls are an important tool for protecting network resources from various information security
threats. With the development of technology and the changing nature of attacks, especially those involving artificial
intelligence, firewalls have also evolved, acquiring new functions and capabilities. This work provides a short survey
of the main types, capabilities and benefits of next-generation firewall (NGFW) technology, which is a modern solu-
tion for comprehensive network protection against complex and sophisticated security threats. The work also analyz-
es the distinct features of NGFW and differences between NGFW and previous generations of firewalls, as well as
examples of NGFW from well-known vendors that dominate the market, such as Palo Alto Networks, Fortinet and
Cisco. The article highlights the main trends, prospects for the development and implementation of NGFW, including
the impact of artificial intelligence, machine learning, cloud technologies and the Internet of Things, advantages and
disadvantages, capabilities, important aspects, purpose and sphere of application. The article also addresses the sig-
nificant impact this technology will have on network security. It is emphasized that the introduction of NGFW does
not replace other security technologies and tools, but effectively expands the existing arsenal of countering new secu-
rity threats (primarily as an instrument of proactive countermeasures and rapid response to complex network inci-
dents). The article may be useful for students, researchers, and information security professionals who seek to expand
their competencies related to the development of modern firewall technologies and their capabilities.
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1. Introduction
Ensuring the security of modern computer networks is one of the most important aspects of
information security (1S), as both the number and complexity of computer threats are increasing
every day. Amidst the measures and activities used to counteract the modern cyber attacks, firewalls
are undoubtedly one of the most powerful tools for protecting network resources from a number of
different threats [1-6]. They provide the ability to administer network access, effectively filter net-
work traffic, and timely detect and block potentially dangerous network activity [7-8, 5].

2. Main part

A firewall is a network security tool that controls and administers incoming and outgoing
network traffic and determines whether to allow or block specific traffic based on a set of security
rules. Firewalls have been acting as a conditional "first line of defense" in the field of network secu-
rity for more than 25 years. They establish a kind of barrier between secure and controlled internal
networks and untrusted, i.e. "external” to the controlled resources, networks and/or their users. In
general, a firewall can be: - hardware, software, software as a service (SaaS), public-cloud or pri-
vate-cloud (virtual) [9]. To understand the principles of functioning of different types of firewalls, it
is important to realize their place and role at the appropriate levels of the OSI model [10].

The evolution of firewall filtering technologies. 1988 - the first generation, packet filtering
firewalls; 1989 - the second generation, the so-called "Stateful Firewall"; 1991 - the third genera-
tion, the appliance-level firewall; 2004 - IDC (International Data Corporation) introduces the term
"Unified Threat Management” (UTM); 2009 - Gartner defines the next-generation firewall
(NGFW) [11].

In 1988, the Digital Equipment Corporation (DEC) introduced the first generation of inter-
network traffic filtering technology called the Packet-Filter Firewall [12]. These firewalls analyzed
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packets of information that circulated between computers on the network. If a packet did not meet
the rules of the packet filtering firewall, it was rejected. Packets that met the filtering criteria were
allowed to be transmitted. The filtering rules were based on various parameters, such as: source and
destination addresses, protocols used, and port numbers on both of the communicating computers. It
IS important to note that this type of firewall did not take into account the connection state of the
packet and did not store its state. Because of this, it was called «Stateless Firewalls». They func-
tioned at the network layer of the OSI model and were also known as «Network Layer Fire-
walls» [10].

In 1989, AT&T Bell Labs first developed a second-generation firewall technology called Cir-
cuit Level Gateway, which was the first to introduce firewall, known as Stateful Firewall. Stateful
Firewall keeps track of active network sessions and connection states. These firewalls use infor-
mation about the state of the connection to control the packet filtering process. If a packet that is to
be transmitted does not match an active connection, it is evaluated against a set of filtering rules that
are set up for creating new connections. Stateful Firewalls, once a connection is established, trans-
mit only packets that are associated with the connections specified in the dynamic state tables. Ses-
sions stored in these tables are automatically closed if there has been no data transmission for a cer-
tain time interval to prevent state tables from overflowing. Stateful Firewalls are the second type of
network-level firewalls, but they also function at a transport layer [10].

In 1991, Digital Equipment Corporation introduced the 3rd generation of firewall technology
(SEAL - Secure External Access Link), which was called the «Application Layer Firewall». These
firewalls operate at the OSI application layer [10], and their main goal is to protect computers from
malicious software. Thus, application-level firewalls (Gauntlet by Trusted Information Systems and
Firewall-1 by Check Point in 1994) control the traffic of applications, such as web browsers and
others, that connect to the Internet and/or other “external networks" and transmit or receive data
from them. It also regulates traffic on the FTP, Telnet, and HTTP protocols [7,10].

In 2004, IDC introduced a new term - Unified Threat Management (UTM). Under the new
terminology, the evolution of traditional (i.e., previous models) firewalls should be viewed as an
attempt to create a new integrated solution for network security. UTM involves the simultaneous
use of technologies such as a network firewall, web page filtering, gateway antivirus, intrusion pre-
vention system (IPS), anti-spam, VPN, etc. [7,10].

In 2009, Gartner introduced the concept of «Next-Generation FireWall» (NGFW). The NG
firewall simultaneously uses the concepts of a traditional firewall and some new technologies:
— IPS, Deep Packet Inspection (DPI), sandboxing, application control, URL filtering, protection
against complex/integrated malware, network profiling, identity policy, VPN, etc. At the same time,
the most distinctive feature of NGFW is the DPI function at the application level, not only within
the framework of port and protocol inspection, which was typical for previous solutions [10,13].

In this way, software and hardware NGFWs combine the functions of a traditional firewall
and an intrusion prevention system. The use of such software and hardware NGFWs helps to in-
crease the level of security of network traffic.

Let us briefly consider the key features and benefits of NGFW solutions (Fig. 1).

Capabilities.

1. Analyzing and filtering traffic not just by port, but at the application level.

2. Implementing IPS, which allows blocking unwanted traffic in a timely manner or discon-
nect part of the network to prevent the spread of the threat.

3. DPI, which analyzes the smallest details of data packets, including the data sender and re-
ceiver.

4. Supporting application traffic control lists.
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Fig. 1 - Generalized interpretation of the NGFW concept
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5. Implementing a centralized network management console that simplifies network configu-
ration and monitoring.

Benefits.

1. Increased performance: - is achieved through the use of DPI, which allows identifying and
managing applications regardless of their IP port.

2. Multifunctionality: - as the result of integrating IDS and IPS systems that detect attacks
based on network behavior analysis (NBA), threat signatures, and anomalous activity, while retain-
ing all the functions of traditional firewalls. That provides for in-depth inspection of network traffic
and improves filtering of the packet content at the application level.

3. Content filtering: - the ability to filter content is very useful for preventing unauthorized da-
ta leakage in real time.

4. Visibility and manageability makes it possible for security administrators to control the
network and to identify users. Integration with third-party user directories makes it easier to control
and identify users and groups.

5. Prevention and mitigation of the effects of security threats: - antivirus and anti-malware
software that is automatically updated whenever new security threats appear [14]. Also, it is possi-
ble to restrict the running applications by checking them for potential vulnerabilities [2,6].

6. Advanced security policy control provides a detailed level of control over applications,
blocking negative aspects of their operation (for example, excessive traffic during peak times).

7. Low cost: as the result of deep integration of several solutions under the control of a single
management console [15].

Solutions based on NGFW technology are offered by most large companies, such as: Palo Al-
to Networks Fortinet, Cisco and others [6,13], where each of them offers a wide range of functions
and capabilities to protect against various threats (network security gateways). Common security
features are: firewall protection; IPS; URL filtering; malware protection; DLP; identity matching
(IDP); role-based access control (RBAC); content control. In general, such solutions are used in
the following areas: large organizations and government agencies; small and medium-sized enter-
prises; banks and financial institutions; ordinary organizations and businesses [5-8,13].

For example, Palo Alto Networks offers NGFWs for different enterprise environments and in
several variants: physical, virtual, and containerized. Physical firewalls are hardware devices that
are directly installed in a data center or office. Virtual solutions are software products that can run
on virtual machines, and container solutions are specially designed products for protecting container
environments. For enhanced performance, Panorama is a configuration and policy management so-
lution that allows network security administrators to centrally manage all Palo Alto firewalls, re-
gardless of type and/or location. That allows network security administrators to create and edit se-
curity policies easily [16].

Fortinet's solutions are available in several variants, including physical, virtual, and container-
ized. The proprietary FortiOS operating system supports unified policy configuration, enabling
network administrators to manage all policies, including access to Zero Trust Networks (ZTNA).
FortiGuard security services are available to Fortigate users, providing such features as IP geo-
tracking and 10T device detection. The cloud sandbox feature addresses potential security threats
(e.g., the so-called "zero-day" [2]).

FortiGuard's capabilities allow monitoring specific device and network policies, including op-
erational technology policies, and its IPS accesses threat signature libraries and uses artificial intel-
ligence and machine learning (Al/LM) capabilities to block these threats based on existing IPS rules.
Fortigate is a versatile NGFW solution that is suitable for businesses with multiple data centers as
well as single branch offices.
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Thus, NGFW Fortigate has the following key differences: a wide range of deployment options
and firewall bandwidth; a cloud-based sandbox; its own operating system that allows administering
network security policies [15].

Cisco Secure Firewall focuses on extending policy enforcement to all distributed applications
on your network, making the network infrastructure a part of the firewall security.

Cisco has several hardware firewalls (e.g., Firepower and Meraki MX series), and Cisco Se-
cure Firewall (CSF) is available as a virtualized private cloud solution that provides protection in
VMware ESXi, Microsoft Hyper-V, and KVM (Kernel-based Virtual Machine) environments [15].
It also exists as a public cloud solution for data and application security on Azure and AWS (Ama-
zon Web Services).

Cisco's NGFW solutions use behavioral analytics to respond to threats faster, and for the log
management data from all CSF firewalls in the enterprise network (even geographically disrtibuted)
are used. Cisco Transport Layer Security (TLS) Server Identity and Discovery allows supporting
OSI Layer 7 security policies for the encrypted traffic (TLS 1.3). In this case, network administra-
tors have an opportunity to monitor the traffic, even if it is not decrypted, and Layer 7 security poli-
cies remaining unchanged.

Thus, Cisco's NGFW has the following key differences: - firewall log management with be-
havioral analytics; immutable OSI Layer 7 policies for encrypted traffic; virtual firewall with sup-
port for multiple virtual environments.

3. Conclusions

1. NGFW solutions have a good potential: They offer a broader range of security features than
previous iterations, and they can be deployed in the cloud to detect and block malicious traffic,
phishing attacks [3], denial-of-service attacks, and other security threats [2,6-8].

2. NGFWs use Al and LM technologies to detect both new and evolving threats [2,14], which
greatly facilitates the task of countering them when they cannot be detected by traditional methods
(e.g., signature scanning).

3. The main trends that will directly influence the development and implementation of NGFW
include the following

- growing influence of Al and LM technologies. That is, NGFWSs will increasingly rely on Al

and LM capabilities to identify new and evolving types of security threats [2,5];

- increasing adoption of cloud technologies. NGFWSs will increasingly gravitate towards cloud

deployment, which may make them more affordable and easier to maintain and use;

- the increased scale of application and integration of modern IS threats. Obviously, NGFWs

have greater potential against network bot systems that generate complex polymorphic
and/or targeted malware.
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Baiu-orusin Mo:kauBocTell MiskMepe:xeBux expaniB nokosinnsa NG (Next-Generation).

AHoTanisi. ¥ paMkax 1iel poOOTH KOPOTKO PO3IIISAAETHCS ICTOPIs, THUIH, MOXKJIMBOCTI Ta IepeBark TEXHOJOTii OpaHIMayepiB Ha-
crynaoro nokodiHHA (NGFW). BpanaMayepu € BaXITUBHM 3ac000M 3aXHCTY MEPEKEBUX PECYPCIB Bl Pi3SHOMaHITHHX 3arpo3 iHdop-
MariiHii Oe3meri. 3 PO3BUTKOM TEXHOJIOTIH 1 3MIHOIO XapaKkTepy aTak, 0COONMBO THX, IO BKIIOYAIOTH IITYYHUH iHTENEKT, OpaH-
Mayepu TaKOXX CBOJIOIIOHYBAIM, HAOyBalOYM HOBUX (YHKI[H 1 MOXIHBOCTEH. Y Mexkax Ii€l poOOTH TPEACTaBICHUI KOPOTKHIA
OTJIA] OCHOBHHX THUIIIB, MOJKJIMBOCTEH Ta MepeBar TeXHoJorii OpanaMayepi HactymHoro nokoriHHs NGFW, sika € cydacHUM pimeH-
HAM JUTS KOMITIEKCHOTO 3aXMCTY MEPEXKi BiJl CKIaJHHUX 1 KOMIICKCHUX 3arpo3 Oe3mneku. Y CTaTTi, TaKOXK, aHaTi3yIThCs 0COOINBOCTI
Ta BimmiHHOCTI NGFW Bix OpanmmayepiB momnepeqHix MOKOJiHb, a Takox nmpukiangd NGFW Bin BimoMux BeHIOpIB, AKi 3aliMarOTh
OCHOBHY 4acCTHUHY puHKY, Takux sk Palo Alto Networks, Fortinet ta Cisco. V craTti BUCBIT/IIEHO OCHOBHI TEHIEHIII, IEPCIIEKTUBH
po3Butky Ta BupoBamkeHHs NGFW, 30kpema BIUIMB MITYYHOTO iHTENEKTY, MAIIMHHOTO HAaBUYAHHSA, XMapHUX TEXHOJOTIH Ta [HTepHE-
Ty pedeid, HepeBard Ta HelOJMKH MOJKIJIMBOCTI, BaXIIMBI aCIeKTH, MPU3HAYCHHS Ta Taly3b BUKOPHCTaHHI. Y poOOTi TakoX iaerhes
PO Te, KU 3HAYHUI CITi/T 3aJHIINUTh ISl TEXHOJIOTIs y IpodieMaTHii MepexeBol oe3nexu. [ligkpecneno, mo BrupoBamkerns NGFW
HE MiAMiHSAE€ CO00I0 1HIIMX TEXHOJIOTIH i IHCTpYMEHTIB Oe3IeKy, a Juile ePeKTUBHO PO3IIUPIOE HASIBHUI apceHal MPOTHII] HOBHM
3arpo3am Oe3neku (Hacammepen sIK iHCTPYMEHT NMPOAaKTHBHOI MPOTH/IIT Ta IBHUAKOTO pearyBaHHs Ha CKJIAJHI MEPEXeBi IHIUICHTH).
CrarTst MOXke OyTH KOPHCHOIO ISl CTYJEHTIB, HAYKOBIiB Ta (axiBLiB 3 iH(opMariifHOT Oe3MeKH, sKi IParHyTh PO3IIHPHUTH PiBEHb
CBOIX KOMITETEHIIiH, OB’ 3aHHX i3 PO3POOKOIO CYyYaCHHX TEXHOJOTIH MIXKMEpEKEBOTO 3aXHCTY Ta iX MOXKIUBOCTEA.

Kmouogi cioBa: NGFW, 6panomayep, ingpopmayiiina 6e3nexa, kibepbesnexa, 3108mMuche npocpamme 3a6e3nedemns.
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