ISSN 2519-2310 CS&CS, Issue 2(22) 2022

UDC 004.67(075.8) DOI: 10.26565/2519-2310-2022-2-02

MODELING STEGANOCONTENT EXTRACTION ATTEMPTS WITH
DIFFERENT LENGTHS STACK SAMPLING SERIES
OF IMAGES BLOCKS

Honcharov Mykyta, Pavlova Larysa, Lesnaya Yulia

V.N. Karazin National University, Kharkiv, Ukraine
worldxdark@gmail.com, l.v.pavlova@karazin.ua, xa12284109@student.karazin.ua

Received: August 2022. Accepted: September 2022

Abstract: The results obtained by using different lengths of sample stacks of runs in simulating the attempts of unau-
thorized extraction (attack) of steganocontent "protected” by implementing the mechanism of inter-block multiplexing
of the parameters of the run lengths of image blocks have been considered in the article. The relationship between the
parameters of processing the content (namely, halftone images) and the number of series, as well as the combinator-
ics of the component elements of the obtained pairs of series parameters, which are the objects of inter-block multi-
plexing has been demonstrated. It is concluded that the simultaneous use of 2-level data multiplexing significantly ex-
tends the capabilities to withstand content attack attempts. It has been found that the use of blocks of higher dimen-
sionality, significantly reduces the role current parameters of the series reliance (base) blocks, in breaking the struc-
ture of the original images (those. original content). It is noted that use of two levels of multiplexing of output data at
once significantly increases the resistance of the content to attempts at its unauthorized extraction, leading to large
distortions in the attacked image, in case of incorrect selection of the active processing parameters.
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1. Introduction

This paper presents the results of modeling the procedures of adapting the method of run-
length encoding to implement inter-block multiplexing of steganocontent data, as the main method
of preventing the illegitimate extraction of data (in this case image-content) from a steganocontain-
er. These experimental results have been obtained as the part of the research aimed at developing
the general concept of a low-resource hybrid steganographic algorithm [1-2]. It is important to em-
phasize that at this stage of modelling preliminary smoothing of the original images has not per-
formed, which slightly increases the total amount of series in the original (base) image-content ar-
ray. However, in the current prototype of the algorithm various methods of smoothing the original
images are used at the stage of data preprocessing, which allows us to obtain the required result
from the number of blocks of identical content when the certain criteria for visual detecting distor-
tions is given. Halftone images of three different types, where the main difference is the characteris-
tic values of the probability of brightness gradient between adjacent image elements, have been
used as test data samples [3].

2. Main part

In order to analyze the obtained effects, a simplified version of the inter-block multiplexing of
data which is limited by the combinatorics of two elements of the composite key of the data extrac-
tor (the number of blocks and the run lengths) has been used. Furthermore, to simulate the counter-
ing of hacking attempts a simplified version of the masks of the inter-block multiplexing of data for
two stacks of different size has been implemented. In other words, during the simulation the attack-
er is assumed to determine the method of scanning the series and the effective parameter of stack
length (runs sampling base) correctly, but to be mistaken in determining the current parameters of
the displacement of base block (BB) and the lengths series BB. The consequences of such an attack
are well identified by the vertical "tracks" of blocks of different brightness in the background areas
of the test image in Fig. 1-2. Thus, if that effect is noticeable when a demo stack of a small length is
used, it will be even more noticeable for a wider base.
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In the first case, four series were used as a stack, therefore a base of mutual permutations of
runs parameters was small [4]. In the second case, the length of the sampling stack was equal to the
total number of formed series BB, and the mutual multiplexing of series parameters was carried out
between its two halves (half-stacks), as well as within each of them. In both cases, the "destruction™
of the initial pairs of the parameters was carried out: BB — the BB series length [5].
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Fig. 1 - The results of attack of the "landscape™ type test image for stacks of different size
and different P (for BB 8 x8 el. scan by “columns”) [7]

It should be noted that the results of a failed attack (i.e., an unauthorized extraction of a test
image) presented below were obtained when the source massif had been scanned column by
column [6]. The term "scanning" in this context should be understood as a method of traversing and
consequent extracting the current parameters of the BB runs from the base massif of image — con-
tent series. During the simulation, the function of intra-block multiplexing of data [1] was turned
off, which is clearly visible in the practically undistorted highly-detailed areas of the test image in
Fig. 1-3 (a part of the image with urban buildings).
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a) BB 4x 4 el., “line by line”;
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e)BB 16 x I6 el.; f)BB 16 x 16 el.;
T SHORT STACK 1 T LONG STACK T

Fig. 2 - Attack results of the test image for stacks of different dimensions
(samples a-f, scan by “columns” at Pz =5; samples a“b’ scan by “line by line” for Pz =7)

24



ISSN 2519-2310 CS&CS, Issue 2(22) 2022

In other words, mutual obfuscation of significant elements for different BBs was not carried
out. In addition, to present the total number of series subjected to the inter-block multiplexing visu-
ally, all series BB were marked with white (see Fig. 3 (b, d, f)). It is important to emphasize that in
the case of Fig. 3, a sample stack of a small size was used (4 series), which did not affect the sizes
of the areas of the test images for which the procedure of inter-block multiplexing of the effective
parameters of the runs under the specified limits of the value of P; (where Pz <14) was imple-
mented.

d) runs labeling at Pz =7;

e) attacked image for P, = 14; f) runs labeling at P = 14;

Fig. 3 - The result of image attack (a, c, ) and labeling of all series BB (b, d, f) for different
values Pz (for BB 8 x8 el., scan by “columns”) [7]

3. Conclusions
1. Increasing the length of the sample stack of runs expands the combinatorics of inter-block

multiplexing for both parameters of the formed runs, which significantly destroys the correlations

25



ISSN 2519-2310 CS&CS, Issue 2(22) 2022

between the elements of the original array of series of the content. This effect is clearly confirmed
by a significant increase in the density of placement of series of different shades in the background
areas of the attacked test image, which uses a wide base of permutations (see comparison of
Fig. 1(c) and Fig. 1(d)).

2. Regardless_the size of a sample stack, an increase in the value of the coarsening threshold
Pz results in an increase in the length of the formed BB series (see the comparison of image col-
umns (a, ¢, €) and (b, d, f) in Fig. 1). In addition, Pz < 7 should be considered acceptable for the vast
majority of images. In doing so Pz = 14 (for 256 brightness levels) should be considered critical
(limiting) for most realistic images (such as portrait and landscape) [3]. The use of large values
leads Py to serious degradation of the original data (red zon in Fig. 1(e) [8]).

3. Regardless the size of a sample stack, an increase in the size of the BB results in a simulta-
neous decrease in the number of the series, and in their average length (clearly visible in Fig. 2,
samples (b) and (f)). This leads to a reduction in the combinatorics of permutations for the current
parameters of the series within the limits of the adopted multiplexing masks.

4. With equal values of Pz, using a longer stack undeniably increases the possibility of resist-
ing attempts of illegitimate extraction (selection of current multiplexing parameters) of content (see
of samples comparison (a-b), (c-d) and (e-f), in Fig. 2).

5. With an increase the threshold value of the acceptable difference in the brightness of the el-
ements of the adjacent blocks of the image (i.e., the P7) increasing, the total number of series de-
creases, and their length increases (see samples a, c, e, in Fig. 3).

6. As the value of Pz increases by more than 7 gradations of brightness (when quantizing of
the elements is 8 bit/el.) in the background areas of the test images, there is an erroneous "dropping”
of blocks with uncharacteristic brightness of constituent elements (see chains of black runs in
Fig. 3(c) and Fig. 3(e)). Such an effect does not conform to acceptable level of content distortions,
especially for the less informative background areas.

7. It's obvious that the use of two levels of multiplexing [1] of output data at once significant-
ly increases the resistance of the content to attempts at its unauthorized extraction, leading to large
distortions in the attacked image, in case of incorrect (erroneous) selection of the current processing
algorithm parameters.

8. The dimensionality of the BB and the method of organizing the sweep of the blocks series
(see samples a-b and a*“b’ in Fig. 2), are elements of the composite key of the data extractor [1],
which determine the current procedure for the implementation of interblock data processing proce-
dures (1st level of protection), as a tools for legitimizing access to content data.
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MopneoBaHHs cpod BUJIYYeHHS CTETaHOKOHTEHTY 3 Pi3HOIO T0B/KHHOIO CTeKY BHOIpKH cepiii, 6,10KiB 300pa:keHb.
AHoTanisi. Po3risiHyTO pesynbraTy, sSKi OTpHUMaHI IPH BHKOPHCTAHHI CTEKiB BUOIPKH cepiif pi3HOI TOBKHHH, IPH MOZIENIOBaHHI
cnpo0 HECAHKIIOHOBAHOTO BIITYYCHHS (aTakKH) CTEraHOrpagivYHOro0 KOHTEHTY, IO «3aXUIIAETHCS» 3a IOTIOMOTOI0 peati3alii MexaHi-
3My MDKOJIOKOBOTO MYJIBTUILICKCYBaHHS TIIOUMX MapaMeTpiB cepiil omopHUX OJ0KiB 300paskeHHs. [IiNTBepaKYETHCS B3a€MO3B'I30K
MDK IapameTpaMy 0OpoOKH KOHTEHTY (HamiBTOHOBHX 300pakeHb) Ta KUIBKICTIO Cepiif, a Tako) KOMOIHaTOPHKOIO CKJIaJJOBHX elle-
MEHTIB JII0YNX Tap MapaMeTpiB cepid, mo € 00'ekTaMu Mi>KOJIOKOBOTO MYJIBTHUILICKCYBaHHA. 3pOOJICHO BUCHOBOK, IO OZHOYACHE
BUKOPHCTaHHs 2-PIBHEBOTO MYJbTHIUICKCYBAHHS JAHUX, 3HAYHO PO3LIMPIOE MOMKIMBOCTI MPOTUCTOATH CIpobGaM aTaku KOHTEHTY.
BcTaHoBIIeHO, 1II0 BUKOPHUCTaHHS OJIOKIB OLTBIIOI PO3MIPHOCTI ICTOTHO 3HIKYE POJIb MOTOYHUX MapaMeTpiB cepiil omopHux (6a3o-
BHUX) OJIOKiB, CTOCOBHO MOPYIICHHS CTPYKTYpPH BHXIIHUX 300pakeHb (BHX1IHOTO KOHTEHTY). Big3Ha4ueHo, 110 BUKOPUCTAHHS OApa3y
JIBOX PiBHIB MYJIBTHUIUIEKCY BUXITHAX JaHUX, B 3HAYHOI Mipi MOCHIIIOE CTIMKICTh KOHTEHTY IO CIIPOO HOro HEaBTOPH30BAHOTO BIITY-
YeHHs1, 00yMOBIIIOIOUH BEJIMKI CIOTBOPEHHS B aTAKOBaHOMY 300pa)kKeHHI, B pa3i XHOHOTO Mi00Py AiIF0YKX MapaMeTpiB 00pOOKH.

Kiro4oBi cioBa: koxyBaHHS JOBXHH Cepiif; cTeranorpadis; KOHTEHT; aTaka; CTEK.
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