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Abstract. This paper involves the research of biometric fingerprint images, minutiae and the mathematical probabil-
istic model of their distortion. The suggested model is based on heuristic analysis of the fingerprint scanning results
with account for the nature of the potential errors. She allows to model a typical minutiae behavior in the biometric
fingerprint images. The most typical distortion types were modeled, including the displacement of the fingerprint's
geometrical center, fingerprint rotation, minutiae deletion, as well as the distance changes between minutiae pairs.
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1 Introduction

Biometric authentication is being widely used in the current information systems [1-21]. The
most developed methods in this area include face identification [1-4], retina identification [5-8],
identification using fingerprint ridges [9-16] etc. At the same time, the problem of minutiae distor-
tion modeling stands out as one of the most complex in the field of fingerprint authentication, the
main biometric authentication method [15,16]. This paper involves examination of biometric fin-
gerprint images [9-16], as well as the development of mathematical probabilistic model for the mi-
nutiae distortion. To analyze the distribution of characteristics and the errors that occur during fin-
gerprint processing we use the database [17]. We also use SourceAFIS package [18,19] as the main
tool for fingerprint processing.

The results of analysis made allowed us to identify the following main factors that lead to differ-
ences in several portraits of the same fingerprint: - geometric center displacements caused by a
change in the position of the object in the scan field; - rotation of images arising for the same rea-
sons; - "erasure" or the appearance of "false" minutiae due to incorrect settings of the scanner
algorithm or the entry of foreign objects in the scanning field; - drifting of the relative location of
minutiae due to errors in the recognition algorithm.

Let us consider in detail each type of distortion, we will investigate the most significant factors
for possible modeling of fingerprint minutiae distortions.

2 The modeling of geometric center displacement error

These errors occur due to inaccuracy of the location of the scan object relative to the center of
the scan field. To describe the distribution of such errors, it is advisable to use the unimodal trape-
zoidal centered probability density function (PDF) of the form:

125.d +3.75 if —03<d, <-0.1;

ofd ). o(d 2.5 if —0.1<d <0.1 |
(d,) @(d) = -12.5d _+3.75 if 0.1<d, <0.3; M
0 if |d,|>0.3.
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We use the inverse function method.
If zzunif [0,1] , then to obtain a random variable d, with distribution (1) it is necessary to use the

transformation:

J0.16-7-03 if 0<2<0.25;
d,(z)=10.4-2-0.2 if 0.25<7<0.75; )

- J0.16-(1-2)+03 if 0.75<z<1

It is fair to assume that displacement errors having the PDF (2) act independently on the coordi-
nates X,Y of the unit fingerprint portrait.

The correctness of the transformation (2) is illustrated by a histogram of the computational ex-
periment results in Fig. 1.

@(d,)

03 0,1 10,1 0,3

Fig. 1 — Result of statistical tests of the random coordinate error generator

3 The modeling of minutiae erasure and false appearance minutiae errors

The distribution of erasure errors can be parametrized by the value p. - the erasure probability

of a single individual characteristic point on the fingerprint portrait. Assuming the independence of
erasure errors, their distribution can be described by the usual discrete binomial distribution:

K (j _ ;
PE(k)=Z(Nj"°E"(1— )" G)
i=0
where P (k) the probability of erasure is not more than k minutiae of the portrait; N - the num-
ber of minutiae detected, determined by the distribution
i

Q(Ni)=[30)-(%)so €[0,30], N, [15,45],

where Q(N ) is the probability that the number of minutiae of the portrait (taking into account mi-
nutiae masked outside the unit square) will be a value N;.

The size of the parameter p. for various methods of fingerprint processing, in our opinion, can
be located within.0 < p. <0.1. To simulate the erasure process after obtaining the portrait model
(Table 1), using a random generator which is uniformly distributed in a unit number interval, the
vector Z ={z,,2,,---,z,} is generated, the elements of which z:unif [0,1], i=1...N.
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On the basis of the vector Z, an erasure vector E={e e,,---,e,} is calculated whose elements
have a binary value and are obtained by a functional transformation of the vector coordinates Z :

Z :
e = |, e=[01], i=1...N. “4)
|;1_ Pe J [ ]

Next, the rows in the portrait table (Table 1), which have numbers that correspond to the ordinal
numbers of the unit vector E elements, are removed from the table and, accordingly, from the por-
trait of minuses.

We Dbase the probabilistic description of the errors associated with the false minutiae appearance

on Poisson distribution:
K

Pr(K)=2Ae"
r(K)==7e 6

where Pr(K) - probability of K false minutiae appearance on the portrait sample; 4, - an empiri-
cally determined mathematical expectation of the false minutiae number.

Table. 1 — Portrait matrix

Ne X Y o Ne X Y Q

1 0.21 -0.07 0.6 15 0.01 0.39 0.15
2 0.28 0.18 0.58 16 -0.05 -0.55 0.08
3 0.12 -0 0.49 17 0.51 0.5 0.64
4 0.19 0.31 0.74 18 -0.25 -0.34 0.55
5 0.07 -0.68 0.62 19 0.23 -0.41 0.41
6 0.05 -0.12 0.8 20 0.13 -0.41 0.47
7 -0.25 0.33 0.58 21 0.14 0.08 0.15
8 -0.01 0.42 0.91 22 0.06 0.23 0.74
9 0.17 0.15 0.73 23 -0.05 0.17 0.83
10 0.12 0.23 0.67 24 0.69 0.31 0.87
11 0.3 0.54 0.32 25 0.1 0.7 0.3
12 0.64 -0.14 0.31 26 -0.33 -0.3 0.13
13 0.13 0.44 0.11 27 -0.17 -0.11 0.78
14 0.09 -0.05 0.85 28 0.15 0.08 0.61

Approximation of a random variable - the number of false minutiae in a portrait subject to the
Poisson distribution (5) is achieved using a random generator unif [0,1] and a conventional binomi-
al distribution as follows. Based on the statistical processing of a sufficient number of portraits, the
mathematical expectation of the number of false minutiae in one portrait 4, is determined empiri-
cally. As a rule, 0.1<4,<0.5 (in this case, minutiae additions tend to occur less likely than eras-
ures). A vector is generated with elements uniformly distributed in the unit inter-
val z, ~ unif [0,1], i=1...M . Then, on the basis of a transformation similar to (4), we get an addi-

tion vector 4={a,,a,,---,a,,} of binary elements obtained according to:

Z.

= — | a=[01], i=1...M. 6

e b [0.4], i ©)
M

The number of unit elements in the vector is subject to the binomial law (3) with the parame-

ter P, = %‘ Then the number of added false minutiae of the portrait is determined by the square of
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the length of the vector 4:
K=|A"=>a. (7)

The approximation of the Poisson distribution (5) will be all the more accurate the larger the se-
lected value M . For an acceptable approximation of the Poisson distribution given 4, <1, it suffic-

es to require following inequality:
M= (8)

The simulation of the appearance of false minutiae is made on the basis of the value obtained as
a result of the computational experiment, determined by (7): table 1 adds K rows (when K =0
rows are not added). The generation of values for the added rows is the same as for existing points

in the table - using z ~ unif [0,1]. This does not exclude the case when additional points will be
outside the unit square and will be disguised on the original portrait.

4 The modeling of image rotation errors
To model rotation errors, we accept the following conventions for the Cartesian coordinate sys-
tem of the unit square of the fingerprint portrait.
Portrait image rotation around the geometric center of the unit square with coordinates [0,0] IS

conveniently modeled by rotating the coordinate axes on the plane by a specified angle « (Fig. 2).

The zero value of the rotation angle cor-

AY ' responds to the axis0X ; the positive direc-
Y’ X tion of the angle is the counterclockwise
g movement. It should be borne in mind that

p turning the axes by an angle o is equivalent

to rotating the original image (in X 0 Y co-
' ‘) o X ordinates) in the opposite direction by an
— - > angle —a (in X'0Y'coordinates). It is
0 known that the relationship between the

X
coordinates of an arbitrary point (Y J in

the original coordinate system X 0 Y and

!

XI
the coordinates of the new point [Y ) in

Fig. 2 — Rotation illustration
9 the system X'0Y’ deployed at the angle o

is given in the matrix form by the following expression:
X' X
=U(a)- ,

cosa Sina
—sina cosa )

where

u (a)=[ ©)

Using the transformation (9) allows you to define an algorithm for modeling the image rotation.
Let G — be the portrait matrix (Table 1) of the size (N ><3). We divide it into submatrices

32



ISSN 2519-2310 CS&CS, Issue 4(12) 2018

G =(XY ), where XY is a submatrix of the size (N x2), containing N rows with a pair of co-
ordinates X and Y for each of the N points of the original portrait; ¢ — is a vector column contain-
ing the angle values for N corresponding points normalized in the interval [0,1].

The rotation of portrait minutiae by an angle (given in radians) is achieved by transforming the
submatrix: XY :

XY'=U(-a)-(XY), (10)

where (XY )T — transposed submatrix XY .
The change in the vector ¢ associated with the rotation of the portrait is determined by the for-

mula;
(p'=((o—ijmodl— ((p—ijmodl , (11)
2. 2.

where the operation ("arg") mod1 extracts the fractional part of "arg", with respect to the sign.

The matrix of the portrait rotated by the angle « is determined by combining the resulting sub-
matrix and the vector:

G'=((xvy'

(/)'). (12)

Rotation errors are determined by the distribution of the random rotation angle a.. Empirical con-
siderations allow us to limit the range of possible values within a right angle

T T
ac|—,+— |, 13
[£+4] 0
and to show the requirements of unimodality and centering to the PDF. To simulate a random value
o, We use a method based on the central limit theorem and allows us to approximate a truncated
normal distribution by summing a limited number of centered random numbers uniformly distribut-
ed in a single range. We use the approximation of the normal distribution by summing the four line-

arly transformed random variables z;:unif [0,1], iel,...,4. The restriction (13) corresponds to the

normalized values, then the realization of the random normalized rotation angle is obtained by a
functional transformation of the form:

a, =Z[Z‘ _ '5) (14)

The approximated normal PDF has the form:

f(ay,)= L exp 7 o= L (15)
" 2zo 27 ) " \3256

In Fig. 3 shows the form of the function (15) (dashed line) and the histogram of the probability
distribution of the approximation (14) obtained with the number of tests equal to 10°.

As can be seen, the use of only four terms in the sum of expression (14) provides a good approx-
imation of the normal PDF.

The absolute value of the random angle of rotation does not exceed the limits specified above

+45° , and the RMS value is
f 1
o=,——-360° =0.036-360° ~13°.
3-256
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Fig. 3 — PDF and histogram of the approximation of the PDF of the normalized
random rotation angle

Thus, as a result of the studies, this section based on the analysis of the experimental data of bi-
ometric fingerprint images developed an analytical probabilistic model for the formation and pro-
cessing of minutiae that takes into account various quantitative and qualitative characteristics (the
density of minutiae distribution and linear displacements of the fingerprint center, the possibility of
loss and / or appearance of new minutiae, the presence of angular errors, etc.). The developed
model allows us to generalize and formalize the process of minutiae generation, as well as to justify
theoretical suggestions and recommendations for their processing in computerized access control
systems.

5 Conclusions

Biometric authentication methods are being widely used in modern computerized access control
systems. At the heart of their construction lies the processing of control points of various biometric
images (the iris of the eye, the outline of the face, the hand, papillary lines, etc.). The analysis
showed that the most widely used methods of processing fingerprint control points (minutiae), al-
lowing reliably identifying a specific user and implementing various security services.

The proposed analytical probability model of minutiae distortions takes into account various
quantitative and qualitative characteristics (the density of minutiae distributions and linear dis-
placements of the fingerprint center, the distribution of the minutiae angles, the possibility of loss
and / or appearance of new minutiae, the presence of angular errors, etc.). This allows us to gener-
alize and formalize the process of minutiae generation, in order to be used in computerized access
control systems and in other important applications [20-21].
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MaTtemaTH4Ha MOJeJb CIOTBOPEHHS BiAOUTKIB NaibLiB.

AHoTanisi. JlaHa cTaTTs BKIIOYae B cebe JIOCIHIIKEHHS 010METpHYHHX 300pakeHb BiJOWTKIB MaJbIliB, MiHYIiil Ta MaTeMaTUIHOL
iMOBIpHICHOT MOZENi IX CIIOTBOPEHHS. 3alpONOHOBaHA MOJENh 3aCHOBAaHA Ha €BPHCTUYHOMY aHAII31 pe3yJbTaTiB CKaHYBaHHS Bij-
OWTKIB MANBIiB 3 ypaXyBaHHAM XapakTepy MOTECHIIHHIX TOMHIJIOK. BoHa 103BOJIsIE MOJENIOBATH THIIOBY MOBEAIHKY MIHYILIH B 6i0-
METPUYHHIX 300paKeHHSIX BIIOUTKIB ManblliB. Bynn 3MonensoBaHi HalHOIIBIIT THIIOBI THUITH CIIOTBOPEHB, BKIIFOYAIOYH 3MIlICHHS Te0-
METPHUYHOTO IIEHTPY BiIOMTKA Mk, 0OCpPTaHHs BiIOMTKA MAIbIls, BUJAJICHHS IPIOHUX JIeTanei, a TAKOX 3MiHU BIZICTaHI MiXK Mi-
HYIISMH.

Kiouosi cioBa: 6iomerpuyna ayreHTH(DiKAIis; 300pakeHHS BiIOUTKIB MATBIIiB; MIHYIII.
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MareMaTuyecKkasi MOJeJdb HCKAKEHHs 0TIEYATKOB MAJIbIEB.

AnHoTammsi. J[aHHas cTaThsl BKJIIOYAeT B ceOsl MCCIECIOBaHHE OMOMETPHYECKHX M300pa)KCHHH OTIEYaTKOB MablIeB, MUHYLHUIH H
MaTEMaTU4ECKON BEPOSITHOCTHON MOJIeNN UX MCKaxkeHus. [IperiokeHHas Moieb OCHOBaHA Ha 3BPUCTHUYECKOM aHAIU3€ Pe3yJIbTa-
TOB CKaHHPOBAHUs OTIEYATKOB MAJIBIEB C yYETOM XapaKTepa MOTEHUHAIbHBIX OmHOOK. OHA MO3BOJIAET MOAENUPOBATH THUIIMYHOE
HOBEJCHHE MUHYIIMH B OMOMETPUYECKHX N300paKeHUSIX OTIICUaTKOB NajblieB. BeUIM cMoennpoBaHbl Hanboliee XapaKTePHbIE THITBI
HUCKaXCHHH, BKJIIOYAs CMEIIEHUE NeOMETPUUYECKOro LEHTpa OTIeYaTKa Haliblia, BpallleHue OTIeuaTka Majbla, yAajleHHe MEJIKHX
JieTaliell, a Takoke H3MEHEHHE PacCTOSHUS MEXAY MUHYLIMSIMU.

KiroueBble ciioBa: GuoMerpuyeckas ayTeHTH(HUKAIMSA; N300paKEHHS OTIEYATKOB IAJIbLIEB; MUHYLIMH.
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