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Abstract. The paper is a continuation of numerous studies of a candidate for encryption national standard of
Ukraine, the Strumok new symmetric stream cipher. The result of a study is compare the most famous algorithms of
stream cipher, which were presented at various contests, such as eSTREAM, NESSIE and the AES symmetric block
cipher in mode of stream about usage CPU time for transformation of one octet data.
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1 Introduction

Strumok is the stream symmetric cipher that presented as a candidate for encryption national
standard of Ukraine [1-4]. The cipher designed by a group of scientists in 2015 and it was improve
repeatedly. The Strumok has a simple scheme that focuses on a 64-bit computing platform, that en-
able its become the most fast (over 10 Gbit per sec) [1-4].

The Strumok stream cipher is based on a secret internal state that consist of eighteen 64-bit
blocks: 16 blocks of the linear feedback shift register (LFSR) and two blocks of the finite-state ma-
chine (FSM). As input data using a secret key of size Lx=256 or 512 bit and an initial vector of size
L|V:256 bit.

The closest prototype to the Strumok stream cipher is the SNOW 2.0 cryptographic algorithm
that focuses on 32-bit computing systems [5]. It is based on the classical scheme of additive genera-
tor [5,6], but unlike the SNOW 2.0 algorithm in the Strumok generator uses an increased internal
state with a shift register over 64-bit blocks. Therefore, in one cycle, 64-bit computing systems
achieve a higher speed of the formation keystream.

The purpose of this work is obtaining additional results of compare studies speed the Strumok
stream cipher and famous cryptographic primitives about usage CPU time for transformation of one
octet data at various stages of keystream generation. By comparison, also attached the symmetric
block ciphers, such as AES [7,8] and Kalyna [9,10] with usages in stream mode.

2 General Description
AES
Advanced Encryption Standard (AES) is a symmetric block cipher that has a fixed block size of
128 bit, and a key length can take value Ly=128,192 or 256 bit. For a key lengths 128 or 256 bit, the
algorithm has 10/14 rounds, according. In 2002, it was declared the encryption standard of United
States [7] and later its standardized at the international level in [8].

HC

HC is a stream cipher that designed by Hongjun Wu cryptographer and was first published in
2004. HC-128 was presented at the eSTREAM contest [6], which aimed to create European stand-
ards for stream encryption systems.

© Gorbenko 1., Gorbenko Yu., Tymchenko V., Kachko O., 2018 48


mailto:gorbenkoi@iit.kharkov.ua
mailto:gorbenkou@iit.kharkov.ua
mailto:tvlad.tyma@gmail.com
mailto:iit@iit.com
mailto:kalash@itesm.mx

ISSN 2519-2310 CS&CS, Issue 3(11) 2018

Rabbit

Rabbit is a high-performance stream encryption algorithm that was first presented at the 10"
symposium FSE in 2003. In 2005, it was submitted at the eSTREAM contest [6]. The cipher uses a
128-bit key and a 64-bit initialization vector. It standardized internationally in [5].

Salsa20

Salsa20 is a transformation stream system that developed by Daniel J. Bernstein. The algorithm
was presented at the eSTREAM contest [6], where it became the winner contest in the first profile
(the stream ciphers for software use with high bandwidth).

SNOW 2.0

SNOW 2.0 is a symmetric stream cipher that developed by Thomas Johansson and Patrik
Ekdabhl, it’s also one of the stream ciphers selected for ISO/IEC 18033-4 [5]. The key size can take
128 or 256 bit, and a 128-bit initialization vector.

Sosemanuk

Sosemank is a stream cipher, developed by a group of French scientists in 2004. In 2008, it be-
came one of the finalists eSSTREAM project in the first profile [6]. It’s a key length varies between
128 and 256 bit, and use a 128-bit initialization vector.

Trivium

Trivium is a synchronous stream cipher that focuses primarily on hardware implementation, and
reasonably efficient software implementation. The cipher was presented at the eSTREAM project
and has been selected as part portfolio for low area hardware ciphers [6]. The authors of the cipher
are Christophe De Canniere and Bart Prenel. This stream cipher can generate up to 2° bits of output
sequence with an 80-bit key and an 80-bit initialization vector. Standardized also as a cipher of
lightweight cryptography [11].

3 Software performance of Strumok

The stream encryption of long sequences has the potential advantage over block cryptographic
transformations, which is an important benchmark for many applications. Important benchmarks of
symmetric stream ciphers are also the speed of encrypting short packages, as well as the time of ini-
tialization/generation of key parameters (see in Tables 1-10).

Table 1 — The speed of encryption 1Gb data (Intel Core i3-5005U 2I'Tw)

. Speed

Names Of Algorithm Mbps P Cycles per byte
Strumok-256 5542 2.88
Strumok-512 5576 2.86
AES-128 1583 10.08
AES-256 1128 14.14
HC-128 7164 2.23
HC-256 2701 5.91
Rabbit 2186 7.3
Salsa20 1598 9.98
SNOW 2.0-128 5177 3.08
SNOW 2.0-256 5095 3.13
Sosemanuk 2925 5.46
Trivium 2387 6.69

To study the performance benchmarks used two computers:
e with an Intel® Core i3-5005U 2 GHz processor (the memory cache: 128 KB first level
and 256 KB second level), 12 GB of DDR3 1600 MHz RAM and OS Windows® 8.1;
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e Intel® Core i9-7980XE 2.60 GHz processor (the memory cache: 1832 KB first level and
1024 KB second level), 64 GB of DDR4 2133 MHz RAM and OS Windows™ 10 Pro.

Table 2 — The speed of encryption 1Gb data (Intel Core i9-7980XE 2.60GHz)

i Speed
Names Of Algorithm Mbps P Cycles per byte
Strumok-256 10911 1.90
Strumok-512 10850 1.91
AES-128 3228 6.42
AES-256 2295 9.03
HC-128 14676 1.41
HC-256 6286 3.30
Rabbit 4636 4.47
Salsa20 3502 5.92
SNOW 2.0-128 10425 1.99
SNOW 2.0-256 10470 1.98
Sosemanuk 6329 3.28
Trivium 4954 4.19

Table 3 — The results of encryption 50 packages by 1500 bytes (Intel Core i3-5005U 2I'Ty)

Speed
Names Of Algorithm Mbps Cycles per byte Cycles per
package
Strumok-256 4580 3.49 5231
Strumok-512 4545 3.50 5250
AES-128 1578 10.13 15194
AES-256 1119 14.25 21368
HC-128 1310 12.18 18275
HC-256 239 66.57 99861
Rabbit 2105 7.59 11378
Salsa20 1578 10.11 15161
SNOW 2.0-128 4687 3.42 5127
SNOW 2.0-256 4580 3.48 5218
Sosemanuk 2830 5.65 8481
Trivium 2197 7.25 10876

Table 4 — The results of encryption 50 packages by 1500 bytes (Intel Core i9-7980XE 2.60GHz)

Speed
Names Of Algorithm Mbps Cycles per byte Cycles per
package
Strumok-256 9231 2.26 3386
Strumok-512 9091 2.26 3387
AES-128 3191 6.47 9710
AES-256 2299 9.03 13545
HC-128 2871 7.21 10819
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Continuation of Table 4

HC-256 543 38.21 57318
Rabbit 4255 4.86 7287
Salsa20 3448 6.01 9008
SNOW 2.0-128 9375 2.20 3303
SNOW 2.0-256 9524 2.18 3274
Sosemanuk 7595 2.74 4108
Trivium 4511 4.59 6887

The research was conducted in accordance with the methodology adopted in [6], i.e., the follow-
ing criteria were used:
e the speed of encryption of long streams;
e the speed of encryption short packages;
e the speed of initialization and key parameters generation.

The results obtained of encryption a long stream (a long 1GB) which carried out for each algo-
rithm on a key, see in Tables 1, 2. From the data in tables, it follows that stream ciphers have an
undeniable advantage over blocks when encryption long streams. Among the stream algorithms,
HC-128, Strumok-256 and Strumok-512 are the fastest. It should be noted that Intel® Core i9-
7980XE 2.60 GHz computing system achieves very high encryption speeds (over 10 Gbit per sec),
which points to the prospect of using stream ciphers in modern telecommunication systems. At the
same time, Strumok-512 is not inferior to the speed of the Strumok-256 version, although it has a
much higher supply of stability.

Table 5 — The results of encryption 120 packages by 576 bytes (Intel Core i3-5005U 2I'T%y)

Speed
Names Of Algorithm Mbps Cycles per byte Cycles per
package
Strumok-256 3477 4.59 2644
Strumok-512 3456 4.61 5250
AES-128 1562 10.20 5876
AES-256 1103 14.47 21368
HC-128 570 27.95 16099
HC-256 97 164.5 94753
Rabbit 1953 8.15 4696
Salsa20 1612 9.91 5707
SNOW 2.0-128 4189 3.80 2191
SNOW 2.0-256 3711 431 2484
Sosemanuk 2850 5.58 3217
Trivium 1920 8.33 4798

Table 6 — The results of encryption 120 packages by 576 bytes (Intel Core i9-7980XE 2.60GHz)

Speed
Names Of Algorithm Mbps Cycles per byte Cycles per
package
Strumok-256 6999 2.96 1702
Strumok-512 7089 2.94 1695
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Continuation of Table 6

AES-128 3196 6.48 3732
AES-256 2257 9.18 5288
HC-128 1254 16.53 9520
HC-256 220 94.24 54284
Rabbit 4036 5.13 2957
Salsa20 3392 6.08 3503
SNOW 2.0-128 8378 244 1408
SNOW 2.0-256 8507 2.42 1396
Sosemanuk 6356 3.33 1919
Trivium 3921 5.30 3054

By the second criterion, the speed of encryption short packages of different lengths was meas-
ured. Each function call includes a separate setup of the initialization vector 1V. The package
lengths (40, 576, and 1500 bytes) were selected to be representative of telecommunication traffic
(see Table 3-8) [6].

Analyses the results of the studies presented in Tables 3-8, it should be noted that the advantage
the speed of encryption stream algorithms is maintained for packages of lengths hundred or more
bytes. For very short packages, the time of internal state initialization begins to play a significant
part of the stream algorithms, as expected, are starting to lose. As regards comparing the speed of
stream algorithms, the advantage of the SNOW 2.0 and Strumok generators should be noted.

Table 7 — The results of encryption 350 packages by 40 bytes (Intel Core i3-5005U 2I'T)

Speed
Names Of Algorithm Mbps Cycles per byte Cycles per
package

Strumok-256 543 29.32 1173
Strumok-512 528 30.21 1209
AES-128 1027 15.63 625
AES-256 713 22.38 895
HC-128 42 378.39 15135
HC-256 7 2296.64 91866
Rabbit 682 23.39 936
Salsa20 1009 15.7 628
SNOW 2.0-128 888 17.83 713
SNOW 2.0-256 957 16.67 667
Sosemanuk 756 21.08 843
Trivium 493 32.38 1295

Table 8 — The results of encryption 350 packages by 40 bytes (Intel Core i9-7980XE 2.60GHz)

Speed
Names Of Algorithm Mbps Cycles per byte Cycles per
package
Strumok-256 1120 18.45 738
Strumok-512 1131 18.23 729
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Continuation of Table 8

AES-128 2196 9.48 379
AES-256 1600 12.87 515
HC-128 94 219.82 8793
HC-256 16 1326.64 53065
Rabbit 1623 13.04 522
Salsa20 2153 9.70 388
SNOW 2.0-128 2154 9.67 387
SNOW 2.0-256 2154 9.69 388
Sosemanuk 1697 12.28 491
Trivium 1028 20.14 806

The criterion of initialization and generation key parameters separately includes parameters of

the establishment of the key and the initialization vector. These two parameters are least critical for
displaying the speed of encryption packages, since they are disproportionality small compared to
the process of create or update a key. The results benchmarks are shown in the Tables 9, 10.

According to the results of the studies presented in Table 9, 10, the advantage of the Salsa20 ci-

pher should be noted. The HC algorithm, which showed good results the speed, it has the shortest

time of installation a key, but the time it takes to initialize the vector is largest. The Strumok algo-
rithm has average values for this criterion.

Table 9 — The speed OF the installation keys and the initialization vectors
(Intel Core i3-5005U 2I'Ty)

) KEY, Vv,
NS (O AR IR Cycles per installation Cycles per installation
Strumok-256 16.07 806.52
Strumok-512 16.16 731.24
AES-128 266.35 0.32
AES-256 423.39 0.32
HC-128 8.07 14701.36
HC-256 133.07 91748.16
Rabbit 475.35 442.69
Salsa20 12.08 1.59
SNOW 2.0-128 16.09 403.21
SNOW 2.0-256 30.21 410.64
Sosemanuk 530.39 496.41
Trivium 22.35 1006.43

Table 10 — The speed OF the installation keys and the initialization vectors
(Intel Core i9-7980XE 2.60GHz)

NETES O AR Cycles pi.\(rEi\n(sitallation Cycles pell’\i/r’lstallation
Strumok-256 10.24 470.32
Strumok-512 10.24 471.67
AES-128 152.02 0.15

53



ISSN 2519-2310 CS&CS, Issue 3(11) 2018

Continuation of Table 10

AES-256 242.14 0.16
HC-128 7.08 8640.58
HC-256 79.44 52514.03
Rabbit 285.73 275.32
Salsa 20 7.69 0.98
SNOW 2.0-128 10.38 238.89
SNOW 2.0-256 19.30 233.66
Sosemanuk 339.99 317.19
Trivium 14.11 617.50

4 Conclusions

The symmetric stream ciphers play an important role in the processes cryptographic protection of
information. They have high the speed of cryptographic transformation, especially for the long
packages, and are most successfully used when encryption large amounts of input data.

The results obtained of comparative studies have shown that the stream algorithms significantly
exceed block ciphers by the speed of encryption the long packages. Among the stream algorithms,
the Strumok generator, whose structure is targeted at applications in modern 64-bit computing sys-
tem, has the advantage of giving it the highest values. In particular, the Intel® Core i9-7980XE
2.60 GHz and OS Windows® 10 Pro have received 14 — 15 Gbps encryption speeds.

When encryption short packages, the computational efficiency of the stream ciphers decreases,
and for package lengths of 40 bytes block ciphers become faster. When comparing the stream algo-
rithms, the Strumok generator that stably shows a high encryption speeds, has the advantage.

The study of the initialization time of cryptographic algorithms didn’t show the advantage of
block or stream algorithms. And although with the increase in the length of the data being pro-
cessed, the initialization time plays a very small part in the process of encryption, this parameter
should also to be given attention. In particular, according to our research, the greatest advantage
over the initialization time is the Salsa20 cipher.

Generalizing the results should be noted the Strumok keystream generator, which in most cases
showed better results. When implemented on a 64-bit computing platform, it provides enormous the
speed of encryption and can be recommended for practical application in the modern information
and telecommunication systems.
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JociizkeHHS IBUIKOCTI Cy4aCHUX MOTOKOBHUX U (PPiB.

AHoTauisi. 11 cTaTTd € MpOJOBKEHHAM YUCICHHUX JOCHIIKCHb KaHIWAATa Ha HALlIOHANBHUHA CTaHIApT MU(pPyBaHHS YKpaiHH,
HOBOTO JITOPUTMY CHMETPHUYHOTO MOTOKOBOTO mudpyBanHs «CTpyMok». Pe3yiabpraToM AOCTiIKEHHS € TOPiBHAHHS HAaHBiIOMILINX
JITOPUTMIB ITOTOKOBOTO HIM(PYBaHH, sIKi OYyJIM MpecTaBiIeH] Ha pi3HUX KOoHKypcax, Takux sk eSTREAM, NESSIE. Jlo mopiBHSH-
HS TAKOX JIOJy9eHHH cuMeTpuyHuii 61okoBui mmpp AES B motokoBux pexxmmax 3actocyBanHs. OLiHIOBayacs CKIAIHICTh peai-
3aIii AITOPUTMIB 32 MOKa3HUKaMH KUIBKOCTI IIMKJIIB IIEHTPAIBEHOTO IIpoLiecopa AT IepeTBOPEHHS OJJHOTO OKTETY JaHUX.

KurouoBi cioBa: notokoBuit mudp; ummdpyBaHHs; UK Ha 0alT; CHHXPOHHHUI reHepaTop KI0YOBOTO MOTOKY; MCEBIOBUIAIKOBA
MIOCIiI0OBHICTb.
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HcenenoBanue CKOpOCTH COBPEMEHHBIX IOTOYHBIX IIH(POB.

AHHOTaIUsA. JTa CTaThs SIBIAETCS MPOJODKEHHEM MHOTOUYHCICHHBIX NCCIIENO0BAaHUN KaHIUIAaTa HA HAI[MOHAIBHBIA CTaHAapT mud-
poBaHus YKpauHbl, HOBOTO JITOPUTMa CHMMETPHYHOTO MOTOYHOro mudposanus «CTpymMok». Pe3ynbpraToM nccienoBaHus sSBIseT-
csl CpaBHEHHE Han0oJiee M3BECTHBIX AJTOPUTMOB ITOTOKOBOTO HIM(POBAHMS, KOTOPhIE OBUIH MPECTaBIeHbl Ha Pa3INYHBIX KOHKYP-
cax, Takux kak eSTREAM, NESSIE. B cpaBHeHne Takxke BKIIIOUEH CUMMETPUYHbIA Onounblii mmpp AES B MOTOKOBBIX pexumax
npuMeHeHus. OneHNBajlach CJIOKHOCTh pealu3alii aJIrOPUTMOB 10 IOKa3aTelsiM KOJMYecTBAa LIMKIIOB IIEHTPAIILHOTO Ipoleccopa
JUTS TpeoOpa30BaHUs OJHOTO OKTETa JAHHBIX.

KnroueBble cj10Ba: MOTOKOBEIN mUQp; mH(poBaHHe; UKIBI HAa 0AaliT; CHHXPOHHBII TeHepaTop KII0YEBOTO ITOTOKA; IICEBIOCTyIai-
Hasl TIOCJIeZIOBATEILHOCTb.
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