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Abstract. In recent years, numerous studies of stream symmetric ciphers in Ukraine are continuing, the main purpose
of which is to argue the principles of creating a new cryptographic algorithm, which can be based on the national
standard. One of the essential aspects in choosing from many alternatives is the statistical properties of the output
pseudorandom sequence (key stream). In this paper, the results of comparative studies of statistical properties of out-
put sequences, which are formed by various stream ciphers, in particular, by world-known algorithms Enocoro, Dec-
im, Grain, HC, MUGI, Mickey, Rabbit, RC-4, Salsa20, SNOW?2.0, Sosemanuk, Trivium and the Ukrainian crypto-
graphic algorithm Strumok, that was developed in recent years, are presented. For comparative studies, the NIST
STS method was used, according to which experimental studies are performed in 15 statistical tests, the purpose of
which is to determine the randomness of the output binary sequences. Each of the tests is aimed at studying certain
vulnerabilities of the generator, that is, points to the potential usage of different methods of cryptographic analysis.
Although each of the considered streaming encryption algorithms has been studied, we have carried out a statistical
test of the generated pseudorandom sequences under equal conditions and with identical initial parameters, that is,
our results allow us to perform a comparative analysis of ciphers and to justify the best of statistical properties. The
estimates presented in the article, as expected, confirmed the high statistical security indexes of modern ciphers. In
addition, according to the results of experimental research, it was found that the new Ukrainian development - the
stream cipher Strumok does not yield to the best world algorithms in the statistical properties of the initial sequences.
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1 Introduction

Nowadays, there is a large number of areas in technology where it is necessary to use cryptog-
raphy to protect information. These areas include Internet of things (IoT), smart sensors and con-
trollers, medical devices, RFID tags. That is why in the modern world different requirements for
crypto algorithms are formed, however there is one common requirement — it is stability.

The stability of the stream cryptosystem depends very much on the quality of the generated
gamma, because if the gamma is predictable, the space of the possible keys will be smaller and it
will be possible to go through all values. Determining the randomness of the generated sequences is
one of the main tasks.

Generating random numbers means getting a sequence of binary characters 0 and 1. Pseudoran-
dom sequence generators are a function that is initialized by the seed, and then generate a sequence
0 and 1 at the output. Knowing this seed, we can predict the entire sequence. A good PRNG genera-
tor is one for which it is impossible to predict the following values, with having all the history of
the previous values without having the seed [1].

This article is dedicated to the study of statistical properties of pseudorandom sequences, which
are formed by different streaming cryptographic algorithms.

For conducting experimental studies, world-known stream symmetric ciphers that were standard-
ized at the international and/or national level or presented in various research projects, for example,
at the international eSTREAM competition, were involved. In particular, we reviewed the specifica-
tion and developed the software implementation of stream ciphers Enocoro, Decim, Grain, HC,
MUGI, Mickey, Rabbit, RC-4, Salsa20, SNOW2.0, Sosemanuk, Trivium [2-7]. The Ukrainian
stream cipher Strumok, which was developed and presented in [8] and subsequently improved sev-
eral times and researched [9-13], was involved to studies in addition. In particular, in our last paper
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[13] the same streaming cryptographic algorithms were considered, but we carried out a compara-
tive analysis of the computational complexity of stream ciphers and their performance on various
computing systems.

The test of the National Institute of Standards and Technology (NIST) of the USA «A Statistical
Test Suite for Random and Pseudorandom Number Generators for Cryptographic Applications»
(STS) [1] was used in this work to conduct comparative experimental studies of the statistical prop-
erties of output pseudorandom sequences. This method has been developed and tested in the study
of candidates for the national standard of block symmetric ciphers in the United States (the winner
and published as standard [14], as is known, was the algorithm Rijndael).

The NIST STS method consists of 15 independent statistical tests, although, depending on indi-
vidual parameters and settings, 188 statistical tests are usually performed. The basis of all these
tests is the concept of zero hypothesis. Zero hypothesis is the assumption that there is no relation-
ship between the two facts. There is also an alternative hypothesis that refutes the null hypothesis:
that is, there is an interconnection between facts. If we proceed to the terms of random numbers,
then for the null hypothesis assumes that the sequence is truly random (whose values appear equip
probable and independently of each other). Consequently, if the null hypothesis is correct, then our
generator produces sufficiently "good" random numbers [1]. For each test, we need to select the ap-
propriate random statistics and use it to determine whether or not to accept the null hypothesis.
With the assumption of randomness, such statistics have a distribution of possible values. The theo-
retical proof of the distribution of this statistics for a zero hypothesis is determined by mathematical
methods. During the test, the value of the statistic for the data (the test sequence) is calculated. This
statistic value of the test is compared with the critical value. If the value of the statistical test ex-
ceeds the critical value, the null hypothesis of randomness is rejected. Otherwise, the null hypothe-
sis (the hypothesis of randomness) does not deviate (that is, the hypothesis is accepted) [1].

Of course, chosen cryptographic transformations Enocoro, Decim, Grain, HC, Mugi, Mickey,
Rabbit, RC-4, Salsa20, SNOW?2.0, Sosemanuk and Trivium have been repeatedly tested, including
by developers [2-7]. But all these studies were performed on different platforms with different set-
tings and output parameters. That is, the statistical properties of the initial sequences of each algo-
rithm (with their own settings) were studied without conducting a comparative analysis of the statis-
tical safety indicators and the justification of the best cipher according to the statistical properties.

The purpose of our work is to independently test the properties of cryptographic algorithms from
[2-7] with universal and identical conditions in order to obtain objective and independent results.
Special attention was paid to the streaming encryption algorithm Strumok, which was developed
and presented by Ukrainian scientists in [8-13]. To date, numerous studies have been conducted in
Ukraine to substantiate the principles of creating a new streaming cryptographic algorithm, which
may be the base of the national standard. Therefore, experimental studies of the statistical properties
of the Strumok algorithm, their comparative analysis with the value of statistical security of world-
known ciphers from [2-7] is undoubtedly relevant and important scientific task.

2 Researched Symmetric Ciphers and Testing Conditions

During conducting of experimental researches modern stream symmetric ciphers were consid-
ered: Enocoro [2,3], Decim [2,6], Grain [7], HC [7], MUGI [2], Mickey [7], Rabbit [2,7], RC-4 [7],
Salsa20 [7], SNOW2.0 [2], Sosemanuk [7], Trivium [2], Strumok [8,11], also block encryption al-
gorithm AES [14,15], which can be used in streaming encryption modes.

The list of studied algorithms is given in Table 1, which provides brief information about ciphers
and affiliation with relevant standards or research projects.

For testing were developed software implementation of all the studied stream ciphers in Java
language. For each crypto algorithm, sequences of size of one million bits and ten thousand bits
were generated with the help of a randomly generated key. These sequences have been tested on a
single platform by tests on randomness.

These tests focus on a types of non-randomness that can exist in the sequence.
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Table 1 — The Chosen Crypto Algorithms For Comparison

The name of the Source of specification State size, Key size, | SizelV,

cipher bit bit bit

FIPS-197, CRYPTREC, 128,

AES ISO/IEC 18033-4 128 256 256
Enocoro ISO/IEC 29192-3 272 80, 128 64
DECIMv2 ISO/IEC 18033-4, eSTREAM 288 128 128
GRAIN eSTREAM 128 128 96
HC eSTREAM 128, 256 128, 256 128, 256
MUGI ISO/IEC 18033-4 128 128 128
MICKEY eSTREAM 160 128 128

. ISO/IEC 18033-4,
Rabbit eSTREAM 513 128 64
RC4 Mailing list Cypherpunks 256 256 -
SALSA-20 eSTREAM 512 128 64
SNOW?2.0 ISO/IEC 18033-4 512 128, 256 128, 56
SOSEMANUK eSTREAM 512 128 128
TRIVIUM eSTREAM, ISO/IEC 29192-3 288 80 80
Strumok-256 [8, 11] 1024 256 256
Strumok-512 ’ 1024 512 512

These tests are included: The Frequency (Monobit) Test, Frequency Test within a Block, The
Runs Test, Tests for the Longest-Run-of-Ones in a Block, The Binary Matrix Rank Test, The Dis-
crete Fourier Transform (Spectral) Test, The Non-overlapping Template Matching Test, The Over-
lapping Template Matching Test, Maurer's "Universal Statistical” Test, The Linear Complexity
Test, The Serial Test, The Approximate Entropy Test, The Cumulative Sums (Cusums) Test, The
Random Excursions Test, and The Random Excursions Variant Test [1].

For all tests, the rule of acceptance the randomness is as follows: if the computed P-value is
< 0.01, then conclude that the sequence is non-random. Otherwise, conclude that the sequence is
random [1].

Randomness tests were implemented in Python. For each test, a quantitative probability charac-
teristic was obtained, these values were studied and analyzed. The experimental results obtained
from each test were compared with the value of the criterion of significance (which is equal to 0.01,
that is, it is a probability to reject the correct zero hypothesis by mistake).

3 Results of Statistical Tests

The results of NIST testing are shown in Tables 2-16.

Results of The Frequency (Monobit) Test and Results of Frequency Test within a Block (Ta-
ble 2, 3) can be interpreted as follows: the closer the value of P-value to 1 is more evenly distributed
"0" and "1". A small value of P-value means a large deviation from the equable distribution of zeros
and ones in at least one of the sequence blocks. That is, the smaller the value, the more unevenly
distributed values.

Table 2 — Results of The Frequency (Monobit) Test

The name of the cipher | P-value | The name of the cipher | P-value
AES-128 0.52217 | Rabbit 0.92034
AES-256 0.98404 | RC4 0.01046
Enocoro 0.20054 | SALSA-20 0.33705
DECIM v2 0.52217 | SNOW2.0-128 0.81033
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Continuation of Table 2

GRAIN 0.20059 | SNOW?2.0-256 0.14986
HC -128 0.14429 | SOSEMANUK 0.07840
HC -256 0.48392 | TRIVIUM 0.50925
MUGI 0.92034 | Strumok-256 1.0

MICKEY 0.49650 | Strumok-512 0.14135

Table 3 — Results of the Frequency Test within a Block
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.35359 | Rabbit 0.46658
AES-256 0.25300 | RC4 0.50833
Enocoro 0.39109 | SALSA-20 0.71156
DECIM v2 0.33150 | SNOW2.0-128 0.86422
GRAIN 0.64794 | SNOW2.0-256 0.06933
HC -128 0.96846 | SOSEMANUK 0.72974
HC -256 0.92374 | TRIVIUM 0.51628
MUGI 0.40069 | Strumok-256 0.75319
MICKEY 0.64356 | Strumok-512 0.36249

Table 4 — Result of the Runs Test
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.12254 | Rabbit 0.23795
AES-256 0.54850 | RC4 0.70787
Enocoro 0.06926 | SALSA-20 0.97669
DECIM v2 0.39203 | SNOW2.0-128 0.28887
GRAIN 0.51188 | SNOW?2.0-256 0.96867
HC -128 0.65891 | SOSEMANUK 0.34245
HC -256 0.07756 | TRIVIUM 0.17519
MUGI 0.77940 | Strumok-256 0.71884
MICKEY 0.23191 | Strumok-512 0.56320

Table 5 — Results of Tests for the Longest-Run-of-Ones in a Block
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.56531 | Rabbit 0.30447
AES-256 0.31757 | RC4 0.60474
Enocoro 0.32566 | SALSA-20 0.54449
DECIM v2 0.45269 | SNOW2.0-128 0.21839
GRAIN 0.46634 | SNOW2.0-256 0.59095
HC -128 0.22625 | SOSEMANUK 0.17928
HC -256 0.50297 | TRIVIUM 0.12140
MUGI 0.18882 | Strumok-256 0.61075
MICKEY 0.16730 | Strumok-512 0.24879

Table 6 — Results of the Binary Matrix Rank Test
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.62395 | Rabbit 0.53858
AES-256 0.34227 | RC4 0.37364
Enocoro 0.42643 | SALSA-20 0.62596

DECIM v2 0.53868 | SNOW2.0-128 0.42577
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Continuation of Table 6

GRAIN 0.25851 | SNOW?2.0-256 0.56234
HC -128 0.35643 | SOSEMANUK 0.23127
HC -256 0.63508 | TRIVIUM 0.32610
MUGI 0.25313 | Strumok-256 0.77838
MICKEY 0.43287 | Strumok-512 0.43683

Table 7 — Results of the Discrete Fourier Transform (Spectral) Test
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.58190 | Rabbit 0.78308
AES-256 0.40886 | RC4 0.58190
Enocoro 0.46286 | SALSA-20 0.19888
DECIM v2 0.04350 | SNOW2.0-128 0.40886
GRAIN 0.77958 | SNOW2.0-256 0.82688
HC -128 0.58190 | SOSEMANUK 0.71357
HC -256 0.14203 | TRIVIUM 0.92688
MUGI 1.0 Strumok-256 0.47081
MICKEY 0.40886 | Strumok-512 0.58190

Table 8 — Results of the Non-overlapping Template Matching Test
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.88179 | Rabbit 0.53417
AES-256 0.58654 | RC4 0.74029
Enocoro 0.32005 | SALSA-20 0.51304
DECIM v2 0.51093 | SNOW2.0-128 0.29576
GRAIN 0.03834 | SNOW?2.0-256 0.98602
HC -128 0.72360 | SOSEMANUK 0.71631
HC -256 0.66453 | TRIVIUM 0.61436
MUGI 0.57822 | Strumok-256 0.88153
MICKEY 0.70717 | Strumok-512 0.70137

The smaller the value of P-value for the Runs Test (Table 4) the smaller the number of changes
of the value in the sequence. Fluctuations should be approximately equal to the expected fluctua-
tions in completely random sequences.

The greater the value of P-value for the greater the value of P-value (Table 5) the more evenly
distributed cluster ones in the sequence. The small values of the P-value for the Binary Matrix Rank
Test (Table 6) indicate that there is a deviation of the rank distribution from what corresponds to the
random sequence. With a low value of the P-value for The Discrete Fourier Transform (Spectral)
Test (Table 7), we can conclude that in the sequence there are too many peaks that exceed the
threshold in the sequence if it was random.

If the P-value is too small for The Overlapping Template Matching Test (Table 9), then in se-
quence there is an excess of defined value patterns. According to the results of this test, we can also
say if there are too many single defined patterns in the sequence. This will be visible if the P-value
is too small.

Table 9 — Results of the Overlapping Template Matching Test

The name of the cipher | P-value | The name of the cipher | P-value
AES-128 0.63467 | Rabbit 0.46289
AES-256 0.42685 | RC4 0.64860
Enocoro 0.35152 | SALSA-20 0.49497
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Continuation of Table 9

DECIM v2 0.52759 | SNOW2.0-128 0.64848
GRAIN 0.24286 | SNOW2.0-256 0.52567
HC -128 0.58395 | SOSEMANUK 0.64954
HC -256 0.75296 | TRIVIUM 0.38551
MUGI 0.48632 | Strumok-256 0.83526
MICKEY 0.63858 | Strumok-512 0.53734

Table 10 — Results of the Maurer's "Universal Statistical" Test

The name of the cipher | P-value | The name of the cipher | P-value
AES-128 0.72412 | Rabbit 0.48576
AES-256 0.52788 | RC4 0.40352
Enocoro 0.32640 | SALSA-20 0.73056
DECIM v2 0.42902 | SNOW2.0-128 0.58112
GRAIN 0.57329 | SNOW2.0-256 0.68674
HC -128 0.66285 | SOSEMANUK 0.59053
HC -256 0.42758 | TRIVIUM 0.48921
MUGI 0.74892 | Strumok-256 0.64992
MICKEY 0.67342 | Strumok-512 0.57924

Table 11 — Results of the Linear Complexity Test

The name of the cipher | P-value | The name of the cipher | P-value
AES-128 0.68768 | Rabbit 0.36868
AES-256 0.65642 | RC4 0.56226
Enocoro 0.86532 | SALSA-20 0.35788
DECIM v2 0.46743 | SNOW2.0-128 0.38573
GRAIN 0.44180 | SNOW?2.0-256 0.57693
HC -128 0.45474 | SOSEMANUK 0.45798
HC -256 0.64957 | TRIVIUM 0.55617
MUGI 0.95746 | Strumok-256 0.73563
MICKEY 0.57499 | Strumok-512 0.86376

Table 12 — Results of the Serial Test
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.68433 | Rabbit 0.34335
AES-256 0.54761 | RC4 0.63467
Enocoro 0.54739 | SALSA-20 0.52347
DECIM v2 0.44883 | SNOW2.0-128 0.36832
GRAIN 0.35638 | SNOW2.0-256 0.78322
HC -128 0.57221 | SOSEMANUK 0.34567
HC -256 0.23488 | TRIVIUM 0.67347
MUGI 0.34572 | Strumok-256 0.72752
MICKEY 0.78763 | Strumok-512 0.62366

Analyzing the value of P-value by the results of the Maurer's "Universal Statistical” Test (Ta-
ble 10), one can say whether the sequence is too compressed. The greater the value of P-value, the
less compresable is the sequence. As a result of the Linear Complexity Test (Table 11), it is possi-
ble to determine whether the linear shift register exists in the sequence generator. The higher
the value of P-value — the larger the size of the shift generator is required to reconstruct the se-
quence.
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For random sequences, this size is about half its length. For a small value of P-value for tests from
Table 12, the heterogeneity of the sequence sub-blocks is implicitly indicated.

Table 13 — Results of the Approximate Entropy Test

The name of the cipher | P-value | The name of the cipher | P-value
AES-128 0.27357 | Rabbit 0.34791
AES-256 0.39911 | RC4 0.34671
Enocoro 0.12951 | SALSA-20 0.86884
DECIM v2 0.27339 | SNOW2.0-128 0.10917
GRAIN 0.19162 | SNOW?2.0-256 0.79903
HC -128 0.33410 | SOSEMANUK 0.61877
HC -256 0.07352 | TRIVIUM 0.52246
MUGI 0.36244 | Strumok-256 0.41764
MICKEY 0.09856 | Strumok-512 0.31153
Table 14 — Results of the Cumulative Sums (Cusums) Test
The name of the cipher | P-value | The name of the cipher | P-value
AES-128 0.42853 | Rabbit 0.68396
AES-256 0.64328 | RC4 0.53665
Enocoro 0.37563 | SALSA-20 0.62532
DECIM v2 0.42514 | SNOW2.0-128 0.47863
GRAIN 0.58636 | SNOW?2.0-256 0.54796
HC -128 0.68527 | SOSEMANUK 0.44387
HC -256 0.47623 | TRIVIUM 0.58935
MUGI 0.57836 | Strumok-256 0.79836
MICKEY 0.36568 | Strumok-512 0.59623

Table 15 — Results of the Random Excursions Test
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.67548 | Rabbit 0.73477
AES-256 0.77585 | RC4 0.34773
Enocoro 0.34648 | SALSA-20 0.75442
DECIM v2 0.46672 | SNOW2.0-128 0.83739
GRAIN 0.57847 | SNOW?2.0-256 0.63478
HC -128 0.34678 | SOSEMANUK 0.42488
HC -256 0.87343 | TRIVIUM 0.45547
MUGI 0.49898 | Strumok-256 0.84743
MICKEY 0.73987 | Strumok-512 0.62398

Table 16 — Results of the Random Excursions Variant Test
The name of the cipher | P-value | The name of the cipher | P-value

AES-128 0.59235 | Rabbit 0.58363
AES-256 0.40247 | RC4 0.35872
Enocoro 0.13462 | SALSA-20 0.54290
DECIM v2 0.38366 | SNOW2.0-128 0.68125
GRAIN 0.48532 | SNOW?2.0-256 0.47193
HC -128 0.59291 | SOSEMANUK 0.74821
HC -256 0.48363 | Strumok-256 0.68223
MUGI 0.59254 | Strumok-512 0.51944
MICKEY 0.39660 | TRIVIUM 0.39576
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The greater the value of P-value by the result of the test for approximate entropy (Table 13), the
greater the degree of uncertainty of the values in the sequence. The smaller the value of P-value in
Table 14, the greater the excessive uniformity of the distribution of values over the sequence. If the
value of P-value from table 15 is too small, then it means that there is a deviation of the distribution
of the selected template in all sub-blocks of the sequence. Finally, for the Random Excursions Vari-
ant Test (Table 16): if the value of P-value is too small then it means that there is a deviation of the
distribution of the selected template in all subsequences. Thus, as shown in tables 2-16, all re-
searched cryptographic algorithms have good statistical properties. In particular, according to the
criterion "P-value < 0,01" it is concluded that all the formed sequences are random, and the corre-
sponding generators can be used for cryptographic purposes.

The results of experimental statistical studies generally coincide with published earlier data and
conclusions for the studied stream ciphers Enocoro, Decim, Grain, HC, MUGI, Mickey, Rabbit,
RC-4, Salsa 20, SNOW 2.0, Sosemanuk, Trivium [2-7] and block algorithm AES [14,15]. However,
according to the results of the comparative analysis values of statistical safety, ciphers SNOW 2.0
and Salsa 20 should be marked as the best. In addition, experimental studies of the output sequences
of the Ukrainian algorithm Strumok [8,11] showed that according to statistical properties it is not
inferior to world-known cryptographic algorithms.

4 Conclusions

In this work, an independent statistical testing of the most well-known stream symmetric ciphers,
standardized at the national and / or international level, or presented as winners of international
search projects, has been conducted. Our researches were conducted on equal terms and with identi-
cal initial parameters for all the ciphers under study. To do this, we used our own software imple-
mentation of cryptographic algorithms and the NIST STS statistical test suite.

During the execution of 15 statistical tests of NIST STS, the randomness of the binary sequences
of modern stream symmetric ciphers was determined. Presented estimates, as expected, confirmed
the high levels of their statistical security. According to the results of this work, it can be said that
modern cryptographic algorithms fully meet the requirements for randomness and, as a conse-
quence, reliable. However, it's important to note that there are algorithms that have shown better
results throughout all tests, that is: SNOW 2.0 and Salsa 20.

It should be noted that the algorithm Strumok gives quite acceptable results in comparison with
world analogues. This indicates that the sequence generated by the Strumok stream algorithm is
close to random, that is, it is safe to use for cryptographic purposes.

The prospects for further research include a detailed analysis of the ciphers for the possibility of
performing cryptanalytic attacks. It is advisable to investigate the ability of the considered ciphers,
including the Strumok algorithm, to function reliably under post-quantum conditions, the main
problems and prospects of which are studied in various works, for example, in [16-24].
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CTaTHCTHYHI BJACTUBOCTI Cy4YaCHUX MOTOKOBUX MM QPiB.

AHoTanisi. B ocranHi pokn B YkpaiHi IpOZOBKYIOTECS YUCICHH] TOCTIIKEHHS TOTOYHUX CHMETPUIHUX MIH(PiB, OCHOBHOIO METOIO
SIKUX € apryMeHTallisl IPHHIUITIB CTBOPEHHS HOBOTO KPHITOrpadhiyHOro ajJropuTMy, Ha OCHOBI SIKOTO MOXKe OYTH IPHITHATO Halio-
HaJbpHUH cTaHzapT. OMHUM 3 HaBaXJIUBILIMX aCMEKTiB BHOOPY 3 OaraTbOX BapiaHTIB € CTATHCTHYHI BIaCTUBOCTI BUXIIHOI ICEB/IO-
BHIIA/IKOBOT MOCITiIOBHOCTI (MOTOKY KiTI04iB). Y naHiit poOoTi OTpUMaHi pe3ysibTaTy MOPIBHAIBHUX JOCIIKEHb CTATUCTUYHHX BJIac-
THUBOCTEH BHXIJHHUX IOCITIJOBHOCTEH, SIKi ()OPMYIOTHCS PI3HMMH MOTOKOBUMH IIM(paMH, 30KpeMa, BCECBITHBO BiZIOMi alrOPUTMH
Enocoro, Decim, Grain, HC, MUGI, Mickey, Rabbit, RC-4, Salsa20, SNOW?2.0, Sosemanuk, Trivium Ta ykpaiHCbKHii KpUITOrpa-
¢iuanit anroputM CTpyMOK, po3pobieHuii B ocTaHHI pokd. I MOPIBHANBHHUX JOCHiKeHb Oyna BukopucTaHa meromuka NIST
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STS, 3rigHO 3 KO EKCHEPUMEHTAJIbHI JOCITIIXKEHHS BUKOHYIOTHCS B 15 CTATHCTHYHUX TECTAaX, METOIO SIKUX € BU3HAYCHHS BUIIAJI-
KOBOCTI BHXIJIHUX nociiioBHOCTEl. KOXeH 3 IUX TeCTiB cpsIMOBaHUH Ha BUBYCHHS NEBHHUX BPA3JIMBOCTE reHepaTropa, ToOTO BKa-
3y€e Ha MOTEHLii{He BUKOPUCTAHHS Pi3HUX METOIIB KpunTorpadiuyHoro ananizy. Hezsaxkaioun Ha Te, 10 pO3IJISIHYTI TOTOYHI ajaropH-
T™MH HnpyBaHHs OyiM BXe TOCTIIKEH] paHilie, MU MPOBENU CTATUCTUYHY MEPEBIPKY CreHEpPOBaHHUX MOCIITOBHOCTEH MPH OJJHAKO-
BUX YMOBaX 1 3 OJHAKOBHUMHM IOYATKOBUMH IapaMeTpamu, TOOTO Hallli pe3yiabTaTH AO3BOJSIOTH MPOBECTH MOPiBHAJIBHUI aHAMi3
mmdpiB. OIiHKY, IPEICTABIICH] Y CTATTI, SIK 1 0YiKyBaJIOCS, MiITBEPIUIN BIUCOKI TOKA3HUKN CTaTUCTUYHOI O€3IeKH cydacHHX M-
piB. Kpim Toro, 3a pe3ynbraTaMu eKCIEPHMEHTAIBHUX IOCIIPKEHb OYJIO BCTAHOBJICHO, IO HOBHH YKpaiHChKH MOTOYHHMIl mudp
CTpyMOK HE MOCTYIAETHCS KPAIIUM CBITOBHM alrOpUTMaM 3a CTATHCTUYHUMH BJIACTHBOCTSMH MOCITiIOBHOCTEH.

KunrouoBi cioBa: cumerpudna Kpunrorpadis; MOTOKOBI KpUnTorpadiuHi anropuTMi; raMma; KpHIITOaHaIl3; CTATUCTUYHI BUIIPOOY-
BaHHS.
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CraTucTHYecKHe CBOICTBA COBPEMEHHBIX MOTOYHbIX um(l)pon.

AnHoTamusi. B nmocnennue roapl B YkparnHe MpoJoInKaloTCsl MHOTOYHMCIIEHHBIE HCCIISIOBAHUS TOTOKOBBIX CHMMETPUYHBIX MH(POB,
OCHOBHOH LIEJIbI0 KOTOPBIX SIBJISIETCS] apryMEHTAIMsl NPUHIUIIOB CO3JaHKsl HOBOTO KPUNTOrpad)Mueckoro ajroputMa, Ha KOTOPOM
MOXeT 0a3upoBaThCs HALMOHANBHBIA cTanaapT. OHUM U3 Ba)KHEHIINX aCIEeKTOB BBIOOPA W3 MHOTHX BApPHAHTOB SIBJISIOTCS CTaTH-
CTHYECKHE CBOMCTBA ICEBJOCIyYaiiHON MocienoBaTeNnbHOCTH (MOTOKa Kiroueil). B manHO# paGoTe moydeHs! pe3yabTaThl CPaBHU-
TEJILHBIX MCCIIEOBAHUH CTATHCTHIECKIX CBOMCTB MOCIIEIOBATENFHOCTEH, KOTOPEIE (POPMHUPYIOTCS Pa3IMIHBIMHI ITOTOKOBBIMH IITH (-
pamH, B 9aCTHOCTH, PacCMOTPEHBI BCEMHUPHO HM3BECTHBIC anropuTt™Mbl Enocoro, Decim, Grain, HC, MUGI, Mickey, Rabbit, RC-4,
Salsa20, SNOW?2 .0, Sosemanuk, Trivium u ykpanHckuii anroput™M CTpyMOK, pa3pabOTaHHBIA B MocienHue rofsl. g cpaBHH-
TENBHBIX MCCIeaoBaHui ObLTa renoib3oBaHa Meroauka NIST STS, corimacHO KOTOpO# SKCIIepUMEHTAIBHBIE UCCICOBAHHS BBITION-
HAIOTCS MO 15 CTaTUCTHYECKUM TecTaM, LIeJbI0 KOTOPBIX SBIIIETCS OIpe/esieHue ClIy4aifHOCTU IocienoBarensHocTed. Kaxaplii us
9TUX TECTOB HAllpPaBJIeH Ha U3y4EHUE ONpEAETICHHbIX YSI3BUMOCTEH reHepaTropa, TO €CTh YKa3blBaeT Ha MOTCHLIUAIbHOE UCIOIb30Ba-
HHE Pa3IMYHbIX METOJI0B Kpunrorpaduueckoro ananmsa. HecMoTpst Ha To, 4TO pacCMOTPEHHBIE aJrOpUTMbI IIN(pPOBaHUS OBUTH YiKe
HCCIIeI0BaHbl paHee, Mbl IPOBENU CTaTHCTHUECKYIO IIPOBEPKY Cr€HEPHPOBAHHBIX IOCIEI0BATEIILHOCTEN IIPU OAUHAKOBBIX YCIOBUAX
U C OAWHAKOBBIMH HAa4YaJIbHBIMU ITapaMeTpaMy, TO €CTh HAIIH Pe3yIbTAaThl MO3BOJSIOT MIPOBECTH CPABHUTENBHBIA aHAIN3 MU(POB.
O1eHKH, MPEACTAaBIECHHBIE B CTAThe, KaK M OXHIAI0Ch, MOATBEPAMIIN BBICOKHE TOKa3aTelM CTaTHCTUUECKOH 0e30macHOCTH CoBpe-
MeHHBIX mmppoB. Kpome Toro, mo pesynbrataM 3KCHEPHMEHTANBHBIX HCCIEJOBAaHUH OBIJIO YCTAHOBIEHO, YTO HOBBIH YKpamHCKHUI
notouHsIi mudp CTpyMOK He yCTymaeT TydIINM MUPOBBIM alTOPATMAaM IO CTATHCTHYECKUM CBOICTBAM ITOCIIEA0BATEILHOCTEH.

KiioueBble ci10Ba: cMMMeTpUYHast Kpunrorpadus; MOTOKOBBIE KpunTorpaguyeckyue aJropuTMbl; TaMMa; KPHIITOAHAIN3; CTATHCTH-
YECKHE TECThI.
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