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Abstract. In this paper methods of forming cryptographic keys from biometric images using fuzzy extractors are con-
sidered. A new scheme of a fuzzy extractor based on the McEliece cryptosystem is proposed. It is shown that the new
design of the fuzzy extractor allows forming cryptographic passwords from biometric images even without the use of
non-secret helper string. When using helper string, the proportion of corrected distortions of biometric images in-
creases significantly. In addition, the proposed design relates to a class of post-quantum information security meth-
ods, i.e. it is expected to be safely used even for solving cryptanalysis problems with universal quantum computers.

Keywords: code based cryptosystem; fuzzy extractor; biometric cryptography; cryptographic keys.

1 Introduction

Biometric authentication methods [1-12] are an important area of modern research in the field of
cyber security. They are widely used in various applications: criminology, e-commerce, copyright
protection, electronic document management, and so on.

In recent years, interest in biometric methods has considerably expanded. From traditional bio-
metric systems based on the comparison of biometric images with stored reference copies modern
technologies have switched to the formation of cryptographic keys "on the fly." In this case, bio-
metric data no longer requires the storage, transmission, complex and costly means of protection
etc., the possibility of their intentional and/or accidental compromise is excluded. All verification,
identification and authentication procedures are performed using depersonalized cryptographic keys
(passwords, access codes, PIN-codes), and the unique biometric personal data remains safe. These
formed depersonalized key sequences further will be called "biometric keys".

The next step in the development of such technologies will be the creation of high-quality bio-
metric cryptographic systems in which biometric personal data should be used as a source of unique
secret parameters. At the same time, the user will not need to memorize cryptographic keys (pass-
words) and / or use additional devices for their storage, transmission and etc. The biometric cryp-
tosystem is initialized at any time and in any place by extracting "on the fly" the required parame-
ters from the provided biometric images (with possible errors, erasures, etc.) without compromising
these images. At the same time it is necessary to provide the maximum range of services and safety
guarantees, taking into account the peculiarities of the construction of biometric cryptosystems.

In this paper, we consider methods of forming cryptographic keys from biometric images* using
fuzzy extractors [3,4].

* The term "biometric images (data)" hereinafter refers to sets of biometric characteristics that can be represented in the form of binary vectors that
can be compared in the Hamming metric. It is assumed that the different sets of characteristics of the same user differ from each other by no more
than 25% (this threshold corresponds to the limiting corrective capabilities of noise immunity codes).
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Traditionally, fuzzy extractors, as well as fuzzy containers [2] preceding them, are constructed
using the methods of noise immune coding. At the initial stage, biometric data in some sense are
"united" with elements of noise-immune codes (for example, codewords or syndrome sequences).
For fuzzy extractors an additional helper string is created which "helps™ in extracting the secret pa-
rameter based on fuzzy biometric set. In the direct use phase noise immune decoding is used, which
eliminates the possibility of uncertainty (caused by distortions, erasures, etc.) in user-provided bio-
metric images. If the differences in the sets of characteristics are not large (don't exceed the error-
correcting ability of the code), then fuzzy extractors (vaults) allow uniquely to restore the secret pa-
rameter (biometric key).

In this paper a new scheme of a fuzzy extractor based on the McEliece cryptosystem [13] is pro-
posed. It is shown that the new design allows generation cryptographic passwords from biometric
images even without non-secret helper string. When using helper string, the proportion of corrected
distortions of biometric images increases significantly. Besides, the proposed design relates to a
class of post-quantum information security methods, i.e. it is expected to be safely used even for
solving cryptanalysis problems with universal quantum computers.

2 Fuzzy Vault and Fuzzy Extractor

In [1] the forming of a secret key using biometrics is considered, the simplified scheme of which
is shown in fig. 1. At the initial stage a secret parameter (key) K is generated, which is encoded by
a noise immune code. Biometric user data B is added to the received codeword. The resulting "car-
rier" B+c is actually a noise-masked biometric secret key. If biometrics B* which is close to the
original data B*~ B at the usage stage would be provided, then after subtraction of B decoding
will restore the secret key.
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Fig. 1 — Scheme of a biometric key forming

Indeed, after subtraction we obtain: (B+c)—B*=c+e, where e=B—B™ is considered as vec-
tor of errors.

If the Hamming weight of the vector e (the number of its non-zero components) does not exceed
the corrective capacity of the noise immune code t, then the decoding of the vector (B+c¢)—B*
will allow to find the vector c, vector e and, as a consequence, the key parameter K.

Obviously, the cryptographic properties of the scheme [1] depend on both the selected noise im-
mune code and method of forming biometric data. The encoded secret parameter K is contained in
the "carrier" B+c and, obviously, there are possible statistical attacks that recover the codeword ¢
and the secret key K.
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The scheme of the fuzzy storage was first proposed in [2]. It is also based on the use of noise
immune codes. The secret parameter is "hidden™ in the encoded set of data provided by user. Any
user will be able to extract the secret parameter only if his set is close to the original set, and minor
differences will be corrected in the process of noise immune decoding. A statistical analysis of a
fuzzy vault likely could lead to a possible attack on the stored secret key.

The biometric keys technologies further were developed in [3-12] etc. In particular, in the fun-
damental papers [3,4] so-called fuzzy extractors where proposed, whose designs are very close to
the keys forming schemes from [1]. The main ones are two constructions [3,4]:

- based on code words (Fig. 2);

- based on syndromes (Fig. 3).
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Fig. 2 — Scheme of fuzzy extractor based on codewords

Suppose that a noise immune block (n,k,d =2t+1) code with error-correcting capability t is
given. It is assumed that the presence of biometric data B allows the forming of a secret key K and
some helper string hs (for this various techniques and techniques are used, for example, Secure
Sketches [3,4]).

In the first construction (based on codewords, see Fig. 2) at the initial stage (registration of the
biometric key) a random codeword ¢ is formed. The open auxiliary line hs is formed by subtract-
ing from the biometric data B the word c:

hs=B-c,
and by using this open line one can later restore the secret key K.
Indeed, during the usage phase the user provides biometric data B*, from which the hint hs is
subtracted. If B*~ B, then we have:
B*-hs=B*—-(B-c)=c+e,
where e =B*-B, and if Hamming weight of vector e does not exceed t, then decoding the vector
B*—hs allows obtaining vectors ¢, e and therefore biometric data B :
B=c+hs.

Proper restoration of biometric data B allows you to generate a secret key K (as in the registra-
tion phase).

The second scheme (Fig. 3) operates syndrome sequences s that depend solely on the error vec-
tor e. To cite one example, for linear block codes given by a check matrix H , the following equali-
ties hold for any codeword ¢ [14,15]:

c-H =0,s=(c+e)-H =e-H'.
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Fig. 3 — Scheme of fuzzy extractor based on syndromes

At the initial stage with use of B a syndrome sequence s is formed, which acts as open auxilia-
ry data. At the stage of usage the user provides biometric data B* for further syndrome sequence
s* computation. If B*~ B then the hint hs =s and the syndrome s* allows you to restore B and
generate the secret key K.

Indeed, if, for example,s=B-H" and s*=B*-H", then

s*—s=e-H',
where e =B*-B, and if Hamming weight of vector e does not exceed t, then syndrome decoding
of the vector s*—s allows to obtain e. Proper reconstruction of biometric data B =B*—e allows
generation of secret key K (as in the registration phase).

It is obvious that the schemes in fig. 1 and fig. 2 for the binary case (addition and subtraction are
realized by the XOR operation) practically coincide. The main difference is that in fig. 1 secret key
is randomly generated, and then encoded with a noise immune code. In fig. 2 secret key is formed
from biometric data B, which must be uniquely recovered in the event that the user provides the
data B*~ B. However, in both schemes, a common approach is used, consisting in "blending" the
biometric data B with the codeword ¢ (randomly generated or encoded key K). This, in our opin-
ion, can cause the main threat of using such biometric keys. If biometric data is transmitted, stored
and / or processed in an open manner (even mixed with codewords, syndromes, etc.), then statistical
attacks aimed at restoring code words ¢, biometric data B and keys K become possible.

In this paper we propose a new scheme for a fuzzy extractor, in which biometric data is not
stored and transmitted in any form. This scheme uses the McEliece cryptosystem in the interpreta-
tion of Code-Based Electronic Digital Signature from [16].

3 Proposed scheme of Fuzzy Extractor

At the core of our proposal is the use of the McEliece cryptosystem [13].

MCcEliece code cryptosystem
McEliece cryptosystem was proposed in 1978 [13] and for 40 years of its existence it did not re-
veal any significant vulnerabilities. In the case of using Goppa codes [17] with sufficient length and
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code distance, it is considered a reliable candidate for post-quantum application, i.e. it is supposed
to be safe even if full-scale universal quantum computers are used to solve cryptographic analysis
problems [18,19].

The public key in the McEliece scheme is the matrix

G, =X-G-P-D, 1)

where G — generating matrix of an algebraic (n,k,d =2t+1) code over GF(q) (in the original pa-
per [13] it was suggested to use the binary Goppa code [17]), X — a nonsingular matrix kxk with
elements from GF(q), P and D — permutational and diagonal nxn matrices (for binary codes
only the matrix P is used).

Matrices X, P and D in (1) are a secret key that masks the algebraic block code used to match
a random code (general position code), i.e. the public key G, is available to the attacker as a ran-
domly formed generating matrix of some linear code for which the fast decoding algorithm is un-
known. On the contrary, an authorized user who knows the secret key (matrices X, P and D) can
disable the action of the masking matrices and use the fast decoding algorithm for the algebraic
code with the generating matrix G . A cryptogram is a vector of length n computed by rule

ey =1-G, +e, 2
where vector

cy =1-Gy
is the codeword for the masked code, i.e. ¢, belongs to (n,k,d =2t+1) code with generating ma-
trix G, , I —k-bit information vector over GF(q), vector e — secret error vector of weight t.

An attacker have to decode ¢, using known to him matrix G, . However, the decoding of a ran-
dom code (with the corresponding parameters n,k,q and d =2t+1) is computationally unattaina-

ble. Since attacker doesn't know the matrices X , P and D, he can't recover the matrix G and use
the decoding algorithm for polynomial complexity. For an authorized user (who knows the secret

key) decoding is a polynomially solvable2 Indeed, an authorized user, having received a vector c, ,
constructs a vector

c =c,-D*-P. (3)
Further, using an algorithm of polynomial complexity, he decodes a vector ¢ =7-G+e', i.e.
obtains |, then computes k-bit information vector
I=1"'X". 4)
An additional secret parameter that can be used in the case of applying Goppa codes is the
Goppa polynomial G(x) [13].

New Code Based Fuzzy Extractor

The proposed scheme of fuzzy extractor allows generation of cryptographic keys even without
using non-secret helper string. When using helper string, the proportion of corrected distortions of
biometric images significantly increases. A simplified scheme of the proposed fuzzy extractor is
shown in fig. 4.

At the initial stage, biometric data® B are interpreted as the codeword (2) of the masked code in
the McEliece cryptosystem. In accordance with (3) its unmasking accomplished, the resulting vec-
tor < has been decoded. A vector |' is extracted from the decoded codeword, which is also un-
masked in accordance with (4). The received information sequence | is interpreted as a secret bio-
metric key K. In the simplest case K =1, although a more complex construct of generation K

from | is possible, for example, unidirectional hashing: K =h(l |i), where: x|y — operation of
concatenation of strings x and y; i —additional (service) data that is used to compute the secret
key.

2 For example, the Berlekamp-Massey decoding algorithm contains the number of multiplications of the order of t2 [14, 15].
® It is assumed that at the registration stage the most reliable set of biometric characteristics is formed, represented as binary vectors
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Fig. 4 — The proposed scheme of a fuzzy extractor
(a dashed line corresponds to the possible use of the helper string)

At the usage stage the user provides biometric data B*, which, like at the registration stage, is
interpreted as the codeword (2) of the masked code in the McEliece cryptosystem. In accordance

with (3) it become unmasked, the resulting vector (denoted by ¢, ) is decoded. If B*~ B and, in our
interpretation,

B=1-G, +e and B*=1-G, +e*, (5)
where e and e* — two different vectors with Hamming weight less than t, then the decoding of
vectors

c =(1-Gy+e)-D*-P'=1"G+e-D*-P*
and

aa=(1-G +e*)-D*-P'=["G+e*-D"-P*
will restore the same vector 1.

After unmasking the vector 1' by rule (4), a secret key K is generated (as in the registration
phase).

Our method is based on the assumption (5), that all belonging to the same user biometric charac-
teristics have some general information (entropy), which can be notionally set by the vector | . This
encoded information is distorted while processing of biometric images (use of different biometric
sensors, interference effects, erasures, etc.). If we assume that biometric images are distorted by
errors whose Hamming weight does not exceed the correcting ability t, then in all cases the secret
key will be restored correctly. To reduce the effect of random errors in the registration phase, the
most reliable set of biometric characteristics should be formed, for example, by multiple genera-
tions with averaging of obtained results.

The efficiency of the proposed fuzzy extractor, as well as other methods considered above, de-
pends on the characteristics of the noise immune code it based on. In fact, False Rejection Rate
(FRR) is determined by the probability of erroneous decoding (for case B*~ B). However, our as-
sumption (5) looks more natural, the proposed extractor corrects various distortions of the same
codeword containing biometric entropy. In the schemes [1] and [3,4] differences in the biometric
patterns of the same user are corrected, i.e. the basic assumption underlying these constructions has
the form where the Hamming weight of the vector must be smaller than t. If we take into account
the possibility of multidirectional distortion of biometric images B—B™*, then our extractor intui-
tively appears more reliable.
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It should be noted that in the scheme of fig. 4, the helper string is not obliged, i.e. the extractor
can work "blindly". From each provided biometric image key data will be extracted and, if (5) is
performed, the restored keys will be the same.

However, the additional use of helper string significantly reduces FRR.

Let's write the matrix G in the form of a "union™ of two submatrices — a square kxk matrix G,

and a rectangular k x(n—Kk) matrix G,:
G=G,|G,. (6)
Then the ¢ =1"G can be written in form:
c=PR||B,, where P.=1-G,, B, =1"G,.
Using the last identities, we find P,:
Pzza'Gfl'sz (7)
where matrix G, is the inverse* to matrix G, .
In fig. 4 the dashed line corresponds to the possible use of P, as a helper string (in the stage de-

coding of EI). This allows to reduce significantly the influence of errors and thus increase the prob-
ability of correct recovery of the vector | ' and secret key K (i.e. reduce FRR). Indeed, if the errors

(nonzero elements of the vector e) are distributed uniformly throughout the word c =1"G+e',
then having an undistorted part P, of the codeword |G, you can "ignore" all the errors that occur
in the "second" part of the word. This is equivalent to increasing the correcting ability of the code
according to the length of the vector P,, as explained below.

Suppose the errors (non-zero elements of the vector e) occur randomly, equally and inde-
pendently of each other. Denote by the symbol p the probability of distortion of single symbol of

the codeword. Then the probability of distortion of m symbols of the code word of length n:
P(m)=Cl'p"(1-p)" ",
|
where C =" hinomial coefficient.
mi(n—m)!
The probability of a decoding error (corresponds to FRR in our model without the use of helper
string) when using the (n,k,d =2t +1) code can be written as:

FRR =1—Zt: P(i) =1—Zt:C; p'(l—p)". (8)

When using helper string, errors need to be corrected only at the positions of the vector B, and
the probability of decoding error (with similar reasoning) takes the form:

t
FRR*=1-3> C,p'(L-p)*". (9)

i=0
In fig. 5 showed the calculated dependences FRR for some (n, k, d) parameters of binary BCH

codes: a) (127, 64, 21); b) (255, 115, 43); c) (512, 211, 83).

As follows from the dependencies above, when choosing the appropriate (n, k, d) parameters, the
FRR can be very low. For example, when forming a 64-bit key using a binary (127, 64, 21) code
and p=0,05 the FRR value for an extractor without helper string does not exceed 10, Using of

helper string reduces FRR by 2 orders of magnitude. Increasing the length and correcting ability of
the code results in a decrease of FRR. For example, for (512, 211, 83)-code even for p =0,15 using

helper string allows to form a 211 bit key with FAR no more than 10

* To invert the matrix G, it is necessary to correctly implement the representation (6): this is not a "union" of the first (any) k columns of the matrix

G , but a pseudo-random choice of such k columns from form G which make a nonsingular square matrix G, .
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It should be noted that another important characteristic of biometric passwords — False Ac-
ceptance Rate (FAR), — characterizing the probability of incorrect secret key formation by an unau-
thorized user, increases with growing of code error-correct ability t. With a significant increase of
t (due to increased redundancy P,), the extractor will be able to extract the same key for any given
biometric data, i. e. for B*= B. For example, if you use a binary code with parameters (511, 112,
239) with a 399-bit hint hs = P,, then even if all 112 bits of the vector P, are distorted, the extractor

corrects them (t =119) and unambiguously restores the vector | and secret key K. In other words,
any user who provided an arbitrary set B* can correctly recover the key K. From this point of
view, when choosing (n, k, d) code parameters, a compromise solution should be chosen between
the expected values of FRR and FAR.

Assuming that k <2 and all users have biometric data equidistant from each other, then FAR

(with helper string) can be conditionally evaluated with the following expression:

q—k+t1 k >t,
1, k<t

where q — the power of the symbols alphabet over which the noise immune code is constructed (for
binary code gq=2).

Indeed, in the proposed extractor, a vector | (or a function of this vector) of the length k of the
code symbols is used as the secret key K. With equidistant code words (biometric images) and
equiprobable choices, the probability of matching keys for different users is q*. The fuzzy extrac-
tor is based on noise immune decoding and, in the case of using the helper string, all t errors can be
corrected on the block B, with the length k of code symbols, i.e. if k >t then probability of coin-

FAR* = { (10)

cidence of secret keys for different equiprobably selected biometric images will be equal gq™***. For

k <t the correcting ability of the code allows to select completely the desired vector for any bio-
metric set, i.e. "skipping the target™ is a reliable event. If the helper string is not used, then for each

k code characters there are t errors which can be corrected in average and the FAR can be esti-
n

—k+Lk
matedas q " .

Finally we should note that all the above reasoning, relations and computed values are given for
"ideal" conditions, when sets of biometric characteristics are formed in form of binary vectors with
random, equally probable (for p<0,5) and independent errors. In real conditions the nature of er-
rors can be significantly different. It is necessary to carry out further studies, including experimental
ones, to provide practical recommendations on the direct use of the proposed fuzzy extractor.

FRR ettt FRR! / = -
107! 107! / o 107!
10 1072 . 1072
1073 f 107 / 1073 J,
1074 l 10 / 107 I
005 01 015 P 02 005 01 015 o2 005 01 015 P02
a) b) c)

(solid line — without helper string; dashed line — with helper string)

Fig. 5 — Computed dependencies FRR
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4 Conclusions

In this paper, a fuzzy extractor based on the McElice cryptosystem is proposed. Our proposal, on
the one hand, uses the strengths of this code cryptosystem: cryptographic stability, based on the
problem of syndrome decoding; resistance to quantum cryptanalysis methods; relatively high con-
version speed (compared to other cryptosystems with a public key). On the other hand, proposed
extractor by selecting the necessary (n, k, d) parameters of the noise immune code, allows to pro-
vide desired small FRRs (admitting a number of assumptions about the nature of the errors). The
use of hints (helper strings) significantly reduces the FRR, but with the increase in the code correct-
ing ability it can increase the FAR due to wrong "correction” of biometric features. The choice of a
compromise solution concerning parameters of the code, taking into account the characteristics of
the errors that arise, experimental studies of FRR and FAR are promising directions for further
work.
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ExcrpakTop 0ioMeTpHYHHNX KJIIOYIB HA KOJOBUX KPHITOCHCTEMAX.

AHoTamist. Y masiif po6oTi po3MIAAAIOTECS METOAM (OPMYBaHHS KpHNTOTpadidyHMUX KIIOUIB 3 OioOMEeTpHIHHX 00pasiB i3 BUKOPHC-
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Mak-Emnica. [TokazaHo, 1[0 HOBa KOHCTPYKIIiSl HEHITKOTO €KCTPAKTOpa I03BOJIsIE€ GopMyBaTH KpHunTorpadiuHi mapoiui 3 OiomeTpuy-
HUX 00pa3iB HaBiTh 0e3 BUKOPHCTAHHS HECEKPETHOT MiIKa3KU (IOMOMIXKHOTO psnka). [Ipu BUKOpHUCTaHHI HOMOMIXKHOI psaKa 3HAYHO
3pOCTa€e 4acTKa KOPEKTOBAaHUX CIIOTBOPEHb 0IOMETPHYHUX 00pa3iB. KpiMm Toro, mpornoHoBaHa KOHCTPYKIiS BIXHOCHTBCS JO KIACy
MIOCT-KBAaHTOBHX METOJIIB 3aXHCTy iH(pOpMaii, TOOTO 0UiKyeThcs ii Oe3redHe BUKOPUCTAHHS HABITh B YMOBaxX 3aCTOCYBaHHS yHIiBep-
CaJIbHUX KBAHTOBHX KOMII'IOTEPIB ISl BUPIIICHHS 3aBAaHb KPUITOAHANIRY.
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IKCTPAKTOP OMOMETPHUECKHX KII0Ueil HA KOAOBBIX KPHIITOCHCTEMAX.

AHHoTanus. B nanHOi paboTe paccMaTpUBaIOTCS METOIBI (POPMHUPOBAHHS KPUNITOTPpAPHUECKUX KITFOUYel H3 OHOMEeTprYecKux odpa-
30B C HCIHOJIb30BAHMEM HEYETKUX SKCTPAKTOPOB. [Ipeiuiaraercs HOBas cxeMa HEYETKOTO 3KCTPAKTOPa, B OCHOBE KOTOPOH JIEKHT
KoJoBast KpunrocucreMa Mak-Oimca. [Toka3aHo, 4TO HOBasi KOHCTPYKIHSI HEYETKOTO YKCTPAKTOPa MO3BOJISIET (POPMHUPOBATH KPHII-
TorpaduuecKie Mapoir u3 OHOMETPHIECKUX 00pa3oB JAaxe 0e3 MCIIONb30BaHMS HECEKPETHOW IMOACKa3KU (BCIIOMOTAaTeNbHON CTpO-
kH). [Ipu MCTIOIB30BaHUK BCTIOMOTATEIbHOH CTPOKH 3HAYUTENILHO BO3PACTACT J0JISl KOPPEKTHPYEMbIX HCKKEHHH OHOMETPUYECKUX
o6pazoB. Kpome Toro, npezsaraemasi KOHCTPYKIHUS OTHOCHTCS K KJIAcCy MOCT-KBAHTOBBIX METOJIOB 3alIUTHl HHPOPMALUH, T.€. 0XKHU-
naeTcst ee 0e30IMacHOe MCIOIb30BAaHUE JJAXKE B YCIOBHAX MPUMEHEHHUS YHHUBEPCAIBHBIX KBAHTOBBIX KOMIIBIOTEPOB JUISl PELICHHUS 3a-
Jla4 KPUIITOAHAIIH3A.
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