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Abstract: The paper deals with the state of protection electronic signatures based on the pairing of points of an ellip-
tic curve against attacks based on the signing data with related keys. It is defined conditions and possibilities of the
organization and implementation of these attacks. It is provided the recommendations on protection against these
vulnerabilities, including in the post-quantum period.
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1 Introduction

Electronic signatures (ES) are now widespread, the stability of which is based on the complexity
of discrete logarithm in finite fields and groups of elliptic curves (EC) points [3-5]. Also, researches
were conducted and ES with appendix based on identity — the pairing of EC points are recommend-
ed for the application. Known conditions for implementation attacks based on related keys relative
to ES based on standardized cryptographic transformations in finite fields and cyclic groups of su-
persingular curves. The conducted analysis of a large number of sources made it possible to con-
clude that there is no data regarding the security and conditions for implementation of attacks based
on related keys with respect to ES IBS-1 and IBS-2 [1, 3-5], that are based on identity. At the same
time, previous studies of the algorithms ES IBS-1 and IBS-2 stability showed that attack based on
related keys can be implemented. Therefore, it is important to study the stability of these ES against
attacks based on related keys.

Stability issues have become particularly relevant after statements and speeches of leading spe-
cialists about the potential vulnerabilities for the ES in the post-quantum period. Thus, the technical
report of the US NSA [1] states that the ES, whose algorithms are based on transformation in the
ring [1-2] and in the finite field [1-2], will be unstable with the appearance of quantum computers.
The same suspicions are expressed in relation to cryptographic transformations in the group of ellip-
tic curve points [1-2]. Therefore, the tasks and their solutions regarding the stability of the ES,
which are now introduced in Ukraine and which operate on the international level, are important.
Such standard should include DSTU ISO/IEC 14888-3:2014 [5].

One of the possible ways of solving this contradiction is to increase the size of the general pa-
rameters for the specified transformations. At the first stage of quantum cryptography development,
this may work. But in the future it is necessary to apply other methods, for example, perhaps cryp-
tographic transformation based on pairing of EC points and identification data. Such algorithms are
offered in the DSTU ISO/IEC 14888-3:2014 in the form of algorithms ES IBS-1 and IBS-2 [5]. But
the analysis showed that although they under certain conditions may qualify for post-quantum, fur-
ther studies of their stability are needed. In our view, one of the vulnerabilities of the algorithms ES
IBS-1 and IBS-2 is their vulnerability to attacks based on related keys.

The purpose of this article is to analyze the state of protection of the ES IBS-1 and IBS-2 against
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the attacks based on the signed data with related keys, determine the conditions and possibilities for
their organization and implementation, as well as the development of recommendations for the pro-
tection against the specified vulnerabilities, including post-quantum period.

2 The essence of ES IBS-1 and IBS-2, defined and implemented in DSTU ISO/IEC 14888-3

Given the novelty and the need to formulation of research problem of the ES IBS-1 and
IBS-2, first we will consider the essence of these ES mechanisms and setup stages.

For the use of ES IBS-1 and IBS-2, at first, the general parameters must be entered and config-
ured and asymmetric key pairs are generated.

The general parameters of the ES IBS-1 and IBS-2 are [3-5]:

- U —secret master key — integer, U €[1,q-1];

-V —public master key — EC point, V =[U]Pmodq, V €G;;

- X —private (secret) signer key — EC point, X =[U]Y modq, X €G;;

- Y —signer public key (verification) — EC point, Y =H,(ID)modq, Y €G;

- P —base point of the key certification center of the order q.

General parameters generation or computation must be carried out under the following condi-
tions:

- the user personal key X is calculated at his request in the key center generation (KCG) and
provided to the user through a secure channel,

- the user public key Y can be calculated by each user of the domain;

- ID —is a data string that contains the signer identifier;

- H, —the hash function, which converts the data string into the element of group G;;

- H, —the hash function defined in DSTU ISO/IEC 10118-3:2005;

- G, —acyclic group of simple order g whose elements are EC points over GF(p);

- G, — a cyclic group of simple order g whose elements are elements of a finite field
GF(p™).

Tables 1 and 2 show the signing and verification mechanisms of IBS-1 and IBS-2 [5].

Table 1 — ES IBS-1 mechanism

Message signing Signature verification

1) Generate a random or pseudo-random one-| 1) Verifier receives integral general parame-
time secret key — an integer K, 1<K <(g—1). |ters and subscriber public key.

2) Pairing: TT1=< X,P >K 2) Restoring one-time public key:

) m — R and S recovered from the addition;

TeG, 0\{er the field GF(p™), — bit length R should be equal to the length of

IT —pre-signature the function output H,;

- SeG.

If at least one of these conditions is not ful-
filled, the signature is rejected.
3) Message in the form of an integer M is di-| 3) Preparing to verify the message:

vided into its parts: — recovery M from signed message;
M, —empty part, — splitting message on M; & M,: M, —emp-
M; =M —a message that needs to be signed. ty, M;=M.
4) Calculating one-time public key: 4) Restore parameter T: T =(T,,T,),
R=H,(M, || FE2BS(IT)), ReG,. T,=-Y,T,=[R]V.
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Continuation of Table 1

Message signing

Signature verification

5) Calculate parameter T :

T=,T,)=(Y,[RIY).

5) Pairing:
M=<S,P>x<Y,V >R,

6) Calculate signature component:
S=[K-R]Xmodqg, S€G,.
Signature is £=(R,S).

6) One-time validation public key calculation:
R=H,(M, || FE2BS(I1)).

7) Construction of the addition with the con-
catenation of the text in the form (R, S) || text.

7) Comparison R=R: if they do not match,
the signature is false, otherwise — true.

8) Building the signed message in the form
M((R,S) || text).

Table 2 — ES IBS-2 mechanism

Message signing

Signature verification

1) Generate a random or pseudo-random one-
time secret key —an integer K, 1<K <(q-1).

1) Verifier receives integral valid general pa-
rameters and valid subscriber public key.

2) Scalar Multiplication:
IM=[K]Y modq, TG,
IT — pre-signature, EC point.

2) Restoring one-time public key:

— R and S recovered from the addition;

- ReG, Se@G.

If at least one of these conditions is not ful-
filled, the signature is rejected.

3) Message in the form of an integer M is di-
vided into its parts:
M; —empty part,

M, =M —a message that needs to be signed.

3) Preparing to verify the message:

— recovery M from signed message;

— splitting message on M; & M,: M; —emp-
ty, M2 == M .

4) Calculating one-time public key R=1IT,
ReG,.

4) Restore parameter T: T =(T,,T,),
Tl =-Y ) Tz :[_H]Y ’
H=H,(M, ||FE2BS(R,)).

5) Calculate parameter T :
T=M,T,)=(Y,[-HIY), HeG,,
H =H,(M, || FE2BS(IL,)).

5) Calculating pre-signature:
=R , [TeG,.

6) Calculate signature component:
S=[K+H]Xmodq, S eG,.
Signature is £=(R,S).

6) Calculating:
R1=<P,S > 1ta Ry =<V, IT+[H]Y >.

7) Building the addition: (R,S) || text.

7) Comparison Ri =Rz if they do not match,
the signature is false, otherwise — true.

8) Building the signed message:

M((R,S) || text).

3 Attack ""Full Disclosure™ against ES IBS-1 based on signed data and related keys

Let the cryptanalyst intercepts and has a full access to i signed messages [2,5]:

S1 :[Kl_

S =[K;—

R,]X modq

R/1X modq

(1)
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The system (1) includes i equations and i+1 unknowns.
Find an unknown EC point — a private long-term key X , which is permanent for all signatures.
As a result, we obtain the system of the form:

X =[K,~R ]S, modq
. ?)
X =[K, =R]™"S, modq

In system (2) private long-term key X is unknown and i unknowns K;,K,,...,K;. For full dis-

closure, that is, the definition of a secret key X by i ES, it is necessary to solve the system of the
i -th order with the i+1 unknowns. The analysis showed that it is practically impossible to reduce
the system of equations order by the force method. Therefore, we can assume that the attack based
on signed data has an exponential complexity [2, 5].

As the analysis showed, one of the possible variants of lowering the system of equations order
can be the key related, for example, in the form [2]:

Ki+K;=q ©)

or otherwise. Consider an attack based on related keys.
We write the system (1) for the case of two equations, and consider the signature algorithms for
the two messages M, and M,, and keys that satisfy the condition (3).

For message M, For message M,

K, e[Lq-1] Ky =(q-Ky) e[Lg-1]

I, =< X,P>'¢ I, =< X, P >

R, =H,(M, || FE2BS(I1)) R, = H,(M, || FE2BS(I1,))
S =[K;—R]X modq S, =[(q—K;)—R,]X modq

Next we find a condition in which S, =S, that is, we will find a personal key X, in which ES
of messages M, and M, coincide. As a result, we have:

[K; —RIX'modg=[(q—K;)—R;]X modg. (4)
We reduce in (4) by X, as a result we obtain:
[K;—RjImodq=[(q-K;)-R,]modq; ()
[K; =R Imodqg=[-K;—-R,]modq; (6)
2K, modq=[R, —R,]modq. (7)

Next we will find from (7) a one-time key K, since R, and R, are known and are contained in
the signature:

K, =@modq. (8)

Thus, the system of equations order is reduced to an unknown one-time secret key, in our case
Ki:

X =[K,-R]*S, modq
. 9)
X =[K; -R]™'S, modq
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Substituting K, and in general K;, into system (9), we have a system of i equations with i un-
knowns, which has a solution.

4 Attack ""Full Disclosure™ against ES IBS-2 based on signed data and related keys

Analogously to (1), for IBS-2, taking into account Table 2, we have [2,5]:

S, =[K;+H;]X modq
....... : (10)
S; =[K; +H;]X modq

Next, we will find from (10) a private long-term key X and we will receive the following for it:

X =[K,+H,]™"S, modq
: (11)
X =[K; +H:]™"S, modq

System (10) includes i equations and i+1 unknowns in receiving i signed messages. The main
task of the cryptanalysis is to identify the private long-term key X .

As in the case (2), as shown by the analysis, it is practically impossible to reduce the system of
equations (11) by force. Moreover, the complexity of a force attack is determined by the order of
the cyclic group q. Therefore, we can assume that the complexity of the attack based on the signed
data is exponential [2,5].

At the same time, as in the case (2), one of the possible options of the system of equations (11)
reduction may be the key related, for example, in the form (3) or another way [2].

We write the system (11) for the case of two equations and specified key related, and consider
the signature algorithms for the two messages M; and M., and keys that satisfy the condition (3).

For message M; For message M,

KielLq-1] K, =(q-Ky) e[l g-1]

IT, =[K;]Y modq I1, =[K,]Y modq =
=[q-K;]Y modq =
=[-K;]Y mod q

R =11, R, =I1,

S, =[K; +H;]X'modq S, =[K,+H,]X modq=

=[(q-K;)+H,]X modq=
=[-K;+H,]X modq
We find a condition in which S, =S, . As a result, we have
[K;+H;]Xmodq=[(q—-K;)+H,]X modq. (12)
Reduce (12) at X , we obtain that:
[K, +H;]modqg=[(q—K,;)+H,]modq
or
[K;+H;]modq=[-K, +H,]modq
and
2K, modq=[H, —H;]modq. (13)
Finally, from (13) we obtain that
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K, = % mod(q. (14)

Thus, the system of equations (11) order is reduced, since the values of H; and H, can be used
to define an unknown one-time secret key K.

5 An example of the ""Full Disclosure™ attack against the mechanisms ES IBS-1 and IBS-2
based on signed data and related keys

Let's show the correctness of the execution of attacks on the example. Determine the value of the
required parameters — the value of the base point P, the user private key X and the order of the
base point q: X =(13,16), P =(13,7), q=7. EC over the main field: y? = (x* + x+1) mod 23.

Consider an example for the mechanism IBS-1 [3-5].

We write the system (1) for the case of two equations and consider the signature algorithms for
the two messages M, and M,, and keys that satisfy the condition (3).

For message M, For message M,

K, =6 K, =(q-K)=1

I, =< X,P > I, =< X, P >

R =H,(M, |[FE2BS(I));R =4 R, =H,(M, || FE2BS(IL,));R, =20

S, =[K;—R]X modq S, =[K, —R,]X modq

S, =[6—4](13,16) mod 7 = S, =[1-20](13,16)mod 7 =
=2(13,16)mod 7 = (5,19) = (~19)(13,16) mod 7 = (5,19)

According to formula (8) for K, we obtain:

K :4_—20m0d7:_—16m0d7=(—8)m0d7=6.
) 2

Let's solve the equation from the system (2), by substituting the obtained value K;:
X =[K,—R] ™S, modq;
X =[6-4](5,19)mod 7 = (2)*(5,19)mod 7 .
Find the inverse element in the field:
z:%modq ; z-k=1modq;z-2=1mod7; z=4.

So, after finding the inverse element, we obtain the following:
X =4(5,19)mod 7 = (13,16)..

We found the value of the signer private key X . Compare it with X :
X =(13,16), X =(13,16) = X = X .

Consequently, for mechanism IBS-1, the considering attack is realizing.

Consider an example for the mechanism IBS-2 [3-5].

We write the system (10) for the case of two equations and consider the signature algorithms for
the two messages M, and M,, and keys that satisfy the condition (3).
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For message M, For message M,

K, =6 K, =(q-Ky) =1

I, =[K,;]Y modq IT, =[-K;]Y modq

I1, =6(17,20)mod 7 = 1, =—6(17,20)mod 7 =
=(17,3) =(17,20)

R, =11, =(17,3) R, =I1, =(17,20)

S, =[K;+H;]Xmodq H,=3 S, =[(g-K;)-R,]JXmodq H, =15

S, =[6+3](13,16) mod 7 = S, =[-6+15](13,16) mod 7 =
=2(13,16) mod 7 = (5,19) =2(13,16) =(5,19)

According to formula (14) for K, we obtain:

K :Emod7=gmod7=6.
) 2

Let's solve the equation from the system (11), by substituting the obtained value K;:
X =[K,;+H,]'s, modq;

X =[6+3]7(5,19)mod 7 = (9)*(5,19)mod 7 .

Find the inverse element in the field:
z=%modq;z-kzlmodq;z.9:1mod7; z=4.

So, after finding the inverse element, we obtain the following:
X =4(5,19)mod 7 = (13,16).

We found the value of the signer private key X . Compare it with X :
X =(13,16), X =(13,16) = X = X .

Consequently, for mechanism IBS-2, the considering attack is realizing.

6 An example of the ""Full Disclosure™ attack against the mechanisms ES IBS-1 and IBS-2
based on signed data and related keys: alternative approach

Let the cryptanalyst intercepts and has a full access to i signed messages: similar to (1) and (10).
Find an unknown point of the EC — a private long-term key X , which is permanent for all signa-
tures. Consider an attack on the ES IBS-1 based on the key related. Input data will be the similar to
those given in section 3 [5].
As a result, we obtain for IBS-1 the following system:
S, =[K;-R;]X modq
S, =[-K,-R,]X modq
S1+8, =[(K =Ry + (=K, =R;)]X mod q
S +S, =[-R,—R,]X modq : (15)
X =(8,+8,)[-R, ~R,] " mod g
X =R +R, (S, +S,)modq
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Consider an attack on the ES IBS-2 based on the key related. Input data will be similar to the da-
ta given in section 4 [5].
As a result, we obtain for IBS-2 the following system:

S, =[K;+H;]X modq
{82 =[-K;+H,]X modq
S +S, =[(K;+H;)+(-K;+H,)]Xmodq. (16)
S;+S,=[H,+H,]X modq
X =[H; +H,T*(S;+S,)modq

Now let's give a mathematical example and correctness of attacks execution on an example.
First, consider an example for the mechanism IBS-1. Input data will be similar to the data given

in section 5.
Using system (15), to find the signer private key X , we have the following:

X =-[R;+R,]*(S;+S,)modq;;
X =—[4+201((5,19) +(5,19)) mod 7 ;
X =(-24)(2(5,19)) mod 7 .
Find the inverse element in the field:
z:%modq ;Z-k=1modq;
z-(-24)=1mod7; z=2.
So, after finding the inverse element, we obtain the following:
X =2(17,3)mod 7 = (13,16) ; (17)
X =(13,16), X =(13,16) = X = X .

So, according to (17), for mechanism IBS-1, the considering attack is realizing.
Let’s consider an example for the mechanism IBS-2. Input data will be similar to the data given

in section 5.
Using system (16), to find the signer private key X , we have the following:

X =[H; +H,](S;+S,)modq;
X =[3+15]((5,19) + (5,19)) mod 7 ;
X =[4]*(17,3)mod 7.
Find the inverse element in the field:
z :%modq ;Z2-k=1modq;z-4=1mod7; z=2.
So, after finding the inverse element, we obtain the following:
X =2(17,3)mod7 = (13,16) ; (18)

X =(13,16), X = (13,16) = X = X .

So, according to (18), for mechanism IBS-2, the considering attack can be implemented with
polynomial complexity.
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7 Proposals for ES IBS-1 and IBS-2 algorithms protection against attacks based
on related keys

The analysis allows to propose the following mechanisms for protecting the ES I1BS-1 and IBS-2
from attacks based on related keys [2,5].

1. Based on encryption of signed messages using symmetric or asymmetric ciphers. In terms
of the complexity (performance) of encryption and stability, it is better to use symmetric ci-
phers—block or stream. Then cryptanalysis will need to solve the system with 2i+1 unknowns, but
for a system with i equations. Such task is exponentially complicated with real parameter values.

2. Another mechanism for protecting ES IBS-1 and IBS-2 against attacks based on related keys
is the exclusion of the ability to relate one-time keys K in the process of signing a message flow.
This can be done on the basis of the use of hardware or hardware-software ES means, which would
exclude the possibility of interference in the process of signing messages. Other mechanisms of ES
are also possible.

8 Conclusions and recommendations

1. In the process of ES improving, ES algorithms IBS-1 and IBS-2 on identifiers with pairing of
EC points are proposed, in them as a private key is proposed to use the elliptic curve point X . As a
result, when intercepting i signed messages to determine the long-term key X, it is necessary to
solve a system of equations with i+1 unknown, i of which there are large random numbers, one is
the EC point X . In the process of analysis, no effective methods have been identified for the solu-
tion of such system.

2. It was discovered that the ES IBS-1 and IBS-2 cryptographic transformation do not provide
cryptographic resistance against attacks based on related key. At that, two different variants of at-
tack based on related key were obtained.

3. For ES IBS-1 algorithm, attack based on related key can be accomplished using the obtained
relations (8) and (9). Moreover, its complexity is polynomial.

4. For ES IBS-2 algorithm, attack based on related key can be accomplished using the obtained
relations (11) and (14). Its complexity is also polynomial.

5. The possibility of attacks against ES algorithms IBS-1 and IBS-2 is confirmed not only by
software simulation, but also by the examples given in section 5 of this paper.

6. Another method of attacking ES algorithms IBS-1 and IBS-, the essence of which is described
in section 6 of this paper, in particular using systems (15) and (16), is also revealed. The above at-
tacks also have a polynomial complexity. The ability to perform these attacks is also demonstrated
in the examples.

7. Thus, both theoretically and in the examples, it is shown that the ES algorithms IBS-1 and
IBS-2 are unstable against attacks based on related key, so if they are used, they must use protection
mechanisms against such attacks.

8. Suggestions on possible options for protecting the ES for algorithms DSTU ISO/IEC 14888-
3:2014 — IBS-1 and IBS-2 against attacks based on related key are also outlined above. The main
ones are the encryption of signed messages and the use of qualified hardware and software ES.
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Penenzent: Poman OseiiHuKOB, 1.T.H., pod., XappKOBCKHI HallMOHANbHBIN yHUBepcuTeT umenn B.H. Kapasuna, mi. CBo6ost 6,

r. XapbkoB, 61022, YkpauHa.
E-mail: roliynykov@gmail.com

IMoctynuna: Urones 2018.

ABTOpBI:

Mapuna Ecuna, K.T.H., cTapmmii npemnoaasarenb Kadeapsl 0e30MacHOCTH HHPOPMALUOHHBIX CUCTEM M TEXHOJOTHH, XapbKOBCKHI
HAIlMOHANBHBIN yHHBepcuTeT uMeHu B. H. Kapasuna, mi. CBo6os! 6, T. XapekoB, 61022, Ykpaunna.

E-mail: m.v.yesina@karazin.ua

IOpwmit 'opbeHko, K.T.H., BeOyIIMH HAayYHBIH COTPYIHHMK, XapbKOBCKHH HalMOHANBHBIN yHHBepcuteT mMmeHnm B. H. Kapasuna,
1. CeoGoxw! 6, r. Xapskos, 61022, YkpanHa.

E-mail: gorbenkoU@iit.kharkov.ua

Brnagucnae Kynm6aba, actiupanT kadeapsl 6e30macHOCTH HH(POPMALHOHHBIX CHCTEM M TEXHOJOTHH, XapbKOBCKUH HaMOHAJIBHBII
yauBepcuteT nmeHn B. H. Kapasuna, . CBo6onsr 6, T. XapekoB, 61022, Ykpanna.

E-mail: vlad.kulibabal994@gmail.com

CyIIHOCTh W YCJIOBHSI BBINOJHEHHS] aTAKM HA CBSI3AHHBIX KJIIOYAX OTHOCHTEJHLHO 3JIeKTPOHHBLIX moamuceii IBS-1 u IBS-2
JCTY ISO/IEC 14888-3.

AHHoTauus. B pabote paccMaTpuBaeTcsi COCTOSIHIE 3AIHIIEHHOCTH JISKTPOHHBIX MOAIICEH HA OCHOBE CIAPUBAHKS TOYEK DILTHIIT-
THYECKOW KPUBOHM OT aTak Ha OCHOBE IMOJAMHMCAHHBIX JAHHBIX CO CBA3aHHBIMH Kito4amu. OIpPemensioTcsi YCIOBHS U BO3MOKHOCTH
OpraHM3aliy U PealH3al[iy ITUX arak. [IpefoCTaBIsIOTCS PEKOMEHAAIIMH OTHOCUTEIBHO 3aIUTHl OT YKa3aHHbBIX YSA3BHMOCTEH, B
TOM YHCIIe B IOCT KBAHTOBBIH TIEPHO/I.

KuroueBnble ciioBa: aTaka, 3JICKTPOHHAas NOJANKCH, SJNIMITUYCCKAsd KpUBasi, CBSI3aHHBIC KIHOUH,; ClIapUBaHUE.
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