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Abstract. The article discusses the technology of forming signals used in mobile, information and telecommunication
systems, and also provides an analysis of promising technologies that can be used in wireless communication systems
of broadband access. It is shown that the widely used modulation scheme with orthogonal frequency division
(OFDM) has a number of drawbacks, which can lead to a decrease in system performance. Alternative technologies
for generating signals are presented, in particular, a technology based on windowed signal processing (W-OFDM), a
technology based on time division (w-OFDM); UFMC technology and others to eliminate the disadvantages of
OFDM technology. New points of view are proposed on the use of multi-carrier transmission technology in the form
of multiplexing with orthogonal frequency division (in order to increase the security of modern wireless broadband
access communication systems from external and internal threats), a class of non-linear discrete cryptographic se-
quences to form a physical data carrier - signal. It is shown that the use of such signals will improve the security of
these systems from inserting (imposing) false messages into the system, falsifying messages, as well as ensuring the
integrity and confidentiality of data, receiving noise immunity and secrecy of the system.

Keywords: noise immunity; information security; broadband access; signal; integrity; noise immunity; cellular com-
munication; frequency division; interference; peak factor.

1 Introduction

Modern wireless systems (for example, satellite systems, mobile telephony systems) belong to
multi-user systems. When designing such systems, the main problem is to choose method of multi-
ple access, i.e. the possibility of simultaneous use by many subscribers of a communication channel
with minimal mutual influence [1,2]. Broadband signals are widely used in modern high-speed cel-
lular communication systems of the WiMax, Mobile WiMax, MBWA standards, wireless discrete
communication systems, such as LTE and Wi-Fi, in the transmission of information from digital
television (DVB-T) and radio (DRM, DAB), in radiolocation, etc. The use of signals with orthogo-
nal frequency division multiplexing (OFDM), including in the specified information transmission
systems, allows to increase not only the information capacity of the system in case of multipath
propagation with limited bandwidth, but also the data transmission speed, bringing it closer to the
channel capacity, increase the secrecy of transmission and noise immunity of the system. Currently,
there is a rapid development, research and standardization of technologies for the fifth generation of
cellular networks (5G). The most priority tasks in this direction are: to achieve the maximum data
transfer rate (up to 20 Gbit/s); ensuring the density of user devices (up to 10° devices / km2);
providing users with highly reliable low latency communication services (URLLC) (data transmis-
sion delay not more than 1 ms) [3-4].

In order to achieve the above objectives for 5G networks, the following are considered: use of
the spectrum in the millimeter range [5]; new types of signal modulation and coding methods; mul-
tiple access methods; improved technologies for building antennas and networks architecture [5-6].
In addition, it is worth noting studies devoted to: orthogonal frequency division multiplexing with
filtering (F-OFDM) [7-9]; spatial diversity technologies (MIMO) [10]; radiocommunication cloud
networks (C-RAN) [11], orthogonal frequency division technology with coding (C-OFDM) [12]
and many others.
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2 Implementation principles for OFDM technology

The main idea of OFDM is to achieve a high transmission rate, in the frequency domain, by di-
viding full signal frequency range into a number of non-overlapping frequency subchannels with
lower speeds. In addition, each subchannel (subcarrier) is modulated by a separate symbol, then
these channels are multiplexed in frequency domain and data are transmitted in parallel in orthogo-
nal subchannels. Compared to single carrier transmission, this approach provides enhanced re-
sistance to narrowband interference and channel distortion. Specified, in particular, allows for a
high level of system flexibility, since modulation parameters, such as constellation size, coding rate,
can be independently selected for each subchannel.

The structure of the OFDM modem contains a transmitter and receiver. In the transmitter, the
original serial stream of information bits (Fig. 1) is encoded with an error-correcting code (accord-
ing to the recommendation of LTE 3GPP TS 36.211, a convolutional turbo code with a base rate of
1/3 is used), interleaved (I) and demultiplexed into N parallel substreams.
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Fig. 1 — The structural circuits

Next, each of the streams is mapped to a stream of symbols using a phase modulation (BPSK,
QPSK, 8-PSK) or amplitude-phase quadrature modulation (QAM). In case of BPSK modulation, a
stream of binary numbers (1 and -1) is obtained, and for QPSK, 8-PSK, QAM - a stream of com-
plex numbers. In addition to the information subcarriers, there are service subcarriers. These include
guard intervals, pilot signals and additional overhead information for synchronization of the receiv-
er and transmitter, and their modes of operation. Pilot signals may have a fixed position on the sub-
carriers, or variable, varying from symbol to symbol in OFDM frames. In this case, due to the inser-
tion between the adjacent subchannels of a sufficiently long guard interval, the spectral overlap is
excluded. In this case, the inter-channel interference (ICI) is reduced, the probability of bit error de-
creases, which means that the capacity of the wireless access system increases.

The operation of complex exponential multiplying with the corresponding subchannel frequency
and then summing all the subchannels to form an OFDM signal is very similar to the operation of
the inverse fast Fourier transform (IFFT). By using IFFT to form the required OFDM symbol, it
greatly simplifies the implementation of modulators.

Maintaining orthogonality is necessary so that the receiver can correctly recognize the infor-
mation on the subcarriers. To do this, you must fulfill the following conditions:
- the receiver and transmitter must be accurately synchronized,
- the analog components of the transmitter and receiver must be of very high quality;
- the channel should not be multipath.
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Unfortunately, multipath distortion is almost inevitable in radio communication systems, which
leads to a distortion of the received signal. To eliminate this type of interference, it is necessary to
choose a guard interval, the duration of which is longer than the maximum propagation delay in the
channel. Thus, it is possible to eliminate most types of inter channel interference (ICI) and between
adjacent transmission units (i.e., inter-symbol interference (ISI)). To reduce the out-of-band emis-
sion of signals, window processing of the time signal is used, using a “raised cosine” window. Fur-
ther, digital-to-analog converters (DAC) convert the real and imaginary components separately into
analog form. After passing through the low-pass filter, the signal enters the quadrature mixer, which
transfers the useful spectrum of the OFDM signal to the carrier frequency. These signals are then
summed, amplified and the OFDM signal itself is formed.

The widespread use of the OFDM digital modulation scheme is due to a number of remarkable
features of this technology:

- resistance to multipath effects;

- high noise immunity to narrowband interference;

- resistance to intersymbol interference due to the fact that the duration of the symbol in
the auxiliary subcarrier is significantly longer compared to the propagation delay than in tradi-
tional modulation schemes;

- high spectral efficiency in comparison with traditional systems with frequency division of
channels due to the large number of subcarriers;

- the ability to use different modulation schemes for different subcarriers, which allows
you to adapt to the conditions of signal propagation and to different requirements for the quali-
ty of received signals;

- simple implementation using digital processing methods, etc.

3 Promising technologies for generating signals in modern mobile
telecommunications systems

The effectiveness of the modern generation of mobile communications is largely based on the
use of OFDM modulation. However, for further progress and transition to more advanced fifth-
generation communication technologies, it is necessary to revise the OFDM technologies used, as
well as explore other technologies. The following main differences between the 5G technology and
previous generation mobile communication technologies [4-5] can be distinguished.

1. Mixed numerology. One of the goals of 5G is to ensure the use of various services, in par-
ticular eMBB, mMTC and URLLC. It is assumed that 5G technology should support more flexible
use of the available frequency band to increase throughput. For this, it is necessary to develop and
implement various options for using the available frequency and time resources for various services.

2. Increased bandwidth - a threefold increase in the efficiency of using the signal spectrum in
5G in comparison with eMBB services [3]. To increase the capacity in 5G networks, it is planned to
reduce guard intervals [4].

3. With asynchronous data transmission in 4G networks, the base station is constantly syn-
chronized with user equipment to reduce mutual interference between carriers [4]. Losses caused by
such interference adversely affect the services, in particular, mMTC, which are associated with the
mass connection of network subscribers. Thus, 5G support for asynchronous transmission is neces-
sary in order to solve ICI-related problems and ensure operation over multiple connections [4].

As noted above, orthogonal frequency multiplexing is an access scheme that is used in modern
4G networks. Two separate signals are used to gain access to the network — an orthogonal frequen-
cy division multiplexing access (OFDMA) signal in the downlink and a single carrier frequency
multiplex access (SC-FDMA) signal in the uplink. The advantages of this scheme are associated
with the possibility of transmitting signals on multiple carriers. However, this OFDM scheme has a
number of disadvantages, in particular: high sensitivity to frequency and clock frequency shifts;
high ratio of peak signal power level to average — peak factor (PAPR); the use of guard intervals
reduces spectral efficiency; sensitivity to the Doppler effect, which imposes some restrictions on its
use in mobile networks; overlapping subcarrier bands leads to inter-bit interference; the OFDM sig-
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nal is vulnerable to spectral conversion products caused by non-linear amplifiers, a constant com-
ponent offset when using FFT. In addition, sensitivity to frequency and clock shifts necessitates the
periodic addition of synchronization signals to the total amount of signals used and requires device
and network synchronization before commencing communication (data exchange). The lack of con-
tinuity (phase transition) between two symbols during the generation of OFDM symbols triggers
spectral spikes in the frequency domain, which leads to intense out-of-band emissions and else.

The limited capabilities of the signals based on the OFDM modulation scheme have become a
prerequisite for research to select candidate signals for future generations of mobile communica-
tions, in particular 5G. In this regard, one of the tasks to be solved is to fulfill the requirement of a
significant reduction in the delay in the introduction of new services and applications. Along with
this, it becomes necessary to form a cyclic prefix and reduce the length of characters. These consid-
erations led to the creation of a variety of signal conditioning technologies: with generalized fre-
quency multiplexing (GFDM); filter bank multi-carrier (FBMC); time division OFDM (w-OFDM);
universal multi-carrier filtered signal (UFMC); orthogonal frequency division multiplexing with F-
OFDM filtering and others. Research is also being conducted on new multiple access schemes, in-
cluding: sparse code multiple access (SCMA), non-orthogonal multiple access (NOMA) and re-
source-spread multiple access (RSMA).

FBMC is one of the most well-known spread spectrum modulation formats in wireless commu-
nications [14]. This modulation provides a significant advantage in the formation of each subcarrier
and facilitates the flexible use of the spectral resource, allows you to meet various system require-
ments such as low latency, multiple access and others, which leads to improved system noise im-
munity under the signal scattering conditions in the time and frequency domains [15]. For example,
rectangular filters are preferable for channels distributed in time, while a filter with a raised cosine
characteristic is more resistant to frequency dispersion. Despite all the benefits of using FBMC, a
considerable length of filters leads to a long symbol duration, which is a problem not only for appli-
cations with low latency requirements or a large number of users in communications, but also leads
to an increase in computational complexity for MIMO detection technology, which, ultimately, will
lead to problems in the operation of all major 5G applications.

The UFMC technology [13] is largely recommended for overcoming the I1CI problem with mul-
tiple user access in asynchronous transmission mode and is based on frequency division and multi-
plexing by applying a subcarrier group filtering operation. UFMC is a generic version of the filter-
ing technique for multiple sidebands. The sidebands are processed by the filter at the same time,
instead of processing each power supply unit separately. Thus, mutual interference with power sup-
ply units is reduced in comparison with traditional OFDM. Also, the use of sidebands filtering op-
erations is aimed at increasing the efficiency of a number of communications applications, such as
systems with ultra-low packet latency. This type of modulation is more preferable for such applica-
tions in relation to the FBMC modulation scheme.

GFDM technology is a block modulation circuit with frequency channel multiplexing, designed
to work with a variety of 5G applications, providing a variable waveform [16]. To improve reliabil-
ity and communication latency without error correction, GFDM signals can be used along with the
Walsh-Hadamard transform. When combining GFDM with quadrature amplitude modulation, in
systems with multiple access, the problem of intra-system interference is solved subject to the use
of non-orthogonal filters. From another point of view, GFDM can be considered as a scheme with
flexible tuning of individual blocks, and not just one carrier as a whole. When manipulating the rel-
evant GFDM signal parameters, it is possible to obtain various waveforms, such as OFDM, single-
carrier frequency alignment (SC-FDE), etc. Despite the very promising possibilities that are opened
by using signals with GFDM, this type of modulation is computationally complex [16].

F-OFDM technology is used in 4G downlink channels. For F-OFDM, the configured filter is ap-
plied to the OFDM symbol in the time domain to reduce the out-of-band emission level of the sub-
band signal, while maintaining the orthogonality of the complex domains of the OFDM symbols.
Since the filter bandwidth corresponds to the signal bandwidth, only a few subcarriers close to the
edge are affected. The main consideration is that the filter length may exceed the cyclic prefix
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length for F-OFDM [6]. This reduces the level of inter symbol interference due to the selected filter
design using window processing (with soft truncation). The generation of the F-OFDM signal is
based on the formation of a block of M nearby sidebands in a number of consecutive OFDM sym-
bols [17]. In particular, during the processing of each symbol, the following parameters are formed
in the transmitter: an inverse fast Fourier transform (IFFT) dimension value equal to N, a duration
of M information symbols together with a cyclic prefix, where N > M. Information symbols can be
constellation points as in OFDM. Analytically indicated can be represented as follows:

(LD
s(n)=Y_ 5(n—1(N +Ng)) 1)
(1=0)
and
(m'+M -1) )
S(m= > d,e"™" -N,<n<N, 2)

(m=m)
where Ng is the cyclic prefix length (CP), d — information symbol of the subcarrier m of the OFDM
system, L denotes the number of OFDM symbols, and {mg, Mg+, ***, Mo+m-1} IS the selected set of
subcarriers. The F-OFDM signal is generated by processing the s(n) signal using the appropriate
filter, i.e.

§(n)=s(n)- f(n). ©)

The bandwidth of the filter is equal to the sum of the bandwidth capabilities of the selected side-
bands and the time spent is the duration of the OFDM symbol. At the receiver, the received signal
first passes through the filter f (—n), which is identical to the filter of the transmitter. The received
signal is processed using standard OFDM transforms, and then the filtered signal is divided into a
sequence of individual OFDM symbols with the removal of the cyclic prefix. In this case, an FFT of
dimension N is applied to each symbol and then informational symbols from the corresponding
subcarriers are extracted.

The filter for F-OFDM must satisfy the following criteria: have a flat bandwidth over the subcar-
riers in the subband; have a sharp transitional strip to minimize guard bands. These criteria corre-
spond to the filter with a rectangular frequency response. To meet these requirements, a low-pass
filter is implemented using a “window”, which effectively cuts off the impulse response and pro-
vides smooth transitions to zero at both ends [17]. Thus, the F-OFDM implementation adds to the
existing CP-OFDM processing procedure, the filtering step on both the transmit side and the receive
side.

To reduce the out-of-band emission of signals, window processing of the time signal is used, us-
ing a raised cosine window. It is known that the spectrum of the OFDM signal has many side lobes
that slowly fade out in the frequency domain, which leads to an increase in out-of-band emission.
To reduce out-of-band emission, OFDM symbols use guard subcarriers that are added along the
edges of the OFDM signal. Window signal processing is used for the same purpose. Such signal
processing allows a smooth transition between the end of the previous and the beginning of the next
character. Such a transition is carried out by overlapping in time the prefix of the current character
and the suffix of the previous character by summing them up.

In this case, the use of window processing for the formation of OFDM symbols can significantly
reduce out-of-band emission. The out-of-band emission level is also influenced by the choice of
guard interval between subcarriers. Studies have shown that the longer the guard interval, the lower
the out-of-band emission level [18].

4 Security indicators evaluation of modern wireless broadband access communication
systems based on OFDM technology features

State level of informatization is determined primarily by the development of information com-
munications, as a set of network resources intended for the production and provision of telecommu-
nications, information and other services. With the advent of new information and communication
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technologies (ICT), the use of various transmission media (optical fiber, radio frequency re-
sources), mobile communication systems, it has become possible to significantly increase the
productivity, efficiency and quality of service of telecommunications networks, as well as expand
the range of services that they provide. A variety of modern ICTs operate under conditions of exter-
nal and internal influences caused, on the one hand, by natural interference, interference from other
radio systems operating at close frequencies or in a common part of the frequency range, on the
other hand, deliberate interference caused by counter stations for the purpose of electronic suppres-
sion of existing systems. Possible strategies of the counter station are: determining the content of
messages when legal subscribers use cryptographic data protection algorithms; falsification of mes-
sages; violation of data integrity; statement of various types of interference, etc. Therefore, ICT,
especially for critical purposes, have increasingly stringent requirements to ensure the effectiveness
of their operation (information transfer speed, reliability of information transfer, survivability,
noise immunity, information security). Increased requirements for quick decision-making and com-
municating information to executors (users) in the context of internal and external influences are
largely not taken into account by existing information technologies. There is a contradiction be-
tween strict requirements to ensure secrecy, confidentiality, integrity, reliability of data stored and
transmitted over wired and wireless communication lines, on one hand, and existing models, meth-
ods and technologies for managing telecommunications networks, information security, services
and quality of service, on the other hand. The main ways to solve this contradiction is to increase
the noise immunity (in particular, noise immunity, energy, structural and information secrecy) and
information security of the ICS by improving the methodological foundations of ICT building by
developing information exchange methods, synthesizing new classes of signals with the necessary
ensemble, correlation and structural properties.

The development of wireless communications technologies has been constantly shaped based on
studies of waveforms. As an example, we can use the technology of multiplexing signals with or-
thogonal frequency division multiplexing in modern wireless broadband access systems (WiMAX,
Wi-Fi, LTE, etc.). The use of this technology allows to increase the information capacity of the sys-
tem with a limited bandwidth, data reception and transmission speed, bringing it closer to the chan-
nel capacity, increasing the secrecy of transmission and noise immunity of signal reception, and as a
result, to meet the ever-increasing needs of network users in high-speed connections services.

Analytically, the OFDM signal can be represented as [19]:

N-1 N-1 )
SM)=>S.t)=> Ae™M 0<t<T, (4)
k=0 k=0

where k is the subcarrier index, Sk(t) is the signal on the k-subcarrier, Ay is the amplitude component
of the sequence of information symbols, N is the number of subcarriers, T is the duration of the in-
formation symbol.

The block diagram of an OFDM modulator is presented in Fig. 2 [20,21]. In the transmitter, the
serial stream of binary symbols s[n] is encoded with an error-correcting code, interleaved further,
using inverse multiplexing (demultiplexing), turns into N parallel streams, each of which is matched
(complexly) with the output stream s[n] using a certain constellation modulations (quadrature mod-
ulation QAM, quadrature phase modulation QPSK, etc.). The number of outputs of the demulti-
plexer is determined by the number of subcarrier frequencies. Next, the modulated Xo,...,Xn1
symbol streams undergo a fast inverse Fourier transform, which translates them into digital re-
sponses Xo,...,Xn-1 (in general, complex numbers) in the time domain. The real (Re{xj}) and imagi-
nary (Im{xi}) components of the response x; (i =0, ..., N — 1) are subjected to digital-to-analog con-
version. The received analog signals are used for modulation in accordance with the sine wave and
cosine wave (obtained by shifting the sine wave by 90) of the carrier frequency. After modulation,
the signals are summed to form a signal s (t), which enters the communication channel.

Subcarriers orthogonality makes it possible to select each of them from the common signal at the
reception even in the case of partial overlapping of their spectra. Since the subcarriers are located
close to each other and even partially overlap, the spectral efficiency of the modulated OFDM sig-
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nal is high. The parameters of the subcarrier signals are selected in such a way that they are orthog-
onal to each other, that is, the condition is met for them:

T[sin27z f,(t)sin27x f, (t)dt =0, (5)

where: t is the duration of the information symbol, f; and fy are the frequencies of the I-th and k-th
subcarriers, respectively.

The orthogonality of the carrier signals guarantees the frequency independence of the channels
from each other and, therefore, the absence of inter-channel interference. For the fast implementa-
tion of this procedure, the inverse fast Fourier transform algorithm is used, that is, the signal values
at the input of the IFFT block belong to the frequency domain. At the output of the block IFFT re-
ceive the signal value in the time domain. Combining all the values, a complex OFDM signal is ob-
tained. Taking into account the fact that IFFT works effectively with arrays of dimension 2%, the
number of subcarriers is chosen with the same multiplicity. For example, in WiMAX wireless
communication systems, the number of subcarriers is chosen from 128 to 2048 and can occupy fre-
quency bands from 1.25 MHz to 20 MHz. For each of the subcarriers, a different modulation type is
used depending on the requirements and the type of interference in the channel. At the receiving
end, the inverse operations are performed, in this case, instead of a digital-to-analog converter, an
analog-to-digital converter (ADC) is used, instead of a reverse FFT, direct FFT.

Quadrature modulator
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Fig. 2— OFDM modulator circuit

The structure of the OFDM signal can be quite complex because it consists of many components:

- the structure of the time-frequency distribution, given by: initial frequency, frequency grid
pitch, number of subcarriers;

- time slots specified by: the duration of the symbol, the duration of the guard interval;

- type of manipulation: phase (BPSK, QPSK, 8-PSK) or amplitude-phase quadrature modula-
tion (QAM);

- discrete sequences that determine the law (rule) of manipulating the phase of the high-
frequency carrier, and given the dimension of the signal space;

- type of symbol sync;

- the presence and type of noise-resistant coding (Reed-Solomon code, Bowes-Choudhury-
Hokvingem code, turbo codes, etc.);

- the presence and type of data interleaving and so on.

The above features of the OFDM signal structure can be used in the construction of ICT, for
which the ensuring requirements of the specified security indicators against the introduction (impo-
sition) of spurious messages, falsification of messages; data integrity, confidentiality, noise im-
munity of reception, operation secrecy are decisive.

One of the components of information security (along with information secrecy) is imitation pro-
tection (ensuring integrity) of information. The mathematical apparatus of the imitation protection
system includes a cryptographic algorithm for simulating the encryption of information (this may be
an encryption algorithm, an authentication code, or another transformation) and an algorithm for
deciding the truth of the information received, as well as a key system. In essence, imitational secu-
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rity is a complex service that is provided by the provision of such services as integrity, authenticity,
(truth), as well as the use of various cryptographic protocols with certain properties [22,23]. As
studies [24,25] have shown, it is possible to provide the imitability necessary in ICS at the source
level of complex signals by increasing the dimension of the signal space, the degree of correlation
between them, the complexity of the laws of their construction. In accordance with the above defi-
nitions, the theory of authentication by J. Simons [26] can be used to quantify the simulated securi-
ty. It was Symons who showed that for the quantitative assessment of authenticity one can use the
probability of deception:

P

o6m

> MK (6)

where Al(C, K) is the amount of information on the authentication key K entered into the C crypto-
gram.

Let us analyze the expression (3).

1. Systems in which equality (3) is achieved are referred to as systems that are absolutely re-
sistant to deception.

2. To reduce the probability of fraud, it is necessary to increase Al(C, K).

Taking into account the peculiarities of the OFDM signal structure, imitability (I;) depends on:
the dimension of the signal space (I), the number of attempts (C) of imposing (simulating), the
space (Z) of the component of the OFDM signal structure (in particular: initial frequency, frequen-
cy grid spacing, ensemble of discrete sequences (signals), number of subcarriers, etc.), imposition
strategies (X):

I,=F(1,2,C,X). ©)

At the complex signals source level (physical level), the probability of cheating or imposing a
false signal is defined as

P

o 227 (8)
where |; is the length authentication code, the dimension of the signal space.

Let us show the possibility of increasing the imitability of wireless communication systems
based on the use of various classes of discrete manipulating sequences (hereinafter referred to
as DS). In [1,2,27-29] presents the results of research, which are devoted to the issues of synthesis,
formation and study of the properties of a new class of DS, nonlinear discrete cryptographic se-
quences (hereinafter — CS). The synthesis of DS and signals obtained, for example, by manipulating
the phase of a high-frequency carrier according to the CS law, is based on the use of random (pseu-
do-random) processes, including key data of cryptographic algorithms, and at the same time, the
signals must have: absolute structural secrecy regarding their laws formations; improved ensemble
properties (exist for almost any period value, have a significant amount of signal system); improved
correlation properties, which will provide the necessary (for a particular application of the ICS)
values of the indicators of noise immunity, information security and secrecy of the system. A spe-
cial property of cryptographic signal systems is the possibility of their recovery in space and time
using keys and a number of other parameters that are used in the process of synthesizing such
signals.

We will evaluate the imitation resistance of the ICS radio channel for solving the problem of dis-
tinguishing signals when applying a dynamic mode of compliance change: the message bit is a
complex signal, and various signal systems. Table 1 shows the results of the evaluation of the en-
semble properties of various complex signal systems (M-sequences, sequences with a three-level
value of the cross-correlation function (PCCF), cryptographic signals (CS)), the maximum achieva-
ble values of the side lobes of the cross-correlation function (the so-called “dense border” packag-
ing) for the corresponding periods of the DS, as well as the values of the probabilities of imposing,
obtained in accordance with the expression (4), when used in the ICS as a physical transfer data of
the indicated classes of signals. Analysis of the data in Table 1 shows that the proposed method for
the synthesis of complex non-linear discrete cryptographic signals allows the formation of large en-
sembles of discrete sequences.
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Table 1 — Signal properties

si Sequence Dense packing Signal ensemble Imposing
ignal class . i~
period value volume probability value
M-sequences 31 9 3 310"
PCCF 31 9 495 2107
CS 31 9 1465137 7107
M-sequences 63 17 20 5107
PCCF 63 17 975 1107
CS 63 17 12 214 869 8107
M-sequences 127 27 36 2107
PCCF 127 17 11610 810°
CS 127 27 9006648 110”7
M-sequences 255 36 28 3107
CS 255 36 17599 510°
M-sequences 511 63 276 310°
PCCF 511 33 147500 610°
CS 511 63 2666671 37107
M-sequences 1023 100 435 210°
PCCF 1023 65 338000 310°
CS 1023 100 5293538 2107

So for the period of the sequence N = 63 the number of pairs of CS satisfying the maximum val-
ue of the maximum PCCEF side lobes — 17 is 12214869. For a representative of the class of linear
sequences — sequences with a three-level cross-correlation function (Gold set), which are optimal
from the point of view of cross-correlation functions [30], the number of pairs of signals corre-
sponding to a given boundary is 975. The excess of the volume of a CS over an ensemble composed
of M-sequences is more than 10’ times. For the period of a sequence of 1023 elements, the number
of pairs of gearboxes satisfying the limiting value for the side lobes of the cross-correlation function
(CCF) 100 is 5293538, whereas for a representative of the class of linear sequences of M-
sequences, the number of pairs that meet this boundary is 435, then there is an excess of the volume
of the signal system is more than 10° times. With a slight decrease in the requirements for the limit-
ing value of the maximum lateral peak of PCCF, according to which the selection of signals is car-
ried out (in fact, a reduction in the noise immunity of reception), the performance of the ICS system
can be significantly improved. So, for the period of the sequence N=127, increasing the limit value
by 1.2 dB will increase the ensemble volume from M = 11610 (at the border of 17) to 9006648 sig-
nals, with a limit value of 27, that is, 776 times. As follows from the data Table. 1, the probability
values of imposing in the case of the application of the CS is much less. So, with a period of the se-
quence L = 1023, it is four orders of magnitude less than using M-sequences and an order of magni-
tude less than when using sequences with a 3-level PCCF. An improvement in the imitation re-
sistance index of the ICS is achieved due to the fact that the CS have improved ensemble properties
in comparison with linear classes of signals, in particular, M-sequences.

In Table 2 shows the results of calculating the statistical characteristics of various correlation
functions for discrete signals widely used in communication systems, including the characteristics
of cryptographic DS. Calculations were carried out for different values of the DS period. The statis-
tical characteristics of the correlation functions were selected: the value of maximum lateral emis-

sions Rmax, the value of the expectation of the emission module mgy, the value of the standard devia-
1 1

tion of the emission module Dlgl and emission values Dlgl.

Analysis of the data given in Table 2, suggests that maximum lateral emissions values of the CS,
as well as the statistical characteristics of this class of signals are not inferior to the corresponding
characteristics of the signals constructed using M-sequences and characteristic discrete signals [31].
This, in turn, indicates that the use of a CS provides noise immunity for receiving signals no worse
than when applying the decree of signals based on linear formation laws.
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Table 2 —Statistical characteristics of correlation functions

Signal t Characteristics Ruse Mr D Die
ignal type N N N N
AACF 10-18 0,5 0,4 0,5
PACF 01-19 0,2 0,1 0,2
Characteristic discrete MIACF 14-26 0,6 0,5 0,8
sequences ACCF 19-32 1,0 0,8 1,0
PCCF 25-3,6 1,0 0,8 1,2
CCCF 21-50 0,9 0,7 1,1
AACF 0,7..1,25 0,32 0,26 0,41
PACF 1IN 1IN 0 0
M-sequence MIACF 1,3..2,3 0,66 0,49 0,82
ACCF 1,4..5,0 0,54 0,48 0,73
PCCF 1,9...6,0 0,8 0,62 1,0
CCCF 2,0..51 0,83 0,62 1
AACF 12-19 0,5 1 1,1
Cryptographic PACF 02-1,9 0,6 0,4 0,7
sequences ACCF 14-34 0,5 0,4 0,6
PCCF 19-572 0,7 0,5 0,8

From the data of Tables 1-2 it also follows that by varying the limiting values of the side-lobe
level of the correlation function, depending on the requirements for the ICS, the tasks of achieving
the required values of the noise immunity indicators for signal reception, imitation resistance and
stealth of the ICS can be solved.

Let us make an ICS protection assessment from imposing false messages, for the case when the
system uses a dynamic shift mode (according to the law of the control sequence) correspondence:
the message bit is a complex signal. In this case, the value of the probability of imposing a false
message (B, : ) (with equiprobable choice of characters of the control sequence) can be defined as:

P = (™), ©)

where: the number of possible states of the source of the control sequence, which is determined by
an ensemble of discrete signals of information carriers; n — message length provided in bits.
Table 3 shows the values of the probability of imposing B, . On the message for discrete sig-

nals obtained on the basis of carrier manipulation according to the law of M-sequences, PCCF and

nonlinear cryptographic sequence. The message size is n = 32. In the calculations of P, ., For the

case of application in the system of nonlinear CS, sequences were selected whose correlation char-
acteristics are close to the optimal limit values from the point of view of PCCF (R__ <1,5N ).

Data analysis from Table 3 shows that in ICS, which apply signal multiplexing technologies in

orthogonal frequency division of channels, the value of B, for nonlinear CS is much less than in

the case of using linear classes of signals.

5 Models and methods for constructing a secure ICS based on the use
of OFDM technology

The rapid development of communication systems and multimedia technologies has led to a sig-
nificant increase in the amount of information transmitted and, consequently, the need to create reli-
able high-speed data transmission and information security technologies. Information security tech-
nologies in communication systems are widely used in the military sphere, copyright protection,
personal data protection and in many other areas. Critical information should be inaccessible to at-
tackers, which is one of the important requirements for modern communication systems.
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Table 3 — Imposing message probability

. . P, Value for signal systems:
Signal period -
M-sequences PCCF nonlinear CS
31 2-96 2-288 2-672
63 29 2320 57768
127 o160 0-448 0640
1023 2-192 2-608 2-736

When transmitting important information, it is necessary to use a secretive data transmission sys-
tem, which involves ensuring protection both from unauthorized access to information and hiding
the fact of transmission itself [32].

Orthogonal Frequency Division Multiplexing is a multichannel modulation method used in a va-
riety of modern mobile communication standards. The basic principle of this method is to divide a
message into multiple messages transmitted in parallel with a lower speed, which allows for an in-
crease in the transmission speed. Through the use of frequency guard intervals, OFDM successfully
counters the inter-channel and intersymbol interference that occurs in other modulation schemes
with multiple carriers. Due to the advantages of this method, OFDM is widely used as a modulation
and multiplexing method, in many telecommunications applications, including digital television
(DAB, DVB), wireless networks (Wi-Fi) and mobile communications (LTE) [33].

6 Secured communications

To meet the growing demand for fast, reliable, and secure wireless data transmission, further re-
search is needed in scope to hide the fact of data transmission. As a rule, the disadvantages of the
OFDM method are compensated by the implementation of cryptographic methods at the application
level [34]. To transmit sensitive information over public networks, a secure communications system
is required. However, in wireless systems, an information signal can be received by anyone, includ-
ing an attacker. The mere fact of the possibility that data transfer process can be detected, can be of
great importance for communication systems in which information that is critical for its owners cir-
culates. Using the means of steganography, it is possible to hide confidential data in other data, in
particular - multimedia. Modern communication systems use channel noise to hide data transmis-
sions [35]. The review, the main limitations and possibilities of the developed methods of covert
data transmission are discussed in [36] and the channel capacity with additive white Gaussian noise
in [37]. The widespread use of computer systems and open source software increases the ability of
attackers to gain access to critical data. A possible solution to this problem is to modify the proper-
ties of the physical layer. A new solution is proposed to protect critical information transmitted over
communication networks. The essence of this solution is to encrypt data at the physical level using
OFDM technology.

7 OFDM wavelet transform

The main advantage of the traditional OFDM method with fast Fourier transform for wireless
systems is its speed. However, FFT-OFDM requires a cyclic prefix to eliminate intersymbol inter-
ference, which reduces throughput. As an alternative to the fast Fourier transform, one can use the
wavelet transform (WT) [38]. Unlike the fast Fourier transform, the wavelet transform uses the fre-
quency and time characteristics of the signals. Based on the OFDM wavelet transform (WPT-
OFDM) using batch conversion, it is more efficient to resist interference due to the high spectral
qualities of the wavelet filters compared to FFT-OFDM [39,40]. WPT-OFDM does not use a cycle
prefix, which will increase system throughput compared to FFT-OFDM [41,42]. In addition, the
WPT-OFDM technology can significantly increase the noise immunity of signal reception [43,44].
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8 Hidden communication using FFT-OFDM

The implementation of the hidden communication model in the FFT-OFDM system was mod-
eled using MATLAB, and the overall efficiency is estimated by comparing the error probability at
the corresponding signal-to-noise values. The block diagram of the developed communication mod-

el is shown in Fig. 3.
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Fig. 3 — Hidden communication system model at the physical level FFT-OFDM

The message is encoded using Forward Error Correction (FEC). Using FEC, various encoding
methods are supported, such as RS codes, convolutional codes (CC), etc. In this paper, we used
convolutional codes to model the processing of information, which introduce redundancy in the
transmitted message. In order to protect against unauthorized access to information, information bits
are fed to the input of a data encryption device using a secret key. To decode the received message
on the receiving side, the Viterbi algorithm is used. Encrypted data is embedded in a multimedia
medium, in which image was used. The least-significant bit (LSB) replacement method was used to
embed the message in the medium. The serial data stream is transmitted to the modulator and pro-
cessed using M-ary PSK/QAM modulation. The pilot signal is used in the developed system to as-
sess the quality of the channel and establish synchronism in the system. Modulated data is convert-
ed into multiple parallel streams with a low data rate, each of which is modulated by orthogonal car-
riers using an inverse fast Fourier transform (IFFT). The result of the IFFT transform is the summa-
tion of discrete signals in the time domain as follows [45]:

1 N-1 j27km
Yy =N Y.e N (10)

m=0

where {yx|0< k < N-1} is a sequence in a discrete time domain, {Y,|0 < m < N-1} — complex num-
bers in the discrete frequency domain.

The cyclic prefix (CP) replicates the “L” number of samples from the end of the “N” sample of
the FFT frame and uses them at the beginning of each “N+1” FFT frame. The received OFDM
symbol is then transmitted over the channel. On the receiving side, the CP is deleted, and the data is
transmitted to the block performing the fast Fourier transform. The result of the FFT is the summa-
tion of the received signal in the frequency domain as follows

N-1 —j2zkm

Yo=D.ye v . (11)

m=
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At the receiving side, in order to recover information, the process is reversed to that performed in
the transmitter. Further, the received data is decrypted using the secret key.

9 Hidden connection using WPT-OFDM

The structure of the transmitter and receiver of the communication system using WPT-OFDM is
shown in Fig. 4.
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Fig. 4 — Block diagram of the WPT-OFDM communication model

The FFT technology is beneficial in terms of low computational complexity and cost, but at the
same time, it has less bandwidth due to the addition of CP [46]. As shown in Fig. 4, the informa-
tional message is encoded, encrypted, and inserted into the image. In the model structure using the
wavelet transform, the FFT and IFFT are replaced with WT and IWT, respectively. Wavelet-batch
conversion decomposes the spectra of signals unevenly, limited to the low-frequency component of
the signal. Wavelet transform (WT) is implemented using low-pass (LPF) and high-pass (HPF) fil-
ters, after which decimation is performed to increase the conversion efficiency. The WT signal 'z' is
realized by passing it through a series of filters with a pulse response 'g' [45]:

o0

yInl=(z®g)[n]= > z[klg[n—k] . (12)
k=—o0
The high-pass filter decomposes this signal and provides detailed coefficients. The output sam-
pling rate of the output of the filter is reduced by 2 times. LPF and HPF results are as follows:

0

Ve [N]=(z®g)Inl= Y z[klg[2n—K] (13)

k=—o0

o0

Yuee[N]=(z®N)[n] = > z[kIh[2n-k] (14)

k=—o0

52



ISSN 2519-2310 CS&CS, Issue 2(10) 2018

In the transmitter, encrypted and embedded data streams increase the sampling rate and are
transmitted through the IWPT filter group. At the receiver, the data is transmitted through a filter,
and then the encrypted data is extracted.

A communication system using FFT-OFDM has a lower throughput due to the use of the cyclic
prefix. Moreover, the orthogonality of the carriers in FFT-OFDM systems is subject to channel at-
tenuation. Resistance to such interference is higher in WPT-OFDM systems. In addition, the pro-
posed WPT-OFDM model is more reliable for narrowband interference and multipath propagation.

10 Analysis of the effectiveness of the proposed covert communication systems

For comparison, BER estimates are presented with different SNR values for the carrier and mes-
sages in the developed OFDM system. Quality is estimated using the peak signal-to-noise ratio
(PSNR), root mean square error (MSE) and average difference (AD) - the differences between the
original image and the modified average difference between the transmitted and received data on
the Rayleigh channel with fading:

D un (T (re)=T(r,c)*

MSE = TN (15)
*log. [
PSNR =10 Iog“’[MSE]’ (16)
AD = ZM,N (T(r,C)—T'(r,C)) ’ (17)
M *N

where: T(r, c) is the original image; T’(r, ¢) — modified image; r and c are the number of rows and
columns in the input images, respectively; R — the maximum value of the image intensity.

An image of 512x512 in size was used as the transmitted container with critical information. The
parameters of the communication system model are presented in Table 4.

Table 4 — Communication system model parameters

Parameter Value
FFT size 256
CP size 1/4
Carrier quantity 12
Convolutional codes rate 1/2
Modulation M-PSK
Modulation levels 2,4.8
Simulation channel Rayleigh
Container Image (512x512)
Cryptography method XOR
Wavelet type Haara

An increase in the signal-to-noise ratio results in a reduction in the amount of distortion when a
message is extracted from the transmitted image. When used as a data channel WPT-OFDM, pro-
vides better communication quality and fewer errors. Fig. 5 shows a comparison of the BER param-
eter for hidden communication in FFT-OFDM and WPT-OFDM over the Rayleigh channel with
fading for modulation of the form: BPSK, QPSK and 8-PSK. The assessment was carried out both
for the transmitted container and for the critical message with different SNR values. Obviously,
higher SNR values result in fewer errors in receiving the container, and therefore greater accuracy
in retrieving the message. The results obtained demonstrate that hidden communication in WPT-
OFDM provides better performance than hidden communication in a traditional OFDM system with
different modulations, since the OFDM system is influenced by Doppler frequency changes.
Fig. 5 (a) shows that to achieve a BER of 10~ for data with modulated BPSK carrier, OFDM re-
quires a SNR value of 9 dB, while for the proposed WPT-OFDM system, only 6 dB. To transmit a
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secret message with a code rate of CC 1/2, for normal OFDM, a SNR of 6 dB is required, against
3dB in WPT-OFDM. When using QPSK modulation, the container requires 12 dB for FFT-OFDM
and 7 dB for WPT-OFDM. For the transmission of the most critical message with a CC 1/2 rate, the
ratio is 10 to 7 dB.

It should be noted that using M-PSK modulation under the same conditions, the BER value of
the system begins to deteriorate, but it is possible to compensate for this degradation with a high
SNR value. Thus, covert communication using WPT-OFDM provides an improvement in the sig-
nal-to-noise ratio of 3-6 dB compared to FFT-OFDM when transmitting data over the Rayleigh
channel. A comparison of the performance of hidden communication systems is given in Table 5.
Fig. 6 and fig. 7 show a comparison of the PSNR values and the average difference between empty
and full containers.
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Fig. — 5 BER comparison for: BPSK (a); QPSK (b); 8-PSK (c)

Table 5 — Hidden communication systems performance

SNR Modulation COStE"";Q”er Message BER|  PSNR MSE AD

1dB FFT 0.0775 0.1151 16.035 1.62 x 10° 1.3103
WPT 0.0228 0.0058 21217 491.324 0.4497

2 dB FFT 0.0551 0.0507 17.466 1.166 x 10° | 0.9215
WPT 0.0124 0.0015 23.832 269.066 0.2489

4dB FFT 0.0221 0.0065 21.372 47414 0.2763
WPT 0.0023 | 4691 10° |  30.961 52.116 0.0490

6 dB FFT 00057 | 4.7613x 107 | 27.189 124.24 0.0619
WPT 1.864 x 10° 0 41671 4.426 0.0027

8 dB FFT 7.2861 x 10° 0 36.411 14.857 0.0073
WPT 5.2452 x 10° 0 54.829 0.214 3.166 x 10

10 dB FFT 2.766 x 107 0 51.201 0.4830 | 1526 x 107
WPT 0 0 Inf 0 0
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We used a message with a length of 243696 bits, which is transmitted in an image of 512x512 in
size. Increasing the SNR value improves the values of the BER parameters for the received infor-
mation sequence and the extracted message. When sending a message in a container, BERs are sig-
nificantly better than direct transmissions in the same medium. Summarizing, we can say that hid-
den communication using WPT-OFDM provides better quality than conventional OFDM for all the
cases considered.
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11 Conclusions

This paper presents the technologies for generating signals that are already used in communica-
tion and telecommunication systems, and also provides an analysis of promising technologies that
may be used in various new systems, including wireless broadband access communication systems.
It is shown that the widely used OFDM modulation scheme has a number of shortcomings that can
lead to a decrease in the performance indicators of the systems in which they are used, in particular:
a reduction in the noise immunity of signal reception, due to distortions caused by multipathing
when the electromagnetic field propagates between the base and mobile stations, as well as the ef-
fects of intersymbol and inter-channel interference; irrational, as compared with sequential wave-
forms, the use of transmitter power, which is associated with the use of a guard interval for protec-
tion against intersymbol interference and a high peak factor of a signal, etc. Alternative signal gen-
eration technologies are presented, in particular, signal generation technology based on window
processing signals (W-OFDM) and providing a low level of out-of-band emission.

One of the main trends in the development of modern wireless broadband access communication
systems is the rapid spread of technologies such as OFDM and MIMO. These technologies allow to
achieve an increase in information efficiency in the conditions of multipath propagation and, as a
result, to provide the ever-growing needs of wireless communication network users in high-speed
connections and specific multimedia services. For some applications, ICS is a determining factor in
their design and operation is the state of security of data processing and storage systems, which en-
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sures the confidentiality, integrity and availability of information, as well as other properties of in-
formation and services: authenticity, observability, irrefutable and reliability. At the same time, the
development of secure wireless communication systems that could reliably support multimedia ap-
plications faces a number of technological challenges that require serious research efforts. One of
these calls is due to the choice of classes of discrete sequences, the properties of which largely de-
termine the properties of physical data carriers in the ICS. In the work, on the basis of the analysis
of the structure of the OFDM signal, the estimates of the security of the ICS from imposing false
signals and messages by using non-linear discrete cryptographic signals as a physical data carrier
are presented.

In this paper, a hidden communications system was proposed using WPT-OFDM. Hidden com-
munications based on traditional OFDM are simpler in structure compared to WPT-OFDM, but the
use of a protection bandwidth reduces bandwidth. The results showed that under equal conditions,
the probability of an error in the transmitted data, the accuracy of extraction from the container and
such quality parameters as PSNR, MSE and AD of the proposed system with wavelet transform are
superior to traditional OFDM systems, and also allow increasing the system bandwidth.
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IIpunuunu ¢popmyBaHHs, 00podku Ta cBolictBa OFDM cuHraJis.

AHoTanisi. YV cTaTTi po3risIHYTI TEXHOJOTIT (GOpMyBaHHSI CUTHAJIB, BUKOPHCTOBYBaHHX B CHCTEMaxX MOOLIBHOTO 3B'I3Ky Ta iH(OP-
MaI[iiHO-TeIeKOMYHIKAI[IHHIX CHCTEMaX, a TAKOXK HABOJMTHCS aHAIIi3 EPCHEKTHBHUX TEXHOJIOTIH, sIKi MOXKYTh 3HAWTH 3aCTOCYBaH-
Hs B 6€3IPOTOBUX CHCTEMaXx 3B'I3KY IIHPOKOCMYTOBOTO A0cTymy. [Toka3aHo, 10 IMHUPOKO BUKOPHCTOBYBAaHA CXeMa MOIYISALIT 3 op-
TOTOHAJIBHUM YacTOTHHM po3aineHHsM (OFDM) Mae HU3KY HEROJIKIB, SIKi MOKYTh HPH3BECTH 10 3HIDKCHHS TOKa3HUKIB €pEeKTHB-
HocTi cucteM. [IpencTaBneHi anbTepHAaTHBHI TEXHOJOTI pOpMyBaHHS CUTHAIIIB, 30KpeMa, TEXHOJIOTIs, 3aCHOBaHAa Ha BIKOHHOI 00po-
6ui curuanis (W-OFDM), TexHoJIOTIs, 3acHOBaHA Ha TuM4YacoBoMmy moaiii (w-OFDM); texuomoris UFMC i iHimi, 1m0 103BOJSIFOT
ycyryTtH Heponiku texHonorii OFDM. IIpornoHyIoTECsl HOBI TOTIIS AN Ha BUKOPUCTAHHS B TEXHOJIOTII epenadi 3 6araTbMa HECyInMH
B ()OpMi MYJIBTUILICKCYBAaHHS 3 OPTOTOHAJIBHMM YaCTOTHUM PO3JIUICHHSM (3 METOIO IiIBHIICHHS 3aXUILIEHOCT]I Cy4acHUX 0e3IpoTo-
BHX CHCTEM 3B'SI3Ky LIMPOKOCMYTOBOIO JIOCTYITY Bijl BIUIMBY 30BHIIIHIX i BHYTPIIIHIX 3arpo3), KJ1acy HeJNiHIHHUX JUCKPETHUX KPHII-
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TOrpadiYHMX MOCIIIOBHOCTEH IS OCBITH (Di3MYHOTO IMEPEHOCHUKA JTAaHUX - CHTHANIB. [loka3aHo, M0 3aCTOCYBaHHS TaKUX CUTHAIIB
JTO3BOJIMTH TIOJIIIIATH TOKa3HUKU 3aXHUICHOCTI 3a3HAUYCHUX CHUCTEM BiJl BBEJCHHS (HAB'I3yBaHH) B CHCTEMY HOMMIIKOBHX IOBiJ[0-
MIIeHb, (anbcudikanii MOBiIOMIICHb, a TAKOXK IMOKA3HUKK 3a0e3Ie4YeHHs LITICHOCTI Ta KOH(IACHLIIHOCTI JaHUX, 3aBaJOCTIHKOCTI
MpUHOMY 1 CKPUTHOCTI (PYHKIIOHYBaHHS CHCTEMH.

Kiro4oBi cii0Ba: nepemko103axuuieHicTh; iHpopMalliiiHa 6e3neka; MUPOKOCMYTOBUN JOCTYI; CUTHAJ, ITICHICTh; CTIMKICTh; Yac-
TOTHHH MO, CTUIBHUKOBHH 3B'I30K; iHTepdepeHis; mk-daxrop.
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Hpuauuns: popmupoBanusi, 060padoTku u ceoiictrea OFDM curnajios.

AHHOTalus. B cTrathe pacCMOTPEHBI TEXHOJIOTUH ()OPMUPOBAHUS CUTHAIOB, HCHONB3yEeMbIX B CHCTEMax MOOMIBHON CBS3U M MH-
(hopManMOHHO-TETEKOMMYHUKAMOHHBIX CHUCTEMaX, a TAkKe MPHBOJUTCS AHAIM3 NMEPCIEKTUBHBIX TEXHOJOTHH, KOTOPHIE MOTYT
HaWTH IMpHUMEHEHHe B OECIIPOBOIHBIX CHCTEMaX CBSI3H MIMPOKOIOJIOCHOTO AocTyma. [lokazaHo, 9TO MIMPOKO HCIOIb3yeMasl CXeMa
MOZYJISIIUK C OPTOTOHAIBHBIM 4acTOTHBIM paszeneaneM (OFDM) obnagaeT psaoM HEIOCTaTKOB, KOTOPbIE MOTYT NPUBECTH K CHH-
JKEHHIO mokaszareneil addexTuBHOCTH cucteM. IIpencraBieHsl albTepHATHBHBIC TEXHOJOTHH ()OPMHUPOBAHMS CHUTHAIOB, B 4aCTHO-
CTH, TEXHOJIOTHsI, OCHOBaHHAasl Ha OKOHHOH 00pabotke curnanoB (W-OFDM), TexHonOrHs, OCHOBaHHAsI HA BPEMEHHOM pa3/ielIeHUH
(W-OFDM); texuonorust UFMC u japyrue, HO3BOJSIFOIINE yCTpaHUTh Henoctatku TexHonorun OFDM. Ilpemnararorcst HOBbIC
B3IUISIBI HA MCHOJIB30BAHNE B TEXHOJOTUH MEpeady CO MHOTMMH HECYIIUMHU B (hOpMe MyIbTHUIIEKCHPOBAHUS C OPTOTOHAIBHBIM
JaCTOTHBIM pa3felieHueM (B LEJISAX MOBBIIICHHS 3aIIMIICHHOCTH COBPEMEHHBIX OECIPOBOIHBIX CHCTEM CBSI3H HIMPOKOMOIOCHOTO
JIOCTyTIa OT BO3IEHCTBHS BHEIIHUX M BHYTPEHHHX yrpo3), Kacca HEIMHEHHBIX AUCKPETHBIX KPHITOTPAhHIECKHX MOCIEeI0BATENb-
HocTell a1 00pa3oBaHuS (U3MYECKOTO MEPEHOCUHKA JAHHBIX — CUTHANOB. [10Ka3aHO, 4TO MPUMEHEHHE TaKHX CHTHAJIOB ITO3BOJIUT
YIIy4IINTH ITOKA3aTeNN 3allUIICHHOCTH YKa3aHHBIX CHCTEM OT BBOAA (HaBSI3BIBAHMS) B CHCTEMY JIOKHBIX COOOIIEHHH, (anbcudpuka-
LMK COOOIIEHNH, a TaKKe IMoKa3aTeny 00eCIeYeH s IEOCTHOCTH U KOH(GHUICHIIMAIBHOCTH JTAaHHBIX, IOMEX0YCTOHYMBOCTH TIpHEMa
U CKPBITHOCTH (DyHKIIMOHUPOBAHUS CUCTEMBI.

KiioyeBble cl10Ba: NOMEX03alIMIIEHHOCTh, HHYOPMAIIMOHHAS 0€301aCHOCTD; IIMPOKOMOJIOCHBIH JOCTYII; CUTHAI, LEJIOCTHOCTS,
MIOMEX0YCTOWYHNBOCTh; YaCTOTHOE pa3JielIeHHe; COTOBAs CBsA3b; MHTEp(EepeHIHs; MUK-(aKTop.
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