ISSN 2519-2310 CS&CS, Issue 2(10) 2018

UDC 004.056.55

CODE-BASED SCHEMES FOR DIGITAL SIGNATURES

Alexandr Kuznetsov*?, Anastasia Kiian', Ivan Belozertsev', Mykola Pastukhov®, Dmytro Prokopovych-Tkachenko*

1V. N. Karazin Kharkiv National University, 6 Svobody Sq., Kharkiv, 61022, Ukraine
2 JSC “Institute of Information Technologies”, 12 Bakulin St., Kharkiv, 61166, Ukraine
kuznetsov@Kkarazin.ua, nastyak931@gmail.com, ivanbelozersevv.jw@gmail.com

% University of Customs and Finance, 2/4 VVolodymyr Vernadsky St., Dnipro, 49000, Ukraine
denart66@gmail.com

* University of Customs and Finance, 2/4 Volodymyr Vernadsky St., Dnipro, 49000, Ukraine
me_dnepr@ua.fm

Reviewer: Ivan Gorbenko, Doctor of Sciences (Engineering), Full Professor, Academician of the Academy of Applied Radioelec-
tronics Sciences, V. N. Karazin Kharkiv National University, 4 Svobody Sq., Kharkov, 61022, Ukraine
gorbenkoi@iit.kharkov.ua

Received on May 2018

Abstract. This article is devoted to the features of construction and use of electronic digital signature schemes based
on the use of error-correcting codes, namely the most common scheme, which is based on this approach, CFS and the
new proposed scheme. A functioning of these schemes directly depends on used code cryptosystem: the first basically
contains principles of Niederreiter code cryptosystem, the second involves use of McEliece cryptosystem, which until
recently was considered impossible. Algorithms for generating and verifying signatures according to both schemes,
described step by step, are considered in detail. The article studies the efficiency of algorithms in terms of volume of
required keys and the length of generated signature, the results of which are presented using analytical ratios and in
graphical form for specific examples. The resistance of the considered schemes to classical and quantum
cryptanalysis was also analyzed, the latter of which is a actual topic in the era of the rapid development of the sphere
of post-quantum cryptography. Both schemes have provable resistance to both types of cryptanalysis, but when using
quantum computers it is necessary to significantly increase the key lengths, which is a great shortcoming. It has been
revealed that the proposed scheme has an indisputable advantage over the used CFS scheme - protection from
specific attacks such as a simultaneous replacement of two signature elements and rapid falsification, by adding an
additional element to the generated signature. During the study, the advantages, disadvantages and prospects of
using the proposed scheme and the CFS scheme in terms of use of quantum computers are highlighted.
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1 Introduction

In today's increasingly tumultuous world, information is gaining in value. Today, it is perhaps
the most expensive resource of mankind. That is why the issue of information security plays an im-
portant role and raises serious discussions around it. To date, there is a certain set of proprietary se-
curity algorithms that are used during manipulations with information on conventional computers.
Despite this, the situation can change radically in the near future, as active work is under way in the
quest for the development of a quantum computer [1-6].

A guantum computer is a computing device that works on the basis of the phenomena of quan-
tum confusion and quantum superposition, and allows you to override options and perform complex
calculations much faster. For this reason, existing algorithms and ciphers whose security is based on
such mathematical problems as factorization of large numbers, discrete logarithms, and others, will
lose their security [5].

From this perspective, algorithms designed for the formation and verification of digital signa-
tures also become vulnerable to various types of attacks [3]. This fact will lead to the fact that an
digital signature will not guarantee the integrity of the document and reliably confirm the identity of
its author. From the above it follows the relevance of the comprehensive study of alternative
schemes of digital signature and assessment of their capabilities. One of the most promising areas of
research, from the standpoint of post-quantum efficiency, is cryptography, based on error-correcting
codes [7-19]. In this work, we will consider two code schemes of a digital signature, we will carry
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out their comparative analysis and estimation of possibilities of their application in the post-
quantum period.

2 A classic example of a code-based digital signature scheme

A classic example of a digital signature scheme based on error-correcting codes is the CFS
scheme, named after the initials of its inventors — Courtois, Finiasz, Sendrier [13].

CFS involves the use of algebraic (n, k, d) code from the class (n=2", k=n—mt, 2t+1) of non-idle
Goppa codes. The formation of the public and private keys of the scheme is in accordance with the
principle used in the Niderraiter cryptosystem, which is discussed in detail in the papers [3, 7-11].
Hence, the private keys are matrices X , of size (n—k)xn, and P, of size nxn, which are similar to
the Niderraiter scheme defined as a random inverse matrix and a random matrix of permutations
respectively, as well as a fast algorithm for decoding an algebraic code. A private key is a
matrixH, = X-H-P, where H — the verification (n—k)x» matrix of the algebraic code and the

correcting ability of the code t. The input data for using the CFS is a hash function h, a fast
algorithm for decoding an algebraic code and a message (plain text). The hash function is intended
to convert a message of arbitrary length. The output of the hash function is a hash value h(x) of bit

length n—k. A quick algorithm for decoding the algebraic code, that is, having a polynomial
complexity, is applied to the syndromic sequence. s=(s,,S,,...,S, ). In this case, one of the
situations is possible:

e If decoding is successful the vector of errors e=(g,,€,,...,€, ;) corresponding to the syndrome

will be displayed.
e If decoding is unsuccessful an error message will be displayed.
The signature formation algorithm consists of gradual execution of several steps. Initially, the
hashing of the plain textM and the assignment to the counter i of value i=1. The hash
value h(M) and counter i are represented as bit sequences, from concatenation of which, the new

hash value h(h(M)||i) is calculated. The latter should be interpreted as a syndromic sequence
Sy =(Sy,S;,--» S, 4) Calculated for some arbitrary code word and error vector e=(g,,e,...,e, ;).
Since it was suggested that h(h(M)||i) is a syndrome, which is calculated according to the check
matrix H of algebraic code, we need to build a vector:

s, =X"t.s, =X"H,-e'=H-P-e" =H-&".

Then we can apply a fast decoding algorithm to find the vector €' =P-e’. If decoding fails,
then you need to increment the value of the counter i and perform all actions, starting with the

concatenation of the counter and the hash value of the message, until the derived vector €' =P-e”
is deduced, that corresponds to vector s, . When such a vector is found, you need to go to the next
step and calculate the value:

e’ =Pt.g"=P".P-g.
The final signature for a message consists of two parts: the value of the counter and the vector e,
Y =(e,i). Formally, you we write the generated signature as
. \7
Y =(e,i):Hy -e" =(h(h(M)]}i)) .
In order to verify the authenticity of the signature, it must be ensured that the result of the hash-

ing h(h(M)||i) is a syndromic sequence that was calculated according to the vector

e=(e,.€,...€, ), the latter is interpreted as a vector of errors.
A user who wants to verify the authenticity of the signature has an input of an a public key con-
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sisting of t a matrix H, , hash function h, the signature itself Y = (e,i) and a message M . In order
to verify a signature, you need to calculate the values of two vectors: (s,)" =H, -e",

(sx)" =h(h(M)][i).

A digital signature is considered correct only if these two vectors are the same [3,13].

Therefore, the essence of the CFS scheme is the repeated hashing of a message that is encapsu-
lated with a randomized counter value in order to identify the correct syndromic sequence. The sta-
bility of this scheme is based on the complexity of solving the problem of syndromic decoding.

3 An alternative scheme for formation and verification of digital signature

The CFS scheme is the most commonly code-based digital signature scheme. However, this
scheme has certain disadvantages. In 2017, an alternative to this scheme was proposed. An
alternative to the CFS, unlike the original scheme, is based on the use of the one-sided function of
McEliece, which is considered in the works [16-19]. As a result, the private keys of this scheme are
the matrixes X and P (in the case of non-binary codes, the matrix D is added), which are an
invertible matrix and a permutation matrix, respectively, as well as a fast algorithm for decoding the
algebraic code. The public key is a number t, which characterizes the corrective ability of algebraic
(n, k, d) code from the class of irreducible Goppa codes. For a binary case, the code parameters are
related to this relationship: n = 2™, k = n—mt, 2t+1. Also, the component of the public key is the
matrix Gy, which is formed according to the rule G, = X -H-P-D, where G is a generating matrix

of algebraic code.

When forming a signature, the same hash function h as in the CFS scheme is used, which was
described in detail earlier, so we will not focus on it. The decoding algorithm is the ability to find
the vector of errors e=(e,,e,,...,e,,) and the vector | =(l,,1,,...,1, ;) according to the original

code word with errors ¢, =(c*,,c*,,...,c*, ), taking into account the equation ¢, =1-G, +e.

When signing a message, the user first has to find the hash code from its content and determine
the value of the counter i equal to 1. Then, as in the CFS scheme, the concatenation of the hash
value of the message and the counter occurs followed by the hashing of the generated sequence,

which results in  h(h(M)[i). h(h(M)|i) is interpreted as a codeword with errors
ey =(c*y,¢*,,...,c*, 1), which is calculated for some values of the vectors | =(l,1,,...,1,,) and
e=(e,,€,-€,,), provided that ¢ =1IG, and c, =c+e are equal. The next step is to calculate the

value of the vector ¢ =c,-D*-P™. It is assumed that the value of this vector represents the

distorted codeword of the algebraic code no more than in t digits, that is, the distortion does not
exceed the correction ability. A similar code word can be decoded using a polynomial complexity
algorithm. Therefore, it is assumed that:

¢ =¢, D Pl=(I-G, +e)- D P =
—(I-X-H-P-D+e)-D*-P=
—1-X-H+e-D*-pt

By applying a polynomial complexity algorithm and decoding the code word.c =1-G+e',
e'=e-D™*-P*, we can find vector 1'=1-X . If decoding was successful, then the corresponding
values 1" and e' will be displayed. If the decoding failed, you need to increment the value of the
counter and repeat all steps in the signature formation, starting with the concatenation initially, until
the values |' and e' are successfully decoded. After finding such values, the vectors | =1'X ™" and
e=e"D-P are calculated.

The signature of a message in this case can be formally defined as
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Y =(1,6,i):1G, +e=(h(h(M)[i)) that is, it consists of a counter value i, for which h(h(M)]|i)

will be interpreted as a code word with errors a vector of errors e and information vector | . The
complexity of calculating vectors |1 and e using known hash value h(h(M)||i) for an illegitimate
user is a NP-complete task.

To verify the authenticity of the signature, you need to make sure that the result of the hashing
h(h(M)]li) is a codeword with errors, which is calculated using the values of the vectors 1 and e.

For the purpose of verification, it is necessary to calculate the values of two vectors ¢, '=IG, +e
and ¢, "=h(h(M)|i).
If the values of these vectors coincide ¢, '=c " and the Hamming weight of the vector e does

not exceed the correcting ability of the code w(e) <t, then the signature can be considered true. If

at least one of the declared requirements is not fulfilled, the signature is rejected. Therefore, the es-
sence of the CFS schema-alternative is to interpret the hex value of the sequence that came out by
combining the value of the counter and the hex value of the message as a codeword with errors. At
the same time, the verification procedure is radically different from the original scheme by adding
another condition that provides an alternative scheme with advantages over CFS, which will be dis-
cussed in the next section.

4 The comparative analysis of schemes for the formation and verification
of digital signatures

The lengths comparison of key scheme parameters

The CFS scheme and its alternative are based on two different approaches: the first is to use the
function of the Niderraiter scheme, the second one of the McEliece scheme, on which the volumes
of key signature data schemes depend directly.

Public Key:

—The CFS public key length is determined by the number of cells in the matrix H, = X -H-P.
I« =(N—k)-n=n*~kn=m-t-2",

—The length of the public key of the alternative scheme is determined by the number of cells in the
matrixG, = X-G-P

lg« =k-n=(2"—m-t)-2".

Private Key:
—The length of the private key CFS is determined by the sum of the number of binary cells of the
matrix (the size of (n—k)x(n—k)) and the length of n integers in range 0,1,..,n—1 for determin-
ing the matrix P and is calculated:

lor . = (N=K)* +n-[log, n]=(m-1)* +2" -m.

—The length of the private key of the alternative scheme is determined by the sum of the number of
binary cells of the matrix X (the size of (k xk)) and the length of n integers in range 0,1,..,n-1

for determining the matrix P. This length can be calculated according to [17]:
lor. =k*+n-[log,n]=(2" —m-t)*+2"-m.

In order to demonstrate the differences between the alternative scheme and the CFS scheme more
clearly, we present a graphic representation (Fig. 1-2). After analyzing of the data, we can conclude
that the graph of the private and public keys of the alternative scheme is declining, and the graph of
the CFS scheme is increasing. Up to a certain point, the length of the private and public keys of the
alternative scheme will exceed the values for the CFS scheme.

26



ISSN 2519-2310

CS&CS, Issue 2(10) 2018

16000000

14000000 -

12000000

10000000

8000000
6000000
4000000
2000000

0 4

18000000
16000000
14000000
12000000
10000000
8000000
6000000
4000000
2000000
0

Length of the secret key

=== CFS

Alternative

- - =

‘ : : >
20 40 60 80 100 120 140 160 180 200
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Fig. 2 — Comparison of the length of public keys

The comparison of lengths of signatures, which are formed according to both schemes

According to the CFS scheme, the signature Y = (e,i) contains two components: the binary vec-
tor e, which has the length of n, and an integeri. The latter may acquire the values in the
range0,1,..,2"* —1. From here, we have that the bit length of the signature is determined according
to the expression: I, =2-n—k=2"+m-t.

Vector e can acquire a limited number of values. The limitation is imposed according to the cor-
recting ability of the code used. The number of possible vectors e is defined as:

t
i
Nw(e)st = ZCn ’
i=0

Because the vector e corresponds to the condition above, it can be transformed into a break-even
sequence e* with bit length of [ log,(N,) |- Then we have:

*_
IDS -

B

Using the expression for the upper bound of Hamming, the expression can be transformed:

IDS*S{IogZ(Z"*kﬂ+n—k =2.m-t.
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In the case of an alternative scheme, the components of the signature become largerY =(l,e,i):

the vector | (the bit length of k), the vector e and an integeri, whose length is determined in the
same way as in the CFS scheme. From here, we have the length of the signature Y =(1,e,i) is de-

termined by the expression: 1., =2-n=2"". If we make a break-even transform of vectore, then
this estimate can be rewritten as:

|Ds*=(|og2(§c;ﬂ+n:{logz(gcgm ﬂ+2m.

Similarly, to the consideration of CFS, using Hamming's upper boundary we have [20]:
los* < (Iog2 (2n )—|+ n=m-t+2".

Let us demonstrate the resulting estimates through a graphical representation of an example code
with a parameter n =12 (Fig. 3).
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Fig. 3 — Comparison of lengths of signatures

By analyzing the obtained data, we can conclude that the length of the signature formed by the
alternative scheme significantly exceeds the length of the signature CFS scheme. In particular, an
increase in the length of the signature takes place by adding the vector 1 .

Cryptographic robustness of the signature schemes

As noted earlier, the CFS scheme is based on the use of a one-way function from the Niderraiter
cryptosystem. The robustness of this function can be defined as the number of roofing sets in which
it is possible to fix all combinations of t errors without knowledge of the private key [20]:

n!
N > Crt1 _ W _ n!(n_k_t)! |
Cr, (=K  (h-t)Y(n—k)!
ti(n—k—t)!

In order to form a signature Y '=(e',i") for an altered message M ' the attacker needs to imple-
ment the decoding of a random code on average t! times. Taking into account this fact, the evalua-
tion of digital signature robustness under the CFS scheme can be defined as:

C! n!(n—k —t)! _tl 2™ I(mt —t)!

N, >tl—n =t =t .
“TUCL, (n=tn—-k)! (2" —t)(mt)!

In a number of studies that have been carried out, the equivalence of McEliece and Niderraiter
cryptosystems has been demonstrated. Hence, we can assume that the robustness of the CFS
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schemes and their alternatives is also equivalent.

In the case of the use of quantum cryptanalysis, the estimation of the robustness of both schemes
acquires a different character. Using one of the most popular quantum algorithms, Grover's algo-
rithm, it is possible to determine the number of iterations to decode random code, which must be

performed t! times: Cﬁ , C=1(@1-R)*™ .
Assume that a quantum algorithm can be used to find the value of a counteri, by checking

values (brute force attack), which requires an average %\/t_' attempts. Therefore, the robustness

of digital signature schemes in terms of quantum computers can be defined:

n
5,1 2logn

”J_((l R)”Tlggn ﬂf(l__j )

T k 2kl<;gnn Vs m-t V2
=4t 1-— = Jt! .
4 ( nj 4 (Zm j

When analyzing an alternative scheme, it is worth noting that it has a significant advantage over
CFS, since it is able to provide security against fast signature falsification on the basis of the
addition of an arbitrary codeword. An attack of this type with respect to CFS can be organized
through the following actions:

e Select an arbitrary codeword from the code (n,k,d), that has a check matrix Hy. In this case

the equation H_-c" =0 is true. We get a formed signature Y = (e, i).
e Perform a codeword addition:
Y =(e+c,i):H, -(e+c) =
=H_-e"+H, -c"=H_-e" =(h(h(M)]i))".

Changing the last expression with respect to the alternative scheme, we obtain:
Y =(l,e+c,i): 1G, +e+c=(h(h(M)[i)). That is, a quick falsification of the signature in this case

is impossible. This property is also enhanced by additional testing of Hamming's error vector during
the signature verification process. It also protects against other hypothetical attacks, such as
simultaneous falsification of two signature elements, etc.

5 Conclusions

In the modern world, digital signature plays an important role and serves as the confirmation of
the author's personality, and the integrity of the document. Considering two code-based digital
signature schemes, namely CFS and its alternative, one can conclude that both schemes are
comparable in length of key parameters, the latter depending on the parameters of the chosen code.
The length of the formed signature according to the alternative scheme is slightly larger, but this
increase is not critical. It is also worth noting that the robustness of the schemes against classical
and quantum cryptanalysis is equivalent, which follows from the estimates equivalence of the
robustness of McEliece and Niderraiter schemes on which the work of the considered digital
signature algorithms is based. However, the alternative scheme has a significant advantage over the
CFS common scheme: it is able to provide protection against specific attacks of fast signature
falsification and simultaneous falsification of two signature components.

As the disadvantages of both cryptosystems, it is worth noting the large volumes of key data,
which, according to researchers, will need to increase more than three times in the post-quantum
period. The ability to reduce the key length while maintaining the robustness of signatures remains
a promising area of research.
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CxeMH Ha OCHOBIi KOiB 1JIs1 HM(PPOBUX MiAMUCIB.

AHoTanisi. CTaTTs IPHUCBSTYEHA PO3TILILY 0COONMMBOCTEHl MOOYIOBM 1 BUKOPHUCTAHHS CXEM EIEeKTPOHHOTO IU(POBOTO MiIHUCY, 3a-
CHOBAaHHX Ha BHKOPUCTaHHI KOMIB, BUIIPABIIIOUNX ITOMIJIKH, a CaMe HaHIOIMMpEeHinIol cxemH, sika 6a3yeTbcs Ha IbOMY MiJIXO,
CFS i HOBo{ 3anponioHOoBaHOi cxeMu. DyHKIIOHYBaHHS IIMX CXeM 0e3MOCepeIHbO 3aJISKHUTh Bill BUKOPHCTOBYBAHOI KOJOBOT KPUIITO-
CHCTEMH: IIepIlla B CBOilf OCHOBI MICTHUTH IPHHIMIH K00Boi kpunTocucteme Hineppaiitepa, apyra nependadae BUKOPUCTAHHS KPH-
nrocucteMu Mak-Emica, 110 10 HEZJaBHHOI0 MOMEHTY BBa)KAJIOCS HEMOXJIMBHM. JleTambHO PO3IIISHYTI alropuTMu GopMyBaHHS Ta
MIePEBIPKA MIIMKCY 3TiHO 000X CXEM, OIHCaHi MOKPOKOBO. Y pobOTI MpOBEAEH! MOCTIHKEHHS e(pEKTUBHOCTI alTOPUTMIB 3 TOUYKH
30py 00CATy HEOOXiHHX KIIOYOBHX TAHUX I JOBXKHHU CHOPMOBAHOTO MiJMHCY, PE3YJIbTATH SIKOTO MPECTAaBJICHI 3a JOMOMOIOI0
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aHAIITHYHUX CITIBBiJHOIICHB | HA KOHKPETHUX MpHKIafax B rpadidnomy Burisigi. Takoxk Oysao mpoaHa i30BaHO CTiKICTh pO3TIIsi-
HYTHX CX€M IO KIACHYHOTO i KBAaHTOBOT'O KPHIITOAHANII3y, OCTAaHHIH 3 SIKMX € aKTYyaJbHOIO TEMATHKOIO B €py CTPIMKOTO PO3BHUTKY
chepu nocT-KBaHTOBOI Kpunrorpadii. Po3risHyTbl cxemMu MarOTh J0Ka30BY CTIHKICTh 10 000X BHIIB KPHUNTOAHAIN3Y, OJHAK MPU
BUKOPHUCTaHHI KBAaHTOBHX KOMITIOTEPIB HEOOXIJIHO 3HAYHO 301JTBIIYBATH TOBXHHHU KITFOYiB, O € BarOMHM HEJOCTaKi. BusBieHO
¢akr, 10 3ampOMOHOBaHa CXeMa Ma€ He3alepeyHy MepeBary mnepe BUKoprcToByBaHoi cxemoro CFS - 3axucT Bix creruivHux aTak
TakuX, K OJIHOYACHA 3aMiHa JBOX CJIEMEHTIB MiAMUCY 1 mBHAKA (anbcudikaris, 3a paxyHOK JOJABaHHS JTOJJATKOBOTO €JIEMCHTA B
copmoBanuit miamuc. [IpoTsarom HociiIKeHHs BUALICHI TepeBaru, HeMOMiKY 1 MEePCIeKTHBU BUKOPHCTAHHS 3alIPOIIOHOBAHOT CXeMH
i cxemu CFS B ymMOBax 3acTOCYBaHHS KBAHTOBHX KOMIT'IOTEPIB.

KurouoBi ciroBa: moctkanToBa kpunrorpadis; mudposuii manuc, kpunrorpadis Ha OCHOBI KOJIiB; KBaHTOBA Oe3IeKa.
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CxeMbl HAa OCHOBE KO/10B /U151 HM(POBBIX MOAMMCEN.

AnHoTanus. CTaTbs NOCBSIIEHA PACCMOTPEHUIO OCOOCHHOCTEW MOCTPOCHUS W HCIOJB30BAHHSA CXEM JIIEKTPOHHOW IH(POBOi
TIOZNTMCH, OCHOBAHHBIX Ha UCIIOIh30BaHMH KOIOB, HCIPABIIONINX ONIMOKH, 8 UMEHHO Hanboiiee paclipoCTPaHEHHOH CXEeMBI, KOTopast
6azupyetcs Ha 3ToM nogaxozne, CFS m HOBoOI mpennokeHHOH cxeMbl. OYHKIMOHHPOBAHHE JAHHBIX CXEM HANPSAMYIO 3aBHUCHT OT
HCTIOJIb3YeMOM KOOBOI KPUITOCUCTEMBI: IepBasl B CBOEH OCHOBE COAEPKUT IPUHIMIIBI KOJ0BOI kpunrocucreme Huneppaiirepa,
BTOpasi TpeaycMaTpuBaeT HCIOIb30BaHUE KPHNTOCHCTEMBI Mak-Omuca, 9TO 10 HEZaBHETO MOMEHTAa CYMTANOCh HEBO3MOJKHBIM.
IMoapoOHO paccMOTpeHB! aropuUTMBI (OPMUPOBAHKS U MPOBEPKU IMOJIUCH COTJIACHO 0OOMM cXeMaM, OIHMCaHHbIE rouraroso. B
paboTe mpon3BeAECHBI HCCIETOBAHUS 3P (HEKTUBHOCTH aITOPUTMOB C TOUYKH 3peHHS 00beMa TpeOyeMbIX KIFOUEBBIX JAHHBIX U JUTHHEI
(dbopMupyeMolt TOJINCH, Pe3yabTaThl KOTOPOTO MPEACTABIECHBI C MOMOINBIO AHATUTHYECKHX COOTHONIEHHH M Ha KOHKPETHBIX
npuMepax B rpaduueckom Buze. Takxke Oblia MpoaHATM3UPOBaHA CTOMKOCTh PACCMOTPEHHBIX CXEM K KIIACCHYECKOMY M KBAHTOBOMY
KPHUITOAHAIN3Y, TIOCIECIHUH U3 KOTOPBIX SBIISIETCS aKTyaTbHOH TEMAaTHKON B 9Py CTPEMHUTEIBHOTO Pa3BUTHS c(ephl MOCT-KBAaHTOBOM
kpuntorpagun. PaccMOTpeHHBIE CXeMBI HMMEIOT IO0Ka3yeMyl CTOHKOCTh K OOOMM BHJAM KPHUNTOQHAIU3Y, OJHAKO IpH
HCTIONB30BAHMN KBAaHTOBHIX KOMIIBIOTEPOB HEOOXOIMMO 3HAUUTENHHO YBENUYMBATH JUIMHBI KITIOYEH, YTO SBISETCS BECOMBIM
HEIOCTaKOM. BBISBICHO (hakT, 4YTO MPEJIOKESHHAS CXeMa UMEET HEOCIIOPUMOE MPEUMYIIIECTBO Mepe ucronb3yemoit cxemoii CFS -
3aIIUTa OT CHEeNU(HUIECKHX aTaK TaKHWX, KaK OJXHOBPEMEHHas ITOJMEHa JBYX >JIEMEHTOB IOINHCH M ObICTpas (danbcuUKaIms, 3a
cueT 100aBICHUs JOMOIHUTEIBHOTO dJIeMeHTa B COPMHUPOBAHYIO MOANKUCh. B TEUeHWH MCCIIeI0BaHHS BBIICICHBl JOCTOMHCTBA,
HEJOCTaTKM M TepCIeKTHBBI HCIOJb30BaHUs INpeiokeHHOW cxembl M cxemMbl CFS B ycloBHSX NpHMEHEHHs KBaHTOBBIX
KOMITHIOTEPOB.

KiaroueBble ¢jI0Ba: TOCTKBAHTOBAS KpI/IHTOI‘pa(bI/IH; III/Iq;)pOBaSI TIOJITHCh, KpHHTOIpaq)HH Ha OCHOBE KOJIOB, KBAHTOBAas1 0Ee30MMacHOCTb.
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